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Evaluation



These topics cover the tasks you need to quickly get a test or demo AM instance running.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.



Access Management

Learn about ForgeRock® Access Management.



Step 1. Prepare your server

Prepare your computer to host Access
Management.



Step 2. Deploy AM

Deploy the AM WAR file into Tomcat.



Step 3. Configure AM

In the AM admin UI, create an authentication
tree.



Step 4. Authenticate to AM

Log in for the first time, using your
authentication tree.



Next steps

Discover what else AM has to offer.
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Access Management (AM)

AM provides a service called access management, which manages access to resources, such as a web page, an application, or a
web service, that are available over the network. Once it is set up, AM provides an infrastructure for managing users, roles, and
access to resources. In this chapter, you manage access to a single web page.

AM centralizes access control by handling both authentication and authorization. Authentication is the process of identifying an
individual, for example, by confirming a successful login. Authorization is the process of granting access to resources to
authenticated individuals.

AM centralizes authentication by using a variety of authentication modules that connect to identity repositories that store
identities and provide authentication services. The identity repositories can be implemented as LDAP directories, relational
databases, RADIUS, Windows authentication, one-time password services, and other standards-based access management
systems.

Authentication trees provide fine-grained authentication by allowing multiple paths and decision points throughout the
authentication flow. They are made up of authentication nodes, which define actions taken during authentication. Authentication
nodes are more granular than modules, with each node performing a single task, such as collecting a username or making a
simple decision. Authentication nodes can have multiple outcomes, rather than just success or failure. AM lets you create
complex yet customer-friendly authentication experiences by linking nodes together, creating loops, and nesting nodes within a
tree.

AM centralizes authorization by letting you use AM to manage access policies separate from applications and resources. Instead
of building access policy into a web application, you install an agent with the web application to request policy decisions from AM.
This way you can avoid issues that could arise when developers must embed policy decisions into their applications. With AM, if
policy changes or an issue is found after the application is deployed, you have only to change the policy definition in AM, not
deploy a new version of the application. AM makes the authorization decisions, and web and Java agents enforce the decisions on
AM’s behalf.

Keep on reading to try AM’s access management capabilities by installing AM and configuring an authentication tree.

Step 1. Prepare your server

To install AM in a demo or test environment, perform the following prerequisite tasks:

Check disk space

AM’s distribution .war  file includes an embedded DS server, which stores AM’s configuration data and serves as an
identity store.

The DS server requires free disk space equal to or greater than 5 GB, plus 5% of the total size of the filesystem in the
$HOME directory of the user running the container.

Prepare a fully qualified domain name (FQDN)

AM requires that you use fully qualified domain names. This is because AM uses HTTP cookies to keep track of sessions for
single sign-on (SSO), and setting and reading cookies depends on the server name and domain.

For information on preparing an FQDN, see Prepare a fully qualified domain name.
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Install a supported Java development kit (JDK)

AM is a Java web application, so you need to download and install a supported JDK. For the list of supported JDK versions,
refer to the Java requirements.

For information on installing a JDK, see Install a JDK and Apache Tomcat.

When evaluating AM, the installation process deploys an embedded DS instance that AM uses as configuration store, user
store, and CTS store. To connect to the DS instance using LDAPS, AM requires access to the self-signed certificate that DS
generates.

If you are installing AM for evaluation purposes, AM creates a copy of your JDK’s default lib/security/cacerts
truststore, names it truststore , and places it in /path/to/openam/security/keystores/ .

AM then attempts to add the DS self-signed certificate to that store, with an alias of ds-ca-cert .

You can change the permissions back as they were originally after installing AM.

Install a supported web container

Although AM can run in a number of application servers, download Apache Tomcat for now.

For the list of supported versions, refer to Application containers.

For information on installing Apache Tomcat, see Install a JDK and Apache Tomcat.

Download ForgeRock Access Management

The Backstage download site hosts downloadable versions of AM.

For the list of supported operating systems, refer to the Operating system requirements.

emergency_home
Ensure that the JDK’s default truststore, for example, $JAVA_HOME/lib/security/cacerts , has, at least, 644
permissions:

$ sudo chmod 644 $JAVA_HOME/lib/security/cacerts

Important

emergency_home
If the lib/security/cacerts truststore does not have the default password of changeit, and/or if it does not
have at least 644 permissions, then AM installation will fail, as it will not be able to open the truststore to add
the DS certificate. 

Important

info
The procedures to set up the software are written for use on a UNIX-like system.
If you are running Microsoft Windows, adapt these examples accordingly.

Note
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Prepare a fully qualified domain name

Before deploying and installing AM, give your system a DNS alias, such as openam.example.com . You can add a DNS alias by
editing your hosts file.

Add the aliases to your hosts file using your preferred text editor:

# Edit /etc/hosts
$ sudo vi /etc/hosts
Password:

$ cat /etc/hosts | grep openam
127.0.0.1    localhost openam.example.com

Proceed to install a JDK and Apache Tomcat.

Install a JDK and Apache Tomcat

AM runs as a Java web application inside an application container. Apache Tomcat is an application container that runs on a
variety of platforms. The following instructions are loosely based on the RUNNING.txt  file delivered with Apache Tomcat:

Extract the JDK download file:

$ mkdir -p /path/to/JDK
$ unzip ~/Downloads/openjdk-X_bin.zip -d /path/to/JDK

Extract the Apache Tomcat download file:

$ mkdir -p /path/to/tomcat
$ unzip ~/Downloads/apache-tomcat-X.X.XX.zip -d /path/to/tomcat

Create an Apache Tomcat script to set the JAVA_HOME  environment variable to the file system location of the JDK and to
set the heap and metaspace size appropriately. For example:

lightbulb_2
If you already have a DNS server set up, or use a service such as localtest.me, you can use those instead of editing
your hosts file.

Tip

1. 

2. 

1. 

2. 

3. 
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Create a setenv.sh  script in /path/to/tomcat/bin/ :

export JAVA_HOME="/path/to/usr/jdk"
export CATALINA_OPTS="$CATALINA_OPTS -Xmx2g -XX:MaxMetaspaceSize=256m"

Create a setenv.bat  script in \path\to\tomcat\bin\ :

PS C:\path\to> $env:JAVA_HOME += ";C:\path\to\usr\jdk"
PS C:\path\to> $env:CATALINA_OPTS += ";-Xmx2g -XX:MaxMetaspaceSize=256m"

(UNIX-like systems only) Make the scripts in Apache Tomcat’s bin/  directory executable:

$ chmod +x /path/to/tomcat/bin/*.sh

If you have a custom installation that differs from the documented Apache Tomcat installation, make sure to set Apache
Tomcat’s CATALINA_TMPDIR  to a writable directory to ensure the installation succeeds. This temporary directory is used by
the JVM ( java.io.tmpdir ) to write disk-based storage policies and other temporary files.

Make sure that your system’s firewall does not block the port that Apache Tomcat uses ( 8080  by default).

See the Apache documentation for instructions for allowing traffic through the firewall on a specific port for the version of
Apache Tomcat on your system. A variety of firewalls are in use on Linux systems. The version your system uses depends
on your specific distribution.

Start Apache Tomcat:

$ /path/to/tomcat/bin/startup.sh

It might take Apache Tomcat several seconds to start. When it has successfully started, you should see information
indicating how long startup took in the /path/to/tomcat/logs/catalina.out  log file.

INFO: Server startup in 4655 ms

Go to Apache Tomcat’s homepage; for example, http://openam.example.com:8080 .

If Apache Tomcat works correctly, the homepage displays a success message: "If you’re seeing this, you’ve successfully
installed Tomcat. Congratulations!".

Unix/Linux

Windows

4. 

5. 

6. 

7. 

8. 
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Proceed to Step 2. Deploy AM.

Step 2. Deploy AM

Deploying AM creates a default configuration that you can access as AM’s administrative user, amAdmin .

Deploy ForgeRock Access Management

Deploy AM into Apache Tomcat, and configure it for use:

Copy the AM .war  file to deploy in Apache Tomcat as openam.war  :

$ cp AM-7.4.2.war /path/to/tomcat/webapps/openam.war

It can take Apache Tomcat several seconds to deploy AM.

Go to the deployed AM application; for example, http://openam.example.com:8080/openam/ .

On the AM configuration screen, click Create Default Configuration.

Review the software license agreement. If you agree to the license, click I accept the license agreement, and click 
Continue.

9. 

1. 

2. 

3. 

4. 
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Set the Default User [amAdmin] password to changeit , and click Create Configuration to configure AM.5. 
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Click the Proceed to Login link, then log in as amAdmin  with the password you configured in a previous step, changeit .

After login, AM directs you to the Realms page.

info
When configuring AM for real-world use, do not use this password. It is only to get started with AM. The 
amAdmin user is the default AM administrator, who has full control over the AM configuration. 

Note

6. 
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AM stores its configuration, including the embedded DS server, in a directory named after the deployment URI. In other
words, if AM is deployed under /openam , then it saves its configuration under $HOME/openam/ .

AM is now configured, and ready for use.

After successfully logging in to the AM admin UI, proceed to Step 3. Configure AM.

Step 3. Configure AM

Authentication trees provide fine-grained authentication by allowing multiple paths and decision points throughout the
authentication flow.

Authentication trees are made up of authentication nodes, which define actions taken during authentication. Authentication
nodes are granular, with each node performing a single task, such as collecting a username or making a simple decision.
Authentication nodes can have multiple outcomes rather than just success or failure.

lightbulb_2
If you need to delete your configuration, the quickest way to start over is to stop Apache Tomcat, delete the
AM configuration directory, and restart the AM web application to start the process from the beginning. 

Tip

7. 
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Configure an authentication tree

Follow these steps to create an authentication tree that you can use to log in to AM:

On the Realms page of the AM admin UI, choose the realm in which to create the authentication tree.

On the Realm Overview page, click Authentication in the menu on the left, and click Trees.

On the Trees page, click Create Tree.

Enter a tree name; for example, myAuthTree , and click Create.

The authentication tree designer is displayed, with the Start  entry point connected to the Failure  exit point, and a 
Success  node.

The authentication tree designer provides the following features on the toolbar:

Drag the following nodes from the Components panel on the left-hand side and drop them into the designer area:

Page node

Username Collector node

Password Collector node

Data Store Decision node

The Data Store Decision authentication node uses the credentials to authenticate the user against the identity stores
configured for the realm. In this example, the username and password are obtained by a combination of the Username
Collector and Password Collector nodes.

Drag and drop the Username Collector and Password Collector onto the Page node, so that they will both appear on the
same page when logging in.

Connect the nodes as follows:

lightbulb_2
AM provides a number of sample authentication trees to demonstrate how nodes can be put together. For
information on setting up authentication trees, see Configure authentication trees.

Tip

1. 

2. 

3. 

Authentication tree designer toolbar

Button Usage

Lay out and align nodes according to the order they are connected.

Toggle the designer window between normal and full-screen layout.

Remove the selected node. Note that the Start  entry point cannot be deleted.

4. 

◦ 

◦ 

◦ 

◦ 

5. 

6. 
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For more information on setting up more complex authentication trees, see Configure authentication trees.

You are now ready to authenticate your first user!

Proceed to Step 4. Authenticate to AM.

Step 4. Authenticate to AM

Now that you have completed Step 3. Configure AM, you can use the myAuthTree  tree you created to authenticate a user.

To test your authentication tree in a web browser, go to a URL similar to the following:

http://openam.example.com:8080/openam/XUI/?realm=/&service=myAuthTree#login

Use the correct FQDN, port number, and deployment path for your environment. Also ensure you use the correct authentication
tree name, in the example above, the tree is named myAuthTree .

Log in as the built-in demo  user, with the password Ch4ng31t .

lightbulb_2
You can configure the node properties by using the panel on the right side of the page. For more information
on the available properties for each node, see Authentication nodes configuration reference.

Tip

7. 
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On successful login, AM creates a cookie named iPlanetDirectoryPro  in your browser for your domain; for example, 
example.com . That cookie is then available to all servers in the example.com  domain, such as openam.example.com .

If you examine this cookie, you see that it has a value such as AQI5wM2L...*AAJTS... . This is the SSO token value. The value is an
encrypted reference to the session that is stored only by AM. Only AM can determine whether you are actually logged in, or
whether the session is no longer valid, and you need to reauthenticate.

The AM session is used for SSO. When the browser presents the cookie to a server in the domain, the agent on the server can
check with AM using the SSO Token as a reference to the session. This lets AM make policy decisions based on who is
authenticated, or prompt for additional authentication, if necessary.

Your SSO session can end in a few ways. For example, when examining the cookie in your browser, you should notice that it
expires when the browser session ends (when you shut down your browser). Alternatively, you can log out of AM explicitly.

Sessions can also expire. AM sets two limits: one that causes your session to expire if it remains inactive for a configurable period
of time (default: 30 minutes), and another that caps the session lifetime (default: 2 hours).

Congratulations on authenticating your first user with AM!

See what else can AM do for you by reading Next steps.

PingAM Evaluation

Copyright © 2025 Ping Identity Corporation 35



Next steps

AM can do much more than authenticate users. In addition to being the right foundation for building highly available, Internet-
scale access management services, AM has a rich set of features that make it a strong choice for a variety of different
deployments.

Find out more about them:



User self-service features

Discover how end users can manage their
profiles.



Single sign-on

Create seamless end user journeys.



SAML v2.0 federation

Federate identities with the SAML v2.0 standard.



OAuth 2.0-based federation

Protect applications with OAuth 2.0, OpenID
Connect 1.0, and UMA 2.0.



Access policies and policy enforcement

Centrally control access to your organization’s
applications.



Modern APIs for developers

Discover the REST and Java APIs that AM
exposes.

Evaluation PingAM

36 Copyright © 2025 Ping Identity Corporation



User self-service features

AM provides user self-registration and password reset services that allow users access to applications without the need to call
your help desk.

AM has access to the identity repositories that store user profiles. AM is therefore well-placed to help you manage self-service
features that involve user profiles.

User self-registration. AM provides user self-registration as a feature of AM’s REST APIs. New users can easily self-register
in AM without assistance from administrators or help desk staff.

For information on configuring self-registration, see Configure user registration.

For details on building your own self-registration application using the REST API, see Register a user.

Password reset. With AM’s self-service password reset, users can help reset passwords, as well as update their existing
passwords. AM handles both the case where a user knows their password and wants to change it, and also the case where
the user has forgotten their password and needs to reset it, possibly after answering security questions.

For details on setting up password reset capabilities, see Configure forgotten password reset.

For details on building your own application to handle password reset using the REST API, see Reset forgotten passwords.

Dashboard service. Users often have a number of applications assigned to them, especially if your organization has
standardized SaaS, for example for email, document sharing, support ticketing, customer relationship management, web
conferencing, and so forth. You can create an interface for users to access these web-based and internal applications
using AM’s dashboard service.

The AM cloud dashboard service makes this relatively easy to set up. For basic information on using the service, see 
Dashboards.

AM’s user-facing pages are fully customizable and easy to skin for your organization. UI customization has details on how to
customize user-facing pages.

Single sign-on

Single sign-on (SSO) and cross-domain single sign-on (CDSSO) are core features of AM. Once you have set up AM, you protect as
many applications in the network domain as you want. Simply install web or Java agents for the additional servers, and add
policies for the resources served by the applications. Users can authenticate to start a session on any site in the domain and stay
authenticated for all sites in the domain without needing to log in again (unless the session ends, or a policy requires stronger
authentication).

Many organizations manage more than one domain. When you have multiple distinct domains in a single organization, cookies
set in one domain are not returned to servers in another domain. In many organizations, sub-domains are controlled
independently. These domains need to be protected from surreptitious takeovers like session cookie hijacking. AM’s CDSSO
provides a safe mechanism for your AM servers in one domain to work with web or Java agents from other domains, while
allowing users to sign-on once across many domains without needing to reauthenticate. CDSSO allows users to sign on in one of
your domains and not have to sign on again when they visit another of your domains.

For details on how to configure web and Java agents for CDSSO, see Implement CDSSO.
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SAML v2.0 federation

Security Assertion Markup Language (SAML) 2.0 grew out of earlier work on SAML v1.x and the Liberty Alliance. SAML defines
XML-based, standard formats and profiles for federating identities. SAML v2.0 is supported by a wide range of applications
including major software as a service (SaaS) offerings. AM can function as a hub in deployments where different standards are
used. For details on AM’s SAML v2.0 capabilities, see SAML v2.0.

When your deployment serves as an identity provider for a SAML federation, AM makes it easy to develop applications called
Fedlets that your service providers can easily deploy to participate in the federation. For details, see Implement SAML v2.0 service
providers by using Fedlets.

OAuth 2.0 and OAuth 2.0-based standards federation

OAuth 2.0 and OpenID Connect 1.0 are open standards for authorization using REST APIs to allow users to authorize third-party
access to their resources. These standards make it easier to federate modern web applications. User-Managed Access (UMA) 2.0
takes OpenID Connect a step further, and lets the end user manage access to their resources.

AM can serve as the authorization server for your clients, or as a client to another authorization server. As an authorization
server, AM supports capabilities such as:

Dynamic client registration

Using macaroons as access and refresh tokens

Client-side access and refresh tokens

Proof-of-possession

Scripted OpenID Connect claims

Authentication requirements for ID tokens.

For more information, see:

OAuth 2.0

OpenID Connect 1.0

User-Managed Access (UMA) 2.0

Policy enforcement points and access policies

AM can handle large numbers of access policies, each of which gives you control over user provisioning and user entitlements.
For details, see Authorization.

AM also supports standards-based access policies defined using the eXtensible Access Control Markup Language (XACML). XACML
defines an XML Attribute-Based Access Control (ABAC) language with Role-Based Access Control (RBAC) features as well. For
details on using XACML policies with AM, see Import and export policies.

AM also includes web agents and Java agents, which are add-on components that operate as a policy enforcement point (PEP) for
a website or application. For example, you can install a web agent to enforce AM’s authorization decisions on Apache HTTP
Server.

Learn more in the Web Agents documentation and the Java Agents documentation.
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Furthermore, ForgeRock Identity Gateway works with applications where you want to protect access, but you cannot install a
web or Java agent. For example, you might have a web application running in a server for which no agent has been developed. Or
you might be protecting an application where you simply cannot install an agent. In that case, IG functions as a flexible reverse
proxy with standard SAML v2.0 capabilities.

Modern APIs for developers

For client application developers, AM offers REST and Java APIs.

AM REST APIs make the common CRUD (create, read, update, delete) easy to use in modern web applications. They also
offer extended actions and query capabilities for access management functionality.

To get started, see REST API.

AM Java APIs let your Java and Java applications call on AM for authentication and authorization in both AM and federated
environments.

For details, see the ForgeRock Access Management Java API Specification.

AM provides built-in support for many identity repositories, web servers and web application containers, access management
standards, and all the flexible, configurable capabilities mentioned in this page. Yet, for some deployments you might still need to
extend what AM’s capabilities. For such cases, AM defines Service Provider Interfaces (SPIs) where you can integrate your own
plugins. For information about extension points, and some examples, see the following:

Customize authentication trees

Policy condition script API functionality

Customize identity stores

Customizing OAuth 2.0 scope handling
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Deployment planning



These topics help you to plan the deployment of ForgeRock Access Management, including implementing training teams and
partners, customization and hardening, and development of a proof-of-concept implementation.

This guide is written for access management designers, developers, and administrators who build, deploy, and maintain Access
Management services and features for their organizations.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.



Identity Access Management

Discover how AM helps to secure your
resources.



Deployment architecture

Create a good, concrete deployment plan.



Deployment topology

View an example, large scale topology.



Size hardware and services

Size servers, network, storage, and service
levels.



Deployment requirements

Learn about the deployment requirements for
Access Management sizing.



Quick start

Get started with an Access Management
deployment.
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Identity and Access Management

The proliferation of cloud-based technologies, mobile devices, social networks, Big Data, enterprise applications, and business-to-
business (B2B) services has spurred the exponential growth of identity information, which is often stored in varied and widely-
distributed identity environments.

The challenges of securing such identity data and the environments that depend on the identity data are daunting. Organizations
that expand their services through internal development or acquisitions must manage identities across a wide spectrum of
identity infrastructures. This expansion requires a careful integration of disparate access management systems, platform-
dependent architectures with limited scalability, and ad-hoc security components.

ForgeRock, a leader in the Identity and Access Management (IAM) market, provides proven solutions to securing your identity
data.

Identity Management (IDM) is the automated provisioning, updating, and de-provisioning of identities over their lifecycles.

Access Management (AM) is the authentication and authorization of identities who desire privileged access to an organization’s
resources. AM) encompasses the central auditing of operations performed on the system by customers, employees, and
partners. AM) also provides the means to share identity data across different access management systems, legacy
implementations, and networks.

Continue reading to learn more about AM and what it can do for your environment.

More than just single sign-on

AM is an all-in-one, centralized access management solution, securing protected resources across the network and providing
authentication, authorization, web security, and federation services in a single, integrated solution.

AM is deployed as a simple .war  file and provides production-proven platform independence, flexible and extensible
components, as well as a high availability and a highly scalable infrastructure. Using open standards, AM is fully extensible, and
can expand its capabilities through its SDKs and numerous REST endpoints.

AM is part of the ForgeRock Identity Platform, and provides identity and access management of mobile-ready, cloud, enterprise,
social, and partner services. The ForgeRock Identity Platform provides global consumer services across any platform for any
connected device or any Internet-connected entity.

The ForgeRock Identity Platform features the following products:

ForgeRock Access Management. Context-based access management system. Access Management is an all-in-one
industry-leading access management solution, providing authentication, authorization, federation, Web services security,
adaptive risk, and entitlements services among many other features. AM is deployed as a simple .war  file, featuring an
architecture that is platform independent, flexible, and extensible, and highly available and scalable.

ForgeRock Identity Management. Cloud-focused identity administration. Identity Management is a lightweight
provisioning system, built on resource-oriented principles. IDM is a self-contained system, providing workflow, compliance,
synchronization, password management, and connectors. IDM features a next-generation modular architecture that is
self-contained and highly extensible.

ForgeRock Directory Services. Internet scale directory server. Directory Services provides full LDAP protocol support,
multi-protocol access, cross-domain replication, ForgeRock® Common REST framework, SCIM support, and many other
features.
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ForgeRock Identity Gateway. No touch single sign-on (SSO) to enterprise, legacy, and custom applications. Identity
Gateway is a reverse proxy server with specialized session management and credential replay functionality. IG works
together with AM to integrate Web applications without needing to modify the target application, or the container that it
runs in.

OpenICF. Enterprise and cloud identity infrastructure connectors. OpenICF provides identity provisioning connections
offering a consistent layer between target resources and applications and exposing a set of programming functions for the
full lifecycle of an identity. OpenICF connectors are compatible with OpenIDM, Sun Identity Manager, Oracle™ Waveset,
Brinqa™ GRC Platform, and so forth.

The following figure illustrates these components:

Figure 1. ForgeRock Identity Platform

Server overview

AM is a centralized access management server, securing protected resources across the network and providing authentication,
authorization, Web security, and federation services in a single, integrated solution. AM manages access to the protected
resources by controlling who has access, when, how long, and under what conditions. It centralizes disparate hardware and
software services for cloud, enterprise, mobile, and business-to-business (B2B) systems.
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Figure 1. Architecture

AM features a highly modular and flexible architecture with multiple plugin points to meet any customer deployment. It leverages
industry standard protocols, such as HTTP, XML, SOAP, REST, SAML v2.0, OAuth 2.0, OpenID Connect 1.0, and so forth to deliver a
high performance, highly scalable, and highly available access management solution over the network. AM services are 100%
Java-based, proven across multiple platforms and containers in many production deployments.

AM core server can be deployed and integrated within existing network infrastructures. AM provides the following distribution
files:
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Distribution Files

File Description

AM-7.4.2.war The distribution .war  file includes the core server code with
an embedded DS server. The distribution includes an
administrative graphical user interface (GUI) Web console.
During installation, the .war  file accesses properties to
obtain the fully qualified domain name, port, context path,
and the location of the configuration folder. These properties
can be obtained from the boot.json  file in the AM
installation directory, from environment variables, or from a
combination of the two. This file is also available to download
individually.

AM-crypto-tool-7.4.2.war AM provides a utility with some cryptographic functionality
used for creating Docker images.
This utility is strictly for future use, and is not currently
supported.

AM-Soap-STS-Server-7.4.2.war AM provides a SOAP-based security token service (STS) server
that issues tokens based on the WS-Security protocol.(1)

AM-SSOAdminTools-5.1.3.28.zip AM provides an ssoadm  command-line tool that allows
administrators to configure and maintain AM as well as
create their own configuration scripts.
The zip  distribution file contains binaries, properties file,
script templates, and setup scripts for UNIX and Windows
servers.

AM-SSOConfiguratorTools-5.1.3.28.zip AM provides configuration and upgrade tools for installing
and maintaining your server.
The zip  distribution file contains libraries, legal notices, and
supported binaries for these configuration tools. Also, you
can view example configuration and upgrade properties files
that can be used as a template for your deployments.

Config-Upgrader-7.4.2.zip AM provides a configuration file upgrade tool.
For more information on converting configuration files for
import into AM, see the README.md  file in the Config-
Upgrader-7.4.2.zip  file.

Fedlet-7.4.2.zip AM provides an AM Fedlet, a light-weight SAML v2.0 service
provider.
The Fedlet lets you set up a federated deployment without
the need of a fully-featured service provider.
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(1) AM also provides REST-based STS service endpoints, which you can directly utilize on the AM server.

The Backstage download site hosts downloadable versions of AM, including a .zip  file with all of the AM components,
the .war  file, AM tools, the configurator, web and Java agents, and documentation. Verify that you review the Software License
and Subscription Agreement presented before you download AM files.

ForgeRock offers the services you need to deploy AM commercial builds into production, including training, consulting, and
support.

Key benefits

The goal of AM is to provide secure, low friction access to valued resources while presenting the user with a consistent
experience. AM provides excellent security, which is totally transparent to the user.

AM provides the following key benefits to your organization:

Enables solutions for additional revenue streams. AM provides the tools and components to quickly deploy services to
meet customer demand. For example, AM’s Federation Services supports quick and easy deployment with existing SAML
v2.0, OAuth2, and OpenID Connect systems. For systems that do not support a full SAMLv2 deployment, AM provides a 
Fedlet, a small SAML v2.0 application, which lets service providers quickly add SAML v2.0 support to their Java applications.
These solutions open up new possibilities for additional revenue streams.

Reduces operational cost and complexity. AM can function as a hub, leveraging existing identity infrastructures and
providing multiple integration paths using its authentication, SSO, and policies to your applications without the complexity
of sharing Web access tools and passwords for data exchange. AM decreases the total cost of ownership (TCO) through its
operational efficiencies, rapid time-to-market, and high scalability to meet the demands of our market.

File Description

IDPDiscovery-7.4.2.war AM provides an IDP Discovery Profile (SAMLv2 binding profile)
for its IDP Discovery service. The profile keeps track of the
identity providers for each user.

sample-trees-7.4.2.zip Clean installs of AM with an embedded data store provide
ready-made sample authentication trees to demonstrate how
they can be put together.
These sample trees are not installed by default on installs of
AM with an external configuration store, or if you are
upgrading an existing instance of AM. The sample-
trees-7.4.2.zip  file contains the sample trees in JSON files,
\ ready for import by Amster command-line interface. For
information on importing files by using Amster, see 
Importing Configuration Data in the Amster 7.4 User Guide.

Truststore-Utility-7.4.2.zip AM provides a utility to help with creating a trust store for
use with web authentication.
See the readme.md  in the ZIP file for instructions, and MFA:
Web authentication (WebAuthn) for more information.
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Improves user experience. AM enables users to experience more services using SSO without the need of multiple
passwords.

Easier configuration and management. AM centralizes the configuration and management of your access management
system, allowing easier administration through its console and command-line tools. AM also features a flexible
deployment architecture that unifies services through its modular and embeddable components. AM provides a common
REST framework and common user interface (UI) model, providing scalable solutions as your customer base increases to
the hundreds of millions. AM also allows enterprises to outsource IAM services to system integrators and partners.

Increased compliance. AM provides an extensive entitlements service, featuring attribute-based access control (ABAC)
policies as its main policy framework with features like import/export support to XACML, a policy editor, and REST
endpoints for policy management. AM also includes an extensive auditing service to monitor access according to
regulatory compliance standards.

History

AM’s timeline is summarized as follows:

In 2001, Sun Microsystems releases iPlanet Directory Server, Access Management Edition.

In 2003, Sun renames iPlanet Directory Server, Access Management Edition to Sun ONE Identity Server.

Later in 2003, Sun acquires Waveset.

In 2004, Sun releases Sun Java Enterprise System. Waveset Lighthouse is renamed to Sun Java System Identity Manager
and Sun ONE Identity Server is renamed to Sun Java System Access Manager. Both products are included as components
of Sun Java Enterprise System.

In 2005, Sun announces an open-source project, OpenSSO, based on Sun Java System Access Manager.

In 2008, Sun releases OpenSSO build 6, a community open-source version, and OpenSSO Enterprise 8.0, a commercial
enterprise version.

In 2009, Sun releases OpenSSO build 7 and 8.

In January 2010, Sun was acquired by Oracle and development for the OpenSSO products were suspended as Oracle no
longer planned to support the product.

In February 2010, a small group of former Sun employees founded ForgeRock to continue OpenSSO support, which was renamed
to OpenAM. ForgeRock continued OpenAM’s development with the following releases:

2010: OpenAM 9.0

2011: OpenAM 9.5

2012: OpenAM 10 and 10.1

2013: OpenAM 11.0

2014: OpenAM 11.1, 12.0, and 12.0.1

2015: OpenAM 11.0.3 and 12.0.2

2016: OpenAM 12.0.3, 12.0.4, 13.0.0, and 13.5.0

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

PingAM Deployment planning

Copyright © 2025 Ping Identity Corporation 47



2017: Access Management 5 and 5.5

2018: Access Management 6 and 6.5

2020: Access Management 7

2021: Access Management 7.1

2022: Access Management 7.2

2023: Access Management 7.3

For a full list of all AM releases, refer to the Release timeline.

ForgeRock continues to develop, enhance, and support the industry-leading AM product to meet the changing and growing
demands of the market.

Plan the deployment architecture

Deployment planning is critical to ensuring your AM system is properly implemented within the time frame determined by your
requirements. The more thoroughly you plan your deployment, the more solid your configuration will be, and you will meet
timelines and milestones while staying within budget.

A deployment plan defines the goals, scope, roles, and responsibilities of key stakeholders, architecture, implementation, and
testing of your AM deployment. A good plan ensures that a smooth transition to a new product or service is configured and all
possible contingencies are addressed to quickly troubleshoot and solve any issue that may occur during the deployment process.
The deployment plan also defines a training schedule for your employees, procedural maintenance plans, and a service plan to
support your AM system.

Deployment planning considerations

When planning a deployment, you must consider some important questions regarding your system:

You must determine which applications, resources, and levels of access to protect? Are there plans for additional services, either
developed in-house or through future acquisitions that also require protected access?

It is important to determine the number of users supported in your deployment based on system usage. Once you have
determined the number of users, it is important to project future growth.

In addition to planning for the growth of your user base, it is important to determine the production service-level agreements
(SLAs) that help determine the current load requirements on your system and for future loads. The SLAs help define your scaling
and high-availability requirements.

For example, suppose you have 100,000 active users today, and each user has an average of two devices (laptop, phone) that get
a session each day. Suppose that you also have 20 protected applications, with each device hitting an average of seven protected
resources an average of 1.4 times daily. Let’s say that works out to about 200,000 sessions per day with 7 x 1.4 = ~10 updates to
each session object. This can result in 200K session creations, 200K session deletions, and 2M session updates.

Now, imagine next year you still have the same number of active users, 100K, but each has an average of three devices (laptop,
phone, tablet), and you have added another 20 protected applications. Assume the same average usage per application per
device, or even a little less per device. You can see that although the number of users is unchanged, the whole system needs to
scale up considerably.
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You can scale your deployment using vertical or horizontal scaling. Vertical scaling involves increasing components to a single
host server, such as increasing the number of CPUs or increasing heap memory to accommodate a larger session cache or more
policies. Horizontal scaling involves adding additional host servers, possibly behind a load balancer, so that the servers can
function as a single unit.

High availability refers to your system’s ability to operate continuously for a specified length of time. It is important to design your
system to prevent single points of failure and for continuous availability. Based on the size of your deployment, you can create an
architecture using a single-site configuration. For larger deployments, consider implementing a multi-site configuration with
replication.

The type of client determines the components required for the deployment. For example, applications deployed on a web server
require a web agent. Applications deployed in Java containers require a Java agent. An AJAX application can use AM’s RESTful API.
Legacy or custom applications can use the ForgeRock Identity Gateway. Applications in an unsupported application server can use
a reverse proxy with a web or Java agent. Third party applications can use federation or a fedlet, or an OpenID Connect or an
OAuth 2.0 component.

There are two common approaches to handling SSL. First, using SSL through to the application servers themselves, for example,
using SSL on the containers. Or second, using SSL offloading via a network device and running HTTP clear internally. You must
determine the appropriate approach as each method requires different configurations. Determining SSL use early in the planning
process is vitally important, as adding SSL later in the process is more complicated and could result in delays in your deployment.

The use of firewalls provides an additional layer of security for your deployment. If you are planning to deploy the AM server
behind a firewall, you can deploy a reverse proxy, such as Identity Gateway. For another level of security, consider using multiple
DNS infrastructures using zones; one zone for internal clients, another zone for external clients. To provide additional
performance, you can deploy the DNS zones behind a load balancer.

Ensure all stakeholders are engaged during the planning phase. This effort includes but is not limited to delivery resources, such as
project managers, architects, designers, implementers, testers, and service resources, such as service managers, production
transition managers, security, support, and sustaining personnel. Input from all stakeholders ensures all viewpoints are
considered at project inception, rather than downstream, when it may be too late.

Deployment planning steps

The general deployment planning steps can be summarized as follows:

Project initiation

The project initiation phase begins by defining the overall scope and requirements of the deployment.

Determine the scope, roles and responsibilities of key stakeholders and resources required for the deployment.

Determine critical path planning including any dependencies and their assigned expectations.

Run a pilot to test the functionality and features of AM and uncover any possible issues early in the process.

Determine training for administrators of the environment and training for developers, if needed.

Architecting

The architecting phase involves designing the deployment.

Determine the use of products, map requirements to features, and ensure the architecture meets the functional
requirements.
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Ensure that the architecture is designed for ease of management and scale. TCO is directly proportional to the
complexity of the deployment.

Determine how the Identity, Configuration, and Core Token Service (CTS) data stores are to be configured.

Determine the sites configuration.

Determine where SSL is used in the configuration and how to maintain and update the certificate keystore and
truststore for AM’s components, such as the agent installer, ssoadm  tool, agent server, and other AM servers.
Planning for SSL at this point can avoid more difficulty later in the process.

Determine if AM will be deployed behind a load balancer with SSL offloading. If this is the case, you must ensure
that the load balancer rewrites the protocol during redirection. If you have a web or Java agent behind a load
balancer with SSL offloading, ensure that you set the web or Java agent’s override request URL properties.

For multiple AM deployments, there is a requirement to deploy a layer 7 cookie-based load balancer and intelligent
keep-alives (for example, /openam/isAlive.jsp ). The network teams should design the appropriate solution in the
architecting phase.

Determine requirements for vertical scaling, which involves increasing the Java heap based on anticipated session
cache, policy cache, federation session, and restricted token usage. Note that vertical scaling could come with
performance cost, so this must be planned accordingly.

Determine requirements for horizontal scaling, which involves adding additional AM servers and load balancers for
scalability and availability purposes.

Determine whether to configure AM to store authentication sessions in the CTS token store, on the client, or in
AM’s memory:

Client-side authentication sessions provide authentication high availability and are easier to deploy in global
authentication environments, but the authentication session is held by the client.

Server-side authentication sessions provide high availability and keep the authentication session in your
environment, but require consistent and fast replication across the CTS token store deployment.

In-memory authentication sessions do not provide authentication high availability, but keep authentication
session in your environment.

Determine whether to configure AM to store sessions in the CTS token store or on the client. Client-side sessions
allow for easier horizontal scaling but do not provide equivalent functionality to server-side sessions.

Determine if any coding is required including extensions and plugins. Unless it is absolutely necessary, leverage the
product features instead of implementing custom code. AM provides numerous plugin points and REST endpoints.

Implementation

The implementation phase involves deploying your AM system.

Install and configure the AM server, datastores, and components. For information on installing AM, see Installation.

Maintain a record and history of the deployment to maintain consistency across the project.

Tune AM’s JVM, caches, LDAP connection pools, container thread pools, and other items. For information on tuning
AM, see Tune AM.
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Tune the DS server. Consider tuning the database back end, replication purge delays, garbage collection, JVM
memory, and disk space considerations. For more information, see the DS server documentation.

Consider implementing separate file systems for both AM and DS, so that you can keep log files on a different disk,
separate from data or operational files, to prevent device contention should the log files fill up the file system.

Automation and continuous integration

The Automation and Continuous Integration phase involves using tools for testing:

Set up a continuous integration server, such as Jenkins, to ensure that builds are consistent by running unit tests
and publishing Maven artifacts. Perform continuous integration unless your deployment includes no customization.

Ensure your custom code has unit tests to ensure nothing is broken.

Functional testing

The Functional Testing phase should test all functionality to deliver the solution without any failures. You must ensure that
your customizations and configurations are covered in the test plan.

Non-functional testing

The Non-Functional Testing phase tests failover and disaster recovery procedures. Run load testing to determine the
demand of the system and measure its responses. You can anticipate peak load conditions during the phase.

Supportability

The supportability phase involves creating the runbook for system administrators including procedures for backup and
restores, debugging, change control, and other processes. If you have a ForgeRock Support contract, it ensures everything
is in place prior to your deployment.

Prepare deployment plans

When you create a good concrete deployment plan, it ensures that a change request process is in place and utilized, which is
essential for a successful deployment. This section looks at planning the full deployment process. When you have addressed
everything in this section, then you should have a concrete plan for deployment.

Plan training

Training provides common understanding, vocabulary, and basic skills for those working together on the project. Depending on
previous experience with access management and with AM, both internal teams and project partners might need training.

All team members should take at least some training that provides an overview of AM. This helps to ensure a common
understanding and vocabulary for those working on the project.

Team members planning the deployment should take an AM deployment training before finalizing your plans, and ideally
before starting to plan your deployment.

AM not only offers a broad set of features with many choices, but the access management it provides tends to be business
critical. AM deployment training pays for itself as it helps you to make the right initial choices to deploy more quickly and
successfully.
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Team members involved in designing and developing AM client applications or custom extensions should take training in
AM development in order to help them make the right choices. This includes developers customizing the AM UI for your
organization.

Team members who have already had been trained in the past might need to refresh their knowledge if your project
deploys newer or significantly changed features, or if they have not worked with AM for some time.

ForgeRock University regularly offers training courses for AM topics, including AM development and deployment. For a current list
of available courses, see https://www.forgerock.com/university.

When you have determined who needs training and the timing of the training during the project, prepare a training schedule
based on team member and course availability. Include the scheduled training plans in your deployment project plan.

ForgeRock also offers an accreditation program for partners, offering an in-depth assessment of business and technical skills for
each ForgeRock product. This program is open to the partner community and ensures that best practices are followed during the
design and deployment phases.

Plan customization

When you customize AM, you can improve how the software fits your organization. AM customizations can also add complexity to
your system as you increase your test load and potentially change components that could affect future upgrades. Therefore, a
best practice is to deploy AM with a minimum of customizations.

Most deployments require at least some customization, like skinning end user interfaces for your organization, rather than using
the AM defaults. If your deployment is expected to include additional client applications, or custom extensions (authentication
modules, policy conditions, and so forth), then have a team member involved in the development help you plan the work. REST
API can be useful when scoping a development project.

Although some customizations involve little development work, it can require additional scheduling and coordination with others
in your organization. An example is adding support for profile attributes in the identity repository.

The more you customize, the more important it is to test your deployment thoroughly before going into production. Consider
each customization as sub-project with its own acceptance criteria, and consider plans for unit testing, automation, and
continuous integration. See Planning Tests for details.

When you have prepared plans for each customization sub-project, you must account for those plans in your overall deployment
project plan. Functional customizations, such as custom authentication modules or policy conditions might need to reach the
pilot stage before you can finish an overall pilot implementation.

Plan a pilot implementation

Unless you are planning a maintenance upgrade, consider starting with a pilot implementation, which is a long term project that
is aligned with customer-specific requirements.

A pilot shows that you can achieve your goals with AM plus whatever customizations and companion software you expect to use.
The idea is to demonstrate feasibility by focusing on solving key use cases with minimal expense, but without ignoring real-world
constraints. The aim is to fail fast before you have too much invested so that you can resolve any issues that threaten the
deployment.

Do not expect the pilot to become the first version of your deployment. Instead, build the pilot as something you can afford to
change easily, and to throw away and start over if necessary.

• 
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The cost of a pilot should remain low compared to overall project cost. Unless your concern is primarily the scalability of your
deployment, you run the pilot on a much smaller scale than the full deployment. Scale back on anything not necessary to
validating a key use case.

Smaller scale does not necessarily mean a single-server deployment, though. If you expect your deployment to be highly
available, for example, one of your key use cases should be continued smooth operation when part of your deployment becomes
unavailable.

The pilot is a chance to try and test features and services before finalizing your plans for deployment. The pilot should come early
in your deployment plan, leaving appropriate time to adapt your plans based on the pilot results. Before you can schedule the
pilot, team members might need training and you might require prototype versions of functional customizations.

Plan the pilot around the key use cases that you must validate. Make sure to plan the pilot review with stakeholders. You might
need to iteratively review pilot results as some stakeholders refine their key use cases based on observations.

Plan security hardening

When you first configure AM, there are many options to evaluate, plus a number of ways to further increase levels of security. You
must, therefore, plan to secure the deployment as described in Security.

Plan with providers

AM delegates authentication and profile storage to other services. AM can store configuration, policies, session, and other tokens
in an external directory service. AM can also participate in a circle of trust with other SAML entities. In each of these cases, a
successful deployment depends on coordination with service providers, potentially outside of your organization.

The infrastructure you need to run AM services might be managed outside your own organization. Hardware, operating systems,
network, and software installation might be the responsibility of providers with which you must coordinate.

When working with providers, take the following points into consideration:

Shared authentication and profile services might have been sized prior to or independently from your access management
deployment.

An overall outcome of your access management deployment might be to decrease the load on shared authentication
services (and replace some authentication load with single-sign on that is managed by AM), or it might be to increase the
load (if, for example, your deployment enables many new applications or devices, or enables controlled access to
resources that were previously unavailable).

Identity repositories are typically backed by shared directory services. Directory services might need to provision
additional attributes for AM. This could affect not only directory schema and access for AM, but also sizing for the
directory services that your deployment uses.

If your deployment uses an external directory service for AM configuration data and AM policies, then the directory
administrator must include attributes in the schema and provide access rights to AM. The number of policies depends on
the deployment. For deployments with thousands or millions of policies to store, AM’s use of the directory could affect
sizing.

If your deployment uses an external directory service as a backing store for the AM Core Token Service (CTS), then the
directory administrator must include attributes in the schema and provide access rights to AM.

CTS load tends to involve more write operations than configuration and policy load, as CTS data tend to be more volatile,
especially if most tokens concern short-lived sessions. This can affect directory service sizing.
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CTS enables cross-site session high availability by allowing a remote AM server to retrieve a user session from the
directory service backing the CTS. For this feature to work quickly in the event of a failure or network partition, CTS data
must be replicated rapidly including across WAN links. This can affect network sizing for the directory service.

When configured to store sessions in the client, AM does not write the sessions to the CTS token store. Instead, AM uses
the CTS token store for session denylists. Session denylisting is an optional AM feature that provides logout integrity.

SAML federation circles of trust require organizational and legal coordination before you can determine what the
configuration looks like. Organizations must agree on which security data they share and how, and you must be involved
to ensure that their expectations map to the security data that is actually available.

There also needs to be coordination between all SAML parties, (that is, agreed-upon SLAs, patch windows, points of
contact and escalation paths). Often, the technical implementation is considered, but not the business requirements. For
example, a common scenario occurs when a service provider takes down their service for patching without informing the
identity provider or vice-versa.

When working with infrastructure providers, realize that you are likely to have better sizing estimates after you have tried
a test deployment under load. Even though you can expect to revise your estimates, take into account the lead time
necessary to provide infrastructure services.

Estimate your infrastructure needs not only for the final deployment, but also for the development, pilot, and testing
stages.

For each provider you work with, add the necessary coordinated activities to your overall plan, as well as periodic checks to make
sure that parallel work is proceeding according to plan.

Plan integration with client applications

When planning integration with AM client applications, the applications that are most relevant are those that register with AM;
therefore, you should make note of the following types of client applications registering with AM:

By default, web and Java agents store their configuration profiles in AM’s configuration store. If notifications are enabled, AM
sends web and Java agents notifications about configuration changes.

To delegate administration of multiple web or Java agents, AM lets you create a group profile for each realm to register the agent
profiles.

While the AM administrator manages web or Java agent configuration, application administrators are often the ones who install
the agents. You must coordinate installation and upgrades with them.

AM optionally allows registration of such applications without prior authentication. By default, however, registration requires an
access token granted to an OAuth 2.0 client with access to register profiles.

If you expect to allow dynamic registration, or if you have many clients registering with your deployment, then consider clearly
documenting how to register the clients, and building a client to register clients.

Registration happens at configuration time, rather than at runtime.

Address the necessary configuration as described in Plan with providers.

If your deployment functions as a SAML v2.0 Identity Provider (IDP) and shares Fedlets with Service Providers (SP), the SP
administrators must install the Fedlets, and must update their Fedlets for changes in your IDP configuration. Consider at least
clearly documenting how to do so, and if necessary, build installation and upgrade capabilities.

If you have custom client applications, consider how they are configured and how they must register with AM.
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REST API client applications authenticate based on a user profile.

REST client applications can therefore authenticate using whatever authentication mechanisms you configure in AM, and
therefore do not require additional registration.

For each client application whose integration with AM requires coordination, add the relevant tasks to your overall plan.

Plan integration with audit tools

AM and the web or Java agents can log audit information to different formats, such as flat files and relational databases. Log
volumes depend on usage and on logging levels. By default, AM generates both access and error messages for each service,
providing the raw material for auditing the deployment. For more information about supported audit log formats and the
information logged, see Audit logging and Reference.

In order to analyze the raw material, however, you must use other software, such as Splunk, which indexes machine-generated
data for analysis.

If you require integration with an audit tool, plan the tasks of setting up logging to work with the tool, and analyzing and
monitoring the data once it has been indexed. Consider how you must retain and rotate log data once it has been consumed, as a
high volume service can produce large volumes of log data.

Include these plans in the overall plan.

Plan tests

In addition to planning tests for each customized component, test the functionality of each service you deploy, such as
authentication, policy decisions, and federation. You should also perform non-functional testing to validate that the services hold
up under load in realistic conditions. Perform penetration testing to check for security issues. Include acceptance tests for the
actual deployment. The data from the acceptance tests help you to make an informed decision about whether to go ahead with
the deployment or to roll back.

Functional testing validates that specified test cases work with the software considered as a black box.

As ForgeRock already tests AM and the web and Java agents functionally, focus your functional testing on customizations and
service-level functions. For each key service, devise automated functional tests. Automated tests make it easier to integrate new
deliveries to take advantage of recent bug fixes and to check that fixes and new features do not cause regressions.

Tools for running functional testing include Apache JMeter and Selenium. Apache JMeter is a load testing tool for Web
applications. Selenium is a test framework for Web applications, particularly for UIs.

As part of the overall plan, include not only tasks to develop and maintain your functional tests, but also to provision and to
maintain a test environment in which you run the functional tests before you significantly change anything in your deployment.
For example, run functional tests whenever you upgrade AM, AM web and Java agents, or any custom components, and analyze
the output to understand the effect on your deployment.

For written service-level agreements and objectives, even if your first version consists of guesses, you turn performance plans
from an open-ended project to a clear set of measurable goals for a manageable project with a definite outcome. Therefore, start
your testing with clear definitions of success.

Also, start your testing with a system for load generation that can reproduce the traffic you expect in production, and provider
services that behave as you expect in production. To run your tests, you must therefore generate representative load data and
test clients based on what you expect in production. You can then use the load generation system to perform iterative
performance testing.
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Iterative performance testing consists in identifying underperformance and the bottlenecks that cause it, and discovering ways to
eliminate or work around those bottlenecks. Underperformance means that the system under load does not meet service level
objectives. Sometimes re-sizing and/or tuning the system or provider services can help remove bottlenecks that cause
underperformance.

Based on service level objectives and availability requirements, define acceptance criteria for performance testing, and iterate
until you have eliminated underperformance.

Tools for running performance testing include Apache JMeter, for which your loads should mimic what you expect in
production, and Gatling, which records load using a domain specific language for load testing. To mimic the production load,
examine both the access patterns and also the data that AM stores. The representative load should reflect the expected random
distribution of client access, so that sessions are affected as in production. Consider authentication, authorization, logout, and
session timeout events, and the lifecycle you expect to see in production.

Although you cannot use actual production data for testing, you can generate similar test data using tools, such as the DS 
makeldif  command, which generates user profile data for directory services. AM REST APIs can help with test provisioning for
policies, users, and groups.

As part of the overall plan, include not only tasks to develop and maintain performance tests, but also to provision and to
maintain a pre-production test environment that mimics your production environment. Security measures in your test
environment must also mimic your production environment, as changes to secure AM as described in Plan security hardening,
such as using HTTPS rather than HTTP, can impact performance.

Once you are satisfied that the baseline performance is acceptable, run performance tests again when something in your
deployment changes significantly with respect to performance. For example, if the load or number of clients changes significantly,
it could cause the system to underperform. Also, consider the thresholds that you can monitor in the production system to
estimate when your system might start to underperform.

Penetration testing involves attacking a system to expose security issues before they show up in production.

When planning penetration testing, consider both white box and black box scenarios. Attackers can know something about how
AM works internally, and not only how it works from the outside. Also, consider both internal attacks from within your
organization, and external attacks from outside your organization.

As for other testing, take time to define acceptance criteria. Know that ForgeRock has performed penetration testing on the
software for each enterprise release. Any customization, however, could be the source of security weaknesses, as could
configuration to secure AM.

You can also plan to perform penetration tests against the same hardened, pre-production test environment also used for
performance testing.

Deployment testing is used as a description, and not a term in the context of this guide. It refers to the testing implemented
within the deployment window after the system is deployed to the production environment, but before client applications and
users access the system.

Plan for minimal changes between the pre-production test environment and the actual production environment. Then test that
those changes have not cause any issues, and that the system generally behaves as expected.

Take the time to agree upfront with stakeholders regarding the acceptance criteria for deployment tests. When the production
deployment window is small, and you have only a short time to deploy and test the deployment, you must trade off thorough
testing for adequate testing. Make sure to plan enough time in the deployment window for performing the necessary tests and
checks.

Include preparation for this exercise in your overall plan, as well as time to check the plans close to the deployment date.
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Plan documentation and tracking changes

The AM product documentation is written for readers like you, who are architects and solution developers, as well as for AM
developers and for administrators who have had AM training. The people operating your production environment need concrete
documentation specific to your deployed solution, with an emphasis on operational policies and procedures.

Procedural documentation can take the form of a runbook with procedures that emphasize maintenance operations, such as
backup, restore, monitoring and log maintenance, collecting data pertaining to an issue in production, replacing a broken server
or web or Java agent, responding to a monitoring alert, and so forth. Make sure in particular that you document procedures for
taking remedial action in the event of a production issue.

Furthermore, to ensure that everyone understands your deployment and to speed problem resolution in the event of an issue,
changes in production must be documented and tracked as a matter of course. When you make changes, always prepare to roll
back to the previous state if the change does not perform as expected.

Include documentation tasks in your overall plan. Also, include the tasks necessary to put in place and to maintain change control
for updates to the configuration.

Plan maintenance and support in production

If you own the architecture and planning, but others own the service in production, or even in the labs, then you must plan
coordination with those who own the service.

Start by considering the service owners' acceptance criteria. If they have defined support readiness acceptance criteria, you can
start with their acceptance criteria. You can also ask yourself the following questions:

What do they require in terms of training in AM?

What additional training do they require to support your solution?

Do your plans for documentation and change control, as described in Plan documentation and tracking changes, match
their requirements?

Do they have any additional acceptance criteria for deployment tests, as described in Plan deployment testing?

Also, plan back line support with ForgeRock or a qualified partner. The aim is to define clearly who handles production issues, and
how production issues are escalated to a product specialist if necessary.

Include a task in the overall plan to define the hand off to production, making sure there is clarity on who handles monitoring and
issues.

Plan rollout into production

In addition to planning for the hand off of the production system, also prepare plans to roll out the system into production.
Rollout into production calls for a well-choreographed operation, so these are likely the most detailed plans.

Take at least the following items into account when planning the rollout:

Availability of all infrastructure that AM depends upon the following elements:

Server hosts and operating systems

Web application containers

Network links and configurations
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Load balancers

Reverse proxy services to protect AM

Data stores, such as directory services

Authentication providers

Installation for all AM services.

Installation of AM client applications:

Web and Java agents

Fedlets

SDK applications

OAuth 2.0 applications

OpenID Connect 1.0 applications

Final tests and checks.

Availability of the personnel involved in the rollout.

In your overall plan, leave time and resources to finalize rollout plans toward the end of the project.

Plan for growth

Before rolling out into production, plan how to monitor the system to know when you must grow, and plan the actions to take
when you must add capacity.

Unless your deployment is very constrained, after your successful rollout of access management services, you can expect to add
capacity at some point in the future. Therefore, you should plan to monitor system growth.

You can grow many parts of the system by adding servers or adding clients. The parts of the system that you cannot expand so
simply are those parts that depend on writing to the directory service.

The directory service eventually replicates each write to all other servers. Therefore, adding servers simply adds the number of
writes to perform. One simple way of getting around this limitation is to split a monolithic directory service into several directory
services. That said, directory services often are not a bottleneck for growth.

When should you expand the deployed system? The time to expand the deployed system is when growth in usage causes the
system to approach performance threshold levels that cause the service to underperform. For that reason, devise thresholds that
can be monitored in production, and plan to monitor the deployment with respect to the thresholds. In addition to programming
appropriate alerts to react to thresholds, also plan periodic reviews of system performance to uncover anything missing from
regular monitoring results.

Plan for upgrades

In this section, "upgrade" means moving to a more recent release, whether it is a patch, maintenance release, minor release, or
major release. For definitions of the types of release, refer to ForgeRock product release levels.
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Upgrades generally bring fixes, or new features, or both. For each upgrade, you must build a new plan. Depending on the scope
of the upgrade, that plan might include almost all of the original overall plan, or it might be abbreviated, for example, for a patch
that fixes a single issue. In any case, adapt deployment plans, as each upgrade is a new deployment.

When planning an upgrade, pay particular attention to testing and to any changes necessary in your customizations. For testing,
consider compatibility issues when not all agents and services are upgraded simultaneously. Choreography is particularly
important, as upgrades are likely to happen in constrained low usage windows, and as users already have expectations about
how the service should behave.

When preparing your overall plan, include a regular review task to determine whether to upgrade, not only for patches or regular
maintenance releases, but also to consider whether to upgrade to new minor and major releases.

Plan for disaster recovery

Disaster recovery planning and a robust backup strategy is essential when server hardware fails, network connections go down, a
site fails, and so on. Your team must determine the disaster recovery procedures to recover from such events.

Deployment configuration locations

Every AM deployment has associated configuration data. Configuration data consists of properties and settings used by the AM
instance to function.

Configuration data is often referred to as static, because after your instance is configured to your requirements, it does not need
to be changed.

Configuration data includes properties and settings for the following:

Global services

Realms

Authentication trees

Configuration data can be stored in the following places, each tailored to particular deployment requirements:

Embedded DS instance

For evaluation deployments, you can store all your configuration data in the single, embedded DS server that is included in
AM.
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For information on installing an AM instance for evaluation, see Evaluation.

External DS instances

Storing configuration data in external DS data stores offers deployment flexibility and provides instance high availability.

Configuration data in the DS instances is shared between the AM instances in your deployment. The configuration data
can be replicated between multiple DS instances in a cluster, and made available to AM instances in different regions,
improving availability, and data integrity.

Access Management

Directory Services

emergency_home
Use of embedded DS servers for production deployments is not supported as of AM 7. 

Important

Region A

PingAM

PingDS

PingAM

Region B

PingAM

PingDS

PingAM

Replication
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For information on installing AM instances with external data stores, see Installation.

Files

File-based configuration is used specifically for automated cloud deployments, and only available and supported when
used within Docker images.

AM’s static configuration data is written to files in the file system, and checked into a source control system, such as Git.

AM instances are created as Docker images, with the file-based configuration incorporated in the image.

You can insert variables into these configuration files before checking them into source control. These variables are
substituted with the appropriate values at runtime, when starting up an image, so that the same base configuration files
can be reused for multiple instances, and different staging; for example, development, QA, or pre-production, then
promoted to production.

For information on installing AM instances with Kubernetes, see the ForgeRock DevOps (ForgeOps) documentation.

AM instances also create dynamic, run-time data. This data can change and grow often, even in a production instance, as
business logic changes.

Dynamic data includes properties, settings, and values for the following:

Policies, policy sets, and resource types

OAuth 2.0 client profiles

Federation entities

Core Token Service (CTS) tokens

UMA resources, labels, audit messages, and pending requests

Docker Container

Access Management

File-Based Configuration

Source
Control

Docker
Image

Docker Container

Access Management

File-Based Configuration
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Dynamic data is stored in one or more DS instances. You can choose to store dynamic data alongside the configuration data, or
separate it into different data stores.

How you separate dynamic data into data stores will depend on the amount dynamic data you expect to handle. For example,
CTS data is often highly volatile and short lived, so it warrants its own set of tuned DS instances. The other dynamic data types
may not be so volatile, and could potentially all share a set of differently tuned DS instances.

For information on setting up external stores for use with AM, see Prepare external stores

Example deployment topology

You can configure AM in a wide variety of deployments depending on your security requirements and network infrastructure. This
page presents an example enterprise deployment, featuring a highly available and scalable architecture across multiple data
centers.

The following illustration presents an example topology of a multi-city multi-data-center deployment across a wide area network
(WAN). The example deployment is partitioned into a two-tier architecture. The top tier is a DMZ with the initial firewall securing
public traffic into the network. The second firewall limits traffic from the DMZ into the application tier where the protected
resources are housed.

The example components in this page are presented for illustrative purposes. ForgeRock does not recommend specific products,
such as reverse proxies, load balancers, switches, firewalls, and so forth, as AM can be deployed within your existing networking
infrastructure.

lightbulb_2
You can find an example showing a Ping Identity Platform deployment on physical hardware in the sample platform
setup documentation.

Tip
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Figure 1. Deployment example

Read the following sections for more information about the different actors in the example:

The public tier

The public tier provides an extra layer of security with a DMZ consisting of load balancers and reverse proxies. This section
presents the DMZ elements:

The example deployment uses a global load balancer (GLB) to route DNS requests efficiently to multiple data centers. The GLB
reduces application latency by spreading the traffic workload among data centers and maintains high availability during planned
or unplanned downtime, during which it quickly reroutes requests to another data center to ensure online business activity
continues successfully.

You can install a cloud-based or a hardware-based version of the GLB. The leading GLB vendors offer solutions with extensive
health-checking, site affinity capabilities, and other features for most systems. Detailed deployment discussions about global load
balancers are beyond the scope of this document.

Each data center has local front-end load balancers to route incoming traffic to multiple reverse proxy servers, thereby
distributing the load based on a scheduling algorithm. Many load balancer solutions provide server affinity or stickiness to
efficiently route a client’s inbound requests to the same server. Other features include health checking to determine the state of
its connected servers, and SSL offloading to secure communication with the client.
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You can cluster the load balancers themselves or configure load balancing in a clustered server environment, which provides data
and session high availability across multiple nodes. Clustering also allows horizontal scaling for future growth. Many vendors offer
hardware and software solutions for this requirement. In most cases, you must determine how you want to configure your load
balancers, for example, in an active-passive configuration that supports high availability, or in an active-active configuration that
supports session high availability.

There are many load balancer solutions available in the market. You can set up an external network hardware load balancer, or a
software solution like HAProxy (L4 or L7 load balancing) or Linux Virtual Server (LVS) (L4 load balancing), and many others.

The reverse proxies work in concert with the load balancers to route the client requests to the back end Web or application
servers, providing an extra level of security for your network. The reverse proxies also provide additional features, like caching to
reduce the load on the Web servers, HTTP compression for faster transmission, URL filtering to deny access to certain sites, SSL
acceleration to offload public key encryption in SSL handshakes to a hardware accelerator, or SSL termination to reduce the SSL
encryption overhead on the load-balanced servers.

The use of reverse proxies has several key advantages. First, the reverse proxies serve as an highly scalable SSL layer that can be
deployed inexpensively using freely available products, like Apache HTTP server or nginx. This layer provides SSL termination and
offloads SSL processing to the reverse proxies instead of the load balancer, which could otherwise become a bottleneck if the
load balancer is required to handle increasing SSL traffic.

Front-end load balancer reverse proxy layer illustrates one possible deployment using HAProxy in an active-passive configuration
for high availability. The HAProxy load balancers forward the requests to Apache 2.2 reverse proxy servers. For this example, we
assume SSL is configured everywhere within the network.

Figure 2. Front-end load balancer reverse proxy layer

Another advantage to reverse proxies is that they allow access to only those endpoints required for your applications. If you need
the authentication user interface and OAuth2/OpenID Connect endpoints, then you can expose only those endpoints and no
others. A good rule of thumb is to check which functionality is required for your public interface and then use the reverse proxy
to expose only those endpoints.
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A third advantage to reverse proxies is when you have applications that sit on non-standard containers for which ForgeRock does
not provide a native agent. In this case, you can implement a reverse proxy in your web tier, and deploy a web or Java agent on
the reverse proxy to filter any requests.

Front-end load balancers and reverse proxies with agent shows a simple topology diagram of your Web tier with agents
deployed on your reverse proxies. The dotted agents indicate that they can be optionally deployed in your network depending on
your configuration, container type, and application.

Figure 3. Front-end load balancers and reverse proxies with agent

ForgeRock Identity Gateway is a specialized reverse proxy that allows you to secure web applications and APIs, and integrate your
applications with identity and access management.

IG extends AM’s authentication and authorization services to provide SSO and API security across mobile applications, social
applications, partner applications, and web applications. When used in conjunction with AM, IG intercepts HTTP requests and
responses, enforces authentication and authorization, and provides throttling, auditing, password replay, and redaction or
enrichment of messages.

IG runs as a standalone Java application, and can be deployed inside a Docker container.
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Figure 4. Front-end load balancers

One important security decision ia whether to terminate SSL or offload your SSL connections at the load balancer. Offloading SSL
effectively decrypts your SSL traffic before passing it on as HTTP or at the reverse proxy. Another option is to run SSL pass-
through where the load balancer does not decrypt the traffic but passes it on to the reverse proxy servers, which are responsible
for the decryption. The other option is to deploy a more secure environment using SSL everywhere within your deployment.

The application tier

The application tier is where the protected resources reside on Web containers, application servers, or legacy servers. AM web
and Java agents intercept all access requests to protected resources on the web servers and grant access to the user based on
AM policy decisions. You can find a list of supported containers in Application containers.

Because AM is Java-based, you can install the server on a variety of platforms, such as Linux, Solaris, and Windows. You can find
the list of platforms on which AM has been tested in Operating systems.
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info
Some authentication modules may require additional user information to authenticate, such as the IP address where
the request originated. When AM is accessed through a load balancer or proxy layer, you can configure AM to
consume and forward this information with the request headers.

Note
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Figure 5. App Server Deployment

When the client sends an access request to a resource, the web or Java agent redirects the client to an authentication login page.
Upon successful authentication, the web or Java agent forwards the request via the load balancer to one of the AM servers.

In AM deployments storing sessions in the CTS token store, the AM server that satisfies the request maintains the session in its in-
memory cache to improve performance. If a request for the same user is sent to another AM server, that server must retrieve the
session from the CTS token store, incurring a performance overhead.

Client-side sessions are held by the client and passed to AM on each request. Client-side sessions should be signed and encrypted
for security reasons, but decrypting the session may an expensive operation for AM to perform on each request depending on
the signing and/or encryption algorithms. To improve performance, the decrypt sequence is cached in AM’s memory. If a request
for the same user is sent to another AM server, that server must decrypt the session again, incurring a performance overhead.

Therefore, even if sticky load balancing is not a requirement when deploying AM, it is recommended for performance.

Server-side and client-side authentication sessions and client-side authentication sessions share the same characteristics as their
server-side and client-side session counterparts. Therefore, their performance also benefits from sticky load balancing.

In-memory authentication sessions, however, require sticky load balancing to ensure the same AM server handles the
authentication flow for a user. If a request is sent to a different AM server, the authentication flow will start anew.

AM provides a cookie (default: amlbcoookie ) for sticky load balancing to ensure that the load balancer optimally routes requests
to the AM servers. The load balancer inspects the cookie to determine which AM server should receive the request. This ensures
that all subsequent requests for a session or authentication session are routed to the same server.

Access Management agents

ForgeRock Access Management agents are components installed on web servers or Java containers that protect resources, such
as websites and applications. Interacting with AM, web and Java agents ensure that inbound requests to protected resources are
authenticated and authorized.

AM provides two agents:

Web agent. Comprised of agent modules tailored to each web server and several native shared libraries. Configure the
web agent in the web server’s main configuration file.
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Figure 6. Web agent

Learn more in the Web Agents documentation.

Java agent. Comprised of an agent filter, an agent application, and the AM SDK libraries.

Figure 7. Java agent

The figure represents the agent filter (configured in the protected Java application), and the agent application (deployed in
the Java container) in the same box as a simplification.

Learn more in the Java Agents documentation.
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Web and Java agents provide the following capabilities, among others:

Cookie reset. Web and Java agents can reset any number of cookies in the session before the client is redirected for
authentication. Reset cookies when the agent is deployed with a parallel authentication mechanism and when cookies
need to be reset between mechanisms.

Authentication-only mode. Instead of enforcing both authentication and resource-based policy evaluation, web and Java
agents can enforce authentication only. Use the authentication-only mode when there is no need for fine-grain
authorization to particular resources, or when you can provide authorization by different means.

Not-enforced lists. Web and Java agents can bypass authentication and authorization and grant immediate access to
specific resources or client IP addresses. Use not-enforced lists to configure URL and URI lists of resources that does not
require protection, or client IP lists for IPs that do not require authentication or authorization to access specific resources.

URL checking and correction. Web and Java agents require that clients accessing protected resources use valid URLs with
fully qualified domain names (FQDNs). If invalid URLs are referenced, policy evaluation can fail as the FQDN will not match
the requested URL, leading to blocked access to the resource. Misconfigured URLs can also result in incorrect policy
evaluation for subsequent access requests. Use FQDN checking and correction when clients may specify a resource URL
that differs from the FQDN configured in AM’s policies, for example, in environments with load balancers and virtual hosts.

Attribute injection. Web and Java agents can inject user profile attributes into cookies, requests, and HTTP headers. Use
attribute injection, for example, with websites that address the user by the name retrieved from the user profile.

Notifications. AM can notify web and Java agents about configuration and session state changes. Notifications affect the
validity of the web or Java agent caches, for example, requesting the agent to drop the policy and session cache after a
change to policy configuration.

Cross-domain single sign-on (CDSSO). Web and Java agents can be configured to provide cross-domain single sign-on
capabilities. Configure CDSSO when the web or Java agents and the AM instances are in different DNS domains.

POST data preservation. Web and Java agents can preserve HTML form data posted to a protected resource by an
unauthenticated client. Upon successful authentication, the agent recovers the data stored in the cache and auto-submits
it to the protected resource. Use POST data preservation, for example, when users or clients submit large amounts of
data, such as blog posts and wiki pages, and their sessions are short-lived.

Continuous security. Web and Java agents can collect inbound login requests' cookie and header information which an
AM server-side authorization script can then process. Use continuous security to configure AM to act upon specific
headers or cookies during the authorization process.

Conditional redirection. Web and Java agents can redirect users to specific AM instances, AM sites, or websites other than
AM based on the incoming request URL. Configure conditional redirection login and logout URLs when you want to have
fine-grained control over the login or logout process for specific inbound requests.

Learn more in the Web Agents documentation and the Java Agents documentation.

Sites

AM provides the capability to logically group two or more redundant AM servers into a site, allowing the servers to function as a
single unit identified by a site ID across a LAN or WAN. When you set up a single site, you place the AM servers behind a load
balancer to spread the load and provide system failover should one of the servers go down for any reason. You can use round-
robin or load average for your load balancing algorithms.
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In AM deployments with server-side sessions, the set of servers comprising a site provides uninterrupted service. Server-side
sessions are shared among all servers in a site. If one of the AM servers goes down, other servers in the site read the user session
data from the CTS token store, allowing the user to run new transactions or requests without re-authenticating to the system. The
same is true for server-side authentication sessions; if one of the AM servers becomes unavailable while authenticating a user,
any other server in the site can read the authentication session data from the CTS token store and continue with the
authentication flow.

AM provides uninterrupted session availability if all servers in a site use the same CTS token store, which is replicated across all
servers. Learn more in Core Token Service (CTS).

AM deployments configured for client-side sessions do not use the CTS token store for session storage and retrieval to make
sessions highly available. Instead, sessions are stored in HTTP cookies on clients. The same is true for client-side authentication
sessions.

Authentication sessions stored in AM’s memory are not highly available. If the AM server authenticating a user becomes
unavailable during the authentication flow, the user needs to start the authentication flow again on a different server.

Site deployment examples:

Routing and load balancing on the AM servers

The following illustration shows a possible implementation using Linux servers with AM and routing software, like
Keepalived, installed on each server. If you require L7 load balancing, you can consider many other software and hardware
solutions. AM relies on DS’s SDK for load balancing, failover, and heartbeat capabilities to spread the load across the
directory servers or to throttle performance.

Figure 8. Application tier deployment

info
Round-robin load balancing should only be used for the initial access to AM or if the amlbcookie  is not set; otherwise,
cookie-based load balancing should be used.

Note

Site

Load Balancers

PingAM PingAM
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CTS, identities,
configuration

info
When protecting AM with a load balancer or proxy service, configure your container so that AM can trust the
load balancer or proxy service.

Note
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Single load balancer deployment

You can also set up a load balancer with multiple AM servers. You configure the load balancer to be sticky using the value
of the AM cookie, amlbcookie , which routes client requests to that primary server. If the primary AM server goes down
for any reason, it fails over to another AM server. Session data also continues uninterrupted if a server goes down as it is
shared between AM servers. You must also ensure that the container trusts the load balancer.

You must determine if SSL should be terminated on the load balancer or communication be encrypted from the load
balancer to the AM servers.

Figure 9. Site Deployment With a Single Load Balancer

The load balancer is a single point of failure. If the load balancer goes down, then the system becomes inoperable.

Multiple load balancer deployment

To make the deployment highly available, you add more than one load balancer to the set of AM servers in an active/
passive configuration that provides high availability should one load balancer go down for an outage.
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Figure 10. Site Deployment With Multiple Load Balancers

Backend directory servers

AM servers require an external DS service to store policies, configuration data, and CTS tokens.

AM supports multiple stores for deployments that require them. It is possible to install separate DS services for each type of data.
If a directory service from another vendor already holds the identity data for the deployment, you can perhaps add a DS service
only for policies, configuration, and CTS data.

When determining whether to add multiple DS stores, make sure you test and measure the deployment performance before you
decide. It is easy to install more directory servers than necessary, only to find you have significantly complicated deployment
management and maintenance without clear benefits. In many cases, a simpler service performs better because it requires less
replication traffic and administration.

For identity repositories, AM provides built-in support for LDAP repositories. You can implement a number of different directory
server vendors for storing your identity data, allowing you to configure your directory servers in a number of deployment
typologies. You can find a list of supported data stores in Directory servers.
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AM includes an embedded DS server for test and demo installations only.
When AM is configured to use the embedded DS, it cannot be part of a site.

Note
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When configuring external LDAP identity stores, you must manually carry out additional installation tasks that could require a bit
more time for the configuration process. For example, you must manually add schema definitions, access control instructions
(ACIs), privileges for reading and updating the schema, and resetting user passwords. Learn more in Prepare identity
repositories.

If AM does not support your particular identity store type, you can develop your own customized plugin to allow AM to run
method calls to fetch, read, create, delete, edit, or authenticate to your identity store data. Learn more in Customize identity
stores.

You can configure AM to require the user to authenticate against a particular identity store for a specific realm. AM associates a
realm with at least one identity repository and authentication process. When you initially configure AM, you define the identity
repository for authenticating at the top level realm (/), which is used to administer AM. From there, you can define additional
realms with different authentication and authorization services as well as different identity repositories if you have enough
identity data. Learn more in Realms.

Configuration data includes authentication information that defines how users and groups authenticate, identity store
information, service information, policy information for evaluation, and partner server information that can send trusted SAML
assertions. You can find a list of supported data stores in Directory servers.

A combined configuration, policy, and application store may be sufficient for your environment, but you may want to deploy
external policy and/or application stores if required for large-scale systems with many policies, realms, or applications (OAuth 2.0
clients, SAML entities, etc).

You can find more information about external stores and the type of data they contain in Prepare external stores.

The CTS provides persistent and highly available token storage for AM server-side sessions and authentication sessions, OAuth
2.0, UMA, client-side session denylist (if enabled), client-side authentication session allowlist (if enabled), SAML v2.0 tokens for
Security Token Service token validation and cancellation (if enabled), push notification for authentication, and cluster-wide
notification.

CTS traffic is volatile compared to configuration data; deploying CTS as a dedicated external data store can be best for advanced
deployments with many users and many sessions. Learn more in Core Token Service (CTS).

For high availability, configure AM to use each directory server in an external directory service. When you configure AM to use
multiple external directory servers for a data store, AM employs internal mechanisms using DS’s SDK for load balancing. Let AM
perform load balancing between AM and directory servers in one of the following ways:

AM uses failover (active/passive) load balancing for connections to configuration data stores. When AM uses multiple
configuration data stores, AM connects to the primary if it is available. AM only fails over to non-primary servers when the
primary is not available.

AM uses affinity load balancing for its pools of connections to CTS token stores and identity repositories. Affinity load
balancing routes LDAP requests with the same target DN to the same directory server. AM only fails over to another
directory server when that directory server becomes unavailable. Affinity load balancing is advantageous because it:

Allows AM to use all available directory servers in read-write mode.

Combats replication delay between directory servers.

Removes the need for end-to-end stickiness to AM for session activities.
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You can find details about load balancing and directory services in On load balancers in the Directory Services documentation.

Site deployment with external data store service shows a deployment with replicated external DS servers for configuration,
identities, CTS, policy, and application data. Although not shown in the diagram, you can set up a directory tier, separating the
application tier from the repositories with another firewall. This tier provides added security for your identity repository or policy
data.

Figure 11. Site deployment with external data store service

info
The connection strings to the data or identity stores are static and not hot-swappable. This means that, if you expand
or contract your DS affinity deployment, AM will not detect the change.
To work around this, either:

Manually add or remove the instances from the connection string and restart AM or the container where it
runs.
Configure a DS proxy in front of the DS instances to distribute data across multiple DS shards, and configure
the proxy’s URL in the connection string.
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Realms

The previous sections present the logical and physical topologies of an example highly available AM deployment, including the
clustering of servers using sites. One important configuration feature of AM is its ability to run multiple client entities to secure
and manage applications through a single AM instance.

AM supports its multiple clients through its use of realms. You configure realms within AM to handle different sets of users to
whom you can set up different configuration options, storage requirements, delegated administrators, and customization options
per realm.

Typically, you can configure realms for customers, partners, or employees within your AM instance, for different departments, or
for subsidiaries. In such cases, you create a global administrator who can delegate privileges to realm administrators, each
specifically responsible for managing their respective realms.

Size hardware and services for deployment

Determine the correct size of your deployment by understanding what is that you need out of it. Availability over anything? Fast
response times? Can you find a compromise?

Size for availability

Any part of a system that can fail eventually will fail. Keeping your service available means tolerating failure in any part of
the system without interrupting the service. You make AM services highly available through good maintenance practices
and by removing single points of failure from your architectures.

Removing single points of failure involves replicating each system component, so that when one component fails, another
can take its place. Replicating components comes with costs not only for the deployment and maintenance of more
individual components, but also for the synchronization of anything those components share. Due to necessary
synchronization between components, what you spend on availability is never fully recovered as gains in capacity. (Two
servers cannot do quite twice the work of one server.) Instead, you must determine the right trade-offs for the
deployment.

To start thinking about the trade-offs, answer the following questions.

In an online system this could be a severe problem, interrupting all access to protected resources. Most deployments fall
into this category.

In an embedded system protecting local resources, it might be acceptable to restart the service.

Deployments that require always-on service availability require some sort of load balancing solution at minimum between
AM and AM client applications. The load balancer itself must be redundant, too, so that it does not become a single point
of failure. Illustrations in Example deployment topology, show multiple levels of load balancing for availability and
firewalls for security.

AM allows you to deploy replicated configurations in different physical locations, so that if the service experiences
complete failure at one site, you can redirect client traffic to another site and continue operation. The question is whether
the benefit in reducing the likelihood of failure outweighs the costs of maintaining multiple sites.
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When you need failover across sites, one of the costs is (redundant) WAN links scaled for inter-site traffic. AM synchronizes
configuration and policy data across sites, and by default also synchronizes session data as well. AM also expects profiles
in identity stores to remain in sync. As shown in Example deployment topology, the deployment involves directory service
replication between sites.

AM offers different ways of storing session information to suit your environment needs. If your environment requires
session high availability, AM can store sessions in the CTS token store. Even if a server fails or the client browser crashes,
the session remains available as long as the CTS is available.

In deployments where an interruption in access to a protected resource could cause users to lose valuable information,
configuring the CTS correctly can prevent the loss. The underlying directory service should replicate sessions stored in CTS.
Because session information can be quite volatile—more volatile than configuration and policy data—replication of the
CTS across sites can therefore call for more WAN bandwidth, as more information is shared across sites.

Once you have the answers to these questions for the deployment, you can draw a diagram of the deployment, checking
for single points of failure to avoid. In the end, you should have a count of the number of load balancers, network links,
and servers that you need, with the types of clients and an estimated numbers of clients that access the AM service.

Also, you must consider the requirements for non-functional testing, covered in Planning Tests. While you might be able to
perform functional testing by using a single AM server, other tests require a more complete environment with multiple
servers, secure connections, and so forth. Performance testing should reveal any scalability issues. Performance testing
should also run through scenarios where components fail, and check that critical functionality remains available and
continues to provide acceptable levels of service.

Size for service levels

Beyond service availability, your aim is to provide some level of service. You can express service levels in terms of
throughput and response times. For example, the service level goal could be to handle an average of 10,000
authentications per hour with peaks of 25,000 authentications per hour, and no more than 1 second wait for 95% of users
authenticating, with an average of 100,000 live SSO sessions at any given time. Another service level goal could be to
handle an average of 500 policy requests per minute per web or Java agent with an average response time of 0.5 seconds.

When you have established your service level goals, you can create load tests for each key service as described in Plan
tests. Use the load tests to check your sizing assumptions.

To estimate sizing based on service levels, take some initial measurements and extrapolate from those measurements.

To answer these questions, you can measure the current disk space and memory occupied by the configuration directory
data. Next, create a representative sample of the policies that you expect to see in the deployment, and measure the
difference. Then, derive the average policy size, and use it to estimate total size.

To measure rates of policy evaluations, you can monitor policy evaluation counts over SNMP. For details, see SNMP
Monitoring for Policy Evaluation.

The average total size depends on the number of live CTS entries, which in turn depends on session and token lifetimes.
The lifetimes are configurable and depend also on user actions like logout, that are specific to the deployment.

For example, suppose that the deployment only handles server-side SSO sessions, session entries occupy on average 20
KB of memory, and that you anticipate on average 100,000 active sessions. In that case, you would estimate the need for 2
GB (100,000 x 20,000) RAM on average if you wanted to cache all the session data in memory. If you expect that
sometimes the number of active sessions could rise to 200,000, then you would plan for 4 GB RAM for the session cache.
Keep in mind that this is extra memory needed in addition to memory needed for everything else that the system does,
including running AM server.
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Session data is relatively volatile, as the CTS creates session entries when sessions are created. CTS deletes session entries
when sessions are destroyed due to logout or timeout. Sessions are also modified regularly to update the idle timeout.
Suppose the rate of session creation is about 5 per second, and the rate of session destruction is also about 5 per second.
Then you know that the underlying directory service must handle on average 5 adds and 5 deletes per second. The added
entries generate on the order of 100 KB replication traffic per second (5/s x 20 KB plus some overhead). The deleted
entries generate less replication traffic, as the directory service only needs to know the distinguished name (DN) of the
entry to delete, not its content.

You can also gather statistics about CTS operations over using AM monitoring services. For more information, see Monitor
AM instances.

When sizing the network, you must account for change notifications from the Core Token Server token store to the AM
server.

In AM deployments, there is no direct network traffic between AM servers.

AM stores data in user profile attributes. AM can use or provision many profile attributes, as described in To Configure an
Identity Store.

When you know which attributes are used, you can estimate the average increase in size by measuring the identity store
as you did for configuration and CTS-related data. If you do not manage the identity store as part of the deployment, you
can communicate this information with the maintainers. For a large deployment, the increase in profile size can affect
sizing for the underlying directory service.

In a centrally managed deployment with only a few realms, the size of realm configuration data might not be
consequential. Also, you might have already estimated the size of policy data. For example, each new realm might add
about 1 MB of configuration data to the configuration directory, not counting the policies added to the realm.

In a multi-tenant deployment or any deployment where you expect to set up many new realms, the realm configuration
data and the additional policies for the realm can add significantly to the size of the configuration data overall. You can
measure the configuration directory data as you did previously, but specifically for realm creation and policy configuration,
so that you can estimate an average for a new realm with policies and the overall size of realm configuration data for the
deployment.

See Sizing systems for more CPU, memory, network, and disk-specific sizing information.

Sizing systems

Given availability requirements and estimates on sizing for services, estimate the required capacity for individual systems,
networks, and storage. This page considers the AM server systems, not the load balancers, firewalls, independent directory
services, and client applications.

Although you can start with a rule of thumb, you see from the previous sections that the memory and storage footprints for the
deployment depend in large part on the services you plan to provide. With that in mind, to performance test a basic deployment
providing SSO, you can start with AM systems having at least 4 GB free RAM, 4 CPU cores (not throughput computing cores, but
normal modern cores), plenty of local storage for configuration, policy, and CTS data, and LAN connections to other AM servers.
This rule of thumb assumes the identity stores are sized separately, and that the service is housed on a single local site. Notice
that this rule of thumb does not take into account anything particular to the service levels you expect to provide. Consider it a
starting point when you lack more specific information.
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Sizing system CPU and memory

AM services use CPU resources to process requests and responses, and essentially to make policy decisions. Encryption,
decryption, signing, and checking signatures can absorb CPU resources when processing requests and responses. Policy decision
evaluation depends both on the number of policies configured and on their complexity.

Memory depends on space for AM code, on the number of live connections AM maintains, on caching of configuration data, user
profile data, and server-side session data. The AM code in memory probably never changes while the server is running, as JSPs
deployed are unlikely ever to change in production.

The number of connections and data caching depending on server tuning, as described in Tune AM.

If AM uses the embedded DS server, then the memory needed depends on what you store in the embedded directory and what
you calculated as described in Size hardware and services for deployment. The embedded DS server shares memory with the AM
server process. By default, the directory server takes half of the available heap as database cache for directory data. That setting
is configurable as described in the DS server documentation.

Sizing network connections

When sizing network connections, you must account for the requests and notifications from other servers and clients, as well as
the responses. This depends on the service levels that the deployment provides, as described in Size hardware and services for
deployment. Responses for browser-based authentication can be quite large if each time a new user visits the authentication UI
pages, AM must respond with the UI page, plus all images and JavaScript logic and libraries included to complete the
authentication process. Inter-server synchronization and replication can also require significant bandwidth.

For deployments with sites in multiple locations, be sure to account for configuration, CTS, and identity directory data over WAN
links, as this is much more likely to be an issue than replication traffic over LAN links.

Make sure to size enough bandwidth for peak throughput, and do not forget redundancy for availability.

Sizing disk I/O and storage

As described in Deployment requirements, the largest disk I/O loads for AM servers arise from logging and from the embedded
DS server writing to disk. You can estimate your storage requirements as described in that page.

I/O rates depend on the service levels that the deployment provides, as described in Size hardware and services for deployment.
When you size disk I/O and disk space, you must account for peak rates and leave a safety margin when you must briefly enable
debug logging to troubleshoot any issues that arise.

Also, keep in mind the possible sudden I/O increases that can arise in a highly available service when one server fails and other
servers must take over for the failed server temporarily.

Another option is to consider placing log, configuration, and database files on a different file system to maximize throughput and
minimize service disruption due to a file system full or failure scenarios.

Deployment requirements

This page lists requirements for deploying AM servers:
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Server disk storage requirements

Disk storage requirements for AM servers depend partly on AM itself and partly on your deployment. Disk storage requirements
also depend on the space needed for binaries and configuration data, space for log files and rate of writes for logs, space for
directory data and file system requirements when using an embedded DS server.

For initial installation, a few hundred MB is sufficient, not including the downloaded files.

The AM .war  file size varies from release to release, but if your container holds one .war  file and one directory with the
contents of the .war  file, the disk space required is on the order of 300 MB.

This space requirement remains stable as you use AM.

The installation of AM with an embedded DS server requires free disk space equal to or greater than 5 GB, plus 5% of the
total size of the filesystem on AM’s configuration directory.

This space requirement grows as you use AM.

By default, AM servers write audit logs to flat files under config-dir/openam/logs/ . Alternatively, AM servers can write audit
logs to syslog , or to a relational database.

When using flat-file audit logging, AM lets you configure rotation and purging for logs under openam/logs/ , so you can effectively
cap the maximum disk space used for logs. Make sure, however, that you retain the information you need before logs are purged.
Also make sure that your disk can keep pace with the volume of logging, which can be significant in high volume deployments, as
AM logs not only errors, but also access messages.

For details about audit logging configuration, see Audit logging.

By default, AM servers write debug logs to flat files under config-dir/openam/debug/ . AM lets you configure rotation for debug
logs. As you can change debug log levels at runtime when investigating issues, debug log volume is not as predictable as for
regular logs. Leave a margin in production environments, so that you can turn up debug log levels to diagnose problems.

For details about debug logging configuration, see Debug logging.

When using the embedded DS server, take the following into account:

DS is designed to work with local storage for the database, but not for network file system (NFS) nor network-attached
storage (NAS) due to some file system locking functions that DS needs. High performance storage, like solid state drives
(SSD), is essential if you need to handle high write throughput.

By default, AM’s configuration directory resides under the $HOME  directory of the user running the container. $HOME
directories can be mounted over the network.

This is not an issue if you are using DS mainly for configuration data. It can however be a serious problem when you use
DS to back the CTS in a high-volume deployment.

Embedded DS server log files are stored under /path/to/openam/opends/logs/ . As for AM, you can configure DS server
log rotation and purging. The default cap for access logs is 2 GB.

AM stores policy information in the configuration directory. The space this takes up depends on the policies you have.

By default, AM stores CTS information in the configuration directory. The space this takes up depends on the volume of
traffic to the server and whether AM is configured for client-side sessions.

• 

• 

• 

• 

• 

• 

• 
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With the default database implementation, DS database files handling sustained writes can grow to about double their
initial size on disk.

For DS on Linux systems, enable file system write barriers and ensure the file system journaling mode is ordered to avoid
directory database file corruption after crashes or power failures. For details on enabling write barriers and setting the
journaling mode for data, see the options for your file system in the mount  command manual page.

DS uses file descriptors when handling connections.

Defaults can be limited to 1024 file descriptors per user on Linux systems. Consider increasing this limit to at least 64K. For
details, see Set maximum file descriptors and processes.

Web and Java agents disk storage requirements

Web and Java agent binaries do not require more than a few MB of disk space, although they may require additional free space to
store configuration files, POST data cache files, and others. Refer to the installation requirements of your web or Java agent for
more information.

You should also consider the web or Java agent logging when provisioning disk storage:

Web and Java agents can log audit messages locally to the agent installation or can send them to the AM instances. Refer
to the configuration reference of your agent for more information.

Debug messages are logged to files local to the agent installation, and their volume depends on the debug log level. In
production environments, provision additional storage to ensure you can enable higher debug log levels for diagnostic
purposes.

Identity Gateway disk storage requirements

The IG Web application can vary in size from release to release. On disk, the .war  file is under 50 MB. For containers that keep
both the .war  file and an unpacked version, the total size is under 100 MB.

By default, IG configuration resides under the $HOME  directory of the user who runs the container.

If you use the default log sink, messages are sent to the container logs. Manage those as you would any container logs.

Both normal log messages and debug messages go to the log sink. As for other components, debug logging volume depends on
log level. Leave a margin in production environments so that you can turn up debug log levels to diagnose problems.

IG does not run rotation or purging of the following logs, which you must manually manage:

Logs generated using a CaptureFilter

Log messages created by scriptable filters and handlers

Disk storage recommendations

The following are based on the preceding information in this section. When deciding on disk storage, keep the following
recommendations in mind:

Plan enough space and enough disk I/O to comfortably absorb the load for logs.

Check your assumptions in testing. For example, make sure that logs are cleaned up so that they do not exceed your
space threshold even in long-duration testing.

• 

• 

• 

• 

• 

• 

• 

• 
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When using local web or Java agent logs, make sure you have a mechanism in place to clean them up.

For IG, make sure you turn off CaptureFilter  logging, scriptable filter, and handler debug logging before moving to
production.

RAM requirements

AM core services require a minimum JVM heap size of 1 GB. If you are deploying with the embedded DS server, AM requires at
least a 2 GB heap, as 50% of that space is allocated to DS.

Software requirements

Refer to Requirements in the Release notes for up-to-date information about the software requirements for this version.

Getting started for architects and deployers

Learn about AM. You can access online information, meet with your ForgeRock Sales representative, go to a seminar, or
call ForgeRock about AM’s capabilities.

The following are some general questions that you may want to have answered:

• 

• 

info
Ensure that the Xms  and Xmx  JVM parameters are set to the same value to prevent a large garbage collection as the
memory profile increases from the default up to the Xms  value. Also, setting Xms  and Xmx  to the same value ensures
that small controlled garbage collection events minimize application unresponsiveness.

Note

• 

Initial questions

Initial tasks Done ?

Understand the access management problems that AM helps to solve Y N

Learn how to protect a website with AM Y N

Get to know the AM software deliverables Y N

Get to know the tools for administering AM Y N

Get to know the APIs for AM client applications Y N

Find out how to get help and support from ForgeRock and partners Y N

Find out how to get training from ForgeRock and partners Y N

Find out how to keep up to date on new development and new
releases

Y N
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Set up a demo or pilot. View an AM demo or set up a pilot to determine how you want to use AM to protect your site(s).
ForgeRock Sales representatives can assist you with a demo or pilot.

Attend a training class. ForgeRock presents effective training classes to deploy AM in your environment. See ForgeRock
University for more information.

Complete the accreditation program. Complete the product-specific ForgeRock Accreditation Program to gain in-depth
design and deployment expertise or seek partners who are ForgeRock Accredited Partners.

Determine your service level agreements. ForgeRock provides a set of standard service level agreements that you can
sign up for. ForgeRock also provides custom service level agreements if the standard set does not meet your needs.

Determine your services. ForgeRock provides a full, proven-production Identity Management stack to meet your
requirements.

Initial tasks Done ?

Find out how to report problems Y N

• 

• 

• 

• 

Standard SLAs

Priority Gold Silver Bronze

Urgent (P1) 2 Hour 4 Hour Next Business Day

High (P2) 4 Hour 8 Hour 2 Business Days

Normal (P3) 6 Hour Next Business Day 3 Business Days

Low (P4) Next Business Day 2 Business Days 4 Business Days

• 

Services

Services task Done ?

Understand the services AM software provides Y N

Determine which services to deploy Y N

Determine which services the deployment consumes (load balancing,
application container, authentication services, configuration storage,
profile storage, token/session storage, policy storage, log storage)

Y N

Determine which services the deployment provides (SSO, CDSSO,
SAML Federation IDP/SP, XACML PDP, REST STS, OAuth 2.0/OpenID
Connect 1.0, and so forth)

Y N

Determine which resources AM protects (who consumes AM services) Y N
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Determine your deployment objectives. AM provides proven performance and security in many production deployments.
You should determine your overall deployment objectives.

Plan sizing. At this stage, you should determine the sizing estimates for your deployment. ForgeRock Sales Engineers can
assist you in this task.

• 

Deployment Objectives

Deployment objectives Done ?

Define deployment objectives in terms of service levels (expectations
for authentication rates, active sessions maintained, session life
cycles, policies managed, authorization decision rates, response
times, throughput, and so forth)

Y N

Define deployment objectives in terms of service availability (AM
service availability, authentication availability, authorization decision
availability, session availability, elasticity)

Y N

Understand how AM services scale for high availability Y N

Understand the restrictions in an AM deployment that uses client-side
sessions

Y N

Plan for availability (number of sites and servers, load balancing and
AM software configuration)

Y N

Define the domains managed and domains involved in the
deployment

Y N

Define deployment objectives for delegated administration Y N

Agree with partners for federated deployments on circles of trust and
terms

Y N

• 

Sizing

Sizing Done ?

Derive sizing estimates from service levels and availability Y N

Understand how to test sizing estimates (load generation tools?) Y N

Size servers for AM deployment: CPU Y N

Size servers for AM deployment: Memory Y N

Size servers for AM deployment: Network Y N
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Plan the topology. Plan your logical and physical deployment.

Plan security. At this stage, you must plan how to secure your deployment.

Sizing Done ?

Size servers for AM deployment: I/O Y N

Size servers for AM deployment: Storage Y N

Quantify impact on external services consumed (LDAP, other auth
services, load balancing, and so forth)

Y N

Plan testing and acceptance criteria for sizing Y N

• 

Topology Planning

Topology Done ?

Specify the logical and physical deployment topology (show examples
of each)

Y N

Determine how many external stores you need (configuration, CTS,
application, policy, UMA…)

Y N

Plan installation of AM services (including external dependencies) Y N

Plan installation of AM web and Java agents, Fedlets, and IG (might be
done by partner service providers)

Y N

Plan integration with client applications Y N

Plan customization of AM (UI, user profile attributes, authentication
modules, identity repositories, OAuth 2.0 scope handling, OAuth 2.0
response types, post-authentication actions, policy evaluation, session
quota exhaustion actions, policy evaluation, identity data storage, AM
service, custom logger, custom policy enforcement points or agents).

Y N

• 

Security

Security Done ?

Understand security guidelines, including legal requirements Y N

Change default settings and administrative user credentials Y N

Protect service ports (Firewall, Dist Auth UI, reverse proxy) Y N
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Post-deployment tasks. At this stage, you should plan your post-deployment tasks to sustain and monitor your system.

Security Done ?

Turn off unused service endpoints Y N

Separate administrative access from client access Y N

Secure communications (HTTPS, LDAPS, secure cookies, cookie
hijacking protection, key management for signing and encryption)

Y N

Determine if components handle SSL acceleration or termination Y N

Securing processes and files (e.g. with SELinux, dedicated non-
privileged user and port forwarding, and so forth)

Y N

• 

Post-deployment Tasks

Post deployment tasks Done ?

Plan administration following AM deployment (services, agents/IG,
delegated administration)

Y N

Plan monitoring following deployment Y N

Plan how to expand the deployment Y N

Plan how to upgrade the deployment Y N
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Installation



This guide shows you how to install ForgeRock Access Management for access and federation management.

Unless you are planning a demo or test installation, read the Release notes before you get started.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.



Prepare the environment for deployment

Prerequisites for deploying Access Management
software.



Prepare the Java container

Prepare the application server of your choice.



Install AM

Install AM servers for high availability.



Prepare external stores

Covers identity, configuration, and policy/
application stores.



Remove installations

Uninstall AM and start over.



Troubleshoot installations

Troubleshoot or repair an AM installation.
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Download AM

The Backstage download site hosts downloads, including a .zip  file with all of the AM components, the .war  file, AM tools,
the configurator, web and Java agents, Identity Gateway, and documentation. Review the Software License and Subscription
Agreement presented before you download AM files.

For each release of AM, you can download the entire package as a .zip  file, only the AM .war  file, or only the administrative
tools as a .zip  archive. The Archives only have the AM source code used to build the release.

After you download the .zip  file, create a new directory for AM, and unzip the .zip  file to access the content.

$ cd ~/Downloads
$ mkdir openam && cd openam
$ unzip ~/Downloads/AM-7.4.2.zip

When you unzip the archive of the entire package, you get ldif, license, and legal directories in addition to the following files:

Distribution Files

File Description

AM-7.4.2.war The distribution .war  file includes the core server code with
an embedded DS server. The distribution includes an
administrative graphical user interface (GUI) Web console.
During installation, the .war  file accesses properties to
obtain the fully qualified domain name, port, context path,
and the location of the configuration folder. These properties
can be obtained from the boot.json  file in the AM
installation directory, from environment variables, or from a
combination of the two. This file is also available to download
individually.

AM-crypto-tool-7.4.2.war AM provides a utility with some cryptographic functionality
used for creating Docker images.
This utility is strictly for future use, and is not currently
supported.

AM-Soap-STS-Server-7.4.2.war AM provides a SOAP-based security token service (STS) server
that issues tokens based on the WS-Security protocol.(1)

AM-SSOAdminTools-5.1.3.28.zip AM provides an ssoadm  command-line tool that allows
administrators to configure and maintain AM as well as
create their own configuration scripts.
The zip  distribution file contains binaries, properties file,
script templates, and setup scripts for UNIX and Windows
servers.
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(1) AM also provides REST-based STS service endpoints, which you can directly utilize on the AM server.

Customize the AM WAR file

The most basic installations of AM do not require you to customize the AM WAR file before deploying it. If you need to customize
any AM extension points, you should add the new classes to the WAR file before deploying it.

File Description

AM-SSOConfiguratorTools-5.1.3.28.zip AM provides configuration and upgrade tools for installing
and maintaining your server.
The zip  distribution file contains libraries, legal notices, and
supported binaries for these configuration tools. Also, you
can view example configuration and upgrade properties files
that can be used as a template for your deployments.

Config-Upgrader-7.4.2.zip AM provides a configuration file upgrade tool.
For more information on converting configuration files for
import into AM, see the README.md  file in the Config-
Upgrader-7.4.2.zip  file.

Fedlet-7.4.2.zip AM provides an AM Fedlet, a light-weight SAML v2.0 service
provider.
The Fedlet lets you set up a federated deployment without
the need of a fully-featured service provider.

IDPDiscovery-7.4.2.war AM provides an IDP Discovery Profile (SAMLv2 binding profile)
for its IDP Discovery service. The profile keeps track of the
identity providers for each user.

sample-trees-7.4.2.zip Clean installs of AM with an embedded data store provide
ready-made sample authentication trees to demonstrate how
they can be put together.
These sample trees are not installed by default on installs of
AM with an external configuration store, or if you are
upgrading an existing instance of AM. The sample-
trees-7.4.2.zip  file contains the sample trees in JSON files,
\ ready for import by Amster command-line interface. For
information on importing files by using Amster, see 
Importing Configuration Data in the Amster 7.4 User Guide.

Truststore-Utility-7.4.2.zip AM provides a utility to help with creating a trust store for
use with web authentication.
See the readme.md  in the ZIP file for instructions, and MFA:
Web authentication (WebAuthn) for more information.
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You can also customize the AM user pages and package them into the WAR file.

For more information about the customizations to include in the WAR file, refer to Customize before upgrading.

Enable RSA SecurID support

To use the SecurID authentication module, you must first build an AM WAR file that includes the supporting libraries, 
authapi.jar  and crypto.jar , which you must obtain from RSA.

Unpack the AM .war  file. For example:

$ mkdir /tmp/openam
$ cd /tmp/openam/
$ jar -xf ~/Downloads/openam/AM-7.4.2.war

Obtain the authapi.jar  and its dependency file, crypto.jar  from RSA.

Copy authapi.jar  into the WEB-INF/lib  directory.

For example:

$ cp /path/to/authapi-<VERSION>.jar WEB-INF/lib/

Pack up the AM .war  file. For example:

$ jar -cf ../openam.war *

Deploy the new .war  file. For more information, see Deploy AM.

In this example, the .war  file to deploy is /tmp/openam.war .

Prepare the environment

Perform the following tasks to prepare your environment for AM:

lightbulb_2
To customize the secure cookie filter, refer to Secure cookie filter.

Tip

1. 

2. 

3. 

4. 
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Prepare an FQDN

AM requires that you provide an FQDN when you configure it. Before you set up AM, be sure that your system has an FQDN, such
as openam.example.com . For evaluation purposes, you can give your system an alias using the /etc/hosts  file on UNIX systems
or %SystemRoot%\system32\drivers\etc\hosts  on Windows. For production deployments, make sure the FQDN is properly
assigned using DNS.

Do not use the hostname localhost  for AM, not even for testing purposes. AM relies on browser cookies, which are returned
based on the domain name. You can set the cookie domain name value to an empty string for host-only cookies or to any non-top
level domain. For example, if you install AM and use openam.example.com  as the host, you can set the cookie domain name as 
example.com .



Prepare an FQDN

AM cookies require a fully qualified domain
name.



Prepare a Java environment

AM requires a JDK to run.



Configure maximum file descriptors

Data stores use file descriptors for concurrent
connections.

lightbulb_2
For details of supported operating systems and Java requirements, refer to Requirements in the Release notes.

Tip

PingAM Installation

Copyright © 2025 Ping Identity Corporation 91

https://docs.pingidentity.com/pingam/release-notes/requirements.html
https://docs.pingidentity.com/pingam/release-notes/requirements.html


Prepare the Java environment

AM software depends on a Java runtime environment. Check the output of the java -version  command to make sure your
version is supported according to the Java requirements.

The following table summarizes the high-level tasks required to configure your Java environment:

Settings for Oracle Java environments

When using an Oracle Java environment, set at least the following options:

emergency_home
Do not configure a top-level domain as your cookie domain as browsers will reject them.
Top-level domains are browser-specific. Some browsers, like Firefox, also consider special domains like Amazon’s web
service (for example, ap-southeast-2.compute.amazonaws.com) to be a top-level domain.
Check the effective top-level domain list at https://publicsuffix.org/list/effective_tld_names.dat to ensure that you
do not set your cookie to a domain in the list.

Important

emergency_home
Keep your Java software up-to-date with the latest supported version. Make sure that your JAVA_HOME  environment
variable always points to the latest supported Java version.

Important

Task Resources

Prepare your JDK.
The suggestions in these sections pertain to AM deployments
with the following characteristics:

The deployment has a dedicated DS server for the
Core Token Service. The host running this directory
server is a high-end server with a large amount of
memory and multiple CPUs.
The AM server is configured to use server-side
sessions.

Settings for Oracle Java environments
Settings for OpenJDK Java environments

Tune the JVM for AM
ForgeRock provides guidance on how to tune the JVM for
production, but you must also tune it for garbage collection
based on your environment.

Tune JVM settings

• 

• 

• 
• 

• 

lightbulb_2
To configure JVM properties for proxy support, see Configuring AM for Outbound Communication.

Tip
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-Xmx1g (minimum)

AM requires at least a 1 GB heap. If you are including the embedded DS, AM requires at least a 2 GB heap, as 50% of that
space is allocated to DS. Higher volume and higher performance deployments require additional heap space.

-XX:MetaspaceSize=256m

Set the metaspace memory size to 256 MB.

-XX:MaxMetaspaceSize=256m

Set the maximum metaspace memory size to 256 MB.

For additional JVM tuning and security recommendations, see Tune JVM settings.

Settings for OpenJDK Java environments

When using an OpenJDK Java environment, set at least the following options.

-Xmx1024m (minimum)

AM requires at least a 1 GB heap. If you are including the embedded DS, AM requires at least a 2 GB heap, as 50% of that
space is allocated to DS. Higher volume and higher performance deployments require additional heap space.

Recommended: -Xmx2048m .

-XX:MetaspaceSize=256m

Set the initial metadata space size to 256 MB.

Tune JVM settings

This section gives some initial guidance on configuring the JVM for running AM when the deployment has a dedicated CTS token
store, and AM is configured to use server-side sessions.

These settings provide a strong foundation to the JVM before a more detailed garbage collection tuning exercise, or as best
practice configuration for production:

Heap size settings

JVM parameters Suggested value Description

-Xms  & -Xmx At least 1 GB (2 GB with embedded DS),
in production environments at least 2
GB to 3 GB. This setting depends on the
available physical memory, and on
whether a 32- or 64-bit JVM is used.

-XX:MetaspaceSize  & -
XX:MaxMetaspaceSize

Set both to 256 MB Controls the size of the metaspace in
the JVM
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JVM parameters Suggested value Description

-

Dsun.net.client.defaultReadTimeout

60000 Controls the read timeout in the Java
HTTP client implementation.
This applies only to the Sun/Oracle
HotSpot JVM.

-

Dsun.net.client.defaultConnectTime

out

High setting: 30000 (30 seconds) Controls the connect timeout in the
Java HTTP client implementation
When you have hundreds of incoming
requests per second, reduce this value
to avoid a huge connection queue.
This applies only to the Sun/Oracle
HotSpot JVM.

Security settings

JVM parameters Suggested value Description

-Dhttps.protocols TLSv1.2 Controls the protocols used for
outbound HTTPS connections from AM.
Specify one or more of the following
values, separated by commas:

TLSv1.2
TLSv1.3

This setting applies only to Sun/Oracle
Java environments.

-

Dorg.forgerock.openam.ldap.secure.

protocol.version

TLSv1.2 Controls the protocol AM uses to
connect to affected external resources.
Specify one or more of the following
values, separated by commas:

TLSv1.2
TLSv1.3

This setting overrides the default server
value. For details, refer to advanced
properties.

• 
• 

• 
• 

Garbage collection settings

JVM parameters Suggested value Description

-verbose:gc Verbose garbage collection reporting.
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Set maximum file descriptors and processes

AM is not file-descriptor intensive. However, each DS instance in your environment should have access to at least 65,536 file
descriptors to handle multiple client connections.

Ensure that every DS instance is allocated enough file descriptors. For example, use the ulimit -n  command to check the limits
for a particular user:

JVM parameters Suggested value Description

-Xlog:gc* -Xlog:gc=info:file=$CATALINA_HOME/

logs/gc-info.log

Logs detailed information about
garbage collection. When using the -
Xlog:gc  option, you can also specify
the level, and output file.

-XX:+HeapDumpOnOutOfMemoryError Out of Memory errors generate a heap
dump automatically.

-XX:HeapDumpPath $CATALINA_HOME/logs/heapdump.hprof Location of the heap dump.

-XX:+PrintClassHistogram Prints a heap histogram when the JVM
receives a SIGTERM signal.

Java 17-specific settings

Module flag Suggested value Description

--add-opens java.xml/

com.sun.org.apache.xerces.internal

.dom=ALL-UNNAMED

When running AM with JRE 17, SAML
Artifact flows (or any flows that use
Xerces SOAP libraries) can fail with the
following error:
Caused by:

java.lang.IllegalAccessError:

superclass access check failed:

class

com.sun.xml.messaging.saaj.soap.SO

APDocumentImpl (in unnamed module

@0x774ca796) cannot access class

com.sun.org.apache.xerces.internal

.dom.DocumentImpl (in module

java.xml) because module java.xml

does not export

com.sun.org.apache.xerces.internal

.dom to unnamed module @0x774ca796

Set this module flag to avoid this error.
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$ su - opendj
$ ulimit -n
65536

It may also be necessary to increase the number of processes available to the user running the AM processes.

For example, use the ulimit -u  command to check the process limits for a user:

$ su - openam
$ ulimit -u
2048

Refer to your operating system’s documentation for instructions on how to display and increase the file descriptors or process
limits for the operating system and for a given user.

For more information about setting up your environment for DS, see Operating Systems in the DS Release Notes.

Prepare a web application container

As a Java application, AM must be deployed in a Java container. Refer to Application containers for the list of supported
containers.

The following table summarizes the high-level tasks required to prepare your container:

emergency_home
Before increasing the file descriptors for the DS instance, ensure that the total amount of file descriptors configured
for the operating system is higher than 65,536.
Otherwise, if the DS instance uses all the file descriptors, the operating system will run out of file descriptors. This may
prevent other services from working, including those required for logging in the system.

Important

Task Resources

Prepare the container for AM
Follow the instructions for your container. Apache Tomcat

JBoss and WildFly
IBM WebSphere Liberty

Secure the container
There are many ways to deploy and configure your
environment for AM. ForgeRock recommends that you
enforce HTTPS connections to AM.
If a Java Security Manager is enabled for your web application
container, add permissions before installing AM.

Secure connections to the AM container
Use stronger encryption algorithms

• 
• 
• 

• 
• 
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Apache Tomcat

AM examples often use Apache Tomcat (Tomcat) as the deployment container. In these examples, Tomcat is installed on 
openam.example.com  and listens on the default ports without a Java Security Manager enabled.

JVM startup

AM core services require a minimum JVM heap size of 1 GB, and a metadata space size of up to 256 MB. If you are evaluating AM
and using the embedded DS, you require at least a 2 GB heap, as 50% of that space is allocated to DS. See Prepare the Java
environment for details.

Set a CATALINA_OPTS  environment variable with the appropriate tuning for your environment. For example, add the following in
your setenv  file:

In $CATALINA_BASE/bin/setenv.sh :

export CATALINA_OPTS="$CATALINA_OPTS -server -Xmx2g -XX:MetaspaceSize=256m -XX:MaxMetaspaceSize=256m"

In $CATALINA_BASE/bin/setenv.bat :

set "CATALINA_OPTS=%CATALINA_OPTS% -server -Xmx2g -XX:MetaspaceSize=256m -XX:MaxMetaspaceSize=256m"

Some versions of Microsoft Edge support the Expires  header attribute instead of the Max-Age  header attribute, which may
cause SAML 2.0 and agent logout sequences to fail.

If you have set the org.apache.catalina.STRICT_SERVLET_COMPLIANCE  Tomcat property to true , add the 
org.apache.tomcat.util.http.ServerCookie.ALWAYS_ADD_EXPIRE  property in the setenv  file, to add the Expires  attribute to
the headers:

Linux

Windows
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In $CATALINA_BASE/bin/setenv.sh :

export CATALINA_OPTS="$CATALINA_OPTS -server -Xmx2g -XX:MetaspaceSize=256m -XX:MaxMetaspaceSize=256m \
-Dorg.apache.tomcat.util.http.ServerCookie.ALWAYS_ADD_EXPIRES=true"

In $CATALINA_BASE/bin/setenv.bat :

set "CATALINA_OPTS=%CATALINA_OPTS% -server -Xmx2g -XX:MetaspaceSize=256m -XX:MaxMetaspaceSize=256m -
-Dorg.apache.tomcat.util.http.ServerCookie.ALWAYS_ADD_EXPIRES=true"

Slashes in resource names

Some AM resources have names that can contain slash characters ( / ), for example, in policy names, application names, and
SAML v2.0 entities. These slash characters can cause unexpected behavior when running AM on Tomcat.

In development environments, a possible workaround is to configure Tomcat to allow encoded slash characters by adding the 
org.apache.tomcat.util.buf.UDecoder.ALLOW_ENCODED_SLASH=true  property to the CATALINA_OPTS  variable; for example:

In $CATALINA_BASE/bin/setenv.sh :

export CATALINA_OPTS="$CATALINA_OPTS -server -Xmx2g -XX:MetaspaceSize=256m -XX:MaxMetaspaceSize=256m \
-Dorg.apache.tomcat.util.buf.UDecoder.ALLOW_ENCODED_SLASH=true"

In $CATALINA_BASE/bin/setenv.bat :

set "CATALINA_OPTS=%CATALINA_OPTS% -server -Xmx2g -XX:MetaspaceSize=256m -XX:MaxMetaspaceSize=256m -
 -Dorg.apache.tomcat.util.buf.UDecoder.ALLOW_ENCODED_SLASH=true"

Linux

Windows

Linux

Windows
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Cookie domains

Set the cookie domain name value to an empty string (for host-only cookies) or to any non-top level domain (for domain cookies).

For example, if you install AM on openam.example.com , you can set the cookie domain name to example.com .

Refer to Install an instance to configure the cookie domain during installation.

Log request times

Tomcat provides components called valves that can be configured to track access to resources. The Access Log Valve outputs
information about request activity to log files, for you to analyze or use when troubleshooting.

To record request times in the Access Log Valve log, configure the pattern  attribute to include the following values:

%D  - Time taken to send an entire request, in millis. This is the total processing time and may be affected by network
conditions.

%F  - Time taken to commit the response, in millis (not available in Tomcat 7 or earlier).

Example Valve  element in server.xml :

<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
       prefix="localhost_access_log" suffix=".txt"
       pattern="%h %l %u %t "%r" %s %b %D %F" />

For information about the Access Log Valve configuration, refer to the documentation for Tomcat 7.0, or Tomcat 8.0, which
includes the %F  value.

Encoding and security

ForgeRock recommends that you edit the Tomcat <Connector>  configuration to set URIEncoding="UTF-8" . UTF-8 URI encoding
ensures that URL-encoded characters in the paths of URIs are correctly decoded by the container. This is particularly useful if your
applications use the AM REST APIs and some identifiers, such as user names, contain special characters.

You should also ensure the sslProtocol  property is set to TLS , which disables the potentially vulnerable SSL v3.0 protocol.

<Connector>  configuration elements are found in the configuration file, /path/to/tomcat/conf/server.xml . The following
excerpt shows an example <Connector>  with the URIEncoding  and sslProtocol  attributes set appropriately:

warning
Do not enable org.apache.tomcat.util.buf.UDecoder.ALLOW_ENCODED_SLASH  when running AM in production as it
introduces a security risk.
Learn more in How do I safely enable the org.apache.tomcat.util.buf.UDecoder.ALLOW_ENCODED_SLASH  setting in
PingAM? .

Warning

info
Because host-only cookies are more secure than domain cookies, you should use host-only cookies unless you have a
good business case for using domain cookies. 

Note

• 

• 
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<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
 maxThreads="150" scheme="https" secure="true"
 clientAuth="false" sslProtocol="TLS" URIEncoding="UTF-8" />

When you have finished setting up Apache Tomcat, you should enforce HTTPS connections to AM. For details, refer to Secure
connections to the AM container.

JBoss and WildFly

You can deploy AM on JBoss AS, JBoss EAP, and WildFly. The procedures listed here provide steps for configuring JBoss AS, JBoss
EAP, and WildFly for AM.

After configuring JBoss or WildFly, you then prepare AM for deployment by making a few changes to the contents of the AM .war
archive.

Prepare JBoss or WildFly

Stop JBoss or WildFly.

The default JVM settings do not allocate sufficient memory to AM. This step shows one method you can use to modify the
JVM settings. For other methods, refer to the JBoss Configuring JVM Settings page, or the WildFly JVM Settings page.

Open the standalone.conf  file in the /path/to/jboss/bin  directory for JBoss or WildFly in standalone mode.

Check the JVM settings associated with JAVA_OPTS .

Change the JVM heap size to -Xmx1g . The default JVM heap size for some versions of JBoss might already exceed
the recommended value. If you are evaluating AM and using the embedded version of DS, the minimum heap size
may be higher. For details on the JVM options to use, refer to Prepare the Java environment.

Change the metaspace size to -XX:MaxMetaspaceSize=256m  if the default size does not exceed this amount.

Set the following JVM JAVA_OPTS  setting in the same file:

-Dorg.apache.tomcat.util.http.ServerCookie.ALWAYS_ADD_EXPIRES=true

Verify that the headers include the Expires  attribute rather than only Max-Age  as some versions of Microsoft
Edge do not support Max-Age .

Edit the WildFly configuration to allow HTTP connections from any IP address.

In the /path/to/wildfly/standalone/configuration/standalone.xml  file, locate the <interface name="public">
interface (around line 512 of the file) and change the value to <any-address/> :

<interface name="public">
   <any-address/>
</interface>

1. 

2. 

◦ 

◦ 

◦ 

3. 
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Set up WildFly for Social Authentication, by performing the following steps:

Ensure the WildFly server is running.

Go to the WildFly Path.

In the $JBOSS_HOME/bin  directory, run the jboss-cli.sh  script file:

$ ./bin/jboss-cli.sh

Type "connect" to connect to the server.

Enable use of the equals ( = ) symbol in cookies by running the following command:

For example:

[standalone@localhost:9990 /] /subsystem=undertow/server=default-server/
http-listener=default:write-attribute(name=allow-equals-in-cookie-value,
value=true)
{
   "outcome" => "success",
   "response-headers" => {
      "operation-requires-reload" => true,
      "process-state" => "reload-required"
    }
}

Restart WildFly.

Now deploy the openam.war  file into the appropriate deployment directory. The directory varies depending on whether
you are running in standalone or domain mode.

Prepare AM for JBoss and WildFly

To prepare AM to run with JBoss or WildFly, you must change the default AM war  file. JBoss and WildFly deploy applications from
different temporary directories every time you restart the container, which would require reconfiguring AM. To avoid problems,
change the AM war  file as follows:

If you have not already done so, create a temporary directory and expand the AM-7.4.2.war  file. For example:

$ cd /tmp
$ mkdir /tmp/openam && cd /tmp/openam
$ jar xvf ~/Downloads/AM-7.4.2.war

Locate the bootstrap.properties  file in the WEB-INF/classes  directory of the expanded war  archive. Update the #
configuration.dir=  line in this file to specify a path with read and write permissions, then save the change.

4. 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

5. 

1. 

2. 
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# This property should also be used when the system user that
# is running the web/application server process does not have
# a home directory. i.e. System.getProperty("user.home") returns
# null.

configuration.dir=/my/readwrite/config/dir

If you are deploying AM on JBoss AS or JBoss EAP, remove the jboss-all.xml  file from the WEB-INF  directory of the
expanded war  archive.

Do not remove this file if you are deploying AM on WildFly.

If you are deploying AM on WildFly 12, remove the jul-to-slf4j-1.7.21.jar  file from the WEB-INF/lib  directory of the
expanded war  archive.

Rebuild the openam.war  file.

$ jar cvf ../openam.war *

IBM WebSphere Liberty

To deploy AM in IBM WebSphere Liberty, perform the following steps:

Update the JVM options as described in Prepare the Java environment.

Customize the AM-7.4.2.war  file as described in Prepare AM for WebSphere.

After deploying AM, configure WebSphere as described in Prepare WebSphere.

Prepare AM for WebSphere

To prepare AM to run in WebSphere, change the AM .war  file to ensure that the AM upgrade process is able to find the AM
configuration files. You must make this change whenever you deploy a new .war  file as part of an AM upgrade.

Create a temporary directory and expand the AM-7.4.2.war  file. For example:

$ cd /tmp
$ mkdir /tmp/openam && cd /tmp/openam
$ jar xvf ~/Downloads/AM-7.4.2.war

Locate the bootstrap.properties  file in the WEB-INF/classes  directory of the expanded war  file.

Update the # configuration.dir=  line in the bootstrap.properties  file to specify a path with read and write
permissions. For example:

3. 

4. 

5. 

1. 

2. 

3. 

info
If you are installing on Windows, use slashes (/) in the paths listed here, and not backslashes (\). 

Note

1. 

2. 
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# This property should also be used when the system user that
# is running the web/application server process does not have
# a home directory. i.e. System.getProperty("user.home") returns
# null.

configuration.dir=/my/readwrite/config/dir

Rebuild the AM-7.4.2.war  file:

$ jar cvf ../AM-7.4.2.war *

Prepare WebSphere

In addition to preparing the AM WAR file, follow these steps to configure WebSphere for AM after you deploy AM into WebSphere:

Load classes from AM bundled libraries before loading classes from libraries delivered with Liberty:

In the WebSphere Liberty administration console, go to Explore > Configure > server.xml.

Select the openam  web application, click Add Child, and select Classloader from the list.

In the Delegation field, select parentLast.

Save your work.

If your environment uses SOAP, add the SOAP-related properties to the JVM.

In the AM-config-dir , create a file named jvm.options , and add the following properties:

-Djavax.xml.soap.MessageFactory=com.sun.xml.internal.messaging.saaj.soap.ver1_1.SOAPMessageFactory1_1Impl
-Djavax.xml.soap.SOAPFactory=com.sun.xml.internal.messaging.saaj.soap.ver1_1.SOAPFactory1_1Impl
-
Djavax.xml.soap.SOAPConnectionFactory=com.sun.xml.internal.messaging.saaj.client.p2p.HttpSOAPConnectionFactory
-Djavax.xml.soap.MetaFactory=com.sun.xml.internal.messaging.saaj.soap.SAAJMetaFactoryImpl
-Dcom.ibm.websphere.webservices.DisableIBMJAXWSEngine=true

Secure connections to the AM container

There are many ways to deploy and configure your environment for AM, but we recommend that you enforce HTTPS connections
to AM. For more information about securing AM, see Security.

The container where AM runs requires a certificate to set up secure connections. You can install either CA-signed or self-signed
certificates in the container where AM runs, although you should have in mind that you will need to configure your applications to
trust your self-signed certificates.

The following is an example about how to configure Apache Tomcat for HTTPS:

3. 

1. 

◦ 

◦ 

◦ 

◦ 

2. 
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Configure Apache Tomcat for HTTPS

There are several ways of completing the tasks ahead, and it is beyond the scope of this document to explore them all. If this
procedure does not suit your environment, refer to your CA vendor documentation, the keytool  command documentation, or
Java container documentation for more information.

Stop Apache Tomcat.

Ensure you have a keystore containing the appropriate certificates:

If you have CA certificates, import them in a new keystore using the keytool  command. For example, if you have
root, intermediate, and primary certificates, import them in the same keystore you used when generating your
certificate signing request (CSR):

$ keytool -importcert -alias root -file myrootCA.cert \
-keystore /path/to/tomcat_keystore.pfx -storetype PKCS12
$ keytool -importcert -alias intermediate -file myintCA.cert \
-keystore /path/to/tomcat_keystore.pfx -storetype PKCS12
$ keytool -importcert -alias mysite.example.com -file mypriCA.cert \
-keystore /path/to/tomcat_keystore.pfx -storetype PKCS12

If you need a self-signed certificate, create a new self-signed key pair with the keytool  command.

For example:

$ cd /path/to/tomcat/conf/
$ keytool -genkey -alias openam.example.com -storetype PKCS12 -keyalg RSA -validity 730 \
  -keysize 2048 -keystore tomcat_keystore.pfx -dname 'CN=openam.example.com' -ext 
'san=dns:openam.example.com'

Create an SSL connector configuration in Apache Tomcat’s conf/server.xml  configuration file, and specify your keystore
file, type, and password.

Note that there are different types of SSL connectors, and that implementation details may change across Tomcat
versions. This example creates a JSSE connector in Tomcat as provided as part of the Java runtime:

<Connector port="8443" protocol="org.apache.coyote.http11.Http11NioProtocol"
 maxThreads="200" SSLEnabled="true" scheme="https" secure="true"
 keystoreFile="/path/to/tomcat_keystore.pfx"
 keystoreType="PKCS12" keystorePass="keystore_password"
 clientAuth="false" sslProtocol="TLS" />

You may need different settings depending on your configuration and version of Apache Tomcat. See the documentation
for your version for more information.

Start Tomcat.

Verify that you can connect to Apache Tomcat on port 8443 over HTTPS.

If you used self-signed certificates, your browser would not trust the certificate, because the certificate is self-signed and
not signed by any of the CAs stored in your browser.

1. 

2. 

◦ 

◦ 

3. 

4. 

5. 
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Figure 1. Unknown Certificate

If you recognize the subject and issuer of your certificate, and so can choose to trust the certificate, save it into your
browser’s trust store.

Deploy and configure AM.

To share the self-signed certificate in your container with other applications or servers, see Share self-signed certificates.

Share self-signed certificates

How you configure the containers where AM and your applications run to use self-signed certificates depends on your web
application server or web server software. The following basic principles apply:

First, your container requires its own certificate for setting up secure connections.

Second, the clients connecting must be able to trust the container’s certificate. Generally, this means that clients recognize
the container’s certificate because they have a copy of the public certificate stored somewhere the client trusts.

Third, if you use certificate authentication in AM, AM must also be able to find a copy of the client’s public certificate to
trust the client, most likely by finding a match with the certificate stored in the client profile from the identity repository.
How you include client certificates in their identity repository entries depends on your identity repository more than it
depends on AM.

6. 

7. 

• 

• 

• 
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Some client applications let you trust certificates blindly. This can be helpful when working in your lab or test environment with
self-signed certificates. For example, you might want to use HTTPS with the AM RESTful API without having the client recognize
the self-signed server certificate:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    curl: (60) Peer certificate cannot be authenticated with known CA certificates
}

The curl  command performs SSL certificate verification by default, using a "bundle" of CA-signed public keys. If the default
bundle file is not adequate, you can specify an alternate file using the --cacert  option.

If this HTTPS server uses a certificate signed by a CA represented in the bundle, the certificate verification probably failed due to a
problem with the certificate (it might be expired, or the name might not match the domain name in the URL). If you would like to
turn off curl’s verification of the certificate for test purposes only, use the --insecure  option.

$ curl \
--request POST \
--insecure \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
  "tokenId":"rMLhJjWVo…MAAlMxAAA.*",
  "successUrl":"/openam/console",
  "realm":"/alpha"
}

When you use a self-signed certificate for your container, clients connecting must be able to trust the container certificate. Your
browser makes this an easy, but manual process. For other client applications, you must import the certificate into the truststore
used by the client. By default, Java applications can use the $JAVA_HOME/lib/security/cacerts  store. The default password is 
changeit .(1)

The following steps demonstrate how to import a self-signed certificate into the Java cacerts  store:

Export the certificate from the keystore:1. 
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$ cd /path/to/tomcat/conf/
$ keytool \
-exportcert \
-alias openam.example.com \
-file openam.crt \
-storetype JCEKS
-keystore keystore.jceks
Enter keystore password:
Certificate stored in file <openam.crt>;

Import the certificate into the trust store:

$ keytool \
-importcert \
-alias openam.example.com \
-file openam.crt
-trustcacerts \
-keystore $JAVA_HOME/lib/security/cacerts
Enter keystore password:
Owner: CN=openam.example.com, OU=Eng, O=ForgeRock.com, L=Grenoble, ST=Isere,
C=FR
Issuer: CN=openam.example.com, OU=Eng, O=ForgeRock.com, L=Grenoble, ST=Isere,
C=FR
Serial number: 4e789e40
Valid from: Tue Sep 20 16:08:00 CEST 2011 until: Mon Dec 19 15:08:00 CET 2011
Certificate fingerprints:
MD5:  31:08:11:3B:15:75:87:C2:12:08:E9:66:00:81:61:8D
SHA1: AA:90:2F:42:0A:F4:A9:A5:0C:90:A9:FC:69:FD:64:65:D9:78:BA:1D
Signature algorithm name: SHA1withRSA
Version: 3
Trust this certificate? [no]: yes
Certificate was added to keystore

(1) Alternatively, you can specify the trust store for a Java application, such as -Djavax.net.ssl.trustStore=/path/to/
truststore.jks -Djavax.net.ssl.trustStorePassword=changeit .

Use stronger encryption algorithms

AM encrypts and decrypts system passwords and the keys used in the configuration, and by components such as agents. The
default encryption algorithm is Java Cryptography Extension (JCE) PBEWithMD5AndDES.

If you need a more secure encryption algorithm, use the Advanced Encryption Standard (AES) Key Wrap algorithm (RFC3394).
AM’s implementation of AES Key Wrap uses the Password-Based Key Derivation Function 2 (PBKDF2) (RFC2898) with HMAC-
SHA1. This lets you choose key size hash algorithms, such as SHA256, SHA384, or SHA512.

2. 
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Configure AES Key Wrap encryption for Tomcat

Edit your container startup scripts, for example setenv.sh , to set the following JVM system properties in Tomcat:

JAVA_OPTS="$JAVA_OPTS -
Dcom.iplanet.security.encryptor=org.forgerock.openam.shared.security.crypto.AESWrapEncryption"(1)
JAVA_OPTS="$JAVA_OPTS -Dorg.forgerock.openam.encryption.key.iterations=10000"(2)
JAVA_OPTS="$JAVA_OPTS -Dorg.forgerock.openam.encryption.useextractandexpand=true"(3)
JAVA_OPTS="$JAVA_OPTS -Dorg.forgerock.openam.encryption.key.size=256"(4)
JAVA_OPTS="$JAVA_OPTS -Dorg.forgerock.openam.encryption.key.digest=SHA512"(5)
JAVA_OPTS="$JAVA_OPTS -Dorg.forgerock.openam.encryption.padshortinputs=true"(6)

Configure ssoadm for AES Key Wrap encryption

After you enable AES key wrap encryption, update the ssoadm  command for it to work with the new encryption settings.

Add the following properties to the /path/to/ssoadm/setup  and /path/to/ssoadm/bin/ssoadm  commands:

emergency_home
The AES Key Wrap encryption algorithm is only enabled when installing AM. There is no current upgrade path for
existing installations.
The SOAP Security Token Service (STS) doesn’t support the AES Key Wrap encryption algorithm. Don’t deploy the SOAP
STS in an AM instance configured to use the AES Key Wrap encryption algorithm.
You must also Configure ssoadm  for AES Key Wrap encryption.

Important

1. 

1 Enables use of AES Key Wrap encryption.

2

Specifies the iteration count of the encryption key. Large iteration counts, for example, of 20,000, slow down brute-
force attacks when passwords are of low quality (less than 20 characters and easy to predict). AM does not have an
iteration count requirement. However, it will log a warning if both of the following conditions are true: 

The number of iterations is less than 10,000.
The AM encryption key is less than 20 characters long.

3

Enables the algorithm introduced in AM 7.1 that reduces the performance cost of AES Key Wrap encryption even when
high iteration counts are used. If this property is unset, and you configured a large iteration count, AM startup times
may see a performance impact if there are many agents in your deployment. Determine the optimal iteration count
based on the security and performance requirements of your deployment.

4 Specifies the size of the encryption key. Configure the key size to meet the needs of your deployment.

5
Specifies the digest algorithm. Possible values are SHA1, SHA256, SHA384, or SHA512. Configure the digest algorithm to
meet the needs of your deployment.

6

For systems running Java 17, this property pads short inputs (less than 8 bytes). If you are using Java 17 with AES Key
Wrap Encryption, enable this system property and re-encrypt any short system passwords that have already been
encrypted. If you do not do this, AM will be unable to decrypt the short values. 

◦ 

◦ 

error
You cannot change these configuration parameters once AM has been installed. 

Caution
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-Dcom.iplanet.security.encryptor=org.forgerock.openam.shared.security.crypto.AESWrapEncryption
-Dorg.forgerock.openam.encryption.key.iterations=10000
-Dorg.forgerock.openam.encryption.key.size=256
-Dorg.forgerock.openam.encryption.key.digest=SHA512

Deploy AM

After you have downloaded AM software, deploy it to your installed application container.

Deploying AM only extracts the files into the application container, prior to installation and configuration. Deploying AM also
makes LDIF files available, which can be used to prepare external data stores for use with AM.

The AM-7.4.2.war  file contains the AM server. How you deploy the .war  file depends on your web application container.

Deploy the .war  file on your container.

For example, copy the file to deploy on Apache Tomcat.

$ cp AM-7.4.2.war /path/to/tomcat/webapps/openam.war

In development or demonstration deployments, change the WAR file name to openam.war  when deploying in Tomcat, so
that the deployment URI is /openam .

It can take several seconds for AM to be deployed in your container.

Go to the initial configuration screen. For example, https://openam.example.com:8443/openam .

emergency_home
After deploying AM, but before installation, your application container serves AM’s installer (or upgrader, if performing
an upgrade) user interfaces.
We recommend that any external network access to the application container is suspended until the install, or
upgrade, is complete. When complete, AM prevents access to the installer, or upgrader UI itself.

Important

1. 

emergency_home
Change the file name to something other than openam.war  when deploying so that the deployment
URI is not /openam . In a production environment, your deployment URI should not disclose the kind of
software it is hosting.
AM requires a deployment URI with a non-empty string after / . Do not deploy AM in the root context.
Do not rename the .war  file to ROOT.war  before deploying on Tomcat, for example.

Important

◦ 

◦ 

2. 
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AM is now ready for installation.

Proceed to configuring external data stores using the files created during deployment. See Prepare external stores.

Prepare external stores

You need at least one DS server to store AM data. AM has several distinct data types; for example, configuration data, information
about identities, client applications, policies, sessions, and so on.

Apart from identity data, AM stores all data after the installation process in its configuration store. This keeps basic deployments
simple.

For advanced and high-load deployments, you can configure different sets of replicated DS servers to keep distinct data types
separate and to tune DS for different requirements.

AM supports following DS data stores:

3. 

info
If you want to test file-based configuration (FBC) in a non-production environment, first install AM with external data
stores and then Migrate to a file-based configuration.
Using FBC in a production environment isn’t currently supported.

Note

Store name Type of data Required during installation?

Configuration store Stores the properties and settings used
by the AM instance.

Yes
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The following table lists the supported directory servers for storing different data types:

Store name Type of data Required during installation?

Identity or user store Stores identity profiles; that is,
information about the users, devices, or
things that authenticate to your
systems. You can also configure AM to
access existing directory servers to
obtain identity profiles.

No, but you can configure one during
the installation process
In production deployments, you must
configure an external identity store, or
configure AM to access an existing
identity store.

Policy store Stores policy-related data, such as
policies, policy sets, and resource types.

No

Application store Stores application-related data, such as
web and Java agent configurations,
federation entities and configuration,
and OAuth 2.0 client definitions.

No

CTS token store Stores information about sessions,
SAML v2.0 assertions, OAuth 2.0 tokens,
and session denylists and allowlists.

No

UMA store Stores information about UMA
resources, labels, audit messages, and
pending requests.

No

Supported Data Stores

Directory server Versions Configuration Apps /
policies

CTS Identities UMA

Embedded ForgeRock
Directory Services(1)

8.0 ✔ ✔ ✔ ✔ ✔

External ForgeRock
Directory Services

6 and later ✔ ✔ ✔ ✔ ✔

File system-based N/A ✔

Oracle Unified Directory 11g R2 ✔

Oracle Directory Server
Enterprise Edition

11g ✔

Microsoft Active Directory 2016, 2019 ✔

IBM Tivoli Directory Server 6.4 ✔
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(1) Demo and test environments only.

The procedure for preparing external directory servers for AM to use is similar for each data type and includes the following
steps:

If you don’t have an existing directory server, install the external directory server software; for example, Directory Services.

As the directory administrator, you may need to perform the following steps:

Apply the relevant schema to the directory.

Create indexes to optimize data retrieval from the directory server.

Create a user account with the minimum required privileges for AM to bind to the directory server and access
necessary data.

To prepare the external stores AM needs during installation, refer to the following pages:

You can configure all data stores except the configuration store after you install AM:

Prepare policy and application stores

Core Token Service (CTS)

Prepare external UMA data stores

1. 

2. 

1. 

2. 

3. 



Prepare a truststore

Trust external stores' certificates for LDAPS.



Prepare configuration stores

Install DS as an AM configuration store.



Prepare identity repositories

Install DS as an AM identity repository.

• 

• 

• 
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Prepare the truststore

Directory Services requires secure connections, using LDAPS. To connect to a DS server securely, AM needs access to DS’s CA
certificate. AM also needs access to CA certificates for making secure connections to other sites; for example, connections to
social providers using HTTPS.

To give AM access to these certificates, you create a truststore that contains the certificates, and configure AM’s web application
container to use that truststore when starting up.

AM uses a single truststore for LDAPS and outbound HTTPS connections. This truststore must contain the CA certificates of the
sites with which AM communicates securely.

By default, Apache Tomcat loads the truststore configured for its JVM (for example, $JAVA_HOME/JRE/lib/security/cacerts ).
The default JVM truststore contains multiple CA certificates. Its password, by default, is changeit .

As a best practice, create a new truststore with the certificates required for your AM deployment, then configure your container to
use it. Don’t add the DS CA certificate to the JVM’s truststore because JVM updates are likely to overwrite the cacerts  file.

To keep all existing CA certificates, you can copy the cacerts  keystore file, change its password to a secure one, and import the
DS CA certificate into it. Then, configure your web application container (for example, Apache Tomcat) to load that file as its
truststore.

If you are installing AM for evaluation purposes, AM creates a copy of your JDK’s default lib/security/cacerts  truststore,
names it truststore , and places it in /path/to/openam/security/keystores/ .

AM then attempts to add the DS self-signed certificate to that store, with an alias of ds-ca-cert .

Create a truststore for AM

These steps create a copy of the default JVM truststore, and configure the AM web application container to use the new
truststore:

Copy the default truststore; for example, $JAVA_HOME/lib/security/cacerts , name it truststore , and place it in a
directory of your choice:

$ cp $JAVA_HOME/lib/security/cacerts /path/to/truststore

error
Using a separate truststore for AM means that updates to the JVM truststore in patch releases aren’t taken into
account. This can cause operational issues, for example, when distrusted root CA certificates are removed, or when
new root CA certificates are added.
To mitigate this risk, update the AM truststore periodically to reflect the latest JVM truststore settings.

Caution

emergency_home
If the lib/security/cacerts truststore does not have the default password of changeit, and/or if it does not have at
least 644 permissions, then AM installation will fail, as it will not be able to open the truststore to add the DS
certificate. 

Important

1. 
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For improved security, change the default password for the truststore.

Use the keytool -storepasswd  option to change the default password:

$ keytool -storepasswd -keystore /path/to/truststore
Enter keystore password: changeit
New keystore password: new-password
Re-enter new keystore password: new-password

Export the DS certificate.

On the DS host, export the DS CA certificate.

DS uses a deployment ID and password to generate a CA key pair. Learn more in Deployment IDs.

Use the dskeymgr  command to export the CA certificate:

$ /path/to/opendj/bin/dskeymgr \
export-ca-cert \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword password \
--outputFile /path/to/ca-cert.pem

Copy the ca-cert.pem  file to an accessible location on the AM host.

Import the DS CA certificate into the new truststore:

$ keytool \
-importcert \
-file /path/to/ca-cert.pem \
-keystore /path/to/truststore

To configure the truststore in Apache Tomcat so that AM can access it, append the truststore settings to the 
CATALINA_OPTS  variable in the setenv  file.

For example:

error
If you place the truststore in the /path/to/openam  directory before you install AM, the installation process
detects that the directory is not empty and the installation fails.
After AM is installed, you can move the truststore to a different directory. For example, the /path/to/openam/
security/keystores  directory.

Caution

2. 

lightbulb_2
The default password of the $JAVA_HOME/lib/security/cacerts truststore is changeit. 

Tip

3. 

◦ 

◦ 

4. 

5. 
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In $CATALINA_BASE/bin/setenv.sh :

export CATALINA_OPTS="$CATALINA_OPTS -server -Xmx2g -XX:MetaspaceSize=256m -XX:MaxMetaspaceSize=256m \
-Djavax.net.ssl.trustStore=/path/to/truststore \
-Djavax.net.ssl.trustStorePassword=new-password \
-Djavax.net.ssl.trustStoreType=jks"

In $CATALINA_BASE/bin/setenv.bat :

set "CATALINA_OPTS=%CATALINA_OPTS% -server -Xmx2g -XX:MetaspaceSize=256m -XX:MaxMetaspaceSize=256m -
-Djavax.net.ssl.trustStore=/path/to/truststore -
-Djavax.net.ssl.trustStorePassword=new-password -
-Djavax.net.ssl.trustStoreType=jks"

Refer to your specific container’s documentation for information on configuring truststores.

After AM is installed, you can move the truststore to a different location. For example, the /path/to/openam/security/
keystores/ . If you do, remember to update the truststore path in the container configuration.

Prepare a configuration store

This page explains how to prepare a single DS server as an external configuration data store. Make sure DS replicas use the same
configuration.

Installing DS with a setup profile creates the required backend, schema, bind user, and indexes:

Follow the steps in Install DS for AM configuration in the Directory Services documentation.

Install AM to use the prepared DS directory server as an external configuration store.

The default bind DN of the service account to connect to the external configuration store is:

uid=am-config,ou=admins,ou=am-config

Share the configuration store certificate with the AM container to prepare for TLS/LDAPS.

Communication with the configuration store must use a secure connection.

On the DS host, export the DS CA certificate.

DS uses a deployment ID and password to generate a CA key pair. Learn more in Deployment IDs.

Linux

Windows

1. 

2. 

3. 

◦ 
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Use the dskeymgr  command to export the CA certificate:

$ /path/to/opendj/bin/dskeymgr \
export-ca-cert \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword password \
--outputFile /path/to/ca-cert.pem

Copy the ca-cert.pem  file to an accessible location on the AM host.

Import the DS certificate into the AM truststore:

$ keytool \
-importcert \
-file /path/to/ca-cert.pem \
-keystore /path/to/openam/security/keystores/truststore

Learn more about configuring AM’s truststore in Prepare the truststore.

When the certificate is in place, continue installing AM.

Prepare identity repositories

AM accesses user identity data from one or more identity repositories.

In most deployments, AM connects to existing LDAP directory servers for user identity data, because it shares data in an identity
repository with other applications.

To prepare external identity repositories, refer to the following sections:

If you’re installing a new Directory Services instance for identity data, read Install and configure Directory Services for
identity data.

If you’re connecting AM to an existing identity repository, read Configure existing directory servers for identity data.

◦ 

◦ 

4. 

info
After setting up the external configuration store, you can enhance security by configuring mTLS authentication to that
store and rotating the mTLS certificates periodically. Learn more in mTLS for configuration stores. 

Note

info
You should not configure more than one writable identity repository in a single realm. AM tries to perform write
operations on each identity repository configured in a realm, and there is no way to configure which repository is
written to.
To manage identities and reconcile differences between multiple identity repositories, use ForgeRock Identity
Management.

Note

• 

• 
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Install and configure Directory Services for identity data

This section shows how to install and set up a new DS server for identity data. Make sure DS replicas use the same configuration.

Installing DS with a setup profile creates the required backend, schema, bind user, and indexes.

Follow the steps in Install DS for AM identities in the Directory Services documentation.

Share the identity store certificate with the AM container to prepare for TLS/LDAPS. Communication with the identity store 
must use a secure connection.

On the DS host, export the DS CA certificate.

DS uses a deployment ID and password to generate a CA key pair. Learn more in Deployment IDs.

Use the dskeymgr  command to export the CA certificate:

$ /path/to/opendj/bin/dskeymgr \
export-ca-cert \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword password \
--outputFile /path/to/ca-cert.pem

Copy the ca-cert.pem  file to an accessible location on the AM host.

Import the DS certificate into the AM truststore:

$ keytool \
-importcert \
-file /path/to/ca-cert.pem \
-keystore /path/to/openam/security/keystores/truststore

Learn more about configuring AM’s truststore, in Prepare the truststore.

If you did not install DS using a setup profile, perform the following steps to update the permissions in an external
Directory Services identity repository.

If you are using a directory server other than Directory Services, apply the relevant LDIF files using the appropriate tools.

Edit the opendj_userinit.ldif  LDIF file in the /path/to/openam/WEB-INF/template/ldif/opendj  directory,

replacing all variables that are surrounded by at ( @  ) symbols with a value specific to your directory server.

For example, in the opendj_userinit.ldif  LDIF file you must replace all instances of @userStoreRootSuffix@ with
the root suffix you specified when configuring the external DS identity store, the default being ou=identities .

Use the ldapmodify  command to add the updated LDIF data to the external instance.

emergency_home
The bind account for the identity store is fetched when AM starts up. If you change the account (DN or password)
while AM is running, you must restart AM for the change to be taken into account. Otherwise, you’ll encounter bind
failures with persistent searches. 

Important

1. 

2. 

◦ 

◦ 

◦ 

3. 

◦ 

◦ 
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For example:

$ /path/to/opendj/bin/ldapmodify \
--hostname 'id.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--continueOnError \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_userinit.ldif

For more information on this LDIF file, and equivalent files for supported directory servers, refer to Set up directory
schemas with LDIF.

If you intend to use web authentication, or perform device profiling with the ForgeRock SDK, you might need to
update the directory server schema. For a ForgeRock Directory Services repository, you can update the schema by
applying the following LDIF files:

/path/to/openam/WEB-INF/template/ldif/opendj/opendj_webauthndevices.ldif

/path/to/openam/WEB-INF/template/ldif/opendj/opendj_deviceprofiles.ldif

For example:

$ /path/to/opendj/bin/ldapmodify \
--hostname 'id.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--continueOnError \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_webauthndevices.ldif\
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_deviceprofiles.ldif

For more information on these LDIF files, refer to Set up directory schemas with LDIF. For directory servers
other than ForgeRock Directory Services, adapt the opendj_*.ldif  files accordingly.

Proceed to configure the identity store in AM.

The bind DN of the service account to use when configuring the identity store in AM is uid=am-identity-bind-
account,ou=admins,ou=identities .

Configure existing directory servers for identity data

It is common for AM to access identity data from an existing directory server. AM requires a user account to connect to the
directory server, and AM LDAP schema to update entries with AM-related identity data.

For the list of supported external directory servers, refer to Directory servers.

◦ 

▪ 

▪ 

4. 
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The following sections show you how to prepare an existing identity repository for use in AM:

Create a directory server user for AM connections

Update the schema in an external identity repository

Create a directory server user for AM connections

AM connects to an external directory server with a service account that you specify in the AM identity repository configuration.
This service account is known as the AM bind account.

Specifying the directory administrator as the AM bind account is not recommended for production deployments as it would give
AM directory administrator privileges to the identity repository.

Instead, create a separate AM bind account with fewer access privileges than the directory administrator so that you can assign
the appropriate level of privileges for the AM bind account.

You need to consider two areas of permission for the AM bind account:

Schema Update Privileges

AM needs to update the directory schema when you configure a new identity repository and when you upgrade AM
software. If the AM bind account has schema update privileges, AM can update the schema dynamically during identity
repository configuration and during AM upgrades. If the AM bind account does not have schema update privileges, you
must update the schema manually before configuring a new identity repository and before upgrading AM.

Directory Read and Write Access Privileges

If you want AM to create, update, and delete user entries, then the AM bind account must have full read and write access
to the identity data in the directory. If you are using an external identity repository as a read-only user directory, then the
AM bind account needs read privileges only.

The level of access privileges you give the AM bind account is specific to each AM deployment. Work with your directory server
administrator to determine the appropriate level of privileges as part of the process of preparing your external identity
repositories.

Create a bind account in Active Directory for AM connections

The following procedure gives an example of creating a bind account in Active Directory:

Perform these steps to create a user that AM can use to connect to Active Directory. These steps are one example, consult with
your Active Directory administrator on how best to create an account.

Create a new user account in the Active Directory domain. For example, in Windows 2019:

In the Active Directory Users and Computers tool, right-click Users in the domain, and select New > User.

Provide descriptive values for the new user, and a logon name such as AM-Bind-Account .

Click Next.

• 

• 

1. 

◦ 

◦ 

◦ 
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Enter a strong password for the bind account, disable the User must change password at next logon option, and click 
Next.

Review the details of the new account, and click Finish.

Give the new bind account access to the directory data:

In the Active Directory Users and Computers tool, right-click the domain that contains your users, and select 
Delegate Control.

Add the bind account you created in the previous step, and click Next.

Select the tasks you want to allow the AM bind account to perform from the list.

For example, to allow read and write access to users, enable the Create, delete, and manage inetOrgPerson
accounts  task.

After assigning the tasks you want to allow the AM bind account to perform, click Finish.

You can now set up the necessary schema in the directory server.

The bind account to use when configuring the identity store in AM is the full DN of the user, for example uid=AM-Bind-
Account,ou=Users,dc=example,dc=org .

Update the schema in an external identity repository

AM can add the necessary LDAP schema definitions itself, if it has sufficient privileges to do so, or you can apply the LDAP schema
definition LDIF files manually if required. Refer to the following procedures:

Prepare an external identity repository with manual schema updates

Prepare an external identity repository with automatic schema updates

Prepare an external identity repository with manual schema updates

If the AM bind account does not have permission to update schema then you must configure existing external data stores by
using manual schema updates. To do this, you must update the directory server schema of the external identity repository
manually at the following times:

Before you configure the identity repository as part of initial AM configuration.

Before you configure an identity repository after initial AM configuration.

Whenever you upgrade AM.

A number of LDIF files are provided in the AM .war  file for supported identity directory servers. The path is /path/to/openam/
WEB-INF/template/ldif/directory-type , where directory-type  is one of the following:

ad  for Microsoft Active Directory

adam  for Microsoft Active Directory Lightweight Directory Services

odsee  for Oracle Directory Server Enterprise Edition

◦ 

◦ 

2. 

◦ 

◦ 

◦ 

◦ 

• 

• 

• 

• 

• 

• 

• 

• 
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opendj  for ForgeRock Directory Services and Oracle Unified Directory

tivoli  for IBM Tivoli Directory Server

For more information on the LDIF files, refer to Set up directory schemas with LDIF.

The following steps update the schema in an Active Directory identity repository. For other directory servers, apply the relevant
LDIF files using the appropriate tools.

Edit the LDIF files in the /path/to/openam/WEB-INF/template/ldif/ad  directory, replacing any variables that are

surrounded by at ( @  ) symbols with a value specific to your directory server.

For the Active Directory LDIF files you must replace all instances of @userStoreRootSuffix@ with the root suffix used by your
Active Directory identity store, for example DC=example,DC=org .

Using an Active Directory administrator account, add the required AM schema extensions to your external identity
repository.

For example, in PowerShell, run the ldifde  command to import the user, device print, and dashboard schema
extensions:

PS C:\Users\Administrator> cd \path\to\openam\WEB-INF\template\ldif\ad
PS C:\path\to\openam\WEB-INF\template\ldif\ad> ldifde -i -f .\ad_user_schema.ldif
Connecting to "domain.example.org"
Logging in as current user using SSPI
Importing directory from file ".\ad_user_schema.ldif"
Loading entries.................................................................
64 entries modified successfully.

The command has completed successfully

PS C:\path\to\openam\WEB-INF\template\ldif\ad> ldifde -i -f .\ad_deviceprint.ldif
Connecting to "domain.example.org"
Logging in as current user using SSPI
Importing directory from file ".\ad_deviceprint.ldif"
Loading entries.................................................................
6 entries modified successfully.

The command has completed successfully

PS C:\path\to\openam\WEB-INF\template\ldif\ad> ldifde -i -f .\ad_dashboard.ldif
Connecting to "domain.example.org"
Logging in as current user using SSPI
Importing directory from file ".\ad_dashboard.ldif"
Loading entries.................................................................
6 entries modified successfully.

The command has completed successfully

If you intend to use push or web authentication, apply the following LDIF files:

/path/to/openam/WEB-INF/template/ldif/ad/ad_pushdevices.ldif

/path/to/openam/WEB-INF/template/ldif/ad/ad_webauthndevices.ldif

For more information on these LDIF files, and the equivalent files for supported directory servers, refer to Set up directory
schemas with LDIF.

• 

• 

1. 

2. 

3. 

◦ 

◦ 
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Proceed to configure the identity store in AM.

Prepare an external identity repository with automatic schema updates

If the bind account has permission to update schema then you can allow AM to update the schema automatically.

To allow AM to update the schema, you must first configure AM to be able to access the directory server, and enable the Load
Schema option, by performing the following steps:

Configure the directory server in AM by following the instructions in Configure an identity store.

The schema is loaded as part of configuring the identity store in AM. No further configuration is required.

Verify that the new identity repository is correctly configured in AM. Refer to Test external identity repository access.

Set up directory schemas with LDIF

AM installation deploys several LDIF files that can be used to create the schemas required by AM. LDIF files are available for
Microsoft Active Directory, Microsoft Active Directory Lightweight Directory Services, Oracle Directory Server Enterprise Edition,
ForgeRock Directory Services, Oracle Unified Directory, and IBM Tivoli Directory Server.

The following tables provide descriptions for each LDIF file:

4. 

emergency_home
If you updated the schema to make use of web authentication, when configuring the external identity store in
a realm, on the User Configuration tab, ensure webauthnDeviceProfilesContainer is in the LDAP User Object
Class property. If not, add the value, and then save your changes. 

Important

1. 

emergency_home
Enable the Load Schema option before saving your changes, and AM will apply the necessary schema to the
directory server. 

Important

2. 

Microsoft Active Directory LDIF Files

LDIF File Description

ad_config_schema.ldif Obsolete. Active Directory is not supported as a configuration
store.

ad_dashboard.ldif LDIF to support the dashboard service.

ad_deviceprint.ldif LDIF to support the device print service.

ad_kba.ldif LDIF to support the User Self-Service’s knowledge-based
questions and answers service.
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LDIF File Description

ad_oathdevices.ldif LDIF to support registered devices for the OATH
authentication service.

ad_pushdevices.ldif LDIF to support registered devices for the PUSH notification
service.

ad_user_schema.ldif LDIF for the user schema.

ad_webauthndevices.ldif LDIF to support registered devices for the Web
Authentication (WebAuthn) authentication service.

Microsoft Active Directory Lightweight Directory Services LDIF Files

LDIF file Description

adam_dashboard.ldif LDIF to support the dashboard service.

adam_deviceprint.ldif LDIF to support the device print service.

adam_kba.ldif LDIF to support the User Self-Service’s knowledge-based
questions and answers.

adam_oathdevices.ldif LDIF to support registered devices for the OATH
authentication service.

adam_pushdevices.ldif LDIF to support registered devices for the PUSH notification
service.

adam_user_schema.ldif LDIF for the user schema.

adam_webauthndevices.ldif LDIF to support registered devices for the Web
Authentication (WebAuthn) authentication service.

Oracle Directory Server Enterprise Edition LDIF Files

LDIF file Description

amsdk_plugin Folder containg the AM SDK LDIF files:
amsdk_init_template.ldif and amsdk_sunone_schema2.ldif.

odsee_config_index.ldif LDIF for the ODSEE configuration indexes.

odsee_config_schema.ldif LDIF for the ODSEE configuration schema.

odsee_dashboard.ldif LDIF to support the dashboard service.
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LDIF file Description

odsee_deviceprint.ldif LDIF to support the device print service.

odsee_kba.ldif LDIF to support the User Self-Service’s knowledge-based
questions and answers.

odsee_oathdevices.ldif LDIF to support registered devices for the OATH
authentication service.

odsee_pushdevices.ldif LDIF to support registered devices for the PUSH notification
service.

odsee_user_index.ldif LDIF for the user respository indexes.

odsee_user_schema.ldif LDIF for the user repository schema.

odsee_userinit.ldif LDIF for the setting up user session initialization.

odsee_webauthndevices.ldif LDIF to support registered devices for the Web
Authentication (WebAuthn) authentication service.

DS LDIF Files

LDIF file Description

oath_2fa.ldif LDIF for the OATH two-factor authentication service.

opendj_aci_lift_user_password_restriction.ldif LDIF to add an ACI entry to the root suffix to allow users to
modify the user password attribute.

opendj_aci_remove_blanket_deny_all.ldif LDIF to lift any user password restrictions for upgrade.

opendj_add_kba_attempts.ldif LDIF to upgrade a user data store from a version earlier than
AM 6 to support account lockout when the user fails to
answer their security questions a number of times.

opendj_config_schema.ldif LDIF for the DS configuration schema.

opendj_dashboard.ldif LDIF to support the dashboard service.

opendj_deviceprint.ldif LDIF to support the device print service.

opendj_deviceprofiles.ldif LDIF to support storage of device information, collected by
the SDK device authentication nodes.
Apply this LDIF if you intend to use the ForgeRock SDK for
device profiling.
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LDIF file Description

opendj_embinit.ldif LDIF for the DS user management and SMS/configuration
datastore schema for evaluation (embedded DS)
deployments.

opendj_kba.ldif LDIF to support the User Self-Service’s knowledge-based
questions and answers.

opendj_oathdevices.ldif LDIF to support registered devices for the OATH
authentication service.

opendj_pushdevices.ldif LDIF to support registered devices for the PUSH notification
service.

opendj_remove_config_schema.ldif LDIF to remove the configuration schema.

opendj_remove_user_schema.ldif LDIF to remove the user schema.

opendj_retry_limit_node_count.ldif LDIF to upgrade the identity store to support persisting failed
login attempts to the user’s profile when using the Retry
Limit Decision node.
There are no equivalent files for other supported directory
servers. Adapt the contents of the 
opendj_retry_limit_node_count.ldif  file to work with
your directory server.

opendj_uma_audit.ldif LDIF to add auditing capabilities for the UMA service.

opendj_uma_labels_schema.ldif LDIF to add a schema for the UMA service labels.

opendj_uma_pending_requests.ldif LDIF to add pending requests for the UMA service.

opendj_uma_resource_set_labels.ldif LDIF to support labels for UMA resources.

opendj_uma_resource_sets.ldif LDIF to support UMA resources.

opendj_update_aci_kba_attempts.ldif LDIF to upgrade a user data store from a version earlier than
AM 6 to support account lockout when the user fails to
answer their security questions a number of times.

opendj_user_index.ldif LDIF for the user respository indexes.

opendj_user_schema.ldif LDIF for the user repository schema.

opendj_userinit.ldif LDIF for the setting up user session initialization.

opendj_webauthndevices.ldif LDIF to support registered devices for the Web
Authentication (WebAuthn) authentication service.
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Install AM

Production or production-like environments require an external configuration store and an external CTS token store, both of
which are DS servers. The configuration store will act as the CTS token store until you configure an external one.

For more information, see Prepare external stores.

Install multiple instances to maintain service availability. If one instance is down for any reason, another instance can respond
instead. This means that you need some type of component, such as a load balancer or a proxy server, between incoming traffic
and AM to route around instances that are down.

AM uses a site for this purpose. In an AM site, multiple AM instances are configured in the same way, and accessed through a load
balancer layer.

LDIF file Description

push_2fa.ldif LDIF for the push two-factor authentication service. Not
required if you installed DS 7.1 or later by using the am-
identity-store  setup profile.

Tivoli LDIF Files

LDIF file Description

tivoli_dashboard.ldif LDIF to support the dashboard service.

tivoli_deviceprint.ldif LDIF to support the device print service.

tivoli_kba.ldif LDIF to support the User Self-Service’s knowledge-based
questions and answers.

tivoli_oathdevices.ldif LDIF to support registered devices for the OATH
authentication service.

tivoli_pushdevices.ldif LDIF to support registered devices for the PUSH notification
service.

tivoli_user_schema.ldif LDIF for the user repository schema.

tivoli_webauthndevices.ldif LDIF to support registered devices for the Web
Authentication (WebAuthn) authentication service.

info
If you want to test file-based configuration (FBC) in a non-production environment, first install AM with external data
stores and then Migrate to a file-based configuration.
Using FBC in a production environment isn’t currently supported.

Note
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The load balancer can be implemented in hardware or software, but it is separate and independent from AM. When installed
properly, a site configuration improves service availability, as the load balancer routes around AM instances that are down,
sending traffic to other servers in the site.

For high-level deployment information, see Deployment planning.

The following table provides information to help you install AM instances:

Install an instance

You can customize several AM parameters during installation, such as the cookie domain and the settings of the configuration
store.

Installing the first instance creates the required configuration that the site will share.

You can specify the site configuration when you install the first instance or configure the site when the first instance is
running.

By default, the cookie domain is set to the full URL of the first instance; for example, server.west.example.com .

You can change the cookie domain when you’re installing the first instance or later.

You can use a load balancer layer to protect AM services. The load balancer can restrict access to AM services, throttle
traffic, offload HTTPS encryption, and so forth.

As an alternative, or in addition, you can use a separate reverse proxy.

When you are protecting AM with a load balancer or proxy service, configure your container so that AM can trust the load
balancer or proxy service.

The container for each instance in the site must trust any certificate authorities (CA) used to sign certificates used by other
instances in the site in order to communicate using SSL.

Successful authentication can depend on information about the authenticating user, such as the IP address where the
request originated. When AM is accessed through a load balancer or proxy layer, pass this information along using request
headers. Also, configure AM to consume and to forward the headers as necessary. Learn more in Handle HTTP request
headers.

Task or requirement Resources

Configure a single instance on a production or pre-
production environment.
This can be the first instance of a site deployment.

Install an instance

Configure a site and add a instance to an AM site Configure sites and add servers

Configure an instance silently Install silently

lightbulb_2
If at any point you need to scrap the AM configuration to start again, see Delete and redeploy AM.

Tip

• 

• 

• 

• 

• 

• 
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Follow these steps to install a single AM instance, or to install the first instance on a site.

Go to your deployment URL. For example, https://openam.example.com:8443/openam .

On the initial configuration screen, click Create New Configuration under Custom Configuration.

Read the license agreement. Agree to the license agreement and click Continue.

On the Default User Password page, provide a password with at least eight characters for the AM Administrator, 
amAdmin .

Verify that the server settings are valid for your configuration.

Server URL

Provide a valid URL to the base of your AM web container, including an FQDN.

In a test or QA environment, you can simulate the FQDN by adding it to your /etc/hosts  as an alias. The following
example shows lines from the /etc/hosts  file on a Linux system where AM is installed:

127.0.0.1 localhost.localdomain localhost
::1 localhost6.localdomain6 localhost6
127.0.1.1 openam openam.example.com

Cookie Domain

The domain for which created cookies will be valid; for example example.com .

Platform Locale

Supported locales include en_US (English), de (German), es (Spanish), fr (French), ja (Japanese), ko (Korean), zh_CN
(Simplified Chinese), and zh_TW (Traditional Chinese).

Configuration Directory

Location on server for AM configuration files. AM must be able to write to this directory.

In the Configuration Data Store screen, you make choices related to AM configuration data.

Configuration Data Store

Embedded DS

The configurator process spins an embedded DS instance to store AM configuration data, the default users,
and the CTS store. Use on demo or test environments only.

Instances using the embedded DS server cannot be added to a site.

If you choose the embedded DS, you can leave the rest of the values by default.

External DS

The configurator process stores AM configuration data in an existing DS server. You must have prepared the
server as explained in Prepare a configuration store.

Choose this option if you intend to add this instance to an existing deployment.

1. 

2. 

3. 

4. 

5. 

6. 

◦ 

◦ 
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An external DS instance is required in non-evaluation deployments.

If you choose the external DS, you must configure the rest of the fields.

SSL/TLS Enabled

Whether AM must use LDAPS to communicate with the configuration store.

For security reasons, the configuration store should communicate with AM using LDAPS.

DS 7 is configured for LDAPS by default. If you are using this version, enable this option and share the DS certificate
with the container where AM is running before continuing. Learn more in Secure Directory Server communication.

If you are using a different version, you can configure DS and AM to use LDAPS after the installation.

Host Name

The FQDN of the external DS.

Port

The LDAP or LDAPS port of the external DS. The default values are:

LDAP: 1389

LDAPS: 1636

Encryption Key

A randomly-generated key that AM uses for different purposes. All the servers in the site must have the same
encryption key.

The installer creates a random key automatically; you can leave the value by default.

Root Suffix

The root suffix of the external DS store.

The default base DN of an external DS store when you configure it with the am_config  profile is ou=am-config .

Login ID

The bind DN that AM should use to connect to the external DS store.

The default bind DN of an external DS store when you configure it with the am_config  profile is uid=am-
config,ou=admins,ou=am-config .

You should not use cn=admin  as the bind account.

Password

The password of the bind DN.

◦ 

◦ 
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Server configuration

Note that this option only appears when you specify an external configuration store.

New deployment

Specifies that the installation is a new deployment, with its own configuration and identity stores.

If you choose this option, the next step is to configure the identity store.

Additional server for existing deployment

Specifies that the installation is an additional server for an existing deployment and will use the existing
configuration and identity stores.

If you choose this option, you don’t need to configure the identity store. The installation uses the same
stores as those of the existing deployment.

Learn more in Add a server to a site.

If you specified New deployment in the previous step, the User Store screen appears as the next step. Use the page to
configure where AM looks for user identities.

AM must have write access to the directory service you choose, as it adds to the directory schema needed to allow AM to
manage access for users in the user store.

User Data Store Type

If you have already provisioned a directory service with users in a supported user data store, then select that type
of directory from the options available.

SSL/TLS Enabled

To use a secure connection, check this box, then make sure the port you define corresponds to the port the
directory server listens to for StartTLS or SSL connections. When using this option, you also need to make sure the
trust store used by the JVM running AM has the necessary certificates installed.

Directory Name

FQDN for the host housing the directory service.

Port

LDAP directory port. The default for LDAP and LDAP with StartTLS to protect the connection is port 389. The default
for LDAP over SSL is port 636. Your directory service might use a different port.

Root Suffix

Base distinguished name (DN) where user data is stored.

Login ID

Directory administrator user DN. The administrator must be able to update the schema and user data.

◦ 

◦ 
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Password

Password for the directory administrator user.

In the Site Configuration screen, you can set up AM as part of a site where the load is balanced across multiple AM
servers.

When you deploy multiple servers, AM automatically enables session high availability.(1) AM stores session data in a
directory service that is shared by multiple AM servers. The shared storage means that if an AM server fails, other AM
servers in the deployment have access to the user’s session data and can serve requests about that user. As a result, the
user does not have to log in again.

It is possible to set up a site after initial installation and configuration. Learn more in Deployment configuration.

Check the summary screen, and if necessary, click Previous to return to earlier screens to fix any configuration errors as
needed.

After you click Create Configuration in the summary screen, configuration proceeds, logging progress that you can read in
your browser, and later, in the installation log. The process ends, and AM shows the Proceed to Login prompt.

When the configuration completes, click Proceed to Login, and log in as the AM administrator, amAdmin .

After logging in, AM redirects you to the Realms page.

You can also access the AM admin UI by going to the console URL; for example https://openam.example.com:8443/
openam/console .

Restrict permissions to the configuration directory (by default, $HOME/openam , where $HOME corresponds to the user who
runs the web container). Prevent other users from accessing files in the configuration directory.

The AM install wizard uses three libraries that should be removed after installation for security reasons.

When your installation is complete, remove the following .jar files from the WEB-INF/lib  directory:

click-extras-2.3.0.jar

click-nodeps-2.3.0.jar

velocity-1.7.jar

These files are used only by the install and upgrade wizards. Removing them will have no effect on your installed
instance.

You must also remove the references to click-servlet  from the deployment descriptor file. Edit /path/to/openam/WEB-
INF/web.xml  to remove the following mappings:
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<servlet>
    <servlet-name>click-servlet</servlet-name>
    <servlet-class>org.apache.click.ClickServlet</servlet-class>
</servlet>

...

<servlet-mapping>
    <servlet-name>click-servlet</servlet-name>
    <url-pattern>*.htm</url-pattern>
</servlet-mapping>

Review the suggested next steps after installing AM.

(1) You can configure AM to store sessions in the Core Token Service (CTS) token store or on the client. Because client-side
sessions reside in HTTP cookies, they do not need to be retrieved from a persistent data store. In the event of a server failure,
they can be retrieved from the cookies. AM does not store client-side sessions in the CTS token store. You can find details about
sessions in Introduction to sessions.

Configure sites and add servers

Configuring a site is a three-step process:

Install the first server in the site. This will create the configuration that the site will share.

Learn more in Install an instance.

Add the first server to a site, if you did not already while installing it.

Learn more in Configure a site with the first server.

Add more servers to the site.

Learn more in Add a server to a site.

Configure a site with the first server

The following steps show how to set up a site when AM is running:

Review AM’s load balancing requirements in Load balancing.

In the AM admin UI, go to Deployment > Sites.

Click Add a Site to start configuring the new site.

On the New Site page, enter the site name without any spaces. For example, the site name must be in the format 
ExampleSite , rather than Example Site .

Set the Primary URL to the load balancer URL that is the entry point for the site, such as https://lb.example.com/am .

The site URL is the URL to the load balancer in front of the AM servers in the site. For example, if your load balancer listens
for HTTPS on host lb.example.com  and port 443  with AM under /am , then your site URL is 
https://lb.example.com/am .
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Client applications and web or Java agents access the servers in the site through the site URL.

Click Save to keep the site configuration.

Configure the cookie domain of your site as required. Learn more in Change the cookie domain.

Go to Deployment > Servers > server name > General.

Set the Parent Site drop-down menu to the name of the site you just created, and save your changes.

At this point, the first server is part of the new site you have configured.

For all additional servers in the AM site, add them to the site at configuration time as described in Add a server to a site.

Add a server to a site

High availability requires redundant servers in case of failure. With AM, you configure an AM site with multiple servers in a pool
behind a load balancing service that exposes a single URL as an entry point to the site.

Follow these steps to configure a server to an existing site:

Go to the deployment URL of the new instance to display the AM configurator page.

In the initial configuration screen, under Custom Configuration, click Create New Configuration.

In the first screen, enter the same password you entered for the AM administrator, amAdmin , when you configured the
first server in the site.

Configure server settings as required.

The cookie domain should be identical to that of the first server in the site.

In the configuration store screen, ensure that you select the External DS option, and configure the same DS instance that is
already working as the configuration store for the rest of the instances in the site, including the same encryption key.

Make sure you also select the Additional server for existing deployment option.

Instances using the embedded DS cannot be part of a site.

In the site configuration screen, select Yes, and enter the same Site Name and Load Balancer URL values as the existing
servers in the site.

5. 
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info
The installer may show that the Configuration Directory is not empty; it is a warning in case you are trying to
use a directory that contains data not pertaining to AM. 

Note

5. 

lightbulb_2
You can find the encryption key under Deployment > Servers > server name > Security > Password
Encryption Key. 

Tip

6. 

info
Spaces are not allowed in the site name. 

Note
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Settings for agent information are also shared with the existing server, so the corresponding wizard screen is skipped.

In the summary screen, verify the settings you chose, and click Create Configuration.

When the configuration process finishes, stop the newly-installed AM instance or the container where it runs, and do not
try to access it.

Compare the /path/to/openam/config/boot.json  bootstrap file with that of a running instance. You must ensure that
the newly installed instance’s bootstrap file is appropriate for your environment.

Depending on the configuration of the AM keystore in the site, the installation process may not create the bootstrap file.

If so, copy the bootstrap file from another instance and continue with the procedure.

Unless your environment has a requirement to configure the AM keystore in a different location on each instance, it is
likely that the bootstrap file should be the same across the site.

If you are overriding the start up settings:

Ensure you have copied the customized bootstrap file from another instance in the site.

Ensure you are overwriting the existing bootstrap file with your modified file prior to every AM restart.

Make the existing AM keystore infrastructure available to the new instance:

Back up the new instance’s default keystore and password files in the following locations:

/path/to/openam/security/keystores/

/path/to/openam/security/secrets/default/

Ensure that the existing keystores in the site are available in the same location to the new instance. This may mean
copying the keystores and their password files, mounting a volume, or others.

Ensure that the keystore files configured in the /path/to/openam/config/boot.json  file are available to the
instance.

Make the existing secret store infrastructure in the site available to the new instance:

In the AM admin UI of an existing instance in the site, go to Configure > Secret Stores.

Review the list of secret stores configured globally and provide the relevant stores to the new instance. For
example:

For keystore-type secret stores, copy the keystores to the same path on the new instance.

For filesystem-type secret stores, copy the contents of the directories to the same path or make the
filesystem available on the same mount point on the new instance.

For HSM-type stores, ensure the new instance can access it.

For secrets configured as environment variables accessible by the container where AM runs, ensure they
are also accessible by the container of the new instance.

Go to Realms > Realm Name > Secret Stores.

Review the list of secret stores configured per realm and make sure to provide the relevant stores to the new
instance.
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Restart the new instance.

The instance is now configured for the site.

Review AM’s load balancing requirements in Load balancing.

Ensure that the cookie domain configuration is appropriate for your site. Learn more in Change the cookie domain.

Install silently

AM provides configuration and upgrade tools for installing and maintaining your server. The AM-
SSOConfiguratorTools-5.1.3.28.zip  file contains libraries, legal notices, and supported binaries for these configuration tools. It
also contains example configuration and upgrade properties files you can use as templates in your deployment.

When the AM server is deployed and running but not yet configured, you can use the configurator tool, openam-configurator-
tool-14.1.3.28.jar , to install AM silently.

Perform the following tasks to install AM silently:

Install the configuration tool. See Set up the configuration tools.

Use the configuration tool to install AM using a property file. See Install AM silently.

Set up the configuration tools

Verify that the JAVA_HOME  environment variable is properly set:

$ echo $JAVA_HOME
/path/to/jdk

Create a file system directory to unpack the tools:

$ mkdir -p /path/to/openam-tools/config

Unpack the tools from where you unzipped AM:

$ cd /path/to/openam-tools/config
$ unzip ~/Downloads/openam/AM-SSOConfiguratorTools-5.1.3.28.zip
Archive:  ~/Downloads/openam/AM-SSOConfiguratorTools-5.1.3.28.zip
creating: legal-notices/
inflating: legal-notices/LICENSE.DOM-software.html
inflating: legal-notices/NOTICE.resolver.txt
inflating: legal-notices/LICENSE.DOM-documentation.html
… (more output) …
extracting: lib/xml-apis-2.11.0.jar
extracting: openam-configurator-tool-14.1.3.28.jar
extracting: lib/servlet-api-2.5.jar
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Install AM silently

Verify that the JAVA_HOME  environment variable is properly set:

$ echo $JAVA_HOME
/path/to/jdk

The configurator tool needs a property file to specify the AM configuration. For property file options, see configurator.jar.

Copy the sample configuration property file provided with AM, and modify properties as needed:

$ cd /path/to/openam-tools/config
$ cp sampleconfiguration config.properties
$ grep -v "^#" config.properties \| grep -v "^$"
SERVER_URL=https://openam.example.com:8443
DEPLOYMENT_URI=/openam
BASE_DIR=/home/openam/
locale=en_US
PLATFORM_LOCALE=en_US
AM_ENC_KEY=
ADMIN_PWD=password
COOKIE_DOMAIN=example.com
ACCEPT_LICENSES=true
DATA_STORE=dirServer
DIRECTORY_SSL=SIMPLE
DIRECTORY_SERVER=config.example.com
DIRECTORY_PORT=50389
DIRECTORY_ADMIN_PORT=4444
DIRECTORY_JMX_PORT=1689
ROOT_SUFFIX=dc=openam,dc=forgerock,dc=org
DS_DIRMGRDN=uid=admin
DS_DIRMGRPASSWD=password

When setting options in the property file, note the following:

If you include the ACCEPT_LICENSES=true  property, AM automatically accepts the software license agreement and
suppresses the display of the license acceptance screen during silent installation.

When installing AM to support HTTPS, make sure the SERVER_URL  property specifies a URL with HTTPS.

Run the AM configurator tool, openam-configurator-tool-14.1.3.28.jar :

$ java -jar openam-configurator-tool-14.1.3.28.jar --file config.properties

You can specify additional runtime options on the command line:

With the --acceptLicense  option, the installer auto-accepts the software licensing agreement and suppresses the
display of the license acceptance screen, resulting in the same behavior as specifying ACCEPT_LICENSES=true  in
the configuration property file.

The -Djavax.net.ssl.trustStore=PATH_TO_JKS_TRUSTSTORE  option is required when installing AM to support
HTTPS. Specify the AM web container’s trust store for PATH_TO_JKS_TRUSTSTORE .
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The installer displays output similar to the following:

$ java -jar openam-configurator-tool-14.1.3.28.jar --file config.properties
Checking license acceptance…License terms accepted.
Checking configuration directory /home/openam….Success.
Installing OpenAM configuration store…Success RSA/ECB/OAEPWithSHA1AndMGF1…
Extracting OpenDJ, please wait…Complete
Running OpenDJ setupSetup command: --cli --adminConnectorPort 4444
--baseDN dc=openam,dc=forgerock,dc=org --rootUserDN uid=admin
--ldapPort 50389 --skipPortCheck --rootUserPassword xxxxxxx --jmxPort 1689
--no-prompt --doNotStart --hostname openam.example.com …
…Success
Installing OpenAM configuration store in /home/openam/… …Success.
Creating OpenAM suffixImport+task+ … …Success
Tag swapping schema files….Success.
Loading Schema opendj_config_schema.ldif…Success.

…

…Success.
Reinitializing system properties….Done
Registering service dashboardService.xml…Success.

…

Configuring system….Done
Configuring server instance….Done
Creating demo user….Done
Creating Web Service Security Agents….Done
Setting up monitoring authentication file.
Configuration complete!

Delete and redeploy AM

If you need to delete your configuration and start the process from the beginning, follow these steps:

Stop the AM web application to clear the configuration held in memory.

The following example shuts down Apache Tomcat:

$ /path/to/tomcat/bin/shutdown.sh
Password:
Using CATALINA_BASE:   /path/to/tomcat
Using CATALINA_HOME:   /path/to/tomcat
Using CATALINA_TMPDIR: /path/to/tomcat/temp
Using JRE_HOME:        /path/to/jdk/jre
Using CLASSPATH:
/path/to/tomcat/bin/bootstrap.jar:/path/to/tomcat/bin/tomcat-juli.jar

Delete the AM configuration files, by default under the $HOME  of the user running the web application container:

1. 

2. 
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$ rm -rf $HOME/openam $HOME/.openamcfg

When installing or reinstalling a standalone AM instance, you must ensure the configuration store used does not contain
previous configuration data.

You should either install a new, clean instance of DS, or delete the entries under the configured AM suffix (by default 
ou=am-config ) of an existing instance.

Note that when adding a server to an existing deployment, you must not delete the configuration from DS, as it is shared
by all servers in the deployment. See Add a server to a site.

Delete any cached files from the container.

For example, on Tomcat, files are cached in a folder named after the deployment path, such as /path/to/tomcat/work/
Catalina/localhost/deployment path . Use a command such as the following to delete these cached files:

$ rm -rf /path/to/tomcat/work/Catalina/localhost/openam

Restart the AM web application.

The following example starts the Tomcat container:

$ /path/to/tomcat/bin/startup.sh
Password:
Using CATALINA_BASE:   /path/to/tomcat
Using CATALINA_HOME:   /path/to/tomcat
Using CATALINA_TMPDIR: /path/to/tomcat/temp
Using JRE_HOME:        /path/to/jdk/jre
Using CLASSPATH:
/path/to/tomcat/bin/bootstrap.jar:/path/to/tomcat/bin/tomcat-juli.jar

Start AM

AM is a web application installed in a web container, such as Apache Tomcat. Starting the web container starts the AM
application.

At the beginning of its startup process, AM performs an operation called bootstrapping, during which AM obtains startup settings
from a bootstrap file in its configuration directory, then uses those settings to initiate its operation. AM creates the bootstrap file, 
boot.json , during installation.

The installation or upgrade process creates the file after configuring the instance, provided it can find the AM keystore and its
password files in either of the following locations:

Configure > Server Defaults > Security > Key Store

Deployment > Servers > Server Name > Security > Key Store

3. 

4. 

5. 

• 

• 
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ForgeRock recommends changing the AM default keystore configuration at Server Default level, so that the environment is
homogeneous.

After every successful startup, AM rewrites the bootstrap file using the current information for the AM keystore.

If you change the configuration of the AM keystore, for example, the path to its files, AM will save the changes to the bootstrap
file the next time it starts successfully.

This is why, if you want to override AM’s startup settings, you need to replace the bootstrap file manually before AM starts.

Override startup settings

Users who deploy AM with DevOps tooling, such as Docker and Kubernetes, might want to launch multiple AM instances from a
single image, providing startup settings dynamically when AM starts up instead of reading the settings from the bootstrap file
created during AM installation.

You can replace the bootstrap file and provide your own static and dynamic startup settings. The following sections describe how
to override the bootstrap file created during AM installation:

Replace the bootstrap File covers how to specify a custom bootstrap file, and describes all the startup settings in the
bootstrap file.

Override startup settings using environment variables covers how to dynamically override startup settings in the
bootstrap file with environment variables.

Override startup settings using Java properties covers how to dynamically override startup settings in the bootstrap file
with Java properties.

Replace the bootstrap File

AM’s bootstrap file is located at the path /path/to/openam/config/boot.json , where /path/to/openam  is the AM configuration
directory.

You specify it during AM installation, as follows:

In the Configuration Directory field on the Server Settings page when using GUI installation. See Install an instance for
details.

In the BASE_DIR  property in the installation configuration file when using command-line installation. See configurator.jar
for more information.

To override AM’s startup configuration, modify the bootstrap file, boot.json , and then overwrite the existing bootstrap file with
your modified file before every AM restart.

You must overwrite the file each time you start AM because after startup, AM overwrites the bootstrap file with the initial startup
settings created during AM installation, removing any modifications you might have made to startup settings in the bootstrap file.

Make changes to supporting files and passwords before changing bootstrap file properties—AM will fail to start up when
bootstrap file properties do not correspond to actual configuration. For example, if you change the value of the 
keyStorePasswordFile  property to a file that does not exist, AM will not be able to start up.

• 

• 

• 

• 

• 
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{
  "instance": "https://openam.example.com:8443/openam",
  "dsameUser": "cn=dsameuser,ou=DSAME Users,dc=openam,dc=forgerock,dc=org",
  "keystores": {
    "default": {
      "keyStorePasswordFile": "{amSecretsBase}/default/.storepass",
      "keyPasswordFile": "{amSecretsBase}/default/.keypass",
      "keyStoreType": "JCEKS",
      "keyStoreFile": "{amKeystoreBase}/keystore.jceks"
    }
  },
  "configStoreList": [
    {
      "baseDN": "ou=am-config",
      "dirManagerDN": "uid=am-config,ou=admins,ou=am-config",
      "ldapHost": "opendj.example.com",
      "ldapPort": 1636,
      "ldapProtocol": "ldap"
    }
  ]
}

Startup settings in the bootstrap file

Property Description and Derivation

instance AM server URL.
Defaults to the Server URL field on the Server Settings page
(GUI configurator) or the SERVER_URL  configuration property
(command-line configurator).
This property’s value is the URL for directly accessing an AM
instance, not an AM site using a load balancer URL.
Do not modify this bootstrap file property. If you need to
change the AM instance URL, reinstall AM.

dsameUser An internal account that AM uses to connect to the
configuration store. AM generates the password for this
account on startup and you can’t read or change it.
The first part of the user’s DN is always created initially as 
cn=dsameuser,ou=DSAME Users . The second part of the DN
defaults to the Root Suffix field on the Configuration Data
Store Settings page (GUI configurator) or the ROOT_SUFFIX
configuration property (command-line configurator).

keystores.default The AM keystore. Currently, no other keystores are
referenced in the bootstrap file.
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Property Description and Derivation

keystores.default.keyStorePasswordFile Path to the file that contains the password required to open
the AM keystore. Always created initially as /path/to/
openam/security/secrets/default/.storepass .
When creating a new .storepass  file, ensure that there are
no hidden trailing characters after the password. For
example, use the echo -n  command to add the password to
the new file.

keystores.default.keyPasswordFile Path to the file that contains the password used to encrypt
individual keystore entries. Always created initially as /path/
to/openam/security/secrets/default/.keypass .
When creating a new .keypass  file, ensure that there are no
hidden trailing characters after the password. For example,
use the echo -n  command to add the password to the new
file.

keystores.default.keyStoreType AM key store type. Currently, the only valid value is JCEKS .

keystores.default.keyStoreFile Path to the AM keystore. Always created initially
as /path/to/openam/security/keystores/keystore.jceks .
The AM keystore is required for startup because it contains
the password of the directory manager user of the AM
configuration store.

configStoreList[*] Array of one or more objects that describe AM configuration
stores. The initial object in the array is mandatory and
defines the primary configuration store. Additional objects
are optional and define failover configuration stores.

configStoreList[*].baseDN Root suffix of the AM configuration store.
Defaults to the Root Suffix field on the Configuration Data
Store Settings page (GUI configurator) or the ROOT_SUFFIX
configuration property (command-line configurator).

configStoreList[*].dirManagerDN DN of the configuration store directory manager user.
Defaults to uid=admin  (GUI configurator) or the 
DS_DIRMGRDN  configuration property (command-line
configurator).

configStoreList[*].ldapHost fully qualified domain name (FQDN) of the configuration
store’s host.
Defaults to the Host Name field on the Configuration Data
Store Settings page (GUI configurator) or the 
DIRECTORY_SERVER  configuration property (command-line
configurator).
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Override startup settings using environment variables

You can dynamically override startup settings in the bootstrap file by defining environment variables in the shell that starts AM
and referencing the variables in a modified version of the bootstrap file.

Specify JSON properties that reference environment variables in a modified bootstrap file that uses the notation $
{env.MY_ENVIRONMENT_VARIABLE} .

For example, you could dynamically change the AM instance URL as follows:

Set an environment variable named MY_INSTANCE  in the shell that starts AM.

Create a modified version of the bootstrap file with the following line:

"instance" : "${env.MY_INSTANCE}",

Overwrite the initial bootstrap file with the modified bootstrap file.

Start AM.

Override startup settings using Java properties

You can dynamically override startup settings in the bootstrap file by referencing Java system properties in a modified version of
the bootstrap file. You can reference both built-in Java system properties and properties specified with the -D  option in the web
container that runs AM.

Specify JSON properties that reference Java properties in a modified bootstrap file that uses the notation ${MY_JAVA_PROPERTY} .

For example, you could dynamically change the AM keystore’s path to the user’s home directory as follows:

Create a modified version of the bootstrap file, specifying the default AM keystore as follows:

Property Description and Derivation

configStoreList[*].ldapPort LDAP or LDAPS port number on which to access the
configuration store.
Defaults to the Port field on the Configuration Data Store
Settings page (GUI configurator) or the DIRECTORY_PORT
configuration property (command-line configurator).

configStoreList[*].ldapProtocol Protocol with which to access the directory service running
the configuration store. The value can be ldap  or ldaps .
Defaults to the SSL/TLS Enabled field on the Configuration
Data Store Settings page (GUI configurator) or the 
DIRECTORY_SSL  configuration property (command-line
configurator).

1. 

2. 

3. 

4. 

1. 
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"keystores" : {
    "default" : {
       "keyStorePasswordFile" : "${user.home}/.storepass",
       "keyPasswordFile" : "${user.home}/.keypass",
       "keyStoreType" : "JCEKS",
       "keyStoreFile" : "${user.home}/keystore.jceks"
    }
},

Overwrite the initial bootstrap file with the modified bootstrap file.

Start AM.

Set up administration tools

AM provides a set of administration tools that are now deprecated in favor of Amster. They are part of the AM distributable file.

The ssoadm  tool requires access to the AM configuration files and therefore must be installed on the same host as AM.

Verify that AM is installed and running before proceeding.

Verify that the JAVA_HOME  environment variable is set properly:

$ echo $JAVA_HOME
/path/to/jdk

Create a file system directory to unpack the tools:

$ mkdir -p /path/to/openam-tools/admin

Unpack the tools:

$ cd /path/to/openam-tools/admin
$ unzip ~/Downloads/openam/AM-SSOAdminTools-5.1.3.28.zip

If you use IBM Java, add -D"amCryptoDescriptor.provider=IBMJCE"  and -D"amKeyGenDescriptor.provider=IBMJCE"
options to the setup  or setup.bat  script before you install the tools.

The options should be set for the java  command at the end of the script:

2. 

3. 

1. 

2. 

3. 

4. 

5. 
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$ tail setup
CLASSPATH="$CLASSPATH:resources"

$JAVA_HOME/bin/java -D"load.config=yes" \
-D"help.print=$help_print" \
-D"path.AMConfig=$path_AMConfig" \
-D"path.debug=$path_debug" \
-D"path.log=$path_log" \
-D"amCryptoDescriptor.provider=IBMJCE" \
-D"amKeyGenDescriptor.provider=IBMJCE" \
-cp "$CLASSPATH" \
com.sun.identity.tools.bundles.Main

Run the setup  utility ( setup.bat  on Windows) providing the location, password, and type of the truststore containing the
public certificate of the DS configuration store.

Optionally, include the --acceptLicense  option if you want to auto-accept the license agreement and suppress the
license acceptance screen to the user.

Even though you may have other truststores containing the public certificate of the configuration store, ForgeRock
recommends that you use a truststore specifically for the ssoadm  command.

To create it, follow the steps in Prepare the truststore, but do not configure the new truststore in the container. You will
configure it in the ssoadm  command script later.

If the container where AM runs is configured for secure connections and is using self-signed certificates, import that public
certificate into the new truststore, too. For more information, see To Share Self-Signed Certificates.

You will also need to provide the paths to the directories where AM configuration files are located, and where the ssoadm
debug and log information will be located.

For example:

$ ./setup --truststore-path /my/ssoadm/truststore --truststore-password changeit \
--truststore-type JKS --acceptLicense
Path to config files of OpenAM server [/home/user/openam]:
Debug Directory [/path/to/openam-tools/admin/debug]:
Log Directory [/path/to/openam-tools/admin/log]:
The scripts are properly setup under directory:
/path/to/openam-tools/admin/openam
Debug directory is /path/to/openam-tools/admin/debug.
Log directory is /path/to/openam-tools/admin/log.
The version of this tools.zip is: version and date
The version of your server instance is: ForgeRock Access Management version, Build, and date

6. 

info
When using self-signed certificates, for example, in non-production environments, you can configure the 
ssoadm command to trust all server certificates. Learn more in How do I configure ssoadm to trust all
certificates? in the Knowledge Base. 

Note
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After setup, the tools are located under a directory named after the instance of AM:

$ ls openam/bin/
ampassword  amverifyarchive  ssoadm

On Windows, these files are .bat  scripts.

Edit the ssoadm  script and configure the truststore containing the certificate of the configuration store. This truststore
may also contain the certificate to connect to AM using SSL, if needed.

In the script, look for the following lines:

....
TRUSTSTORE="-Djavax.net.ssl.trustStore=$truststore_path"
TRUSTSTORE="$TRUSTSTORE -Djavax.net.ssl.trustStorePassword=$truststore_password"
TRUSTSTORE="$TRUSTSTORE -Djavax.net.ssl.trustStoreType=$truststore_type"
....

Add the truststore_path , truststore_password , and truststore_type  variables above the lines you found:

truststore_path=/my/ssoadm/truststore
truststore_password=changeit
truststore_type=JKS

TRUSTSTORE="-Djavax.net.ssl.trustStore=$truststore_path"
TRUSTSTORE="$TRUSTSTORE -Djavax.net.ssl.trustStorePassword=$truststore_password"
TRUSTSTORE="$TRUSTSTORE -Djavax.net.ssl.trustStoreType=$truststore_type"
....

If you use IBM Java, add -D"amCryptoDescriptor.provider=IBMJCE"  and -D"amKeyGenDescriptor.provider=IBMJCE"
options to the ssoadm  or ssoadm.bat  script before using the script.

The options should be set before the call to com.sun.identity.cli.CommandManager  at the end of the script:

$ tail -3 /path/to/openam-tools/admin/openam/bin/ssoadm
-D"amCryptoDescriptor.provider=IBMJCE" \
-D"amKeyGenDescriptor.provider=IBMJCE" \
com.sun.identity.cli.CommandManager "$@"

lightbulb_2
If the setup  utility cannot connect to the configuration store, it will show a message similar to the following:
Connect Error: No operational connection factories available
If you see this message, check that the truststore exists in the specified location, that it contains the
configuration store certificate, and that the user running the setup  utility can change directories to the
specified location and open/read the file.

Tip

7. 

◦ 

◦ 

8. 
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Check that the ssoadm  command works properly:

Create a text file, for example $HOME/.pwd.txt , containing the AM administrative user’s password string in
cleartext on a single line.

Make the text file read-only:

$ chmod 400 $HOME/.pwd.txt

Run the ssoadm  command to list the configured servers:

$ cd /path/to/openam-tools/admin/openam/bin/
$ ./ssoadm list-servers --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org --
password-file $HOME/.pwd.txt

https://openam.example.com:8443/openam

If you have deployed AM in a site configuration, edit the ssoadm  ( ssoadm.bat  on Windows) script to map the site URL to
the AM server URL.

To do this, set the com.iplanet.am.naming.map.site.to.server  system property as a java  command option in the
script. The option takes the following form:

-D"com.iplanet.am.naming.map.site.to.server=lb-url=openam-url[,other-lb-url=openam-url…]"

The property maps each lb-url key to an openam-url value, where lb-url is the URL to a site load balancer, and openam-url is
the URL to the AM server against which you set up the ssoadm  command.

9. 

◦ 

◦ 

◦ 

info
The value for the --adminid  parameter is the universal ID of an administrative user.
Administrative users are listed in the com.sun.identity.authentication.super.user  or 
com.sun.identity.authentication.special.users  advanced properties, under Configure > Server
Defaults > Advanced.
The default super-user account is uid=amAdmin,ou=People,%ROOT_SUFFIX% . To check your 
%ROOT_SUFFIX% value, go to the /path/to/openam/config/boot.json  file, and find the value for the 
configStoreList/baseDN  property.

Note

10. 

emergency_home
The ssoadm  command is dependent on the AM server against which you set it up, so always map site load
balancer URLs to that server’s openam-url.
For example, if your site is behind https://lb.example.com:443/openam , and the AM server against which
you set up the ssoadm  command is at https://openam.example.com:8443/openam , then add the following
property to the java  command (all on one line without spaces):

-D"com.iplanet.am.naming.map.site.to.server=https://lb.example.com:443/openam=https://
openam.example.com:8443/openam"

Important
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Repeat this step for each AM server in your site configuration. You can install all your instances of ssoadm  on the same
host, but in each case the command should manage only one AM server.

Next steps

Congratulations on installing AM!

The following list shows you different tasks you should consider after installing AM:

Core administrative tasks

Learn about realms, configure them, and connect them to identity stores.

Configure AM’s cookie domain.

Learn about other types of configuration stores and decide if your environment would benefit from having
dedicated application stores.
For more information, see the Setup.

Core Token Service tasks

Learn about the Core Token Service and decide if your environment would benefit from having dedicated CTS
token stores.
For more information, see the Core Token Service (CTS).

Access Management-related tasks

Learn about authentication trees and nodes and configure them to let your users log in to AM.

Learn about sessions in AM and configure them for your environment.
For more information, see the Authentication and SSO

Security-related tasks

Secure your core AM environment against different threats.

Configure keys and keystores used for different AM features.

Change the amAdmin  user password.

Learn about delegated privileges and configure delegated realm administrators.

Configure audit logging services.
For more information, see the Security.

Maintenance-related tasks

Learn how to back up and restore your environment.

Learn how to monitor your AM instances.

Learn how to enable debug logging and how to record troubleshooting information.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Tune AM.
For more information, see the Maintenance.

AM offers authentication and authorization functionality, which you can expand with Internet specifications and drafts, such as
OAuth 2.0, and SAML v2.0.

Once you are confident about your base AM configuration, move on to more advanced features, such as protecting web
applications, configuring single sign-on (SSO), federating access across applications, and others.

Uninstall AM

This topic describes how to remove AM software.

To remove a single server from a multi-server deployment, select Deployment > Servers > Server Name then click  and  Delete.

You can find instructions on removing agents in the Web Agents Installation Guide and the Java Agents Installation Guide.

After you have deployed and configured AM, you might have as many as four locations where AM files are stored on your system.

In a test deployment, the following steps remove the AM software and the internal configuration store. If you used an external
configuration store, remove AM configuration data after removing all the software.

Shut down the web application container in which you deployed AM.

$ /etc/init.d/tomcat stop
Password:
Using CATALINA_BASE:   /path/to/tomcat
Using CATALINA_HOME:   /path/to/tomcat
Using CATALINA_TMPDIR: /path/to/tomcat/temp
Using JRE_HOME:        /path/to/jdk/jre
Using CLASSPATH:       /path/to/tomcat/bin/bootstrap.jar:
 /path/to/tomcat/bin/tomcat-juli.jar

Unconfigure AM by removing the configuration files in the $HOME directory of the user running the web application
container.

For example:

$ rm -rf $HOME/openam $HOME/.openamcfg

To uninstall AM and its associated configuration files, delete the following directories:

The configuration directory.

If you didn’t use the default configuration location ( $HOME/openam ), check the value of the Base installation
directory  property under Deployment > Servers > Server Name > General > System.

The hidden directory that holds a file pointing to the configuration directory.

For example, if you are using Apache Tomcat as the web container, this file could be $HOME/.openamcfg/
AMConfig_path_to_tomcat_webapps_openam_ .

• 

1. 

2. 

◦ 

◦ 
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Remove the configuration manually from your external directory server. The default base DN for AM configuration data is 
ou=am-config .

Undeploy the AM web application.

For example, if you are using Apache Tomcat as the web container, remove the .war  file and expanded web application
from the container:

$ cd /path/to/tomcat/webapps/
$ rm -rf openam.war openam/

Troubleshoot installations

AM can capture information in debug log files that are useful when troubleshooting AM problems. Debug logging describes how
to enable debug logging after AM has been started.

It is also possible to capture debug logs while installing AM. This can be useful if you need to troubleshoot an installation problem.

Follow these steps to capture debug logs while installing AM on Tomcat:

If Tomcat is already started, stop it.

Specify the -Dcom.iplanet.services.debug.level=message  option in the CATALINA_OPTS  environment variable:

$ export CATALINA_OPTS=-Dcom.iplanet.services.debug.level=message

There are several ways that you can specify the CATALINA_OPTS  environment variable. You can set the variable:

In the /path/to/tomcat/bin/setenv.sh  file

In the login shell of the user who runs Tomcat

Run the AM installation. Debug log files containing troubleshooting information appear in the /path/to/openam/var/
debug  directory.

When you have completed AM installation and no longer need to capture debug logs, stop Tomcat, revert the debug
logging options, and restart Tomcat.

3. 

info
At this point, you can restart the web container and reconfigure AM if you only want to start over with a clean
configuration rather than removing AM completely. 

Note

4. 

1. 

2. 

◦ 

◦ 

3. 

4. 
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Setup



These topics describe how to set up core AM functionality in AM after a fresh install or when you are growing your environment.
They cover the tasks you need to perform after installing AM, such as configuring additional identity and data stores and creating
and configuring AM’s administrative units, realms.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

Administration interfaces and tools

This page provides a brief introduction to the web-based AM admin UI. It also lists and describes each command-line interface
(CLI) administration tool.

Web-based AM admin UI

After you install AM, log in to the AM admin UI as AM administrator, amAdmin  with the password you set during installation. Go to
a URL, such as http://openam.example.com:8080/openam . In this case, communications proceed over the HTTP protocol to a
FQDN ( openam.example.com ), over a standard Java web container port number (8080), to a specific deployment URI ( /openam ).



Administrative tools

Learn about the AM admin UI, Amster, and other
tools.



Realms

Use realms to logically organize different groups
of users.



Identity stores

Connect identity stores to AM and customize
them if needed.



Policy and application stores

Learn about external policy and application data
stores.
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Figure 1. The AM admin UI

When you log in as the AM administrator, amAdmin , you have access to the complete AM admin UI. In addition, AM has set a
cookie in your browser that lasts until the session expires, you logout, or you close your browser. (Persistent cookies can remain
valid when you close your browser. This section reflects AM default behavior before you configure additional functionality.)

The amAdmin  account is a special user built-in to AM. The amAdmin  account does not have a user profile and is not present in the
configured identity store, so cannot use functionality that requires a user profile, such as Device Match or Push notifications. You
should create users or groups, and delegate administrative privileges to them.

If you configure AM to grant administrative capabilities to users that do have a user profile and appear in the configured identity
store, that user is able to access both the AM admin UI in the realms they can administer, and their self-service profile pages:
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Figure 2. The AM admin UI for a delegated administrator

When you log in to the AM admin UI as a non-administrative end user, you do not have access to the administrative console. Your
access is limited to self-service profile pages and the user dashboard.

Figure 3. The AM admin UI for non-administrative users
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The profile attribute allowlist controls the information returned to non-administrative users when they access json/user
endpoints. For example, the allowlist controls the attributes shown in the user profile page.

Common profile attributes are allowlisted by default. You must add any custom attributes that you want non-administrative users
to see.

The allowlist can be set globally, or per realm, in the user self-service service. To modify the list:

Globally: Go to Configure > Global Services > User Self-Service > Profile Management, and edit the Self readable
attributes field.

By realm: Go to Realms > Realm Name > Services > User Self-Service > Profile Management, and edit the Self readable
attributes field.

Note that you need to add the user self-service service to the realm if you have not done so already, but you do not need
to configure anything other than the allowlist.

AM admin UI responsiveness

The AM admin UI is a responsive website, which means it will resize some of its features to fit the size of your screen and the
layout design.

For example, the header menu will change into a dropdown menu, and pages with many tabs will shed most of them for a
dropdown menu to the left-hand side.

Figure 4. AM admin UI responsiveness
AM admin UI search

Use the search box to find any configuration attribute on the section you are in. The search will autocomplete the word you are
typing, or you can click on the box and display the list of available attributes.

• 

• 
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Figure 5. AM admin UI search feature

Amster command-line tool

The amster  tool provides a lightweight command-line interface, ideal for use in DevOps processes, such as continuous
integration and deployment. The amster  tool manages an AM configuration over REST, so you can store AM server configuration
as an artifact and import a stored configuration to set up an AM server.

For details, see the amster documentation.

Deprecated command-line tools

The script tools in the following list have .bat  versions for use on Microsoft Windows.

You can install the following command-line tools:

ampassword

This tool lets you change Administrator passwords, and display encrypted password values.

Install this from the AM-SSOAdminTools-5.1.3.28.zip .

amverifyarchive

This tool checks log archives for tampering.

Install this from AM-SSOAdminTools-5.1.3.28.zip .
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openam-configurator-tool-14.1.3.28.jar

This executable .jar  file lets you perform a silent installation of an AM server with a configuration file. For example, the 
java -jar configurator.jar -f config.file  command couples the configurator.jar  archive with the config.file.
The sampleconfiguration  file provided with the tool is set up with the format for the config.file , and it must be
adapted for your environment.

Install this from AM-SSOConfiguratorTools-5.1.3.28.zip .

ssoadm

This tool provides a rich command-line interface for the configuration of core services.

Install this from AM-SSOAdminTools-5.1.3.28.zip .

To translate settings applied in the AM admin UI to service attributes for use with ssoadm , in the AM admin UI, access the
services page, such as https://openam.example.com:8443/openam/services.jsp .

The commands access the AM configuration over HTTP (or HTTPS). When using the administration commands in a site
configuration, the commands access the configuration through the front end load balancer.

Sometimes a command cannot access the load balancer because:

Network routing restrictions prevent the tool from accessing the load balancer.

For testing purposes, the load balancer uses a self-signed certificate for HTTPS, and the tool does not have a way of
trusting the self-signed certificate.

The load balancer is temporarily unavailable.

In such cases you can work around the problem by adding an option for each node, such as the following to the java  command
in the tool’s script.

Node 1:

-D"com.iplanet.am.naming.map.site.to.server=https://lb.example.com:443/openam=
http://server1.example.com:8080/openam"

Node 2:

-D"com.iplanet.am.naming.map.site.to.server=https://lb.example.com:443/openam=
http://server2.example.com:8080/openam"

In the above example the load balancer is on the lb  host, https://lb.example.com:443/openam  is the site name, and the AM
servers in the site are on server1  and server2 .

The ssoadm  command will only use the latest value in the map, so if you have a mapping like:

• 

• 

• 
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-D"com.iplanet.am.naming.map.site.to.server=https://lb.example.com:443/openam=
http://server1.example.com:8080/openam, https://lb.example.com:443/openam=
http://server2.example.com:8080/openam"

The ssoadm  command will always talk to:

http://server2.example.com:8080/openam

Realms

Realms are administrative units that group configuration and identities together.

The AM installation process creates the Top Level Realm ( / ), which contains AM default configuration data. You cannot delete or
rename the Top Level Realm, as it is the root of the realm hierarchy.

The Top Level Realm can contain sub-realms, which can also contain sub-realms.

Realms are associated with an identity store and, at least, an authorization tree or chain. When you create a new realm, AM
copies part of the configuration of the parent realm to the new realm. For example, authentication trees and the configuration of
identity, policy, and application stores are copied to the new realm. If policies are stored in the configuration store, these are also
copied to the new realm.

When a realm has been created, its configuration is separate from that of the parent realm. Configuration changes made to the
parent realm, or to the new realm, are not shared. If realms share external stores, they also share the configuration or data kept
in the store.

For example, identities, groups, and privileges are linked to identity stores. Realms that share an identity store will also share
identity groups and the privileges granted to them. In the same way, realms that share a policy store will share policy
configuration, and realms that share an application store will share OAuth 2.0 client configuration.

Consider the following best practices when configuring realms:

Separate administrative users from end users

Create realms for your organizations and separate administrative users from end users, keeping the administrative users
constrained to the Top Level Realm. This way, in the event that one of your identity stores is compromised, malicious users
will not have the credentials of any AM administrator, which could further compromise your platform.

For this configuration to work, you need an identity store in the Top Level Realm that contains your administrative users
and different identity store(s) for other realms/users.

Create realms to isolate identities

Keep users with different authentication and authorization requirements separate. For example, teachers in a University
department would have access to more sensitive data than students do. Configuring a realm for teachers and another
realm for students lets you enforce stricter security policies for teachers.
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Keep the Top Level Realm for administration purposes only

The Top Level Realm should not contain federation configuration, agent profiles, OAuth 2.0/OpenID Connect/UMA
providers, or STS services.

When you have multiple realms, you must direct users to the correct realm for authentication. To specify the authentication
realm, do one of the following:

Use the realm=realm-name  query string parameter.

Create fully qualified domain name DNS aliases for your realms.

Configure realms in the UI

To create and configure realms through the AM admin UI, start from the Realms page.

Create a new realm

You can create a new realm through the AM admin UI as described below, or by using the ssoadm create-realm  command:

In the AM admin UI, go to Realms and click New Realm.

On the New Realm page, configure the realm.

• 

• 

error
Creating DNS aliases for realms does not make them more secure. An authenticated user that knows your AM
configuration can go to other realms, such as the Top Level Realm, by adding the ?realm=/  parameter to their
URL.

Caution



Configure realms (UI)

Learn about the AM admin UI and Amster.



Configure realms (REST API)

Use realms to logically organize different groups
of users.

info
If you use DNS aliases, AM requires cookies for all configured realms.
For example, if you install AM in the domain, openam.example.net  and have realms, identity.example.org  and 
security.example.com , you must configure cookie domains for .example.net , .example.org , and .example.com .
You can set up cookie domains for each realm by following the procedure in Configure DNS aliases to access a realm.

Note

1. 
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In the Name field, enter a descriptive name for the realm.

Realm names must not match any of the following:

Existing realm names.

Existing realm aliases.

Names of AM REST endpoints.

By default, you cannot use any of the following names for a new realm:

agents
api
applications
applicationtypes
authenticate
cache
conditiontypes
dashboard
decisioncombiners
docs
email
global-audit
global-config
groups
health
metrics
policies
push
realm-audit
realm-config
realms
records
resourcetypes
scripts
selfservice
serverinfo
sessions
subjectattributes
subjecttypes
things
timetravel
token
tokens
users

The realm is active by default.

In the Parent field, enter the parent of your realm.

Default: the Top Level Realm ( / ).

2. 

• 

• 

• 

1. 

warning
If you configure the realm to be inactive, users cannot use it to authenticate, or be granted access to protected
resources.

Warning

2. 
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In the Realm Aliases field, enter a simple text alias to represent the realm.

In the DNS Aliases field, enter fully qualified domain names (FQDN) that can be used to represent the realm.

A DNS alias is not related to the CNAME record used in DNS database zones. In other words, the option shown in the AM
admin UI does not conform to the definition of DNS aliases described in RFC 2219.

For more information, see Configure DNS aliases to access a realm.

To enable client-side sessions for the realm, toggle the Use Client-Side Sessions switch.

For more information on sessions, see Introduction to sessions.

Click Create to save your configuration.

Configure DNS aliases to access a realm

You can configure realms to be associated with specific fully qualified domain names (FQDN).

For example, consider a deployment with the following characteristics:

The FQDN for AM and the top level realm is openam.example.com .

AM also services realm1.example.com , and realm2.example.com . In other words, AM receives all HTTP(S) connections
for these host names. Perhaps they share an IP address, or AM listens on all interfaces.

Without applying DNS aliases to the relevant realm, when a user visits http://realm1.example.com:8080/openam , AM redirects
that user to the top level realm, https://openam.example.com:8443/openam . If the authenticating user is present only in 
realm1 , then authentication fails even with correct credentials.

If no DNS alias is configured for a realm, realm1  users must visit URLs such as https://openam.example.com:8443/openam/
XUI/?realm=/realm1#login . This format of URL reveals the top level realm, and exposes extra information about the service.

Configure DNS aliases for realms to prevent redirection and having to expose the top level realm domain by performing the
following steps:

Add the domains that AM services to the list of domains that created cookies will be applicable to, as follows:

In the AM admin UI, go to Configure > Global Services > Platform.

In Cookie Domains, enter the domains that AM will service.

For example, if you install AM at openam.example.net , and intend to have realms associated with the FQDNs 
realm1.example.org  and realm2.example.com , the Cookie Domains list will include example.net , 
example.org , and example.com .

3. 

4. 

lightbulb_2
Entering a DNS alias in the AM admin UI also applies required changes to the advanced server property 
com.sun.identity.server.fqdnMap .

Tip

5. 

6. 

• 

• 

info
Realm aliases must be unique within an AM instance, and cannot contain the characters " , # , $ , % , & , 
+ , , , / , : , ; , < , = , > , ? , @ , \ , or spaces.

Note

1. 

◦ 

◦ 
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Set the FQDN for each realm as follows:

Go to Realms > Realm Name > Properties.

In DNS Aliases, enter one or more FQDN values for the realm.

Save your changes.

Adding DNS aliases by using the AM admin UI also adds FQDN mappings to the AM server.

To verify these have been created perform the following steps:

Go to Configure > Server Defaults > Advanced.

For each FQDN DNS alias configured, verify the existence of a property named 
com.sun.identity.server.fqdnMap[Realm FQDN]  with a property value of Realm FQDN.

For example, the property may be called com.sun.identity.server.fqdnMap[realm1.example.com]  with a value
of realm1.example.com .

If the property does not exist or needs to be changed, manually create the property for each FQDN DNS alias.

Save your changes.

The new realm aliases take effect immediately, it is not necessary to restart AM. You can now use a URL such as http://
realm1.example.com:8080/openam  to access realm1 , rather than https://openam.example.com:8443/openam/XUI/?
realm=/realm1#login .

Configure identities and realms over REST

This page shows how to use the REST API to manage identities and realms.

Long URLs are wrapped to fit the printed page, and some output is formatted for easier reading.

Before making a REST API call to manage an identity or realm, make sure that you have:

Authenticated successfully to AM as a user with sufficient privileges to make the REST API call.

Obtained the session token returned after successful authentication.

When making the REST API call, pass the session token in the HTTP header.

Manage identities

This section shows how to create, read, update, delete, and list identities using the REST API.

2. 

◦ 

◦ 

◦ 

3. 

◦ 

◦ 

◦ 

• 

• 

lightbulb_2
To make REST requests to a specific realm, see Specify realms in REST API calls.

Tip

emergency_home
AM is not primarily an identity store, nor is it provisioning software. For storing identity data, consider ForgeRock
Directory Services. For provisioning, consider ForgeRock Identity Management. Both of these products provide
REST APIs as well.

Important
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AM has the /json/groups  and /json/users  JSON-based APIs for managing identities. These APIs follow the ForgeRock Common
REST pattern for creating, reading, updating, deleting, and querying resources.

Examples in this section do not repeat the authentication shown in Authenticate over REST. For browser-based clients, you can
rely on AM cookies rather than construct the header in your application. Managing agent profiles, groups, and users with these
APIs requires authentication. The examples shown in this section were performed with the token ID gained after authenticating
as an AM administrator, for example amAdmin .

Although the examples here show user management, you can use /json/groups  in a similar fashion. See Manage realms for
examples related to realms.

The following sections cover this JSON-based API:

Create an identity

Read an identity

Update an identity

Delete an identity

List identities

Get identities with the session cookie

Change passwords

Create a group

Add a user to a group

Create an identity

AM lets administrators create a user profile with an HTTP POST of the JSON representation of the profile to /json/subrealm/
users/?_action=create . To add a user to the Top Level Realm, you do not need to specify the realm.

The following example shows an administrator creating a new user. The only required fields are username  and userpassword . If
no other name is provided, _id , cn , sn , and uid  are all set to the value of username . Values provided for uid  are not used.

• 

• 

• 

• 

• 

• 

• 

• 

• 
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$ curl \
--request POST \
--header "Accept-API-Version: protocol=2.1,resource=3.0" \
--header "Content-Type: application/json" \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--data \
'{
    "username": "bjensen",
    "userpassword": "secret12",
    "mail": "bjensen@example.com"
}' \
'https://openam.example.com:8443/openam/json/realms/root/users/?_action=create'
{
    "_id": "bjensen",
    "_rev": "-588258934",
    "username": "bjensen",
    "realm": "/",
    "uid": [
        "bjensen"
    ],
    "mail": [
        "bjensen@example.com"
    ],
    "universalid": [
        "id=bjensen,ou=user,dc=openam,dc=forgerock,dc=org"
    ],
    "objectClass": [
        "iplanet-am-managed-person",
        "inetuser",
        "sunFederationManagerDataStore",
        "sunFMSAML2NameIdentifier",
        "inetorgperson",
        "sunIdentityServerLibertyPPService",
        "devicePrintProfilesContainer",
        "iplanet-am-user-service",
        "iPlanetPreferences",
        "pushDeviceProfilesContainer",
        "forgerock-am-dashboard-service",
        "organizationalperson",
        "top",
        "kbaInfoContainer",
        "person",
        "sunAMAuthAccountLockout",
        "oathDeviceProfilesContainer",
        "iplanet-am-auth-configuration-service"
    ],
    "inetUserStatus": [
        "Active"
    ],
    "dn": [
        "uid=bjensen,ou=people,dc=openam,dc=forgerock,dc=org"
    ],
    "cn": [
        "bjensen"
    ],
    "sn": [
        "bjensen"
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    ],
    "createTimestamp": [
        "20180426120642Z"
    ]
}

When LDAP User Search Attribute  and Authentication Naming Attribute  are set to different attributes, AM treats id  and 
username  as distinct values. In this case, _id  is mapped to LDAP User Search Attribute , which is autogenerated if not
specified in the payload, and username  is mapped to Authentication Naming Attribute .

For example, given the same payload as above, if LDAP User Search Attribute  is set to cn , the user data is set using the
generated UUID as follows:

{
  "_id":"f3377274-99e4-44f3-8578-0a09914368fc",
  "_rev":"-1",
  "realm":"/",
  "username":"bjensen",
  "uid":[
    "bjensen"
  ],
  "mail":["bjensen@example.com"],
  "universalid":[
    "id=f3377274-99e4-44f3-8578-0a09914368fc,ou=user,dc=openam,dc=forgerock,dc=org"
  ],
  "objectClass":[
    …
  ],
  "inetUserStatus":[
    "Active"
  ],
  "dn":[
    "cn=f3377274-99e4-44f3-8578-0a09914368fc,ou=people,dc=openam,dc=forgerock,dc=org"],

  "cn":[
    "f3377274-99e4-44f3-8578-0a09914368fc"],
  "sn":[
    "bjensen"
  ],
  "createTimestamp":[
    "20220608100442Z"
  ]
}

Alternatively, administrators can create user profiles with specific user IDs by doing an HTTP PUT of the JSON representation of
the changes to /json/users/user-id , as shown in the following example:
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$ curl \
--request PUT \
--header "Accept-API-Version: protocol=2.1,resource=3.0" \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--header "Content-Type: application/json" \
--header "If-None-Match: *" \
--data \
'{
    "username": "janedoe",
    "userpassword": "secret12",
    "mail": "janedoe@example.com"
}' \
'https://openam.example.com:8443/openam/json/realms/root/users/janedoe'
{
    "_id": "janedoe",
    "_rev": "-1686380958",
    "username": "janedoe",
    "realm": "/",
    "uid": [
        "janedoe"
    ],
    "mail": [
        "janedoe@example.com"
    ],
    "universalid": [
        "id=janedoe,ou=user,dc=openam,dc=forgerock,dc=org"
    ],
    "objectClass": [
        "iplanet-am-managed-person",
        "inetuser",
        "sunFederationManagerDataStore",
        "sunFMSAML2NameIdentifier",
        "inetorgperson",
        "sunIdentityServerLibertyPPService",
        "devicePrintProfilesContainer",
        "iplanet-am-user-service",
        "iPlanetPreferences",
        "pushDeviceProfilesContainer",
        "forgerock-am-dashboard-service",
        "organizationalperson",
        "top",
        "kbaInfoContainer",
        "person",
        "sunAMAuthAccountLockout",
        "oathDeviceProfilesContainer",
        "iplanet-am-auth-configuration-service"
    ],
    "dn": [
        "uid=janedoe,ou=people,dc=openam,dc=forgerock,dc=org"
    ],
    "inetUserStatus": [
        "Active"
    ],
    "cn": [
        "janedoe"
    ],
    "sn": [
        "janedoe"
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    ],
    "createTimestamp": [
        "20180426121152Z"
    ]
}

As shown in the examples, AM returns the JSON representation of the profile on successful creation. On failure, AM returns a
JSON representation of the error including the HTTP status code. For example, version 2.0 of the Common REST /json/users
and /json/groups  endpoints return 403 if the user making the request is not authorized to do so.

The same HTTP POST and PUT mechanisms also work for other objects, such as groups:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0" \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--data '{
    "username":"newGroup"
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/groups?_action=create'
{
    "username":"newGroup",
    "realm":"/alpha",
    "uniqueMember":[
        "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
    ],
    "cn":[
        "newGroup"
    ],
    "dn":[
        "cn=newGroup,ou=groups,dc=openam,dc=forgerock,dc=org"
    ],
    "objectclass":[
        "groupofuniquenames",
        "top"
    ],
    "universalid":[
        "id=newGroup,ou=group,dc=openam,dc=forgerock,dc=org"
    ]
}
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$ curl \
--request PUT \
--header "If-None-Match: " \
--header "iPlanetDirectoryPro: AQIC5w…2NzEz" \
--header "Content-Type: application/json" \
--data '{
    "username":"anotherGroup",
    "uniquemember":["uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"]
}' \
'https://openam.example.com:8443/openam/json/realms/root/groups/realms/alpha/anotherGroup'
{
    "username":"anotherGroup",
    "realm":"/alpha",
    "uniqueMember":[
        "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
    ],
    "cn":[
        "anotherGroup"
    ],
    "dn":[
        "cn=anotherGroup,ou=groups,dc=openam,dc=forgerock,dc=org"
    ],
    "objectclass":[
        "groupofuniquenames",
        "top"
    ],
    "universalid":[
        "id=anotherGroup,ou=group,dc=openam,dc=forgerock,dc=org"
    ]
}

Read an identity

AM lets users and administrators read profiles by requesting an HTTP GET on /json/subrealm/users/user-id . This allows users
and administrators to verify user data, status, and directory. If users or administrators see missing or incorrect information, they
can write down the correct information and add it using Update an identity. To read a profile on the Top Level Realm, you do not
need to specify the realm.

Users can review the data associated with their own accounts, and administrators can also read other user’s profiles.

The following example shows an administrator accessing user data belonging to demo :

info
If an administrator user is reading their own profile, an additional roles  element, with a value of ui-admin  is
returned in the JSON response. The UI verifies this element to grant or deny access to the AM Console.

Note
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$ curl \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
'https://openam.example.com:8443/openam/json/realms/root/users/demo'
{
    "_id":"demo",
    "_rev":"-320505756",
    "username":"demo",
    "realm":"/",
    "uid":[
        "demo"
    ],
    "universalid":[
        "id=demo,ou=user,dc=openam,dc=forgerock,dc=org"
    ],
    "objectClass":[
        "iplanet-am-managed-person",
        "inetuser",
        "sunFederationManagerDataStore",
        "sunFMSAML2NameIdentifier",
        "devicePrintProfilesContainer",
        "inetorgperson",
        "sunIdentityServerLibertyPPService",
        "iPlanetPreferences",
        "pushDeviceProfilesContainer",
        "iplanet-am-user-service",
        "forgerock-am-dashboard-service",
        "organizationalperson",
        "top",
        "kbaInfoContainer",
        "sunAMAuthAccountLockout",
        "person",
        "oathDeviceProfilesContainer",
        "iplanet-am-auth-configuration-service"
    ],
    "dn":[
        "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
    ],
    "inetUserStatus":[
        "Active"
    ],
    "sn":[
        "demo"
    ],
    "cn":[
        "demo"
    ],
    "createTimestamp":[
        "20170105101638Z"
    ],
    "modifyTimestamp":[
        "20170110102632Z"
    ]
}

Use the _fields  query string parameter to restrict the list of attributes returned. This parameter takes a comma-separated list
of JSON object fields to include in the result. Note that the _fields  argument is case-sensitive. In the following example, the
returned value matches the specified argument, uid , whereas UID  would not.
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$ curl \
--header "iPlanetDirectoryPro: AQIC5w…2NzEz*" \
'https://openam.example.com:8443/openam/json/realms/root/users/demo?_fields=username,uid'
{
    "username":"demo",
    "uid":[
        "demo"
    ]
}

As shown in the examples, AM returns the JSON representation of the profile on success. On failure, AM returns a JSON
representation of the error including the HTTP status code.

Update an identity

AM lets users update their own profiles, and lets administrators update other users' profiles. To update an identity do an HTTP
PUT of the JSON representation of the changes to /json/subrealm/users/user-id . To update a profile on the Top Level Realm,
you do not need to specify the realm.

The following example shows how users can update their own profiles:
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$ curl \
--request PUT \
--header "iplanetDirectoryPro: AQIC5…Y3MTAx*" \
--header "Content-Type: application/json" \
--header "Accept-API-Version: protocol=2.1,resource=3.0" \
--header "If-Match: *" \
--data '{ "mail": "demo@example.com" }' \
'https://openam.example.com:8443/openam/json/realms/root/users/demo'
{
    "username":"demo",
    "realm":"/",
    "uid":[
        "demo"
    ],
    "mail":[
        "demo@example.com"
    ],
    "universalid":[
        "id=demo,ou=user,dc=openam,dc=forgerock,dc=org"
    ],
    "objectClass":[
        "iplanet-am-managed-person",
        "inetuser",
        "sunFederationManagerDataStore",
        "sunFMSAML2NameIdentifier",
        "devicePrintProfilesContainer",
        "inetorgperson",
        "sunIdentityServerLibertyPPService",
        "iPlanetPreferences",
        "pushDeviceProfilesContainer",
        "iplanet-am-user-service",
        "forgerock-am-dashboard-service",
        "organizationalperson",
        "top",
        "kbaInfoContainer",
        "sunAMAuthAccountLockout",
        "person",
        "oathDeviceProfilesContainer",
        "iplanet-am-auth-configuration-service"
    ],
    "dn":[
        "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
    ],
    "inetUserStatus":[
        "Active"
    ],
    "sn":[
        "demo"
    ],
    "cn":[
        "demo"
    ],
    "createTimestamp":[
        "20170105101638Z"
    ],
    "modifyTimestamp":[
        "20170110105038Z"
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    ],
    "roles":[
        "ui-self-service-user"
    ]
}

As shown in the example, AM returns the JSON representation of the profile on success. On failure, AM returns a JSON
representation of the error including the HTTP status code.

You can use HTTP PUT to update other objects as well, such as groups:

Notice in the following example, which updates newGroup , the object class value is not included in the JSON sent to AM:

$ curl \
--request PUT \
--header "iPlanetDirectoryPro: AQIC5…Y3MTAx*" \
--header "Content-Type: application/json" \
--data '{
    "uniquemember":[
        "uid=newUser,ou=people,dc=openam,dc=forgerock,dc=org",
        "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
    ]
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/groups/newGroup'
{
    "name":"newGroup",
    "realm":"/alpha",
    "uniqueMember":[
        "uid=newUser,ou=people,dc=openam,dc=forgerock,dc=org",
        "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
    ],
    "cn":[
        "newGroup"
    ],
    "dn":[
        "cn=newGroup,ou=groups,dc=openam,dc=forgerock,dc=org"
    ],
    "objectclass":[
        "groupofuniquenames",
        "top"
    ],
    "universalid":[
        "id=newGroup,ou=group,dc=openam,dc=forgerock,dc=org"
    ]
}

Delete an identity

AM lets administrators delete a user profile by making an HTTP DELETE call to /json/subrealm/users/user-id . To delete a user
from the Top Level Realm, you do not need to specify the realm.

The following example removes a user from the top level realm. Only administrators should delete users. The user id is the only
field required to delete a user:
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$ curl \
--request DELETE \
--header "Accept-API-Version: protocol=2.1,resource=3.0" \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
'https://openam.example.com:8443/openam/json/realms/root/users/bjensen'
{
    "_id": "bjensen",
    "_rev": "-1870449267",
    "success": "true"
}

On success, AM returns a JSON object indicating success. On failure, AM returns a JSON representation of the error including the 
HTTP status code.

You can use this same logic for other resources such as performing an HTTP DELETE on a group:

$ curl \
--request DELETE \
--header "iPlanetDirectoryPro: AQIC5w…2NzEz*" \
--header  "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/groups/newGroup'
{
    "success":"true"
}

List identities

AM lets administrators list identities by making an HTTP GET call to /json/subrealm/users/?_queryId=* . To query the Top Level
Realm, you do not need to specify the realm:

emergency_home
Deleting a user does not automatically remove any of the user’s sessions. If you are using server-side sessions, you
can remove a user’s sessions by checking for any sessions for the user and then removing them using the console’s
Sessions page. If you are using client-side sessions, you cannot remove users' sessions; you must wait for the sessions
to expire.

Important
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$ curl \
--header "iPlanetDirectoryPro: AQIC5w…2NzEz*" \
'https://openam.example.com:8443/openam/json/realms/root/users?_queryId=*'
{
    "result":[
        {
            "username":"amAdmin",
            "realm":"dc=openam,dc=forgerock,dc=org",
            "sunIdentityMSISDNNumber":[

            ],
            "mail":[

            ],
            "sn":[
                "amAdmin"
            ],
            "givenName":[
                "amAdmin"
            ],
            "universalid":[
                "id=amAdmin,ou=user,dc=openam,dc=forgerock,dc=org"
            ],
            "cn":[
                "amAdmin"
            ],
            "iplanet-am-user-success-url":[

            ],
            "telephoneNumber":[

            ],
            "roles":[
                "ui-global-admin",
                "ui-realm-admin"
            ],
            "iplanet-am-user-failure-url":[

            ],
            "inetuserstatus":[
                "Active"
            ],
            "postalAddress":[

            ],
            "dn":[
                "uid=amAdmin,ou=people,dc=openam,dc=forgerock,dc=org"
            ],
            "employeeNumber":[

            ],
            "iplanet-am-user-alias-list":[

            ]
        },
        {
            "username":"demo",
            "realm":"dc=openam,dc=forgerock,dc=org",
            "uid":[
                "demo"
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            ],
            "createTimestamp":[
                "20160108155628Z"
            ],
            "inetUserStatus":[
                "Active"
            ],
            "mail":[
                "demo.user@example.com"
            ],
            "sn":[
                "demo"
            ],
            "cn":[
                "demo"
            ],
            "objectClass":[
                "devicePrintProfilesContainer",
                "person",
                "sunIdentityServerLibertyPPService",
                "sunFederationManagerDataStore",
                "inetorgperson",
                "oathDeviceProfilesContainer",
                "iPlanetPreferences",
                "iplanet-am-auth-configuration-service",
                "sunFMSAML2NameIdentifier",
                "organizationalperson",
                "inetuser",
                "kbaInfoContainer",
                "forgerock-am-dashboard-service",
                "iplanet-am-managed-person",
                "iplanet-am-user-service",
                "sunAMAuthAccountLockout",
                "top"
            ],
            "kbaInfo":[
                {
                    "questionId":"2",
                    "answer":{
                        "$crypto":{
                            "value":{
                                "algorithm":"SHA-256",
                                "data":"VXGtsnjJMC…MQJ/goU5hkfF"
                            },
                            "type":"salted-hash"
                        }
                    }
                },
                {
                    "questionId":"1",
                    "answer":{
                        "$crypto":{
                            "value":{
                                "algorithm":"SHA-256",
                                "data":"cfYYzi9U…rVfFl0Tdw0iX"
                            },
                            "type":"salted-hash"
                        }
                    }
                }
            ],
            "dn":[
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                "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
            ],
            "universalid":[
                "id=demo,ou=user,dc=openam,dc=forgerock,dc=org"
            ],
            "modifyTimestamp":[
                "20160113010610Z"
            ]
        }
    ],
    "resultCount":2,
    "pagedResultsCookie":null,
    "totalPagedResultsPolicy":"NONE",
    "totalPagedResults":-1,
    "remainingPagedResults":-1
}

The users  endpoint also supports the _queryFilter  parameter to alter the returned results. For more information, see Query.

The _queryId=*  parameter also works for other types of objects, such as groups:

$ curl \
--header "iPlanetDirectoryPro: AQIC5w…2NzEz*" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/groups?_queryId=*'
{
    "result" : [ "newGroup", "anotherGroup" ],
    "resultCount" : 2,
    "pagedResultsCookie" : null,
    "remainingPagedResults" : -1
}

As the result lists include all objects, this capability to list identity names is mainly useful in testing.

As shown in the examples, AM returns the JSON representation of the resource list if successful. On failure, AM returns a JSON
representation of the error including the HTTP status code.

Get identities with the session cookie

If you only have access to the iPlanetDirectoryPro  session cookie, you can retrieve the user ID by performing an HTTP POST
operation on the /json/users  endpoint using the idFromSession  action:
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$ curl \
--verbose \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: protocol=2.1,resource=3.0" \
--header "iplanetDirectoryPro: AQIC5wM2LY4Sfcz…c5ODk4MjYzMzA2MQ..*" \
'https://openam.example.com:8443/openam/json/realms/root/users?_action=idFromSession'
{
    "id":"demo",
    "realm":"/",
    "dn":"id=demo,ou=user,dc=openam,dc=forgerock,dc=org",
    "successURL":"/openam/console",
    "fullLoginURL":"/openam/XUI/?realm=%2F"
}

Change passwords

Users other than the top-level administrator can change their own passwords with an HTTP POST to /json/subrealm/users/
username?_action=changePassword  including the new password as the value of userpassword  in the request data.

Users must provide the current password, which is set in the request as the value of the currentpassword .

If a user has forgotten their password, see Retrieve forgotten usernames instead.

The following example shows a successful request to change the demo  user’s password to password :

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: protocol=2.1,resource=3.0" \
--header "iPlanetDirectoryPro: AQIC5w…NTcy*" \
--data '{
    "currentpassword":"Ch4ng31t",
    "userpassword":"password"
}' \
'https://openam.example.com:8443/openam/json/realms/root/users/demo?_action=changePassword'
{}

On success, the response is an empty JSON object {} as shown in the example. On failure, AM returns a JSON representation of
the error including the HTTP status code. See also HTTP Status Codes for more information.

Administrators can change non-administrative users' passwords with an HTTP PUT to /json/subrealm/users/username  including
the new password as the value of userpassword  in the request data.

Unlike users, administrators do not provide users' current passwords when changing passwords.

The following example shows a successful request by an administrator to change the demo  user’s password to cangetin :

info
Changing the top-level administrator’s password requires a more complex procedure. See Changing the amAdmin
Password (UI) for more information.

Note
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$ curl \
--request PUT \
--header "iPlanetDirectoryPro: AQIC5w…NTcy*" \
--header "Accept-API-Version: protocol=2.1,resource=3.0" \
--header "Content-Type: application/json" \
--data "{
    "userpassword":"cangetin"
}' \
'https://openam.example.com:8443/openam/json/realms/root/users/demo'
{
    "_id":"demo",
    "_rev":"-1942782480",
    "username":"demo",
    "realm":"/",
    "uid":[
        "demo"
    ],
    "mail":[
        "demo@example.com"
    ],
    "universalid":[
        "id=demo,ou=user,dc=openam,dc=forgerock,dc=org"
    ],
    "objectClass":[
        "iplanet-am-managed-person",
        "inetuser",
        "sunFederationManagerDataStore",
        "sunFMSAML2NameIdentifier",
        "devicePrintProfilesContainer",
        "inetorgperson",
        "sunIdentityServerLibertyPPService",
        "iPlanetPreferences",
        "pushDeviceProfilesContainer",
        "iplanet-am-user-service",
        "forgerock-am-dashboard-service",
        "organizationalperson",
        "top",
        "kbaInfoContainer",
        "sunAMAuthAccountLockout",
        "person",
        "oathDeviceProfilesContainer",
        "iplanet-am-auth-configuration-service"
    ],
    "dn":[
        "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
    ],
    "inetUserStatus":[
        "Active"
    ],
    "sn":[
        "demo"
    ],
    "cn":[
        "demo"
    ],
    "modifyTimestamp":[
        "20170110105705Z"
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    ],
    "createTimestamp":[
        "20170105101638Z"
    ]
}

As shown in the example, AM returns the JSON representation of the profile on success. On failure, AM returns a JSON
representation of the error including the HTTP status code. See also HTTP Status Codes for more information.

Create a group

AM lets administrators create a group with an HTTP POST of the JSON representation of the group to the /json/subrealm/
groups?_action=create  endpoint.

The following example shows how to create a group called newGroup  in the top level realm using the REST API after
authenticating to AM:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0" \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--data '{
    "username":"newGroup"
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/groups?_action=create'
{
    "username":"newGroup",
    "realm":"/alpha",
    "uniqueMember":[
        "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
    ],
    "cn":[
        "newGroup"
    ],
    "dn":[
        "cn=newGroup,ou=groups,dc=openam,dc=forgerock,dc=org"
    ],
    "objectclass":[
        "groupofuniquenames",
        "top"
    ],
    "universalid":[
        "id=newGroup,ou=group,dc=openam,dc=forgerock,dc=org"
    ]
}

Add a user to a group

AM lets administrators add a user to an existing group with an HTTP PUT to the JSON representation of the group to the /json/
subrealm/groups/groupName  endpoint.

The following example shows how to add users to an existing group by using the REST API. The example assumes that the DS
backend is in use. Make sure to use the uniquemember  attribute to specify the user using the DS server:
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$ curl \
--request PUT \
--header "iPlanetDirectoryPro: AQIC5…Y3MTAx*" \
--header "Content-Type: application/json" \
--data '{
    "uniquemember":[
        "uid=newUser,ou=people,dc=openam,dc=forgerock,dc=org",
        "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
    ]
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/groups/newGroup'
{
    "name":"newGroup",
    "realm":"/alpha",
    "uniqueMember":[
        "uid=newUser,ou=people,dc=openam,dc=forgerock,dc=org",
        "uid=demo,ou=people,dc=openam,dc=forgerock,dc=org"
    ],
    "cn":[
        "newGroup"
    ],
    "dn":[
        "cn=newGroup,ou=groups,dc=openam,dc=forgerock,dc=org"
    ],
    "objectclass":[
        "groupofuniquenames",
        "top"
    ],
    "universalid":[
        "id=newGroup,ou=group,dc=openam,dc=forgerock,dc=org"
    ]
}
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Manage realms

This section shows how to create, read, update, and delete realms using the /json/global-config/realms  endpoint.

The following sections cover managing realms with the REST API:

Required realm properties

Create a realm

List realms

Read a realm

Update a realm

Delete a realm

info
For Active Directory implementations, use the member  attribute when adding a user to a group using the REST API:

$ curl \
--request PUT \
--header "iPlanetDirectoryPro: AQIC5…Y3MTAx*" \
--header "Content-Type: application/json" \
--data '{
    "member":[
        "cn=newUser,cn=users,dc=forgerock,dc=org",
        "cn=demo,cn=users,dc=forgerock,dc=org"
    ]
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/groups/newGroup'
{
    "username": "newGroup",
    "realm": "/alpha",
    "sAMAccountName": ["$FL2000-EP4RN8LPBKUS"],
    "universalid": ["id=newGroup,ou=group,dc=forgerock,dc=org"],
    "sAMAccountType": ["268435456"],
    "member": ["cn=newUser,cn=users,dc=forgerock,dc=org", "cn=demo,cn=users,dc=forgerock,dc=org"],
    "name": ["newGroup"],
    "objectClass":    [
        "top",
        "group"
    ],
    "distinguishedName": ["CN=newGroup,CN=Users,DC=forgerock,DC=org"],
    "dn": ["CN=newGroup,CN=Users,DC=forgerock,DC=org"],
    "cn": ["newGroup"],
    "objectCategory": ["CN=Group,CN=Schema,CN=Configuration,DC=forgerock,DC=org"]
}

Note

lightbulb_2
You can use the AM API Explorer for detailed information about this endpoint, and to test it against your deployed AM
instance.
In the AM admin UI, click the Help icon, and then go to API Explorer > /global-config > /realms.

Tip

• 

• 

• 

• 

• 

• 
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Required realm properties

The following table shows the required properties when managing realms using the REST API:

Realm Properties for JSON-based API

Realm Property Purpose

name The name of the realm.

info
Realm names must not match any of the following:

Existing realm names.
Existing realm aliases.
Names of AM REST endpoints.
By default, you cannot use any of the following names for a new realm:

agents
api
applications
applicationtypes
authenticate
cache
conditiontypes
dashboard
decisioncombiners
docs
email
global-audit
global-config
groups
health
metrics
policies
push
realm-audit
realm-config
realms
records
resourcetypes
scripts
selfservice
serverinfo
sessions
subjectattributes
subjecttypes
things
timetravel
token
tokens
users

Note

• 
• 
• 
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The following JSON object shows an example realm configuration:

{
    "name": "mySubRealm",
    "active": true,
    "parentPath": "/",
    "aliases": [ "payroll.example.com" ]
}

Create a realm

AM lets administrators create a realm by performing an HTTP POST of the JSON representation of the realm to /json/global-
config/realms .

The following example creates a new, active subrealm in the top level realm, named mySubRealm :

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--header  "Accept-API-Version: resource=1.0" \
--data '{
    "name": "mySubRealm",
    "active": true,
    "parentPath": "/",
    "aliases": [ "payroll.example.com" ]
}' \

https://openam.example.com:8443/openam/json/global-config/realms

{
    "_id": "L2Fub3RoZXJSZWFsbQ",
    "_rev": "-1054013208",
    "parentPath": "/",
    "active": true,
    "name": "mySubRealm",
    "aliases": [ "payroll.example.com" ]
}

AM returns a 201 HTTP status code and a JSON representation of the realm on success. The value returned in the _id  field is
used in subsequent REST calls relating to the realm. On failure, AM returns a JSON representation of the error including the HTTP
status code. For more information, see HTTP Status Codes.

Realm Property Purpose

active Whether the realm is to be active, or not.
Specify either true  or false .

parentPath The path of the parent realm.

aliases An array of any applicable aliases associated with the realm. Be aware that an alias can only
be used once. Entering an alias used by another realm will remove the alias from that realm
and you will lose configuration.
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List realms

To list and query realms, perform an HTTP GET on the /json/global-config/realms  endpoint, and set the _queryFilter  query
string parameter to true  as in the following example, which lists all available realms:

$ curl \
--header "iPlanetDirectoryPro: AQIC5…" \
--header  "Accept-API-Version: resource=1.0, protocol=2.1" \

https://openam.example.com:8443/openam/json/global-config/realms?_queryFilter=true

{
    "result":[
        {
            "_id":"Lw",
            "_rev":"252584985",
            "parentPath":null,
            "active":true,
            "name":"/",
            "aliases":[
                "openam.example.com",
                "openam"
            ]
        },
        {
            "_id":"L215U3ViUmVhbG0",
            "_rev":"949061198",
            "parentPath":"/",
            "active":true,
            "name":"mySubRealm",
            "aliases":[
                "payroll.example.com"
            ]
        }
    ],
    "resultCount":2,
    "pagedResultsCookie":null,
    "totalPagedResultsPolicy":"NONE",
    "totalPagedResults":-1,
    "remainingPagedResults":-1
}

For more information about using the _queryString  parameter in REST calls, see Query.

Read a realm

To read a realm’s details, send an HTTP GET to the /json/global-config/realms/realm-id  endpoint, where realm-id  is the
value of _id  for the realm.

The following example shows an administrator receiving information about a realm called mySubRealm , which has an _id  value
of L215U3ViUmVhbG0 :
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$ curl \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--header "Accept-API-Version: resource=1.0" \

https://openam.example.com:8443/openam/json/global-config/realms/L215U3ViUmVhbG0

{
    "_id": "L215U3ViUmVhbG0",
    "_rev": "949061698",
    "parentPath": "/",
    "active": true,
    "name": "mySubRealm",
    "aliases": [
        "payroll.example.com"
    ]
}

AM returns a 200 HTTP status code and a JSON representation of the realm on success. On failure, AM returns a JSON
representation of the error including the HTTP status code. For more information, see HTTP Status Codes.

Update a realm

To update a realm’s aliases or to toggle between active and inactive, send an HTTP PUT to the /json/global-config/realms/
realm-id  endpoint, where realm-id  is the value of _id  for the realm.

The request should include an updated JSON representation of the complete realm. Note that you cannot alter the name  or 
parent  properties of a realm.

The following example shows how to update a realm called mySubRealm , which has an _id  value of L215U3ViUmVhbG0 . The
example changes the realm status to inactive:

$ curl \
--request PUT \
--header "iplanetDirectoryPro: AQIC5…Y3MTAx*" \
--header "Content-Type: application/json" \
--header  "Accept-API-Version: resource=1.0, protocol=1.0" \
--data '{
    "parentPath": "/",
    "active": false,
    "name": "mySubRealm",
    "aliases": [
        "payroll.example.com"
    ]
}' \

https://openam.example.com:8443/openam/json/global-config/realms/L215U3ViUmVhbG0

{
    "_id": "L215U3ViUmVhbG0",
    "_rev": "94906213",
    "parentPath": "/",
    "active": false,
    "name": "mySubRealm",
    "aliases": [
        "payroll.example.com"
    ]
}
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AM returns a 200 HTTP status code and a JSON representation of the realm on success. On failure, AM returns a JSON
representation of the error including the HTTP status code. For more information, see HTTP Status Codes.

Delete a realm

To delete a realm, perform an HTTP DELETE on the /json/global-config/realms/realm-id  endpoint, where realm-id  is the
value of _id  for the realm.

The following example shows how to delete a realm called mySubRealm , which has an _id  value of L215U3ViUmVhbG0 .

$ curl \
--request DELETE \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--header  "Accept-API-Version: resource=1.0" \

https://openam.example.com:8443/openam/json/global-config/realms/L215U3ViUmVhbG0

{
    "_id": "L215U3ViUmVhbG0",
    "_rev": "949061708",
    "parentPath": "/",
    "active": false,
    "name": "mySubRealm",
    "aliases": [
        "payroll.example.com"
    ]
}

AM returns a 200 HTTP status code and a JSON representation of the deleted realm on success. On failure, AM returns a JSON
representation of the error including the HTTP status code. For more information, HTTP Status Codes.

Identity stores

An identity store, also called an identity repository, is a persistent repository of user data. For example, DS or Microsoft Active
Directory. You can configure identity stores either when installing AM, or by adding them to an existing AM instance.

AM also uses other types of data stores, like the configuration data store, the UMA data store, and the Core Token Service (CTS)
data store, discussed elsewhere.

When you first set up a realm, the new realm inherits the identity store from the parent realm. For example, in an installation
where the Top Level Realm has a DS server as the identity store, any new realm created would have the same DS instance as the
identity store, by default.

If your administrators are in one realm and your users in another, your new child realm might retrieve users from a different
identity store.

error
Make sure that you do not have any information you need within a realm before deleting it. Once a realm is deleted,
the only way to restore it is to return to a previously backed up deployment of AM.

Caution
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Configure an identity store

Share the identity store certificate with the AM container to prepare for TLS/LDAPS. Identity stores should communicate
over secure connections for security reasons.

DS 7 or later is configured to require secure connections by default; therefore, share the DS certificate with the AM
container before continuing.

On the DS host, export the DS CA certificate.

DS uses a deployment ID and password to generate a CA key pair. Learn more in Deployment IDs.

Use the dskeymgr  command to export the CA certificate:

$ /path/to/opendj/bin/dskeymgr \
export-ca-cert \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword password \
--outputFile /path/to/ca-cert.pem

Copy the ca-cert.pem  file to an accessible location on the AM host.

Import the DS certificate into the AM truststore:

info
You should not configure more than one writable identity repository in a single realm. AM will try to perform write
operations on each identity repository configured in a realm, and there is no way to configure which repository is
written to.
To manage identities and reconcile differences between multiple identity repositories, use ForgeRock Identity
Management.

Note

Tasks to connect identity stores

Task Resources

Prepare an identity store
You must prepare the identity store before AM can use it.

Prepare identity repositories

Configure an identity store
Configure the store in a realm so that users can be
authenticated.
By default, AM re-uses your configuration store as the
identity store of the Top Level realm.

Configure an identity store

Customize an identity store
Create custom attributes for your users or custom identity
plugins to change how AM maps users and groups to a realm.

Customize identity stores

1. 

◦ 

◦ 

◦ 
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$ keytool \
-importcert \
-file /path/to/ca-cert.pem \
-keystore /path/to/openam/security/keystores/truststore

Learn more about configuring AM’s truststore in Prepare the truststore.

In the AM admin UI, go to Realms > Realm Name > Identity Stores.

Click Add Identity Store, enter an ID, and select the type of identity store.

Click Create.

In the tabbed view, provide information on how to connect to your identity store.

Refer to the configuration hints for your identity store:

Active Directory

Active Directory Lightweight Directory Services (AD LDS)

Sun/Oracle DSEE

Generic LDAPv3

ForgeRock Directory Services

Tivoli Directory Server

If you have not applied the schema configuration to your identity data, but the AM service account used to bind to the
directory service has permission to alter schema, enable the Load Schema option.

Save your changes.

If you no longer need the connection to the inherited, embedded identity store in this realm, then you can delete its entry
in the Identity Stores list.

Also, once you change the identity store for a realm, you might opt to change the authentication module configuration to
use your realm identity store, rather than the inherited settings. Refer to Configure authentication modules.

To test the connection, refer to Test external identity repository access.

Active Directory

Use these attributes when configuring Active Directory data stores:

amster  service name: IdRepository

ssoadm  service name: sunIdentityRepositoryService

ID

The ID of the data store configuration

2. 

3. 

4. 

5. 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

6. 

7. 

8. 

9. 
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LDAP Server

host:port  to contact the directory server, with optional |serverID|siteID  for deployments with multiple servers and sites.

AM uses the optional settings to determine which directory server to contact first. AM tries to contact directory servers in the
following priority order, with highest priority first:

The first directory server in the list whose serverID matches the current AM server.

The first directory server in the list whose siteID matches the current AM server.

The first directory server in the remaining list.

If the directory server is not available, AM proceeds to the next directory server in the list.

LDAP Bind DN

Bind DN of the service account AM uses to connect to the directory server. Some AM capabilities require write access to directory
entries.

ssoadm  attribute: sun-idrepo-ldapv3-config-authid

Default: CN=Administrator,CN=Users,base-dn

LDAP Bind Password

Bind password for connecting to the directory server

ssoadm  attribute: sun-idrepo-ldapv3-config-authpw

LDAP Organization DN

The base DN under which to find user and group profiles.

Ensure that the identity store is setup with the specified DN before making any changes to this property in AM.

ssoadm  attribute: sun-idrepo-ldapv3-config-organization_name

1. 

2. 

3. 

info
XUI
Default: host:port  of the initial directory server configured for this AM server.

Note

info
ssoadm
ssoadm  attribute: sun-idrepo-ldapv3-config-ldap-server
Default: =[0]=host:port  of the initial directory server configured for this AM server.
You must add =[n]=  before the host:port , where n is an array index, starting with 0, of servers listed. See the
example below.
Example:
sun-idrepo-ldapv3-config-ldap-server=[0]=localhost:51636|01
sun-idrepo-ldapv3-config-ldap-server=[1]=openam.example.com:52389|02
sun-idrepo-ldapv3-config-ldap-server=[2]=zzz.example.com:1636|01|02
sun-idrepo-ldapv3-config-ldap-server=[3]=xxx.example.com:1636|01|02

Note
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Default: base-dn

LDAP Connection Mode

Whether to use LDAP, LDAPS or StartTLS to connect to the directory server. When LDAPS or StartTLS are enabled, AM must be
able to trust server certificates, either because the server certificates were signed by a CA whose certificate is already included in
the trust store used by the container where AM runs, or because you imported the certificates into the trust store.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection-mode

Possible values: LDAP , LDAPS , and StartTLS

LDAP Connection Pool Maximum Size

Maximum number of connections to the directory server. Make sure the directory service can cope with the maximum number of
client connections across all servers.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection_pool_max_size

Default: 10

LDAP Connection Heartbeat Interval

How often to send a heartbeat request to the directory server to ensure that the connection does not remain idle. Some network
administrators configure firewalls and load balancers to drop connections that are idle for too long. You can turn this off by
setting the value to 0. To set the units for the interval use LDAP Connection Heartbeat Time Unit.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-interval

Default: 10

LDAP Connection Heartbeat Search Base

Defines the search base for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

The keepalive and availability checks are only enabled if the heartbeat interval and timeout are set to a value greater than 0 .

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchbase

Default: [Empty]

LDAP Connection Heartbeat Search Filter

Defines the search filter for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

• 

• 

• 
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The load balancer availability check.

You can also use the absolute True and False filter ( & ).

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchfilter

Default: (objectClass=*)

LDAP Connection Heartbeat Time Unit

Time unit for the LDAP Connection Heartbeat Interval setting.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-timeunit

Default: SECONDS

Maximum Results Returned from Search

A cap for the number of search results to return, for example, when viewing profiles under Identities. Rather than raise this
number, consider narrowing your search to match fewer directory entries.

ssoadm  attribute: sun-idrepo-ldapv3-config-max-result

Default: 1000

Search Timeout

Maximum time to wait for search results in seconds. Does not apply to persistent searches.

ssoadm  attribute: sun-idrepo-ldapv3-config-time-limit

Default: 10

LDAPv3 Plugin Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

ssoadm  attribute: sun-idrepo-ldapv3-config-search-scope

Default: SCOPE_SUB

LDAPv3 Repository Plugin Class Name

AM identity repository implementation.

ssoadm  attribute: sunIdRepoClass

Default: org.forgerock.openam.idrepo.ldap.DJLDAPv3Repo

• 
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Attribute Name Mapping

Map of AM profile attribute names to directory server attribute names.

ssoadm  attribute: sunIdRepoAttributeMapping

Default: userPassword=unicodePwd

LDAPv3 Plugin Supported Types and Operations

Specifies the identity types supported by the data store, such as user , group , or realm , and which operations can be
performed on them.

The following table illustrates the identity types supported by this data store, and the operations that can be performed on them:

You can remove permissions based on your data store needs. For example, if the data store should not be written to, you can set
the operations to read  only for the identity types.

The service  operation is only relevant to the realm  and the user  identity types. For example, the Session Service configuration
can be stored by realm, and a user can have specific session timeout settings.

ssoadm  attribute: sunIdRepoSupportedOperations

Default:
group=read,create,edit,delete

realm=read,create,edit,delete,service

user=read,create,edit,delete,service

LDAP Users Search Attribute

When searching for a user by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-attribute

Default: cn

Supported Identity Types and Operations

read create edit delete service

group ✔ ✔ ✔ ✔

realm ✔ ✔ ✔ ✔ ✔

user ✔ ✔ ✔ ✔ ✔

Read the identity
type

Create new
identities of the
given identity type

Edit entities of the
given identity type

Delete entities of
the given identity
type

Read and write
service settings
associated with
the given identity
type.
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LDAP Users Search Filter

When searching for users, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-filter

Default: (objectclass=person)

LDAP People Container Naming Attribute

RDN attribute of the LDAP base DN which contains user profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-name

Default: cn

LDAP People Container Value

RDN attribute value of the LDAP base DN which contains user profiles.

If specified, AM will limit searches for user profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-value

Default: users

LDAP User Object Class

User profiles have these LDAP object classes.

AM handles only those attributes listed in this setting. AM discards any such unlisted attributes from requests and the request
proceeds without the attribute.

For example, with default settings, if you request that AM execute a search that asks for the mailAlternateAddress  attribute,
AM does the search, but does not request mailAlternateAddress . In the same way, AM does perform an update operation with
a request to set the value of an unlisted attribute like mailAlternateAddress , but it drops the unlisted attribute from the update
request.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-objectclass

Default: organizationalPerson , person , top , User ,

LDAP User Attributes

User profiles have these LDAP attributes.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-attributes

warning
Do not modify the value of the search attribute in user profiles. Modifying this attribute value can result in incorrectly
cached identity data. For example, if you configure the search attribute to mail , it could prevent users from being
able to update their email addresses in their user profiles.

Warning
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Default:
assignedDashboard

cn

createTimestamp

devicePrintProfiles

displayName

distinguishedName

dn

employeeNumber

givenName

iplanet-am-auth-configuration

iplanet-am-session-destroy-sessions

iplanet-am-session-get-valid-sessions

iplanet-am-session-max-caching-time

iplanet-am-session-max-idle-time

iplanet-am-session-max-session-time

iplanet-am-session-quota-limit

iplanet-am-session-service-status

iplanet-am-user-account-life

iplanet-am-user-admin-start-dn

iplanet-am-user-alias-list

iplanet-am-user-auth-config

iplanet-am-user-auth-modules

iplanet-am-user-failure-url

iplanet-am-user-federation-info

iplanet-am-user-federation-info-key

iplanet-am-user-login-status

iplanet-am-user-password-reset-force-reset

iplanet-am-user-password-reset-options

iplanet-am-user-password-reset-question-answer

iplanet-am-user-success-url

kbaActiveIndex

kbaInfo

mail

modifyTimestamp

name

oath2faEnabled

oathDeviceProfiles

objectGUID

objectclass

postalAddress

preferredLocale

preferredlanguage

preferredtimezone

pushDeviceProfiles

sAMAccountName

sn

sun-fm-saml2-nameid-info

sun-fm-saml2-nameid-infokey

sunAMAuthInvalidAttemptsData
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sunIdentityMSISDNNumber

sunIdentityServerDiscoEntries

sunIdentityServerPPAddressCard

sunIdentityServerPPCommonNameAltCN

sunIdentityServerPPCommonNameCN

sunIdentityServerPPCommonNameFN

sunIdentityServerPPCommonNameMN

sunIdentityServerPPCommonNamePT

sunIdentityServerPPCommonNameSN

sunIdentityServerPPDemographicsAge

sunIdentityServerPPDemographicsBirthDay

sunIdentityServerPPDemographicsDisplayLanguage

sunIdentityServerPPDemographicsLanguage

sunIdentityServerPPDemographicsTimeZone

sunIdentityServerPPEmergencyContact

sunIdentityServerPPEmploymentIdentityAltO

sunIdentityServerPPEmploymentIdentityJobTitle

sunIdentityServerPPEmploymentIdentityOrg

sunIdentityServerPPEncryPTKey

sunIdentityServerPPFacadeGreetSound

sunIdentityServerPPFacadeMugShot

sunIdentityServerPPFacadeNamePronounced

sunIdentityServerPPFacadeWebSite

sunIdentityServerPPFacadegreetmesound

sunIdentityServerPPInformalName

sunIdentityServerPPLegalIdentityAltIdType

sunIdentityServerPPLegalIdentityAltIdValue

sunIdentityServerPPLegalIdentityDOB

sunIdentityServerPPLegalIdentityGender

sunIdentityServerPPLegalIdentityLegalName

sunIdentityServerPPLegalIdentityMaritalStatus

sunIdentityServerPPLegalIdentityVATIdType

sunIdentityServerPPLegalIdentityVATIdValue

sunIdentityServerPPMsgContact

sunIdentityServerPPSignKey

telephoneNumber

unicodePwd

userAccountControl

userPrincipalname

userpassword

Create User Attribute Mapping

When creating a user profile, apply this map of AM profile attribute names to directory server attribute names.

The LDAP user profile entries require the Common Name ( cn ) and Surname ( sn ) attributes, so that LDAP constraint violations
do not occur when performing an add operation.
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The cn  attribute gets its value from the uid  attribute, which comes from the User Name field on the AM admin UI’s login page.
The sn  attribute gets the value of the givenName  attribute. Attributes not mapped to another attribute and attributes mapped
to themselves (for example, cn=cn ) take the value of the username unless the attribute values are provided when creating the
profile.

ssoadm  attribute: sun-idrepo-ldapv3-config-createuser-attr-mapping

Default: cn , sn

Attribute Name of User Status

Attribute to check/set user status.

ssoadm  attribute: sun-idrepo-ldapv3-config-isactive

Default: userAccountControl

User Status Active Value

Active users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-active

Default: 544

User Status Inactive Value

Inactive users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-inactive

Default: 546

Authentication Naming Attribute

RDN attribute for building the bind DN when given a username and password to authenticate a user against the directory server.

ssoadm  attribute: sun-idrepo-ldapv3-config-auth-naming-attr

Default: cn

LDAP Groups Search Attribute

When searching for a group by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-attribute

Default: cn

LDAP Groups Search Filter

warning
If you change this value after you have deployed and configured AM, you must update or recreate all existing
identities to refresh user DNs.
Failure to do so could result in unsuccessful authentication or risk of impersonation attacks.

Warning
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When searching for groups, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-filter

Default: (objectclass=group)

LDAP Groups Container Naming Attribute

RDN attribute of the LDAP base DN which contains group profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-name

Default: cn

LDAP Groups Container Value

RDN attribute value of the LDAP base DN which contains group profiles.

If specified, AM will limit searches for group profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-value

Default: users

LDAP Groups Object Class

Group profiles have these LDAP object classes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-objectclass

Default: Group , top

LDAP Groups Attributes

Group profiles have these LDAP attributes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-attributes

Default:
cn

distinguishedName

dn

member

name

objectCategory

objectclass

sAMAccountName

sAMAccountType

Attribute Name for Group Membership

LDAP attribute in the member’s LDAP entry whose values are the groups to which a member belongs.

ssoadm  attribute: sun-idrepo-ldapv3-config-memberof
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Attribute Name of Unique Member

Attribute in the group’s LDAP entry whose values are the members of the group.

ssoadm  attribute: sun-idrepo-ldapv3-config-uniquemember

Default: member

Persistent Search Base DN

Base DN for LDAP-persistent searches used to receive notification of changes in directory server data.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearchbase

Default: base-dn

Persistent Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

Specify either SCOPE_BASE  or SCOPE_ONE . Do not specify SCOPE_SUB , as it can have a severe impact on Active Directory
performance.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearch-scope

Default: SCOPE_SUB

The Delay Time Between Retries

How long to wait after receiving an error result that indicates AM should try the LDAP operation again.

ssoadm  attribute: com.iplanet.am.ldap.connection.delay.between.retries

Default: 1000 milliseconds

DN Cache Enabled

Whether to enable the DN cache, which is used to cache DN lookups that can happen in bursts during authentication. As the
cache can become stale when a user is moved or renamed, enable DN caching when the directory service allows move/rename
operations (Mod DN), and when AM uses persistent searches to obtain notification of such updates.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-enabled

Default: false

DN Cache Size

Maximum number of DNs cached when caching is enabled.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-size

Default: 1500 items
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Load Schema

Import appropriate LDAP schema to the directory server before saving the configuration. The LDAP Bind DN service account must
have access to perform this operation.

This option is not available for use with the ssoadm  command.

Default: Disabled.

Active Directory Lightweight Directory Services (AD LDS)

Use these attributes when configuring Active Directory Lightweight Directory Services (AD LDS) identity stores:

amster  service name: IdRepository

ssoadm  service name: sunIdentityRepositoryService

ID

The ID of the data store configuration.

LDAP Server

host:port  to contact the directory server, with optional |serverID|siteID  for deployments with multiple servers and sites.

AM uses the optional settings to determine which directory server to contact first. AM tries to contact directory servers in the
following priority order, with highest priority first:

The first directory server in the list whose serverID matches the current AM server.

The first directory server in the list whose siteID matches the current AM server.

The first directory server in the remaining list.

If the directory server is not available, AM proceeds to the next directory server in the list.

1. 

2. 

3. 

info
XUI
Default: host:port  of the initial directory server configured for this AM server.

Note

info
ssoadm
ssoadm  attribute: sun-idrepo-ldapv3-config-ldap-server
Default: =[0]=host:port  of the initial directory server configured for this AM server.
You must add =[n]=  before the host:port , where n is an array index, starting with 0, of servers listed. See the
example below.
Example:
sun-idrepo-ldapv3-config-ldap-server=[0]=localhost:51636|01
sun-idrepo-ldapv3-config-ldap-server=[1]=openam.example.com:52389|02
sun-idrepo-ldapv3-config-ldap-server=[2]=zzz.example.com:1636|01|02
sun-idrepo-ldapv3-config-ldap-server=[3]=xxx.example.com:1636|01|02

Note
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LDAP Bind DN

Bind DN of the service account AM uses to connect to the directory server. Some AM capabilities require write access to directory
entries.

ssoadm  attribute: sun-idrepo-ldapv3-config-authid

Default: CN=Administrator,CN=Users,base-dn

LDAP Bind Password

Bind password for connecting to the directory server.

ssoadm  attribute: sun-idrepo-ldapv3-config-authpw

LDAP Organization DN

The base DN under which to find user and group profiles.

Ensure that the identity store is setup with the specified DN before making any changes to this property in AM.

ssoadm  attribute: sun-idrepo-ldapv3-config-organization_name

Default: base-dn

LDAP Connection Mode

Whether to use LDAP, LDAPS or StartTLS to connect to the directory server. When LDAPS or StartTLS are enabled, AM must be
able to trust server certificates, either because the server certificates were signed by a CA whose certificate is already included in
the trust store used by the container where AM runs, or because you imported the certificates into the trust store.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection-mode

Possible values: LDAP , LDAPS , and StartTLS

LDAP Connection Pool Maximum Size

Maximum number of connections to the directory server. Make sure the directory service can cope with the maximum number of
client connections across all servers.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection_pool_max_size

Default: 10

LDAP Connection Heartbeat Interval

How often to send a heartbeat request to the directory server to ensure that the connection does not remain idle. Some network
administrators configure firewalls and load balancers to drop connections that are idle for too long. You can turn this off by
setting the value to 0. To set the units for the interval, use LDAP Connection Heartbeat Time Unit.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-interval

Default: 10
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LDAP Connection Heartbeat Search Base

Defines the search base for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

The keepalive and availability checks are only enabled if the heartbeat interval and timeout are set to a value greater than 0 .

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchbase

Default: [Empty]

LDAP Connection Heartbeat Search Filter

Defines the search filter for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

You can also use the absolute True and False filter ( & ).

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchfilter

Default: (objectClass=*)

LDAP Connection Heartbeat Time Unit

Time unit for the LDAP Connection Heartbeat Interval setting

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-timeunit

Default: second

Maximum Results Returned from Search

A cap for the number of search results to return, for example, when viewing profiles under Identities. Rather than raise this
number, consider narrowing your search to match fewer directory entries.

ssoadm  attribute: sun-idrepo-ldapv3-config-max-result

Default: 1000

• 

• 

• 

• 
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Search Timeout

Maximum time to wait for search results in seconds. Does not apply to persistent searches.

ssoadm  attribute: sun-idrepo-ldapv3-config-time-limit

Default: 10

LDAPv3 Plugin Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

ssoadm  attribute: sun-idrepo-ldapv3-config-search-scope

Default: SCOPE_SUB

LDAPv3 Repository Plugin Class Name

AM identity repository implementation.

ssoadm  attribute: sunIdRepoClass

Default: org.forgerock.openam.idrepo.ldap.DJLDAPv3Repo

Attribute Name Mapping

Map of AM profile attribute names to directory server attribute names.

ssoadm  attribute: sunIdRepoAttributeMapping

Default: userPassword=unicodePwd

LDAPv3 Plugin Supported Types and Operations

Specifies the identity types supported by the data store, such as user , group , or realm , and which operations can be
performed on them.

The following table illustrates the identity types supported by this data store, and the operations that can be performed on them:

Supported Identity Types and Operations

read create edit delete service

group ✔ ✔ ✔ ✔

realm ✔ ✔ ✔ ✔ ✔

user ✔ ✔ ✔ ✔ ✔
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You can remove permissions based on your data store needs. For example, if the data store should not be written to, you can set
the operations to read  only for the identity types.

The service  operation is only relevant to the realm  and the user  identity types. For example, the Session Service configuration
can be stored by realm, and a user can have specific session timeout settings.

ssoadm  attribute: sunIdRepoSupportedOperations

Default:
group=read,create,edit,delete

realm=read,create,edit,delete,service

user=read,create,edit,delete,service

LDAP Users Search Attribute

When searching for a user by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-attribute

Default: cn

LDAP Users Search Filter

When searching for users, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-filter

Default: (objectclass=person)

LDAP People Container Naming Attribute

RDN attribute of the LDAP base DN which contains user profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-name

LDAP People Container Value

RDN attribute value of the LDAP base DN which contains user profiles.

read create edit delete service

Read the identity
type

Create new
identities of the
given identity type

Edit entities of the
given identity type

Delete entities of
the given identity
type

Read and write
service settings
associated with
the given identity
type.

warning
Do not modify the value of the search attribute in user profiles. Modifying this attribute value can result in incorrectly
cached identity data. For example, if you configure the search attribute to mail , it could prevent users from being
able to update their email addresses in their user profiles.

Warning
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If specified, AM will limit searches for user profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-value

LDAP User Object Class

User profiles have these LDAP object classes.

AM handles only those attributes listed in this setting. AM discards any unlisted attributes from requests and the request
proceeds without the attribute.

For example, with default settings, if you request that AM execute a search that asks for the mailAlternateAddress  attribute,
AM does the search, but does not request mailAlternateAddress . In the same way, AM does perform an update operation with
a request to set the value of an unlisted attribute like mailAlternateAddress , but it drops the unlisted attribute from the update
request.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-objectclass

Default:
devicePrintProfilesContainer

forgerock-am-dashboard-service

iPlanetPreferences

iplanet-am-auth-configuration-service

iplanet-am-managed-person

iplanet-am-user-service

kbaInfoContainer

oathDeviceProfilesContainer

organizationalPerson

person

pushDeviceProfilesContainer

sunAMAuthAccountLockout

sunFMSAML2NameIdentifier

sunFederationManagerDataStore

sunIdentityServerLibertyPPService

top

User

LDAP User Attributes

User profiles have these LDAP attributes.

AM handles only those attributes listed in this setting. AM discards any unlisted attributes from requests and the request
proceeds without the attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-attributes

Default:
assignedDashboard

cn

createTimestamp

devicePrintProfiles

displayName

distinguishedName
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dn

employeeNumber

givenName

iplanet-am-auth-configuration

iplanet-am-session-destroy-sessions

iplanet-am-session-get-valid-sessions

iplanet-am-session-max-caching-time

iplanet-am-session-max-idle-time

iplanet-am-session-max-session-time

iplanet-am-session-quota-limit

iplanet-am-session-service-status

iplanet-am-user-account-life

iplanet-am-user-admin-start-dn

iplanet-am-user-alias-list

iplanet-am-user-auth-config

iplanet-am-user-auth-modules

iplanet-am-user-failure-url

iplanet-am-user-federation-info

iplanet-am-user-federation-info-key

iplanet-am-user-login-status

iplanet-am-user-password-reset-force-reset

iplanet-am-user-password-reset-options

iplanet-am-user-password-reset-question-answer

iplanet-am-user-success-url

kbaActiveIndex

kbaInfo

mail

modifyTimestamp

msDS-UserAccountDisabled

name

oath2faEnabled

oathDeviceProfiles

objectGUID

objectclass

postalAddress

preferredLocale

preferredlanguage

preferredtimezone

pushDeviceProfiles

sn

sun-fm-saml2-nameid-info

sun-fm-saml2-nameid-infokey

sunAMAuthInvalidAttemptsData

sunIdentityMSISDNNumber

sunIdentityServerDiscoEntries

sunIdentityServerPPAddressCard

sunIdentityServerPPCommonNameAltCN

sunIdentityServerPPCommonNameCN

sunIdentityServerPPCommonNameFN

sunIdentityServerPPCommonNameMN

Setup PingAM

204 Copyright © 2025 Ping Identity Corporation



sunIdentityServerPPCommonNamePT

sunIdentityServerPPCommonNameSN

sunIdentityServerPPDemographicsAge

sunIdentityServerPPDemographicsBirthDay

sunIdentityServerPPDemographicsDisplayLanguage

sunIdentityServerPPDemographicsLanguage

sunIdentityServerPPDemographicsTimeZone

sunIdentityServerPPEmergencyContact

sunIdentityServerPPEmploymentIdentityAltO

sunIdentityServerPPEmploymentIdentityJobTitle

sunIdentityServerPPEmploymentIdentityOrg

sunIdentityServerPPEncryPTKey

sunIdentityServerPPFacadeGreetSound

sunIdentityServerPPFacadeMugShot

sunIdentityServerPPFacadeNamePronounced

sunIdentityServerPPFacadeWebSite

sunIdentityServerPPFacadegreetmesound

sunIdentityServerPPInformalName

sunIdentityServerPPLegalIdentityAltIdType

sunIdentityServerPPLegalIdentityAltIdValue

sunIdentityServerPPLegalIdentityDOB

sunIdentityServerPPLegalIdentityGender

sunIdentityServerPPLegalIdentityLegalName

sunIdentityServerPPLegalIdentityMaritalStatus

sunIdentityServerPPLegalIdentityVATIdType

sunIdentityServerPPLegalIdentityVATIdValue

sunIdentityServerPPMsgContact

sunIdentityServerPPSignKey

telephoneNumber

unicodePwd

userPrincipalname

userpassword

Create User Attribute Mapping

When creating a user profile, apply this map of AM profile attribute names to directory server attribute names.

Attributes not mapped to another attribute (for example, cn ) and attributes mapped to themselves, (for example, cn=cn ) take
the value of the username unless the attribute values are provided when creating the profile. The object classes for user profile
LDAP entries generally require Common Name (cn) and Surname (sn) attributes, so this prevents an LDAP constraint violation
when performing the add operation.

ssoadm  attribute: sun-idrepo-ldapv3-config-createuser-attr-mapping

Default: cn , sn

Attribute Name of User Status

Attribute to check/set user status.

ssoadm  attribute: sun-idrepo-ldapv3-config-isactive
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Default: msDS-UserAccountDisabled

User Status Active Value

Active users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-active

Default: FALSE

User Status Inactive Value

Inactive users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-inactive

Default: TRUE

Authentication Naming Attribute

RDN attribute for building the bind DN when given a username and password to authenticate a user against the directory server.

ssoadm  attribute: sun-idrepo-ldapv3-config-auth-naming-attr

Default: cn

LDAP Groups Search Attribute

When searching for a group by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-attribute

Default: cn

LDAP Groups Search Filter

When searching for groups, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-filter

Default: (objectclass=group)

LDAP Groups Container Naming Attribute

RDN attribute of the LDAP base DN which contains group profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-name

Default: cn

warning
If you change this value after you have deployed and configured AM, you must update or recreate all existing
identities to refresh user DNs.
Failure to do so could result in unsuccessful authentication or risk of impersonation attacks.

Warning
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LDAP Groups Container Value

RDN attribute value of the LDAP base DN which contains group profiles.

If specified, AM will limit searches for group profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-value

LDAP Groups Object Class

Group profiles have these LDAP object classes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-objectclass

Default: Group , top

LDAP Groups Attributes

Group profiles have these LDAP attributes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-attributes

Default:
cn

distinguishedName

dn

member

name

objectCategory

objectclass

sAMAccountName

sAMAccountType

Attribute Name for Group Membership

LDAP attribute in the member’s LDAP entry whose values are the groups to which a member belongs.

ssoadm  attribute: sun-idrepo-ldapv3-config-memberof

Attribute Name of Unique Member

Attribute in the group’s LDAP entry whose values are the members of the group.

ssoadm  attribute: sun-idrepo-ldapv3-config-uniquemember

Default: member

Persistent Search Base DN

Base DN for LDAP-persistent searches used to receive notification of changes in directory server data.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearchbase

Default: base-dn
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Persistent Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

Specify either SCOPE_BASE  or SCOPE_ONE . Do not specify SCOPE_SUB , as it can have a severe impact on Active Directory
performance.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearch-scope

Default: SCOPE_SUB

The Delay Time Between Retries

How long to wait after receiving an error result that indicates AM should try the LDAP operation again.

ssoadm  attribute: com.iplanet.am.ldap.connection.delay.between.retries

Default: 1000 milliseconds

DN Cache Enabled

Whether to enable the DN cache, which is used to cache DN lookups that can happen in bursts during authentication. As the
cache can become stale when a user is moved or renamed, enable DN caching when the directory service allows move/rename
operations (Mod DN), and when AM uses persistent searches to obtain notification of such updates.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-enabled

Default: false

DN Cache Size

Maximum number of DNs cached when caching is enabled.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-size

Default: 1500 items

Load Schema

Import appropriate LDAP schema to the directory server before saving the configuration. The LDAP Bind DN service account must
have access to perform this operation.

This option is not available for use with the ssoadm  command.

Default: Disabled.

Sun/Oracle DSEE

Use these attributes when configuring data stores for Oracle DSEE or Sun DSEE using AM schema:

amster  service name: IdRepository

ssoadm  service name: sunIdentityRepositoryService
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ID

The ID of the data store configuration.

LDAP Server

host:port  to contact the directory server, with optional |serverID|siteID  for deployments with multiple servers and sites.

AM uses the optional settings to determine which directory server to contact first. AM tries to contact directory servers in the
following priority order, with highest priority first:

The first directory server in the list whose serverID matches the current AM server.

The first directory server in the list whose siteID matches the current AM server.

The first directory server in the remaining list.

If the directory server is not available, AM proceeds to the next directory server in the list.

LDAP Bind DN

Bind DN of the service account AM uses to connect to the directory server. Some AM capabilities require write access to directory
entries.

ssoadm  attribute: sun-idrepo-ldapv3-config-authid

Default: cn=dsameuser,ou=DSAME Users,base-dn

LDAP Bind Password

Bind password for connecting to the directory server.

ssoadm  attribute: sun-idrepo-ldapv3-config-authpw

LDAP Organization DN

The base DN under which to find user and group profiles.

1. 

2. 

3. 

info
XUI
Default: host:port  of the initial directory server configured for this AM server.

Note

info
ssoadm
ssoadm  attribute: sun-idrepo-ldapv3-config-ldap-server
Default: =[0]=host:port  of the initial directory server configured for this AM server.
You must add =[n]=  before the host:port , where n is an array index, starting with 0, of servers listed. See the
example below.
Example:
sun-idrepo-ldapv3-config-ldap-server=[0]=localhost:51636|01
sun-idrepo-ldapv3-config-ldap-server=[1]=openam.example.com:52389|02
sun-idrepo-ldapv3-config-ldap-server=[2]=zzz.example.com:1636|01|02
sun-idrepo-ldapv3-config-ldap-server=[3]=xxx.example.com:1636|01|02

Note
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Ensure that the identity store is setup with the specified DN before making any changes to this property in AM.

ssoadm  attribute: sun-idrepo-ldapv3-config-organization_name

Default: base-dn

LDAP Connection Mode

Whether to use LDAP, LDAPS or StartTLS to connect to the directory server. When LDAPS or StartTLS are enabled, AM must be
able to trust server certificates, either because the server certificates were signed by a CA whose certificate is already included in
the trust store used by the container where AM runs, or because you imported the certificates into the trust store.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection-mode

Possible values: LDAP , LDAPS , and StartTLS

LDAP Connection Pool Maximum Size

Maximum number of connections to the directory server. Make sure the directory service can cope with the maximum number of
client connections across all servers.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection_pool_max_size

Default: 10

LDAP Connection Heartbeat Interval

How often to send a heartbeat request to the directory server to ensure that the connection does not remain idle. Some network
administrators configure firewalls and load balancers to drop connections that are idle for too long. You can turn this off by
setting the value to 0. To set the units for the interval, use LDAP Connection Heartbeat Time Unit.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-interval

Default: 10

LDAP Connection Heartbeat Search Base

Defines the search base for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

The keepalive and availability checks are only enabled if the heartbeat interval and timeout are set to a value greater than 0 .

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchbase

Default: [Empty]

• 

• 
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LDAP Connection Heartbeat Search Filter

Defines the search filter for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

You can also use the absolute True and False filter ( & ).

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchfilter

Default: (objectClass=*)

LDAP Connection Heartbeat Time Unit

Time unit for the LDAP Connection Heartbeat Interval setting.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-timeunit

Default: second

Maximum Results Returned from Search

A cap for the number of search results to return, for example, when viewing profiles under Identities. Rather than raise this
number, consider narrowing your search to match fewer directory entries.

ssoadm  attribute: sun-idrepo-ldapv3-config-max-result

Default: 1000

Search Timeout

Maximum time to wait for search results in seconds. Does not apply to persistent searches.

ssoadm  attribute: sun-idrepo-ldapv3-config-time-limit

Default: 10

LDAPv3 Plugin Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

ssoadm  attribute: sun-idrepo-ldapv3-config-search-scope

Default: SCOPE_SUB

• 

• 
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LDAPv3 Repository Plugin Class Name

AM identity repository implementation.

ssoadm  attribute: sunIdRepoClass

Default: org.forgerock.openam.idrepo.ldap.DJLDAPv3Repo

Attribute Name Mapping

Map of AM profile attribute names to directory server attribute names.

ssoadm  attribute: sunIdRepoAttributeMapping

LDAPv3 Plugin Supported Types and Operations

Specifies the identity types supported by the data store, such as user , group , or realm , and which operations can be
performed on them.

The following table illustrates the identity types supported by this data store, and the operations that can be performed on them:

Supported Identity Types and Operations

You can remove permissions based on your data store needs. For example, if the data store should not be written to, you can set
the operations to read  only for the identity types.

The service  operation is only relevant to the realm  and the user  identity types. For example, the Session Service configuration
can be stored by realm, and a user can have specific session timeout settings.

ssoadm  attribute: sunIdRepoSupportedOperations

read create edit delete service

group ✔ ✔ ✔ ✔

realm ✔ ✔ ✔ ✔ ✔

user ✔ ✔ ✔ ✔ ✔

role ✔ ✔ ✔ ✔

filteredrole ✔ ✔ ✔ ✔

Read the identity
type

Create new
identities of the
given identity type

Edit entities of the
given identity type

Delete entities of
the given identity
type

Read and write
service settings
associated with
the given identity
type.
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Default:
filteredrole=read,create,edit,delete

group=read,create,edit,delete

realm=read,create,edit,delete,service

role=read,create,edit,delete

user=read,create,edit,delete,service

LDAP Users Search Attribute

When searching for a user by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-attribute

Default: uid

LDAP Users Search Filter

When searching for users, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-filter

Default: (objectclass=inetorgperson)

LDAP People Container Naming Attribute

RDN attribute of the LDAP base DN which contains user profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-name

Default: ou

LDAP People Container Value

RDN attribute value of the LDAP base DN which contains user profiles.

If specified, AM will limit searches for user profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-value

Default: people

LDAP User Object Class

User profiles have these LDAP object classes.

AM handles only those attributes listed in this setting. AM discards any unlisted attributes from requests and the request
proceeds without the attribute.

warning
Do not modify the value of the search attribute in user profiles. Modifying this attribute value can result in incorrectly
cached identity data.

Warning
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For example, with default settings, if you request that AM execute a search that asks for the mailAlternateAddress  attribute,
AM does the search, but does not request mailAlternateAddress . In the same way, AM does perform an update operation with
a request to set the value of an unlisted attribute like mailAlternateAddress , but it drops the unlisted attribute from the update
request.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-objectclass

Default:
devicePrintProfilesContainer

forgerock-am-dashboard-service

iPlanetPreferences

inetadmin

inetorgperson

inetuser

iplanet-am-auth-configuration-service

iplanet-am-managed-person

iplanet-am-user-service

kbaInfoContainer

oathDeviceProfilesContainer

organizationalperson

person

pushDeviceProfilesContainer

sunAMAuthAccountLockout

sunFMSAML2NameIdentifier

sunFederationManagerDataStore

sunIdentityServerLibertyPPService

top

LDAP User Attributes

User profiles have these LDAP attributes.

AM handles only those attributes listed in this setting. AM discards any unlisted attributes from requests and the request
proceeds without the attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-attributes

Default:
assignedDashboard

authorityRevocationList

caCertificate

cn

createTimestamp

devicePrintProfiles

distinguishedName

adminRole

dn

employeeNumber

givenName

inetUserHttpURL

inetUserStatus

iplanet-am-auth-configuration
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iplanet-am-session-destroy-sessions

iplanet-am-session-get-valid-sessions

iplanet-am-session-max-caching-time

iplanet-am-session-max-idle-time

iplanet-am-session-max-session-time

iplanet-am-session-quota-limit

iplanet-am-session-service-status

iplanet-am-static-group-dn

iplanet-am-user-account-life

iplanet-am-user-admin-start-dn

iplanet-am-user-alias-list

iplanet-am-user-auth-config

iplanet-am-user-auth-modules

iplanet-am-user-failure-url

iplanet-am-user-federation-info

iplanet-am-user-federation-info-key

iplanet-am-user-login-status

iplanet-am-user-password-reset-force-reset

iplanet-am-user-password-reset-options

iplanet-am-user-password-reset-question-answer

iplanet-am-user-success-url

kbaActiveIndex

kbaInfo

mail

manager

memberOf

modifyTimestamp

oath2faEnabled

oathDeviceProfiles

objectClass

postalAddress

preferredLocale

preferredlanguage

preferredtimezone

pushDeviceProfiles

sn

sun-fm-saml2-nameid-info

sun-fm-saml2-nameid-infokey

sunAMAuthInvalidAttemptsData

sunIdentityMSISDNNumber

sunIdentityServerDiscoEntries

sunIdentityServerPPAddressCard

sunIdentityServerPPCommonNameAltCN

sunIdentityServerPPCommonNameCN

sunIdentityServerPPCommonNameFN

sunIdentityServerPPCommonNameMN

sunIdentityServerPPCommonNamePT

sunIdentityServerPPCommonNameSN

sunIdentityServerPPDemographicsAge

sunIdentityServerPPDemographicsBirthDay
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sunIdentityServerPPDemographicsDisplayLanguage

sunIdentityServerPPDemographicsLanguage

sunIdentityServerPPDemographicsTimeZone

sunIdentityServerPPEmergencyContact

sunIdentityServerPPEmploymentIdentityAltO

sunIdentityServerPPEmploymentIdentityJobTitle

sunIdentityServerPPEmploymentIdentityOrg

sunIdentityServerPPEncryPTKey

sunIdentityServerPPFacadeGreetSound

sunIdentityServerPPFacadeMugShot

sunIdentityServerPPFacadeNamePronounced

sunIdentityServerPPFacadeWebSite

sunIdentityServerPPFacadegreetmesound

sunIdentityServerPPInformalName

sunIdentityServerPPLegalIdentityAltIdType

sunIdentityServerPPLegalIdentityAltIdValue

sunIdentityServerPPLegalIdentityDOB

sunIdentityServerPPLegalIdentityGender

sunIdentityServerPPLegalIdentityLegalName

sunIdentityServerPPLegalIdentityMaritalStatus

sunIdentityServerPPLegalIdentityVATIdType

sunIdentityServerPPLegalIdentityVATIdValue

sunIdentityServerPPMsgContact

sunIdentityServerPPSignKey

telephoneNumber

uid

userCertificate

userPassword

Create User Attribute Mapping

When creating a user profile, apply this map of AM profile attribute names to directory server attribute names.

Attributes not mapped to another attribute (for example, cn ) and attributes mapped to themselves (for example, cn=cn ) take
the value of the username unless the attribute values are provided when creating the profile. The object classes for user profile
LDAP entries generally require Common Name (cn) and Surname (sn) attributes, so this prevents an LDAP constraint violation
when performing the add operation.

ssoadm  attribute: sun-idrepo-ldapv3-config-createuser-attr-mapping

Default: cn , sn

Attribute Name of User Status

Attribute to check/set user status.

ssoadm  attribute: sun-idrepo-ldapv3-config-isactive

Default: inetuserstatus
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User Status Active Value

Active users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-active

Default: Active

User Status Inactive Value

Inactive users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-inactive

Default: Inactive

Authentication Naming Attribute

RDN attribute for building the bind DN when given a username and password to authenticate a user against the directory server.

ssoadm  attribute: sun-idrepo-ldapv3-config-auth-naming-attr

Default: uid

LDAP Groups Search Attribute

When searching for a group by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-attribute

Default: cn

LDAP Groups Search Filter

When searching for groups, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-filter

Default: (objectclass=groupOfUniqueNames)

LDAP Groups Container Naming Attribute

RDN attribute of the LDAP base DN which contains group profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-name

Default: ou

warning
If you change this value after you have deployed and configured AM, you must update or recreate all existing
identities to refresh user DNs.
Failure to do so could result in unsuccessful authentication or risk of impersonation attacks.

Warning
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LDAP Groups Container Value

RDN attribute value of the LDAP base DN which contains group profiles.

If specified, AM will limit searches for group profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-value

Default: groups

LDAP Groups Object Class

Group profiles have these LDAP object classes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-objectclass

Default: groupofuniquenames , iplanet-am-managed-group , iplanet-am-managed-static-group , groupofurls , top

LDAP Groups Attributes

Group profiles have these LDAP attributes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-attributes

Default: cn , iplanet-am-group-subscribable , dn , objectclass , uniqueMember

Attribute Name for Group Membership

LDAP attribute in the member’s LDAP entry whose values are the groups to which a member belongs.

ssoadm  attribute: sun-idrepo-ldapv3-config-memberof

Attribute Name of Unique Member

Attribute in the group’s LDAP entry whose values are the members of the group.

ssoadm  attribute: sun-idrepo-ldapv3-config-uniquemember

Default: uniqueMember

Attribute Name of Group Member URL

Attribute in the dynamic group’s LDAP entry whose values are LDAP URLs specifying members of the group.

ssoadm  attribute: sun-idrepo-ldapv3-config-memberurl

Default: memberUrl

LDAP Roles Search Attribute

When searching for a role by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-roles-search-attribute

Default: cn
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LDAP Roles Search Filter

When searching for roles, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-roles-search-filter

Default: (&(objectclass=ldapsubentry)(objectclass=nsmanagedroledefinition))

LDAP Roles Object Class

Role profiles have these LDAP object classes.

ssoadm  attribute: sun-idrepo-ldapv3-config-role-objectclass

Default: ldapsubentry , nsmanagedroledefinition , nsroledefinition , nssimpleroledefinition , top

LDAP Filter Roles Search Attribute

When searching for a filtered role by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-filterroles-search-attribute

Default: cn

LDAP Filter Roles Search Filter

When searching for filtered roles, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-filterroles-search-filter

Default: (&(objectclass=ldapsubentry)(objectclass=nsfilteredroledefinition))

LDAP Filter Roles Object Class

Filtered role profiles have these LDAP object classes.

ssoadm  attribute: sun-idrepo-ldapv3-config-filterrole-objectclass

Default: ldapsubentry , nscomplexroledefinition , nsfilteredroledefinition , nsroledefinition

LDAP Filter Roles Attributes

Filtered role profiles have these LDAP attributes.

ssoadm  attribute: sun-idrepo-ldapv3-config-filterrole-attributes

Default: nsRoleFilter

Attribute Name for Filtered Role Membership

LDAP attribute in the member’s LDAP entry whose values are the filtered roles to which a member belongs.

ssoadm  attribute: sun-idrepo-ldapv3-config-nsrole

Default: nsrole
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Attribute Name of Role Membership

LDAP attribute in the member’s LDAP entry whose values are the roles to which a member belongs.

ssoadm  attribute: sun-idrepo-ldapv3-config-nsroledn

Default: nsRoleDN

Attribute Name of Filtered Role Filter

LDAP attribute whose values are the filters for filtered roles.

ssoadm  attribute: sun-idrepo-ldapv3-config-nsrolefilter

Default: nsRoleFilter

Persistent Search Base DN

Base DN for LDAP-persistent searches used to receive notification of changes in directory server data.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearchbase

Default: base-dn

Persistent Search Filter

LDAP filter to apply when performing persistent searches.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearch-filter

Default: (objectclass=*)

Persistent Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

ssoadm  attribute: sun-idrepo-ldapv3-config-psearch-scope

Default: SCOPE_SUB

The Delay Time Between Retries

How long to wait after receiving an error result that indicates AM should try the LDAP operation again.

ssoadm  attribute: com.iplanet.am.ldap.connection.delay.between.retries

Default: 1000 milliseconds

DN Cache Enabled

Whether to enable the DN cache, which is used to cache DN lookups that can happen in bursts during authentication. As the
cache can become stale when a user is moved or renamed, enable DN caching when the directory service allows move/rename
operations (Mod DN), and when AM uses persistent searches to obtain notification of such updates.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-enabled

Setup PingAM

220 Copyright © 2025 Ping Identity Corporation



Default: true

DN Cache Size

Maximum number of DNs cached when caching is enabled.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-size

Default: 1500 items

Load Schema

Import appropriate LDAP schema to the directory server before saving the configuration. The LDAP Bind DN service account must
have access to perform this operation.

This option is not available for use with the ssoadm  command.

Default: Disabled.

Generic LDAPv3

Use these attributes when configuring Generic LDAPv3 compliant data stores:

amster  service name: IdRepository

ssoadm  service name: sunIdentityRepositoryService

ID

The ID of the data store configuration.

LDAP Server

host:port  to contact the directory server, with optional |serverID|siteID  for deployments with multiple servers and sites.

AM uses the optional settings to determine which directory server to contact first. AM tries to contact directory servers in the
following priority order, with highest priority first:

The first directory server in the list whose serverID matches the current AM server.

The first directory server in the list whose siteID matches the current AM server.

The first directory server in the remaining list.

If the directory server is not available, AM proceeds to the next directory server in the list.

1. 

2. 

3. 

info
XUI
Default: host:port  of the initial directory server configured for this AM server.

Note
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LDAP Bind DN

Bind DN of the service account AM uses to connect to the directory server. Some AM capabilities require write access to directory
entries.

ssoadm  attribute: sun-idrepo-ldapv3-config-authid

LDAP Bind Password

Bind password for connecting to the directory server.

ssoadm  attribute: sun-idrepo-ldapv3-config-authpw

LDAP Organization DN

The base DN under which to find user and group profiles.

Ensure that the identity store is setup with the specified DN before making any changes to this property in AM.

ssoadm  attribute: sun-idrepo-ldapv3-config-organization_name

Default: base-dn

LDAP Connection Mode

Whether to use LDAP, LDAPS or StartTLS to connect to the directory server. When LDAPS or StartTLS are enabled, AM must be
able to trust server certificates, either because the server certificates were signed by a CA whose certificate is already included in
the trust store used by the container where AM runs, or because you imported the certificates into the trust store.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection-mode

Possible values: LDAP , LDAPS , and StartTLS

LDAP Connection Pool Maximum Size

Maximum number of connections to the directory server. Make sure the directory service can cope with the maximum number of
client connections across all servers.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection_pool_max_size

Default: 10

info
ssoadm
ssoadm  attribute: sun-idrepo-ldapv3-config-ldap-server
Default: =[0]=host:port  of the initial directory server configured for this AM server.
You must add =[n]=  before the host:port , where n is an array index, starting with 0, of servers listed. See the
example below.
Example:
sun-idrepo-ldapv3-config-ldap-server=[0]=localhost:51636|01
sun-idrepo-ldapv3-config-ldap-server=[1]=openam.example.com:52389|02
sun-idrepo-ldapv3-config-ldap-server=[2]=zzz.example.com:1636|01|02
sun-idrepo-ldapv3-config-ldap-server=[3]=xxx.example.com:1636|01|02

Note
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LDAP Connection Heartbeat Interval

How often to send a heartbeat request to the directory server to ensure that the connection does not remain idle. Some network
administrators configure firewalls and load balancers to drop connections that are idle for too long. You can turn this off by
setting the value to 0. To set the units for the interval, use LDAP Connection Heartbeat Time Unit.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-interval

Default: 10

LDAP Connection Heartbeat Search Base

Defines the search base for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

The keepalive and availability checks are only enabled if the heartbeat interval and timeout are set to a value greater than 0 .

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchbase

Default: [Empty]

LDAP Connection Heartbeat Search Filter

Defines the search filter for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

You can also use the absolute True and False filter ( & ).

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchfilter

Default: (objectClass=*)

LDAP Connection Heartbeat Time Unit

Time unit for the LDAP Connection Heartbeat Interval setting.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-timeunit

Default: second

• 

• 

• 

• 
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Maximum Results Returned from Search

A cap for the number of search results to return, for example, when viewing profiles under Identities. Rather than raise this
number, consider narrowing your search to match fewer directory entries.

ssoadm  attribute: sun-idrepo-ldapv3-config-max-result

Default: 1000

Search Timeout

Maximum time to wait for search results in seconds. Does not apply to persistent searches.

ssoadm  attribute: sun-idrepo-ldapv3-config-time-limit

Default: 10

LDAPv3 Plugin Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

ssoadm  attribute: sun-idrepo-ldapv3-config-search-scope

Default: SCOPE_SUB

LDAPv3 Repository Plugin Class Name

AM identity repository implementation.

ssoadm  attribute: sunIdRepoClass

Default: org.forgerock.openam.idrepo.ldap.DJLDAPv3Repo

Attribute Name Mapping

Map of AM profile attribute names to directory server attribute names.

ssoadm  attribute: sunIdRepoAttributeMapping

LDAPv3 Plugin Supported Types and Operations

Specifies the identity types supported by the data store, such as user , group , or realm , and which operations can be
performed on them.

The following table illustrates the identity types supported by this data store, and the operations that can be performed on them:

Supported Identity Types and Operations

read create edit delete service

group ✔ ✔ ✔ ✔

realm ✔ ✔ ✔ ✔ ✔
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You can remove permissions based on your data store needs. For example, if the data store should not be written to, you can set
the operations to read  only for the identity types.

The service  operation is only relevant to the realm  and the user  identity types. For example, the Session Service configuration
can be stored by realm, and a user can have specific session timeout settings.

ssoadm  attribute: sunIdRepoSupportedOperations

Default:
group=read,create,edit,delete

realm=read,create,edit,delete,service

user=read,create,edit,delete,service

LDAP Users Search Attribute

When searching for a user by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-attribute

Default: uid

LDAP Users Search Filter

When searching for users, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-filter

Default: (objectclass=inetorgperson)

LDAP People Container Naming Attribute

RDN attribute of the LDAP base DN which contains user profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-name

LDAP People Container Value

RDN attribute value of the LDAP base DN which contains user profiles.

read create edit delete service

user ✔ ✔ ✔ ✔ ✔

Read the identity
type

Create new
identities of the
given identity type

Edit entities of the
given identity type

Delete entities of
the given identity
type

Read and write
service settings
associated with
the given identity
type.

warning
Do not modify the value of the search attribute in user profiles. Modifying this attribute value can result in incorrectly
cached identity data.

Warning

PingAM Setup

Copyright © 2025 Ping Identity Corporation 225



If specified, AM will limit searches for user profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-value

LDAP User Object Class

User profiles have these LDAP object classes.

AM handles only those attributes listed in this setting. AM discards any unlisted attributes from requests and the request
proceeds without the attribute.

For example, with default settings, if you request that AM execute a search that asks for the mailAlternateAddress  attribute,
AM does the search, but does not request mailAlternateAddress . In the same way, AM does perform an update operation with
a request to set the value of an unlisted attribute like mailAlternateAddress , but it drops the unlisted attribute from the update
request.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-objectclass

Default: inetorgperson , inetUser , organizationalPerson , person , top

LDAP User Attributes

User profiles have these LDAP attributes.

AM handles only those attributes listed in this setting. AM discards any unlisted attributes from requests and the request
proceeds without the attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-attributes

Default:
uid

caCertificate

authorityRevocationList

inetUserStatus

mail

sn

manager

userPassword

adminRole

objectClass

givenName

memberOf

cn

telephoneNumber

preferredlanguage

userCertificate

postalAddress

dn

employeeNumber

distinguishedName
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Create User Attribute Mapping

When creating a user profile, apply this map of AM profile attribute names to directory server attribute names.

Attributes not mapped to another attribute (for example, cn ) and attributes mapped to themselves (for example, cn=cn ) take
the value of the username unless the attribute values are provided when creating the profile. The object classes for user profile
LDAP entries generally require Common Name (cn) and Surname (sn) attributes, so this prevents an LDAP constraint violation
when performing the add operation.

ssoadm  attribute: sun-idrepo-ldapv3-config-createuser-attr-mapping

Default: cn , sn

Attribute Name of User Status

Attribute to check/set user status.

ssoadm  attribute: sun-idrepo-ldapv3-config-isactive

Default: inetuserstatus

User Status Active Value

Active users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-active

Default: Active

User Status Inactive Value

Inactive users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-inactive

Default: Inactive

Authentication Naming Attribute

RDN attribute for building the bind DN when given a username and password to authenticate a user against the directory server.

ssoadm  attribute: sun-idrepo-ldapv3-config-auth-naming-attr

Default: uid

LDAP Groups Search Attribute

When searching for a group by name, match values against this attribute.

warning
If you change this value after you have deployed and configured AM, you must update or recreate all existing
identities to refresh user DNs.
Failure to do so could result in unsuccessful authentication or risk of impersonation attacks.

Warning
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ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-attribute

Default: cn

LDAP Groups Search Filter

When searching for groups, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-filter

Default: (objectclass=groupOfUniqueNames)

LDAP Groups Container Naming Attribute

RDN attribute of the LDAP base DN which contains group profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-name

Default: ou

LDAP Groups Container Value

RDN attribute value of the LDAP base DN which contains group profiles.

If specified, AM will limit searches for group profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-value

Default: groups

LDAP Groups Object Class

Group profiles have these LDAP object classes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-objectclass

Default: groupofuniquenames , top

LDAP Groups Attributes

Group profiles have these LDAP attributes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-attributes

Default: ou , cn , description , dn , objectclass , uniqueMember

Attribute Name for Group Membership

LDAP attribute in the member’s LDAP entry whose values are the groups to which a member belongs.

ssoadm  attribute: sun-idrepo-ldapv3-config-memberof

Attribute Name of Unique Member

Attribute in the group’s LDAP entry whose values are the members of the group.

ssoadm  attribute: sun-idrepo-ldapv3-config-uniquemember
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Default: uniqueMember

Attribute Name of Group Member URL

Attribute in the dynamic group’s LDAP entry whose value is a URL specifying the members of the group.

ssoadm  attribute: sun-idrepo-ldapv3-config-memberurl

Default: memberUrl

Default Group Member’s User DN

DN of member added to all newly created groups.

ssoadm  attribute: sun-idrepo-ldapv3-config-dftgroupmember

Persistent Search Base DN

Base DN for LDAP-persistent searches used to receive notification of changes in directory server data.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearchbase

Default: base-dn

Persistent Search Filter

LDAP filter to apply when performing persistent searches.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearch-filter

Default: (objectclass=*)

Persistent Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

ssoadm  attribute: sun-idrepo-ldapv3-config-psearch-scope

Default: SCOPE_SUB

The Delay Time Between Retries

How long to wait after receiving an error result that indicates AM should try the LDAP operation again.

ssoadm  attribute: com.iplanet.am.ldap.connection.delay.between.retries

Default: 1000 milliseconds

DN Cache Enabled

Whether to enable the DN cache, which is used to cache DN lookups that can happen in bursts during authentication. As the
cache can become stale when a user is moved or renamed, enable DN caching when the directory service allows move/rename
operations (Mod DN), and when AM uses persistent searches to obtain notification of such updates.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-enabled
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Default: false

DN Cache Size

Maximum number of DNs cached when caching is enabled.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-size

Default: 1500 items

Load Schema

Import appropriate LDAP schema to the directory server before saving the configuration. The LDAP Bind DN service account must
have access to perform this operation.

This option is not available for use with the ssoadm  command.

Default: Disabled.

ForgeRock Directory Services

Use these attributes when configuring DS data stores:

amster  service name: IdRepository

ssoadm  service name: sunIdentityRepositoryService

All tabs

Load Schema

Import appropriate LDAP schema to the directory server when saving the configuration. The LDAP Bind DN service account must
have access to perform this operation.

Learn more in Prepare identity repositories.

Server Settings tab

LDAP Server

host:port  to contact the directory server, with optional |serverID|siteID  for deployments with multiple servers and sites.
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AM uses the optional settings to determine which directory server to contact first. AM tries to contact directory servers in the
following priority order, with the highest priority first:

The first directory server in the list whose serverID matches the current AM server.

lightbulb_2
You can find the serverID  and siteID  by querying the global-config/servers  and global-config/sites
endpoints respectively. For example:

$ curl \
--request GET \
--header "Accept: application/json" \
--header "iPlanetDirectoryPro: AQIC5…NDU1*" \
'https://openam.example.com:8443/openam/json/global-config/servers?_queryFilter=true'
{
  "result": [
    {
      "_id": "01",
      "_rev": "1372703177",
      "url": "https://openam.example.com:8443/openam",
      "siteName": null
    }
  ],
  "resultCount": 1,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": -1
}

In the example, the server ID for server https://openam.example.com:8443/openam  is 01 .

$ curl \
--request GET \
--header "Accept: application/json" \
--header "iPlanetDirectoryPro: AQIC5…NDU1*" \
'https://openam.example.com:8443/openam/json/global-config/sites?_queryFilter=true'
{
  "result": [
    {
      "_id": "site-name",
      "_rev": "1372703177",
      "id": "02",
      "url": "https://openam.example.com:8443/openam",
      "secondaryURLs": [],
      "servers": []
    }
  ],
  "resultCount": 1,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": -1
}

In the example, the site ID is 02 .

Tip

1. 
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The first directory server in the list whose siteID matches the current AM server.

The first directory server in the remaining list.

If the directory server isn’t available, AM proceeds to the next directory server in the list.

LDAP Bind DN

Bind DN of the service account AM uses to connect to the directory server. Some AM capabilities require write access to directory
entries.

If you enable mTLS authentication, this value is ignored.

ssoadm  attribute: sun-idrepo-ldapv3-config-authid

LDAP Bind Password

Bind password for connecting to the directory server.

If you enable mTLS authentication, this value is ignored.

ssoadm  attribute: sun-idrepo-ldapv3-config-authpw

Proxied Authorization using Bind DN

When the force-change-on-reset  password policy is configured on the DS user data store, users resetting their passwords
using AM’s forgotten password feature may be required to reset their passwords twice (prompted by both AM’s User Self-Service
and DS’s password policy).

When the Proxied Authorization using Bind DN property is enabled, AM leverages DS’s proxied authorization to reset user
passwords acting as themselves rather than as the service account configured in the LDAP Bind DN property. This way, DS does
not require users to reset their passwords again.

Before enabling this setting, ensure that the service account configured in the LDAP Bind DN property has the proxied-auth
privilege granted. If the service account does not have the required privilege, users would not be able to reset their passwords
and AM and DS will log an error message.

2. 

3. 

info
XUI
Default: host:port  of the initial directory server configured for this AM server.

Note

info
ssoadm
ssoadm  attribute: sun-idrepo-ldapv3-config-ldap-server
Default: =[0]=host:port  of the initial directory server configured for this AM server.
You must add =[n]=  before the host:port , where n is an array index, starting with 0, of servers listed.
For example:
sun-idrepo-ldapv3-config-ldap-server=[0]=localhost:51636|01
sun-idrepo-ldapv3-config-ldap-server=[1]=openam.example.com:52389|02
sun-idrepo-ldapv3-config-ldap-server=[2]=zzz.example.com:1636|01|02
sun-idrepo-ldapv3-config-ldap-server=[3]=xxx.example.com:1636|01|02

Note
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You can find examples for setting the privileges required for the password reset feature in Installing and Configuring Directory
Services for Identity Data.

Enable this property only if:

The force-change-on-reset  password policy is configured in the DS user data store.

The forgotten password user self-service feature is configured in AM.

Users are being forced to reset their passwords twice.

ssoadm  attribute: openam-idrepo-ldapv3-proxied-auth-enabled

Default: Disabled

Fallback using Bind DN if Proxied Authorization denied

Enable this setting to fallback and retry using non-proxied authorization (without the Directory Services proxied-auth  privilege)
when proxied authorization is denied.

Enabling this property causes AM to attempt to make LDAP changes as the LDAP Bind DN service account if proxied auth was
unsuccessful; for example, if the user account attempting the changes originally is locked or the password has expired.

This setting is effective only when Proxied Authorization using Bind DN property is also enabled.

ssoadm  attribute: openam-idrepo-ldapv3-proxied-auth-denied-fallback

Default: Disabled

LDAP Organization DN

The base DN under which to find user and group profiles.

Ensure that the identity store is set up with the specified DN before making any changes to this property in AM.

ssoadm  attribute: sun-idrepo-ldapv3-config-organization_name

Default: base-dn

LDAP Connection Mode

Whether to use LDAP, LDAPS or StartTLS to connect to the directory server. If you enable LDAPS or StartTLS, AM must be able to
trust server certificates, either because the server certificates were signed by a CA whose certificate is already included in the
trust store used by the container where AM runs, or because you imported the certificates into the trust store.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection-mode

Possible values: LDAP , LDAPS , and StartTLS

LDAP Connection Pool Minimum Size

Minimum number of connections to the directory server.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection_pool_min_size

Default: 1

• 

• 

• 
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LDAP Connection Pool Maximum Size

Maximum number of connections to the directory server. Make sure the directory service can cope with the maximum number of
client connections across all servers.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection_pool_max_size

Default: 10

LDAP Connection Heartbeat Interval

How often to send a heartbeat request to the directory server to ensure that the connection doesn’t remain idle. Some network
administrators configure firewalls and load balancers to drop connections that are idle for too long. You can turn this off by
setting the value to 0.

To set the units for the interval, use LDAP Connection Heartbeat Time Unit .

Note that setting this property to 0  will disable the heartbeat (keepalive) requests and load balancer availability checks.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-interval

Default: 10

LDAP Connection Heartbeat Search Base

Defines the search base for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

The keepalive and availability checks are only enabled if the heartbeat interval and timeout are set to a value greater than 0 .

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchbase

Default: [Empty]

LDAP Connection Heartbeat Search Filter

Defines the search filter for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

You can also use the absolute True and False filter ( & ).

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

• 

• 

• 

• 
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If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchfilter

Default: (objectClass=*)

LDAP Connection Heartbeat Time Unit

Time unit for the LDAP Connection Heartbeat Interval  setting.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-timeunit

Default: second

Maximum Results Returned from Search

A cap for the number of search results to return, for example, when viewing profiles under Identities. Rather than raise this
number, consider narrowing your search to match fewer directory entries.

ssoadm  attribute: sun-idrepo-ldapv3-config-max-result

Default: 1000

Search Timeout

Maximum time to wait for search results in seconds. Doesn’t apply to persistent searches.

ssoadm  attribute: sun-idrepo-ldapv3-config-time-limit

Default: 10

LDAPv3 Plugin Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

ssoadm  attribute: sun-idrepo-ldapv3-config-search-scope

Default: SCOPE_SUB

Behera Support Enabled

Enable this property to use Behera draft control in outgoing requests for operations that may modify password values.

Behera draft control allows AM to display password policy related error messages when password policies are not met.

ssoadm  attribute: openam-idrepo-ldapv3-behera-support-enabled

Default: Enabled

Affinity Enabled

Enables affinity-based load balanced access to the identity stores. Specify each of the directory server instances that form the
affinity deployment in the LDAP Server field.
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The directory server instance used for each operation is based on the DN of the identity involved.

ssoadm  attribute: openam-idrepo-ldapv3-affinity-enabled

Default: Disabled

mTLS Enabled

Enables mutual TLS (mTLS) between AM and the directory server.

When mTLS is enabled, AM ignores the values for LDAP Bind DN and LDAP Bind Password.

If you enable this property, you must:

Set the LDAP Connection Mode to LDAPS .

Provide an mTLS Secret Label.

Default: Disabled

mTLS Secret Label

Label used to create a secret ID for mapping to the mTLS certificate in the secret store. AM uses this label to create a specific
secret ID for this identity repository. The secret ID takes the form am.identity.repository.label.cert  , where label  is the
value of mTLS Secret Label. The label can only contain alphanumeric characters ( a-z , A-Z , 0-9 ) and periods ( . ). It can’t start
or end with a period.

When you configure mTLS, you need to map the secret ID that’s based on this label to the correct certificate alias. To avoid a
temporarily "broken" mTLS connection, add the mTLS Secret Label first, without enabling mTLS. Then configure the mapping to
the certificate alias, then enable mTLS.

For more security, you should rotate certificates periodically. When you rotate a certificate, update the corresponding mapping in
the realm secret store configuration to reflect this label. When you rotate a certificate, AM closes any existing connections using
the old certificate. A new connection is selected from the connection pool and no server restart is required.

Plug-in Configuration tab

LDAPv3 Repository Plugin Class Name

AM identity repository implementation.

ssoadm  attribute: sunIdRepoClass

Default: org.forgerock.openam.idrepo.ldap.DJLDAPv3Repo

Attribute Name Mapping

Map of AM profile attribute names to directory server attribute names.

ssoadm  attribute: sunIdRepoAttributeMapping

emergency_home
When enabled, you must use an identical LDAP Server value in every AM instance in the deployment. 

Important

• 

• 
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LDAPv3 Plugin Supported Types and Operations

Specifies the identity types supported by the data store, such as user , group , or realm , and which operations can be
performed on them.

The following table illustrates the identity types supported by this data store, and the operations that can be performed on them:

You can remove permissions based on your data store needs. For example, if the data store should not be written to, you can set
the operations to read  only for the identity types.

The service  operation is only relevant to the realm  and the user  identity types. For example, the Session Service configuration
can be stored by realm, and a user can have specific session timeout settings.

ssoadm  attribute: sunIdRepoSupportedOperations

Default:
group=read,create,edit,delete

realm=read,create,edit,delete,service

user=read,create,edit,delete,service

User Configuration tab

LDAP Users Search Attribute

When searching for a user by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-attribute

Default: uid

Supported Identity Types and Operations

read create edit delete service

group ✔ ✔ ✔ ✔

realm ✔ ✔ ✔ ✔ ✔

user ✔ ✔ ✔ ✔ ✔

Read the identity
type

Create new
identities of the
given identity type

Edit entities of the
given identity type

Delete entities of
the given identity
type

Read and write
service settings
associated with
the given identity
type.

warning
Do not modify the value of the search attribute in user profiles. Modifying this attribute value can result in incorrectly
cached identity data. For example, if you configure the search attribute to mail , it could prevent users from being
able to update their email addresses in their user profiles.

Warning
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LDAP Users Search Filter

When searching for users, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-filter

Default: (objectclass=inetorgperson)

LDAP User Object Class

User profiles have these LDAP object classes.

AM handles only those attributes listed in this setting. AM discards any unlisted attributes from requests and the request
proceeds without the attribute.

For example, with default settings, if you request that AM execute a search that asks for the mailAlternateAddress  attribute,
AM does the search, but does not request mailAlternateAddress . In the same way, AM does perform an update operation with
a request to set the value of an unlisted attribute like mailAlternateAddress , but it drops the unlisted attribute from the update
request.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-objectclass

Default:
devicePrintProfilesContainer

forgerock-am-dashboard-service

iPlanetPreferences

inetorgperson

inetuser

iplanet-am-auth-configuration-service

iplanet-am-managed-person

iplanet-am-user-service

kbaInfoContainer

oathDeviceProfilesContainer

organizationalperson

person

pushDeviceProfilesContainer

sunAMAuthAccountLockout

sunFMSAML2NameIdentifier

sunFederationManagerDataStore

sunIdentityServerLibertyPPService

top

LDAP User Attributes

User profiles have these LDAP attributes.

AM handles only those attributes listed in this setting. AM discards any unlisted attributes from requests and the request
proceeds without the attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-attributes
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Default:
adminRole

assignedDashboard

authorityRevocationList

caCertificate

cn

createTimestamp

devicePrintProfiles

distinguishedName

dn

employeeNumber

givenName

inetUserHttpURL

inetUserStatus

iplanet-am-auth-configuration

iplanet-am-session-destroy-sessions

iplanet-am-session-get-valid-sessions

iplanet-am-session-max-caching-time

iplanet-am-session-max-idle-time

iplanet-am-session-max-session-time

iplanet-am-session-quota-limit

iplanet-am-session-service-status

iplanet-am-user-account-life

iplanet-am-user-admin-start-dn

iplanet-am-user-alias-list

iplanet-am-user-auth-config

iplanet-am-user-auth-modules

iplanet-am-user-failure-url

iplanet-am-user-federation-info

iplanet-am-user-federation-info-key

iplanet-am-user-login-status

iplanet-am-user-password-reset-force-reset

iplanet-am-user-password-reset-options

iplanet-am-user-password-reset-question-answer

iplanet-am-user-success-url

kbaActiveIndex

kbaInfo

mail

manager

memberOf

modifyTimestamp

oath2faEnabled

oathDeviceProfiles

objectClass

postalAddress

preferredLocale

preferredlanguage

preferredtimezone

pushDeviceProfiles

sn
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sun-fm-saml2-nameid-info

sun-fm-saml2-nameid-infokey

sunAMAuthInvalidAttemptsData

sunIdentityMSISDNNumber

sunIdentityServerDiscoEntries

sunIdentityServerPPAddressCard

sunIdentityServerPPCommonNameAltCN

sunIdentityServerPPCommonNameCN

sunIdentityServerPPCommonNameFN

sunIdentityServerPPCommonNameMN

sunIdentityServerPPCommonNamePT

sunIdentityServerPPCommonNameSN

sunIdentityServerPPDemographicsAge

sunIdentityServerPPDemographicsBirthDay

sunIdentityServerPPDemographicsDisplayLanguage

sunIdentityServerPPDemographicsLanguage

sunIdentityServerPPDemographicsTimeZone

sunIdentityServerPPEmergencyContact

sunIdentityServerPPEmploymentIdentityAltO

sunIdentityServerPPEmploymentIdentityJobTitle

sunIdentityServerPPEmploymentIdentityOrg

sunIdentityServerPPEncryPTKey

sunIdentityServerPPFacadeGreetSound

sunIdentityServerPPFacadeMugShot

sunIdentityServerPPFacadeNamePronounced

sunIdentityServerPPFacadeWebSite

sunIdentityServerPPFacadegreetmesound

sunIdentityServerPPInformalName

sunIdentityServerPPLegalIdentityAltIdType

sunIdentityServerPPLegalIdentityAltIdValue

sunIdentityServerPPLegalIdentityDOB

sunIdentityServerPPLegalIdentityGender

sunIdentityServerPPLegalIdentityLegalName

sunIdentityServerPPLegalIdentityMaritalStatus

sunIdentityServerPPLegalIdentityVATIdType

sunIdentityServerPPLegalIdentityVATIdValue

sunIdentityServerPPMsgContact

sunIdentityServerPPSignKey

telephoneNumber

uid

userCertificate

userPassword

Create User Attribute Mapping

When creating a user profile, apply this map of AM profile attribute names to directory server attribute names.
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Attributes not mapped to another attribute (for example, cn ) and attributes mapped to themselves (for example, cn=cn ) take
the value of the username unless the attribute values are provided when creating the profile. The object classes for user profile
LDAP entries generally require Common Name (cn) and Surname (sn) attributes, so this prevents an LDAP constraint violation
when performing the add operation.

ssoadm  attribute: sun-idrepo-ldapv3-config-createuser-attr-mapping

Default: cn , sn

Attribute Name of User Status

Attribute to check/set user status.

ssoadm  attribute: sun-idrepo-ldapv3-config-isactive

Default: inetuserstatus

User Status Active Value

Active users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-active

Default: Active

User Status Inactive Value

Inactive users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-inactive

Default: Inactive

LDAP People Container Naming Attribute

RDN attribute of the LDAP base DN which contains user profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-name

Default: ou

LDAP People Container Value

RDN attribute value of the LDAP base DN which contains user profiles.

If specified, AM will limit searches for user profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-value

Default: people

Knowledge Based Authentication Attribute Name

Profile attribute in which knowledge-based authentication information is stored.
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ssoadm  attribute: sun-idrepo-ldapv3-config-auth-kba-attr

Default: kbaInfo

Knowledge Based Authentication Active Index

Profile attribute in the which knowledge-based authentication index is stored.

ssoadm  attribute: sun-idrepo-ldapv3-config-auth-kba-index-attr

Default: kbaActiveIndex

Knowledge Based Authentication Attempts Attribute Name

Profile attribute in which the number of failed attempts by a user when completing knowledge-based authentication information
is stored.

ssoadm  attribute: sun-idrepo-ldapv3-config-auth-kba-attempts-attr

Default: kbaInfoAttempts

Authentication Configuration tab

Authentication Naming Attribute

RDN attribute for building the bind DN when given a username and password to authenticate a user against the directory server.

ssoadm  attribute: sun-idrepo-ldapv3-config-auth-naming-attr

Default: uid

Group Configuration tab

LDAP Groups Search Attribute

When searching for a group by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-attribute

Default: cn

LDAP Groups Search Filter

When searching for groups, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-filter

Default: (objectclass=groupOfUniqueNames)

warning
If you change this value after you have deployed and configured AM, you must update or recreate all existing
identities to refresh user DNs.
Failure to do so could result in unsuccessful authentication or risk of impersonation attacks.

Warning
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LDAP Groups Container Naming Attribute

RDN attribute of the LDAP base DN which contains group profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-name

Default: ou

LDAP Groups Container Value

RDN attribute value of the LDAP base DN which contains group profiles.

If specified, AM will limit searches for group profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-value

Default: groups

LDAP Groups Object Class

Group profiles have these LDAP object classes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-objectclass

Default: groupofuniquenames , top

LDAP Groups Attributes

Group profiles have these LDAP attributes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-attributes

Default: cn , dn , objectclass , uniqueMember

Attribute Name for Group Membership

LDAP attribute in the member’s LDAP entry whose values are the groups to which a member belongs.

ssoadm  attribute: sun-idrepo-ldapv3-config-memberof

Attribute Name of Unique Member

Attribute in the group’s LDAP entry whose values are the members of the group.

ssoadm  attribute: sun-idrepo-ldapv3-config-uniquemember

Default: uniqueMember

Attribute Name of Group Member URL

Attribute in the group’s LDAP entry whose values are LDAP URLs which define dynamic members of the group.

ssoadm  attribute: sun-idrepo-ldapv3-config-memberurl

Default: memberUrl
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Persistent Search Controls tab

Persistent Search Base DN

Base DN for LDAP-persistent searches used to receive notification of changes in directory server data.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearchbase

Default: base-dn

Persistent Search Filter

LDAP filter to apply when performing persistent searches.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearch-filter

Default: (objectclass=*)

Persistent Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

ssoadm  attribute: sun-idrepo-ldapv3-config-psearch-scope

Default: SCOPE_SUB

Error Handling Configuration tab

The Delay Time Between Retries

How long to wait after receiving an error result that indicates AM should try the LDAP operation again.

The DS data store uses this setting only for persistent searches.

ssoadm  attribute: com.iplanet.am.ldap.connection.delay.between.retries

Default: 1000 milliseconds

Cache Control tab

DN Cache Enabled

Whether to enable the DN cache, which is used to cache DN lookups that can happen in bursts during authentication. As the
cache can become stale when a user is moved or renamed, enable DN caching when the directory service allows move/rename
operations (Mod DN), and when AM uses persistent searches to obtain notification of such updates.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-enabled

Default: true

DN Cache Size

Maximum number of DNs cached when caching is enabled.
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ssoadm  attribute: sun-idrepo-ldapv3-dncache-size

Default: 1500 items

Tivoli Directory Server

Use these attributes when configuring Tivoli Directory Server data stores:

amster  service name: IdRepository

ssoadm  service name: sunIdentityRepositoryService

ID

The ID of the data store configuration.

LDAP Server

host:port  to contact the directory server, with optional |serverID|siteID  for deployments with multiple servers and sites.

AM uses the optional settings to determine which directory server to contact first. AM tries to contact directory servers in the
following priority order, with highest priority first:

The first directory server in the list whose serverID matches the current AM server.

The first directory server in the list whose siteID matches the current AM server.

The first directory server in the remaining list.

If the directory server is not available, AM proceeds to the next directory server in the list.

LDAP Bind DN

Bind DN of the service account AM uses to connect to the directory server. Some AM capabilities require write access to directory
entries.

1. 

2. 

3. 

info
XUI
Default: host:port  of the initial directory server configured for this AM server.

Note

info
ssoadm
ssoadm  attribute: sun-idrepo-ldapv3-config-ldap-server
Default: =[0]=host:port  of the initial directory server configured for this AM server.
You must add =[n]=  before the host:port , where n is an array index, starting with 0, of servers listed. See the
example below.
Example:
sun-idrepo-ldapv3-config-ldap-server=[0]=localhost:51636|01
sun-idrepo-ldapv3-config-ldap-server=[1]=openam.example.com:52389|02
sun-idrepo-ldapv3-config-ldap-server=[2]=zzz.example.com:1636|01|02
sun-idrepo-ldapv3-config-ldap-server=[3]=xxx.example.com:1636|01|02

Note
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ssoadm  attribute: sun-idrepo-ldapv3-config-authid

LDAP Bind Password

Bind password for connecting to the directory server.

ssoadm  attribute: sun-idrepo-ldapv3-config-authpw

LDAP Organization DN

The base DN under which to find user and group profiles.

Ensure that the identity store is setup with the specified DN before making any changes to this property in AM.

ssoadm  attribute: sun-idrepo-ldapv3-config-organization_name

Default: base-dn

LDAP Connection Mode

Whether to use LDAP, LDAPS or StartTLS to connect to the directory server. When LDAPS or StartTLS are enabled, AM must be
able to trust server certificates, either because the server certificates were signed by a CA whose certificate is already included in
the trust store used by the container where AM runs, or because you imported the certificates into the trust store.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection-mode

Possible values: LDAP , LDAPS , and StartTLS

LDAP Connection Pool Maximum Size

Maximum number of connections to the directory server. Make sure the directory service can cope with the maximum number of
client connections across all servers.

ssoadm  attribute: sun-idrepo-ldapv3-config-connection_pool_max_size

Default: 10

LDAP Connection Heartbeat Interval

How often to send a heartbeat request to the directory server to ensure that the connection does not remain idle. Some network
administrators configure firewalls and load balancers to drop connections that are idle for too long. You can turn this off by
setting the value to 0. To set the units for the interval, use LDAP Connection Heartbeat Time Unit.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-interval

Default: 10

LDAP Connection Heartbeat Search Base

Defines the search base for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

The keepalive and availability checks are only enabled if the heartbeat interval and timeout are set to a value greater than 0 .

• 

• 
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The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchbase

Default: [Empty]

LDAP Connection Heartbeat Search Filter

Defines the search filter for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

You can also use the absolute True and False filter ( & ).

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if more than
one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories available .

ssoadm  attribute: openam-idrepo-ldapv3-keepalive-searchfilter

Default: (objectClass=*)

LDAP Connection Heartbeat Time Unit

Time unit for the LDAP Connection Heartbeat Interval setting.

ssoadm  attribute: openam-idrepo-ldapv3-heartbeat-timeunit

Default: second

Maximum Results Returned from Search

A cap for the number of search results to return, for example, when viewing profiles under Identities. Rather than raise this
number, consider narrowing your search to match fewer directory entries.

ssoadm  attribute: sun-idrepo-ldapv3-config-max-result

Default: 1000

Search Timeout

Maximum time to wait for search results in seconds. Does not apply to persistent searches.

ssoadm  attribute: sun-idrepo-ldapv3-config-time-limit

Default: 10

• 

• 
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LDAPv3 Plugin Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

ssoadm  attribute: sun-idrepo-ldapv3-config-search-scope

Default: SCOPE_SUB

LDAPv3 Repository Plugin Class Name

AM identity repository implementation.

ssoadm  attribute: sunIdRepoClass

Default: org.forgerock.openam.idrepo.ldap.DJLDAPv3Repo

Attribute Name Mapping

Map of AM profile attribute names to directory server attribute names.

ssoadm  attribute: sunIdRepoAttributeMapping

LDAPv3 Plugin Supported Types and Operations

Specifies the identity types supported by the data store, such as user , group , or realm , and which operations can be
performed on them.

The following table illustrates the identity types supported by this data store, and the operations that can be performed on them:

You can remove permissions based on your data store needs. For example, if the data store should not be written to, you can set
the operations to read  only for the identity types.

The service  operation is only relevant to the realm  and the user  identity types. For example, the Session Service configuration
can be stored by realm, and a user can have specific session timeout settings.

ssoadm  attribute: sunIdRepoSupportedOperations

Supported Identity Types and Operations

read create edit delete service

group ✔ ✔ ✔ ✔

realm ✔ ✔ ✔ ✔ ✔

user ✔ ✔ ✔ ✔ ✔

Read the identity
type

Create new
identities of the
given identity type

Edit entities of the
given identity type

Delete entities of
the given identity
type

Read and write
service settings
associated with
the given identity
type.
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Default:
group=read,create,edit,delete

realm=read,create,edit,delete,service

user=read,create,edit,delete,service

LDAP Users Search Attribute

When searching for a user by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-attribute

Default: cn

LDAP Users Search Filter

When searching for users, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-users-search-filter

Default: (objectclass=inetorgperson)

LDAP People Container Naming Attribute

RDN attribute of the LDAP base DN which contains user profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-name

Default: ou

LDAP People Container Value

RDN attribute value of the LDAP base DN which contains user profiles.

If specified, AM will limit searches for user profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-people-container-value

LDAP User Object Class

User profiles have these LDAP object classes.

AM handles only those attributes listed in this setting. AM discards any unlisted attributes from requests and the request
proceeds without the attribute.

For example, with default settings if you request that AM execute a search that asks for the mailAlternateAddress  attribute, AM
does the search, but does not request mailAlternateAddress . In the same way, AM does perform an update operation with a
request to set the value of an unlisted attribute like mailAlternateAddress , but it drops the unlisted attribute from the update
request.

warning
Do not modify the value of the search attribute in user profiles. Modifying this attribute value can result in incorrectly
cached identity data. For example, if you configure the search attribute to mail , it could prevent users from being
able to update their email addresses in their user profiles.

Warning
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ssoadm  attribute: sun-idrepo-ldapv3-config-user-objectclass

Default:
devicePrintProfilesContainer

forgerock-am-dashboard-service

inetorgperson

inetuser

iplanet-am-auth-configuration-service

iplanet-am-managed-person

iplanet-am-user-service

iPlanetPreferences

organizationalperson

person

sunAMAuthAccountLockout

sunFederationManagerDataStore

sunFMSAML2NameIdentifier

sunIdentityServerLibertyPPService

top

LDAP User Attributes

User profiles have these LDAP attributes.

AM handles only those attributes listed in this setting. AM discards any unlisted attributes from requests and the request
proceeds without the attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-user-attributes

Default:
adminRole

assignedDashboard

authorityRevocationList

caCertificate

cn

devicePrintProfiles

distinguishedName

dn

employeeNumber

givenName

inetUserHttpURL

inetUserStatus

iplanet-am-auth-configuration

iplanet-am-session-add-session-listener-on-all-sessions

iplanet-am-session-destroy-sessions

iplanet-am-session-get-valid-sessions

iplanet-am-session-max-caching-time

iplanet-am-session-max-idle-time

iplanet-am-session-max-session-time

iplanet-am-session-quota-limit

iplanet-am-session-service-status

iplanet-am-user-account-life
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iplanet-am-user-admin-start-dn

iplanet-am-user-alias-list

iplanet-am-user-auth-config

iplanet-am-user-auth-modules

iplanet-am-user-failure-url

iplanet-am-user-federation-info-key

iplanet-am-user-federation-info

iplanet-am-user-login-status

iplanet-am-user-password-reset-force-reset

iplanet-am-user-password-reset-options

iplanet-am-user-password-reset-question-answer

iplanet-am-user-success-url

mail

manager

memberOf

objectClass

postalAddress

preferredlanguage

preferredLocale

preferredtimezone

sn

sun-fm-saml2-nameid-info

sun-fm-saml2-nameid-infokey

sunAMAuthInvalidAttemptsData

sunIdentityMSISDNNumber

sunIdentityServerDiscoEntries

sunIdentityServerPPAddressCard

sunIdentityServerPPCommonNameAltCN

sunIdentityServerPPCommonNameCN

sunIdentityServerPPCommonNameFN

sunIdentityServerPPCommonNameMN

sunIdentityServerPPCommonNamePT

sunIdentityServerPPCommonNameSN

sunIdentityServerPPDemographicsAge

sunIdentityServerPPDemographicsBirthDay

sunIdentityServerPPDemographicsDisplayLanguage

sunIdentityServerPPDemographicsLanguage

sunIdentityServerPPDemographicsTimeZone

sunIdentityServerPPEmergencyContact

sunIdentityServerPPEmploymentIdentityAltO

sunIdentityServerPPEmploymentIdentityJobTitle

sunIdentityServerPPEmploymentIdentityOrg

sunIdentityServerPPEncryPTKey

sunIdentityServerPPFacadegreetmesound

sunIdentityServerPPFacadeGreetSound

sunIdentityServerPPFacadeMugShot

sunIdentityServerPPFacadeNamePronounced

sunIdentityServerPPFacadeWebSite

sunIdentityServerPPInformalName

sunIdentityServerPPLegalIdentityAltIdType
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sunIdentityServerPPLegalIdentityAltIdValue

sunIdentityServerPPLegalIdentityDOB

sunIdentityServerPPLegalIdentityGender

sunIdentityServerPPLegalIdentityLegalName

sunIdentityServerPPLegalIdentityMaritalStatus

sunIdentityServerPPLegalIdentityVATIdType

sunIdentityServerPPLegalIdentityVATIdValue

sunIdentityServerPPMsgContact

sunIdentityServerPPSignKey

telephoneNumber

uid

userCertificate

userPassword

Create User Attribute Mapping

When creating a user profile, apply this map of AM profile attribute names to directory server attribute names.

Attributes not mapped to another attribute (for example, cn ) and attributes mapped to themselves (for example, cn=cn ) take
the value of the username unless the attribute values are provided when creating the profile. The object classes for user profile
LDAP entries generally require Common Name (cn) and Surname (sn) attributes, so this prevents an LDAP constraint violation
when performing the add operation.

ssoadm  attribute: sun-idrepo-ldapv3-config-createuser-attr-mapping

Default: cn , sn

Attribute Name of User Status

Attribute to check/set user status.

ssoadm  attribute: sun-idrepo-ldapv3-config-isactive

Default: inetuserstatus

User Status Active Value

Active users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-active

Default: Active

User Status Inactive Value

Inactive users have the user status attribute set to this value.

ssoadm  attribute: sun-idrepo-ldapv3-config-inactive

Default: Inactive

Authentication Naming Attribute

RDN attribute for building the bind DN when given a username and password to authenticate a user against the directory server.
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ssoadm  attribute: sun-idrepo-ldapv3-config-auth-naming-attr

Default: cn

LDAP Groups Search Attribute

When searching for a group by name, match values against this attribute.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-attribute

Default: cn

LDAP Groups Search Filter

When searching for groups, apply this LDAP search filter as well.

ssoadm  attribute: sun-idrepo-ldapv3-config-groups-search-filter

Default: (objectclass=groupOfNames)

LDAP Groups Container Naming Attribute

RDN attribute of the LDAP base DN which contains group profiles.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-name

Default: ou

LDAP Groups Container Value

RDN attribute value of the LDAP base DN which contains group profiles.

If specified, AM will limit searches for group profiles to the provided base DN. Otherwise, AM searches the entire directory.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-container-value

LDAP Groups Object Class

Group profiles have these LDAP object classes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-objectclass

Default: groupofnames , top

LDAP Groups Attributes

Group profiles have these LDAP attributes.

ssoadm  attribute: sun-idrepo-ldapv3-config-group-attributes

warning
If you change this value after you have deployed and configured AM, you must update or recreate all existing
identities to refresh user DNs.
Failure to do so could result in unsuccessful authentication or risk of impersonation attacks.

Warning
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Default: cn , description , dn , member , objectclass , ou

Attribute Name for Group Membership

LDAP attribute in the member’s LDAP entry whose values are the groups to which a member belongs.

ssoadm  attribute: sun-idrepo-ldapv3-config-memberof

Attribute Name of Unique Member

Attribute in the group’s LDAP entry whose values are the members of the group.

ssoadm  attribute: sun-idrepo-ldapv3-config-uniquemember

Default: member

Default Group Member’s User DN

DN of member added to all newly created groups.

ssoadm  attribute: sun-idrepo-ldapv3-config-dftgroupmember

Persistent Search Base DN

Base DN for LDAP-persistent searches used to receive notification of changes in directory server data.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearchbase

Default: base-dn

Persistent Search Filter

LDAP filter to apply when performing persistent searches.

ssoadm  attribute: sun-idrepo-ldapv3-config-psearch-filter

Default: (objectclass=*)

Persistent Search Scope

LDAP searches can apply to a single entry ( SCOPE_BASE ), entries directly below the search DN ( SCOPE_ONE ), or all entries below
the search DN ( SEARCH_SUB ).

ssoadm  attribute: sun-idrepo-ldapv3-config-psearch-scope

Default: SCOPE_SUB

The Delay Time Between Retries

How long to wait after receiving an error result that indicates AM should try the LDAP operation again.

ssoadm  attribute: com.iplanet.am.ldap.connection.delay.between.retries

Default: 1000 milliseconds
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DN Cache Enabled

Whether to enable the DN cache, which is used to cache DN lookups that can happen in bursts during authentication. As the
cache can become stale when a user is moved or renamed, enable DN caching when the directory service allows move/rename
operations (Mod DN), and when AM uses persistent searches to obtain notification of such updates.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-enabled

Default: true

DN Cache Size

Maximum number of DNs cached when caching is enabled.

ssoadm  attribute: sun-idrepo-ldapv3-dncache-size

Default: 1500 items

Load Schema

Import appropriate LDAP schema to the directory server before saving the configuration. The LDAP Bind DN service account must
have access to perform this operation.

This option is not available for use with the ssoadm  command.

Default: Disabled.

Test external identity repository access

To verify that you have configured the repository and administrator privileges correctly, follow these steps:

Attempt to create an AM user by going to Realms > Realm Name > Identities in the AM admin UI. Run this test only if you
have given the AM bind account write privileges to your identity repository.

For example, create a demo  user. When creating a demo  user’s account, set the fields as follows:

• 

Demo user account settings

Field Value

ID demo

First Name Leave this field blank.

Last Name demo

Full Name demo

Password Ch4ng31t

User Status Active
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Attempt to access an AM user from Realms > Realm Name > Identities in the AM admin UI.

If you receive an LDAP error code 65 while attempting to create a user, it indicates that you did not correctly prepare the identity
repository. Error code 65 is an LDAP object class violation and often indicates a problem with the directory schema or
permissions.

A common reason for this error while attempting to create a user is that the bind account might not have adequate rights to add
data to the directory. Review the DS access  log and locate the entries for the add operation to determine if it is an access rights
issue.

For information on setting up Directory Services as an identity store, see Install and configure Directory Services for identity
data.

Customize identity stores

Your deployment might require additional functionality than that offered by the default AM identity store. Use these sections to
create custom attributes to store additional information in identity stores, or to create identity repository plugins to customize
how AM maps users and groups to a realm:

Add custom user profile attributes

Customize identity data storage with an IdRepo plugin

Add custom user profile attributes

You can extend user profiles by adding custom attributes. This section shows how to add a custom attribute to user profiles
stored in the LDAP directory.

Adding a custom attribute involves updating the identity repository schema to hold the new attribute, and updating the UI. To
give users write permissions to the custom attribute, you must also update the AM configuration store.

This section includes the following procedures:

Update the identity repository for a custom attribute

Use an LDAP browser to let users update custom attributes

Use the command line to let users update custom attributes

Add custom attributes to the end-user UI

Update the identity repository for a custom attribute

These steps update the identity repository schema for the custom attribute, then update AM to use the custom attribute and
object class.

If you intend to use an existing attribute that is already allowed in user profile entries, you can skip these steps.

Prepare the attribute type object class definitions in LDIF format. For example:

• 

• 

• 

• 

• 

• 

• 

1. 
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$ cat custom-attr.ldif
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTypes: ( temp-custom-attr-oid NAME 'customAttribute' EQUALITY case
 IgnoreMatch ORDERING caseIgnoreOrderingMatch SUBSTR caseIgnoreSubstrings
 Match SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 USAGE userApplications )
-
add: objectClasses
objectClasses: ( temp-custom-oc-oid NAME 'customObjectclass' SUP top AUXILIARY
  MAY customAttribute )

In this example, the attribute type is called customAttribute  and the object class is called customObjectclass .

Add the schema definitions to the directory.

$ /path/to/opendj/bin/ldapmodify \
--hostname 'id.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
/path/to/custom-attr.ldif
Processing MODIFY request for cn=schema
MODIFY operation successful for DN cn=schema

In the AM admin UI, go to Realms > Realm Name > Identity Stores > Identity Store Name > User Configuration.

Add the object class, for example customObjectclass , to the LDAP User Object Class list.

Add the attribute type, for example customAttribute , to the LDAP User Attributes list.

Save your work.

Add the attribute type to the profile attribute allowlist.

The profile attribute allowlist controls the information returned to non-administrative users when they send requests to 
json/user  endpoints. For example, the allowlist controls the attributes shown in the user profile page.

Common profile attributes are allowlisted by default. You must add any custom attributes that you want non-
administrative users to see.

The allowlist can be set globally, or per realm, in the user self-service service. To modify the list:

Globally

Go to Configure > Global Services > User Self-Service > Profile Management, and edit the Self readable attributes
field.

2. 

3. 

4. 

5. 

6. 

7. 
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By realm

Go to Realms > Realm Name > Services > User Self-Service > Profile Management, and edit the Self readable
attributes field.

Use an LDAP browser to let users update custom attributes

Update the AM configuration store to give users write permission to the custom attribute.

This procedure assumes that you use an LDAP browser, for example, Apache Directory Studio. If you use the command line,
follow Use the command line to let users update custom attributes.

Connect to the AM configuration store.

You can see the configuration store details at Deployment > Servers > Directory Configuration > Server.

Search for ou=SelfWriteAttributes .

You should find DNs similar to the following. The DNs have been folded for legibility:

dn:ou=SelfWriteAttributes,ou=Policies,ou=default,ou=OrganizationConfig,ou=1.0,

ou=iPlanetAMPolicyService,ou=services,o=sunamhiddenrealmdelegationservicepermissions,

ou=services,dc=openam,dc=forgerock,dc=org

dn:ou=SelfWriteAttributes,ou=default,ou=default,ou=OrganizationConfig,ou=1.0,

ou=sunEntitlementIndexes,ou=services,o=sunamhiddenrealmdelegationservicepermissions,

ou=services,dc=openam,dc=forgerock,dc=org

In the entry under iPlanetAMPolicyService , edit the sunKeyValue  attribute to add the custom attribute to the list of
self-writable attributes.

For example, <Value>customAttribute</Value> .

In the entry under sunEntitlementIndexes , edit the sunKeyValue  attribute to add the custom attribute to the list of self-
writable attributes.

This example shows a custom attribute as the first element of the list:

\"attributes\": [\n \"customAttribute\",\n … .

Restart AM or the web container where it runs.

Use the command line to let users update custom attributes

Update the AM configuration store to give users write permission to the custom attribute.

This procedure assumes that you use the command line. Follow Use an LDAP browser to let users update custom attributes if
you use an LDAP browser. Adapt the file paths to your configuration store.

Search for the value of sunKeyValue  in ou=SelfWriteAttributes  by running the following command:

info
You must add the user self-service service to the realm if you have not done so already, but you don’t need to
configure anything other than the allowlist. 

Note

1. 

2. 

◦ 

◦ 

3. 

4. 

5. 

1. 
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$ /path/to/opendj/bin/ldapsearch \
 --hostname openam.example.com \
 --port 1636 \
 --useSSL \
 --usePkcs12TrustStore /path/to/opendj/config/keystore \
 --trustStorePasswordFile /path/to/opendj/config/keystore.pin \
 --bindDn uid=admin \
 --bindPassword forgerock \
 --baseDn "dc=openam,dc=forgerock,dc=org" "(ou=SelfWriteAttributes)" \
 sunKeyValue
dn: 
ou=SelfWriteAttributes,ou=Policies,ou=default,ou=OrganizationConfig,ou=1.0,ou=iPlanetAMPolicyService,ou=servic
es,
    o=sunamhiddenrealmdelegationservicepermissions,ou=services,dc=openam,dc=forgerock,dc=org
sunKeyValue:: eG1scG9saWN5PTw……..

dn: 
ou=SelfWriteAttributes,ou=default,ou=default,ou=OrganizationConfig,ou=1.0,ou=sunEntitlementIndexes,ou=services
,
    o=sunamhiddenrealmdelegationservicepermissions,ou=services,dc=openam,dc=forgerock,dc=org
sunKeyValue: serializable={"eCondition":{"className":"com.sun…..

Note that the command returns two DNs, and the value of sunKeyValue  in the first one is base64-encoded.

Decode the base64 string of the iPlanetAMPolicyService  DN.

For example:

2. 
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$ ./base64 decode --encodedData eG1scG9saWN5PTw……..
xmlpolicy=<?xml version="1.0" encoding="UTF-8"?>
<Policy name="SelfWriteAttributes" createdby="cn=dsameuser,ou=DSAME Users,dc=openam,dc=forgerock,dc=org"
 lastmodifiedby="cn=dsameuser,ou=DSAME Users,dc=openam,dc=forgerock,dc=org" creationdate="1528296269883"
 lastmodifieddate="1528296269883" referralPolicy="false" active="true" >
 <Rule name="user-read-rule">
  <ServiceName name="sunAMDelegationService" />
  <ResourceName name="sms://dc=openam,dc=forgerock,dc=org/sunIdentityRepositoryService/1.0/application/" />
  <AttributeValuePair>
   <Attribute name="MODIFY" />
   <Value>allow</Value>
  </AttributeValuePair>
 </Rule>
 <Subjects name="Subjects" description="">
  <Subject name="delegation-subject" type="AuthenticatedUsers" includeType="inclusive">
  </Subject>
 </Subjects>
 <Conditions name="AttrCondition" description="">
  <Condition name="condition" type="UserSelfCheckCondition">
   <AttributeValuePair>
    <Attribute name="attributes"/>
     <Value>givenname</Value>
     <Value>sn</Value>
     <Value>cn</Value>
     <Value>userpassword</Value>
     <Value>mail</Value>
     <Value>telephonenumber</Value>
     <Value>postaladdress</Value>
     <Value>preferredlocale</Value>
     <Value>iplanet-am-user-password-reset-options</Value>
     <Value>iplanet-am-user-password-reset-question-answer</Value>
     <Value>description</Value>
     <Value>oath2faEnabled</Value>
     <Value>sunIdentityServerDeviceKeyValue</Value>
     <Value>sunIdentityServerDeviceStatus</Value>
   </AttributeValuePair>
  </Condition>
 </Conditions>
</Policy>

Create a file with the decoded string, then add the custom attribute to the <AttributeValuePair>  list. For example:

$ vi to-encode.xml
…
   <Attribute name="attributes"/><Value>customAttribute</Value><Value>givenname</Value>…</AttributeValuePair>
…

Base64-encode the content of the file.

For example:

$ ./base64 encode -f to-encode.xml
EG1scG9saWN5PTw22…..

3. 

4. 
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Create an LDIF file, for example, change.ldif .

The following excerpt is an example of the LDIF file:

dn: ou=SelfWriteAttributes,ou=Policies,ou=default,ou=OrganizationConfig,ou=1.0,ou=iPlanetAMPolicyService,
    ou=services,o=sunamhiddenrealmdelegationservicepermissions,ou=services,dc=openam,dc=forgerock,dc=org
changetype: modify
replace: sunKeyValue
sunKeyValue: EG1scG9saWN5PTw22.....

dn: ou=SelfWriteAttributes,ou=default,ou=default,ou=OrganizationConfig,ou=1.0,ou=sunEntitlementIndexes,
    ou=services,o=sunamhiddenrealmdelegationservicepermissions,ou=services,dc=openam,dc=forgerock,dc=org
changetype: modify
replace: sunKeyValue
sunKeyValue: serializable={"eCondition":{"className": ...  \"properties\":
    {\"attributes\": [\n    \"customAttribute\",\n    \"givenname\",\n    \"sn\",\n  ... \"values\": []\n}"}
}

The file must contain the following:

The LDIF properties and rules required to modify the value of the sunKeyValue  attribute for both DNs.

The base64-encoded string as the value of the sunKeyValue  attribute of the iPlanetAMPolicyService  DN. The
string already contains the custom attribute.

The value of the sunKeyValue  attribute of the sunEntitlementIndexes  DN. You must add the custom attribute
inside the attributes  list.

Apply the changes in the LDIF file to the LDAP configuration store, as follows:

$ /path/to/opendj/bin/ldapmodify \
--hostname 'id.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDn uid=admin \
--bindPassword str0ngAdm1nPa55word \
--filename change.ldif
# MODIFY operation successful for DN 
ou=SelfWriteAttributes,ou=Policies,ou=default,ou=OrganizationConfig,ou=1.0,

ou=iPlanetAMPolicyService,ou=services,o=sunamhiddenrealmdelegationservicepermissions,ou=services,dc=openam,dc=forgerock,dc=org
# MODIFY operation successful for DN 
ou=SelfWriteAttributes,ou=default,ou=default,ou=OrganizationConfig,ou=1.0,

ou=sunEntitlementIndexes,ou=services,o=sunamhiddenrealmdelegationservicepermissions,ou=services,dc=openam,dc=forgerock,dc=org

Restart AM or the web container where it runs.

5. 

◦ 

◦ 

◦ 

6. 

7. 
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Add custom attributes to the end-user UI

To ensure the new attribute shows up in the user profile, you must download the UI source code, edit it, then rebuild the UI.

Download the UI source.

Modify the UI as follows:

Edit the openam-ui-user/src/resources/locales/en/translation.json  file and add a new line with the
description for the custom attribute. This description will show in the UI user’s profile page. For example:

{
    "profile": "Profile",
    "username" : "Username",
    "emailAddress" : "Email address",
    "givenName" : "First Name",
    "customAttribute" : "My Custom Attribute",
    "sn" : "Last Name",
    "changePassword" : "Change password"
}

Note that the example adds the custom attribute under the common.user  JSON path.

Edit the openam-ui-user/src/resources/themes/default/templates/user/UserProfileTemplate.html  file and
add a new line for the custom attribute. Consider the following points:

property  must contain the name of the custom attribute created in the LDAP. For example, 
customAttribute .

label  must contain the path to the label created in the translation.json  file. In this case, 
common.user.customAttribute .

For example:

{{#user}}
  {{> form/_basicInput property="username" label="common.user.username" readonly=true}}
  {{> form/_basicInput property="givenName" label="common.user.givenName"}}
  {{> form/_basicInput property="sn" label="common.user.sn" required="true"}}
  {{> form/_basicInput type="email" property="mail" label="common.user.emailAddress"
  extraAttributes='data-validator="validEmailAddressFormat" data-validator-event="keyup"' }}
  {{> form/_basicInput type="tel" property="telephoneNumber" label="common.user.phoneNumber"
  extraAttributes='data-validator="validPhoneFormat" data-validator-event="keyup"'}}
  {{> form/_basicInput property="customAttribute" label="common.user.customAttribute"}}
{{/user}}

Edit the openam-ui-user/src/js/org/forgerock/openam/ui/user/UserModel.js  file and add the custom
attribute on the ServiceInvoker.restCall  function.

1. 

2. 

◦ 

lightbulb_2
If you have translated the UI pages, remember to edit all the translation.json files in your installation.

Tip

◦ 

▪ 

▪ 

◦ 
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Consider the following constraints when modifying this file:

The file does not support tab indentation. You must use space indentation.

The file does not support lines longer than 120 characters. If the line you are modifying exceeds this limit,
break it into multiple lines.

For example:

return ServiceInvoker.restCall(_.extend(
{
    type: "PUT",
    data: JSON.stringify(
        _.chain(this.toJSON())
        .pick(["givenName", "sn", "mail", "postalAddress", "telephoneNumber", 
"customAttribute"])
        .mapValues((val) => {
            ...
}

Rebuild the UI by running the yarn build  command.

Test the UI pages by following the steps detailed in Test and deploy the UI.

The UI user profile page now shows the custom attribute, and users are able to read and write its values:

Once you are satisfied with the changes, deploy the output in the build  directory to the /path/to/tomcat/webapps/
openam/XUI/  directory of your AM instances.

▪ 

▪ 

3. 

4. 

5. 
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You don’t need to restart the AM instance. Subsequent visits to the UI pages will use the rebuilt files.

Customize identity data storage with an IdRepo plugin

AM maps user and group identities to realms using data stores. Data stores rely on a Java identity repository ( IdRepo ) plugin to
interact with the identity repository that stores the users and groups.

This section describes how to create a custom identity repository plugin. AM includes built-in support for LDAP identity
repositories. For most deployments, you therefore do not need to create your own identity repository plugin. Only create custom
identity repository plugins for deployments with particular requirements not met by built-in AM functionality.

IdRepo plugin inheritance

Your identity repository plugin class must extend the com.sun.identity.idm.IdRepo  abstract class, and must include a
constructor method that takes no arguments.

IdRepo plugin lifecycle

When AM instantiates your IdRepo plugin, it calls the initialize()  method.

public void initialize(Map configParams)

configParams  are service configuration parameters for the realm where the IdRepo plugin is configured. They set up
communication with the underlying identity store. AM calls the initialize()  method once, and considers the identity
repository ready for use.

If you encounter errors or exceptions during initialization, catch and store them in your plugin for use later when AM calls other
plugin methods.

After initialization, AM calls the addListener()  and removeListener()  methods to register listeners that inform AM client code
of changes to identities managed by your IdRepo.

public int addListener(SSOToken token, IdRepoListener listener)
public void removeListener()

Your IdRepo plugin must handle listener registration, and return events to AM through the IdRepoListener .

When stopping, AM calls your IdRepo plugin shutdown()  method.

public void shutdown()

You don’t need to implement the shutdown()  method, unless your IdRepo plugin has shutdown work of its own to do, such as
closing connections to the underlying identity store.
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IdRepo plugin capabilities

Your IdRepo plugin provides AM with a generic means to manage identities, and to create, read, update, delete, and search
identities. Identities include users and groups, and special identity types such as roles, realms, and agents. In order for AM to
determine your plugin’s capabilities, it calls the methods described in this section.

getSupportedTypes()

public Set getSupportedTypes()

The getSupportedTypes()  method returns a set of IdType  objects, such as IdType.USER  and IdType.GROUP . You can either
hard-code the supported types in your plugin, or make them configurable through the IdRepo service.

getSupportedOperations()

public Set getSupportedOperations(IdType type)

The getSupportedOperations()  method returns a set of IdOperation  objects, such as IdOperation.CREATE  and 
IdOperation.EDIT . You can either hard-code these operations, or make them configurable.

supportsAuthentication()

public boolean supportsAuthentication()

The supportsAuthentication()  method returns true  if your plugin supports the authenticate()  method.

IdRepo plugin implementation

Your IdRepo plugin implements operational methods, depending on what you support. These methods perform the operations in
your data store.

Create

AM calls create()  to provision a new identity in the repository, where name  is the new identity’s name, and attrMap
holds the attributes names and values.
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public String create(SSOToken token, IdType type, String name, Map attrMap)
  throws IdRepoException, SSOException

Read

AM calls the following methods to retrieve identities in the identity repository, and to check account activity. If your data
store does not support binary attributes, return an empty Map  for getBinaryAttributes() .
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public boolean isExists(
  SSOToken token,
  IdType type,
  String name
) throws IdRepoException, SSOException

public boolean isActive(
  SSOToken token,
  IdType type,
  String name
) throws IdRepoException, SSOException

public Map getAttributes(
  SSOToken token,
  IdType type,
  String name
) throws IdRepoException, SSOException

public Map getAttributes(
  SSOToken token,
  IdType type,
  String name,
  Set attrNames
) throws IdRepoException, SSOException

public Map getBinaryAttributes(
  SSOToken token,
  IdType type,
  String name,
  Set attrNames
) throws IdRepoException, SSOException

public RepoSearchResults search(
  SSOToken token,
  IdType type,
  String pattern,
  Map avPairs,
  boolean recursive,
  int maxResults,
  int maxTime,
  Set returnAttrs
) throws IdRepoException, SSOException

public RepoSearchResults search(
  SSOToken token,
  IdType type,
  String pattern,
  int maxTime,
  int maxResults,
  Set returnAttrs,
  boolean returnAllAttrs,
  int filterOp,
  Map avPairs,
  boolean recursive
) throws IdRepoException, SSOException

Edit

AM calls the following methods to update a subject in the identity repository.
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public void setAttributes(
  SSOToken token,
  IdType type,
  String name,
  Map attributes,
  boolean isAdd
) throws IdRepoException, SSOException

public void setBinaryAttributes(
  SSOToken token,
  IdType type,
  String name,
  Map attributes,
  boolean isAdd
) throws IdRepoException, SSOException

public void removeAttributes(
  SSOToken token,
  IdType type,
  String name,
  Set attrNames
) throws IdRepoException, SSOException

public void modifyMemberShip(
  SSOToken token,
  IdType type,
  String name,
  Set members,
  IdType membersType,
  int operation
) throws IdRepoException, SSOException

public void setActiveStatus(
  SSOToken token,
  IdType type,
  String name,
  boolean active
)

Authenticate

AM calls authenticate()  with the credentials from the DataStore  authentication module.

public boolean authenticate(Callback[] credentials)
  throws IdRepoException, AuthLoginException

Delete

The delete()  method removes the subject from the identity repository. The name  specifies the subject.

public void delete(SSOToken token, IdType type, String name)
  throws IdRepoException, SSOException
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Service

The IdOperation.SERVICE  operation is rarely used in recent AM deployments.

IdRepo plugin deployment

When you build your IdRepo plugin, include openam-core-7.4.2.jar  in the classpath. This file is found under WEB-INF/lib/
where AM is deployed.

You can either package your plugin as a .jar file, and add it to WEB-INF/lib/ , or add the classes under WEB-INF/classes/ .

Register your plugin with AM (PluginTools API)

The steps in this procedure make use of a number of AM API interfaces and annotations. Click the following links to view the AM
Public API JavaDoc:

PluginTools

AmPlugin

IdRepoConfig

Register your custom IdRepo plugin with the PluginTools  interface as follows:

Use the @IdRepoConfig  annotation on your configuration interface, as shown below:

• 

• 

• 

1. 
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package com.example.custom;

import java.util.Optional;

import org.forgerock.openam.annotations.sm.Attribute;
import org.forgerock.openam.annotations.sm.IdRepoConfig;

/**
 * Custom IdRepo config.
 */
@IdRepoConfig(name = "MyIdRepo")
public interface CustomIdRepoConfig {

    /**
     * The IdRepo implementation fully qualified class name.
     *
     * @return The implementation class name.
     */
    @Attribute(order = 10, requiredValue = true)
    default String idRepoClass() {
        return CustomIdRepo.class.getCanonicalName();
    }

    /**
     * Sets the connection pool minimum size.
     *
     * @return The connection pool minimum size.
     */
    @Attribute(order = 20)
    default Optional<Integer> connectionPoolMinSize() {
        return Optional.of(1);
    }

    /**
     * Sets the connection pool max size.
     *
     * @return The connection pool max size.
     */
    @Attribute(order = 30)
    default Optional<Integer> connectionPoolMaxSize() {
        return Optional.of(10);
    }
}

Create a .properties  file based on the name you provided in the configuration interface; for example, 
MyIdRepo.properties .

The contents of the file might resemble the following:

CustomIdRepoConfig=Custom IdRepo
idRepoClass=LDAPv3 Repository Plug-in Class Name
connectionPoolMinSize=LDAP Connection Pool Minimum Size
connectionPoolMaxSize=LDAP Connection Pool Maximum Size

2. 
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Create a class that implements AmPlugin , and uses the PluginTools  interface to handle the following events:

onInstall()

Call the pluginTools.installIdRepo  function with your configuration class as the parameter.

onStartup()

Call the pluginTools.startService  function with your configuration class as the parameter.

upgrade()

Call the pluginTools.upgradeIdRepo  function with your configuration class as the parameter.

A sample custom plugin class follows:

3. 

◦ 

◦ 

◦ 
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package com.example.custom;

import javax.inject.Inject;

import org.forgerock.openam.plugins.AmPlugin;
import org.forgerock.openam.plugins.PluginException;
import org.forgerock.openam.plugins.PluginTools;
import org.forgerock.openam.plugins.StartupType;

/**
 * A custom identity repository plugin. This uses the plugin framework to install the custom identity 
repository.
 */
public class CustomIdRepoPlugin implements AmPlugin {

    private static final String CURRENT_VERSION = "1.0.0";
    private PluginTools pluginTools;

    /**
     * The constructor.
     *
     * @param pluginTools The PluginTools instance.
     */
    @Inject
    public CustomIdRepoPlugin(PluginTools pluginTools) {
        this.pluginTools = pluginTools;
    }

    @Override
    public String getPluginVersion() {
        return CustomIdRepoPlugin.CURRENT_VERSION;
    }

    @Override
    public void onInstall() throws PluginException {
        pluginTools.installIdRepo(CustomIdRepoConfig.class);
    }

    @Override
    public void onStartup(StartupType startupType) throws PluginException {
        pluginTools.startService(CustomIdRepoConfig.class);
    }

    @Override
    public void upgrade(String fromVersion) throws PluginException {
        pluginTools.upgradeIdRepo(CustomIdRepoConfig.class);
    }
}

Create a file at the path META-INF/services/org.forgerock.openam.plugins.AmPlugin  with the following contents:

com.example.custom.CustomIdRepoPlugin

4. 

info
If you do not create this file, AM will not pick up the custom repository. 

Note
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Register your plugin with AM (ssoadm)

To create a custom ID repo plugin for your identity stores and register it with the ssoadm  command, follow these steps:

Create a SubSchema  for your plugin, and register it with AM:

Create the SubSchema  document, for example customIdRepo.xml , using the following structure:

<SubSchema i18nKey="x4000" inheritance="multiple" maintainPriority="no"
           name="CustomRepo" supportsApplicableOrganization="no" validate="yes">
   <AttributeSchema cosQualifier="default" isSearchable="no"
                       name="RequiredValueValidator" syntax="string"
                       type="validator" >
     <DefaultValues>
        <Value>com.sun.identity.sm.RequiredValueValidator</Value>
     </DefaultValues>
   </AttributeSchema>
   <AttributeSchema any="required" cosQualifier="default"
                       i18nKey="x4001" isSearchable="no"
                       name="sunIdRepoClass" syntax="string"
                       type="single" validator="RequiredValueValidator" >
      <DefaultValues>
        <Value>org.test.CustomRepo</Value>
      </DefaultValues>
   </AttributeSchema>
   <AttributeSchema cosQualifier="default" i18nKey="x4002" isSearchable="no"
                       name="sunIdRepoAttributeMapping" syntax="string" type="list">
     <DefaultValues>
        <Value></Value>
     </DefaultValues>
  </AttributeSchema>
</SubSchema>

Ensure that you include the AttributeSchema  required to configure your IdRepo plugin.

Notice the i18nKey  attributes on SubSchema  elements. The i18nKey  attribute values correspond to properties in
the amIdRepoService.properties  file under WEB-INF/classes/  where AM is deployed. The AM admin UI displays
the label for the configuration user interface that it retrieves from the value of the i18nKey  property in the 
amIdRepoService.properties  file.

To make changes to the properties, first extract amIdRepoService.properties  and, if necessary, the localized
versions of this file from openam-core-7.4.2.jar  to WEB-INF/classes/ , where AM is deployed.

For example, if AM is deployed under /path/to/tomcat/webapps/openam , then you could run the following
commands:

$ cd /path/to/tomcat/webapps/openam/WEB-INF/classes/
$ jar -xvf ../lib/openam-core-7.4.2.jar amIdRepoService.properties
inflated: amIdRepoService.properties

1. 

◦ 

◦ 
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Create a properties file for your plugin so that it is displayed in the AM admin UI:

To create a custom identity store named CustomRepo , where the attributes will be displayed under the Plug-in
Configuration tab, create a file named CustomRepo.section.properties , with the following contents:

######################################################################################
# Plug-in Configuration
######################################################################################
# LDAPv3 Repository Plug-in Class Name
pluginconfig=sunIdRepoClass
# Attribute Name Mapping
pluginconfig=sunIdRepoAttributeMapping

To make your configuration properties visible in the UI, place the CustomRepo.section.properties  into WEB-INF/
classes/ , where AM is deployed.

Register your plugin using the ssoadm  command after you have copied the files into place.

$ ssoadm \
add-sub-schema \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \
--servicename sunIdentityRepositoryService \
--schematype Organization \
--filename customIdRepo.xml

Use your new IdRepo plugin

Restart AM or the container in which it runs.

Configure a new ID repo in AM using your plugin:

In the AM admin UI, go to Realms > Realm Name > Identity Stores.

Select Add Identity Store, enter an ID, and select the type of identity store corresponding to your custom IdRepo
plugin.

You can now add values to any custom properties you configured to be visible in the UI.

Go to Realms > Realm Name > Identities, and create a new identity.

If your plugin supports authentication, users are now able to authenticate using the DataStore  module for the realm, by
using a URL similar to the following:

2. 

◦ 

lightbulb_2
Ensure you include any properties you added to the subschema that need to be displayed in the UI. AM
includes a number of section.properties  in the /path/to/tomcat/WEB-INF  folder that you can use
for templates.

Tip

◦ 

3. 

1. 

2. 

◦ 

◦ 

◦ 

3. 
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https://openam.example.com:8443/openam/XUI/?realm=/alpha&module=DataStore#login

Policy and application stores

In addition to the identity store, you can configure data stores for different types of data.

You might want to store these data types separately from other data types, depending on their characteristics; for example, to
allow specific tuning of the indexes in the directory server.

You can configure data stores for the following data types:

UMA data.

Provides storage for UMA-related data, such as resources, labels, and pending requests.

Core Token Service (CTS) data.

Provides highly available storage for sessions and tokens used by AM.

Policy data.

Provides storage for policy-related data, such as policies, policy sets, and resource types. Policy stores also store delegated
realm administration privileges.

Application data.

Provides storage for application-related data, such as web and Java agent configuration, federation entities and
configuration, and OAuth 2.0 clients definitions.

• 

• 

• 

warning
If you change the policy data store, any existing policy sets and resource types will no longer be available to the
realm where you made the change. Either recreate these items manually, or use Amster to export them
from the old data store, then import them back after changing to the new data store.

Warning

• 

Tasks to configure policy and/or application stores

Task Resources

Prepare the store(s)
You must install new DS servers for the store(s). If you are
configuring an AM instance that already has policy or
application data in its configuration store, you might want to
migrate that data to the new store(s).

Prepare policy and application stores

Configure the store(s)
Configure the newly-installed store(s) so that AM can use
them.

Configure policy and application stores
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Prepare policy and application stores

This section explains how to prepare an external DS server for use as a policy or application data store.

In a new AM deployment, you can install new instances of DS for policy or application data. See Install and configure Directory
Services for policy or application data.

In deployments where there is existing policy or application data, you may prefer to migrate this data from the existing location
alongside the configuration data, into separate DS instances. See Migrate policy or application data to DS.

Install and configure Directory Services for policy or application data

The following instructions show how to install and set up the DS server.

To install DS using a setup profile, follow the steps in DS for AM Configuration Data in the Directory Services
documentation.

Share the store certificate with the AM container to prepare for TLS/LDAPS. Application and policy stores should
communicate over secure connections.

ForgeRock Directory Services 7 and later requires secure connections by default; therefore, share the DS certificate with
the AM container before continuing.

On the DS host, export the DS CA certificate.

DS uses a deployment ID and password to generate a CA key pair. Learn more in Deployment IDs.

Use the dskeymgr  command to export the CA certificate:

$ /path/to/opendj/bin/dskeymgr \
export-ca-cert \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword password \
--outputFile /path/to/ca-cert.pem

Copy the ca-cert.pem  file to an accessible location on the AM host.

Import the DS certificate into the AM truststore:

info
Directory Services setup profiles simplify initial configuration.
Using a setup profile creates the backend, schema, bind user, and indexes required for use with policy or application
data. Policy and application data have the same schema requirements as configuration data.

Note

1. 

emergency_home
You must specify the same base DN value as your configuration store when using a setup profile to create a
policy or application store.
For example:
--set am-config/baseDn:"dc=example,dc=com"
Creating a separate DS backend for policies or applications in the configuration store isn’t supported.

Important

2. 

◦ 

◦ 

◦ 
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$ keytool \
-importcert \
-file /path/to/ca-cert.pem \
-keystore /path/to/openam/security/keystores/truststore

Learn more about configuring AM’s truststore in Prepare the truststore.

You have successfully installed and prepared the DS directory server for use as an external policy or application store.

You can use the DS server instance created in these procedures for both policy and application data simultaneously. If you
want to use separate DS server instances for policies and applications, repeat the previous step to create an additional
external policy or application store.

Configure AM to use the prepared DS directory servers as external policy or application stores. For details, refer to Policy
and application stores.

The bind DN of the default AM service account used to authenticate to the external store has the form:

uid=am-config,ou=admins,Base DN

Migrate policy or application data to DS

If you are upgrading existing AM instances to use external DS instances for policy or application data, you may want to migrate
the existing data into the new instances. Migrating policy or application data to a separate store lets you tune and scale dynamic
data separately from more static configuration data.

This section covers the following high-level methods for migrating policy or application data to new DS instances:

Export and import DS LDIF data

Back up and restore a DS instance

Export and import DS LDIF data

This section gives an overview of migrating data to new DS instances by using the import-ldif  and export-ldif  commands.

The top-level steps are as follows:

Install a DS instance to store policy or application data, by following the steps in Install and configure Directory Services
for policy or application data.

Use the export-ldif  command to create an LDIF file of the structure of the new DS instance.

For example:

3. 

• 

• 

1. 

2. 
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$ /path/to/opendj/bin/export-ldif \
--hostname 'config.example.com' \
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--backendId cfgStore \
--ldifFile /tmp/Apps_and_or_Policies.ldif

Use the export-ldif  command to append your existing policy and/or application data to the previous LDIF file.

See the following commands to export application data, policy data, or both:

$ /path/to/opendj/bin/export-ldif \
--hostname 'config.example.com'\
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--includeBranch o=sunamhiddenrealmdelegationservicepermissions,ou=services,dc=example,dc=com \
--includeBranch ou=AgentService,ou=services,dc=example,dc=com \
--includeBranch ou=sunEntitlementService,ou=services,dc=example,dc=com \
--includeBranch ou=sunEntitlementIndexes,ou=services,dc=example,dc=com \
--includeBranch ou=sunFMCOTConfigService,ou=services,dc=example,dc=com \
--includeBranch ou=sunFMIDFFMetadataService,ou=services,dc=example,dc=com \
--includeBranch ou=sunFMSAML2MetadataService,ou=services,dc=example,dc=com \
--includeBranch ou=sunFMWSFederationMetadataService,ou=services,dc=example,dc=com \
--backendId appData \
--appendToLdif \
--ldifFile /tmp/Apps_and_or_Policies.ldif

3. 

lightbulb_2
The export-ldif  command has a --includeBranch  option to limit the data exported to just policy and/or
application data.

Tip

Policy and application data
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$ /path/to/opendj/bin/export-ldif \
--hostname 'config.example.com'\
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--includeBranch ou=sunEntitlementService,ou=services,dc=example,dc=com \
--includeBranch ou=sunEntitlementIndexes,ou=services,dc=example,dc=com \
--includeBranch o=sunamhiddenrealmdelegationservicepermissions,ou=services,dc=example,dc=com \
--backendId appData \
--appendToLdif \
--ldifFile /tmp/Apps_and_or_Policies.ldif

$ /path/to/opendj/bin/export-ldif \
--hostname 'config.example.com'\
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--includeBranch ou=AgentService,ou=services,dc=example,dc=com \
--includeBranch ou=sunFMCOTConfigService,ou=services,dc=example,dc=com \
--includeBranch ou=sunFMIDFFMetadataService,ou=services,dc=example,dc=com \
--includeBranch ou=sunFMSAML2MetadataService,ou=services,dc=example,dc=com \
--includeBranch ou=sunFMWSFederationMetadataService,ou=services,dc=example,dc=com \
--backendId appData \
--appendToLdif \
--ldifFile /tmp/Apps_and_or_Policies.ldif

Replace dc=example,dc=com in the commands above with your base DN.

To also export policy and/or application data from subrealms, repeat the previous step, but altered to include the path to
the subrealm in the included branches.

For example, to export data from a realm named mySubRealm , add ou=services,o=mySubRealm,  into each of the
included branches, as shown below:

Policy data

Application data

4. 
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$ /path/to/opendj/bin/export-ldif \
--hostname 'config.example.com'\
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--includeBranch o=sunamhiddenrealmdelegationservicepermissions,<replaceable>ou=services,o=mySubRealm,</
replaceable>ou=services,dc=example,dc=com \
--includeBranch ou=AgentService,<replaceable>ou=services,o=mySubRealm,</
replaceable>ou=services,dc=example,dc=com \
--includeBranch ou=sunEntitlementService,<replaceable>ou=services,o=mySubRealm,</
replaceable>ou=services,dc=example,dc=com \
--includeBranch ou=sunEntitlementIndexes,<replaceable>ou=services,o=mySubRealm,</
replaceable>ou=services,dc=example,dc=com \
--includeBranch ou=sunFMCOTConfigService,<replaceable>ou=services,o=mySubRealm,</
replaceable>ou=services,dc=example,dc=com \
--includeBranch ou=sunFMIDFFMetadataService,<replaceable>ou=services,o=mySubRealm,</
replaceable>ou=services,dc=example,dc=com \
--includeBranch ou=sunFMSAML2MetadataService,<replaceable>ou=services,o=mySubRealm,</
replaceable>ou=services,dc=example,dc=com \
--includeBranch ou=sunFMWSFederationMetadataService,<replaceable>ou=services,o=mySubRealm,</
replaceable>ou=services,dc=example,dc=com \
--backendId appData \
--appendToLdif \
--ldifFile /tmp/Apps_and_or_Policies.ldif

Repeat this step for each subrealm that contains application and/or policy data you want to transfer to an external store.

Edit the LDIF file to include the required top-level ou=services  entry. For example, after the entry for dn:
dc=example,dc=com  add the following:

dn: ou=services,dc=example,dc=com
objectclass: top
objectclass: organizationalunit
objectclass: sunServiceComponent
ou: services

The start of the resulting LDIF will resemble the following:

5. 

info
This LDIF example requires a blank line before and after the content. You must replace dc=example,dc=com
with your base DN value. 

Note
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dn: dc=example,dc=com
objectClass: top
objectClass: untypedObject
dc: openam
aci: (targetattr="*")(version 3.0;acl "Allow CRUDQ operations";allow (search, read, write, add, delete)(userdn 
= "ldap:///uid=am-config,ou=admins,dc=example,dc=com");)
aci: (targetcontrol="2.16.840.1.113730.3.4.3")(version 3.0;acl "Allow persistent search"; allow (search, read)
(userdn = "ldap:///uid=am-config,ou=admins,dc=example,dc=com");)
aci: (targetcontrol="1.2.840.113556.1.4.473")(version 3.0;acl "Allow server-side sorting"; allow (read)(userdn 
= "ldap:///uid=am-config,ou=admins,dc=example,dc=com");)
entryUUID: 5beee9ea-1c31-3129-a8f9-c79da3102f26

dn: ou=services,dc=example,dc=com
objectclass: top
objectclass: organizationalunit
objectclass: sunServiceComponent
ou: services

dn: ou=admins,dc=example,dc=com
objectClass: top
objectClass: organizationalUnit
ou: admins
...
...

Repeat the previous step to create the parent entries for any subrealms that you exported.

For example, before the ou=admins,dc=example,dc=com  line, add the following for a subrealm named mySubRealm :

dn: o=mySubRealm,ou=services,dc=example,dc=com
objectClass: sunRealmService
objectClass: top
o: mySubRealm

dn: ou=services,o=mySubRealm,ou=services,dc=example,dc=com
objectClass: organizationalUnit
objectClass: sunServiceComponent
objectClass: top
ou: services

Note that the example above requires a blank line both before and after, and you must replace dc=example,dc=com with
your base DN value.

The start of the resulting LDIF will resemble the following:

6. 
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dn: dc=example,dc=com
objectClass: top
objectClass: untypedObject
dc: openam
aci: (targetattr="*")(version 3.0;acl "Allow CRUDQ operations";allow (search, read, write, add, delete)(userdn 
= "ldap:///uid=am-config,ou=admins,dc=example,dc=com");)
aci: (targetcontrol="2.16.840.1.113730.3.4.3")(version 3.0;acl "Allow persistent search"; allow (search, read)
(userdn = "ldap:///uid=am-config,ou=admins,dc=example,dc=com");)
aci: (targetcontrol="1.2.840.113556.1.4.473")(version 3.0;acl "Allow server-side sorting"; allow (read)(userdn 
= "ldap:///uid=am-config,ou=admins,dc=example,dc=com");)
entryUUID: 5beee9ea-1c31-3129-a8f9-c79da3102f26

dn: ou=services,dc=example,dc=com
objectclass: top
objectclass: organizationalunit
objectclass: sunServiceComponent
ou: services

dn: o=mySubRealm,ou=services,dc=example,dc=com
objectClass: sunRealmService
objectClass: top
o: mySubRealm

dn: ou=services,o=mySubRealm,ou=services,dc=example,dc=com
objectClass: organizationalUnit
objectClass: sunServiceComponent
objectClass: top
ou: services

dn: ou=admins,dc=example,dc=com
objectClass: top
objectClass: organizationalUnit
ou: admins
...
...

Use the import-ldif  command to add the updated LDIF data to the new instance. For example:

$ /path/to/opendj/bin/import-ldif \
--hostname external.example.com \
--port 4444 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--backendId cfgStore \
--ldifFile /tmp/Apps_and_or_Policies.ldif

Configure AM to use the new store for policy and/or application data, by following the steps in Configure policy and
application stores.

You can find more information and the specific steps for importing and exporting data by using LDIF in Data Storage in the DS
documentation.

7. 

8. 
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Back up and restore a DS instance

This section gives an overview of migrating data to new DS instances by using the DS backup  and restore  commands.

The top-level steps are as follows:

Use the backup  command to make a backup copy of the existing configuration store.

Install a DS instance to store the policy and/or application data, by following the steps in Install and configure Directory
Services for policy or application data.

The DS instance MUST have the same base DN, and backend name, as the instance from which the backup was created.

Use the restore  command to restore your policy and/or application data to the new store.

Configure AM to use the new store for policy and/or application data, by following the steps in Configure policy and
application stores.

For more information and the specific steps for performing backup and restore operations in DS, see Backup and Restore, and 
Initialize from backup in the DS documentation.

Configure policy and application stores

Setting up an external policy or application store involves the following steps:

Configuring the connection between AM and the directory server.

Refer to Connect AM to a policy or application store.

Enabling a realm to use the newly configured directory server.

Refer to Configure a realm to use a policy or application store.

Connect AM to a policy or application store

These steps assume you have installed and configured DS as a policy or application store.

In the AM admin UI, go to Configure > Global Services > External Data Stores.

On the Secondary Configurations tab, click Add a Secondary Configuration.

Complete the form as follows:

In the Name field, enter a name for the data store; for example, myPolicyStore .

If you’re ready to use this data store, select Enabled.

If you enable an external data store configuration, AM checks that it can connect to the server when you save the
configuration.

You can’t select a data store configuration for use (at the realm or global level) until you enable it.

info
The dsbackup  command replaced these commands in DS 7.

Note

1. 

2. 

3. 

4. 

1. 

2. 

1. 
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3. 

4. 
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2. 
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In the Host Urls field, enter one or more connection strings. The format for each connection string is HOST:PORT ;
for example policies1.example.com:636  or applications1.example.com:636 .

AM uses the first connection string in the list unless the server is unreachable. In this case, it tries the next
connection strings in the order in which they’re defined.

Enter the Bind DN and Bind Password of the service account AM uses to authenticate to the data store.

Select Use SSL to connect to the directory server over SSL.

Select mTLS Enabled to authenticate to the directory server using mTLS instead of a bind DN and password.

Specify whether the directory servers you’re using as application and policy stores use affinity load balancing,
rather than a single primary directory instance in an active/passive deployment.

If you enable this option, specify each of the directory server instances that form the affinity deployment in the 
Host Urls field.

To save your changes, click Create.

If the configuration is Enabled, AM attempts to connect to the data store using the specified settings, saves the
connection, and makes it available for use as a policy or application store.

If the connection is unsuccessful, AM logs an error: Failed to load resource: the server responded with a status
of 400 () .

On successful connection, AM attempts to change the schema and structure of the external directory server. If the
specified Bind DN property doesn’t have permission to change the schema and structure, you must apply the required
settings manually. For details, refer to Prepare external stores.

If you enabled mTLS authentication to the data store, edit the configuration to set an mTLS Secret Label.

To edit the connection settings:

emergency_home
If you’re configuring mTLS authentication to the data store, don’t enable the connection until you have
added an mTLS Secret Label and the corresponding entry in the secret store. You can’t do this on the
create page. You must save the configuration, then edit it to add the mTLS Secret Label. 

Important

3. 

4. 

5. 

6. 

info
If you enable mTLS, you must also:

Set Use SSL to true.
Set secure ports in the Host Urls property.
Configure the directory server and mappings for mTLS, as described in mTLS for policy and
application stores.
Set an mTLS Secret Label after you save the configuration. (Refer to step 6 of this procedure.)

AM ignores the values of the Bind DN and Bind Password when mTLS Enabled is true .

Note

▪ 

▪ 

▪ 

▪ 

7. 

5. 

info
You can select an external data store for use at the global or realm level only when it’s Enabled. 

Note

6. 
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Click the Secondary Configuration tab and click the name of the data store configuration.

Add an mTLS Secret Label.

AM uses this label to create a specific secret ID for this policy or application store. It uses the secret ID to map to
the mTLS certificate in the secret store.

The generated secret ID takes the form am.external.datastore.label.mtls.cert , where label  is the value of 
mTLS Secret Label. You can only view and map the secret ID after you have set the label.

The label can only contain alphanumeric characters ( a-z , A-Z , 0-9 ) and periods ( . ). It can’t start or end with a
period.

All LDAP servers configured for this policy or application store share the same secret label.

Click Save Changes.

Repeat these steps for additional policy or application stores.

You can now configure AM to use the new policy or application store.

Configure a realm to use a policy or application store

Either recreate the policies or applications manually, or use Amster to export the existing instances, then import them back
after changing the stores.

In the AM admin UI, go to Realms > Realm name Services.

Configure the External Data Stores service in the realm:

If the External Data Stores service has not yet been added to the realm, click Add a Service, and select External
Data Stores.

If the External Data Stores service has already been added to the realm, click External Data Stores to edit the
configuration.

On the External Data Stores page, select the name of the store to use as the Policy Data Store and/or Application Data
Store, and click Save Changes.

Changes take effect immediately. New policies or applications are created in the configured data store.

1. 

2. 

3. 

7. 

emergency_home
Changing the policy or application store will cause any existing policies or applications to become unavailable to the
realm. 

Important

1. 

2. 

1. 

2. 

3. 

info
If you choose the Default Datastore option for either property, AM will use the configuration data store that
was specified during installation. 

Note
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Remove a policy or application store

Follow these steps to remove a policy or application store from a realm, and to delete the store from the AM configuration.

For each realm that’s using the store, in the AM admin UI, go to Realms > Realm Name > Services > External Data Stores,
and change each of the drop-down menus to either Default Datastore , or an alternative data store.

Save your changes.

Go to Configure > Global Services > External Data Stores > Secondary Configurations. Click the name of the store to
remove, and click the delete icon.

If the data store is still in use, AM returns the following error message:

Unable to modify data store instance because it is referenced by the data store service of realm /Realm 
Name

In this case, repeat the first step to remove the unwanted store from the listed realm, then repeat this step.

info
You can’t remove a policy or application store a realm is currently using. 

Note

1. 

2. 
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Load balancing

Load balancing configuration requirements differ depending on where you configure AM to store sessions and authentication
sessions, as shown in the following table:

Load balancing requirements by session storage location

Storage location Load balancing requirement Comments

CTS token store None. Session stickiness recommended
for performance

Although the CTS token store is the
authoritative source for server-side
sessions and authentication sessions,
AM servers cache the session or
authentication session when:

Authenticating a user
Satisfying a session request

An AM site configured to use server-
side sessions achieves the best
performance when the server that
originally authenticated a user
continually manages that user’s session,
as it doesn’t need to retrieve it from the
CTS token store.
In the same way, an AM realm
configured to use server-side
authentication sessions achieves the
best performance when the same
server manages every request for the
same authentication flow.

Client None. Session stickiness recommended
for performance

Although the user’s session or
authentication session resides in a JWT
stored on the client which is passed to
AM server along with the request,
client-side sessions should be signed
and/or encrypted for security reasons.
Because decrypting and verifying the
session on each request may be an
expensive operation depending on the
algorithms configured, AM caches the
decrypt sequence in memory to
improve performance.
Therefore, an AM site configured to use
client-side sessions achieves best
performance when the same server
manages every request for the same
session or authentication session.

• 
• 
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Learn more in Introduction to sessions.

Session storage location can be heterogeneous within the same AM deployment to suit the requirements of each of your realms.
If your deployment uses a substantial number of server-side sessions, follow the recommendations for deployments configured
for server-side sessions.

Configure site sticky load balancing

In the AM admin UI go to Deployment > Sites.

Ensure you have a site created and that your servers are part of it.

Learn more in Configure a site with the first server.

Ensure that the amlbcookie  cookie has a unique value for each AM server:

Go to Deployment > Servers > Server Name > Advanced and review the value of the 
com.iplanet.am.lbcookie.value  property. By default, the cookie value is set to the AM server ID.

Keep the value of the amlbcookie  cookie set to the AM server ID to improve server performance when using web
agents.

If you have changed the value of this property, and you need to match the AM server URLs with their
corresponding server IDs, query the global-config/servers  endpoint. For example:

Storage location Load balancing requirement Comments

In AM’s memory (authentication
sessions only)

Session stickiness required Deployments where AM stores
authentication sessions in memory
require sticky load balancing to route all
requests pertaining to a particular
authentication flow to the same AM
server. If a request reaches a different
AM server, the authentication flow will
start anew.

1. 

2. 

3. 

◦ 
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$ curl \
--request GET \
--header "Accept: application/json" \
--header "iPlanetDirectoryPro: AQIC5…NDU1*" \
'https://openam.example.com:8443/openam/json/global-config/servers?_queryFilter=true'
{
  "result": [
    {
      "_id": "01",
      "_rev": "1372703177",
      "url": "https://openam.example.com:8443/openam",
      "siteName": null
    }
  ],
  "resultCount": 1,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": -1
}

In the example, the server ID for server https://openam.example.com:8443/openam  is 01 .

Changes take effect only after you restart the AM server.

Restart the AM server. You can then check the cookie value by logging in to the AM admin UI, and examining the 
amlbcookie  cookie in your browser.

Repeat the previous steps for each of the AM servers that should be part of the site.

Configure your load balancer to perform sticky load balancing based on the amlbcookie  value.

In other words, the load balancer layer must keep track of which amlbcookie  cookie value corresponds to which AM
server.

When the load balancer receives a request, it inspects the value of the amlbcookie  cookie, and then forwards the request
to the corresponding AM server.

Load balancer offloading

When traffic to and from the load balancer is protected with HTTPS, you must terminate the SSL connection on the load balancer.
Decrypting the traffic in the load balancer makes it possible to use cookie-based session stickiness.

You then either re-encrypt the traffic from the load balancer to AM, or make connections from the load balancer to AM over
HTTP.

If you configure the load balancer in passthrough mode instead, session stickiness wouldn’t be possible.

◦ 

lightbulb_2
You can find details on changing the name of the sticky load balancing cookie in Change the sticky load
balancing cookie name. 

Tip

4. 

5. 
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Request forwarding caveats

Sticky load balancing based on the value of the amlbcookie  cookie does not guarantee request forwarding to the corresponding
AM server in all cases. For example, ForgeRock® Common REST API calls do not typically use cookies. Therefore, load balancers
are not able to route these calls to the AM server on which a user’s session is cached.

The AM server that does not hold the user’s session in cache must locate the user’s session by retrieving it from the CTS token
store.

Handle HTTP request headers

HTTP requests can include information needed for access management, such as the client IP address used for adaptive risk-based
authentication.

Configure your load balancer or proxy to pass the information to AM by using request headers. For example, the load balancer or
proxy can send the client IP address by using the X-Forwarded-For  HTTP request header.

Also configure AM to consume and to forward the headers as necessary. For example, to configure AM to look for the client IP
address in the X-Forwarded-For  request header, set the advanced configuration property 
com.sun.identity.authentication.client.ipAddressHeader  to X-Forwarded-For  under Deployment > Servers > Server
Name > Advanced.

In a site configuration where one AM server can forward requests to another AM server, you can retain the header by adding it to
the advanced configuration property openam.retained.http.request.headers . If X-Forwarded-For  is the only additional
header to retain, set openam.retained.http.request.headers  to X-DSAMEVersion,X-Forwarded-For , for example.

Configure these properties under Deployment > Servers > Server Name > Advanced.

Dashboards

The Dashboard service gives the end user an interface to access applications secured by AM; both cloud-based applications like
SalesForce, and internal applications protected by web or Java agents. The Dashboard service uses SSO to log in to the
applications when the user clicks on the application icon. For some apps, like SalesForce, you should limit access to only a few
users. Other apps, like Google Mail or Drive, will likely be available to all users.

Setup PingAM

290 Copyright © 2025 Ping Identity Corporation



Figure 1. User dashboard

The Dashboard service gives users a single place to access their applications. Keep in mind that this does not limit user access,
only what appears on the user dashboard.

There are three stages to setting up the Dashboard service:

Set up the Dashboard service and add applications.

Configure the service for the realms.

Assign users applications so that they appear on the users' dashboards. This can be done manually or through a
provisioning solution.

Once the Dashboard service is configured for a user, the user can access their dashboard after logging in through the XUI
under /XUI/?realm=/alpha#dashboard/ .

When making a request to the UI, specify the realm or realm alias as the value of a realm  parameter in the query string, or the
DNS alias in the domain component of the URL. If you do not use a realm alias, then you must specify the entire hierarchy of the
realm. For example: https://openam.example.com:8443/openam/XUI/?realm=/customers/europe#login/ .

For example, the full URL depending on the deployment might be at https://openam.example.com:8443/openam/XUI/?realm=/
alpha#dashboard/ .

• 

• 

• 
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Implement the Dashboard service

Making some applications universally available ensures that all users have the same basic applications. However, some of your
applications should be protected from the majority of your users. You will need to single out which users will include the
application on their dashboard.

There are three default applications in the Dashboard service: Google, SalesForce, and ZenDesk.

Set up the dashboard service and add applications

You can add applications to the dashboard service with the following steps. All fields except the dashboard class name and ICF
Identifier are required for the application to work properly from the dashboard:

In the AM admin UI, go to Configure > Global Services > Dashboard > Secondary Configurations, and click Add a
Secondary Configuration to add an application to the dashboard service.

Provide a unique name for the application.

Add a Dashboard Class Name that identifies how the end user will access the app, such as SAML2ApplicationClass  for a
SAML v2.0 application.

Add a Dashboard Name for the application.

Add a Dashboard Display Name. This name is what the end user will see, such as Google.

Add the Dashboard Icon you would like the end user to see for the application. Either use a fully qualified URL or an
appropriate relative URL so that the icon is rendered properly on the user dashboard.

Add the Dashboard Login URL to point to the location the end user will go to once they click on the icon.

Leave the ICF Identifier blank.

Click Add.

Configure the Dashboard service for a realm

You must configure the Dashboard service and add applications to a realm before you can access them. The following
instructions show you how to add an application to a single realm. Before you begin, make sure you have the name of the
application (displayed in the Secondary Configuration Instance table under Configure > Global Services > Dashboard):

Select Realms > Realm Name > Services, and click Add a Service.

Select the Dashboard service, and click Create.

Add or remove the applications you would like to appear on the Dashboard service for the realm.

Save your changes.

Enable an application for a user

Use the following steps to enable access to an application from the user’s dashboard:

Select Realms > Realm Name > Identities and click the user identifier to edit the user’s profile.

Under Services, click Dashboard.

1. 

2. 

3. 

4. 

5. 
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Add the application to the user’s Assigned Dashboard list.

Save your changes.

Remove user access to an application

Removing user access to an application does not delete the user’s identity profile. The following steps walk you through removing
an application from a user’s dashboard:

Select Realms > Realm Name > Identities and click the user identifier to edit the user’s profile.

Under Services, click Dashboard.

Delete the application from the user’s Assigned Dashboard list.

Save your changes.

Displaying Dashboard Applications

AM lets administrators configure online applications to display applications on user Dashboards. You can used exposed REST API
to display information about the online applications.

/dashboard/assigned

This endpoint retrieves the list of applications assigned to the authenticated user.

$ curl \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--header "Accept-API-Version: resource=1.0" \

https://openam.example.com:8443/openam/json/realms/root/realms/alpha/dashboard/assigned

{
    "google":{
        "dashboardIcon":[
            "Google.gif"
        ],
        "dashboardName":[
            "Google"
        ],
        "dashboardLogin":[
            "http://www.google.com"
        ],
        "ICFIdentifier":[
            ""
        ],
        "dashboardDisplayName":[
            "Google"
        ],
        "dashboardClassName":[
            "SAML2ApplicationClass"
        ]
    }
}

3. 

4. 

1. 

2. 

3. 

4. 
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/dashboard/available

This endpoint retrieves the list of applications available in the authenticated user’s realm. The example is based on two of
the default Dashboard applications: Google and Salesforce.

$ curl \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--header "Accept-API-Version: resource=1.0" \

https://openam.example.com:8443/openam/json/realms/root/realms/alpha/dashboard/available

{
    "google":{
        "dashboardIcon":[
            "Google.gif"
        ],
        "dashboardName":[
            "Google"
        ],
        "dashboardLogin":[
            "http://www.google.com"
        ],
        "ICFIdentifier":[
            ""
        ],
        "dashboardDisplayName":[
            "Google"
        ],
        "dashboardClassName":[
            "SAML2ApplicationClass"
        ]
    },
    "salesforce":{
        "dashboardIcon":[
            "salesforce.gif"
        ],
        "dashboardName":[
            "Salesforce"
        ],
        "dashboardLogin":[
            "http://salesforce.com"
        ],
        "ICFIdentifier":[
            ""
        ],
        "dashboardDisplayName":[
            "Salesforce"
        ],
        "dashboardClassName":[
            "SAML2ApplicationClass"
    }
}
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/dashboard/defined

This endpoint retrieves the list of all applications available defined for the AM Dashboard service. The example is based on
the three default Dashboard applications: Google, Salesforce, and Zendesk.
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$ curl \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--header "Accept-API-Version: resource=1.0" \

https://openam.example.com:8443/openam/json/realms/root/realms/alpha/dashboard/defined

{
    "google":{
        "dashboardIcon":[
            "Google.gif"
        ],
        "dashboardName":[
            "Google"
        ],
        "dashboardLogin":[
            "http://www.google.com"
        ],
        "ICFIdentifier":[
            "idm magic 34"
        ],
        "dashboardDisplayName":[
            "Google"
        ],
        "dashboardClassName":[
            "SAML2ApplicationClass"
        ]
    },
    "salesforce":{
        "dashboardIcon":[
            "salesforce.gif"
        ],
        "dashboardName":[
            "SalesForce"
        ],
        "dashboardLogin":[
            "http://www.salesforce.com"
        ],
        "ICFIdentifier":[
            "idm magic 12"
        ],
        "dashboardDisplayName":[
            "Salesforce"
        ],
        "dashboardClassName":[
            "SAML2ApplicationClass"
        ]
    },
    "zendesk":{
        "dashboardIcon":[
            "ZenDesk.gif"
        ],
        "dashboardName":[
            "ZenDesk"
        ],
        "dashboardLogin":[
            "http://www.ZenDesk.com"
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        ],
        "ICFIdentifier":[
            "idm magic 56"
        ],
        "dashboardDisplayName":[
            "ZenDesk"
        ],
        "dashboardClassName":[
            "SAML2ApplicationClass"
        ]
    }
}

If your application runs in a user-agent such as a browser, you can rely on AM to handle authentication.

Property value substitution

For file-based configurations, property value substitution lets you create similar deployments, with environment-specific
variations. For example, you might use property value substitution to specify different scripts and passwords for development,
staging, and production environments. You might also use this feature to easily rotate configuration values, such as secrets.

Property value substitution uses configuration expressions to introduce variables into the server configuration. You set
configuration expressions as the values of configuration properties, for example:

{
    "attribute" : "configuration-expression"
}

Only property values can be substituted, not the property names. The values can be set as follows:

As advanced server properties

As Java system properties on server startup

As environment variables

Properties values are evaluated with the following order of precedence, from greatest to least:

Environment variables

Java system properties

Server properties

Hardcoded property values

• 

• 

• 

1. 

2. 
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When you change configuration property values, the old value remains in effect until the affected service is restarted. To avoid
having to restart AM when you change a substituted property value, you can clear the configuration cache and force the new
property value to take effect.

Enable property value substitution

Property value substitution is disabled by default. To enable it, set the following advanced property, or the associated Java system
property: org.forgerock.openam.core.sms.placeholder_api_enabled . This property takes the following values:

ON  enables property value substitution for all property types.

STRING_ONLY  enables property value substitution for properties with string values only.

OFF  disables property value substitution.

Configuration expressions

To distinguish configuration expressions from static configuration values, the expression is preceded by an ampersand and
enclosed in braces. For example, to set the account from which emails are sent, you could define a configuration expression such
as &{email.from.address} .

To set a default value in a configuration expression, include it after a vertical bar. For example, the following expression sets a
default email address: &{email.from.address|admin@example.com} . With this configuration, the server attempts to substitute
the mail address with a defined configuration expression value. If no value is found, the server uses the default value, 
admin@example.com .

If you do not set a value for the configuration expression, and no default value is present, you will see an error similar to the
following on startup:

Invalid config: Unable to evaluate the placeholder substitution.

A configuration property can include a mix of static values and expressions. For example, if you set hostname  to am , then 
&{hostname}.example.com  evaluates to am.example.com .

Configuration expression evaluation is recursive. For example, if you set the value of the port  property to &{port.prefix}389 ,
and set port.prefix  to 2 , then &{port}  evaluates to 2389 .

emergency_home
If you are using a file-based configuration, you should use external application and policy stores, especially if
you have enabled dynamic client creation.
The following properties cannot be used with substituted values:

Realm properties, such as the realm alias .
SAML configuration properties.
OAuth2 client configuration properties.
Agent configuration properties.
Tree configuration (tree name, nodes in tree, and so on). Configuration within each node can be
substituted.

Important

• 

• 
◦ 

◦ 

◦ 

◦ 

◦ 

• 

• 

• 
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Transform data types

When configuration expressions are resolved, the result is always a string. However, you can transform or coerce the output type
of the evaluated expression to match the type that is required by the property.

You transform a property’s data type by setting the $type  before the property value, for example, "$int" : "&{expression}" .

The following coercion types are supported:

array ($array)

Transforms an array such as this:

{
    "properties" : {
        "$array" : "[\"prop1\", \"prop2\"]"
    }
}

to an array:

{
    "properties" : ["prop1", "prop2"]
}

boolean ($bool)

Transforms a string to a boolean.

decodeBase64 ($base64:decode)

Transforms a base64-encoded string into a decoded string.

encodeBase64 ($base64:encode)

Transforms a string into a base64-encoded string.

inline ($inline)

Takes file content that is too large to be written directly into a JSON file. The file can be a relative path to the current
location.

For example, if the content at /path/to/myTemplate  contains an email template, the following transformation:

info
This functionality is not currently available through the UI.

Note
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{
    "attribute" : {
        "$inline" : "/path/to/myTemplate"
    }
}

would be converted to:

{
    "attribute" : "This content contains an email template that is too large\nto be written directly into a 
JSON file.\n"
}

integer ($int)

Transforms a string to an integer.

list ($list)

Transforms a list such as this:

{
    "properties" : {
        "$list" : "prop1,prop2"
    }
}

to an array:

{
    "properties" : ["prop1", "prop2"]
}

number ($number)

Transforms integers, doubles, longs, and floats.

object ($object)

Transforms a JSON object such as an encrypted password.

string ($string)

Transforms the property to a string value.

This example sets the value of the port in the email service configuration and transforms the value to an integer when it is
evaluated:
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{
    ...
    "port" : {
        "$int" : "&{smtp.port|587}",
    },
    ...
}

With this configuration, the server evaluates the email port property to the integer specified in the property resolver. If the server
does not find a configuration expression for the port, it substitutes the default ( 587 ).

Property substitution and passwords

Passwords that are input through the UI are always encrypted. If property value substitution is enabled, variables for password
properties must include the "$string"  prefix. For example:

"myPassword": { "$string": "&{admin.password}" }

If you use a substituted property without this prefix, the value is encrypted and is not assessed as a substituted property. Values
for properties that include $string  are not encrypted and are resolved when used.

Try out property value substitution

ForgeRock provides a Postman collection to configure AM, and to run the REST requests that demonstrate property value
substitution.

Download and install Postman.

Download the ForgeRock AM Configuration Postman Collection.

Import the collection to Postman:

Go to File > Import … > Upload Files.

Select the collection you downloaded, and click Open. Then, click Import.

Change the collection variables to suit your environment:

On the Collections tab, select the ForgeRock AM Configuration Collection.

Click on the Variables tab, and change at least the value of the following variables:

URL_base

admin_password

Click Update to save your changes.

info
Property value substitution is not supported for MAP type attributes. 

Note

1. 

2. 

3. 

◦ 

◦ 

4. 

◦ 

◦ 

▪ 

▪ 

◦ 
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You are ready to run the collection.

To use property substitution in scripts, refer to Reference substituted properties in scripts.
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Core Token Service (CTS)



These pages describe how to configure the Core Token Service, and how to manage the tokens stored in it.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

CTS overview

AM’s Core Token Service (CTS) provides generalized, persistent, and highly available storage for sessions and tokens used by AM.
AM uses CTS as the authoritative source for server-side sessions and caches these sessions in its memory heap to improve
performance.(1)

CTS supports session high availability, which lets AM manage a session as long as one of the AM servers in a clustered deployment
is available. After a user has successfully authenticated, AM creates a server-side session. Any AM instance that’s configured to
use the same CTS can retrieve the session and allow access to it. The user doesn’t need to log in again unless the entire
deployment goes down.(2)

CTS provides storage for the following:

Server-side sessions and server-side authentication sessions

Session denylist (if enabled for client-side sessions)



Deployment architecture

Choose the best architecture for your
deployment.



Configure a dedicated CTS store

Prepare a DS instance to host a dedicated CTS
token store.



Manage tokens

Learn how to encrypt and/or compress tokens.



Manage expired CTS tokens

Configure how CTS tokens are pruned after they
reach their maximum time-to-live.

• 

• 
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Authentication session allowlist (if enabled for client-side sessions)

SAML v2.0-related data (if enabled for Security Token Service token validation and cancellation)

OAuth 2.0 and UMA 2.0 server-side tokens, and OAuth 2.0 client-side token denylist

Push notification data during authentication

Site-wide notification, such as logout or session termination notifications.

The CTS token store is created at installation time in the external configuration store.

In general, the Core Token Service causes more volatile replication traffic due to the possibility of short-lived entries compared to
regular configuration data. To handle the data volatility in high-load deployments, configure an additional DS service, separate
from your configuration store, to isolate session and token information.

CTS configuration recommendations

CTS helps your deployment avoid single points of failure by providing high availability to sessions and tokens stored in its token
store.

For high-volume, demanding deployments, consider the following recommendations:

Consider separate CTS storage for high volumes. If you require a higher-level performance threshold, you may want to
move the CTS token storage to one or more dedicated systems rather than sharing your configuration store, as CTS
generally causes much more replication traffic than less volatile configuration data. The CTS token store is the primary
source for session tokens and will experience both high read and write activity depending on session usage.

Isolate different stores for high volumes. CTS entries are large, around 5KB, but are short-lived, whereas configuration
data is static and long-lived. User entries are more dynamic than configuration data but much less volatile than CTS data.

For high-volume deployments, consider putting CTS data in a separate DS data store and using different tuning and
storage settings

Tune DS servers. For high performance, properly size and tune DS servers for your external CTS store.

In addition, you can enable token compression as discussed in Manage CTS tokens. When enabled, token compression
reduces load requirements on the network connection between token stores in exchange for processing time-
compressing tokens.

Limit DS replication traffic over slow links. DS servers replicate CTS data transmitted from AM servers. For each change
to a CTS token, DS replication replays the change on all DS servers in the CTS data store. The volume of replication traffic is
potentially problematic over slow links.

For high volumes when low latency is required, consider limiting the replication traffic as described in the DS
documentation on standalone servers.

(1) Prior to AM 5, the authoritative source for sessions not stored in the client was the memory heap of AM’s web container.

(2) Prior to AM 5, session high availability, formerly referred to as session failover, was optional. Starting with AM 5, session high
availability is the default behavior in AM and can’t be disabled.

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Deployment architectures

You can deploy CTS token stores in a number of deployment architectures, depending on your system requirements:

CTS affinity deployment

With affinity load balancing for CTS, AM balances request across available DS servers, always routing LDAP requests for the same
CTS token to the same directory server. This prevents AM from reading a token before DS has replicated pending changes. Affinity
is well suited for deployments with many AM servers.

Configure AM’s Connection String(s) property using the AM admin UI to use server affinity without a load balancer. For more
information on the Connection String(s) property, refer to External store configuration.

Learn more about CTS affinity deployments in the Knowledge Base article Best practice for using Core Token Service (CTS)
Affinity based load balancing in PingAM.

CTS site deployment

CTS supports uninterrupted session availability in deployments with multiple sites when all sites use the same globally replicated
CTS store. If an entire site fails or becomes unavailable, AM servers in another site detect the failure of the site’s load balancer
and attempt to use sessions from the global Core Token Service.

In the event of a failure, client applications can connect to an AM server in an active data center.



Affinity CTS token store

For high availability in the same data center.



Site CTS token store

For high availability across data centers.

info
The connection strings to the data or identity stores are static and not hot-swappable. This means that, if you expand
or contract your DS affinity deployment, AM will not detect the change.
To work around this, either:

Manually add or remove the instances from the connection string and restart AM or the container where it
runs.
Configure a DS proxy in front of the DS instances to distribute data across multiple DS shards, and configure
the proxy’s URL in the connection string.

Note

• 

• 
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Figure 1. Global CTS with affinity

For details on DS replication, refer to Replication in the Directory Services documentation.

Configure CTS token stores

The following table summarizes the high-level tasks you must perform to configure a new instance of the CTS token store:

Region 1

AM AM

DS
CTS

AM

Region 2

AM AM

DS
CTS

AM

Replication Replication

Failover
connection

Preferred
connection

Site 1 Site 2

Task Resources

Prepare a DS server
Prepare the DS schema for CTS data.

Install and configure Directory Services for CTS data

Configure AM to use the new CTS token store
Configuring a new CTS data store does not migrate existing
data from the old store to the new one. Usually, users will
need to log in again so that AM stores their sessions and
tokens in the new token store.

Configure the CTS

(Optional) Configure mTLS authentication to the CTS store
By default, AM authenticates to the CTS store using simple
(username/password) authentication. To enhance security,
you can configure mutual TLS (mTLS) authentication which
lets AM authenticate using a trusted certificate.

Secure authentication to data stores

Test session availability
For this test, you must have a site with more than one
instance. The idea is to log in a user into the first instance,
shut it down, and check that the session is still available to
the second instance.

Test session availability
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Install and configure Directory Services for CTS data

Installing DS with a setup profile creates the required backend, schema, bind user, and indexes:

Follow the steps in Install DS for AM CTS in the DS documentation.

Share the CTS store certificate with the AM container to prepare for TLS/LDAPS. The CTS store should communicate over
secure connections for security reasons.

DS 7 and later requires secure connections by default; therefore, share its certificate with the AM container before
continuing.

On the DS host, export the DS CA certificate.

DS uses a deployment ID and password to generate a CA key pair. Learn more in Deployment IDs.

Use the dskeymgr  command to export the CA certificate:

$ /path/to/opendj/bin/dskeymgr \
export-ca-cert \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword password \
--outputFile /path/to/ca-cert.pem

Copy the ca-cert.pem  file to an accessible location on the AM host.

Import the DS certificate into the AM truststore:

$ keytool \
-importcert \
-file /path/to/ca-cert.pem \
-keystore /path/to/openam/security/keystores/truststore

Learn more about configuring AM’s truststore in Prepare the truststore.

Configure the CTS store in AM.

Refer to Configure the CTS.

The bind DN of the service account to use when configuring the CTS store in AM is 
uid=openam_cts,ou=admins,ou=famrecords,ou=openam-session,ou=tokens .

Configure the CTS

This procedure assumes that the AM instances communicate with a single CTS instance (or load balancer), which has an FQDN of 
cts.example.com  and is running on port 1636 .

1. 

2. 

◦ 

◦ 

◦ 

3. 

emergency_home
If AM cannot access the CTS token store, you will be unable to log in to the AM admin UI.
Back up your deployment before making any changes to your CTS token store configuration.

Important
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Perform the following steps to configure an external CTS token store:

In the AM admin UI, go to Configure > Server Defaults, and click CTS.

On the CTS Token Store tab, set the following parameters:

On the External Store Configuration tab, configure the parameters as follows:

Save your work.

Restart AM or the web container where it runs for the changes to take effect.

1. 

2. 

CTS Token Store Parameters

Parameter Value Notes

Store Mode External Token Store

Root Suffix ou=famrecords,ou=openam-

session,ou=tokens

3. 

External Store Configuration Parameters

Parameter Value Notes

SSL/TLS Enabled True When connecting to DS 7, or a DS
server in production mode, enable
secure connections. When you
enable SSL/TLS, make sure the AM
server can trust the DS server
certificate and that the certificate
matches the CTS store FQDN.

Connection String(s) cts.example.com:1636 Use the LDAPS port or the LDAP port
with StartTLS ( cts.example.com:
1389 ).

Login ID uid=openam_cts,ou=admins,ou=famr

ecords,ou=openam-

session,ou=tokens

The bind DN of the service account
AM uses to connect to the directory
service.

Password 5up35tr0ng Use a strong bind password for
production systems.

Heartbeat 10 Tune this value for production
systems.

4. 

5. 
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Test session availability

To test session availability, use two browsers: Chrome and Firefox. You can use any two browser types, or run the browsers in
incognito mode. You can also view tokens using an LDAP browser.

In Chrome, log in to the second AM instance with the amAdmin  user, click the realm, and click Sessions.

In Firefox, log in to the first AM instance with a test user.

In Chrome, verify that the test user exists in the first AM instance’s session list and not in the second instance.

Shut down the first AM instance.

In Firefox, rewrite the URL to point to the second AM instance.

If successful, the browser won’t prompt for login.

Confirm the session is still available.

In Chrome, list the sessions on the second instance and observe the test user’s session.

Restart the first AM instance to complete the testing.

Manage CTS tokens

You can configure AM to encrypt or compress CTS tokens as they are stored in the token store. The following properties, disabled
by default, are associated with token encryption and compression:

com.sun.identity.session.repository.enableEncryption

Supports encryption of CTS tokens. Default: false .

com.sun.identity.session.repository.enableCompression

Enables GZip-based compression of CTS tokens. Default: false .

com.sun.identity.session.repository.enableAttributeCompression

Supports compression over and above the GZip-based compression of CTS tokens. Default: false .

1. 

2. 

3. 

4. 

5. 

6. 

7. 

emergency_home
Compression can undermine the security of encryption. You should evaluate this threat, according to your use case,
before you enable compression and encryption.

Important
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Configure AM to encrypt and compress CTS tokens for storage

Go to Configure > Server Defaults > Advanced.

Find the property you want to enable in the Property Name column.

Replace the false  value with true  in the Property Value column.

Click Save Changes.

Enable the same property on every AM instance within the site.

Failure to do so may cause unexpected issues storing and reading tokens across the environment.

Restart the AM servers for the changes to take effect.

CTS backups and DS replication purge delay

Replication replays each update on all directory servers, so they eventually converge on the same directory, token, session, SAML
v2.0, and OAuth 2.0 data. DS data replication ensures directory services remain available for reads and writes when a server
crashes or network connection goes down.

The directory servers store historical information to replay updates in the right order. DS servers periodically purge this historical
information to prevent it from growing indefinitely. The setting that governs how long to retain historical information is the DS 
replication-purge-delay .

The default DS replication-purge-delay  is 3 days. Although this setting is generally appropriate for most data, it may be too
long for volatile CTS data in high-volume deployments.

If you have separated your DS servers for CTS from DS servers for other data, you can lower the replication purge delay on all DS
replicas. For example, the following command sets it to 12 hours for a single DS replica on cts.example.com :

warning
When encryption or compression properties are changed, all previous tokens in the LDAP store will be unreadable;
thus, invalidating any user’s sessions. As a result, the user will be required to log in again.

Warning

1. 

2. 

3. 

4. 

5. 

6. 

lightbulb_2
Configuring the CTS to encrypt and store tokens incurs a performance penalty for AM. If you need to encrypt the
stored tokens in your environment, consider configuring the CTS token store DS instance to encrypt the data instead.
For more information about encrypting a DS instance, see the Data encryption in the Directory Services
documentation.

Tip
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$ /path/to/opendj/bin/dsconfig \
set-synchronization-provider-prop \
--provider-name "Multimaster Synchronization" \
--set replication-purge-delay:12h \
--hostname cts.example.com \
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--no-prompt

You must decide whether CTS data backups are important in your deployment. It may not be worth backing up the CTS data.
Losing CTS tokens may be acceptable if the worst-case scenario means users have to log in again.

For deployments with critical long-lived sessions or long-lived refresh tokens, losing tokens may not be acceptable. If losing CTS
tokens is not acceptable, back up CTS data.

When backing up CTS data, be aware that DS backups older than the replication purge delay are useless. DS replication can only
bring a replica up to date when it has the historical information to replay changes in the right order. If you restore a DS server
from data older than the replication purge delay, the other DS servers will have already purged the historical information needed
to replay the pending changes. For details, refer to Backup and restore in the ForgeRock Directory Services documentation.

Manage expired CTS tokens

Tokens in the CTS store have a limited time to live, after which they expire and must be pruned. By default, AM manages expired
tokens by using its own reaper. You can, however, delegate this task to DS.

Although both solutions work equally well, using DS to manage token expiration instead of AM’s reaper frees up resources in AM
servers that can then be used for policy or authorization requests.

The following topics explain the two methods of managing expired CTS tokens in detail.

Manage expired tokens with the AM CTS reaper

When an AM server modifies a token in the CTS token store, it takes responsibility for managing that token when it expires. Each
AM server maintains a local cache of expired tokens to delete, and when to delete them.

Using the local reaper cache reduces the number of searches to the CTS store to determine expired tokens to delete. This
improves overall cluster performance. Servers still search the CTS store for expired tokens occasionally, to ensure expired tokens
aren’t missed when a server in the cluster goes down.

The AM CTS reaper is enabled by default and requires no extra configuration. If you’ve configured the DS expiration and deletion
feature instead, and then want to re-enable the AM CTS reaper, read Re-enable the AM reaper.

Manage expired tokens using DS

If you disable the AM CTS reaper, AM relies on DS capabilities to delete expired tokens.
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DS doesn’t reap its contents by default–you must configure DS to expire and delete entries. Entry expiration and deletion uses an 
ordering index to find CTS tokens that have reached their time to live then expire and delete them.

Before you configure DS to manage CTS token expiration, consider the following points:

DS doesn’t replicate entry deletion across servers. You must make sure all CTS store replicas are configured in the same
way. For details, refer to Entry expiration in the DS documentation.

Disabling the AM reaper impacts session-related functionality, such as sending notifications about session expiration or
timeouts to agents.

When you completely disable the AM reaper, the following session functionality becomes unavailable:

Implementations of org.forgerock.openam.cts.reaper.TokenDeletionStrategy , responsible for deleting
expiring tokens.

Custom logic for specific token types (unrelated to simply deleting tokens) no longer works.

Implementations of org.forgerock.openam.cts.continuous.watching.ContinuousListener  and 
org.forgerock.openam.cts.continuous.watching.ContinuousWatcher  no longer receive deletion notifications in
case of session timeout.

Active logout is not impacted.

Code built on top of com.iplanet.dpro.session.service.SessionEventListener  no longer receives 
IDLE_TIMEOUT  or MAX_TIMEOUT  events. This affects:

Session timeout monitoring

Session timeout auditing

Session timeout logging

Session timeout notifications for agents (PLL, WebSockets)

Timeout handlers configured through the openam-session-timeout-handler-list

Session web hooks registered during authentication

Code built on top of com.iplanet.dpro.session.watchers.listeners.SessionDeletionListener  no longer
receives notifications when the session idle or maximum lifetime is exceeded (common usage includes caches).

Listeners built on top of com.sun.identity.plugin.session.SessionListener  no longer receive notifications on
active logout or when the maximum session time is reached (idle timeout is ignored).

If you don’t need these session capabilities, refer to Let DS manage CTS tokens (ignore session capabilities).

If you do need these session capabilities, refer to Let DS manage CTS tokens (retain session capabilities).

• 

• 

◦ 

◦ 

◦ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

◦ 

◦ 

lightbulb_2
A common CTS token management strategy is to configure AM to reap session tokens only, and to use DS to manage
non-session tokens. This configuration lets you retain session-related functionality, while benefiting from DS’s token
management capabilities.
If your environment requires it, you can also configure the AM reaper to manage different subsets of tokens other
than session tokens.

Tip
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Let DS manage CTS tokens (ignore session capabilities)

Perform one of the following steps, depending on whether you’re installing a new DS instance for CTS, or modifying an
existing instance:

If you’re installing a new DS instance, use the CTS setup profile.

Choose the option "DS manages all token expiration".

If you have an existing DS instance that you’re using as a CTS store, configure the DS entry expiration and deletion
feature for the coreTokenExpirationDate  attribute.

$ /path/to/opendj/bin/dsconfig set-backend-index-prop \
--hostname 'ds.example.com' \
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePassword:file /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--backend-name amCts \
--index-name coreTokenExpirationDate \
--set ttl-enabled:true \
--set ttl-age:10s \
--no-prompt

DS doesn’t replicate entry deletion across servers. You must configure all CTS store replicas in the same way. Learn
more in Entry expiration in the DS documentation.

Disable the AM CTS reaper.

Go to Configure > Server Defaults > Advanced and set the org.forgerock.services.cts.store.reaper.enabled
property to false .

This change doesn’t require a server restart. Learn more about this advanced server property in Advanced properties.

Perform this step on all AM servers in your deployment.

emergency_home
These steps assume you don’t need the session capabilities impacted by disabling the AM CTS reaper. They
configure DS to manage expiration and deletion of all CTS tokens in your environment.

Important

1. 

◦ 

◦ 

info
This attribute is already indexed, but you must enable the TTL-related properties: 

Note

2. 

Core Token Service (CTS) PingAM

314 Copyright © 2025 Ping Identity Corporation

https://docs.pingidentity.com/pingds/7.4/install-guide/profile-am-cts.html
https://docs.pingidentity.com/pingds/7.4/install-guide/profile-am-cts.html
https://docs.pingidentity.com/pingds/7.4/config-guide/import-export.html#backend-ttl
https://docs.pingidentity.com/pingds/7.4/config-guide/import-export.html#backend-ttl


Let DS manage CTS tokens (retain session capabilities)

Perform one of the following steps, depending on whether you’re installing a new DS instance for CTS, or modifying an
existing instance:

If you’re installing a new DS instance, use the CTS setup profile.

Choose the option "AM reaper manages only SESSION token expiration".

If you’re modifying an existing DS instance, follow these steps:

Copy the value of the coreTokenExpirationDate  attribute to the coreTokenTtlDate  for all existing
tokens except for SESSION  tokens.

AM will manage the SESSION  tokens separately.

If you don’t perform this step, neither the AM reaper nor the DS expiration feature will delete these
tokens. They’ll remain in the CTS store until you remove them manually.

Create an ordering index for the coreTokenTtlDate  attribute:

$ /path/to/opendj/bin/dsconfig create-backend-index \
--hostname 'ds.example.com' \
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePassword:file /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--backend-name amCts \
--index-name coreTokenTtlDate \
--set index-type:ordering \
--no-prompt

Rebuild the new index using the rebuild-index  command:

$ /path/to/opendj/bin/rebuild-index \
--hostname 'ds.example.com' \
--clearDegradedState \
--port 4444 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePassword:file /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--baseDN "dc=cts,dc=example,dc=com" \
--index coreTokenTtlDate

emergency_home
These steps assume you need the session capabilities that would be impacted by disabling the AM CTS reaper.
They configure AM to reap SESSION tokens, while using DS capabilities to manage other tokens.

Important

1. 

◦ 

◦ 

1. 

2. 

3. 

PingAM Core Token Service (CTS)

Copyright © 2025 Ping Identity Corporation 315

https://docs.pingidentity.com/pingds/7.4/install-guide/profile-am-cts.html
https://docs.pingidentity.com/pingds/7.4/install-guide/profile-am-cts.html


Configure entry expiration and deletion for the coreTokenTtlDate  index you created in the previous
step:

$ /path/to/opendj/bin/dsconfig set-backend-index-prop \
--hostname 'ds.example.com' \
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePassword:file /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--index-name coreTokenTtlDate \
--backend-name amCts \
--set ttl-enabled:true \
--set ttl-age:10s \
--no-prompt

Learn more in Entry expiration in the DS documentation.

In the AM admin UI, go to Configure > Server Defaults > Advanced and configure the following advanced server
properties for each AM server that shares the CTS store cluster:

Set org.forgerock.services.cts.store.ttlsupport.enabled  to true .

Set org.forgerock.services.cts.store.ttlsupport.exclusionlist  to SESSION .

Set org.forgerock.services.cts.store.reaper.enabled  to true .

The changes are effective immediately. Learn more about these advanced server properties in Advanced properties.

Re-enable the AM reaper

Follow these steps if you previously enabled the DS expiration and deletion feature but want to disable it and re-enable the AM
reaper.

If you enabled the DS expiration and deletion feature following the steps in Let DS manage CTS tokens (ignore session
capabilities), follow these steps to enable the AM CTS reaper for all tokens:

Disable DS entry expiration and deletion for the coreTokenExpirationDate  index:

4. 

emergency_home
DS doesn’t replicate deletion of entries across servers. You must configure all CTS store replicas in the
same way. 

Important

2. 

◦ 

◦ 

◦ 

1. 

◦ 
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$ /path/to/opendj/bin/dsconfig set-backend-index-prop \
--hostname 'ds.example.com' \
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePassword:file /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--backend-name amCts \
--index-name coreTokenExpirationDate \
--set ttl-enabled:false \
--no-prompt

Re-enable the AM CTS reaper:

On each AM server in your deployment, go to Configure > Server Defaults > Advanced and set the 
org.forgerock.services.cts.store.reaper.enabled  property to true .

If you enabled the DS expiration and deletion feature following the steps in Let DS manage CTS tokens (retain session
capabilities), follow these steps to enable the AM CTS reaper for all tokens:

Disable the DS entry expiration and deletion feature for the coreTokenTtlDate  index. For example:

$ /path/to/opendj/bin/dsconfig set-backend-index-prop \
--hostname 'ds.example.com' \
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePassword:file /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--index-name coreTokenTtlDate \
--backend-name amCts \
--set ttl-enabled:false

Delete the index created for the coreTokenTtlDate  attribute. For example:

emergency_home
Don’t delete the index. Configure all CTS store replicas in the same way. 

Important

◦ 

2. 

◦ 

emergency_home
Configure all CTS store replicas in the same way. 

Important

◦ 
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$ /path/to/opendj/bin/dsconfig delete-backend-index \
--hostname 'ds.example.com' \
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePassword:file /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--backend-name amCts \
--index-name coreTokenTtlDate \
--no-prompt

Go to Configure > Server Defaults > Advanced and configure the following advanced server properties in all of the
AM servers sharing the CTS store cluster:

Set org.forgerock.services.cts.store.ttlsupport.enabled  to false .

Remove the org.forgerock.services.cts.store.ttlsupport.exclusionlist  property from the
configuration.

Set org.forgerock.services.cts.store.reaper.enabled  to true .

The changes are effective immediately. For more information about these advanced server properties, see Advanced
properties.

Tune the CTS

There are several tuning considerations for the efficient processing of your CTS token store:

emergency_home
Configure all CTS store replicas in the same way. 

Important

◦ 

▪ 

▪ 

▪ 

Task Resources

Configure the reaper cache size
The reaper process prunes tokens in the store that have
reached their maximum time-to-live.

Reaper cache size

Manage the reaper search size
In addition to the cache, the reaper also uses a search to find
expired tokens. You can tune the maximum amount of
tokens that the reaper can find and delete in a single
invocation.

Reaper search size

Change the OAuth 2.0 Storage Scheme
If the CTS token store was created on a version of AM earlier
than 6.5, configure the grant-set  scheme to improve the
performance of OAuth 2.0-related operations.

OAuth 2.0 CTS storage scheme
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Reaper cache size

The size of the AM reaper cache is controlled by the org.forgerock.services.cts.reaper.cache.size  advanced property. The
default size is 500000  tokens.

If an AM server is under sustained heavy load, the reaper cache may reach capacity, causing degraded performance due to the
additional slower searches of the CTS store. If the reaper cache is full, messages are logged in the Session  debug log, such as the
following:

The CTS token reaper cache is full. This will result in degraded performance.
You should increase the cache size by setting the advanced server property
'org.forgerock.services.cts.reaper.cache.size' to a number higher than 500000.

If this debug message appears frequently in the debug logs, increase the value of the 
org.forgerock.services.cts.reaper.cache.size  property. To alter the value, in the AM admin UI, go to Configure > Server
Defaults > Advanced, and add the property and increased value to the list.

Increasing the size of the reaper cache causes higher memory usage on the AM server. If a cache of the default size of 500000
entries is nearly full, the server memory used could be up to approximately 100 megabytes.

Reaper search size

The reaper uses its cache to ensure that expired tokens are removed from the CTS token store, but it also has a built-in
mechanism to search for expired tokens that may have not been purged. This could happen, for example, due to an AM instance
crash.

When the reaper searches for expired tokens, DS returns a page of records; the reaper deletes these tokens.

To configure the maximum number of records that DS returns, use the 
org.forgerock.services.cts.reaper.search.tokenLimit  advanced server property. The default is 5000 .

To configure how often the search runs, and the grace period for the tokens the reaper deletes, configure the following
properties:

org.forgerock.services.cts.reaper.search.pollFrequencyMilliseconds .

Specifies how often to perform a search for expired tokens. The default is 5000  milliseconds.

The value of this setting should never be higher than a few seconds, since the goal is to launch the search fair often so that
the expired tokens do not pile up.

Task Resources

Set the poll interval for the logout user cache
In a multi-server deployment, servers poll the CTS at a
specified interval to update their logout user token cache
with the tokens from other servers.

CTS poll interval

info
Tune the AM reaper cache size only if the org.forgerock.services.cts.store.reaper.enabled  advanced server
property is set to true .

Note

• 
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org.forgerock.services.cts.reaper.search.gracePeriodMilliseconds .

Specifies the grace period used when searching for expired tokens. Any tokens that expired more than the specified
duration ago are returned. The default is 300000  milliseconds.

Set the grace period larger than the value controlled by the 
org.forgerock.services.cts.reaper.cache.pollFrequencyMilliseconds  advanced property. This allows an AM
instance sufficient time to delete the token using its cache, rather than search.

Deleting from the cache is preferred as it avoids expensive searches against the CTS store.

To tune the reaper searches, run load tests in your environment with the default reaper parameters, and then watch if the
expired tokens build up. If there is none, then the reaper is sufficiently tuned. If you see token build-up, tune the reaper cache
first, since it is the less expensive of the two reaping mechanisms.

It is fine if there is a small amount of expired tokens left on each iteration of the reaper search as long as tokens are cleared up
during lower activity periods.

Keeping a large number of expired tokens in the CTS store results in increased disk space usage, and in AM not sending
expiration notifications in a timely fashion.

Setting the token limit too high could negatively affect the performance of the DS instance. It is better to launch more runs of the
reaper search with smaller amounts of records, than fewer runs with larger amounts of records.

OAuth 2.0 CTS storage scheme

AM 6.5 introduced a new scheme for storing OAuth 2.0 tokens in the CTS store, called the grant-set scheme.

The grant-set  scheme groups multiple authorizations for a given OAuth 2.0 client and resource owner pair and stores them in a
single CTS OAUTH2_GRANT_SET  entry. This implementation reduces the size and quantity of entries stored, as well as the number
of calls required to perform OAuth 2.0 operations.

The one-to-one  scheme stores the state of multiple authorizations for a given OAuth 2.0 client and resource owner pair across
multiple entries, and is more resource intensive. You should upgrade to the grant-set  scheme once all the servers on your
environment have been upgraded to AM 6.5 or later.

The grant-set  scheme is backwards-compatible with existing entries stored in the CTS store. Therefore, any access or refresh
token issued before configuring the grant-set  scheme is still valid. The CTS store retains an existing token in its original form
until the refresh token expires or the token is actively revoked.

Users do not notice any change in the tokens they receive. There is no change to the OAuth 2.0 endpoints.

To enable the grant-set  scheme:

Go to Configure > Global Services > OAuth2 Provider > Global Attributes.

In the CTS Storage Scheme drop-down, choose Grant-Set Storage Scheme.

Click Save Changes.

New OAuth 2.0 tokens stored in the CTS after the change use the new scheme automatically.

• 

1. 

2. 

3. 
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CTS poll interval

If client-side session logout is enabled, AM stores the logout user tokens in a local cache. In a multi-server deployment, servers
poll the CTS at a specified interval to update their logout user token cache with the tokens from other servers.

The poll interval is specified by the global session property Enable Invalidation of Sessions Based on User Identifier, and is set to 
60  seconds by default.

A very long polling interval gives malicious users time to connect to other AM servers within a site and use stolen session cookies.
A very short polling interval improves security by invalidating user sessions across servers in a shorter time-frame, but can incur a
performance cost.

A value of 0  disables polling of the CTS. Do not disable polling in a multi-server site, as this prevents logoutByUser  session
invalidation data from being shared between servers.
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Security



These topics are written for administrators that are comfortable securing web applications. Although the topics lay out a
comprehensive list of actions to take, security is a very broad subject, and every environment is different; readers are expected to
do their own research and complement the information found in these topics.

These topics do not provide guidance on securing specific AM features, such as OAuth 2.0 or SAML v2.0. You will find this
information in the topics dedicated to those features.

When you deploy AM, you must ensure that your environment is built and configured with security in mind. This includes:

The network infrastructure.

The operating system.

The container where AM runs.

The Java installation and the cryptography settings.

The clients and applications that will connect to AM.

The CTS store, identity stores, and any other application stores.

AM’s own configuration.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

• 

• 

• 

• 

• 

• 

• 



Network

Tips for securing your network infrastructure.



Audit logging

About the AM audit logging service.



Certificates and keys

AM cryptographic keys, keystores, and secret
stores.



Protect the session cookie from hijacking

How to protect the session cookie from
malicious users.
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General security considerations

This list does not intend to show you best practices in network and system administration. Rather, it suggests a number of
security mechanisms that you can expand upon.

Keep up to date on patches

Security vulnerabilities are the reason why you should keep your operating systems, web and application servers, and any
other application in your environment up to date. Knowledge of vulnerabilities spread fast across malicious users, who
would not hesitate in trying to exploit them.

Ping Identity maintains a list of security advisories you should follow. You should also follow similar lists from all your vendors.

Keep up to date on cryptographic methods and algorithms

Different algorithms and methods are discovered and tested over time, and communities of experts decide which are the
most secure for different uses. Do not use outdated algorithms such as RSA for generating your keys.

Turn off unnecessary features

The more features you have turned on, the more features you need to secure, patch, and audit. If something is not being
used, disable it or uninstall it.

Limit access to the servers hosting AM

A large part of protecting your environment is making sure only authorized people can access your servers and
applications through the appropriate network, using the appropriate ports, and presenting strong-enough credentials.

Ensure users connect through SSL / TLS to the systems and audit system access periodically.

For a list of ports used in AM by default, see Ports used.

Enforce security

Do not expect your users to follow security practices on their own; enforce security when possible by requiring secure
connections, password resets, and strong authentication methods.

Audit Access and Changes

Audit logs record all events that have happened. Some applications store them with their engine logs, some others use
specific files or send the information to a different server for archiving. Operating systems have audit logs as well, to
detect unauthorized login attempts and changes to the software.

AM has its own audit logging service that adheres to the log structure common across the Ping Identity Platform.

Secure network communication

It is extremely important to keep your AM instances safe from both internal and external attacks. This can be a challenge when
you cannot control who connects to your instances.
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For example, a client could send unprotected credentials in an HTTP Authorization header. Even if AM were to reject the request,
the credentials would already be leaked to any eavesdroppers.

The best way to protect your environment is to enforce the use of secure HTTPS communication.

The following table summarizes best practices about network security in AM environments:

Secure HTTP and LDAP connections

HTTPS and LDAPS secure connections use the transport layer security protocol (TLS). TLS depends on digital certificates (public
key certificates) to share the public keys for signing and encryption. These certificates include information such as the public key,
the owner of the key, and a digital signature created by the issuer of the certificate.

In client-server environments, the server provides a certificate that proves that the content it serves is as intended and hasn’t
been changed by malicious users. In some environments, the client must also present its own certificate. This is called mutual TLS
(mTLS).

To begin the TLS handshake, the actor receiving the certificate must know and trust the issuer of the certificate. This happens by
default for certificates issued by a certificate authority (CA), but not for self-signed certificates. If you decide to use self-signed
certificates, you must share them across the servers and applications that need to communicate in your environment.

Task Resources

Enforce secure connections
Secure connections between AM and the rest of your
platform, whether it is DS servers or your applications.

Secure HTTP and LDAP connections

Use a reverse proxy
Configure AM behind a reverse proxy. This will protect AM
against DoS attacks and restrict access to AM and its
endpoints to networks you trust.

Configure AM behind a reverse proxy

Configure CORS filters
Configure a CORS filter such that only your trusted clients
and applications can make cross-domain calls to your AM
instances.

Configure CORS support

Adjust AM’s cookie domain
Configure AM cookie domain so that AM communicates with
the hosts in the required domains and sub-domains.

Change the cookie domain

Learn about the CSRF protection filter for REST endpoints
By default, AM protects its /json  endpoints using a header
filter.

Protect against CSRF attacks

lightbulb_2
Be mindful of security breaches and vulnerabilities that happen across the world, and ensure your environment isn’t
using outdated, insecure protocols, such as SSL 3.0, TLS 1.0, and others.

Tip
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Configure the AM container for HTTPS connections

Configure the container where AM runs for HTTPS to prevent communication over insecure HTTP. This includes HTTPS
communication between AM and the following components:

Web and Java agents

Client applications

Any other member of the Ping Identity Platform

HTTPS connections happen at the container level, encapsulated in the TLS protocol. This means AM itself isn’t involved in checking
or sending certificates. The same is true for web and Java agents.

Some advanced AM features, however, require AM to be able to validate certificates without the mediation of the container. For
more information about those features, refer to AM features that use keys.

To secure communication to AM, configure the container for HTTPS connections and install AM using the https  protocol and the
appropriate secure port. Follow the steps in Installation to prepare your environment and install AM.

You can also reconfigure your instances to use HTTPS. Learn more in How do I enable SSL in PingAM for an existing installation?
.

To control the protocols used for outbound HTTPS connections, configure the -Dhttps.protocols  JVM setting in the container
where AM runs. For details, refer to Security settings.

Secure Directory Server communication

Configure AM and its connected data stores to enforce secure communication. This includes communication between AM and the
following data stores:

Configuration store

Identity store

Application and policy stores

CTS and UMA stores

Configure AM to trust Directory Server certificates

Secure directory server connections check certificates stored in the truststore of the container where AM runs. This procedure
assumes you are using Apache Tomcat and a DS instance. Refer to your container and directory server documentation for more
information.

Configure your directory server to enforce secure communication if it doesn’t already.

For DS instances, refer to Require LDAPS in the DS documentation.

On the DS host, export the DS CA certificate.

• 

• 

• 

info
Configuring AM for HTTPS is only the first step. You must also configure the web or Java agent, applications, and any
other member of the Ping Identity Platform for HTTPS. 

Note

• 

• 

• 

• 

1. 

2. ◦ 
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DS uses a deployment ID and password to generate a CA key pair. Learn more in Deployment IDs.

Use the dskeymgr  command to export the CA certificate:

$ /path/to/opendj/bin/dskeymgr \
export-ca-cert \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword password \
--outputFile /path/to/ca-cert.pem

Copy the ca-cert.pem  file to an accessible location on the AM host.

Import the DS certificate into the AM truststore:

$ keytool \
-importcert \
-file /path/to/ca-cert.pem \
-keystore /path/to/openam/security/keystores/truststore

You are now ready to configure AM to use secure connections to the directory server.

Configure secure DS connections

Make a backup of your environment, as explained in Back up configurations.

Ensure your stores are ready for secure connections, and that AM can trust the certificates of the directory servers. Failure
to do so may cause several problems, such as the amAdmin  user being unable to log in, or AM being unable to start up.

Try the change first in test or development environments.

Specify the TLS protocol(s) AM will use for outbound LDAPS connections by configuring the -
Dorg.forgerock.openam.ldap.secure.protocol.version  JVM setting in the container where AM runs.

For example:

-Dorg.forgerock.openam.ldap.secure.protocol.version=TLSv1.2,TLSv1.3

For details, refer to Security settings.

To configure identity stores:

In the AM admin UI, go to Realms > Realm Name > Identity Stores > Store Name > Server Settings.

In the LDAP Connection Mode drop-down list, choose LDAPS.

◦ 

3. ◦ 

1. 

2. 

lightbulb_2
Certificate hostname validation is strict. AM checks that the hostname in the LDAP server certificate matches
the hostname of the directory server, and DS checks that the server it’s trying to connect to has a certificate
that matches its hostname.

Tip

3. 

4. 

◦ 

◦ 
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Click Save Changes.

Perform these steps in every realm as necessary.

To configure LDAPS for the external CTS store:

In the AM admin UI, go to Deployment > Servers > Server Name > CTS > External Store Configuration.

Enable the SSL/TLS Enabled option.

Click Save Changes.

To configure the configuration store:

Go to Deployment > Servers > Server Name > Directory Configuration > Server.

On the Connection type drown-down list, choose SSL.

Click Save Changes.

Perform these steps on every server as necessary.

To configure external policy and application stores:

Go to Configure > Global Service > External Data Stores > Secondary Configurations > Store Name.

Enable the Use SSL option.

Click Save Changes.

Perform these steps for each store in every realm as necessary.

To configure external UMA stores:

Go to Deployment > Servers > Server Name > UMA > External UMA store.

Enable the SSL/TLS Enabled option.

Click Save Changes.

Perform these steps for each store as necessary.

When using clients, make LDAP calls through the LDAPS port and make sure the client has access to the store certificate.

Otherwise, the LDAP server won’t be able to validate the connection.

For DS stores, you should also specify the keystore file containing the store certificate, and its password. For example:

--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \

Different commands and keystore types may require different options. For more information, refer to the Directory
Services Tools Reference.

◦ 

5. 

◦ 

◦ 

◦ 

6. 

◦ 

◦ 

◦ 

7. 

◦ 

◦ 

◦ 

8. 

◦ 

◦ 

◦ 

9. 
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Configure AM behind a reverse proxy

Reverse proxies (such as ForgeRock Identity Gateway) are proxy servers that sit between clients and application servers. Their
main function is to act on behalf of the application server, forwarding resources to the client as if they were the application server
itself.

Modern reverse proxies provide additional functionality such as load balancing, compression, SSL termination, web acceleration,
and firewall capabilities.

Configuring a reverse proxy in front of your AM instances provides the following security benefits:

Protecting AM servers from denial of service attacks.

A reverse proxy will terminate incoming connections and reopen them against the AM servers, effectively masking the AM
IP addresses. This makes it more difficult for attackers to launch DoS attacks against them. A firewall can prevent direct
access to the AM servers.

SSL termination/SSL offloading.

Since reverse proxies terminate incoming connections to AM, they also decrypt the HTTPS requests and pass them
unencrypted to the container where AM runs.

This has several benefits, such as removing the need to install certificates in the containers, which simplifies the
management of SSL/TLS.

Depending on your environment, though, you may decide to configure SSL/TLS between AM and the reverse proxy, or
configure the proxy to pass-through the SSL traffic to the container where AM runs.

These topics assume that AM is configured to use HTTPS communication.

Unique point of access to AM.

Configuring a reverse proxy in front of AM creates a channel between the public network and the internal network.

Since all communication to AM needs to come from the reverse proxy, you can, for example, restrict access to a set of
trusted networks. You can fine-tune the access restrictions for each request and apply rate-limiting and load balancing
such that a possible attack does not bring down your whole infrastructure.

Protecting endpoints

In the same way that you can restrict access to trusted networks, you can also restrict access to any endpoint AM is
exposing.

AM exposes a number of internal administration endpoints, such as the /sessionservice  endpoint. You must ensure
those are not reachable over the Internet.

For a list of internal endpoints that you should protect, see Service endpoints.

Regarding feature endpoints, AM makes endpoints accessible the moment an administrator creates a service. For
example, the OAuth 2.0 endpoints are not available by default, but configuring an instance of the OAuth 2.0 provider
service in a realm will make the endpoints available for that realm.

You must ensure you are exposing the correct endpoints to the Internet.

• 

• 

• 

• 
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Recommending how to set up your network infrastructure is beyond the scope of this document. There are too many
permutations that are valid use cases; for example, some environments may deploy a reverse proxy for its load balancing
capabilities instead of dedicated, hardware-based load balancers. More complex deployments may have multiple layers of
firewalls, load balancers, and reverse proxies.

The following figure is an example of a possible configuration:

Figure 1. Exposing only the reverse proxy to the internet

The following table summarizes the high-level tasks required to configure AM when it is behind a proxy:

Configure AM for outbound communication

Clients from different networks connect to AM to use its functionality. These clients initiate communication with AM and the
container where it runs. However, when AM acts as a client to a third-party application, it makes outbound calls outside its
container to retrieve information or services.

Task Resources

Configure the proxy’s details
Configure AM or the container where it runs to route
outbound traffic through the proxy.

Configure AM for outbound communication

Configure the Base URL service
Services configure their endpoints based on AM’s URL. The
Base URL service remaps the endpoints of the services that
require it to the proxy’s URL.

Configure the Base URL source service
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When AM is behind a proxy, you must route AM’s client through the proxy. To do so, provide the proxy’s details to AM and the
container where it runs:

Set the relevant proxy JVM options in the container where AM runs.

-Dhttps.proxyHost

IP address or hostname of the proxy server. For example, proxy.example.com .

-Dhttps.proxyPort

Port number of the proxy server. For example, 8443 .

-Dhttp.nonProxyHosts

A pipe-separated ( | ) list of IP addresses or hostnames that should be reached directly, bypassing the proxy
configuration. For example, localhost|internal.example.com .

Use wildcards ( * ) at the beginning or the end of the address or hostname. For example, *.example.com  or 
internal* .

-Dhttp.proxyHost

IP address or hostname of the proxy server. For example, proxy.example.com .

-Dhttp.proxyPort

Port number of the proxy server. For example, 8080 .

-Dhttp.nonProxyHosts

A pipe-separated ( | ) list of IP addresses or hostnames that should be reached directly, bypassing the proxy
configuration. For example, localhost|internal.example.com .

Use wildcards ( * ) at the beginning or the end of the address or hostname. For example, *.example.com  or 
internal* .

For example, set the properties in the JAVA_OPTS  variable of the $CATALINA_BASE/bin/setenv.sh  Apache Tomcat file.

Check whether your proxy requires authentication:

If the proxy requires authentication:

In the org.forgerock.openam.httpclienthandler.system.proxy.uri  advanced server property, configure
the URI of the proxy.

The URI must be in the format scheme://hostname:port .

For example, https://myproxy.example.com:443 .

In the org.forgerock.openam.httpclienthandler.system.proxy.username  and the 
org.forgerock.openam.httpclienthandler.system.proxy.password  advanced server properties,
configure the proxy’s credentials.

In the org.forgerock.openam.httpclienthandler.system.nonProxyHosts  advanced server property,
provide one or more target hosts for which resulting HTTP client requests should not be proxied.

1. 

2. 

1. 

▪ 

▪ 

▪ 

PingAM Security

Copyright © 2025 Ping Identity Corporation 331



The list must be comma-separated, for example [localhost,127.*,*.example.com] .

Configuring these properties lets features using ForgeRock’s ClientHandler code use the proxy settings
defined in the advanced server properties.

If the proxy does not require authentication:

Set the org.forgerock.openam.httpclienthandler.system.proxy.enabled  advanced server property to 
true .

Configuring this property lets features using ForgeRock’s ClientHandler code use the JVM proxy settings.

For more information about the advanced server properties, see Advanced Properties.

To configure advanced server properties for all the instances of the AM environment, in the AM admin UI, go to Configure
> Server Defaults > Advanced.

To configure advanced server properties for a particular instance, go to Deployment > Servers > Server Name > Advanced.

To configure advanced server properties for a particular instance, go to Deployment > Servers > Server Name > Advanced.

If the property you want to add or edit is already configured, click on the pencil () button to edit it. When you are finished, click
on the tick () button.

Click Save Changes.

Configure the Base URL source service

In many deployments, AM determines the base URL of a provider using the incoming HTTP request. However, there are often
cases when the base URL of a provider cannot be determined from the incoming request alone, especially if the provider is
behind a proxying application. For example, if an AM instance is part of a site where the external connection is over SSL but the
request to the AM instance is over plain HTTP, AM will have difficulty reconstructing the base URL of the provider.

In these cases, AM supports a provider service that lets you configure a realm to obtain the base URL, including the protocol, for
components that need to return a URL to the client.

In the AM admin UI, go to Realms > Realm Name > Services, and click Add a Service.

Click Base URL Source, and click Create. Leave the fields empty.

For Base URL Source, choose one of the following options:

2. 

▪ 

• 

• 

• 

lightbulb_2
You can tune the connection factory behavior of the features that use ForgeRock’s ClientHandler code. For example,
the scripting engine, or the social provider authentication nodes.
The following advanced server properties control different aspects of the connection factory:

org.forgerock.openam.httpclienthandler.system.clients.connection.timeout

org.forgerock.openam.httpclienthandler.system.clients.max.connections

org.forgerock.openam.httpclienthandler.system.clients.pool.ttl

org.forgerock.openam.httpclienthandler.system.clients.response.timeout

org.forgerock.openam.httpclienthandler.system.clients.retry.failed.requests.enabled

org.forgerock.openam.httpclienthandler.system.clients.reuse.connections.enabled

They have sensible defaults configured, but if you need to change them, see Advanced Properties.

Tip

• 
• 
• 
• 
• 
• 

1. 

2. 

3. 
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In the Context path, enter the context path for the base URL.

If provided, the base URL includes the deployment context path appended to the calculated URL. For example, /openam .

Click Finish to save your configuration.

Configure CORS support

Cross-origin resource sharing (CORS) allows requests to be made across domains from user agents.

To configure CORS support in AM, use the global CORS service UI, or use the /global-config/services/CorsService  REST
endpoint.

The configurations you create with either method are combined to form the entire set of rules for resource sharing. The CORS
service also collects the values of the JavaScript Origins property in each OAuth 2.0 client configured, and adds them to the list of
accepted origins.

Any changes you make to CORS configurations, using either the UI or REST, take effect immediately without requiring a restart.

Base URL source options

Option Description

Extension class Click the Extension class to return a base URL from a
provided HttpServletRequest  object. In the Extension
class name field, enter 
org.forgerock.openam.services.baseurl.BaseURLProvider.

Fixed value Click Fixed value to enter a specific base URL value. In the 
Fixed value base URL field, enter the base URL.

Forwarded header Click Forwarded header to retrieve the base URL from the
Forwarded header field in the HTTP request. The 
Forwarded HTTP header field is standardized and
specified in RFC 7239.

Host/protocol from incoming request (default) Click Host/protocol from incoming request to get the
hostname, server name, and port from the HTTP request.

X-Forwarded-* headers Click X-Forwarded-* headers to use non-standard header
fields, such as X-Forwarded-For , X-Forwarded-By , and 
X-Forwarded-Proto .

4. 

5. 

info
Ensure that customers allowlist all headers for CORS and OAuth 2.0 client integration with AM.
For details, refer to Authentication session allowlisting.

Note
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Configure CORS in the UI

You can use the UI to add multiple CORS configurations to AM, which are combined and used to ensure that only your trusted
clients and applications can access your AM instance’s resources.

For example, you could use the REST endpoint to add a base configuration, allowing a broad set of headers, and then add a
stricter configuration; for example, for your OAuth 2.0 clients.

Enable the CORS filter

To enable CORS globally, go to Configure > Global Services > CORS Service > Configuration, and enable the Enable the CORS
filter property.

If this property is not enabled, no CORS headers are added to any responses from AM, and CORS is disabled.

Add a CORS configuration

To add a CORS configuration, go to Configure > Global Services > CORS Service > Secondary Configurations, and click Add a
Secondary Configuration.

The initial page contains the following properties:

Name

Provide a descriptive name for the configuration to make management of multiple rules easier.

Accepted Origins

Add the origins allowed when making CORS requests to AM. Wildcards are not supported; each value should be an exact
match for the origin of the CORS request.

The CORS service automatically collects the values of the JavaScript Origins property in each OAuth 2.0 client configured,
and adds them to an internal list of accepted origins. You do not need to add them manually, unless you plan to use non-
standard headers. Refer to JavaScript Origins for details.

Accepted Methods

Add the HTTP methods allowed when making CORS requests to AM. The list is included in pre-flight responses, in the 
Access-Control-Allow-Methods  header.

The method names are case-sensitive, ensure they are entered in all uppercase characters.

info
In previous AM releases, you configured CORS filters in the deployment descriptor file (web.xml). This method of
configuring CORS is not supported, from AM version 7 onwards. 

Note

lightbulb_2
During development, you may not be using FQDNs as the origin of a CORS request; for example, when you are
using the file://  protocol locally.
If so, you can add these non-FQDN origins to the list; for example, file://  and null .

Tip

Security PingAM

334 Copyright © 2025 Ping Identity Corporation



Accepted Headers

Add the request header names allowed when making CORS requests to AM. The list is included in pre-flight responses, in
the Access-Control-Allow-Headers  header.

The header names are case-insensitive.

By default, the following simple headers are explicitly accepted:

Cache-Control

Content-Language

Expires

Last-Modified

Pragma

If you do not specify values for this element, the presence of any header in the CORS request, other than the simple
headers listed above, will cause the request to be rejected.

Headers commonly used when accessing an AM server include the following:

Exposed Headers

Add the response header names that AM returns in the Access-Control-Expose-Headers  header.

The header names are case-insensitive.

User agents can make use of any headers that are listed in this property, as well as the simple response headers, which
are as follows:

Cache-Control

Content-Language

• 

• 

• 

• 

• 

Commonly used headers

Header Information

iPlanetDirectoryPro Used for session information.

X-OpenAM-Username

X-OpenAM-Password

Used to pass credentials in REST calls that use the HTTP POST
method.

Accept-API-Version Used to request a specific AM endpoint version.

Content-Type Required for cross-origin calls to AM REST API endpoints.

If-Match

If-None-Match

Used to ensure the correct version of a resource will be
affected when making a REST call, for example when 
updating an UMA resource.

• 

• 

PingAM Security

Copyright © 2025 Ping Identity Corporation 335



Expires

Last-Modified

Pragma

Content-Type

User agents must filter out all other response headers.

Example:

After you have completed the initial form fields, click Create.

The main CORS configuration page has the following additional properties:

Enable the CORS filter

Specifies whether the values specified in this CORS configuration instance will be active.

Max Age

The maximum length of time, in seconds, that the browser is allowed to cache the pre-flight response. The value is
included in pre-flight responses, in the Access-Control-Max-Age  header.

• 

• 

• 

• 
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Allow Credentials

Whether to allow requests with credentials in either HTTP cookies or HTTP authentication information.

Enable this property if you send Authorization  headers as part of the CORS requests, or need to include information in
cookies when making requests.

When enabled, AM sets the Access-Control-Allow-Credentials: true  header.

Delete a CORS configuration

To delete a CORS configuration, go to Configure > Global Services > CORS Service > Secondary Configurations. Then, find the
configuration to delete and click its Delete button.

Configure CORS over REST

You can use the endpoint to add multiple CORS configurations to AM, which are combined and used to ensure that only your
trusted clients and applications can access your AM instance’s resources.

For example, you could use the REST endpoint to add a base configuration, allowing a broad set of headers, and then add a
stricter configuration; for example, for your OAuth 2.0 clients.

These examples demonstrate managing a CORS configuration by using REST:

Add a CORS configuration

To add a new CORS configuration, send an HTTP POST request, with the create  action to the /global-config/services/
CorsService/configuration  endpoint.

The payload of the request must contain the CORS configuration:

enabled

Specifies whether the values specified in the CORS configuration instance will be active ( true ), or not ( false ).

lightbulb_2
You can disable a CORS configuration, and enable it again later, by choosing the rule and toggling the Enable the
CORS filter property.

Tip

lightbulb_2
For information about the /global-config/services/CorsService  endpoint, refer to the API Explorer available in
the AM admin UI.

Tip

info
You will require the SSO token of an administrative user; for example, amAdmin .
For information on obtaining an SSO token over REST, refer to Authenticate over REST.

Note

info
At least one instance must be enabled for AM to enforce CORS. 

Note
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acceptedOrigins

A comma-separated list of the origins allowed when making CORS requests to AM. Wildcards are not supported; each
value should be an exact match for the origin of the CORS request.

Example:

{
    "acceptedOrigins": [
        "http://example.com",
        "https://example.org:8433"
    ]
}

The CORS service automatically collects the values of the JavaScript Origins property in each OAuth 2.0 client configured,
and adds them to an internal list of accepted origins. You do not need to add them manually, unless you plan to use non-
standard headers. Refer to JavaScript Origins for details.

acceptedMethods

A list of HTTP methods allowed when making CORS requests to AM. The list is included in pre-flight responses, in the 
Access-Control-Allow-Methods  header.

The method names are case-sensitive, ensure they are entered in all uppercase characters.

Example:

{
    "acceptedMethods": [
        "GET",
        "POST",
        "PUT",
        "PATCH",
        "OPTIONS",
        "DELETE"
    ]
}

acceptedHeaders

A list of request header names allowed when making CORS requests to AM. The list is included in pre-flight responses, in
the Access-Control-Allow-Headers  header.

The header names are case-insensitive.

Example:

lightbulb_2
During development, you may not be using fully qualified domain names as the origin of a CORS request; for
example, you are using the file://  protocol locally.
If so, you can add these non-FQDN origins to the list; for example, http://example.com, https://
example.org:8433, file://, null .

Tip

Security PingAM

338 Copyright © 2025 Ping Identity Corporation



{
    "acceptedHeaders": [
        "iPlanetDirectoryPro",
        "X-OpenAM-Username",
        "X-OpenAM-Password",
        "Accept-API-Version",
        "Content-Type",
        "If-Match",
        "If-None-Match"
    ]
}

By default, the following simple headers are explicitly accepted:

Cache-Control

Content-Language

Expires

Last-Modified

Pragma

If you do not specify values for this element, the presence of any header in the CORS request, other than the simple
headers listed above, will cause the request to be rejected.

Headers commonly used when accessing an AM server include the following:

exposedHeaders

A list of response header names that AM returns in the Access-Control-Expose-Headers  header.

The header names are case-insensitive.

• 

• 

• 

• 

• 

Commonly used headers

Header Information

iPlanetDirectoryPro Used for session information.

X-OpenAM-Username

X-OpenAM-Password

Used to pass credentials in REST calls that use the HTTP POST
method.

Accept-API-Version Used to request a specific endpoint version.

Content-Type Required for cross-origin calls to AM REST API endpoints.

If-Match

If-None-Match

Used to ensure the correct version of a resource will be
affected when making a REST call.
For an example, refer to Update an UMA resource over REST.
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User agents can make use of any headers that are listed in this property, as well as the simple response headers, which
are as follows:

Cache-Control

Content-Language

Expires

Last-Modified

Pragma

Content-Type

User agents must filter out all other response headers.

Example:

{
    "exposedHeaders": [
        "Access-Control-Allow-Origin",
        "Access-Control-Allow-Credentials",
        "Set-Cookie"
    ]
}

maxAge

The maximum length of time, in seconds, that the browser is allowed to cache the pre-flight response. The value is
included in pre-flight responses, in the Access-Control-Max-Age  header.

allowCredentials

Whether to allow requests with credentials in either HTTP cookies or HTTP authentication information.

Set to true  if you send Authorization  headers as part of the CORS requests, or need to include information in cookies
when making requests.

When enabled, AM sets the Access-Control-Allow-Credentials: true  header.

The following shows an example of configuring CORS rules by using the /global-config/services/CorsService  endpoint:

• 

• 

• 

• 

• 

• 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-Requested-With: XMLHttpRequest" \
--header 'Accept-API-Version: protocol=1.0,resource=1.0' \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--data '{
    "enabled": true,
    "acceptedOrigins": [
        "http://localhost:8000",
        "null",
        "file://",
        "https://example.org:8443"
    ],
    "acceptedMethods": [
        "POST",
        "PUT",
        "OPTIONS"
    ],
    "acceptedHeaders": [
        "iPlanetDirectoryPro",
        "X-OpenAM-Username",
        "X-OpenAM-Password",
        "X-OpenIDM-Username",
        "X-OpenIDM-Password",
        "X-OpenIDM-NoSession",
        "Accept",
        "Accept-API-Version",
        "Authorization",
        "Cache-Control",
        "Content-Type",
        "If-Match",
        "If-None-Match",
        "X-Requested-With"
    ],
    "exposedHeaders": [
        "Access-Control-Allow-Origin",
        "Access-Control-Allow-Credentials",
        "WWW-Authenticate",
        "Set-Cookie"
    ],
    "maxAge": 1800,
    "allowCredentials": true
}' \

https://openam.example.com:8443/openam/json/global-config/services/CorsService/configuration?_action=create

{
    "_id": "ef61e99c-6c83-4044-a1f5-71f472531b71",
    "_rev": "-1255664842",
    "maxAge": 1800,
    "exposedHeaders": [
        "Access-Control-Allow-Origin",
        "Access-Control-Allow-Credentials",
        "WWW-Authenticate",
        "Set-Cookie"
    ],
    "acceptedOrigins": [
        "null",
        "file://",
        "https://example.org:8443",
        "http://localhost:8000"
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    ],
    "acceptedMethods": [
        "POST",
        "OPTIONS",
        "PUT"
    ],
    "acceptedHeaders": [
        "iPlanetDirectoryPro",
        "X-OpenAM-Username",
        "X-OpenAM-Password",
        "X-OpenIDM-Username",
        "X-OpenIDM-Password",
        "X-OpenIDM-NoSession",
        "Accept",
        "Accept-API-Version",
        "Authorization",
        "Cache-Control",
        "Content-Type",
        "If-Match",
        "If-None-Match",
        "X-Requested-With"
    ],
    "enabled": true,
    "allowCredentials": true,
    "_type": {
        "_id": "CORSService",
        "name": "CORS Service",
        "collection": true
    }
}

On success, AM returns an HTTP 201 response code, and a representation of the CORS settings, in JSON format. AM generates a
UUID for the configuration, returned as the value of the _id  property. You can use this ID value to update or delete the
configuration with additional REST calls.

The new settings take effect immediately.

Delete a CORS configuration

To delete a CORS configuration, create an HTTP DELETE request to the /global-config/services/CorsService  REST endpoint.

Add the ID of the configuration to delete to the URL.

The following shows an example of deleting CORS rules by using the /global-config/services/CorsService  endpoint:

info
You will need the SSO token of an administrative user; for example, amAdmin .
For information on obtaining an SSO token by using REST, refer to Authenticate over REST.

Note
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$ curl \
--request DELETE \
--header "X-Requested-With: XMLHttpRequest" \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \

https://openam.example.com:8443/openam/json/global-config/services/CorsService/ef61e99c-6c83-4044-a1f5-71f472531b71

{
    "_id": "ef61e99c-6c83-4044-a1f5-71f472531b71",
    "_rev": "-1255664842",
    "maxAge": 1800,
    "exposedHeaders": [
        "Access-Control-Allow-Origin",
        "Access-Control-Allow-Credentials",
        "WWW-Authenticate",
        "Set-Cookie"
    ],
    "acceptedOrigins": [
        "null",
        "file://",
        "https://example.org:8443",
        "http://localhost:8000"
    ],
    "acceptedMethods": [
        "POST",
        "OPTIONS",
        "PUT"
    ],
    "acceptedHeaders": [
        "iPlanetDirectoryPro",
        "X-OpenAM-Username",
        "X-OpenAM-Password",
        "X-OpenIDM-Username",
        "X-OpenIDM-Password",
        "X-OpenIDM-NoSession",
        "Accept",
        "Accept-API-Version",
        "Authorization",
        "Cache-Control",
        "Content-Type",
        "If-Match",
        "If-None-Match",
        "X-Requested-With"
    ],
    "enabled": true,
    "allowCredentials": true,
    "_type": {
        "_id": "CORSService",
        "name": "CORS Service",
        "collection": true
    }
}

On success, AM returns an HTTP 200 response code, and a representation of the CORS settings that were deleted, in JSON format.

The changes to the CORS settings take effect immediately.
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Change the cookie domain

Configure AM’s cookie domain to ensure only users and entities from trusted domains can be authenticated.

By default, the AM installer sets the cookie domain based on the fully qualified hostname of the server on which it installs AM,
such as openam.example.com .

After installation, you may want to change the cookie domain to example.com  so AM can communicate with any host in the sub-
domain.

In the AM admin UI, go to Configure > Global Services > Platform > Cookie Domain.

In the Cookie Domain field, set the list of domains into which AM should write cookies. Consider the following points:

Configure as many cookie domains as your environment requires. For example, for the realms configured with DNS
aliases. (For more information, see Realms.) Browsers ignore any cookies that do not match the current domain to
ensure the correct one is used.

If you do not specify any cookie domain, AM uses the fully qualified name of the server, which implies that a host
cookie is set rather than a domain cookie.

When configuring AM for Cross-Domain Single Sign-On (CDSSO), you must protect your AM deployment against
cookie hijacking by setting a host cookie rather than a domain cookie. For more information, see Restrict tokens
for CDSSO session cookies.

Do not configure a top-level domain as your cookie domain because browsers will reject them. Top-level domains
are browser-specific. For example, Firefox considers special domains like Amazon’s web service (for example, ap-
southeast-2.compute.amazonaws.com ) to be a top-level domain. (For a list of effective top-level domains, see 
https://publicsuffix.org/list/effective_tld_names.dat.)

Do not configure the cookie domain such that it starts with a dot ( . ) character. For example, configure 
example.com  instead of .example.com .

If you are using Wildfly as the AM web container with multiple cookie domains, you must set the advanced server
property, com.sun.identity.authentication.setCookieToAllDomains , to false .

Set this property in the AM admin UI, under Configure > Server Defaults > Advanced.

Save your changes.

Restart AM or the container where it runs.

Protect against CSRF attacks

AM includes a global filter to harden protection against cross-site request forgery (CSRF) attacks. The filter applies to all REST
endpoints under json/ . It requires that all requests, other than GET, HEAD, or OPTIONS, include at least one of the following
headers:

X-Requested-With

This header is often sent by Javascript frameworks, and the UI already sends it on all requests.

Accept-API-Version

1. 

2. 

◦ 

◦ 

◦ 

◦ 

◦ 

3. 

4. 

• 

• 
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This header specifies which version of the REST API to use. Use this header in your requests to ensure future changes to
the API do not affect your clients.

For more information about API versioning, see REST API versions.

Failure to include at least one of the headers causes the REST request to fail with a 403 Forbidden  error, even if the SSO token is
valid.

To disable the CSRF filter, go to Configure > Global Services > REST APIs and turn off Enable CSRF Protection.

The json/  endpoint is not vulnerable to CSRF attacks when the filter is disabled, because it requires the Content-Type:
application/json  header, which currently triggers the same protection in browsers. This might change in the future, however,
so it is advisable to enable the CSRF filter.

Secure authentication to data stores

By default, AM authenticates to external data stores using simple (username/password) authentication. To enhance security, you
can configure mutual TLS (mTLS) authentication. This lets AM and the DS server authenticate each other using trusted certificates.

For additional security, you should periodically rotate the certificates, as described in Map and rotate secrets.

This topic describes how to configure mTLS authentication between AM and the following external data stores:

Identity stores

info
The CSRF filter applies only when the request includes the SSO token in the session cookie ( iPlanetDirectoryPro  by
default).

Note

emergency_home
When AM uses certificates to authenticate to external data stores, if the active certificate expires, the TLS
handshake will be unsuccessful. In this case, AM won’t be able to establish the connection or process any
requests to that data store.
Having a long certificate expiry time can expose your deployment to attacks, for example, in cases of certificate
theft.
You must implement best security practices to balance the requirement of reasonable certificate expiry times
with the need for an active certificate for authentication.
Due to a known issue in OpenJDK, you can’t configure mTLS authentication to data stores if you’re using Java
version 11.0.2. If you’re using this Java version and attempt to authenticate with mTLS, the connection fails and
the DS server generates the following error in the ldap-access.audit.json  log:

"failureReason":"The SASL EXTERNAL bind request could not be processed because the client did not 
present a certificate
chain during SSL/TLS negotiation"

AM then enters an invalid state.
To work around this issue, upgrade to Java 11.0.3 or higher, or authenticate using simple authentication.

Important

• 

• 

• 
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Configuration stores

Policy and application stores

CTS stores

UMA stores

mTLS for identity stores

You can configure mTLS authentication to the following identity stores:

ForgeRock Directory Services

ForgeRock IAM Directory Server

Configuring mTLS authentication to an identity store requires configuration changes on the directory server and on AM. The DS
configuration is the same, regardless of which DS type you’re using.

Configure DS for mTLS

Configure mTLS between AM and the identity store

Configure DS for mTLS

This section assumes you installed DS for platform identities and configured DS for identity data.

By default, the credentials of the identity bind account you created when you installed DS are:

Bind DN: uid=am-identity-bind-account,ou=admins,ou=identities .

Password: The password you set with am-identity-store/amIdentityStoreAdminPassword .

Adjust the following steps if you used different credentials.

When the DS server is running, create a keystore and TLS key pair for the AM identity bind account. This command creates
the keypair in a new keystore in the default AM security  folder:

$ ./dskeymgr create-tls-key-pair \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword <password> \
--keyStoreFile /path/to/am/security/keystores/mtls-keystore \
--keyStorePassword:file /path/to/am/security/mtls-keystore.pin \
--alias am-identities-sa-cert \
--subjectDn "uid=am-identity-bind-account,ou=admins,ou=identities"

The subjectDn  must match the subject DN of the identity bind account. If you followed the procedure in Install DS
for platform identities, the subjectDn  is as shown in this example.

The --keyStorePassword:file  option points to a file that contains the password to the new keystore.

You can choose any certificate alias. The alias used here ( am-identities-sa-cert ) is an example.

Configure the Certificate Mapper property of the DS External SASL Mechanism Handler:

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

1. 

◦ 

◦ 

◦ 

2. 
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$ /path/to/opendj/bin/dsconfig set-sasl-mechanism-handler-prop \
--handler-name External \
--set certificate-mapper:Fingerprint\ Mapper \
--hostname ds.example.com \
--port 4444 \
--bindDn uid=admin \
--bindPassword <password> \
--trustAll \
--no-prompt
The External SASL Mechanism Handler was modified successfully

This example configures a Fingerprint Certificate Mapper, but you can use any supported Certificate Mapper.

Obtain the SHA256 fingerprint of the identity bind account.

This command obtains the fingerprint of the certificate you generated in Step 1:

$ keytool -list \
-v \
-alias am-identities-sa-cert \
-keyStore /path/to/am/security/keystores/mtls-keystore \
-storePass:file /path/to/am/security/mtls-keystore.pin
Alias name: am-identities-sa-cert
Creation date: Sep 26, 2023
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[1]:
Owner: UID=am-identity-bind-account, OU=admins, OU=identities
Issuer: CN=Deployment key, O=ForgeRock.com
Serial number: dba446f7de186933e34a
Valid from: Tue Sep 26 18:02:03 SAST 2023 until: Fri Sep 27 18:02:03 SAST 2024
Certificate fingerprints:

 SHA1: EB:7D:17:BF:88:F4:1E:43:12:A9:BC:56:53:CB:29:91:4C:3D:DE:03
 SHA256: D3:A2:DA:97:A3:6B:9C:D0:B2:A6:E7:45:62:B7:51:69:66:AB:22:FA:0C:C3:E2:63:DF:67:4E:DA:CB:C2:DA:

65
Signature algorithm name: SHA256withECDSA
Subject Public Key Algorithm: 256-bit EC (secp256r1) key
Version: 3
…

Import the certificate details, including the fingerprint, into the identity bind account on DS.

Use the ldapmodify  command to add the certificate details to DS.

Replace the value of the ds-certificate-fingerprint  attribute with the SHA256 fingerprint you obtained in the
previous step:

3. 

4. 

1. 
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$ /path/to/opendj/bin/ldapmodify \
 --hostname ds.example.com \
 --port 1636 \
 --useSsl \
 --usePkcs12TrustStore /path/to/opendj/config/keystore \
 --trustStorePassword:file /path/to/opendj/config/keystore.pin \
 --bindDN uid=admin \
 --bindPassword <password> << EOF
dn: uid=am-identity-bind-account,ou=admins,ou=identities
changetype: modify
add: objectclass
objectclass: ds-certificate-user
-
add: ds-certificate-fingerprint
ds-certificate-fingerprint: D3:A2:DA:97:A3:6B:9C:D0:B2:A6:E7:45:62:B7:51:69:66:AB:22:FA:0C:C3:E2:63:DF:
67:4E:DA:CB:C2:DA:65
-
add: ds-certificate-issuer-dn
ds-certificate-issuer-dn: CN=Deployment key,O=ForgeRock.com
-
add: ds-certificate-subject-dn
ds-certificate-subject-dn: UID=am-identity-bind-account, OU=admins, OU=identities
EOF
# MODIFY operation successful for DN uid=am-identity-bind-account,ou=admins,ou=identities

Repeat this step for each replicated DS server in your deployment.

Configure mTLS between AM and the identity store

These steps assume you’re configuring a separate secret store for mTLS certificates. Although this isn’t mandatory, it’s best
practice to configure separate secret stores. If your deployment uses only one secret store, you can skip the first step of this
procedure.

Configure the mTLS secret store in AM:

Go to Configure > Secret Stores and click Add Secret Store.

Enter the following details, and click Create:

Secret Store ID: mtls-keystore

Store Type: Keystore

File: /path/to/am/security/keystores/mtls-keystore

On the Settings tab, enter the following details:

Keystore type: PKCS12

Store password secret ID: <mtlsstorepass>

Entry password secret ID: <mtlsentrypass>

Click Save Changes.

2. 

1. 

1. 

2. 

▪ 

▪ 

▪ 

3. 

▪ 

▪ 

▪ 
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Add the path to the AM secrets store:

Go to Configure > Secret Stores and click Add Secret Store.

Enter the following details, and click Create:

Secret Store ID: mtls-password-store

Store Type: File System Secret Volumes

Directory: /path/to/am/security/secrets

Set the File format to Plain text  and click Save Changes.

Configure mappings.

Go to Configure > Secret Stores and select mtls-keystore .

On the Mappings tab, click Add Mapping and enter a mapping for the identity store.

Secret ID: am.identity.repository.label.cert , where label  is the value of the mTLS Secret Label
property in the identity store configuration.

Aliases: am-identities-sa-cert

Click Add, then click Create.

AM can now use mTLS to authenticate to the identity store.

mTLS for configuration stores

Configuring mTLS authentication to an external configuration store requires configuration changes on both the DS directory
server and on AM.

Configure DS for mTLS

Configure mTLS between AM and the configuration store

Configure DS for mTLS

This section assumes you installed and configured DS as a configuration store.

By default, the credentials of the configuration account you created when you installed DS are:

Bind DN: uid=am-config,ou=admins,ou=am-config

2. 

1. 

2. 

▪ 

▪ 

▪ 

3. 

info
For demonstration purposes, this example uses a plain text secret. In production systems, you should
use a more secure secret format. For details of the secret types supported by file system secret
volumes, refer to Configure a file system secret volume. 

Note

1. 

1. 

2. 

▪ 

emergency_home
You can only select the am.identity.repository.label.cert secret ID for mapping after you
have created the mTLS Secret Label in the identity store configuration. 

Important

▪ 

• 

• 

• 
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Password: The password you set with am-config/amConfigAdminPassword

Adjust the following steps if you used different credentials.

When the DS server is running, create a keypair and save it to a new keystore:

$ dskeymgr create-tls-key-pair \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword <password> \
--keyStoreFile /path/to/mtls-keystore \
--keyStorePassword:file /path/to/mtls-keystore.pin \
--alias am-config-sa-cert \
--subjectDn "uid=am-config,ou=admins,ou=am-config"

The subjectDn  must match the subject DN of the configuration account. If you followed the procedure in Install
DS for AM configuration, the subjectDn  is as shown in this example.

The --keyStorePassword:file  option points to a file containing the password to the new keystore.

You can choose any certificate alias. The alias used here ( am-config-sa-cert ) is an example.

For details on the dskeymgr  command, refer to dskeymgr.

Configure the Certificate Mapper property of the DS External SASL Mechanism Handler:

$ /path/to/opendj/bin/dsconfig set-sasl-mechanism-handler-prop \
--handler-name External \
--set certificate-mapper:Fingerprint\ Mapper \
--hostname ds.example.com \
--port 4444 \
--bindDn uid=admin \
--bindPassword <password> \
--trustAll \
--no-prompt
The External SASL Mechanism Handler was modified successfully

This example configures a Fingerprint Certificate Mapper, but you can use any supported Certificate Mapper.

Obtain the SHA256 fingerprint of the configuration account.

This command obtains the fingerprint of the certificate you generated in Step 1:

• 

1. 

◦ 

◦ 

◦ 

◦ 

2. 

3. 
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$ keytool -list \
-v \
-alias am-config-sa-cert \
-keyStore /path/to/mtls-keystore \
-keyStorePassword:file /path/to/mtls-keystore.pin \
Alias name: am-config-sa-cert
Creation date: Sep 20, 2023
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[1]:
Owner: UID=am-config, OU=admins, OU=am-config
Issuer: CN=Deployment key, O=ForgeRock.com
Serial number: dba446f7de186933e34a
Valid from: Fri Sep 20 18:02:03 SAST 2023 until: Sat Sep 29 18:02:03 SAST 2024
Certificate fingerprints:

 SHA1: EB:7D:17:BF:88:F4:1E:43:12:A9:BC:56:53:CB:29:91:4C:3D:DE:03
 SHA256: D3:A2:DA:97:A3:6B:9C:D0:B2:A6:E7:45:62:B7:51:69:66:AB:22:FA:0C:C3:E2:63:DF:67:4E:DA:CB:C2:DA:

65
Signature algorithm name: SHA256withECDSA
Subject Public Key Algorithm: 256-bit EC (secp256r1) key
Version: 3
…

Import the certificate details, including the fingerprint, into the configuration account on DS.

Use the ldapmodify  command to add the certificate details to DS.

Replace the value of the ds-certificate-fingerprint  attribute with the SHA256 fingerprint you obtained in the
previous step:

$ /path/to/opendj/bin/ldapmodify \
 --hostname ds.example.com \
 --port 1636 \
 --useSsl \
 --usePkcs12TrustStore /path/to/opendj/config/keystore \
 --trustStorePassword:file /path/to/opendj/config/keystore.pin \
 --bindDN uid=admin \
 --bindPassword <password> << EOF
dn: uid=am-config,ou=admins,ou=am-config
changetype: modify
add: objectclass
objectclass: ds-certificate-user
-
add: ds-certificate-fingerprint
ds-certificate-fingerprint: D3:A2:DA:97:A3:6B:9C:D0:B2:A6:E7:45:62:B7:51:69:66:AB:22:FA:0C:C3:E2:63:DF:
67:4E:DA:CB:C2:DA:65
-
add: ds-certificate-issuer-dn
ds-certificate-issuer-dn: CN=Deployment key,O=ForgeRock.com
-
add: ds-certificate-subject-dn
ds-certificate-subject-dn: UID=am-config,OU=admins,OU=am-config
EOF
# MODIFY operation successful for DN uid=am-config,ou=admins,ou=am-config

Repeat this step for each replicated DS server in your deployment.

4. 

1. 

2. 
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Configure mTLS between AM and the configuration store

Unlike other data stores, the configuration store doesn’t use the secrets API for mTLS authentication. Because AM stores secret
mappings in the configuration store, you can’t use them to authenticate to the configuration store.

To set up mTLS authentication from AM to the configuration store:

Import the keypair that you created in Step 1 from the DS PKCS12 keystore to an AM JCEKS keystore.

(It’s not possible to export the keypair from DS directly to a JCEKS keystore.)

$ keytool -importkeystore \
 -srckeystore /path/to/mtls-keystore \
 -srcstorepass "" \
 -srckeypass "" \
 -destkeystore /path/to/am/security/keystores/keystore.jceks \
 -deststorepass $(cat /path/to/am/security/secrets/default/.storepass) \
 -destkeypass $(cat /path/to/am/security/secrets/default/.keypass) \
 -alias am-config-sa-cert

Go to Deployment > Servers > Server Name > Directory Configuration.

Select mTLS Enabled.

Enter the details of the mTLS certificate that you imported in the previous step, for example:

mTLS Certificate Alias: am-config-sa-cert

mTLS KeyStore File: /path/to/am/security/keystores/keystore.jceks

mTLS KeyStore Type: JCEKS

mTLS KeyStore Password File: /path/to/am/security/secrets/default/.storepass

mTLS Key Password File: /path/to/am/security/secrets/default/.keypass

AM can now use mTLS to authenticate to the configuration store.

1. 

2. 

3. 

4. 

◦ 

◦ 

◦ 

◦ 

◦ 

emergency_home
For security reasons, periodically rotate the certificate that AM uses to authenticate to the configuration store. Update
the mTLS Certificate Alias in the Directory Configuration to refer to the new certificate.
When you rotate the active certificate used to authenticate to the configuration store, AM closes existing connections
to that data store and establishes new connections. If this directory server is configured as your Default Data Store,
AM closes all existing connections that use this server, and terminates any transactions in progress. AM then
establishes new connections.
Make sure the Maximum Connection Pool setting for this server has sufficient connections so that AM can grab
replacement connections from the pool without disrupting the service.

Important
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mTLS for policy and application stores

Configuring mTLS authentication to an external policy or application store requires configuration changes on both the DS
directory server and on AM.

Configure DS for mTLS

Configure mTLS between AM and the policy or application store

Configure DS for mTLS

This section assumes you installed and configured DS as a policy or application store.

By default, the credentials of the configuration account you created when you installed DS are:

Bind DN: uid=am-config,ou=admins,ou=am-config

Password: The password you set with am-config/amConfigAdminPassword

Adjust the following steps if you used different credentials.

When the DS server is running, create a keystore and TLS key pair for the AM configuration account. This command
creates the keypair in a new keystore in the default AM security  folder:

$ ./dskeymgr create-tls-key-pair \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword <password> \
--keyStoreFile /path/to/am/security/keystores/mtls-keystore \
--keyStorePassword:file /path/to/am/security/mtls-keystore.pin \
--alias am-config-sa-cert \
--subjectDn "uid=am-config,ou=admins,ou=am-config"

The subjectDn  must match the subject DN of the configuration account. If you followed the procedure in Install
DS for AM configuration, the subjectDn  is as shown in this example.

The --keyStorePassword:file  option points to a file that contains the password to the new keystore.

You can choose any certificate alias. The alias used here ( am-config-sa-cert ) is an example.

Configure the Certificate Mapper property of the DS External SASL Mechanism Handler:

$ /path/to/opendj/bin/dsconfig set-sasl-mechanism-handler-prop \
--handler-name External \
--set certificate-mapper:Fingerprint\ Mapper \
--hostname ds.example.com \
--port 4444 \
--bindDn uid=admin \
--bindPassword <password> \
--trustAll \
--no-prompt
The External SASL Mechanism Handler was modified successfully

This example configures a Fingerprint Certificate Mapper, but you can use any supported Certificate Mapper.
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Obtain the SHA256 fingerprint of the configuration account.

This command obtains the fingerprint of the certificate you generated in Step 1:

$ keytool -list \
-v \
-alias am-config-sa-cert \
-keyStore /path/to/am/security/keystores/mtls-keystore \
-storePass:file /path/to/am/security/mtls-keystore.pin
Alias name: am-config-sa-cert
Creation date: Jun 30, 2023
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[1]:
Owner: UID=am-config, OU=admins, OU=am-config
Issuer: CN=Deployment key, O=ForgeRock.com
Serial number: dba446f7de186933e34a
Valid from: Fri Jun 30 18:02:03 SAST 2023 until: Sat Jun 29 18:02:03 SAST 2024
Certificate fingerprints:

 SHA1: EB:7D:17:BF:88:F4:1E:43:12:A9:BC:56:53:CB:29:91:4C:3D:DE:03
 SHA256: D3:A2:DA:97:A3:6B:9C:D0:B2:A6:E7:45:62:B7:51:69:66:AB:22:FA:0C:C3:E2:63:DF:67:4E:DA:CB:C2:DA:

65
Signature algorithm name: SHA256withECDSA
Subject Public Key Algorithm: 256-bit EC (secp256r1) key
Version: 3
…

Import the certificate details, including the fingerprint, into the configuration account on DS.

Use the ldapmodify  command to add the certificate details to DS.

Replace the value of the ds-certificate-fingerprint  attribute with the SHA256 fingerprint you obtained in the
previous step:

3. 

4. 

1. 
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$ /path/to/opendj/bin/ldapmodify \
 --hostname ds.example.com \
 --port 1636 \
 --useSsl \
 --usePkcs12TrustStore /path/to/opendj/config/keystore \
 --trustStorePassword:file /path/to/opendj/config/keystore.pin \
 --bindDN uid=admin \
 --bindPassword <password> << EOF
dn: uid=am-config,ou=admins,ou=am-config
changetype: modify
add: objectclass
objectclass: ds-certificate-user
-
add: ds-certificate-fingerprint
ds-certificate-fingerprint: D3:A2:DA:97:A3:6B:9C:D0:B2:A6:E7:45:62:B7:51:69:66:AB:22:FA:0C:C3:E2:63:DF:
67:4E:DA:CB:C2:DA:65
-
add: ds-certificate-issuer-dn
ds-certificate-issuer-dn: CN=Deployment key,O=ForgeRock.com
-
add: ds-certificate-subject-dn
ds-certificate-subject-dn: UID=am-config,OU=admins,OU=am-config
EOF
# MODIFY operation successful for DN uid=am-config,ou=admins,ou=am-config

Repeat this step for each replicated DS server in your deployment.

Configure mTLS between AM and the policy or application store

These steps assume that you are configuring a separate secret store for mTLS certificates. Although this isn’t mandatory, it’s best
practice to configure separate secret stores. If your deployment uses only one secret store, you can skip the first step of this
procedure.

Configure the mTLS secret store in AM:

Go to Configure > Secret Stores and click Add Secret Store.

Enter the following details, and click Create:

Secret Store ID: mtls-keystore

Store Type: Keystore

File: /path/to/am/security/keystores/mtls-keystore

On the Settings tab, enter the following details:

Keystore type: PKCS12

Store password secret ID: <mtlsstorepass>

Entry password secret ID: <mtlsentrypass>

Click Save Changes.

2. 

1. 
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Add the path to the AM secrets store:

Go to Configure > Secret Stores and click Add Secret Store.

Enter the following details, and click Create:

Secret Store ID: mtls-password-store

Store Type: File System Secret Volumes

Directory: /path/to/am/security/secrets

Set the File format to Plain text  and click Save Changes.

Configure mappings.

Go to Configure > Secret Stores and select mtls-keystore .

On the Mappings tab, click Add Mapping and enter a mapping for the policy or application store.

Secret ID: am.external.datastore.label.mtls.cert , where label  is the value of the mTLS Secret Label
property in the data store configuration.

Aliases: am-config-sa-cert

Click Add, then click Create.

AM can now use mTLS to authenticate to the policy or application store.

mTLS for CTS stores

This section assumes you installed Directory Services as a CTS store, as described in Install DS for AM CTS.

You must configure DS and AM for mTLS authentication.

Configure DS for mTLS

When the DS server is running, create a keystore and TLS key pair for the AM CTS account. This command creates the
keypair in a new keystore in the default AM security  folder:

2. 

1. 

2. 

▪ 

▪ 

▪ 

3. 

info
For demonstration purposes, this example uses a plain text secret. In production systems, you should
use a more secure secret format. For details of the secret types supported by file system secret
volumes, refer to Configure a file system secret volume. 

Note
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$ /path/to/opendj/bin/dskeymgr create-tls-key-pair \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword <password> \
--keyStoreFile /path/to/am/security/keystores/mtls-keystore \
--keyStorePassword:file /path/to/am/security/mtls-keystore.pin \
--alias am-cts-sa-cert \
--subjectDn "uid=openam_cts,ou=admins,ou=famrecords,ou=openam-session,ou=tokens"

The subjectDn  must match the subject DN of the CTS account. If you followed the procedure in Install DS for AM
CTS, the subjectDn  is as shown in this example.

The --keyStorePassword:file  option points to a file that contains the password to the new keystore.

You can choose any certificate alias. The alias used here ( am-cts-sa-cert ) is an example.

Configure the Certificate Mapper property of the DS External SASL Mechanism Handler:

$ /path/to/opendj/bin/dsconfig set-sasl-mechanism-handler-prop \
--handler-name External \
--set certificate-mapper:Fingerprint\ Mapper \
--hostname ds.example.com \
--port 4444 \
--bindDn uid=admin \
--bindPassword <password> \
--trustAll \
--no-prompt

The External SASL Mechanism Handler was modified successfully

This example configures a Fingerprint Certificate Mapper, but you can use any supported Certificate Mapper.

Obtain the SHA256 fingerprint of the CTS account.

This command obtains the fingerprint of the certificate you generated in Step 1:

◦ 

◦ 

◦ 
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$ keytool -list \
-v \
-alias am-cts-sa-cert \
-keyStore /path/to/am/security/keystores/mtls-keystore \
-storePass:file /path/to/am/security/mtls-keystore.pin
Alias name: am-cts-sa-cert
Creation date: Jun 30, 2023
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[1]:
Owner: UID=openam_cts, OU=admins, OU=famrecords, OU=openam-session, OU=tokens
Issuer: CN=Deployment key, O=ForgeRock.com
Serial number: 6c100c4b05819d97ee86
Valid from: Fri Jun 30 09:39:00 SAST 2023 until: Sat Jun 29 09:39:00 SAST 2024
Certificate fingerprints:

 SHA1: 46:E9:0E:7B:A6:51:52:6A:BE:7A:02:04:40:7A:6D:1B:F1:D6:6A:9A
 SHA256: E2:68:4F:D0:87:A7:E5:52:45:91:CE:EC:46:90:3D:59:5C:6A:6E:31:E2:0D:

34:07:63:27:6C:E8:C3:09:25:00
Signature algorithm name: SHA256withECDSA
Subject Public Key Algorithm: 256-bit EC (secp256r1) key
Version: 3
…

Import the certificate details, including the fingerprint, into the CTS account on DS.

Use the ldapmodify  command to add the certificate details to DS.

Replace the value of the ds-certificate-fingerprint  attribute with the SHA256 fingerprint you obtained in the
previous step:

$ /path/to/opendj/bin/ldapmodify \
 --hostname ds.example.com \
 --port 1636 \
 --useSsl \
 --usePkcs12TrustStore /path/to/opendj/config/keystore \
 --trustStorePassword:file /path/to/opendj/config/keystore.pin \
 --bindDN uid=admin \
 --bindPassword <password> << EOF
dn: uid=openam_cts,ou=admins,ou=famrecords,ou=openam-session,ou=tokens
changetype: modify
add: objectclass
objectclass: ds-certificate-user
-
add: ds-certificate-fingerprint
ds-certificate-fingerprint: E2:68:4F:D0:87:A7:E5:52:45:91:CE:EC:46:90:3D:59:5C:6A:6E:31:E2:0D:
34:07:63:27:6C:E8:C3:09:25:00
-
add: ds-certificate-subject-dn
ds-certificate-subject-dn: UID=openam_cts, OU=admins, OU=famrecords, OU=openam-session, OU=tokens
-
add: ds-certificate-issuer-dn
ds-certificate-issuer-dn: CN=Deployment key,O=ForgeRock.com
EOF
# MODIFY operation successful for DN uid=openam_cts,ou=admins,ou=famrecords,ou=openam-session,ou=tokens

Repeat this step for each replicated DS server in your deployment.

4. 

1. 

2. 
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Configure mTLS between AM and the CTS store

Configure the mTLS secret store in AM:

Go to Configure > Secret Stores and click Add Secret Store.

Enter the following details, and click Create:

Secret Store ID: mtls-keystore

Store Type: Keystore

File: /path/to/am/security/keystores/mtls-keystore

On the Settings tab, enter the following details:

Keystore type: PKCS12

Store password secret ID: <mtlsstorepass>

Entry password secret ID: <mtlsentrypass>

Click Save Changes.

On the Mappings tab, click Add Mapping and enter the following details.

Secret ID: am.cts.mtls.cert

Aliases: am-cts-sa-cert

Click Add, then click Create.

Add the path to the AM secrets store:

Go to Configure > Secret Stores and click Add Secret Store.

Enter the following details, and click Create:

Secret Store ID: mtls-password-store

Store Type: File System Secret Volumes

Directory: /path/to/am/security/secrets

Set the File format to Plain text  and click Save Changes.

Configure the CTS for mTLS:

Go to Configure > Server Defaults > CTS.

On the CTS Token Store tab > Store Mode, select External Token Store.

1. 
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3. 

info
For demonstration purposes, this example uses a plain text secret. In production systems, you should
use a more secure secret format. For details of the secret types supported by file system secret
volumes, refer to Configure a file system secret volume. 

Note

3. 

1. 

2. 
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Set the Root Suffix to ou=famrecords,ou=openam-session,ou=tokens  and click Save Changes.

On the External Store Configuration tab, set SSL/TLS Enabled and mTLS Enabled.

In the Connection String(s) field, enter the connection details of the DS server that you configured as a CTS store,
in the format <host>:<port>; for example, ds.example.com:1636 .

Leave the Login Id and Password fields blank; AM ignores these fields when mTLS is enabled.

Click Save Changes.

AM can now use mTLS to authenticate to the CTS store.

mTLS for UMA stores

This section assumes you installed Directory Services as an UMA store, as described in Configure external UMA stores. By default,
the credentials of the configuration account you created when you installed DS are:

Bind DN: uid=am-config,ou=admins,ou=am-config

Password: The password you set with am-config/amConfigAdminPassword

You must configure DS and AM for mTLS authentication.

3. 

4. 

5. 

info
If you enable mTLS, the port must be a secure LDAP (LDAPS) port. 

Note

6. 

7. 

4. 

error
If your mTLS configuration is invalid, or uses an invalid secret mapping, AM continues to use the existing connection
factory and doesn’t roll over to the mTLS connection. Instead, it logs an error with the reason for the failure. However,
if you restart AM with the invalid configuration, the restart fails.
To avoid this situation, check the logs after you update the mTLS configuration and make sure there are no errors
relating to the new configuration. AM logs errors in the BASE_DIR/var/debug/OtherLogging  file.
An invalid mTLS configuration returns the following error:

ERROR: New connection configuration failed to validate. Error: LDAP connection validation failed. Reason:

A valid mTLS configuration returns messages similar to the following in the audit log:

{
  "_id":"9dc74fc7-025e-491f-92b0-98363f9b3866-5663",
  "timestamp":"2023-10-05T10:23:43.514Z",
  "eventName":"AM-CONNECTION-UPDATE",
  "transactionId":"9dc74fc7-025e-491f-92b0-98363f9b3866-2317",
  "runAs":"",
  "objectId":"UpdatableConnectionFactory",
  "operation":"UPDATE",
  "component":"CTS"
}

Caution

• 

• 
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Configure DS for mTLS

When the DS server is running, create a keystore and TLS key pair for the AM configuration account. This command
creates the keypair in a new keystore in the default AM security  folder:

$ ./dskeymgr create-tls-key-pair \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword <password> \
--keyStoreFile /path/to/am/security/keystores/mtls-keystore \
--keyStorePassword:file /path/to/am/security/mtls-keystore.pin \
--alias am-config-sa-cert \
--subjectDn "uid=am-config,ou=admins,ou=am-config"

The subjectDn  must match the subject DN of the configuration account. If you followed the procedure in Install
DS for AM configuration, the subjectDn  is as shown in this example.

The --keyStorePassword:file  option points to a file that contains the password to the new keystore.

You can choose any certificate alias. The alias used here ( am-config-sa-cert ) is an example.

Configure the Certificate Mapper property of the DS External SASL Mechanism Handler:

$ /path/to/opendj/bin/dsconfig set-sasl-mechanism-handler-prop \
--handler-name External \
--set certificate-mapper:Fingerprint\ Mapper \
--hostname ds.example.com \
--port 4444 \
--bindDn uid=admin \
--bindPassword <password> \
--trustAll \
--no-prompt
The External SASL Mechanism Handler was modified successfully

This example configures a Fingerprint Certificate Mapper, but you can use any supported Certificate Mapper.

Obtain the SHA256 fingerprint of the configuration account.

This command obtains the fingerprint of the certificate you generated in Step 1:

1. 

◦ 

◦ 

◦ 

2. 

3. 
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$ keytool -list \
-v \
-alias am-config-sa-cert \
-keyStore /path/to/am/security/keystores/mtls-keystore \
-storePass:file /path/to/am/security/mtls-keystore.pin
Alias name: am-config-sa-cert
Creation date: Jun 30, 2023
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[1]:
Owner: UID=am-config, OU=admins, OU=am-config
Issuer: CN=Deployment key, O=ForgeRock.com
Serial number: dba446f7de186933e34a
Valid from: Fri Jun 30 18:02:03 SAST 2023 until: Sat Jun 29 18:02:03 SAST 2024
Certificate fingerprints:

 SHA1: EB:7D:17:BF:88:F4:1E:43:12:A9:BC:56:53:CB:29:91:4C:3D:DE:03
 SHA256: D3:A2:DA:97:A3:6B:9C:D0:B2:A6:E7:45:62:B7:51:69:66:AB:22:FA:0C:C3:E2:63:DF:67:4E:DA:CB:C2:DA:

65
Signature algorithm name: SHA256withECDSA
Subject Public Key Algorithm: 256-bit EC (secp256r1) key
Version: 3
…

Import the certificate details, including the fingerprint, into the configuration account on DS.

Use the ldapmodify  command to add the certificate details to DS.

Replace the value of the ds-certificate-fingerprint  attribute with the SHA256 fingerprint you obtained in the
previous step:

$ /path/to/opendj/bin/ldapmodify \
 --hostname ds.example.com \
 --port 1636 \
 --useSsl \
 --usePkcs12TrustStore /path/to/opendj/config/keystore \
 --trustStorePassword:file /path/to/opendj/config/keystore.pin \
 --bindDN uid=admin \
 --bindPassword <password> << EOF
dn: uid=am-config,ou=admins,ou=am-config
changetype: modify
add: objectclass
objectclass: ds-certificate-user
-
add: ds-certificate-fingerprint
ds-certificate-fingerprint: D3:A2:DA:97:A3:6B:9C:D0:B2:A6:E7:45:62:B7:51:69:66:AB:22:FA:0C:C3:E2:63:DF:
67:4E:DA:CB:C2:DA:65
-
add: ds-certificate-issuer-dn
ds-certificate-issuer-dn: CN=Deployment key,O=ForgeRock.com
-
add: ds-certificate-subject-dn
ds-certificate-subject-dn: UID=am-config,OU=admins,OU=am-config
EOF
# MODIFY operation successful for DN uid=am-config,ou=admins,ou=am-config

Repeat this step for each replicated DS server in your deployment.

4. 

1. 

2. 
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Configure mTLS between AM and the UMA store

These steps assume that you are configuring a separate secret store for mTLS certificates. Although this isn’t mandatory, it’s best
practice to configure separate secret stores. If your deployment uses only one secret store, you can skip the first step of this
procedure.

Configure the mTLS secret store in AM:

Go to Configure > Secret Stores and click Add Secret Store.

Enter the following details, and click Create:

Secret Store ID: mtls-keystore

Store Type: Keystore

File: /path/to/am/security/keystores/mtls-keystore

On the Settings tab, enter the following details:

Keystore type: PKCS12

Store password secret ID: <mtlsstorepass>

Entry password secret ID: <mtlsentrypass>

Click Save Changes.

Add the path to the AM secrets store:

Go to Configure > Secret Stores and click Add Secret Store.

Enter the following details, and click Create:

Secret Store ID: mtls-password-store

Store Type: File System Secret Volumes

Directory: /path/to/am/security/secrets

Set the File format to Plain text  and click Save Changes.

Configure the UMA stores for mTLS:

Go to Configure > Server Defaults > UMA.

On the UMA Resource Store tab > Store Mode, select External Token Store.

Set the Root Suffix to ou=am-config  and click Save Changes.

On the External UMA Resource Store Configuration tab, set SSL/TLS Enabled and mTLS Enabled.
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3. 

info
For demonstration purposes, this example uses a plain text secret. In production systems, you should
use a more secure secret format. For details of the secret types supported by file system secret
volumes, refer to Configure a file system secret volume. 

Note
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In the Connection String(s) field, enter the connection details of the DS server that you configured as a
configuration store, in the format <host>:<port>; for example, ds.example.com:1636 .

Leave the Login Id and Password fields blank; AM ignores these fields when mTLS is enabled.

Click Save Changes.

Repeat steps b-g for each UMA store type that will use mTLS authentication.

Configure mappings.

Go to Configure > Secret Stores and mtls-keystore .

On the Mappings tab, click Add Mapping and enter a mapping for each UMA store.

Secret ID: am.uma.audit.messages.mtls.cert

Aliases: am-config-sa-cert

Click Add, then click Create.

Secret ID: am.uma.pending.requests.mtls.cert

Aliases: am-config-sa-cert

Click Add, then click Create.

Secret ID: am.uma.resource.labels.mtls.cert

Aliases: am-config-sa-cert

Click Add, then click Create.

Secret ID: am.uma.resource.sets.mtls.cert

Aliases: am-config-sa-cert

Click Add, then click Create.

AM can now use mTLS to authenticate to the UMA stores.

5. 

info
If you enable mTLS, the port must be a secure LDAP (LDAPS) port. 

Note

6. 

7. 

8. 

4. 

1. 

2. 

info
This example uses the same certificate alias for all UMA stores. If your UMA stores are on separate DS
servers, you can specify a different certificate alias for each store. 

Note

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

5. 
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Secure administrative access

Some deployments may need only one administrator; for example, deployments whose configuration never changes in
production. If your deployment requires more than one administrative user, it makes sense to limit what individual
administrators can do.

This approach reduces the risk of accidental or intentional abuse of power and lets you divide work between different teams and
audit configuration changes.

To secure administrative access to AM make sure you:

Understand and secure the amAdmin  user.

Know how to delegate realm privileges to groups of users.

Secure access to the AM admin UI.

Secure access to the tools you use to configure AM (Amster and the ssoadm  command).

The amAdmin user

The AM installation process creates an amAdmin  administrative account. This account has unrestricted access to the AM
configuration, including the ability to create new users and augment their list of administrative privileges.

error
If your mTLS configuration is invalid, or uses an invalid secret mapping, AM continues to use the existing connection
factory and doesn’t roll over to the mTLS connection. Instead, it logs an error with the reason for the failure. However,
if you restart AM with the invalid configuration, the restart fails.
To avoid this situation, check the logs after you update the mTLS configuration and make sure there are no errors
relating to the new configuration. AM logs errors in the BASE_DIR/var/debug/OtherLogging  file.
An invalid mTLS configuration returns the following error:

ERROR: New connection configuration failed to validate. Error: LDAP connection validation failed. Reason:

A valid mTLS configuration returns messages similar to the following in the audit log:

{
  "_id":"9dc74fc7-025e-491f-92b0-98363f9b3866-5663",
  "timestamp":"2023-10-05T10:23:43.514Z",
  "eventName":"AM-CONNECTION-UPDATE",
  "transactionId":"9dc74fc7-025e-491f-92b0-98363f9b3866-2317",
  "runAs":"",
  "objectId":"UpdatableConnectionFactory",
  "operation":"UPDATE",
  "component":"UMA"
}

Caution

• 

• 

• 

• 
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You can’t delete the amAdmin  account because it’s hard-coded in the source code of several files. The amAdmin  user is defined in
AM’s configuration, so it’s always available to AM even if the identity stores become unavailable. Because this account isn’t an 
identity defined in an identity store, it can’t use any capabilities that require a user profile, such as device match or push
notifications.

The advanced server property com.sun.identity.authentication.super.user  defines the DN of the amAdmin  user. You can
change this property to the DN of a regular user that exists in any identity store configured in AM.

Secure the amAdmin  user with a strong password and restrict its use as much as possible; delegate realm administration
privileges to regular users instead.

Change the amAdmin password

This topic describes how to use the AM admin UI to change the amAdmin  user. The steps differ depending on whether you’re
using an external configuration store or the embedded DS configuration store (evaluation deployments only).

Change the amAdmin password (external configuration store)

If AM is configured to use an external configuration store, follows these steps to change the amAdmin  password:

In the AM admin UI, click on the user avatar () in the top right corner.

Click Change Password.

Enter the current password in the Current password field.

Enter the new password in the New password and Confirm new password fields.

Save your work.

If your deployment has multiple AM servers, the new password replicates across all servers.

Change the amAdmin password (embedded configuration store)

Back up your deployment as described in Back up configurations.

In the AM admin UI, click on the user avatar () in the top right corner.

Click Change Password.

Enter the current password in the Current password field.

Enter the new password in the New password and Confirm new password fields.

Click Save Changes.

info
Changing the name of the amAdmin user might affect functionality in some areas where the name is hardcoded. Make
sure you test a change like this before deploying it in production. 

Note

lightbulb_2
A better way to secure the amAdmin  password, regardless of the configuration store, is to Store the amAdmin
password in a secret store.

Tip

1. 

2. 

3. 

4. 

5. 
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5. 
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When AM is configured to use the embedded DS server for the configuration store, you must change the passwords of the 
uid=admin  user to match the new amAdmin  password.

Change the uid=admin  account’s bind password in the AM configuration as follows:

Change the password for the configuration store binding:

Go to Deployment > Servers > Server Name > Directory Configuration.

Enter the new Bind Password (the new amAdmin  password) and click Save Changes.

(Optional) If you use the embedded DS server as a data store, change the following bind passwords:

Go to Realms > Realm Name > Identity Stores > embedded:

Enter the new bind password, which is the new amAdmin  password, and click Save Changes.

Make this change in every AM realm that uses the embedded DS as an identity store.

Go to Realms > Realm Name > Services > Policy Configuration:

Enter the new bind password, which is the new amAdmin  password, and click Save Changes.

Make this change in every AM realm that uses the embedded DS as a data store.

Go to Realms > Realm Name > Authentication > Modules, and click LDAP:

Enter the new bind password, which is the new amAdmin  password, and save your changes.

Make this change in every AM realm that uses the embedded DS as a data store.

To change the uid=admin  and the global administrator passwords in the embedded DS, see Forgotten superuser
password in the DS documentation.

Store the amAdmin password in a secret store

Using a secure secret store is more secure than storing the amAdmin  password in the configuration.

7. 

◦ 

▪ 

▪ 

info
Changing the bind password of the configuration store updates the configstorepwd  alias in the
AM keystore file the next time AM starts.

Note

◦ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

8. 

emergency_home
The secret store you use for the amAdmin  password is a special secret store and is not visible in the AM admin
UI. If you store the amAdmin  password in a secret store, you can’t change the password in the AM admin UI
unless you remove the secret configuration.
When you remove the secret configuration, the amAdmin  password reverts to what it was before you
configured the secret.
You must salt and hash an amAdmin  password stored in a secret. Encryption is optional but highly
recommended.

Important

• 

• 

• 
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To store the amAdmin  password in a secret store:

Create a new password then salt and hash it using a script similar to the following. The comments in the script indicate the
salt and hash requirements:

#!/usr/bin/env python3
import getpass
import os
import sys
import struct
import hashlib
import base64

if os.isatty(0):
   pwd = getpass.getpass()
   cnf = getpass.getpass('Confirm: ')
else:
   pwd = sys.stdin.buffer.readline().decode('utf-8').strip()
   cnf = pwd

if pwd != cnf:
   sys.exit("Password and confirmation don't match")

## Create some random bytes as the salt
salt = os.urandom(20)

## Hash the salt and the new password with a SHA-512 function
h = hashlib.sha512()
h.update(salt)
h.update(pwd.encode('utf-8'))
hash = h.digest()

## Concatenate the salt length as a single byte, the raw salt, and the hashed password
packed = struct.pack("B20s64s", 20, salt, hash)

## Generate the final hashed string
outform = "{SSHA-512}" + base64.b64encode(packed).decode('ascii')
print(outform)

Optionally, encrypt the hashed string with the AM encryption password or with a secret stored in the Google Cloud Key
Management Service (KMS).

Encrypt with the AM encryption password:

Log in to the AM admin UI as an administrative user.

Go to https://openam.example.com/openam/encode.jsp , and paste the hashed string in the field.

Alternatively, use the ampassword  command to encrypt the password.

Copy the encrypted password string.

Go to Configure > Server Defaults > Advanced.

Set the org.forgerock.openam.secrets.special.user.passwords.format  advanced server property
to ENCRYPTED_PLAIN .

1. 
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Encrypt with a secret stored in the Google Cloud KMS:

You need a Google Cloud Platform account with a project that includes the following:

A key ring containing the secrets that you will use to encrypt the hash of the password of the amAdmin  user.

You can configure the key ring in any Google Cloud location.

A service account that AM will use to connect to the project.

Refer to the Google Key Management Service documentation and Google’s Getting Started with Authentication
 for more information.

To configure AM to connect to the Google Cloud KMS with the service account, refer to Configure Google service
account credentials.

Check if you already have a Google Cloud KMS secret for decrypting.

Go to Configure > Server Defaults > Advanced, and check if the 
org.forgerock.openam.secrets.googlekms.decryptionkey  advanced server property is configured.

If the property is configured, you don’t need to create another key.

If the property isn’t configured, log in to your Google Cloud dashboard and create a secret of one of the
following types in the key ring of your choosing:

Symmetric encrypt/decrypt

Asymmetric decrypt

Use the secret you identified or created in the previous step to encrypt the hashed string.

You can use the gcloud  tool included in Google Cloud’s SDK to encrypt the string. The tool creates a
binary file with the encrypted secret, but AM does not support secrets in binary format. To work around
this, base64-encode the encrypted secret. For example:

gcloud kms encrypt \
--plaintext-file=./amadmin_password_hashed_string.txt \
--ciphertext-file=- \
--project=my_project_ID \
--location=my_location \
--keyring=my_keyring_for_AM \
--key=my_key_for_decrypting_secrets_in_AM \| base64 > encrypted_hash_of_amadmin_password.enc

In the AM admin UI, go to Configure > Server Defaults > Advanced.

(Optional) If unset, set the org.forgerock.openam.secrets.googlekms.decryptionkey  advanced
server property to the fully qualified resource ID of the Google Cloud KMS secret that you used to
encrypt the hash string. For example:

projects/my_project_ID/locations/my_location/keyRings/my_keyring_for_AM/cryptoKeys/
my_key_for_decrypting_secrets_in_AM

◦ 

▪ 

▪ 
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To find the key ID, refer to Object Hierarchy in the Google Cloud KMS documentation.

Set the org.forgerock.openam.secrets.special.user.passwords.format  advanced server property
to GOOGLE_KMS_ENCRYPTED .

Leave the hashed string unencrypted (not recommended)

In the AM admin UI, go to Configure > Server Defaults > Advanced.

Set the org.forgerock.openam.secrets.special.user.passwords.format  advanced server property
to PLAIN .

Map the encrypted secret to the secret ID that you will use. Perform one of the following:

Save the encrypted password to a file in the special secret store directory:

$ echo -n <salted_encrypted_password> > /path/to/openam/security/secrets/userpasswords/password.amadmin

Create an operating system variable named PASSWORD_AMADMIN  and set its value to the encrypted password. Make
the variable available to the user running the container where AM runs; for example, add it to the user’s 
bash.profile  file.

Create a Java system variable called password.amadmin  and set its value to the encrypted password. Make the
variable available to the container where AM runs.

For example, if using Apache Tomcat, add it to $CATALINA_BASE/bin/setenv.sh  as follows:

export password.amadmin="y3GVzNP5Z3$EXZQHX75aRE!8FjN"

AM caches this special secret after it’s been read. The expiry time of the cache is 900 seconds (15 minutes) by default. To change
the expiry time, set the org.forgerock.openam.secrets.special.user.secret.refresh.seconds advanced server property.

5. 

◦ 

error
Ensure that the password is randomly generated and has high entropy before continuing. 

Caution

1. 

2. 

lightbulb_2
If you don’t have access to the AM admin UI, you can add the required property to the CATALINA_OPTS
variable. For example, for Apache Tomcat, add the following to the $CATALINA_BASE/bin/setenv.sh  file:

export CATALINA_OPTS="$CATALINA_OPTS -
Dorg.forgerock.openam.secrets.special.user.passwords.format=PLAIN"

Tip

3. 

◦ 

lightbulb_2
The default location of the special secret store is /path/to/openam/security/secrets/
userpasswords . To change it, configure the 
org.forgerock.openam.secrets.special.user.passwords.dir  advanced server property.

Tip

◦ 

◦ 
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For increased security, rotate this secret periodically. For details, refer to Map and rotate secrets.

Delegate privileges

The amAdmin  user can change any setting in AM’s configuration, but giving that power to each of your administrative users is not
ideal.

In AM, you do not create administrative users. You create regular users and delegate realm administration privileges to a group
they belong to. For example, you can create a group of users that are only allowed to make REST calls to endpoints in a specific
realm, or a group of users that have full administrative privileges for a particular realm.

This approach of splitting responsibilities lowers the risk of accidental or intentional abuse.

Because users with delegated administration privileges are regular users in the identity store, they can use any form of multi-
factor authentication.

You can also delegate other kinds of privileges, such as making REST calls to realms for policy evaluation, modifying policies, and
more.

The following table describes privileges that you can assign in the AM admin UI or by using the ssoadm add-privileges
command:

Privileges

Privilege as it appears in the AM
admin UI

Privilege name to use with the ssoadm
add-privileges command

Notes

Read and write access to all realm and
policy properties

Realm Admin Assign this privilege to administrators in
order to let them modify or read any
part of an AM realm.
Use this privilege when you do not
require granularity in your delegation
model. All other AM privileges are
included with this privilege.
Administrators using the AM admin UI
must have this privilege.

Read and write access to all configured
agents

Agent Admin Provides access to centralized agent
configuration; subset of the 
RealmAdmin  privilege.

Read and write access to all log files Log Admin Subset of the Realm Admin  privilege.

Read access to all log files Log Read Subset of the Realm Admin  privilege.

Write access to all log files Log Write Subset of the RealmAdmin  privilege.

Read and write access to all federation
metadata configurations

Federation Admin Subset of the Realm Admin  privilege.

REST calls for reading realms Realm Read Access Subset of the Realm Admin  privilege.
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Privilege as it appears in the AM
admin UI

Privilege name to use with the ssoadm
add-privileges command

Notes

Read and write access only for policy
properties, including REST calls

Policy Admin Assign this privilege to policy
administrators in order to let them
modify or read any part of the AM
policy configuration.
This privilege lets an administrator
modify or read all policy components:
policies, applications, subject types,
condition types, subject attributes, and
decision combiners. All other AM
privileges that affect policy components
are included with this privilege. Subset
of the Realm Admin  privilege.

REST calls for policy evaluation Entitlement Rest Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for reading policies Privilege Rest Read Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for managing policies Privilege Rest Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for reading policy
applications

Application Read Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for modifying policy
applications

Application Modify Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for reading policy resource
types

Resource Type Read Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for modifying policy resource
types

Resource Type Modify Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for reading policy application
types

Application Types Read Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for reading environment
conditions

Condition Types Read Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for reading subject
conditions

Subject Types Read Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for reading decision
combiners

Decision Combiners Read Access Subset of the Realm Admin  and Policy
Admin  privileges.

Security PingAM

372 Copyright © 2025 Ping Identity Corporation



These steps describe how to create a user and assign administrative privileges using the AM admin UI. You can also delegate
privileges over REST. Learn more in How do I add privileges to identity groups in PingAM?.

Go to the realm for which you want to delegate privileges.

For example, go to Realms > Top Level Realm.

Go to Identities > Groups and click the name of the group to which you intend to grant access.

If you do not have a group yet, create one.

The All Authenticated Identities virtual group lets you assign privileges to any identity that has a valid session in AM. Use
it with caution, since not every identity authenticates to AM by using strong authentication.

Choose the administrative privileges to delegate for the realm:

To grant users in the group access to the AM admin UI for the realm, click Realm Admin.

Administrators can use the AM admin UI as follows:

Delegated administrators with the Realm Admin  privilege can access full administration console
functionality within the realms they can administer.

Users with lesser privileges, such as the Policy Admin  privilege, can not access the AM admin UI, but can
use REST to create and manage the functionality for which they have privileges.

Both the top-level administrator (such as amAdmin ) and delegated administrators in the Top Level Realm
with the Realm Admin  privilege have access to full console functionality in all realms and can access AM’s
global configuration.

To grant users in the group access to REST endpoints, choose the required privileges from the list.

For information about the available AM privileges, see Realm privileges available for delegation.

Click Save Changes.

To enable delegated subrealm administrators to invalidate sessions, you must add an attribute to their entry in the data store, as
described in the following procedure:

Privilege as it appears in the AM
admin UI

Privilege name to use with the ssoadm
add-privileges command

Notes

REST calls for reading subject attributes Subject Attributes Read Access Subset of the Realm Admin  and Policy
Admin  privileges.

REST calls for modifying session
properties

Session Property Modify Access Subset of the Realm Admin  and Policy
Admin  privileges.

1. 

emergency_home
Delegating administrative privileges in the Top Level Realm allows members of the group full access to the AM
instance. Administration privileges in any other realm allows the group to access administrative functionality
only in that realm, and any child realms.

Important

2. 

3. 

1. 

▪ 

▪ 

▪ 

2. 

4. 
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Let delegated subrealm administrators invalidate sessions

Create an LDIF file that modifies the distinguished name entry of the subrealm administrator, adds the iplanet-am-
session-destroy-sessions  attribute, and sets its value to the subrealm’s DN.

In the following example, the delegated administrator is named subRealmAdmin  and the subrealm is called mySubRealm :

dn: uid=subrealmadmin,ou=people,dc=openam,dc=forgerock,dc=org
changetype: modify
add: objectClass
objectClass: iplanet-am-session-service
-
add: iplanet-am-session-destroy-sessions
iplanet-am-session-destroy-sessions: o=mysubrealm,ou=services,dc=openam,dc=forgerock,
dc=org

Run the ldapmodify  command included with DS to apply the LDIF file to the user data store.

For example:

$ /path/to/opendj/bin/ldapmodify \
--hostname 'id.example.com' \
--port 1636  \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
/path/to/ldif.file
# Processing MODIFY request for uid=subrealmadmin,ou=people,dc=openam,dc=forgerock,dc=org
# MODIFY operation successful for DN uid=subrealmadmin,ou=people,dc=openam,dc=forgerock,dc=org

The delegated realm administrator will now be able to invalidate sessions created in the subrealm.

Delegate agent profile creation

If you want to create agent profiles when installing web or Java agents, then you need the credentials of an AM user who can read
and write agent profiles.

You can use the AM administrator account when creating agent profiles. If you delegate web or Java agent installation, then you
might not want to share AM administrator credentials with everyone who installs agents.

Follow these steps to create agent administrator users for a realm:

In the AM admin UI, go to Realms > Realm Name > Identities.

On the Groups tab, click Add Group and create a group for agent administrators.

On the Privileges tab, choose Realm Admin.

1. 

info
All values in the LDIF must be in lowercase, even if the subrealm or administrator name is not. 

Note

2. 

1. 

2. 

3. 
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Click Save Changes.

Go to Realms > Realm Name > Identities.

On the Identities tab, create as many agent administrator users as needed.

For each agent administrator user, edit the user profile.

On the Groups tab of the user profile, add the user to agent profile administrator group.

Click Save Changes.

Provide each system administrator who installs web or Java agents with their agent administrator credentials.

When installing Java agents with the --custom-install  option, the system administrator can choose the option to create
the profile during installation, and then provide the agent administrator user name and the path to a read-only file
containing the agent administrator password. For silent installs, you can add the --acceptLicense  option to auto-accept
the software license agreement.

Secure access to the admin UIs

AM provides end-user pages, located at openam/XUI , and an administration UI, located at openam/ui-admin .

Consider the following points to secure the AM admin UI:

Limit access to the AM admin UI.

For example, allow access to the console URI only to inbound connections from a specific network, or create a denylist or
an allowlist with the endpoints the console uses. Learn more in How do I remove admin UI access in PingAM?.

Ensure administrative users present sufficiently strong credentials when logging in to the AM administrative console.

By default, users that log to the console make use of the chain or tree configured in the Organization Authentication
Configuration property for the realm. To locate this property, go to Realms > Realm Name > Authentication > Settings >
Core.

Ensure that you change the default for all realms, including the Top Level Realm.

Secure access to the admin tools

AM provides the following administrative tools that you can use instead of the administrative console to configure AM: Amster
and ssoadm .

Do not install the tools on the same server as AM, so that administrators do not require a local system account on that server.

Also, make sure you create a username/password tree specifically for tools, so that you can track it easily in your logs.

4. 

5. 

6. 

7. 

8. 

• 

• 

error
The API Explorer is enabled by default. For security reasons, it is strongly recommended that you disable it in
production environments.
To disable the API Explorer, go to Configure > Global Services > REST APIs, and select Disabled in the API Descriptors
drop-down list.

Caution
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Review the following information to secure access to the tools:

By default, users logging in through Amster or ssoadm  use the chain or tree configured in the Administrator
Authentication Configuration property for the realm.

To locate this property, go to Realms > Realm Name > Authentication > Settings > Core.

Amster:

If the administrative users connect to AM using interactive login, ensure that they present sufficiently strong
credentials.

If the administrative users connect to AM using private key connections, make sure that you create your own keys
and share them with AM.

For more information, see the Amster User Guide.

ssoadm

Ensure that your administrative users present sufficiently strong credentials.

The ssoadm  command requires that you provide the password of the administrative user stored in cleartext in a
file.

Ensure the file is read-only for its owner.

Secure realms

The AM installation process creates the Top Level Realm ( / ), which contains AM default configuration data. This realm cannot
be deleted or renamed, since it is the root of the realm hierarchy in AM.

Consider the following list of security best practices related to realms:

Disable module-based authentication

Module-based authentication lets users authenticate using the module=module-name  login parameter, therefore
bypassing multi-factor authentication if multiple modules are configured in a chain with the same authLevel .

To disable module-based authentication, go to Realms > Realm Name > Authentication > Settings > Security, and clear
the Module Based Authentication check box.

Create strong authentication trees

Ensure your users log in to AM using sensible authentication trees, such as trees that enforce multi-factor authentication.

Configure sensible default authentication services

By default, users that log in to the console make use of the chain or tree configured in the Organization Authentication
Configuration property for the realm. To locate this property, go to Realms > Realm Name > Authentication > Settings >
Core.

Be extra careful when setting your default authentication tree or chain.

• 

• 

◦ 

◦ 

• 

◦ 

◦ 
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If you leave the default authentication service as the ldapService  chain, users can still post their username and
password to the authentication endpoint to retrieve a session, regardless of the services configured for authentication.

For example, consider a deployment where you disable module-based authentication but retain the default authentication
chain, ldapService . If you set up two-factor authentication, your users can still access their accounts without performing
the correct two-factor authentication chain login sequence by using the default ldapService  chain.

When you are ready to go to production, set the default authentication tree or chain to your most secure tree or chain.
Don’t leave it set to ldapService .

Ensure that you change the default for all realms, including the Top Level Realm.

Prevent access to the Top Level Realm

If most of your privileged accounts reside in the Top Level Realm, consider blocking authentication endpoints that allow
access to the Top Level Realm.

Learn more in Best practice for blocking the top level realm in a proxy for PingAM.

The demo user

When you install AM for evaluation, using the embedded DS server, a demo  user is created. This is a regular account with no
administrative permissions and is intended for test and demo purposes. You should remove this user from production
environments.

To remove the demo  account, go to Realms > Top Level Realm > Identities, choose the demo  account, and click Delete.

Secrets, certificates, and keys

Encryption lets you protect sensitive data, encoding it in such a way that only authorized parties can access it.

Signing lets the receiver of data validate the sender’s identity and ensures that the data hasn’t been tampered with.

AM depends on signing and encryption to protect network communication and to keep data confidential and unalterable. In turn,
signing and encryption depend on keys or secrets that are generated using cryptographic algorithms.

AM uses the following methods to store keys or secrets:

The AM keystore

The default AM keystore is used by certain features, and during AM startup.

You can configure the default keystore globally, so its configuration is shared by all AM instances in a deployment, or per
individual server.

AM secret stores

Secret stores are repositories for cryptographic keys and credentials. You can configure them globally, or per realm.

Secret stores can be JVM system properties, key aliases stored in keystores or HSMs, or files stored in filesystems or secret
volumes.
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Default keystores and secret stores

During installation, AM creates a JKS and a JCEKS keystore with several self-signed certificates for demo and test purposes.

The AM keystore and the default keystore-type secret store use the JCEKS keystore. The JKS keystore isn’t used by default and can
be safely deleted.

Default JCEKS and JKS keystores

This table lists the contents of the default keystores, generated when AM starts up.

info
Most AM features use the secrets API (secret stores). Using the traditional AM keystore for these features isn’t
supported. You can, however, define the AM keystore in a secret store and continue to use the keys inside it. 

Note

error
Don’t use the default keys, keystores, and secret stores in production environments. 

Caution

JCEKS JKS

Used by default in AM? Yes(1) No

Default path /path/to/openam/security/

keystores/keystore.jceks

/path/to/openam/security/

keystores/keystore.jks

Where is its password stored?(2) /path/to/openam/security/secrets/

default/.storepass

/path/to/openam/security/secrets/

default/.storepass

Which test aliases does it contain? es256test  (ECDSA key)
es384test  (ECDSA key)
es512test  (ECDSA key)
hmacsigningtest  (Symmetric HMAC
key)
directenctest  (Symmetric Direct AES
encryption key)
rsajwtsigningkey  (Asymmetric RSA
key)
selfserviceenctest  (Asymmetric RSA
key)
selfservicesigntest  (Symmetric
secret signing key)
test  (Asymmetric RSA key)

test  (Asymmetric RSA key)

Which password strings does it
contain?

configstorepwd (3) None
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(1) New AM installations use the JCEKS keystore as the default keystore.

(2) The password of the JCEKS and JKS keystores is a random-generated string stored in cleartext.

(3) The value of the configstorepwd  is a string. It’s the password of the configuration store and is accessed during AM startup.

(4) The default password for all the key aliases in the JCEKS and JKS keystores is changeit  stored in cleartext.

Default secret stores

default-keystore . This keystore-type secret store is mapped to the default JCEKS keystore.

It contains secret ID mappings for several of the AM features that use keys.

default-password-store . This filesystem-type secret store is mapped to /path/to/openam/security/secrets/
encrypted

It provides the passwords to open the default-keystore  secret store:

The storepass  file contains the encrypted password of the keystore.

The entrypass  file contains the encrypted password of the keys inside the keystore.

Configure keystores and secret stores

The default keystores and secret stores are sufficient for testing and demonstrating AM features.

For production and pre-production environments, configure the keystores and secret stores that your environment needs, before
you configure the AM features that use them.

JCEKS JKS

Where is the private key password
file?(4)

/path/to/openam/security/secrets/

default/.keypass

/path/to/openam/security/secrets/

default/.keypass

• 

• 

◦ 

◦ 

info
These password files look similar to those of the default JCEKS keystore; however, the password files for the
JCEKS keystore are in cleartext, and the password files for the default secret store are encrypted with AM’s
encryption key.
Remember that the keystore file is the same, so if you change the passwords for the JCEKS keystore, you must
also change them in the default secret store.

Note
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Create a new keystore to use as the AM keystore. Delete the default keystores and the default secret stores.

AM will use the new keystore to start up.

Configure different keys for different features when possible.

Create separate secret stores for each AM feature you are using.

For example, create one for SAML v2.0 secrets, and a different one for OAuth 2.0 secrets.

Use different passwords for keystores and secret stores. This reduces the risk of compromised keys or secrets if a
malicious user is able to gain access to one of the passwords.

Keystore secret stores require at least one other secret store to provide the password of the keystore, and the password
for the keys. For example, a file system volume secret store.

Configure AM features to use your custom key aliases and secrets.

The following table guides you through the tasks you need to perform to configure the keys and secrets AM requires:

After install Default secret
stores

Default JCEKS keystore,
as AM keystore and
bootstrap keystore

Step 1 Delete

Step 2

Create
and configure

AM keystore,
and bootstrap

keystore
Delete

Create and configure
as required

Keystore
secret stores

File system
volume secret

stores

Other secret
stores

Keystore A Keystore B Keystore C

Password files Password files Password files

Other secrets Other secrets

related related related

Other Secrets

Step 3 Configure required aliases and
secret label mappings in AM

Default JKS
keystore

1. 

2. 

3. 
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AM features that use keys

Features that require secrets for signing or encryption can use one of the following mechanisms:

The AM keystore, configured at Configure > Server Defaults > Security > Key Store.

The secrets API (secret stores).

Task Resources

Understand AM’s secret needs
Review the list of features that use keys in AM, and their
possible keystore and secrets configurations.

AM features that use keys

Create and configure a new AM keystore
Create and configure a new AM keystore, that will also serve
as the AM bootstrap keystore. Delete the default keystores
and secret stores.

The AM keystore

Create secrets, as needed
Create as many keystores, key aliases, and/or secrets as
required in your environment, based on the information you
learned when you reviewed the list on the first task. You will
configure them in AM in the next steps.
Keys and secrets protect the credentials, tokens, and other
sensitive information that your environment needs to send
and receive. Therefore, ensure that keys and secrets are
protected and only shared when required. This may result in
configuring multiple keystores and/or secret stores for
different features.
Don’t reuse passwords between keystores or secret stores.
This reduces the risk of compromised keys or secrets, if a
malicious user is able to gain access to one of the passwords.

Key aliases and passwords

Configure secret stores in AM
Create new secret stores to map the new keys you created in
previous tasks, for example, those for the OAuth 2.0
providers.

Secret stores

Make keystores and secret stores available to all AM
instances

Keystores and secret stores must be available in the same
location across all AM instances.
This step might mean mounting a filesystem with the
required files across the instances, installing cryptographic
cards, and so on.

Configure key aliases and secrets in AM
Change the default key aliases and secrets to the new ones
you have created.

Change default key aliases
Map and rotate secrets

• 

• 

• 

• 

• 
• 

• 

• 
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Certain features require secret stores, and some support either secret mechanism. This list outlines which features can use which
secret mechanism:

Features that only use the AM keystore

Persistent cookie nodes (authentication trees)

Requires a key pair alias for encryption. For more information, see Set Persistent Cookie node.

User self-service

Requires a JCEKS keystore with a key pair alias for encryption and a key alias for signing.

For more information, see Create a user self-service service instance.

Amster

Requires an sms.transport.key  key alias to export and import encrypted passwords.

For more information, see the Amster documentation.

IDM user self-registration

Requires copying signing and encryption keys from IDM into the AM keystore.

For more information, see Delegate user self-registration to IDM.

Features that use secret stores

Client-side sessions

Require keys or secrets for signing and encrypting client-side sessions and authentication sessions.

For more information, see Client-side session security.

Authentication trees

Requires a key alias to encrypt values stored in the authentication tree’s secure state.

For more information, see Store values in a tree’s node states.

OAuth 2.0 providers

Require a key alias for signing client-side tokens and OpenID Connect ID tokens. Also require a key alias for
encryption of client-side OAuth 2.0 access and refresh tokens.

For more information, see Configure client-side OAuth 2.0 token encryption.

Web and Java agents

Web agents and Java agents communicate with AM using a built-in OAuth 2.0 provider, configured globally in AM.
This communication requires a key alias for signing tokens.

Learn more in the Web Agents User Guide and the Java Agents User Guide.

Remote Consent service

Requires a key alias for signing consent responses, and another key alias for encrypting consent responses.

• 

• 

• 

• 

• 

• 

• 

• 

• 
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For more information, see Remote consent.

SAML v2.0 federation

Requires key pairs for signing and encrypting messages, responses, and assertions; for example, a key to encrypt
the JWT stored in the local storage of supported browsers.

You might also require a key to sign exported metadata.

For more information, see Sign and encrypt messages. For a list of the secret ID mappings, see Secret ID default
mappings.

Persistent Cookie module (authentication chains)

Requires a key pair alias for encryption.

For more information, see Persistent Cookie module.

Features that support different keystore configurations

ForgeRock Authenticator (OATH), ForgeRock Authenticator (PUSH) modules, and the WebAuthn Profile
Encryption service

Support configuring a different keystore to encrypt device profiles. Also support keystore types that are not
available to other features.

For more information, see Multi-factor authentication.

AM’s startup (bootstrap) process

Requires two password strings. ForgeRock recommends that you use the AM keystore as the bootstrap keystore,
but you can configure a different bootstrap keystore, provided:

You keep the password strings updated.

You overwrite the boot.json  file before AM starts up.

For more information, see Replace the AM keystore.

Features that require different keystore configurations

Java fedlets

Require a keystore containing a key pair to sign and verify XML assertions and to encrypt and decrypt SAML
assertions. Keystore and key information are configurable in the FederationConfig.properties  file. For more
information, see Configure Java fedlet properties.

Security token service

Requires a JKS keystore for encrypting SAML v2.0 and OpenID Connect tokens. Does not require files to store the
keystore password or the key aliases' passwords.

For more information, see Configure STS instances.

CSV audit logging handler

• 

• 

• 

• 

◦ 

◦ 

• 

• 

• 
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Requires a keystore for tamper-proofing. Does not require a file to store the keystore password; the password is
configured in the AM admin UI. For more information, see Configure CSV audit event handlers.

The AM keystore

AM provides a JCEKS keystore by default, containing several test-only key aliases. For production deployments, you should create
a new keystore with your own key aliases.

Before you start, note the following points about the AM keystore:

Different AM features support different keystore configurations. Some features do not use the default keystore to store
their key aliases. For more information, see AM features that use keys.

Key aliases aren’t migrated from one keystore to another. You must prepare a new keystore before you configure it, then
migrate the required key aliases manually.

If you make any changes to the keystore, such as adding or removing keys or changing key or keystore passwords, you
must restart AM.

All passwords for Java keystores (keystore passwords, entry passwords, and key passwords) can contain only ASCII
characters. Using non-ASCII characters in these passwords results in errors.

Replace the AM keystore

The AM keystore provides the secrets required by several features, but it also lets AM start up.

The AM startup process checks a file ( /path/to/openam/config/boot.json ), for the bootstrap settings. These settings include
the path to a keystore file, and the files containing the keystore and key passwords. For example:

{
  "instance" : "http://am.example.com:8080/am",
  "dsameUser" : "cn=dsameuser,ou=DSAME Users,dc=openam,dc=forgerock,dc=org",
  "keystores" : {
    "default" : {
      "keyStorePasswordFile" : "/path/to/am/security/secrets/default/.storepass",
      "keyPasswordFile" : "/path/to/am/security/secrets/default/.keypass",
      "keyStoreType" : "JCEKS",
      "keyStoreFile" : "/path/to/am/security/keystores/keystore.jceks"
    }
  },
  "configStoreList" : [ {
    "baseDN" : "dc=openam,dc=forgerock,dc=org",
    "dirManagerDN" : "cn=Directory Manager",
    "ldapHost" : "am.example.com",
    "ldapPort" : 50636,
    "ldapProtocol" : "ldaps"
  } ]
}

The dsameUser  is an internal account that AM uses to connect to the configuration store. AM generates the password for this
account on startup and you can’t read or change it.

AM looks for the configuration store password ( configstorepwd ) in the default keystore specified in the boot.json  file. The
alias is password-protected with the password specified in the /path/to/openam/security/secrets/default/.keypass  file.

• 

• 

• 

• 
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To change this password, go to Deployment > Servers > Server Name > Directory Configuration, and change the configuration
store bind password. When you change the bind alias, AM modifies the content of the key alias in the keystore file.

You can’t create this string manually. AM recreates it in a new keystore after a successful start.

To change the bootstrap keystore, configure a new AM keystore and restart AM while the old keystore is still available. The
startup process does the following:

Boots up using the original keystore

Writes the password string in the new keystore

Rewrites the boot.json  file.

Follow these steps to create a new keystore with the password strings AM needs to start up, and configure it as the default AM
keystore:

Ensure that AM is running, and that you can access the AM admin UI as an administrative user.

Create a new keystore in any writable directory. This directory must be the same for all AM instances in the site, for
example, /path/to/openam/security/keystores .

Obtain a new key from your certificate authority and add it to the new keystore, or generate a new self-signed key in the
new keystore.

This example creates a self-signed key alias in a new keystore file, am_keystore.jceks , with a new asymmetric RSA key
alias, newkey .

$ keytool \
-genkeypair \
-alias newkey \
-keyalg RSA \
-keysize 2048 \
-validity 730 \
-storetype JCEKS \
-dname 'CN=newkey' \
-keystore am_keystore.jceks
Enter keystore password:
Reenter new password:
Enter key password for <newkey>
(RETURN if same as keystore password):
Reenter new password:

Take note of the passwords you entered.

Store the keystore passwords in cleartext in a writable directory.

This directory should be the same for all AM instances in the site, for example, /path/to/openam/security/secrets/
default .

For example:

• 

• 

• 

1. 

2. 

3. 

info
In production environments, you should use the strongest algorithm you can. 

Note

4. 
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$ echo -n newstorepassword > .am_keystore_storepass
$ echo -n newkeypassword > .am_keystore_keypass

Use echo -n  to avoid inserting hidden trailing newline characters. Even if the keytool  command is able to use the
password in the file, AM might not be able to open the keystore or the key aliases.

Make sure that the password files have read-only permission for their owner. For example:

$ chmod 400 .am_keystore_storepass
$ chmod 400 .am_keystore_keypass

Configure the new keystore as the AM keystore in the site.

Follow the steps in Change AM keystore properties.

When AM starts successfully, the new keystore contains the password strings that AM uses to start up. You can delete the
default JCEKS keystore now. The default secret stores also use the JCEKS keystore. You can also delete them now.

Change AM keystore properties

In the AM admin UI, go to Configure > Server Defaults > Security > Key Store.

Enter the keystore file name and path in the Keystore File field.

For example, /path/to/openam/security/keystores/am_keystore.jceks .

Enter the Keystore Type.

For example JKS , JCEKS , PKCS11 , or PKCS12 .

In the Keystore Password File field, enter the location of the keystore password file.

For example, /path/to/openam/security/secrets/default/.am_keystore_storepass .

In the Private Key Password File field, enter the location of the private key password file.

For example, /path/to/openam/security/secrets/default/.am_keystore_keypass .

Click Save Changes.

At this point, AM still holds the old keystore configuration in memory, and cannot use key aliases contained in the new
keystore.

If you need to change key aliases in the AM configuration, decide whether to change them before or after restarting the
AM instances in the next step.

If you are using client-side sessions, ensure the signing key exists in the new keystore. You can check the configuration for
client-side sessions by going to Realms > Realm Name > Authentication > Settings > Security.

To configure the rest of the features that need key aliases before or after the restart, see Change default key aliases.

Make the new keystore files available in the same location to all the instances in the site.

5. 

6. 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 
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This step may mean mounting a filesystem with the required files across the instances, copying the files across instances,
and others.

Restart the AM instance or instances.

The new default keystore and its keys are ready to use.

Key aliases and passwords

You might need to create new key aliases because you are using additional AM features, or because you are installing a new
environment. In either case, consider these points:

First, review the list of AM features to understand which features use the AM keystore and which ones do not.

For more information, see AM features that use keys.

Avoid sharing certificates between features when possible, even if this means you need to configure multiple different
keystores or secret stores.

Make sure keystores, key aliases, and certificates are maintained on every instance; in a site environment, every instance
has its own keystore files.

Make sure keystores and secret stores are in the same location across all instances in the site.

The following table lists the tasks related to managing key aliases in your environment:

Create key aliases

Several AM features require key aliases for signing and encryption. AM provides default key aliases for all features, but you
should create new key aliases in production.

9. 

• 

• 

• 

• 

Task Resources

Create a new key alias in an existing keystore or in a new
keystore.

Create key aliases

Copy key aliases between keystores; for example, when
configuring IDM’s provisioning.

Copy key aliases between keystores

Change key alias passwords. Change key alias passwords

Change keystore passwords. Change keystore passwords

error
A suitable certificate must exist in the keystore before
you map secrets to that keystore. If you change the
default mapping before installing the required
certificates, the features that require those secrets will
fail. 

Caution
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You can create key aliases in a new keystore that will be configured later as the AM keystore, or you can create key aliases in the
existing AM keystore:

Create a keystore and key aliases for keystore-type secret stores

Create key aliases in an existing keystore

Create self-service key aliases

Create a keystore and key aliases for keystore-type secret stores

These instructions are for keystore-type secret stores. To create a new AM keystore, see The AM keystore instead.

Obtain a new key from your certificate authority and add it to a new keystore, or generate a self-signed key in a new
keystore.

This example creates an asymmetric key pair and self-signed certificate, with alias newkey  in a new keystore file named 
keystoreA.jceks . The RSA algorithm is used to generate the key pair.

$ cd /path/to/openam/security/keystores/
$ keytool \
-genkeypair \
-alias newkey \
-keyalg RSA \
-keysize 2048 \
-validity 730 \
-storetype JCEKS \
-dname 'CN=newkey' \
-keystore keystoreA.jceks
Enter keystore password:
Reenter new password:
Enter key password for <newkey> (RETURN if same as keystore password):
Reenter new password:

Take note of the passwords. You need to make them available within another secret store; for example, by using a file
system volume secret store, as shown below:

Go to the directory that the filesystem volume secret store will point to.

For example, /path/to/openam/security/secrets/mydir .

You can use different methods to encode the content of the files. Consider creating a directory for each encoding
method you plan to use.

Create two files, one for the keystore password, and another for the password of the keys inside the keystore.

• 

• 

• 

1. 

error
A suitable certificate must exist in the keystore before you map secrets to that keystore. If you change the
default mapping before installing the required certificates, the features that require those secrets will fail. 

Caution

info
In production environments you should use the strongest possible algorithm. 

Note

◦ 

◦ 
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The files will contain the encoded passwords expected by the file system secret volume store.

For example, if you chose Base64 encoded  as the encoding, you must base64-encode the passwords, and then
add them to their respective files.

For example:

$ echo -n bmV3c3RvcmVwYXNzd29yZA== > keystoreA_storepass
$ echo -n bmV3a2V5cGFzc3dvcmQ= > keystoreA_keypass

Make sure the password files have read-only permission for their owner.

For example:

$ chmod 400 keystoreA_storepass
$ chmod 400 keystoreA_keypass

Create any other keys and keystores required by your environment by repeating the steps in this procedure and/or
following the steps in Create key aliases in an existing keystore.

Ensure that password files and keystores are maintained on every instance in your environment. Every AM instance has its
own keystores and password files.

Configure the keystore in a keystore-type secret store.

See Keystore secret stores.

To configure the file system secret store too, see File system secret volumes.

Create key aliases in an existing keystore

Perform the following steps to create new key aliases in an existing keystore. For example, the AM keystore:

Change directories to the keystore location, for example, /path/to/openam/security/keystores/ .

Acquire a new key from your certificate authority, or generate a new self-signed key.

When you create or import a new key, the keytool  command adds the new alias to the specified keystore if it exists, or
creates a new keystore if it does not exist.

This example creates a self-signed key alias in the AM keystore, am_keystore.jceks , with a new asymmetric RSA key alias
called mynewkey .

Note than in production environments you should use the strongest algorithm you can use.

emergency_home
Use echo -n  to avoid inserting hidden trailing newline characters. Even if the keytool  command is
able to use the password in the file, AM may not be able to open the keystore or the key aliases.

Important

◦ 

2. 

3. 

4. 

1. 

2. 

PingAM Security

Copyright © 2025 Ping Identity Corporation 389



$ cd /path/to/openam/security/keystores/
$ keytool \
-genkeypair \
-alias mynewkey \
-keyalg RSA \
-keysize 2048 \
-validity 730 \
-storetype JCEKS \
-dname 'CN=mynewkey' \
-keystore am_keystore.jceks
Enter keystore password: Enter the password in the .keystore_storepass file.
Enter key password for <mynewkey> (RETURN if same as keystore password): Enter the password in 
the .keystore_keypass file.
Reenter new password: Enter the password in the .keystore_keypass file.

Remember:

The contents of the password files of the AM keystore are in cleartext.

The contents of the password files in a file system volume secret store are not in cleartext by default. This means
that you need to decode them before you can use them in the keytool  command.

Ensure that password files and keystores are maintained on every instance in your environment.

Every AM instance has its own keystores and password files.

(AM keystore) Restart the AM instances affected by the configuration changes to use the new key aliases.

Configure the new key aliases in AM.

For a list of features that use key aliases and links to their relevant sections, see AM features that use keys.

Create self-service key aliases

User self-service requires a key pair for encryption and a signing secret key to be available in the AM keystore before configuring
any of its features. Follow the steps in this procedure to create new key aliases for the user self-service features in the AM
keystore:

Acquire a new key from your certificate authority, or generate new self-signed keys.

The password of the new keys for the user self-service features must match the passwords of those keys already present
in the keystore, and configured in the /path/to/openam/security/secrets/default/.am_keystore_keypass  file.

This example generates a self-signed key for encryption and a new signing secret key in the am_keystore.jceks  keystore,
but you could also import CA-provided keys to the keystore.

Create the new self-signed encryption key alias:

◦ 

◦ 

3. 

4. 

5. 

1. 

◦ 
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$ cd /path/to/openam/security/keystores/
$ keytool \
-genkeypair \
-alias newenckey \
-keyalg RSA \
-keysize 2048 \
-validity 730 \
-storetype JCEKS \
-dname 'CN=newenckey' \
-keystore am_keystore.jceks
Enter keystore password: Enter the password in the .am_keystore_storepass file.
Enter key password for <newenckey> (RETURN if same as keystore password): Enter the password in 
the .am_keystore_keypass file.
Reenter new password: Enter the password in the .am_keystore_keypass file.

Create the new signing secret key alias:

$ cd /path/to/openam/security/keystores/
$ keytool \
-genseckey \
-alias newsigkey \
-keyalg HmacSHA256 \
-keysize 256 \
-storetype JCEKS \
-keystore am_keystore.jceks
Enter keystore password: Enter the password in the .am_keystore_storepass file.
Enter key password for <newsigkey> (RETURN if same as keystore password): Enter the password in 
the .am_keystore_keypass file.
Reenter new password: Enter the password in the .am_keystore_keypass file.

Ensure that password files and keystores are maintained on every instance in your environment.

Every AM instance has its own keystores and password files.

Restart the AM instances affected by the configuration changes.

Configure user self-service to use the new keys.

For instructions, see Create a user self-service instance.

Copy key aliases between keystores

Some AM features require access to the key aliases used by other components of the Ping Identity Platform. For example, the
IDM Provisioning feature requires access to the key aliases that IDM uses to sign and encrypt data.

This section covers copying key aliases from the keystore of a Ping Identity Platform component to AM’s default keystore.

Use the keytool  command to export the required key from the source keystore into a temporary keystore:

◦ 

2. 

3. 

4. 

1. 
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$ keytool -importkeystore -srcstoretype jceks -srcalias "myKeyAlias" \
-deststoretype jceks -destalias "myKeyAlias" \
-srckeystore "/path/to/openidm/security/keystore.jceks" \
-destkeystore "/path/to/openidm/security/temp_keystore.jceks" \
-srckeypass "changeit" \
-srcstorepass "changeit" \
-destkeypass "myT3mPK3yP4ssword" \
-deststorepass "myT3mPK3yP4ssword"

This command exports the myKeyAlias  key alias, specified by the srcalias  argument, to a temporary keystore file /
path/to/openidm/security/temp_keystore.jceks . The store and key password is set to myT3mPK3yP4ssword . You need
to use the temporary passwords when importing to the AM instance.

Move the temporary keystore file created in the previous step, in this example temp_keystore.jceks , to the filesystem of
the target AM server.

On the target AM server, import the key alias into the AM keystore:

$ keytool -importkeystore -srcstoretype jceks -srcalias "myKeyAlias" \
-deststoretype jceks -destalias "myKeyAlias" \
-srckeystore "/path/to/openam/security/keystores/temp_keystore.jceks" \
-destkeystore "/path/to/openam/security/keystores/am_keystore.jceks" \
-srckeypass "myT3mPK3yP4ssword" \
-srcstorepass "myT3mPK3yP4ssword" \
-destkeypass:file "/path/to/openam/security/secrets/default/.am_keystore_keypass" \
-deststorepass:file "/path/to/openam/security/secrets/default/.am_keystore_storepass"

This command imports the key alias from the temporary temp_keystore.jceks  keystore file, which was copied from the
IDM instance, into the AM keystore. The command also sets the passwords to match those used by the default AM
keystore.

Repeat the previous steps to copy any additional key aliases from the source keystore to the destination keystore.

Restart the AM instance for the key change to take effect.

The AM instance will now be able to correctly encrypt, decrypt, sign or verify data and share it with the source Ping Identity
Platform component.

Change key alias passwords

Decrypting a key alias in a keystore requires a password. This password is initially specified when you generate the key, or when
you import the key into a keystore, but you might need to update the password at a later time.

Back up your keystore and password files.

Depending on the location of the key alias whose password you are changing, perform one of the following steps:

To change the password that opens the AM keystore:

Replace the old password in the .am_keystore_keypass  file with the new one:

2. 

3. 

4. 

5. 

1. 

2. 

1. 
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$ echo -n newpassword > /path/to/openam/security/secrets/default/.am_keystore_keypass

To change the password that opens a secret store:

Replace the old password in the secret containing it with the new one. If the secret is a file in a file system volume
secret store, ensure that the new password is encoded appropriately.

For example, for base64-encoded passwords, use the following command:

$ echo -n bmV3a2V5cGFzc3dvcmQ= > keystoreA_keypass

To change a password value used to decrypt a PEM-formatted secret:

Encode the new password using the https://openam.example.com:8443/openam/encode.jsp page, and write the
result to a file system secret or environment variable that uses the am.global.services.secret.pem.decryption
secret ID:

$ echo -n AQICmX1ntZv3XETMgDo+0zFynC8UMGJgop+K > am.global.services.secret.pem.decryption

$ export AM_GLOBAL_SERVICES_SECRET_PEM_DECRYPTION=AQICmX1ntZv3XETMgDo+0zFynC8UMGJgop+K

Depending on the location of the secret, perform one of the following steps to update the secret’s password to match the
value you configured in the previous step:

To change the password of key aliases in the AM Keystore:

Use the keytool  command to change the password of each of the key aliases, for example:

emergency_home
Use echo -n  to avoid inserting hidden trailing newline characters. Even if the keytool  command can
use the password in the file, AM may not be able to use the key aliases if there are hidden, trailing,
newline characters in the password file.

Important

2. 

3. 

File system secret

Environment variable

3. 

1. 
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$ keytool -keypasswd -storetype JCEKS -keystore /path/to/openam/security/keystores/am_keystore.jceks -
alias mykey
Enter keystore password: Enter the password in the .am_keystore_storepass file
New key password for <mykey> Enter the password in the .am_keystore_keypass file
Re-enter new key password for <mykey> Enter the password in the .am_keystore_keypass file

Remember to change the password of the configstorepwd  alias. If you don’t do this, you won’t be able to start
AM.

To change the password of key aliases in a secret store:

Use the keytool  command to change the password of each key alias, for example:

$ keytool -keypasswd -storetype JCEKS -keystore /path/to/openam/security/keystores/keystoreA.jceks -
alias mykey
Enter keystore password: Enter the password in the keystoreA_storepass file
New key password for <mykey> Enter the password in the keystoreA_keypass file
Re-enter new key password for <mykey> Enter the password in the keystoreA_keypass file Remember 

Secrets in file system volume secret stores are, by default:

$ `keytool -keypasswd -storetype JCEKS -keystore /path/to/openam/security/keystores/keystoreA.jceks -
alias mykey
Enter keystore password: Enter the password in the keystoreA_storepass file
New key password for <mykey> Enter the password in the keystoreA_keypass file
Re-enter new key password for <mykey> Enter the password in the keystoreA_keypass file

Secrets in file system volume secret stores are, by default, not in cleartext. You need to decode them before using
them with the keytool  command.

To change the password of a PEM-formatted secret:

Use the openssl  command to open, and then export the secret alias with a new password:

lightbulb_2
To list the keys and password strings in the AM keystore, run this command:

$ keytool -list -storetype JCEKS -keystore /path/to/openam/security/keystores/
am_keystore.jceks

Tip

2. 

lightbulb_2
You can list the keys and password strings contained in a secret store using this command:

$ keytool -list -storetype JCEKS -keystore /path/to/openam/security/keystores/
keystoreA.jceks

Tip

3. 
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$ openssl rsa -aes256 -in originalkey.pem -out new_password_key.pem
Enter pass phrase for originalkey.pem: Enter the original password
writing RSA key
Enter PEM pass phrase: Enter the new password
Verifying - Enter PEM pass phrase: Re-enter new password

When completed, overwrite the original PEM file with the replacement, for example:

$ mv new_password_key.pem originalkey.pem

If you also need to change the keystore password, see Change keystore passwords.

Ensure that password files and keystores are maintained on every instance in your environment.

Every AM instance has its own keystores and password files.

(AM keystore) Restart the AM instances affected by the configuration changes.

Change keystore passwords

Decrypting and viewing the contents of a keystore requires a password. This password is specified by the user at the time the
keystore is created, but you might need to update the password at a later time.

(AM keystore) Replace the old password in the .am_keystore_storepass  file with the new one:

$ echo -n newpassword > /path/to/openam/security/secrets/default/.am_keystore_storepass

(Secret stores) Replace the old password in the secret containing it with the new one.

If the secret is a file in a file system volume secret store, ensure that the new password is encoded appropriately.

For example, base64-encode the password, and add it to the file:

$ echo -n bmV3c3RvcmVwYXNzd29yZA== > keystoreA_storepass

Change the password of the keystore:

emergency_home
The algorithm you specify must match the input PEM file. 

Important

4. 

5. 

6. 

1. 

emergency_home
Use echo -n  to avoid inserting hidden trailing newline characters. Even if the keytool  command is able to
use the password in the file, AM may not be able to use the key aliases if there are hidden trailing newline
characters in the password file.

Important

2. 

3. 
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$ keytool -storepasswd -storetype JCEKS -keystore /path/to/openam/security/keystores/am_keystore.jceks
Enter keystore password: Enter the password in the .am_keystore_storepass file.
New keystore password: Enter the new password.
Re-enter new keystore password:

$ keytool -storepasswd -storetype JCEKS -keystore /path/to/openam/security/keystores/keystoreA.jceks
Enter keystore password: Enter the password in the keystoreA_storepass file.
New keystore password: Enter the new password.
Re-enter new keystore password:

Secrets in file system volume secret stores are, by default, not in cleartext. You need to decode them before using
them with the keytool  command.

If you also need to change the key aliases' password, see Change keystore passwords.

Ensure that password files and keystores are maintained on every instance in your environment.

Each AM instance has its own keystores and password files.

(AM keystore only) Restart the AM instance or instances affected by the configuration changes.

Secret stores

Secret stores are repositories for cryptographic keys and credentials. You can configure secret stores globally or per realm.
Secrets in a global secret store are visible to realms, unless the realm has its own secret store with the same secrets defined.

Because secrets must be shared by all AM servers in a site, a good practice is to keep them all under the same directory or mount
point, for example, /path/to/openam/security/secrets .

AM supports the following secret store types:

Environment and system property secret stores

Keystore secret stores

You can use a number of different keystore formats, including JCEKS, JKS, PKCS11, and PKCS12.

File system secret volumes

Secrets can be stored as files in defined folders. For example, in a cloud deployment you could mount a secret volume that
AM can access.

AM keystore

Secret stores

4. 

5. 

6. 

• 

• 

• 
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Hardware Security Modules (HSM) secret stores

Secrets can be retrieved from hardware security modules, either locally or over the network.

Google Cloud Key Management Service (KMS) secret stores

Google Secret Manager (GSM) secret stores

Custom secret stores

How AM resolves secrets

Most secret stores are configured globally, (at Configure > Secret Stores), or per realm (at Realms > Realm Name > Secret
Stores).

Secrets derived from environment or system properties are configured globally, in a special, persistent secret store.

When resolving secrets, AM searches secret stores in the following order:

Any secret store configured for the realm, regardless of type.

Any secret store configured globally, regardless of type.

• 

• 

• 

• 

emergency_home
A default AM installation includes a keystore-type secret store and a filesystem secret store. These are provided for
testing and demonstration purposes only. In production environments, you should create your own secret stores. 

Important

Tasks to configure secret stores

Task Resources

Understand how AM resolves secrets
Secrets are first resolved at the realm level, and then globally. How AM resolves secrets

Configure secret stores
Configure as many secret stores as your environment needs. Environment and system property secret stores

Keystore secret stores
File system secret volumes
Hardware Security Modules (HSM) secret stores
Google Cloud Key Management Service (KMS) secret
stores
Google Secret Manager (GSM) secret stores

Map secret IDs to secrets
A number of AM features require the use of secrets for
signing and encryption. For each requirement, AM has a
secret ID.
You can create active aliases in keystore and HSM secret
stores.

Map and rotate secrets

• 

• 
• 
• 
• 
• 

• 

• 

1. 
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If AM cannot find an alias, it logs an error. The operation being attempted (for example, signing a client-side session token) will
then fail.

Environment and system property secret stores

A global instance of the environment and system property secret store is configured by default.

Secrets in the environment and system property secret store are derived from the following:

system properties with the same key as the secret value name (for example, 
am.services.oauth2.stateless.token.encryption )

environment variables with keys that have the secret value name in upper case, and separated by underscores (for
example, AM_SERVICES_OAUTH2_STATELESS_TOKEN_ENCRYPTION ).

AM configures this secret store each time it starts up. Restart AM, or the container where it runs, if you add or change secret
mappings.

Only the secrets format can be configured for the environment and system property secret store. Secrets in this store cannot be
rotated, retired (deleted), or removed.

Configure the environment and system property secret store

In the AM admin UI, go to Configure > Secret Stores > Environment and System Property Secrets Store.

From the Value format drop-down list, choose one of the following:

Plain Text: the secret is provided in UTF-8 encoded text.

Base64 encoded: the secret is provided in Base64 encoded binary values.

Encrypted text: the plain text secrets are encrypted using AM’s encryption key, found at Deployment > Servers >
Security > Encryption.

Encrypted Base64 encoded: the Base64 encoded binary values are encrypted using AM’s encryption key.

Encrypted HMAC key: the Base64 encoded binary representation of the HMAC key is encrypted using AM’s
encryption key.

Base64 encoded HMAC key: the Base64 encoded binary representation of the HMAC key.

Encrypted with Google KMS: the secrets are encrypted with a secret stored in the Google Cloud KMS, then base64-
encoded.

See Use Google Cloud KMS secrets to decrypt AM secrets.

Google KMS-encrypted HMAC key: the HMAC key is encrypted with a secret stored in the Google Cloud KMS, then
base64-encoded.

error
Map each secret ID once across the secret stores configured for the realm, or globally. For example, in a realm with
two secret stores configured (a keystore secret store and an HSM secret store) the 
am.services.oauth2.jwt.authenticity.signing  secret ID is mapped only in the keystore secret store and not in
the HSM secret store.

Caution

• 

• 
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See Use Google Cloud KMS secrets to decrypt AM secrets.

PEM encoded certificate or key: the Privacy Enhanced Mail (PEM) formatted certificate or key. Commonly used by
tools such as OpenSSL, and a large percentage of certificate authorities.

See Import PEM-formatted keys.

ForgeRock recommends that you use PEM-formatted secrets.

Click Save.

Keystore secret stores

A keystore secret store is a secret store that maps to a keystore file, for example, a JKS, JCEKS, PKCS11, or PKCS12 file.

Create a keystore secret store

Keystore secret stores can be configured at a global or realm level:

To create a global secret store, go to Configure > Secret Stores.

To create a realm-specific secret store, go to Realms > Realm Name > Secret Stores.

Click Add Secret Store.

Enter the Secret Store ID.

From the Store Type drop-down list, choose Keystore.

Enter the keystore file to use.

This file must be available to all AM instances, for example, by storing it on a shared filesystem, or by copying and
maintaining the file across instances.

Click Create.

Configure a keystore secret store

To configure a global keystore, go to Configure > Secret Stores.

To configure a realm keystore, go to Realms > Realm Name > Secret Stores.

Choose the store you want to modify.

Enter the keystore file name in the File field.

Enter the Keystore Type, for example JKS , JCEKS , PKCS11 , or PKCS12 .

The specified keystore type must be supported by, and configured in, the local Java runtime environment.

Set the Provider name.

◦ 

3. 

lightbulb_2
During installation or after an upgrade from a version of AM earlier than 6.5, AM creates a number of secret stores.
You can use them as an example to configure your own secret stores. Learn more in Secrets, certificates, and keys.
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If left blank, the JRE default is used.

In the Store password secret ID field, enter the secret ID from which AM will resolve the password to the keystore, or
none if the password is blank.

For example, storepass .

AM resolves this secret ID using the other secret stores configured; for example, from a file system secret volume mapped
to the directory where the file containing the password is stored, or from an HSM secret store.

Learn more in How AM resolves secrets.

In the Entry password secret ID field, enter the secret ID from which AM will resolve the password to the keys stored in
the keystore, or none if the password is blank.

For example, entrypass .

AM resolves this secret ID using the other secret stores configured; for example, from a file system secret volume mapped
to the directory where the file containing the password is stored, or from an HSM secret store.

Learn more in How AM resolves secrets.

Set the Key lease expiry time in minutes.

Click Save.

File system secret volumes

A file system secret volume maps to a directory storing files that contain secrets—one secret per file. For a given secret value, file
system secret volumes will look for a file with the same name as the secret value name, and read its contents using the
configured value format.

File system secret volumes can be configured globally, or per realm.

Create a file system secret volume

To configure a global file system secret volume, go to Configure > Secret Stores.

To configure a realm file system secret volume, go to Realms > Realm Name > Secret Stores.

Click Add Secret Store.

Enter the Secret Store ID.

From the Store Type drop-down list, choose File System Secret Volumes.

Enter the name of the directory that contains the secret files.

This directory must be available to all AM instances, for example, by converting it to a shared filesystem, or by creating and
maintaining it and its files across instances.

6. 

7. 

8. 

9. 

lightbulb_2
During installation or after an upgrade from a version of AM earlier than 6.5, AM deploys a number of secret stores.
You can use them as an example to configure your own secret stores. Learn more in Secrets, certificates, and keys.
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Click Create.

Configure a file system secret volume

To configure a global file system secret volume, go to Configure > Secret Stores.

To configure a realm-specific file system secret volume, go to Realms > Realm Name > Secret Stores.

Choose the store you want to modify.

Enter the directory name in the Directory field.

Enter a suffix to add to the name of each secret in the File suffix field.

For example, .txt .

From the Value format drop-down list, choose one of the following:

Plain Text: the secret is provided in UTF-8 encoded text.

Base64 encoded: the secret is provided in Base64 encoded binary values.

Encrypted text: the plain text secrets are encrypted using AM’s encryption key, found at Deployment > Servers >
Security > Encryption.

Encrypted Base64 encoded: the Base64 encoded binary values are encrypted using AM’s encryption key.

Encrypted HMAC key: the Base64 encoded binary representation of the HMAC key is encrypted using AM’s
encryption key.

Base64 encoded HMAC key: the Base64 encoded binary representation of the HMAC key.

Encrypted with Google KMS: the secrets are encrypted with a secret stored in the Google Cloud KMS, then base64-
encoded.

See Use Google Cloud KMS secrets to decrypt AM secrets.

Google KMS-encrypted HMAC key: the HMAC key is encrypted with a secret stored in the Google Cloud KMS, then
base64-encoded.

See Use Google Cloud KMS secrets to decrypt AM secrets.

PEM encoded certificate or key: the Privacy Enhanced Mail (PEM) formatted certificate or key. Commonly used by
tools such as OpenSSL, and a large percentage of certificate authorities.

See Import PEM-formatted keys.

ForgeRock recommends that you use PEM-formatted secrets.

Click Save.

You can now map secret IDs to files stored in the secret store directory. See Map files in file system secret volumes.
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Hardware Security Modules (HSM) secret stores

An HSM secret store maps to a hardware security module. To configure an HSM secret store, you need a secret ID that can
provide the PIN or password for the HSM. Alternatively, create an extension that provides a Guice binding for a custom PKCS11 
java.security.Provider  to obtain the keystore.

Create an HSM secret store

HSM secret stores can be configured globally or per realm:

To create a global HSM secret store, go to Configure > Secret Stores.

To create a realm-specific HSM secret store, go to Realms > Realm Name > Secret Stores.

Click Add Secret Store.

Enter the Secret Store ID.

From the Store Type drop-down list, choose HSM.

Enter the Configuration File containing the initialization configuration for the HSM.

In the Provider Guice Key Name field, enter the name of a Guice key that can be used to obtain an initialized provider
from which the HSM keystore can be obtained.

In the HSM PIN/password secret ID field, enter the secret ID from which HSM’s PIN or password can be obtained.

AM resolves this secret ID using the other secret stores configured.

For example, a file system secret volume secret store mapped to the directory where the file containing the password is
stored, or a keystore secret store. Learn more in How AM resolves secrets.

Click Create.

Configure an HSM secret store

To configure a global HSM secret store store, go to Configure > Secret Stores.

To configure a realm-specific HSM secret store, go to Realms > Realm Name > Secret Stores.

Choose the store you want to modify.

In the Configuration File field, enter the name of the file containing initialization configuration for the HSM.

In the Provider Guice Key Name field, enter the name of a Guice key that can be used to obtain an initialized provider
from which the HSM keystore can be obtained.

In the HSM PIN/password secret ID field, enter the secret ID from which HSM’s PIN or password can be obtained.

AM resolves this secret ID using the other secret stores configured.

For example, a file system secret volume secret store mapped to the directory where the file containing the password is
stored, or a keystore secret store. Learn more in How AM resolves secrets.

Set the Key lease expiry time in minutes.

Click Save.
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Google Cloud Key Management Service (KMS) secret stores

You can configure AM to retrieve secrets from the Google Cloud KMS. Support includes:

Mapping Google Cloud KMS secrets to secret IDs used for signing and verification purposes. Using Google Cloud KMS
secrets as mappings for encryption and decryption secret IDs is not supported.

For example, mapping a Google Cloud KMS secret to the am.services.oauth2.oidc.signing.RSA  secret ID is supported
because it is a secret ID used for signing OAuth 2.0 tokens. Mapping a Google Cloud KMS secret to the 
am.services.oauth2.oidc.decryption.RSA1.5  secret ID is not supported because it is used for decrypting OpenID
Connect parameters.

SHA256WithRSA (RS256)
SHA512WithRSA (RS512)
SHA256WithRSAAndMGF1 (PS256)
SHA512WithRSAAndMGF1 (PS512)
SHA256WithECDSA (ES256)
SHA384WithECDSA (ES384)

Using a Google Cloud KMS secret to decrypt secrets loaded using other secret stores, or to decrypt the hashed password
of the amAdmin  user.

Prerequisites

You need a Google Cloud Platform account that has a project. The project must have:

A key ring containing the secrets that AM will use. It can be configured in any Google Cloud location.

A service account that AM will use to connect to the project.

Learn more in the Google Key Management Service documentation and Google’s Getting started with authentication.

Configure Google service account credentials

In a Google Cloud environment, AM uses Google’s Java SDK to communicate with the Google Cloud KMS directly. This means that,
as long as your Google Cloud environment has a default service account, AM will use it automatically.

If you do not have a default service account or do not want to use it for this purpose, or if you are using Google Cloud KMS secret
stores in a non-Google Cloud environment, you must configure the path to the credentials in an environment variable so that AM
can use them:

Log in to your Google Cloud Platform Account.

Download the credentials file for the Google service account that AM will use to connect to the project, and store it in the
server where AM runs.

• 

error
Signing tokens with Google Cloud KMS secrets is not a fast operation. For every signature request, AM makes
an API call to the Google Cloud KMS to perform the signature operation.
Test the time it would take in your environment to sign tokens under stress conditions to determine if the
delay is acceptable. We recommend that you use Google Cloud KMS secrets in environments with a low
volume of signatures and high volume of verifications, since AM performs the verification locally.

Caution

• 

• 
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Set up the GOOGLE_APPLICATION_CREDENTIALS  environment variable to the path of the credentials.

Ensure that the variable is available to the container where AM runs.

For example, add the environment variable to the setenv.sh  file of your Apache Tomcat installation:

export GOOGLE_APPLICATION_CREDENTIALS="/path/to/Tomcat/Google-service-account-credentials-for-AM.json"

Restart the container where AM runs.

Perform the steps in this procedure on each of the servers where AM runs.

Create KMS Secret Stores

Google KMS secret stores can be configured at a global or realm level:

To create on a global level, go to Configure > Secret Stores.

To create on a realm level, go to Realms > Realm Name > Secret Stores.

Click Add Secret Store.

Enter the Secret Store ID.

From the Store Type drop-down list, choose Google KMS.

In the Project field, enter the Google Cloud Platform project that contains the key ring with the secrets.

At the time of this writing, you can find your projects by logging in to your Google Cloud Platform dashboard.

Configure the following fields related to the key ring.

At the time of this writing, you can find the required information by logging in to the Google Cloud Platform dashboard,
choosing your project, and then going to Security > Cryptographic Keys.

In the Location field, enter the location of the key ring.

In the Key Ring field, enter the name of the key ring containing the secrets that AM should use.

Click Create.

Configure the size of the public key cache and its duration as required in your environment.

When AM signs data with a secret stored in the Google Cloud KMS, it makes an API call to the Google Cloud KMS to
perform the signature operation.

When AM needs to verify a signature, it retrieves the public key from the Google Cloud KMS and verifies the
signature locally. The cache prevents AM from retrieving the public key every time, and therefore, speeds the
verification process.

The cache lives in AM’s heap, and is created on each of the AM instances for each of the Google Cloud KMS secret
stores. You should leave the default settings, unless you have a large number of keys in a key chain.

Setting a long cache timeout might be more efficient, because AM does not need to contact the Google Cloud KMS
to retrieve public keys very often.
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Note, however, that AM will not detect if you have marked a key as expired in the Google Cloud KMS until the cache
expires.

Use Google Cloud KMS secrets to decrypt AM secrets

You can use a Google Cloud KMS secret to decrypt secrets stored in AM secret stores as they are read from the filesystem,
environment variables, or system properties.

You can also use the same secret to decrypt the hashed password of the amAdmin  user. See Change the amAdmin password
(secret store).

This procedure assumes that the encrypted secrets will be stored in a filesystem, and therefore, configured in AM in a file system
volume secret store:

Check if you already have a Google Cloud KMS secret for decrypting.

Go to Configure > Server Defaults > Advanced, and check if the 
org.forgerock.openam.secrets.googlekms.decryptionkey  advanced server property is configured.

If it is, you do not need to create another key.

If the property is not configured, log in to your Google Cloud dashboard and create a secret of one of the following types
in the key ring of your choosing:

Symmetric encrypt/decrypt

Asymmetric decrypt

Use the secret you identified or created in the previous step to encrypt the secrets that AM will use.

You can use the gcloud  tool included in Google Cloud’s SDK to encrypt the secrets. The tool creates a binary file with the
encrypted secret, but AM does not support secrets in binary format. To work around this, base64-encode the encrypted
secret. For example:

gcloud kms encrypt \
--plaintext-file=./secret.txt \
--ciphertext-file=- \
--project=my_project_ID \
--location=my_location \
--keyring=my_keyring_for_AM \
--key=my_key_for_decrypting_secrets_in_AM | base64 > secret.enc

Rename the files containing the secrets so that they map to the required secret IDs.

Use the tables in Secret ID default mappings for guidance.

For example, to create a mapping for the Web and Java agents' OAuth 2.0 provider, rename the file containing the relevant
secret to a file called am.global.services.oauth2.oidc.agent.idtoken.signing .

Depending on the configuration of the secret store, you may be able to add a suffix to the file name, such as .enc .

emergency_home
You can only configure one Google Cloud KMS secret for decrypting secrets in the AM site. 

Important
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Share the encrypted secrets with the AM servers.

This may mean, for example, copying the encrypted files to the same directory in every AM server, or mounting a directory
in every AM server that is shared across the instances.

In the AM admin UI, go to Configure > Server Defaults > Advanced.

If unset, set the org.forgerock.openam.secrets.googlekms.decryptionkey  advanced server property to the fully
qualified resource ID of the Google Cloud KMS secret that you used in the previous step.

For example:

projects/my_project_ID/locations/my_location/keyRings/my_keyring_for_AM/cryptoKeys/
my_key_for_decrypting_secrets_in_AM

For information about how to find the key ID, see Object hierarchy in the Google Cloud KMS documentation.

Configure the file system volume secret store that points to the directory containing the encrypted secrets.

See Configure a file system secret volume.

Google Secret Manager (GSM) secret stores

You can configure AM to retrieve secrets from the Google Cloud Secret Manager (GSM).

Prerequisites

You need a Google Cloud Platform account that has a project. The project must have:

An instance of Secret Manager that contains the secrets you want AM to use.

Plan ahead how you will name the secrets, and in which format they will be:

Each Google GSM secret store can be mapped to one type of secret. ForgeRock recommends that you use PEM-
formatted secrets in GSM to make the configuration easier to maintain.

Learn more about creating PEM secrets compatible with AM in Import PEM-formatted keys.

By default, AM let all realms access all the secrets related to a GSM instance. However, you can configure lists of
patterns to match the GSM secrets that a realm, or a list of realms, can access.

For example, if you prefix the secrets for the employees  realm with emp. , you can configure a pattern in AM, such
as emp.* , to match them for that realm.

This is also useful to separate secrets by type, if you are not using PEM secrets.

A Google Cloud Compute Engine default service account, (only if AM runs in Google Cloud), or a service account.

You can create different realm and pattern maps with the same account, if needed.

Configuring Secret Manager

Compute Engine default service account

Getting started with authentication
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Configure service accounts for GSM

Before configuring the Google GSM secret store, review the configuration of the Google service accounts in AM and make
changes as required:

Go to Configure > Global Services > Google Cloud Platform Service Accounts.

The Service page displays a secondary configuration named default . AM is preconfigured to use a Google Cloud
Compute Engine default service account.

This default account is also configured to let all realms access all the secrets related to a GSM instance.

If you are not using a Google Cloud Compute Engine default service account, you can delete this configuration.
Alternatively, you can reconfigure it, or create a new configuration.

The Google Cloud Platform Service Accounts service lets you map Google service accounts with realms. It also lets you
configure patterns of secrets allowed and disallowed for a particular map of account and realms.

For example, you can create several secondary configurations that use the same Google account, but that map different
realms to different secrets.

Decide whether you will reconfigure the default secondary configuration, or if you will create a new one to add a new
service account.

If you decided to create a new secondary configuration to add a new service account, click Add a Secondary
Configuration.

Name it, and leave the rest of the fields empty. You will configure them later.

If you decided to reconfigure the default secondary configuration, click on it.

On the secondary Configuration page, determine whether you need to configure the Credentials Secret ID field:

On a Google Cloud environment, AM uses Google’s Java SDK to communicate with Google Secret Manager directly. This
means that, as long as your Google Cloud environment has a Cloud Compute Engine default service account, AM will use it
automatically. In this case, leave the Credentials Secret ID field blank.

If you do not have a Cloud Compute Engine default service account or do not want to use it for this purpose, or if you are
using Google GSM secret stores in a non-Google Cloud environment, you must configure AM to pick up the service
account’s credentials.

To do so, configure a file system volume secret store to provide the account’s credentials to AM.

Next, enter the secret ID mapped to the account’s credentials in the Credentials Secret ID field.

Log in to your Google Cloud Platform Account.

Download the credentials JSON file for the Google service account that AM will use to connect to the project.

Note that this procedure uses file system secret stores to provide the account’s secret to AM, but you can use any
other suitable secret store.

Ensure that the file name only contains alphanumeric characters and period ( . ) characters.

For example, GSM.123.json .
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Other characters, such as hyphens ( - ), are not supported in the file name.

Make the JSON file or its contents available across the AM environment.

This may mean, for example, mounting the same directory across different servers, copying the file across to the
same location in each server, or configuring it as a Kubernetes secret.

Create a file system secret store that points to the directory containing the JSON file.

Ensure that you configure it as follows:

Directory = /path/to/JSON/File

File Suffix = .json

File Format = Plain text

Save your changes.

In the Credentials Secret ID field, enter the name of the JSON file that contains the secret, without the extension.

For example, for a file named GSM.123.json , you would enter GSM.123 .

In the Allowed Realms field, configure a list of realms allowed to use this service account.

Enter a list of realms and subrealms, such as / /realm1 /realm2/subrealm1 /realm3 , or use the wildcard ( * ) character
to allow all realms in the deployment to use the account.

Note that you need to press the enter key after each item on the list.

In the Allowed Secret Names field, enter a list of patterns to match the GSM secrets that the configured realms can
access.

Use the wildcard ( * ) character to match portions of the secret names.

For example, alpha* , or alpha*123 .

Note that you need to press the enter key after each item on the list.

In the Disallowed Secret Names field, enter a list of patterns to match the GSM secrets that the configured realms cannot
access, if required.

Use the wildcard ( * ) character to match portions of the secret names.

For example, development* , or secure*abc .

Note that you need to press the enter key after each item on the list.
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For a secret to be accessed, it must match a pattern in the Allowed Secret Names field, and no patterns in the 
Disallowed Secret Names field.
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Create a GSM secret store

GSM Secret Stores can be configured at a global and realm level:

To create on a global level, go to Configure > Secret Stores.

To create on a realm level, go to Realms > Realm Name > Secret Stores.

Secrets mapped in a global secret store are available in every realm.

Choose Add Secret Store.

Enter the Secret Store ID.

From the Store Type drop-down list, choose Google Secret Manager.

In the Project field, enter the Google Cloud Platform project that contains the Secret Manager instance.

At the time of this writing, you can find your projects by logging in to your Google Cloud Platform dashboard.

Click Create.

In the GCP Service Account ID field, enter the name of a Google Cloud Platform Service Accounts service secondary
configuration.

For example, default .

Learn more in Configure service accounts for GSM.

In the Secret Format field, enter the format of the secrets to extract from Google Secret Manager.

Plain Text: the secret is provided in UTF-8 encoded text.

Base64 encoded: the secret is provided in Base64 encoded binary values.

Encrypted text: the plain text secrets are encrypted using AM’s encryption key, found at Deployment > Servers >
Security > Encryption.

Encrypted Base64 encoded: the Base64 encoded binary values are encrypted using AM’s encryption key.

Encrypted HMAC key: the Base64 encoded binary representation of the HMAC key is encrypted using AM’s
encryption key.

Base64 encoded HMAC key: the Base64 encoded binary representation of the HMAC key.

Encrypted with Google KMS: the secrets are encrypted with a secret stored in the Google Cloud KMS, then base64-
encoded.

See Use Google Cloud KMS secrets to decrypt AM secrets.

Google KMS-encrypted HMAC key: the HMAC key is encrypted with a secret stored in the Google Cloud KMS, then
base64-encoded.

See Use Google Cloud KMS secrets to decrypt AM secrets.

PEM encoded certificate or key: the Privacy Enhanced Mail (PEM) formatted certificate or key. Commonly used by
tools such as OpenSSL, and a large percentage of certificate authorities.
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See Import PEM-formatted keys.

Configure a Google GSM secret store for each type of secret that you want to map.

ForgeRock recommends that you use PEM secrets to store your secrets.

In the Expiry Time field, enter the maximum time, in seconds, that AM will cache a value retrieved from Google Secret
Manager.

Setting a long cache timeout may be more efficient, since AM does not need to contact Google Secret Manager to retrieve
secrets that often, but AM will not detect if you have marked a secret as expired in Google Secret Manager until the cache
expires.

Save your changes.

Now you are ready to map secret IDs.

Custom secret stores

If you are creating custom components or plugins, you can implement the SecretStore interface to create a custom secret store
backend.

Provide the configuration for your secret store type using one of the following subclasses:

SimpleSecretStoreProvider

LockedSecretStoreProvider

Then, pass this class to the installSecretStoreTypes method in your plugin.

Import PEM-formatted keys

AM supports loading certificates, keys, and secrets in PEM format in the following secret stores:

The environment and system property secret store

File system secret volumes secret stores

Google GSM secret stores

Create or obtain PEM-formatted secrets.

Standard PEM-formatted secrets

Elliptic Curve and RSA private keys, in OpenSSL and PKCS#8 formats.

Elliptic Curve and RSA public keys, in OpenSSL and X.509 formats.

ForgeRock non-standard PEM-formatted secrets

AES and HMAC secrets.

UTF-8-encoded generic secrets, such as passwords and API keys.
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You may obtain standard PEM-formatted secrets from your CA authority, or you can create your own files using, for
example, the openssl  utility. Standard PEM-formatted private keys can also be password-encrypted using the openssl
utility.

To create non-standard PEM-formatted secrets, perform the following steps:

To create AES or HMAC secrets, create a string of random bytes to work as cryptographic material, and base64-
encode it.

For example:

$ head -c32 /dev/urandom | base64 > myEncodedSecret.txt

To create generic secrets, base64-encode the secret or key.

For example:

$ base64 myDecodedSecret.txt > myEncodedSecret.txt

Open the file with the secret and wrap it in PEM labels, such as the following:

-----BEGIN HMAC SECRET KEY-----
Base64-encoded cryptographic material
-----END HMAC SECRET KEY-----

-----BEGIN AES SECRET KEY-----
Base64-encoded cryptographic material
-----END AES SECRET KEY-----

-----BEGIN GENERIC SECRET-----
Base64-encoded secret
-----END GENERIC SECRET-----
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Encrypt the contents of the non-standard PEM-formatted file using the https://openam.example.com:8443/
openam/encode.jsp  page, and save it to a file.

The encryption process will create a string that is not PEM-formatted: do not add the PEM labels again. When AM
reads the secret from the secret store that you will configure in the following step, it will decrypt it automatically
and use it as a PEM secret.

Save the secret in the relevant place:

For file system secret volume stores, copy the file with the secret to the location defined as the source of the store.

For information on the file name to use, see Map files in file system secret volumes secret stores.

For the environment and system property secrets store, add the contents of the file to an environment variable, or
Java system property.

For information on the variable or property name to use, see Environment and system property secret store.

For Google GSM secret stores, add the contents of the file to a GSM secret.

For information on the secret name to use, see Google GSM secret stores.

If the standard PEM-formatted secret is password-encrypted, make the password available to AM as follows:

Encode the password using the https://openam.example.com:8443/openam/encode.jsp  page.

Write the result to a file system secret, or environment variable, that must use the 
am.global.services.secret.pem.decryption  secret ID:

◦ 

2. 

1. 

2. 

3. 

lightbulb_2
You can concatenate the contents of several related PEM-formatted files in a single GSM secret; for
example, a private key and its associated certificate chain. AM will correctly extract the different
components.
Concatenate keys and multiple certificates in a PEM file in order, such that the following certificate
directly certifies the one preceding it:

-----BEGIN RSA PRIVATE KEY-----
The Private Key: domain_name.key
-----END RSA PRIVATE KEY-----
-----BEGIN CERTIFICATE-----
The Primary SSL certificate: domain_name.crt
-----END CERTIFICATE-----
-----BEGIN CERTIFICATE-----
The Intermediate certificate: CA_cert.crt
-----END CERTIFICATE-----
-----BEGIN CERTIFICATE-----
The Root certificate: Root.crt
-----END CERTIFICATE-----

Tip

3. 

◦ 

◦ 
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$ echo -n AQICmX1ntZv3XETMgDo+0zFynC8UMGJgop+K > am.global.services.secret.pem.decryption

$ export AM_GLOBAL_SERVICES_SECRET_PEM_DECRYPTION=AQICmX1ntZv3XETMgDo+0zFynC8UMGJgop+K

Make the password available to AM in either the environment and system property secrets store or a file system
secret volumes secret store, depending on how you created the secret in the previous step.

Configure AM to use the new PEM-formatted certificate or key.

See Map and rotate secrets.

Map and rotate secrets

Several AM features require secrets for signing and encryption. For each requirement, AM has a specific secret ID.

To provide AM with the correct secret, map one or more aliases from the secret stores you configure to each of the secret IDs.
These mappings let you specify the active secrets, and rotate them when they expire or become compromised. For a list of secret
IDs and their default mappings, see Secret ID default mappings.

AM uses active secrets for signature generation, encryption, verification, and decryption. AM uses non-active secrets for signature
verification and decryption. For example, if you map several aliases for signing OAuth 2.0 client-side tokens, new tokens are
signed with the active secret, and incoming tokens are verified against both the active and the non-active secrets.

You can rotate a non-active secret to become an active secret (while the old secret remains valid). You can also retire a secret if
it’s no longer considered secure.

Map secrets in keystore, HSM, or Google KMS/GSM secret stores

To map secrets in a global secret store, go to Configure > Secret Stores.

File system secret

Environment variable

◦ 

emergency_home
AM only checks global stores for the passwords used to decrypt PEM-formatted files. The PEM-
formatted secret can be configured and used in any realm, but the decryption password must be
available in a global store.
Configure global stores by navigating to Configure > Secret Stores.

Important

4. 

info
Only one secret can be active for a specific secret label mapping. 

Note

1. 
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To map secrets in a realm-specific secret store, go to Realms > Realm Name > Secret Stores.

Click the store that contains the secrets you want to map.

On the Mappings tab, click Add Mapping.

From the Secret ID drop-down list, choose the secret ID that you want to associate with an alias.

For information about the different secret ID mappings, Secret ID default mappings.

Enter any Alias and click the add (+) icon.

You can add as many aliases as necessary. The first alias in the list determines the active secret. Active secrets are used for
signature generation and encryption. Non-active secrets are used for signature verification and decryption.

Drag and drop to change the order of aliases, and set the active secret.

If a secret is considered no longer secure, retire it by clicking the delete () icon.

When you have completed the mappings, click Create.

Map files in file system secret volumes

File system secret volumes do not allow rotating or retiring secrets through mappings like other stores do.

To map secret IDs to files, follow these steps:

In the directory configured as the secret store, for example, /openam/secrets , create the required files to store your
secrets. Use the tables in Secret ID default mappings for guidance.

For example, to create a mapping for the Web and Java agents' OAuth 2.0 provider, create a file called 
am.global.services.oauth2.oidc.agent.idtoken.signing .

You can also create mappings for secret store-specific secrets, such as the keystore secret store password, the keystore
secret store entry password, or the HSM guice key. These mappings do not require specific secret IDs. For example, you
can create a file called mykeystorepassword , and then configure it in the Store password secret ID field of your keystore
secret store.

Store the relevant secret value in each file.

The format of the secret value depends on the configuration of the secret store. For example, if you have configured File
Format to be Encrypted text , you must encode the secret value with AM’s encryption key.

2. 

3. 

4. 

5. 

lightbulb_2
When you configure mappings for a Google KMS or a Google GSM secret store, map only one secret for each
secret ID and manage key rotation in the Google Cloud KMS key ring, or in Google Secret Manager.

Tip

6. 

7. 

8. 

1. 

emergency_home
The name of a secret ID—and therefore the file names given to file system secrets—must include only

alphanumeric characters and periods ( . ). The names cannot start or end with periods, or have more than
one period in a row.
Depending on the configuration of the secret store, you may be able to add a suffix to the file name, such
as .txt .

Important

2. 
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Use the https://openam.example.com:8443/openam/encode.jsp page to encode the secret, then add the encoded value
to the secret file.

Secret ID default mappings

The following groups contain the secret IDs used by the AM features, and their default mappings, if any. Expand the categories for
additional information about where or how the mappings are used.

General

The following table shows the secret ID in which you can store the password used to decrypt password-encrypted PEM files.

Encode the password using the https://openam.example.com:8443/openam/encode.jsp  page.

The following table shows the secret ID mapping to use when encrypting client-side sessions:

To use AES-based encryption algorithms, configure the secret in the Encryption Symmetric AES Key field in Configure > Global
Services > Sessions > Advanced.

The following table shows the secret ID mapping to use when signing client-side sessions:

To use HMAC-based signing algorithms, configure the secret in the Signing HMAC Shared Secret field in Configure > Global
Services > Sessions > Advanced.

emergency_home
Secrets must not contain trailing newline characters. If you are using the echo  command to add secrets to a
file, append the -n  option. For example:

$ echo -n AQICmX1ntZv3XETMgDo+0zFynC8UMGJgop+K > 
am.global.services.oauth2.oidc.agent.idtoken.signing

Important

Secret ID Default alias Algorithms

am.global.services.secret.pem.decr

yption

Encode using encode.jsp

Secret ID Default alias Algorithms

am.global.services.session.clientb

ased.encryption

test RS256

Secret ID Default alias Algorithms

am.global.services.session.clientb

ased.signing

rsajwtsigningkey RS256
ES256
ES384
ES512
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OAuth 2.0 and OpenID Connect as provider

The following table shows the secret ID mapping used to sign several OAuth 2.0 and OpenID Connect-related JWTs:

This table shows the secret ID mapping used to encrypt client-side access tokens:

This table shows the secret ID mappings used to sign client-side access tokens:

Secret ID Default alias Algorithms

am.services.oauth2.jwt.authenticit

y.signing

hmacsigningtest HS256
HS384
HS512

info
This key is used to sign the following tokens and requests:

OpenID Connect tokens for web and Java agents.
OpenID Connect tokens that are signed with an HMAC algorithm.
Macaroon access and refresh tokens.
Consent requests to remote consent agents that are signed with an HMAC algorithm.

Note

• 
• 
• 
• 

Secret ID Default alias Algorithms

am.services.oauth2.stateless.token

.encryption

directenctest A128CBC-HS256

Secret ID Default alias Algorithms

am.services.oauth2.stateless.signi

ng.ES256

es256test ES256

am.services.oauth2.stateless.signi

ng.ES384

es384test ES384

am.services.oauth2.stateless.signi

ng.ES512

es512test ES512

am.services.oauth2.stateless.signi

ng.HMAC

hmacsigningtest HS256
HS384
HS512
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The following table shows the secret ID mappings used to sign remote consent requests:

(1) If you select an HMAC algorithm for signing consent requests (HS256, HS384, or HS512), the value of the Remote Consent
Service secret property is used, instead of an entry from the secret stores.

Since the HMAC secret is shared between AM and the remote consent client, a malicious user compromising the client could
potentially create tokens that AM would trust. Therefore, to protect against misuse, AM also signs the token using a non-shared
signing key configured in the am.services.oauth2.jwt.authenticity.signing  secret ID.

The following table shows the secret ID mapping used to decrypt remote consent responses:

(1) If you select an algorithm other than RSA-OAEP-256 for decrypting consent responses, the value of the Remote Consent Service
secret property is used, instead of an entry from the secret stores.

The following table shows the secret ID mappings used for the example Remote Consent service:

Secret ID Default alias Algorithms

am.services.oauth2.stateless.signi

ng.RSA

rsajwtsigningkey PS256
PS384
PS512
RS256
RS384
RS512

Secret ID Default alias Algorithms(1)

am.applications.agents.remote.cons

ent.request.signing.ES256

es256test ES256

am.applications.agents.remote.cons

ent.request.signing.ES384

es384test ES384

am.applications.agents.remote.cons

ent.request.signing.ES512

es512test ES512

am.applications.agents.remote.cons

ent.request.signing.RSA

rsajwtsigningkey RS256
RS384
RS512
PS256
PS384
PS512

Secret ID Default alias Algorithms(1)

am.services.oauth2.remote.consent.

response.decryption

test RSA-OAEP-256
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The following table shows the secret ID mapping used to decrypt OpenID Connect request parameters:

(1) The following applies to confidential clients only:

If you select an AES algorithm (A128KW, A192KW, or A256KW) or the direct encryption algorithm (dir), the value of the Client
Secret field in the OAuth 2.0 Client is used as the secret instead of an entry from the secret stores.

The following signing and encryption algorithms use the Client Secret field to store the secret:

Signing ID tokens with an HMAC algorithm

Encrypting ID tokens with AES or direct encryption

Encrypting parameters with AES or direct encryption

Store only one secret in the Client Secret field; AM will use different mechanisms to sign and encrypt depending on the algorithm,
as explained in the OpenID Connect Core 1.0 errata set 1 specification.

The following table shows the secret ID mapping used to sign OpenID Connect ID tokens and backchannel logout tokens:

Secret ID Default alias Algorithms

am.services.oauth2.remote.consent.

response.signing.RSA

rsajwtsigningkey RS256
RSA (at least 2048 bits)

am.services.oauth2.remote.consent.

request.encryption

selfserviceenctest RSA-OAEP-256
RSA (at least 2048 bits)

Secret ID Default alias Algorithms(1)

am.services.oauth2.oidc.decryption

.RSA1.5

test RSA with PKCS#1 v1.5 padding

am.services.oauth2.oidc.decryption

.RSA.OAEP

test RSA with OAEP with SHA-1 and MGF-1

am.services.oauth2.oidc.decryption

.RSA.OAEP.256

test RSA with OAEP with SHA-256 and
MGF-1

• 

• 

• 

Secret ID Default alias Algorithms(1)

am.services.oauth2.oidc.signing.ES

256

es256test ES256

am.services.oauth2.oidc.signing.ES

384

es384test ES384

am.services.oauth2.oidc.signing.ES

512

es512test ES512
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(1) The following applies to confidential clients only:

If you select an HMAC algorithm for signing ID tokens (HS256, HS384, or HS512), the Client Secret property value in the OAuth 2.0
Client is used as the HMAC secret instead of an entry from the secret stores.

Since the HMAC secret is shared between AM and the client, a malicious user compromising the client could potentially create
tokens that AM would trust. Therefore, to protect against misuse, AM also signs the token using a non-shared signing key
configured in the am.services.oauth2.jwt.authenticity.signing  secret ID.

The following table shows the secret ID mapping used to store the CA certificates AM should trust during mTLS client
authentication:

OAuth 2.0 and OpenID Connect as client/relying party of the Social Identity Provider service

The following table shows the secret ID mapping to support decryption of ID tokens and userinfo  endpoint data in JWT format
when AM is configured as a relying party of the Social Identity Provider Service:

The public key is exposed in the /oauth2/connect/rp/jwk_uri.

For more information about the algorithms supported, and how to configure this secret ID mapping, refer to Social
authentication.

The following table shows the secret ID mapping that AM uses to sign JWTs and objects when configured as a relying party of the
Social Identity Provider Service:

Secret ID Default alias Algorithms(1)

am.services.oauth2.oidc.signing.RS

A

rsajwtsigningkey PS256
PS384
PS512
RS256
RS384
RS512

am.services.oauth2.oidc.signing.ED

DSA

EdDSA with SHA-512

Secret ID Default alias Algorithms

am.services.oauth2.tls.client.cert

.authentication

Secret ID Default alias Algorithms

am.services.oauth2.oidc.rp.idtoken

.encryption

test Consult the .well-known  endpoint of
the identity provider.
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The public key is exposed in the /oauth2/connect/rp/jwk_uri.

For more information about the algorithms supported, and how to configure this secret ID mapping, refer to Social
authentication.

The following table shows the secret ID mapping used to store CA or self-signed certificates AM uses for mTLS client
authentication when configured as a relying party of the Social Identity Provider service:

The public key is exposed in the /oauth2/connect/rp/jwk_uri.

For more information about the algorithms supported, and how to configure this secret ID mapping, refer to Social
authentication.

Web agents and Java agents

The following table shows the secret ID mapping used sign the JWTs provided to web and Java agents:

Authentication

The following table shows the secret ID mappings used to encrypt and then sign persistent cookies:

For each instance of a persistent cookie module available in a realm, there is a dynamic secret ID associated with that module
configuration instance.

Secret ID Default alias Algorithms

am.services.oauth2.oidc.rp.jwt.aut

henticity.signing

rsajwtsigningkey Consult the .well-known  endpoint of
the identity provider.

Secret ID Default alias Algorithms

am.services.oauth2.tls.client.cert

.authentication

Consult the .well-known  endpoint of
the identity provider.

Secret ID Default alias Algorithms

am.global.services.oauth2.oidc.age

nt.idtoken.signing

rsajwtsigningkey RS256
RS384
RS512

Secret ID Default alias Algorithms

am.default.authentication.modules.

persistentcookie.encryption

test RSA (at least 2048 bits)

am.default.authentication.modules.

persistentcookie.signing

hmacsigningtest HS256

Security PingAM

420 Copyright © 2025 Ping Identity Corporation



For example, in a single realm you can have a Persistent Cookie module instance with the name helloworld, and a separate
Persistent Cookie module instance with the name hellomars.

The following secret ID mappings could be used to encrypt and then sign persistent cookies:

AM will attempt to look up the secrets with the Persistent Cookie module instance name. If unsuccessful, AM will look up the
secrets using the default secret ID.

The following table shows the secret ID mapping used to encrypt sensitive data stored in the secure state of an authentication
tree:

SAML v2.0

The following table shows the secret ID mapping used to encrypt the JWTs SAML v2.0 creates in session storage:

The following table shows the secret ID mappings used to sign SAML v2.0 metadata:

The following table shows the secret ID mappings used to sign and encrypt SAML v2.0 elements:

Secret ID Default alias

am.authentication.modules.persistentcookie.helloworld.

encryption

helloworld

am.authentication.modules.persistentcookie.helloworld.

signing

hmacsigninghelloworld

am.authentication.modules.persistentcookie.hellomars.

encryption

hellomars

am.authentication.modules.persistentcookie.hellomars.

signing

hmacsigninghellomars

Secret ID Default alias Algorithms

am.authn.trees.transientstate.encr

yption

directenctest AES 256-bit

Secret ID Default alias Algorithms

am.global.services.saml2.client.st

orage.jwt.encryption

directenctest A256GCM

Secret ID Default alias Algorithms

am.services.saml2.metadata.signing

.RSA

rsajwtsigningkey RSA SHA-256
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(1) This algorithm is for compatibility purposes only, and its use should be avoided.

You can specify a custom secret ID identifier for each hosted SAML v2.0 entity provider in a realm, which creates new secret IDs.
These secret IDs can be unique to the provider, or shared by multiple providers.

For example, you could add a custom secret ID identifier named mySamlSecrets to a hosted identity provider.

AM dynamically creates the following secret IDs, which the hosted identity provider uses for signing and encryption:

am.applications.federation.entity.providers.saml2.mySamlSecrets.signing

am.applications.federation.entity.providers.saml2.mySamlSecrets.encryption

AM will attempt to look up the secrets with the custom secret ID identifier. If unsuccessful, AM will look up the secrets using the
default secret IDs.

IoT

The following table shows the secret ID mapping that the IoT service uses when configured as a trusted OAuth 2.0 JWT issuer:

Secret ID Default alias Algorithms

am.default.applications.federation

.entity.providers.saml2.idp.encryp

tion

test RSA with PKCS#1 v1.5 padding
RSA with OAEP

am.default.applications.federation

.entity.providers.saml2.idp.signin

g

rsajwtsigningkey RSA SHA-1(1)

ECDSA SHA-256
ECDSA SHA-384
ECDSA SHA-512
RSA SHA-256
RSA SHA-384
RSA SHA-512
DSA SHA-256

am.default.applications.federation

.entity.providers.saml2.sp.encrypt

ion

test RSA with PKCS#1 v1.5 padding
RSA with OAEP

am.default.applications.federation

.entity.providers.saml2.sp.signing

rsajwtsigningkey RSA SHA-1(1)

ECDSA SHA-256
ECDSA SHA-384
ECDSA SHA-512
RSA SHA-256
RSA SHA-384
RSA SHA-512
DSA SHA-256

• 

• 
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The following table shows the secret ID mapping for the CA certificate that the Register Thing node uses to verify the X.509
digital certificate included in the proof-of-possession JWT:

Attestation certificates

This table shows the ID for the Google hardware attestation root certificate.

This certificate is used to confirm the keys used by bound Android devices are valid, have not been revoked, and use hardware-
backed security storage.

Refer to Verifying hardware-backed key pairs with Key Attestation in the Android developer documentation.

Change default key aliases

For demo and test purposes, AM includes demo key aliases for several features. You can keep the demo key aliases configured
for features you aren’t using, or you can remove them from your production environment.

When possible, the following list includes the Global Services or Server Default paths where the demo key aliases are configured.
If you have already configured any of the features in a realm, ensure that the key alias is replaced in the realm configuration as
well.

To replace the default key aliases:

Create the required key aliases following the tasks in Key aliases and passwords.

Change the default key aliases:

Web agents and Java agents

Agents use the secret labels specified in the Web Agents Installation Guide and the Java Agents Installation
Guide.

Secret ID Default alias Algorithms

am.services.iot.jwt.issuer.signing hmacsigningtest HS256

Secret ID Default alias Algorithms

am.services.iot.cert.verification

Secret ID Default alias Algorithms

am.services.attestation.google.pub

lic.key

RSA / X.509

1. 

2. 
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Persistent Cookie module

To change the default mapping for the Persistent Cookie module, go to Realms > Realm Name > Authentication >
Settings > Security. Replace the test  key alias in the Persistent Cookie Encryption Certificate Alias field with the
alias you created for persistent cookies in your secret stores.

For more information about the secret ID mappings used by this feature, see Secret ID mappings for persistent
cookies.

OAuth 2.0 and OpenID Connect providers

See the list of secret IDs and their defaults here and here.

SAML v2.0 hosted providers

See the list of secret IDs and their defaults here.

Client-side sessions

Go to Configure > Global Services > Session > Client-Side Sessions. Replace the test  key alias in the Signing RSA/
ECDSA Certificate Alias field and in the Encryption RSA Certificate Alias field.

User self-service

Go to Realms > Realm Name > Services > User Self-Service. Populate the values of the Encryption Key Pair Alias
and the Signing Secret Key Alias properties.

Note that the name of the demo keys shows with a gray color; that does not mean the fields are filled in.

Authentication trees

Authentication trees use the secret ID specified in Secret ID mappings for encrypting authentication trees' secure
state data.

IoT

The IoT Service uses the secret IDs specified in Secret ID mappings for the IoT trusted JWT issuer.

Secure session cookies

After authenticating an end user, AM stores their session (for client-side sessions), or a pointer to their session (for server-side
sessions), in a cookie in the end user’s browser.

HTTPS communication already helps to keep cookies secure since the encrypted communication cannot be eavesdropped.
However, there are other ways a malicious user can hijack a cookie. For example, cross-site scripting (XSS) and cross-site tracing
(XST) involve injecting HTML or JavaScript on a legitimate website. By using JavaScript code, the malicious user can steal the cookie
directly from the browser.

emergency_home
Ensure that this secret ID is always mapped to an existing, resolvable secret or key alias, or
authentication trees may not work as expected.

Important
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The following table summarizes the tasks you need to perform to protect session cookies:

HttpOnly session cookies

Whether you use HTTP or HTTPS, flag your cookies as HttpOnly , which means they are transmitted only over HTTP or HTTPS
protocols. This setting alone already prevents most XSS attacks, since HttpOnly  cookies cannot be transmitted using JavaScript.

Task Resources

Configure the HttpOnly  flag
This flag ensures that the session cookie is transmitted over
an HTTP or HTTPS channel only, protecting your environment
against most XSS attacks.

HttpOnly session cookies

Configure the secure  flag
This flag ensures the session cookie is only transmitted over
HTTPS channels such that the session cookie is not carried
over insecure HTTP redirections.

Secure cookies by default

Choose a session cookie name
Change the name of the session cookie from the default of 
iPlanetDirectoryPro .

Change the session cookie name

Restrict CDSSO tokens to protect them against hijacking
By default, AM provides a CDSSO tokens valid for the
appropriated realms. Restrict tokens so that AM issues
different tokens for different realms.

Restrict tokens for CDSSO session cookies

Use host-only cookies
Because host-only cookies are more secure than domain
cookies, you should use host-only cookies unless you have a
good business case for using domain cookies.

Cookie Domains

lightbulb_2
Client-side sessions are more vulnerable to hijacking, since they contain all the session information. To configure
additional security measures, see Client-side session security.

Tip
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Configure the httpOnly flag

In the AM admin UI, go to Configure > Server Defaults > Advanced.

Set the com.sun.identity.cookie.httponly  advanced server property to true , and save your changes.

You must make this change in all the AM instances in the site.

Restart AM or the container where it runs.

Secure cookies by default

When using HTTPS, mark all your cookies as secure, which means they are only transmitted over HTTPS protocols.

This flag is useful for sites that allow both HTTPS and HTTP traffic, since it protects from HTTP redirection carrying session cookies
across unencrypted connections.

In the AM admin UI, go to Configure > Server Defaults > Security > Cookie.

Enable the Secure Cookie option.

Click Save Changes.

Restart AM or the container where it runs.

Change the session cookie name

By default, the session cookie name is iPlanetDirectoryPro .

You must change this value to something unique in your environment that does not give away its contents. Do not use names
such as sessionCookie .

emergency_home
When a client makes a call to the /json/authenticate  endpoint appending a valid SSO token, if HttpOnly  cookies
are enabled, then AM returns an empty tokenId field.
For example:

{
  "tokenId":"",
  "successUrl":"/openam/console",
  "realm":"/alpha"
}

Important

1. 

2. 

info
Regardless of the value of the com.sun.identity.cookie.httponly  property, AM upgrades cookies to secure
cookies (except the amlbcookie  cookie) when requests arrive over a secure channel.

Note

3. 

1. 

2. 

3. 

4. 
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In the AM admin UI, go to Configure > Server Defaults > Security > Cookie.

Change the name in the Cookie Name field.

Click Save Changes.

Restart AM or the container where it runs.

Note that Web agents need to know the name of the session cookie. You must change this configuration when you change the
name of the session cookie in AM. For more information, check the com.sun.identity.agents.config.cookie.name  property in
the ForgeRock Web Agents Reference.

Restrict tokens for CDSSO session cookies

When the session cookie is a cross-domain single-sign on (CDSSO) cookie, meaning that it is valid across several domains, the
damage a malicious user can cause is increased.

A malicious user who steals a CDSSO cookie can potentially use it to access any realms that session has logged into, which may
span multiple domains. For example, a token stolen from myapp.example.com  could be used to access payroll.internal.com
or any other protected domain in the same realm. Cookie hijacking protection restricts cookies to the fully qualified domain name
(FQDN) of the host where they are issued, such as openam-server.example.com  and server-with-agent.example.com , using
CDSSO to handle authentication and authorization.

For CDSSO with cookie hijacking protection, when a client successfully authenticates, AM issues the master SSO token cookie for
its FQDN. AM issues restricted token cookies for the other FQDNs where the web or Java agents reside. The client ends up with
cookies having different session identifiers for different FQDNs, and the AM server stores the correlation between the master SSO
token and restricted tokens, such that the client only has one master session internally in AM.

To protect against cookie hijacking, you restrict the AM server domain to the server where AM runs. This sets the domain of the
SSO token cookie to the host running the AM server that issued the token. You also enable use of a unique SSO token cookie. For
your Java agents, you enable use of the unique SSO token cookie in the agent configuration.

Enable restricted tokens

In the AM admin UI, go to Configure > Global Services > Platform.

Remove all domains from the Cookies Domains list.

Click Save Changes.

Go to Configure > Server Defaults > Advanced.

error
If you change the name of the cookie on a production system, you are invalidating the sessions of any user that still
had a valid cookie.

Caution

1. 

2. 

3. 

4. 

emergency_home
Client-side sessions do not support restricted tokens. Therefore, web agents and Java agents in a realm configured for
client-side sessions are not protected against cookie hijacking. ForgeRock recommends using web or Java agents with
server-side sessions.

Important
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Set the com.sun.identity.enableUniqueSSOTokenCookie  advanced property to true .

Click Save Changes.

Restart AM or the container in which it runs for the configuration changes to take effect.

Additional cookie security

Although the session cookie is the most important cookie to keep track of when securing AM, there are other points you must
consider, such as:

Which cookie are you using for sticky load balancing?

By default, AM creates the amlbcookie  cookie and sets it to the ID of the instance that first responded to a request. You
should change the name of this cookie to something unique in your environment.

Which other cookies, relevant for your environment, interact with AM or are sent to AM as part of a chain of requests?

The following table summarizes the tasks and information to review to manage cookie security that is not strictly related to the
session cookie:

SameSite cookie rules

For additional cookie security, enable support for applying SameSite cookie rules, as described in the internet-draft Cookies: HTTP
State Management Mechanism.

You can configure the AM server to apply SameSite  cookie rules by navigating to Configure > Server Defaults > Advanced, and
setting the com.sun.identity.cookie.samesite  property’s value to one of the following:

strict

Requests originating from different sites will not have cookies sent with them.

3. 

4. 

5. 

• 

• 

Task Resources

Enable support for SameSite  rules
Configure AM to apply SameSite  rules, such that you can
declare that your cookies are restricted to a first-party or a
same-site context.

SameSite cookie rules

Review the secure cookie filter
AM provides a filter that upgrades cookies to secure cookies
if the conditions are met.

Secure cookie filter

Change the name of the sticky load balancing cookie
Name the cookie something relevant and unique for your
environment.

Change the sticky load balancing cookie name
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When this mode is enabled, any AM functionality that relies on requests being redirected back to the AM instance may not
operate correctly. For example, OAuth 2.0 flows and SAML federation may not operate correctly if AM cannot access the
required cookies.

lax

Cookies received from different sites cannot be accessed, unless the request is using a top-level request, and uses a "safe"
HTTP method, such as GET, HEAD, OPTIONS, or TRACE.

off

No restrictions on the domain of cookies is applied. This is the default setting.

You must disable SameSite  support if any of the following is true:

You have set Access-Control-Allow-Credentials=true  in your CORS configuration.

For more information on configuring CORS in AM, see Configure CORS support.

You are using SAML HTTP-POST bindings.

For example, IDP-initiated single logout (SLO) functionality will not operate correctly if SameSite support is enabled,
as the iPlanetDirectoryPro  cookie would not be accessible in cross-domain POST requests. For more
information on SAML single logout, see Implement SSO and SLO.

Secure cookie filter

As part of the support that AM provides for SameSite  cookies, the deployment descriptor file web.xml  includes a filter that flags
cookies as secure if any of the following is true:

The request comes in through a connection marked as secure.

For example, because you have marked an HTTP connector as secure in Tomcat.

The request comes in through an HTTPS connector.

Automatically promoting cookies to secure ensures that the functionality continues to work with the SameSite  changes, because
you can only opt out of SameSite  if a cookie is marked as secure.

Exclude cookies from the filter

To exclude cookies from the filter, edit the /path/to/tomcat/webapps/openam/WEB-INF/web.xml  file and search for the 
SecureCookieFilter  filter.

Add any cookies you want to exclude to the list.

For example:

• 

• 

error
Modern browsers only allow disabling SameSite  if the cookie is marked as Secure . If you need to handle cross-site
requests with cookies, you should move to HTTPS-only environment.

Caution

• 

• 

1. 

2. 
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...
<param-name>excludes</param-name>
<param-value>
  myCookie1
  myStickyCookie
  myCookie2
</param-value>
...

Restart AM or the container where it runs for the changes to take effect.

Change the sticky load balancing cookie name

By default, the sticky load balancing cookie name is amlbcookie . Change this value to something that is unique in your
environment, and configure the name of the cookie in your load balancers to achieve session stickiness.

Perform the following steps to change the name of the cookie:

Go to Configure > Server Defaults > Advanced.

Change the value of the com.iplanet.am.lbcookie.name  advanced server property to the new cookie name.

By default, AM sets the value of the load balancing cookie to the ID of the instance that first responded to a request. You
can change it, but we recommend that you keep this configuration when using web agents.

For more information, see Load balancing.

Restart AM or the container where it runs.

Secure sessions

Cookie hijacking is not the only danger to sessions. Consider the following non-exhaustive list of scenarios that can result in a
compromised account:

End users entering their data in a malicious website thinking it is the authentic one.

End users leaving their computers unattended while their session is open.

End users logging in from completely different locations or devices than usual.

The following table summarizes the tasks you should perform to keep sessions secure:

lightbulb_2
To ensure that non-secure requests are load-balanced correctly, the amlbcookie  cookie is already excluded by
default. If you are using a custom cookie for sticky load balancing, you may want to add it to the list of
excluded cookies.

Tip

3. 

1. 

2. 

3. 

• 

• 

• 
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Session termination

AM manages active sessions, allowing single sign-on when authenticated users attempt to access system resources in AM’s
control.

AM ensures that user sessions are terminated when a configured timeout is reached, or when AM users perform actions that
cause session termination. Session termination effectively logs the user out of all systems protected by AM.

With server-side sessions, AM terminates sessions in four situations:

When a user explicitly logs out.

When an administrator monitoring sessions explicitly terminates a session.

When a session exceeds the maximum time-to-live.

When a user is idle for longer than the maximum session idle time.

Task Resources

Settings related to session termination
Understand session termination, and configure the session
time-to-live and idle timeout.
Ensuring sessions expire within a reasonable time helps you
protect your environment against impersonation attacks.

Session termination

Lock accounts after failed login attempts
Configure account lockout to protect your environment
against brute-force or dictionary attacks.

Account lockout

Limit the number of active user sessions
Prevent users from logging in from more than two devices as
a time, for example. This helps you mitigate against cases
where user accounts have been compromised.

Session quotas

Protect client-side sessions
AM offers additional security measures to protect client-side
sessions. They are more vulnerable to hijacking than server-
side sessions because they contain all the session
information in them.

Client-side session security

Protect authentication sessions
Configure authentication session allowlisting to protect these
sessions against replay attacks.

Client-side session security

Delete sessions when users change their passwords
When a user changes their password, existing sessions are
not deleted automatically. You should implement a
mechanism to invalidate existing sessions on password reset.

Session invalidation

• 

• 

• 

• 

PingAM Security

Copyright © 2025 Ping Identity Corporation 431



Under these circumstances, AM responds by removing server-side sessions from the CTS token store and from AM server
memory caches. With the user’s session no longer present in CTS, AM forces the user to reauthenticate during subsequent
attempts to access resources protected by AM.

When a user explicitly logs out of AM, AM also attempts to invalidate the iPlanetDirectoryPro  cookie in users' browsers by
sending a Set-Cookie  header with an invalid session ID and a cookie expiration time that is in the past. In the case of
administrator session termination and session timeout, AM cannot invalidate the iPlanetDirectoryPro  cookie until the next
time the user accesses AM.

Session termination differs for client-side sessions. Since client-side sessions aren’t maintained in the CTS token store,
administrators can’t monitor or terminate them. Because AM does not modify the iPlanetDirectoryPro  cookie for client-side
sessions after authentication, the session idle time isn’t maintained in the cookie. Therefore, AM does not automatically terminate
client-side sessions that have exceeded the idle timeout.

For information about tracking idle time in IG, refer to AmSessionIdleTimeoutFilter.

As with server-side sessions, AM attempts to invalidate the iPlanetDirectoryPro  cookie from a user’s browser when the user
logs out. When the maximum session time is exceeded, AM also attempts to invalidate the iPlanetDirectoryPro  cookie in the
user’s browser the next time the user accesses AM.

It’s important to understand that AM cannot guarantee cookie invalidation. For example, the HTTP response containing the Set-
Cookie  header might be lost. This isn’t an issue for server-side sessions, because a logged-out session no longer exists in the CTS
token store, and a user who attempts to access AM after previously logging out will be forced to reauthenticate.

However, the lack of a guarantee of cookie invalidation is an issue for deployments with client-side sessions. It could be possible
for a logged-out user to have an iPlanetDirectoryPro  cookie. AM could not determine that the user previously logged out.
Therefore, AM supports a feature that takes additional action when users log out of client-side sessions. AM can maintain a list of
logged out client-side sessions in a session denylist in the CTS token store. Whenever users attempt to access AM with client-side
sessions, AM checks the session denylist to validate that the user has not, in fact, logged out.

Since AM does not modify client-side session cookies once they are stored in the end user’s browser, and client-side sessions
contain, among others, the session maximum time-to-live, it is imperative to protected them against tampering. Refer to Client-
side session security for more information.

Enable dynamic session attributes for the realm

To configure the session termination settings for a particular realm, enable the Session service:

In the AM admin UI, go to Realms > Realm Name > Services.

Check if the Session  service appears in the list of services configured for the realm.

If it doesn’t, click Add a Service and select Session  from the drop-down list.

The Session page appears, showing the Dynamic Attributes tab.

Click Save Changes.

Set maximum session time-to-live

When configuring the maximum session time-to-live (TTL), you must balance security and user experience. Depending on your
application, it may be acceptable for your users to log in once a month. Financial applications, for example, tend to expire their
sessions in less than an hour.

1. 

2. 

3. 
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The longer a session is valid, the larger the window during which a malicious user could impersonate a user if they were able to
hijack a session cookie.

In the AM admin UI, go to Realms > Realm Name > Services > Session > Dynamic Attributes.

Note that you can also change maximum session time settings globally for the AM site at Configure > Sessions > Dynamic
Attributes.

In the Maximum Session Time field, set a value suitable for your environment.

Save your changes.

If you update the maximum session TTL, consider reviewing the expiry time for OAuth 2.0 JWTs according to your business needs.
It may be convenient to set them to the same value, but there are times when these values need to be different.

To update the JWT lifetime for individual OIDC clients:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > OpenID
Connect.

Set OpenID Connect JWT Token Lifetime (seconds) to the same duration as the maximum session TTL (minutes).

This value overrides the JWT lifetime set for the OAuth 2.0 provider.

To update the JWT lifetime for the OAuth2 Provider service:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > OpenID Connect.

Set OpenID Connect JWT Token Lifetime (seconds) to the same duration as the maximum session TTL (minutes).

Set maximum session idle timeout

Consider a user with a valid session navigating through pages or making changes to the configuration. If for any reason they leave
their desk and their computer remains open, a malicious user could take the opportunity to impersonate them.

Session idle timeout can help mitigate those situations, by logging out users after a specified duration of inactivity.

Note that session idle timeout can only be used in realms configured for server-side sessions.

In the AM admin UI, go to Realms > Realm Name > Services > Session > Dynamic Attributes.

Note that you can also change idle timeout settings globally for the AM site at Configure > Sessions > Dynamic Attributes.

On the Maximum Time Idle property, configure a value suitable for your environment.

Save your changes.

Configure client-side session denylisting

Session denylisting ensures that users who have logged out of client-side sessions cannot achieve single sign-on without
reauthenticating to AM. Session denylisting does not apply to authentication sessions.

Make sure that you deployed the Core Token Service (CTS) during AM installation.

The session denylist is stored in the CTS token store.

Go to Configure > Global Services, click Session, and locate the Client-Side Sessions tab.
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Select the Enable Session Denylisting option to enable session denylisting for client-side sessions.

When you configure one or more AM realms for client-side sessions, you should enable session denylisting in order to
track session logouts across multiple AM servers.

Changing the value of this property takes effect immediately.

Configure the Session Denylist Cache Size property.

AM maintains a cache of logged-out client-side sessions. The cache size should be around the number of logouts expected
in the maximum session time. Change the default value of 10,000 when the expected number of logouts during the
maximum session time is an order of magnitude greater than 10,000. A session denylist cache configured to a value that’s
too low causes AM to read denylist entries from the Core Token Service store instead of obtaining them from cache, which
results in a small performance degradation.

Changing the value of this property takes effect immediately.

Configure the Denylist Poll Interval property.

AM polls the Core Token service for changes to logged-out sessions if session denylisting is enabled. By default, the polling
interval is 60 seconds. The longer the polling interval, the more time a malicious user has to connect to other AM servers
in a cluster and make use of a stolen session cookie. Shortening the polling interval improves the security for logged out
sessions, but might incur a minimal decrease in overall AM performance due to increased network activity.

Changing the value of this property doesn’t take effect until you restart AM.

Configure the Denylist Purge Delay property.

When session denylisting is enabled, AM tracks each logged-out session for the maximum session time plus the denylist
purge delay. For example, if a session has a maximum time of 120 minutes and the denylist purge delay is one minute,
then AM tracks the session for 121 minutes. Increase the denylist purge delay if you expect system clock skews in a cluster
of AM servers to be greater than one minute. There is no need to increase the denylist purge delay for servers running a
clock synchronization protocol, such as Network Time Protocol.

Changing the value of this property doesn’t take effect until you restart AM.

Click Save Changes.

For detailed information about session service attributes, refer to session configuration.

Account lockout

Account lockout is a security mechanism that locks a user account after repeated failed login attempts. Use it to slow down brute-
force attacks and compensate for weak password policies.

Most deployments use the identity store’s password policy to control account lockout. If this isn’t an option in your deployment,
configure account lockout as explained in this section.

3. 

4. 

5. 

6. 

7. 

emergency_home
Enabling or disabling the session denylist, or altering the cache size, takes effect immediately.
Changes to any other session denylist properties don’t take effect until you restart AM.

Important
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ForgeRock recommends using a persistent lockout. If that’s not compatible with your company’s preferences, ForgeRock
recommends using a duration lockout of at least 15 minutes.

You can configure account lockout in one of the following ways:

Persistent lockout

Persistent (physical) lockout locks the user’s account indefinitely until unlocked by an administrator.

This is the default type of account lockout and ForgeRock recommends it as the best way to mitigate brute-force attacks.

For persistent lockout, AM sets the user account status to inactive  in the user profile, and tracks failed authentication
attempts by writing to the user repository. The inactive  status makes it easier for an administrator to search for user
accounts with persistent lockout.

Persistent lockout works independently of account lockout mechanisms in the underlying directory server that serves as
the user data store.

Duration lockout

Duration lockout locks the user account for a specified duration, keeping track of the locked state either in memory or in
the data store.

The default configuration is to record invalid authentication attempts in the data store. This avoids the need for sticky load
balancing. If you choose to store the count of invalid attempts in memory, the counter applies to the current AM instance
only. Also, if you restart AM and lockout is stored in memory, duration lockouts on all accounts are released; otherwise,
the lock is released automatically after the specified duration.

Unlike persistent lockout, the user account status remains active  for duration lockout.

Configure account lockout

Configure account lockout:

In the AM admin UI, go to Realms > Realm Name > Authentication > Settings > Account Lockout.

Enable lockout by checking Login Failure Lockout Mode, then set the number of attempts and the lockout interval.

You can also opt to warn users after several consecutive failures.

Enable Store Invalid Attempts in Data Store to save account login failures to the data store. This setting is
necessary when using server-side or client-side authentication sessions. If you don’t set this, users may not be
locked out even after multiple login failures.

When you store the count of failed attempts in the data store, other AM servers accessing the user data store can
also see that count.

If AM is configured to send mail, you can set up email notification of lockouts to an administrator.

info
Failed login attempts during the transactional authorization flow don’t increment account lockout counters.
If login failures are stored in AM’s memory, this may result in user accounts not being locked out, even after multiple
login failures. To avoid this issue, implement persistent lockout instead.

Note

1. 
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Configure persistent lockout:

Set Login Failure Lockout Duration to 0 .

Optionally, set Lockout Attribute Name and Lockout Attribute Value to specify an additional attribute to update
on lockout.

By default, AM sets the value of the user’s inetuserstatus  attribute to inactive .

Optionally, set Invalid Attempts Data Attribute Name to specify a custom attribute to store the number of failed
authentication attempts.

Configure duration lockout:

Set Login Failure Lockout Duration to a positive value representing the duration in minutes.

ForgeRock recommends a value of at least 15.

Optionally, set Lockout Duration Multiplier to increase the lockout duration on each successive lockout.

Enable Store Invalid Attempts in Data Store so that lockout attempts aren’t stored in memory, but persisted in the
repository, and applied across all AM instances.

Set Invalid Attempts Data Attribute Name to the default attribute sunAMAuthInvalidAttemptsData  to prevent
invalid attempts from being stored only in memory.

For more information, refer to the account lockout configuration.

For specific information on how authentication trees handle account lockout, see Account lockout for trees.

Customize account lockout messages

To customize the messages shown to end users when their accounts are locked, follow these steps:

Locate the openam-core-7.4.2.jar  file in the WEB-INF/lib/  folder where AM is deployed.

Extract the amAuth.properties  file.

Change the value of the field that controls the lockout message:

If you are using an authentication tree, change the value of the lockOut  field, for example:

lockOut=Your example.com account has been locked. Please contact your support agent.|user_inactive.jsp

If you are using an authentication chain, change the value of the 112  field, for example:

2. 

◦ 

◦ 

◦ 

3. 

◦ 

◦ 

◦ 

◦ 

lightbulb_2
To unlock a user’s account:

Locate the user under Realms > Realm Name > Identities.
Choose the user you want to unlock.
Set their User Status property to Active.
Click Save.

Tip

• 
• 
• 
• 
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112=Your example.com account has been locked. Please contact your support agent.|user_inactive.jsp

Copy the amended amAuth.properties  file to the WEB-INF/classes/  folder where AM is deployed.

When a user whose account is locked attempts to authenticate, the custom lockout message is displayed:

Session quotas

AM lets you limit the number of active sessions for a user by setting session quotas. Use this feature, for example, to prevent a
user from logging in from more than two devices at once, mitigating scenarios where user passwords may have been
compromised.

AM’s support for session quotas requires server-side sessions.

Configure session quotas and exhaustion actions

The session quota applies to all sessions opened for the same user (as represented by the user’s universal identifier). To
configure session quotas and exhaustion in AM, perform the following steps:

In the AM admin UI, go to Configure > Global Services > Sessions > Session Quotas.

From the Enable Quota Constraints drop-down menu, choose ON .

On the Set Resulting behavior if session quota exhausted property, set one of the following values:

DENY_ACCESS

Deny access, preventing the user from creating an additional session.

DESTROY_NEXT_EXPIRING

Remove the next session to expire, and create a new session for the user. The next session to expire is the session
with the minimum time left until expiration.

This is the default setting.

DESTROY_OLDEST_SESSION

Remove the oldest session, and create a new session for the user.

DESTROY_OLD_SESSIONS

Remove all existing sessions, and create a new session for the user.

If none of these session quota exhaustion actions fit your deployment, you can implement a custom session quota
exhaustion action. For an example, see Customize server-side session quota exhaustion actions.
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Go to Realms > Realm Name > Services > Session.

On the Set Active User Sessions property, configure the maximum number of concurrent sessions a user can have.

Note that you can also change this setting globally for the AM site in Configure > Sessions > Dynamic Attributes.

Click Save Changes.

Client-side session security

AM can issue server-side sessions, which contain a reference to the real session stored in the CTS store, or client-side sessions,
which contain all the information that would be held in the CTS store.

While both types are susceptible to cookie hijacking, client-side sessions are even more vulnerable, since they contain all the
information for the session. Therefore, the malicious user could tamper with the session data to their benefit.

When using client-side sessions and client-side authentication sessions, you should configure AM to sign and/or encrypt the JWT
containing session information:

JWT signing

AM verifies that the JWT is authentic by validating a signature configured in the Session Service. AM thwarts attackers who
might attempt to tamper with the contents of the JWT or its signature, or who might attempt to sign the JWT with an
incorrect signature.

JWT encryption

Knowledgeable users can easily decode JWTs. Because an AM session or authentication session contains information that
might be considered sensitive, encrypting the JWT that contains it protects its contents, ensuring opaqueness.

Encrypting the JWT prevents man-in-the-middle attacks that could log the state of every AM session. Encryption also
ensures that end users are unable to access the information in their AM session.

Client-side sessions and client-side authentication sessions share the same encryption and signing configuration.

Configure the JWT signature

Configure a JWT signature to prevent malicious tampering of client-side session and authentication session JWTs.

Perform the following steps to configure the JWT signature:

Go to Configure > Global Services > Session > Client-Side Sessions.

From the Signing Algorithm Type drop-down menu, choose a suitable algorithm for your environment.

The default value is HS256 .

4. 

5. 

6. 

emergency_home
To ensure that the client-side session cookie size does not surpass the browser supported size, web agents and Java
agents do not support both signing and encrypting the session cookie.
For more information, see Client-side session security and agents.

Important
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Configure a secret relevant to the algorithm you chose:

If you specified an HMAC signing algorithm, change the value in the Signing HMAC Shared Secret field if you do not
want to use the generated default value.

Click Save Changes.

If you specified the RS256 signing algorithm, or any of the elliptic curve algorithms, configure a suitable secret in
the am.global.services.session.clientbased.signing  secret ID. You can only configure this secret at a global
level.

For more information about configuring secrets, see Secret stores.

For detailed information about Session Service configuration attributes, see the entries for Session.

Configure JWT encryption

Configure JWT encryption to prevent man-in-the-middle attackers from accessing users' session details, and to prevent end users
from examining the content in the JWT.

Perform the following steps to encrypt the JWT:

Go to Global Services > Session > Client-Side Sessions.

From the Encryption Algorithm drop-down list, choose a suitable algorithm.

If you chose the RSA  algorithm, perform the following steps:

Configure a suitable secret in the am.global.services.session.clientbased.encryption  secret ID.

You can only configure this secret at a global level.

For more information about configuring secrets, see Secret stores.

Configure one of the following paddings in the org.forgerock.openam.session.stateless.rsa.padding
advanced server property:

info
Do not sign the JWT if you plan to encrypt it with the Direct AES Encryption algorithm, because the signature
will be redundant. To disable JWT signing, perform the following steps:

Go to Configure > Server Defaults > Advanced.
Set the org.forgerock.openam.session.stateless.signing.allownone  property to true .

To configure advanced server properties for all instances of the AM environment, go to 
Configure > Server Defaults > Advanced in the AM admin UI.
To configure advanced server properties for a particular instance, go to 
Deployment > Servers > Server Name > Advanced.

If the property you want to add or edit is already configured, click on the pencil () button to edit it.
When you are finished, click on the tick () button.
Click Save Changes.
Go to Configure > Global Services > Session > Client-Side Sessions.
From the Signing Algorithm Type drop-down list, choose NONE .
Click Save Changes.

Note
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RSA1_5. RSA with PKCS#1 v1.5 padding.
RSA-OAEP. RSA with OAEP and SHA-1.
RSA-OAEP-256. RSA with OAEP padding and SHA-256.

The default is RSA-OAEP-256 .

To configure advanced server properties for all instances of the AM environment, go to Configure > Server
Defaults > Advanced in the AM admin UI.

To configure advanced server properties for a particular instance, go to Deployment > Servers > Server Name >
Advanced.

If the property you want to add or edit is already configured, click on the pencil () button to edit it. When you are
finished, click on the tick () button.

Click Save Changes.

If you chose the AES KeyWrapping or Direct AES Encryption algorithms, perform the following steps:

If you do not want to use the generated default value, enter a base64-encoded random key in the Encryption
Symmetric AES Key field:

For direct encryption with AES-GCM, or for AES-KeyWrap with any content encryption method, the secret
must be 128, 192, or 256 bits long.

For direct encryption with AES-CBC-HMAC, the secret must be 256, 384, or 512 bits long.

Click Save Changes.

For the underlying content encryption method, configure one of the following encryption methods in the 
org.forgerock.openam.session.stateless.encryption.method  advanced server property:

A128CBC-HS256. AES 128-bit in CBC mode with HMAC-SHA-256-128 hash (HS256 truncated to 128 bits)
A192CBC-HS384. AES 192-bit in CBC mode with HMAC-SHA-384-192 hash (HS384 truncated to 192 bits)
A256CBC-HS512. AES 256-bit in CBC mode with HMAC-SHA-512-256 hash (HS512 truncated to 256 bits)
A128GCM. AES 128-bit in GCM mode
A192GCM. AES 192-bit in GCM mode
A256GCM. AES 256-bit in GCM mode

The default is A128CBC-HS256 .

To configure advanced server properties for all instances of the AM environment, go to Configure > Server
Defaults > Advanced in the AM admin UI.

To configure advanced server properties for a particular instance, go to Deployment > Servers > Server Name >
Advanced.

If the property you want to add or edit is already configured, click on the pencil () button to edit it. When you are
finished, click on the tick () button.

Click Save Changes.

To compress the session state, choose Deflate Compression from the Compression Algorithm drop-down list.

◦ 

◦ 

4. 

◦ 

▪ 

▪ 
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By default, AM rejects compressed session JWTs that expand to a size larger than 32 KiB (32768 bytes). For more
information, see Control the size of compressed JWTs.

For detailed information about Session Service configuration attributes, see the entries for Session.

Client-side session security and agents

To ensure that the client-side session cookie size does not surpass the browser supported size, web agents and Java agents do
not support both signing and encrypting the session cookie. To configure agents with client-side sessions, implement one of the
following configurations:

Configure signing and compression:

Enable HS256 signing for the client-side session cookie.

For more information, see Configure the JWT signature.

Enable compression. Go to Configure > Global Services > Session > Client-Side Sessions and choose Deflate
Compression from the Compression Algorithm drop-down list.

Configure encryption and compression:

Set the org.forgerock.openam.session.stateless.signing.allownone  advanced server property to true
for all the instances in the environment.

To configure advanced server properties for all instances of the AM environment, go to Configure > Server
Defaults > Advanced in the AM admin UI.

To configure advanced server properties for a particular instance, go to Deployment > Servers > Server Name >
Advanced.

If the property you want to add or edit is already configured, click on the pencil () button to edit it. When you are
finished, click on the tick () button.

Click Save Changes.

Disable signing for the client-side session cookie. Go to Configure > Global Services > Session > Client-Side
Sessions and choose NONE from the Signing Algorithm Type drop-down list.

Enable Direct AES Encryption.

For more information, see Configure JWT encryption.

Enable compression. Go to Configure > Global Services > Session > Client-Side Sessions and choose Deflate
Compression from the Compression Algorithm drop-down list.

Failure to set up client-side sessions correctly may cause unexpected errors when accessing a protected resource, such as blank
pages and redirection loops.

warning
When set to Deflate compression, this option may lead to a possible vulnerability with session state
information leakage. Because the session token compression depends on the data in the session, an attacker
can vary one part of the session (for example, the username or some other property) and then deduce some
secret parts of the session state by examining how the session compresses. You should evaluate this threat
depending on your use cases before enabling compression and encryption together.

Warning
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Client-side sessions do not support restricted tokens. Therefore, web agents and Java agents configured in a realm configured for
client-side sessions are not protected against cookie hijacking. ForgeRock recommends using web or Java agents with server-side
sessions.

Authentication session allowlisting

Enable authentication session allowlisting to protect authentication sessions from replay attacks.

When authentication session allowlisting is enabled, AM generates a key-value pair for each authentication session and stores it
for the length of the authentication flow in the following ways:

For client-side authentication sessions, AM stores the key-value pair in the CTS token store.

For server-side authentication sessions, AM creates the key-value pair as a session property in the authentication session.

For in-memory sessions, AM creates the key-value pair as a session property in the authentication session.

Each time the authentication flow reaches an authentication node, AM modifies the value of the stored key-value pair and sends
it to the user or client that it is authenticating. The next request to AM to continue the authentication flow must contain the key-
value pair and must match the value expected by AM.

If the authenticating user or client cannot provide the key-value pair with the values AM expects, AM would not continue the
authentication flow, therefore protecting the authentication flow against malicious users wanting to rewind the authentication
flow to a previous node.

Perform the following steps to configure authentication session allowlisting:

Configure authentication session allowlisting

Go to Realms > Realm Name > Authentication > Settings > Trees.

Choose Enable Allowlisting.

Click Save.

Session invalidation

There is currently no automatic mechanism to delete existing user sessions when the user changes their password. To implement
automatic invalidation of existing sessions on password reset, consider one of the following approaches:

Use the logoutByUser  action, specifying the username in the request payload.

This action can be used for server-side and client-side sessions and is described in Invalidate all sessions for a user.

Use a query to locate all sessions for a user, then use the logoutByHandle  action to invalidate those sessions.

This action can be used for server-side sessions only and is described in Invalidate specific sessions.

• 

• 

• 
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Secure requests

AM receives requests from multiple sources and for different purposes, such as authentication requests, RESTful requests to the
endpoints, and POST requests that might include a lot of data.

Containers usually have settings to mitigate against denial of service (DoS) attacks that POST large amounts of form data to your
applications. Refer to your container documentation for more information about their settings, and how they can protect AM.

These settings, however, don’t protect AM from receiving large amounts of POST data from other sources.

The following table summarizes the steps AM takes to protect against being overloaded, and how to adjust default values:

Control the size of compressed JWTs

A number of AM features accept JWTs to receive information. Some examples are:

Remote consent, when it receives consent responses.

The OAuth 2.0/OpenID Connect authorization service, when:

OpenID Connect clients send request parameters as a JWT instead of as HTTP parameters.

OpenID Connect clients register dynamically using software statements.

The Authentication service, when configured to issue client-side sessions.

The JWTs that AM receives can be signed and/or encrypted. Sometimes, larger JWTs are compressed to improve delivery speeds
to AM.

Decompressing a JWT makes it expand in size. By default, AM rejects any JWT that expands to more than 32 KiB (32768 bytes), and
throws an exception with a message similar to JWT payload decompressed to larger than maximum allowed size .

Ensure that the JWTs your clients send to AM are smaller than 32 KiB before compression.

Alternatively, increase the 32 KiB value to a reasonable limit. Take into account that AM performs decryption and decompression
operations in its heap, and that you do not want to allow very large JWTs to, potentially, leave AM out of memory.

If you need to change the default value, perform the following steps:

Configure the org.forgerock.json.jose.jwe.compression.max.decompressed.size.bytes  Java system property on the
container where AM runs.

Task Resources

Control the maximum size of decompressed JWTs
By default, AM rejects JWTs that expand to a size larger than
32 KiB (32768 bytes) when decrypted.

Control the size of compressed JWTs

Limit the size of the request body
By default, AM rejects incoming requests whose body is
larger than 1 MiB (1048576 bytes) in size.

Limit the size of the request body

• 

• 

◦ 

◦ 
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For example, edit the setenv.sh  file of the Apache Tomcat instance, and set the property with the new size in bytes:

JAVA_OPTS="$JAVA_OPTS -Dorg.forgerock.json.jose.jwe.compression.max.decompressed.size.bytes=40960"

Restart the container for the changes to make effect.

Limit the size of the request body

HTTP requests are not limited by the specification. Rather, the method used limits the amount of data that a client can send. The
GET and DELETE methods, for example, are limited by the size of the URL. The POST method is not. Instead, browsers and
application servers limit the amount of data a request can send to your applications.

Ensure that the amount of data that reaches your applications and AM is not large enough to overwhelm them.

Application servers usually can mitigate against denial of service (DoS) attacks that POST large amounts of form data, but AM
endpoints may receive large amounts of POST data in different ways, such as in JSON, JWT, or JWK formats.

By default, AM rejects incoming requests with a body larger than 1 MB (1048576 bytes) in size. It also returns an HTTP 413 error
response, and logs a message similar to the following:

ERROR: Request Content-Length exceeds maximum allowed , if the content’s length was specified in the request.

ERROR: Counted request entity size exceeds maximum allowed , if the content’s length was not specified.

To change the default value, perform the following steps:

Change the value of the org.forgerock.openam.request.max.bytes.entity.size  advanced server property to the new
size, in bytes.

The property is hot-swappable. You do not need to restart AM for the changes to take effect.

To configure advanced server properties for all instances of the AM environment, go to Configure > Server Defaults >
Advanced in the AM admin UI.

To configure advanced server properties for a particular instance, go to Deployment > Servers > Server Name > Advanced.

If the property you want to add or edit is already configured, click on the pencil () button to edit it. When you are finished, click
on the tick () button.

Click Save Changes.

Protect applications

AM provides authentication and authorization capabilities, but it requires a policy enforcement point (PEP) intercepting traffic to
the applications.

ForgeRock offers Java agents, web agents, and IG as PEPs to enforce what AM decides in a way that is unobtrusive to the user.

2. 

• 

• 

1. 

• 

• 

Security PingAM

444 Copyright © 2025 Ping Identity Corporation



Identity Gateway or AM web and Java agents?

ForgeRock Identity Gateway and the AM web and Java agents can both enforce policy, redirecting users to authenticate when
necessary, and controlling access to protected resources. IG runs as a self-contained reverse proxy located between the users
and the protected applications. Web and Java agents are installed into the servers where applications run, intercepting requests
in that context.

Use IG to protect access to applications not suited for a web or Java agent, for example, those applications deployed on operating
systems or web servers or containers not supported by the agents.

Web and Java agents have the advantage of sitting within your existing server infrastructure. Once you have agents installed into
the servers with web applications or sites to protect, then you can manage their configurations centrally from AM.

For organizations with both servers on which you can install web and Java agents and applications that you must protect without
touching the server, you can use agents on the former and IG for the latter.

For more information about agents, see the ForgeRock Web agents documentation, or the ForgeRock Java agents
documentation.

For more information about IG, see the ForgeRock Identity Gateway documentation.

Audit logging

AM supports a Common REST-based audit logging service that captures key auditing events, critical for system security,
troubleshooting, and regulatory compliance.

Audit logs gather operational information about events that occur within an AM deployment. They track processes and security
data, such as authentication mechanisms, system access, user and administrator activity, error messages, and configuration
changes.

The audit logging service uses a structured message format that adheres to a consistent log structure across the ForgeRock
Identity Platform. This common structure allows correlation between log messages of the different Platform components, if the
transaction IDs are trusted. For more information, see Trust transaction headers.

The following topics explain how AM audit logging works, and how to implement it:

emergency_home
Although the ForgeRock Directory Services JSON logger is enabled by default, ForgeRock transaction IDs are not
trusted by default. You must set trust-transaction-ids:true  to correlate DS log messages with AM log messages.
For more information, see Log LDAP Access to Files > JSON Format in the DS documentation.

Important

Task Resources

Discover AM’s audit logging service
AM auditing service provides a rich set of features to help you
capture events that are critical for system security,
troubleshooting, and regulatory compliance.

See Audit logging service.
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Audit logging service

AM writes log messages generated from audit events triggered by its instances, web or Java agents, the ssoadm  tool, and
connected Ping Identity Platform implementations.

AM’s audit logging service provides a versatile and rich feature set as follows:

Global and realm-based log configuration

You can configure audit logging globally, which ensures that all realms inherit your global log settings. You can also
configure audit logging by realm, which allows you to set different log settings for each realm.

Audit event handlers

The audit logging service supports a variety of audit event handlers that allow you to write logs to different types of data
stores. You can find a list of event handlers available in AM in Configuring audit event handlers.

Audit event buffering

By default, AM writes each log message separately as they are generated. AM supports message buffering, a type of batch
processing, that stores log messages in memory and flushes the buffer after a preconfigured time interval or after a
certain number of log messages reaches the configured threshold value.

Tamper-evident logging

For the CSV audit event handler, you can digitally sign audits to enable the detection of tampering.

Log rotation and retention policies

AM rotates JSON and CSV audit logs when it reaches a specified maximum size. You can also configure a time-based
rotation policy, which disables the max-size rotation policy and implements log rotation based on a preconfigured time
sequence. AM also provides the option to disable log rotation completely for these file types. AM does not support
external log rotation for JSON and CSV audit logs.

For Syslog, JDBC, and JMS handlers, AM does not control log rotation and retention as they are handled by each respective
service.

Task Resources

Configure AM to log audit events
Decide how to implement your audit login service, either
globally or by realm, and configure audit login handlers to
store audit events into files, databases, or other stores.

See Implement audit logging.

Audit log reference
Check the format of the files, the names of the events, and
more.

See Audit logging reference.
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Allowlist and denylist support

The audit logging service supports allowlist and denylist-filtering to show or hide sensitive values or fields in logs, such as
HTTP headers, query parameters, cookies, profile attributes, or the entire field value.

Reverse DNS lookup

The audit logging service supports a reverse DNS lookup feature for network troubleshooting purposes. Reverse DNS
lookup is disabled by default as it enacts a performance hit in operation throughput.

Audit log topics

AM integrates log messages based on four different audit topics. A topic is a category of audit log event that has an associated
one-to-one mapping to a schema type. Topics can be broadly categorized as access details, system activity, authentication
operations, and configuration changes. The following table shows the basic event topics and associated audit log files for AM’s
default audit logging configuration, which uses a JSON audit event handler:

Audit logging in web and Java agents

Web and Java agents log audit events for security, troubleshooting, and regulatory compliance. You can store web or Java agent
audit event logs in the following ways:

Remotely. Log audit events to the audit event handler configured in the AM realm.

Locally. Log audit events to a file in the web or Java agent installation directory.

Audit log topics

Event topic File name Description

Access access.audit.json Captures who, what, when, and output
for every access request.

Activity activity.audit.json Captures state changes to objects that
have been created, updated, or deleted
by end users (that is, non-
administrators). Session, user profile,
and device profile changes are captured
in the logs.

Authentication authentication.audit.json Captures when and how a subject is
authenticated and related events.

Configuration config.audit.json Captures configuration changes to the
product with a timestamp and by
whom. Note that the userId  indicating
the subject who made the configuration
change is not captured in the 
config.audit.json  but can be tracked
using the transactionId  in the 
access.audit.json .

• 
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Learn more in the Web Agents Maintenance Guide and the Java Agents Maintenance Guide.

Implement audit logging

When you implement the audit logging service, decide whether you require specific audit systems per realm, or if a global
configuration suits your deployment. Next, determine which event handlers suit your needs from those supported by AM. Refer
to the following sections for more information:

Configure audit logging

Configure audit event handlers

Trust transaction headers, to configure the propagation of transaction IDs across the Ping Identity Platform.

Configure audit logging

AM’s default audit event handler is the JSON audit event handler, which comes configured and enabled for the global audit
logging service. The global configuration is used to control audit logging in realms that do not have the audit logging service
added to them. AM also supports configuring an audit logging service on a per-realm basis.

The JSON audit event handler stores its JSON log files under /path/to/openam/var/audit/ .

To modify the global audit logging configuration, refer to Global audit logging.

To override the global audit logging configuration for a realm, refer to Realm-specific audit logging.

Global audit logging

In the AM admin UI, go to Configure > Global Services > Audit Logging.

Configure the following options on the Global Attributes tab:

Activate Audit logging to start the audit logging feature.

In the Field whitelist filters and Field blacklist filters lists, enter any values to include (allowlist) or exclude
(denylist) from the audit event logs.

AM has a predefined allowlist that only records values that do not contain sensitive information. Use the filters to
override the built-in list, or to hide additional values that you do not want recorded.

For information about the fields that appear in the default allowlist, refer to Audit log default allowlist.
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• 
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emergency_home
The audit logging service lets you suppress the output of certain event types, because logging them can
impact performance. These event types are not logged by default, regardless of the configuration of the
filter lists.
The filter lists will only apply to these event topics if logging is enabled for them.
For more information, see org.forgerock.openam.audit.identity.activity.events.blacklist  in 
Advanced properties.

Important
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To specify an additional field or value to be allowlisted, or denylisted, add a value using a JSON pointer-like syntax
that starts with the event topic ( access , activity , authentication , or config ), followed by the field name, or
the path to the value in the field.

The lists allow two types of filtering:

Filter fields in events.

Fine-grained event filtering lets you capture or hide specific information such as HTTP headers, query
parameters, or potentially sensitive data.

For example, if you are logging identity changes ( AM-IDENTITY-CHANGE  has been removed from the 
org.forgerock.openam.audit.identity.activity.events.blacklist  property) you could filter out the
surnames of user identities by hiding the sn field from activity events.

To hide surname values before and after an identity change, you would add the following JSON pointers to
the Field blacklist filters property:

/activity/before/sn
/activity/after/sn

To hide the original surname (before a change), you would add only `/activity/before/sn ` to the Field
blacklist filters property.

Filter specific values in fields that store key-value pairs as JSON, such as the HTTP headers, query
parameters, and cookies.

For example, to include the Accept-Language  value in the http.request.headers field in access events, add
the following pointer to the Field whitelist filters list:

/access/http/request/headers/accept-language

Click Save Changes.

For information on configuring audit logging properties, refer to Audit logging.

On the Secondary Configurations tab, you can edit the configuration of the Global JSON Handler and create new audit
event handlers.

For more information, refer to Configure audit event handlers.

Realm-specific audit logging

You can configure the audit logging service for realms, allowing you to configure realm-specific log locations and handler types.

When the audit logging service is added to a realm, it inherits the configuration defined under Configure > Global Services > Audit
Logging > Realm Defaults. Properties configured explicitly in the realm-level service override the realm defaults.

To configure the audit logging service in a realm, perform the following steps:

Go to Realms > Realm Name > Services.

Click Add a Service.

▪ 

▪ 
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From the Choose a service type drop-down list, choose Audit Logging.

Click Create.

On the Audit Logging Service page, configure the Audit Logging Service as follows:

Ensure audit logging is Enabled.

In the Field whitelist filters and Field blacklist filters lists, enter any values to include (allowlist) or exclude
(denylist) from the audit event logs.

AM has a predefined allowlist that only records values that do not contain sensitive information. Use the filters to
override the built-in list, or to hide additional values that you do not want recorded.

For information about the fields that appear in the default allowlist, refer to Audit log default allowlist.

To specify an additional field or value to be allowlisted, or denylisted, add a value using a JSON pointer-like syntax
that starts with the event topic ( access , activity , authentication , or config ), followed by the field name, or
the path to the value in the field.

The lists allow two types of filtering:

Filter fields in events.

Fine-grained event filtering lets you capture or hide specific information such as HTTP headers, query
parameters, or potentially sensitive data.

For example, if you are logging identity changes ( AM-IDENTITY-CHANGE  has been removed from the 
org.forgerock.openam.audit.identity.activity.events.blacklist  property) you could filter out the
surnames of user identities by hiding the sn field from activity events.

To hide surname values before and after an identity change, you would add the following JSON pointers to
the Field blacklist filters property:

/activity/before/sn
/activity/after/sn

To hide the original surname (before a change), you would add only `/activity/before/sn ` to the Field
blacklist filters property.

Filter specific values in fields that store key-value pairs as JSON, such as the HTTP headers, query
parameters, and cookies.

For example, to include the Accept-Language  value in the http.request.headers field in access events, add
the following pointer to the Field whitelist filters list:

3. 

4. 

1. 

emergency_home
The audit logging service lets you suppress the output of certain event types, because logging them can
impact performance. These event types are not logged by default, regardless of the configuration of the
filter lists.
The filter lists will only apply to these event topics if logging is enabled for them.
For more information, see org.forgerock.openam.audit.identity.activity.events.blacklist  in 
Advanced properties.

Important
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/access/http/request/headers/accept-language

Click Save.

For information on configuring audit logging properties, refer to Audit logging.

On the Secondary Configurations tab, choose Add a Secondary Configuration.

Choose an event handler from the list.

For more information about supported event handlers and how to configure then, refer to Configure audit event
handlers.

Configure audit event handlers

AM supports the following types of audit event handlers:

JSON audit event handler

In the AM admin UI, determine whether to create the event handler in a realm or use the default global event handler,
then take one of the following actions:

To create the event handler in the global configuration, go to Configure > Global Services > Audit Logging.

Note that the JSON audit event handler is already configured in the global configuration. Click it to change its
properties.

To create the event handler in a realm, go to Realms > Realm Name > Services > Audit Logging.

On the Secondary Configurations tab, click Global JSON Handler or the Edit icon on the right if present. If no handler is
present, click Add a Secondary Configuration, and choose JSON.

On the New JSON configuration page, enter a name for the event handler. For example, JSON Audit Event Handler .

(Optional) In the Rotation Times field, enter a time duration after midnight to trigger file rotation, in seconds. For example,
you can provide a value of 3600  to trigger rotation at 1:00 AM. Negative durations are not supported.

Click Create.

2. 

5. 

Audit Event Handlers

Audit Event Handler Type Publishes to How to Configure

JSON JSON files JSON audit event handler

CSV CSV files CSV audit event handler

Syslog The syslog daemon Syslog audit event handler

JDBC A relational database JDBC Audit Event Handler

JMS JMS topics JMS Audit Event Handler
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After the JSON audit event handler is created, several configuration tabs appear. To configure the event handler, perform
the following steps:

On the General Handler Configuration tab, enable the event handler and configure the topics for your audit logs:

Choose Enabled to activate the event handler, if disabled.

Choose the audit log topics for your audit logs.

Click Save Changes.

On the JSON Configuration tab, configure JSON options:

Override the default location of your logs if necessary, and save your changes. The default value is as follows:

%BASE_DIR%/var/audit

BASE_DIR  is the local Access Management configuration directory; for example /path/to/openam .

%BASE_DIR%\var\audit

BASE_DIR  is the local Access Management configuration directory; for example \path\to\openam .

Enable ElasticSearch JSON Format Compatible to direct AM to generate JSON formats that are compatible with the
ElasticSearch format.

In the File Rotation Retention Check Interval field, edit the time interval (seconds) to check the time-base file
rotation policies.

Click Save Changes.

On the File Rotation tab, configure how files are rotated when they reach a specified file size or time interval:

Enable Rotation Enabled to activate file rotation. If file rotation is disabled, AM ignores log rotation and appends to
the same file.

In the Maximum File Size field, enter the maximum size of an audit file before rotation.

6. 

◦ 

◦ 

◦ 

7. 
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Unix/Linux

Windows

emergency_home
You must configure a different log directory for each JSON audit event handler instance. If two instances
are writing to the same file, it can interfere with log rotation.

Important
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(Optional). In the File Rotation Prefix field, enter an arbitrary string that will be prefixed to every audit log to
identify it. This parameter is used when time-based or size-based rotation is enabled.

In the File Rotation Suffix field, enter a timestamp suffix based on the Java SimpleDateFormat that will be added to
every audit log. This parameter is used when time-based or size-based log rotation is enabled. The default value is 
-yyyy.MM.dd-kk.mm.ss .

In the Rotation Interval field, enter a time interval to trigger audit log file rotation in seconds. A negative or zero
value disables this feature.

(Optional) In the Rotation Times field, enter a time duration after midnight to trigger file rotation, in seconds. For
example, you can provide a value of 3600  to trigger rotation at 1:00 AM. Negative durations are not supported.

Click Save Changes.

On the File Retention tab, configure how long log files should be retained in your system:

In the Maximum Number of Historical Files field, enter a number for allowed backup audit files. A value of -1
indicates an unlimited number of files and disables the pruning of old history files.

In the Maximum Disk Space field, enter the maximum amount of disk space that the audit files can use. A negative
or zero value indicates that this policy is disabled.

In the Minimum Free Space Required field, enter the minimum amount of disk space required to store audit files.
A negative or zero value indicates that this policy is disabled.

Click Save Changes.

On the Buffering tab, configure whether log events should be buffered in memory before they are written to the JSON file:

In the Batch Size field, enter the maximum number of audit log events that can be buffered.

In the Write interval field, enter the time interval in milliseconds at which buffered events are written to a file.

Click Save Changes.

CSV audit event handler

In the AM admin UI, determine whether to create the event handler in a realm or use the default global event handler,
then take one of the following actions:

To create the event handler in the global configuration, go to Configure > Global Services > Audit Logging.

Note that the CSV audit event handler is already configured in the global configuration. Click its name to change its
properties.

To create the event handler in a realm, go to Realms > Realm Name > Services > Audit Logging.

On the Secondary Configurations tab, click Add a Secondary Configuration. Choose CVS from the list.

On the New CVS page, enter the basic configuration for the new handler by performing the following actions:
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Due to the security concerns of opening CSV files with Excel, OpenOffice, and other spreadsheet programs, it is
recommended that you open CSV files with alternative software, such as a text editor. 
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Enter a name for the event handler. For example, CSV Audit Event Handler .

(Optional) In the Rotation Times field, enter a time duration after midnight to trigger file rotation, in seconds. For example,
you can provide a value of 3600  to trigger rotation at 1:00 AM. Negative durations are not supported.

Enable or disable the Buffering option.

Click Create.

After the CSV audit event handler is created, several configuration tabs appear. To configure the event handler, perform
the following steps:

On the General Handler Configuration tab, enable the event handler and configure the topics for your audit logs:

Click Enabled to activate the event handler, if disabled.

Choose the audit log topics for your audit logs.

Click Save.

On the CSV Configuration tab, override the default location of your logs if necessary, and click Save Changes. The default
value is as follows:

%BASE_DIR%/var/audit , where BASE_DIR  is the local Access Management configuration directory; for example /
path/to/openam .

%BASE_DIR%\var\audit , where BASE_DIR  is the local Access Management configuration directory; for example /
path/to/openam .

On the File Rotation tab, configure how files are rotated when they reach a specified file size or time interval:

Click Rotation Enabled to activate file rotation. If file rotation is disabled, AM ignores log rotation and appends to
the same file.

In the Maximum File Size field, enter the maximum size of an audit file before rotation.

(Optional). In the File Rotation Prefix field, enter an arbitrary string that will be prefixed to every audit log to
identify it. This parameter is used when time-based or size-based rotation is enabled.
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Windows

emergency_home
Configure a different log directory for each CVS audit event handler instance. If two instances are writing to the
same file, it can interfere with log rotation and tamper-evident logs.
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In the File Rotation Suffix field, enter a timestamp suffix based on the Java SimpleDateFormat that will be added to
every audit log. This parameter is used when time-based or size-based log rotation is enabled. The default value is 
-yyyy.MM.dd-kk.mm.ss .

In the Rotation Interval field, enter a time interval to trigger audit log file rotation in seconds. A negative or zero
value disables this feature.

(Optional) In the Rotation Times field, enter a time duration after midnight to trigger file rotation, in seconds. For
example, you can provide a value of 3600  to trigger rotation at 1:00 AM. Negative durations are not supported.

Click Save Changes.

On the File Retention tab, configure how long log files should be retained in your system:

In the Maximum Number of Historical Files field, enter a number for allowed backup audit files. A value of -1
indicates an unlimited number of files and disables the pruning of old history files.

In the Maximum Disk Space field, enter the maximum amount of disk space that the audit files can use. A negative
or zero value indicates that this policy is disabled.

In the Minimum Free Space Required field, enter the minimum amount of disk space required to store audit files.
A negative or zero value indicates that this policy is disabled.

Click Save Changes.

On the Buffering tab, configure whether log events should be buffered in memory before they are written to the CSV file:

Click Buffering Enabled to activate buffering.

When buffering is enabled, all audit events are put into an in-memory buffer (one per handled topic), so that the
original thread that generated the event can fulfill the requested operation, rather than wait for I/O to complete. A
dedicated thread (one per handled topic) constantly pulls events from the buffer in batches and writes them to the
CSV file. If the buffer becomes empty, the dedicated thread goes to sleep until a new item gets added. The default
buffer size is 5000  bytes.

Enable the Flush Each Event Immediately option to write all buffered events before flushing.

When the dedicated thread accesses the buffer, it copies the contents to an array to reduce contention, and then
iterates through the array to write to the CSV file. The bytes written to the file can be buffered again in Java classes
and the underlying operating system.

When the Flush Each Event Immediately option is enabled, AM flushes the bytes after each event is written. If the
feature is disabled (default), the Java classes and underlying operation system determine when to flush the bytes.

Click Save Changes.

On the Tamper Evident Configuration tab, configure whether to detect audit log tampering:

Click Is Enabled to activate the tamper evident feature for CSV logs.

When tamper evident logging is enabled, AM generates an HMAC digest for each audit log event and inserts it into
each audit log entry. The digest detects any addition or modification to an entry.

AM also supports another level of tamper evident security by periodically adding a signature entry to a new line in
each CSV file. The entry signs the preceding block of events, so that verification can establish if any of these blocks
have been added, removed, or edited by some user.

◦ 

◦ 

◦ 

◦ 

10. 

◦ 

◦ 

◦ 

◦ 

11. 

◦ 

◦ 

◦ 

12. 

◦ 

PingAM Security

Copyright © 2025 Ping Identity Corporation 455



In the Certificate Store Location field, enter the location of the keystore AM will use to sign the CSV logs, by default
%BASE_DIR%/%SERVER_URI%/Logger.jks .

The recommended approach is to create two keystores:

A keystore for AM to use. This keystore is configured in the Certificate Store Location field and must
contain a signing key pair called signature  and an HMAC key called password .

A keystore for the verification tool. This keystore must contain the HMAC password  key, and the public key
of the signature  key pair.

You can use a simple script to create your keystores, for example: create-keystore.sh.

In the Certificate Store Password field, enter the password of the keystore.

In the Signature Interval field, enter a value in seconds for AM to generate and add a new signature to the audit
log entry.

Click Save Changes.

To verify that rotated logs have not been tampered with, perform the following steps:

Download the AM-SSOAdminTools-5.1.3.28.zip file from the ForgeRock BackStage website.

Install the administration tools.

Use the verifyarchive  tool to verify rotated log files as follows:

$ /path/to/AM-SSOAdminTools-5.1.3.28/openam/bin/verifyarchive \
 --archive /path/to/openam/var/audit/ \
 --topic access \
 --suffix -yyyy.MM.dd-HH.mm.ss \
 --keystore /path/to/keystore-verifier.jks \
 --password password

In this example, the tool checks files with a suffix of the type yyyy.MM.dd-HH.mm.ss  using their
counterparts with suffix .keystore . For example, the tool checks the tamper-evident-access-
csv-2019.01.12-12.04.33  file against the tamper-evident-access-csv-2019.01.12-12.04.33.keystore
file. The .keystore  file contains the HMAC digest the tool uses to validate the signature of the logs.

The tool returns PASS  or FAIL  alongside the names of the files that have been tested. For example:

PASS    tamper-evident-access-csv-2019.01.12-12.04.33
FAIL    tamper-evident-access-csv-2019.01.12-12.05.20    The HMac at row 2 is not correct.
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Run the tool without any parameters to access the online help. 

Tip
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Syslog audit event handler

AM can publish audit events to a syslog server, which is based on a widely-used logging protocol. You can configure your syslog
settings on the AM admin UI.

In the AM admin UI, determine whether to create the event handler in a realm or use the default global event handler,
then take one of the following actions:

To create the event handler in the global configuration, go to Configure > Global Services > Audit Logging.

To create the event handler in a realm, go to Realms > Realm Name > Services > Audit Logging.

On the Secondary Configurations tab, click Add a Secondary Configuration. Choose Syslog from the list.

On the New Syslog page, enter the basic configuration for the new handler by performing the following actions:

Enter a name for the event handler. For example, Syslog Audit Event Handler .

In the Server hostname field, enter the hostname or IP address of the receiving syslog server.

In the Server port field, enter the port of the receiving syslog server.

In the Connection timeout field, enter the number of seconds to connect to the syslog server. If the server has not
responded in the specified time, a connection timeout occurs.

Enable or disable the Buffering option.

Click Create.

After the syslog audit event handler is created, several configuration tabs appear. To configure the event handler, perform
the following steps:

On the General Handler Configuration tab, enable the event handler and configure the topics for your audit logs:

Click Enabled to activate the event handler, if disabled.

Choose the audit log topics for your audit logs.

Click Save Changes.

On the Audit Event Handler Factory tab, keep the default class name for the audit event handler.

On the Syslog Configuration tab, configure the main syslog event handler properties:

In the Server hostname field, enter the hostname or IP address of the receiving syslog server.

In the Server port field, enter the port of the receiving syslog server.

In the Connection timeout field, enter the number of seconds to connect to the syslog server. If the server has not
responded in the specified time, a connection timeout occurs.

From the Transport Protocol drop-down list, choose TCP or UDP.

Choose the facility.

A syslog message includes a PRI field that is calculated from the facility and severity values. All topics set the
severity to INFORMATIONAL  but you can choose the facility from the Facility drop-down list:
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Syslog Facilities

Facility Description

AUTH Security or authorization messages

AUTHPRIV Security or authorization messages

CLOCKD Clock daemon

CRON Scheduling daemon

DAEMON System daemons

FTP FTP daemon

KERN Kernel messages

LOCAL0 Local use 0 (local0)

LOCAL1 Local use 1 (local1)

LOCAL2 Local use 2 (local2)

LOCAL3 Local use 3 (local3)

LOCAL4 Local use 4 (local4)

LOCAL5 Local use 5 (local5)

LOCAL6 Local use 6 (local6)

LOCAL7 Local use 7 (local7)

LOGALERT Log alert

LOGAUDT Log audit

LPR Line printer subsystem

MAIL Mail system

NEWS Network news subsystem

NTP Network time protocol

SYSLOG Internal messages generated by syslogd

USER User-level messages
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Click Save Changes.

On the Buffering tab, configure whether you want buffering or not:

Click Buffering Enabled to activate it.

When buffering is enabled, all audit events that get generated are formatted as syslog messages and put into a
queue. A dedicated thread constantly pulls events from the queue in batches and transmits them to the syslog
server. If the queue becomes empty, the dedicated thread goes to sleep until a new item gets added. The default
queue size is 5000 .

Click Save Changes.

JDBC Audit Event Handler

You can configure AM to write audit logs to Oracle, MySQL, PostgreSQL, or other JDBC databases. AM writes audit log records to
the following tables: am_auditaccess , am_auditactivity , am_auditauthentication , and am_auditconfig . For more
information on the JDBC table formats for each of the logs, refer to JDBC audit log tables.

Before configuring the JDBC audit event handler, you must perform several steps to allow AM to log to the database:

Prepare for JDBC audit logging

Create tables in the relational database in which you will write the audit logs. The SQL for Oracle, PostgreSQL, and MySQL
table creation is in the audit.sql  file under /path/to/tomcat/webapps/openam/WEB-INF/template/sql/db-type .

If you are using a different relational database, tailor one of the provided audit.sql  files to conform to your database’s
SQL syntax.

JDBC audit logging requires a database user with read and write privileges for the audit tables. Do one of the following:

Identify an existing database user and grant that user privileges for the audit tables.

Create a new database user with read and write privileges for the audit tables.

Obtain the JDBC driver from your database vendor. Place the JDBC driver .zip  or .jar  file in the container’s WEB-INF/
lib  classpath.

For example, place the JDBC driver in /path/to/tomcat/webapps/openam/WEB-INF/lib  if you use Apache Tomcat.

The following procedure describes how to configure a JDBC audit event handler. Perform the following steps after you have
created audit log tables in your database and installed the JDBC driver in the AM web container:

Facility Description

UUCP Unix-to-unix-copy (UUCP) subsystem
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Configure a JDBC audit event handler

In the AM admin UI, determine whether to create the event handler in a realm or use the default global event handler,
then take one of the following actions:

To create the event handler in the global configuration, go to Configure > Global Services > Audit Logging.

To create the event handler in a realm, go to Realms > Realm Name > Services > Audit Logging.

On the Secondary Configurations tab, click Add a Secondary Configuration. Choose JDBC from the list.

Enter the basic configuration for the new handler by performing the following actions:.

Enter a name for the event handler. For example, JDBC Audit Event Handler .

In the JDBC Database URL field, enter the URL for your database server. For example, jdbc:oracle:thin:@//
host.example.com:1521/ORCL .

In the JDBC Driver field, enter the classname of the driver to connect to the database. For example:

oracle.jdbc.driver.OracleDriver  - for Oracle databases

com.mysql.jdbc.Driver  - for MySQL databases

org.postgresql.Driver  - for PostgreSQL databases

In the Database Username field, enter the username to authenticate to the database server.

This user must have read and write privileges for the audit tables.

In the Database Password field, enter the password used to authenticate to the database server.

Enable or disable the Buffering option.

Click Create.

After the JDBC audit event handler is created, several configuration tabs appear. To configure the event handler, perform
the following steps:

On the General Handler Configuration tab, enable the handler and configure the topics for your audit logs:

Click Enabled to activate the event handler, if disabled.

Choose the audit log topics for your audit logs.

Click Save.

On the Audit Event Handler Factory tab, enter the fully-qualified class name of your custom JDBC audit event handler and
save your changes.

On the Database Configuration tab, configure the main JDBC event handler properties:

From the Database Type drop-down list, choose the audit database type. The default value is Oracle .

In the JDBC Database URL field, enter the URL for your database server. For example, jdbc:oracle:thin:@//
host.example.com:1521/ORCL .
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In the JDBC Driver field, enter the classname of the driver to connect to the database. For example:

oracle.jdbc.driver.OracleDriver  - for Oracle databases

com.mysql.jdbc.Driver  - for MySQL databases

org.postgresql.Driver  - for PostgreSQL databases

In the Database Username field, enter the username to authenticate to the database server.

This user must have read and write privileges for the audit tables.

In the Database Password field, enter the password used to authenticate to the database server.

In the Connection Timeout field, enter the maximum wait time before failing the connection.

In the Maximum Connection Idle Timeout field, enter the maximum idle time in seconds before the connection is
closed.

In the Maximum Connection Time field, enter the maximum time in seconds for a connection to stay open.

In the Minimum Idle Connections field, enter the minimum number of idle connections allowed in the connection
pool.

In the Maximum Connections field, enter the maximum number of connections in the connection pools.

Click Save.

On the Buffering tab, configure the buffering settings:

Click Buffering Enabled to start audit event buffering.

In the Buffer Size field, set the size of the event buffer queue where events should queue up before being written
to the database.

If the queue reaches full capacity, the process will block until a write occurs.

In the Write Interval field, set the interval in seconds in which buffered events are written to the database.

In the Writer Threads field, set the number of threads used to write the buffered events.

In the Max Batched Events field, set the maximum number of batched statements the database can support per
connection.

Click Save Changes.

JMS Audit Event Handler

AM supports audit logging to a JMS message broker. JMS is a Java API for sending messages between clients using a publish and
subscribe model as follows:

AM audit logging to JMS requires that the JMS message broker supports using JNDI to locate a JMS connection factory.
Refer to your JMS message broker documentation to verify that you can make connections to your broker by using JNDI
before attempting to implement an AM JMS audit handler.

AM acts as a JMS publisher client, publishing JMS messages containing audit events to a JMS topic.
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AM and JMS use the term topic differently. An AM audit topic is a category of audit log event that has an associated one-to-
one mapping to a schema type. A JMS topic is a distribution mechanism for publishing messages delivered to multiple
subscribers.

A JMS subscriber client, which is not part of the AM software and must be developed and deployed separately from AM,
subscribes to the JMS topic to which AM publishes audit events. The client then receives the audit events over JMS and
processes them as desired.

Before configuring the JMS audit event handler, you must perform several steps to allow AM to publish audit events as a JMS
client:

Prepare for JMS audit logging

Obtain JNDI connection properties that AM requires to connect to your JMS message broker. The specific connection
properties vary depending on the broker. Refer to your JMS message broker documentation for details.

For example, connecting to an Apache ActiveMQ message broker requires the following properties:

Obtain the JNDI lookup name of the JMS connection factory for your JMS message broker.

For example, for Apache ActiveMQ, the JNDI lookup name is ConnectionFactory .

Obtain the JMS client .jar  file from your JMS message broker vendor. Add the .jar  file to AM’s classpath by placing it in
the WEB-INF/lib  directory.

For example, place the JMS client .jar  file in /path/to/tomcat/webapps/openam/WEB-INF/lib  if you use Apache Tomcat.

The following procedure describes how to configure a JMS audit event handler.

If your JMS message broker requires an SSL connection, you might need to perform additional, broker-dependent configuration
tasks. For example, you might need to import a broker certificate into the AM keystore, or provide additional JNDI context
properties.

Refer to your JMS message broker documentation for specific requirements for making SSL connections to your broker, and
implement them as needed in addition to the steps in the following procedure.

Perform the following steps after you have installed the JMS client .jar  file in the AM web container:

• 

1. 

Example Apache ActiveMQ JNDI Connection Properties

Property Name Example Value

java.naming.factory.initial org.apache.activemq.jndi.ActiveMQInitialContextFac

tory

java.naming.provider.url tcp://localhost:61616

topic.audit audit

2. 

3. 
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Configure a JMS audit event handler

In the AM admin UI, determine whether to create the event handler in a realm or use the default global event handler,
then take one of the following actions:

To create the event handler in the global configuration, go to Configure > Global Services > Audit Logging.

To create the event handler in a realm, go to Realms > Realm Name > Services > Audit Logging.

On the Secondary Configurations tab, click Add a Secondary Configuration. Choose JMS from the list.

On the New JMS Configuration page, enter the basic configuration for the new handler by performing the following
actions:

Enter a name for the event handler. For example, JMS Audit Event Handler .

Click Create.

After the JMS audit event handler is created, several configuration tabs appear. To configure the event handler, perform
the following steps:

On the General Handler Configuration tab, enable the handler and configure the topics for your audit logs:

Click Enabled to activate the event handler, if disabled.

Choose the audit log topics for your audit logs.

Click Save Changes.

On the Audit Event Handler Factory tab, keep the default class name for the audit event handler.

On the JMS Configuration tab, configure the main JMS event handler properties:

From the Delivery Mode drop-down list, choose the JMS delivery mode.

With persistent delivery, the JMS provider ensures that messages are not lost in transit in case of a provider failure
by logging messages to storage when they are sent. Therefore, persistent delivery mode guarantees JMS message
delivery, while non-persistent mode provides better performance.

The default delivery mode is NON_PERSISTENT  delivery. Therefore, if your deployment requires delivery of every
audit event to JMS subscriber clients, be sure to set the configuration to PERSISTENT  delivery.

From the Session Mode drop-down list, choose the default setting, AUTO , unless your JMS broker implementation
requires otherwise. Refer to your broker documentation for more information.

Specify properties that AM will use to connect to your JMS message broker as key-value pairs in the JNDI Context
Properties field.

AM is configured for the audit  JNDI lookup name and JMS topic, but you can modify or delete this configuration,
or add new key-value pairs. To add new key-value pairs, fill the Key and Value fields and click Add.

In the JMS Topic Name field, enter the name of the JMS topic to which AM will publish messages containing audit
events.

Subscriber clients that process AM audit events must subscribe to this topic.
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In the JMS Connection Factory Name field, specify the JNDI lookup name of the JMS connection factory.

Click Save Changes.

On the Batch Events tab, configure how log events should be batched before they are published to the JMS message
broker:

In the Capacity field, specify the maximum capacity of the publishing queue. Execution is blocked if the queue size
reaches capacity.

In the Max Batched field, specify the maximum number of events to be delivered when AM publishes the events to
the JMS message broker.

In the Writing Interval field, specify the interval (in seconds) between transmissions to JMS.

Click Save Changes.

Trust transaction headers

AM supports the propagation of the transaction ID across the ForgeRock platform, such as from DS or IDM to AM, using the HTTP
header X-ForgeRock-TransactionId . The X-ForgeRock-TransactionId  header is automatically set in all outgoing HTTP calls
from one ForgeRock product to another. You can also set this header from your own applications or scripts calling into the
ForgeRock platform.

By default, the org.forgerock.http.TrustTransactionHeader  system property is set to false , so that a malicious actor cannot
flood the system with requests using the same transaction ID header to hide their tracks. Setting 
org.forgerock.http.TrustTransactionHeader  to true  trusts any incoming X-ForgeRock-TransactionId  headers.

In the AM admin UI, go to Configure > Server Defaults > Advanced and scroll to the bottom of the list.

In the PROPERTY NAME column, add org.forgerock.http.TrustTransactionHeader . In the corresponding PROPERTY
VALUE column, enter true.

Click + to add the property and save your work.

Your AM instance will now accept incoming X-ForgeRock-TransactionId  headers, which can be tracked in the audit logs.

Repeat this procedure for all servers that require this property.

Legacy logging service (deprecated)

To configure the legacy logging service, go to Configure > Global Services > Logging.

For more information on the configuration, refer to the audit logging reference.

Log to flat files

By default, AM audit logs are written to files in the instance’s configuration directory, such as $HOME/openam/log/ .
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This service is deprecated and will be removed in a future AM release. You should use the audit logging service
instead.

Important

Security PingAM

464 Copyright © 2025 Ping Identity Corporation



AM sends messages to different log files, each named after the service logging the message, with two different types log files per
service: .access  and .error . Thus, the current log files for the authentication service are named amAuthentication.access
and amAuthentication.error .

For details, see Log files and messages.

Log to a syslog server

AM supports sending audit log messages to a syslog server for collation.

You can enable syslog audit logging by using the AM admin UI, or the ssoadm  command.

Syslog logging (UI)

In the AM admin UI, go to Configure > Global Services > Logging.

On the Syslog tab, configure the following settings as appropriate for your syslog server, and save your changes:

Syslog server host

Syslog server port

Syslog server protocol

Syslog facility

Syslog connection timeout

For information on these settings, see Logging.

On the General tab, set the Logging Type drop-down list to Syslog , and save your changes.

Syslog logging (ssoadm)

Create a text file, for example, MySyslogServerSettings.txt , containing the settings used when audit logging to a syslog
server:

iplanet-am-logging-syslog-port=514
iplanet-am-logging-syslog-protocol=UDP
iplanet-am-logging-type=Syslog
iplanet-am-logging-syslog-connection-timeout=30
iplanet-am-logging-syslog-host=localhost
iplanet-am-logging-syslog-facility=local5

Use the following ssoadm  command to configure audit logging to a syslog server:
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$ ssoadm \
  set-attr-defs \
  --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
  --password-file /tmp/pwd.txt \
  --servicename iPlanetAMLoggingService \
  --schematype Global \
  --datafile MySyslogServerSettings.txt
Schema attribute defaults were set.

Reference

This reference section covers other information relating to securing an AM instance. For the global services reference, see Global
services configuration.

Audit logging reference

AM writes log messages generated from audit events triggered by its components, instances, and other ForgeRock-based stack
products.

Audit log format

This section presents the audit log format for each topic-based file, event names, and audit constants used in its log messages.

Access log format

For reference about… See…

Audit logging
Learn more about the log format of the different files and
tables used by the audit logging service.

Audit logging reference

Session
Learn how to customize server-side session quota exhaust
actions.

Customize server-side session quota exhaustion actions

Schema property Description

_id Specifies a universally unique identifier (UUID) for the message object, such as a568d4fe-
d655-49a8-8290-bfc02095bec9-491 .

timestamp Specifies the timestamp when AM logged the message, in UTC format to millisecond
precision: yyyy-MM-ddTHH:mm:ss.msZ . For example: 2015-11-14T00:16:04.653Z

eventName Specifies the name of the audit event. For example, AM-ACCESS-ATTEMPT  and AM-ACCESS-
OUTCOME . For a list of audit event names, see Audit log events.
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Schema property Description

transactionId Specifies the UUID of the transaction, which identifies an external request when it comes into
the system boundary. Any events generated while handling that request will be assigned that
transaction ID, so that you may see the same transaction ID even for different audit event
topics. For example, 9c9e8d5c-2941-4e61-9c3c-8a990088e801 .
AM supports a feature where trusted AM deployment with multiple instances, components,
and ForgeRock stack products can propagate the transaction ID through each call across the
stack. AM reads the X-ForgeRock-TransactionId  HTTP header and appends an integer to
the transaction ID. Note that this feature is disabled by default. When enabled, this feature
should filter the X-ForgeRock-TransactionId  HTTP header for connections from untrusted
sources.

user.id Specifies the universal identifier for authenticated users. For example, 
id=scarter,ou=user,o=shop,ou=services,dc=example,dc=com .

trackingIds Specifies a unique random string generated as an alias for each AM session ID and OAuth 2.0
token. In releases prior to OpenAM 13.0.0, the contextId  log property used a random string
as an alias for the session ID. The trackingIds  property also uses an alias when referring to
session IDs, for example, [ "45b17894529cf74301" ] .
OpenAM 13.0.0 extended this property to handle OAuth 2.0 tokens. In this case, whenever AM
generates an access or grant token, it also generates unique random value and logs it as an
alias. In this way, it is possible to trace back an access token back to its originating grant
token, trace the grant token back to the session in which it was created, and then trace how
the session was authenticated. An example of a trackingIds  property in an OAuth 2.0/
OpenID Connect 1.0 environment is:
[ "1979edf68543ead001", "8878e51a-f2aa-464f-b1cc-b12fd6daa415", 
"3df9a5c3-8d1e-4ee3-93d6-b9bbe58163bc" ]

server.ip Specifies the IP address of the AM server. For example, 127.0.0.1 .

server.port Specifies the port number used by the AM server. For example, 8080 .

client.host Specifies the client hostname. This field is only populated if reverse DNS lookup is enabled.

client.ip Specifies the client IP address.

client.port Specifies the client port number.

authorizationId.roles Specifies the list of roles for the authorized user.

authorizationId.componen

t

Specifies the component part of the authorized ID, such as

info
If the cross-upgrade session reference property is enabled, trackingIds will also
contain a unique constant session identifier for session creation and upgrade events. 

Note
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Schema property Description

request.protocol Specifies the protocol associated with the request operation. Possible values: CREST  and 
PLL .

request.operation Specifies the request operation. For Common REST operations, possible values are: READ , 
ACTION , QUERY .
For PLL operations, possible values are: LoginIndex , SubmitRequirements , GetSession , 
REQUEST_ADD_POLICY_LISTENER .

request.detail Specifies the detailed information about the request operation. For example:

{"action":"idFromSession"}

{"action":"validateGoto"}

{"action":"validate"}

{"action":"logout"}

{"action":"schema"}

{"action":"template"}

http.method Specifies the HTTP method requested by the client. For example, GET , POST , PUT .

http.path Specifies the path of the HTTP request. For example, https://openam.example.com:8443/
openam/json/realms/root/authenticate .

http.queryParameters Specifies the HTTP query parameter string. For example:

{ "_action": [ "idFromSession" ] }

{ "_queryFilter": [ "true" ] }

{ "_action": [ "validate" ] }

{ "_action": [ "logout" ] }

{ "realm": [ "/shop" ] }

{ "_action": [ "validateGoto" ] }

• 
• 
• 
• 
• 
• 

• 
• 
• 
• 
• 
• 
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Schema property Description

http.request.headers Specifies the HTTP header for the request. For example:

{
   "accept":[
      "application/json, text/javascript, */*; q=0.01"
   ],
   "Accept-API-Version":[
      "protocol=1.0"
   ],
   "accept-encoding":[
      "gzip, deflate"
   ],
   "accept-language":[
      "en-US;q=1,en;q=0.9"
   ],
   "cache-control":[
      "no-cache"
   ],
   "connection":[
      "Keep-Alive"
   ],
   "content-length":[
      "0"
   ],
   "host":[
      "forgerock-am.openrock.org"
   ],
   "pragma":[
      "no-cache"
   ],
   "referer":[
      "https://forgerock-am.openrock.org/openam/XUI/"
   ],
   "user-agent":[
      "Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0"
   ],
   "x-nosession":[
      "true"
   ],
   "x-requested-with":[
      "XMLHttpRequest"
   ],
   "x-username":[
      "anonymous"
   ]
}

http.request.cookies Specifies a JSON map of key-value pairs and appears as its own property to allow for
denylisting fields or values.

http.response.cookies Not used in AM.

response.status Specifies the response status of the request. For example, SUCCESS , FAILURE , or null.
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Activity log format

Schema property Description

response.statusCode Specifies the response status code, depending on the protocol. For Common REST, HTTP
failure codes are displayed but not HTTP success codes. For PLL endpoints, PLL error codes
are displayed.

response.detail Specifies the message associated with response.statusCode . For example, the 
response.statusCode  of 401  has a response.detail  of { "reason": "Unauthorized" } .

response.elapsedTime Specifies the time to execute the access event, usually in millisecond precision.

response.elapsedTimeUnit

s

Specifies the elapsed time units of the response. For example, MILLISECONDS .

component Specifies the AM service utilized. For example, Server Info , Users , Config , Session , 
Authentication , Policy , OAuth , Web Policy Agent , or Java Policy Agent .

realm Specifies the realm where the operation occurred. For example, the Top Level Realm
( "/“) or the sub-realm name (”/shop" ).

Property Description

_id Specifies a universally unique identifier (UUID) for the message object, such as a568d4fe-
d655-49a8-8290-bfc02095bec9-487 .

timestamp Specifies the timestamp when AM logged the message, in UTC format to millisecond
precision: yyyy-MM-ddTHH:mm:ss.msZ . For example: 2015-11-14T00:16:04.652Z

eventName Specifies the name of the audit event. For example, AM-SESSION_CREATED , AM-SESSION-
LOGGED_OUT , AM-IDENTITY-CHANGE . For a list of audit event names, see Audit log events.

transactionId Specifies the UUID of the transaction, which identifies an external request when it comes into
the system boundary. Any events generated while handling that request will be assigned that
transaction ID, so that you may see the same transaction ID for same even for different audit
event topics. For example, 9c9e8d5c-2941-4e61-9c3c-8a990088e801 .

user.id Specifies the universal identifier for authenticated users. For example, 
id=scarter,ou=user,o=shop,ou=services,dc=example,dc=com .

trackingIds Specifies an array containing a random context ID that identifies the session and a random
string generated from an OAuth 2.0/OpenID Connect 1.0 flow that could track an access token
ID or an grant token ID. For example, [ "45b17894529cf74301" ] .

info
If the cross-upgrade session reference property is enabled, trackingIds will also
contain a unique constant session identifier for session creation and upgrade events. 

Note
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Authentication log format

Property Description

runAs Specifies the user to run the activity as. May be used in delegated administration. For
example, id=dsameuser,ou=user,dc=example,dc=com .

objectId Specifies the identifier of an object that has been created, updated, or deleted. For logging
sessions, the session trackingId  is used in this field. For example, 
[ "45b17894529cf74301" ]

operation Specifies the state change operation invoked: CREATE , MODIFY , or DELETE .

before Not used.

after Not used.

changedFields Not used.

revision Not used.

component Specifies the AM service utilized. For example, Session  or Self-Service .

realm Specifies the realm where the operation occurred. For example, the Top Level Realm
( "/“) or the sub-realm name (”/shop" ).

Property Description

_id Specifies a universally unique identifier (UUID) for the message object, such as a568d4fe-
d655-49a8-8290-bfc02095bec9-485 .

timestamp Specifies the timestamp when AM logged the message, in UTC format to millisecond
precision: yyyy-MM-ddTHH:mm:ss.msZ . For example: 2015-11-14T00:16:04.640Z

eventName Specifies the name of the audit event. For example, AM-LOGOUT  and AM-LOGIN-MODULE-
COMPLETED . For a list of audit event names, see Audit log events.

transactionId Specifies the UUID of the transaction, which identifies an external request when it comes into
the system boundary. Any events generated while handling that request will be assigned that
transaction ID, so that you may see the same transaction ID even for different audit event
topics. For example, 9c9e8d5c-2941-4e61-9c3c-8a990088e801 .

user.id Specifies the universal identifier for authenticated users. For example, 
id=scarter,ou=user,o=shop,ou=services,dc=example,dc=com .
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Property Description

trackingIds Specifies an array containing a unique random context ID. For example:

For OAuth 2.0/OpenID Connect flows, it identifies the session and a random string
generated that can track an access token ID or a grant token ID.
For authentication trees, it identifies an authentication tree flow.

result Depending on the event being logged, specifies the outcome of:

A single authentication module within a chain
The result for an authentication tree

Possible values are SUCCESSFUL  or FAILED .

principal Specifies the array of accounts used to authenticate, such as [ "amadmin" ]  and 
[ "scarter" ] .

context Not used

• 

• 

info
If the cross-upgrade session reference property is enabled, trackingIds will also
contain a unique constant session identifier for session creation and upgrade events. 

Note

• 
• 
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Config log format

Property Description

entries Specifies the JSON representation of the details of an authentication module, chain, tree or
node. AM creates an event as each module or node completes and a final event at the end of
the chain or tree. Examples:

{
   "entries":[
      {
         "moduleId":"DataStore",
         "info":{
            "moduleClass":"DataStore",
            "ipAddress":"127.0.0.1",
            "moduleName":"DataStore",
            "authLevel":"0"
         }
      }
   ]
}

{
  "entries":[
      {
         "info":{
            "nodeOutcome":"true",
            "treeName":"Example",
            "displayName":"Data Store Decision",
            "nodeType":"DataStoreDecisionNode",
            "nodeId":"e5ec495a-2ae2-4eca-8afb-9781dea04170",
            "authLevel":"0"
         }
      }
   ]
}

component Specifies the AM service utilized. For example, Authentication .

realm Specifies the realm where the operation occurred. For example, the Top Level Realm
( "/“) or the sub-realm name (”/shop" ).

Property Description

_id Specifies a universally unique identifier (UUID) for the message object. For example, 
6a568d4fe-d655-49a8-8290-bfc02095bec9-843 .

timestamp Specifies the timestamp when AM logged the message, in UTC format to millisecond
precision: yyyy-MM-ddTHH:mm:ss.msZ . For example, 2015-11-14T00:21:03.490Z
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Property Description

eventName Specifies the name of the audit event. For example, AM-CONFIG-CHANGE . For a list of audit
event names, see Audit log events.

transactionId Specifies the UUID of the transaction, which identifies an external request when it comes into
the system boundary. Any events generated while handling that request will be assigned that
transaction ID, so that you may see the same transaction ID for different audit event topics.
For example, 301d1a6e-67f9-4e45-bfeb-5e4047a8b432 .

user.id Not used.
You can determine the value for this field by linking to the access event using the same 
transactionId .

trackingIds Not used.

runAs Specifies the user to run the activity as. May be used in delegated administration. For
example, uid=amAdmin,ou=People,dc=example,dc=com .

objectId Specifies the identifier of a system object that has been created, modified, or deleted. For
example, ou=SamuelTwo,ou=default,ou=OrganizationConfig,ou=1.0,
ou=iPlanetAMAuthSAML2Service,ou=services,o=shop,ou=services,dc=example,dc=com .

operation Specifies the state change operation invoked: CREATE , MODIFY , or DELETE .

before Specifies the JSON representation of the object prior to the activity. For example:

{
   "sunsmspriority":[
      "0"
   ],
   "objectclass":[
      "top",
      "sunServiceComponent",
      "organizationalUnit"
   ],
   "ou":[
      "SamuelTwo"
   ],
   "sunserviceID":[
      "serverconfig"
   ]
}
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Audit log events

This table summarizes the predefined events for each topic:

Property Description

after Specifies the JSON representation of the object after the activity. For example:

{
 "sunKeyValue":[
      "forgerock-am-auth-saml2-auth-level=0",
      "forgerock-am-auth-saml2-meta-alias=/sp",
      "forgerock-am-auth-saml2-entity-name=http://",
      "forgerock-am-auth-saml2-authn-context-decl-ref=",
      "forgerock-am-auth-saml2-force-authn=none",
      "forgerock-am-auth-saml2-is-passive=none",
      "forgerock-am-auth-saml2-login-chain=",
      "forgerock-am-auth-saml2-auth-comparison=none",
      "forgerock-am-auth-saml2-req-binding= urn:oasis:names:tc:SAML:
2.0:bindings:HTTP-Redirect",
      "forgerock-am-auth-saml2-binding= urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
Artifact",
      "forgerock-am-auth-saml2-authn-context-class-ref=",
      "forgerock-am-auth-saml2-slo-relay=http://",
      "forgerock-am-auth-saml2-allow-create=false",
      "forgerock-am-auth-saml2-name-id-format= urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent"
   ]
}

changedFields Specifies the fields that were changed. For example, [ "sunKeyValue" ] .

revision Not used.

component Not used.

realm Specifies the realm where the operation occurred. For example, the Top Level Realm
( "/“) or the sub-realm name (”/shop" ).

Topic Event name Event description

access AM-ACCESS_ATTEMPT When AM starts handling an HTTP request.

access AM-ACCESS-OUTCOME When AM finishes handling an HTTP request.

activity AM-BACK-CHANNEL-LOGOUT Event for an OIDC back-channel logout.

activity AM-CONNECTION-FACTORY-CLOSED Event for closing a connection factory.

activity AM-CONNECTION-UPDATE Event for a state change for the connection factory, such as
when configuration changes lead to an attempt to reconnect.
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Topic Event name Event description

activity AM-GROUP-CHANGE When a group is changed.

activity AM-IDENTITY-CHANGE When an identity is updated, such as a change to an
attribute.

activity AM-KEY-MANAGER-RELOAD-NOTIFICATION A Key Manager reload event.

activity AM-LOGOUT-USER-TOKEN When a user is logged out by their username (client-side
sessions only).

activity AM-NEW-CONNECTION-FACTORY Event for creating a new connection factory.

activity AM-SELFSERVICE-REGISTRATION-

COMPLETED

When the self-service registration process is complete.

activity AM-SELFSERVICE-PASSWORDCHANGE-

COMPLETED

When the self-service password reset process is complete.

activity AM-SESSION-CREATED When an SSO session is created.

activity AM-SESSION-DESTROYED When an SSO session is destroyed.

activity AM-SESSION-IDLE_TIMED_OUT When an SSO session has been inactive for longer than
configured idle timeout duration.

activity AM-SESSION-LOGGED_OUT Event for the explicit logout of an SSO session.

activity AM-SESSION-MAX_TIMED_OUT When an SSO session exceeds the maximum configured
lifetime.

activity AM-SESSION-PROPERTY_CHANGED When an SSO session property changes.

activity AM-TOKEN-EXCHANGE Event for an OAuth 2.0 token exchange.

authentication AM-LOGIN-COMPLETED Event for the successful or failed completion of an
authentication chain login.

authentication AM-LOGIN-MODULE-COMPLETED Event for the successful or failed completion of an
authentication module login.

authentication AM-LOGOUT Event for an authentication process logout.

authentication AM-NODE-LOGIN-COMPLETED Event for the successful or failed completion of an
authentication node login.

authentication AM-TREE-LOGIN-COMPLETED Event for the successful or failed completion of an
authentication tree login.
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Audit log components

This table lists the predefined audit event components that make up log messages:

Topic Event name Event description

config AM-BOOT-JSON-UPDATED When the boot.json  file is updated.

config AM-CONFIG-CHANGE When the AM configuration is updated.

Event component AM component, service, or feature

AM agents Web and Java agents

Audit Auditing service

Authentication Authentication service

Batch Batch service

Boot Json Boot.json component

Config Configuration

CORS CORS preflight component

CTS Core Token Service

Dashboard Dashboard service

Devices Trusted devices

Documentation API documentation component

Groups Groups component

ID Repo ID Repo event component

jato Jato audit event component

Monitoring Monitoring

Oath Mobile authentication

OAuth OAuth 2.0, OpenID Connect 1.0, and UMA

Policy Policies

Push Push Notification service
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Audit log failure reasons

The following predefined authentication failure reasons are written to the audit log.

Event component AM component, service, or feature

Radius RADIUS server

Realms Realms and sub-realms

Record Recording service

SAML2 SAML v2.0

Script Scripting service

Self-Service User Self-Service service

Secrets Secrets component

Service Config Cache Service Config Cache audit event component

Server Info Server information service

Session Session service

ssoadm ssoadm  command

STS Secure Token Service: REST and SOAP

Things Internet of Things component

Users Users component

info
These failure reasons are audited only for authentication using modules and chains, not for authentication using
trees. 

Note

Failure Description

ACCOUNT_EXPIRED User account has expired.

AUTH_TYPE_DENIED Authentication type is denied.

INVALID_LEVEL Level-based authentication: Invalid authentication level.

INVALID_PASSWORD Invalid credentials entered.
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Audit log fields

The following tables list all the available fields that you can use to filter audit logs. The log fields are listed in JSON notation.

Some fields may contain sensitive information and are not suitable for recording in audit logs. By default, AM has a preconfigured
allowlist that defines which object fields can be logged.

The table indicates which fields appear on the default allowlist. If an allowlisted field contains an object, then listing the field
means the whole object is allowlisted.

Access log fields

Failure Description

INVALID_REALM Realm does not exist.

LOCKED_OUT Maximum number of failure attempts exceeded. User is locked out.

LOGIN_FAILED Incorrect/invalid credentials presented.

LOGIN_TIMEOUT Login timed out.

MAX_SESSION_REACHED Limit for maximum number of allowed sessions has been reached.

MODULE_DENIED Authentication module is denied.

NO_CONFIG Authentication chain does not exist.

NO_USER_PROFILE No user profile found for this user.

REALM_INACTIVE Realm is not active.

SESSION_CREATE_ERROR Cannot create a session.

USER_INACTIVE User is not active.

USER_NOT_FOUND Role-based authentication: user does not belong to this role.

USERID_NOT_FOUND The user ID was not found.

Field Allowlisted by default

/access/_id Yes

/access/client/ip Yes

/access/client/port Yes

/access/access/component
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Field Allowlisted by default

/access/eventName Yes

/access/http/request/cookies/Domain

/access/http/request/cookies/Expires

/access/http/request/cookies/HttpOnly

/access/http/request/cookies/JSESSIONID

/access/http/request/cookies/Max-Age

/access/http/request/cookies/NTID

/access/http/request/cookies/OAUTH_REQUEST_ATTRIBUTES

/access/http/request/cookies/ORIG_URL

/access/http/request/cookies/Path

/access/http/request/cookies/amlbcookie

/access/http/request/cookies/authId

/access/http/request/cookies/iPlanetDirectoryPro

/access/http/request/headers/accept Yes

/access/http/request/headers/accept-api-version Yes

/access/http/request/headers/accept-encoding

/access/http/request/headers/accept-language

/access/http/request/headers/authorization

/access/http/request/headers/cache-control

/access/http/request/headers/connection

/access/http/request/headers/content-length

/access/http/request/headers/content-type Yes

/access/http/request/headers/host Yes

/access/http/request/headers/if-match
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Field Allowlisted by default

/access/http/request/headers/if-none-match

/access/http/request/headers/iplanetdirectorypro

/access/http/request/headers/oidc_id_token

/access/http/request/headers/origin

/access/http/request/headers/referer

/access/http/request/headers/upgrade-insecure-requests

/access/http/request/headers/user-agent Yes

/access/http/request/headers/user

/access/http/request/headers/x-forgerock-transactionid

/access/http/request/headers/x-forwarded-for Yes

/access/http/request/headers/x-forwarded-host Yes

/access/http/request/headers/x-forwarded-port Yes

/access/http/request/headers/x-forwarded-proto Yes

/access/http/request/headers/x-nosession

/access/http/request/headers/x-openam-password

/access/http/request/headers/x-openam-username

/access/http/request/headers/x-original-uri Yes

/access/http/request/headers/x-password

/access/http/request/headers/x-real-ip Yes

/access/http/request/headers/x-request-id Yes

/access/http/request/headers/x-requested-with Yes

/access/http/request/headers/x-scheme Yes

/access/http/request/headers/x-username

/access/http/request/method Yes
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Field Allowlisted by default

/access/http/request/path Yes

/access/http/request/queryParameters/ForceAuth

/access/http/request/queryParameters/_action

/access/http/request/queryParameters/_fields

/access/http/request/queryParameters/_pageSize

/access/http/request/queryParameters/_queryFilter

/access/http/request/queryParameters/_queryId

/access/http/request/queryParameters/access_token

/access/http/request/queryParameters/acr

/access/http/request/queryParameters/agent_realm

/access/http/request/queryParameters/assertion

/access/http/request/queryParameters/authIndexType Yes

/access/http/request/queryParameters/authIndexValue Yes

/access/http/request/queryParameters/auth_chain

/access/http/request/queryParameters/client_id

/access/http/request/queryParameters/client_secret

/access/http/request/queryParameters/cnf_key

/access/http/request/queryParameters/code

/access/http/request/queryParameters/code_challenge

/access/http/request/queryParameters/code_challenge_method

/access/http/request/queryParameters/code_verifier

/access/http/request/queryParameters/composite_advice Yes

/access/http/request/queryParameters/csrf

/access/http/request/queryParameters/decision
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Field Allowlisted by default

/access/http/request/queryParameters/device_code

/access/http/request/queryParameters/forUI

/access/http/request/queryParameters/goto

/access/http/request/queryParameters/grant_type

/access/http/request/queryParameters/id_token

/access/http/request/queryParameters/iss

/access/http/request/queryParameters/level Yes

/access/http/request/queryParameters/module

/access/http/request/queryParameters/module_instance Yes

/access/http/request/queryParameters/nonce

/access/http/request/queryParameters/oauth_token

/access/http/request/queryParameters/oauth_verifier

/access/http/request/queryParameters/password

/access/http/request/queryParameters/prompt

/access/http/request/queryParameters/realm

/access/http/request/queryParameters/redirect_uri

/access/http/request/queryParameters/refresh_token

/access/http/request/queryParameters/rel

/access/http/request/queryParameters/request

/access/http/request/queryParameters/resource Yes

/access/http/request/queryParameters/response_type

/access/http/request/queryParameters/role Yes

/access/http/request/queryParameters/save_consent

/access/http/request/queryParameters/scope
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Field Allowlisted by default

/access/http/request/queryParameters/service Yes

/access/http/request/queryParameters/sessionUpgradeSSOTokenId

/access/http/request/queryParameters/state

/access/http/request/queryParameters/token

/access/http/request/queryParameters/user Yes

/access/http/request/queryParameters/user_code

/access/http/request/queryParameters/username

/access/http/request/secure Yes

/access/realm

/access/request/detail/action Yes

/access/request/operation Yes

/access/request/protocol Yes

/access/response/detail/active Yes

/access/response/detail/application_type Yes

/access/response/detail/client_id Yes

/access/response/detail/objectId Yes

/access/response/detail/reason Yes

/access/response/detail/redirect_uris Yes

/access/response/detail/revision Yes

/access/response/detail/scope Yes

/access/response/detail/scope Yes

/access/response/detail/token_type Yes

/access/response/detail/username Yes

/access/response/elapsedTime Yes
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Activity log fields

Field Allowlisted by default

/access/response/elapsedTimeUnits Yes

/access/response/status Yes

/access/response/statusCode Yes

/access/server/ip Yes

/access/server/port Yes

/access/timestamp Yes

/access/trackingIds Yes

/access/transactionId Yes

/access/userId Yes

Field Allowlisted by default

/activity/_id Yes

/activity/after/_id

/activity/after/_username

/activity/after/assignedDashboard Yes

/activity/after/cn Yes

/activity/after/commonName Yes

/activity/after/createTimestamp

/activity/after/dn

/activity/after/givenName Yes

/activity/after/inetUserStatus Yes

/activity/after/iplanet-am-session-max-caching-time

/activity/after/iplanet-am-session-max-idle-time

/activity/after/iplanet-am-session-max-session-time
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Field Allowlisted by default

/activity/after/iplanet-am-session-quota-limit

/activity/after/iplanet-am-user-alias-list Yes

/activity/after/iplanet-am-user-login-status Yes

/activity/after/kbaInfo

/activity/after/kbaInfoAttempts Yes

/activity/after/lastEmailSent

/activity/after/mail

/activity/after/memberof Yes

/activity/after/modifyTimestamp

/activity/after/o Yes

/activity/after/oath2faEnabled Yes

/activity/after/oathDeviceProfiles

/activity/after/objectClass Yes

/activity/after/organizationName Yes

/activity/after/organizationUnitName Yes

/activity/after/ou Yes

/activity/after/push2faEnabled Yes

/activity/after/pushDeviceProfiles

/activity/after/sn Yes

/activity/after/sunAMAuthInvalidAttemptsData Yes

/activity/after/surname Yes

/activity/after/uid Yes

/activity/after/uniqueMember Yes

/activity/after/userid Yes
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Field Allowlisted by default

/activity/after/userPassword

/activity/after/webauthnDeviceProfiles

/activity/before/assignedDashboard Yes

/activity/before/cn Yes

/activity/before/commonName Yes

/activity/before/givenName Yes

/activity/before/inetUserStatus Yes

/activity/before/iplanet-am-session-max-caching-time

/activity/before/iplanet-am-session-max-idle-time

/activity/before/iplanet-am-session-max-session-time

/activity/before/iplanet-am-session-quota-limit

/activity/before/iplanet-am-user-alias-list Yes

/activity/before/iplanet-am-user-login-status Yes

/activity/before/kbaInfo

/activity/before/kbaInfoAttempts Yes

/activity/before/lastEmailSent

/activity/before/memberof Yes

/activity/before/modifyTimestamp

/activity/before/o Yes

/activity/before/oath2faEnabled Yes

/activity/before/objectClass Yes

/activity/before/organizationName Yes

/activity/before/organizationUnitName Yes

/activity/before/ou Yes
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Authentication log fields

Field Allowlisted by default

/activity/before/push2faEnabled Yes

/activity/before/sn Yes

/activity/before/sunAMAuthInvalidAttemptsData Yes

/activity/before/surname Yes

/activity/before/uid Yes

/activity/before/uniqueMember Yes

/activity/before/userid Yes

/activity/before/userPassword

/activity/changedFields Yes

/activity/component Yes

/activity/eventName Yes

/activity/objectId Yes

/activity/operation Yes

/activity/realm Yes

/activity/revision Yes

/activity/runAs Yes

/activity/timestamp Yes

/activity/trackingIds Yes

/activity/transactionId Yes

/activity/userId Yes

Field Allowlisted by default

/authentication/ Yes
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Config log fields

Field Allowlisted by default

/config/_id Yes

/config/after/modifytimestamp

/config/after/objectclass

/config/after/ou

/config/after/sunKeyValue

/config/after/sunserviceID

/config/after/sunsmspriority

/config/after/sunxmlKeyValue

/config/before/modifytimestamp

/config/before/objectclass

/config/before/ou

/config/before/sunKeyValue

/config/before/sunserviceID

/config/before/sunsmspriority

/config/before/sunxmlKeyValue

/config/changedFields Yes

/config/component Yes

/config/eventName Yes

/config/objectId Yes

/config/operation Yes

/config/realm Yes

/config/revision Yes

/config/runAs Yes
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JDBC audit log tables

AM writes audit events to relational databases using the JDBC audit event handler. This section presents the columns for each
audit table.

am_auditaccess

Field Allowlisted by default

/config/timestamp Yes

/config/trackingIds Yes

/config/transactionId Yes

/config/userId

Column Datatype Description

id VARCHAR(56) NOT NULL Specifies a universally unique identifier (UUID) for the
message object, such as a568d4fe-d655-49a8-8290-
bfc02095bec9-491 .

timestamp_ VARCHAR(29) NULL Specifies the timestamp when AM logged the message, in
UTC format to millisecond precision: yyyy-MM-
ddTHH:mm:ss.msZ . For example: 2015-11-14T00:16:04.653Z

transactionid VARCHAR(255) NULL Specifies the UUID of the transaction, which identifies an
external request when it comes into the system boundary.
Any events generated while handling that request will be
assigned that transaction ID, so that you may see the same
transaction ID for different audit event topics. For example, 
9c9e8d5c-2941-4e61-9c3c-8a990088e801 .
AM supports a feature where a trusted AM deployment with
multiple instances, components, and ForgeRock products can
propagate a transaction ID through each call across the stack.
AM reads the X-ForgeRock-TransactionId  HTTP header
and appends an integer to the transaction ID. Note that this
feature is disabled by default. When enabled, this feature
should filter the X-ForgeRock-TransactionId  HTTP header
for connections from untrusted sources.

eventname VARCHAR(255) Specifies the name of the audit event. For example, AM-
ACCESS-ATTEMPT  and AM-ACCESS-OUTCOME . For a list of audit
event names, see Audit log events.
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Column Datatype Description

userid VARCHAR(255) NULL Specifies the universal identifier for the authenticated user.
For example, 
id=scarter,ou=user,o=shop,ou=services,dc=example,dc=c

om .

trackingids MEDIUMTEXT Specifies the tracking IDs of the event, used by all topics.

server_ip VARCHAR(40) Specifies the IP address of the AM server.

server_port VARCHAR(5) Specifies the port number used by the AM server. For
example, 8080 .

client_host VARCHAR(255) Specifies the client hostname. This column is only populated
if reverse DNS lookup is enabled.

client_ip VARCHAR(40) Specifies the client IP address.

client_port VARCHAR(5) Specifies the client port number.

request_protocol VARCHAR(255) NULL Specifies the protocol associated with the request operation.
Possible values: CREST  and PLL .

request_operation VARCHAR(255) NULL Specifies the request operation.
For Common REST operations, possible values: READ , 
ACTION , QUERY .
For PLL operations, possible values: LoginIndex , 
SubmitRequirements , GetSession , 
REQUEST_ADD_POLICY_LISTENER .

request_detail TEXT NULL Specifies the detailed information about the request
operation. For example:

{"action":"idFromSession"}

{"action":"validateGoto"}

{"action":"validate"}

{"action":"logout"}

{"action":"schema"}

{"action":"template"}

http_request_secure BOOLEAN NULL Specifies the HTTP method requested by the client. For
example, trueT  or false . Note that false  does not mean
the client connection is insecure as there may be a reverse
proxy terminating the HTTPS connection.

http_request_method VARCHAR(7) NULL Specifies the HTTP method requested by the client. For
example, GET , POST , PUT .

• 
• 
• 
• 
• 
• 
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Column Datatype Description

http_request_path VARCHAR(255) NULL Specifies the path of the HTTP request. For example, 
https://openam.example.com:8443/openam/json/realms/

root/authenticate .

http_request_queryparamet

ers

MEDIUMTEXT NULL Specifies the HTTP query parameter string. For example:

{ "_action": [ "idFromSession" ] }

{ "_queryFilter": [ "true" ] }

{ "_action": [ "validate" ] }

{ "_action": [ "logout" ] }

{ "realm": [ "/shop" ] }

{ "_action": [ "validateGoto" ] }

• 
• 
• 
• 
• 
• 
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Column Datatype Description

http_request_headers MEDIUMTEXT NULL Specifies the HTTP headers for the request. For example:

{
   "accept":[
      "application/json, text/javascript, */*; 
q=0.01"
   ],
   "Accept-API-Version":[
      "protocol=1.0"
   ],
   "accept-encoding":[
      "gzip, deflate"
   ],
   "accept-language":[
      "en-US;q=1,en;q=0.9"
   ],
   "cache-control":[
      "no-cache"
   ],
   "connection":[
      "Keep-Alive"
   ],
   "content-length":[
      "0"
   ],
   "host":[
      "forgerock-am.openrock.org"
   ],
   "pragma":[
      "no-cache"
   ],
   "referer":[
      "https://forgerock-am.openrock.org/openam/
XUI/"
   ],
   "user-agent":[
      "Mozilla/5.0 (X11; Linux x86_64; rv:31.0) 
Gecko/20100101 Firefox/31.0"
   ],
   "x-nosession":[
      "true"
   ],
   "x-requested-with":[
      "XMLHttpRequest"
   ],
   "x-username":[
      "anonymous"
   ]
}
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Column Datatype Description

http_request_cookies MEDIUMTEXT NULL Specifies a JSON map of key-value pairs and appears as its
own property to allow for blacklisting fields or values. For
example:

"cookies": "amlbcookie=01;
iPlanetDirectoryPro=\"AQIC5wM2LY....*AAJTSQACMfwT...
*\";
iPlanetDirectoryPro=eyJ0eXAiOiJK....eyJzdWIiOiJkZ...
"

Note: line feeds and truncated values in the example are for
readability purposes.

http_response_headers MEDIUMTEXT NULL Captures the headers returned by AM to the client (that is,
the inverse of http_request_headers ). Note that AM does
not currently populate this field.

response_status VARCHAR(10) NULL Specifies the response status of the request. For example, 
SUCCESS , FAILURE , ALLOWED , DENIED , or NULL .

response_statuscode VARCHAR(255) NULL Specifies the response status code, depending on the
protocol.
For Common REST, HTTP failure codes are displayed but not
HTTP success codes.
For PLL endpoints, PLL error codes are displayed.

response_detail TEXT NULL Specifies the message associated with the response status
code. For example, a response status code of 401 has a
response detail of { "reason": "Unauthorized" } .

response_elapsedtime VARCHAR(255) NULL Specifies the time to execute the access event, usually in
millisecond precision.

response_elapsedtimeunit

s

VARCHAR(255) NULL Specifies the elapsed time units of the response. For
example, MILLISECONDS .

component VARCHAR(255) NULL Specifies the AM service utilized. For example, Server Info , 
Users , Config , Session , Authentication , Policy , 
OAuth .

realm VARCHAR(255) NULL Specifies the realm where the operation occurred. For
example, the Top Level Realm
( "/“) or the sub-realm name (”/shop" ).
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am_auditauthentication

Column Datatype Description

id VARCHAR(56) NOT NULL Specifies a universally unique identifier (UUID) for the
message object, such as a568d4fe-d655-49a8-8290-
bfc02095bec9-491 .

timestamp_ VARCHAR(29) NULL Specifies the timestamp when AM logged the message, in
UTC format to millisecond precision: yyyy-MM-
ddTHH:mm:ss.msZ . For example: 2015-11-14T00:16:04.653Z

transactionid VARCHAR(255) NULL Specifies the UUID of the transaction, which identifies an
external request when it comes into the system boundary.
Any events generated while handling that request will be
assigned that transaction ID, so that you may see the same
transaction ID for different audit event topics. For example, 
9c9e8d5c-2941-4e61-9c3c-8a990088e801 .
AM supports a feature where a trusted AM deployment with
multiple instances, components, and ForgeRock products can
propagate a transaction ID through each call across the stack.
AM reads the X-ForgeRock-TransactionId  HTTP header
and appends an integer to the transaction ID. Note that this
feature is disabled by default. When enabled, this feature
should filter the X-ForgeRock-TransactionId  HTTP header
for connections from untrusted sources.

eventname VARCHAR(255) NULL Specifies the name of the audit event. For example, ` AM-
LOGIN-MODULE-COMPLETED` and AM-LOGOUT . For a list of
audit event names, see Audit log events.

userid VARCHAR(255) NULL Specifies the universal identifier for authenticated users. For
example, 
id=scarter,ou=user,o=shop,ou=services,dc=example,dc=c

om .

trackingids MEDIUMTEXT Specifies the tracking IDs of the event, used by all topics.

result VARCHAR(255) NULL Depending on the event being logged, specifies the outcome
of:

A single authentication module within a chain
The result for an authentication tree

Possible values are SUCCESSFUL  or FAILED .

principals MEDIUMTEXT Specifies the array of accounts used to authenticate, such as 
[ "amadmin" ]  and [ "scarter" ] .

context MEDIUMTEXT Not used.

• 
• 
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Column Datatype Description

entries MEDIUMTEXT Specifies the JSON representation of the details of an
authentication module, chain, tree or node. AM creates an
event as each module or node completes and a final event at
the end of the chain or tree. For example:

{
   "entries":[
      {
         "moduleId":"DataStore",
         "info":{
            "moduleClass":"DataStore",
            "ipAddress":"127.0.0.1",
            "moduleName":"DataStore",
            "authLevel":"0"
         }
      }
   ]
}

{
  "entries":[
      {
         "info":{
            "nodeOutcome":"true",
            "treeName":"Example",
            "displayName":"Data Store Decision",
            "nodeType":"DataStoreDecisionNode",

"nodeId":"e5ec495a-2ae2-4eca-8afb-9781dea04170",
            "authLevel":"0"
         }
      }
   ]
}

component VARCHAR(255) NULL Specifies the AM service utilized. For example, Server Info , 
Users , Config , Session , Authentication , Policy , 
OAuth .

realm VARCHAR(255) NULL Specifies the realm where the operation occurred. For
example, the Top Level Realm
( "/“) or the sub-realm name (”/shop" ).
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am_auditactivity

Column Datatype Description

id VARCHAR(56) NOT NULL Specifies a universally unique identifier (UUID) for the
message object, such as a568d4fe-d655-49a8-8290-
bfc02095bec9-491 .

timestamp_ VARCHAR(29) NOT NULL Specifies the timestamp when AM logged the message, in
UTC format to millisecond precision: yyyy-MM-
ddTHH:mm:ss.msZ . For example: 2015-11-14T00:16:04.653Z

transactionid VARCHAR(255) NULL Specifies the UUID of the transaction, which identifies an
external request when it comes into the system boundary.
Any events generated while handling that request will be
assigned that transaction ID, so that you may see the same
transaction ID for different audit event topics. For example, 
9c9e8d5c-2941-4e61-9c3c-8a990088e801 .
AM supports a feature where a trusted AM deployment with
multiple instances, components, and ForgeRock products can
propagate a transaction ID through each call across the stack.
AM reads the X-ForgeRock-TransactionId  HTTP header
and appends an integer to the transaction ID. Note that this
feature is disabled by default. When enabled, this feature
should filter the X-ForgeRock-TransactionId  HTTP header
for connections from untrusted sources.

eventname VARCHAR(255) NULL Specifies the name of the audit event. For example, AM-
SESSION-CREATED  and AM-SESSION-DESTROYED . For a list of
audit event names, see Audit log events.

userid VARCHAR(255) NULL Specifies the universal identifier for authenticated users. For
example, 
id=scarter,ou=user,o=shop,ou=services,dc=example,dc=c

om .

trackingids MEDIUMTEXT Specifies the tracking IDs of the event, used by all topics.

runas VARCHAR(255) NULL Specifies the user to run the activity as. May be used in
delegated administration. For example, 
uid=amAdmin,ou=People,dc=example,dc=com .

objectid VARCHAR(255) NULL Specifies the identifier of a system object that has been
created, modified, or deleted. For example, 
ou=SamuelTwo,ou=default,ou=OrganizationConfig,ou=1.0,

ou=iPlanetAMAuthSAML2Service,ou=services,o=shop,ou=se

rvices,dc=example,dc=com .
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Column Datatype Description

operation VARCHAR(255) NULL Specifies the state change operation invoked: CREATE , 
MODIFY , or DELETE .

beforeObject MEDIUMTEXT NULL Specifies the JSON representation of the object prior to the
activity. For example:

{
   "sunsmspriority":[
      "0"
   ],
   "objectclass":[
      "top",
      "sunServiceComponent",
      "organizationalUnit"
   ],
   "ou":[
      "SamuelTwo"
   ],
   "sunserviceID":[
      "serverconfig"
   ]
}

afterObject MEDIUMTEXT NULL Specifies the JSON representation of the object after the
activity. For example:

{
  "sunKeyValue":[
      "forgerock-am-auth-saml2-auth-level=0",
      "forgerock-am-auth-saml2-meta-alias=/sp",
      "forgerock-am-auth-saml2-entity-name=http://",
      "forgerock-am-auth-saml2-authn-context-decl-
ref=",
      "forgerock-am-auth-saml2-force-authn=none",
      "forgerock-am-auth-saml2-is-passive=none",
      "forgerock-am-auth-saml2-login-chain=",
      "forgerock-am-auth-saml2-auth-
comparison=none",
      "forgerock-am-auth-saml2-req-binding= 
urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
      "forgerock-am-auth-saml2-binding= 
urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact",
      "forgerock-am-auth-saml2-authn-context-class-
ref=",
      "forgerock-am-auth-saml2-slo-relay=http://",
      "forgerock-am-auth-saml2-allow-create=false",
      "forgerock-am-auth-saml2-name-id-format= 
urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent"
   ]
}
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am_auditconfig

Column Datatype Description

changedfields VARCHAR(255) NULL Specifies the columns that were changed. For example, 
[ "sunKeyValue" ] .

rev VARCHAR(255) NULL Not used.

component VARCHAR(255) NULL Specifies the AM service utilized. For example, Server Info , 
Users , Config , Session , Authentication , Policy , 
OAuth .

realm VARCHAR(255) NULL Specifies the realm where the operation occurred. For
example, the Top Level Realm
( "/“) or the sub-realm name (”/shop" ).

Column Datatype Description

id VARCHAR(56) NOT NULL Specifies a universally unique identifier (UUID) for the
message object, such as a568d4fe-d655-49a8-8290-
bfc02095bec9-491 .

timestamp_ VARCHAR(29) NULL Specifies the timestamp when AM logged the message, in
UTC format to millisecond precision: yyyy-MM-
ddTHH:mm:ss.msZ . For example: 2015-11-14T00:16:04.653Z

transactionid VARCHAR(255) NULL Specifies the UUID of the transaction, which identifies an
external request when it comes into the system boundary.
Any events generated while handling that request will be
assigned that transaction ID, so that you may see the same
transaction ID for different audit event topics. For example, 
9c9e8d5c-2941-4e61-9c3c-8a990088e801 .
AM supports a feature where a trusted AM deployment with
multiple instances, components, and ForgeRock products can
propagate a transaction ID through each call across the stack.
AM reads the X-ForgeRock-TransactionId  HTTP header
and appends an integer to the transaction ID. Note that this
feature is disabled by default. When enabled, this feature
should filter the X-ForgeRock-TransactionId  HTTP header
for connections from untrusted sources.

eventname VARCHAR(255) NULL Specifies the name of the audit event. For example, AM-
CONFIG-CHANGE . For a list of audit event names, see Audit log
events.

PingAM Security

Copyright © 2025 Ping Identity Corporation 499



Column Datatype Description

userid VARCHAR(255) NULL Specifies the universal identifier for authenticated users. For
example, 
id=scarter,ou=user,o=shop,ou=services,dc=example,dc=c

om .

trackingids MEDIUMTEXT Specifies the tracking IDs of the event, used by all topics.

runas VARCHAR(255) NULL Specifies the user to run the activity as. May be used in
delegated administration. For example, 
uid=amAdmin,ou=People,dc=example,dc=com .

objectid VARCHAR(255) NULL Specifies the identifier of a system object that has been
created, modified, or deleted. For example, 
ou=SamuelTwo,ou=default,ou=OrganizationConfig,ou=1.0,

ou=iPlanetAMAuthSAML2Service,ou=services,o=shop,ou=se

rvices,dc=example,dc=com .

operation VARCHAR(255) NULL Specifies the state change operation invoked: CREATE , 
MODIFY , or DELETE .

beforeObject MEDIUMTEXT NULL Specifies the JSON representation of the object prior to the
activity. For example:

{
   "sunsmspriority":[
      "0"
   ],
   "objectclass":[
      "top",
      "sunServiceComponent",
      "organizationalUnit"
   ],
   "ou":[
      "SamuelTwo"
   ],
   "sunserviceID":[
      "serverconfig"
   ]
}
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Customize server-side session quota exhaustion actions

This page demonstrates a custom session quota exhaustion action plugin. AM calls a session quota exhaustion action plugin
when a user tries to open more server-side sessions than their quota allows. Note that session quotas are not available for client-
side sessions.

You only need a custom session quota exhaustion action plugin if the built-in actions are not flexible enough for your
deployment. See Session quotas.

Column Datatype Description

afterObject MEDIUMTEXT NULL Specifies the JSON representation of the object after the
activity. For example:

{
  "sunKeyValue":[
      "forgerock-am-auth-saml2-auth-level=0",
      "forgerock-am-auth-saml2-meta-alias=/sp",
      "forgerock-am-auth-saml2-entity-name=http://",
      "forgerock-am-auth-saml2-authn-context-decl-
ref=",
      "forgerock-am-auth-saml2-force-authn=none",
      "forgerock-am-auth-saml2-is-passive=none",
      "forgerock-am-auth-saml2-login-chain=",
      "forgerock-am-auth-saml2-auth-
comparison=none",
      "forgerock-am-auth-saml2-req-binding= 
urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
      "forgerock-am-auth-saml2-binding= 
urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact",
      "forgerock-am-auth-saml2-authn-context-class-
ref=",
      "forgerock-am-auth-saml2-slo-relay=http://",
      "forgerock-am-auth-saml2-allow-create=false",
      "forgerock-am-auth-saml2-name-id-format= 
urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent"
   ]
}

changedfields VARCHAR(255) NULL Specifies the columns that were changed. For example, 
[ "sunKeyValue" ] .

rev VARCHAR(255) Not used.

component VARCHAR(255) NULL Specifies the AM service utilized. For example, Server Info , 
Users , Config , Session , Authentication , Policy , 
OAuth .

realm VARCHAR(255) NULL Specifies the realm where the operation occurred. For
example, the Top Level Realm
( "/“) or the sub-realm name (”/shop" ).
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Create and install a custom session quota exhaustion action

You build custom session quota exhaustion actions into a .jar that you then plug in to AM. You must also add your new action to
the Session service configuration, and restart AM in order to be able to configure it for your use.

Your custom session quota exhaustion action implements the com.iplanet.dpro.session.service.QuotaExhaustionAction
interface, overriding the action  method. The action  method performs the action when the session quota is met, and returns 
true  only if the request for a new session should not be granted.

The example in this section simply removes the first session it finds as the session quota exhaustion action.
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/*
 * The contents of this file are subject to the terms of the Common Development and
 * Distribution License (the License). You may not use this file except in compliance with the
 * License.
 *
 * You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
 * specific language governing permission and limitations under the License.
 *
 * When distributing Covered Software, include this CDDL Header Notice in each file and include
 * the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
 * Header, with the fields enclosed by brackets [] replaced by your own identifying
 * information: "Portions copyright [year] [name of copyright owner]".
 *
 * Copyright 2012-2019 ForgeRock AS. All Rights Reserved
 */

package org.forgerock.openam.examples.quotaexhaustionaction;

import java.util.Map;

import javax.inject.Inject;

import org.forgerock.guice.core.InjectorHolder;
import org.forgerock.openam.session.Session;
import org.forgerock.openam.session.clientsdk.SessionCache;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.iplanet.dpro.session.SessionException;
import com.iplanet.dpro.session.SessionID;
import com.iplanet.dpro.session.service.QuotaExhaustionAction;
import com.iplanet.dpro.session.service.SessionService;

/**
 * This is a sample {@link QuotaExhaustionAction} implementation,
 * which randomly kills the first session it finds.
 */
public class SampleQuotaExhaustionAction implements QuotaExhaustionAction {

    private static Logger debug = LoggerFactory.getLogger(SampleQuotaExhaustionAction.class);

    private final SessionCache sessionCache;
    private final SessionService sessionService;

    public SampleQuotaExhaustionAction() {
        this.sessionCache = InjectorHolder.getInstance(SessionCache.class);
        this.sessionService = InjectorHolder.getInstance(SessionService.class);
    }

    @Inject
    public SampleQuotaExhaustionAction(SessionCache sessionCache, SessionService sessionService) {
        this.sessionCache = sessionCache;
        this.sessionService = sessionService;
    }

    /**
     * Check if the session quota for a given user has been exhausted and
     * if so perform the necessary actions. This implementation randomly
     * destroys the first session it finds.
     *
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     * @param is               The InternalSession to be activated.
     * @param existingSessions All existing sessions that belong to the same
     *                         uuid (Map:sid-&gt;expiration_time).
     * @return true If the session activation request should be rejected,
     *              otherwise false.
     */
    @Override
    public boolean action(
            Session is,
            Map<String, Long> existingSessions, long excessSessionCount) {
        for (Map.Entry<String, Long> entry : existingSessions.entrySet()) {
            try {
                // Get a Session from the cache based on the session ID, and destroy it.
                SessionID sessionId = new SessionID(entry.getKey());
                Session session = sessionCache.getSession(sessionId);
                sessionService.destroySession(session, sessionId);
                // Only destroy the first session.
                break;
            } catch (SessionException se) {
                if (debug.isDebugEnabled()) {
                    debug.debug("Failed to destroy existing session.", se);
                }
                // In this case, deny the session activation request.
                return true;
            }
        }
        return false;
    }
}

If you have not already done so, download and build the sample code.

For information on downloading and building AM sample source code, see How do I access and build the sample code provided
for PingAM? in the Knowledge Base.

In the sources, you find the following files:

pom.xml

Apache Maven project file for the module

This file specifies how to build the sample plugin, and also specifies its dependencies on AM components and on the
Servlet API.

src/main/java/org/forgerock/openam/examples/quotaexhaustionaction/

SampleQuotaExhaustionAction.java

Core class for the sample quota exhaustion action plugin

Once built, copy the .jar to WEB-INF/lib/  where AM is deployed.

$ cp target/*.jar /path/to/tomcat/webapps/openam/WEB-INF/lib/

Using the ssoadm  command, update the Session Service configuration:
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$ ssoadm \
 set-attr-choicevals \
 --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
 --password-file /tmp/pwd.txt \
 --servicename iPlanetAMSessionService \
 --schematype Global \
 --attributename iplanet-am-session-constraint-handler \
 --add \
 --choicevalues myKey=\
org.forgerock.openam.examples.quotaexhaustionaction.SampleQuotaExhaustionAction
Choice Values were set.

Extract amSession.properties  and if necessary the localized versions of this file from openam-core-7.4.2.jar  to WEB-INF/
classes/  where AM is deployed. For example, if AM is deployed under /path/to/tomcat/webapps/openam , then you could run
the following commands:

$ cd /path/to/tomcat/webapps/openam/WEB-INF/classes/
$ jar -xvf ../lib/openam-core-7.4.2.jar amSession.properties
inflated: amSession.properties

Add the following line to amSession.properties :

myKey=Randomly Destroy Session

Restart AM or the container in which it runs.

You can now use the new session quota exhaustion action. First, in the AM admin UI, go to Configure > Global Services and click 
Session. Then scroll to Resulting behavior if session quota exhausted, and choose an option.

Before moving to your test and production environments, be sure to add your .jar  file and updates to amSession.properties
into a custom .war  file that you can then deploy. You must still update the Session service configuration in order to use your
custom session quota exhaustion action.

List session quota exhaustion actions

List session quota exhaustion actions by using the ssoadm  command:
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$ ssoadm \
 get-attr-choicevals \
 --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
 --password-file /tmp/pwd.txt \
 --servicename iPlanetAMSessionService \
 --schematype Global \
 --attributename iplanet-am-session-constraint-handler
I18n Key                  Choice Value
------------------------- ---…-----------------------------------------
choiceDestroyOldSession   org…session.service.DestroyOldestAction
choiceDenyAccess          org…session.service.DenyAccessAction
choiceDestroyNextExpiring org…session.service.DestroyNextExpiringAction
choiceDestroyAll          org…session.service.DestroyAllAction
myKey                     org…examples…SampleQuotaExhaustionAction

Remove a session quota exhaustion action

Remove a session quota exhaustion action by using the ssoadm  command:

$ ssoadm \
 remove-attr-choicevals \
 --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
 --password-file /tmp/pwd.txt \
 --servicename iPlanetAMSessionService \
 --schematype Global \
 --attributename iplanet-am-session-constraint-handler \
 --choicevalues \
 org.forgerock.openam.examples.quotaexhaustionaction.SampleQuotaExhaustionAction
Choice Values were removed.
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Maintenance



This guide covers how to perform maintenance tasks in ForgeRock Access Management such as backing up and restoring,
monitoring, and others.

This guide is written for anyone that sets up and maintains Access Management services for their organizations. This guide covers
tasks and configurations you might repeat throughout the life cycle of a deployment in your organization.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

Back up configurations

During normal production operations, you rely on directory replication to maintain multiple, current copies of AM’s configuration.
To recover from the loss of a server or from a serious administrative error, back up directory data and configuration files.

To back up your external configuration directory server, refer to Backup and Restore in the DS documentation.

Back up instance configuration data

This procedure backs up the configuration files stored with the server. You can restore this backup when rebuilding a failed
server.



Back up and restore configurations

How to back up and restore AM.



Monitor instances

Monitor AM through any of the included
interfaces.



Tune instances

Best practices about tuning your AM
environment.



Enable debug logging

Capture troubleshooting information.

Maintenance PingAM

508 Copyright © 2025 Ping Identity Corporation

https://www.pingidentity.com
https://www.pingidentity.com
https://docs.pingidentity.com/pingds/7.4/maintenance-guide/backup-restore.html
https://docs.pingidentity.com/pingds/7.4/maintenance-guide/backup-restore.html


Consider the following when using this procedure:

Refer to the documentation for your external directory server or work with your directory server administrator to back up
and restore configuration data stored in the directory server.

For more information about Directory Services, refer to Backup and restore in the DS documentation.

Do not restore configuration data from a backup of a different major version of AM. The structure of the configuration
data can change from release to release.

Follow these steps for each AM server that you want to back up:

Stop AM or the container in which it runs.

Back up AM server files.

This example uses the default configuration location, and excludes logs. $HOME  is the home directory of the user who runs
the web container where AM is deployed. AM is deployed in Apache Tomcat under openam :

$ cd $HOME
$ zip -r AM-config-dir-backup-`date -u +%F-%H-%M`.zip openam .openamcfg/* \
  -x openam/var/debug/* openam/var/audit/* openam/var/stats* openam/opends/*
…
$ ls AM-config-dir-backup-*.zip
AM-config-dir-backup-2022-10-01-05-07-50.zip

Start AM or the container in which it runs.

Monitor AM instances

AM provides a number of interfaces for you to check the status of AM instances and to gather monitoring data. This section
describes the steps to enable monitoring and use the monitoring endpoints.

Check the status of an AM instance

In certain deployments, such as Kubernetes, it can be useful to poll endpoints to check if an instance is running, and ready to
handle requests. You can determine the status of an AM instance by using the following endpoints:

/json/health/live

Use the live  endpoint to determine if AM instances are up and running.

If the instance is running the endpoint returns an HTTP status code of 200 . If not, it returns a 503  response.

For example, use the following curl  command to determine when an AM instance is alive:

• 

• 

1. 

2. 

3. 
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$ curl --include --retry 10 --retry-connrefused 'http://am.example.com:8080/am/json/health/live'
Warning: Transient problem: connection refused Will retry in 1 seconds. 10
Warning: retries left.
Warning: Transient problem: connection refused Will retry in 2 seconds. 9
Warning: retries left.
Warning: Transient problem: connection refused Will retry in 4 seconds. 8
Warning: retries left.
HTTP/1.1 200
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
Cache-Control: private
Content-API-Version: resource=1.0
Content-Length: 0
Date: Mon, 09 Nov 2020 12:22:38 GMT

/json/health/ready

Use the ready  endpoint to determine if AM instances are ready to process requests.

If the instance is ready to process requests, the endpoint returns an HTTP status code of 200 . If not, it returns a 503
response.

For example, use the following curl  command to determine when an AM instance is ready to process requests:

$ curl --include --retry 10 --retry-connrefused 'http://am.example.com:8080/am/json/health/ready'
Warning: Transient problem: connection refused Will retry in 1 seconds. 10
Warning: retries left.
Warning: Transient problem: connection refused Will retry in 2 seconds. 9
Warning: retries left.
Warning: Transient problem: connection refused Will retry in 4 seconds. 8
Warning: retries left.
Warning: Transient problem: connection refused Will retry in 8 seconds. 7
Warning: retries left.
HTTP/1.1 200
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
Cache-Control: private
Content-API-Version: resource=1.0
Content-Length: 0
Date: Mon, 09 Nov 2020 12:45:03 GMT

AM provides a deprecated isAlive.jsp  page, to check whether AM is up. Point your application to the file under the
deployment URL, such as https://openam.example.com:8443/openam/isAlive.jsp .

If you get a success code (with Server is ALIVE:  in the body of the page returned), then the instance is in operation.

The isAlive.jsp  page is deprecated and will be removed in a future release. Update your environment to use the live  and 
ready  endpoints instead.

lightbulb_2
The endpoints and isAlive.jsp  page do not require authentication. You might want to restrict public access, and
only allow access from internal infrastructure.

Tip
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Enable monitoring in the console

To query some of the monitoring endpoints, such as Prometheus or CREST, you must enable the monitoring system:

In the AM admin UI, go to Configure > Global Services > Monitoring.

Set Monitoring Status  to enabled.

Click Save Changes.

JMX monitoring

You can configure AM to let you listen for Java Management eXtension (JMX) clients, by default on port 9999. Either go to 
Configure > Global Services > Monitoring in the AM admin UI and make sure both Monitoring Status and Monitoring RMI
interface status are enabled, or use the ssoadm  command:

$ ssoadm \
set-attr-defs \
--servicename iPlanetAMMonitoringService \
--schematype Global \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \
--attributevalues iplanet-am-monitoring-enabled=true \
iplanet-am-monitoring-rmi-enabled=true

A number of tools support JMX, including jvisualvm  and jconsole . When you use jconsole  to browse AM MBeans for
example, the default URL for the AM running on the local system is service:jmx:rmi:///jndi/rmi://localhost:9999/server .

$ jconsole service:jmx:rmi:///jndi/rmi://localhost:9999/server &

To browse MBeans, connect to your web application container, and go to the AM MBeans. By default, JMX monitoring for the
container is likely to be accessible only locally, using the process ID.

1. 

2. 

3. 
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Figure 1. JConsole browsing MBeans

Also refer to Monitoring and Management Using JMX for instructions on how to connect remotely, how to use SSL, and so on.

For monitoring metrics reference, refer to Monitoring metrics.

Monitor with Prometheus

Prometheus is third-party software used for gathering and processing monitoring data. AM exposes an endpoint which
Prometheus uses to gather metrics from the AM instance. For more information about installing and running Prometheus, refer
to the Prometheus documentation.

When enabled, AM makes the Prometheus-formatted metrics available at the /json/metrics/prometheus  endpoint.

Configure Prometheus to monitor the AM endpoint, using the prometheus.yml  configuration file. For more information on
configuring Prometheus, refer to the Prometheus configuration documentation.

emergency_home
JMX has a limitation in that some Operations and CTS tables cannot be properly serialized from AM to JMX. As a result,
only a portion of AM’s monitoring information is available through JMX.
ForgeRock recommends using Prometheus, Graphite, or Common REST monitoring.

Important
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For monitoring metrics reference, refer to Monitoring metrics.

Enable Prometheus monitoring

Ensure you have enabled monitoring.

Go to Configure > Global Services > Monitoring.

On Secondary Configurations tab, click prometheus , then select Enabled.

In the Authentication Type drop-down menu, select one of the following options:

None. Prometheus does not need to authenticate when accessing the endpoint.

HTTP Basic. Prometheus must authenticate using a username and a password when accessing the endpoint.

If Prometheus must authenticate when accessing the endpoint, specify the Username and Password that it will use.

Save your work.

Common REST monitoring

Common REST is the ForgeRock® Common REST framework. AM exposes an endpoint that lets REST clients gather information
about your AM installation in JSON format.

When enabled, AM makes the Common REST-formatted metrics available at the /json/metrics/api  endpoint.

For example, to query all monitoring metrics:

lightbulb_2
Prometheus provides monitoring and processing for the information provided by AM, but further analysis and
visualization may be desired. In this case, you can use tools such as Grafana to create customized charts and graphs
based on the information collected by Prometheus.
For more information on installing and running Grafana, refer to the Grafana website.

Tip

1. 

2. 

3. 

4. 

◦ 

◦ 

5. 

6. 
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$ curl \
--request GET \
--header 'Content-Type: application/json' \
--header 'iPlanetDirectoryPro: P8Eri6d…xAAA.*' \
'https://openam.example.com:8443/openam/json/metrics/api?_queryFilter=true&_prettyPrint=true'
{
  "result" : [ {
    "_id" : "session.authentication-client-based.get-matching-sessions.failure",
    "count" : 0,
    "max" : 0.0,
    "mean" : 0.0,
    "min" : 0.0,
    "p50" : 0.0,
    "p75" : 0.0,
    "p95" : 0.0,
    "p98" : 0.0,
    "p99" : 0.0,
    "p999" : 0.0,
    "stddev" : 0.0,
    "m15_rate" : 0.0,
    "m1_rate" : 0.0,
    "m5_rate" : 0.0,
    "mean_rate" : 0.0,
    "duration_units" : "milliseconds",
    "rate_units" : "calls/second",
    "total" : 0.0,
    "_type" : "timer"
  },
  …

To output values for a specific metric, use the format /json/metric/api/metric name .

For example:

$ curl \
--request GET \
--header 'Content-Type: application/json' \
--header 'iPlanetDirectoryPro: P8Eri6d…xAAA.*' \
'https://openam.example.com:8443/openam/json/metrics/api/authentication.success'
{
    "_id":"authentication.success",
    "m15_rate":2.3882880682497324E-4,
    "m1_rate":1.0818067450729532E-12,
    "m5_rate":3.057223961594952E-5,
    "mean_rate":1.072595825176473E-4,
    "units":"events/second",
    "total":9.0,
    "count":9,
    "_type":"summary"
}

For monitoring metrics reference, refer to Monitoring metrics.

Enable the Common REST monitoring interface

Ensure you have enabled monitoring.1. 
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Go to Configure > Global Services > Monitoring.

On the Secondary Configurations tab, click crest .

Set CREST to Enabled.

Click Save Changes.

Graphite monitoring

Graphite is third-party software used for storing monitoring data, and rendering graphs of the data. For more information about
installing and running Graphite, see the Graphite documentation.

For monitoring metrics reference, refer to Monitoring metrics.

Enable the Graphite monitoring interface

Ensure you have enabled monitoring.

Go to Configure > Global Services > Monitoring.

On the Secondary Configurations tab, click Add a Secondary Configuration.

Select Graphite Reporter.

Specify the Name and Hostname of the Graphite instance to push the metrics data to.

Click Create.

MBean monitoring (legacy)

You can configure AM to let you access a web based view of AM MBeans on port 8082 where the core server runs, such as 
http://openam.example.com:8082/ . Either use the console (Configure > Global Services > Monitoring), or use the ssoadm
command:

$ ssoadm \
set-attr-defs \
--servicename iPlanetAMMonitoringService \
--schematype Global \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \
--attributevalues iplanet-am-monitoring-http-enabled=true

The default authentication file lets you authenticate over HTTP as user demo , password Ch4ng31t . The user name and password
are kept in the file specified, with the password encrypted:

2. 

3. 

4. 

5. 

1. 

2. 

3. 

4. 

5. 

6. 

info
This functionality is labelled as legacy.

Note
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$ cat openam/security/openam_mon_auth
demo AQICMBCKlwx6G3vzK3TYYRbtTpNYAagVIPNP

You can encrypt a new password using the ampassword  command. After changing the authentication file, you must restart AM
for the changes to take effect.

Figure 1. MBeans in a browser

SNMP monitoring

SNMP depends on labels known as Object Identifiers (OIDs). These are uniquely defined labels, organized in tree format. For AM,
they are configured in a .mib  file named FORGEROCK-OPENAM-CTS.mib , found inside
the /path/to/tomcat/webapps/openam/WEB-INF/lib/openam-mib-schema-<version>.jar  file of the AM deployment.

For detailed information on configured OIDs, refer to SNMP CTS object identifiers.

With the OIDs in hand, you can set up an SNMP server to collect the data. You would also need SNMP utility commands with
associated OIDs to measure the current state of a component.

info
The interface stability of this legacy feature is deprecated.

Note
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Enable SNMP monitoring

Stop the AM instance or the container where it runs.

Download the AM ZIP file from the Backstage download site.

Extract the contents of the ZIP file.

Go to the /snmp  folder, and run the opendmk.jar  installer file. For example:

$ java -jar opendmk.jar

Accept the License Agreement.

Select the directory you want to install to.

For example: /tmp/opendmk .

Copy the jdmkrt.jar  file from the /lib  folder of the extracted archive to the AM /WEB-INF/lib  folder.

For example:

$ cp /tmp/opendmk/OpenDMK-bin/lib/jdmkrt.jar /path/to/openam.war/WEB-INF/lib

Restart the AM instance or the container in which it runs.

Go to Configure > Global Services > Monitoring.

Set Monitoring Status to enabled .

Set Monitoring SNMP interface status to enabled .

By default, AM listens on port 8085 for SNMP monitoring.

Save your work.

Restart the AM instance for the change to take effect.

Once enabled, SNMP monitoring works over UDP by default. You may want to install one of many available network monitoring
tools. For the purpose of this section, basic SNMP service and monitoring tools have been installed on a Unix-like system.

First, to verify the operation of SNMP on a GNU/Linux system, run the following command over port 8085 using SNMP version 2c:

# snmpstatus -c public -v 2c localhost

The output should specify communications over UDP. If you get a timeout  message, the SNMP service may not be running.

You can get the value for a specific OID. For example, the following command retrieves the cumulative count for CTS create
operations, over port 8085:

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 

12. 

13. 
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# snmpget -c public -v 2c :8085 enterprises.36733.1.2.3.3.1.1.1

If your version of the tool does not support the enterprises  OID string, use 1.3.6.1.4.1  instead, as in 
1.3.6.1.4.1.36733.1.2.3.3.1.1.1 .

For one view of the tree of OIDs, you can use the snmpwalk  command. For example, the following command lists all OIDs related
to CTS:

# snmpwalk -c public -v 2c :8085 enterprises.36733.1.2.3

A number of CTS OIDs are listed with a Counter64  value. As defined in RFC 2578, an OID so configured has a maximum value
of 264 - 1 .

SNMP monitoring for sessions

You can monitor server-side session statistics over SNMP. AM records statistics for up to a configurable number of recent
sessions. (You can configure the number in the AM admin UI under Configuration > System > Monitoring. For details, refer to the
system configuration reference section, Monitoring.)

SNMP uses OIDs defined in a .mib  file that specifies the statistics AM keeps for policy evaluation operations, the FORGEROCK-
OPENAM-SESSION.mib  file. This file is found inside the /path/to/tomcat/webapps/openam/WEB-INF/lib/openam-mib-schema-
<version>.jar  file of the AM deployment.

When monitoring is active, AM records statistics about both the numbers of internal, remote, and CTS sessions, and also the
times taken to process sessions.

The statistics are all read-only. The base OID for session statistics is enterprises.36733.1.2.1 . Times are expressed in
nanoseconds rather than milliseconds, as many operations take less than one millisecond. The following table describes the
values that you can read:

OIDs used in SNMP session monitoring

OID Description Syntax

enterprises.36733.1.2.1.1.1 Total number of current internal sessions Counter64

enterprises.36733.1.2.1.1.2 Average time it takes to refresh an internal session Counter64

enterprises.36733.1.2.1.1.3 Average time it takes to logout an internal session Counter64

enterprises.36733.1.2.1.1.4 Average time it takes to destroy an internal session Counter64

enterprises.36733.1.2.1.1.5 Average time it takes to set a property on an internal session Counter64

enterprises.36733.1.2.1.2.1 Total number of current remote sessions Counter64

enterprises.36733.1.2.1.2.2 Average time it takes to refresh a remote session Counter64

Maintenance PingAM

518 Copyright © 2025 Ping Identity Corporation

https://www.rfc-editor.org/rfc/rfc2578.html#section-7.1.10
https://www.rfc-editor.org/rfc/rfc2578.html#section-7.1.10


(1) Full SNMP monitoring functionality is not available for client-side sessions, because client-side sessions cannot monitor active
sessions.

SNMP monitoring for policy evaluation

You can monitor policy evaluation performance over SNMP. AM records statistics for up to a number of recent policy evaluation
requests. (You can configure the number in the AM admin UI under Configuration > System > Monitoring.) For details, refer to 
Monitoring.

SNMP uses OIDs defined in the .mib  file, FORGEROCK-OPENAM-POLICY.mib , found inside the /path/to/tomcat/webapps/openam/
WEB-INF/lib/openam-mib-schema-<version>.jar  file of the AM deployment. This file specifies the statistics AM keeps for policy
evaluation operations.

When monitoring is active, AM records statistics about the numbers and rates of policy evaluations performed, and the time
taken to process policy evaluations.

The statistics are all read-only. The base OID for policy evaluation statistics is enterprises.36733.1.2.2.1 . The following table
describes the values that you can read:

OID Description Syntax

enterprises.36733.1.2.1.2.3 Average time it takes to logout a remote session Counter64

enterprises.36733.1.2.1.2.4 Average time it takes to destroy a remote session Counter64

enterprises.36733.1.2.1.2.5 Average time it takes to set a property on a remote session Counter64

enterprises.36733.1.2.1.3.1 Total number of sessions currently in the Core Token Service
(CTS)

Counter64

enterprises.36733.1.2.1.3.2 Average time it takes to refresh a CTS session Counter64

enterprises.36733.1.2.1.3.3 Average time it takes to logout a CTS session Counter64

enterprises.36733.1.2.1.3.4 Average time it takes to destroy a CTS session Counter64

enterprises.36733.1.2.1.3.5 Average time it takes to set a property on a CTS session Counter64

enterprises.36733.1.2.1.4.1 Total number of client-side sessions (always returns 0 (1)) Counter64

enterprises.36733.1.2.1.4.2 Average time it takes to refresh a client-side session Counter64

enterprises.36733.1.2.1.4.3 Average time it takes to logout a client-side session Counter64

enterprises.36733.1.2.1.4.4 Average time it takes to destroy a client-side session Counter64

enterprises.36733.1.2.1.4.5 Average time it takes to set a property on a client-side
session

Counter64

PingAM Maintenance

Copyright © 2025 Ping Identity Corporation 519



OIDs used in SNMP monitoring for policy evaluation

OID Description Syntax

enterprises.36733.1.2.2.1.1.1 Cumulative number of policy
evaluations for specific resources (self)

Counter64

enterprises.36733.1.2.2.1.1.2 Average rate of policy evaluations for
specific resources (self)

Counter64

enterprises.36733.1.2.2.1.1.3 Minimum rate of policy evaluations for
specific resources (self)

Counter64

enterprises.36733.1.2.2.1.1.4 Maximum rate of policy evaluations for
specific resources (self)

Counter64

enterprises.36733.1.2.2.1.2.1 Cumulative number of policy
evaluations for a tree of resources
(subtree)

Counter64

enterprises.36733.1.2.2.1.2.2 Average rate of policy evaluations for a
tree of resources (subtree)

Counter64

enterprises.36733.1.2.2.1.2.3 Minimum rate of policy evaluations for
a tree of resources (subtree)

Counter64

enterprises.36733.1.2.2.1.2.4 Maximum rate of policy evaluations for
a tree of resources (subtree)

Counter64

enterprises.36733.1.2.2.1.1.2 Average length of time to evaluate a
policy for a specific resource (self)

Counter64

enterprises.36733.1.2.2.2.1.2 Slowest evaluation time for a specific
resource (self)

SnmpAdminString

enterprises.36733.1.2.2.1.2.2.1 Average length of time to evaluate a
policy for a tree of resources (subtree)

Counter64

enterprises.36733.1.2.2.1.2.2.2 Slowest evaluation time for a tree of
resources (subtree)

SnmpAdminString

enterprises.36733.1.2.2.1.3.1 Slowest individual policy evaluation
time overall

SnmpAdminString
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Change host names

Changing AM host names involves the following high-level steps:

Add the new host name to the Realm/DNS Aliases list.

Export, edit, then import the configuration.

This step relies on the ssoadm  command, which you install separately from AM as described in Set up administration
tools.

Stop AM and edit configuration files.

Remove the old host name from the Realm/DNS Aliases list.

Before you start, make sure you have an up to date backup of your installation. See Back up configurations for instructions.

Add the new host name as an alias

In the AM admin UI, go to Realms > Realm Name and click Properties.

Add the new host name to the Realm/DNS Aliases list, and save your work.

Export, edit, and import the service configuration

Export the service configuration:

$ ssoadm \
 export-svc-cfg \
 --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
 --encryptsecret myEncryptSecretString1234 \
 --password-file /tmp/pwd.txt \
 --outfile config.xml
Service Configuration was exported.

AM uses the value entered in --encryptsecret  to encrypt passwords stored in the backup file. It can be any value, and is
required when restoring a configuration.

Edit the service configuration file:

Change the fully qualified domain name, such as openam.example.com , throughout the file.

If you are changing the context path, such as /openam , make the following changes:

Change the value of com.iplanet.am.services.deploymentDescriptor .

Change contextPath in the value of the propertiesViewBeanURL="contextPath/auth/
ACServiceInstanceList" .

Change contextPath in the value of propertiesViewBeanURL="contextPath/auth/ACModuleList" .

Change the context path in a <Value>  element that is a child of an <AttributeValuePair>  element.

• 

• 

• 

• 

1. 

2. 

1. 

2. 

◦ 

◦ 

▪ 

▪ 

▪ 

▪ 
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Change the context path where it occurs throughout the file in the full URL to AM, such as 
http:&#47;&#47;openam.example.com:8080&#47;contextPath .

If you are changing the port number, change the value of com.iplanet.am.server.port .

Also change the port number in host:port  combinations throughout the file.

If you are changing the domain name, change the cookie domain, such as <Value>.example.com</Value> ,
throughout the file.

Import the updated service configuration:

$ ssoadm \
 import-svc-cfg \
 --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
 --encryptsecret myEncryptSecretString1234 \
 --password-file /tmp/pwd.txt \
 --xmlfile config.xml
Directory Service contains existing data. Do you want to delete it? [y\|N] y
Please wait while we import the service configuration…
Service Configuration was imported.

Edit configuration files for the new host name

Stop AM or the web container where it runs.

Edit the boot properties file, such as /home/user/openam/boot.json , changing the fully qualified domain name (FQDN),
port, and context path for AM as necessary.

If you are changing the context path, move the folder containing AM configuration, such as /home/user/openam/ , to
match the new context path, such as /home/user/openam2/ .

If you are changing the location or context path, change the name of the file in the /home/user/.openamcfg  folder, such
as AMConfig_path_to_tomcat_webapps_openam_ , to match the new location and context path.

Also edit the path name in the file to match the change you made when moving the folder.

Restart AM or the web container where it runs.

Remove the old host name alias

In the AM admin UI, go to Realms > Realm Name, and click Properties.

Remove the old host name from the Realm/DNS Aliases list, and save your work.

Tune AM

This page covers key AM tuning strategies to ensure performant access and federation management, and to maximize
throughput while minimizing response times.

▪ 

◦ 

◦ 

3. 

1. 

2. 

3. 

4. 

5. 

1. 

2. 
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The suggestions in this page apply to AM deployments with the following characteristics:

The deployment has a dedicated DS server for the Core Token Service. The host running this directory server is a high-end
server with a large amount of memory and multiple CPUs.

The AM server is configured to use server-side sessions.

The following table summarizes the high-level tasks required to tune an AM instance:

Tuning server settings

AM has a number of settings that can be tuned to increase performance.

Logging settings

The following general points apply:

Set debug logging level to error .

Set container-level logging to a low level, such as error  or severe .

Notification settings

AM has two thread pools used to send notifications to clients. The Service Management Service (SMS) thread pool can be tuned in
the AM admin UI, under Configure > Server Defaults > SDK > Data Store:

info
The recommendations provided here are guidelines for your testing rather than hard and fast rules for every
situation. Said another way, the fact that a given setting is configurable implies that no one setting is right in all
circumstances.
The extent to which performance tuning advice applies depends to a large extent on your requirements, on your
workload, and on what resources you have available. Test suggestions before rolling them out into production.

Note

• 

• 

Task Resources

Tune general AM settings Tuning server settings

Tune connectivity to LDAP data stores Tune LDAP connectivity

Tune the JVM where AM runs Tune JVM settings

Tune the configuration and user cache Tune caching

• 

• 
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The session service has its own thread pool to send notifications to listeners about changes to server-side sessions. This is
configured under Configure > Server Defaults > Session > Notification:

Session settings

The Session service has additional properties to tune, which are configured under Configure > Server Defaults > Session >
Session Limits. The following suggestion applies to deployments using server-side sessions:

Policy evaluation settings

The AM policy engine places policies for evaluation on a queue in batches. Use ssoadm  to optimize performance evaluation
throughput by configuring the number of threads available for this queue.

SMS notification setting

Property Default value Suggestions

Notification Pool Size 1 Specifies the size of the thread pool used to send
notifications. A value of 1  causes notifications to be
processed sequentially, avoiding any potential out-of-
order conditions. In production, where configuration is
unlikely to change often, keeping the default of 1  is
recommended.
( com.sun.identity.sm.notification.threadpool.size )

Session service notification settings

Property Default value Suggestions

Notification Pool Size 10 This is the size of the thread pool used to send
notifications. In production this should be around 25-30.
( com.iplanet.am.notification.threadpool.size )

Notification Thread Pool
Threshold

5000 This is the maximum number of notifications in the queue
waiting to be sent. The default value should be fine in the
majority of installations.
( com.iplanet.am.notification.threadpool.threshold )

Session Settings

Property Default Value Suggestion

Maximum Session
Cache Size

5000 Maximum number of AM sessions to cache on the server.
In production, this value can safely be set into the 100,000s. The maximum session
cache size is really controlled by the maximum size of the JVM heap which must be
tuned appropriately to match the desired session cache size.
( org.forgerock.openam.session.service.access.persistence.caching.maxsize )
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This example increases the number of threads from the default value of 10  to 20 :

./ssoadm set-entitlement-conf -u <admin_id> -f <password_file> -a evalThreadSize=20

For more information about this command, refer to set-entitlement-conf.

Tune LDAP connectivity

AM instances use pools of connections when communicating to LDAP data stores. You can tune these connection pools to
improve performance, and help with load balancing in the case of failover.

AM provides a global timeout setting for connections in a pool, and each store has properties for the maximum pool size, and in
some cases, the minimum pool size.

AM will attempt to use as few connections to LDAP data stores as possible, down to the minimum pool value, if specified. Under
heavy load, AM creates additional connections to the configured data stores, up to the maximum pool value. These connections
are made to any of the available LDAP data stores that are configured for the relevant purpose.

When the load begins to drop, some of those connections become idle. If a connection is idle for longer than the configured
connection idle time, AM closes the connection, until any specified minimum pool size is reached.

By closing idle connections and recreating them when needed, AM balances connections across all available LDAP servers, rather
than keeping the entire pool connected to a single server.

Tuning the connection pool settings can increase performance, or make AM more responsive to LDAP data store outages.

Configure connection pool timeouts

To configure the timeout used for connections to LDAP stores:

Open the bootstrapConfig.properties  file in the AM classpath; for example, in /path/to/tomcat/webapps/
openam/WEB-INF/classes/ .

Add, or update the following property, and set the idle timeout, in seconds:

com.sun.am.ldap.connection.idle.seconds=300

You must also configure the setting in the Advanced section of the server defaults, as follows:

In the AM admin UI, go to Configure > Server Defaults > Advanced.

Add, or edit the following property, and set the idle timeout, in seconds:

com.sun.am.ldap.connection.idle.seconds=300

Restart AM or the container in which it runs for these changes to take effect.

After configuring the timeout for the stores, set the pool sizes assigned to the different stores in the AM admin UI:

Tune configuration store LDAP connections

1. 

◦ 

◦ 

2. 

◦ 

◦ 

3. 

◦ 
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Tune CTS store LDAP connections

Tune identity store LDAP connections

Tune external policy and applications store LDAP connections

Tune UMA store LDAP connections

Tune authentication node/module LDAP connections

Tune configuration store LDAP connections

To change LDAP configuration store settings, go to Deployment > Servers > Server Name > Directory Configuration.

Tune CTS store LDAP connections

You can increase the number of connections used for connecting to the CTS to increase throughput.

The default maximum number of connections to the CTS is 100.

To change the default, go to Deployment > Servers > Server Name > CTS > CTS Token Store, and set the Max Connections
property.

You may need to click the Inherit value property to unlock the value for editing.

If you need to change the default CTS connection timeout, go to Deployment > Servers > Server Name > Advanced and set the 
org.forgerock.services.datalayer.connection.timeout.cts.async  property.

Most CTS requests to the directory server are handled quickly, so the default timeout of 10 seconds is suitable in most cases.

You must restart AM or the container in which it runs for these changes to take effect.

Tune external policy and applications store LDAP connections

To change external policy and application data store settings, go to Configure > Global Services > External Data Stores >
Secondary Configurations > Store Name.

◦ 

◦ 

◦ 

◦ 

◦ 

LDAP configuration store settings

Setting Default
value

Details

Minimum Connection Pool 1 Property: minConnectionPool

Maximum Connection Pool 10 The default value of 10  is suitable for most cases; tuning this
setting does not affect operational performance, only system
startup.
Property: maxConnectionPool

lightbulb_2
You can also edit the Max Connections  default setting globally under Configure > Server Defaults > CTS > CTS Token
Store tab.

Tip
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Tune identity store LDAP connections

To change LDAP data store settings, go to Realms > Realm Name > Identity Stores > Identity Store Name. Each store has its own
connection pool, so each store needs its own tuning:

Tune UMA store LDAP connections

To increase the number of connections used for UMA-related data stores, go to Deployment > Servers > Server Name > UMA > 
UMA Store Type, and edit the Max Connections  property.

You may need to click the Inherit value property to unlock the value for editing.

info
Policy and application data is stored in the configuration data store if not configured separately. To manage the
configuration store connection pool, refer to Tune configuration store LDAP connections.

Note

LDAP policy and application store settings

Setting Default
value

Information

Minimum Connection Pool Size 1 Must be less than the maximum size to allow reaping to
function.
Property: minimumConnectionPool

Maximum Connection Pool Size 10 Property: maximumConnectionPool

LDAP identity store settings

Setting Default
value

Details

LDAP Connection Pool Minimum Size 1 A good tuning value for this property is 10.
Property: sun-idrepo-ldapv3-config-
connection_pool_min_size

LDAP Connection Pool Maximum Size 10 The maximum LDAP connection pool size; a high tuning value
for this property is 65, though you might well be able to
reduce this for your deployment. Ensure your LDAP server
can cope with the maximum number of clients across all the
AM servers.
Property: sun-idrepo-ldapv3-config-
connection_pool_max_size

lightbulb_2
You can also edit the Max Connections  default settings globally under Configure > Server Defaults > UMA > UMA
Store Type.

Tip
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Tune authentication node/module LDAP connections

To change connection pool settings for the LDAP Decision node and LDAP Authentication Module, go to Configure >
Authentication > Core Attributes > Global Attributes.

Tune JVM settings

This section gives some initial guidance on configuring the JVM for running AM when the deployment has a dedicated CTS token
store, and AM is configured to use server-side sessions.

These settings provide a strong foundation to the JVM before a more detailed garbage collection tuning exercise, or as best
practice configuration for production:

LDAP UMA store settings

Setting Default
value

Details

UMA Resource Store > Max Connections 10 Property: 
org.forgerock.services.resourcesets.store.max.connect

ions

UMA Audit Store > Max Connections 10 Property: 
org.forgerock.services.umaaudit.store.max.connection

s

Pending Requests Store > Max Connections 10 Property: 
org.forgerock.services.pendingrequests.store.max.conn

ections

UMA Resource Labels Store > Max
Connections

2 Property: 
org.forgerock.services.uma.labels.store.max.connectio

ns

LDAP authentication node/module settings

Setting Default
value

Details

Default LDAP Connection Pool Size 1:10 The minimum and maximum LDAP connection pool used by
the LDAP authentication node/module, separated by a colon

( : ) character.
Use 10:65  for production AM instances.
Property: iplanet-am-auth-ldap-connection-pool-
default-size
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Heap size settings

JVM parameters Suggested value Description

-Xms  & -Xmx At least 1 GB (2 GB with embedded DS),
in production environments at least 2
GB to 3 GB. This setting depends on the
available physical memory, and on
whether a 32- or 64-bit JVM is used.

-XX:MetaspaceSize  & -
XX:MaxMetaspaceSize

Set both to 256 MB Controls the size of the metaspace in
the JVM

-

Dsun.net.client.defaultReadTimeout

60000 Controls the read timeout in the Java
HTTP client implementation.
This applies only to the Sun/Oracle
HotSpot JVM.

-

Dsun.net.client.defaultConnectTime

out

High setting: 30000 (30 seconds) Controls the connect timeout in the
Java HTTP client implementation
When you have hundreds of incoming
requests per second, reduce this value
to avoid a huge connection queue.
This applies only to the Sun/Oracle
HotSpot JVM.

Security settings

JVM parameters Suggested value Description

-Dhttps.protocols TLSv1.2 Controls the protocols used for
outbound HTTPS connections from AM.
Specify one or more of the following
values, separated by commas:

TLSv1.2
TLSv1.3

This setting applies only to Sun/Oracle
Java environments.

• 
• 
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JVM parameters Suggested value Description

-

Dorg.forgerock.openam.ldap.secure.

protocol.version

TLSv1.2 Controls the protocol AM uses to
connect to affected external resources.
Specify one or more of the following
values, separated by commas:

TLSv1.2
TLSv1.3

This setting overrides the default server
value. For details, refer to advanced
properties.

• 
• 

Garbage collection settings

JVM parameters Suggested value Description

-verbose:gc Verbose garbage collection reporting.

-Xlog:gc* -Xlog:gc=info:file=$CATALINA_HOME/

logs/gc-info.log

Logs detailed information about
garbage collection. When using the -
Xlog:gc  option, you can also specify
the level, and output file.

-XX:+HeapDumpOnOutOfMemoryError Out of Memory errors generate a heap
dump automatically.

-XX:HeapDumpPath $CATALINA_HOME/logs/heapdump.hprof Location of the heap dump.

-XX:+PrintClassHistogram Prints a heap histogram when the JVM
receives a SIGTERM signal.
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Tune caching

AM caches data to avoid having to query user and configuration data stores each time it needs the information. By default, AM
makes use of LDAP persistent search to receive notification of changes to cached data. For this reason, caching works best when
data are stored in a directory server that supports LDAP persistent search.

AM has two kinds of configurable cache on the server side; one for configuration data and one for user data. You can generally
use the default settings for configuration data cache. This section covers the configuration choices available for caching user data.

AM implements the global user data cache for its user data stores.

The user data store also supports a DN cache, used to cache DN lookups that tend to occur in bursts during authentication. The
DN cache can become out of date when a user is moved or renamed in the underlying LDAP store, events that are not always
reflected in a persistent search result. You can enable the DN cache when the underlying LDAP store supports persistent search
and mod DN  operations (that is, move or rename DN).

The following diagram depicts the two kinds of cache, and also the two types of caching available for user data:

Java 17-specific settings

Module flag Suggested value Description

--add-opens java.xml/

com.sun.org.apache.xerces.internal

.dom=ALL-UNNAMED

When running AM with JRE 17, SAML
Artifact flows (or any flows that use
Xerces SOAP libraries) can fail with the
following error:
Caused by:

java.lang.IllegalAccessError:

superclass access check failed:

class

com.sun.xml.messaging.saaj.soap.SO

APDocumentImpl (in unnamed module

@0x774ca796) cannot access class

com.sun.org.apache.xerces.internal

.dom.DocumentImpl (in module

java.xml) because module java.xml

does not export

com.sun.org.apache.xerces.internal

.dom to unnamed module @0x774ca796

Set this module flag to avoid this error.
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Figure 1. Caches

The rest of this page concerns mainly settings for global user data cache and for SDK clients. For a look at data store cache
settings, refer to Tune LDAP connectivity.

Overall server cache settings

By default, AM has caching enabled for both configuration data and user data. This setting is governed by the server property 
com.iplanet.am.sdk.caching.enabled , which is true  by default. If you set this advanced property to false , you can enable
caching independently for configuration data and for user data.

Turn off global user data caching

If, however, you have at least one identity store that does not support LDAP persistent search, then you must disable the global
cache for user data. Otherwise, user data caches cannot stay in sync with changes to user data entries:

In the AM admin UI, go to Deployment > Servers > Server Name > Advanced.

Set the value of the com.iplanet.am.sdk.caching.enabled  property to false  to disable caching overall.

Set the value of the com.sun.identity.sm.cache.enabled  property to true  to enable configuration data caching.

All supported configuration data stores support LDAP persistent search, so it is safe to enable configuration data caching.

emergency_home
Disabling caching can have a severe negative impact on performance. This is because when caching is disabled, AM
must query a data store each time it needs data. 

Important

1. 

2. 

3. 
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Save your work.

AM starts persistent searches on user data stores when possible(1) in order to monitor changes.

With user data store caching disabled, AM still starts the persistent searches, even though it no longer uses the results.

Therefore, if you disable user data store caching, you should also disable persistent searches on identity stores in your
deployment to improve performance.

To disable persistent search on an identity store, go to Realms > Realm Name > Identity Stores > Identity Store Name >
Persistent Search Controls and remove the value of the Persistent Search Base DN configuration property (leave it
blank).

(1) AM starts persistent searches on user data stores on directory servers that support the psearch  control.

Change the maximum size of the global user data cache

With a large user data store and active user base, the number of user entries in cache can grow large.

In the AM admin UI, go to Configure > Server Defaults > SDK.

Change the value of SDK Caching Maximum Size.

There is no corresponding setting for configuration data, because the number of configuration entries in a large
deployment is not likely to grow nearly as large as the number of user entries.

Clear the configuration cache

When you change configuration property values, the old value remains in effect until the affected service is restarted. To avoid
having to restart AM when you change a property value, you can clear the configuration cache and force the new property value
to take effect.

To clear the configuration cache, send an empty POST request to the /json/cache  endpoint with the clear  action, for example:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iplanetDirectoryPro: kYQVVJ2YFCuAe-b1xjm7evGBDkw.AAJTSQACMDEAAlNLABxQS0ZIYzBPeFVWUzBQOTNLaHV0elVQemdqVU09AA
R0eXBlAANDVFMAAlMxAAA. " \
--header  "Accept-API-Version: resource=1.0" \
--data '{}' \

https://openam.example.com:8443/openam/json/cache?_action=clear

{}

Only members of a group with the Realm Admin  or Cache Admin  privilege can run this operation to clear the cache. All attempts
to access the endpoint are audited, including information about the user that attempted to clear the cache.

info
You must explicitly set this property to true, because setting the value of the property 
com.iplanet.am.sdk.caching.enabled to false in the previous step disables both user and configuration
data caching. 

Note

4. 

5. 

1. 

2. 
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Cache settings

The table below provides a quick reference, primarily for user data cache settings.

Notice that many properties for configuration data cache have sm  (for Service Management) in their names, whereas those for
user data have idm  (for Identity Management) in their names:

Cache properties

Property Description Default Applies to

com.iplanet.am.sdk.cache.maxS

ize

Maximum number of user entries cached. 10000 Server and SDK

com.iplanet.am.sdk.caching.en

abled

Whether to enable caching for both configuration
data and also for user data.
If true , this setting overrides 
com.sun.identity.idm.cache.enabled  and 
com.sun.identity.sm.cache.enabled .
If false , you can enable caching independently for
configuration data and for user data using the
aforementioned properties.

true Server and SDK

com.iplanet.am.sdk.remote.pol

lingTime

How often in minutes the SDK client, such as a web
or a Java agent, should poll AM for modified user
data entries.
The SDK also uses this value to determine the age of
the oldest changes requested. The oldest changes
requested are 2 minutes older than this setting. In
other words, by default the SDK polls for entries
changed in the last 3 minutes.
Set this to 0 or a negative integer to disable polling.

1 (minute) SDK

com.sun.am.event.notification

.expire.time

How long AM stores a given change to a cached
entry, so that clients polling for changes do not miss
the change.

30 (minutes) Server only

com.sun.identity.idm.cache.en

abled

If com.iplanet.am.sdk.caching.enabled  is true ,
this property is ignored.
Otherwise, set this to true  to enable caching of
user data.

false Server and SDK

com.sun.identity.idm.cache.en

try.default.expire.time

How many minutes to store a user data entry in the
global user data cache.

30 (minutes) Server and SDK

com.sun.identity.idm.cache.en

try.expire.enabled

Whether user data entries in the global user data
cache should expire over time.

false Server and SDK
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Debug logging

AM services capture a variety of information in debug logs. Unlike audit log records, debug log records are unstructured. Debug
logs contain different types of information that is useful when troubleshooting AM, including stack traces.

AM uses Logback as the handler for debug logging, making it easily customizable. For example, the level of debug log record
output is configurable, as is the storage location and format.

AM lets you enable the debug log level for specific classes in the AM code base. This can be useful when you must turn on debug
logging in a production system where you want to avoid excessive logging, but must gather messages when you reproduce a
problem.

You can choose the level of logging from the following options:

Off

No debug messages are logged.

Error

Debug messages signifying that an error has occurred are logged.

This is the default level.

Property Description Default Applies to

com.sun.identity.idm.remote.n

otification.enabled

Whether the SDK client, such as a web or a Java
agent, should register a notification listener for user
data changes with the AM server.
The SDK client uses the URL specified by 
com.sun.identity.client.notification.url  to
register the listener so that AM knows where to
send notifications.
If notifications cannot be enabled for some reason,
then the SDK client falls back to polling for changes.

true SDK

com.sun.identity.sm.cache.ena

bled

If com.iplanet.am.sdk.caching.enabled  is true ,
this property is ignored.
Otherwise, set this to true  to enable caching of
configuration data. It is recommended that you
always set this to true .

false Server and SDK

sun-idrepo-ldapv3-dncache-

enabled

Set this to true  to enable DN caching of user data. false Server and SDK

sun-idrepo-ldapv3-dncache-

size

Sets the cache size. 1500 Server and SDK
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Warning

Debug messages signifying potentially harmful situations are logged.

Information

Debug messages that contain coarse-grained information about the status of AM are logged.

Debug

Debug messages that contain fine-grained information useful for troubleshooting AM are logged.

Trace

All debug messages are logged.

Create loggers to specify the debug level for a class, and choose where the output is recorded. The logger used by a feature in AM
is hierarchical, based on the class that is creating the debug messages. The most specific logger is used, which is the logger whose
path most closely matches the class that is creating the log messages.

For example, if you knew there was an issue in an authentication module, you might enable trace-level debug logging in 
org.forgerock.openam.authentication.modules . If you are not sure where the problem lies, you may choose a broader option,
for example org.forgerock.openam.authentication .

The least-specific, catch-all logger is named ROOT .

AM also logs information related to client interactions using the org.apache.http.wire  and org.apache.http.headers
appenders. The information they collect is useful, for example, when you are developing authentication scripts or when your
environment requires STS transformations.

By default, these appenders are always set to the Warning  level unless logging is disabled. For more information, see the 
org.forgerock.allow.http.client.debug advanced server property.

You can configure debug logging temporarily by using the AM admin UI, or you can create a file in the AM classpath with
persistent debug configuration.

Temporarily enable debug logging with Logback.jsp

These steps let you temporarily capture debug messages, until the next time AM or the container in which it runs is restarted.

In the AM admin UI, go to Logback.jsp  in the root context of the AM installation, for example https://
openam.example.com:8443/openam/Logback.jsp .

No links to this page are provided in the AM admin UI.

The page displays all the appenders and their associated debug loggers, for example:

1. 

emergency_home
Only the amAdmin  administrator account can access the Logback.jsp  page and alter the debug settings;
delegated administrators do not have access.

Important
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For configuration that defines similar appenders and loggers, refer to the example logback.xml.

The following lists contain the available logger names ordered by their associated appender:
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Authentication service, framework, Auth modules, Callbacks, JAAS, API
com.sun.identity.authentication.spi.AMLoginModule,
org.forgerock.openam.core.rest.authn.callbackhandlers,
com.sun.identity.authentication.spi.AMAuthCallBackImpl,
com.sun.identity.authentication.service.AuthContextLookup,
com.sun.identity.authentication.util,
org.forgerock.openam.authentication.service.LoginContextFactory,
com.sun.identity.authentication.server.AuthContextLocal,
com.sun.identity.authentication.service.AMAccountLockout,
com.sun.identity.authentication.service.LoginState,
com.sun.identity.authentication.UI.LoginViewBean,
com.sun.identity.authentication.client,
org.forgerock.openam.core.rest.authn.trees,
com.sun.identity.authentication.spi.FirstTimeLogin,
org.forgerock.openam.auth,
org.forgerock.openam.authentication.service.SessionPropertyUpgrader,
com.sun.identity.authentication.UI.AuthExceptionViewBean,
com.sun.identity.authentication.spi.ReplayPasswd,
com.sun.identity.authentication.config,
com.sun.identity.authentication.share,
org.forgerock.openam.authentication.SessionUpgradeVerifier,
com.sun.identity.authentication.service.DSAMECallbackHandler,
com.sun.identity.authentication.spi.AMModuleProperties,
org.forgerock.openam.utils.MappingUtils,
com.sun.identity.authentication.UI.AuthenticationServletBase,
com.sun.identity.authentication.service.AuthenticationPrincipalDataRetrieverFactory,
com.sun.identity.authentication.UI.LogoutViewBean,
com.iplanet.security,
com.sun.identity.authentication.internal,
com.sun.identity.authentication.AuthContext,
com.sun.identity.policy.plugins.AuthenticatedSharedAgents,
org.forgerock.openam.ldap.LDAPAuthUtils,
com.sun.identity.authentication.UI.AuthViewBeanBase,
org.forgerock.openam.authentication.modules,
com.iplanet.services.cdm,
org.forgerock.openam.authentication.service.AuthUtilsWrapper,
com.sun.identity.policy.plugins.AuthenticatedAgents,
com.sun.identity.authentication.spi.JwtReplayPassword,
com.sun.identity.policy.plugins.AllowedAgents,
com.sun.identity.authentication.service.AuthenticationServiceAttributeCache,
com.sun.identity.authentication.jaas,
com.sun.identity.authentication.service.AuthD,
org.forgerock.openam.core.rest.authn.core,
org.forgerock.openam.scripting.api,
com.sun.identity.common.ISAccountLockout,
org.forgerock.openam.core.rest.authn.RestAuthCallbackHandlerFactory,
org.forgerock.openam.core.rest.authn.RestAuthCallbackHandlerManager,
org.forgerock.openam.webhook,
com.iplanet.services.cdc,
com.sun.identity.authentication.modules,
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org.forgerock.openam.core.rest.authn.http.AuthenticationServiceV1,
com.sun.identity.authentication.service.AuthUtils,
com.sun.identity.policy.plugins.AuthenticatedSharedAgentsCondition,
org.forgerock.openam.authentication.service.JAASModuleDetector,
org.forgerock.openam.core.rest.authn.RestAuthenticationHandler

PingAM Maintenance

Copyright © 2025 Ping Identity Corporation 539



Service Configuration, Delegation, SMS Schema, SMS repository, plugins
com.sun.identity.sm.ServiceSchemaManager,
com.iplanet.services.ldap.event.EventService,
com.sun.identity.sm.SMSSchema,
com.sun.identity.tools,
com.sun.identity.sm.SMSUtils,
com.sun.identity.common.configuration.ServerConfigXMLObserver,
com.sun.identity.sm.ServiceSchema,
com.sun.identity.delegation,
com.sun.identity.sm.OrganizationConfigManager,
com.sun.identity.sm.ldap,
com.sun.identity.sm.SMSNotificationManager,
com.sun.identity.sm.PluginSchema,
com.sun.identity.sm.AttributeValidator,
com.sun.identity.sm.ServiceConfigManagerImpl,
com.sun.identity.sm.ServiceConfigImpl,
com.sun.identity.sm.SMSPropertiesObserver,
com.sun.identity.sm.OrganizationConfigManagerImpl,
com.sun.identity.sm.AuthenticationServiceNameProviderImpl,
org.forgerock.openam.xui.XUIFilter,
com.sun.identity.sm.ServiceSchemaImpl,
com.sun.identity.setup,
com.sun.identity.sm.AttributeSchemaState,
com.sun.identity.sm.ServiceInstanceImpl,
org.forgerock.openam.auditors,
com.sun.identity.workflow,
com.sun.identity.sm.ServiceConfigManager,
org.forgerock.openam.sm.validation,
com.sun.identity.common.configuration.SessionSiteNames,
com.sun.identity.sm.ServiceConfig,
com.sun.identity.sm.SMServlet,
com.sun.identity.sm.ServiceManager,
com.sun.identity.common.configuration.ServerPropertyValidator,
com.sun.identity.sm.SMSEntry,
com.sun.identity.sm.PluginConfig,
org.forgerock.openam.utils.OpenAMSettingsImpl,
com.sun.identity.sm.jaxrpc,
com.sun.identity.sm.DNMapper,
com.sun.identity.sm.SMSException,
com.sun.identity.sm.SMSEventListenerManager,
org.forgerock.openam.utils.MapHelper,
com.sun.identity.sm.ServiceInstance,
com.sun.identity.config.util,
com.sun.identity.sm.CachedSubEntries,
com.sun.identity.sm.PluginConfigImpl,
com.sun.identity.authentication.service.ConfiguredSocialAuthServices,
com.sun.identity.sm.ServiceSchemaManagerImpl,
com.sun.identity.sm.CachedSMSEntry,
com.sun.identity.sm.CreateServiceConfig,
com.sun.identity.sm.AttributeSchema,
com.sun.identity.sm.PluginSchemaImpl
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Core infrastructure services, PLL, cookies, naming, logging, upgrade, Scripting
com.sun.identity.monitoring,
com.sun.identity.saml2.idpdiscovery,
com.sun.identity.security.cert.CRLValidator,
org.forgerock.openam.xacml.v3.rest,
org.forgerock.openam.core.rest.SelfServiceUserUiRolePredicate,
org.forgerock.openam.core.rest.cts,
org.forgerock.openam.sm.datalayer.impl.ldap.LdapSearchHandler,
org.forgerock.openam.security,
com.sun.identity.plugin.monitoring.impl,
org.forgerock.openam.sm.datalayer.providers,
com.zaxxer.hikari,
org.forgerock.openam.uma.UmaUserUiRolePredicate,
com.sun.identity.common.RequestUtils,
org.forgerock.openam.entitlement.rest.SubjectAttributesResourceV1,
org.forgerock.openam.services.baseurl,
org.forgerock.openam.core.rest.IdentityRestUtils,
org.forgerock.openam.core.rest.UserGroupsResource,
org.forgerock.openam.oauth2.rest,
com.sun.identity.authentication.UI.taglib,
org.forgerock.openam.core.rest.docs,
com.sun.identity.log,
org.forgerock.openam.core.rest.AllAuthenticatedUsersResource,
org.forgerock.openam.utils.WhitelistObjectInputStream,
org.forgerock.openam.core.rest.dashboard,
com.sun.identity.common.SystemTimerPool,
org.forgerock.openam.core.rest.session.AnyOfAuthzModule,
org.forgerock.openam.rest,
org.forgerock.openam.core.rest.sms,
com.sun.identity.common.admin,
org.forgerock.openam.shared.resourcename,
com.sun.identity.security.AdminTokenAction,
org.forgerock.openam.uma.rest.UmaPolicyResourceAuthzFilter,
org.forgerock.openam.shared.concurrency,
org.forgerock.openam.core.rest.session.SessionResourcePrivilegeAuthzModule,
org.forgerock.openam.entitlement.rest.ResourceTypesResource,
org.forgerock.openam.uma.rest.UmaPolicyServiceImpl,
org.forgerock.openam.entitlement.rest.DecisionCombinersResource,
com.sun.identity.common.HttpURLConnectionManager,
org.forgerock.openam.sm.datalayer.impl.SeriesTaskExecutor,
org.forgerock.openam.network.ipv4.IPv4AddressRange,
org.forgerock.openam.audit,
org.forgerock.audit,
com.sun.identity.common.DNUtils,
org.forgerock.openam.utils.IPRange,
org.forgerock.openam.services.RestSecurity,
org.forgerock.openam.core.rest.IdentityResourceV4,
org.forgerock.openam.core.rest.IdentityResourceV3,
com.sun.identity.security.SecurityDebug,
org.forgerock.openam.backstage,
org.forgerock.openam.core.rest.server,
org.forgerock.openam.utils.ClientUtils,
org.forgerock.openam.core.rest.IdentityResourceV2,
org.forgerock.openam.entitlement.rest.ApplicationV1Filter,
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org.forgerock.openam.core.rest.IdentityResourceV1,
org.forgerock.openam.core.rest.devices,
org.forgerock.openam.entitlement.rest.ApplicationsResource,
com.sun.identity.policy.util.Gateway,
com.sun.identity.shared.jaxrpc,
org.forgerock.openam.forgerockrest,
com.iplanet.am.util,
com.iplanet.services.comm,
org.forgerock.openam.core.rest.authn.AuditHelper,
org.forgerock.openam.sm.datalayer.impl.PooledTaskExecutor,
org.forgerock.openam.ldap.LdifUtils,
org.forgerock.openam.core.rest.session.action.LogoutByHandleActionHandler,
org.forgerock.openam.sm.datalayer.impl.ldap.LdapQueryBuilder,
com.sun.identity.shared.search,
org.forgerock.openam.entitlement.rest.SubjectTypesResource,
com.sun.identity.shared.encode.CookieUtils,
com.iplanet.services.naming,
org.forgerock.openam.cors,
com.sun.identity.idsvcs,
com.sun.identity.jaxrpc,
org.forgerock.openam.http,
org.forgerock.openam.shared.guice,
org.forgerock.openam.utils.AMKeyProvider,
org.forgerock.openam.utils.AuthLevelUtils,
org.forgerock.openam.shared.security.whitelist,
org.forgerock.openam.notifications,
com.sun.identity.policy.util.GatewayServletUtils,
org.forgerock.openam.core.sms,
org.forgerock.openam.blacklist,
com.sun.identity.common.configuration.AgentConfiguration,
org.forgerock.openam.entitlement.rest.ApplicationTypesResource,
org.forgerock.openam.monitoring,
com.sun.identity.common.ResourceLookup,
org.forgerock.openam.entitlement.rest.PolicyV1Filter,
com.sun.identity.authentication.server.AuthXMLRequestParser,
org.forgerock.openam.entitlement.rest.wrappers,
com.sun.identity.security.cert.AMCertStore,
org.forgerock.openam.sm.datalayer.impl.SimpleTaskExecutor,
com.sun.identity.shared.locale,
com.sun.identity.shared.whitelist,
org.forgerock.openam.sm.datalayer.impl.ldap.CTSDJLDAPv3PersistentSearch,
com.sun.identity.protocol,
org.forgerock.openam.scripting.rest,
org.forgerock.openam.entitlement.rest.ConditionTypesResource,
org.forgerock.openam.core.rest.record,
com.sun.identity.security.cert.AMCertPath,
org.forgerock.openam.utils.ServiceConfigUtils,
com.sun.identity.authentication.server.AuthXMLRequest

Embedded Directory Server
org.forgerock.opendj,
com.forgerock.opendj,
com.forgerock.opendj.ldap.config,
org.opends
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Federated SSO, protocols (WS-Federation, SAML2), Metadata, Hub, Circle of Trust
com.sun.identity.wsfederation.profile,
com.sun.identity.saml2.servlet,
com.sun.identity.saml2.plugins.SAML2PluginsUtils,
com.sun.identity.plugin.datastore,
com.sun.identity.saml2.logging,
com.sun.identity.saml2.protocol,
com.sun.identity.saml2.common,
com.sun.identity.saml2.plugins.DefaultAccountMapper,
org.forgerock.openam.federation,
com.sun.identity.wsfederation.plugins.DefaultSPAttributeMapper,
com.sun.identity.saml2.plugins.DefaultSPAccountMapper,
com.sun.identity.wsfederation.plugins.whitelist,
com.sun.identity.saml2.profile,
com.sun.identity.wsfederation.plugins.DefaultLibrarySPAccountMapper,
com.sun.identity.saml2.plugins.SAML2IDPProxyFRImpl,
com.sun.identity.wsfederation.key,
com.sun.identity.multiprotocol,
com.sun.identity.saml2.plugins.SAML2IDPProxyImpl,
com.sun.identity.wsfederation.servlet,
com.sun.identity.xacml,
com.sun.identity.plugin.monitoring.MonitorManager,
com.sun.identity.saml2.plugins.DefaultIDPAuthnContextMapper,
com.sun.identity.wsfederation.plugins.DefaultAccountMapper,
com.sun.identity.saml2.plugins.DefaultAttributeMapper,
com.sun.identity.wsfederation.plugins.DefaultAttributeMapper,
org.forgerock.openam.authentication.Saml2SessionUpgradeHandler,
com.sun.identity.saml2.ecp,
org.forgerock.openam.wsfederation,
com.sun.identity.federation,
org.forgerock.openam.saml2,
jsp.saml2,
com.sun.identity.saml2.plugins.DefaultIDPECPSessionMapper,
com.sun.identity.saml2.plugins.DefaultLibrarySPAccountMapper,
com.sun.identity.plugin.log,
com.sun.identity.saml,
com.sun.identity.wsfederation.meta,
com.sun.identity.wsfederation.plugins.DefaultIDPAuthenticationMethodMapper,
com.sun.identity.saml2.plugins.DefaultFedletAdapter,
com.sun.identity.saml2.plugins.DefaultLibraryIDPAttributeMapper,
com.sun.identity.saml2.xmlenc,
com.sun.identity.saml2.plugins.DefaultSPAttributeMapper,
com.sun.identity.saml2.plugins.DefaultSPAuthnContextMapper,
com.sun.identity.saml2.xmlsig,
com.sun.identity.liberty.ws.security,
com.sun.identity.plugin.session.SessionManager,
com.sun.identity.wsfederation.plugins.DefaultIDPAccountMapper,
com.sun.identity.plugin.session.impl.FMSessionProvider,
com.sun.identity.saml2.key,
com.sun.identity.wsfederation.logging,
com.sun.identity.saml2.plugins.DefaultIDPAccountMapper,
com.sun.identity.wsfederation.plugins.DefaultADFSPartnerAccountMapper,
com.sun.identity.saml2.assertion,
com.sun.identity.wsfederation.plugins.DefaultIDPAttributeMapper,
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com.sun.identity.plugin.session.impl.FedletSessionProvider,
com.sun.identity.saml2.meta,
com.sun.identity.plugin.configuration,
com.sun.identity.saml2.soapbinding,
com.sun.identity.wsfederation.common,
com.sun.identity.cot

Identity Repositories, Datastores, plugins
com.sun.identity.common.ISResourceBundle,
com.iplanet.am.sdk,
org.forgerock.openam.idrepo.ldap.DJLDAPv3Repo,
org.forgerock.openam.shared.security.crypto,
com.iplanet.sso.SSOTokenManager,
com.iplanet.services.ldap.DefaultDataStoreConfigurationManager,
com.sun.identity.idm,
org.forgerock.openam.idrepo.ldap.helpers.DirectoryHelper,
com.sun.identity.shared.encode.Hash,
org.forgerock.openam.core.realms,
org.forgerock.openam.shared.security.ThreadLocalSecureRandom,
com.iplanet.services.ldap.event.LDAPv3PersistentSearch,
org.forgerock.openam.idrepo.ldap.psearch,
com.sun.identity.security.ServerInstanceAction,
org.forgerock.openam.identity,
org.forgerock.openam.ldap.LDAPUtils

OAuth 2.0 Provider
org.forgerock.openam.oauth2.OpenAMClientRegistrationStore,
org.forgerock.openam.oauth2.secrets,
org.forgerock.openidconnect,
org.forgerock.openam.oauth2.resources.ResourceSetLabelRegistration,
org.forgerock.openam.oauth2.OAuth2GlobalSettings,
org.forgerock.openam.oauth2.OpenAMClientRegistration,
org.forgerock.openam.oauth2.ciba,
org.forgerock.openam.oauth2.requesturis,
org.forgerock.openam.oauth2.OAuth2AuditLogger,
org.forgerock.openam.oauth2.token,
org.forgerock.openam.oauth2.IdentityManager,
org.forgerock.openam.oauth2.IgAgentClientRegistration,
org.forgerock.openam.oauth2.jwks,
org.forgerock.oauth2,
org.forgerock.openam.utils.RealmNormaliser,
org.forgerock.openam.oauth2.AgentClientRegistration,
org.forgerock.openam.oauth2.ClientCredentialsReader,
org.forgerock.openam.oauth2.remoteconsent,
org.forgerock.openam.oauth2.OpenAMScopeValidator,
org.forgerock.openam.oauth2.OAuth2Monitor
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Directory Server SDK
org.forgerock.opendj.ldif,
org.forgerock.opendj.asn1,
com.forgerock.opendj.util,
com.forgerock.opendj.ldap,
org.forgerock.opendj.ldap,
org.forgerock.opendj.util
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Miscellaneous logs
org.forgerock.openam.secrets.SecretIdChoiceValues,
org.forgerock.am.iot.IntrospectTokenActionHandler,
com.sun.identity.sm.SmsObjectResolver,
org.forgerock.config.resolvers,
org.forgerock.openam.services.datastore,
org.forgerock.openam.utils.JCECipherProvider,
org.forgerock.config.resolvers.SystemPropertyResolver,
com.sun.identity.policy.plugins,
org.forgerock.openam.entitlement.rest,
org.forgerock.openam.services.datastore.DataStoreConsistencyFilter,
org.forgerock.openam.oauth2.saml2,
org.forgerock.secrets.propertyresolver.PropertyResolverSecretStore,
org.forgerock.openam.headers.DisableSameSiteCookiesFilter,
org.forgerock.openam.oauth2.resources,
org.forgerock.openam.uma.rest,
org.forgerock.openam.integration.idm.IdmClientIdRepo,
org.forgerock.am.health.HealthCheckService,
com.sun.identity.shared,
org.forgerock.openam.network.ipv4,
com.forgerock,
org.forgerock.openam.core.rest.session,
org.forgerock.util.encode.Base64url,
org.forgerock.openam.core.rest,
com.iplanet.services.ldap.ServerGroup,
org.forgerock.am.iot.ThingsResource,
org.forgerock.openam.uma,
org.forgerock.openam.secrets.config.GoogleKeyManagementServiceSecretStore,
org.forgerock.api.models.Resource,
org.forgerock.openam.oauth2.saml2.core.Saml2GrantTypeHandler,
com.sun.identity.configuration.ConfigFedMonitoring,
org.forgerock.openam.setup.BootstrapSubstitutionService,
org.forgerock.util.promise,
org.forgerock.config.resolvers.EnvironmentVariableResolver,
org.forgerock.config.util,
org.forgerock.openam.scripting.ScriptEngineConfigurator,
org.forgerock.openam.oauth2.guice,
org.forgerock.openam.scripting.persistence,
org.forgerock.api.models.Items,
org.forgerock.openam.homedirectory.HomeDirectoryUtils,
org.forgerock.openam.selfservice,
com.iplanet.services,
org.forgerock.openam.scripting.ThreadPoolScriptEvaluator,
jsp,
org.forgerock.am.health.ReadinessCheckEndpoint,
io.swagger.models.parameters.AbstractSerializableParameter,
org.forgerock.openam.social,
com.sun.identity.plugin.monitoring,
org.forgerock.openam.services.MailService,
OAuth2Factory,
org.apache.http.headers,
org.forgerock.json,
org.forgerock.openam.oauth2.OAuth2UrisFactory,
com.sun.identity.shared.encode,
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org.forgerock.http.swagger,
com.iplanet,
com.sun.identity.common.configuration,
org.forgerock.json.resource.InterfaceCollectionInstance,
org.forgerock.json.resource.http.HttpUtils,
org.forgerock.openam.uma.UmaProviderSettingsFactory,
org.forgerock.openam.utils,
org.forgerock.openam.scripting,
org.forgerock.openam.uma.rest.UmaEnabledFilter,
org.forgerock.openam.sts.publish.rest.RestSTSSetupListener,
org.forgerock.util.encode.Base64,
com.zaxxer,
org.forgerock.openam.oauth2.guice.OAuth2GuiceModule,
org.forgerock.openam.social.idp.SocialIdpJwksSecretsProvider,
org.forgerock.secrets,
org.forgerock.util.promise.Promises,
org.forgerock.secrets.SecretReference,
org.forgerock.openam.sts.publish.common.STSInstanceConfigStoreBase,
io.swagger.models.parameters,
org.forgerock.openam.sts.publish.common,
io.swagger,
org.forgerock.openam.oauth2.pop,
org.forgerock.openam.sm.datalayer,
org.forgerock.openam.social.idp.choiceValues.AllowedJweAlgorithms,
org.forgerock.http,
oauth2,
org.forgerock.openam.service.datastore.LdapDataStoreService,
org.forgerock.http.filter,
org.apache.http.wire,
org.forgerock.http.swagger.OpenApiRequestFilter,
org.forgerock.openam.xui,
org.forgerock.api.models,
com.iplanet.services.ldap.event,
org.forgerock.json.jose.jws.SigningManager,
com.sun.identity.shared.xml.XMLUtils,
org.forgerock.http.oauth2,
org.forgerock.util.promise.PromiseImpl,
org.forgerock.openam.secrets,
org.forgerock.openam.sts.publish.service,
org.forgerock.openam.sm.config.ConsoleConfigHandlerImpl,
org.forgerock.openam.integration.idm,
com.sun.identity.authentication,
io.swagger.models,
org.forgerock.openam.selfservice.SelfServiceRequestHandler,
org.forgerock.am.health.LivenessCheckEndpoint,
com.sun.identity.sm.RootSuffixProvider,
org.forgerock.am.iot,
idRepoAuditor,
org.forgerock.openam.sm.datalayer.impl,
org.forgerock.http.util,
com.sun.identity.plugin.session.impl,
com.sun.identity.common,
org.forgerock.openam.utils.PerThreadCache,
com.sun.identity.shared.xml,
org.forgerock.openam.service.datastore,
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com.sun.identity.shared.datastruct,
org.forgerock.json.jose.jws,
com.sun.identity.common.configuration.ConfigurationObserver,
com.sun.identity.configuration,
org.forgerock.http.filter.TransactionIdInboundFilter,
frRest,
org.forgerock.secrets.propertyresolver,
org.apache,
org.forgerock.openam.service,
org.forgerock.openam.secrets.SecretsUtils,
org.forgerock.openam.utils.LogUtils,
ROOT,
com.sun.identity.common.ShutdownManager,
org.forgerock.am.iot.GetAccessTokenActionHandler,
org.forgerock.openam.core.rest.authn,
org.forgerock.openam.scripting.persistence.config.consumer.ScriptTypeAdapter,
com.sun,
org.forgerock.util.i18n,
org.forgerock.openam.entitlement.service.ApplicationServiceImpl,
com.sun.identity.policy.plugins.PrefixResourceName,
com.sun.identity.wsfederation.plugins,
org.forgerock.openam.secrets.config.GoogleSecretManagerSecretStoreProvider,
org.forgerock.api.transform,
org,
org.forgerock.util.encode,
com.sun.identity.sm.SmsWrapperObject,
org.forgerock.openam.sm.config,
org.forgerock.openam.scripting.sandbox,
org.forgerock.openam.shared.security,
org.forgerock.api.transform.OpenApiTransformer,
org.forgerock.http.oauth2.ResourceServerFilter,
org.forgerock.openam.headers,
com.sun.identity,
org.forgerock.openam.core.rest.authn.http,
org.forgerock.openam.errors,
org.forgerock.openam.idrepo.ldap.helpers,
org.forgerock.openam.secrets.config.SecretsPlugin,
org.forgerock.http.protocol.Form,
org.forgerock.json.resource,
org.forgerock.util.i18n.PreferredLocales,
com.iplanet.services.ldap,
com.sun.identity.sm.schema.ParsedSchema,
org.forgerock.openam.scripting.service.ScriptChoiceValues,
org.forgerock.openam.sts.publish.rest.RestSTSInstancePublisherImpl,
org.forgerock.openam.errors.AgentResourceExceptionMappingHandler,
org.forgerock.config.resolvers.FlatFileResolver,
org.forgerock.http.routing,
org.forgerock.openam.oauth2.pop.MutualTlsConfirmationMethod,
org.forgerock.openam.scripting.StandardScriptEvaluator,
org.forgerock.am.iot.IotClientRegistrationStore,
org.forgerock.http.servlet.Servlet3Adapter,
org.forgerock.openam.idrepo,
org.forgerock.config,
ldapUrl,
org.forgerock.json.resource.InterfaceSingletonHandler,
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org.forgerock.openam.secrets.config,
org.forgerock.openam.sm.DefaultAnnotatedServiceRegistry,
org.forgerock.am.health,
org.forgerock.caf.authentication.framework,
org.forgerock.am.iot.GetUserTokenActionHandler,
com.sun.identity.authentication.UI.LoginLogoutMapping,
org.forgerock.openam.config,
io,
org.forgerock.caf.authentication,
org.forgerock.openam.sm,
org.forgerock.openam.sm.ServiceSchemaRegistrar,
org.forgerock.api.models.Operation,
org.forgerock.http.protocol,
org.forgerock.util.DirectoryWatcher,
com.sun.identity.security,
org.forgerock.openam.entitlement,
org.forgerock.openam.oauth2.ClientCertificateHeaderFormat,
org.forgerock.am.iot.GetUserCodeActionHandler,
org.forgerock.openam.shared,
org.forgerock.http.servlet,
org.forgerock.api.CrestApiProducer,
org.forgerock.openam.sm.annotations.SchemaBuilder,
org.forgerock.openam.scripting.sandbox.RhinoSandboxClassShutter,
org.forgerock.util.xml,
com.sun.identity.authentication.service.ConfiguredIdentityTypes,
org.forgerock.openam.xacml,
org.forgerock.openam.scripting.service.GlobalScriptChoiceValues,
com.iplanet.services.ldap.Server,
com.sun.identity.sm,
org.forgerock.openam.sts.publish.rest.RestSTSPublishServiceListener,
org.forgerock.secrets.AllowedKeyUsageConstraint,
org.forgerock.openam.oauth2.jar,
org.forgerock.openam.oauth2.OAuth2Utils,
org.forgerock.openam.sm.health.FbcLivenessCheck,
org.forgerock.json.resource.http,
org.forgerock.openam.idrepo.ldap,
com.sun.identity.authentication.UI,
com.iplanet.services.util,
com.sun.identity.liberty.ws,
com.sun.identity.authentication.server,
org.forgerock.openam.sts.publish.service.SoapSTSPublishServiceRequestHandler,
org.forgerock.util,
com.iplanet.sso,
org.forgerock.openam.sm.health.PluginStartupCheck,
org.forgerock.guice.core.InjectorFactory,
org.forgerock.openam.sm.datalayer.impl.ldap,
org.forgerock.openam.sts.publish,
org.forgerock.macaroons,
org.forgerock.openam.selfservice.SelfServiceTreesResource,
com,
org.forgerock.openam.scripting.service.StandardScriptStoreFactory,
org.forgerock.openam.scripting.persistence.config,
org.forgerock.openam.validation,
com.sun.identity.authentication.service,
com.sun.identity.sm.SMSThreadPool,
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org.forgerock.openam.validation.RequestEntitySizeVerificationFilter,
org.forgerock.util.promise.Promises$CompletedPromise,
com.sun.identity.authentication.service.AuthConfigMonitor,
org.forgerock.am,
org.forgerock.openam.scripting.service,
org.forgerock.api,
org.forgerock.http.header.SetCookieHeader,
org.forgerock.macaroons.SerializationFormatV2,
org.forgerock.am.iot.IotService,
org.forgerock.openam.ldap,
com.iplanet.am,
com.sun.identity.plugin,
org.forgerock.macaroons.SerializationFormatV1,
com.sun.identity.plugin.session,
org.forgerock.openam.services,
org.forgerock.util.xml.XMLUtils,
org.forgerock.openam.oauth2.saml2.core,
org.forgerock.openam.social.idp,
org.forgerock.openam.config.ServiceComponentConfigBuilder,
org.forgerock.openam.core.rest.session.action,
com.sun.identity.liberty,
org.forgerock.openam.homedirectory,
org.forgerock.openam.scripting.StandardScriptEngineManager,
org.forgerock.openam.secrets.Secrets,
org.forgerock.caf.authentication.framework.AuthenticationFramework,
org.forgerock.json.jose.utils.Utils,
org.forgerock.openam.social.idp.SocialIdentityProviders,
org.forgerock.openam.core.rest.authn.AuthIdHelper,
org.forgerock.openam.oauth2,
org.forgerock.openam.core.CoreWrapper,
org.forgerock.guice,
org.forgerock.http.protocol.Entity,
org.forgerock.openam.sts.publish.service.RestSTSPublishServiceRequestHandler,
org.forgerock.openam.scripting.persistence.config.consumer,
org.forgerock.openam.network,
org.forgerock.http.header,
org.forgerock.openam.entitlement.service,
org.forgerock.openam.integration,
com.sun.identity.common.SystemTimer,
org.forgerock.openam.core,
com.sun.identity.sm.SmsChangesLogger,
org.forgerock.openam.sm.datalayer.impl.CtsConnectionCheck,
org.forgerock.openam.sts,
com.sun.identity.authentication.server.AuthXMLHandler,
org.forgerock.openam.sm.annotations,
org.forgerock.config.resolvers.PropertyResolvers,
org.forgerock.secrets.SecretsProvider,
com.sun.identity.policy,
com.sun.identity.wsfederation,
org.forgerock.json.resource.http.HttpAdapter,
org.forgerock.http.util.Uris,
com.sun.identity.shared.datastruct.CollectionHelper,
org.forgerock.guice.core,
org.forgerock,
org.forgerock.openam.sts.publish.rest,
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org.forgerock.openam.social.idp.choiceValues,
com.iplanet.services.util.Crypt,
com.sun.identity.config,
org.forgerock.json.resource.InterfaceCollectionHandler,
org.forgerock.openam,
jsp.realmSelection,
org.forgerock.openam.service.datastore.SmsDataStoreLookup,
com.sun.identity.authentication.service.AMLoginContext,
com.sun.identity.authentication.spi,
org.forgerock.config.util.JsonValuePropertyEvaluator,
org.forgerock.openam.xacml.v3,
org.forgerock.http.routing.Router,
com.iplanet.services.ldap.LDAPUser,
com.sun.identity.policy.util,
org.apache.http,
com.sun.identity.sm.schema,
org.forgerock.http.servlet.HttpFrameworkServlet,
org.forgerock.openam.setup,
org.forgerock.openam.social.idp.DefaultOpenIdConnectRelyingPartySettings,
org.forgerock.openam.headers.SecureCookieFilter,
com.iplanet.services.util.JCEEncryption,
org.forgerock.json.jose,
org.forgerock.openam.oauth2.OAuth2NotificationPublisher,
com.sun.identity.security.cert,
org.forgerock.json.jose.utils,
org.forgerock.caf,
org.forgerock.openam.oauth2.jar.JarAuthorizeRequestValidator,
org.forgerock.openam.sm.health,
org.forgerock.config.resolvers.ChainedPropertyResolver

Plugin Framework
org.forgerock.openam.plugins
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Policy Framework,Subject, Condition, Resource Attributes, XACML, Plugins, API
com.sun.identity.policy.PolicyManager,
com.sun.identity.policy.plugins.Organization,
com.sun.identity.policy.SharedSubject,
com.sun.identity.policy.ActionDecision,
com.sun.identity.policy.ResourceManager,
com.sun.identity.policy.plugins.IDRepoResponseProvider,
com.sun.identity.policy.plugins.AuthSchemeCondition,
com.sun.identity.policy.plugins.LEAuthLevelCondition,
com.sun.identity.policy.PolicyCache,
com.sun.identity.policy.PolicyDecision,
org.forgerock.openam.entitlement.monitoring,
com.sun.identity.policy.ProxyPolicyEvaluatorFactory,
com.sun.identity.policy.Rule,
com.sun.identity.policy.ResourceComparatorValidator,
com.sun.identity.policy.plugins.IPCondition,
com.sun.identity.policy.ProxyPolicyEvaluator,
com.sun.identity.policy.remote,
com.sun.identity.policy.ValidationErrorHandler,
org.forgerock.openam.entitlement.rest.EntitlementsExceptionMappingHandler,
org.forgerock.openam.network.ipv6,
com.sun.identity.policy.Subjects,
com.sun.identity.policy.plugins.PeerOrgReferral,
com.sun.identity.policy.Policy,
com.sun.identity.policy.ActionSchema,
org.forgerock.openam.idrepo.ldap.helpers.ADHelper,
org.forgerock.openam.entitlement.configuration,
com.sun.identity.policy.plugins.SubOrgReferral,
com.sun.identity.policy.plugins.AuthenticateToRealmCondition,
org.forgerock.openam.entitlement.indextree,
com.sun.identity.policy.SubjectEvaluationCache,
org.forgerock.openam.uma.rest.UserPolicyResource,
com.sun.identity.policy.plugins.OrgReferral,
com.sun.identity.policy.plugins.LDAPUsers,
com.sun.identity.policy.plugins.UserSelfCheckCondition,
com.sun.identity.policy.ResponseProviderTypeManager,
com.sun.identity.policy.plugins.LDAPFilterCondition,
com.sun.identity.policy.plugins.SimpleTimeCondition,
com.sun.identity.policy.ResponseProviders,
org.forgerock.openam.xacml.v3.resources,
com.sun.identity.policy.PolicyUtils,
com.sun.identity.policy.plugins.SessionCondition,
org.forgerock.openam.entitlement.CachingEntitlementCondition,
com.sun.identity.policy.plugins.AMIdentitySubject,
com.sun.identity.policy.Referrals,
com.sun.identity.policy.ResourceIndexManager,
com.sun.identity.policy.plugins.AuthLevelCondition,
com.sun.identity.policy.plugins.LDAPConnectionPools,
com.sun.identity.policy.plugins.AuthenticateToServiceCondition,
com.sun.identity.policy.plugins.AuthRoleCondition,
com.sun.identity.policy.plugins.AMIdentityMembershipCondition,
com.sun.identity.entitlement,
com.sun.identity.policy.PolicyEvaluatorFactory,
com.sun.identity.policy.plugins.SessionPropertyCondition,
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org.forgerock.openam.entitlement.PolicyConstants,
com.sun.identity.policy.PolicyEvaluator,
com.sun.identity.policy.ServiceTypeManager,
com.sun.identity.policy.ServiceType,
com.sun.identity.policy.ResourceResult,
com.sun.identity.policy.plugins.ResourceEnvIPCondition,
org.forgerock.openam.entitlement.conditions,
com.sun.identity.policy.ConditionTypeManager,
com.sun.identity.policy.PolicyConfig,
com.sun.identity.policy.plugins.LDAPGroups,
org.forgerock.openam.network.ipv4.IPv4Condition,
com.sun.identity.policy.SubjectTypeManager,
org.forgerock.openam.entitlement.utils,
com.sun.identity.policy.util.PolicyDecisionUtils,
org.forgerock.openam.entitlement.PolicySetNotificationConsumer,
com.sun.identity.policy.Conditions,
org.forgerock.openam.core.rest.authn.http.AuthenticationServiceV2,
com.sun.identity.policy.ReferralTypeManager,
org.forgerock.openam.entitlement.rest.PolicyResource,
org.forgerock.openam.entitlement.rest.JsonPolicyParser

Push Notification
org.forgerock.openam.services.push

RADIUS server
org.forgerock.openam.radius

Session framework, session management, SSOToken, session failover, API
org.forgerock.openam.core.rest.session.action.SetPropertyActionHandler,
org.forgerock.openam.core.rest.session.action.GetPropertyActionHandler,
org.forgerock.openam.core.rest.session.SessionResource,
com.sun.identity.sm.ServerIDValidator,
org.forgerock.openam.cts,
org.forgerock.openam.core.rest.session.action.LogoutActionHandler,
org.forgerock.openam.dpro,
com.iplanet.sso.providers,
org.forgerock.openam.core.rest.session.action.ValidateActionHandler,
org.forgerock.openam.core.rest.session.action.GetSessionPropertiesActionHandler,
org.forgerock.openam.session,
org.forgerock.openam.sm.datalayer.impl.ldap.ExternalLdapConfig,
org.forgerock.openam.core.rest.session.action.UpdateSessionPropertiesActionHandler,
org.forgerock.openam.core.rest.session.SSOTokenPartialSessionFactory,
org.forgerock.openam.sm.SMSConfigurationFactory,
org.forgerock.openam.sm.datalayer.impl.SeriesTaskExecutorThread,
com.iplanet.dpro,
com.sun.identity.plugin.session.impl.FMSessionNotification,
org.forgerock.openam.core.rest.session.action.GetPropertyNamesActionHandler,
org.forgerock.openam.core.rest.session.SessionResourceUtil,
org.forgerock.openam.core.rest.session.SessionResourceV2,
com.sun.identity.sm.SiteIDValidator,
org.forgerock.openam.core.rest.session.action.DeletePropertyActionHandler
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UMA provider
org.forgerock.openam.oauth2.AccessTokenProtectionFilter,
org.forgerock.openam.uma.UmaSettingsImpl,
org.forgerock.openam.uma.icg,
org.forgerock.openam.uma.PendingRequestEmailTemplate,
org.forgerock.openam.uma.rest.UmaPolicyApplicationListener,
org.forgerock.openam.uma.rest.UmaResourceSetRegistrationHook,
org.forgerock.openam.oauth2.resources.labels,
org.forgerock.openam.uma.UmaProviderSettingsImpl,
org.forgerock.openam.uma.UmaGrantTypeHandler,
org.forgerock.openam.uma.rest.UmaLabelResource,
org.forgerock.openam.uma.PendingRequestsService,
org.forgerock.openam.uma.audit

Web services security (WSS), STS, Identity Services
com.sun.identity.liberty.ws.paos,
com.sun.identity.liberty.ws.common,
com.sun.identity.policy.plugins.WebServicesClients,
com.sun.identity.liberty.ws.soapbinding,
com.sun.identity.authentication.spi.WSSReplayPasswd

Upgrade framework
com.sun.identity.sm.ServiceSchemaModifications,
org.forgerock.openam.upgrade,
com.sun.identity.common.configuration.ServerConfiguration,
com.sun.identity.config.upgrade,
com.sun.identity.security.cert.AMCRLStore

To set the logging level for all loggers that output to a particular appender:

Select the name of the appender from the Appender drop-down list.

Select the debug level from the Level drop-down list.

Click Apply.

To set the logging level for a class or package:

Select the name of the individual logger from the Logger drop-down list, or select the global ROOT  logger to set the
level for all loggers.

The current debug level is shown in the Level field.

Select a new debug level from the Level drop-down list.

1. 

1. 

2. 

3. 

2. 

1. 

info
Scripts that create debug messages have their own logger that’s created after the script has executed at
least once.
The name of the logger has the format: scripts.<context>.<uuid>.(<name>) .
For example, 
scripts.OIDC_CLAIMS.36863ffb-40ec-48b9-94b1-9a99f71cc3b5.(OIDC Claims Script) .

Note

2. 
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Click Apply.

When you apply any changes to the logger settings , a Logger settings updated  message is shown at the top of the 
Logback.jsp  page.

As soon as you have reproduced the problem you are investigating, return to the Logback.jsp  page and revert the logger
levels to the previous settings, to avoid filling up disk space.

Persistent debug logging with logback.xml

Debug logging can be enabled and persisted in AM by configuring a logback.xml  file. This file describes the classes for which to
capture debug messages, and the destination, or appender, where the output is stored.

For more information about configuring Logback, refer to Logback configuration in the Logback Documentation.

Configure basic debug logging

Follow these steps to configure basic persistent debug logging in AM, using a logback.xml  file:

Create a logback.xml  file in the AM classpath, for example in /path/to/tomcat/webapps/openam/WEB-INF/classes/ .

3. 

emergency_home
Changes made in Logback.jsp  apply immediately, but are not permanently stored. Restarting AM or the
container in which it runs will reset the levels to defaults.
You can configure the default settings that will be applied when AM starts up. Refer to Change the startup
debug settings.

Important

3. 

1. 
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lightbulb_2
To view or use an existing file with example loggers and appenders, place the following logback.xml  in your
classpath and set the paths for your environment.

Tip
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<configuration>
 <!--    amUpgrade  -->
 <appender name="amUpgrade" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/amUpgrade</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="com.sun.identity.sm.ServiceSchemaModifications" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.common.configuration.ServerConfiguration" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.plugins.DefaultIDPAccountMapper" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultIDPAccountMapper" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.config.upgrade" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultLibrarySPAccountMapper" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.plugins.DefaultADFSPartnerAccountMapper" level="Error" 
>
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.plugins.DefaultIDPAttributeMapper" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="org.forgerock.openam.upgrade" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.plugins.DefaultSPAttributeMapper" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultSPAccountMapper" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultLibraryIDPAttributeMapper" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.security.cert.AMCRLStore" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultSPAttributeMapper" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.plugins.DefaultLibrarySPAccountMapper" level="Error" >
  <appender-ref ref="amUpgrade"/>
 </logger>

 <!--    Authentication  -->
 <appender name="Authentication" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/Authentication</file>
  <encoder>
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   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="com.sun.identity.authentication.spi.AMLoginModule" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.authn.callbackhandlers" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.spi.AMAuthCallBackImpl" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.service.AuthContextLookup" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.util" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.authentication.service.LoginContextFactory" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.server.AuthContextLocal" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.service.AMAccountLockout" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.service.LoginState" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.UI.LoginViewBean" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.client" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.authn.trees" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.spi.FirstTimeLogin" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.auth" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.authentication.service.SessionPropertyUpgrader" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.UI.AuthExceptionViewBean" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.spi.ReplayPasswd" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.config" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.share" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.authentication.SessionUpgradeVerifier" level="Error" >
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  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.service.DSAMECallbackHandler" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.spi.AMModuleProperties" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.utils.MappingUtils" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.UI.AuthenticationServletBase" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.service.AuthenticationPrincipalDataRetrieverFactory"
         level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.UI.LogoutViewBean" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.iplanet.security" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.internal" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.AuthContext" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AuthenticatedSharedAgents" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.ldap.LDAPAuthUtils" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.UI.AuthViewBeanBase" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.authentication.modules" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.iplanet.services.cdm" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.authentication.service.AuthUtilsWrapper" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AuthenticatedAgents" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.spi.JwtReplayPassword" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AllowedAgents" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.service.AuthenticationServiceAttributeCache" 
level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.jaas" level="Error" >
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  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.service.AuthD" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.authn.core" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.scripting.api" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.common.ISAccountLockout" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.authn.RestAuthCallbackHandlerFactory" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.authn.RestAuthCallbackHandlerManager" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.webhook" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.iplanet.services.cdc" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.modules" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.authn.http.AuthenticationServiceV1" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.authentication.service.AuthUtils" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AuthenticatedSharedAgentsCondition" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.authentication.service.JAASModuleDetector" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.authn.RestAuthenticationHandler" level="Error" >
  <appender-ref ref="Authentication"/>
 </logger>

 <!--    Configuration   -->
 <appender name="Configuration" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/Configuration</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="com.sun.identity.sm.ServiceSchemaManager" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.iplanet.services.ldap.event.EventService" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.SMSSchema" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
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 <logger name="com.sun.identity.tools" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.SMSUtils" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.common.configuration.ServerConfigXMLObserver" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ServiceSchema" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.delegation" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.OrganizationConfigManager" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ldap" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.SMSNotificationManager" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.PluginSchema" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.AttributeValidator" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ServiceConfigManagerImpl" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ServiceConfigImpl" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.SMSPropertiesObserver" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.OrganizationConfigManagerImpl" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.AuthenticationServiceNameProviderImpl" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="org.forgerock.openam.xui.XUIFilter" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ServiceSchemaImpl" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.setup" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.AttributeSchemaState" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ServiceInstanceImpl" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="org.forgerock.openam.auditors" level="Error" >
  <appender-ref ref="Configuration"/>
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 </logger>
 <logger name="com.sun.identity.workflow" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ServiceConfigManager" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="org.forgerock.openam.sm.validation" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.common.configuration.SessionSiteNames" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ServiceConfig" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.SMServlet" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ServiceManager" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.common.configuration.ServerPropertyValidator" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.SMSEntry" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.PluginConfig" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="org.forgerock.openam.utils.OpenAMSettingsImpl" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.jaxrpc" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.DNMapper" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.SMSException" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.SMSEventListenerManager" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="org.forgerock.openam.utils.MapHelper" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ServiceInstance" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.config.util" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.CachedSubEntries" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.PluginConfigImpl" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.authentication.service.ConfiguredSocialAuthServices" level="Error" 
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>
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.ServiceSchemaManagerImpl" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.CachedSMSEntry" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.CreateServiceConfig" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.AttributeSchema" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>
 <logger name="com.sun.identity.sm.PluginSchemaImpl" level="Error" >
  <appender-ref ref="Configuration"/>
 </logger>

 <!--    CoreSystem  -->
 <appender name="CoreSystem" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/CoreSystem</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="com.sun.identity.monitoring" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.saml2.idpdiscovery" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.security.cert.CRLValidator" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.xacml.v3.rest" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.SelfServiceUserUiRolePredicate" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.cts" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.sm.datalayer.impl.ldap.LdapSearchHandler" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.security" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.plugin.monitoring.impl" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.sm.datalayer.providers" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.zaxxer.hikari" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.uma.UmaUserUiRolePredicate" level="Error" >
  <appender-ref ref="CoreSystem"/>
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 </logger>
 <logger name="com.sun.identity.common.RequestUtils" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.SubjectAttributesResourceV1" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.services.baseurl" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.IdentityRestUtils" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.UserGroupsResource" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.rest" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.authentication.UI.taglib" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.docs" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.log" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.AllAuthenticatedUsersResource" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.utils.WhitelistObjectInputStream" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.dashboard" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.common.SystemTimerPool" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.AnyOfAuthzModule" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.rest" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.sms" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.common.admin" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.shared.resourcename" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.security.AdminTokenAction" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.uma.rest.UmaPolicyResourceAuthzFilter" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.shared.concurrency" level="Error" >

Maintenance PingAM

564 Copyright © 2025 Ping Identity Corporation



  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.SessionResourcePrivilegeAuthzModule" 
level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.ResourceTypesResource" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.uma.rest.UmaPolicyServiceImpl" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.DecisionCombinersResource" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.common.HttpURLConnectionManager" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.sm.datalayer.impl.SeriesTaskExecutor" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.network.ipv4.IPv4AddressRange" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.audit" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.audit" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.common.DNUtils" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.utils.IPRange" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.services.RestSecurity" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.IdentityResourceV4" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.IdentityResourceV3" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.security.SecurityDebug" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.backstage" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.server" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.utils.ClientUtils" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.IdentityResourceV2" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.ApplicationV1Filter" level="Error" >
  <appender-ref ref="CoreSystem"/>
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 </logger>
 <logger name="org.forgerock.openam.core.rest.IdentityResourceV1" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.devices" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.ApplicationsResource" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.policy.util.Gateway" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.shared.jaxrpc" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.forgerockrest" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.iplanet.am.util" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.iplanet.services.comm" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.authn.AuditHelper" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.sm.datalayer.impl.PooledTaskExecutor" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.ldap.LdifUtils" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.action.LogoutByHandleActionHandler" 
level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.sm.datalayer.impl.ldap.LdapQueryBuilder" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.shared.search" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.SubjectTypesResource" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.shared.encode.CookieUtils" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.iplanet.services.naming" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.cors" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.idsvcs" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.jaxrpc" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
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 <logger name="org.forgerock.openam.http" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.shared.guice" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.utils.AMKeyProvider" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.utils.AuthLevelUtils" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.shared.security.whitelist" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.notifications" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.policy.util.GatewayServletUtils" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.sms" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.blacklist" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.common.configuration.AgentConfiguration" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.ApplicationTypesResource" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.monitoring" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.common.ResourceLookup" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.PolicyV1Filter" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.authentication.server.AuthXMLRequestParser" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.wrappers" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.security.cert.AMCertStore" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.sm.datalayer.impl.SimpleTaskExecutor" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.shared.locale" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.shared.whitelist" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.sm.datalayer.impl.ldap.CTSDJLDAPv3PersistentSearch" 
level="Error" >
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  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.protocol" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.scripting.rest" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.ConditionTypesResource" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.record" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.security.cert.AMCertPath" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="org.forgerock.openam.utils.ServiceConfigUtils" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>
 <logger name="com.sun.identity.authentication.server.AuthXMLRequest" level="Error" >
  <appender-ref ref="CoreSystem"/>
 </logger>

 <!--    Embedded   -->
 <appender name="Embedded" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/Embedded</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="org.forgerock.opendj" level="Error" >
  <appender-ref ref="Embedded"/>
 </logger>
 <logger name="com.forgerock.opendj" level="Error" >
  <appender-ref ref="Embedded"/>
 </logger>
 <logger name="com.forgerock.opendj.ldap.config" level="Error" >
  <appender-ref ref="Embedded"/>
 </logger>
 <logger name="org.opends" level="Error" >
  <appender-ref ref="Embedded"/>
 </logger>

 <!--    Federation  -->
 <appender name="Federation" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/Federation</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="com.sun.identity.wsfederation.profile" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.servlet" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.SAML2PluginsUtils" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
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 <logger name="com.sun.identity.plugin.datastore" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.logging" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.protocol" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.common" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultAccountMapper" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="org.forgerock.openam.federation" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.plugins.whitelist" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.profile" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.SAML2IDPProxyFRImpl" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.key" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.multiprotocol" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.SAML2IDPProxyImpl" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.servlet" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.xacml" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.plugin.monitoring.MonitorManager" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultIDPAuthnContextMapper" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.plugins.DefaultAccountMapper" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultAttributeMapper" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.plugins.DefaultAttributeMapper" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="org.forgerock.openam.authentication.Saml2SessionUpgradeHandler" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.ecp" level="Error" >
  <appender-ref ref="Federation"/>
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 </logger>
 <logger name="org.forgerock.openam.wsfederation" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.federation" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="org.forgerock.openam.saml2" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="jsp.saml2" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultIDPECPSessionMapper" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.plugin.log" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.meta" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.plugins.DefaultIDPAuthenticationMethodMapper" 
level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultFedletAdapter" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.xmlenc" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.plugins.DefaultSPAuthnContextMapper" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.xmlsig" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.liberty.ws.security" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.plugin.session.SessionManager" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.plugin.session.impl.FMSessionProvider" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.key" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.logging" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.assertion" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.plugin.session.impl.FedletSessionProvider" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
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 <logger name="com.sun.identity.saml2.meta" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.plugin.configuration" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.saml2.soapbinding" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.wsfederation.common" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>
 <logger name="com.sun.identity.cot" level="Error" >
  <appender-ref ref="Federation"/>
 </logger>

 <!--    IdRepo  -->
 <appender name="IdRepo" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/IdRepo</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="com.sun.identity.common.ISResourceBundle" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="com.iplanet.am.sdk" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="org.forgerock.openam.idrepo.ldap.DJLDAPv3Repo" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="org.forgerock.openam.shared.security.crypto" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="com.iplanet.sso.SSOTokenManager" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="com.iplanet.services.ldap.DefaultDataStoreConfigurationManager" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="com.sun.identity.idm" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="org.forgerock.openam.idrepo.ldap.helpers.DirectoryHelper" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="com.sun.identity.shared.encode.Hash" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="org.forgerock.openam.core.realms" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="org.forgerock.openam.shared.security.ThreadLocalSecureRandom" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="com.iplanet.services.ldap.event.LDAPv3PersistentSearch" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="org.forgerock.openam.idrepo.ldap.psearch" level="Error" >
  <appender-ref ref="IdRepo"/>

PingAM Maintenance

Copyright © 2025 Ping Identity Corporation 571



 </logger>
 <logger name="com.sun.identity.security.ServerInstanceAction" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="org.forgerock.openam.identity" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>
 <logger name="org.forgerock.openam.ldap.LDAPUtils" level="Error" >
  <appender-ref ref="IdRepo"/>
 </logger>

 <!--    OAuth2Provider  -->
 <appender name="OAuth2Provider" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/OAuth2Provider</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="org.forgerock.openam.oauth2.OpenAMClientRegistrationStore" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.secrets" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openidconnect" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.resources.ResourceSetLabelRegistration" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.OAuth2GlobalSettings" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.OpenAMClientRegistration" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.ciba" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.requesturis" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.OAuth2AuditLogger" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.token" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.IdentityManager" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.IgAgentClientRegistration" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.jwks" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.oauth2" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.utils.RealmNormaliser" level="Error" >
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  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.AgentClientRegistration" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.ClientCredentialsReader" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.remoteconsent" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.OpenAMScopeValidator" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.OAuth2Monitor" level="Error" >
  <appender-ref ref="OAuth2Provider"/>
 </logger>

 <!--    OpenDJ-SDK  -->
 <appender name="OpenDJ-SDK" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/OpenDJ-SDK</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="org.forgerock.opendj.ldif" level="Error" >
  <appender-ref ref="OpenDJ-SDK"/>
 </logger>
 <logger name="org.forgerock.opendj.asn1" level="Error" >
  <appender-ref ref="OpenDJ-SDK"/>
 </logger>
 <logger name="com.forgerock.opendj.util" level="Error" >
  <appender-ref ref="OpenDJ-SDK"/>
 </logger>
 <logger name="com.forgerock.opendj.ldap" level="Error" >
  <appender-ref ref="OpenDJ-SDK"/>
 </logger>
 <logger name="org.forgerock.opendj.ldap" level="Error" >
  <appender-ref ref="OpenDJ-SDK"/>
 </logger>
 <logger name="org.forgerock.opendj.util" level="Error" >
  <appender-ref ref="OpenDJ-SDK"/>
 </logger>

 <!--    Plugins     -->
 <appender name="Plugins" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/Plugins</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="org.forgerock.openam.plugins" level="Error" >
  <appender-ref ref="Plugins"/>
 </logger>

 <!--    Policy  -->
 <appender name="Policy" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/Policy</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
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pattern>
  </encoder>
 </appender>
 <logger name="com.sun.identity.policy.PolicyManager" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.Organization" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.SharedSubject" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ActionDecision" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ResourceManager" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.IDRepoResponseProvider" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AuthSchemeCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.LEAuthLevelCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.PolicyCache" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.PolicyDecision" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.monitoring" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ProxyPolicyEvaluatorFactory" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.Rule" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ResourceComparatorValidator" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.IPCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.PolicyContinuousListener" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ProxyPolicyEvaluator" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.remote" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ValidationErrorHandler" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.EntitlementsExceptionMappingHandler" 
level="Error" >
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  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.network.ipv6" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.Subjects" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.PeerOrgReferral" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.Policy" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ActionSchema" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.idrepo.ldap.helpers.ADHelper" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.configuration" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.SubOrgReferral" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AuthenticateToRealmCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.indextree" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.LDAPRoles" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.SubjectEvaluationCache" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.uma.rest.UserPolicyResource" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.OrgReferral" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.LDAPUsers" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.UserSelfCheckCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ResponseProviderTypeManager" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.LDAPFilterCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.SimpleTimeCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ResponseProviders" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
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 <logger name="org.forgerock.openam.xacml.v3.resources" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.PolicyUtils" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.SessionCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.CachingEntitlementCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AMIdentitySubject" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.Referrals" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ResourceIndexManager" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AuthLevelCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.LDAPConnectionPools" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AuthenticateToServiceCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AuthRoleCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.AMIdentityMembershipCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.entitlement" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.PolicyEvaluatorFactory" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.SessionPropertyCondition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.PolicyConstants" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.PolicyEvaluator" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ServiceTypeManager" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ServiceType" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ResourceResult" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.ResourceEnvIPCondition" level="Error" >
  <appender-ref ref="Policy"/>
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 </logger>
 <logger name="org.forgerock.openam.entitlement.conditions" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ConditionTypeManager" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.PolicyConfig" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.LDAPGroups" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.network.ipv4.IPv4Condition" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.SubjectTypeManager" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.utils" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.util.PolicyDecisionUtils" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.PolicySetNotificationConsumer" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.Conditions" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.authn.http.AuthenticationServiceV2" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="com.sun.identity.policy.ReferralTypeManager" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.PolicyResource" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>
 <logger name="org.forgerock.openam.entitlement.rest.JsonPolicyParser" level="Error" >
  <appender-ref ref="Policy"/>
 </logger>

 <!--    Push    -->
 <appender name="Push" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/Push</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="org.forgerock.openam.services.push" level="Error" >
  <appender-ref ref="Push"/>
 </logger>

 <!--    Radius  -->
 <appender name="Radius" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/Radius</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
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  </encoder>
 </appender>
 <logger name="org.forgerock.openam.radius" level="Error" >
  <appender-ref ref="Radius"/>
 </logger>

 <!--    Session  -->
 <appender name="Session" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/Session</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="org.forgerock.openam.core.rest.session.action.SetPropertyActionHandler" 
level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.action.GetPropertyActionHandler" 
level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.SessionResource" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="com.sun.identity.sm.ServerIDValidator" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.cts" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.action.LogoutActionHandler" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.dpro" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="com.iplanet.sso.providers" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.action.ValidateActionHandler" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.action.GetSessionPropertiesActionHandler"
         level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.session" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.sm.datalayer.impl.ldap.ExternalLdapConfig" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.action.UpdateSessionPropertiesActionHandler"
         level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.SSOTokenPartialSessionFactory" level="Error" 
>
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.sm.SMSConfigurationFactory" level="Error" >
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  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.sm.datalayer.impl.SeriesTaskExecutorThread" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="com.iplanet.dpro" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="com.sun.identity.plugin.session.impl.FMSessionNotification" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.action.GetPropertyNamesActionHandler" 
level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.SessionResourceUtil" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.SessionResourceV2" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="com.sun.identity.sm.SiteIDValidator" level="Error" >
  <appender-ref ref="Session"/>
 </logger>
 <logger name="org.forgerock.openam.core.rest.session.action.DeletePropertyActionHandler" 
level="Error" >
  <appender-ref ref="Session"/>
 </logger>

 <!--    UmaProvider     -->
 <appender name="UmaProvider" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/UmaProvider</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="org.forgerock.openam.oauth2.AccessTokenProtectionFilter" level="Error" >
  <appender-ref ref="UmaProvider"/>
 </logger>
 <logger name="org.forgerock.openam.uma.UmaSettingsImpl" level="Error" >
  <appender-ref ref="UmaProvider"/>
 </logger>
 <logger name="org.forgerock.openam.uma.PendingRequestEmailTemplate" level="Error" >
  <appender-ref ref="UmaProvider"/>
 </logger>
 <logger name="org.forgerock.openam.uma.rest.UmaPolicyApplicationListener" level="Error" >
  <appender-ref ref="UmaProvider"/>
 </logger>
 <logger name="org.forgerock.openam.uma.rest.UmaResourceSetRegistrationHook" level="Error" >
  <appender-ref ref="UmaProvider"/>
 </logger>
 <logger name="org.forgerock.openam.oauth2.resources.labels" level="Error" >
  <appender-ref ref="UmaProvider"/>
 </logger>
 <logger name="org.forgerock.openam.uma.UmaProviderSettingsImpl" level="Error" >
  <appender-ref ref="UmaProvider"/>
 </logger>
 <logger name="org.forgerock.openam.uma.UmaGrantTypeHandler" level="Error" >
  <appender-ref ref="UmaProvider"/>
 </logger>
 <logger name="org.forgerock.openam.uma.rest.UmaLabelResource" level="Error" >
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In your empty logback.xml  file, add a top-level element called configuration .

For example:

  <appender-ref ref="UmaProvider"/>
 </logger>
 <logger name="org.forgerock.openam.uma.PendingRequestsService" level="Error" >
  <appender-ref ref="UmaProvider"/>
 </logger>
 <logger name="org.forgerock.openam.uma.audit" level="Error" >
  <appender-ref ref="UmaProvider"/>
 </logger>

 <!--    WebServices     -->
 <appender name="WebServices" class="ch.qos.logback.core.FileAppender">
  <file>/path/to/debug/WebServices</file>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <logger name="com.sun.identity.liberty.ws.paos" level="Error" >
  <appender-ref ref="WebServices"/>
 </logger>
 <logger name="com.sun.identity.liberty.ws.common" level="Error" >
  <appender-ref ref="WebServices"/>
 </logger>
 <logger name="com.sun.identity.policy.plugins.WebServicesClients" level="Error" >
  <appender-ref ref="WebServices"/>
 </logger>
 <logger name="com.sun.identity.liberty.ws.soapbinding" level="Error" >
  <appender-ref ref="WebServices"/>
 </logger>
 <logger name="com.sun.identity.authentication.spi.WSSReplayPasswd" level="Error" >
  <appender-ref ref="WebServices"/>
 </logger>

 <!--    OtherLogging rotation created so that ROOT could be set without outputting same debug to 
all files     -->
 <appender name="OtherLogging" class="ch.qos.logback.core.rolling.RollingFileAppender">
  <rollingPolicy class="ch.qos.logback.core.rolling.SizeAndTimeBasedRollingPolicy">
   <file>/path/to/debug/OtherLogging</file>
   <fileNamePattern>/path/to/debug/OtherLogging.%d{yyyy-MM-dd}-%i</fileNamePattern>
   <maxFileSize>1GB</maxFileSize>
  </rollingPolicy>
  <encoder>
   <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
 </appender>
 <root level="Error">
  <appender-ref ref="OtherLogging" />
 </root>
</configuration>

Download logback.xml .

2. 
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<configuration>
</configuration>

This element will contain the configuration of the loggers and appenders, added in later steps.

To instruct AM to periodically check the logback.xml  file for changes, and apply them to the running instance, add
both a scan  and a scanPeriod  attribute to the <configuration>  element. For example:

<configuration scan="true" scanPeriod="30 seconds">
</configuration>

For more information, refer to Automatically reloading configuration file upon modification in the Logback
Documentation.

To troubleshoot issues when configuring debug logging using the logback.xml  file, add a debug  attribute, set to 
true , to the <configuration>  element. For example:

<configuration debug="true">
</configuration>

AM records debug logging status information to the default log file for the container in which it’s running. For
example, in Tomcat, status messages about the configuration of logback are recorded in the Catalina.out  file.

For more information, refer to Status data in the Logback Documentation.

Define one or more appenders in the <configuration>  element.

The following example appender logs messages to a file named debug.out  in the default AM debug directory:

<configuration>
  <appender name="DEBUG.OUT" class="ch.qos.logback.core.FileAppender">
    <file>openam/var/debug/debug.out</file>
    <encoder>
      <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</pattern>
    </encoder>
  </appender>
</configuration>

The pattern in the above example creates debug log entries that are identical to the output produced by previous versions
of AM, including the transaction ID to aid with tracking events as they occur throughout the system.

◦ 

lightbulb_2
If AM is not configured to scan the logback.xml  file for changes, you’ll need to restart the instance in
order to pick up any changes.
You can set the scanPeriod  attribute to a longer time period, for example one hour, so that you don’t
have to restart a running system when you need to alter the debugging level.

Tip

◦ 

3. 
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Define one or more loggers in the <configuration>  element.

Loggers specify which classes to capture debug messages from, including any sub-classes. They also specify the level of
debug information to capture, and which appender is used to store the output.

This example logger applies the Debug  level to the scripts.OIDC_CLAIMS.36863ffb-40ec-48b9-94b1-9a99f71cc3b5.
(OIDC Claims Script) . Note that script loggers are only created after the script has executed at least once. The output is
recorded in the file specified in the debug.out  appender, created in an earlier step:

<configuration>
  <appender name="DEBUG.OUT" class="ch.qos.logback.core.FileAppender">
    <file>openam/var/debug/debug.out</file>
    <encoder>
      <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</pattern>
    </encoder>
  </appender>
  <logger name="scripts.OIDC_CLAIMS.36863ffb-40ec-48b9-94b1-9a99f71cc3b5.(OIDC Claims Script)" level="Debug" >
    <appender-ref ref="DEBUG.OUT" />
  </logger>
</configuration>

Define a single <root>  catch-all element in the <configuration>  element, to specify the global logging level for all
classes that don’t match any of the loggers defined in the logback.xml  file.

<configuration>
  <appender name="DEBUG.OUT" class="ch.qos.logback.core.FileAppender">
    <file>openam/var/debug/debug.out</file>
    <encoder>
      <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</pattern>
    </encoder>
  </appender>
  <logger name="scripts.OIDC_CLAIMS.36863ffb-40ec-48b9-94b1-9a99f71cc3b5.(OIDC Claims Script)" level="Debug" >
    <appender-ref ref="DEBUG.OUT" />
  </logger>
  <root level="Error">
    <appender-ref ref="DEBUG.OUT" />
  </root>
</configuration>

Save your changes.

The changes are applied the next time you restart AM, or the container in which it runs.

info
You can also define an appender that uses the JsonLayout class to include the transaction ID automatically.
Refer to Format log files for details.

Note

4. 

5. 

6. 
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To verify that the configuration from the logback.xml  file has loaded, go to the Logback.jsp  file, for example at 
https://openam.example.com:8443/openam/Logback.jsp , which reflects the configuration found:

Note that any changes made in the Logback.jsp  are temporary, and are not persisted to the logback.xml  file.

Output to stdout

Configure logback.xml  to send logging to standard output. For example, for Apache Tomcat deployments, console output is
typically redirected to the Tomcat logging file, catalina.out .

This example configuration captures all debug-level logging using the default <root>  element, and redirects it to the STDOUT
appender:

<configuration>
  <appender name="STDOUT" class="ch.qos.logback.core.ConsoleAppender"> (1)
    <encoder>
      <pattern>%d{HH:mm:ss.SSS} [%thread] %-5level %logger{36} - %msg%n</pattern>
    </encoder>
  </appender>
  <root level="Debug">                                                 (2)
    <appender-ref ref="STDOUT" />
  </root>
</configuration>

To configure this example, create the following elements:

Save your changes as described in Configure basic debug logging.

Check that debug logging is now output to stdout. For example:

tail -f $TOMCAT_HOME/logs/catalina.out

info
If you are editing an existing logback.xml  that AM has already loaded, and contains the scan="true"
attribute, you do not need to reboot.
Instead, wait for the amount of time specified in the scanPeriod  attribute, and the new configuration will be
loaded into AM.

Note

7. 

1. 

1 An <appender> that uses the ch.qos.logback.core.ConsoleAppender class.
2 A <logger>, or a <root> element as shown here, referencing the STDOUT appender.

2. 

3. 
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Output to multiple locations

You can direct debug logging to more than one output location by defining multiple appenders and loggers. Note that you can
only define at most one root element.

This example defines loggers for the com.sun.identity.sm.ServiceInstance  and org.forgerock.openam.utils.MapHelper
classes that output debug logging to file using the DEBUG.OUT appender.

All warning-level logging is also directed to standard output using the STDOUT appender.

<configuration>
  <appender name="DEBUG.OUT" class="ch.qos.logback.core.FileAppender"> (1)
    <file>openam/var/debug/debug.out</file>
    <encoder>
      <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</pattern>
    </encoder>
  </appender>
  <appender name="STDOUT" class="ch.qos.logback.core.ConsoleAppender"> (2)
    <encoder>
      <pattern>%d{HH:mm:ss.SSS} [%thread] %-5level %logger{36} - %msg%n</pattern>
    </encoder>
  </appender>
  <logger name="com.sun.identity.sm.ServiceInstance" level="Debug"> (3)
      <appender-ref ref="DEBUG.OUT" />
    </logger>
  <logger name="org.forgerock.openam.utils.MapHelper" level="Debug">  (3)
    <appender-ref ref="DEBUG.OUT" />
  </logger>
  <root level="Warning">                                                 (4)
    <appender-ref ref="STDOUT" />
  </root>
</configuration>

To configure this example, create the following elements:

Save and verify your changes as described in Configure basic debug logging.

Format log files

The org.forgerock.openam.logback.JsonLayout  class extends Logback JSON layout functionality by adding the transaction ID
to the JSON output.

This example shows how you can include the JsonLayout class to format your log files:

1. 

1 An <appender> that uses the ch.qos.logback.core.FileAppender class.
2 An <appender> that uses the ch.qos.logback.core.ConsoleAppender class.
3 A <logger> for each script, referencing the DEBUG.OUT appender.
4 A <logger>, or a <root> element as shown here, referencing the STDOUT appender.

2. 
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<appender name="JSON" class="ch.qos.logback.core.rolling.RollingFileAppender"> (1)
  <rollingPolicy class="ch.qos.logback.core.rolling.TimeBasedRollingPolicy">
    <fileNamePattern>openam/var/debug/debugLog.%d{yyyy_MM_dd}.json</fileNamePattern>
    <maxHistory>7</maxHistory>
  </rollingPolicy>
  <encoder class="ch.qos.logback.core.encoder.LayoutWrappingEncoder">          (2)
    <layout class="org.forgerock.openam.logback.JsonLayout">                   (3)
      <jsonFormatter class="ch.qos.logback.contrib.jackson.JacksonJsonFormatter"> (4)
        <prettyPrint>true</prettyPrint>
      </jsonFormatter>
      <timestampFormat>yyyy-MM-dd' 'HH:mm:ss.SSS</timestampFormat>
      <appendLineSeparator>true</appendLineSeparator>
    </layout>
  </encoder>
</appender>

To configure this example, create the following elements:

Save and verify your changes as described in Configure basic debug logging.

The use of the JsonLayout class results in the addition of a transactionId  at the top level of the log entry.

For example:

{
  "timestamp" : "2022-07-28 15:39:44.562",
  "level" : "DEBUG",
  "thread" : "http-nio-8080-exec-6",
  "mdc" : {
    "transactionId" : "eb0664cc-4615-461e-973a-64a1fc4f659a-34695"
  },
  "logger" : "org.forgerock.openam.rest.restAuthenticationFilter",
  "message" : "OpenAM SSO Token Session Module has successfully authenticated the client",
  "context" : "default",
  "transactionId" : "eb0664cc-4615-461e-973a-64a1fc4f659a-34695"
}

Rotate debug logs

Logback provides built-in support for a number of log file rotation schemes, including time- and-size based rotation. If you have
configured AM with a logback.xml  file, you can configure log file rotation in the appenders, as follows:

In the <configuration>  element, create an appender that uses the 
ch.qos.logback.core.rolling.RollingFileAppender  class, for example:

1. 

1 An <appender> that uses the ch.qos.logback.core.rolling.RollingFileAppender class.
2 An <encoder> that uses the ch.qos.logback.core.encoder.LayoutWrappingEncoder class.
3 A <layout> element that uses the org.forgerock.openam.logback.JsonLayout class.
4 A <jsonFormatter> element that uses the ch.qos.logback.contrib.jackson.JacksonJsonFormatter class.

2. 

1. 
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<appender name="DAILYLOG" class="ch.qos.logback.core.rolling.RollingFileAppender">
  <encoder>
    <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</pattern>
  </encoder>
</appender>

Within the appender, specify whether to rotate based on time, and optionally also size, as follows:

To rotate the log files based only on time, add a <rollingPolicy>  element to the appender, which uses the 
ch.qos.logback.core.rolling.TimeBasedRollingPolicy  class.

Include a <fileNamePattern>  element that defines when the log files should roll over, and the naming convention.

For example, the following appender rolls the log file over at midnight each day, and includes the date in the
filename:

<appender name="DAILYLOG" class="ch.qos.logback.core.rolling.RollingFileAppender">
  <rollingPolicy class="ch.qos.logback.core.rolling.TimeBasedRollingPolicy">
    <fileNamePattern>openam/var/debug/dailyLog.%d{yyyy-MM-dd}.log</fileNamePattern>
  </rollingPolicy>
  <encoder>
    <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
</appender>

To rotate the log files based on both time and size, add a <rollingPolicy>  element to the appender, which uses
the ch.qos.logback.core.rolling.SizeAndTimeBasedRollingPolicy  class.

Include a <fileNamePattern>  element that defines when the log files should roll over, and where the counter for
rolling over based on size occurs, specified by including %i . You must also include a <maxFileSize>  element to
define the maximum size of the log files.

For example, the following appender rolls the log file over at midnight each day, but earlier if the file reaches 2
gigabytes in size, and includes the date in the filename:

<appender name="DAILYLOG2GB" class="ch.qos.logback.core.rolling.RollingFileAppender">
  <rollingPolicy class="ch.qos.logback.core.rolling.SizeAndTimeBasedRollingPolicy">
    <fileNamePattern>openam/var/debug/dailyLog2GB.%d{yyyy-MM-dd}-%i.log</fileNamePattern>
    <maxFileSize>2GB</maxFileSize>
  </rollingPolicy>
  <encoder>
    <pattern>%lo{5}: %d{ISO8601}: Thread[%t]: TransactionId[%X{transactionId}]%n%level: %m%n%ex</
pattern>
  </encoder>
</appender>

Save and verify your changes as described in Configure basic debug logging.

Debug log files will roll over each night, and also if they reach the 2GB size limit. The file names will contain the date, and a
counter to signify the order in which they were written.

◦ 

◦ 

2. 
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Change the startup debug settings

You can configure the settings that are applied when AM starts up and there is no logback.xml  file present.

The settings specified as defaults will be reflected in the Logback.jsp  file, for example at https://openam.example.com:8443/
openam/Logback.jsp . However, they will not override the configuration contained with a custom logback.xml  file.

Set the default debug level

These steps set the default debug level used by all loggers, when AM starts up:

In the AM admin UI, go to Deployment > Servers > Server Name > General > Debugging.

Select an option from the Debug Level field.

The default level for debug logging is Error . This level is appropriate for normal production operations, in which case no
debug log messages are expected.

Setting the debug log level to Warning  increases the volume of messages. Setting the debug log level to Message  dumps
detailed trace messages.

Unless told to do so by qualified support personnel, do not use Warning  or Message  levels as a default in production.
Instead, set the levels on a per-class basis.

Save your changes.

Changes are applied immediately.

Set the default debug directory

These steps set the default directory used to store debug log files:

In the AM admin UI, go to Deployment > Servers > Server Name > General > Debugging.

Enter a directory in which to store log files in the Debug Directory field.

The default value is as follows:

1. 

2. 

3. 

1. 

2. 
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%BASE_DIR%/var/debug

BASE_DIR  is the local Access Management configuration directory; for example /path/to/openam .

%BASE_DIR%\var\debug

BASE_DIR  is the local Access Management configuration directory; for example \path\to\openam .

Save your changes.

The changes are applied the next time you restart AM, or the container in which it runs.

Combine log messages in a single file

These steps log all debug messages to a single debug.out  file:

In the AM admin UI, go to Deployment > Servers > Server Name > General > Debugging.

Set the Merge Debug Files property to On .

Save your changes.

Changes are applied immediately.

All debug log messages will be written to a single debug file named debug.out . The file will be located in the directory
specified in the Debug Directory property. Refer to Set the default debug directory.

Capture troubleshooting information

The AM recording facility lets you initiate events to monitor AM while saving output that is useful when performing
troubleshooting.

AM recording events save four types of information:

AM debug logs

Thread dumps, which show you the status of every active thread, with output similar to a JStack stack trace

Unix/Linux

Windows

emergency_home
Make sure that the specified folder can be written to by the account that is running AM or the container in
which it runs.

Important

3. 

1. 

2. 

3. 

• 

• 
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Important runtime properties

The AM configuration

You initiate a recording event by invoking the ssoadm start-recording  command with a JSON file, or through a REST call with a
JSON payload. The file or payload controls the amount of information AM records, the duration of the recording, and the location
of recording output files.

Record control file configuration properties

issueID

Type: Number

Required. The issue identifier—a positive integer stored internally as a Java long  data type. A case number is a good
choice for the issueID  value.

The issueID  is a component of the path at which recorded information is stored.

See Retrieving Recording Information for more information.

referenceID

Type: String

Required. A second identifier for the recording event. Use this property to segregate multiple recording events for the
same issue.

The referenceID  is a component of the path at which recorded information is stored.

Spaces are not allowed in the referenceID  value.

See Retrieving Recording Information for more information.

Description

Type: String

Required. A textual description of the recording event.

zipEnable

Type: Boolean

Required. Whether to compress the output directory into a zip file when recording has stopped.

configExport

Type: Object

Required. An object containing the following properties:

enable

Type: Boolean

• 

• 
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Required. Whether to export the AM configuration upon completion of the recording event. Exporting the AM
configuration is a best practice, because it is extremely useful to have access to the configuration when
troubleshooting.

password

Type: String

Required if enable  is true . A key required to import the exported configuration. The key is used the same way
that the ssoadm export-svc-cfg  command uses the -e  argument.

sharePassword

Type: Boolean

Required if enable  is true . Whether to show the password  value in the ssoadm start-recording , ssoadm get-
recording-status , and ssoadm stop-recording  output, and in the info.json  file, which is output during
recording events, and which contains runtime properties.

debugLogs

Type: Object

Required. An object containing the following properties:

debugLevel

Type: String

Required. The debug level to set for the recording event. Set the value of debugLevel  to MESSAGE  to get the most
troubleshooting information from your recording period. Other acceptable but less commonly used values are 
ERROR  and WARNING .

autoStop

Type: Object

Optional. Contains another object used to specify an event that automatically ends a recording period. For time-
based termination, specify a time  object; for termination based on uncompressed file size, specify a fileSize
object. If you specify both time  and fileSize  objects, the event that occurs first causes recording to stop.

Specifying fileSize  and time  objects is a best practice, because it ensures that the recorded output does not
occupy a larger than expected amount of space on your file system, and that recording events end in a timely
fashion.

time

Type: Object

Optional; must be specified in the autoStop  object if fileSize  is not specified. Configures a recording
period to terminate recording after this amount of time.

timeUnit:

Type: String
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Required. Acceptable values are MILLISECONDS , SECONDS , MINUTES , HOURS , and DAYS .

value:

Type: Numeric

Required. Values in MILLISECONDS  are rounded down to the second. The minimum
acceptable value for autoStop  is one second.

fileSize

Type: Object

Optional; must be specified in the autoStop  object if time  is not specified. Configures a recording period to
terminate after the aggregate size of uncompressed debug logs has reached this size.

sizeUnit:

Type: String

Required. Acceptable values are B , KB , MB , and GB .

value:

Type: Numeric

Required.

threadDump

Type: Object

Required. An object containing the following properties:

enable

Type: Boolean

Required. Whether to dump threads during the recording event. Thread dumps are especially useful when
troubleshooting performance issues and issues with unresponsive servers.

delay

Type: Object

Required if enable  is true . Contains another object used to specify an interval at which thread dumps are taken.
The initial thread dump is taken at the start of the recording event; subsequent thread dumps are taken at
multiples of the delay  interval.

timeUnit

Type: String

Required. Acceptable values are MILLISECONDS , SECONDS , MINUTES , HOURS , and DAYS .
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value

Type: Numeric

Required. The minimum acceptable value is one second. Time units that are smaller than seconds, such as 
MILLISECONDS , are rounded to the closest second.

{
  "issueID": 103572,
  "referenceID": "policyEvalFails",
  "description": "Troubleshooting artifacts in support of case 103572",
  "zipEnable": true,
  "configExport": {
    "enable": true,
    "password": "5x2RR70",
    "sharePassword": false
  },
  "debugLogs": {
    "debugLevel": "MESSAGE",
    "autoStop": {
      "time": {
        "timeUnit": "SECONDS",
        "value": 15
      },
      "fileSize": {
        "sizeUnit": "GB",
        "value": 1
      }
    }
  },
  "threadDump": {
    "enable": true,
    "delay": {
      "timeUnit": "SECONDS",
      "value": 5
    }
  }
}

The recording control file properties in the preceding example affect the recording output as follows:

Recording control file example properties and effects on recording behavior

Recording Control File Property Value Effect

issueID , referenceID 103572 , policyEvalFails Recording output is stored at the path 
debugFileLocation/record/103572/

policyEvalFails_timestamp.zip . For
more information about the location of
recording output, see Retrieve
recording information.

Description Troubleshooting artifacts in

support of case 103572

No effect.
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The following table shows different tasks related to recording troubleshooting information:

Recording Control File Property Value Effect

zipEnable true Recording output is compressed into a
ZIP file.

configExport  / enable true The AM configuration is exported at the
start of the recording event.

configExport  / password 5x2RR70 Knowledge of this password will be
required to access the AM configuration
that was saved during recording.

configExport  / sharePassword false The password is not displayed in output
messages displayed during the
recording event or in the info.json
file.

debugLogs  / debugLevel MESSAGE Recording enables message-level debug
logs during the recording event.

debugLogs  / autoStop  / time SECONDS , 15 Because both the time  and fileSize
properties are set, recording stops after
15 seconds, or after the size of the
debug logs exceeds 1 GB, whichever
occurs first.

debugLogs  / autoStop  / fileSize GB , 1 Because both the time  and fileSize
properties are set, recording stops after
15 seconds, or after the size of the
debug logs exceeds 1 GB, whichever
occurs first.

threadDump  / enable true Thread dumps are taken throughout
the recording event.

threadDump  / delay SECONDS , 5 The first thread dump is taken when
the recording event starts. Additional
thread dumps are taken every five
seconds hence.

Task or Requirement Resources

Start and stop recording information
Use the ssoadm  command or REST calls to start and stop
recording information. You can also check if there are active
recording events using REST (Get recording status (REST)).

Start and stop recording (ssoadm)
Start and stop recording (REST)

• 
• 
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Start and stop recording (ssoadm)

Start AM recording with the ssoadm start-recording  command. For example:

$ ssoadm \
start-recording \

--servername https://openam.example.com:8443/openam \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \
--jsonfile recording.json
{
  "recording": true,
  "record": {
    "issueID": 103572,
    "referenceID": "policyEvalFails",
    "description": "Record everything",
    "zipEnable": false,
    "threadDump": {
      "enable": true,
      "delay": {
        "timeUnit": "SECONDS",
        "value": 5
      }
    },
    "configExport": {
      "enable": true,
      "password": "admin password",
      "sharePassword": true
    },
    "debugLogs": {
      "debugLevel": "message",
      "autoStop": {
        "time": {
          "timeUnit": "MILLISECONDS",
          "value": 15000
        },
        "fileSize": {
          "sizeUnit": "KB",
          "value": 1048576
        }
      }
    },
    "status": "RUNNING",
    "folder": "/home/openam/debug/record/103572/policyEvalFails/"
  }
}

Task or Requirement Resources

Retrieve information
AM stores the troubleshooting information you gathered, so
it is ready to be sent to ForgeRock Support representatives.

Retrieve recording information• 
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In the preceding ssoadm start-recording  command example, the recording.json  file specifies the information to be
recorded and under what conditions recording automatically terminates.

An active recording event stops when:

To explicitly tell AM to stop recording, use the ssoadm stop-recording  command.

See the ssoadm for details about this command.

Another ssoadm start-recording  command is sent to AM that specifies an issue ID that differs from the active recording
event’s issue ID. In this case, the initial recording session terminates and the new recording event starts. Note that you can
determine whether an AM recording event is active by using the ssoadm get-recording-status  command.

A timer configured in the recording control file determines that the maximum amount of time for the recording event has
been reached.

A file size monitor configured in the recording control file determines that the maximum amount of information in debug
logs has been reached.

Start and stop recording (REST)

To start a recording event, send an HTTP POST request to the /json/records  endpoint, specifying the _action=start
parameter in the URL. Specify a JSON payload identical in format to the input file for the ssoadm start-recording  command.

You must authenticate to AM as an administrative user to obtain an SSO token prior to calling the /json/records  REST endpoint.
You then pass the SSO token in the iPlanetDirectoryPro  header as proof of authentication.

info
The ssoadm  command output in the preceding example is shown in indented format for ease of reading. The actual
output is not indented.

Note

• 

• 

• 

• 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.0" \
--data ' {
  "issueID": 103572,
  "referenceID": "policyEvalFails",
  "description": "Troubleshooting artifacts in support of case 103572",
  "zipEnable": true,
  "configExport": {
   "enable": true,
   "password": "5x2RR70",
   "sharePassword": false
  },
  "debugLogs": {
   "debugLevel": "MESSAGE",
   "autoStop": {
    "time":  {
     "timeUnit": "SECONDS",
     "value": 15
    },
    "fileSize": {
     "sizeUnit": "GB",
     "value": 1
    }
   }
  },
  "threadDump" : {
   "enable": true,
   "delay" :  {
    "timeUnit": "SECONDS",
    "value": 5
   }
  }
 }' \

https://openam.example.com:8443/openam/json/records?_action=start

{
    "recording":true,
    "record":{
        "issueID":103572,
        "referenceID":"policyEvalFails",
        "description":"Troubleshooting artifacts in support of case 103572",
        "zipEnable":true,
        "threadDump":{
            "enable":true,
            "delay":{
                "timeUnit":"SECONDS",
                "value":5
            }
        },
        "configExport":{
            "enable":true,
            "password":"xxxxxx",
            "sharePassword":false
        },
        "debugLogs":{
            "debugLevel":"message",
            "autoStop":{
                "time":{
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                    "timeUnit":"MILLISECONDS",
                    "value":15000
                },
                "fileSize":{
                    "sizeUnit":"KB",
                    "value":1048576
                }
            }
        },
        "status":"RUNNING",
        "folder":"/opt/demo/openam/config/openam/debug/record/103572/policyEvalFails/"
    }
}

The curl  command output is indented for ease of reading. The actual output is not indented, and the actions available from
the /json/records  endpoint do not support the _prettyPrint  parameter.

To stop a recording event, send an HTTP POST request to the /json/records  endpoint, specifying the _action=stop  parameter
in the URL:

$ curl \
--request POST \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.0" \

https://openam.example.com:8443/openam/json/records?_action=stop

If there is no active recording event, AM returns a 400 error code.

If there is an active recording event, output similar to the following appears:
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{
  "recording": false,
  "record": {
    "issueID": 103572,
    "referenceID": "policyEvalFails",
    "description": "Troubleshooting artifacts in support of case 103572",
    "zipEnable": true,
    "threadDump": {
      "enable": true,
      "delay": {
        "timeUnit": "SECONDS",
        "value": 5
      }
    },
    "configExport": {
      "enable": true,
      "password": "xxxxxx",
      "sharePassword": false
    },
    "debugLogs": {
      "debugLevel": "message",
      "autoStop": {
        "time": {
          "timeUnit": "MILLISECONDS",
          "value": 15000
        },
        "fileSize": {
          "sizeUnit": "KB",
          "value": 1048576
        }
      }
    },
    "status": "STOPPED",
    "folder": "/opt/demo/openam/config/openam/debug/record/103572/policyEvalFails/"
  }
}

Get recording status (REST)

To get the status of a recording event, perform an HTTP POST using the /json/records  endpoint, specifying the 
_action=status  parameter in the URL:

$ curl \
--request POST \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.0" \

https://openam.example.com:8443/openam/json/records?_action=status

If there is no active recording event, the following output appears:
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{
    "recording":false
}

If there is an active recording event, output similar to the following appears:

{
    "recording":true,
    "record":{
        "issueID":103572,
        "referenceID":"policyEvalFails",
        "description":"Troubleshooting artifacts in support of case 103572",
        "zipEnable":true,
        "threadDump":{
            "enable":true,
            "delay":{
                "timeUnit":"SECONDS",
                "value":5
            }
        },
        "configExport":{
            "enable":true,
            "password":"xxxxxx",
            "sharePassword":false
        },
        "debugLogs":{
            "debugLevel":"message",
            "autoStop":{
                "time":{
                    "timeUnit":"MILLISECONDS",
                    "value":15000
                },
                "fileSize":{
                    "sizeUnit":"KB",
                    "value":1048576
                }
            }
        },
        "status":"RUNNING",
        "folder":"/opt/demo/openam/config/openam/debug/record/103572/policyEvalFails/"
    }
}

Retrieve recording information

Information recorded by AM is stored at the path debugFileLocation/record/issueID/referenceID . For example, if the debug
file location is /home/openam/debug , the issue ID 103572 , and the reference ID policyEvalFails , the path containing recorded
information is /home/openam/debug/record/103572/policyEvalFails .

When there are multiple recording events with the same issueID  and referenceID , AM appends a timestamp to the 
referenceID  of the earliest paths. For example, multiple recording events for issue ID 103572  and reference ID 
policyEvalFails  might be stored at the following paths:

Most recent recording: debugFileLocation/record/103572/policyEvalFails• 
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Next most recent recording: debugFileLocation/record/103572/policyEvalFails_2015-10-24-11-48-51-902-PDT

Earliest recording: debugFileLocation/record/103572/policyEvalFails_2015-08-10-15-15-10-140-PDT

AM compresses the output from recording events when you set the zipEnable  property to true . The output file can be found
at the path debugFileLocation/record/issueID/referenceID_timestamp.zip . For example, compressed output for a recording
event for issue ID 103572  and reference ID policyEvalFails  might be stored at the following path: debugFileLocation/
record/103572/policyEvalFails_2015-08-12-12-19-02-683-PDT.zip .

Use the referenceID  property value to segregate output when reproducing the same problem multiple times. For example,
while troubleshooting case 103572, you notice that you only have a problem when evaluating policy for members of the Finance
realm. You could trigger two recording events as follows:

Reference

This reference provides information related to maintaining an AM instance, and covers the following topics:

Monitoring configuration

Monitoring metric types

Monitoring metrics

SNMP CTS object identifiers

For the global services reference, refer to Global services configuration.

Monitoring

amster  service name: Monitoring

Configuration

The following settings appear on the Configuration tab:

Monitoring Status

Enable / Disable the monitoring system

Default value: false

• 

• 

Segregate recording output using the referenceID

AM behavior referenceIDValue Recording output path

Policy evaluation behaves as expected
for members of the Engineering realm.

policyEvalSucceeds debugFileLocation/record/103572/

policyEvalSucceeds

Policy evaluation unexpectedly fails for
members of the Finance realm.

policyEvalFails debugFileLocation/record/103572/

policyEvalFails

• 

• 

• 

• 
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amster  attribute: enabled

Monitoring HTTP Port

Port number for the HTTP monitoring interface

Default value: 8082

amster  attribute: httpPort

Monitoring HTTP interface status

Enable / Disable the HTTP access to the monitoring system

Default value: false

amster  attribute: httpEnabled

Monitoring HTTP interface authentication file path

Path to the monitoring system authentication file

The openam_mon_auth  file contains the username and password of the account used to protect the monitoring interfaces.
The default username is demo  with a password of changeit . Use the ampassword  command to encrypt a new password.

Default value: %BASE_DIR%/security/openam_mon_auth

amster  attribute: authfilePath

Monitoring RMI Port

Port number for the JMX monitoring interface

Default value: 9999

amster  attribute: rmiPort

Monitoring RMI interface status

Enable / Disable the JMX access to the monitoring system

Default value: false

amster  attribute: rmiEnabled

Monitoring SNMP Port

Port number for the SNMP monitoring interface

Default value: 8085

amster  attribute: snmpPort

Monitoring SNMP interface status

Enable / Disable the SNMP access to the monitoring system

Default value: false
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amster  attribute: snmpEnabled

Policy evaluation monitoring history size

Size of the window of most recent policy evaluations to record to expose via monitoring system. Valid range is 100 -
1000000.

Default value: 10000

amster  attribute: policyHistoryWindowSize

Session monitoring history size

Size of the window of most recent session operations to record to expose via monitoring system. Valid range is 100 -
1000000.

Default value: 10000

amster  attribute: sessionHistoryWindowSize

Secondary configurations

This service has the following secondary configurations.

crest

Enabled

Default value: false

amster  attribute: enabled

graphite

Hostname

The hostname of the Graphite server to which metrics should be published.

amster  attribute: host

Port

The port of the Graphite server to which metrics should be published.

Default value: 2004

amster  attribute: port

Frequency

The frequency (in seconds) at which metrics should be published.

Default value: 30

amster  attribute: frequency
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prometheus

Enabled

Default value: false

amster  attribute: enabled

Authentication Type

Default value: BASIC

amster  attribute: authenticationType

Username

Default value: prometheus

amster  attribute: username

Password

amster  attribute: password

Monitoring metric types

This page describes the monitoring metric types that are available in AM.

Summary

Metric that samples observations, providing a count of observations, sum total of observed amounts, average rate of events, and
moving average rates across sliding time windows.

Fields

When using the Common REST, JMX, or Graphite interfaces, the Summary  metric type has the following fields:

Field Description

_id The metric ID.

_type The metric type.

count The number of events recorded for this metric.

total The sum of the values of events recorded for this metric.

info
As the increment is always 1, the total and the count
will always be equal. 

Note
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The following is an example of the authentication.success  metric from the Common REST endpoint:

{
  "_id" : "authentication.success",
  "_type" : "summary",
  "count" : 2,
  "total" : 2.0,
  "m1_rate" : 3.2668341885586836E-14,
  "m5_rate" : 7.794695663154025E-5,
  "m15_rate" : 0.01377545747021923,
  "mean_rate" : 8.238608027596704E-4,
  "units" : "events/second"
}

Prometheus fields

The Prometheus endpoint does not provide rate-based statistics, as rates can be calculated from the time-series data.

When using the Prometheus interface, the Summary  metric type has the following fields:

The following is an example of the am_authentication{outcome="success"}  metric from the Prometheus endpoint:

# TYPE am_authentication summary
am_authentication_count{outcome="success"} 2.0
am_authentication_total{outcome="success"} 2.0

Timer

Metric that combines both rate and duration information.

Field Description

m1_rate The one-minute average rate.

m5_rate The five-minute average rate.

m15_rate The fifteen-minute average rate.

mean_rate The average rate.

units A description of the units the metric is presented in.

Field Description

# TYPE The metric ID, and type. Formatted as a comment.

_count The number of events recorded.

_total The sum of the amounts of events recorded
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Fields

When using the Common REST, JMX, or Graphite interfaces, the Timer  metric type has the following fields:

Field Description

_id The metric ID.

_type The metric type.

count The number of events recorded for this metric.

total The sum of the durations recorded for this metric.

min The minimum duration recorded for this metric.

max The maximum duration recorded for this metric.

mean The mean average duration recorded for this metric.

stddev The standard deviation of durations recorded for this metric.

duration_units The units used for measuring the durations in the metric.

p50 50% of the durations recorded are at or below this value.

p75 75% of the durations recorded are at or below this value.

p95 95% of the durations recorded are at or below this value.

p98 98% of the durations recorded are at or below this value.

p99 99% of the durations recorded are at or below this value.

p999 99.9% of the durations recorded are at or below this value.

m1_rate The one-minute average rate.

m5_rate The five-minute average rate.

m15_rate The fifteen-minute average rate.

mean_rate The average rate.

rate_units The units used for measuring the rate of the metric.
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The following is an example of the cts.connection.success  metric from the Common REST endpoint:

{
  "_id" : "cts.connection.success",
  "_type" : "timer",
  "count" : 486,
  "total" : 80.0,
  "min" : 0.0,
  "max" : 1.0,
  "mean" : 0.1905615495053855,
  "stddev" : 0.39274399467782056,
  "duration_units" : "milliseconds",
  "p50" : 0.0,
  "p75" : 0.0,
  "p95" : 1.0,
  "p98" : 1.0,
  "p99" : 1.0,
  "p999" : 1.0,
  "m1_rate" : 0.1819109974890356,
  "m5_rate" : 0.05433445522996721,
  "m15_rate" : 0.03155662103953588,
  "mean_rate" : 0.020858521722211427,
  "rate_units" : "calls/second"
}

Prometheus fields

The Prometheus endpoint does not provide rate-based statistics, as rates can be calculated from the time-series data.

When using the Prometheus interface, the Timer  metric type has the following fields:

info
Duration-based values, such as min , max , and p50 , are weighted towards newer data. By representing
approximately the last five minutes of data, the timers make it easier to see recent changes in behavior, rather than a
uniform average of recordings since the server was started.

Note

Field Description

# TYPE The metric ID, and type. Note that the Timer  metric type is
reported as a Summary  type. Formatted as a comment.

_count The number of events recorded.

_total The sum of the durations recorded.

{quantile="0.5"} 50% of the durations are at or below this value.

{quantile="0.75"} 75% of the durations are at or below this value.

{quantile="0.95"} 95% of the durations are at or below this value.

{quantile="0.98"} 98% of the durations are at or below this value.
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The following is an example of the am_cts_connection_seconds{outcome="success"}  metric from the Prometheus endpoint:

# TYPE am_cts_connection_seconds summary
am_cts_connection_seconds{outcome="success",quantile="0.5",} 0.0
am_cts_connection_seconds{outcome="success",quantile="0.75",} 0.0
am_cts_connection_seconds{outcome="success",quantile="0.95",} 0.001
am_cts_connection_seconds{outcome="success",quantile="0.98",} 0.001
am_cts_connection_seconds{outcome="success",quantile="0.99",} 0.001
am_cts_connection_seconds{outcome="success",quantile="0.999",} 0.001
am_cts_connection_count{outcome="success",} 492.0
am_cts_connection_seconds_total{outcome="success",} 0.081

Gauge

Metric for a numerical value that can increase or decrease. The value for a gauge is calculated when requested, and represents
the state of the metric at that specific time.

Fields

When using the Common REST, JMX, or Graphite interfaces, the Gauge  metric type has the following fields:

The following is an example of the jvm.used-memory  metric from the Common REST endpoint:

{
  "_id" : "jvm.used-memory",
  "_type" : "gauge",
  "value" : 2.13385216E9
}

Field Description

{quantile="0.99"} 99% of the durations are at or below this value.

{quantile="0.999"} 99.9% of the durations are at or below this value.

info
Duration-based quantile values are weighted towards newer data. By representing approximately the last five
minutes of data, the timers make it easier to see recent changes in behavior, rather than a uniform average of
recordings since the server was started.

Note

Field Description

_id The metric ID.

_type The metric type.

value The current value of the metric.
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Prometheus fields

When using the Prometheus interface, the Timer  metric type has the following fields:

The following is an example of the am_jvm_used_memory_bytes  metric from the Prometheus endpoint:

# TYPE am_jvm_used_memory_bytes gauge
am_jvm_used_memory_bytes 2.13385216E9

Distinct counter

Metric providing an estimate of the number of unique values recorded.

For example, this could be used to estimate the number of unique users who have authenticated, or unique client IP addresses.

Fields

When using the Common REST, JMX, or Graphite interfaces, the DistinctCounter  metric type has the following fields:

The following is an example of the authentication.unique-uuid.success  metric from the Common REST endpoint:

Field Description

# TYPE The metric ID, and type. Formatted as a comment.

{Metric ID} The current value. Large values may be represented in
scientific E-notation.

info
The DistinctCounter  metric is calculated per instance of AM, and cannot be aggregated across multiple instances to
get a site-wide view.

Note

Field Description

_id The metric ID.

_type The metric type. Note that the distinctCounter  type is
reported as a gauge  type. The output formats are identical.

value The calculated estimate of the number of unique values
recorded in the metric.
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{
  "_id" : "authentication.unique-uuid.success",
  "_type" : "gauge",
  "value" : 3.0
}

Prometheus fields

When using the Prometheus interface, the distinctCounter  metric type has the following fields:

The following is an example of the am_authentication_unique_uuid{outcome="success"}  metric from the Prometheus
endpoint:

# TYPE am_authentication_unique_uuid gauge
am_authentication_unique_uuid{outcome="success"} 3.0

Monitoring metrics

AM exposes the monitoring metrics described in this page.

Authentication metrics

AM exposes the following authentication-related monitoring metrics:

authentication.module.<auth-module-name>.<outcome>

Rate of successful/unsuccessful authentication module outcomes. (Summary)

Prometheus syntax: am_authentication_module{module=<auth-module-name>,outcome=<outcome>}

Labels:

<auth-module-name>

Classname of the authentication module, for example:

Application

DataStore

Field Description

# TYPE The metric ID, and type. Note that the distinctCounter  type
is reported as a gauge  type. The output formats are
identical. Formatted as a comment.

{Metric ID} The calculated estimate of the number of unique values
recorded in the metric.
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<outcome>

success

failure

timeout

authentication.unique-uuid.success

Count of unique identities which have successfully logged in. (DistinctCounter)

Prometheus syntax: am_authentication_unique_uuid{outcome=success}

authentication.<outcome>

Rate of successful/unsuccessful/timed-out authentication flows. (Summary)

Prometheus syntax: am_authentication{outcome=<outcome>}

Labels:

<outcome>

success

failure

timeout

Authorization Metrics

AM exposes the following authorization-related monitoring metrics:

authorization.policy-set.<policy-set-name>.evaluate.action.<policy-action-name>.<outcome>

Rate of policy evaluation allowed/denied actions being returned under a given policy set. (Summary)

Prometheus syntax: am_authorization_policy_set_evaluate_action{policy_set=<policy-set-name>, action-
type=<policy-action-name>,outcome=<outcome>}

Labels:

<policy-set-name>

Name of the policy set, for example:

iPlanetAMWebAgentService

oauth2Scopes

<policy-action-name>

Name of the action as specified in the policy, for example:

GET
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POST

GRANT

<outcome>

allow

deny

authorization.policy-set.<policy-set-name>.evaluate.advice.<policy-advice-type-name>

Rate of policy evaluation advice types being returned under a given policy set. (Summary)

Prometheus syntax: am_authorization_policy_set_evaluate_advice{policy_set=<policy-set-name>,advice-
type=<policy-advice-type-name>}

Labels:

<policy-set-name>

Name of the policy set, for example:

iPlanetAMWebAgentService

oauth2Scopes

<policy-advice-type-name>

Name of the policy condition advice, for example:

AuthSchemeConditionAdvice

AuthenticateToServiceConditionAdvice

AuthLevelConditionAdvice

AuthenticateToTreeConditionAdvice

AuthenticateToRealmConditionAdvice

TransactionConditionAdvice

authorization.policy-set.evaluate.subject-cache.size

Number of cached subject membership relationships. (Gauge)

Prometheus syntax: am_authorization_policy_set_evaluate_subject_cache_size

authorization.policy-set.<policy-set-name>.evaluate.<outcome>

Rate of successful/unsuccessful policy evaluation calls under a given policy set and time taken to perform this operation.
(Timer)

Prometheus syntax: am_authorization_policy_set_evaluate{policy_set=<policy-set-name>,outcome=<outcome>}

Labels:
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<policy-set-name>

Name of the policy set, for example:

iPlanetAMWebAgentService

oauth2Scopes

<outcome>

success

failure

timeout

authorization.policy-set.<policy-set-name>.policy.<operation>

Number of policies created/updated/deleted under a given policy set since this AM instance was started. (Summary)

Prometheus syntax: am_authorization_policy_set_policy{policy_set=<policy-set-name>,operation=<operation>}

Labels:

<policy-set-name>

Name of the policy set, for example:

iPlanetAMWebAgentService

oauth2Scopes

<operation>

create

update

delete

Denylisting metrics

AM exposes the following denylisting monitoring metrics:

<blacklist-type>.blacklist.bloomfilter.check.<outcome>

Rate of bloom filter denylist checks. (Summary)

Prometheus syntax: am_blacklist_bloomfilter_check{blacklist_type=<blacklist-type>,outcome=<outcome>}

Labels:

<blacklist-type>

session.client-based  (Prometheus: session_client_based )

oauth2
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<outcome>

negative . The bloom filter reports that the checked token is not blacklisted.

false-positive . The bloom filter reports that the checked token may be blacklisted, but the token was not
blacklisted.

positive . The bloom filter reports that the checked token may be blacklisted, and this was found to be true.

<blacklist-type>.blacklist.cache.hit

Rate of cache hits of the denylist cache layer. (Summary)

Prometheus syntax: am_blacklist_cache{blacklist_type=<blacklist-type>,outcome=hit}

Labels:

<blacklist-type>

session.client-based  (Prometheus: session_client_based )

oauth2

<blacklist-type>.blacklist.cache.miss

Rate of cache misses of the denylist cache layer. (Summary)

Prometheus syntax: am_blacklist_cache{blacklist_type=<blacklist-type>,outcome=miss}

Labels:

<blacklist-type>

session.client-based  (Prometheus: session_client_based )

oauth2

<blacklist-type>.blacklist.check.<outcome>

Rate of denylist checks. (Summary)

Prometheus syntax: am_blacklist_check{blacklist_type=<blacklist-type>,outcome=<outcome>}

Labels:

<blacklist-type>

session.client-based  (Prometheus: session_client_based )

oauth2

<outcome>

true . The token is blacklisted.

false . The token is not blacklisted.
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<blacklist-type>.blacklist.cts.search.result

Rate of denylist entries returned by searches. (Summary)

Prometheus syntax: am_blacklist_cts_search_result{blacklist_type=<blacklist-type>}

Labels:

<blacklist-type>

session.client-based  (Prometheus: session_client_based )

oauth2

<blacklist-type>.blacklist.cts.search.<outcome>

Tracks time to search CTS for denylist entries. (Timer)

Prometheus syntax: am_blacklist_cts_search{blacklist_type=<blacklist-type>,outcome=<outcome>}

Labels:

<blacklist-type>

session.client-based  (Prometheus: session_client_based )

oauth2

<outcome>

success

failure

CTS metrics

AM exposes the following CTS-related monitoring metrics:

cts.connection.<outcome>

Rate of successful/unsuccessful CTS connections to DS and time taken to obtain the connection. (Timer)

Prometheus syntax: am_cts_connection{outcome=<outcome>}

Labels:

<outcome>

success

failure

cts.connection.state.<status>

The number of connections in each state. (Counter)

Prometheus syntax: am_cts_connection_state{status=<status>}
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Labels:

<status>

out

pending

cts.reaper.cache.size

Number of entries in the token reaper cache. (Gauge)

Prometheus syntax: am_cts_reaper_cache_size

cts.reaper.cache.<token-type>.deletion.<outcome>

Rate of successful/unsuccessful token deletions from cache by token type. (Summary)

Prometheus syntax: am_cts_reaper_deletion{reaper_type=cache,token_type=<token-type>,outcome=<outcome>}

Labels:

<token-type>

session

saml2

oauth2

rest

oauth2-csrf-protection  (Prometheus: oauth2_csrf_protection )

resource-set  (Prometheus: resource_set )

uma-permission-ticket  (Prometheus: uma_permission_ticket )

uma-requesting-party  (Prometheus: uma_requesting_party )

uma-audit-entry  (Prometheus: uma_audit_entry )

session-blacklist  (Prometheus: session_blacklist )

uma-pending-request  (Prometheus: uma_pending_request )

sts

oauth2-blacklist  (Prometheus: oauth2_blacklist )

oauth2-stateless  (Prometheus: oauth2_stateless )

push-notification  (Prometheus: push_notification )

cluster-notification  (Prometheus: cluster_notification )

oauth2-stateless-grant  (Prometheus: oauth2_stateless_grant )

transaction
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authentication-whitelist  (Prometheus: authentication_whitelist )

oauth2-grant-set  (Prometheus: oauth2_grant_set )

<outcome>

success

failure

cts.reaper.search.<token-type>.deletion.<outcome>

Rate of successful/unsuccessful token deletions from search by token type. (Summary)

Prometheus syntax: am_cts_reaper_deletion{reaper_type=search,token_type=<token-type>,outcome=<outcome>}

Labels:

<token-type>

session

saml2

oauth2

rest

oauth2-csrf-protection  (Prometheus: oauth2_csrf_protection )

resource-set  (Prometheus: resource_set )

uma-permission-ticket  (Prometheus: uma_permission_ticket )

uma-requesting-party  (Prometheus: uma_requesting_party )

uma-audit-entry  (Prometheus: uma_audit_entry )

session-blacklist  (Prometheus: session_blacklist )

uma-pending-request  (Prometheus: uma_pending_request )

sts

oauth2-blacklist  (Prometheus: oauth2_blacklist )

oauth2-stateless  (Prometheus: oauth2_stateless )

push-notification  (Prometheus: push_notification )

cluster-notification  (Prometheus: cluster_notification )

oauth2-stateless-grant  (Prometheus: oauth2_stateless_grant )

transaction

authentication-whitelist  (Prometheus: authentication_whitelist )

oauth2-grant-set  (Prometheus: oauth2_grant_set )
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<outcome>

success

failure

cts.reaper.search.<outcome>

Rate of successful/unsuccessful search and time taken to perform this operation. (Timer)

Prometheus syntax: am_cts_reaper_search{outcome=<outcome>}

Labels:

<outcome>

success

failure

cts_task.<token-type>.<operation-type>.<outcome>

Rate of successful/unsuccessful CTS operation types, by token type and time taken to perform them. (Timer)

Prometheus syntax: am_cts_task{operation=<operation-type>,token-type=<token-type>,outcome=<outcome>}

Labels:

<token-type>

session

saml2

oauth2

rest

oauth2-csrf-protection  (Prometheus: oauth2_csrf_protection )

resource-set  (Prometheus: resource_set )

uma-permission-ticket  (Prometheus: uma_permission_ticket )

uma-requesting-party  (Prometheus: uma_requesting_party )

uma-audit-entry  (Prometheus: uma_audit_entry )

session-blacklist  (Prometheus: session_blacklist )

uma-pending-request  (Prometheus: uma_pending_request )

sts

oauth2-blacklist  (Prometheus: oauth2_blacklist )

oauth2-stateless  (Prometheus: oauth2_stateless )
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push-notification  (Prometheus: push_notification )

cluster-notification  (Prometheus: cluster_notification )

oauth2-stateless-grant  (Prometheus: oauth2_stateless_grant )

transaction

authentication-whitelist  (Prometheus: authentication_whitelist )

oauth2-grant-set  (Prometheus: oauth2_grant_set )

<operation-type>

create

read

update

delete

patch

query

partial-query  (Prometheus: partial_query )

<outcome>

success

failure

JVM metrics

AM exposes the JVM-related monitoring metrics covered in this section.

To get the metric name used by Prometheus, prepend am_  to the names below, and replace period ( . )) and hyphen ( - )

characters with underscore ( _ ) characters.

For example, the jvm.available-cpus  metric is named am_jvm_available_cpus  in Prometheus.

info
These metrics may depend on the JVM version and configuration. In particular, garbage-collector-related metrics
depend on the garbage collector that the server uses. The garbage-collector metric names are unstable, and can
change even in a minor JVM release.

Note

JVM metrics by name

Name Description

jvm.available-cpus Number of processors available to the Java virtual machine.
(Gauge)
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Name Description

jvm.class-loading.loaded Number of classes loaded since the Java virtual machine
started. (Gauge)

jvm.class-loading.unloaded Number of classes unloaded since the Java virtual machine
started. (Gauge)

jvm.free-used-memory Amount of free memory.

jvm.used-memory Amount of used memory.

jvm.max-memory Maximum amount of memory.

jvm.garbage-collector.Copy.count Number of collections performed by the "copy" garbage
collection algorithm. (Gauge)

jvm.garbage-collector.Copy.time Approximate accumulated time taken by the "copy" garbage
collection algorithm. (Gauge)

jvm.garbage-collector.MarkSweepCompact.count Number of collections performed by the "mark sweep"
garbage collection algorithm. (Gauge)

jvm.garbage-collector.MarkSweepCompact.time Approximate accumulated time taken by the "mark sweep"
garbage collection algorithm. (Gauge)

jvm.memory-usage.heap.init Amount of heap memory the Java virtual machine initially
requested from the operating system. (Gauge)

jvm.memory-usage.heap.max Maximum amount of heap memory the Java virtual machine
attempts to use. (Gauge)

jvm.memory-usage.heap.committed Amount of heap memory committed for the Java virtual
machine to use. (Gauge)

jvm.memory-usage.heap.used Amount of heap memory used by the Java virtual machine.
(Gauge)

jvm.memory-usage.heap.usage Percentage of heap memory used out of the maximum
available. (Gauge).

jvm.memory-usage.non-heap.init Amount of non-heap memory the Java virtual machine
initially requested from the operating system. (Gauge)

jvm.memory-usage.non-heap.max Maximum amount of non-heap memory the Java virtual
machine attempts to use. (Gauge)

jvm.memory-usage.non-heap.committed Amount of non-heap memory that is committed for the Java
virtual machine to use. (Gauge)
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Name Description

jvm.memory-usage.non-heap.used Amount of non-heap memory used by the Java virtual
machine. (Gauge)

jvm.memory-usage.non-heap.usage Percentage of non-heap memory used out of the maximum
available. (Gauge)

jvm.memory-usage.pools.Compressed-Class-Space.init Amount of "compressed class space" memory the Java virtual
machine initially requested from the operating system.
(Gauge)

jvm.memory-usage.pools.Compressed-Class-Space.max Maximum amount of "compressed class space" memory the
Java virtual machine attempts to use. (Gauge)

jvm.memory-usage.pools.Compressed-Class-

Space.committed

Amount of "compressed class space" memory committed for
the Java virtual machine to use. (Gauge)

jvm.memory-usage.pools.Compressed-Class-Space.used Amount of "compressed class space" memory used by the
Java virtual machine. (Gauge)

jvm.memory-usage.pools.Compressed-Class-Space.usage Percentage of "compressed class space" memory used out of
the maximum available. (Gauge)

jvm.memory-usage.pools.CodeHeap-'non-nmethods'.init Amount of CodeHeap "non-nmethods" memory the Java
virtual machine initially requested from the operating system.
(Gauge)

jvm.memory-usage.pools.CodeHeap-'non-nmethods'.max Maximum amount of CodeHeap "non-nmethods" memory
the Java virtual machine attempts to use. (Gauge)

jvm.memory-usage.pools.CodeHeap-'non-

nmethods'.committed

Amount of CodeHeap "non-nmethods" memory committed
for the Java virtual machine to use. (Gauge)

jvm.memory-usage.pools.CodeHeap-'non-nmethods'.used Amount of CodeHeap "non-nmethods" memory used by the
Java virtual machine. (Gauge)

jvm.memory-usage.pools.CodeHeap-'non-nmethods'.usage Percentage of CodeHeap "non-nmethods" memory used out
of the maximum available. (Gauge)

jvm.memory-usage.pools.CodeHeap-'non-profiled-

nmethods'.init

Amount of CodeHeap "non-profiled-nmethods" memory the
Java virtual machine initially requested from the operating
system. (Gauge)

jvm.memory-usage.pools.CodeHeap-'non-profiled-

nmethods'.max

Maximum amount of CodeHeap "non-profiled-nmethods"
memory the Java virtual machine attempts to use. (Gauge)

jvm.memory-usage.pools.CodeHeap-'non-profiled-

nmethods'.committed

Amount of CodeHeap "non-profiled-nmethods" memory
committed for the Java virtual machine to use. (Gauge)
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Name Description

jvm.memory-usage.pools.CodeHeap-'non-profiled-

nmethods'.used

Amount of CodeHeap "non-profiled-nmethods" memory used
by the Java virtual machine. (Gauge)

jvm.memory-usage.pools.CodeHeap-'non-profiled-

nmethods'.usage

Percentage of CodeHeap "non-profiled-nmethods" memory
used out of the maximum available. (Gauge)

jvm.memory-usage.pools.CodeHeap-'profiled-

nmethods'.init

Amount of CodeHeap "profiled-nmethods" memory the Java
virtual machine initially requested from the operating system.
(Gauge)

jvm.memory-usage.pools.CodeHeap-'profiled-

nmethods'.max

Maximum amount of CodeHeap "profiled-nmethods"
memory the Java virtual machine attempts to use. (Gauge)

jvm.memory-usage.pools.CodeHeap-'profiled-

nmethods'.committed

Amount of CodeHeap "profiled-nmethods" memory
committed for the Java virtual machine to use. (Gauge)

jvm.memory-usage.pools.CodeHeap-'profiled-

nmethods'.used

Amount of CodeHeap "profiled-nmethods" memory used by
the Java virtual machine. (Gauge)

jvm.memory-usage.pools.CodeHeap-'profiled-

nmethods'.usage

Percentage of CodeHeap "profiled-nmethods" memory used
out of the maximum available. (Gauge)

jvm.memory-usage.pools.Metaspace.init Amount of "metaspace" memory the Java virtual machine
initially requested from the operating system. (Gauge)

jvm.memory-usage.pools.Metaspace.max Maximum amount of "metaspace" memory the Java virtual
machine attempts to use. (Gauge)

jvm.memory-usage.pools.Metaspace.committed Amount of "metaspace" memory committed for the Java
virtual machine to use. (Gauge)

jvm.memory-usage.pools.Metaspace.used Amount of "metaspace" memory used by the Java virtual
machine. (Gauge)

jvm.memory-usage.pools.Metaspace.usage Percentage of "metaspace" memory used out of the
maximum available. (Gauge)

jvm.memory-usage.pools.Eden-Space.init Amount of "eden space" memory the Java virtual machine
initially requested from the operating system. (Gauge)

jvm.memory-usage.pools.Eden-Space.max Maximum amount of "eden space" memory (young
generation) the Java virtual machine attempts to use. (Gauge)

jvm.memory-usage.pools.Eden-Space.committed Amount of "eden space" memory (young generation)
committed for the Java virtual machine to use. (Gauge)
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Name Description

jvm.memory-usage.pools.Eden-Space.used-after-gc Amount of "eden space" memory (young generation) after
the last time garbage collection recycled unused objects in
this memory pool. (Gauge)

jvm.memory-usage.pools.Eden-Space.used Amount of "eden space" memory (young generation) used by
the Java virtual machine. (Gauge)

jvm.memory-usage.pools.Eden-Space.usage Percentage of "eden space" memory (young generation) used
out of the maximum available. (Gauge)

jvm.memory-usage.pools.Tenured-Gen.init Amount of "tenured generation" (old generation) memory the
Java virtual machine initially requested from the operating
system. (Gauge)

jvm.memory-usage.pools.Tenured-Gen.max Maximum amount of "tenured generation" (old generation)
memory the Java virtual machine attempts to use. (Gauge)

jvm.memory-usage.pools.Tenured-Gen.committed Amount of "tenured generation" memory (old generation)
committed for the Java virtual machine to use. (Gauge)

jvm.memory-usage.pools.Tenured-Gen.used-after-gc Amount of "tenured generation" memory (old generation)
after the last time garbage collection recycled unused objects
in this memory pool. (Gauge)

jvm.memory-usage.pools.Tenured-Gen.used Amount of "tenured generation" memory (old generation)
used by the Java virtual machine. (Gauge)

jvm.memory-usage.pools.Tenured-Gen.usage Percentage of "tenured generation" memory (old generation)
used out of the maximum available. (Gauge)

jvm.memory-usage.pools.Survivor-Space.init Amount of "survivor space" memory (young generation) the
Java virtual machine initially requested from the operating
system. (Gauge)

jvm.memory-usage.pools.Survivor-Space.max Maximum amount of "survivor space" memory (young
generation) the Java virtual machine attempts to use. (Gauge)

jvm.memory-usage.pools.Survivor-Space.committed Amount of "survivor space" memory (young generation)
committed for the Java virtual machine to use. (Gauge)

jvm.memory-usage.pools.Survivor-Space.used-after-gc Amount of "survivor space" memory (young generation) after
the last time garbage collection recycled unused objects in
this memory pool. (Gauge)

jvm.memory-usage.pools.Survivor-Space.used Amount of "survivor space" memory (young generation) used
by the Java virtual machine. (Gauge)
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OAuth 2.0 metrics

AM exposes the following OAuth 2.0 monitoring metrics:

oauth2.grant.<grant-type>

Rate of OAuth 2.0 grant completion by grant type. (Summary)

Prometheus syntax: am_oauth2_grant{grant_type=<grant-type>}

Labels:

<grant-type>

authorization-code  (Prometheus: authorization_code )

client-credentials  (Prometheus: client_credentials )

device-code  (Prometheus: device_code )

Name Description

jvm.memory-usage.pools.Survivor-Space.usage Percentage of "survivor space" memory (young generation)
used out of the maximum available. (Gauge)

jvm.memory-usage.total.committed Amount of memory committed for the Java virtual machine to
use. (Gauge)

jvm.memory-usage.total.init Amount of memory the Java virtual machine initially
requested from the operating system. (Gauge)

jvm.memory-usage.total.max Maximum amount of memory the Java virtual machine
attempts to use. (Gauge)

jvm.memory-usage.total.used Amount of memory used by the Java virtual machine. (Gauge)

jvm.thread-state.blocked.count Number of threads in the BLOCKED state. (Gauge)

jvm.thread-state.count Number of live threads including both daemon and non-
daemon threads. (Gauge)

jvm.thread-state.daemon.count Number of live daemon threads. (Gauge)

jvm.thread-state.new.count Number of threads in the NEW state. (Gauge)

jvm.thread-state.runnable.count Number of threads in the RUNNABLE state. (Gauge)

jvm.thread-state.terminated.count Number of threads in the TERMINATED state. (Gauge)

jvm.thread-state.timed_waiting.count Number of threads in the TIMED_WAITING state. (Gauge)

jvm.thread-state.waiting.count Number of threads in the WAITING state. (Gauge)
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implicit

refresh

resource-owner-password  (Prometheus: resource_owner_password )

oauth2.grant.revoke

Rate of OAuth 2.0 grant revocation. (Summary)

Prometheus syntax: `am_oauth2_grant_revoke

oauth2.token.<token-type>.issue

Rate of OAuth 2.0 token issuance by token type. (Summary)

Prometheus syntax: am_oauth2_token_issue{token_type=<token-type>}

Labels:

<token-type>

access-token  (Prometheus: access_token )

authorization-code  (Prometheus: authorization_code )

device-code  (Prometheus: device_code )

id-token . OpenID Connect ID token. (Prometheus: id_token )

ops . OpenID Connect Ops token for session management.

permission-ticket . User-Managed Access permission ticket. (Prometheus: permission_ticket )

refresh-token  (Prometheus: refresh_token )

oauth2.token.access-token.revoke

Rate of OAuth 2.0 access token revocation. (Summary)

Prometheus syntax: am_oauth2_token_revoke{token_type=access_token}

oauth2.token.read-as-jwt.<outcome>

Rate of successfully/unsuccessfully reading OAuth 2.0 JSON Web Tokens (JWT). (Timer)

Prometheus syntax: am_oauth2_token_read_as_jwt{outcome=<outcome>}

Labels:

<outcome>

success

failure
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Session metrics

AM exposes the following session-related monitoring metrics:

session.authentication-in-memory.store.size

Number of authentication sessions stored in the in-memory authentication session store. (Gauge)

Prometheus syntax: am_session_authentication_in_memory_store_size

session.cts-based.cache.eviction

Rate of evictions from the session cache. (Summary)

Prometheus syntax: am_session_cts_based_cache_eviction

session.cts-based.cache.size

Number of sessions in the session cache. (Gauge)

Prometheus syntax: am_session_cts_based_cache_size

session.cts-based.cache.hit

Rate of cache hits for the session cache. (Summary)

Prometheus syntax: am_session_cts_based_cache{outcome=hit}

session.cts-based.cache.miss

Rate of cache misses for the session cache. (Summary)

Prometheus syntax: am_session_cts_based_cache{outcome=miss}

session.<session-type>.lifetime

Rate of session lifetimes. (Timer)

Prometheus syntax: am_session_lifetime{session_type=<session-type>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )
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session.<session-type>.add-listener.<outcome>

Rate of successful/unsuccessful p-search listener adds and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=add-listener, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.add-pll-listener.<outcome>

Rate of successful/unsuccessful PLL listener adds and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=add-pll-listener, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )
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<outcome>

success

failure

session.<session-type>.check-exists.<outcome>

Rate of successful/unsuccessful calls to check if a session exists and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=check-exists, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.create.<outcome>

Rate of successful/unsuccessful session creation and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=create, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )
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client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.destroy.<outcome>

Rate of successful/unsuccessful session destroy and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=destroy, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.get-restricted-token-id.<outcome>

Rate of successful/unsuccessful restricted token ID dereferencing and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=get-restricted-token-id,
outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )
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authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.idle-timeout.<outcome>

Rate of successful/unsuccessful session idle time out and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=idle-timeout, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.logout.<outcome>

Rate of successful/unsuccessful session logout and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=logout, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )
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authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.max-timeout.<outcome>

Rate of successful/unsuccessful session end of life and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=max-timeout, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.read-all.<outcome>

Rate of successful/unsuccessful requests to read all sessions and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=read-all, outcome=<outcome>}

Labels:
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<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.read.<outcome>

Rate of successful/unsuccessful session reads and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=read, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.refresh.<outcome>

Rate of successful/unsuccessful session refresh and time taken to perform this operation. (Timer)
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Prometheus syntax: am_session{session_type=<session-type>,operation=refresh, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.search.<outcome>

Rate of successful/unsuccessful session searches and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=search, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure
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session.<session-type>.set-external-property.<outcome>

Rate of successful/unsuccessful setting a property on a session and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=set-external-property,
outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

session.<session-type>.set-property.<outcome>

Rate of successful/unsuccessful session property setting and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=set-property, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )
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<outcome>

success

failure

session.<session-type>.validate.<outcome>

Rate of successful/unsuccessful session validation and time taken to perform this operation. (Timer)

Prometheus syntax: am_session{session_type=<session-type>,operation=validate, outcome=<outcome>}

Labels:

<session-type>

authentication-in-memory . In-memory authentication sessions used to track authentication progress.
(Prometheus: authentication_in_memory )

authentication-cts-based . Server-side authentication sessions used to track authentication progress.
(Prometheus: authentication_cts_based )

authentication-client-based . Client-side authentication sessions used to track authentication progress.
(Prometheus: authentication_client_based )

cts-based . Server-side sessions issued after successful authentication. (Prometheus: cts_based )

client-based . Client-side sessions; for example in a browser cookie, issued after successful authentication.
(Prometheus: client_based )

<outcome>

success

failure

SNMP CTS object identifiers

The OIDs related to SNMP monitoring of CTS follow guidance described in RFC 1271.

The OIDs listed in this section include the prefix assigned to ForgeRock, enterprises.36733 . They also include the entries
associated with AM (1), SNMP (2), and CTS monitoring (3): 1.2.3 .

Therefore, the root OID for all CTS monitored components is enterprises.36733.1.2.3 . All individual monitored CTS
components are suffixes that are consistent with the image shown here.

info
The interface stability of the legacy SNMP monitoring feature is deprecated.

Note
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Figure 1. Diagram of CTS OIDs
CTS token type OIDs

This table shows how OIDs are split into different token types. Do not forget the prefix. For example, the complete OID for
monitoring SAML v2.0 tokens is enterprises.36733.1.2.3.1.1.2 .

The options for the token table are also shown. For example, the token table OID for SAML v2.0 is based on the entries associated
with ForgeRock, enterprises.36733 , AM 1 , SNMP 2 , CTS Monitoring 3 , token table 1 , entry 1 , and SAML v2.0 2 , which is 
enterprises.36733.1.2.3.1.1.2 .
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UMA Pending (.11)

Clstr Notification (.16)

Sec Token Svc (12)

OAuth Blacklist (.13)

OAuth Stateless (.14)

Push Notification (.15)

CTS monitoring OID categories

OID by token type Description

enterprises.36733.1.2.3.1.1.1 Session

enterprises.36733.1.2.3.1.1.2 SAML v2.0

enterprises.36733.1.2.3.1.1.3 OAuth 2.0

enterprises.36733.1.2.3.1.1.4 REST

enterprises.36733.1.2.3.1.1.5 OAuth 2.0 CSRF Protection
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CTS monitoring operation types

OIDs related to CTS monitoring operations are based on basic CRUD operations (plus list).

This table shows the options for the operation table.

CTS monitoring entry data types

CTS monitoring entries use the following data types:

OID by token type Description

enterprises.36733.1.2.3.1.1.6 UMA Resource

enterprises.36733.1.2.3.1.1.7 UMA Permission Ticket

enterprises.36733.1.2.3.1.1.8 UMA Requesting Party

enterprises.36733.1.2.3.1.1.9 UMA Audit Entry

enterprises.36733.1.2.3.1.1.10 Session Blacklist

enterprises.36733.1.2.3.1.1.11 UMA Pending Request

enterprises.36733.1.2.3.1.1.12 Security Token Service

enterprises.36733.1.2.3.1.1.13 OAuth 2.0 Blacklist

enterprises.36733.1.2.3.1.1.14 OAuth 2.0 Client-Based

enterprises.36733.1.2.3.1.1.15 Push Notification

enterprises.36733.1.2.3.1.1.16 Cluster-wide Notification

CTS monitoring operation types

OID by operation Description

enterprises.36733.1.2.3.2.1.1 Create

enterprises.36733.1.2.3.2.1.2 Read

enterprises.36733.1.2.3.2.1.3 Update

enterprises.36733.1.2.3.2.1.4 Delete

enterprises.36733.1.2.3.2.1.5 List
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Counter64

A 64-bit, unsigned integer type.

Counter64  is a standard data type returned by SNMP OIDs. For more information, refer to Structure of Management
Information Version 2.

Float2dp

A floating point number with the value d-2 in the DISPLAY-HINT  clause. SNMP clients that handle the DISPLAY-HINT
clause will correctly display the value as a floating point number with two decimal places. Other types of clients that do not
handle the DISPLAY-HINT  clause will incorrectly display the value as an integer that is one hundred times larger than the
correct value.

Float2dp  is a custom data type returned by some ForgeRock CTS OIDs.

CTS CRUD operation entries

The OIDs in this table relate to all CRUD (and list) operations.

The options for the CRUD operations table are shown in the following tables. Each value is associated with CRUD and list
operations.

Each of the options in this table can be divided into CRUD and list related operations. The suffix OID for such operations is as
follows:

1: Create

2: Read

3: Update

4: Delete

CTS CRUD operation entries

OID by operation entry Data type Description

enterprises.36733.1.2.3.3.1.1 Counter64 Cumulative count

enterprises.36733.1.2.3.3.1.2 Float2dp Average (in period)

enterprises.36733.1.2.3.3.1.3 Counter64 Minimum (in period)

enterprises.36733.1.2.3.3.1.4 Counter64 Maximum (in period)

enterprises.36733.1.2.3.3.1.5 Counter64 Cumulative failure count

enterprises.36733.1.2.3.3.1.6 Float2dp Average failures (in period)

enterprises.36733.1.2.3.3.1.7 Counter64 Minimum failures (in period)

enterprises.36733.1.2.3.3.1.8 Counter64 Maximum failures (in period)

• 

• 

• 

• 
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5: List

For example, since the OID for cumulative count is enterprises.36733.1.2.3.3.1.1 , the OID for the cumulative count of delete
operations is enterprises.36733.1.2.3.3.1.1.4

• 

CTS CRUD operation table cumulative operations

Cumulative count operations OID Data type Description

enterprises.36733.1.2.3.3.1.1.1 Counter64 Cumulative count of CREATE operations

enterprises.36733.1.2.3.3.1.1.2 Counter64 Cumulative count of READ operations

enterprises.36733.1.2.3.3.1.1.3 Counter64 Cumulative count of UPDATE
operations

enterprises.36733.1.2.3.3.1.1.4 Counter64 Cumulative count of DELETE operations

enterprises.36733.1.2.3.3.1.1.5 Counter64 Cumulative count of LIST operations

CTS CRUD operation table average operations (in period)

Average number operations OID Data type Description

enterprises.36733.1.2.3.3.1.2.1 Float2dp Average number of CREATE operations
(in period)

enterprises.36733.1.2.3.3.1.2.2 Float2dp Average number of READ operations (in
period)

enterprises.36733.1.2.3.3.1.2.3 Float2dp Average number of UPDATE operations
(in period)

enterprises.36733.1.2.3.3.1.2.4 Float2dp Average number of DELETE operations
(in period)

enterprises.36733.1.2.3.3.1.2.5 Float2dp Average number of LIST operations (in
period)

CTS CRUD operation table minimum operations (in period)

Minimum number operations OID Data type Description

enterprises.36733.1.2.3.3.1.3.1 Counter64 Minimum number of CREATE
operations (in period)

enterprises.36733.1.2.3.3.1.3.2 Counter64 Minimum number of READ operations
(in period)
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Minimum number operations OID Data type Description

enterprises.36733.1.2.3.3.1.3.3 Counter64 Minimum number of UPDATE
operations (in period)

enterprises.36733.1.2.3.3.1.3.4 Counter64 Minimum number of DELETE
operations (in period)

enterprises.36733.1.2.3.3.1.3.5 Counter64 Minimum number of LIST operations (in
period)

CTS CRUD Operation Table Maximum Operations (In Period)

Maximum Number Operations OID Data Type Description

enterprises.36733.1.2.3.3.1.4.1 Counter64 Maximum number of CREATE
operations (in period)

enterprises.36733.1.2.3.3.1.4.2 Counter64 Maximum number of READ operations
(in period)

enterprises.36733.1.2.3.3.1.4.3 Counter64 Maximum number of UPDATE
operations (in period)

enterprises.36733.1.2.3.3.1.4.4 Counter64 Maximum number of DELETE
operations (in period)

enterprises.36733.1.2.3.3.1.4.5 Counter64 Maximum number of LIST operations
(in period)

CTS CRUD operation table cumulative failure operations

Cumulative failure operations OID Data type Description

enterprises.36733.1.2.3.3.1.5.1 Counter64 Cumulative Failure of CREATE
operations (in period)

enterprises.36733.1.2.3.3.1.5.2 Counter64 Cumulative Failure of READ operations
(in period)

enterprises.36733.1.2.3.3.1.5.3 Counter64 Cumulative Failure of UPDATE
operations (in period)

enterprises.36733.1.2.3.3.1.5.4 Counter64 Cumulative Failure of DELETE
operations (in period)

enterprises.36733.1.2.3.3.1.5.5 Counter64 Cumulative Failure of LIST operations
(in period)

PingAM Maintenance

Copyright © 2025 Ping Identity Corporation 639



CTS CRUD operation table average failure operations in period

Average number, failure operations
OID

Data type Description

enterprises.36733.1.2.3.3.1.6.1 Float2dp Average number of CREATE operations
failures (in period)

enterprises.36733.1.2.3.3.1.6.2 Float2dp Average number of READ operations
failures (in period)

enterprises.36733.1.2.3.3.1.6.3 Float2dp Average number of UPDATE operations
failures (in period)

enterprises.36733.1.2.3.3.1.6.4 Float2dp Average number of DELETE operations
failures (in period)

enterprises.36733.1.2.3.3.1.6.5 Float2dp Average number of LIST operations
failures (in period)

CTS CRUD Operation table minimum operations failures in period

Minimum number, operations failures
OID

Data type Description

enterprises.36733.1.2.3.3.1.7.1 Counter64 Minimum number of CREATE
operations failures (in period)

enterprises.36733.1.2.3.3.1.7.2 Counter64 Minimum number of READ operations
failures (in period)

enterprises.36733.1.2.3.3.1.7.3 Counter64 Minimum number of UPDATE
operations failures (in period)

enterprises.36733.1.2.3.3.1.7.4 Counter64 Minimum number of DELETE
operations failures (in period)

enterprises.36733.1.2.3.3.1.7.5 Counter64 Minimum number of LIST operations
failures (in period)

CTS CRUD operation table maximum operations failures in period

Maximum number, operations failures
OID

Data type Description

enterprises.36733.1.2.3.3.1.8.1 Counter64 Maximum number of CREATE
operations failures (in period)
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CTS CRUD operations per token type

OIDs that start with enterprises.36733.1.2.3.4.1  are labels for CTS CRUD operations per token type.

Tokens of each type can be created, read, updated, deleted, and listed. Each of these types can be measured cumulatively. They
can also be measured over a period of time (default=10 seconds), as an average, minimum, and maximum.

OID suffixes for CRUD operations are defined according to the following rules.

The first part of the OID is enterprises.36733.1.2.3.4.1 .

The next OID suffix specifies a metric:

The next OID suffix specifies a token type:

Maximum number, operations failures
OID

Data type Description

enterprises.36733.1.2.3.3.1.8.2 Counter64 Maximum number of READ operations
failures (in period)

enterprises.36733.1.2.3.3.1.8.3 Counter64 Maximum number of UPDATE
operations failures (in period)

enterprises.36733.1.2.3.3.1.8.4 Counter64 Maximum number of DELETE
operations failures (in period)

enterprises.36733.1.2.3.3.1.8.5 Counter64 Maximum number of LIST operations
failures (in period)

CTS CRUD operation metrics

OID suffix Data type Metric

1 Counter64 Cumulative count

2 Float2dp Average (in period)

3 Counter64 Minimum (in period)

4 Counter64 Maximum (in period)

CTS CRUD operation token types

OID suffix Token type

1 Session

2 SAML v2.0
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The final OID suffix specifies an operation:

The following examples illustrate OID construction for CTS CRUD operations per token type.

OID suffix Token type

3 OAuth 2

4 REST

5 OAuth 2.0 CSRF Protection

6 UMA Resource

7 UMA Permission Ticket

8 UMA Requesting Party

9 UMA Audit Entry

10 Session Blacklist

11 UMA Pending Request

12 Security Token Service

13 OAuth 2.0 Blacklist

14 OAuth 2.0 Client-Based

15 Push Notification

16 Cluster-wide Notification

CTS CRUD operations

OID suffix Operation

1 Create

2 Read

3 Update

4 Delete

5 List
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CTS token operation status

The CTS token OIDs defined in this section specify the total number of tokens of each type and their average current lifetimes.

The options for token operations are shown in the following tables. Total and average current lifetimes are associated with each
CTS token type.

OID examples for CTS CRUD operations per token type

OID Data type Description

enterprises.36733.1.2.3.4.1.1.1.3 Counter64 Cumulative count of updated Session
tokens

enterprises.36733.1.2.3.4.1.4.3.4 Counter64 Maximum deleted OAuth 2.0 tokens (in
period)

enterprises.36733.1.2.3.4.1.2.10.5 Float2dp Average listed Session Blacklist tokens
(in period)

CTS total tokens, by type

Total tokens, by type Data type Description

enterprises.36733.1.2.3.5.1.1.1 Counter64 Total number of Session tokens

enterprises.36733.1.2.3.5.1.1.2 Counter64 Total number of SAML v2.0 tokens

enterprises.36733.1.2.3.5.1.1.3 Counter64 Total number of OAuth 2.0 tokens

enterprises.36733.1.2.3.5.1.1.4 Counter64 Total number of REST tokens

enterprises.36733.1.2.3.5.1.1.5 Counter64 Total number of OAuth 2.0 CSRF
Protection tokens

enterprises.36733.1.2.3.5.1.1.6 Counter64 Total number of UMA Resource tokens

enterprises.36733.1.2.3.5.1.1.7 Counter64 Total number of UMA Permission Ticket
tokens

enterprises.36733.1.2.3.5.1.1.8 Counter64 Total number of UMA Requesting Party
tokens

enterprises.36733.1.2.3.5.1.1.9 Counter64 Total number of UMA Audit Entry
tokens

enterprises.36733.1.2.3.5.1.1.10 Counter64 Total number of Session Blacklist
tokens
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Total tokens, by type Data type Description

enterprises.36733.1.2.3.5.1.1.11 Counter64 Total number of UMA Pending Request
tokens

enterprises.36733.1.2.3.5.1.1.12 Counter64 Total number of Security Token Service
tokens

enterprises.36733.1.2.3.5.1.1.13 Counter64 Total number of OAuth 2.0 Blacklist
tokens

enterprises.36733.1.2.3.5.1.1.14 Counter64 Total number of OAuth 2.0 client-side
tokens

enterprises.36733.1.2.3.5.1.1.15 Counter64 Total number of Push Notification
tokens

enterprises.36733.1.2.3.5.1.1.16 Counter64 Total number of Cluster-wide
Notification tokens

CTS token average lifetime, by type

Average token lifetime, by type Data type Description

enterprises.36733.1.2.3.5.1.2.1 Counter64 Average lifetime of Session tokens in
seconds

enterprises.36733.1.2.3.5.1.2.2 Counter64 Average lifetime of SAML v2.0 tokens in
seconds

enterprises.36733.1.2.3.5.1.2.3 Counter64 Average lifetime of OAuth 2.0 tokens in
seconds

enterprises.36733.1.2.3.5.1.2.4 Counter64 Average lifetime of REST tokens in
seconds

enterprises.36733.1.2.3.5.1.2.5 Counter64 Average lifetime of OAuth 2.0 CSRF
Protection tokens in seconds

enterprises.36733.1.2.3.5.1.2.6 Counter64 Average lifetime of UMA Resource
tokens in seconds

enterprises.36733.1.2.3.5.1.2.7 Counter64 Average lifetime of UMA Permission
Ticket tokens in seconds

enterprises.36733.1.2.3.5.1.2.8 Counter64 Average lifetime of UMA Requesting
Party tokens in seconds
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CTS reaper run information

The CTS reaper deletes unused or expired tokens. Unless AM is in a shutdown cycle, the CTS reaper is designed to run
continuously. By default, the CTS reaper runs in fixed intervals, unless AM is in the process of shutting down.

A single OID, enterprises.36733.1.2.3.6.0 , relates to the CTS reaper. This OID:

Specifies the average rate of deleted tokens per CTS reaper run

Has the Float2dp  data type.

CTS connection factory OIDs

Every request for a CTS token is a request to the CTSConnectionFactory . Such requests can either succeed or fail. The following
OIDs provide measures for both such connections. The CTSConnectionFactory OIDs are also measured using a rate window
system, similar to all the other CTS OIDs, except the CTS Reaper.

As there are no indexes required to look up the value of CTSConnectionFactory OIDs, they end in 0. Success or failure of these
OIDs are not specific to any operation or token type.

The following tables list the OIDs related to the CTSConnectionFactory.

Average token lifetime, by type Data type Description

enterprises.36733.1.2.3.5.1.2.9 Counter64 Average lifetime of UMA Audit Entry
tokens in seconds

enterprises.36733.1.2.3.5.1.2.10 Counter64 Average lifetime of Session Blacklist
tokens in seconds

enterprises.36733.1.2.3.5.1.2.11 Counter64 Average lifetime of UMA Pending
Request tokens in seconds

enterprises.36733.1.2.3.5.1.2.12 Counter64 Average lifetime of Security Token
Service tokens in seconds

enterprises.36733.1.2.3.5.1.2.13 Counter64 Average lifetime of OAuth 2.0 denylist
tokens in seconds

enterprises.36733.1.2.3.5.1.2.14 Counter64 Average lifetime of OAuth 2.0 client-side
tokens in seconds

enterprises.36733.1.2.3.5.1.2.15 Counter64 Average lifetime of Push Notification
tokens in seconds

enterprises.36733.1.2.3.5.1.2.16 Counter64 Average lifetime of Cluster-wide
Notification tokens in seconds

• 

• 
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CTSConnectionFactory, Successful Connections

Successes, CTSConnectionFactory Data type Description

enterprises.36733.1.2.3.7.1.1.0 Counter64 Cumulative number of successful
connections

enterprises.36733.1.2.3.7.1.2.0 Float2dp Average number of successful
connections (in period)

enterprises.36733.1.2.3.7.1.3.0 Counter64 Minimum number of successful
connections (in period)

enterprises.36733.1.2.3.7.1.4.0 Counter64 Maximum number of successful
connections (in period)

CTSConnectionFactory, failed connections

Failures, CTSConnectionFactory Data type Description

enterprises.36733.1.2.3.7.2.1.0 Counter64 Cumulative number of failed
connections

enterprises.36733.1.2.3.7.2.2.0 Float2dp Average number of failed connections
(in period)

enterprises.36733.1.2.3.7.2.3.0 Counter64 Minimum number of failed connections
(in period)

enterprises.36733.1.2.3.7.2.4.0 Counter64 Maximum number of failed connections
(in period)
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Upgrade



This guide covers common aspects of upgrading an AM deployment, whether you are moving to a new maintenance release,
upgrading to a new major release, or migrating from a legacy release to a newer AM release.

Release levels, and how much change to expect in a maintenance, minor, or major release, are defined in ForgeRock Product
Release Levels. Release levels are identified by version number.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

Supported upgrade paths

This table contains information about the supported upgrade paths to AM 8.0:

lightbulb_2
AM supports several versions of the web and Java agents, so you don’t usually need to upgrade your agents when you
upgrade AM.
You can find information on the supported AM versions in Web Agents or Java Agents.
Learn more about upgrading web and Java agents in the Web Agents documentation or the Java Agents
documentation.

Tip



Before you upgrade

Review the tasks you need to complete before
upgrading AM.



Upgrading servers

Learn, step by step, how to upgrade the AM core
services.

+

Upgrading components

Review components and services that you might
need to upgrade or reconfigure.
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(1) AM 6.5.x is an unsupported version of AM but the upgrade path is currently supported.

If you are upgrading from any other unsupported versions of AM to a later version, you must first upgrade to a supported version.
In some cases, you may need to upgrade again depending on the upgrade path.

Learn more in the Ping Identity Product Support Lifecycle Policy in the Knowledge Base.

Upgrade paths

Version Upgrade Supported?

AM 6.5.x (1) ✔

AM 7.x ✔

emergency_home
The embedded DS server is not supported for production in AM 8.0. If you have an existing site configured with
embedded DS, you must migrate it to an external DS store before upgrading to AM 8.0.
The embedded DS was deprecated in AM 7, and will be removed in a future release.

(AM 6 or earlier) Go to Deployment > Servers > Server Name > Advanced, and check the value of the 
com.sun.identity.sm.sms_object_class_name  advanced property.
If the value is com.sun.identity.sm.ldap.SMSEmbeddedLdapObject , the server is an evaluation instance of
AM, and is using an embedded DS instance as the configuration store.
In the server where AM is installed, check if the opends  directory exists under the /path/to/openam  directory.
You may have migrated it to an external directory and not deleted the directory, though. Check the files in the 
opends/logs  directory to determine if the embedded DS is running.
Go to Deployment > Servers > Server Name > Directory Configuration > Server, and check the value of the 
host name column.
When using an external configuration store, the AM instances point to the FQDN of the load balancer in front
of the DS cluster, or to the FQDN of the DS affinity deployment.
When using an embedded configuration store, each AM instance points to its own hostname, since the
embedded DS is stored alongside the AM instance.

Use either of the following methods to migrate an embedded data store to an external store before attempting to
upgrade to AM 8.0:

Migrate data to an external instance of DS by using LDIF files.
Follow the steps in How do I migrate from an embedded to external DS in AM 6.5? in the Knowledge Base.
Add a new external DS instance and replicate data from the embedded instance.
See When Adding New Servers in the DS documentation.

Important

• 

• 

• 

• 

• 
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Plan the upgrade

How much you must do to upgrade AM software depends on the magnitude of the differences between the version you currently
use and the new version:

Maintenance releases have a limited effect on current functionality but contain necessary bug and security fixes. Keep up
to date with maintenance releases, as the fixes are important and the risk of affecting service is minimal.

When upgrading to a new major or minor release, always plan and test the changes before carrying out the upgrade in
production. Make sure you read the release notes for intervening versions with care. Identify any changes likely to affect
your deployment and then plan accordingly.

Review the following best practices before you upgrade AM:

Route around servers during downtime

Back up the deployment

Review REST API versions before upgrading

Review Directory Services certificates before upgrading

Customize before upgrading

Plan for rollback

Upgrade in a test environment first

Route around servers during downtime

Upgrading servers takes at least one of your AM sites down while you update the server configurations to the new version. Plan
for this site to be down. Route client applications to another site until the upgrade process is complete, and you have validated
the result. Make sure client application owners are well aware of the change, and let them know what to expect.

If you only have a single AM site, make sure the downtime happens in a low-usage window, and make sure you let client
application owners plan accordingly.

During an upgrade, restrict access to the AM console: The Upgrade Wizard page doesn’t require authorization; any user with
access to the AM admin UI immediately after you deploy the new WAR file can therefore start the upgrade process.

Back up the deployment

Always back up your deployment before you upgrade. If something goes wrong during the upgrade process, you can then roll
back to the previous version.

In production environments, back up your configuration as described in Back up configurations.

In preparation for upgrading AM servers and their configurations, also take LDIF backups of the configuration store data in
the directory servers. If possible, stop servers before upgrading and take a file system backup of the deployed servers and
also of their configuration directories as well. This can make it easier to roll back from a failed upgrade.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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For example, if you deploy AM server in Apache Tomcat under /openam , you might take a file system backup of the
following directories for each AM server.

/path/to/tomcat/webapps/openam/

~/openam/

~/.openamcfg/

When upgrading tools, keep copies of any scripts you’ve edited for your deployment.

Back up the key stores and trust stores you use to connect securely.

Record any custom advanced server properties configured under Configure > Server Defaults > Advanced or 
Deployment > Servers > Server Name > Advanced in the AM admin UI. These properties are lost during the upgrade and
must be re-added after the upgrade is complete.

Review REST API versions before upgrading

Upgrading AM may update the default API version of several AM endpoints. After an upgrade, your applications may experience
issues connecting to endpoints if they don’t specify API version information in REST calls.

By default, an upgraded AM instance responds to REST calls that don’t specify version information with the oldest version
available for the endpoint. However, the oldest supported version may not be the one required by the application, as API versions
become deprecated or unsupported.

To avoid version conflicts between application calls and REST endpoint APIs, consider specifying the protocol and resource
version required by the application in the Accept-API-Version  header when making requests to REST endpoints. For details,
refer to Specify REST API versions.

You can configure AM’s default REST API behavior. For details, refer to Configure versioning behavior.

Review Directory Services certificates before upgrading

Before you upgrade, review the certificates used to establish secure connections between AM and the DS stores.

If the FQDN value from the subject  field of a non-wildcard certificate doesn’t match the FQDN obtained from DNS for the DS
instance, AM can’t establish a secure connection with DS. Additionally, if the DS instance responds to multiple FQDNs, you must
also specify them in the certificate.

This step is critical for the configuration store. If AM cannot establish communication with the configuration store, it will fail to
start up.

For more information about setting up DS server certificates, refer to Key management in the DS documentation.

◦ 

◦ 

◦ 

• 

• 

• 

emergency_home
From version 6, AM includes a CSRF protection filter that’s enabled by default. REST requests other than GET, HEAD,
and OPTIONS made to endpoints under the json/  root will return 403 Forbidden messages unless they include the 
X-Requested-With  or Accept-API-Version  headers.
For details, refer to Protect against CSRF attacks.

Important
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Customize before upgrading

Prepare a .war  file that contains any customizations you require.

Customizations include any changes you have made to the AM server installation, such as the following:

Custom plugin and extensions, for example:

Custom authentication modules.

Custom authentication nodes.

Post-authentication plugins.

Custom SAML v2.0 attribute mappers.

Custom OAuth 2.0 scope validators.

Customized JSPs, redesigned login or service pages, additional CSS and visual content, and modified authentication
module callback files.

Any changes to AM classes or APIs.

Any changes or additional Java class libraries (such as .jar files in WEB-INF/lib  ).

Plan for rollback

Sometimes even a well-planned upgrade operation fails. In such cases, you need a plan to roll back to the pre-upgrade version.

For AM servers, you can roll back by restoring from file system backup. If you use an external configuration directory service,
restore the old configuration from LDIF before you restart the old servers. For details, refer to Back up configurations.

• 

◦ 

◦ 

◦ 

◦ 

◦ 

emergency_home
New functionality often changes the samples provided with AM.
Don’t copy custom plugins or extensions from a previous version of AM to the .war  file.
You must customize the samples of the version you’re upgrading to before adding them to the .war  file. For
example, download the custom scope validator sample of the version you’re upgrading to, customize it,
recompile it, and then add the resulting .jar  file to the .war  file.
Failure to use the new version’s samples as the base for your customizations may result in unexpected
behavior.

Important

• 

• 

lightbulb_2
Recompile any custom implementations you have created with each release of AM, as the method signature or
imports for supported and evolving APIs can change in each version.

Tip

• 

emergency_home
If you upgraded using the upgrade wizard and need to roll back the upgrade, you must restore the default keystore.
The upgrade wizard removes a default alias that AM versions before AM 7.4 need to start. If you don’t restore this
alias, the rolled back instance of AM won’t start up. 

Important
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Upgrade in a test environment first

Always try upgrading AM in a test environment before applying the upgrade in your production environment.

This helps you assess the volume of work required without affecting your production environment, and can circumvent
unforeseen problems.

Upgrade AM instances

To upgrade an AM deployment, you must upgrade each server instance in your site. This is achieved by upgrading the AM server
software on each server. However, you only need to upgrade the configuration on one server in the site.

Upgrading AM involves the following high-level steps:

On one server in your site:

Deploy the new AM .war  file and restart the server.

Upgrade the configuration.

Restart the server.

On the remaining servers in your site:

Deploy the new AM .war  file and restart the server.

For older AM versions, you might not be able to upgrade directly to AM 8.0. Learn more in Supported upgrade paths.

Upgrade the following elements of an AM instance:

AM server software

The server is upgraded when you deploy the .war  file of the new version. You must deploy the new .war  file to each
server in the site.

Configuration

Use one of the following methods to upgrade the configuration:

amupgrade

This utility is provided in the AM-7.4.2.zip  file and upgrades a configuration exported using Amster. This is the
recommended way to update the configuration.

Upgrade wizard

The upgrade wizard is launched when you replace a deployed AM .war  file with a newer version, then go to the
deployment URL.

openam-upgrade-tool

The openam-upgrade-tool-14.1.3.28.jar  is installed when you set up the configuration tools.

1. 

1. 

2. 

3. 

2. 

1. 

• 

• 

• 
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Schema

Generally, the configuration store schema is updated when you update the configuration. From time to time, updates are
required to the schema of other data stores, such as the identity store, or the CTS store. These updates must be made
manually.

Refer to Update the schema for more information.

Tools and scripts

Read the Release notes to understand the changes introduced in each version before you upgrade AM tools and scripts.

Before you upgrade

You must follow these steps before you start an upgrade.

Plan your upgrade.

Prepare a customized AM .war  file.

emergency_home
You cannot upgrade the configuration by deploying a new version and then using ssoadm import-svc-config
to import an existing configuration. 

Important

emergency_home
The embedded ForgeRock Directory Services (DS) server is not supported in production from AM 7 onwards.
If you have an existing site that uses an embedded DS, you must migrate it to an external DS store before you
upgrade to AM 7.x.
The embedded DS was deprecated in AM 7 and will be removed in a future release.

(AM 6 or earlier) Go to Deployment > Servers > Server Name > Advanced, and check the value of the 
com.sun.identity.sm.sms_object_class_name  advanced property.
If the value is com.sun.identity.sm.ldap.SMSEmbeddedLdapObject , the server is an evaluation instance of
AM, and is using an embedded DS instance as the configuration store.
In the server where AM is installed, check if the opends  directory exists under the /path/to/openam  directory.
You may have migrated it to an external directory and not deleted the directory, though. Check the files in the 
opends/logs  directory to determine if the embedded DS is running.
Go to Deployment > Servers > Server Name > Directory Configuration > Server, and check the value of the 
host name column.
When using an external configuration store, the AM instances point to the FQDN of the load balancer in front
of the DS cluster, or to the FQDN of the DS affinity deployment.
When using an embedded configuration store, each AM instance points to its own hostname, since the
embedded DS is stored alongside the AM instance.

Use either of the following methods to migrate an embedded DS to an external DS before you upgrade AM:

Migrate data to an external DS instance by using LDIF files.
Follow the steps in How do I migrate from an embedded to external DS in AM 6.5? in the Knowledge Base.
Add a new external DS instance and replicate data from the embedded instance.
Follow the steps in When adding new servers in the DS documentation.

Important

• 

• 

• 

• 

• 

1. 

2. 
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Back up your deployment.

Route client application traffic to another site during the upgrade.

Make the secure state encryption key available to all instances in the site.

An AES 256-bit key called directenctest  must be available to all instances in the site. This might mean, for example,
copying the keystore across the site.

This key does not need to be the same key that AM provides in the default keystore.

If you don’t provide this key, AM will not start up after the upgrade.

AM uses the directenctest  key to encrypt information stored in the secure state of authentication trees. This encryption
is a mandatory feature of the trees from AM 7 onwards.

The upgrade process maps this key to the am.authn.trees.transientstate.encryption  secret ID.

If you’re upgrading from a version of AM earlier than 6.5:

The key alias must exist in the keystore configured as the AM keystore. Check the path where the keystore and its
files are configured by going to Configure > Server Defaults > Security > Key Store.

If you’re upgrading from AM 6.5 or later:

The alias must exist in a secret store configured globally, so that all realms can access it. You can configure
additional secrets by realm, if required, after the upgrade.

You can create a new secret store to house this secret, or you can add it to one of your existing stores.

The following example creates the key alias in the AM keystore, or in a keystore configured in a secret store:

$ keytool \
-genseckey \
-alias directenctest \
-keyalg AES \
-keysize 256 \
-storetype JCEKS \
-keystore /path/to/keystore.jceks

(AM versions earlier than 6.5) The passwords are stored in the files configured in Configure > Server Defaults >
Security > Key Store.

(AM 6.5) The passwords are secrets provided by a different secret store. For example, a file system volume secret
store.

After the upgrade, you can rename the key alias or configure a different key in the secret ID mapping. Make sure the
secret ID is always mapped to an existing, resolvable secret or key alias.

Upgrade the server and configuration

Use one of the following methods to upgrade the AM server software and configuration:

3. 

4. 

5. 

◦ 

◦ 

◦ 

◦ 
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amupgrade

The amupgrade  utility converts a set of exported AM configuration files so that the configuration can be used with the latest AM
version. Use this utility with Amster  and to upgrade file-based configurations (from version 7.0 onwards). The utility has the same
Java requirements as Amster . Refer to the Amster Release notes for more information.

amupgrade rules

The amupgrade  utility uses upgrade rules to convert configuration between versions.

The upgrade rules are sequential, that is, they upgrade configuration from one version to the next minor consecutive version. If
you’re upgrading to a version greater than the next minor consecutive version, you must run multiple amupgrade  commands
sequentially until you reach the required configuration.

In other words, if you’re upgrading your configuration from version 7.1.x to version 7.4.x:

Run amupgrade  with the 7.1.x-to-7.2.x.groovy  rules file to get a 7.2 configuration.

Run amupgrade  on the 7.2 configuration with 7.2.x-to-7.3.x.groovy  rules file to get a 7.3 configuration.

Run amupgrade  on the 7.3 configuration with 7.3.x-to-7.4.x.groovy  rules file to get a 7.4 configuration.

Before you start

Download the AM .zip  file from the Backstage download site.

Extract the contents of the .zip  file.

In the extracted openam  directory, locate the Config-Upgrader-8.0.zip  file.

Extract the Config-Upgrader-8.0.zip  file.

Upgrade from an Amster configuration export

Follow the Amster documentation to export your configuration.

Upgrade the exported configuration to the new version:

$ amupgrade \
-i exported configuration \
-o output directory \
-a amster version \
rules/amster/from-to-to.groovy

Where:

exported configuration is the path to the configuration directory you generated in step 1

output directory is the directory to which the command writes the upgraded configuration

1. 

2. 

3. 

info
You can’t use amupgrade to upgrade a running AM instance. 

Note

1. 

2. 

3. 

4. 

1. 

2. 

◦ 

◦ 
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amster version is the version of Amster you will use to import the configuration

from is the AM version from which you’re upgrading

to is the AM version to which you’re upgrading

rules specifies the path to a configuration rules file in the /path/to/amupgrade/rules  directory

For example:

$ amupgrade \
-i /path/to/AM7.3Config/ \
-o /path/to/AM7.4Config \
-a 7.4 \
rules/amster/7.3.x-to-7.4.x.groovy
Reading existing configuration from files in /path/to/AM7.3-config/…
Modifying configuration based on rules in [rules/amster/7.3.x-to-7.4.x.groovy]…
reading configuration from Amster json files
Writing configuration to new location at /path/to/AM7.4Config…
Upgrade Completed, modified configuration saved to /path/to/AM7.4Config

Install a new version of DS with an am-config  profile.

Don’t upgrade or use an existing DS configuration store because configuration associated with the older DS version can
cause conflicts.

Stop AM or the container where it runs.

Undeploy the AM web application.

For example, if you are using Apache Tomcat as the web container, remove the .war  file and expanded web application
from the container:

$ cd /path/to/tomcat/webapps/
$ rm -rf openam.war openam/

Install the new version of AM using the new DS server for your configuration store.

Follow the Amster documentation to import the upgraded configuration.

Restart AM or the container where it runs.

Upgrade wizard

The upgrade wizard brings the AM configuration, including the version number, up to date with the new version.

Stop AM or the container where it runs.

◦ 

◦ 

◦ 

◦ 

lightbulb_2
If you are upgrading a file-based configuration, rather than a configuration exported with Amster, use the --
fileBasedMode option instead of the -i and -o options. 

Tip

3. 

4. 

5. 

6. 

7. 

8. 

1. 
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Deploy your customized AM .war  file.

When you deploy the new .war  file, you might need to delete working files left by the old deployment.

For example, if you deploy on Apache Tomcat, replace /path/to/tomcat/webapps/openam.war  with the customized .war
file, then recursively delete the /path/to/tomcat/webapps/openam/  and /path/to/tomcat/work/Catalina/localhost/
openam/  directories before restarting the server.

Restart AM or the container where it runs.

After deploying AM, but before upgrading, your application container serves AM’s upgrader user interface.

Suspend any external network access to the application container until the upgrade is complete. After the upgrade is
complete, AM prevents access to the upgrader UI.

Go to the deployment URL and follow the prompts to upgrade.

Restart AM or the container where it runs.

Update the identity store schema:

Log into AM.

Go to Realms > Realm Name > Datastores > External User Store.

Click Load Schema then click Save to apply your changes.

If you have additional identity stores, repeat the previous steps for each store.

2. 

3. 

4. 

5. 

6. 

7. 

1. 

2. 

3. 

4. 

emergency_home
The AM upgrade wizard uses three libraries that should be removed after upgrade, for security reasons.
When your upgrade is complete, remove the following .jar files from the WEB-INF/lib  directory:

click-extras-2.3.0.jar

click-nodeps-2.3.0.jar

velocity-1.7.jar

These files are used only by the install and upgrade wizards. Removing them will have no effect on your
installed instance.
You must also remove the references to click-servlet  from the deployment descriptor file. Edit /path/to/
openam/WEB-INF/web.xml  to remove the following mappings:

<servlet>
    <servlet-name>click-servlet</servlet-name>
    <servlet-class>org.apache.click.ClickServlet</servlet-class>
</servlet>

...

<servlet-mapping>
    <servlet-name>click-servlet</servlet-name>
    <url-pattern>*.htm</url-pattern>
</servlet-mapping>

Important

• 

◦ 

◦ 

◦ 
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openam-upgrade-tool

The openam-upgrade-tool  lets you upgrade the configuration without user intervention.

Stop AM or the container where it runs.

Deploy your customized AM .war  file.

When you deploy the new .war  file, you might need to delete working files left by the old deployment.

For example, if you deploy on Apache Tomcat, replace /path/to/tomcat/webapps/openam.war  with the customized .war
file, then recursively delete the /path/to/tomcat/webapps/openam/  and /path/to/tomcat/work/Catalina/localhost/
openam/  directories before restarting the server.

Restart AM or the container where it runs.

Set up the configuration tools to install the openam-upgrade-tool-14.1.3.28.jar .

A sampleupgrade  file is expanded in the directory where you install the tool.

Create a configuration file, for example, upgrade.properties .

You can use the sampleupgrade  file as a template.

The upgrade configuration file should resemble the following:

$ grep -v "^#" upgrade.properties
SERVER_URL=https://openam.example.com:8443
DEPLOYMENT_URI=/openam
ACCEPT_LICENSES=true

Run the upgrade tool, specifying the upgrade.properties  file you created:

1. 

2. 

3. 

4. 

5. 

6. 
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$ java -jar openam-upgrade-tool-14.1.3.28.jar --file upgrade.properties
Writing Backup; Done.
Upgrading Services
New service iPlanetAMAuthPersistentCookieService; Done.
New service iPlanetAMAuthOpenIdConnectService; Done.
New service OAuth2Provider; Done.
New service iPlanetAMAuthDevicePrintModuleService; Done.
New service crestPolicyService; Done.
New service RestSecurity; Done.
New service MailServer; Done.
New service dashboardService; Done.
New service iPlanetAMAuthOATHService; Done.
Add Organization schema to sunFAMSAML2Configuration; Done.
Upgrade sunAMAuthHOTPService; Done.
Upgrade sunAMAuthADService; Done.
Upgrade sunAMAuthOAuthService; Done.
Upgrade iPlanetAMAuthCertService; Done.
Upgrade sunIdentityRepositoryService; Done.
Upgrade iPlanetAMPasswordResetService; Done.
Upgrade iPlanetAMSessionService; Done.
Upgrade iPlanetAMAuthService; Done.
Upgrade iPlanetAMAuthLDAPService; Done.
Upgrade sunAMAuthDataStoreService; Done.
Upgrade AgentService; Done.
New sub schema sunIdentityRepositoryService; Done.
New sub schema AgentService; Done.
Delete service sunFAMLibertyInteractionService; Done.
Delete service sunFAMLibertySecurityService; Done.
Creating entitlement application type crestPolicyService; Done.
Creating entitlement application crestPolicyService; Done.
Re-enabling Generic LDAPv3 Data Store; Done.
Upgrading data store embedded; Done.
Updating Platform Properties; Done.
Writing Upgrade Log; Done.

Upgrade Complete.

For more information about openam-upgrade-tool-14.1.3.28.jar , refer to the reference documentation.

Restart AM or the container where it runs.

Update tools, scripts, and components

Update the AM tools.

Follow Set up administration tools and the Amster User Guide to install an updated version of the tools.

When you have confirmed that the new tools are working, delete the old tools.

Make sure the AM scripts are current and contain the modifications your environment requires.

To avoid overwriting changes made in customized scripts, the upgrade process does not update scripts from earlier
versions of AM.

7. 

1. 

2. 
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Check that the scripts in your environment are compatible with the version of AM you’re upgrading to by following these
steps:

Read the Release notes for information about possible changes.

Install an AM 8.0 test environment, and compare the scripts.

New installations always have the current scripts.

Review the information in Upgrade components and services and decide if you need to reconfigure any of AM’s services
or features.

Update the schema

You might need to update the schema for specific data stores, depending on the version from which you are upgrading and the
data store type.

Configuration store

Generally, updating your configuration will also make the required schema updates to the configuration store.

After you have updated the configuration, add an access control instruction (ACI) to the configuration store directory to give the
AM administrative user server-side sorting privileges.

The ACI should be similar to the following:

aci: (targetcontrol="1.2.840.113556.1.4.473")(version 3.0;
acl "Allow server-side sorting"; allow (read)
 (userdn = "ldap:///uid=openam,ou=admins,dc=example,dc=com");)

Refer to Prepare configuration stores for more information about configuring AM configuration stores.

Identity store

Depending on the version you are upgrading from, and the features you have configured, you might need to update your identity
store schema manually.

1. 

2. 

3. 

info
Reconfigure any custom advanced properties if necessary. These properties are lost during the upgrade, and
you will need to add them again in the AM admin UI.

To configure advanced server properties for all instances of the AM environment, go to Configure >
Server Defaults > Advanced in the AM admin UI.
To configure advanced server properties for a particular instance, go to Deployment > Servers > Server
Name > Advanced.

If the property you want to add or edit is already configured, click on the pencil () button to edit it. When you
are finished, click on the tick () button.
Click Save Changes.

Note

◦ 

◦ 

PingAM Upgrade

Copyright © 2025 Ping Identity Corporation 661

https://docs.pingidentity.com/pingam/release-notes
https://docs.pingidentity.com/pingam/release-notes


Upgrade from a version prior to 6.0 with knowledge-based (KBA) user self-service questions

You must apply this update if you added the user_store_type_kba.ldif  schema to your external user data store, even if
you did not configure user self-service.

In the path where you deployed the openam.war  file (for example, /path/to/tomcat/webapps/openam ) locate the
following files in the WEB-INF/template/ldif/opendj  directory:

opendj_add_kba_attempts.ldif

opendj_update_aci_kba_attempts.ldif

In the opendj_update_aci_kba_attempts.ldif  file, replace @SM_CONFIG_ROOT_SUFFIX  with the base DN you
defined when you installed DS (for example, dc=userstore,dc=example,dc=com ).

Apply the two LDIF files to the user data store schema.

For example, to update a DS instance, run the following command:

$ /path/to/opendj/bin/ldapmodify \
--hostname 'id.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_add_kba_attempts.ldif \
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_update_aci_kba_attempts.ldif
# Processing MODIFY request for cn=schema
# MODIFY operation successful for DN cn=schema
# Processing MODIFY request for dc=userstore,dc=example,dc=com
# MODIFY operation successful for DN dc=userstore,dc=example,dc=com

Upgrade from a version prior to 7.1 with a ForgeRock Directory Services identity store

In the path where you deployed the openam.war  file (for example, /path/to/tomcat/webapps/openam ) locate the
following file in the WEB-INF/template/ldif/opendj  directory:

opendj_retry_limit_node_count.ldif

Update the identity store schema as follows:

1. 

◦ 

◦ 

info
If your user data store is not ForgeRock Directory Services, use these files as examples to create LDIF
files suitable for your environment. 

Note

2. 

3. 

1. 

2. 
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$ /path/to/opendj/bin/ldapmodify \
--hostname 'id.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--continueOnError \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_retry_limit_node_count.ldif

Using push or web authentication, or using the ForgeRock SDK for device profiling or device binding

Apply the following LDIF files:

/path/to/openam/WEB-INF/template/ldif/opendj/push_2fa.ldif

/path/to/openam/WEB-INF/template/ldif/opendj/opendj_webauthndevices.ldif

/path/to/openam/WEB-INF/template/ldif/opendj/opendj_deviceprofiles.ldif

/path/to/openam/WEB-INF/template/ldif/opendj/opendj_bounddevices.ldif

For example:

$ /path/to/opendj/bin/ldapmodify \
--hostname 'id.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--continueOnError \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/push_2fa.ldif\
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_webauthndevices.ldif\
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_deviceprofiles.ldif\
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_bounddevices.ldif

If you do not make this schema change, you must remove the webauthnDeviceProfilesContainer  object class from the
user configuration after the upgrade:

In the AM admin UI, go to Realms > Realm Name > Identity Stores > Identity Store Name.

On the User Configuration tab, remove webauthnDeviceProfilesContainer  from the LDAP User Object Class.

info
This schema update is required for the Save Retry Limit to User feature in the Retry Limit Decision
node. The feature is enabled by default.
Even if you are not currently using the Retry Limit Decision node, you should make this schema update,
in case you decide to use the node in the future. If you cannot update the identity store schema at this
point, you must disable the feature.

Note

• 

• 

• 

• 

1. 

2. 
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Save your changes.

Make the same change for each identity store that does not have the schema change, and in each realm that uses the
identity store.

Core Token Service (CTS) store

If you are updating from a version prior to AM 6.5, apply the following LDIF file to update the CTS schema:

cts-add-ttlexpire.ldif

If you are updating from a version prior to AM 6, also apply the following LDIF files:

cts-add-multivalue.ldif

cts-add-multivalue-indices.ldif

Apply the schema updates:

$ /path/to/opendj/bin/ldapmodify \
--hostname 'cts.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--continueOnError \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/sfha/cts-add-multivalue.ldif \
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/sfha/cts-add-multivalue-indices.ldif \
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/sfha/cts-add-ttlexpire.ldif

After upgrade

Validate that the service is performing as expected.

Allow client application traffic to flow to the upgraded site.

Upgrade components and services

As part of planning your upgrade, consider that some changes in later AM versions will have an impact on your environment.
Usually, these changes are driven by changes in specification, security policies, or performance.

When possible, the upgrade process makes the appropriate changes on AM configuration. However, sometimes you will need to
perform additional configuration based on your environment needs.

3. 

• 

• 

• 

info
Replace the @DB_NAME@ variable inside the cts-add-multivalue-indices.ldif file with the CTS backend name. For
example, replace occurrences of @DB_NAME@ with ctsStore. 

Note

1. 

2. 

Upgrade PingAM

664 Copyright © 2025 Ping Identity Corporation



In addition to the mandatory upgrade steps outlined in Upgrade AM instances, if you are using features described in these lists
, you will need to perform further upgrade tasks.

Configure the user profile allowlist

AM 7 introduced a profile attribute allowlist.

The profile attribute allowlist controls the information returned to non-administrative users when they access json/user
endpoints. For example, the allowlist controls the attributes shown in the user profile page.

Common profile attributes are allowlisted by default. You must add any custom attributes that you want non-administrative users
to see.

The allowlist can be set globally, or per realm, in the user self-service service. To modify the list:

Globally: Go to Configure > Global Services > User Self-Service > Profile Management, and edit the Self readable
attributes field.

By realm: Go to Realms > Realm Name > Services > User Self-Service > Profile Management, and edit the Self readable
attributes field.

Note that you need to add the user self-service service to the realm if you have not done so already, but you do not need
to configure anything other than the allowlist.

Note that the kbainfo  attribute is required to be allow-listed for users to manage their KB questions and answers on user self-
service flows.

Configure secret stores after upgrade

AM 6.5 introduced secret stores, which are repositories of cryptographic keys, key pairs, and credentials.

Follow these steps to make the secret stores available to other servers in the site:

Redeploy secret stores to a site after upgrade

You can reconfigure the secret stores and their mappings after upgrade. However, we recommend that you follow the steps in
this procedure to ensure all secrets are available to all the instances in the site, and later on, you make additional changes to your
environment.

• 

• 

emergency_home
The upgrade process does not create all the demo key aliases created during a fresh install. This includes, for
example, the aliases required for the IoT service. If you want to use services that require these demo aliases,
add the corresponding keys and mappings after you have upgraded.
Although the configuration for secret stores is available to any upgraded server in the site, the upgrade
process only creates the relevant secret store files on the AM instance where you run the upgrade process.

Important

• 

• 
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The upgrade process creates several secret stores, globally and by realm, depending on the features configured in AM, and
depending on the version you are upgrading from:

Go to Configuration > Secret Stores, and review the global secret stores created for your environment.

Upgrade from AM 6 or earlier

default-keystore : a keystore-type secret store configured to the path of the AM keystore, as configured
on the server where you ran the upgrade process.

default-passwords-store : A filesystem secret store configured as the /path/to/openam/security/
secrets/encrypted  directory.

This directory contains the secrets to open the keystore configured in the default-keystore , and its keys.

UpgradeGlobalSecrets : A filesystem secret store configured as the /path/to/openam/security/secrets/
encrypted/encrypted_hmac_key  directory.

This directory contains the secrets used for the OAuth 2.0 server and the Persistent Cookie module.

Upgrade from AM 6.5 or earlier

default-keystore : a keystore-type secret store configured to the path of the AM keystore, as configured
on the server where you ran the upgrade process.

saml2-metadata-signing-keystore : A keystore secret store configured to the path of the AM keystore, as
configured on the server where you ran the upgrade process.

default-encrypted_base64-store : A file system volume secret store that contains SAML v2.0 secrets that
are base64-encrypted.

default-encrypted_plain-store : A file system volume secret store configured as the directory containing
secrets related to the saml2-metadata-signing-keystore  store.

The directory contains the password that was configured in the Metadata signing key password field of the
global SAML v2.0 Service Configurations service.

It also contains the password files related to the default-keystore  store if the default-passwords-store
store does not exist.

Ensure that the keystores configured exist on the other servers within the site. You may need to copy the keystores
across or make them available in some other way.

Ensure that directories configured in file system secret stores and their content exist on the other servers within
the site. You may need to copy the directories across or make them available in some other way.

Go to Realms > Realm Name > Secret Stores, and perform the same actions you took for the global secret stores.

Realm-based secret stores are created for those features that supported different keystore configurations by realm; for
example, SAML v2.0, or the persistent cookie module.

To find the realm-based secret stores, go to Realms > Realm Name > Secret Stores. The secrets themselves are stored in
the /path/to/openam/security/secrets/realms/root/realm-name/secret-store-name  directory.

If you have upgraded from a version which had SAML v2.0 Service Configurations at realm level, the upgrade process
creates realm-level secret stores for the Metadata signing key alias field and its key, if they were configured.

1. 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

2. 
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Repeat this step for each of the realms you have configured.

Deploy the new AM .war  file on the rest of the AM servers.

Once the site is up, and before opening the service to the end users, review the secret ID mappings of the new secret
stores and make changes to them as you see fit.

For example, the upgrade process may have created stores for features you are not using. Those may have mappings to
secrets that do not exist, and you may want to remove them in production environments.

For more information about the available secret IDs, see Secret ID Default Mappings.

AM has always been very flexible regarding the configuration of secrets for SAML v2.0; this is why migrating the different
combinations may create a high number of secret IDs in your environment.

As a rule of thumb, AM configures providers that were using the same key aliases in the same order, to use the same secret
IDs. If this rule cannot be satisfied, the upgrade process creates new secretIDs for the provider by assigning it a secret ID
identifier.

If you have upgraded from a version which had SAML v2.0 Service Configurations, AM maps the 
am.services.saml2.metadata.signing.RSA  secret ID to the alias taken from the relevant Metadata signing key alias
property of the service, either from the global service, or the realm-level services.

Upgrade device recovery codes

This section explains how to upgrade to AM 6.5 and later if you are providing the ability for ForgeRock Authenticator users to
access and view device recovery codes.

AM versions earlier than 6.5 do not encrypt the recovery codes stored alongside registered push and OATH devices. This allows
the codes to be viewed by users at any time in their dashboard page. However storing credentials in plain text is considered a
potential security risk, and from AM 6.5 onwards the recovery codes are displayed once, and then stored in a one-way encryption
format, meaning they can never be viewed after their initial display.

After upgrading to AM 6.5 or later, when a user accesses their dashboard page, the stored recovery codes for each registered
device will be one-way encrypted, meaning existing codes can no longer be displayed to the user.

This DOES NOT affect the ability to use the existing recovery codes, only the ability to display them in plain text to the user.

If you do not want to encrypt the recovery codes, and therefore retain the ability to show the codes to the user when requested,
you can start AM with a Java property, as follows:

Prevent AM from encrypting device recovery codes

Perform these steps to prevent AM 6.5 and later from encrypting device recovery codes.

Locate or create the environment settings script for the container in which AM will run.

For example, the environment settings script for Apache Tomcat is located in /path/to/tomcat/bin/ , and should be
named setenv.bat  (Windows) or setenv.sh  (Unix).

3. 

4. 

emergency_home
It is STRONGLY recommended that you encrypt recovery codes. 

Important

1. 
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In the relevant environment settings script, add the 
org.forgerock.openam.devices.recovery.use_insecure_storage=true  property to the CATALINA_OPTS  variable.

For example:

export CATALINA_OPTS="$CATALINA_OPTS -Dorg.forgerock.openam.devices.recovery.use_insecure_storage=true"

For containers other than Apache Tomcat, perform an analogous step to add the Java option to the scripts used to startup
the AM instance.

Start the container in the usual manner.

For example, ./startup.sh .

AM will not encrypt device recovery codes when created, or when first accessed. When preventing AM from encrypting the
stored recovery codes, be aware of the following points:

Users will only see registered devices on their dashboard that are of the same type that they have used to
authenticate.

For example, if they authenticated using a registered OATH device, they will not see any registered push or
WebAuthn devices on their dashboard. This is to prevent users being able to see recovery codes for devices that
they did not authenticate with.

The option to view the recovery codes for a device has been removed from the user interface.

However, the recovery codes are returned in the JSON response when querying the /devices/2fa/  endpoint. You
will need to provide a customized user interface to display these codes.

If the container in which AM is running is ever started without the 
org.forgerock.openam.devices.recovery.use_insecure_storage=true  property, a query to any of the /
devices/2fa/  endpoints will cause AM to one-way encrypt the recovery codes.

Upgrade JDBC audit event handlers

If you had configured one or more JDBC audit event handlers, make the following changes to the audit tables' schema:

Run the following command on Oracle databases that support AM audit event handlers:

ALTER TABLE am_auditaccess ADD (response_detail CLOB NULL);

This command adds the response_detail  column to the am_auditaccess  table.

Run the following commands on MySQL databases that support AM audit event handlers:

ALTER TABLE audit.am_auditconfig CHANGE COLUMN configobjectid objectid VARCHAR(255);
ALTER TABLE audit.am_auditaccess ADD COLUMN response_detail TEXT NULL;

2. 

3. 

◦ 

◦ 
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The commands change the name of the configobjectid  column in the am_auditconfig  table to objectid  and add the 
response_detail  column to the am_auditaccess  table.

If you use databases other than Oracle or MySQL to support AM audit event handlers, review their schema.

If the am_auditconfig  table has a column named configobjectid , change that column’s name to objectid .

If the am_auditaccess  table does not have a column named response_detail , add that column to the table’s schema.

Migrate legacy instances

Rather than upgrade legacy instances (running an OpenAM or AM version that is no longer supported), you instead manually
migrate from your existing deployment to a new deployment.

For complex legacy deployments, ForgeRock can assist you in the migration process.

Upgrade a legacy deployment

Prepare your customized AM WAR file.

Prepare a new deployment, installing servers from the new, customized WAR file, starting with the instructions in Install
AM.

After installation, configure the new servers in the same way as the old servers, adapting as necessary.

You can use the ssoadm do-batch  command to apply multiple changes with one command.

Validate that the new service is performing as expected.

Redirect client application traffic from the old deployment to the new deployment.

Migrate to a file-based configuration

AM stores different types of information. For the purposes of this topic, we distinguish between the following types:

Configuration

Relatively static information that doesn’t change frequently after initial setup. Only administrative users can change it.

Data

Information that changes at runtime, often due to end user action. Examples of data are identities, CTS tokens, policies,
agents, and applications.

Currently, AM stores configuration and data in LDAP directories.

In a future release, AM will read its configuration only from JSON files, not directory servers. Using LDAP data stores for
configuration will be deprecated and file-based configuration (FBC) will be the only supported configuration storage mechanism.
Dynamic data will continue to be stored in LDAP directories.

3. 

1. 

2. 

3. 
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To prepare to migrate your configuration from LDAP directories to JSON files, AM provides a technology preview of a configuration
migration utility based on the existing amupgrade command. The purpose of this technology preview is to let you test migrating
custom configuration to FBC.

When you test the migration utility, focus on schema that you have customized or modified, to identify combinations of attributes
that the utility doesn’t yet consider. In such cases, the migration utility shouldn’t fail, but will produce output highlighting any
errors it encountered.

Although this feature isn’t yet supported in production, we’d appreciate you reporting these errors by submitting feedback on this

topic. Click the feedback icon  at the top of this page.

Any reports you submit will be taken into account to ensure you can migrate seamlessly when FBC becomes the mandatory
configuration storage mechanism.

Before you start

Before you migrate your configuration to FBC, read the following:

Supported migration paths

Identify where your configuration is stored

Export existing configuration data

Structure the output

info
Using FBC in a production environment isn’t currently supported. 

Note

emergency_home
The interface stability for the file-based configuration (FBC) migration utility is Technology Preview. Technology
previews offer access to new technology ForgeRock doesn’t support yet. Technology preview features may be
functionally incomplete and subject to change without notice. For details, refer to Interface stability.
The purpose of this technology preview is to allow you to test the migration of your configuration data. The
technology preview should function correctly but may highlight areas that need improvement before the supported
release of this feature.
AM configuration stored in ForgeRock Directory Services remains supported as documented for AM 7.4. In a future
AM release, LDAP configuration stores will be deprecated in favor of FBC.

Important

• 

• 

• 

• 

emergency_home
Do not run the migration utility in a production environment. Use a development or test environment.
The migration utility assumes an external LDAP configuration store. The embedded DS datastore isn’t
supported in production deployments. From AM 8.0.0 onwards, the embedded DS datastore will be removed
entirely.

Important

• 
• 
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Supported migration paths

You can use this migration utility only to migrate configuration data from AM versions 7.1.x, 7.2.x, and 7.3.x. You can only use the
generated file-based configuration with AM version 7.4.

To migrate configuration data from earlier versions, first upgrade the configuration to AM version 7.1, 7.2, or 7.3, and then run the
migration utility to get the FBC.

Identify where your configuration is stored

The migration utility creates files that replace the configuration stored in LDAP directories. Most deployments have one or more
external LDAP directories to store configuration and data (identities, CTS tokens, policies, agents, and applications).

An LDAP directory that stores configuration and data will still contain the configuration after migration, but AM won’t use that
configuration. The migration utility output helps you clean up the datastore to remove redundant configuration after migration.

Identify the datastore that contains your configuration. If you use the default options to install DS for AM configuration, the
configuration is stored under ou=services,ou=am-config . Everything else under ou=am-config  is regarded as runtime data
rather than configuration.

The migration utility doesn’t migrate this data to FBC. It does, however, write the data out to a separate LDIF file, nonmigrated-
entries.ldif . You can import this data from the LDIF file to a standalone LDAP server.

Export existing configuration data

The migration tool consumes an LDIF export of the existing configuration.

If the configuration store is ForgeRock Directory Services, you can use the export-ldif  command to export the data, supplying
the following parameters:

The backend ID of the configuration store, cfgStore  by default.

The base DN of the branch containing the configuration, ou=am-config  by default.

An LDIF filename in which to store the exported configuration.

The following example, run on the DS server, assumes the default parameters when DS is installed for AM configuration:

$ /path/to/opendj/bin/export-ldif \
--backendId cfgStore \
--includeBranch ou=am-config \
--ldifFile /path/to/export-config/exported-configuration.ldif \
--offline
…
 category=BACKEND severity=INFO seq=36 msg=Exported 1480 entries and skipped 0 in 0 seconds (average rate 5522.4/sec)

The exported file contains the existing configuration under ou=am-config :

• 

• 

• 
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$ more /path/to/export-config/exported-configuration.ldif
dn: ou=am-config
objectClass: top
objectClass: untypedObject
ou: am-config
…

Structure the output

By default, the configuration is exported to JSON files as a flat list of properties. For some services, the AM admin UI structures
the configuration in logical groups. You can mimic this structure in the migrated JSON files by pointing the migration utility to a
target AM .war  file, resulting in FBC that’s easier to read.

Before you run the migration utility, ready the target AM .war  file so that you can generate this structured output.

Migrate your configuration

The migration utility is an enhanced version of the AM configuration upgrader available in AM-7.4.2.zip.

If you don’t already have it, download the AM .zip  file from the Backstage download site.

Extract the contents of the .zip  file.

In the extracted directory, locate and extract the Config-Upgrader-7.4.2.zip  file.

To migrate the LDAP configuration, run the amupgrade  command with the migrationMode  argument:

$ /path/to/amupgrade \
--migrationMode \
--inputConfig input-directory \
--output output-directory \
--sectionsSource target-war-file \
rules-file-path

-i | --inputConfig

The directory containing the LDIF configuration files that you’re migrating.

-o | --output directory

The directory to which the migration utility writes the generated FBC.

-M | --migrationMode

Runs the upgrade command in migration mode (required if you’re testing migration to FBC).

Default: false .

1. 

2. 

3. 

info
Because migration mode isn’t yet supported in production deployments, some of these arguments aren’t exposed in
the --help command. 

Note

Upgrade PingAM

672 Copyright © 2025 Ping Identity Corporation

https://backstage.forgerock.com/downloads
https://backstage.forgerock.com/downloads


-s | --sectionsSource (optional)

A file that specifies the structure (section details) of the output configuration.

Without this option, the migration utility generates the configuration properties as flat files.

This file can be a section.properties  file for a specific service or an AM.war  file that includes the structure for all
services.

##############################################################################################################
##########
# Common handler section properties
##############################################################################################################
##########
commonHandler=enabled
commonHandler=topics

##############################################################################################################
##########
# Common handler plugin section properties
##############################################################################################################
##########
commonHandlerPlugin=handlerFactory

##############################################################################################################
##########
# JSON handler section properties
##############################################################################################################
##########
jsonConfig=location
jsonConfig=elasticsearchCompatible
jsonConfig=rotationRetentionCheckInterval
jsonFileRotation=rotationEnabled
jsonFileRotation=rotationMaxFileSize
jsonFileRotation=rotationFilePrefix
jsonFileRotation=rotationFileSuffix
jsonFileRotation=rotationInterval
jsonFileRotation=rotationTimes
jsonFileRetention=retentionMaxNumberOfHistoryFiles
jsonFileRetention=retentionMaxDiskSpaceToUse
jsonFileRetention=retentionMinFreeSpaceRequired
jsonBuffering=bufferingMaxSize
jsonBuffering=bufferingWriteInterval

rules-file-path

The path to the upgrade rules file.

Although you’re not using this command to upgrade to a new version, the amupgrade  command requires an upgrade
rules file.

Use the noop.groovy  file (located in ( /path/to/amupgrade/rules/fbc/noop.groovy ) to migrate the configuration
without applying any rules.
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$ /path/to/amupgrade \
--migrationMode \
--inputConfig /path/to/export-config \
--output /path/to/am/config/services \
--sectionsSource /path/to/OpenAM-8.0.0.war \
/path/to/amupgrade/rules/fbc/noop.groovy

In the preceding example, the new JSON configuration files are generated in /path/to/am/config/services . By default, AM
reads FBC from the $AM_HOME/config/services  directory, so use this as the output directory.

After the migration, the output directory contains JSON representations of the global and realm configuration services and a 
nonmigrated-entries.ldif  file with data that wasn’t migrated to JSON.

For example, the configuration of the alpha  realm is as follows:

$ more /path/to/am/config/services/global/realms/root-alpha.json
{
  "metadata": {
    "realm": "/alpha",
    "entityType": "",
    "entityId": "L2FscGhh",
    "uid": "o=alpha,ou=services,ou=am-config",
    "sunServiceID": null,
    "objectClass": [
      "sunRealmService",
      "top"
    ],
    "pathParams": {},
    "ou": []
  },
  "data": {
    "_id": "root-alpha",
    "_type": {
      "_id": "",
      "name": "",
      "collection": false
    },
    "active": true,
    "aliases": [
      "alpha"
    ],
    "parentPath": "/",
    "name": "alpha"
  }
}

Configure AM for FBC

When you’ve migrated your configuration to JSON files, you can point your AM instances to the FBC.
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These instructions assume a local AM server running in an Apache Tomcat container. Adjust the instructions to suit your
environment.

Configure AM for file-based mode:

Stop AM or the container in which it runs.

Set the following Java variables to true :

com.sun.identity.sm.sms_object_filebased_enabled=true

com.sun.identity.sm.filebased_embedded_enabled=true

Pass those variables to AM in some way. For example, for Tomcat you can set them in the CATALINA_OPTS  options:

export CATALINA_OPTS="$CATALINA_OPTS -Dcom.sun.identity.sm.sms_object_filebased_enabled=true -
Dcom.sun.identity.sm.filebased_embedded_enabled=true"

Provide the configuration files to AM.

AM reads FBC from its home directory. You’ll need access to this directory on your local host or in your Docker container.

For local hosts, change to the $AM_HOME/config/services directory:

$ cd $AM_HOME/config/services

Copy the migrated configuration into the services  directory.

$ cp /path/to/new-config $AM_HOME/config/services

If the directory contains default configuration, delete it before copying in your migrated configuration.

Restart AM or the container in which it runs.

Start up and test your environment.

Check that AM has the configuration you expect. You can also make changes to your configuration through the AM admin
UI and check that those changes are made in the JSON configuration files.

Report any problems you encounter during the migration process, including significant performance issues.

info
If your policy and application data is still in the original LDAP data store, you’ll need to continue using that datastore
for the runtime data. Eventually, you should move the runtime data to its own datastore, and retire the original
directory server, or remove the redundant configuration from the original datastore. 

Note

1. 

1. 

2. 

3. 

2. 

3. 

4. 

5. 
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emergency_home
If you use an external policy and application store, you must restart AM with the 
com.sun.identity.sm.filebased_embedded_enabled  Java variable turned off after you’ve set up the policy and
application store.

Stop AM or the container in which it runs.
Set com.sun.identity.sm.filebased_embedded_enabled  to false  or simply remove it from the variables
passed to AM. For example:

export CATALINA_OPTS="$CATALINA_OPTS -Dcom.sun.identity.sm.sms_object_filebased_enabled=true"

Important

1. 
2. 
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UI customization



This guide covers concepts, configuration, and usage procedures for customizing the ForgeRock Access Management user
interface.

Read this to apply your own look and feel to the end-user facing pages provided by Access Management.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

About the UI

AM includes the following browser-based UIs:

Admin UI

Pages related to the administration of an AM server. Administrative login is delegated to the user UI.

User UI

End user pages and login pages.



About the user interface

Learn about the user interface (UI), which is split
into the User UI and the Admin UI.



Download the UI

Download, rebuild, and deploy the UI project to
customize.



Theme the UI

Learn how to change the look of the user-facing
pages of the UI.



Deploy the UI

Build, test, and deploy the UI.
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When you deploy AM to protect applications, you can redirect users to AM pages for login and logout. The end user pages have
default styling and branding but are fully customizable. You can theme them, localize them, and change their layout.

To customize the UI, download the source code and change it to suit your environment. Deploy the modified UI in your AM
instances as part of your environment pipelines or package it in your custom AM WAR files, then deploy them.

Customizing the page layout or the JavaScript resources requires a complete rebuild of the UI. You can make other
customizations, such as localizing or theming the UI, by modifying the WAR file.

The UI contains the following types of resources:

Download the UI source

To customize the layout and functionality of the UI, you must download, rebuild, and deploy the UI project. The build process for
the UI uses the Webpack resource bundler to manage dependencies, optimize deliverables, and package the output.

Ping Identity provides the source code for the UI as a Maven project in the am-external public GitHub repository.

Follow these steps to get the UI source code:

Clone the am-external  repository:

UI resources

Resources Location (Admin UI) Location (User UI)

JavaScript source and configuration
files

openam-ui-admin/src/js openam-ui-user/src/js

CSS collections openam-ui-admin/src/resources/css openam-ui-user/src/resources/css

Fonts openam-ui-admin/src/resources/

fonts

openam-ui-user/src/resources/fonts

Images openam-ui-admin/src/resources/

images

openam-ui-user/src/resources/

images

Localization files openam-ui-admin/src/resources/

locales

openam-ui-user/src/resources/

locales

Themes N/A openam-ui-user/src/resources/

themes

Partials openam-ui-admin/src/resources/

partials

openam-ui-user/src/resources/

themes/default/partials

HTML pages openam-ui-admin/src/resources/

templates

openam-ui-user/src/resources/

themes/default/templates

1. 
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$ git clone https://github.com/ForgeRock/am-external.git

Check out the releases/7.4.2  branch:

$ cd am-external
$ git checkout releases/7.4.2

The End User UI project is in the am-external/openam-ui  folder.

If you don’t already have them, install the following prerequisites:

Yarn.

Node.js (12.x.x).

Use the yarn  command to download the dependencies to the project:

$ cd openam-ui/openam-ui-user
$ yarn install
[1/4] 🔍 Resolving packages…
[2/4] 🚚 Fetching packages…
[3/4] 🔗 Linking dependencies…
[4/4]  Building fresh packages…
✨ Done in 9.08s.

Localize AM

ForgeRock provides the user-facing and administration UI pages in English only; however, you can customize and localize the
user-facing text as required.

The .json  files in the openam-ui-user/src/resources/locales/en  directory provide the English text.

To localize the user-facing text to a new locale:

Copy the English locale directory ( locales/en ) to a new directory, for example, locales/fr .

2. 

3. 

◦ 

◦ 

lightbulb_2
You can find information on building the UI as part of a Maven workflow for deployment inside a WAR file in 
How do I customize the XUI using source code in PingAM?.

Tip

4. 

lightbulb_2
In some environments you might receive an error such as gyp ERR! not ok  when downloading
dependencies.
You can ignore such errors as they apply only to optional components in certain environments. You can also
use the yarn install --ignore-optional  command to suppress these errors.

Tip

1. 
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The name of the directory should follow RFC 5646 - Tags for Identifying Languages. For example, en-GB .

Edit the files and change the values of the elements for the required locale. Take care not to change the JSON structure or
to render it invalid.

Rebuild the UI. For more information, see Test and deploy the UI.

You can now redeploy the UI or pack it in your custom AM .war  file.

Theme AM

The UI is built with the Bootstrap framework, and supports Bootstrap themes to customize the look and feel of the user
interface.

Only user-facing UI pages support themes. The administration pages cannot be themed, although customizing the footer would
alter the appearance for both user-facing and administration pages.

You can apply themes to specific realms, and also to specific authentication chains within those realms. AM includes a default
theme, and an inverted dark theme.

Apply a theme to the UI

You can follow this procedure and edit the UI source code, or you can locate the referenced files in the /path/to/tomcat/
webapps/openam/XUI  directory of a deployed AM WAR file.

If you modify resources from the WAR file, you will see they have a hash value appended to them. For example, 
ThemeConfiguration.hash.js . The hash value is an alphanumeric value generated each time the UI is rebuilt, to reference the
CSS files in the theme, and to map the theme to realms and authentication services.

Follow these steps to apply a theme to the UI:

Copy your custom Bootstrap theme to a directory in openam-ui-user/src/resources/themes . A custom Bootstrap theme
should consist of one or more CSS files, and optionally, media and font files.

As an example, the dark theme is available in the openam-ui-user/src/resources/themes/dark  directory.

Edit the openam-ui-user/src/js/config/ThemeConfiguration.js  file:

Locate the themes  element, and under it create a new element with the name of your theme.

The following example adds a theme called myTheme :

2. 

3. 

1. 

2. 

◦ 
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return {
    themes: {
        // There must be a theme named "default".
        "default": { ...
        },
        "fr-dark-theme": { ...
        },
        "myTheme": {}
    },
    mappings: [...]
};

In the new theme element, create a stylesheets  array containing the theme’s two CSS files, followed by the
required css/structure.css  file.

return {
    themes: {
        // There must be a theme named "default".
        "default": { ...
        },
        "fr-dark-theme": { ...
        },
        "myTheme": {
            stylesheets: [
                "themes/myTheme/css/bootstrap.min.css",
                "themes/myTheme/css/myTheme.css",
                "css/structure.css"
            ]
        }
    },
    mappings: [...]
};

Specify additional settings for the new theme as required, such as the logos to use or the footer information. For
information on the available settings, refer to ThemeConfiguration.js reference.

Locate the mappings  array, and create a new element under it to map your new theme to realms and
authentication chains.

Elements in the mappings  array are evaluated in order from top to bottom. The first theme that matches the
current realm and/or authentication chain is applied. Any subsequent mappings, even if true, are ignored when a
match is found.

If no match is found, the default  theme is applied.

Create a theme  element, and set the value to the name of your new theme:

◦ 

info
You must specify paths relative to the openam-ui-user/src/resources directory. 

Note

◦ 

▪ 
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return {
    themes: { ...
    },
    mappings: [{
        theme: "myTheme"
    }]
};

Create a realms  array, and include the realms the theme will apply to:

return {
    themes: { ...
    },
    mappings: [{
        theme: "myTheme",
        realms: ["/", "/test-realm", /^\/a/]
    }]
};

You can use a regular expression to specify the realms the theme should apply to. For example /^\/a/
applies the theme to all realms that start with /a , including /ab  and /a/c .

If you do not include a realms array, the theme is applied to all realms.

Create an authenticationChains  array and include any authentication service (chains or trees) the theme
applies to:

return {
    themes: { ...
    },
    mappings: [{
        theme: "myTheme",
        realms: ["/", "/test-realm", /^\/a/],
        authenticationChains: ["auth-chain-one", "Example-Tree"]
    }]
};

If you specify both realms and authentication services, the theme is applied only when both criteria are true.

Compile the UI project using the yarn build  command.

Start the development UI server to test the changes by following the steps detailed in Test UI pages in a development
server.

Log in as a user to see the new theme applied:

▪ 

▪ 

3. 

4. 

5. 
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Figure 1. UI with the dark theme

When you are satisfied with the changes, copy the output in the build  directory to the /path/to/tomcat/webapps/
openam/XUI  directory of your AM instances.

You don’t need to restart the AM instance. Subsequent visits to the UI pages will use the rebuilt files.

Customize the UI layout

To perform basic customizations, edit the openam-ui-user/src/js/config/ThemeConfiguration.js  and then rebuild the UI.

The file contains a full configuration for the mandatory default  theme. Additional themes should use a duplicate of the default
theme’s configuration. Any parameters that are not configured will inherit values from the mandatory default  theme.

The available parameters for each theme in the file are as follows:

themes : Title; also represents an array of theme objects.

name: Theme title.

stylesheets : An ordered array of URLs to CSS stylesheet files that are applied to every page. It is highly
recommended to include the variable StructureStyle  as one of the entries to provide default styles for
layout and structure.

6. 

• 

◦ 

▪ 
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For example: ["themes/dark/css/bootstrap.min.css", StructureStyle, "themes/dark/css/theme-
dark.css"]

path : A path relative to the openam-ui-user/src/resources/themes  folder, that contains templates  or 
partials  directories, used for customizing the default layout of UI pages. The path must include a trailing

slash character /  .

For example, ["theme-path/"] .

icon : URL to a resource to use as a favicon.

settings : Configuration settings for the theme. Missing parameters inherit their value from the mandatory 
default  theme.

logo : Parameters for the logo displayed on user profile pages.

src : Filename of the logo.

title : HTML title  attribute of the logo.

alt : HTML alt  attribute of the logo.

height : Logo height in CSS notation. For example: 75px  or 10% .

width : Logo width in CSS notation. For example: 150px  or 25% .

loginLogo : Parameters for the logo displayed on login pages.

src : Filename of the logo.

title : HTML title  attribute of the logo.

alt : HTML alt  attribute of the logo.

height : Logo height in CSS notation. For example: 75px  or 10% .

width : Logo width in CSS notation. For example: 150px  or 25% .

footer : Parameters to display in the footer of each UI page.

mailto : Email address.

phone : Telephone number.

This procedure demonstrates how to customize the layout of UI pages by copying the relevant files into a theme, editing the
source, and making changes to the CSS.

Download the UI source code as explained in Download the UI source.

Modify the UI source as follows:

Copy the src/resources/themes/dark  directory to a new directory with a suitable name for the theme that
contains your customizations, for example, myTheme .

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

1. 

2. 

◦ 
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Edit the openam-ui-user/src/js/config/ThemeConfiguration.js  file, which contains the configuration the UI
uses when applying a theme, and make a copy of the "fr-dark-theme"  section, named after the directory you
created in the previous step ( "myTheme" ).

In this example, in the footer  element, change the email address to Feedback@example.com , and add a new
element called icon  that points to an icon to display in the footer.

Alter the path  property to point to the name of the directory you created in the themes  directory earlier, including
a trailing slash. For example myTheme/ .

The new section will resemble the following:

"myTheme": {
    // An ordered list of URLs to stylesheets that will be applied to every page.
    stylesheets: [
        "themes/myTheme/css/bootstrap.min.css",
        StructureStyle,
        "themes/myTheme/css/theme-dark.css"
    ],
    // A path that is prepended to every relative URL when fetching resources (including images, 
stylesheets and
    // HTML template files). Must include a trailing forward slash.
    path: "myTheme/",
    settings: {
        loginLogo: {
            src: "themes/myTheme/images/login-logo-white.png",
            title: "ForgeRock",
            alt: "ForgeRock",
            height: "228px",
            width: "220px"
        },
        footer: {
            // A contact email address.
            mailto:"Feedback@example.com",
            // The footer icon.
            icon : "images/logo-horizontal.png"
        }
    }
}

Edit the mappings  section of the ThemeConfiguration.js  file to apply the new theme to the required contexts.

For example, to apply the theme to the Top Level Realm, use:

lightbulb_2
You can modify the original files, but it is recommended to create a new theme containing your
changes. 

Tip

◦ 

emergency_home
Specify resource paths within the theme configuration as relative to the openam-ui-user/src/
resources/  directory.

Important

◦ 
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mappings: [
    { theme: "myTheme", realms: ["/"] }
]

For more information about the format of the ThemeConfiguration.js file, see ThemeConfiguration.js reference.

Copy the template file that contains the HTML code for the footer, openam-ui-user/src/resources/themes/
default/templates/common/FooterTemplate.html , into the same path but within the myTheme  directory, for
example:

$ cp openam-ui-user/src/resources/themes/default/templates/common/FooterTemplate.html \
 openam-ui-user/src/resources/themes/myTheme/templates/common/FooterTemplate.html

Add a table, containing an image, in the new FooterTemplate.html  file, as follows:

<div class="container">
    <p>
        <table align="center">
            <td>
                <img src="{{theme.settings.footer.icon}}" alt="Horizontal ForgeRock Logo" 
align="middle" class="footer_image">
            </td>
            <td>
                <b>ForgeRock XUI at Example.com</b>
                <br/>
                <a href="mailto: {{theme.settings.footer.mailto}}">Send us Feedback!</a>
            </td>
        </table>
    </p>
</div>

The file contains variables expressed in double curly brackets ( {{}} ); they are the paths defined in the 
ThemeConfiguration.js  file.

Notice that the image has the footer_image  CSS class applied to simplify applying a style to it in the next step.

Copy and edit any additional files that require customization from the /themes/default/templates  and /themes/
default/partials  directories to the equivalent path in your themes  directory.

Edit the /am-external/openam-ui/openam-ui-user/src/resources/themes/myTheme/css/theme-dark.css  file to
specify the height of the image, and add padding to the footer_image  class.

For example:

◦ 

◦ 

◦ 

info
AM uses the partials and templates from the /themes/default  directory if an equivalent file is not
found in your customized theme.

Note

◦ 
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.footer_image {
    height: 3em;
    padding-right: 1em;
}

Rebuild the UI by running the yarn build  command.

Test the UI pages by following the steps detailed in Test UI pages in a development server.

You can now see the customized template in the login page:

Figure 1. Example of a customized template

Once you are satisfied with the changes, deploy the output in the build  directory to the /path/to/tomcat/webapps/
openam/XUI/  directory of your AM instances.

There is no need to restart the AM instance. Subsequent visits to the UI pages will use the rebuilt files.

3. 

lightbulb_2
If you receive errors during the build, you may be missing the required components locally. Try running yarn
install , and then try again.

Tip

4. 

5. 
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Test and deploy the UI

The Maven project for the UI contains a package.json  configuration file, which specifies the available commands for building
and testing the UI.

yarn build

Performs a one-time production-ready build of the UI. Outputs to the build  directory.

yarn test

Compiles and executes UI unit tests and continuously watches for source changes to trigger re-testing. Unit tests are
located alongside the modules they are testing.

Run this command in a separate terminal window when developing to continuously run unit tests against the code.

yarn profile

Performs a one-time build of the UI, in production mode, with profiling enabled.

Generates a report in the build  directory named report.html  detailing the structure of the bundles and chunks that are
created as part of a production build.

yarn start

Starts the UI in development mode, with automatic rebuilds and reloads enabled.

The start  script launches a dedicated Webpack development server to serve the UI during development. For more
information, see Test UI pages in a development server.

The package.json  file also lists the dependencies the UI uses, and the required versions. Dependencies are locked to specific

versions. For example, "lodash": "4.1.0"  specifies an explicit version without using ^  or ~  characters.

Test UI pages in a development server

You can run the UI project on a dedicated development server to test customizations. The UI in the development server connects
to a separate instance of AM running on a different port, but using the same base domain. Any HTTP requests the UI makes out
to AM are proxied to port 8080 , by default.

You can override the default setting for the port AM is running on by using the OPENAM_PORT  environment variable.

By separating the UI from the core AM server, the UI behaves as it would in production, except with the addition of development
tooling, such as automatic browser refreshes when UI code is changed.

lightbulb_2
While customizing the UI, you can set the advanced server property, 
org.forgerock.openam.core.resource.lookup.cache.enabled , to false  to allow AM immediately to pick up
changes to the files as you customize them. This includes the XML callback files for authentication modules used by
the UI.
Before using AM in production, however, set the property back to true .

Tip
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To run the UI on a development server:

Configure and start an AM instance. For example, https://openam.example.com:8443/openam .

Start a UI development server by using the yarn start  command.

The development server starts on this first available port counting up from port 8080 , which is usually port 8081 . Ensure
you can access the development server using the same domain as the AM instance. For example, http://
xui.example.com:8081 .

In a web browser, go to the full URL of your AM instance, but use the port number of the UI development server.

For example, go to http://openam.example.com:8081/openam/XUI/#login .

Changes made to the UI project are rebuilt and redeployed to the development server automatically, and the browser
refreshed to show the changes, or any errors that have occurred.

Rebuild and deploy the UI

After making changes to the UI, such as editing the JavaScript or HTML templates, perform the following steps:

Rebuild the project using the yarn build .

Test the UI pages before deploying them to an instance.

For more information, see Test UI pages in a development server.

Deploy the output in the build  directory to the /path/to/tomcat/webapps/openam/XUI/  directory in your AM instances.

There is no need to restart the AM instance. Subsequent visits to the UI pages will use the rebuilt files.

1. 

2. 

3. 

info
The UI development server assumes the AM instances has a deployment URI of /openam . The deployment URI
and port numbers can be edited in the config/webpack/development.js  file in the UI project.

Note

1. 

2. 

3. 
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This guide shows you how to install Amster, and how to integrate with ForgeRock Access Management. Read the Installation
before you get started.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

What is Amster?

Amster is a command-line interface built upon the ForgeRock Access Management REST interface. Use Amster in DevOps
processes, such as continuous integration, command-line installations, and scripted cloud deployments.

Amster provides the following features:

Remote, scripted deployments. Script AM deployments by using the Groovy scripting support within Amster.

For more information, refer to Scripts and Install AM with Amster.

AM configuration import and export. Amster can export all the configuration related to an AM instance, and import it
back to the same, or a different instance.

Note that Amster only manages configuration data. User information in data stores is not imported or exported, or
modified in any way.



Install Amster

Install and start using Amster.



Connect to AM

Connect Amster to an AM instance.



Export AM configuration

Export AM configuration data using Amster.



Import AM configuration

Import partial and full AM configuration data
using Amster

• 

• 
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For more information, refer to Export configuration data and Import configuration data.

Configuration stored in JSON. Amster exports configuration to a hierarchy of JSON format text files on the local
filesystem.

Global defaults and configuration are exported to the global  folder, and the configuration for realms is exported into
subfolders of the realms  folder.

The following is a simplified example of an exported hierarchy, including the top-level root  realm:

|-- global
|   |-- ActiveDirectoryModule.json
|   |-- GlobalScripts
|   |   |-- 157298c0-7d31-4059-a95b-eeb08473b7e5.json
|   |   `-- 36863ffb-40ec-48b9-94b1-9a99f71cc3b5.json
|   |-- HotpModule.json
|   |-- Realms
|   |   `-- root.json
|   |-- Servers
|   |   `-- 01
|   |       |-- CtsDataStoreProperties.json
|   |       |-- SessionProperties.json
|   |       `-- 01.json
|   `-- Session.json
`-- realms
    `-- root
        |-- AmsterModule
        |   `-- amster.json
        |-- AuthenticationChains
        |   |-- amsterService.json
        |   `-- myScriptedChain.json
        |-- DataStoreModule
        |   `-- datastore.json
        |-- ScriptedModule
        |   `-- myScriptedAuthModule.json
        `-- Scripts
            |-- 9de3eb62-f131-4fac-a294-7bd170fd4acb.json
            `-- c827d2b4-3608-4693-868e-bbcf86bd87c7.json

Store these files in a version control system to manage and maintain AM configurations.

For a list of the available entities, refer to the Entity reference.

Encryption of sensitive data. Amster can encrypt exported passwords and sensitive data in the configuration files that are
stored on disk. Only a correctly configured AM instance with the required transport key installed is able to decrypt and
import the values.

For more information, refer to Create transport keys to export configuration data.

• 

• 
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Install Amster

Prerequisites

Amster is a standalone client that doesn’t need any other Ping Identity Platform component to run. See the following list of
prerequisites for installation:

Amster requires a Java developer environment. Check the output of the java -version  command to make sure your
version is supported.

The JAVA_HOME  environment variable must be set.

Install process

The ForgeRock BackStage website hosts downloadable versions of Amster. For each release of AM you can download Amster as
a .zip  file.

Download Amster-7.4.2.zip and extract it in the file system directory where you want to run it:

$ unzip ~/Downloads/Amster-7.4.2.zip -d /path/to/

File and directory reference

The following files and directories are extracted:

bcprov-jdk15on-1.55.jar

Third-party cryptography library, by Bouncy Castle.

bcpkix-jdk15on-1.55.jar

Third-party cryptography library, by Bouncy Castle.

amster

The amster  command.

README.md

Amster readme file, with quick-start information.

LICENSE

ForgeRock’s Amster terms of license.

amster-7.4.2.jar

The main Amster Java library.

/legal-notices

Directory containing legal notices relating to the Amster distribution.

• 

• 
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/samples

Directory containing sample scripts for export, import, and others. For more information about these files, see Amster
Sample Scripts.

First steps

Once Amster is extracted, run the amster  command to start the client:

$ cd /path/to/amster
$ ./amster

Amster OpenAM Shell (version build build, JVM: version)
Type ':help' or ':h' for help
------------------------------------------------------------------------------
am>

The version of Amster is included in the first line of output, as well as the version of the running JDK.

To exit the client, run the :exit  or :q  commands:

am> :exit
$

To get a list of the commands available to the client, run the :help  command:

info
If the amster  command fails to load, make sure the JAVA_HOME  environment variable is set, and that your JDK
version is supported.

Note
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am> :help

For information about Groovy, visit:

http://groovy-lang.org

Available commands:
   connect         (am  ) Connect to an OpenAM instance
   create          (c   ) Create an OpenAM entity
   read            (r   ) Read an OpenAM entity
   update          (u   ) Update an OpenAM entity
   delete          (d   ) Delete an OpenAM entity
   query           (q   ) Query an OpenAM entity
   action          (a   ) Perform action an OpenAM entity
   import-config   (i   ) Import configuration into OpenAM
   export-config   (x   ) Export configuration from OpenAM
   replace         (rep ) Replace all matching text
   install-openam  (inst) Install OpenAM
   :help           (:h  ) Display this help message
   ?               (:?  ) Alias to: :help
   :exit           (:x  ) Exit the shell
   :quit           (:q  ) Alias to: :exit
   :load           (:l  ) Load a file or URL into the buffer
   .               (:.  ) Alias to: :load

For help on a specific command type:
   :help command

To show help information available for a particular command, run :help command . For example:

lightbulb_2
To run an update  command on an entity that contains a large number of key/value pairs, such as 
DefaultAdvancedProperties, you must provide the entire JSON body, even if you only need to update a small subset
of data.
A simple way to do this is to run a read  command, copy and edit the output, and paste it into the body of the update
command. Alternatively, you can run export-config , copy the specific entity file to an identical empty file structure,
edit the file, and call import-config  setting the path to the top directory of the updated file structure.

Tip
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am> :help connect

usage: connect [options] <baseurl>
Options:

  -i, --interactive
        If specified you will be prompted for credentials. Defaults to private
        key authentication.

  -k, --private-key
        Path to a private key file or directory containing one of amster_rsa,
        id_rsa or id_ecdsa. Defaults to {USER_HOME}/.ssh.

  -t, --connection-timeout
        The default timeout is 10 seconds. If specified, this parameter sets
        the timeout in seconds.

Connect to the OpenAM instance at the given URL.
Example:

  connect -i https://am.example.com/openam

  connect -i -t 30 https://am.example.com/openam

Connect to AM

Amster can connect to an AM instance using interactive login or using RSA or ECDSA key files, either over HTTP or HTTPS
protocols. If you use self-signed certificates for AM, you must either:

Import the certificates into the JVM cacerts  keystore on the Amster client.

Run the amster  command, specifying the truststore containing the certificates and its type. For example:

lightbulb_2
When a command does not proceed as expected, it can sometimes be helpful to start the amster  command in debug
mode and try again. To activate debug mode, start the amster  command using the -d  flag. For example:

$ ./amster -d
Listening for transport dt_socket at address: 6006
DEBUG [org.codehaus.groovy.tools.shell.BufferManager] Created new buffer with index: 0
DEBUG [org.codehaus.groovy.tools.shell.BufferManager] Buffers reset
DEBUG [org.codehaus.groovy.tools.shell.Parser] Using parser flavor: rigid
…

While in debug mode, the amster  command output shows additional information, such as connection handshakes
and Groovy calls.

Tip

• 

• 
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$ ./amster \
 -D javax.net.ssl.trustStore=/path/to/keystore.jceks \
 -D javax.net.ssl.trustStoreType=jceks

Interactive login connections

To establish an interactive connection with AM, Amster uses the default authentication chain for administrator users, configured
in the AM instance. To locate this property, log in to the AM admin UI and navigate to Realms > Top Level Realm > Authentication
> Settings > Core.

The ldapService  authentication chain, configured by default after AM installation, requires a valid user in AM. Log in as an
administrative user, for example amadmin , to perform operations such as export and import of the configuration.

Connect with interactive login

This procedure assumes the use of the ldapService  chain. Perform the following steps to connect to a local or remote AM
instance using interactive login:

Start the Amster command-line interface.

Run the connect  command with the --interactive  or the -i  options:

am> connect --interactive https://openam.example.com:8443/openam

Specify the username and password to authenticate to Access Management:

Sign in to OpenAM
User Name: amadmin
Password: *************
amster openam.example.com:8443>

Private key connections

Amster can connect to an AM instance by using a private key pair, and an authentication module and chain in AM. The private key
must be available to the Amster client, and the AM instance must trust the client IP address and have the public key in its 
authorized_keys  file. Successful connections create an amAdmin  session in AM.

1. 

2. 

lightbulb_2
When using the amster  command to import or export a significant amount of data, the default timeout of 10
seconds may be insufficient.
To increase the default timeout, add the --connection-timeout seconds  option. For example:

am> connect --connection-timeout 45 \

 --interactive https://openam.example.com:8443/openam

Tip

3. 
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An installation, or an upgrade of AM creates the following infrastructure for Amster:

The Forgerock Amster  authentication module in the Top Level Realm. The module is enabled by default in new AM
installations and disabled by default when upgrading an existing AM.

For information on how to configure this module, see Amster Authentication Module Properties in the Authentication
and single sign-on guide.

The amsterService  authentication chain in the Top Level Realm. Changing or removing this chain may result into not
being able to connect with Amster.

The following RSA key pair files, in PKCS#1 PEM format:

Connect locally with default private key files

An Amster installation local to a new AM instance can connect without further configuration.

Start the Amster command-line interface.

Run the connect  command with the --private-key , or the -k  options:

am> connect --private-key /path/to/openam/security/keys/amster/amster_rsa \

https://openam.example.com:8443/openam

amster openam.example.com:8443>

Connect to a remote AM instance

To connect to a remote AM instance, create a private key pair for Amster, and append the contents of the public key to the 
authorized_keys  file of the instance.

• 

• 

• 

Default private keypair files

File name Description

/path/to/openam/security/keys/amster/

authorized_keys

Holds the public keys of trusted Amster clients. AM checks
incoming Amster connections against these trusted keys.
By default, contains a copy of the public key of a
generated key pair that Amster can use.
If this file exists in the configuration directory before a
new installation is performed, the file is not overwritten;
the contents of the newly-created amster_rsa.pub  file
are appended to it instead.

/path/to/openam/security/keys/amster/amster_rsa Contains the private key of a generated key pair that
Amster can use.

/path/to/openam/security/keys/amster/

amster_rsa.pub

Contains the public key of a generated key pair that
Amster can use.

1. 

2. 
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Create and configure a private key pair

Create a new key pair and append the public key to the AM instance:

Login to the Amster server.

Create a directory for the keys, for example, /path/to/.ssh  .

Run the ssh-keygen  command to generate a key pair without passphrase. You can create RSA or ECDSA key pairs:

To create an RSA key pair, run the ssh-keygen  command with the -t rsa  option:

$ ssh-keygen -t rsa -N "" -f /path/to/.ssh/id_rsa -b 2048
Generating public/private rsa key pair.
Your identification has been saved in id_rsa.
Your public key has been saved in id_rsa.pub.
The key fingerprint is:
78:ca:43:bc:0a:84:b0:ab:ac:40:96:49:48:84:80:63 root@amster_server

To create an ECDSA keypair, run the ssh-keygen  command with the -t ecdsa  option. You can create key pairs of
256, 384, or 521 curve sizes.

For example:

$ ssh-keygen -t ecdsa -N "" -f /path/to/.ssh/id_ecdsa -b 521
Generating public/private ecdsa key pair.
Your identification has been saved in id_ecdsa.
Your public key has been saved in id_ecdsa.pub.
The key fingerprint is:
6b:b9:75:cb:42:07:91:25:a7:bf:d6:d0:bc:6f:5a:d7 root@amster_server

These commands generate two files, id_rsa.pub  or id_ecdsa.pub  containing the public key, and id_rsa  or id_ecdsa
containing the private key.

Append the contents of the id_rsa.pub  or id_ecdsa.pub  files into the authorized_keys  file in your AM instance(s); for
example, into /path/to/openam/security/keys/amster/authorized_keys .

Start the Amster command-line interface.

1. 

2. 

3. 

◦ 

◦ 

info
AM requires the private key to be in PKCS#1 PEM format. Recent versions of the OpenSSH ssh-keygen
tool creates keys in its own format, which AM cannot process.
If your generated private key ( id_ras ) begins with -----BEGIN OPENSSH PRIVATE KEY----- , you will
need to recreate your keypair in PKCS#1 PEM format.
Append the -m pem  option to the ssh-keygen  commands above to create a new pair in the supported
PKCS#1 PEM format.
For example:

$ ssh-keygen -m pem -t rsa -N "" -f $HOME/.ssh/id_rsa -b 2048

Note

4. 

5. 
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To connect to AM using a specific private key file, run the connect  command with the --private-key , or the -k  options,
specifying the path to the private key file. For example:

am> connect --private-key $HOME/.ssh/id_rsa \

https://openam.example.com:8443/openam

amster openam.example.com:8443>

Create transport keys to export configuration data

To import and export encrypted password values in the configuration files you must generate a transport key, and install it in the
keystore of each AM instance that you will be transporting passwords between.

The transport key must be stored in the default AM keystore, located
at /path/to/openam/security/keystores/keystore.jceks , and should have a key alias of sms.transport.key .

The presence of the transport key causes additional fields containing encrypted password values to appear in the exported
configuration files. These additional fields have a -encrypted  suffix, as shown below:

{"authenticatorPushDeviceSettingsEncryptionKeystorePassword":null,
 "authenticatorPushDeviceSettingsEncryptionKeystorePassword-encrypted":"encrypted-pwd"}

Encrypted password fields will only be added to REST calls made by administrative users, such as amAdmin .

Performance of an AM instance with a transport key present will be significantly impacted. You MUST delete the transport key
when imports and exports have been completed.

Without a transport key present, all password fields are set to null  in the exported configuration files, regardless of their actual
value in the configuration.

Generate and install a new transport key

Use the keytool  command to generate the transport key by performing the following steps:

Run the keytool  command, specifying the location of the .storepass  file as the password to use for the keystore, and
the location of the .keypass  file as the password to use for the key aliases:

$ keytool -genseckey -alias "sms.transport.key" -keyalg AES -keysize 128 \
  -storetype jceks -keystore "/path/to/openam/security/keystores/keystore.jceks" \
  -storepass:file "/path/to/openam/security/secrets/default/.storepass" \
  -keypass:file "/path/to/openam/security/secrets/default/.keypass"

You must restart AM for the transport key change to take effect.

The instance will now be able to include encrypted passwords in the exported configuration files.

To decrypt and import configuration files that contain encrypted passwords, you must install the same transport key used to
encrypt it into the keystore of the target AM instance.

6. 

1. 

2. 
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Duplicate and install a transport key

Use the keytool  command to export the transport key from the source instance keystore, and then install the result on the
target instance keystore, by performing the following steps:

On the source instance, export the transport key into a keystore that can be transported to another instance by executing
the following keytool  command:

$ keytool -importkeystore -srcstoretype jceks -srcalias "sms.transport.key" \
  -deststoretype jceks -destalias "sms.transport.key" \
  -srckeystore "/path/to/openam/security/keystores/keystore.jceks" \
  -destkeystore "/path/to/openam/security/keystores/transport_keystore.jceks" \
  -srckeypass:file "/path/to/openam/security/secrets/default/.keypass" \
  -srcstorepass:file "/path/to/openam/security/secrets/default/.storepass" \
  -destkeypass "myTransp0rtK3yP4ssword" \
  -deststorepass "myTransp0rtK3yP4ssword"

This command exports the transport key to a temporary keystore file /path/to/openam/security/keystores/
transport_keystore.jceks , and set a store and key password of myTransp0rtK3yP4ssword . You need to use these
temporary passwords when importing to the target instance.

Move the keystore file created in the previous step, in this example transport_keystore.jceks , to the filesystem of the
target server.

On the target server, import the transport key into the AM keystore by executing the following keytool  command:

$ keytool -importkeystore -srcstoretype jceks -srcalias "sms.transport.key" \
  -deststoretype jceks -destalias "sms.transport.key" \
  -srckeystore "/path/to/openam/security/keystores/transport_keystore.jceks" \
  -destkeystore "/path/to/openam/security/keystores/keystore.jceks" \
  -srckeypass "myTransp0rtK3yP4ssword" \
  -srcstorepass "myTransp0rtK3yP4ssword" \
  -destkeypass:file "/path/to/openam/security/secrets/default/.keypass" \
  -deststorepass:file "/path/to/openam/security/secrets/default/.storepass"

This command imports the transport key from the temporary keystore file /path/to/openam/security/keystores/
transport_keystore.jceks  into the AM keystore, and set the transport key password to match the password used by the
target keystore.

You must restart the target AM instance for the transport key change to take effect.

The target instance will now be able to correctly decrypt passwords stored in the imported configuration files.

1. 

2. 

3. 

4. 

emergency_home
The presence of the transport key includes encrypted passwords in requests made by an administrative user, causing
significant performance degradation. You MUST delete the transport key when imports and exports have been
completed.

Important
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Delete a transport key

Run the following keytool  command:

$ keytool -delete -alias "sms.transport.key" -storetype jceks \
  -storepass:file "/path/to/openam/security/secrets/default/.storepass" \
  -keystore "/path/to/openam/security/keystores/keystore.jceks"

You must restart the target AM instance for the transport key change to take effect.

The target instance will no longer include encrypted passwords, nor be able to correctly decrypt passwords stored in
configuration files.

Export configuration data

Amster can export configuration data from an AM instance. Export configuration data by using the export-config  command.

The exported configuration data is written to a number of JSON-formatted files. The files are arranged in a hierarchy of global and
realm configuration data.

To export encrypted password values in the configuration files you must generate and install a transport key. See Create transport
keys to export configuration data.

Usage:

am> export-config --path Path [options]

--path Path

The path into which exported configuration files are placed.

Existing files will be overwritten if they exist. The path is created if it does not exist.

Options:

--realms "Realm" […]

Space-separated list of realms from which to export. Specify the full path of each realm, and enclose the list in quotation
marks. Use a single forward-slash ( / ) to represent the top-level root realm.

Example: export-config --realms "/ /subRealm1 /subRealm2"

Default: all

--realmEntities Entity […]

Space-separated list of realm-based entities to export.

Use a space character in single-quotes ( ' ' ) to specify that no realm-based entities should be exported.

For a list of the available entities, refer to the Entity reference.

1. 

2. 
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Default: all

--globalEntities Entity […]

Space-separated list of global entities to export.

Use a space character in single-quotes ( ' ' ) to specify that no global entities should be exported.

For a list of the available entities, refer to the Entity reference.

Default: all

--failOnError [true|false]

If specified, the export process halts if an error occurs.

Default: false

--listPasswords [true|false]

If specified, the export process creates a listing of entities that contain password data. The listing is stored in a file in the
root of the specified export directory.

Default: false

Examples

Before trying the following examples, start the Amster command-line interface, and connect to the AM instance from which to
export data.

For information on connecting to AM instances, refer to Connect to AM.

Export entire configuration

This example exports all configuration data, and will fail immediately if an error occurs.

am> export-config --path /tmp/myExportedConfigFiles --failOnError true
Export completed successfully

Export selected configuration

This example exports the configuration for the DataStoreModule , Scripts , and OAuth2Provider  entities in a subrealm of the
root realm named mySubRealm .

Configuration data for global entities is not exported.

am> export-config --path /tmp/myExportedConfigFiles --realms '/mySubRealm' \
  --realmEntities 'DataStoreModule Scripts OAuth2Provider' --globalEntities ' '
Export completed successfully
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Import configuration data

Amster can import configuration data to an AM instance. Import configuration data by using the import-config  command.

Before importing configuration data to an AM instance, consider the following points:

You must connect to the AM instance where you will import the configuration data after starting the Amster command-line
interface. For information, refer to Connect to AM.

You must ensure that the configuration data you are trying to import is compatible with the version of AM you have
deployed.

For example, do not try to import configuration data exported from an AM 5 instance into an AM 6.5 instance.

AM validates that external data stores are configured and available when creating connections to them, including when
importing using Amster.

You must ensure that each external datastore configured in the source instance has an equivalent datastore available and
running before importing Amster configuration into the destination AM instance.

When importing a full set of configuration data from an instance of AM, specify the --clean  option to remove
configuration settings from the target instance.

The --clean  option removes the following items from the target AM instance:

Realms, other than the Top Level Realm.

Authentication chains and modules.

Server and site settings, other than the current server.

Services.

Secret ID Mappings and secret definitions.

Scripts.

Audit settings.

Policies, policy sets and resource types.

Identity store configuration.

Agents, and agent groups.

error
A successful import overwrites any configuration that already exists in the target AM instance.

Caution

• 

• 

• 

• 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

emergency_home
Do not use the --clean  option if you are only importing a partial Amster export.
The target AM instance may not have the settings required to start up and operate if you do not replace the
deleted settings by importing a complete set of configuration.

Important
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By default, Amster configures the value of the com.iplanet.am.lbcookie.value  property as the value of the server ID.

To override the default during import, prefix the new value with override-server-id:  in the configuration files. For
example:

"com.iplanet.am.lbcookie.value" : "override-server-id:myLBCookieValue"

To import encrypted password values in the configuration files you must install the transport key used to encrypt the data.
For more information, refer to Create transport keys to export configuration data.

You must ensure that any special characters in names and passwords in Amster shell variables are escaped as required by
the Groovy language.

For example, the dollar $  character is a special character in Groovy. The following are two possible ways of escaping the 
$  character:

variable.name="/pa$$word/"
variable.name='pa\\$\\$word'

Note that you cannot use variables, such as ${varname} , or configuration expressions, such as &{varname}  if you convert
a double-quoted string into a single-quoted string.

Refer to the Groovy documentation for more information on escaping special characters in strings.

Usage:

am> import-config --path Path [options]

--path Path

The path containing configuration files to import.

Specify a directory to import from all correctly-formatted JSON files within that directory and recurse through each sub-
directory, or specify an individual JSON file.

Options:

--failOnError [true|false]

If specified, the import process halts if an error occurs.

Default: false

--clean [true|false]

If specified, all configuration data is removed from the target AM instance before the import is performed.

Only set this option to true  when importing a full set of configuration files into a new AM instance. Otherwise, the target
instance may not function correctly.

Default: false

• 

• 

• 
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Example

Before trying the following examples, start the Amster command-line interface, and connect to the AM instance where you will
import the configuration data.

For information on connecting to AM instances, refer to Connect to AM.

This example cleans all configuration from the target AM instance before importing a full set of configuration data, but will not
halt the import if an error occurs.

am> import-config --path /tmp/myExportedConfigFiles --clean true --failOnError false
Cleaning global settings
Deleting JSON: Global JSON Handler
Deleting Scripting: 9de3eb62-f131-4fac-a294-7bd170fd4acb
Deleting Scripting: 7e3d7067-d50f-4674-8c76-a3e13a810c33
Deleting Scripting: c827d2b4-3608-4693-868e-bbcf86bd87c7
Global settings cleaned
Importing directory /tmp/myExportedConfigFiles
…
Import completed successfully

Install AM with Amster

Amster can configure a deployed AM as a single, stand-alone instance, or as an instance that is part of a site.

Amster can configure AM to use an embedded DS server as the configuration and identity store, for evaluation purposes.

For production environments, you can specify an external configuration store. Configuring AM to use an external configuration
store also requires an external identity store, which will use the specified configuration store by default, unless otherwise
specified.

Install AM configuration with Amster by using the install-openam  command:

Usage:

am> install-openam \
 --serverUrl protocol://FQDN:port/URI \
 --adminPwd amAdmin_password \
   [options]

--adminPwd amAdmin-password

Specifies the password of the amAdmin  user. If the --cfgStoreDirMgrPwd  option is not specified, this value is also the
password of the configuration store’s directory manager user.

The password must be at least 8 characters in length.
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--serverUrl protocol://FQDN:port/URI

Specifies the protocol, URL, port, and deployment URI of the AM instance. For example, https://openam.example.com:
8443/openam .

Options:

[options]

Specifies optional parameters to configure properties such as the cookie domain, ports and passwords for the
configuration store, and others.

For more information about the possible options, run the :help install-openam  command, or see install-openam -
Install Access Management.

Examples

Before trying the following examples, make sure the AM instance is deployed and running but not yet configured. For more
information, refer to the ForgeRock Access Management installation guide.

For more information about options available to the install-openam  command, see install-openam - Install Access
Management.

Install AM for evaluation (embedded configuration store)

The following examples show you how to install AM for evaluation, demo, or test purposes. The embedded configuration store is
not supported for production environments, and instances configured with it cannot be part of a site.

Example 1

This example installs a single AM instance with the default values:

lightbulb_2
Amster also supports scripting the installation process. For more information, refer to Scripts.

Tip
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am> install-openam \

 --serverUrl https://openam.example.com:8443/openam \
 --adminPwd forgerock \
 --acceptLicense
timestamp: Checking license acceptance…
timestamp: License terms accepted.
timestamp: Checking configuration directory /tomcat/openam.
timestamp: …Success.
timestamp: Extracting OpenDJ, please wait…
timestamp: Complete
timestamp: Running OpenDJ setup
timestamp: Setup command: --cli --adminConnectorPort 4444
--baseDN dc=openam,dc=forgerock,dc=org --rootUserDN uid=admin
--ldapPort 50389 --skipPortCheck --rootUserPassword xxxxxxx --jmxPort 1689
--no-prompt --doNotStart --hostname openam.example.com --noPropertiesFile
--backendType je
%0AConfiguring+Directory+Server+…..+Done.
0A%0ATo+see+basic+server+configuration+status+and+configuration%2C+you+can+launch%
0A%2Ftomcat_b%2Fopenam%2Fopends%2Fbin%2Fstatus%0A%0Atimestamp: …Success.
timestamp: …Success
timestamp: Installing OpenAM configuration store in /tomcat/openam/opends
…
timestamp: Configuring server instance.
timestamp: …Done
timestamp: Creating demo user.
timestamp: …Done
timestamp: Setting up monitoring authentication file.
Configuration complete!

Notes:

If only the required parameters are supplied, Amster installs AM like the web configurator does when using the defaults.

This example installs a single AM instance with an embedded configuration store.

When installing AM locally to Amster, Amster stores AM’s configuration in the home directory of the user that is running
the amster  command. For example, for the tomcat  user, the configuration is stored in /path/to/tomcat_home/openam .

To modify this behavior, use the --cfgDir  option.

If the default ports for the configuration store are already in use, the installer uses the next available free ports.

The demo  user is created in the embedded store.

Example 2

This example installs a single AM instance and specifies the configuration directory:

• 

• 

• 

• 

• 
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am> install-openam \

 --serverUrl https://openam.example.com:8443/openam \
 --adminPwd forgerock \
 --acceptLicense \
 --cfgDir /tomcat/openam2
timestamp: Checking license acceptance…
timestamp: License terms accepted.
timestamp: Checking configuration directory /tomcat/openam2.
timestamp: …Success.
timestamp: Extracting OpenDJ, please wait…
timestamp: Complete
timestamp: Running OpenDJ setup
timestamp: Setup command: --cli --adminConnectorPort 4444
--baseDN dc=openam,dc=forgerock,dc=org --rootUserDN uid=admin
--ldapPort 389 --skipPortCheck --rootUserPassword xxxxxxx --jmxPort 1689
--no-prompt --doNotStart --hostname openam.example.com --noPropertiesFile
--backendType je
%0AConfiguring+Directory+Server+…..+Done.
…
timestamp: …Done
timestamp: Setting up monitoring authentication file.
Configuration complete!

Notes:

This example installs a single AM instance with an embedded configuration store.

Amster will create the directory specified in the --cfgDir  option.

The demo  user is created in the embedded store.

Install AM (external configuration store)

Installing AM with an external configuration store requires manual configuration of the directory server. This is also true when
specifying a separate identity store.

Note that you cannot install AM with an external configuration store that already contains configuration data, unless you are
adding an instance to the existing site.

Example 1

This example installs AM with an external configuration store, which is also used as the identity store.

Before running the amster  command, create a truststore for AM, and prepare the external configuration store, as detailed in the
ForgeRock Access Management installation guide.

• 

• 

• 
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am> install-openam \

 --serverUrl https://openam.example.com:8443/openam \
 --adminPwd forgerock \
 --acceptLicense \
 --cfgStoreDirMgrPwd mypassword \
 --cfgStore dirServer \
 --cfgStoreHost opendj.example.com \
 --cfgStoreAdminPort 4444 \
 --cfgStorePort 1636 \
 --cfgStoreRootSuffix dc=example,dc=com
 --cfgStoreSsl SSL
timestamp: Checking license acceptance…
timestamp: License terms accepted.
timestamp: Checking configuration directory /Users/forgerock/openam.
timestamp: …Success.
timestamp: Tag swapping schema files.
timestamp: …Success.
timestamp: Loading Schema odsee_config_schema.ldif
timestamp: …Success.
…
timestamp: Loading Schema /Users/forgerock/openam/opendj_pushdevices.ldif
timestamp: …Success.
timestamp: Installing new plugins…
timestamp: Plugin installation complete.
timestamp: Setting up monitoring authentication file.
Configuration complete!

Notes:

This example installs the configuration store, and the identity store in the opendj.example.com  host. Both the configuration and
identity data use the same DS instance.

The DS instance in the example requires secure connections; therefore, the amster  command specifies the 1636  port for
LDAPS, and SSL .

For different options, see install-openam - Install Access Management.

Failure to create a truststore and configuring it in the container where AM runs will cause the install process to fail.

When installing AM locally to Amster, Amster stores AM’s configuration in the home directory of the user that is running
the amster  command. For example, for the tomcat  user, the configuration is stored in /path/to/tomcat_home/openam .

To modify this behavior, use the --cfgDir  option.

If there is any problem setting up the configuration store, the installation process will exit with an error, and navigating to
AM will open the configuration page.

The demo  user is not created in the identity store.

Example 2

This example installs AM with external configuration and identity stores.

Before running the amster  command, create a truststore for AM, and prepare the external configuration and identity stores, as
detailed in the ForgeRock Access Management installation guide.

• 

• 

• 

• 
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am> install-openam \

 --serverUrl https://openam.example.com:8443/openam \
 --adminPwd forgerock \
 --acceptLicense \
 --cfgStoreDirMgrPwd mypassword \
 --cfgStore dirServer \
 --cfgStoreHost opendj.example.com \
 --cfgStoreAdminPort 4444 \
 --cfgStorePort 1636 \
 --cfgStoreSsl SSL \
 --cfgStoreRootSuffix dc=example,dc=com \
 --userStoreDirMgrPwd mypassword2 \
 --userStoreHost ldap.example.com \
 --userStoreType LDAPv3ForOpenDS \
 --userStorePort 1636 \
 --userStoreSsl SSL \
 --userStoreRootSuffix dc=example,dc=com
timestamp: Checking license acceptance…
timestamp: License terms accepted.
timestamp: Checking configuration directory /Users/forgerock/openam.
timestamp: …Success.
timestamp: Tag swapping schema files.
timestamp: …Success.
timestamp: Loading Schema odsee_config_schema.ldif
timestamp: …Success.
…
timestamp: Loading Schema /Users/forgerock/openam/opendj_pushdevices.ldif
timestamp: …Success.
timestamp: Installing new plugins…
timestamp: Plugin installation complete.
timestamp: Setting up monitoring authentication file.
Configuration complete!

Notes:

When installing AM locally to Amster, Amster stores AM’s configuration in the home directory of the user that is running
the amster  command. For example, for the tomcat  user, the configuration is stored in /path/to/tomcat_home/openam  .

To modify this behavior, use the --cfgDir  option.

The DS instances in the example require secure connections; therefore, the amster  command specifies the 1636  port for
both stores, and SSL .

For different options, see install-openam - Install Access Management.

Failure to create a truststore and configuring it in the container where AM runs will cause the install process to fail.

If there is any problem setting up the configuration store, the installation process will exit with an error, and navigating to
the AM will open the configuration page.

The demo  user is not created in the identity store.

Example 3

• 

• 

• 

• 
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This example installs two AM instances within a site that use an external configuration store, which is also used as the identity
store.

Before running the amster  command, create a truststore for each AM instance, and prepare the external configuration store, as
detailed in the ForgeRock Access Management installation guide. Both instances will share the configuration and identity store
and, therefore, their truststores should contain the same certificates.

First instance:

am> install-openam \

 --serverUrl https://openam1.example.com:8443/openam \
 --adminPwd forgerock \
 --acceptLicense \
 --cookieDomain example.com \
 --lbSiteName TestSite01 \
 --cfgDir /tomcat/openam1 \

 --lbPrimaryUrl http://site.example.com:80/openam \
 --cfgStore dirServer \
 --cfgStoreHost opendj.example.com \
 --cfgStoreAdminPort 3444 \
 --cfgStorePort 1636 \
 --cfgStoreSsl SSL \
 --cfgStoreRootSuffix dc=examplecfg1,dc=com \
 --cfgStoreDirMgr uid=admin \
 --cfgStoreDirMgrPwd mySecretPassword
timestamp: Checking license acceptance…
timestamp: License terms accepted.
timestamp: Checking configuration directory /tomcat/openam1.
timestamp: …Success.
…
timestamp: …Success.
timestamp: Loading Schema odsee_config_schema.ldif
timestamp: …Success.
…
timestamp: …Success.
timestamp: Installing new plugins…
timestamp: Plugin installation complete.
timestamp: Setting up monitoring authentication file.
Configuration complete!

Notes:

Amster will create the directory specified in the --cfgDir  option.

Since an identity store is not specified, Amster reuses the configuration store for identities.

The DS instance in the example requires secure connections; therefore, the amster  command specifies the 1636  port to
connect to the store, and SSL .

For different options, see install-openam - Install Access Management.

Failure to create a truststore and configuring it in the container where AM runs will cause the install process to fail.

• 

• 

• 
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Amster will create a site with the name specified in the --lbSiteName  option, which can be accessed using the URL
specified in the --lbPrimaryUrl  option.

The cookie domain is specified in the --cookieDomain . If not specified, Amster sets the cookie domain to the URL of the
AM instance, which is not optimal when having multiple instances in a site.

Second instance:

am> install-openam \

 --serverUrl https://openam2.example.com:8443/openam \
 --adminPwd forgerock \
 --acceptLicense \
 --cookieDomain example.com \
 --lbSiteName TestSite01 \
 --cfgDir /tomcat/openam2 \

 --lbPrimaryUrl http://site.example.com:80/openam \
 --cfgStore dirServer\
 --cfgStoreHost opendj.example.com \
 --cfgStoreAdminPort 3444 \
 --cfgStorePort 1636 \
 --cfgStoreSsl SSL \
 --cfgStoreRootSuffix dc=examplecfg1,dc=com \
 --cfgStoreDirMgr uid=admin \
 --cfgStoreDirMgrPwd mySecretPassword \
 --pwdEncKey MneLwkkOokJx58znp7QyvGmiawmc2vl4
timestamp: Checking license acceptance…
timestamp: License terms accepted.
timestamp: Checking configuration directory /tomcat/openam2.
timestamp: …Success.
timestamp:Reinitializing system properties.
timestamp:…Done
timestamp:Configuring server instance.
timestamp: …Done
timestamp: Installing new plugins…
timestamp: Plugin installation complete.
timestamp: Setting up monitoring authentication file.
Configuration complete!

Notes:

This example installs an AM instance with as part of the TestSite01  site. Note that the configuration store details are the
same as those used for the first server, since they are sharing the same DS instance.

The password specified in the --adminPwd  option must be the same password used across the site.

Since an identity store is not specified, Amster reuses the configuration store for identities.

Amster will create the directory specified in the --cfgDir  option.

• 

• 

emergency_home
To complete the installation of the second instance, follow the steps in Post-installation steps for site deployments.

Important

• 

• 

• 
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The DS instance in the example requires secure connections; therefore, the amster  command specifies the 1636  port to
connect to the store, and SSL .

For different options, see install-openam - Install Access Management.

Failure to create a truststore and configuring it in the container where AM runs will cause the install process to fail.

The cookie domain is specified in the --cookieDomain  option. The cookie domain must be the same as the one used
when installing the first instance, in this case, example.com . When unspecified, Amster sets the cookie domain to the URL
of the AM instance, which is not optimal when having multiple instances in a site.

Failure to set this option correctly may result in login failure to the new instance.

The --pwdEncKey  specifies the encryption key used by the servers already in the site. To locate the encryption key value,
navigate to Deployment > Servers > Server Name > Security > Encryption.

Failure to set this option to the appropriate value will cause the original encryption key to be overwritten, which will render
the site unable to read the configuration and identity stores.

Post-installation steps for site deployments

Keystore and secret store infrastructure is shared across all the AM instances in the site. This is so that every instance in the site
can encrypt, decrypt, and verify messages, JWTs, and others, with the same keys.

The install process creates the required keystores and secret stores on the first instance in the site only. You must configure the
keystore and secret store infrastructure in the rest of the instances manually.

The following steps assume you have an AM site composed of one or more instances, and that you installed a new instance and
added it to the site using Amster:

Make the site keystore infrastructure available to the new instance:

Back up the new instance’s default keystore and password files in the following locations:

/path/to/openam/security/keystores/

/path/to/openam/security/secrets/default/

Ensure that the existing keystores in the site are available in the same location to the new instance. This may mean
copying the keystores and their password files, mounting a volume, or others.

Ensure that the keystore files configured in the /path/to/openam/config/boot.json  file are available to the new
instance.

Make the secret store infrastructure in the site available to the new instance:

Log in to the AM console of an existing instance in the site and navigate to Configure > Secret Stores.

Review the list of secret stores configured globally, and make sure to provide the relevant stores to the new
instance. For example:

For keystore-type secret stores, copy the keystores to the same path on the new instance.

For filesystem-type secret stores, copy the contents of the directories to the same path, or make the
filesystem available on the same mount point on the new instance.

• 

• 

• 

1. 

◦ 

▪ 

▪ 

◦ 

◦ 

2. 

◦ 

◦ 

▪ 

▪ 
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For HSM-type stores, ensure the new instance can access it.

For secrets configured as environment variables accessible by the container where AM runs, ensure they
are also accessible by the container of the new instance.

Navigate to Realms > Realm Name > Secret Stores.

Review the list of secret stores configured per realm, and make sure to provide the relevant stores to the new
instance.

Restart the new instance.

The instance is now configured for the site.

Troubleshoot AM installations

The following table describes possible errors when installing AM with the install-openam  command:

Integrate Amster in your environment

Amster allows you to export the configuration of an AM instance, and customize it ready for import into any other AM instance in
your environment. For example, you can export the configuration from the development environment, customize the passwords
and keystore values, and import it in your QA or integration environment for testing.

To make this process easier, Amster allows you to configure variables inside the exported configuration files, and also, to script a
series of commands and Amster tasks, so they can be easily included in your processes or pipelines.

▪ 

▪ 

◦ 

◦ 

3. 

Error Solution

Invalid Suffix for directory server ds.example.com:

1389. No Base Entity dc=incorrectsuffix,dc=com

found.

Review that the suffix you are trying to use exists in DS.

Cannot connect to Directory Server. Invalid

Credentials.

Review the credentials to connect to DS.

Cannot connect to Directory Server. Connect Error:

Connection refused.

Review DS’s host and/or connection port.

Unexpected LDAP exception occurred. Review DS logs. DS may be stopped, or may have become
unreachable during install.

Cannot connect to Directory Server. Connect Error:

The LDAP connection has failed because an error

occurred during the SSL handshake…

Review that the container where AM will be installed trusts
DS’s SSL certificates.
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Configuration expressions in exported configuration files

Amster supports the use of configuration expressions as the values of configuration properties in the exported configuration
files. Amster substitutes the expressions with values obtained from the Amster shell, expression files, environment variables, and
others, when importing the configuration files into an AM instance. Property value substitution enables you to achieve the
following:

Define a configuration that is specific to a single instance.

For example, setting the location of the keystore on a particular host.

Define a configuration whose parameters vary between different environments.

For example, the URLs and passwords for test, development, and production environments.

Disable certain capabilities on specific AM instances.

For example, you might want to disable a particular instance from sending notifications to agents.

Property value substitution uses expressions to introduce variables into the server configuration. You set expressions as the
values of configuration properties. The effective property values can be evaluated in a number of ways.

Expressions

Expressions share their syntax and underlying implementation with other Ping Identity Platform components. Expressions have
the following characteristics:

To distinguish them from static values, configuration expressions are preceded by an ampersand ( &  ) and enclosed in

braces ( {}  ). Use the dot ( .  ) character as a separator character for the expression token. For example, &{smtp.port} .

You can use a default value in a configuration expression by including it after a vertical bar ( |  ) character following the
token.

For example, the following SMTP port expression sets the default value of the SMTP port to 1349: &{smtp.port|1349} .

A configuration property can include a mix of static values and expressions.

For example, suppose hostname  is set to openam . Then &{hostname}.example.com  evaluates to openam.example.com .



Use configuration expressions

Learn Amster configuration expressions.



Script amster commands

Execute scripts with Amster.

• 

• 

• 

• 

• 

• 
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You can also use expressions in conjunction with Unix environment variables once these are made available to the Amster
shell. For more information, refer to Scripts.

You can define nested properties (that is, a property definition within another property definition).

For example, suppose listen.port  is set to &{port.prefix}389 , and port.prefix  is set to 2 . Then &{listen.port}
evaluates to 2389 .

To use an expression in the key of a key:value pair, use the special AMSTER  marker, rather than the dollar sign ( $ ).

For example, to update the fully-qualified domain name mappings, you could use syntax such as the following:

"com.sun.identity.server.fqdnMap[AMSTER{realm.dns.alias}]" : "${realm.dns.alias}"

Amster defines the following expressions by default:

&{amster.import.dir}

This expression is resolved in the following ways:

As the directory containing the configuration files being imported into AM when using the import-config --path 
directory  command.

As the parent directory of the configuration file being imported into AM when using the import-config --path 
file  command.

&{amster.import.url}

This expression is resolved in the same way as &{amster.import.dir} , but in URL format. For example, 
file://path/to/directory .

Expression evaluation and order of precedence

You must define expression values before importing the configuration into AM. When evaluated, an expression must return the
appropriate type for the configuration property. For example, the smtp.port  property takes an integer. If you set the property
using an expression, the result of the evaluated expression must be an integer.

If the type is wrong, AM may fail to start after a configuration import, with unexpected errors. For more information about data
type coercion, refer to Transforming data types.

Amster can obtain expressions from the following sources.

Environment variables

You set an environment variable in your operating system shell. For example, export SMTP_PORT=1342 .

The environment variable name must be composed of uppercase characters and underscores. The name maps to the expression
token as follows:

Uppercase characters are converted into lower case characters.

Underscores ( _  ) are replaced with dot ( .  ) characters.

In other words, the value of SMTP_PORT  replaces &{smtp.port}  in the AM configuration files.

• 

• 

• 

• 

• 
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Java system properties

You set a Java system property to hold the value when you call the amster  command with parameters. For example:

"-Dsmtp.port=3306"

Amster shell variables

You set Amster shell variables to hold values.

To define expressions as Amster shell variables, remove the dot ( . ) character, and use the standard camel case notation for
naming variables in Groovy.

For example, the &{smtp.port}  expression would be defined as:

am> smtpPort = "1342"
===> 1342

In the configuration file, however, you still define the expression as &{smtp.port}.

Expression files

You set a key in a .json  or .properties  file to hold the value.

Keys in .properties  files must match expression tokens exactly. In other words, the value of the smtp.port  key replaces 
&{smtp.port}  in the server configuration.

The following is an example properties expression file:

smtp.port=1342
smtp.user=Greg
stateless.tokens.enabled=true

JSON expression files can contain nested objects.

JSON field names map to expression tokens as follows:

The JSON path name matches the expression token.

The .  character serves as the JSON path separator character.

The following is an example of a JSON expression file:

lightbulb_2
For more information about how to convert Java system properties and environment variables into Amster shell
variables, see Variables in Amster scripts. 

Tip
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{
   "smtp" : {
      "port" : 1342,
      "user" : "Greg"
   },
   "stateless" : {
      "tokens" : {
         "enabled" : "true"
      }
   },
   "blacklist" : {
      "java" : {
         "classes" : [
            "java.lang.Class",
            "java.security.AccessController",
            "java.lang.reflect.*"
         ]
      }
   }
}

You can set multiple configuration files to store your properties. For example, you could have a file to store authentication tree
values and another file to store policy-related values.

Note the following constraints when using expression files:

Amster scans the files in the provided directory in a non-deterministic order.

Amster reads all files with .json  and .properties  extensions.

Amster does not have a predictable order of precedence for handling multiple configuration tokens with the same name.
You are responsible for ensuring name uniqueness of configuration tokens across multiple expression files.

To provide expression files to Amster, use the envconfig  command followed by the full path to a directory or a file. For example:

am> envconfig /path/to/expressionfiles/

Expression evaluation

Expressions are evaluated and replaced with the expected values when importing a configuration into an AM instance.
Attempting to import AM JSON configuration files containing expressions that are not defined causes an error message similar to
the following:

amster openam.example.com:8443> import-config \
 --path /tmp/myExportedConfigFiles/realms/root/EmailService.json
Importing file /tmp/myExportedConfigFiles/realms/root/EmailService.json
---------------------------------------------------------------------
IMPORT ERRORS
---------------------------------------------------------------------
Failed to import /tmp/myExportedConfigFiles/realms/root/EmailService.json  :
Can’t substitute source vale: unresolved variables ([email.service.port]) or cycles detected ([])

• 

• 

• 
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The following list reflects the order of precedence:

Environment variables override default expressions, Amster variables, Java system properties and settings in expression
files.

Amster variables override Java system properties, tokens found in expression files, and default expressions.

Java system properties override tokens found in expression files and the default expression tokens.

Transforming data types

By default, when configuration tokens are resolved, the result is always a string. However, when evaluated, an expression must
return the appropriate type for the configuration property. For example, the smtp.port  property takes an integer. If you set the
property using an expression, the result of the evaluated expression must be an integer. If the type is wrong, AM may fail to start
after a configuration import, with unexpected errors.

You can transform the output type of the evaluated token to match the type that is required by the property. Amster can coerce
expressions to resolve as the following types:

$int . Coerce to an integer.

$number . Coerce to integers, doubles, longs, and floats.

$bool . Coerce to a boolean. For example, true .

$array . Coerce to a JSON array. For example, ["a","b","c"] .

$list . Coerce to a JSON list. For example, 1,2,3 .

$object . Coerce to a JSON object. For example, {"a","b"} .

$base64-encode  and $base64-decode . Encode or decode the string to or from Base64.

To convert the value of a property into a different type in the exported configuration file, specify the new type as follows:

"port" : {
    "$int" : "&{smtp.port}"
}

You can also replace configuration values with the contents of a file by using the $inline  coercion function. You can specify the
path to the file, or replace it with an expression. For example:

{
 "message" : {
    "$inline" : "&{config.path}/emailcontent.txt"
 },
 "message2" : {
    "$inline" : "/path/to/emailcontent.txt"
 }
}

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Consider the following points when using the $inline  coercion function:

When the file contains a script, such as an authentication script, you must transform its value to Base-64. For example:

"script": {
  "$base64:encode": {
    "$inline": "/path/to/scripted-decision.groovy"
  }
}

When the file contains a value of a type that is different from the configuration value type, you must transform its value.
For example:

"port": {
  "$int": {
      "$inline": "myfile.txt"
  }
}

Expression example files

This section contains an example expression file, and some excerpts of exported configuration files with expressions inserted in
them.

• 

• 

lightbulb_2
Recognizing the type of a particular configuration property in the JSON files may not always be straightforward. When
in doubt, try the following approaches:

Check the property in the AM console.
Configure the property in the AM console, then export the configuration with Amster for an example.

Tip

• 
• 
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Expression file

 {
   "env" : {
      "name" : "DEV"
   },
   "oauth" : {
      "authmodule" : {
         "issuer" : "dev-oathissuer.example.com",
         "authlevel" : 2,
         "checksum" : "true"
      },
      "devprof" : {
         "kstore" : {
            "path" : "&{product.install.dir}/&{env.name}/keystore.jceks",
            "type" : "JCEKS",
            "encpas" : "AAAAA0FFUwIQ1WDDMsxGoZMiRHhDQ+ywUfTMdGtYqEsvZZLV9W8ygfHi/5kBWjMpyg=="
         }
      }
   }
}

As well as configuration details, such as hostnames and ports, passwords and secrets are likely to differ between AM instances.

The previous example demonstrates an expression file tailored for the development environment. Note how the 
&{devprof.kstore.encpas}  expression holds the value of the encrypted keystore password for the OAuth device profile
keystore configuration.

For security reasons, Amster only exports passwords in configuration files if the transport key exists in AM’s keystore.

If your environments have different passwords, you could manage passwords using expressions as follows:

Configure AM with the desired password values for each of your environments.

Export the configurations using the same transport key.

Using this technique ensures that the passwords for all the environments are properly encrypted. You can safely create
expression files by environment with the appropriate values.

1. 

2. 
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Configuration file excerpts

{
   "data":{
      "_id":"",
      "defaults":{
         "oathIssuerName":"&{oath.authmodule.issuer}",
         "totpTimeStepsInWindow":2,
         "authenticationLevel":{
            "$int":"&{oath.authmodule.authlevel}"
         }
      },
      "passwordLength":"6",
      "addChecksumToOtpEnabled":{
         "$bool":"&{oath.authmodule.checksum}"
      }
   },
   "data":{
      "_id":"",
      "defaults":{
         "oathAttrName":"oathDeviceProfiles",
         "authenticatorOATHDeviceSettingsEncryptionKeystorePrivateKeyPassword":null,
         "authenticatorOATHDeviceSettingsEncryptionScheme":"NONE",
         "authenticatorOATHDeviceSettingsEncryptionKeystore":"&{oath.devprof.kstore.path}",
         "authenticatorOATHDeviceSettingsEncryptionKeystoreType":"&{oath.devprof.kstore.type}",
         "authenticatorOATHDeviceSettingsEncryptionKeystorePassword":null,
         "authenticatorPushDeviceSettingsEncryptionKeystorePassword-encrypted":"&{oath.devprof.kstore.encpas}",
         "authenticatorOATHDeviceSettingsEncryptionKeystoreKeyPairAlias":null,
         "authenticatorOATHSkippableName":"oath2faEnabled"
      }
   },
   "data":{
      "_id":"01e1a3c0-038b-4c16-956a-6c9d89328cff",
      "name":"Authentication Tree Decision Node Script &{env.name}",
      "description":"&{product.install.dir}/&{env.name}/authdecisionnode_desc.txt",
      "script":{
         "$base64:encode":{
            "$inline":"&{product.install.dir}/&{env.name}/scripted-decision.groovy"
         }
      }
   }
}

Note how the files used by the $inline  coercion function are stored under a directory that is referenced by the &{env.name}
expression. For example:

"$inline":"&{product.install.dir}/&{env.name}/scripted-decision.groovy"

This is just an example of how you can separate your configuration files by environment.
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Scripts

You can create script files containing a series of commands and variable declarations, which can be loaded and executed within
Amster.

Start each separate command or variable declaration on a new line. Use the backslash (kbd:[\]) character to represent line
continuations.

For example, the following script installs an AM instance, and then exits the Amster command-line interface:

install-openam \
 --serverUrl https://openam.example.com:8443/openam \
 --authorizedKey /var/amster/authorized_keys \
 --cookieDomain .example.com \
 --adminPwd forgerock \
 --cfgStoreHost opendj.example.com \
 --cfgStoreDirMgrPwd password  \
 --cfgStoreAdminPort 1389  \
 --cfgStore dirServer \
 --cfgDir /root/openam \
 --userStoreDirMgrPwd password \
 --userStoreHost opendj.example.com \
 --userStoreType LDAPv3ForOpenDS \
 --userStorePort 1389 \
 --userStoreRootSuffix dc=openam,dc=forgerock,dc=org \
 --acceptLicense
 :exit

To load and execute the commands within a script, use the :load  command, as follows:

am> :load myScript.amster

You can specify more than one script to load. Scripts are loaded and executed in the order they are specified. If a command in a
script fails, execution continues with the next command.

You can also invoke scripts by passing them as a parameter to the amster  command.

For example:

$ vi samples/myScript.amster

  connect https://openam.example.com:8443/openam -k /home/forgerock/am/amster_rsa
  :exit
$ ./amster samples/myScript.amster

Amster OpenAM Shell (version build build, JVM: version)
Type ':help' or ':h' for help.
--------------------------------------------------------------------------------
am> :load samples/myScript.amster

===> true
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The Amster shell supports an eval(String)  function, which evaluates any Amster command expressed as a string. For example,
the function is required within looping structures:

for (i = 0; i < 4; i++) {
    eval("create DataStoreModule --realm / --body '{\"_id\":\"myDataStore$i\"}'")
 }

You must also use the eval(String)  function when using Amster commands in conditional structures:

dbStatus = databaseName
    ? 'Found'
    : eval("create DataStoreModule --realm / --body '{\"_id\":\"myDataStore\"}'")

Check for errors when running in scripts

There is no way to exit with a non-zero status code when an amster  command produces a result other than success.

To monitor amster  command errors, send the command output to a file, then search that file for success or failure conditions.

For example:

$ ./amster samples/myScript.amster >> myOutputfile.txt

Note that error and success messages can change between versions, so any scripts that rely on these messages should be
reviewed during upgrades.

Variables in Amster scripts

When scripting Amster tasks, it is often useful to use variables. An example would be storing the AM connection string in a
variable, the value of which is swapped among environments.

You can define variables in the Amster Groovy shell directly, or you can import them to the shell if they are defined as Java
properties or as operating system environment variables:

Amster shell variables

Define Amster shell variables using the standard camel case notation for naming variables in Groovy. For example:

am> smtpPort = "1342"
===> 1342

You can define maps as shell variables, but Amster commands cannot access the contents of the map directly. Assign key values
to Amster shell variables so that commands can use them. For example:

info
Amster includes a number of sample scripts in the /path/to/amster/samples  directory.

Note
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am> myMap= [ AM_URL: "https://openam.example.com:8443/openam", AMSTER_KEY: "/opt/openam/id_rsa" ]
===> [AM_URL:https://openam.example.com:8443/openam, AMSTER_KEY:/opt/openam/id_rsa]
am> myAM= myMap.AM_URL

===> https://openam.example.com:8443/openam

am> myKey= myMap.AMSTER_KEY
===> /opt/openam/id_rsa
am> connect -k myKey myAM

Operating system environment variables

Import environment variables into the Amster shell using Groovy syntax.

The following commands are examples of operations you can perform in a Groovy shell. For more information, refer to the
Groovy documentation.

To see all the environment variables available for import from a Unix shell, run the following command:

am> System.getenv()
===> [PATH:/usr/local/bin:/usr/bin:/bin:/usr/sbin:/sbin:/opt/X11/bin,
         SHELL:/bin/bash, JAVA_HOME:/path/to/jvm, TERM:xterm-256color,
         USER:ForgeRock, LANG:en_GB.UTF-8, PWD:/Users/ForgeRock/amster……]

To assign the value of an environment variable to an Amster shell variable, run the following command:

am> myShell=System.getenv("SHELL")
===> /bin/bash

To assign all the environment variables to a map and then list them, run the following commands:

am> ENV=System.getenv()
===> [SHELL:/bin/bash, USER:ForgeRock, LANG:en_GB.UTF-8, PWD:/Users/ForgeRock/amster,
      AMURL:https://openam.example.com:8443/openam, CFGDIR:/opt/openam……]
am> ENV.each { println it }
SHELL:/bin/bash
USER:ForgeRock
LANG:en_GB.UTF-8
PWD:/Users/ForgeRock/amster
AMURL:https://openam.example.com:8443/openam
CFGDIR:/opt/openam
……

Amster commands cannot access the contents of a map directly; you must assign key values to Amster shell variables before
commands can use them. For example:

am> myAM = ENV.AMURL

===> https://openam.example.com:8443/openam

am> myCfgDir = ENV.CFGDIR
===> /opt/openamam> install-openam --serverURL myAM --adminPWd forgerock --cfgDir myCfgDir --acceptLicense
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The following is an example of an Amster script that assigns the value of environment variables to Amster shell variables:

myAM = System.getenv("AMURL")
myCfgDir = System.getenv("CFGDIR")
install-openam --serverURL myAM --adminPWd forgerock --cfgDir myCfgDir --acceptLicense
:exit

Java system properties

You can pass environment variables to the Amster shell when executing the amster  command with the -D  parameter.

For example, you could create the following bash script to call the amster  command:

#!/bin/bash
amUrl="https://openam.example.com:8443/openam"
amsterKey="/root/openam/amster_rsa"
configPath="/root/am-config"
./amster export-config.amster -D AM_URL=${amUrl} -D AMSTER_KEY=${amsterKey} \
-D AM_CONFIG_PATH=${configPath}

To see all properties available from the Java runtime, run the following command:

am> System.getProperties()
===> [java.runtime.name:Java™ SE Runtime Environment, AM_URL:https://openam.example.com:8443/openam,
      java.vm.version:_version_, gopherProxySet:false, …, path.separator::, …]

To import the Java variables into the Groovy shell, run the following command:

am> amUrl = System.getProperty("AM_URL")

===> https://openam.example.com:8443/openam

am> amsterKey = System.getProperty("AMSTER_KEY")
===> /root/openam/amster_rsa
am> exportPath = System.getProperty("AM_CONFIG_PATH")
===> /root/am-config

You can use the variables in an Amster script by importing them in Groovy first. For example:

amUrl = System.getProperty("AM_URL")
amsterKey = System.getProperty("AMSTER_KEY")
exportPath = System.getProperty("AM_CONFIG_PATH")

connect amUrl -k amsterKey
export-config --path exportPath --failOnError
:exit

To see all the environment variables defined in the Amster shell, run the following command:
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am> binding.variables.each{ println it.key println it.value }
eval
org.codehaus.groovy.runtime.MethodClosure@3f270e0a
_
/bin/bash
amUrl

https://openam.example.com:8443/openam

smtpPort
1342
amsterKey
/root/openam/amster_rsa
exportPath
/root/am-config
myShell
/bin/bash
===> [eval:org.codehaus.groovy.runtime.MethodClosure@3f270e0a, _:/bin/bash,
      amUrl:https://openam.example.com:8443/openam, smtpPort:1342,
      amsterKey:/root/openam/amster_rsa, exportPath:/root/am-config, myShell:/bin/bash]

Amster usage examples

In this section, you can find examples of tasks you can do with Amster.

Clone an Access Management instance

This example shows the high-level steps required to clone an AM instance, from exporting the configuration of the original
instance, to installing the new instance and importing the configuration into it.

Follow these steps to clone an AM instance using Amster:

Create a transport key in the original AM instance, if one does not exist already. For more information, refer to Create
transport keys to export configuration data.

Keep the transport key safe by exporting it to another keystore. The key is required to import the configuration into the
new AM instance. For more information, see Duplicate and install a transport key.

Connect to the original AM instance using the amster  command. For more information, refer to Connect to AM.

Export all the configuration of the original AM instance using the export-config  command. For more information, refer
to Export configuration data.

Take note of the value of the Password Encryption Key field on the original AM, for example, O6QWwHPO4os+zEz3Nqn/
2daAYWyiFE32 .

To locate it, log in to the original AM instance, and navigate to Deployment > Servers > Server Name > Security > Encryption.

In the new server, deploy the AM .war  file in a web container, but do not configure it.

lightbulb_2
For Amster examples in Docker and Kubernetes deployments, see the ForgeRock DevOps (ForgeOps)

documentation.

Tip

1. 

2. 

3. 

4. 

5. 

6. 
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Install the new AM instance using the install-openam  command, specifying the original AM password encryption key
with the --pwdEncKey  option. For example:

am> install-openam \
 --serverUrl https://openam.example.com:8443/openam \
 --adminPwd forgerock \
 --pwdEncKey O6QWwHPO4os+zEz3Nqn/2daAYWyiFE32 \
 --acceptLicense

For more information, refer to Install AM with Amster.

Import the transport key of the original AM instance into the keystore of the new AM instance. For more information, see 
Duplicate and install a transport key.

Connect to the new AM instance using the amster  command. For more information, refer to Connect to AM.

Import the configuration of the original AM instance using the import-config  command. For more information, refer to 
Import configuration data.

Amster sample scripts

This section covers sample scripts and files found in the /path/to/amster/samples  directory:

transport-key.sh

Shell script to manage transport keys. You can use it as a template for your own scripts to create, delete, and export the
key to another keystore.

Invoke the script’s help for a list of possible actions:

$ ./transport-key.sh help

For more information about the transport key, refer to Create transport keys to export configuration data.

realm.amster

Amster script containing an example of different operations that can be done at realm level, such as creating a data store,
displaying its configuration, modifying it, and deleting it.

For more information about writing scripts for Amster, see Scripts.

import-example.amster

Amster script containing an example of the import-config  command.

For more information about writing scripts for Amster, see Scripts.

export-example.amster

Amster script containing an example of the export-config  command.

7. 

8. 

9. 

10. 
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Command-line reference

install-openam - install Access Management

Synopsis

install-openam [options]

Description

Command to install and setup an AM instance.

The following parameters are required:

--adminPwd amAdmin-password

Specifies the password of the amAdmin  user. If the --cfgStoreDirMgrPwd  option is not specified, this value is also the
password of the configuration store’s directory manager user.

The password must be at least 8 characters in length.

--serverUrl protocol://FQDN:port/URI

Specifies the protocol, URL, port, and deployment URI of the AM instance. For example, https://openam.example.com:
8443/openam .

The following options are available:

--acceptLicense

Specifies that the user accepts Amster usage terms and conditions.

--authorizedKey path

Specifies the path to an SSH public key file. The content of this file is appended to the authorized_keys  file of the newly-
installed AM instance, allowing users to connect to it with Amster after the install completes.

For more information about connecting to AM with Amster, refer to Connect to AM.

--cfgDir path

Specifies the configuration directory where AM stores files. It also stores the embedded directory server, when applicable.

Default: $HOME/openam

--cfgStore embedded|dirServer

Specifies the type of the configuration data store. Possible values are:

embedded : Amster installs AM with an embedded DS server to act as the configuration, identity, and CTS stores.

For evaluation deployments only.

• 
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dirServer : Amster installs AM on an external DS server to act as the configuration store.

When you install AM with an external configuration store, you must also use an external identity store. By default,
identities are stored in the same directory server instance as the configuration store.

Default: embedded

--cfgStoreAdminPort port

Specifies the administration port number for the configuration store.

Default: 4444

--cfgStoreDirMgr username

Specifies the distinguished name of the directory manager user for the configuration store.

Default: uid=admin

--cfgStoreDirMgrPwd password

Specifies the password of the directory manager user for the configuration store.

Default: If not set, it takes the password defined for the --adminPwd  option.

--cfgStoreHost FQDN

Specifies the FQDN of the configuration store, for example, config.example.com

Default: localhost

--cfgStoreJmxPort port

Specifies the Java Management eXtension port number for the configuration store.

Default: 1689

--cfgStorePort port

Specifies the LDAP or LDAPS port number for the configuration store.

Default: 50636

--cfgStoreRootSuffix DN

Specifies the root suffix DN for the configuration store.

Default: dc=openam,dc=forgerock,dc=org

--cfgStoreSsl [SIMPLE|SSL]

Specifies whether AM should connect to the configuration store over SSL. Possible values are SIMPLE , for non-secure
connections, and SSL , for secure connections.

Default: SSL

• 
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--cookieDomain domain

Specifies the name of the trusted DNS domain AM returns to a browser when it grants a session ID to a user.

Default: FQDN used in the --serverUrl  option

--installLocale locale

Specifies the locale to use during the install process.

Default: en_US

--lbPrimaryUrl URL

Specifies the load balancer URL of the site, such as https://lb.example.com:443/openam

--lbSiteName name

Specifies the name of the site to create, if any.

--platformLocale locale

Specifies the default locale for the AM installation.

Default: en_US

--pwdEncKey key

Specifies the encryption key value used to encrypt passwords in the AM instance. For example O6QWwHPO4os+zEz3Nqn/
2daAYWyiFE32 .

If you’re installing an AM instance that will use existing data, you must provide the same encryption key value originally
used to encrypt the passwords in those data stores.

To locate the encryption key value in an AM instance, navigate to Deployment > Servers > Server Name > Security >
Encryption.

If you are installing a new AM instance that will not be using existing data in a data store, you can leave this property
empty. AM will generate a random encryption key during installation to encrypt the data that will be added to the data
store.

This option is required when configuring an AM instance into a site, and must be set to the encryption key configured for
the rest of the servers in the site. Failure to set this option to the appropriate value will cause the original encryption key to
be overwritten, which will render the site unable to read the configuration, and the user stores.

Default: No value; a random encryption key is generated during installation

--userStoreDirMgr username

Specifies the distinguished name of the directory superuser for the user store, for example, uid=admin .

Default: Not set

--userStoreDirMgrPwd password

Specifies the password of the directory manager user for the user store.
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Default: Not set

--userStoreDomainName FQDN

Specifies the Active Directory Domain Name, such as ad.example.com , when the --userStoreType  option is set to 
LDAPv3ForADDC .

Default: Not set

--userStoreHost FQDN

Specifies the FQDN of the configuration store, for example, opendj.example.com

Default: Not set

--userStorePort port

Specifies the LDAP or LDAPS port number for the configuration store.

Default: Not set

--userStoreRootSuffix DN

Specifies the root suffix DN for the user store.

Default: Not set

--userStoreSsl [SIMPLE|SSL]

Specifies whether AM should connect to the user store over SSL. Possible values are SIMPLE , for non-secure connections,
and SSL , for secure connections.

Default: Not set

--userStoreType type

Specifies the type of user store to use when installing AM with an external configuration store. Possible values for type are:

LDAPv3ForOpenDS , for DS stores.

LDAPv3ForAD , for Active Directory with host and port settings.

LDAPv3ForADDC , for Active Directory with domain name setting.

LDAPv3ForADAM , for Active Directory Application Mode.

LDAPv3ForODSEE , for Sun/Oracle DSEE.

LDAPv3ForTivoli , for IBM Tivoli Directory Server.

When using the LDAPv3ForADDC  store type, set up the --userStoreDomainName  option to the Active Directory Domain
Name, for example ad.example.com . Default: Not set

• 

• 

• 

• 

• 

• 
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Reference



This reference is written for access management designers, developers, and administrators using ForgeRock Access Management
tools, logs, and global configuration.

ForgeRock Access Management provides two online API references for developers:

Access Management Public API Javadoc. For a reference to the Access Management Java API, see the Javadoc.

ForgeRock® Common Rest API. Access Management provides an online reference to the Common REST API. Access the
API on the AM admin UI by pointing to the following URL:

https://openam.example.com:8443/openam/ui-admin/#api/explorer

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

Command line tools

This reference covers the ForgeRock Access Management command line tools.



Standards support

View the wide range of standards that AM
supports.



Command-line tools

Learn about the various AM command-line tools.



Global configuration reference

Review properties available when configuring
AM at the global level.



Ports used

Ports that AM requires for operation.

• 

• 
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ampassword

Change passwords for the AM Administrator.

ampassword { options }

Description

This command allows you to change passwords held in the configuration store, and to encrypt passwords.

Options

The following options are supported.

-a | --admin [ -o | --old old-password-file -n | --new new-password-file ]

Change the password for amAdmin  from the value stored in old-password-file to the value stored in new-password-file.

-p | --proxy [ -o | --old old-password-file -n | --new new-password-file ]

Change the password for the proxy administrator from the value stored in old-password-file to the value stored in new-
password-file.

The proxy administrator password is shown encrypted in the output from ssoadm get-svrcfg-xml .

-e | --encrypt [ password-file ]

Display the password value provided encrypted with the key generated during AM installation.

-h | --help

Display the usage message.

Examples

The following example encrypts the password contained within a text file.

Create a text file, for example $HOME/.pwd.txt , containing the password string on a single line.

Encrypt the password by using the ampassword  command:

$ ampassword -e $HOME/.pwd.txt
AQICkZs3qy5QUCXir9tebIEEZYGFXI2lCC4B

amverifyarchive

Check AM log archives for tampering.

amverifyarchive { options }

• 

• 
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Description

This command checks log archive integrity.

Options

The following options are required.

-l logName

Verify log files of the specified type. To specify an individual log rather than a type, provide the entire log file name.

-p path

Path to log files to verify.

-u userName

User who can read log files.

-w password

Password of the user who can read log files.

Examples

The following example checks the amConsole  logs:

$ amverifyarchive \
 -l amConsole \
 -p /path/to/openam/var/audit/ \
 -u amadmin \
 -w password

configurator.jar

Install or upgrade AM using a configuration file.

configurator.jar { options }

Description

This executable .jar file, openam-configurator-tool-14.1.3.28.jar, lets you perform silent installation, configuring a deployed AM
server by applying settings from a configuration file.

Options

The following options are supported.
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-f | --file configuration-file

Configure a deployed AM web application archive using the specified configuration file. Installation and upgrade
configuration files are described in the sections below.

--acceptLicense

Auto-accept the software license agreement and suppress the display of the licence acceptance screen to the user. If the
configuration file contains the ACCEPT_LICENSES  property, it will have precedence over the command-line option.

-? | --help

Display the usage message.

Installation configuration file

Base your configuration on the sampleconfiguration  file delivered with AM, and using the hints in this section, or the comments
included in the file.

Server Properties

These properties pertain to the AM server instance.

SERVER_URL

URL to the web container where you want AM to run, such as http://openam.example.com:8080 .

DEPLOYMENT_URI

URI where you want to deploy AM on the web container, such as /openam .

BASE_DIR

Configuration directory where AM stores files and embedded configuration directory server, such as $HOME/openam .

locale

The user locale, such as en_GB

PLATFORM_LOCALE

The locale of the AM server, such as en_US

AM_ENC_KEY

The password encryption key, which must be the same on all servers in a multi-server installation, such as 
O6QWwHPO4os+zEz3Nqn/2daAYWyiFE32 . If left blank, installing AM generates a random password encryption key that you
can view in the AM admin UI, under Deployment > Servers > Server Name > Security.

ADMIN_PWD

Password of the AM administrator user amAdmin , which must be at least 8 characters in length and must match that of
other servers in a multiserver deployment.
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COOKIE_DOMAIN

Name of the trusted DNS domain AM returns to a browser when it grants a session ID to a user. By default, it is set to the
full URL that was used to access the configurator, such as example.com .

ACCEPT_LICENSES

Optional boolean property that can be set to always auto-accept the software license agreement and suppress the display
of the license acceptance screen to the user. A value of true  auto-accepts the license; any other value will be assumed to
equal false , resulting in the presentation of the license. Default value is false . This property takes precedence over the 
--acceptLicense  option, which can also be passed in to the application with the openam-configurator-tool-14.1.3.28.jar
file.

Configuration Store Properties

These properties pertain to the directory server where AM stores its configuration.

DATA_STORE

Type of the configuration data store. The value embedded  means set up AM with an embedded, DS configuration store.
The value dirServer  means an external directory server, such as ForgeRock Directory Services, or Oracle Directory Server
Enterprise Edition. If you set this to dirServer , and the configuration store contains the configuration of other AM
servers, then the server is added to the existing multiserver installation.

DIRECTORY_SSL

To use LDAP without SSL, set this to SIMPLE . To use LDAP with SSL, set this to SSL .

DIRECTORY_SERVER

Fully qualified domain name of the configuration store directory server host, such as opendj.example.com .

DIRECTORY_PORT

LDAP or LDAPS port number for the configuration store directory server, such as 389 or 636.

DIRECTORY_ADMIN_PORT

Administration port number for the configuration store directory server, such as 4444.

DIRECTORY_JMX_PORT

Java Management eXtension port number, such as 1689 , used with the DS embedded configuration store.

ROOT_SUFFIX

Root suffix distinguished name (DN) for the configuration store, such as o=openam .

DS_DIRMGRDN

Distinguished name of the directory manager of the configuration store, such as uid=admin .

DS_DIRMGRPASSWD

Password for the directory manager of the configuration store.
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User Data Store Properties

These properties pertain to the directory server where AM stores user profiles. If you do not include these properties, or you
leave these properties commented out, then AM uses the same directory server as it uses for the configuration store.

USERSTORE_TYPE

The type of directory server used. Valid values include the following.

LDAPv3ForOpenDS : ForgeRock 0penDJ or Sun OpenDS

LDAPv3ForAD : Active Directory with host and port settings

LDAPv3ForADDC : Active Directory with a Domain Name setting

LDAPv3ForADAM : Active Directory Lightweight Directory Services (Formerly known as Active Directory Application
Mode (ADAM).)

LDAPv3ForODSEE : Sun Java System Directory Server

LDAPv3ForTivoli : IBM Tivoli Directory Server

USERSTORE_SSL

To use LDAP without SSL, set this to SIMPLE . To use LDAP with SSL, set this to SSL .

USERSTORE_DOMAINNAME

If USERSTORE_TYPE  is LDAPv3ForADDC , you set this to the Active Directory Domain Name, such as ad.example.com , and
then set only the USERSTORE_SSL , USERSTORE_MGRDN , and USERSTORE_PASSWD  additional parameters. This lets Active
Directory use DNS to retrieve service locations. Otherwise, do not use.

USERSTORE_HOST

Fully qualified domain name of the user data store directory server, such as opendj.example.com .

USERSTORE_PORT

Port number of the user data store. Default for LDAP is 389, and for LDAP over SSL is 636.

USERSTORE_SUFFIX

Root suffix distinguished name for the user data in the directory, such as dc=example,dc=com .

USERSTORE_MGRDN

Distinguished name of the directory manager of the user data store, such as uid=admin .

USERSTORE_PASSWD

Password for the directory manager of the user data store.

Site Properties

These properties pertain when you configure multiple AM servers in a site deployment, where a load balancer spreads request
across multiple servers.

• 

• 

• 

• 

• 

• 
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LB_SITE_NAME

The name of the AM site

LB_PRIMARY_URL

The load balancer URL for the site, such as http://lb.example.com:80/openam .

Upgrade Configuration File

Base your configuration on the sampleconfiguration  file delivered with AM, and using the hints in this section, or the comments
included in the file.

Upgrade Properties

SERVER_URL

URL to the web container where AM runs, such as http://openam.example.com:8080

DEPLOYMENT_URI

URI where AM is deployed on the web container, such as /openam

ACCEPT_LICENSES

Optional boolean property that can be set to always auto-accept the software license agreement and suppress displaying
the license acceptance screen to the user. A value of true  auto-accepts the license; any other value will be assumed to
equal false , resulting in the presentation of the license. Default value is false . This property takes precedence over the 
--acceptLicense  option, which can also be passed in to the application with the openam-configurator-tool-14.1.3.28.jar
file.

Examples

The following example shows a configuration file to install a server with an external configuration and identity data stores:
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# Server properties, AM_ENC_KEY="" means generate random key
SERVER_URL=https://openam.example.com:8443
DEPLOYMENT_URI=/openam
BASE_DIR=$HOME/openam
locale=en_US
PLATFORM_LOCALE=en_US
AM_ENC_KEY=
ADMIN_PWD=change3me
COOKIE_DOMAIN=openam.example.com
ACCEPT_LICENSES=true

# External configuration data store
DATA_STORE=dirServer
DIRECTORY_SSL=SSL
DIRECTORY_SERVER=opendj.example.com
DIRECTORY_PORT=1636
DIRECTORY_ADMIN_PORT=4444
DIRECTORY_JMX_PORT=1689
ROOT_SUFFIX=o=openam
DS_DIRMGRDN=uid=admin
DS_DIRMGRPASSWD=chang3me

# External DS-based user data store
USERSTORE_TYPE=LDAPv3ForOpenDS
USERSTORE_SSL=SSL
#USERSTORE_DOMAINNAME=ad.example.com
USERSTORE_HOST=opendj.example.com
USERSTORE_PORT=1636
USERSTORE_SUFFIX=dc=example,dc=com
USERSTORE_MGRDN=uid=admin
USERSTORE_PASSWD=secret12

# Uncomment to specify the site for the first server in a site configuration
#LB_SITE_NAME=lb
#LB_PRIMARY_URL=http://lb.example.com:80/openam

The following example shows a configuration file to install the second server in a site configuration.
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# Server properties, AM_ENC_KEY from first server
SERVER_URL=https://server2.example.com:8443
DEPLOYMENT_URI=/openam
BASE_DIR=$HOME/openam
locale=en_US
PLATFORM_LOCALE=en_US
AM_ENC_KEY=O6QWwHPO4os+zEz3Nqn/2daAYWyiFE32
ADMIN_PWD=change3me
AMLDAPUSERPASSWD=secret12
COOKIE_DOMAIN=openam.example.com
ACCEPT_LICENSES=true

# External configuration data store
DATA_STORE=dirServer
DIRECTORY_SSL=SSL
DIRECTORY_SERVER=opendj.example.com
DIRECTORY_PORT=1636
DIRECTORY_ADMIN_PORT=4444
DIRECTORY_JMX_PORT=1689
ROOT_SUFFIX=o=openam
DS_DIRMGRDN=uid=admin
DS_DIRMGRPASSWD=chang3me

# External DS-based user data store
USERSTORE_TYPE=LDAPv3ForOpenDS
USERSTORE_SSL=SSL
#USERSTORE_DOMAINNAME=ad.example.com
USERSTORE_HOST=opendj.example.com
USERSTORE_PORT=1636
USERSTORE_SUFFIX=dc=example,dc=com
USERSTORE_MGRDN=uid=admin
USERSTORE_PASSWD=secret12

# Site properties
LB_SITE_NAME=lb
LB_PRIMARY_URL=http://lb.example.com:80/openam

The following example shows a configuration file to upgrade an AM server:

SERVER_URL=https://openam.example.com:8443
DEPLOYMENT_URI=/openam
ACCEPT_LICENSES=true

The following example uses a configuration file with the --acceptLicense  option on the command line.

$ java \
 -jar openam-configurator-tool-14.1.3.28.jar \
 -f config.file \
 --acceptLicense
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upgrade.jar

Upgrade AM using a configuration file.

upgrade.jar { options }

Description

This executable jar file, openam-upgrade-tool-14.1.3.28.jar, lets you perform a silent upgrade on a deployed AM server by
applying settings from a configuration file or using arguments. This capability allows you to include the upgrade.jar  from a
command line or in an upgrade script.

Options

The following options are supported.

-f | --file configuration-file

Upgrade a deployed AM web application archive using the specified configuration file. Upgrade configuration files are
described in the sections below. Also, you can specify the system properties on the command line, instead of using the
configuration file.

--acceptLicense

Auto-accept the software license agreement and suppress the display of the licence acceptance screen to the user. If the
configuration file contains the ACCEPT_LICENSES  property, it will have precedence over the command-line option.

-? | --help

Display the usage message.

Upgrade configuration file

Base your configuration on the sampleupgrade  file delivered with AM, and using the hints in this section, or the comments
included in the file.

Upgrade properties

SERVER_URL

URL to the web container where AM runs, such as http://openam.example.com:8080 .

DEPLOYMENT_URI

URI where AM is deployed on the web container, such as /openam .

ACCEPT_LICENSES

Optional boolean property that can be set to always auto-accept the software license agreement and suppress displaying
the license acceptance screen to the user. A value of true  auto-accepts the license; any other value will be assumed to
equal false , resulting in the presentation of the license. Default value is false . This property takes precedence over the 
--acceptLicense  option, which can also be passed in to the application with the openam-upgrade-tool-14.1.3.28.jar file.
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Examples

The following example shows a configuration file and the commands to upgrade a server using the upgrade.jar . The
configuration file is saved as /tmp/upgrade.txt .

SERVER_URL=http://openam.example.com:8080
DEPLOYMENT_URI=/openam
ACCEPT_LICENSES=true

$JAVA_HOME/bin/java -jar ~/openam/tools/openam-upgrade-tool-14.1.3.28.jar -f /tmp/upgrade.txt

The following example shows how to specify system properties with the upgrade.jar .

SERVER_URL=http://openam.example.com:8080
DEPLOYMENT_URI=/openam
ACCEPT_LICENSES=true

$JAVA_HOME/bin/java -jar ~/openam/tools/openam-upgrade-tool-14.1.3.28.jar \
 -DSERVER_URL=http://openam.example.com:8080 -DDEPLOYMENT_URI=/openam

The following example shows the use of the --acceptLicense  option with the upgrade.jar .

SERVER_URL=http://openam.example.com:8080
DEPLOYMENT_URI=/openam

$JAVA_HOME/bin/java -jar ~/openam/tools/openam-upgrade-tool-14.1.3.28.jar \
 -DSERVER_URL=http://openam.example.com:8080 -DDEPLOYMENT_URI=/openam \
 --acceptLicense

ssoadm

Configure OpenAM core services.

ssoadm [ subcommand ] [ options ]

Description

The ssoadm  command provides a rich command-line interface for configuring OpenAM core services.

Also see Set up administration tools for instructions on setting up the ssoadm  command.

Global options

The following global options are supported.
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--debug, -d

Run in debug mode. Results sent to the debug file.

--help, -?

Print usage.

This command can also be used with subcommands as in ssoadm subcommand --help .

--information, -O

Print basic information about the tool.

--locale, -l

Name of the locale to display the results.

--verbose, -v

Run in verbose mode. Results sent to standard output.

--version, -V

Print the version of this tool.

JVM Properties for ssoadm

You can specifically set the authentication module or chain for administrator logins using two JVM settings. These settings provide
more control to select the exact authentication mechanisms to be used when ssoadm  authenticates administrators in the top-
level realm.

To set these properties, manually edit the following two JVM settings in the ssoadm  or ssoadm.bat  script.

org.forgerock.openam.ssoadm.auth.indexType

Specifies the module or chain-based authentication in the top level realm. If the property is set, OpenAM uses only that
authentication mechanism.

org.forgerock.openam.ssoadm.auth.indexName

Specifies the actual name of the authentication module/chain as controlled by the indexType  setting. For example, if the 
indexType  is set to module_instance  and indexName  is set to LDAP , then ssoadm  authenticates using only the LDAP
authentication module.

Subcommands by category

This section lists subcommands by category. The subsequent section lists subcommands in alphabetical order with a short
description.

See ssoadm subcommand --help  for detailed options.

Agent Configuration

add-agent-to-grp• 
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agent-remove-props

create-agent

create-agent-grp

delete-agent-grps

delete-agents

list-agent-grp-members

list-agent-grps

list-agents

remove-agent-from-grp

show-agent

show-agent-grp

show-agent-membership

show-agent-types

update-agent

update-agent-grp

Authentication Service Management

add-auth-cfg-entr

create-auth-cfg

create-auth-instance

delete-auth-cfgs

delete-auth-instances

get-auth-cfg-entr

get-auth-instance

list-auth-cfgs

list-auth-instances

register-auth-module

unregister-auth-module

update-auth-cfg-entr

update-auth-cfg-props

update-auth-instance

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Data Store Management

add-amsdk-idrepo-plugin

create-datastore

delete-datastores

list-datastore-types

list-datastores

show-datastore

update-datastore

Entitlements

add-app-priv

create-appl

create-appl-type

delete-appl-types

delete-appls

list-appl-types

list-appls

set-appl

set-entitlement-conf

show-app-priv

show-appl

show-entitlement-conf

update-app-priv

update-app-priv-resources

update-app-priv-subjects

Federation Management

add-cot-member

create-cot

create-metadata-templ

delete-cot

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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delete-entity

do-bulk-federation

export-entity

import-bulk-fed-data

import-entity

list-cot-members

list-cots

list-entities

remove-cot-member

update-entity-keyinfo

Identity Management

add-member

add-privileges

add-svc-identity

create-identity

delete-identities

get-identity

get-identity-svcs

list-identities

list-identity-assignable-svcs

remove-member

remove-privileges

remove-svc-identity

set-identity-attrs

set-identity-svc-attrs

show-identity-ops

show-identity-svc-attrs

show-identity-types

show-members

show-memberships

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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show-privileges

Policy Management

create-xacml

delete-xacml

list-xacml

Realm Management

add-svc-attrs

add-svc-realm

create-realm

delete-realm

delete-realm-attr

get-realm

get-realm-svc-attrs

list-realm-assignable-svcs

list-realms

remove-svc-attrs

remove-svc-realm

set-realm-attrs

set-svc-attrs

set-realm-svc-attrs

show-auth-modules

show-data-types

show-realm-svcs

Server Configuration

add-site-members

add-site-sec-urls

clone-server

create-server

create-site

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

PingAM Reference

Copyright © 2025 Ping Identity Corporation 751



delete-server

delete-site

export-server

get-svrcfg-xml

import-server

list-server-cfg

list-servers

list-sites

remove-server-cfg

remove-site-members

remove-site-sec-urls

set-site-pri-url

set-site-sec-urls

set-svrcfg-xml

show-site

show-site-members

update-server-cfg

Service Management

To translate settings applied in OpenAM console to service attributes for use with ssoadm , login to the OpenAM console as as 
amadmin  and access the services page, such as http://openam.example.com:8080/openam/services.jsp .

add-attr-defs

add-attrs

add-plugin-interface

add-sub-schema

create-sub-cfg

create-svc

create-svrcfg-xml

delete-attr

delete-sub-cfg

delete-svc

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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export-svc-cfg

get-attr-defs

get-revision-number

get-sub-cfg

import-svc-cfg

remove-attr-choicevals

remove-attr-defs

remove-sub-schema

set-attr-any

set-attr-bool-values

set-attr-choicevals

set-attr-defs

set-attr-end-range

set-attr-i18n-key

set-attr-start-range

set-attr-syntax

set-attr-type

set-attr-ui-type

set-attr-validator

set-attr-view-bean-url

set-inheritance

set-plugin-viewbean-url

set-revision-number

set-sub-cfg

set-svc-i18n-key

set-svc-view-bean-url

update-svc

Other

add-res-bundle

do-batch

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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do-migration70

list-res-bundle

list-sessions

remove-res-bundle

Subcommands: Alphabetical Order

The following subcommands are supported.

See also ssoadm subcommand --help .

ssoadm add-agent-to-grp

Add agents to a agent group.

Usage: ssoadm add-agent-to-grp --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--agentgroupname, -b

Name of agent group.

--agentnames, -s

Names of agents.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm add-amsdk-idrepo-plugin

Create AMSDK IdRepo Plug-in

Usage: ssoadm add-amsdk-idrepo-plugin --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

• 

• 

• 

• 
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--basedn, -b

Directory Server base distinguished name.

--bind-password-file, -m

File that contains password of bind password.

--binddn, -e

Directory Server bind distinguished name.

--directory-servers, -s

directory servers <protocol>://<hostname>:<port> . Can have multiple entries.

--dsame-password-file, -x

File that contains password of the dsameuser

--password-file, -f

File name that contains password of administrator.

--puser-password-file, -p

File that contains password of the puser

[--org, -o]

Organization objects naming attribute (defaults to 'o')

[--user, -a]

User objects naming attribute (defaults to 'uid')

ssoadm add-app-priv

Add a policy set privilege to delegate resources of a given policy set. Note that policy sets are cached for 30 minutes. Restart
OpenAM to apply changes immediately.

Usage: ssoadm add-app-priv --options [--global-options]

Options

--actions, -a

Possible values are READ, MODIFY, DELEGATE, ALL

--adminid, -u

Administrator ID of running the command.

--application, -t

Policy set name
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--name, -m

Name for the this delegation

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

--subjects, -s

Subject name

--subjecttype, -b

Possible values are User or Group

[--description, -p]

Description for the this delegation.

[--resources, -r]

Resources to delegate, All resources in the policy set will be delegated if this option is absent.

ssoadm add-attr-defs

Add default attribute values in schema.

Usage: ssoadm add-attr-defs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

[--attributevalues, -a]

Attribute values e.g. homeaddress=here .
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[--datafile, -D]

Name of file that contains attribute values data.

[--subschemaname, -c]

Name of sub schema.

ssoadm add-attrs

Add attribute schema to an existing service.

Usage: ssoadm add-attrs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributeschemafile, -F

XML file containing attribute schema definition.

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Schema Type.

--servicename, -s

Service Name.

[--subschemaname, -c]

Name of sub schema.

ssoadm add-auth-cfg-entr

Add authentication configuration entry

Usage: ssoadm add-auth-cfg-entr --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--criteria, -c

Criteria for this entry. Possible values are REQUIRED, OPTIONAL, SUFFICIENT, REQUISITE
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--modulename, -o

Module Name.

--name, -m

Name of authentication configuration.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--options, -t]

Options for this entry.

[--position, -p]

Position where the new entry is to be added. This is option is not set, entry shall be added to the end of the list. If value of
this option is 0, it will be inserted to the front of the list. If value is greater of the length of the list, entry shall be added to
the end of the list.

ssoadm add-cot-member

Add a member to a circle of trust.

Usage: ssoadm add-cot-member --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--cot, -t

Circle of Trust

--entityid, -y

Entity ID

--password-file, -f

File name that contains password of administrator.

[--realm, -e]

Realm where circle of trust resides
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[--spec, -c]

Specify metadata specification, either wsfed, idff or saml2, defaults to saml2

ssoadm add-member

Add an identity as member of another identity

Usage: ssoadm add-member --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity

--memberidname, -m

Name of identity that is member.

--memberidtype, -y

Type of Identity of member such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm add-plugin-interface

Add Plug-in interface to service.

Usage: ssoadm add-plugin-interface --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--i18nkey, -k

Plug-in I18n Key.
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--interfacename, -i

Name of interface.

--password-file, -f

File name that contains password of administrator.

--pluginname, -g

Name of Plug-in.

--servicename, -s

Name of service.

ssoadm add-plugin-schema

Add Plug-in schema to service.

Usage: ssoadm add-plugin-schema --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--classname, -c

Name of the Plugin Schema class implementation

--i18nkey, -k

Plug-in I18n Key.

--i18nname, -n

Plug-in I18n Name.

--interfacename, -i

Name of interface.

--password-file, -f

File name that contains password of administrator.

--pluginname, -g

Name of Plug-in.

--servicename, -s

Name of service.
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ssoadm add-privileges

Add privileges to an identity. To add a privilege to all authenticated users, use the "All Authenticated Users" idname with "role"
idtype.

Usage: ssoadm add-privileges --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as Role and Group.

--password-file, -f

File name that contains password of administrator.

--privileges, -g

Name of privileges to be added. Privilege names are AgentAdmin, ApplicationModifyAccess, ApplicationReadAccess,
ApplicationTypesReadAccess, ConditionTypesReadAccess, DecisionCombinersReadAccess, EntitlementRestAccess,
FederationAdmin, LogAdmin, LogRead, LogWrite, PolicyAdmin, PrivilegeRestAccess, PrivilegeRestReadAccess, RealmAdmin,
RealmReadAccess, ResourceTypeModifyAccess, ResourceTypeReadAccess, SubjectAttributesReadAccess, and
SubjectTypesReadAccess.

--realm, -e

Name of realm.

ssoadm add-res-bundle

Add resource bundle to data store.

Usage: ssoadm add-res-bundle --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--bundlefilename, -B

Resource bundle physical file name.
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--bundlename, -b

Resource Bundle Name.

--password-file, -f

File name that contains password of administrator.

[--bundlelocale, -o]

Locale of the resource bundle.

ssoadm add-site-members

Add members to a site.

Usage: ssoadm add-site-members --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servernames, -e

Server names, such as http://www.example.com:8080/fam

--sitename, -s

Site name, e.g. mysite

ssoadm add-site-sec-urls

Add Site Secondary URLs.

Usage: ssoadm add-site-sec-urls --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--secondaryurls, -a

Secondary URLs
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--sitename, -s

Site name, e.g. mysite

ssoadm add-sub-schema

Add sub schema.

Usage: ssoadm add-sub-schema --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--filename, -F

Name of file that contains the schema

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

ssoadm add-svc-attrs

Add service attribute values in a realm. Long content for an attribute can be supplied in a file by appending '-file' to the attribute
name, and giving the filename as the value.

Usage: ssoadm add-svc-attrs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.
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--servicename, -s

Name of service.

[--attributevalues, -a]

Attribute values to be added e.g. homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values to be added.

ssoadm add-svc-identity

Add Service to an identity

Usage: ssoadm add-svc-identity --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service.

[--attributevalues, -a]

Attribute values e.g. homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.
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ssoadm add-svc-realm

Add service to a realm. Long content for an attribute can be supplied in a file by appending '-file' to the attribute name, and giving
the filename as the value.

Usage: ssoadm add-svc-realm --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Service Name.

[--attributevalues, -a]

Attribute values e.g. homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm agent-remove-props

Remove agent’s properties.

Usage: ssoadm agent-remove-props --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--agentname, -b

Name of agent.

--attributenames, -a

properties name(s).
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--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm clone-server

Clone a server instance.

Usage: ssoadm clone-server --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--cloneservername, -o

Clone server name

--password-file, -f

File name that contains password of administrator.

--servername, -s

Server name

ssoadm create-agent

Create a new agent configuration.

Usage: ssoadm create-agent --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--agentname, -b

Name of agent.

--agenttype, -t

Type of agent. Possible values: J2EEAgent, WebAgent, 2.2_Agent, SharedAgent, OAuth2Client

--password-file, -f

File name that contains password of administrator.
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--realm, -e

Name of realm.

[--agenturl, -g]

Agent URL. such as http://www.agent.example:8080/agent\ . WebAgent does not take URL with path, such as http://
www.agent.example:8080 . This option is valid only for J2EEAgent and WebAgent agent types, and is required when the
agent type is J2EEAgent or WebAgent.

[--attributevalues, -a]

Properties, such as sunIdentityServerDeviceKeyValue=https://agent.example.com:443/

[--datafile, -D]

Name of file that contains properties.

[--serverurl, -s]

Server URL. such as http://www.example.com:58080/openam . This option is valid only for J2EEAgent and WebAgent
agent types, and is required when the agent type is J2EEAgent or WebAgent.

ssoadm create-agent-grp

Create a new agent group.

Usage: ssoadm create-agent-grp --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--agentgroupname, -b

Name of agent group.

--agenttype, -t

Type of agent group. e.g. J2EEAgent, WebAgent

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--attributevalues, -a]

Properties e.g. homeaddress=here .
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[--datafile, -D]

Name of file that contains properties.

[--serverurl, -s]

Server URL. such as http://www.example.com:58080/openam . This option is valid for J2EEAgent and WebAgent.

ssoadm create-appl

Create policy set.

Usage: ssoadm create-appl --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--applicationtype, -t

Application type name

--name, -m

Policy set name

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

[--attributevalues, -a]

Attribute values e.g. applicationType=iPlanetAMWebAgentService.

[--datafile, -D]

Name of file that contains attribute values data. Mandatory attributes are resources, subjects, conditions and
entitlementCombiner. Optional ones are actions, searchIndexImpl, saveIndexImpl, resourceComparator,
subjectAttributeNames.

ssoadm create-appl-type

Create application type.

Usage: ssoadm create-appl-type --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--name, -m

Application Type name

--password-file, -f

File name that contains password of administrator.

[--attributevalues, -a]

Application Type attribute values e.g. actions=enabled=true.

[--datafile, -D]

Name of file that contains attribute type values data. Mandatory attributes are actions, searchIndexImpl and
saveIndexImpl. Optional are resourceComparator.

ssoadm create-auth-cfg

Create authentication configuration

Usage: ssoadm create-auth-cfg --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Name of authentication configuration.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm create-auth-instance

Create authentication module instance

Usage: ssoadm create-auth-instance --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--authtype, -t

Type of authentication module instance. Possible values include AD, Adaptive, Anonymous, Cert, DataStore,
DeviceIdMatch, DeviceIdSave, Federation, HOTP, HTTPBasic, JDBC, LDAP, Membership, MSISDN, OATH, OAuth,
OpenIdConnect, PersistentCookie, RADIUS, SAE, Scripted, WindowsDesktopSSO, NT, and WSSAuthModule.

--name, -m

Name of authentication module instance.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm create-cot

Create circle of trust.

Usage: ssoadm create-cot --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--cot, -t

Circle of Trust

--password-file, -f

File name that contains password of administrator.

[--prefix, -p]

Prefix URL for idp discovery reader and writer URL.

[--realm, -e]

Realm where circle of trust resides

[--trustedproviders, -k]

Trusted Providers
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ssoadm create-datastore

Create data store under a realm

Usage: ssoadm create-datastore --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--datatype, -t

Type of datastore. Use the list-datastore-types subcommand to get a list of supported datastore types.

--name, -m

Name of datastore.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--attributevalues, -a]

Attribute values e.g. sunIdRepoClass=com.sun.identity.idm.plugins.files.FilesRepo.

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm create-identity

Create identity in a realm

Usage: ssoadm create-identity --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.
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--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--attributevalues, -a]

Attribute values e.g. sunIdentityServerDeviceStatus=Active.

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm create-metadata-templ

Create new metadata template.

Usage: ssoadm create-metadata-templ --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--entityid, -y

Entity ID

--password-file, -f

File name that contains password of administrator.

[--affiecertalias, -K]

Affiliation encryption certificate alias

[--affiliation, -F]

Specify metaAlias for hosted affiliation. to be created. The format must be <realm name>/<identifier> .

[--affimembers, -M]

Affiliation members

[--affiownerid, -N]

Affiliation Owner ID

[--affiscertalias, -J]

Affiliation signing certificate alias
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[--attraecertalias, -G]

Attribute authority encryption certificate alias.

[--attrascertalias, -B]

Attribute authority signing certificate alias

[--attrauthority, -I]

Specify metaAlias for hosted attribute authority to be created. The format must be <realm name>/<identifier> .

[--attrqecertalias, -R]

Attribute query provider encryption certificate alias

[--attrqscertalias, -A]

Attribute query provider signing certificate alias

[--attrqueryprovider, -S]

Specify metaAlias for hosted attribute query provider to be created. The format must be <realm name>/<identifier> .

[--authnaecertalias, -E]

Authentication authority encryption certificate alias.

[--authnascertalias, -D]

Authentication authority signing certificate alias

[--authnauthority, -C]

Specify metaAlias for hosted authentication authority to be created. The format must be <realm name>/<identifier> .

[--extended-data-file, -x]

Specify file name for the extended metadata to be created. XML will be displayed on terminal if this file name is not
provided.

[--identityprovider, -i]

Specify metaAlias for hosted identity provider to be created. The format must be <realm name>/<identifier> .

[--idpecertalias, -g]

Identity provider encryption certificate alias.

[--idpscertalias, -b]

Identity provider signing certificate alias
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[--meta-data-file, -m]

Specify file name for the standard metadata to be created. XML will be displayed on terminal if this file name is not
provided.

[--serviceprovider, -s]

Specify metaAlias for hosted service provider to be created. The format must be <realm name>/<identifier> .

[--specertalias, -r]

Service provider encryption certificate alias

[--spec, -c]

Specify metadata specification, either wsfed, idff or saml2, defaults to saml2

[--spscertalias, -a]

Service provider signing certificate alias

[--xacmlpdpecertalias, -j]

Policy decision point encryption certificate alias

[--xacmlpdpscertalias, -t]

Policy decision point signing certificate alias

[--xacmlpdp, -p]

Specify metaAlias for policy decision point to be created. The format must be <realm name>/<identifier> .

[--xacmlpepecertalias, -z]

Policy enforcement point encryption certificate alias

[--xacmlpepscertalias, -k]

Policy enforcement point signing certificate alias

[--xacmlpep, -e]

Specify metaAlias for policy enforcement point to be created. The format must be <realm name>/<identifier> .

ssoadm create-realm

Create realm.

Usage: ssoadm create-realm --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm to be created.

ssoadm create-server

Create a server instance.

Usage: ssoadm create-server --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--serverconfigxml, -X

Server Configuration XML file name.

--servername, -s

Server name, such as http://www.example.com:8080/fam

[--attributevalues, -a]

Attribute values e.g. homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm create-site

Create a site.

Usage: ssoadm create-site --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

PingAM Reference

Copyright © 2025 Ping Identity Corporation 775



--sitename, -s

Site name, e.g. mysite

--siteurl, -i

Site’s primary URL, such as http://www.example.com:8080

[--secondaryurls, -a]

Secondary URLs

ssoadm create-sub-cfg

Create a new sub configuration. Long content for an attribute can be supplied in a file by appending '-file' to the attribute name,
and giving the filename as the value.

Usage: ssoadm create-sub-cfg --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servicename, -s

Name of service.

--subconfigname, -g

Sub-schema name of (or path to) the type of sub-configuration being added.

[--attributevalues, -a]

Attribute values e.g. homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

[--priority, -p]

Priority of the sub configuration.

[--realm, -e]

Name of realm (Sub Configuration shall be added to global configuration if this option is not provided).

[--subconfigid, -b]

User-specfieid ID of (or path to) the sub-configuration.
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ssoadm create-svc

Create a new service in server.

Usage: ssoadm create-svc --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--xmlfile, -X

XML file(s) that contains schema.

[--continue, -c]

Continue adding service if one or more previous service cannot be added.

ssoadm create-svrcfg-xml

Create serverconfig.xml file. No options are required for flat file configuration data store.

Usage: ssoadm create-svrcfg-xml --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

[--basedn, -b]

Directory Server base distinguished name.

[--dsadmin, -a]

Directory Server administrator distinguished name

[--dshost, -t]

Directory Server host name

[--dspassword-file, -x]

File that contains Directory Server administrator password
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[--dsport, -p]

Directory Server port number

[--outfile, -o]

File name where serverconfig XML is written.

ssoadm create-xacml

Create policies in a realm with XACML input.

Usage: ssoadm create-xacml --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--xmlfile, -X

File that contains the policy XACML definition. In the console, paste the XML into the text field instead.

[--dryrun, -n]

Provide a summary of the policies which would be updated, and those which would be added, as a result of the create-
xacml command without the 'dryrun' option specified. Nothing will be updated or added when using this option.

[--outfile, -o]

Filename where the output of a 'dryrun' command will be sent to. If no 'dryrun' command is specified, the outfile will not
be used for anything.

ssoadm delete-agent-grps

Delete agent groups.

Usage: ssoadm delete-agent-grps --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--agentgroupnames, -s]

Separate multiple agent group names with spaces.

[--file, -D]

File containing agent group names, with multiple group names separated by spaces.

ssoadm delete-agents

Delete agent configurations.

Usage: ssoadm delete-agents --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--agentnames, -s]

Separate multiple agent names with spaces.

[--file, -D]

File containing agent names, with multiple agent names separated by spaces.

ssoadm delete-appl-types

Delete application types.

Usage: ssoadm delete-appl-types --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--names, -m

Application Type names

--password-file, -f

File name that contains password of administrator.

ssoadm delete-appls

Delete policy sets. Note that policy sets are cached for 30 minutes. Restart OpenAM to apply changes immediately.

Usage: ssoadm delete-appls --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--names, -m

Policy set names

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

ssoadm delete-attr

Delete attribute schemas from a service

Usage: ssoadm delete-attr --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributeschema, -a

Name of attribute schema to be removed.

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.
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--servicename, -s

Name of service.

[--subschemaname, -c]

Name of sub schema.

ssoadm delete-attr-def-values

Delete attribute schema default values.

Usage: ssoadm delete-attr-def-values --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributeschema, -a

Name of attribute schema

--defaultvalues, -e

Default value(s) to be deleted

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

[--subschemaname, -c]

Name of sub schema.

ssoadm delete-auth-cfgs

Delete authentication configurations

Usage: ssoadm delete-auth-cfgs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--names, -m

Name of authentication configurations.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm delete-auth-instances

Delete authentication instances

Usage: ssoadm delete-auth-instances --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--names, -m

Name of authentication instances.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm delete-cot

Delete circle of trust.

Usage: ssoadm delete-cot --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--cot, -t

Circle of Trust

--password-file, -f

File name that contains password of administrator.
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[--realm, -e]

Realm where circle of trust resides

ssoadm delete-datastores

Delete data stores under a realm

Usage: ssoadm delete-datastores --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--names, -m

Names of datastore.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm delete-entity

Delete entity.

Usage: ssoadm delete-entity --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--entityid, -y

Entity ID

--password-file, -f

File name that contains password of administrator.

[--extendedonly, -x]

Set to flag to delete only extended data.

[--realm, -e]

Realm where data resides
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[--spec, -c]

Specify metadata specification, either wsfed, idff or saml2, defaults to saml2

ssoadm delete-identities

Delete identities in a realm

Usage: ssoadm delete-identities --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idtype, -t

Type of Identity such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--file, -D]

Name of file that contains the identity names to be deleted.

[--idnames, -i]

Names of identites.

ssoadm delete-realm

Delete realm.

Usage: ssoadm delete-realm --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm to be deleted.
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[--recursive, -r]

Delete descendent realms recursively.

ssoadm delete-realm-attr

Delete attribute from a realm.

Usage: ssoadm delete-realm-attr --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributename, -a

Name of attribute to be removed.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service.

ssoadm delete-server

Delete a server instance.

Usage: ssoadm delete-server --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servername, -s

Server name, such as http://www.example.com:8080/fam

ssoadm delete-site

Delete a site.
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Usage: ssoadm delete-site --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--sitename, -s

Site name, e.g. mysite

ssoadm delete-sub-cfg

Remove Sub Configuration.

Usage: ssoadm delete-sub-cfg --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servicename, -s

Name of service.

--subconfigname, -g

Name of sub configuration.

[--realm, -e]

Name of realm (Sub Configuration shall be deleted from the global configuration if this option is not provided).

ssoadm delete-svc

Delete service from the server.

Usage: ssoadm delete-svc --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--password-file, -f

File name that contains password of administrator.

--servicename, -s

Service Name(s).

[--continue, -c]

Continue deleting service if one or more previous services cannot be deleted.

[--deletepolicyrule, -r]

Delete policy rule.

ssoadm delete-xacml

Delete XACML policies from a realm.

Usage: ssoadm delete-xacml --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--file, -D]

Name of file that contains the policy names to be deleted.

[--policynames, -p]

Names of policy to be deleted.

ssoadm do-batch

Do multiple requests in one command.

Usage: ssoadm do-batch --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

PingAM Reference

Copyright © 2025 Ping Identity Corporation 787



--batchfile, -Z

Name of file that contains commands and options.

--password-file, -f

File name that contains password of administrator.

[--batchstatus, -b]

Name of status file.

[--continue, -c]

Continue processing the rest of the request when preceeding request was erroneous.

ssoadm do-bulk-federation

Perform bulk federation.

Usage: ssoadm do-bulk-federation --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--metaalias, -m

Specify metaAlias for local provider.

--nameidmapping, -e

Name of file that will be created by this sub command. It contains remote user Id to name identifier. It shall be used by
remote provider to update user profile.

--password-file, -f

File name that contains password of administrator.

--remoteentityid, -r

Remote entity Id

--useridmapping, -g

File name of local to remote user Id mapping. Format <local-user-id>|<remote-user-id> .

[--spec, -c]

Specify metadata specification, either idff or saml2, defaults to saml2
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ssoadm do-migration70

Migrate organization to realm.

Usage: ssoadm do-migration70 --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--entrydn, -e

Distinguished name of organization to be migrated.

--password-file, -f

File name that contains password of administrator.

ssoadm embedded-status

Status of embedded store.

Usage: ssoadm embedded-status --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--port, -p

Embedded store port

[--password, -w]

Embedded store password

ssoadm export-entity

Export entity.

Usage: ssoadm export-entity --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--entityid, -y

Entity ID

--password-file, -f

File name that contains password of administrator.

[--extended-data-file, -x]

Extended data

[--meta-data-file, -m]

Metadata

[--realm, -e]

Realm where data resides

[--sign, -g]

Set this flag to sign the metadata

[--spec, -c]

Specify metadata specification, either wsfed, idff or saml2, defaults to saml2

ssoadm export-server

Export a server instance.

Usage: ssoadm export-server --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servername, -s

Server name

[--outfile, -o]

Filename where configuration was written.
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ssoadm export-svc-cfg

Export service configuration. In production environments, you should back up the service configuration using file system utilities
or the export-ldif command. Note that export-ldif/import-ldif commands must be on the same deployment where the encryption
keys are located.

Usage: ssoadm export-svc-cfg --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--encryptsecret, -e

Secret key for encrypting password. Any arbitrary value can be specified.

--password-file, -f

File name that contains password of administrator.

[--outfile, -o]

Filename where configuration was written.

ssoadm get-attr-choicevals

Get choice values of attribute schema.

Usage: ssoadm get-attr-choicevals --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributename, -a

Name of attribute.

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.
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[--subschemaname, -c]

Name of sub schema.

ssoadm get-attr-defs

Get default attribute values in schema.

Usage: ssoadm get-attr-defs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema. One of dynamic, global, or organization (meaning realm).

--servicename, -s

Name of service.

[--attributenames, -a]

Attribute name(s).

[--subschemaname, -c]

Name of sub schema.

ssoadm get-auth-cfg-entr

Get authentication configuration entries

Usage: ssoadm get-auth-cfg-entr --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Name of authentication configuration.

--password-file, -f

File name that contains password of administrator.
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--realm, -e

Name of realm.

ssoadm get-auth-instance

Get authentication instance values

Usage: ssoadm get-auth-instance --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Name of authentication instance.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm get-identity

Get identity property values

Usage: ssoadm get-identity --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.
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[--attributenames, -a]

Attribute name(s). All attribute values shall be returned if the option is not provided.

ssoadm get-identity-svcs

Get the service in an identity

Usage: ssoadm get-identity-svcs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm get-realm

Get realm property values.

Usage: ssoadm get-realm --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service.
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ssoadm get-realm-svc-attrs

Get realm’s service attribute values.

Usage: ssoadm get-realm-svc-attrs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service.

ssoadm get-recording-status

Get the status of recording operations.

Usage: ssoadm get-recording-status --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servername, -s

Server name, such as http://openam.example.com:8080/openam\

ssoadm get-revision-number

Get service schema revision number.

Usage: ssoadm get-revision-number --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--password-file, -f

File name that contains password of administrator.

--servicename, -s

Name of service.

ssoadm get-sub-cfg

Get sub configuration.

Usage: ssoadm get-sub-cfg --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servicename, -s

Name of service.

--subconfigname, -g

Name of sub configuration.

[--realm, -e]

Name of realm (Sub Configuration shall be retrieved from the global configuration if this option is not provided).

ssoadm get-svrcfg-xml

Get server configuration XML from centralized data store

Usage: ssoadm get-svrcfg-xml --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servername, -s

Server name, such as http://www.example.com:8080/fam
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[--outfile, -o]

File name where serverconfig XML is written.

ssoadm import-bulk-fed-data

Import bulk federation data which is generated by 'do-bulk-federation' sub command.

Usage: ssoadm import-bulk-fed-data --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--bulk-data-file, -g

File name of bulk federation data which is generated by 'do-bulk-federation' sub command.

--metaalias, -m

Specify metaAlias for local provider.

--password-file, -f

File name that contains password of administrator.

[--spec, -c]

Specify metadata specification, either idff or saml2, defaults to saml2

ssoadm import-entity

Import entity.

Usage: ssoadm import-entity --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

[--cot, -t]

Specify name of the Circle of Trust this entity belongs.

[--extended-data-file, -x]

Specify file name for the extended entity configuration to be imported. Extended entity configuration to be imported.
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[--meta-data-file, -m]

Specify file name for the standard metadata to be imported.<web>Standard metadata to be imported.

[--realm, -e]

Realm where entity resides.

[--spec, -c]

Specify metadata specification, either wsfed, idff or saml2, defaults to saml2

ssoadm import-server

Import a server instance.

Usage: ssoadm import-server --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servername, -s

Server name

--xmlfile, -X

XML file that contains configuration.

ssoadm import-svc-cfg

Import service configuration. In production environments, you should restore the service configuration using file system utilities
or the import-ldif command. Note that import-ldif/export-ldif commands must be on the same deployment where the encryption
keys are located.

Usage: ssoadm import-svc-cfg --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--encryptsecret, -e

Secret key for decrypting password.
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--password-file, -f

File name that contains password of administrator.

--xmlfile, -X

XML file that contains configuration data.

ssoadm list-agent-grp-members

List agents in agent group.

Usage: ssoadm list-agent-grp-members --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--agentgroupname, -b

Name of agent group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--filter, -x]

Filter (Pattern).

ssoadm list-agent-grps

List agent groups.

Usage: ssoadm list-agent-grps --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.
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[--agenttype, -t]

Type of agent. e.g. J2EEAgent, WebAgent

[--filter, -x]

Filter (Pattern).

ssoadm list-agents

List agent configurations.

Usage: ssoadm list-agents --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--agenttype, -t]

Type of agent. e.g. J2EEAgent, WebAgent

[--filter, -x]

Filter (Pattern).

ssoadm list-app-privs

List policy set privileges in a realm.

Usage: ssoadm list-app-privs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name
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ssoadm list-appl-types

List application types.

Usage: ssoadm list-appl-types --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

ssoadm list-appls

List policy set in a realm.

Usage: ssoadm list-appls --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

ssoadm list-auth-cfgs

List authentication configurations

Usage: ssoadm list-auth-cfgs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.
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ssoadm list-auth-instances

List authentication instances

Usage: ssoadm list-auth-instances --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm list-cot-members

List the members in a circle of trust.

Usage: ssoadm list-cot-members --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--cot, -t

Circle of Trust

--password-file, -f

File name that contains password of administrator.

[--realm, -e]

Realm where circle of trust resides

[--spec, -c]

Specify metadata specification, either wsfed, idff or saml2, defaults to saml2

ssoadm list-cots

List circles of trust.

Usage: ssoadm list-cots --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

[--realm, -e]

Realm where circle of trusts reside

ssoadm list-datastore-types

List the supported data store types

Usage: ssoadm list-datastore-types --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

ssoadm list-datastores

List data stores under a realm

Usage: ssoadm list-datastores --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm list-entities

List entities under a realm.

Usage: ssoadm list-entities --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

[--realm, -e]

Realm where entities reside.

[--spec, -c]

Specify metadata specification, either wsfed, idff or saml2, defaults to saml2

ssoadm list-identities

List identities in a realm

Usage: ssoadm list-identities --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--filter, -x

Filter (Pattern).

--idtype, -t

Type of Identity such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm list-identity-assignable-svcs

List the assignable service to an identity

Usage: ssoadm list-identity-assignable-svcs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm list-realm-assignable-svcs

List the assignable services to a realm.

Usage: ssoadm list-realm-assignable-svcs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm list-realms

List realms by name.

Usage: ssoadm list-realms --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm where search begins.
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[--filter, -x]

Filter (Pattern).

[--recursive, -r]

Search recursively

ssoadm list-res-bundle

List resource bundle in data store.

Usage: ssoadm list-res-bundle --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--bundlename, -b

Resource Bundle Name.

--password-file, -f

File name that contains password of administrator.

[--bundlelocale, -o]

Locale of the resource bundle.

ssoadm list-server-cfg

List server configuration.

Usage: ssoadm list-server-cfg --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servername, -s

Server name, such as http://www.example.com:8080/fam  or enter default to list default server configuration.

[--withdefaults, -w]

Set this flag to get default configuration.
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ssoadm list-servers

List all server instances.

Usage: ssoadm list-servers --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

ssoadm list-sessions

List server-side sessions.

Usage: ssoadm list-sessions --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--host, -t

Host Name.

--password-file, -f

File name that contains password of administrator.

[--filter, -x]

Filter (Pattern).

[--quiet, -q]

Do not prompt for session invalidation.

ssoadm list-sites

List all sites.

Usage: ssoadm list-sites --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--password-file, -f

File name that contains password of administrator.

ssoadm list-xacml

Export policies in realm as XACML.

Usage: ssoadm list-xacml --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--namesonly, -n]

Returns only names of matching policies. Policies are not returned.

[--outfile, -o]

Filename where policy definition will be printed to. Definition will be printed in standard output if this option is not
provided.

[--policynames, -p]

Names of policy. This can be a wildcard. All policy definition in the realm will be returned if this option is not provided.

ssoadm policy-export

Export policy configuration for a given realm

Usage: ssoadm policy-export --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--jsonfile, -J

JSON file for which to write the policy model to.
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--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

--servername, -s

Server name, such as http://openam.example.com:8080/openam

ssoadm policy-import

Import policy model into a given realm

Usage: ssoadm policy-import --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--jsonfile, -J

JSON file containing the policy model to be imported.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

--servername, -s

Server name, such as http://openam.example.com:8080/openam

ssoadm register-auth-module

Registers authentication module.

Usage: ssoadm register-auth-module --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--authmodule, -a

Java class name of authentication module.
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--password-file, -f

File name that contains password of administrator.

ssoadm remove-agent-from-grp

Remove agents from a agent group.

Usage: ssoadm remove-agent-from-grp --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--agentgroupname, -b

Name of agent group.

--agentnames, -s

Names of agents.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm remove-app-priv-resources

Remove policy set privilege resources. Note that policy sets are cached for 30 minutes. Restart OpenAM to apply changes
immediately.

Usage: ssoadm remove-app-priv-resources --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--application, -t

Policy set name

--name, -m

Name for the this delegation
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--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

[--resources, -r]

Resources to removed. All resources in the policy set will be removed if this option is absent.

ssoadm remove-app-priv-subjects

Remove policy set privilege subjects.

Usage: ssoadm remove-app-priv-subjects --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Name for the this delegation

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

--subjects, -s

Subject name

--subjecttype, -b

Possible values are User or Group

ssoadm remove-app-privs

Remove policy set privileges.

Usage: ssoadm remove-app-privs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--names, -m

Names of policy set privileges to be removed

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

ssoadm remove-attr-choicevals

Remove choice values from attribute schema.

Usage: ssoadm remove-attr-choicevals --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributename, -a

Name of attribute.

--choicevalues, -k

Choice values such as Inactive

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

[--subschemaname, -c]

Name of sub schema.

ssoadm remove-attr-defs

Remove default attribute values in schema.

Usage: ssoadm remove-attr-defs --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--attributenames, -a

Attribute name(s).

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

[--subschemaname, -c]

Name of sub schema.

ssoadm remove-cot-member

Remove a member from a circle of trust.

Usage: ssoadm remove-cot-member --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--cot, -t

Circle of Trust

--entityid, -y

Entity ID

--password-file, -f

File name that contains password of administrator.

[--realm, -e]

Realm where circle of trust resides

[--spec, -c]

Specify metadata specification, either wsfed, idff or saml2, defaults to saml2
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ssoadm remove-member

Remove membership of identity from another identity

Usage: ssoadm remove-member --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity

--memberidname, -m

Name of identity that is member.

--memberidtype, -y

Type of Identity of member such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm remove-plugin-schema

Add Plug-in interface to service.

Usage: ssoadm remove-plugin-schema --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--interfacename, -i

Name of interface.

--password-file, -f

File name that contains password of administrator.
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--pluginname, -g

Name of Plug-in.

--servicename, -s

Name of service.

ssoadm remove-privileges

Remove privileges from an identity

Usage: ssoadm remove-privileges --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as Role and Group.

--password-file, -f

File name that contains password of administrator.

--privileges, -g

Name of privileges to be removed. Privilege names are AgentAdmin, ApplicationModifyAccess, ApplicationReadAccess,
ApplicationTypesReadAccess, ConditionTypesReadAccess, DecisionCombinersReadAccess, EntitlementRestAccess,
FederationAdmin, LogAdmin, LogRead, LogWrite, PolicyAdmin, PrivilegeRestAccess, PrivilegeRestReadAccess, RealmAdmin,
RealmReadAccess, ResourceTypeModifyAccess, ResourceTypeReadAccess, SubjectAttributesReadAccess, and
SubjectTypesReadAccess.

--realm, -e

Name of realm.

ssoadm remove-res-bundle

Remove resource bundle from data store.

Usage: ssoadm remove-res-bundle --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--bundlename, -b

Resource Bundle Name.

--password-file, -f

File name that contains password of administrator.

[--bundlelocale, -o]

Locale of the resource bundle.

ssoadm remove-server-cfg

Remove server configuration.

Usage: ssoadm remove-server-cfg --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--propertynames, -a

Name of properties to be removed.

--servername, -s

Server name, such as http://www.example.com:8080/fam  or enter default to remove default server configuration.

ssoadm remove-site-members

Remove members from a site.

Usage: ssoadm remove-site-members --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servernames, -e

Server names, such as http://www.example.com:8080/fam
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--sitename, -s

Site name, such as mysite

ssoadm remove-site-sec-urls

Remove Site Secondary URLs.

Usage: ssoadm remove-site-sec-urls --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--secondaryurls, -a

Secondary URLs

--sitename, -s

Site name, such as mysite

ssoadm remove-sub-schema

Remove sub schema.

Usage: ssoadm remove-sub-schema --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

--subschemanames, -a

Name(s) of sub schema to be removed.
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[--subschemaname, -c]

Name of parent sub schema.

ssoadm remove-svc-attrs

Remove service attribute values in a realm.

Usage: ssoadm remove-svc-attrs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service.

[--attributevalues, -a]

Attribute values to be removed such as homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values to be removed.

ssoadm remove-svc-identity

Remove Service from an identity

Usage: ssoadm remove-svc-identity --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.
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--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service.

ssoadm remove-svc-realm

Remove service from a realm.

Usage: ssoadm remove-svc-realm --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service to be removed.

ssoadm set-appl

Set policy set attributes. Note that policy sets are cached for 30 minutes. Restart OpenAM to apply changes immediately.

Usage: ssoadm set-appl --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Policy set name

--password-file, -f

File name that contains password of administrator.
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--realm, -e

Realm name

[--attributevalues, -a]

Attribute values such as applicationType=iPlanetAMWebAgentService.

[--datafile, -D]

Name of file that contains attribute values data. Possible attributes are resources, subjects, conditions, actions,
searchIndexImpl, saveIndexImpl, resourceComparator, subjectAttributeNames and entitlementCombiner.

ssoadm set-attr-any

Set any member of attribute schema.

Usage: ssoadm set-attr-any --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--any, -y

Attribute Schema Any value

--attributeschema, -a

Name of attribute schema

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-bool-values

Set boolean values of attribute schema.

Usage: ssoadm set-attr-bool-values --options [--global-options]
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Options

--adminid, -u

Administrator ID of running the command.

--attributename, -a

Name of attribute.

--falsei18nkey, -j

Internationalization key for false value.

--falsevalue, -z

Value for false.

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

--truei18nkey, -k

Internationalization key for true value.

--truevalue, -e

Value for true.

[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-choicevals

Set choice values of attribute schema.

Usage: ssoadm set-attr-choicevals --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--attributename, -a

Name of attribute.

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

[--add, -p]

Set this flag to append the choice values to existing ones.

[--choicevalues, -k]

Choice value such as o102=Inactive.

[--datafile, -D]

Name of file that contains attribute values data.

[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-defs

Set default attribute values in schema.

Usage: ssoadm set-attr-defs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.
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[--attributevalues, -a]

Attribute values such as homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-end-range

Set attribute schema end range.

Usage: ssoadm set-attr-end-range --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributeschema, -a

Name of attribute schema

--password-file, -f

File name that contains password of administrator.

--range, -r

End range

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-i18n-key

Set i18nKey member of attribute schema.

Usage: ssoadm set-attr-i18n-key --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--attributeschema, -a

Name of attribute schema

--i18nkey, -k

Attribute Schema I18n Key

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-start-range

Set attribute schema start range.

Usage: ssoadm set-attr-start-range --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributeschema, -a

Name of attribute schema

--password-file, -f

File name that contains password of administrator.

--range, -r

Start range

--schematype, -t

Type of schema.
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--servicename, -s

Name of service.

[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-syntax

Set syntax member of attribute schema.

Usage: ssoadm set-attr-syntax --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributeschema, -a

Name of attribute schema

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

--syntax, -x

Attribute Schema Syntax

[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-type

Set type member of attribute schema.

Usage: ssoadm set-attr-type --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--attributeschema, -a

Name of attribute schema

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

--type, -p

Attribute Schema Type

[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-ui-type

Set UI type member of attribute schema.

Usage: ssoadm set-attr-ui-type --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributeschema, -a

Name of attribute schema

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

--uitype, -p

Attribute Schema UI Type
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[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-validator

Set attribute schema validator.

Usage: ssoadm set-attr-validator --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributeschema, -a

Name of attribute schema

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

--validator, -r

validator class name

[--subschemaname, -c]

Name of sub schema.

ssoadm set-attr-view-bean-url

Set properties view bean URL member of attribute schema.

Usage: ssoadm set-attr-view-bean-url --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--attributeschema, -a

Name of attribute schema

PingAM Reference

Copyright © 2025 Ping Identity Corporation 827



--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

--url, -r

Attribute Schema Properties View Bean URL

[--subschemaname, -c]

Name of sub schema.

ssoadm set-entitlement-conf

Set entitlements service configuration

Usage: ssoadm set-entitlement-conf --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

[--attributevalues, -a]

Attribute values such as evalThreadSize=4.

[--datafile, -D]

Name of file that contains attribute values data. Possible attributes are evalThreadSize, searchThreadSize, policyCacheSize
and indexCacheSize.

ssoadm set-identity-attrs

Set attribute values of an identity

Usage: ssoadm set-identity-attrs --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--attributevalues, -a]

Attribute values such as homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm set-identity-svc-attrs

Set service attribute values of an identity

Usage: ssoadm set-identity-svc-attrs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.
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--servicename, -s

Name of service.

[--attributevalues, -a]

Attribute values such as homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm set-inheritance

Set Inheritance value of Sub Schema.

Usage: ssoadm set-inheritance --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--inheritance, -r

Value of Inheritance.

--password-file, -f

File name that contains password of administrator.

--schematype, -t

Type of schema.

--servicename, -s

Name of service.

--subschemaname, -c

Name of sub schema.

ssoadm set-plugin-viewbean-url

Set properties view bean URL of plug-in schema.

Usage: ssoadm set-plugin-viewbean-url --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--interfacename, -i

Name of interface.

--password-file, -f

File name that contains password of administrator.

--pluginname, -g

Name of Plug-in.

--servicename, -s

Name of service.

--url, -r

Properties view bean URL.

ssoadm set-realm-attrs

Set attribute values of a realm.

Usage: ssoadm set-realm-attrs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service.

[--append, -p]

Set this flag to append the values to existing ones.

[--attributevalues, -a]

Attribute values such as homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.
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ssoadm set-realm-svc-attrs

Set attribute values of a service that is assigned to a realm. Long content for an attribute can be supplied in a file by appending '-
file' to the attribute name, and giving the filename as the value.

Usage: ssoadm set-realm-svc-attrs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service.

[--append, -p]

Set this flag to append the values to existing ones.

[--attributevalues, -a]

Attribute values such as homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm set-revision-number

Set service schema revision number.

Usage: ssoadm set-revision-number --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.
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--revisionnumber, -r

Revision Number

--servicename, -s

Name of service.

ssoadm set-site-id

Set the ID of a site.

Usage: ssoadm set-site-id --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--siteid, -i

Site’s ID, such as 10

--sitename, -s

Site name, such as mysite

ssoadm set-site-pri-url

Set the primary URL of a site.

Usage: ssoadm set-site-pri-url --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--sitename, -s

Site name, such as mysite

--siteurl, -i

Site’s primary URL, such as http://site.www.example.com:8080
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ssoadm set-site-sec-urls

Set Site Secondary URLs.

Usage: ssoadm set-site-sec-urls --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--secondaryurls, -a

Secondary URLs

--sitename, -s

Site name, such as mysite

ssoadm set-sub-cfg

Set sub configuration. Long content for an attribute can be supplied in a file by appending '-file' to the attribute name, and giving
the filename as the value.

Usage: ssoadm set-sub-cfg --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--operation, -o

Operation (either add/set/delete) to be performed on the sub configuration.

--password-file, -f

File name that contains password of administrator.

--servicename, -s

Name of service.

--subconfigname, -g

Name of sub configuration.
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[--attributevalues, -a]

Attribute values such as homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

[--realm, -e]

Name of realm (Sub Configuration shall be set to global configuration if this option is not provided).

ssoadm set-svc-attrs

Set service attribute values in a realm. Long content for an attribute can be supplied in a file by appending '-file' to the attribute
name, and giving the filename as the value.

Usage: ssoadm set-svc-attrs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service.

[--attributevalues, -a]

Attribute values such as homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm set-svc-i18n-key

Set service schema i18n key.

Usage: ssoadm set-svc-i18n-key --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--i18nkey, -k

I18n Key.

--password-file, -f

File name that contains password of administrator.

--servicename, -s

Name of service.

ssoadm set-svc-view-bean-url

Set service schema properties view bean URL.

Usage: ssoadm set-svc-view-bean-url --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servicename, -s

Name of service.

--url, -r

Service Schema Properties View Bean URL

ssoadm set-svrcfg-xml

Set server configuration XML to centralized data store

Usage: ssoadm set-svrcfg-xml --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.
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--servername, -s

Server name, such as http://www.example.com:8080/fam

--xmlfile, -X

XML file that contains configuration.

ssoadm show-agent

Show agent profile.

Usage: ssoadm show-agent --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--agentname, -b

Name of agent.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--includepassword, -p]

Include the hashed password in the export.

[--inherit, -i]

Set this to inherit properties from parent group.

[--outfile, -o]

Filename where configuration is written to.

ssoadm show-agent-grp

Show agent group profile.

Usage: ssoadm show-agent-grp --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--agentgroupname, -b

Name of agent group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--outfile, -o]

Filename where configuration is written to.

ssoadm show-agent-membership

List agent’s membership.

Usage: ssoadm show-agent-membership --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--agentname, -b

Name of agent.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm show-agent-types

Show agent types.

Usage: ssoadm show-agent-types --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.
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ssoadm show-app-priv

Show policy set privilege.

Usage: ssoadm show-app-priv --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Name of policy set privilege

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

ssoadm show-appl

Show policy set attributes.

Usage: ssoadm show-appl --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Policy set name

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

ssoadm show-appl-type

Show application type details.

Usage: ssoadm show-appl-type --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--name, -m

Application Type name

--password-file, -f

File name that contains password of administrator.

ssoadm show-auth-modules

Show the supported authentication modules in the system.

Usage: ssoadm show-auth-modules --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

ssoadm show-data-types

Show the supported data type in the system.

Usage: ssoadm show-data-types --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

ssoadm show-datastore

Show data store profile.

Usage: ssoadm show-datastore --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--name, -m

Name of datastore.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm show-entitlement-conf

Display entitlements service configuration

Usage: ssoadm show-entitlement-conf --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

ssoadm show-identity-ops

Show the allowed operations of an identity a realm

Usage: ssoadm show-identity-ops --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idtype, -t

Type of Identity such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm show-identity-svc-attrs

Show the service attribute values of an identity
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Usage: ssoadm show-identity-svc-attrs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

--servicename, -s

Name of service.

ssoadm show-identity-types

Show the supported identity type in a realm

Usage: ssoadm show-identity-types --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm show-members

Show the members of an identity. For example show the members of a role

Usage: ssoadm show-members --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.

--membershipidtype, -m

Membership identity type.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm show-memberships

Show the memberships of an identity. For sample show the memberships of an user.

Usage: ssoadm show-memberships --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such as User, Role and Group.

--membershipidtype, -m

Membership identity type.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.
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ssoadm show-privileges

Show privileges assigned to an identity

Usage: ssoadm show-privileges --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--idname, -i

Name of identity.

--idtype, -t

Type of Identity such Role and Group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

ssoadm show-realm-svcs

Show services in a realm.

Usage: ssoadm show-realm-svcs --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--mandatory, -y]

Include Mandatory services.

ssoadm show-site

Show site profile.
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Usage: ssoadm show-site --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--sitename, -s

Site name, such as mysite

ssoadm show-site-members

Display members of a site.

Usage: ssoadm show-site-members --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--sitename, -s

Site name, such as mysite

ssoadm start-recording

Start recording a bundle that contains troubleshooting information, including debug logs, thread dumps, and environment
information.

Usage: ssoadm start-recording --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--jsonfile, -J

JSON control file for a recording operation.

--password-file, -f

File name that contains password of administrator.
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--servername, -s

Server name, such as http://openam.example.com:8080/openam

ssoadm stop-recording

Stop an active recording operation.

Usage: ssoadm stop-recording --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servername, -s

Server name, such as http://openam.example.com:8080/openam

ssoadm unregister-auth-module

Unregisters authentication module.

Usage: ssoadm unregister-auth-module --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--authmodule, -a

Java class name of authentication module.

--password-file, -f

File name that contains password of administrator.

ssoadm update-agent

Update agent configuration.

Usage: ssoadm update-agent --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.
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--agentname, -b

Name of agent.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--attributevalues, -a]

Properties such as homeaddress=here .

[--datafile, -D]

Name of file that contains properties.

[--set, -s]

Set this flag to overwrite properties values.

ssoadm update-agent-grp

Update agent group configuration.

Usage: ssoadm update-agent-grp --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--agentgroupname, -b

Name of agent group.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--attributevalues, -a]

Properties such as homeaddress=here .

[--datafile, -D]

Name of file that contains properties.
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[--set, -s]

Set this flag to overwrite properties values.

ssoadm update-app-priv

Update a policy set privilege.

Usage: ssoadm update-app-priv --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Name for the this delegation

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

[--actions, -a]

Possible values are READ, MODIFY, DELEGATE, ALL

[--description, -p]

Description for the this delegation.

ssoadm update-app-priv-resources

Set policy set privilege resources. Note that policy sets are cached for 30 minutes. Restart OpenAM to apply changes immediately.

Usage: ssoadm update-app-priv-resources --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--application, -t

Policy set name

--name, -m

Name for the this delegation
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--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

[--add, -p]

Resources are added to this policy set if this option is set. Otherwise, resources in the current policy set privilege will be
overwritten.

[--resources, -r]

Resources to delegate. All resources in the policy set will be delegated if this option is absent.

ssoadm update-app-priv-subjects

Set policy set privilege subjects.

Usage: ssoadm update-app-priv-subjects --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Name for the this delegation

--password-file, -f

File name that contains password of administrator.

--realm, -e

Realm name

--subjects, -s

Subject name

--subjecttype, -b

Possible values are User or Group

[--add, -p]

Subjects are added to this policy set if this option is set. Otherwise, subjects in the current policy set privilege will be
overwritten.
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ssoadm update-auth-cfg-entr

Set authentication configuration entries

Usage: ssoadm update-auth-cfg-entr --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Name of authentication configuration.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--datafile, -D]

Name of file that contains formatted authentication configuration entries in this format name|flag|options. option can be
REQUIRED, OPTIONAL, SUFFICIENT, REQUISITE, such as myauthmodule|REQUIRED|my options .

[--entries, -a]

Formatted authentication configuration entries in this format name|flag|options. Option can be REQUIRED, OPTIONAL,
SUFFICIENT, REQUISITE, such as myauthmodule|REQUIRED|my options .

ssoadm update-auth-cfg-props

Set authentication configuration properties

Usage: ssoadm update-auth-cfg-props --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Name of authentication configuration.

--password-file, -f

File name that contains password of administrator.
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--realm, -e

Name of realm.

[--attributevalues, -a]

authentication configuration properties, valid configuration keys are: iplanet-am-auth-login-failure-url, iplanet-am-auth-
login-success-url and iplanet-am-auth-post-login-process-class.

[--datafile, -D]

Name of file that contains authentication configuration properties.

ssoadm update-auth-instance

Update authentication instance values

Usage: ssoadm update-auth-instance --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--name, -m

Name of authentication instance.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--attributevalues, -a]

Attribute values such as homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm update-datastore

Update data store profile.

Usage: ssoadm update-datastore --options [--global-options]

Options
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--adminid, -u

Administrator ID of running the command.

--name, -m

Name of datastore.

--password-file, -f

File name that contains password of administrator.

--realm, -e

Name of realm.

[--attributevalues, -a]

Attribute values such as sunIdRepoClass=com.sun.identity.idm.plugins.files.FilesRepo.

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm update-entity-keyinfo

Update XML signing and encryption key information in hosted entity metadata.

Usage: ssoadm update-entity-keyinfo --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--entityid, -y

Entity ID

--password-file, -f

File name that contains password of administrator.

[--idpecertalias, -g]

Identity provider encryption certificate aliases.

[--idpscertalias, -b]

Identity provider signing certificate aliases

[--realm, -e]

Realm where entity resides.
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[--specertalias, -r]

Service provider encryption certificate aliases

[--spec, -c]

Specify metadata specification, either wsfed, idff or saml2, defaults to saml2

[--spscertalias, -a]

Service provider signing certificate aliases

ssoadm update-server-cfg

Update server configuration.

Usage: ssoadm update-server-cfg --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.

--servername, -s

Server name, such as http://www.example.com:8080/fam , or enter default to update default server configuration.

[--attributevalues, -a]

Attribute values such as homeaddress=here .

[--datafile, -D]

Name of file that contains attribute values data.

ssoadm update-svc

Update service.

Usage: ssoadm update-svc --options [--global-options]

Options

--adminid, -u

Administrator ID of running the command.

--password-file, -f

File name that contains password of administrator.
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--xmlfile, -X

XML file(s) that contains schema.

[--continue, -c]

Continue updating service if one or more previous services cannot be updated.

Set multiple attributes in a single ssoadm command

You can set multiple attributes in a single ssoadm  command by using a text file or by specifying multiple attributes with the -a
option.

Text file

Create a text file with each property on each line followed by a line feed and save the file for example, as TEXT_FILE :

iplanet-am-session-max-session-time=150
iplanet-am-session-max-idle-time=15
iplanet-am-session-max-caching-time=5

Run the ssoadm  command specifying the name of the file with the --datafile  ( -D ) option:

$ ./ssoadm set-attr-defs \
  --servicename iPlanetAMSessionService \
  --schematype dynamic \
  --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
  --password-file passwordfile \
  --datafile TEXT_FILE

The --attributevalues option

Run ssoadm  using the --attributevalues  ( -a ) option. Separate each attribute with a space:

$ ./ssoadm set-attr-defs \
  --servicename iPlanetAMSessionService \
  --schematype dynamic \
  --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
  --password-file passwordfile \
  --attributevalues \
      iplanet-am-session-max-session-time=150 \
      iplanet-am-session-max-idle-time=15 \
      iplanet-am-session-max-caching-time=5

1. 

2. 
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Core authentication attributes

Every AM realm has a set of authentication properties that applies to all authentication performed to that realm. The settings are
referred to as core authentication attributes.

To configure core authentication attributes for an entire AM deployment, go to Configure > Authentication in the AM admin UI,
and click Core Attributes.

To override the global core authentication configuration in a realm, go to Realms > Realm Name > Authentication > Settings in
the AM admin UI.

amster  service name: Authentication

ssoadm  service name: iPlanetAMAuthService

The following properties are available under the Global Attributes tab:

Pluggable Authentication Module Classes

Lists the authentication modules classes available to AM. If you have custom authentication modules, add classes to this
list that extend from the com.sun.identity.authentication.spi.AMLoginModule  class.

For more information about custom authentication modules, see Creating a Custom Authentication Module.

amster  attribute: authenticators

ssoadm  attribute: iplanet-am-auth-authenticators

LDAP Connection Pool Size

Sets a minimum and a maximum number of LDAP connections to be used by any authentication module that connects to
a specific directory server. This connection pool is different than the SDK connection pool configured in 
serverconfig.xml  file.

Format is host:port:minimum:maximum .

This attribute is for LDAP and Membership authentication modules only.

amster  attribute: ldapConnectionPoolSize

ssoadm  attribute: iplanet-am-auth-ldap-connection-pool-size

Default LDAP Connection Pool Size

Sets the default minimum and maximum number of LDAP connections to be used by any authentication module that
connects to any directory server. This connection pool is different than the SDK connection pool configured in 
serverconfig.xml  file.

Format is minimum:maximum .

When tuning for production, start with 10 minimum, 65 maximum. For example, 10:65 .

info
This setting applies only to modules within authentication chains.

Note
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This attribute is for LDAP and Membership authentication modules only.

amster  attribute: ldapConnectionPoolDefaultSize

ssoadm  attribute: iplanet-am-auth-ldap-connection-pool-default-size

Remote Auth Security

When enabled, AM requires the authenticating application to send its SSO token. This allows AM to obtain the username
and password associated with the application.

amster  attribute: remoteAuthSecurityEnabled

ssoadm  attribute: sunRemoteAuthSecurityEnabled

Keep Post Process Objects for Logout Processing

When enabled, AM stores instances of post-processing classes into the user session. When the user logs out, the original
post-processing classes are called instead of new instances. This may be required for special logout processing.

Enabling this setting increases the memory usage of AM.

amster  attribute: keepPostProcessInstances

ssoadm  attribute: sunAMAuthKeepPostProcessInstances

The following properties are available under the Core tab:

Administrator Authentication Configuration

Specifies the default authentication chain or tree used when an administrative user, such as amAdmin , logs in to the AM
admin UI.

ssoadm  attribute: iplanet-am-auth-admin-auth-module

Organization Authentication Configuration

Specifies the default authentication chain or tree used when a non-administrative user logs in to AM.

amster  attribute: orgConfig

ssoadm  attribute: iplanet-am-auth-org-config

The following properties are available under the User Profile tab:

User Profile

Specifies whether a user profile needs to exist in the user data store, or should be created on successful authentication.
The possible values are:

true. Dynamic.

After successful authentication, AM creates a user profile if one does not already exist. AM then issues the SSO
token. AM creates the user profile in the user data store configured for the realm.

Reference PingAM

856 Copyright © 2025 Ping Identity Corporation



createAlias. Dynamic with User Alias.

After successful authentication, AM creates a user profile that contains the User Alias List  attribute, which
defines one or more aliases for mapping a user’s multiple profiles.

ignore. Ignored.

After successful authentication, AM issues an SSO token regardless of whether a user profile exists in the data
store. The presence of a user profile is not checked.

false. Required.

After successful authentication, the user must have a user profile in the user data store configured for the realm in
order for AM to issue an SSO token.

ssoadm  attribute: iplanet-am-auth-dynamic-profile-creation . Set this attribute’s value to one of the following: 
true , createAlias , ignore , or false .

User Profile Dynamic Creation Default Roles

Specifies the distinguished name (DN) of a role to be assigned to a new user whose profile is created when either the 
true  or createAlias  options are selected under the User Profile property. There are no default values. The role
specified must be within the realm for which the authentication process is configured.

This role can be either an AM or Sun DSEE role, but it cannot be a filtered role. If you wish to automatically assign specific
services to the user, you have to configure the Required Services property in the user profile.

amster  attribute: defaultRole

ssoadm  attribute: iplanet-am-auth-default-role

Alias Search Attribute Name

After a user is successfully authenticated, the user’s profile is retrieved. AM first searches for the user based on the data
store settings. If that fails to find the user, AM will use the attributes listed here to look up the user profile. This setting
accepts any data store specific attribute name.

amster  attribute: aliasAttributeName

ssoadm  attribute: iplanet-am-auth-alias-attr-name

warning
Any functionality which needs to map values to profile attributes, such as SAML or OAuth 2.0, will not
operate correctly if the User Profile property is set to ignore .

Warning

info
This functionality is deprecated.

Note
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The following properties are available under the Account Lockout tab:

Login Failure Lockout Mode

When enabled, AM deactivates the LDAP attribute defined in the Lockout Attribute Name property in the user’s profile
upon login failure. This attribute works in conjunction with the other account lockout and notification attributes.

amster  attribute: loginFailureLockoutMode

ssoadm  attribute: iplanet-am-auth-login-failure-lockout-mode

Login Failure Lockout Count

Defines the number of attempts that a user has to authenticate within the time interval defined in Login Failure Lockout
Interval before being locked out.

amster  attribute: loginFailureCount

ssoadm  attribute: iplanet-am-auth-login-failure-count

Login Failure Lockout Interval

Defines the time in minutes during which failed login attempts are counted. If one failed login attempt is followed by a
second failed attempt within this defined lockout interval time, the lockout count starts, and the user is locked out if the
number of attempts reaches the number defined by the Login Failure Lockout Count property. If an attempt within the
defined lockout interval time proves successful before the number of attempts reaches the number defined by the Login
Failure Lockout Count property, the lockout count is reset.

amster  attribute: loginFailureDuration

ssoadm  attribute: iplanet-am-auth-login-failure-duration

Email Address to Send Lockout Notification

Specifies one or more email addresses to which notification is sent if a user lockout occurs.

Separate multiple addresses with spaces, and append |locale|charset  to addresses for recipients in non-English
locales.

info
If the Alias Search Attribute Name  property is empty, AM uses the iplanet-am-auth-user-naming-attr
property from the iPlanetAmAuthService . The iplanet-am-auth-user-naming-attr  property is only
configurable through the ssoadm  command-line tool and not through the AM admin UI.

$ ssoadm get-realm-svc-attrs \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file PATH_TO_PWDFILE \
--realm REALM \
--servicename iPlanetAMAuthService$ ssoadm set-realm-svc-attrs \
 --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
 --password-file PATH_TO_PWDFILE \
 --realm REALM \
 --servicename iPlanetAMAuthService \
 --attributevalues iplanet-am-auth-user-naming-attr=SEARCH_ATTRIBUTE

Note
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amster  attribute: lockoutEmailAddress

ssoadm  attribute: iplanet-am-auth-lockout-email-address

Warn User After N Failures

Specifies the number of authentication failures after which AM displays a warning message that the user will be locked
out.

ssoadm  attribute: iplanet-am-auth-lockout-warn-user

Login Failure Lockout Duration

Defines how many minutes a user must wait after a lockout before attempting to authenticate again. Entering a value
greater than 0 enables duration lockout and disables persistent (physical) lockout. Duration lockout means the user’s
account is locked for the number of minutes specified. The account is unlocked after the time period has passed.

amster  attribute: lockoutDuration

ssoadm  attribute: iplanet-am-auth-lockout-duration

Lockout Duration Multiplier

For duration lockout, this attribute defines a multiplier that is applied to the value of the Login Failure Lockout Duration for
each successive lockout. For example, if Login Failure Lockout Duration is set to 3 minutes, and the Lockout Duration
Multiplier is set to 2, the user is locked out of the account for 6 minutes. After the 6 minutes has elapsed, if the user again
provides the wrong credentials, the lockout duration is then 12 minutes. With the Lockout Duration Multiplier, the lockout
duration is incrementally increased based on the number of times the user has been locked out.

amster  attribute: lockoutDurationMultiplier

ssoadm  attribute: sunLockoutDurationMultiplier

Lockout Attribute Name

Defines the LDAP attribute used for physical lockout. The default attribute is inetuserstatus , although the field in the
AM admin UI is empty. The Lockout Attribute Value field must also contain an appropriate value.

amster  attribute: lockoutAttributeName

ssoadm  attribute: iplanet-am-auth-lockout-attribute-name

Lockout Attribute Value

Specifies the action to take on the attribute defined in Lockout Attribute Name. The default value is inactive , although
the field in the AM admin UI is empty. The Lockout Attribute Name field must also contain an appropriate value.

amster  attribute: lockoutAttributeValue

ssoadm  attribute: iplanet-am-auth-lockout-attribute-value

Invalid Attempts Data Attribute Name

Specifies the LDAP attribute used to hold the number of failed authentication attempts towards Login Failure Lockout
Count. Although the field appears empty in the AM admin UI, AM stores this data in the 
sunAMAuthInvalidAttemptsDataAttrName  attribute defined in the sunAMAuthAccountLockout  objectclass by default.
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amster  attribute: invalidAttemptsDataAttributeName

ssoadm  attribute: sunAMAuthInvalidAttemptsDataAttrName

Store Invalid Attempts in Data Store

When enabled, AM stores the information regarding failed authentication attempts as the value of the Invalid Attempts
Data Attribute Name in the user data store. Information stored includes number of invalid attempts, time of last failed
attempt, lockout time and lockout duration. Storing this information in the identity repository allows it to be shared among
multiple instances of AM.

Enable this property to track invalid log in attempts when using server-side or client-side authentication sessions.

amster  attribute: storeInvalidAttemptsInDataStore

ssoadm  attribute: sunStoreInvalidAttemptsInDS

The following properties are available under the General tab:

Default Authentication Locale

Specifies the default language subtype to be used by the Authentication service. The default value is en_US .

amster  attribute: locale

ssoadm  attribute: iplanet-am-auth-locale

Identity Types

Lists the type or types of identities used during a profile lookup. You can choose more than one to search on multiple
types if you would like AM to conduct a second lookup if the first lookup fails.

amster  attribute: identityType

ssoadm  attribute: sunAMIdentityType

The possible values are:

Agent

Searches for identities under your agents.

agentgroup

Searches for identities according to your established agent group.

agentonly

Searches for identities only under your agents.

info
This setting applies only to modules within authentication chains.

Note
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Group

Searches for identities according to your established groups.

User

Searches for identities according to your users.

Default: Agent  and User .

Pluggable User Status Event Classes

Specifies one or more Java classes used to provide a callback mechanism for user status changes during the
authentication process. The Java class must implement the com.sun.identity.authentication.spi.AMAuthCallBack
interface. AM supports account lockout and password changes. AM supports password changes through the LDAP
authentication module, and so the feature is only available for the LDAP module.

A .jar  file containing the user status event class belongs in the WEB-INF/lib  directory of the deployed AM instance. If
you do not build a .jar  file, add the class files under WEB-INF/classes .

amster  attribute: userStatusCallbackPlugins

ssoadm  attribute: sunAMUserStatusCallbackPlugins

Use Client-Side Sessions

When enabled, AM assigns client-side sessions to users authenticating to this realm. Otherwise, AM users authenticating to
this realm are assigned server-side sessions.

For more information about sessions, see Introduction to sessions.

amster  attribute: statelessSessionsEnabled

ssoadm  attribute: openam-auth-stateless-sessions

Two Factor Authentication Mandatory

When enabled, users authenticating to a chain that includes a ForgeRock Authenticator (OATH) module are always
required to perform authentication using a registered device before they can access AM. When not selected, users can opt
to forego registering a device and providing a token and still successfully authenticate.

Letting users choose not to provide a verification token while authenticating carries implications beyond the required , 
optional , requisite , or sufficient  flag settings on the ForgeRock Authenticator (OATH) module in the authentication
chain.

amster  attribute: twoFactorRequired

ssoadm  attribute: forgerockTwoFactorAuthMandatory

info
The Two Factor Authentication Mandatory  property only applies to modules within authentication chains,
and does not affect nodes within authentication trees.

Note
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For example, suppose you configured authentication as follows:

The ForgeRock Authenticator (OATH) module is in an authentication chain.

The ForgeRock Authenticator (OATH) module has the required  flag set.

Two Factor Authentication Mandatory is not selected.

Users authenticating to the chain can authenticate successfully without providing tokens from their devices. The reason for
successful authentication in this case is that the required  setting relates to the execution of the ForgeRock Authenticator
(OATH) module itself. Internally, the ForgeRock Authenticator (OATH) module has the ability to forego processing a token
while still returning a passing status to the authentication chain.

External Login Page URL

Specifies the URL of the external login user interface, if the authentication user interface is hosted separately from AM.

When set, AM will use the provided URL as the base of the resume URI, rather than using the Base URL Source Service to
obtain the base URL. AM will use this URL when constructing the resume URI if authentication is suspended in an
authentication tree.

For more information about the Base URL Source Service, see Configure the Base URL source service.

amster  attribute: externalLoginPageUrl

ssoadm  attribute: externalLoginPageUrl

Default Authentication Level

Specifies the default authentication level for authentication modules.

amster  attribute: defaultAuthLevel

ssoadm  attribute: iplanet-am-auth-default-auth-level

The following properties are available under the Trees tab, and apply only to authentication nodes and trees:

Authentication session state management scheme

Specifies the location where AM stores authentication sessions.

Possible values are:

CTS . AM stores authentication sessions server-side, in the CTS token store.

JWT . AM sends the authentication session to the client as a JWT.

• 

• 

• 

info
This setting only applies to nodes within authentication trees, and does not affect modules within
authentication chains.

Note

info
This setting applies only to modules within authentication chains.

Note

• 

• 
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In-Memory . AM stores authentication sessions in its memory.

For more information on authentication session storage locations, and the requirements for each, see Introduction to
sessions.

Default: JWT  (new installations), In-Memory  (after upgrade)

amster  attribute: authenticationSessionsStateManagement

ssoadm  attribute: openam-auth-authentication-sessions-state-management-scheme

Max duration (minutes)

Specifies the maximum allowed duration of an authentication session, including any time spent in the suspended state, in
minutes.

Values from 1  to 2147483647  are allowed.

Default: 5

amster  attribute: authenticationSessionsMaxDuration

ssoadm  attribute: openam-auth-authentication-sessions-max-duration

Suspended authentication duration (minutes)

Specifies the length of time an authentication session can be suspended, in minutes.

Suspending an authentication session allows time for out-of-band authentication methods, such as responding to emailed
codes or performing an action on an additional device. The value must be less than or equal to the total time allowed for
an authentication session, specified in the Max duration (minutes)  property.

Values from 1  to 2147483647  are allowed.

Default: 5

ssoadm  attribute: suspendedAuthenticationTimeout

Enable Allowlisting

When enabled, AM allowlists authentication sessions to protect them against replay attacks.

Default: Disabled

amster  attribute: authenticationSessionsWhitelist

ssoadm  attribute: openam-auth-authentication-sessions-whitelist

Stops sending tokenId

When HttpOnly session cookies are enabled and a client calls the /json/authenticate  endpoint with a valid SSO token,
AM returns an empty tokenId  field.

Disable this property to have AM send a valid token ID in this scenario.

• 
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Default: Enabled

amster  attribute: authenticationTreeCookieHttpOnly

ssoadm  attribute: authenticationTreeCookieHttpOnly

The following properties are available under the Security tab:

Module Based Authentication

When enabled, users can authenticate using module-based authentication. Otherwise, all attempts at authentication using
the module=module-name  login parameter result in failure.

ForgeRock recommends disabling module-based authentication in production environments.

amster  attribute: moduleBasedAuthEnabled

ssoadm  attribute: sunEnableModuleBasedAuth

Persistent Cookie Encryption Certificate Alias

Specifies the key pair alias in the AM keystore to use for encrypting persistent cookies.

Default: test

amster  attribute: keyAlias

ssoadm  attribute: iplanet-am-auth-key-alias

Zero Page Login

When enabled, AM allows users to authenticate using only GET request parameters without showing a login screen.

AM always allows HTTP POST requests for zero page login.

Default: false (disabled)

error
For security reasons, you should leave this property enabled. If you have migrated an existing deployment,
adjust your clients to expect an empty token ID, then enable this property. 

Caution

info
This setting applies only to modules within authentication chains.

Note

info
This setting only applies to nodes within authentication trees, and does not affect modules within
authentication chains.

Note

error
Enable with caution as browsers can cache credentials and servers can log credentials when they are part of
the URL.

Caution
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amster  attribute: zeroPageLoginEnabled

ssoadm  attribute: openam.auth.zero.page.login.enabled

Zero Page Login Referer Allowlist

Lists the HTTP referer URLs for which AM allows zero page login. These URLs are supplied in the Referer  HTTP request
header, allowing clients to specify the web page that provided the link to the requested resource.

When zero page login is enabled, including the URLs for the pages from which to allow zero page login will provide some
mitigation against Login Cross-Site Request Forgery (CSRF) attacks. Leave this list blank to allow zero page login from any
Referer.

This setting applies for both HTTP GET and also HTTP POST requests for zero page login.

amster  attribute: zeroPageLoginReferrerWhiteList

ssoadm  attribute: openam.auth.zero.page.login.referer.whitelist

Zero Page Login Allowed Without Referer?

When enabled, allows zero page login for requests without an HTTP Referer  request header. Zero page login must also
be enabled.

Enabling this setting reduces the risk of login CSRF attacks with zero page login enabled, but may potentially deny
legitimate requests.

amster  attribute: zeroPageLoginAllowedWithoutReferrer

ssoadm  attribute: openam.auth.zero.page.login.allow.null.referer

Add clear-site-data Header on Logout

When enabled, AM adds the Clear-Site-Data header to successful logout responses. The Clear-Site-Data  directive
instructs the browser to delete relevant site data on logout. This directive includes cache , cookies , storage , and 
executionContexts .

Default: true (enabled)

amster  attribute: addClearSiteDataHeader

Organization Authentication Signing Secret

Specifies a cryptographically-secure random-generated HMAC shared secret for signing RESTful authentication requests.
When users attempt to authenticate to the UI, AM signs a JSON Web Token (JWT) containing this shared secret. The JWT
contains the authentication session ID, realm, and authentication index type value, but does not contain the user’s
credentials.

info
This setting applies only to modules within authentication chains.

Note

info
This setting applies only to modules within authentication chains.

Note
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When modifying this value, ensure the new shared secret is Base-64 encoded and at least 128 bits in length.

amster  attribute: sharedSecret

ssoadm  attribute: iplanet-am-auth-hmac-signing-shared-secret

The following properties are available under the Post Authentication Processing tab:

Default Success Login URL

Accepts a list of values that specifies where users are directed after successful authentication. The format of this attribute
is client-type|URL  although the only value you can specify at this time is a URL which assumes the type HTML. The
default value is /openam/console . Values that do not specify HTTP have that appended to the deployment URI.

amster  attribute: loginSuccessUrl

ssoadm  attribute: iplanet-am-auth-login-success-url

Default Failure Login URL

Accepts a list of values that specifies where users are directed after authentication has failed. The format of this attribute
is client-type|URL  although the only value you can specify at this time is a URL which assumes the type HTML. Values
that do not specify HTTP have that appended to the deployment URI.

amster  attribute: loginFailureUrl

ssoadm  attribute: iplanet-am-auth-login-failure-url

Authentication Post Processing Classes

Specifies one or more Java classes used to customize post-authentication processes for successful or unsuccessful logins.
The Java class must implement the com.sun.identity.authentication.spi.AMPostAuthProcessInterface  AM interface.

A .jar  file containing the post processing class belongs in the WEB-INF/lib  directory of the deployed AM instance. If you
do not build a .jar  file, add the class files under WEB-INF/classes . For deployment, add the .jar  file or classes into a
custom AM .war  file.

For information on creating post-authentication plugins, see Create Post-Authentication Plugins for Chains.

amster  attribute: loginPostProcessClass

ssoadm  attribute: iplanet-am-auth-post-login-process-class

Generate UserID Mode

When enabled, the Membership module generates a list of alternate user identifiers if the one entered by a user during
the self-registration process is not valid or already exists. The user IDs are generated by the class specified in the
Pluggable User Name Generator Class property.

info
This setting applies only to modules within authentication chains.
For information about post-authentication processing for trees, see Create post-authentication hooks for
trees.

Note

Reference PingAM

866 Copyright © 2025 Ping Identity Corporation



amster  attribute: usernameGeneratorEnabled

ssoadm  attribute: iplanet-am-auth-username-generator-enabled

Pluggable User Name Generator Class

Specifies the name of the class used to generate alternate user identifiers when Generate UserID Mode is enabled. The
default value is com.sun.identity.authentication.spi.DefaultUserIDGenerator .

amster  attribute: usernameGeneratorClass

ssoadm  attribute: iplanet-am-auth-username-generator-class

User Attribute Mapping to Session Attribute

Enables the authenticating user’s identity attributes (stored in the identity repository) to be set as session properties in the
user’s SSO token. The value takes the format User-Profile-Attribute|Session-Attribute-Name . If Session-Attribute-
Name is not specified, the value of User-Profile-Attribute is used. All session attributes contain the am.protected  prefix to
ensure that they cannot be edited by the client applications.

For example, if you define the user profile attribute as mail  and the user’s email address, available in the user session, as 
user.mail , the entry for this attribute would be mail|user.mail . After a successful authentication, the 
SSOToken.getProperty(String)  method is used to retrieve the user profile attribute set in the session. The user’s email
address is retrieved from the user’s session using the SSOToken.getProperty("am.protected.user.mail")  method call.

Properties that are set in the user session using User Attribute Mapping to Session Attributes cannot be modified (for
example, SSOToken.setProperty(String, String) ). This results in an SSOException . Multivalued attributes, such as 
memberOf , are listed as a single session variable with a |  separator.

When configuring authentication for a realm configured for client-side sessions, be careful not to add so many session
attributes that the session cookie size exceeds the maximum allowable cookie size. For more information about client-side
session cookies, see Session cookies and session security.

amster  attribute: userAttributeSessionMapping

ssoadm  attribute: sunAMUserAttributesSessionMapping

info
This setting applies only to modules within authentication chains.

Note

info
This setting applies only to modules within authentication chains.

Note

info
The User Attribute Mapping to Session Attribute  property only applies to modules within authentication
chains.
For authentication trees, use the Scripted Decision node to retrieve user attributes and session properties,
or the Set Session Properties node for session properties only.

Note
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Deployment configuration

Under Deployment, you can manage different configurations for AM server instances, and site configurations when using
multiple AM server instances.

Configure servers

AM server properties reside in two places:

The default configuration, under Configure > Server Defaults.

Per-server basis configuration, under Deployment > Servers > Server Name.

Default server properties are applied to all server instances, and can be overridden on a per-server basis. Changes to the value of
a default server property are applied to all servers that are not overriding that property. The ability to set default properties and
override them for an individual server lets you keep a set of properties with identical configuration across the environment, while
providing the flexibility to change properties on specific servers when required.

Figure 1. Inherited properties

A closed lock means the property is inherited from the defaults. To change an inherited value click on the lock, and the
property will become localized for that server.

An open lock means the property is localized for this server. To return to the inherited values, click on the lock.

The Advanced section also takes values from the defaults, but the properties do not have locks for inheritance. Instead, if you
want to override a particular advanced property value on a per-server basis, you need to add that property with its new value
under Deployment > Servers > Server Name > Advanced.

• 

• 

• 

• 
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General properties

The General page provides access to properties, such as site configuration, server base installation directory, default locale,
debug levels, and other properties.

Site

The following properties are available under the Site tab:

Parent Site

Specifies the site the server belongs to. The drop-down list defaults to [empty}  until there is at least one site created in
the deployment.

System

The following properties are available under the System tab:

Base installation directory

Specifies the directory where AM’s configuration data and logs reside. For example, /path/to/openam/ .

Property: com.iplanet.services.configpath

Default Locale

Specifies the default locale of the UI pages when the client does not request a locale either by using the locale  query
string parameter or by setting the HTTP header, Accept-Language .

To set the locale when AM cannot find UI files for the requested locale, set the JVM platform locale instead.

Default: en_US

Property: com.iplanet.am.locale

Notification URL

Specifies the URL of the notification service endpoint. For example, https://openam.example.com:443/openam/
notificationservice .

Default: %SERVER_PROTO%://%SERVER_HOST%:%SERVER_PORT%/%SERVER_URI%/notificationservice

Property: com.sun.identity.client.notification.url

info
After changing server configurations, restart AM or the web application container where AM runs for the changes to
take effect unless otherwise noted.

Note

info
The Site tab is only available by navigating to Deployment > Servers > Server Name > General.

Note
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XML Validation

When enabled, AM validates any XML document it parses.

Default: Off

Property: com.iplanet.am.util.xml.validating

Debugging

The following properties are available under the Debugging tab:

Debug Level

Specifies the log level shared across components for debug logging.

Changes to this property take effect immediately. No server restart is necessary.

Default: Error

Property: com.iplanet.services.debug.level

Merge Debug Files

When enabled, AM writes debug log messages to a single file, debug.out . By default, AM writes a debug log per
component.

Changes to this property take effect immediately. No server restart is necessary.

Default: Off

Property: com.iplanet.services.debug.mergeall

Debug Directory

Specifies the path where AM writes debug logs. For example, /path/to/openam/var/debug .

Changes to this property do not take effect until you restart the AM server.

Default: %BASE_DIR%/%SERVER_URI%/var/debug

Property: com.iplanet.services.debug.directory

Mail server

The properties under the Mail Server tab configure the email server AM uses to send notification emails, for example, on account
lockout.

Mail Server Host Name

The hostname of the SMTP server.

Default: localhost

Property: com.iplanet.am.smtphost
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Mail Server Port Number

The port of the SMTP server.

Default: 25

Property: com.iplanet.am.smtpport

Security properties

Most security settings are inherited by default.

Encryption

The following properties are available under the Encryption tab:

Password Encryption Key

Specifies the encryption key for decrypting stored passwords.

The value of the am.encryption.pwd  property must be the same for all deployed servers in a site. You can set the
Password Encryption Key property at Deployment > Servers > Server Name > Security. Verify that all servers have the same
setting for this property.

Example: TF1Aue9c63bWTTY4mmZJeFYubJbNiSE3

property: am.encryption.pwd

Encryption class

Specifies the default class used to handle encryption

Default: com.iplanet.services.util.JCEEncryption

property: com.iplanet.security.encryptor

Secure Random Factory Class

Specifies the class used to provide AM with cryptographically strong random strings. Possible values are the 
com.iplanet.am.util.JSSSecureRandomFactoryImpl  class for JSS and the 
com.iplanet.am.util.SecureRandomFactoryImpl  class for pure Java.

Default: com.iplanet.am.util.SecureRandomFactoryImpl

property: com.iplanet.security.SecureRandomFactorImpl

Validation

The following properties are available under the Validation tab:

info
This is a different email server to the Email service you configure for user self-service. 

Note
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Platform Low Level Comm. Max. Content Length

Specifies the maximum content length for an HTTP request.

Default: 16384

property: com.iplanet.services.comm.server.pllrequest.maxContentLength

Client IP Address Check

When enabled, AM checks client IP addresses when creating and validating SSO tokens.

Default: Disabled

property: com.iplanet.am.clientIPCheckEnabled

Cookie

The following properties are available under the Cookie tab:

Cookie Name

Specifies the cookie name AM uses to set a session handler ID during authentication.

Default: iPlanetDirectoryPro

property: com.iplanet.am.cookie.name

Secure Cookie

When enabled, AM generates secure cookies, which are only transmitted over an encrypted connection like HTTPS.

Default: Disabled

property: com.iplanet.am.cookie.secure

Encode Cookie Value

When enabled, AM URL-encodes the cookie values.

Default: Disabled

property: com.iplanet.am.cookie.encode

Key store

The following properties are available under the Key Store tab:

Keystore File

Specifies the path to the AM keystore file, for example, /path/to/openam/security/keystores/keystore.jceks .

Default: %BASE_DIR%/%SERVER_URI%/keystore.jceks

property: com.sun.identity.saml.xmlsig.keystore
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Keystore Type

Specifies the keystore type, for example JKS , JCEKS , PKCS11 , or PKCS12 .

This can be a custom keystore type, which must be supported by, and configured in, the local Java runtime environment.

Default: JCEKS

property: com.sun.identity.saml.xmlsig.storetype

Keystore Password File

Specifies the path to the password file for the keystore, for example, /path/to/openam/security/secrets/
default/.storepass . The password contained in this file is in cleartext.

Default: %BASE_DIR%/%SERVER_URI%/.storepass

property: com.sun.identity.saml.xmlsig.storepass

Private Key Password File

Specifies the path to the password file for the private key aliases contained in the keystore, for example, /path/to/
openam/security/secrets/default/.keypass . The password contained in this file is in cleartext.

Default: %BASE_DIR%/%SERVER_URI%/.keypass

property: com.sun.identity.saml.xmlsig.keypass

Certificate Alias

Leave the default test  alias.

property: com.sun.identity.saml.xmlsig.certalias

Certificate revocation list caching

The following properties are available under the Certificate Revocation List Caching tab:

LDAP server host name

Specifies the hostname of the LDAP server where AM caches the certificate revocation list (CRL).

property: com.sun.identity.crl.cache.directory.host

LDAP server port number

Specifies the port number of the LDAP server where AM caches the certificate revocation list.

property: com.sun.identity.crl.cache.directory.port

SSL/TLS Enabled

When enabled, AM connects securely to the directory server holding the CRL cache. Ensure that AM trust the certificate
from the LDAP server when enabling this option.

Default: Disabled
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property: com.sun.identity.crl.cache.directory.ssl

LDAP server bind user name

Specifies the bind DN of the service account AM uses to authenticate to the LDAP server holding the CRL cache.

property: com.sun.identity.crl.cache.directory.user

LDAP server bind password

Specifies the bind password of the username set in the LDAP server bind user name property.

property: com.sun.identity.crl.cache.directory.password

LDAP search base DN

Specifies a valid Base DN for the LDAP search, such as dc=example,dc=com .

property: com.sun.identity.crl.cache.directory.searchlocs

Search Attributes

Specifies which DN component of issuer’s subject DN is used to retrieve the CRL in the LDAP server, for example, cn .

property: com.sun.identity.crl.cache.directory.searchattr

Online certificate status protocol check

The following properties are available under the Online Certificate Status Protocol Check tab:

Check Enabled

When enabled, AM checks the revocation status of certificates using the Online Certificate Status Protocol (OCSP).

Default: Disabled

property: com.sun.identity.authentication.ocspCheck

Responder URL

Specifies the URL for the OCSP responder to contact about the revocation status of certificates.

property: com.sun.identity.authentication.ocsp.responder.url

Certificate Nickname

Specifies the nickname for the OCSP responder certificate set in the Responder URL property.

property: com.sun.identity.authentication.ocsp.responder.nickname

Object deserialisation class allowlist

Whitelist

Specifies a list of classes that are considered valid when AM performs object deserialization operations.
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Default: com.iplanet.dpro.session.DNOrIPAddressListTokenRestriction,
com.sun.identity.common.CaseInsensitiveHashMap,com.sun.identity.common.CaseInsensitiveHashSet,

com.sun.identity.common.CaseInsensitiveKey, com.sun.identity.common.configuration.ServerConfigXML,

com.sun.identity.common.configuration.ServerConfigXML$DirUserObject,

com.sun.identity.common.configuration.ServerConfigXML$ServerGroup,

com.sun.identity.common.configuration.ServerConfigXML$ServerObject,

com.sun.identity.console.base.model.SMSubConfig,

com.sun.identity.console.service.model.SMDescriptionData,

com.sun.identity.console.service.model.SMDiscoEntryData,

com.sun.identity.console.session.model.SMSessionData,

com.sun.identity.console.user.model.UMUserPasswordResetOptionsData,

com.sun.identity.shared.datastruct.OrderedSet,com.sun.xml.bind.util.ListImpl,

com.sun.xml.bind.util.ProxyListImpl, java.lang.Boolean,java.lang.Integer,

java.lang.Number,java.lang.StringBuffer, java.net.InetAddress,java.security.cert.Certificate,

java.security.cert.Certificate$CertificateRep, java.util.ArrayList,java.util.Collections$EmptyMap,

java.util.Collections$EmptySet, java.util.Collections$SingletonList, java.util.HashMap,java.util.HashSet,

java.util.LinkedHashSet, java.util.Locale,

org.forgerock.openam.authentication.service.protocol.RemoteCookie,

org.forgerock.openam.authentication.service.protocol.RemoteHttpServletRequest,

org.forgerock.openam.authentication.service.protocol.RemoteHttpServletResponse,

org.forgerock.openam.authentication.service.protocol.RemoteServletRequest,

org.forgerock.openam.authentication.service.protocol.RemoteServletResponse,

org.forgerock.openam.authentication.service.protocol.RemoteSession,

org.forgerock.openam.dpro.session.NoOpTokenRestriction

property: openam.deserialisation.classes.whitelist

Session properties

Session settings are inherited by default.

Session limits

The following properties are available under the Sessions Limits tab:

Maximum Session Cache Size

Specifies the maximum number of sessions to cache in the AM server’s internal session cache.

Default: 5000

property: org.forgerock.openam.session.service.access.persistence.caching.maxsize

Invalidate Session Max Time

Specifies the time in minutes after which invalid server-side sessions are removed from the session table.

Default: 3  (minutes)

property: com.iplanet.am.session.invalidsessionmaxtime
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Statistics

The following properties are available under the Statistics tab:

Logging Interval (in seconds)

Specifies the time in seconds AM delays between logging server-side session statistics. Any value lower than 5  is
interpreted as 5  seconds.

Default: 60

property: com.iplanet.am.stats.interval

State

Specifies whether to write statistics to a File , to the Console , or to turn recording Off .

Default: File

property: com.iplanet.services.stats.state

Directory

Specifies the path where AM writes the statistic files, for example, /path/to/openam/var/stats .

Default: %BASE_DIR%/%SERVER_URI%/var/stats

property: com.iplanet.services.stats.directory

Enable Host Lookup

When enabled, AM performs host lookup during server-side session logging.

Default: Disabled

property: com.sun.am.session.enableHostLookUp

Notification

The following properties are available under the Notification tab:

Notification Pool Size

Specifies the number of threads in the session change notification thread pool. Session notification applies to server-side
sessions only.

Default: 10

property: com.iplanet.am.notification.threadpool.size

Notification Thread Pool Threshold

Specifies the maximum number of tasks in the queue for serving session change notification threads. Session notification
applies to server-side sessions only.

Default: 5000
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property: com.iplanet.am.notification.threadpool.threshold

Validation

The following properties are available under the Validation tab:

Case Insensitive client DN comparison

When enabled, AM performs case insensitive distinguished name comparison.

Default: Enabled

property: com.sun.am.session.caseInsensitiveDN

SDK properties

Most SDK settings are inherited.

Data store

The following properties are available under the Data Store tab:

Enable Datastore Notification

When enabled, AM uses data store notification. Otherwise, AM uses in-memory notification.

Changes to this property take effect immediately. No server restart is necessary.

Default: Enabled

property: com.sun.identity.sm.enableDataStoreNotification

Enable Directory Proxy

When enabled, AM accounts for the use of a directory proxy to access the directory server, for example, by enabling
delegation privileges rather than ACIs for access control to the proxy.

Enable this option if you have deployed Directory Services as a directory proxy in front of a number of additional DS
instances. For more information, see Directory Proxy in the DS documentation.

Default: Disabled

property: com.sun.identity.sm.ldap.enableProxy

Notification Pool Size

Specifies the size of the thread pool used to send notifications. A value of 1  causes notifications to be processed
sequentially, avoiding any potential out-of-order conditions. In production, where configuration is unlikely to change often,
keeping the default of 1  is recommended.

Default: 1

property: com.sun.identity.sm.notification.threadpool.size
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Event service

The following properties are available under the Event Service tab:

Number of retries for Event Service connections

Specifies the maximum number of attempts to reestablish event service connections.

Default: 3

property: com.iplanet.am.event.connection.num.retries

Delay between Event Service connection retries

Specifies the time in milliseconds between attempts to reestablish entry service connections.

Default: 3000

property: com.iplanet.am.event.connection.delay.between.retries

Error codes for Event Service connection retries

Specifies the LDAP error codes for which AM retries rather than returning failure.

Default: 80,81,91

property: com.iplanet.am.event.connection.ldap.error.codes.retries

Disabled Event Service Connection

Specifies which persistent search connections AM can disable. Any connection that is not specified as disabled is enabled.

Multiple values should be separated with a comma , .

Default: aci,um

property: com.sun.am.event.connection.disable.list

Possible values are:

aci . Obtain notification changes to the aci  attribute.

um . Obtain notification changes in AM’s user store. For example, modifying a password.

sm . Obtain notification changes in AM’s configuration store. For example, modifying a realm.

LDAP connection

The following properties are available under the LDAP Connection tab:

Number of retries for LDAP Connection

Specifies the maximum number of attempts to reestablish LDAP connections.

Default: 3

property: com.iplanet.am.ldap.connection.num.retries

• 

• 

• 
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Delay between LDAP connection retries

Specifies the time, in milliseconds, between attempts to reestablish LDAP connections.

Default: 1000

property: com.iplanet.am.ldap.connection.delay.between.retries

Error Codes for LDAP connection retries

Specifies the LDAP error codes for which AM retries rather than returning failure.

Default: 80,81,91

property: com.iplanet.am.ldap.connection.ldap.error.codes.retries

Caching and replica

The following properties are available under the Caching and Replica tab:

SDK Caching Max. Size

Specifies the cache size used when SDK caching is enabled. The size should be an integer greater than 0 , or the default
size of 10000  will be used.

Changes to this property clear the contents of the cache. No server restart is necessary.

Default: 10000

property: com.iplanet.am.sdk.cache.maxSize

SDK Replica Retries

Specifies the maximum number of attempts to retry when an entry not found error is returned to the SDK.

Changes to this property take effect immediately. No server restart is necessary.

Default: 0

property: com.iplanet.am.replica.num.retries

Delay between SDK Replica Retries

Specifies the time in milliseconds between attempts to retrieve entries through the SDK.

Changes to this property take effect immediately. No server restart is necessary.

Default: 1000

property: com.iplanet.am.replica.delay.between.retries

Time to live configuration

The following properties are available under the Time to Live Configuration tab:
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Cache Entry Expiration Enabled

When disabled, cache entries expire based on the User Entry Expiration Time property.

Default: Disabled

property: com.iplanet.am.sdk.cache.entry.expire.enabled

User Entry Expiration Time

Specifies the time in minutes for which user entries remain valid in cache after their last modification. When AM accesses a
user entry that has expired, it reads the entry from the directory server instead of from the cache.

Default: 15

property: com.iplanet.am.sdk.cache.entry.user.expire.time

Default Entry Expiration Time

Specifies the time in minutes for which non-user entries remain valid in cache after their last modification. When AM
accesses a non-user entry that has expired, it reads the entry from the directory server instead of from the cache.

Default: 30

property: com.iplanet.am.sdk.cache.entry.default.expire.time

CTS properties

The Core Token Service (CTS) does not need to be configured in the same LDAP storage as the configuration store. The CTS can
instead be configured on its own external directory server. There are some specific requirements for indexing and replication
which need to be accounted for. In particular, WAN replication is an important consideration which needs to be handled carefully
for optimum performance.

You may also choose to set advanced properties related to token size, including 
com.sun.identity.session.repository.enableEncryption , com.sun.identity.session.repository.enableCompression ,
and com.sun.identity.session.repository.enableAttributeCompression . For more information about these three
properties, see Advanced properties.

CTS token store

The following properties are available under the CTS Token Store tab:

Store Mode

Specifies whether AM stores CTS tokens in the default token store or in an external token store.

CTS tokens are stored in the same data store used for the AM configuration when you specify the Default Token Store
option. When specifying this option, you can only configure the properties available under the CTS Token Store tab.

You can separate the CTS store from the AM configuration on different external servers by selecting the External Token
Store  option. When specifying this option, you can configure the properties available under both the CTS Token Store and
the External Store Configuration tabs.
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Root Suffix

For either default or external token stores, specifies the base DN for CTS storage information in LDAP format, such as 
cn=cts,ou=famrecords,ou=openam-session,ou=tokens . The Root Suffix specifies a database that can be maintained and
replicated separately from the standard user data store.

Max Connections

Specifies the maximum number of remote connections to the external data store. For affinity deployments, this property
specifies the maximum number of remote connections to each directory server in the connection string.

Default: 100

For suggested settings, see Tuning CTS Store LDAP Connections.

Page Size

The number of results per page returned from the underlying CTS datastore.

If the result set is smaller than the page size, the number of results will never be paginated. If larger, the number of pages
returned will be the result set size divided by the page size.

Increasing the page size results in fewer round trips to the CTS datastore when retrieving large result sets.

To return all results and disable pagination, set to 0 .

Default: 0

VLV Page Size

The number of results per page returned from the underlying CTS datastore when using virtual list views (VLVs). Larger
values will result in fewer round trips to the datastore when retrieving large result sets, and VLVs are enabled on the
datastore.

For more information on VLVs, see Virtual List View Index in the DS documentation.

Default: 10

External store configuration

AM honors the following properties when External Token Store  is selected under the CTS Token Store tab:

SSL/TLS Enabled

When enabled, AM accesses the external directory service using StartTLS or SSL.

Connection String(s)

Specifies the ordered list of connection strings for external DS servers. The format is HOST:PORT[|SERVERID[|SITEID]] ,
where HOST:PORT  are the LDAP server and its port. SERVERID  and SITEID  are optional parameters to specify an AM
instance that prioritizes the particular connection. This does not exclude other AM instances from using that connection,
although they must have no remaining priority connections available to them before they use it.

When a failed DS server becomes available again, AM instances create new connections to it based on the order specified
in the list.
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Examples for active/passive deployments:

cts-dj1.example.com:389,cts-dj2.example.com:389

Every AM instance accesses cts-dj1.example.com:389  for all CTS operations. If it goes down, they access cts-
dj2.example.com:389 .

Every instance will open new connections to cts-dj1.example.com:389  when it becomes available.

cts-dj1.example.com:389|1|1,cts-dj2.example.com:389|2|1

Server 1 site 1 gives priority to cts-dj1.example.com:389 . Server 2 site 1 gives priority to cts-dj2.example.com:
389 . Any server not specified accesses the first server on the list, while it is available.

If cts-dj1.example.com:389  goes down, server 1 site 1 accesses cts-dj2.example.com:389 . Any server not
specified access the second server on the list.

If cts-dj2.example.com:389  goes down, server 2 site 1 accesses cts-dj1.example.com:389 . Any server not
specified still accesses the first server on the list.

Server 1 site 1 and any server not specified will open new connections to cts-dj1.example.com:389  when it
becomes available. Only server 2 site 1 will open new connections to cts-dj2.example.com:389  when it becomes
available.

cts-dj1.example.com:389|1|1,cts-dj2.example.com:389|1|1,cts-dj3.example.com:389|1|2

Server 1 site 1 gives priority to cts-dj1.example.com:389 . Any server not specified accesses the first server on the
list, while it is available.

If cts-dj1.example.com  goes down, server 1 site 1 accesses cts-dj2.example.com:389 . Any server not specified
accesses the second server on the list.

If both cts-dj1.example.com  and cts-dj2.example.com  go down, server 1 site 1 accesses cts-
dj3.example.com:389  in site 2. Any server not specified accesses the third server on the list.

Server 1 site 1 and any server not specified will open new connections to any server in site 1 when they become
available, with cts-dj1.example.com  being the preferred server.

Example for affinity deployments:

cts-dj1.example.com:389,cts-dj2.example.com:389,cts-dj3.example.com:389,cts-

dj4.example.com:389

Access CTS tokens from one of the four servers listed in the connection string. For any given CTS token, AM
determines the token’s affinity for one of the four servers, and always accesses the token from that same server.
Tokens are distributed equally across the four servers.

Login Id

Specifies the user, in DN format, needed to authenticate to the external data store. The user needs sufficient privileges to
read and write to the root suffix of the external data store.

Password

Specifies the password associated with the login ID.
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Heartbeat

Specifies how often AM should send a heartbeat request to the directory server to ensure that the connection does not
remain idle, in seconds. Configure the heartbeat to ensure that network hardware, such as routers and firewalls, does not
drop the connection between AM and the directory server.

Default: 10

Affinity Enabled

When enabled, specifies whether to access the CTS token store by using multiple directory instances in an affinity
deployment rather than a single master directory instance using an active/passive deployment.

When you enable this option, you must ensure that the value of the Connection String(s) property is identical for every
server in multi-server deployments.

Default: Disabled

UMA properties

UMA server settings are inherited by default.

UMA resource store

The following settings appear on the UMA Resource Store tab:

Store Mode

Specifies the data store where AM stores UMA tokens. Possible values are:

Default Token Store : AM stores UMA tokens in the configuration data store.

External Token Store : AM stores UMA tokens in an external data store.

Root Suffix

Specifies the base DN for storage information in LDAP format, such as dc=uma-resources,dc=example,dc=com .

Max Connections

Specifies the maximum number of connections to the data store.

External UMA resource store configuration

AM honors the following properties when External Token Store  is selected under the Resource Sets Store tab:

SSL/TLS Enabled

When enabled, AM uses SSL or TLS to connect to the external data store. Make sure AM trusts the data store’s certificate
when using this option.

• 

• 
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Connection String(s)

Specifies an ordered list of connection strings for external data stores. The format is HOST:PORT[|SERVERID[|SITEID]] ,
where HOST:PORT  specify the FQDN and port of the data store, and SERVERID  and SITEID  are optional parameters that
let you prioritize the particular connection when used by the specified node(s).

Multiple connection strings must be comma-separated, for example, uma-ldap1.example.com:389|1|1, uma-
ldap2.example.com:389|2|1 .

See the entry for Connection String(s) in CTS properties for more syntax examples.

Login Id

Specifies the username AM uses to authenticate to the data store. For example, uid=am-uma-bind-
account,ou=admins,dc=uma,dc=example,dc=com . This user must be able to read and write to the root suffix of the data
store.

Password

Specifies the password associated with the login ID property.

Heartbeat

Specifies, in seconds, how often AM should send a heartbeat request to the data store to ensure that the connection does
not remain idle.

Default: 10

UMA audit store

The following settings appear on the UMA Audit Store tab:

Store Mode

Specifies the data store where AM stores audit information generated when users access UMA resources. Possible values
are:

Default Token Store : AM stores UMA audit information in the configuration data store.

External Token Store : AM stores UMA audit information in an external data store.

Root Suffix

Specifies the base DN for storage information in LDAP format, such as dc=uma-audit,dc=example,dc=com .

Max Connections

Specifies the maximum number of connections to the data store.

External UMA audit store configuration

AM honors the following properties when External Token Store  is selected under the UMA Audit Store tab:

• 

• 
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SSL/TLS Enabled

When enabled, AM uses SSL or TLS to connect to the external data store. Make sure AM trusts the data store’s certificate
when using this option.

Connection String(s)

Specifies an ordered list of connection strings for external data stores. The format is HOST:PORT[|SERVERID[|SITEID]] ,
where HOST:PORT  specify the FQDN and port of the data store, and SERVERID  and SITEID  are optional parameters that
let you prioritize the particular connection when used by the specified node(s).

Multiple connection strings must be comma-separated, for example, uma-ldap1.example.com:389|1|1, uma-
ldap2.example.com:389|2|1 .

See the entry for Connection String(s) in CTS properties for more syntax examples.

Login Id

Specifies the username AM uses to authenticate to the data store. For example, uid=am-uma-bind-
account,ou=admins,dc=uma,dc=example,dc=com . This user must be able to read and write to the root suffix of the data
store.

Password

Specifies the password associated with the login ID property.

Heartbeat

Specifies, in seconds, how often AM should send a heartbeat request to the data store to ensure that the connection does
not remain idle.

Default: 10

Pending requests store

The following settings appear on the Pending Requests Store tab:

Store Mode

Specifies the data store where AM stores pending requests to UMA resources. Possible values are:

Default Token Store : AM stores UMA pending requests in the configuration data store.

External Token Store : AM stores UMA pending requests in an external data store.

Root Suffix

Specifies the base DN for storage information in LDAP format, such as dc=uma-pending,dc=forgerock,dc=com .

Max Connections

Specifies the maximum number of connections to the data store.

• 

• 
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External pending requests store configuration

AM honors the following properties when External Token Store  is selected under the Pending Requests Store tab:

SSL/TLS Enabled

When enabled, AM uses SSL or TLS to connect to the external data store. Make sure AM trusts the data store’s certificate
when using this option.

Connection String(s)

Specifies an ordered list of connection strings for external data stores. The format is HOST:PORT[|SERVERID[|SITEID]] ,
where HOST:PORT  specify the FQDN and port of the data store, and SERVERID  and SITEID  are optional parameters that
let you prioritize the particular connection when used by the specified node(s).

Multiple connection strings must be comma-separated, for example, uma-ldap1.example.com:389|1|1, uma-
ldap2.example.com:389|2|1 .

See the entry for Connection String(s) in CTS properties for more syntax examples.

Login Id

Specifies the username AM uses to authenticate to the data store. For example, uid=am-uma-bind-
account,ou=admins,dc=uma,dc=example,dc=com . This user must be able to read and write to the root suffix of the data
store.

Password

Specifies the password associated with the login ID property.

Heartbeat

Specifies, in seconds, how often AM should send a heartbeat request to the data store to ensure that the connection does
not remain idle.

Default: 10

UMA resource labels store

The following settings appear on the UMA Resource Labels Store tab:

Store Mode

Specifies the data store where AM stores user-created labels used for organizing UMA resources. Possible values are:

Default Token Store : AM stores user-created labels in the configuration data store.

External Token Store : AM stores user-created labels in an external data store.

Root Suffix

Specifies the base DN for storage information in LDAP format, such as dc=uma-resources-labels,dc=forgerock,dc=com .

• 

• 
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Max Connections

Specifies the maximum number of connections to the data store.

External UMA resource labels store configuration

AM honors the following properties when External Token Store  is selected under the UMA Resource Labels Store tab.

SSL/TLS Enabled

When enabled, AM uses SSL or TLS to connect to the external data store. Make sure AM trusts the data store’s certificate
when using this option.

Connection String(s)

Specifies an ordered list of connection strings for external data stores. The format is HOST:PORT[|SERVERID[|SITEID]] ,
where HOST:PORT  specify the FQDN and port of the data store, and SERVERID  and SITEID  are optional parameters that
let you prioritize the particular connection when used by the specified node(s).

Multiple connection strings must be comma-separated, for example, uma-ldap1.example.com:389|1|1, uma-
ldap2.example.com:389|2|1 .

See the entry for Connection String(s) in CTS properties for more syntax examples.

Login Id

Specifies the username AM uses to authenticate to the data store. For example, uid=am-uma-bind-
account,ou=admins,dc=uma,dc=example,dc=com . This user must be able to read and write to the root suffix of the data
store.

Password

Specifies the password associated with the login ID property.

Heartbeat

Specifies, in seconds, how often AM should send a heartbeat request to the data store to ensure that the connection does
not remain idle.

Default: 10

Directory configuration properties

Configure connection settings and additional LDAP directory server instances by navigating to Deployment > Servers > Server
Name > Directory Configuration.

Directory configuration

The following properties are available under the Directory Configuration tab:

Minimum Connection Pool

Sets the minimum number of connections in the pool.
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Changes to this property take effect immediately. No server restart is necessary.

Maximum Connection Pool

Sets the maximum number of connections in the pool.

Changes to this property take effect immediately. No server restart is necessary.

Bind DN

Sets the bind DN of the service account AM uses to connect to the configuration directory servers.

Changes to this property take effect immediately. No server restart is necessary.

Bind Password

Set the bind password to connect to the configuration directory servers.

Changes to this property take effect immediately. No server restart is necessary.

Server

In the LDAP connection table, edit existing LDAP connections by selecting the pen icon to the right of the row you want to modify.
To add a new entry, fill the NAME, HOST NAME, PORT NUMBER and CONNECTION TYPE columns using the following hints:

NAME. The name of the LDAP connection.

HOST NAME. The FQDN of the LDAP server.

PORT NUMBER. The port number to connect to the LDAP server.

CONNECTION TYPE. Whether the connection between the LDAP server and AM is SIMPLE  (unsecured) or SSL  (secured).

Advanced properties

Each server has a list of advanced properties that can be modified at Deployment > Servers > Server Name > Advanced. For a list
of inherited advanced properties relevant to all servers, go to Configure > Server Defaults > Advanced.

bootstrap.file

File that contains the path to the AM configuration folder. By default, the .openamcfg  directory is created in the home
directory of the user that runs the web container. For example, /usr/local/.openamcfg/AMConfig_usr_local_apache-
tomcat-8.0.35_webapps_openam_ .

com.forgerock.openam.dj.backendType

The backend type for the embedded DS server.

Default: je

com.iplanet.am.cookie.c66Encode

Properly URL encode session tokens.

Default: true

• 

• 

• 

• 
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com.iplanet.am.daemons

Modules for which to open daemons at AM startup.

Default: securid

com.iplanet.am.directory.ssl.enabled

Whether to connect to the configuration directory server over LDAPS.

Default: false

com.iplanet.am.installdir

AM Configuration and log file location.

Default: ~/openam/ , such as ~/openam

com.iplanet.am.jssproxy.checkSubjectAltName

When using JSS or JSSE, check whether the name values in the SubjectAltName  certificate match the server FQDN.

Default: false

com.iplanet.am.jssproxy.resolveIPAddress

When using JSS or JSSE, check that the IP address of the server resolves to the host name.

Default: false

com.iplanet.am.jssproxy.SSLTrustHostList

When using JSS or JSSE, comma-separated list of server FQDNs to trust if they match the certificate CN, even if the domain
name isn’t correct.

com.iplanet.am.jssproxy.trustAllServerCerts

When using JSS or JSSE, set to true  to trust whatever certificate is presented without checking.

Default: true

com.iplanet.am.lbcookie.name

Used with sticky load balancers that can inspect the cookie value.

Default: amlbcookie

com.iplanet.am.lbcookie.value

Used with sticky load balancers that can inspect the cookie value. The value of this property defaults to the unique AM
server ID, although you can set your own unique value.

To improve AM server performance, keep the value of the cookie set to the AM server ID when using Web Agents.

If you have replaced the value of this property and you need to match the AM server URLs with their corresponding server
IDs, query the global-config/servers  endpoint. For example:
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$ curl \
--request GET \
--header "Accept: application/json" \
--header "iPlanetDirectoryPro: AQIC5…NDU1*" \
'https://openam.example.com:8443/openam/json/global-config/servers?_queryFilter=true'
{
  "result": [
    {
      "_id": "01",
      "_rev": "1372703177",
      "url": "https://openam.example.com:8443/openam",
      "siteName": null
    }
  ],
  "resultCount": 1,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": -1
}

In the example, the server ID for server https://openam.example.com:8443/openam  is 01 .

Default: 01

com.iplanet.am.pcookie.name

Persistent cookie name.

Default: DProPCookie

com.iplanet.am.profile.host

Not used

Default: server-host, such as openam.example.com

com.iplanet.am.profile.port

Not used

Default: server-port, such as 8080  or 8443

com.iplanet.am.sdk.caching.enabled

Enables caching for configuration data and user data.

Learn more in the Overall server cache settings section.

Changes to this property take effect immediately. No server restart is necessary.

Default: true
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com.iplanet.am.session.agentSessionIdleTime

Time in minutes after which a web or Java agent’s server-side session expires. Note that this setting is ignored when AM
creates a client-side session for a web or Java agent.

Default: 1440  (session expires after one day). You can set this property to 0  (session never expires), or any integer higher
than 30  (no maximum limit).

com.iplanet.am.session.client.polling.enable

Whether client applications such as web or Java agents poll for server-side session changes. If false , then client
applications register listeners for notifications about changes to server-side sessions.

Default: false

com.iplanet.am.session.client.polling.period

If client applications poll for changes, number of seconds between polls.

Default: 180

com.iplanet.am.session.httpSession.enabled

Create an HttpSession  for users on successful authentication.

Default: true

com.iplanet.security.SSLSocketFactoryImpl

SSL socket factory implementation used by AM.

Default: com.sun.identity.shared.ldap.factory.JSSESocketFactory , uses a pure Java provider

com.sun.embedded.replicationport

Replication port for the embedded DS server.

Default: 8989

com.sun.embedded.sync.servers

This property applies to multi-server AM deployments that use the embedded DS store.

When this property is set to on , AM servers check during startup to determine whether the replication settings for the
embedded store are consistent with the number of servers in the site. If they are not consistent, AM reconfigures
replication to match the existing number of servers in the site.

com.sun.identity.am.cookie.check

Whether to check for cookie support in the user agent, and if not to return an error.

info
Set this property on a per-server basis by navigating to Deployment > Servers > Server Name > Advanced,
rather than globally under Configure > Server Defaults.
Default: on

Note
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Default: false

com.sun.identity.appendSessionCookieInURL

Whether to append the session cookie to URL for a zero page session.

Default: true

com.sun.identity.auth.cookieName

Cookie used by the AM authentication service to handle the authentication process.

Default: AMAuthCookie

com.sun.identity.authentication.client.ipAddressHeader

Set the name of the HTTP header that AM can examine to learn the client IP address when requests go through a proxy or
load balancer. (When requests go through an HTTP proxy or load balancer, checking the IP address on the request alone
returns the address of the proxy or load balancer rather than that of the client.) AM must be able to trust the proxy or load
balancer to set the client IP address correctly in the header specified.

Example: com.sun.identity.authentication.client.ipAddressHeader=X-Forwarded-For

com.sun.identity.authentication.multiple.tabs.used

Whether to allow users to open many browser tabs to the login page at the same time without encountering an error.

Default: false

com.sun.identity.authentication.setCookieToAllDomains

Whether to allow multiple cookie domains.

Default: true

com.sun.identity.authentication.special.users

List of special users always authenticated against the local directory server.

Default: cn=dsameuser,ou=DSAME Users,dc=openam,dc=forgerock,dc=org

com.sun.identity.authentication.super.user

Identifies an administrative user that replaces the amAdmin  user. For example, 
uid=superroot,ou=people,dc=example,dc=com .

You must manually create a user account for the new administrative user in the configuration data store that has the
same privileges as the uid=admin  user.

Default: uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org

warning
The amAdmin account is "hard-coded" in the source of several files. The code in these files may affect the
functionality of a top-level administrative user with a name other than amAdmin. 

Warning
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com.sun.identity.authentication.uniqueCookieName

When cookie hijacking protection is configured, name of the cookie holding the URL to the AM server that authenticated
the user.

Default: sunIdentityServerAuthNServer

com.sun.identity.client.notification.url

Notification service endpoint for clients such as web and Java agents.

Default: server-protocol://server-host:server-port/server-uri/notificationservice , such as https://
openam.example.com:8443/openam/notificationservice

com.sun.identity.common.systemtimerpool.size

Number of threads in the shared system timer pool used to schedule operations such as session timeout.

Default: 3

com.sun.identity.cookie.httponly

When set to true , mark cookies as HTTPOnly to prevent scripts and third-party programs from accessing the cookies.

Note that this configuration option is used only in non-UI deployments. The UI cannot set the HttpOnly name in a cookie.

Default: false

com.sun.identity.cookie.samesite

Configures support for applying SameSite cookie rules, as per internet-draft Cookies:HTTP State Management Mechanism
.

Available settings are as follows:

strict

Requests originating from different domains will not have cookies sent with them.

When this mode is enabled, any AM functionality that relies on requests being redirected back to the AM instance
may not operate correctly. For example, OAuth 2.0 flows and SAML federation may not operate correctly if AM
cannot access the required cookies.

lax

Cookies received from different domains cannot be accessed, unless the request is using a top-level request and
uses a "safe" HTTP method, such as GET, HEAD, OPTIONS, and TRACE.

off

No restrictions on the domain of cookies is applied. This is the default setting.
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Default: off

com.sun.identity.enableUniqueSSOTokenCookie

If true , then AM is using protection against cookie hijacking.

Default: false

com.sun.identity.jss.donotInstallAtHighestPriority

Whether JSS should take priority over other providers.

Default: true

com.sun.identity.monitoring

Whether monitoring is active for AM.

Default: off

com.sun.identity.monitoring.local.conn.server.url

URL for local connection to the monitoring service.

Default: service:jmx:rmi://

com.sun.identity.password.deploymentDescriptor

Internal property used by AM.

Default: server-uri, such as openam

com.sun.identity.policy.Policy.policy_evaluation_weights

Weights of the cost of evaluating policy subjects, rules, and conditions. Evaluation is in order of heaviest weight to lightest
weight.

Default: 10:10:10 , meaning evaluation of rules, then conditions, then subjects

com.sun.identity.policy.resultsCacheMaxSize

Maximum number of policy decisions AM caches.

Default: 10000

emergency_home
You must disable SameSite support if any of the following is true:

You have set Access-Control-Allow-Credentials=true  in your CORS configuration.
For more information on configuring CORS in AM, refer to Configuring CORS Support.
You are using SAML HTTP-POST bindings.
For example, IDP-initiated single logout (SLO) functionality will not operate correctly if SameSite
support is enabled, as the iPlanetDirectoryPro  cookie would not be accessible in cross-
domain POST requests. Learn more in Implement SSO and SLO.

Important

• 

• 
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com.sun.identity.security.checkcaller

Whether to perform a Java security permissions check for AM.

Default: false

com.sun.identity.server.fqdnMap

Enables virtual hosts, partial hostname and IP address. Maps invalid or virtual name keys to valid FQDN values for proper
redirection.

To map myserver  to myserver.example.com , set 
com.sun.identity.server.fqdnMap[myserver]=myserver.example.com .

com.sun.identity.session.repository.enableAttributeCompression

For additional compression of CTS token JSON binaries, beyond GZip, if desired.

Default: false

com.sun.identity.session.repository.enableCompression

For GZip-based compression of CTS tokens, if desired.

Default: false

com.sun.identity.session.repository.enableEncryption

Enables tokens to be encrypted when stored.

Multi-instance deployments require consistent use of this property, which should be configured under Configure > Server
Defaults > Advanced.

The am.encryption.pwd  property must also be the same for all deployed instances. You can set the Password Encryption
Key property under Deployment > Servers > Server Name > Security. Verify that all servers have the same setting for this
property.

Default: false

com.sun.identity.sm.cache.enabled

Enables service configuration caching.

See Overall Server Cache Settings for important information about this property.

Changes to this property take effect immediately. No server restart is necessary.

Default: true

com.sun.identity.sm.cache.ttl

When service configuration caching time-to-live is enabled, this sets the time to live in minutes.

Changes to this property take effect immediately. No server restart is necessary.

Default: 30
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com.sun.identity.sm.cache.ttl.enable

If service configuration caching is enabled, whether to enable a time-to-live for cached configuration.

Changes to this property take effect immediately. No server restart is necessary.

Default: false

com.sun.identity.sm.flatfile.root_dir

File system directory to hold file-based representation of AM configuration.

Default: /path/to/openam/

com.sun.identity.sm.sms_object_class_name

Class used to read and write AM service configuration entries in the directory.

Default: com.sun.identity.sm.ldap.SMSEmbeddedLdapObject

com.sun.identity.url.readTimeout

Used to set the read timeout in milliseconds for HTTP and HTTPS connections to other servers.

Default: 30000

com.sun.identity.urlchecker.dorequest

Whether to perform an HTTP GET on com.sun.identity.urlchecker.targeturl  as a health check against another server
in the same site.

If set to false , then AM only checks the Socket connection, and does not perform an HTTP GET.

If each AM server runs behind a reverse proxy, then the default setting of true  means the health check actually runs
against the AM instance, rather than checking only the Socket to the reverse proxy.

Default: true

com.sun.identity.urlchecker.targeturl

URL to monitor when com.sun.identity.urlchecker.dorequest  is set to true .

Default: URL to the /openam/namingservice  endpoint on the remote server

com.sun.identity.urlconnection.useCache

Whether to cache documents for HTTP and HTTPS connections to other servers.

Default: false

com.sun.identity.webcontainer

Name of the web container to correctly set character encoding, if necessary.

Default: WEB_CONTAINER
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console.privileged.users

Used to assigned privileged console access to particular users. Set to a |  separated list of users' Universal IDs, such as 
console.privileged.users=uid=demo,ou=user,dc=openam,dc=forgerock,dc=org|

uid=demo2,ou=user,dc=openam,dc=forgerock,dc=org .

openam.auth.destroy_session_after_upgrade

Where to destroy the old session after a session is successfully upgraded.

Default: true

openam.auth.distAuthCookieName

Cookie used by the AM distributed authentication service to handle the authentication process.

Default: AMDistAuthCookie

openam.auth.session_property_upgrader

Class that controls which session properties are copied during session upgrade, where default is to copy all properties to
the upgraded session.

Default: org.forgerock.openam.authentication.service.DefaultSessionPropertyUpgrader

openam.auth.version.header.enabled

The X-DSAMEVersion http header provides detailed information about the version of AM currently running on the system,
including the build and date/time of the build. AM will need to be restarted once this property is enabled.

Default: false

openam.authentication.ignore_goto_during_logout

Whether to ignore the goto  query string parameter on logout, instead displaying the logout page.

Default: false

openam.cdm.default.charset

Character set used for globalization.

Default: UTF-8

openam.forbidden.to.copy.headers

Comma-separated list of HTTP headers not to copy when the distributed authentication server forwards a request to
another distributed authentication server.

Default: connection

openam.forbidden.to.copy.request.headers

Comma-separated list of HTTP headers not to copy when the distributed authentication server forwards a request to
another distributed authentication server.
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Default: connection

openam.private.key.jwt.encryption.algorithm.whitelist

Comma-separated list of encryption algorithms that the OpenID Connect clients of the Social Identity Provider service can
configure in the Private Key JWT Encryption Algorithm field.

You can find a list of algorithms that AM supports in the JSON Web Algorithms (JWA) internet draft.

You can find information on the Social Identity Provider service in client configuration reference.

Unrecognized or unsupported algorithms will be saved, but not exposed in the Private Key JWT Encryption Algorithm field.

This property is hot-swappable.

Default: RSA-OAEP,RSA-OAEP-256,ECDH-ES

openam.retained.http.headers

Comma-separated list of HTTP headers to copy to the forwarded response when the server forwards a request to another
server.

Requests are forwarded when the server receiving the request isn’t the server that originally initiated authentication. The
server that originally initiated authentication is identified by a cookie.

When the distributed authentication service (DAS) is in use, then the cookie is the AMDistAuthCookie  that identifies the
DAS server by its URL.

When authentication is done directly on AM, then the cookie is the AMAuthCookie  that holds a session ID that identifies
the AM server.

On subsequent requests the server receiving the request checks the cookie. If the cookie identifies another server, the
current server forwards the request to that server.

If a header such as Cache-Control  has been included in the list of values for the property 
openam.retained.http.request.headers  and the header must also be copied to the response, then add it to the list of
values for this property.

Example: openam.retained.http.headers=X-DSAMEVersion,Cache-Control

Default: X-DSAMEVersion

openam.retained.http.request.headers

Comma-separated list of HTTP headers to copy to the forwarded request when the server forwards a request to another
server.

Requests are forwarded when the server receiving the request isn’t the server that originally initiated authentication. The
server that originally initiated authentication is identified by a cookie.

When the distributed authentication service (DAS) is in use, then the cookie is the AMDistAuthCookie  that identifies the
DAS server by its URL.

When authentication is done directly on AM, then the cookie is the AMAuthCookie  that holds a session ID that identifies
the AM server.
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On subsequent requests the server receiving the request checks the cookie. If the cookie identifies another server, the
current server forwards the request to that server.

When configuring the distributed authentication service, or when a reverse proxy is set up to provide the client IP address
in the X-Forwarded-For  header, if your deployment includes multiple AM servers, then this property must be set to
include the header.

Example: openam.retained.http.request.headers=X-DSAMEVersion,X-Forwarded-For

AM copies the header when forwarding a request to the authoritative server where the client originally began the
authentication process, so that the authoritative AM server receiving the forwarded request can determine the real client
IP address.

In order to retain headers to return in the response to the AM server that forwarded the request, use the property 
openam.retained.http.headers .

Default: X-DSAMEVersion

openam.session.case.sensitive.uuid

Whether universal user IDs are considered case sensitive when matching them.

Default: false

org.forgerock.allow.http.client.debug

Whether AM can output logging at the Message  level for the org.apache.http.wire  and org.apache.http.headers
logging appenders.

Possible values are:

true . The appenders' debug log level can take the same value as AM’s, even Message .

false . The appender’s debug log level is always warning , unless debug is disabled.

You can also set this property as a JVM option in the container where AM runs.
Default: false

org.forgerock.openam.http.ssl.connection.manager

The class that implements the org.forgerock.openam.http.SslConnectionManager interface, which controls both keystore
and truststore settings, as well as hostname verification.

If the container in which AM runs is configured with the java.protocol.handler.pkgs  property set, then ensure this
property is set to com.sun.identity.protocol.AmSslConnectionManager .

• 

error
The appenders can log cleartext passwords or sensitive information related to client interactions. For
example, scripted authentication or STS transactions.
Enable this property for debugging purposes only when required.

Caution

• 
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org.forgerock.openam.audit.identity.activity.events.blacklist

A comma-separated list of audit events that will not be logged.

The following events can be suppressed:

AM-ACCESS-ATTEMPT .

AM-IDENTITY-CHANGE .

AM-GROUP-CHANGE .

Logging these additional events can impact performance.

Default: AM-ACCESS-ATTEMPT,AM-IDENTITY-CHANGE,AM-GROUP-CHANGE

org.forgerock.openam.authLevel.excludeRequiredOrRequisite

Whether a session’s authentication level is always the highest authentication level of any authentication module that
passed, even if requisite  or required  modules in the authentication chain weren’t executed. For more information,
refer to About Authentication Levels for Chains.

Default: false

org.forgerock.embedded.dsadminport

Administration port for the embedded DS server.

Default: 4444

org.forgerock.openam.auth.audit.nodes.enabled

When true , AM generates audit log messages for each authentication node reached during authentication tree flows.

Possible values are true  or false .

Default: true

org.forgerock.openam.auth.audit.trees.enabled

When true , AM generates audit log messages with the outcome of authentication tree flows.

Possible values are true  or false .

Default: true

org.forgerock.openam.auth.transactionauth.returnErrorOnAuthFailure

Whether AM returns an HTTP 200 or HTTP 401 message when the user fails to complete the required actions to perform
session upgrade during transactional authorization. Possible values are:

false . AM returns an HTTP 200 message with the original SSO token.

info
In previous versions of AM, this property was named opensso.protocol.handler.pkgs, and required a value
of com.sun.identity.protocol if the java.protocol.handler.pkgs property was set by the container. 

Note

• 

• 

• 

• 
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For example:

{
    "tokenId": "AQIC5wM...TU3OQ*",
    "successUrl": "http://example.com/index.html",
    "realm": "/"
}

In this case, the user is redirected to the success URL and, when trying to access the protected resource, policy
evaluation will fail since transactional authorization has failed.

true . AM returns an HTTP 401 message.

For example:

{
    "code":401,
    "reason":"Unauthorized",
    "message":"Login failure",
    "detail":{
        "failureUrl":"http://example.com/unauthorized.html"
    }
}

In this case, the user is redirected to the failure URL.

Default: false

org.forgerock.openam.authentication.accountExpire.days

Days until account expiration set after successful authentication by the account expiration post-authentication plugin.

Default: 30

org.forgerock.openam.authentication.forceAuth.enabled

This property has no effect on authentication trees; it applies to authentication chains only.

Enables or disables the ForceAuth authentication parameter. If this property is set to false , the ForceAuth  parameter
will always be false , regardless of what the administrator sets. If this property is true , the configured value of the 
ForceAuth  parameter is respected.

In new installations, this property is set to false  by default, which means that the value of ForceAuth  is always false .

When you upgrade AM, this property is set to true  by default, which means that the value of ForceAuth  is respected.

Default: false  for new installations, true  for upgraded installations

• 

emergency_home
If you do not need ForceAuth  to be enabled, it is strongly recommended that you set 
org.forgerock.openam.authentication.forceAuth.enabled  to false .

Important
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org.forgerock.openam.console.autocomplete.enabled

Specifies whether input forms and password fields can be autocompleted. This property only affects end-user pages in the
classic UI. Possible values are true , to enable autocomplete, and false , to disable it.

Default: true

org.forgerock.openam.core.resource.lookup.cache.enabled

Controls whether the results of resource file lookup should be cached.

While you are customizing the UI as described in UI customization, set this property to false  to allow AM immediately to
pick up changes to the files as you customize them.

Reset this to the default, true , when using AM in production.

Default: true

org.forgerock.openam.core.sms.always.fail.on.invalid.attributes

Specifies whether the server should throw an exception, when it encounters an unknown attribute while parsing file-based
configurations. By default, the server ignores any unknown attributes, and doesn’t throw an exception. To override this
behavior, set this property to true .

Default: false

org.forgerock.openam.core.sms.placeholder_api_enabled

For file-based configurations, enables property value substitution.

Takes the following values:

ON  enables property value substitution for all property types.

STRING_ONLY  enables property value substitution for properties with string values only.

OFF  disables property value substitution.

Default: OFF

org.forgerock.openam.cts.rest.enabled

Enables access to the CTS REST endpoint /json/tokens .

Even when access to the CTS REST endpoint is enabled, only the AM global administrator has authorization to perform
operations against /json/tokens .

Default: false

After changing this property, you must restart AM or the container in which it runs for the change to take effect.

• 

• 

• 

emergency_home
The recommended way to enable property value substitution is through a Java system property, rather than with this
advanced server property.

Important
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org.forgerock.openam.encryption.key.digest

Determines the digest algorithm used along with PBKDF2 key derivation method for AES Key Wrap encryption. Possible
values are SHA1 , SHA256 , SHA384 , or SHA512 .

Set this property in AM’s web container’s startup script. Learn more in Use stronger encryption algorithms.

Default: SHA1

org.forgerock.openam.encryption.key.iterations

The number of iterations for the key derivation process specified in the org.forgerock.openam.encryption.key.digest
advanced property.

Set this property in AM’s web container’s startup script. Learn more in Use stronger encryption algorithms.

Default:`10000`

org.forgerock.openam.encryption.key.size

The size of the derived key for the AES Key Wrap encryption operations.

Set this property in AM’s web container’s startup script. Learn more in Use stronger encryption algorithms.

Default: 128

org.forgerock.openam.encryption.useextractandexpand

Enables the algorithm introduced in AM 7.1 that reduces the performance cost of AES Key Wrap encryption even when
high iteration counts are used. Possible values are true , to enable it, and false  to disable it.

If you configure a large iteration count when this property is set to false , AM startup times may refer to a performance
impact if there are many agents in your deployment.

Set this property in AM’s web container’s startup script. Learn more in Use stronger encryption algorithms.

Default: false

org.forgerock.openam.httpclienthandler.system.clients.connection.timeout

Specifies the time that new client connections using ForgeRock’s ClientHandler code will wait before timing out.

The value is a string specifying a number and a unit of time.

Restart AM or the container in which it runs for the change to take effect.

Default: 10 seconds

org.forgerock.openam.httpclienthandler.system.clients.max.connections

Specifies the maximum number of connections allowed in the pool available for clients using ForgeRock’s ClientHandler
code.

Use this property only when the 
org.forgerock.openam.httpclienthandler.system.clients.reuse.connections.enabled  advanced server property is
enabled.
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Restart AM or the container in which it runs for the change to take effect.

Default: 64

org.forgerock.openam.httpclienthandler.system.clients.pool.ttl

Specifies, in milliseconds, the maximum time-to-live for pooled clients connections using ForgeRock’s ClientHandler code.

Restart AM or the container in which it runs for the change to take effect.

Default: Not set

org.forgerock.openam.httpclienthandler.system.clients.response.timeout

Specifies the time that a client using ForgeRock’s ClientHandler code will wait for a response before timing out.

The value is a string specifying a number and a unit of time.

Restart AM or the container in which it runs for the change to take effect.

Default: 10 seconds

org.forgerock.openam.httpclienthandler.system.clients.retry.failed.requests.enabled

Specifies whether the ForgeRock’s ClientHandler code should retry failed connections. Possible values are true  or false .

Restart AM or the container in which it runs for the change to take effect.

Default: true

org.forgerock.openam.httpclienthandler.system.clients.reuse.connections.enabled

Specifies whether the ForgeRock’s ClientHandler code should pool and reuse connections. Possible values are true  or 
false .

Restart AM or the container in which it runs for the change to take effect.

Default: true

org.forgerock.openam.httpclienthandler.system.nonProxyHosts

Lists the target hosts for which requests should not be proxied. Hostnames are separated by commas.

This property supports wildcards at the start and end of any value. For example, *.example.com  would result in a match
for customers.example.com  and staff.example.com , and requests would not be proxied for those target hosts.

Configure alongside the org.forgerock.openam.httpclienthandler.system.proxy.uri , 
org.forgerock.openam.httpclienthandler.system.proxy.username , and 
org.forgerock.openam.httpclienthandler.system.proxy.password  advanced server properties.

Default: localhost,127.*,[::1],0.0.0.0,[::0]

org.forgerock.openam.httpclienthandler.system.proxy.enabled

When set to true , AM routes outgoing ForgeRock’s ClientHandler code requests through the HTTP proxy defined on the
JVM.
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Restart AM or the container in which it runs for the change to take effect.

Default: Not set

org.forgerock.openam.httpclienthandler.system.proxy.password

Specifies the password of the proxy that AM will use to route outgoing ForgeRock’s ClientHandler code requests.

Configure alongside the org.forgerock.openam.httpclienthandler.system.proxy.username , 
org.forgerock.openam.httpclienthandler.system.proxy.uri , and 
org.forgerock.openam.httpclienthandler.system.nonProxyHosts  advanced server properties.

Restart AM or the container in which it runs for the change to take effect.

Default: Not set

org.forgerock.openam.httpclienthandler.system.proxy.uri

Specifies the URI of the proxy that AM will use to route outgoing ForgeRock’s ClientHandler code requests. The URI must
be in the format scheme://hostname:port . For example, https://myproxy.example.com:443 .

If the proxy requires authentication, also configure the 
org.forgerock.openam.httpclienthandler.system.proxy.username  and 
org.forgerock.openam.httpclienthandler.system.proxy.password  properties, and, optionally, the 
org.forgerock.openam.httpclienthandler.system.nonProxyHosts  property.

This property takes precedence over the org.forgerock.openam.httpclienthandler.system.proxy.enabled  advanced
server property and its related JVM properties.

Learn more in Configure AM for outbound communication.

Restart AM or the container in which it runs for the change to take effect.

Default: Not set

org.forgerock.openam.httpclienthandler.system.proxy.username

Specifies the username of the proxy that AM will use to route outgoing ForgeRock’s ClientHandler code requests.

Configure alongside the org.forgerock.openam.httpclienthandler.system.proxy.password  and 
org.forgerock.openam.httpclienthandler.system.proxy.uri  advanced server properties.

Restart AM or the container in which it runs for the change to take effect.

Default: Not set

org.forgerock.openam.idm.attribute.names.lower.case

Specifies whether the fields in JSON responses are always returned in lowercase. When true , AM converts the fields to
lowercase.

Default: false
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org.forgerock.openam.introspect.token.query.param.allowed

Specifies whether AM allows HTTP GET requests, and the use of token  as a query parameter in POST requests, on the 
oauth2/introspect endpoint.

For security reasons, and in accordance with the OAuth 2.0 Token Introspection specification, AM disallows HTTP GET
requests on the introspection endpoint, and requires HTTP POST requests instead. AM also disallows the use of token  as
a query parameter in a POST request on that endpoint; for example, /oauth2/introspect?token=access-token .

If your clients in an existing deployment need to send a GET request or token  as a query parameter to the oauth2/
introspect  endpoint, you can change this setting to true . However, it is recommended that you adjust your clients to
use the more secure setting.

Default: false

org.forgerock.openam.ldap.default.time.limit

Configures the client-side timeout, in milliseconds, applied to LDAP operations performed with the Netscape LDAP SDK.

Default: 0  (no time limit)

org.forgerock.openam.ldap.dncache.expire.time

Sets the DN cache timeout, in milliseconds, after which an entry should be removed from the cache. A value of 0  means
that the DN cache will not expire, and entries will not be removed automatically.

Default: 0  (no time limit)

org.forgerock.openam.ldap.heartbeat.timeout

Specifies the number of seconds that AM should wait for a heartbeat operation to the DS server to complete, before
considering the connection unavailable.

Some network administrators configure firewalls and load balancers to drop connections that are idle for too long. You
can turn this off by setting the value to 0 .

Default: 10

org.forgerock.openam.ldap.secure.protocol.version

The protocols AM uses to connect to a secure LDAP server.

Specify a single value, for example TLSv1.2 , for AM to use only that protocol when connecting to affected external
resources. Learn more in Secure network communication.

Specify a comma-separated list with multiple protocols for AM to use the most secure protocol supported by the external
resources.

A value of TLSv1.3,TLSv1.2  means that AM attempts to use the TLSv1.3 protocol to connect to external configuration
and user data stores, but if a TLSv1.3 connection is not supported, AM uses TLSv1.2.

emergency_home
Setting this value too low can have a severe performance impact. 

Important
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Default: TLSv1.3,TLSv1.2

org.forgerock.openam.notifications.agents.enabled

Controls whether to publish notifications for consumption by web agents and Java agents.

Learn more about notifications in the Web Agents Maintenance Guide and the Java Agents Maintenance Guide.

Default: true

org.forgerock.openam.oauth2.client.graceperiod.disabled

Lets you override the default maximum refresh token grace period.

By default, you cannot set a grace period that exceeds 120 seconds. Setting this server property to true  disables the
maximum and lets you set any grace period up to the maximum positive integer value. This value affects the refresh token
grace period set in the OAuth2.0 provider configuration or on any OAuth 2.0 clients.

Default: false

org.forgerock.openam.openidconnect.allow.open.dynamic.registration

Controls whether OpenID Connect clients can register dynamically without providing an access token.

If you set this to true  in production, take care to limit or throttle dynamic client registrations.

Default: false

org.forgerock.openam.radius.server.context.cache.size

Maximum number of RADIUS client sessions that can be cached concurrently on the AM server.

Default: 5000

org.forgerock.openam.redirecturlvalidator.maxUrlLength

Specifies the maximum length of redirection URLs validated by AM. The Validation Service and other AM services perform
redirection URL validation.

The default value should be adequate in most cases. Increase the default value as needed if messages similar to the
following appear in your debug log files with message-level debugging enabled:

RedirectUrlValidator.isRedirectUrlValid: The url was length 2015 which is longer than the allowed maximum 
of 2000

Default: 2000

org.forgerock.openam.request.max.bytes.entity.size

Specifies the maximum size of the body of any request made to AM. Learn more in Limit the size of the request body.

error
Having a long grace period poses a security risk. You should therefore keep the grace period as small as
possible. Exceeding the default maximum of 120 seconds is not recommended. 

Caution
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The property is hot-swappable. You do not need to restart AM for the changes to take effect.

Default: 1 MB (1048576 bytes)

org.forgerock.openam.secrets.keystore.keyid.provider

Specifies the name of the KeyStoreKeyIdProvider  implementation AM uses to provide key ID ( kids ) to public keys when
AM is configured as an OAuth 2.0 authorization server.

Learn more in Customizing Public Key IDs.

Default: org.forgerock.openam.secrets.DefaultKeyStoreKeyIdProvider .

org.forgerock.openam.secrets.googlekms.decryptionkey

Specifies the fully qualified resource ID of the Google Cloud KMS secret used to decrypt secrets as they are read from the
filesystem, environment variables, or system properties.

This property may also specify the Google Cloud KMS secret used to decrypt the hash of the password of the amAdmin
user, if the value of the org.forgerock.openam.secrets.special.user.passwords.format  advanced server property is
set to GOOGLE_KMS_ENCRYPTED .

Only one key can be specified at a time.

Learn more in Using Google Cloud KMS Secrets to Decrypt AM Secrets and Store the amAdmin password in a secret
store.

This property has no default.

org.forgerock.openam.secrets.special.user.passwords.format

The format used to store the hash of the amAdmin  user password.

Possible values are:

ENCRYPTED_PLAIN . The hash is encrypted with the AM encryption key.

PLAIN . The hash is unencrypted. The password must be randomly generated and have high entropy.

GOOGLE_KMS_ENCRYPTED . The hash is encrypted with the Google Cloud KMS secret specified in the 
org.forgerock.openam.secrets.googlekms.decryptionkey  advanced server property.

Learn more in Store the amAdmin password in a secret store.

Default: ENCRYPTED_PLAIN

org.forgerock.openam.secrets.special.user.secret.refresh.seconds

The period, in seconds, after which the special administrator secret cache expires.

Learn more in Store the amAdmin password in a secret store.

Default: 900 (15 minutes)

• 

• 

• 
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org.forgerock.openam.session.stateless.encryption.method

Sets the encryption method for client-side sessions. Possible values are:

A128CBC-HS256. AES 128-bit in CBC mode using HMAC-SHA-256-128 hash (HS256 truncated to 128 bits)

A192CBC-HS384. AES 192-bit in CBC mode using HMAC-SHA-384-192 hash (HS384 truncated to 192 bits)

A256CBC-HS512. AES 256-bit in CBC mode using HMAC-SHA-512-256 hash (HS512 truncated to 256 bits)

A128GCM. AES 128-bit in GCM mode

A192GCM. AES 192-bit in GCM mode

A256GCM. AES 256-bit in GCM mode

Default: A128CBC-HS256

org.forgerock.openam.session.stateless.logout.cache.expiryCheckIntervalSeconds

The period (in seconds) after which the logout token cache purges expired entries. Changes to this property require a
server restart.

Default: 60

Learn more in Invalidate all sessions for a user.

org.forgerock.openam.session.stateless.rsa.padding

Sets the padding mode for RSA encryption of client-side sessions. Possible values are:

RSA1_5. RSA with PKCS#1 v1.5 padding.

RSA-OAEP. RSA with OAEP and SHA-1.

RSA-OAEP-256. RSA with OAEP padding and SHA-256.

Default: RSA-OAEP-256

org.forgerock.openam.session.stateless.signing.allownone

Specifies whether signing client-side sessions is enabled. When true , AM allows selecting NONE  as the signing algorithm
for client-side sessions under Configure > Global Services > Session > Client-Side Sessions.

org.forgerock.openam.smtp.system.connect.timeout

Specifies the amount of time, in milliseconds, that AM waits before considering that an outbound SMTP connection is
unavailable.

Default: 10000

org.forgerock.openam.smtp.system.socket.read.timeout

Specifies the amount of time, in milliseconds, that AM waits for an SMTP read request to receive an acknowledgement
before returning an error.

Default: 10000

• 

• 

• 

• 

• 

• 

• 

• 

• 
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org.forgerock.openam.smtp.system.socket.write.timeout

Specifies the amount of time, in milliseconds, that AM waits for an SMTP write request to receive an acknowledgement
before returning an error.

Default: 10000

org.forgerock.openam.slf4j.enableTraceInMessage

Controls whether trace-level logging messages are generated when message-level debug logging is enabled in AM.

Certain components that run in AM’s JVM, such as embedded DS configuration stores, write a large volume of trace-level
debug records that are not required for troubleshooting in many cases. With this option set to false , trace-level debug
records are not written for these components.

If you set this to true  in production, take care to monitor the amount of disk space occupied by the AM debug logs.

Default: false

org.forgerock.openam.sso.providers.list

Specifies an ordered list of SSO providers. AM chooses the first applicable provider depending on the context for the
requested SSO operation.

Default: org.forgerock.openidconnect.ssoprovider.OpenIdConnectSSOProvider,
org.forgerock.openam.sso.providers.stateless.StatelessSSOProvider

org.forgerock.openam.trees.consumedstatedata.cache.size

Specifies the maximum number of trees in a realm for which to cache the results of "state" scans.

AM recursively scans the nodes and paths in authentication trees to determine the state data that each node consumes.
Caching this information for a number of trees in each realm means AM doesn’t have to make multiple calls to get the
tree’s structure.

If you have many complex authentication trees and a large number of realms, increasing this value may reduce the impact
on performance of the consumed state scans.

Default: 15

org.forgerock.openam.xui.user.session.validation.enabled

Changes the UI’s behavior when a user session expires. Possible values are false , where the user notices that their
session has expired when trying to interact with the UI and they are redirected to the login screen, or true , where AM
redirects the user to a page with the session expired message when their session expires. This prevents the display of
possible sensitive information on the screen after a session expires.

This setting doesn’t apply to those users that are global or realm administrators, for example, amAdmin .

Default: true

org.forgerock.openidconnect.ssoprovider.maxcachesize

Maximum size in entries of the OpenIdConnectSSOProvider  provider’s cache. This cache is used to map OIDC tokens to
SSO tokens for quick lookup.
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Default: 5000

org.forgerock.policy.subject.evaluation.cache.size

Maintains a record of subject IDs matched or not matched in a given session. The cache is keyed on the token ID and the
session is cleared when destroyed.

Default: 10000

org.forgerock.security.entitlement.enforce.realm

By default, calls to the subjectattributes  endpoint are enforced per realm.

Learn more in Query subject attributes.

Default: true

org.forgerock.security.oauth2.enforce.sub.claim.uniqueness

Specifies the format of the subject ( sub ) claim of an OAuth 2.0 access token, logout token, and OIDC ID token.

AM accepts tokens that use the old sub  format, even if you enable this property. Before enabling this property, ensure
that your clients can use the new sub  claim format, or a combination of the sub  and the subname  claims.

The value of the subname  claim matches the value of the sub  claim used in versions of AM earlier than 7.1. It also
matches the value of the sub  claim if you disable the org.forgerock.security.oauth2.enforce.sub.claim.uniqueness
property.

An example of the value of the subname  claim is demo , or myOauth2Client .

AM adds this claim to access and ID tokens by default.

If you don’t want the subname  claim added by default, disable the Include subname claim in tokens issued by the
OAuth2 Provider property in the OAuth2 Provider service configuration.

Default: true  for new installations, false  for upgrades

Possible values are:

false .

The value of the sub  claim is the username of the identity, or the name or the client that’s the subject of the token.

For example, demo , or myOauth2Client .

true .

The subject claim is in the format (type!subject) , where:

subject  is the identifier of the user/identity, or the name of the OAuth 2.0/OpenID Connect client that is
the subject of the token.

type  can be one of the following:

age . Specifies that the subject is an OAuth 2.0/OpenID Connect-related user-agent or client. For
example, an OAuth 2.0 client, a Remote Consent Service agent, and a Web and Java Agent internal
client.

• 

• 

◦ 

◦ 

▪ 
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usr . Specifies that the subject is a user/identity.

For example, (usr!demo) , or (age!myOAuth2Client) .

org.forgerock.services.cts.reaper.cache.pollFrequencyMilliseconds

How often to poll the reaper cache for tokens that have expired, and delete them.

By default, an AM instance will review its cache for tokens eligible for deletion every 100 milliseconds.

Default: 100  (milliseconds)

Learn more in Tune the CTS.

org.forgerock.services.cts.reaper.cache.size

The number of records an AM instance will store in its CTS reaper cache.

Default: 500000

Learn more in Tune the CTS.

org.forgerock.services.cts.reaper.search.gracePeriodMilliseconds

Specifies a grace period used when searching for expired tokens. Any tokens that expired more than the specified
duration ago are returned.

Default: 300000  (milliseconds)

Learn more in Tune the CTS.

org.forgerock.services.cts.reaper.search.pollFrequencyMilliseconds

How often to perform a search for expired tokens in the CTS persistence store.

Default: 5000  (milliseconds)

Learn more in Tune the CTS.

org.forgerock.services.cts.reaper.search.tokenLimit

The maximum number of expired tokens to return to the AM reaper when searching the CTS store.

Default: 5000

Learn more in Tune the CTS.

org.forgerock.services.cts.store.ttlsupport.enabled

Specifies whether AM support for the DS entry expiration and deletion feature is enabled. Enabling this setting causes AM
to clone the value of the coreTokenExpirationDate  attribute to the coreTokenTtlDate  attribute during token creation,
which allows DS to index tokens using the coreTokenTtlDate  attribute for the entry expiration and deletion feature.

This property doesn’t clone the values of tokens that were created before the setting was enabled.

▪ 
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Set this property to true  in conjunction with the org.forgerock.services.cts.store.ttlsupport.exclusionlist
advanced server property when you need to configure the AM reaper to manage the expiration time for a subset of the
tokens in the CTS store only.

Learn more in Manage expired CTS tokens.

Default: false

org.forgerock.services.cts.store.reaper.enabled

Specifies whether the AM reaper is enabled.

Set this property to true  in the following scenarios:

When the AM reaper must manage the expiration times for all the tokens in the CTS store.

When the AM reaper must manage the expiration time for a subset of the tokens in the CTS store.

Learn more in Manage expired CTS tokens.

Default: true

org.forgerock.services.cts.store.ttlsupport.exclusionlist

When the org.forgerock.services.cts.store.ttlsupport.enabled  advanced server property is set to true , this
property specifies a list of token types which will not have their coreTokenExpirationDate  data cloned. For example, 
SESSION .

The AM reaper will delete the excluded tokens when they expire.

Learn more in Manage expired CTS tokens.
Default: Not set

org.forgerock.services.datalayer.connection.timeout

Timeout in seconds for LDAP connections to the configuration data store.

Default: 10  (seconds)

For suggested settings, see Tuning CTS Store LDAP Connections.

org.forgerock.services.datalayer.connection.timeout.cts.async

Timeout in seconds for LDAP connections used for most CTS operations.

Default: 10  (seconds)

emergency_home
Do not disable the AM reaper unless you have a system in place to clean up expired tokens, such as the DS
entry expiration and deletion feature.

Important

• 

• 

lightbulb_2
The CTS token store lists the token types in use in your environment. 

Tip
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For suggested settings, see Tuning CTS Store LDAP Connections.

org.forgerock.services.datalayer.connection.timeout.cts.reaper

Timeout in seconds for the LDAP connection used for CTS token cleanup.

Default: None (do not time out)

For suggested settings, see Tuning CTS Store LDAP Connections.

securidHelper.ports

Port on which SecurID daemon listens.

Default: 58943

org.forgerock.session.stateless.jwtcache.expiry.time

The maximum time, in seconds, that AM caches client-side session JWTs.

Setting a long cache timeout may be more efficient, but AM will not detect if a client-side session JWT has expired or has
become invalid until the cache expires.

The property is hot-swappable. You do not need to restart AM for the changes to take effect.

Default: 10

org.forgerock.session.stateless.jwtcache.size

The size, in bytes, of the cache where AM stores client-side session JWTs.

Default: 10000

org.forgerock.openam.ldap.keepalive.search.base

Defines the search base for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if
more than one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories

available .

Default: [Empty]

org.forgerock.openam.ldap.keepalive.search.filter

Defines the search filter for:

The heartbeat request that checks connections to the LDAP server are alive and prevents idle timeouts (keepalive).

The load balancer availability check.

• 

• 

• 

• 
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You can also use the absolute True and False filter ( & ).

The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns no entries, or if
more than one entry is returned.

If the search results in an error, AM fails to start up with an exception such as 
org.forgerock.opendj.ldap.ConnectionException: Connect Error: No operational connection factories

available .

Default: (objectClass=*)

org.forgerock.am.auth.trees.authenticate.identified.identity

During authentication, AM records the type of user identified in an identity store. When this setting is enabled, AM uses
these stored identities to decide which user to log in.

This lets the authentication trees engine correctly resolve identities that have the same username.

Learn more in the custom node documentation and scripted decision node API.

Default: true

Configure sites

Sites involve multiple AM servers working together to provide services. You can use sites with load balancers and session high
availability to configure pools of servers capable of responding to client requests in highly available fashion.

Name

Sets the name of the site.

Primary URL

Sets the primary entry point to the site, such as the URL, to the load balancer for the site configuration.

Secondary URLs

Sets alternate entry points to the site.

Global services configuration

Under Configure > Global Services, you can set defaults for a range of AM services.

Android Key Attestation Service

Realm defaults

The following settings appear on the Realm Defaults tab:

Certificate revocation status list URL

The URL to retrieve the certificate revocation status list (CRL).
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Keys are checked against the revocation status list to ensure they have not been revoked or suspended.

Keys can be revoked for a number of reasons, including mishandling or suspected extraction by an attacker.

Defaults to the list maintained by Google at https://android.googleapis.com/attestation/status.

Google hardware attestation root certificate URL

The URL for retrieving the Google hardware attestation root certificates.

Refer to Verifying hardware-backed key pairs with Key Attestation in the Android developer documentation.

If you do not provide a URL, you must map the certificate using the secret ID 
am.services.attestation.google.public.key .

For more information, refer to Map and rotate secrets.

Cache duration (hours)

The number of hours to cache the certificate revocation status list and Google hardware attestation root certificate.

Defaults to one day ( 24 ).

Specify 0  to prevent caching.

Audit logging

amster  service name: audit

Global attributes

The following settings appear on the Global Attributes tab:

Audit logging

Enable audit logging in AM.

Default value: true

amster  attribute: auditEnabled

Field whitelist filters

AM has a predefined allowlist that only records values that do not contain sensitive information. Use this property to
allowlist fields in addition to the built-in list.

Each field filter should be provided using a JSON Pointer-like syntax which is prefixed with the event’s topic. The topic will
be one of access , activity , authentication , or config .

For example, to record the values of the Accept-Language  HTTP header in access events, the pointer is /access/http/
request/headers/accept-language .

amster  attribute: whitelistFieldFilters
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Field blacklist filters

Denylist filters can be used to remove audit event fields which are allowlisted by default. These are fields which are safe to
log but which you have decided are not necessary for your requirements.

Each field filter should be provided using a JSON Pointer-like syntax which is prefixed with the event’s topic. The topic will
be one of access , activity , authentication , or config .

For example, you might want to filter out surnames by hiding the sn  field from activity events. To do so, add the following
pointers to the Field blacklist filters list:

/activity/before/sn

/activity/after/sn

amster  attribute: blacklistFieldFilters

Realm defaults

The following settings appear on the Realm Defaults tab:

Audit logging

Enable audit logging in AM.

Default value: true

amster  attribute: auditEnabled

Field whitelist filters

AM has a predefined allowlist that only records values that do not contain sensitive information. Use this property to
allowlist fields in addition to the built-in list.

Each field filter should be provided using a JSON Pointer-like syntax which is prefixed with the event’s topic. The topic will
be one of access , activity , authentication , or config .

For example, to record the values of the Accept-Language  HTTP header in access events, the pointer is /access/http/
request/headers/accept-language .

amster  attribute: whitelistFieldFilters

Field blacklist filters

Denylist filters can be used to remove audit event fields which are allowlisted by default. These are fields which are safe to
log but which you have decided are not necessary for your requirements.

Each field filter should be provided using a JSON Pointer-like syntax which is prefixed with the event’s topic. The topic will
be one of access , activity , authentication , or config .

For example, you might want to filter out surnames by hiding the sn  field from activity events. To do so, add the following
pointers to the Field blacklist filters list:

/activity/before/sn

/activity/after/sn

• 

• 

• 

• 
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amster  attribute: blacklistFieldFilters

Secondary configurations

This service has the following secondary configurations.

JMS

A configured secondary instance of the JMS type has the following tabs:

General handler configuration

The General Handler Configuration tab contains the following secondary configuration properties:

Enabled

Enables or disables an audit event handler.

Default value: true

amster  attribute: enabled

Topics

List of topics handled by an audit event handler.

Default value:

access
activity
config
authentication

amster  attribute: topics

Audit event handler factory

The Audit Event Handler Factory tab contains the following secondary configuration properties:

Factory Class Name

The fully qualified class name of the factory responsible for creating the Audit Event Handler. The class must implement 
org.forgerock.openam.audit.AuditEventHandlerFactory .

Default value: org.forgerock.openam.audit.events.handlers.JmsAuditEventHandlerFactory

amster  attribute: handlerFactory
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JMS configuration

The JMS Configuration tab contains the following secondary configuration properties:

Delivery Mode

Specifies whether JMS messages used to transmit audit events use persistent or non-persistent delivery.

With persistent delivery, the JMS provider ensures that messages are not lost in transit in case of a provider failure by
logging messages to storage when they are sent.

Specify the delivery mode as persistent if it is unacceptable for delivery of audit events to be lost in JMS transit. If the
possible loss of audit events is acceptable, choose non-persistent delivery, which provides better performance.

Default value: NON_PERSISTENT

amster  attribute: deliveryMode

Session Mode

Specifies the JMS session acknowledgement mode.

The following values are supported:

AUTO . Auto mode guarantees once-only delivery of JMS messages used to transmit audit events.

CLIENT . Client mode does not ensure delivery.

DUPS_OK . Duplicates OK mode ensures that messages are delivered at least once.

Use the default setting unless your JMS broker implementation requires otherwise. See your broker documentation for
more information.

Default value: AUTO

amster  attribute: sessionMode

JNDI Context Properties

Specifies JNDI properties that AM uses to connect to the JMS message broker to which AM will publish audit events.

AM acts as a JMS client, using a JMS connection factory to connect to your JMS message broker. In order for AM to connect
to the broker, the JNDI context properties must conform to those needed by the broker. See the documentation for your
JMS message broker for required values.

The default properties are example properties for connecting to Apache ActiveMQ.

Default value:

{
    &quot;java.naming.factory.initial&quot;: 
&quot;org.apache.activemq.jndi.ActiveMQInitialContextFactory&quot;,
    &quot;topic.audit&quot;: &quot;audit&quot;,
    &quot;java.naming.provider.url&quot;: &quot;tcp://localhost:61616&quot;
}

• 

• 

• 
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amster  attribute: jndiContextProperties

JMS Topic Name

JNDI lookup name for the JMS topic

Default value: audit

amster  attribute: jndiTopicName

JMS Connection Factory Name

Specifies the JNDI lookup name for the connection factory exposed by your JMS message broker. AM performs a JNDI
lookup on this name to locate your broker’s connection factory.

See the documentation for your JMS message broker for the required value.

The default is the connection factory name for Apache ActiveMQ.

Default value: ConnectionFactory

amster  attribute: jndiConnectionFactoryName

Batch events

The Batch Events tab contains the following secondary configuration properties:

Capacity

Maximum event count in the batch queue; additional events are dropped.

Default value: 1000

amster  attribute: batchCapacity

Max Batched

Maximum number of events per batch.

Default value: 100

amster  attribute: maxBatchedEvents

Writing Interval

The interval (in seconds) for reading events from the buffer to transmit via jms.

Default value: 10

amster  attribute: pollTimeoutSec
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JSONStdout

A configured secondary instance of the JSONStdout type has the following tabs:

General handler configuration

The General Handler Configuration tab contains the following secondary configuration properties:

Enabled

Enables or disables an audit event handler.

Default value: true

amster  attribute: enabled

Topics

List of topics handled by an audit event handler.

Default value:

access
activity
config
authentication

amster  attribute: topics

Audit event handler factory

The Audit Event Handler Factory tab contains the following secondary configuration properties:

Factory Class Name

The fully qualified class name of the factory responsible for creating the Audit Event Handler. The class must implement 
org.forgerock.openam.audit.AuditEventHandlerFactory .

Default value: org.forgerock.openam.audit.events.handlers.JsonStdoutAuditEventHandlerFactory

amster  attribute: handlerFactory
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JSON configuration

The JSON Configuration tab contains the following secondary configuration properties:

ElasticSearch JSON Format Compatible

JSON format should be transformed to be compatible with ElasticSearch format restrictions.

Default value: false

amster  attribute: elasticsearchCompatible

Elasticsearch

A configured secondary instance of the Elasticsearch type has the following tabs:

General handler configuration

The General Handler Configuration tab contains the following secondary configuration properties:

Enabled

Enables or disables an audit event handler.

Default value: true

amster  attribute: enabled

Topics

List of topics handled by an audit event handler.

Default value:

access
activity
config
authentication

amster  attribute: topics

Audit event handler factory

The Audit Event Handler Factory tab contains the following secondary configuration properties:
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Factory Class Name

The fully qualified class name of the factory responsible for creating the Audit Event Handler. The class must implement 
org.forgerock.openam.audit.AuditEventHandlerFactory .

Default value: org.forgerock.openam.audit.events.handlers.ElasticsearchAuditEventHandlerFactory

amster  attribute: handlerFactory

Elasticsearch configuration

The Elasticsearch Configuration tab contains the following secondary configuration properties:

Server Hostname

Host name or IP address of the Elasticsearch server.

amster  attribute: host

Server Port

Specifies the port number used to access Elasticsearch’s REST API.

amster  attribute: port

SSL Enabled

Specifies whether SSL is configured on the Elasticsearch server.

If SSL is enabled, be sure to import the CA certificate used to sign Elasticsearch node certificates into the Java keystore on
the host that runs AM before attempting to log audit events to Elasticsearch.

Default value: false

amster  attribute: sslEnabled

Elasticsearch Index

Specifies the name of the Elasticsearch index to be used for AM audit logging.

amster  attribute: index

Authentication

The Authentication tab contains the following secondary configuration properties:

Username

Specifies the username to access the Elasticsearch server.
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Required if Elasticsearch Shield authentication is configured.

amster  attribute: username

Password

Specifies the password to access the Elasticsearch server.

Required if Elasticsearch Shield authentication is configured.

amster  attribute: password

Buffering

The Buffering tab contains the following secondary configuration properties:

Buffering Enabled

Default value: true

amster  attribute: bufferingEnabled

Batch Size

Maximum number of events that can be buffered (default: 10000)

Default value: 500

amster  attribute: batchSize

Queue Capacity

Maximum number of audit logs in the batch queue. Additional audit events are dropped.

Default value: 10000

amster  attribute: maxEvents

Write interval (in milliseconds)

Specifies the interval in milliseconds at which buffered events are written to Elasticsearch.

Default value: 250

amster  attribute: writeInterval

Syslog

A configured secondary instance of the Syslog  type has the following tabs:
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General handler configuration

The General Handler Configuration tab contains the following secondary configuration properties:

Enabled

Enables or disables an audit event handler.

Default value: true

amster  attribute: enabled

Topics

List of topics handled by an audit event handler.

Default value:

access
activity
config
authentication

amster  attribute: topics

Audit event handler factory

The Audit Event Handler Factory tab contains the following secondary configuration properties:

Factory Class Name

The fully qualified class name of the factory responsible for creating the Audit Event Handler. The class must implement 
org.forgerock.openam.audit.AuditEventHandlerFactory .

Default value: org.forgerock.openam.audit.events.handlers.SyslogAuditEventHandlerFactory

amster  attribute: handlerFactory

Syslog configuration

The Syslog Configuration tab contains the following secondary configuration properties:

Server hostname

Host name or IP address of receiving syslog server.

amster  attribute: host

PingAM Reference

Copyright © 2025 Ping Identity Corporation 925



Server port

Port number of receiving syslog server.

amster  attribute: port

Transport Protocol

Default value: TCP

amster  attribute: transportProtocol

Connection timeout

Timeout for connecting to syslog server, in seconds.

amster  attribute: connectTimeout

Facility

Syslog facility value to apply to all events.

Default value: USER

amster  attribute: facility

Buffering

The Buffering tab contains the following secondary configuration properties:

Buffering Enabled

Enables or disables audit event buffering.

Default value: true

amster  attribute: bufferingEnabled

Buffer Size

Maximum number of events that can be buffered (default/minimum: 5000)

Default value: 5000

amster  attribute: bufferingMaxSize

CSV

A configured secondary instance of the CSV type has the following tabs:
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General handler configuration

The General Handler Configuration tab contains the following secondary configuration properties:

Enabled

Enables or disables an audit event handler.

Default value: true

amster  attribute: enabled

Topics

List of topics handled by an audit event handler.

Default value:

access
activity
config
authentication

amster  attribute: topics

Audit event handler factory

The Audit Event Handler Factory tab contains the following secondary configuration properties:

Factory Class Name

The fully qualified class name of the factory responsible for creating the Audit Event Handler. The class must implement 
org.forgerock.openam.audit.AuditEventHandlerFactory .

Default value: org.forgerock.openam.audit.events.handlers.CsvAuditEventHandlerFactory

amster  attribute: handlerFactory

CSV configuration

The CSV Configuration tab contains the following secondary configuration properties:

Log Directory

Directory in which to store audit log CSV files.

Default value: %BASE_DIR%/var/audit/
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amster  attribute: location

File rotation

The File Rotation tab contains the following secondary configuration properties:

Rotation Enabled

Enables and disables audit file rotation.

Default value: true

amster  attribute: rotationEnabled

Maximum File Size

Maximum size, in bytes, which an audit file can grow to before rotation is triggered. A negative or zero value indicates this
policy is disabled.

Default value: 100000000

amster  attribute: rotationMaxFileSize

File Rotation Prefix

Prefix to prepend to audit files when rotating audit files.

amster  attribute: rotationFilePrefix

File Rotation Suffix

Suffix to append to audit files when they are rotated. Suffix should be a timestamp.

Default value: -yyyy.MM.dd-HH.mm.ss

amster  attribute: rotationFileSuffix

Rotation Interval

Interval to trigger audit file rotations, in seconds. A negative or zero value disables this feature.

Default value: -1

amster  attribute: rotationInterval

Rotation Times

Durations after midnight to trigger file rotation, in seconds.

amster  attribute: rotationTimes
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File retention

The File Retention tab contains the following secondary configuration properties:

Maximum Number of Historical Files

Maximum number of backup audit files allowed. A value of -1  disables pruning of old history files.

Default value: 1

amster  attribute: retentionMaxNumberOfHistoryFiles

Maximum Disk Space

The maximum amount of disk space the audit files can occupy, in bytes. A negative or zero value indicates this policy is
disabled.

Default value: -1

amster  attribute: retentionMaxDiskSpaceToUse

Minimum Free Space Required

Minimum amount of disk space required, in bytes, on the system where audit files are stored. A negative or zero value
indicates this policy is disabled.

Default value: -1

amster  attribute: retentionMinFreeSpaceRequired

Buffering

The Buffering tab contains the following secondary configuration properties:

Buffering Enabled

Enables or disables buffering.

Default value: true

amster  attribute: bufferingEnabled

Flush Each Event Immediately

Performance may be improved by writing all buffered events before flushing.

Default value: false

amster  attribute: bufferingAutoFlush
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Tamper Evident Configuration

The Tamper Evident Configuration tab contains the following secondary configuration properties:

Is Enabled

Enables the CSV tamper evident feature.

Default value: false

amster  attribute: securityEnabled

Certificate Store Location

Path to Java keystore.

Default value: %BASE_DIR%/var/audit/Logger.jks

amster  attribute: securityFilename

Certificate Store Password

Password for Java keystore.

amster  attribute: securityPassword

Signature Interval

Signature generation interval, in seconds.

Default value: 900

amster  attribute: securitySignatureInterval

JDBC

A configured secondary instance of the JDBC type has the following tabs:

General handler configuration

The General Handler Configuration tab contains the following secondary configuration properties:

Enabled

Enables or disables an audit event handler.

Default value: true

amster  attribute: enabled
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Topics

List of topics handled by an audit event handler.

Default value:

access
activity
config
authentication

amster  attribute: topics

Audit event handler factory

The Audit Event Handler Factory tab contains the following secondary configuration properties:

Factory Class Name

The fully qualified class name of the factory responsible for creating the Audit Event Handler. The class must implement 
org.forgerock.openam.audit.AuditEventHandlerFactory .

Default value: org.forgerock.openam.audit.events.handlers.JdbcAuditEventHandlerFactory

amster  attribute: handlerFactory

Database Configuration

The Database Configuration tab contains the following secondary configuration properties:

Database Type

Select the database to use for logging audit events.

Identifies the database in use, for example MySQL, Oracle, or SQL.

Default value: oracle

amster  attribute: databaseType

JDBC Database URL

URL of the JDBC database.

amster  attribute: jdbcUrl

JDBC Driver

Fully qualified JDBC driver class name.
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amster  attribute: driverClassName

Database Username

Specifies the username to access the database server.

amster  attribute: username

Database Password

Specifies the password to access the database server.

amster  attribute: password

Connection Timeout (seconds)

Specifies the maximum wait time before failing the connection, in seconds.

Default value: 30

amster  attribute: connectionTimeout

Maximum Connection Idle Timeout (seconds)

Specifies the maximum idle time before the connection is closed, in seconds.

Default value: 600

amster  attribute: idleTimeout

Maximum Connection Time (seconds)

Specifies the maximum time a JDBC connection can be open, in seconds.

Default value: 1800

amster  attribute: maxLifetime

Minimum Idle Connections

Specifies the minimum number of idle connections in the connection pool.

Default value: 10

amster  attribute: minIdle

Maximum Connections

Specifies the maximum number of connections in the connection pool.

Default value: 10

amster  attribute: maxPoolSize
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Buffering

The Buffering tab contains the following secondary configuration properties:

Buffering Enabled

Enables or disables audit event buffering.

Default value: true

amster  attribute: bufferingEnabled

Buffer Size (number of events)

Size of the queue where events are buffered before they are written to the database.

This queue has to be big enough to store all incoming events that have not yet been written to the database.

If the queue reaches capacity, the process will block until a write occurs.

Default value: 100000

amster  attribute: bufferingMaxSize

Write Interval

Specifies the interval (seconds) at which buffered events are written to the database.

Default value: 5

amster  attribute: bufferingWriteInterval

Writer Threads

Specifies the number of threads used to write the buffered events.

Default value: 1

amster  attribute: bufferingWriterThreads

Max Batched Events

Specifies the maximum number of batched statements the database can support per connection.

Default value: 100

amster  attribute: bufferingMaxBatchedEvents

JSON

A configured secondary instance of the JSON type has the following tabs:
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General handler configuration

The General Handler Configuration tab contains the following secondary configuration properties:

Enabled

Enables or disables an audit event handler.

Default value: true

amster  attribute: enabled

Topics

List of topics handled by an audit event handler.

Default value:

access
activity
config
authentication

amster  attribute: topics

Audit event handler factory

The Audit Event Handler Factory tab contains the following secondary configuration properties:

Factory Class Name

The fully qualified class name of the factory responsible for creating the Audit Event Handler. The class must implement 
org.forgerock.openam.audit.AuditEventHandlerFactory .

Default value: org.forgerock.openam.audit.events.handlers.JsonAuditEventHandlerFactory

amster  attribute: handlerFactory

JSON configuration

The JSON Configuration tab contains the following secondary configuration properties:

Log Directory

Directory in which to store audit log JSON files.

Default value: %BASE_DIR%/var/audit/
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amster  attribute: location

ElasticSearch JSON Format Compatible

JSON format should be transformed to be compatible with ElasticSearch format restrictions.

Default value: false

amster  attribute: elasticsearchCompatible

File Rotation Retention Check Interval

Interval to check time-based file rotation policies, in seconds.

Default value: 5

amster  attribute: rotationRetentionCheckInterval

File rotation

The File Rotation tab contains the following secondary configuration properties:

Rotation Enabled

Enables and disables audit file rotation.

Default value: true

amster  attribute: rotationEnabled

Maximum File Size

Maximum size, in bytes, which an audit file can grow to before rotation is triggered. A negative or zero value indicates this
policy is disabled.

Default value: 100000000

amster  attribute: rotationMaxFileSize

File Rotation Prefix

Prefix to prepend to audit files when rotating audit files.

amster  attribute: rotationFilePrefix

File Rotation Suffix

Suffix to append to audit files when they are rotated. Suffix should be a timestamp.

Default value: -yyyy.MM.dd-HH.mm.ss

amster  attribute: rotationFileSuffix

PingAM Reference

Copyright © 2025 Ping Identity Corporation 935



Rotation Interval

Interval to trigger audit file rotations, in seconds. A negative or zero value disables this feature.

Default value: -1

amster  attribute: rotationInterval

Rotation Times

Durations after midnight to trigger file rotation, in seconds.

amster  attribute: rotationTimes

File retention

The File Retention tab contains the following secondary configuration properties:

Maximum Number of Historical Files

Maximum number of backup audit files allowed. A value of -1  disables pruning of old history files.

Default value: 1

amster  attribute: retentionMaxNumberOfHistoryFiles

Maximum Disk Space

The maximum amount of disk space the audit files can occupy, in bytes. A negative or zero value indicates this policy is
disabled.

Default value: -1

amster  attribute: retentionMaxDiskSpaceToUse

Minimum Free Space Required

Minimum amount of disk space required, in bytes, on the system where audit files are stored. A negative or zero value
indicates this policy is disabled.

Default value: -1

amster  attribute: retentionMinFreeSpaceRequired

Buffering

The Buffering tab contains the following secondary configuration properties:
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Batch Size

Maximum number of events that can be buffered (default/minimum: 100000)

Default value: 100000

amster  attribute: bufferingMaxSize

Write interval

Interval at which buffered events are written to a file, in milliseconds.

Default value: 5

amster  attribute: bufferingWriteInterval

Splunk

A configured secondary instance of the Splunk type has the following tabs:

General handler configuration

The General Handler Configuration tab contains the following secondary configuration properties:

Enabled

Enables or disables an audit event handler.

Default value: true

amster  attribute: enabled

Topics

List of topics handled by an audit event handler.

Default value:

access
activity
config
authentication

amster  attribute: topics

Audit event handler factory

The Audit Event Handler Factory tab contains the following secondary configuration properties:
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Factory Class Name

The fully qualified class name of the factory responsible for creating the Audit Event Handler. The class must implement 
org.forgerock.openam.audit.AuditEventHandlerFactory .

Default value: org.forgerock.openam.audit.events.handlers.SplunkAuditEventHandlerFactory

amster  attribute: handlerFactory

Splunk Configuration

The Splunk Configuration tab contains the following secondary configuration properties:

Authorization Token

Authorization token used to connect to Splunk HTTP Event Collector endpoint.

amster  attribute: authzToken

Server Hostname

Host name or IP address of Splunk server.

amster  attribute: host

Server Port

Port number of Splunk server.

amster  attribute: port

SSL Enabled

Use HTTPS protocol for communication with Splunk.

Default value: false

amster  attribute: sslEnabled

Buffering

The Buffering tab contains the following secondary configuration properties:

Batch Size

Maximum number of events that can be buffered (default: 10000).

Default value: 500
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amster  attribute: batchSize

Queue Capacity

Maximum number of audit evens in the batch queue; additional events are dropped.

Default value: 10000

amster  attribute: maxEvents

Write interval (in milliseconds)

Interval at which buffered events are written to Splunk.

Default value: 250

amster  attribute: writeInterval

Base URL source

amster  service name: BaseUrlSource

Realm defaults

The following settings appear on the Realm Defaults tab:

Base URL Source

Specifies how the base URL is generated.

The following values are supported:

Extension class ( EXTENSION_CLASS ). The extension class returns a base URL from a provided HttpServletRequest.
In the Extension class name field, enter org.forgerock.openam.services.baseurl.BaseURLProvider .

Fixed value ( FIXED_VALUE ). The base URL is retrieved from the value specified in the Fixed value base URL field.

Forwarded header ( FORWARDED_HEADER ). The base URL is retrieved from a forwarded header field in the HTTP
request. The Forwarded HTTP header field is standardized and specified in RFC7239.

Host/protocol from incoming request ( REQUEST_VALUES ). The hostname, server name, and port are retrieved
from the incoming HTTP request.

X-Forwarded-* headers ( X_FORWARDED_HEADERS ). The base URL is retrieved from non-standard header fields, such
as X-Forwarded-For , X-Forwarded-By , X-Forwarded-Proto , X-Forwarded-Host  and X-Forwarded-Port .

If the X-Forwarded-Proto  header is not provided, the server uses a fallback scheme, based on the URI of the
request.

If multiple X-Forwarded-Host  headers are specified, the outermost proxy host is used.

Default value: REQUEST_VALUES

amster  attribute: source

• 

• 

• 

• 

• 
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Fixed value base URL

If Fixed value  is selected as the Base URL source, enter the base URL in the Fixed value base URL field.

amster  attribute: fixedValue

Extension class name

If Extension class  is selected as the Base URL source, enter 
org.forgerock.openam.services.baseurl.BaseURLProvider  in the Extension class name field.

amster  attribute: extensionClassName

Context path

Specifies the context path for the base URL.

If provided, the base URL includes the deployment context path appended to the calculated URL.

For example, /openam .

Default value: /openam

amster  attribute: contextPath

Common federation configuration

amster  service name: CommonFederationConfiguration

General configuration

The following settings appear on the General Configuration tab:

Maximum allowed content length

The maximum content length allowed in federation communications, in bytes.

Default value: 20480

amster  attribute: maxContentLength

Check presence of certificates

Enable checking of certificates against local copy

Whether to verify that the partner’s signing certificate included in the Federation XML document is the same as the one
stored in the said partner’s meta data.

The possible values for this property are:

off . Disabled

on . Enabled

Default value: on

• 

• 
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amster  attribute: certificateChecking

SAML Error Page URL

AM redirects users here when an error occurs in the SAML2 engine.

Both relative and absolute URLs are supported. Users are redirected to an absolute URL using the configured HTTP
Binding whereas relative URLs are displayed within the request.

Default value: /saml2/jsp/saml2error.jsp

amster  attribute: samlErrorPageUrl

SAML Error Page HTTP Binding

The possible values are HTTP-Redirect or HTTP-POST.

Default value: HTTP-POST

amster  attribute: samlErrorPageHttpBinding

Implementation classes

The following settings appear on the Implementation Classes tab:

Datastore SPI implementation class

The Federation system uses this class to get/set user profile attributes.

The default implementation uses the Identity repository APIs to access user profile attributes. A custom implementation
must implement the com.sun.identity.plugin.datastore.DataStoreProvider  interface.

Default value: com.sun.identity.plugin.datastore.impl.IdRepoDataStoreProvider

amster  attribute: datastoreClass

Root URL provider SPI implementation class

The Federation system uses this class to get the root URL of the AM deployment.

The default implementation uses the Root URL APIs to access the AM instance root url. A custom implementation must
implement the org.forgerock.openam.federation.plugin.rooturl.RootUrlProvider  interface.

Default value: org.forgerock.openam.federation.plugin.rooturl.impl.FmRootUrlProvider

amster  attribute: rootUrlProviderClass

ConfigurationInstance SPI implementation class

The Federation system uses this class to fetch service configuration.

The default implementation uses the SMS APIs to access service configuration. A custom implementation must implement
the com.sun.identity.plugin.configuration.ConfigurationInstance  interface.

Default value: com.sun.identity.plugin.configuration.impl.ConfigurationInstanceImpl

amster  attribute: configurationClass
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Logger SPI implementation class

The Federation system uses this class to record log entries.

The default implementation uses the Logging APIs to record log entries. A custom implementation must implement the 
com.sun.identity.plugin.log.Logger  interface.

Default value: com.sun.identity.plugin.log.impl.LogProvider

amster  attribute: loggerClass

SessionProvider SPI implementation class

The Federation system uses this class to interface with the session service.

The default implementation uses the standard authentication and SSO APIs to access the session service. A custom
implementation must implement the com.sun.identity.plugin.session.SessionProvider  interface.

Default value: com.sun.identity.plugin.session.impl.FMSessionProvider

amster  attribute: sessionProviderClass

PasswordDecoder SPI implementation class

The Federation system uses this class to decode password encoded by AM.

The default implementation uses the internal AM decryption API to decode passwords. A custom implementation must
implement the com.sun.identity.saml.xmlsig.PasswordDecoder  interface.

Default value: com.sun.identity.saml.xmlsig.FMPasswordDecoder

amster  attribute: passwordDecoderClass

SignatureProvider SPI implementation class

The Federation system uses this class to digitally sign SAML documents.

The default implementation uses the XERCES APIs to sign the documents. A custom implementation must implement the 
com.sun.identity.saml.xmlsig.SignatureProvider  interface.

Default value: com.sun.identity.saml.xmlsig.AMSignatureProvider

amster  attribute: signatureProviderClass

KeyProvider SPI implementation class

The Federation system uses this class to provide access to the underlying Java keystore.

The default implementation uses the Java Cryptographic Engine to provide access to the Java keystore. A custom
implementation must implement the com.sun.identity.saml.xmlsig.KeyProvider  interface.

Default value: com.sun.identity.saml.xmlsig.JKSKeyProvider

amster  attribute: keyProviderClass
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Algorithms

The following settings appear on the Algorithms tab:

XML canonicalization algorithm

The algorithm used to canonicalize XML documents.

The possible values for this property are:

http://www.w3.org/2001/10/xml-exc-c14n#

http://www.w3.org/2001/10/xml-exc-c14n#WithComments

http://www.w3.org/TR/2001/REC-xml-c14n-20010315

http://www.w3.org/TR/2001/REC-xml-c14n-20010315#WithComments

Default value: http://www.w3.org/2001/10/xml-exc-c14n#

amster  attribute: cannonicalizationAlgorithm

XML signature algorithm

The algorithm used to sign XML documents.

The possible values for this property are:

http://www.w3.org/2000/09/xmldsig#rsa-sha1

http://www.w3.org/2000/09/xmldsig#hmac-sha1

http://www.w3.org/2001/04/xmldsig-more#rsa-md5

http://www.w3.org/2001/04/xmldsig-more#rsa-ripemd160

http://www.w3.org/2001/04/xmldsig-more#rsa-sha256

http://www.w3.org/2001/04/xmldsig-more#rsa-sha384

http://www.w3.org/2001/04/xmldsig-more#rsa-sha512

http://www.w3.org/2001/04/xmldsig-more#hmac-md5

http://www.w3.org/2001/04/xmldsig-more#hmac-ripemd160

http://www.w3.org/2001/04/xmldsig-more#hmac-sha256

http://www.w3.org/2001/04/xmldsig-more#hmac-sha384

http://www.w3.org/2001/04/xmldsig-more#hmac-sha512

Default value: http://www.w3.org/2001/04/xmldsig-more#rsa-sha256

amster  attribute: signatureAlgorithm

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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XML digest algorithm

The default digest algorithm to use in signing XML.

The possible values for this property are:

http://www.w3.org/2000/09/xmldsig#sha1

http://www.w3.org/2001/04/xmlenc#sha256

http://www.w3.org/2001/04/xmlenc#sha512

http://www.w3.org/2001/04/xmldsig-more#sha384

Default value: http://www.w3.org/2001/04/xmlenc#sha256

amster  attribute: DigestAlgorithm

Query String signature algorithm (RSA)

The default signature algorithm to use for RSA keys.

The possible values for this property are:

http://www.w3.org/2000/09/xmldsig#rsa-sha1

http://www.w3.org/2001/04/xmldsig-more#rsa-sha256

http://www.w3.org/2001/04/xmldsig-more#rsa-sha384

http://www.w3.org/2001/04/xmldsig-more#rsa-sha512

Default value: http://www.w3.org/2001/04/xmldsig-more#rsa-sha256

amster  attribute: QuerySignatureAlgorithmRSA

Query String signature algorithm (DSA)

The default signature algorithm to use for DSA keys.

This property can only take the following value:

http://www.w3.org/2009/xmldsig11#dsa-sha256

Default value: http://www.w3.org/2009/xmldsig11#dsa-sha256

amster  attribute: QuerySignatureAlgorithmDSA

Query String signature algorithm (EC)

The default signature algorithm to use for EC keys.

The possible values for this property are:

http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha1

http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256

• 

• 

• 
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http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384

http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha512

Default value: http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha512

amster  attribute: QuerySignatureAlgorithmEC

XML transformation algorithm

The algorithm used to transform XML documents.

The possible values for this property are:

http://www.w3.org/2001/10/xml-exc-c14n#

http://www.w3.org/2001/10/xml-exc-c14n#WithComments

http://www.w3.org/TR/2001/REC-xml-c14n-20010315

http://www.w3.org/TR/2001/REC-xml-c14n-20010315#WithComments

http://www.w3.org/TR/1999/REC-xslt-19991116

http://www.w3.org/2000/09/xmldsig#base64

http://www.w3.org/TR/1999/REC-xpath-19991116

http://www.w3.org/2000/09/xmldsig#enveloped-signature

http://www.w3.org/TR/2001/WD-xptr-20010108

http://www.w3.org/2002/04/xmldsig-filter2

http://www.w3.org/2002/06/xmldsig-filter2

http://www.nue.et-inf.uni-siegen.de/~geuer-pollmann/#xpathFilter

Default value: http://www.w3.org/2001/10/xml-exc-c14n#

amster  attribute: transformationAlgorithm

Mask Generation Function Algorithm

Which MGF algorithm to use when encrypting the symmetric encryption key using RSA OAEP algorithm.

The possible values for this property are:

http://www.w3.org/2009/xmlenc11#mgf1sha1

http://www.w3.org/2009/xmlenc11#mgf1sha224

http://www.w3.org/2009/xmlenc11#mgf1sha256

http://www.w3.org/2009/xmlenc11#mgf1sha384

http://www.w3.org/2009/xmlenc11#mgf1sha512

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Default value: http://www.w3.org/2009/xmlenc11#mgf1sha256

amster  attribute: maskGenerationFunction

AES Key Wrap Algorithm

The AES key wrap algorithm to use when the remote entity provider does not specify which key wrap algorithms it
supports.

The possible values for this property are:

http://www.w3.org/2001/04/xmlenc#kw-aes128

http://www.w3.org/2001/04/xmlenc#kw-aes192

http://www.w3.org/2001/04/xmlenc#kw-aes256

Default value: http://www.w3.org/2001/04/xmlenc#kw-aes256

amster  attribute: aesKeyWrapAlgorithm

RSA Key Transport Algorithm

The possible values for this property are:

http://www.w3.org/2001/04/xmlenc#rsa-1_5

http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p

http://www.w3.org/2009/xmlenc11#rsa-oaep

Default value: http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p

amster  attribute: rsaKeyTransportAlgorithm

Monitoring

The following settings appear on the Monitoring tab:

Monitoring Agent Provider Class

The Federation system uses this class to gain access to the monitoring system.

The default implementation uses the built-in AM monitoring system. A custom implementation must implement the 
com.sun.identity.plugin.monitoring.FedMonAgent  interface.

Default value: com.sun.identity.plugin.monitoring.impl.AgentProvider

amster  attribute: monitoringAgentClass

Monitoring Provider Class for SAML2

The SAML2 engine uses this class to gain access to the monitoring system.

The default implementation uses the built-in AM monitoring system. A custom implementation must implement the 
com.sun.identity.plugin.monitoring.FedMonSAML2Svc  interface.

• 

• 

• 

• 

• 

• 
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Default value: com.sun.identity.plugin.monitoring.impl.FedMonSAML2SvcProvider

amster  attribute: monitoringSaml2Class

Configuration Version service

amster  service name: ConfigurationVersionService

The following settings are available in this service:

configurationCommit

amster  attribute: configurationCommit

Configuration Version

AM’s configuration version

Default value: 3.0.0.1

amster  attribute: configurationVersion

CORS service

amster  service name: CorsConfiguration

Configuration

The following settings appear on the Configuration tab:

Enable the CORS filter

If disable, no CORS headers will be added to responses.

Default value: true

amster  attribute: enabled

Secondary configurations

This service has the following secondary configurations.

configuration

Enable the CORS filter

If disable, no CORS headers will be added to responses.

Default value: false

amster  attribute: enabled
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Accepted Origins

The set of accepted origins.

amster  attribute: acceptedOrigins

Accepted Methods

The set of (non-simple) accepted methods, included in the pre-flight response in the header Access-Control-Allow-
Methods.

amster  attribute: acceptedMethods

Accepted Headers

The set of (non-simple) accepted headers, included in the pre-flight response in the header Access-Control-Allow-Headers.

amster  attribute: acceptedHeaders

Exposed Headers

The set of headers to transmit in the header Access-Control-Expose-Headers.

amster  attribute: exposedHeaders

Max Age

The max age (in seconds) for caching, included in the pre-flight response in the header Access-Control-Max-Age.

Default value: 0

amster  attribute: maxAge

Allow Credentials

Whether to transmit the Access-Control-Allow-Credentials: true header in the response.

Default value: false

amster  attribute: allowCredentials

Dashboard

amster  service name: DashboardUserService

Realm defaults

The following settings appear on the Realm Defaults tab:

Available Dashboard Apps

List of application dashboard names available by default for realms with the Dashboard service configured.

amster  attribute: assignedDashboard
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Secondary configurations

This service has the following secondary configurations.

instances

Dashboard Class Name

Identifies how to access the application, for example SAML2ApplicationClass  for a SAML v2.0 application.

amster  attribute: className

Dashboard Name

The application name as it will appear to the administrator for configuring the dashboard.

amster  attribute: name

Dashboard Display Name

The application name that displays on the dashboard client.

amster  attribute: displayName

Dashboard Icon

The icon name that will be displayed on the dashboard client identifying the application.

amster  attribute: icon

Dashboard Login

The URL that takes the user to the application.

amster  attribute: login

ICF Identifier

amster  attribute: icfIdentifier

Device ID service

amster  service name: deviceIdService

Realm defaults

The following settings appear on the Realm Defaults tab:

Profile Storage Attribute

The user’s attribute in which to store Device ID profiles.

The default attribute is added to the schema when you prepare a user store for use with AM. If you want to use a different
attribute, you must make sure to add it to your user store schema prior to enabling the Device ID authentication module.
AM must be able to write to the attribute.
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Default value: devicePrintProfiles

amster  attribute: deviceIdAttrName

Device Profile Encryption Scheme

Encryption scheme to use to secure device profiles stored on the server.

If enabled, each device profile is encrypted using a unique random secret key using the given strength of AES encryption in
CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used to ensure integrity
protection and authenticated encryption. The unique random key is encrypted with the given RSA key pair and stored with
the device profile.

The possible values for this property are:

Label: AES-256/HMAC-SHA-512 with RSA Key Wrapping (value: RSAES_AES256CBC_HS512 )

Label: AES-128/HMAC-SHA-256 with RSA Key Wrapping (value: RSAES_AES128CBC_HS256 )

Label: No encryption of device settings (value: NONE )

Default value: NONE

amster  attribute: deviceIdSettingsEncryptionScheme

Encryption Key Store

Path to the key store from which to load encryption keys.

Default value: /path/to/openam/security/keystores/keystore.jks

amster  attribute: deviceIdSettingsEncryptionKeystore

Key Store Type

Type of key store to load.

See the JDK 8 PKCS#11 Reference Guide for more details.

The possible values for this property are:

Label: Java Key Store (JKS) (value: JKS )

Label: Java Cryptography Extension Key Store (JCEKS) (value: JCEKS )

Label: PKCS#11 Hardware Crypto Storage (value: PKCS11 )

Label: PKCS#12 Key Store (value: PKCS12 )

info
AES-256 may require installation of the JCE Unlimited Strength policy files. 

Note

• 

• 

• 

info
PKCS#11 key stores require hardware support such as a security device or smart card and is not available by
default in most JVM installations. 

Note

• 

• 

• 

• 
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Default value: JKS

amster  attribute: deviceIdSettingsEncryptionKeystoreType

Key Store Password

Password to unlock the key store. This password is encrypted when it is saved in the AM configuration. You should modify
the default value.

amster  attribute: deviceIdSettingsEncryptionKeystorePassword

Key-Pair Alias

Alias of the certificate and private key in the key store. The private key is used to encrypt and decrypt device profiles.

amster  attribute: deviceIdSettingsEncryptionKeystoreKeyPairAlias

Private Key Password

Password to unlock the private key.

amster  attribute: deviceIdSettingsEncryptionKeystorePrivateKeyPassword

Device Profiles service

amster  service name: DeviceProfilesService

Realm defaults

The following settings appear on the Realm Defaults tab:

Profile Storage Attribute

The user’s attribute in which to store Device profiles.

The default attribute is added to the schema when you prepare a user store for use with AM. If you want to use a different
attribute, you must make sure to add it to your user store schema prior to enabling the Device Profiles authentication
module. AM must be able to write to the attribute.

Default value: deviceProfiles

amster  attribute: deviceProfilesAttrName

Device Profile Encryption Scheme

Encryption scheme to use to secure device profiles stored on the server.

If enabled, each device profile is encrypted using a unique random secret key using the given strength of AES encryption in
CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used to ensure integrity
protection and authenticated encryption. The unique random key is encrypted with the given RSA key pair and stored with
the device profile.

info
AES-256 may require installation of the JCE Unlimited Strength policy files. 

Note
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The possible values for this property are:

Label: AES-256/HMAC-SHA-512 with RSA Key Wrapping (value: RSAES_AES256CBC_HS512 )

Label: AES-128/HMAC-SHA-256 with RSA Key Wrapping (value: RSAES_AES128CBC_HS256 )

Label: No encryption of device settings (value: NONE )

Default value: NONE

amster  attribute: deviceProfilesSettingsEncryptionScheme

Encryption Key Store

Path to the key store from which to load encryption keys.

Default value: /path/to/openam/security/keystores/keystore.jks

amster  attribute: deviceProfilesSettingsEncryptionKeystore

Key Store Type

Type of key store to load.

See the JDK 8 PKCS#11 Reference Guide for more details.

The possible values for this property are:

Label: Java Key Store (JKS) (value: JKS )

Label: Java Cryptography Extension Key Store (JCEKS) (value: JCEKS )

Label: PKCS#11 Hardware Crypto Storage (value: PKCS11 )

Label: PKCS#12 Key Store (value: PKCS12 )

Default value: JKS

amster  attribute: deviceProfilesSettingsEncryptionKeystoreType

Key Store Password

Password to unlock the key store. This password is encrypted when it is saved in the AM configuration. You should modify
the default value.

amster  attribute: deviceProfilesSettingsEncryptionKeystorePassword

Key-Pair Alias

Alias of the certificate and private key in the key store. The private key is used to encrypt and decrypt device profiles.

amster  attribute: deviceProfilesSettingsEncryptionKeystoreKeyPairAlias

• 

• 

• 

info
PKCS#11 key stores require hardware support such as a security device or smart card and is not available by
default in most JVM installations. 

Note

• 

• 

• 

• 
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Private Key Password

Password to unlock the private key.

amster  attribute: deviceProfilesSettingsEncryptionKeystorePrivateKeyPassword

Email service

The Email service supports AM’s user self-service feature. You can configure the email service globally or by realm. Learn more in 
Configure the email service.

amster  service name: EmailService

Realm defaults

The following settings appear on the Realm Defaults tab:

Email From Address

The address from which to send self-service email notifications.

For example, you might set this property to: no-reply@example.com

For Microsoft Graph API transport configurations, this address must exist as a valid address in the Microsoft Exchange
administration center.

amster  attribute: from

Email Attribute Name

The profile attribute from which to retrieve the end user’s email address.

Default value: mail

amster  attribute: emailAddressAttribute

Email Subject

A subject for notification messages. If you don’t set this, self-service emails won’t include a subject.

amster  attribute: subject

Email Content

The content for notification messages. If you don’t set this, self-service emails include only the confirmation URL in the
mail body.

amster  attribute: message

Email Rate Limit

The minimum number of seconds that must elapse between sending emails to a specific user.

Default value: 1

amster  attribute: emailRateLimitSeconds
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Transport Type

The mail server transport type to use. This value must be set to one of the secondary configurations.

amster  attribute: transportType

Secondary configurations

This service has the following secondary configurations.

Microsoft Graph API

Email Message Implementation Class

The class that sends email notifications, such as those sent for user registration and forgotten passwords.

Default value: org.forgerock.openam.services.email.rest.MicrosoftRestMailServer

amster  attribute: emailImplClassName

Email Rest Endpoint URL

The REST endpoint for sending emails, in the format https://graph.microsoft.com/v1.0/users/USER ID/sendMail .

Learn more in the sendMail API reference.

amster  attribute: emailEndpoint

OAuth2 Token Endpoint URL

The endpoint for OAuth 2.0 authentication, in the format 
https://login.microsoftonline.com/TENANT ID/oauth2/v2.0/token .

amster  attribute: tokenEndpoint

OAuth2 Client Id

The client ID for use in OAuth 2.0 authentication.

This is the client ID or application ID provided by the Microsoft Application Registration portal.

amster  attribute: clientId

OAuth2 Scopes

The scopes to request as part of the OAuth 2.0 authentication.

The value supported by Microsoft Graph API is https://graph.microsoft.com/.default .

amster  attribute: scope

SMTP

Email Message Implementation Class

The class that sends email notifications, such as those sent for user registration and forgotten passwords.
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Default value: org.forgerock.openam.services.email.MailServerImpl

amster  attribute: emailImplClassName

Mail Server Host Name

The fully qualified domain name of the SMTP mail server through which to send self-service email notifications.

For example, you might set this property to: smtp.example.com

amster  attribute: hostname

Mail Server Host Port

The port number for the SMTP mail server.

Default value: 465

amster  attribute: port

Mail Server Authentication Username

The username for the SMTP mail server.

For example, you might set this property to: username

amster  attribute: username

Mail Server Authentication Password

The password for the SMTP user.

amster  attribute: password

Mail Server Secure Connection

Whether to connect to the SMTP mail server using SSL.

The possible values for this property are:

SSL

Non SSL

Start TLS

Default value: SSL

amster  attribute: sslState

info
This is a different email server to the general mail server AM uses to send notification emails, for example, on
account lockout. 

Note

• 

• 

• 
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External data stores

amster  service name: DataStoreService

Realm defaults

The following settings appear on the Realm Defaults tab:

Policy Data Store

Select a data store configuration to be used for policy storage

The possible values for this property are:

Label: Default Data Store (value: fd270e31-1788-4193-8734-eb2d500c47f3 )

Default value: fd270e31-1788-4193-8734-eb2d500c47f3

amster  attribute: policyDataStoreId

Application Data Store

Select a data store configuration to be used for application storage

The possible values for this property are:

Label: Default Data Store (value: fd270e31-1788-4193-8734-eb2d500c47f3 )

Default value: fd270e31-1788-4193-8734-eb2d500c47f3

amster  attribute: applicationDataStoreId

Secondary configurations

This service has the following secondary configurations.

config

Host Urls

An ordered list of connection strings for LDAP directories.Each connection string is composed as follows: HOST:PORT.
serverHostname = Host Name

amster  attribute: serverUrls

Bind DN

amster  attribute: bindDN

Bind Password

amster  attribute: bindPassword

• 

• 
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Minimum Connection Pool Size

Default value: 1

amster  attribute: minimumConnectionPool

Maximum Connection Pool Size

Default value: 10

amster  attribute: maximumConnectionPool

Use SSL

amster  attribute: useSsl

Start TLS

amster  attribute: useStartTLS

Affinity Enabled

amster  attribute: affinityEnabled

ForgeRock Authenticator (OATH) service

amster  service name: AuthenticatorOath

Realm defaults

The following settings appear on the Realm Defaults tab:

Profile Storage Attribute

Attribute for storing ForgeRock Authenticator OATH profiles.

The default attribute is added to the user store during AM installation. If you want to use a different attribute, you must
make sure to add it to your user store schema prior to deploying two-step verification with a ForgeRock OATH
authenticator app in AM. AM must be able to write to the attribute.

Default value: oathDeviceProfiles

amster  attribute: oathAttrName

Device Profile Encryption Scheme

Encryption scheme for securing device profiles stored on the server.

If enabled, each device profile is encrypted using a unique random secret key using the given strength of AES encryption in
CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used to ensure integrity
protection and authenticated encryption. The unique random key is encrypted with the given RSA key pair and stored with
the device profile.
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The possible values for this property are:

Label: AES-256/HMAC-SHA-512 with RSA Key Wrapping (Value: RSAES_AES256CBC_HS512 )

Label: AES-128/HMAC-SHA-256 with RSA Key Wrapping (Value: RSAES_AES128CBC_HS256 )

Label: No encryption of device settings. (Value: NONE )

Default value: NONE

amster  attribute: authenticatorOATHDeviceSettingsEncryptionScheme

Encryption Key Store

Path to the key store from which to load encryption keys.

Default value: /path/to/openam/openam/keystore.jks

amster  attribute: authenticatorOATHDeviceSettingsEncryptionKeystore

Key Store Type

Type of encryption key store.

See the JDK 8 PKCS#11 Reference Guide for more details.

The possible values for this property are:

Label: Java Key Store (JKS). (Value: JKS )

Label: Java Cryptography Extension Key Store (JCEKS). (Value: JCEKS )

Label: PKCS#11 Hardware Crypto Storage. (Value: PKCS11 )

Label: PKCS#12 Key Store. (Value: PKCS12 )

Default value: JKS

amster  attribute: authenticatorOATHDeviceSettingsEncryptionKeystoreType

Key Store Password

Password to unlock the key store. This password will be encrypted.

amster  attribute: authenticatorOATHDeviceSettingsEncryptionKeystorePassword

info
AES-256 may require installation of the JCE Unlimited Strength policy files. 

Note

• 

• 

• 

info
PKCS#11 keys tores require hardware support such as a security device or smart card and is not available by
default in most JVM installations. 

Note

• 

• 

• 

• 
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Key-Pair Alias

Alias of the certificate and private key in the key store. The private key is used to encrypt and decrypt device profiles.

Default value: pushDeviceProfiles

amster  attribute: authenticatorOATHDeviceSettingsEncryptionKeystoreKeyPairAlias

Private Key Password

Password to unlock the private key.

amster  attribute: authenticatorOATHDeviceSettingsEncryptionKeystorePrivateKeyPassword

ForgeRock Authenticator (OATH) Device Skippable Attribute Name

The data store attribute that holds the user’s decision to enable or disable obtaining and providing a password obtained
from the ForgeRock Authenticator app. This attribute must be writable.

Default value: oath2faEnabled

amster  attribute: authenticatorOATHSkippableName

ForgeRock Authenticator (Push) service

amster  service name: AuthenticatorPush

Realm defaults

The following settings appear on the Realm Defaults tab:

Profile Storage Attribute

The user’s attribute in which to store Push Notification profiles.

The default attribute is added to the schema when you prepare a user store for use with AM. If you want to use a different
attribute, you must make sure to add it to your user store schema prior to deploying push notifications with the ForgeRock
Authenticator app in AM. AM must be able to write to the attribute.

Default value: pushDeviceProfiles

amster  attribute: pushAttrName

Device Profile Encryption Scheme

Encryption scheme to use to secure device profiles stored on the server.

If enabled, each device profile is encrypted using a unique random secret key using the given strength of AES encryption in
CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used to ensure integrity
protection and authenticated encryption. The unique random key is encrypted with the given RSA key pair and stored with
the device profile.

info
AES-256 may require installation of the JCE Unlimited Strength policy files. 

Note
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The possible values for this property are:

Label: AES-256/HMAC-SHA-512 with RSA Key Wrapping (value: RSAES_AES256CBC_HS512 )

Label: AES-128/HMAC-SHA-256 with RSA Key Wrapping (value: RSAES_AES128CBC_HS256 )

Label: No encryption of device settings (value: NONE )

Default value: NONE

amster  attribute: authenticatorPushDeviceSettingsEncryptionScheme

Encryption Key Store

Path to the key store from which to load encryption keys.

Default value: /path/to/openam/openam/keystore.jks

amster  attribute: authenticatorPushDeviceSettingsEncryptionKeystore

Key Store Type

Type of key store to load.

See the JDK 8 PKCS#11 Reference Guide for more details.

The possible values for this property are:

Label: Java Key Store (JKS) (value: JKS )

Label: Java Cryptography Extension Key Store (JCEKS) (value: JCEKS )

Label: PKCS#11 Hardware Crypto Storage (value: PKCS11 )

Label: PKCS#12 Key Store (value: PKCS12 )

Default value: JKS

amster  attribute: authenticatorPushDeviceSettingsEncryptionKeystoreType

Key Store Password

Password to unlock the key store. This password is encrypted when it is saved in the AM configuration. You should modify
the default value.

amster  attribute: authenticatorPushDeviceSettingsEncryptionKeystorePassword

Key-Pair Alias

Alias of the certificate and private key in the key store. The private key is used to encrypt and decrypt device profiles.

amster  attribute: authenticatorPushDeviceSettingsEncryptionKeystoreKeyPairAlias

• 

• 

• 

info
PKCS#11 key stores require hardware support such as a security device or smart card and is not available by
default in most JVM installations. 

Note

• 

• 

• 

• 
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Private Key Password

Password to unlock the private key.

amster  attribute: authenticatorPushDeviceSettingsEncryptionKeystorePrivateKeyPassword

ForgeRock Authenticator (Push) Device Skippable Attribute Name

Name of the attribute on a user’s profile used to store their selection of whether to skip ForgeRock Authenticator (Push)
2FA modules.

Default value: push2faEnabled

amster  attribute: authenticatorPushSkippableName

Globalization settings

amster  service name: Globalization

Global attributes

The following settings appear on the Global Attributes tab:

Charsets Supported by Each Locale

This table lets you configure the order of supported character sets used for each supported locale. Change the settings
only if the defaults are not appropriate.

Default value:

locale=zh|charset=UTF-8;GB2312
locale=ar|charset=UTF-8;ISO-8859-6
locale=es|charset=UTF-8;ISO-8859-15
locale=de|charset=UTF-8;ISO-8859-15
locale=zh_TW|charset=UTF-8;BIG5
locale=fr|charset=UTF-8;ISO-8859-15
locale=ko|charset=UTF-8;EUC-KR
locale=en|charset=UTF-8;ISO-8859-1
locale=th|charset=UTF-8;TIS-620
locale=ja|charset=UTF-8;Shift_JIS;EUC-JP

amster  attribute: charsetMappings

Charset Aliases

Use this list to map between different character set names used in Java and in MIME.

Default value:

mimeName=EUC-KR|javaName=EUC_KR
mimeName=EUC-JP|javaName=EUC_JP
mimeName=Shift_JIS|javaName=SJIS

amster  attribute: sun-identity-g11n-settings-charset-alias-mapping
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Realm defaults

The following settings appear on the Realm Defaults tab:

Auto Generated Common Name Format

Use this list to configure how AM formats names shown in the console banner.

This setting allows the name of the authenticated user shown in the AM admin UI banner to be customised based on the
locale of the user.

Default value: zh={sn}{givenname}

amster  attribute: commonNameFormats

Google Cloud platform service accounts

amster  service name: GoogleCloudServiceAccountService

Secondary configurations

This service has the following secondary configurations.

serviceAccounts

Credentials Secret ID

The ID of the secret that contains the GCP service account credentials. Leave blank to usethe default credentials from the
environment. Credentials can be loaded from disk using a FileSystem Secret Store.

amster  attribute: credentialsSecretId

Allowed Realms

A list of realms that are allowed to use this service account. Realms should be specified in path form, such as /subrealm/
subsubrealm .

amster  attribute: allowedRealms

Allowed Secret Names

A list of patterns of Google Secret Manager secret names that are allowed to be usedwith this service account. Patterns
can include the wildcard "*".

Default value: *

amster  attribute: allowedSecretNamePatterns

Disallowed Secret Names

A list of patterns of Google Secret Manager secret names that are not allowed to be used with this service account.
Patterns can include the wildcard "*".

amster  attribute: disallowedSecretNamePatterns
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IDM Provisioning

amster  service name: IDMProvisioning

The following settings are available in this service:

Enabled

Default value: false

amster  attribute: enabled

Deployment URL

URL of the IDM deployment, for example, https://localhost:8080 .

amster  attribute: idmDeploymentUrl

Deployment Path

Path of the IDM deployment, for example, openidm .

amster  attribute: idmDeploymentPath

IDM Provisioning Client

The name of the oauth client to be used for the client credentials flow.

amster  attribute: idmProvisioningClient

Signing Key Alias

Alias of the signing symmetric key in AM’s default keystore. Must be a duplicate of the symmetric key used by IDM.

amster  attribute: provisioningSigningKeyAlias

Encryption Key Alias

Alias of the encryption asymmetric key in AM’s default keystore. Must be a duplicate of the asymmetric key used by IDM.

amster  attribute: provisioningEncryptionKeyAlias

Signing Algorithm

JWT signing algorithm.

amster  attribute: provisioningSigningAlgorithm

Signing Compatibility Mode

Enable AM to communicate with IDM 6 and earlier.

When this option is enabled, AM will sign JWTs in a way that is compatible with versions of IDM 6 and earlier. The approach
used is incompatible with non-extractable HSM keys. Disable this option if you have upgraded to IDM 6.5 or later.

Default value: false
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amster  attribute: jwtSigningCompatibilityMode

Encryption Algorithm

JWT encryption algorithm.

amster  attribute: provisioningEncryptionAlgorithm

Encryption Method

JWT encryption method.

amster  attribute: provisioningEncryptionMethod

Configuration Cache Duration

Specify a duration in minutes for caching static IDM configuration to reduce calls to IDM endpoints and improve
performance.

The following values are cached for the specified duration: IDM schemas, consent mappings, validation requirements, KBA
configuration, and the IDM active terms.

If changes are made to the IDM Provisioning service in AM during this period, the configuration cache is immediately
cleared. If, however, changes are made to IDM, the cache is only refreshed when the duration expires.

A zero value disables this feature.

Default value: 0

amster  attribute: configurationCacheDuration

IoT service

amster  service name: IoTService

Realm defaults

The following settings appear on the Realm Defaults tab:

Create OAuth 2.0 Client

Create an OAuth 2.0 Client with the given name and default configuration required to serve as the client for the IoT
Service. The client will be created without any scope(s).

Default value: false

amster  attribute: createOAuthClient

OAuth 2.0 Client Name

The name of the default OAuth 2.0 Client used by the IoT Service to request access tokens for things.

Default value: forgerock-iot-oauth2-client

amster  attribute: oauthClientName
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Create OAuth 2.0 JWT Issuer

Create a Trusted JWT Issuer with the given name and default configuration required for the IoT Service to act as the Issuer
when handling request for thing access tokens.

Default value: false

amster  attribute: createOAuthJwtIssuer

OAuth 2.0 JWT Issuer Name

The name of the Trusted JWT Issuer used by the IoT Service to request access tokens for things.

Default value: forgerock-iot-jwt-issuer

amster  attribute: oauthJwtIssuerName

OAuth 2.0 Subject Attribute

The name of the identity store attribute from which to read the OAuth 2.0 subject value. The subject is used in access
tokens issued for things. This allows the thing’s access token subject to have a value other than the thing’s ID, which is the
value used by default.

amster  attribute: oauthSubjectAttribute

Readable Attributes

Specifies the list of attributes that a thing is allowed to request from its identity.

Default value: thingConfig

amster  attribute: attributeAllowlist

Legacy User Self-Service

amster  service name: SecurityProperties

Realm defaults

The following settings appear on the Realm Defaults tab:

Legacy Self-Service REST Endpoint

Specify whether to enable the legacy self-service endpoint.

AM supports two user self-service components: the Legacy User Self-Service, which is based on a Java SDK and is available
in AM versions prior to AM 13, and a common REST-based/XUI-based User Self-Service available in AM 13 and later.

The Legacy User Self-Service will be deprecated in a future release.

Default value: false

amster  attribute: selfServiceEnabled
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Self-Registration for Users

If enabled, new users can sign up using a REST API client.

Default value: false

amster  attribute: selfRegistrationEnabled

Self-Registration Token LifeTime (seconds)

Maximum life time for the token allowing User Self-Registration using the REST API.

Default value: 900

amster  attribute: selfRegistrationTokenLifetime

Self-Registration Confirmation Email URL

This page handles the HTTP GET request when the user clicks the link sent by email in the confirmation request.

Default value: http://openam.example.com:8080/openam/XUI/confirm.html

amster  attribute: selfRegistrationConfirmationUrl

Forgot Password for Users

If enabled, users can assign themselves a new password using a REST API client.

Default value: false

amster  attribute: forgotPasswordEnabled

Forgot Password Token Lifetime (seconds)

Maximum life time for the token that allows a user to process a forgotten password using the REST API.

Default value: 900

amster  attribute: forgotPasswordTokenLifetime

Forgot Password Confirmation Email URL

This page handles the HTTP GET request when the user clicks the link sent by email in the confirmation request.

Default value: http://openam.example.com:8080/openam/XUI/confirm.html

amster  attribute: forgotPasswordConfirmationUrl

Destination After Successful Self-Registration

Specifies the behavior when self-registration has successfully completed.

The possible values for this property are:

Label: User is sent to a 'successful registration' page, without being logged in (value: default )

Label: User is sent to the login page, to authenticate (value: login )

• 

• 
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Label: User is automatically logged in and sent to the appropriate page within the system (value: autologin )

Default value: default

amster  attribute: userRegisteredDestination

Protected User Attributes

A list of user profile attributes. Users modifying any of the attributes in this list will be required to enter a password as
confirmation before the change is accepted. This option applies to XUI deployments only.

amster  attribute: protectedUserAttributes

Confirmation Id HMAC Signing Key

256-bit key (base64-encoded) to use for HMAC signing of the legacy self-service confirmation email links.

Default value: Bn+TrDWLSv1E3ADHWxgqpv4fZnVmKLqwQcZvGdo/3jU=

amster  attribute: confirmationIdHmacKey

Logging

amster  service name: Logging

General

The following settings appear on the General tab:

Log Status

Enable the AM logging system.

AM supports two audit logging services: a legacy logging service, based on a Java SDK and available in AM versions prior to
AM 13.5, and a new common REST-based audit logging service available, from AM 13.5.

The legacy logging service will be deprecated in a future release.

The possible values for this property are:

ACTIVE

INACTIVE

Default value: INACTIVE

amster  attribute: status

Logging Type

Specifies whether to log to a database, Syslog, or to the file system.

If you choose database then be sure to set the connection attributes correctly, including the JDBC driver to use.

The possible values for this property are:

File

• 

• 

• 

• 
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DB

Syslog

Default value: File

amster  attribute: type

Configurable Log Fields

Controls the fields that are logged by AM.

This property is the list of fields that are logged by default. Administrators can choose to limit the information logged by
AM.

Default value:

IPAddr
LoggedBy
LoginID
NameID
ModuleName
ContextID
Domain
LogLevel
HostName
MessageID

amster  attribute: fields

Log Verification Frequency

The frequency (in seconds) that AM verifies security of the log files.

When secure logging is enabled, this is the period that AM will check the integrity of the log files.

Default value: 3600

amster  attribute: verifyPeriod

Log Signature Time

The frequency (in seconds) that AM will digitally sign the log records.

When secure logging is enabled, this is the period that AM will digitally signed the contents of the log files. The log
signatures form the basis of the log file integrity checking.

Default value: 900

amster  attribute: signaturePeriod

Secure Logging

Enable or disable secure logging.

If this setting is enabled, AM digitally signs and verifies the contents of log files, to help prevent and detect log file
tampering. You must configure a certificate for this functionality to be enabled.

• 

• 
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The possible values for this property are:

ON

OFF

Default value: OFF

amster  attribute: security

Secure Logging Signing Algorithm 

Determines the algorithm used to digitally sign the log records.

The possible values for this property are:

MD2withRSA . MD2 with RSA

MD5withRSA . MD5 with RSA

SHA1withDSA . SHA1 with DSA

SHA1withRSA . SHA1 with RSA

Default value: SHA1withRSA

amster  attribute: signingAlgorithm

Logging Certificate Store Location

The path to the Java keystore containing the logging system certificate.

The secure logging system will use the certificate alias of Logger  to locate the certificate in the specified keystore.

Default value: %BASE_DIR%/var/audit/Logger.jks

amster  attribute: certificateStore

Number of Files per Archive

Controls the number of logs files that will be archived by the secure logging system.

Default value: 5

amster  attribute: filesPerKeystore

Buffer Size

The number of log records held in memory before the log records will be flushed to the logfile or the database.

Default value: 25

amster  attribute: bufferSize

Buffer Time

The maximum time (in seconds) AM will hold log records in memory before flushing to the underlying repository.

• 

• 

• 

• 

• 

• 

PingAM Reference

Copyright © 2025 Ping Identity Corporation 969



Default value: 60

amster  attribute: bufferTime

Time Buffering

Enable or disable log buffering

When enabled AM holds all log records in a memory buffer that it periodically flushes to the repository. The period is set in
the Buffer Time  property.

The possible values for this property are:

ON

OFF

Default value: ON

amster  attribute: buffering

Logging Level

Control the level of JDK logging within AM.

The possible values for this property are:

OFF

SEVERE

WARNING

INFO

CONFIG

FINE

FINER

FINEST

Default value: INFO

amster  attribute: jdkLoggingLevel

File

The following settings appear on the File tab:

Log Rotation

Enable log rotation to cause new log files to be created when configured thresholds are reached, such as Maximum Log
Size or Logfile Rotation Interval.

Default value: true

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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amster  attribute: rotationEnabled

Maximum Log Size

Maximum size of a log file, in bytes.

Default value: 100000000

amster  attribute: maxFileSize

Number of History Files

Sets the number of history files for each log that AM keeps, including time-based histories.

The previously live file is moved and is included in the history count, and a new log is created to serve as the live log file.
Any log file in the history count that goes over the number specified here will be deleted.

For time-based logs, a new set of logs will be created when AM is started because of the time-based file names that are
used.

Default value: 1

amster  attribute: numberHistoryFiles

Logfile Rotation Prefix

The name of the log files will be prefixed with the supplied value.

This field defines the log file prefix. The prefix will be added to the name of all logfiles.

amster  attribute: prefix

Logfile Rotation Suffix

The name of the log files will be suffixed with the supplied value.

This field defines the log file suffix. If no suffix is provided, then the following default suffix format will be used: 
-MM.dd.yy-kk.mm . The suffix allows use of Date and Time patterns defined in SimpleDateFormat

Default value: -MM.dd.yy-kk.mm

amster  attribute: suffix

Logfile Rotation Interval

The rotation interval (in minutes).

info
Only used when time-based log rotation is enabled. 

Note

info
This field is only used if the time based rotation is enabled. 

Note
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The rotation interval determines the frequency of when the log files will be rotated. If the value is -1 , then time based
rotation is disabled and log file size based rotation is enabled.

Default value: -1

amster  attribute: rotationInterval

Log File Location

The path to the location of the log files

This property controls the location of the log files. The value depends on whether File or DB logging is used:

File: The full pathname to the directory containing the log files.

DB: The JDBC URL to the database used to store the log file database.

Default value: %BASE_DIR%/var/audit/

amster  attribute: location

Database

The following settings appear on the Database tab:

Database User Name

When logging to a database, set this to the username used to connect to the database. If this attribute is incorrectly set,
AM performance suffers.

Default value: dbuser

amster  attribute: user

Database User Password

When logging to a database, set this to the password used to connect to the database. If this attribute is incorrectly set,
AM performance suffers.

amster  attribute: password

Database Driver Name

When logging to a database, set this to the class name of the JDBC driver used to connect to the database.

The default is for Oracle. AM also works with the MySQL database driver.

Default value: oracle.jdbc.driver.OracleDriver

amster  attribute: driver

Maximum Number of Records

The maximum number of records read from the logs through the logging API.

Default value: 500

• 

• 
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amster  attribute: maxRecords

DB Failure Memory Buffer Size

Max number of log records held in memory if DB logging fails.

This is the maximum number of log records that will be held in memory if the database is unavailable. When the buffer is
full, new log records cause the oldest record in the buffer to be cleared. AM monitoring records the number of log entries
cleared when the database was unavailable.

If the value of this property is less than that of the Buffer Size then the buffer size value will take precedence.

Default value: 2

amster  attribute: databaseFailureMemoryBufferSize

Syslog

The following settings appear on the Syslog tab:

Syslog server host

The URL or IP address of the syslog server, for example http://mysyslog.example.com , or localhost .

Default value: localhost

amster  attribute: host

Syslog server port

The port number the syslog server is configured to listen to.

Default value: 514

amster  attribute: port

Syslog transport protocol

The protocol to use to connect to the syslog server.

The possible values for this property are:

UDP

TCP

Default value: UDP

amster  attribute: protocol

Syslog facility

Syslog uses the facility level to determine the type of program that is logging the message.

The possible values for this property are:

kern

• 

• 

• 
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user

mail

daemon

auth

syslog

lpr

news

uucp

cron

authpriv

ftp

local0

local1

local2

local3

local4

local5

local6

local7

Default value: local5

amster  attribute: facility

Syslog connection timeout

The period of time, in seconds, to wait when attempting to connect to the syslog server, before reporting a failure.

Default value: 30

amster  attribute: timeout

Monitoring

amster  service name: Monitoring

Configuration

The following settings appear on the Configuration tab:

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Monitoring Status

Enable / Disable the monitoring system

Default value: false

amster  attribute: enabled

Monitoring HTTP Port

Port number for the HTTP monitoring interface

Default value: 8082

amster  attribute: httpPort

Monitoring HTTP interface status

Enable / Disable the HTTP access to the monitoring system

Default value: false

amster  attribute: httpEnabled

Monitoring HTTP interface authentication file path

Path to the monitoring system authentication file

The openam_mon_auth  file contains the username and password of the account used to protect the monitoring interfaces.
The default username is demo  with a password of changeit . Use the ampassword  command to encrypt a new password.

Default value: %BASE_DIR%/security/openam_mon_auth

amster  attribute: authfilePath

Monitoring RMI Port

Port number for the JMX monitoring interface

Default value: 9999

amster  attribute: rmiPort

Monitoring RMI interface status

Enable / Disable the JMX access to the monitoring system

Default value: false

amster  attribute: rmiEnabled

Monitoring SNMP Port

Port number for the SNMP monitoring interface

Default value: 8085

amster  attribute: snmpPort
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Monitoring SNMP interface status

Enable / Disable the SNMP access to the monitoring system

Default value: false

amster  attribute: snmpEnabled

Policy evaluation monitoring history size

Size of the window of most recent policy evaluations to record to expose via monitoring system. Valid range is 100 -
1000000.

Default value: 10000

amster  attribute: policyHistoryWindowSize

Session monitoring history size

Size of the window of most recent session operations to record to expose via monitoring system. Valid range is 100 -
1000000.

Default value: 10000

amster  attribute: sessionHistoryWindowSize

Secondary configurations

This service has the following secondary configurations.

crest

Enabled

Default value: false

amster  attribute: enabled

graphite

Hostname

The hostname of the Graphite server to which metrics should be published.

amster  attribute: host

Port

The port of the Graphite server to which metrics should be published.

Default value: 2004

amster  attribute: port
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Frequency

The frequency (in seconds) at which metrics should be published.

Default value: 30

amster  attribute: frequency

prometheus

Enabled

Default value: false

amster  attribute: enabled

Authentication Type

Default value: BASIC

amster  attribute: authenticationType

Username

Default value: prometheus

amster  attribute: username

Password

amster  attribute: password

Multi-federation protocol

amster  service name: MultiFederationProtocol

The following settings are available in this service:

Single Logout Handler List

List of logout handlers for each supported federation protocol

The multi-federation protocol engine supports single logout. Each federation protocol requires a different single logout
handler. The logout handler must implement the com.sun.identity.multiprotocol.SingleLogoutHandler  interface.

Default value:

key=WSFED|class=com.sun.identity.multiprotocol.WSFederationSingleLogoutHandler
key=SAML2|class=com.sun.identity.multiprotocol.SAML2SingleLogoutHandler

amster  attribute: singleLogoutHandlerList

Naming

amster  service name: Naming
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General configuration

The following settings appear on the General Configuration tab:

Profile Service URL

Specifies the endpoint used by the profile service.

This attribute is deprecated.

Default value: %protocol://%host:%port%uri/profileservice

amster  attribute: profileUrl

Session Service URL

Specifies the endpoint used by the session service.

Default value: %protocol://%host:%port%uri/sessionservice

amster  attribute: sessionUrl

Logging Service URL

Specifies the endpoint used by the logging service.

Default value: %protocol://%host:%port%uri/loggingservice

amster  attribute: loggingUrl

Policy Service URL

Specifies the endpoint used by the policy service.

Default value: %protocol://%host:%port%uri/policyservice

amster  attribute: policyUrl

Authentication Service URL

Specifies the endpoint used by the authentication service.

Default value: %protocol://%host:%port%uri/authservice

amster  attribute: authUrl

Federation configuration

The following settings appear on the Federation Configuration tab:

SAML Web Profile/Artifact Service URL

Specifies the SAML v1 endpoint.

Default value: %protocol://%host:%port%uri/SAMLAwareServlet

amster  attribute: samlAwareServletUrl
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SAML SOAP Service URL

Specifies the SAML v1 SOAP service endpoint.

Default value: %protocol://%host:%port%uri/SAMLSOAPReceiver

amster  attribute: samlSoapReceiverUrl

SAML Web Profile/POST Service URL

Specifies the SAML v1 Web Profile endpoint.

Default value: %protocol://%host:%port%uri/SAMLPOSTProfileServlet

amster  attribute: samlPostServletUrl

SAML Assertion Manager Service URL

Specifies the SAML v1 assertion service endpoint.

Default value: %protocol://%host:%port%uri/AssertionManagerServlet/AssertionManagerIF

amster  attribute: samlAssertionManagerUrl

JAXRPC Endpoint URL

(Deprecated) Specifies the JAXRPC endpoint URL used by the remote IDM/SMS APIs.

Default value: %protocol://%host:%port%uri/jaxrpc/

amster  attribute: jaxrpcUrl

Endpoint configuration

The following settings appear on the Endpoint Configuration tab:

Identity Web Services Endpoint URL

Specifies the endpoint for the Identity WSDL services.

Default value: %protocol://%host:%port%uri/identityservices/

amster  attribute: jaxwsUrl

Identity REST Services Endpoint URL

Specifies the endpoint for the Identity REST services.

Default value: %protocol://%host:%port%uri/identity/

amster  attribute: idsvcsRestUrl

Security Token Service Endpoint URL

Specifies the STS endpoint.

Default value: %protocol://%host:%port%uri/sts

PingAM Reference

Copyright © 2025 Ping Identity Corporation 979



amster  attribute: stsUrl

Security Token Service MEX Endpoint URL

Specifies the STS MEX endpoint.

Default value: %protocol://%host:%port%uri/sts/mex

amster  attribute: stsMexUrl

OAuth2 provider

amster  service name: OAuth2Provider

Global attributes

The following settings appear on the Global Attributes tab:

Token Denylist Cache Size

Number of denylisted tokens to cache in memory to speed up denylist checks and reduce load on the CTS.

Default value: 10000

amster  attribute: blacklistCacheSize

Denylist Poll Interval (seconds)

How frequently to poll for token denylist changes from other servers, in seconds.

How often each server will poll the CTS for token denylist changes from other servers. This is used to maintain a highly
compressed view of the overall current token denylist improving performance. A lower number will reduce the delay for
denylisted tokens to propagate to all servers at the cost of increased CTS load. Set to 0 to disable this feature completely.

Default value: 60

amster  attribute: blacklistPollInterval

Denylist Purge Delay (minutes)

Length of time to denylist tokens beyond their expiry time.

Allows additional time to account for clock skew to ensure that a token has expired before it is removed from the denylist.

Default value: 1

amster  attribute: blacklistPurgeDelay

Client-Side Grant Token Upgrade Compatibility Mode

Enable AM to consume and create client-side OAuth 2.0 tokens in two different formats simultaneously.

Enable this option when upgrading AM to allow the new instance to create and consume client-side OAuth 2.0 tokens in
both the previous format, and the new format. Disable this option once all AM instances in the cluster have been
upgraded.
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Default value: false

amster  attribute: statelessGrantTokenUpgradeCompatibilityMode

CTS Storage Scheme

Storage scheme to be used when storing OAuth2 tokens to CTS.

In order to support rolling upgrades, this should be set to the latest storage scheme supported by all AM instances within
your cluster. Select the latest storage scheme once all AM instances in the cluster have been upgraded.

One-to-One Storage Scheme

Under this storage scheme, each OAuth2 token maps to an individual CTS entry.

This storage scheme is inefficient - use the Grant-Set Storage Scheme once all servers have been upgraded to a version which
supports it.

Grant-Set Storage Scheme

Under this storage scheme, multiple authorization codes, access tokens, and refresh tokens for a given OAuth 2.0 client
and resource owner can be stored within a single CTS entry.

The possible values for this property are:

Label: One-to-One Storage Scheme (Value: CTS_ONE_TO_ONE_MODEL )

Label: Grant-Set Storage Scheme (Value: CTS_GRANT_SET_MODEL )

Default value: CTS_ONE_TO_ONE_MODEL

amster  attribute: storageScheme

Enforce JWT Unreasonable Lifetime

Enable the enforcement of JWT token unreasonable lifetime during validation.

The JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants specification states
that an authorization server may reject JWTs with an "exp" claim value that is unreasonably far in the future and an "iat"
claim value that is unreasonably far in the past. This enforcement may be disabled, but should only be done if the security
implications have been evaluated.

Default value: true

amster  attribute: jwtTokenLifetimeValidationEnabled

JWT Unreasonable Lifetime (seconds)

Specify the lifetime (in seconds) of a JWT which should be considered unreasonable and rejected by validation.

The JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants specification states
that an authorization server may reject JWTs with an "exp" claim value that is unreasonably far in the future and an "iat"
claim value that is unreasonably far in the past. During token validation AM enforces that the token must expire within the
specified duration and if the "iat" claim value is present, the token must not be older than the specified duration.

Default value: 86400

• 
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amster  attribute: jwtTokenUnreasonableLifetime

JWT Required Claims

Specify a custom list of claims that will be treated as required during validation of an OAuth 2.0 authorization grant or
client authentication JWT. This is in addition to the default mandatory claims, "iss", "aud", and "exp". AM will throw an error
if any of the claims defined in this attribute are not present.

Default value: [Empty]

amster  attribute: jwtTokenRequiredClaims

OAuth2 allow unauthenticated user code entry

Determines whether authentication must take place before a user is permitted to proceed to the verification URL to enter
a user code.

If set to true, users will be able to input a user code without first logging in.

This setting is intended for backwards compatibility purposes only, and should only be enabled on existing installations
that require legacy functionality.

Default value: false

amster  attribute: allowUnauthorisedAccessToUserCodeForm

Core

The following settings appear on the Core tab:

Use Client-Side Access & Refresh Tokens

When enabled, AM issues access and refresh tokens that can be inspected by resource servers.

This setting can be overridden at the client level. See client profile configuration.

Default value: false

amster  attribute: statelessTokensEnabled

Use Macaroon Access and Refresh Tokens

When enabled, AM will issue access and refresh tokens as Macaroons with caveats.

Default value: false

amster  attribute: macaroonTokensEnabled

Authorization Code Lifetime (seconds)

The time an authorization code is valid for, in seconds.

info
This attribute does not apply to a request object JWT, such as the JWT parameter used when invoking the PAR
endpoint.

Note
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Default value: 120

amster  attribute: codeLifetime

Refresh Token Lifetime (seconds)

The time in seconds a refresh token is valid for. If this field is set to -1 , the refresh token will never expire.

Default value: 604800

amster  attribute: refreshTokenLifetime

Access Token Lifetime (seconds)

The time an access token is valid for, in seconds. Note that if you set the value to 0 , the access token will not be valid. A
maximum lifetime of 600 seconds is recommended.

Default value: 3600

amster  attribute: accessTokenLifetime

Issue Refresh Tokens

Whether to issue a refresh token when returning an access token.

This setting can be overridden at the client level. See client profile configuration.

Default value: true

amster  attribute: issueRefreshToken

Issue Refresh Tokens on Refreshing Access Tokens

Whether to issue a refresh token when refreshing an access token.

This setting can be overridden at the client level. See client profile configuration.

Default value: true

amster  attribute: issueRefreshTokenOnRefreshedToken

Use Policy Engine for Scope decisions

With this setting enabled, the policy engine is consulted for each scope value that is requested.

Scope decisions are made in the following way when based on the policy engine:

If a policy returns an action of GRANT=true, the scope is consented automatically, and the user is not consulted in a
user-interaction flow.

If a policy returns an action of GRANT=false, the scope is not added to any resulting token, and the user will not see
it in a user-interaction flow.

If no policy returns a value for the GRANT action:

For user-facing grant types, such as the authorization or device code flows, the user is asked for consent or
saved consent is used.

• 

• 

• 
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For grant types that are not user-facing, such as those using password or client credentials, the scope is not
added to any resulting token.

This setting can be overridden at the client level. See client profile configuration.

Default value: false

amster  attribute: usePolicyEngineForScope

Scopes Policy Set

The policy set that defines the context in which policy evaluations occur when Use Policy Engine for Scope decisions
is enabled on the OAuth 2.0 provider. Leave this field blank, or set it to oauth2Scopes  to use the default policy set.

This setting can be overridden at the client level. See client profile configuration.

Default value: [Empty]

OAuth2 Access Token May Act Script

The script that is executed when issuing an access token explicitly to modify the may_act  claim placed on the token.

This setting can be overridden at the client level. See client profile configuration.

The possible values for this property are:

Label: OAuth2 May Act Script (Value: c735de08-f8f2-4e69-aa4a-2d8d3d438323 )

Label: --- Select a script --- (Value: [Empty] )

Default value: [Empty]

amster  attribute: accessTokenMayActScript

OIDC ID Token May Act Script

The script that is executed when issuing an OIDC ID Token explicitly to modify the may_act  claim placed on the token.

This setting can be overridden at the client level. See client profile configuration.

The possible values for this property are:

Label: OAuth2 May Act Script (Value: c735de08-f8f2-4e69-aa4a-2d8d3d438323 )

Label: --- Select a script --- (Value: [Empty] )

Default value: [Empty]

amster  attribute: oidcMayActScript

Advanced

The following settings appear on the Advanced tab:

Custom Login URL Template

Custom URL for handling login, to override the default AM login page.

◦ 

• 

• 
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Supports Freemarker syntax, with the following variables:

The following example template redirects users to a non-AM front end to handle login, which will then redirect back to
the /oauth2/authorize  endpoint with any required parameters:

http://mylogin.com/login?goto=${goto}<#if acrValues??>&acr_values=${acrValues}</#if><#if realm??>&realm=$

{realm}</#if><#if module??>&module=${module}</#if><#if service??>&service=${service}</#if><#if locale??

>&locale=${locale}</#if>

This setting can be overridden at the client level. See client profile configuration.

amster  attribute: customLoginUrlTemplate

Persistent Claims

Set of custom claims that can be persisted between token refreshes. This list should not include the RFC 123 OAuth2
specification defined list of claims.

Default value:

amster  attribute: persistentClaims

Response Type Plugins

List of plugins that handle the valid response_type  values.

OAuth 2.0 clients pass response types as parameters to the OAuth 2.0 Authorization endpoint ( /oauth2/authorize ) to
indicate which grant type is requested from the provider. For example, the client passes code  when requesting an
authorization code, and token  when requesting an access token.

Values in this list take the form response-type|plugin-class-name .

Variable Description

gotoUrl The URL to redirect to after login.

acrValues The Authentication Context Class Reference (acr) values
for the authorization request.

realm The AM realm the authorization request was made on.

module The name of the AM authentication module requested to
perform resource owner authentication.

service The name of the AM authentication chain requested to
perform resource owner authentication.

locale A space-separated list of locales, ordered by preference.

info
The default AM login page is constructed using the "Base URL Source" service. 

Note
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Default value:

code|org.forgerock.oauth2.core.AuthorizationCodeResponseTypeHandler
id_token|org.forgerock.openidconnect.IdTokenResponseTypeHandler
device_code|org.forgerock.oauth2.core.TokenResponseTypeHandler
token|org.forgerock.oauth2.core.TokenResponseTypeHandler

amster  attribute: responseTypeClasses

Additional Audience Values

The additional audience values that will be permitted when verifying Client Authentication JWTs.

These audience values will be in addition to the AS base, issuer and endpoint URIs.

amster  attribute: allowedAudienceValues

Token Exchanger Plugins

List of plugins that handle the valid requested_token_type  values.

When using the Token Exchange grant type, these handlers will be used to convert the provided subject_token  and 
actor_token  into the appropriate impersonation or delegation tokens for use with downstream services.

Default value:

urn:ietf:params:oauth:token-type:access_token=&gt;urn:ietf:params:oauth:token-type:access_token|
org.forgerock.oauth2.core.tokenexchange.accesstoken.AccessTokenToAccessTokenExchanger
urn:ietf:params:oauth:token-type:id_token=&gt;urn:ietf:params:oauth:token-type:id_token|
org.forgerock.oauth2.core.tokenexchange.idtoken.IdTokenToIdTokenExchanger
urn:ietf:params:oauth:token-type:access_token=&gt;urn:ietf:params:oauth:token-type:id_token|
org.forgerock.oauth2.core.tokenexchange.accesstoken.AccessTokenToIdTokenExchanger
urn:ietf:params:oauth:token-type:id_token=&gt;urn:ietf:params:oauth:token-type:access_token|
org.forgerock.oauth2.core.tokenexchange.idtoken.IdTokenToAccessTokenExchanger

amster  attribute: tokenExchangeClasses

Token Validator Plugins

List of plugins that validate subject_token  and actor_token  values.

When using the Token Exchange grant type, these handlers will be used to convert the validate subject_token  and 
actor_token  values to ensure they meet the required criteria to be exchanged.

Default value:

urn:ietf:params:oauth:token-type:id_token|
org.forgerock.oauth2.core.tokenexchange.idtoken.OidcIdTokenValidator
urn:ietf:params:oauth:token-type:access_token|
org.forgerock.oauth2.core.tokenexchange.accesstoken.OAuth2AccessTokenValidator

amster  attribute: tokenValidatorClasses

User Profile Attribute(s) the Resource Owner is Authenticated On

Names of profile attributes that resource owners use to log in. You can add others to the default, for example mail .
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Default value: uid

amster  attribute: authenticationAttributes

User Display Name attribute

The profile attribute that contains the name to be displayed for the user on the consent page.

Default value: cn

amster  attribute: displayNameAttribute

Client Registration Scope Allowlist

The set of scopes allowed when registering clients dynamically, with translations.

Scopes may be entered as simple strings or pipe-separated strings representing the internal scope name, locale, and
localized description.

For example: read|en|Permission to view email messages in your account

Locale strings are in the format: language_country_variant , for example en , en_GB , or en_US_WIN .

If the locale and pipe is omitted, the description is displayed to all users that have undefined locales.

If the description is also omitted, nothing is displayed on the consent page for the scope. For example specifying read|
would allow the scope read to be used by the client, but would not display it to the user on the consent page when
requested.

amster  attribute: supportedScopes

Subject Types supported

List of subject types supported. Valid values are:

public  - Each client receives the same subject ( sub ) value.

pairwise  - Each client receives a different subject ( sub ) value, to prevent correlation between clients.

Default value:

public
pairwise

amster  attribute: supportedSubjectTypes

Default Client Scopes

List of scopes a client will be granted if they request registration without specifying which scopes they want. Default
scopes are NOT auto-granted to clients created through the AM admin UI.

amster  attribute: defaultScopes

OAuth2 Token Signing Algorithm

Algorithm used to sign client-side OAuth 2.0 tokens in order to detect tampering.

• 

• 
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AM supports signing algorithms listed in JSON Web Algorithms (JWA): "alg" (Algorithm) Header Parameter Values for JWS
:

HS256  - HMAC with SHA-256.

HS384  - HMAC with SHA-384.

HS512  - HMAC with SHA-512.

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.

ES384  - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.

ES512  - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.

RS256  - RSASSA-PKCS-v1_5 using SHA-256.

The possible values for this property are:

HS256

HS384

HS512

RS256

RS384

RS512

ES256

ES384

ES512

PS256

PS384

PS512

Default value: HS256
amster  attribute: tokenSigningAlgorithm

Client-Side Token Compression

Whether client-side access and refresh tokens should be compressed.

Default value: false

amster  attribute: tokenCompressionEnabled

Encrypt Client-Side Tokens

Whether client-side access and refresh tokens should be encrypted.

Enabling token encryption will disable token signing as encryption is performed using direct symmetric encryption.

• 

• 
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This setting can be overridden at the client level. See client profile configuration.

Default value: false

amster  attribute: tokenEncryptionEnabled

Subject Identifier Hash Salt

If pairwise subject types are supported, it is STRONGLY RECOMMENDED to change this value. It is used in the salting of
hashes for returning specific sub  claims to individuals using the same request_uri  or sector_identifier_uri .

Default value: changeme

amster  attribute: hashSalt

Code Verifier Parameter Required

If enabled, requests using the authorization code grant or device flow require a code_challenge  attribute to comply with
the PKCE standard.

For more information, read the PKCE specification.

Note that if a client specifies a code_challenge  parameter in the authorization request, PKCE is enabled regardless of the
value of this attribute.

The possible values for this property are:

Label: All requests (Value: true )

Label: Requests from all public clients (Value: public )

Label: Requests from all passwordless public clients (Value: passwordless )

Label: No requests (Value: false )

Default value: false

amster  attribute: codeVerifierEnforced

Modified Timestamp Attribute Name

The identity Data Store attribute used to return modified timestamp values.

This attribute is paired together with the Created Timestamp Attribute Name attribute ( createdTimestampAttribute ). You
can leave both attributes unset (default) or set them both. If you set only one attribute and leave the other blank, the
access token fails with a 500 error.

For example, when you configure AM as an OIDC provider (OP) in a Mobile Connect application and use DS as an identity
store, the client accesses the userinfo  endpoint to obtain the updated_at  claim value in the ID token. The updated_at
claim gets its value from the modifiedTimestampAttribute  attribute in the user profile. If the profile has never been
modified the updated_at  claim uses the createdTimestampAttribute  attribute.

amster  attribute: modifiedTimestampAttribute

Created Timestamp Attribute Name

The identity Data Store attribute used to return created timestamp values.

• 

• 
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amster  attribute: createdTimestampAttribute

Password Grant Authentication Service

The authentication service (chain or tree) that will be used to authenticate the username and password for the resource
owner password credentials grant type.

The possible values for this property are:

[Empty]

ldapService

amsterService

Example

Agent

RetryLimit

PersistentCookie

HmacOneTimePassword

Facebook-ProvisionIDMAccount

Google-AnonymousUser

Google-DynamicAccountCreation

PlatformRegistration

PlatformProgressiveProfile

PlatformLogin

PlatformForgottenUsername

PlatformResetPassword

PlatformUpdatePassword

amster  attribute: passwordGrantAuthService

Enable Auth Module Messages for Password Credentials Grant

If enabled, authentication module failure messages are used to create Resource Owner Password Credentials Grant failure
messages. If disabled, a standard authentication failed message is used.

The Password Grant Type requires the grant_type=password  parameter.

Default value: false

amster  attribute: moduleMessageEnabledInPasswordGrant

• 

• 
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Grant Types

The set of Grant Types (OAuth2 Flows) that are permitted to be used by this client.

If no Grant Types (OAuth2 Flows) are configured nothing will be permitted.

Default value:

implicit
urn:ietf:params:oauth:grant-type:saml2-bearer
refresh_token
password
client_credentials
urn:ietf:params:oauth:grant-type:device_code
authorization_code
urn:openid:params:grant-type:ciba
urn:ietf:params:oauth:grant-type:uma-ticket
urn:ietf:params:oauth:grant-type:token-exchange
urn:ietf:params:oauth:grant-type:jwt-bearer

amster  attribute: grantTypes

Trusted TLS Client Certificate Header

HTTP Header to receive TLS client certificates when TLS is terminated at a proxy.

Leave blank if not terminating TLS at a proxy. Ensure that the proxy is configured to strip this headerfrom incoming
requests. Best practice is to use a random string.

amster  attribute: tlsClientCertificateTrustedHeader

TLS Client Certificate Header Format

Format of the HTTP header used to communicate a client certificate from a reverse proxy.

The following formats are supported:

URLENCODED_PEM  - a URL-encoded PEM format certificate. This is the format used by Nginx.

` X_FORWARDED_CLIENT_CERT` - the X-Forwarded-Client-Certformat used by Envoy and Istio.

The possible values for this property are:

URLENCODED_PEM

X_FORWARDED_CLIENT_CERT

Default value: URLENCODED_PEM
amster  attribute: tlsClientCertificateHeaderFormat

Support TLS Certificate-Bound Access Tokens

Whether to bind access tokens to the client certificate when using TLS client certificate authentication.

Default value: true

amster  attribute: tlsCertificateBoundAccessTokensEnabled

• 

• 
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Check TLS Certificate Revocation Status

Whether to check if TLS client certificates have been revoked.

If enabled then AM will check if TLS client certificates used for client authentication have been revoked using either OCSP
(preferred) or CRL. AM implements "soft fail" semantics: if the revocation status cannot be established due to a temporary
error (e.g., network error) then the certificate is assumed to still be valid.

Default value: false

amster  attribute: tlsCertificateRevocationCheckingEnabled

OCSP Responder URI

URI of the OCSP responder service to use for checking certificate revocation status.

If specified this value overrides any OCSP or CRL mechanisms specified in individual certificates.

amster  attribute: tlsOcspResponderUri

OCSP Responder Certificate

PEM-encoded certificate to use to verify OCSP responses.

If specified this certificate will be used to verify the signature on all OCSP responses. Otherwise the appropriate certificate
will be determined from the trusted CA certificates.

amster  attribute: tlsOcspResponderCert

Macaroon Token Format

The format to use when serializing and parsing Macaroons. V1 is bulky and should only be used when compatibility with
older Macaroon libraries is required.

The possible values for this property are:

V1

V2

Default value: V2
amster  attribute: macaroonTokenFormat

Require exp claim in Request Object

If enabled, the exp  claim must be included in JWT request objects specified at /oauth2/authorize or /oauth2/par.

The exp  (expiration time) claim defines the lifetime of the JWT, after which the JWT is no longer valid.

To comply with the FAPI security profile, this setting must be enabled.

Default value: false

amster  attribute: expClaimRequiredInRequestObject

• 

• 
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Require nbf claim in Request Object

If enabled, the nbf  claim must be included in JWT request objects specified at /oauth2/authorize or /oauth2/par.

The nbf  (not before) claim defines the earliest time that the JWT can be accepted for processing.

To comply with the FAPI security profile, this setting must be enabled.

Default value: false

amster  attribute: nbfClaimRequiredInRequestObject

Max nbf and exp difference

The maximum permitted difference, in minutes, between the nbf  and exp  claims, as defined in the request object JWT.

A value of 0 indicates that there is no maximum time requirement.

If set to a value greater than 0, and either nbf  or exp  is not defined, the JWT is validated successfully, providing the
claims are not required.

If set to a value greater than 0, and both claims are present, the JWT is validated accordingly, even when not required.

To comply with the FAPI security profile, this setting must be 60 (minutes) or less.

Default value: 0

amster  attribute: maxDifferenceBetweenRequestObjectNbfAndExp

Max nbf age

The maximum permitted age, in minutes, of the nbf  claim.

A value of 0 indicates that there is no maximum time requirement.

If set to a value greater than 0, and nbf  is neither required nor specified, the JWT is validated successfully.

If set to a value greater than 0, and nbf  is present, the JWT is validated accordingly, even when not required.

To comply with the FAPI security profile, this setting must be 60 (minutes) or less.

Default value: 0

amster  attribute: maxAgeOfRequestObjectNbfClaim

Request Object Processing Specification

For OIDC requests only, this setting determines which specification is used to validate request object JWTs.

For example, the following OIDC request specifies a request object JWT and could be validated either according to the JAR
specification, or as a standard OIDC request:

/authorize?client_id=myClient&request={JWT with scope=openid, response_type=id_token}

OAuth 2.0 requests that do not fall into this category, such as PAR or non-OIDC JWT requests, are processed according to
the JAR specification, regardless of the value of this setting.
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The possible values are:

OIDC  - to adhere to the OIDC specification for JWT processing

JAR  - to adhere to the JAR specification for JWT processing

This table summarizes the differences between the rules that need to be adhered to in each case.

Default value: OIDC

amster  attribute: requestObjectProcessing

PAR Request URI Lifetime (seconds)

The length of time that the PAR Request URI is valid, in seconds.

It is strongly recommended to set this value to a short interval; for example, between 5 and 150 seconds. Setting this
attribute to a higher value increases the load on the CTS, and may even result in denial of service if the requests are large
and consume the available storage capacity.

For information about the PAR flow, refer to Authorization code grant with PAR.

Default value: 90

amster  attribute: parRequestUriLifetime

Require Pushed Authorization Requests

If enabled, clients must use the PAR endpoint to initiate authorization requests, otherwise AM will throw an error
indicating a missing or invalid request object.

This applies to all clients, including clients that are not configured to require PAR. See Advanced client properties for
details.

Default value: false

amster  attribute: requirePushedAuthorizationRequests

• 

• 

Specification Rules

OIDC specification JAR specification

Request object May be unsigned. Must be JWS signed, and optionally,
JWE encrypted.

Authorization request
parameters

Assembles parameters from both the request
object and the query parameters.
If duplicates exist, the request object parameter
takes precedence.

Assembles parameters from the
request object ONLY.
Duplicates that are defined as query
parameters are ignored.

Required request
parameters

client_id

response_type

scope , including openid  scope value

client_id  (must match the
client ID specified in the
request itself)
request  OR request_uri

• 
• 
• 

• 

• 
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Refresh Token Grace Period (seconds)

The time, in seconds, that a refresh token can be reused. This grace period lets OAuth 2.0 clients recover seamlessly, if the
response from an original refresh token request is not received, because of a network problem or other transient issue.
During the grace period, the refresh token can be reused multiple times, if the network problem persists. When the grace
period ends, the refresh token is revoked.

The refresh token grace period applies only to server-side tokens, in a one-to-one storage scheme.

There is no grace period by default, so the default value is 0 .

Allow Client Credentials in Token Endpoint Query Parameters

When this setting is true , you can include client credentials in token endpoint requests as query parameters.

Default value: false

amster  attribute: allowClientCredentialsInTokenRequestQueryParameters

Include subname claim in tokens issued by the OAuth2 Provider

When this setting is true , AM adds the subname  claim to access and ID tokens by default.

The value of the subname  claim is the name of the token’s subject, for example, demo , or myOAuth2Client .

Default value: true

Client Dynamic Registration

The following settings appear on the Client Dynamic Registration tab:

Require Software Statement for Dynamic Client Registration

When enabled, a software statement JWT containing at least the iss  (issuer) claim must be provided when registering an
OAuth 2.0 client dynamically.

Default value: false

amster  attribute: dynamicClientRegistrationSoftwareStatementRequired

Required Software Statement Attested Attributes

The client attributes that are required to be present in the software statement JWT when registering an OAuth 2.0 client
dynamically. Only applies if Require Software Statements for Dynamic Client Registration is enabled.

error
Having a long grace period poses a security risk. You should therefore keep the grace period as small as
possible. By default, the grace period cannot exceed 120 seconds. You can override this default maximum by
setting the org.forgerock.openam.oauth2.client.graceperiod.disabled advanced server property. Note,
however, that exceeding the default maximum of 120 seconds is not recommended. 

Caution

error
For security reasons, ForgeRock recommends you don’t change this setting. 

Caution
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Leave blank to allow any attributes to be present.

Default value: redirect_uris

amster  attribute: requiredSoftwareStatementAttestedAttributes

Allow Open Dynamic Client Registration

Allow clients to register without an access token. If enabled, consider adding some form of rate limiting. For details, refer
to Client Registration in the OIDC specification.

Default value: false

amster  attribute: allowDynamicRegistration

Generate Registration Access Tokens

Whether to generate Registration Access Tokens for clients that register by using open dynamic client registration. Such
tokens let the client access the Client Configuration Endpoint as per the OIDC specification. This setting has no effect if 
Allow Open Dynamic Client Registration is disabled.

Default value: true

amster  attribute: generateRegistrationAccessTokens

Scope to give access to dynamic client registration

Mandatory scope required when registering a new OAuth2 client.

Default value: dynamic_client_registration

amster  attribute: dynamicClientRegistrationScope

OpenID Connect

The following settings appear on the OpenID Connect tab:

Overrideable Id_Token Claims

List of claims in the ID token that can be overridden in the OIDC Claims script. These should be the subset of the core OIDC
claims, such as aud  or azp .

This setting can be overridden at the client level. See client profile configuration.

amster  attribute: overrideableOIDCClaims

lightbulb_2
For information about the core OIDC claims, refer to the ID Token data structure.
For details of the OIDC script and how to implement a custom scripted plugin, refer to OIDC user info
claims.
To override claims, follow the steps described in How do I override claims in the OIDC ID token in
PingAM?

Tip

• 
• 

• 
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ID Token Signing Algorithms supported

Algorithms supported to sign OIDC id_tokens .

AM supports signing algorithms listed in JSON Web Algorithms (JWA): "alg" (Algorithm) Header Parameter Values for JWS
:

HS256  - HMAC with SHA-256.

HS384  - HMAC with SHA-384.

HS512  - HMAC with SHA-512.

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.

ES384  - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.

ES512  - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.

RS256  - RSASSA-PKCS-v1_5 using SHA-256.

RS384  - RSASSA-PKCS-v1_5 using SHA-384.

RS512  - RSASSA-PKCS-v1_5 using SHA-512.

PS256  - RSASSA-PSS using SHA-256.

PS384  - RSASSA-PSS using SHA-384.

PS512  - RSASSA-PSS using SHA-512.

Default value:

PS384
ES384
RS384
HS256
HS512
ES256
RS256
HS384
ES512
PS256
PS512
RS512

amster  attribute: supportedIDTokenSigningAlgorithms

ID Token Encryption Algorithms supported

Encryption algorithms supported to encrypt OIDC ID tokens to hide their contents.

AM supports the following ID token encryption algorithms:

RSA-OAEP  - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.

` RSA-OAEP-256` - RSA with OAEP with SHA-256 and MGF-1.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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` A128KW` - AES Key Wrapping with 128-bit key derived from the client secret.

` RSA1_5` - RSA with PKCS#1 v1.5 padding.

` A256KW` - AES Key Wrapping with 256-bit key derived from the client secret.

` dir` - Direct encryption with AES using the hashed client secret.

` A192KW` - AES Key Wrapping with 192-bit key derived from the client secret.

Default value:

ECDH-ES+A256KW
ECDH-ES+A192KW
RSA-OAEP
ECDH-ES+A128KW
RSA-OAEP-256
A128KW
A256KW
ECDH-ES
dir
A192KW

amster  attribute: supportedIDTokenEncryptionAlgorithms

ID Token Encryption Methods supported

Encryption methods supported to encrypt OIDC ID tokens to hide their contents.

AM supports the following ID token encryption algorithms:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default value:

A256GCM
A192GCM
A128GCM
A128CBC-HS256
A192CBC-HS384
A256CBC-HS512

amster  attribute: supportedIDTokenEncryptionMethods

Supported Claims

Set of claims supported by the OIDC /oauth2/userinfo  endpoint, with translations.

Claims may be entered as simple strings or pipe separated strings representing the internal claim name, locale, and
localized description.

For example: name|en|Your full name. .

Locale strings are in the format: language + "" + country + "" + variant , for example en , en_GB , or en_US_WIN . If
the locale and pipe is omitted, the description is displayed to all users that have undefined locales.

• 

• 

• 

• 

• 

• 

• 
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If the description is also omitted, nothing is displayed on the consent page for the claim. For example specifying 
family_name|  would allow the claim family_name  to be used by the client, but would not display it to the user on the
consent page when requested.

amster  attribute: supportedClaims

OpenID Connect JWT Token Lifetime (seconds)

The period of time the JWT is valid, in seconds.

Default value: 3600

amster  attribute: jwtTokenLifetime

OIDC Provider Discovery

Turns on and off OIDC Discovery endpoint.

Default value: false

amster  attribute: oidcDiscoveryEndpointEnabled

Advanced OpenID Connect

The following settings appear on the Advanced OpenID Connect tab:

Remote JSON Web Key URL

The Remote URL where the providers JSON Web Key can be retrieved.

If this setting is not configured, then AM provides a local URL to access the public key of the private key used to sign ID
tokens.

amster  attribute: jkwsURI

Idtokeninfo Endpoint Requires Client Authentication

When enabled, the /oauth2/idtokeninfo  endpoint requires client authentication if the signing algorithm is set to HS256 ,
HS384 , or HS512 .

Default value: true

amster  attribute: idTokenInfoClientAuthenticationEnabled

Enable "claims_parameter_supported"

If enabled, clients will be able to request individual claims using the claims  request parameter, as per section 5.5 of the
OIDC specification.

Default value: false

amster  attribute: claimsParameterSupported

info
Don’t set a token lifetime greater than 86400 seconds (one day). 

Note
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OpenID Connect acr_values to Auth Chain Mapping

Maps OIDC ACR values to authentication trees or chains. For details, refer to the acr_values parameter in the OIDC
authentication request specification.

amster  attribute: loaMapping

Default ACR values

Default requested Authentication Context Class Reference values.

List of strings that specifies the default acr values that the OP is being requested to use for processing requests from this
Client, with the values appearing in order of preference. The Authentication Context Class satisfied by the authentication
performed is returned as the acr Claim Value in the issued ID Token. The acr Claim is requested as a Voluntary Claim by
this parameter. The acr_values_supported discovery element contains a list of the acr values supported by this server.
Values specified in the acr_values request parameter or an individual acr Claim request override these default values.

amster  attribute: defaultACR

OpenID Connect id_token amr Values to Auth Module Mappings

Specify amr  values to be returned in the OIDC id_token . When authentication has completed, the authentication
modules used from the authentication service are mapped to the amr  values. If you do not require amr  values or are not
providing OIDC tokens, leave this field blank.

amster  attribute: amrMappings

Always Return Claims in ID Tokens

If enabled, include scope-derived claims in the id_token , even if an access token is also returned that could provide
access to get the claims from the userinfo  endpoint.

If not enabled, if an access token is requested the client must use it to access the userinfo  endpoint for scope-derived
claims, as they will not be included in the ID token.

Default value: false

amster  attribute: alwaysAddClaimsToToken

Enable Session Management

If this setting is disabled, OIDC session management related endpoints are disabled. When enabled AM stores ops tokens
corresponding to OIDC sessions in the CTS store and an OIDC session ID in the AM session.

Default value: true

amster  attribute: storeOpsTokens

emergency_home
Do not configure more than one ACR mapping to the same authentication tree or chain. Doing so can result in
misrepresentation of the ACR information in the issued ID token. 

Important
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Request Parameter Signing Algorithms Supported

Algorithms supported to verify signature of Request parameter. AM supports the signing algorithms listed in JSON Web
Algorithms (JWA): "alg" (Algorithm) Header Parameter Values for JWS:

HS256  - HMAC with SHA-256.

HS384  - HMAC with SHA-384.

HS512  - HMAC with SHA-512.

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.

ES384  - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.

ES512  - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.

RS256  - RSASSA-PKCS-v1_5 using SHA-256.

Default value:

PS384
ES384
RS384
HS256
HS512
ES256
RS256
HS384
ES512
PS256
PS512
RS512

amster  attribute: supportedRequestParameterSigningAlgorithms

Request Parameter Encryption Algorithms Supported

Encryption algorithms supported to decrypt Request parameter.

AM supports the following ID token encryption algorithms:

RSA-OAEP  - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.

RSA-OAEP-256  - RSA with OAEP with SHA-256 and MGF-1.

A128KW  - AES Key Wrapping with 128-bit key derived from the client secret.

RSA1_5  - RSA with PKCS#1 v1.5 padding.

A256KW  - AES Key Wrapping with 256-bit key derived from the client secret.

dir  - Direct encryption with AES using the hashed client secret.

A192KW  - AES Key Wrapping with 192-bit key derived from the client secret.

Default value:

• 

• 

• 

• 

• 

• 
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ECDH-ES+A256KW
ECDH-ES+A192KW
ECDH-ES+A128KW
RSA-OAEP
RSA-OAEP-256
A128KW
A256KW
ECDH-ES
dir
A192KW

amster  attribute: supportedRequestParameterEncryptionAlgorithms

Request Parameter Encryption Methods Supported

Encryption methods supported to decrypt Request parameter.

AM supports the following Request parameter encryption algorithms:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default value:

A256GCM
A192GCM
A128GCM
A128CBC-HS256
A192CBC-HS384
A256CBC-HS512

amster  attribute: supportedRequestParameterEncryptionEnc

Supported Token Endpoint JWS Signing Algorithms.

Supported JWS Signing Algorithms for 'private_key_jwt' JWT-based authentication method.

Default value:

PS384
ES384
RS384
HS256
HS512
ES256
RS256
HS384
ES512
PS256
PS512
RS512

amster  attribute: supportedTokenEndpointAuthenticationSigningAlgorithms

• 

• 
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Authorized OIDC SSO Clients

Clients authorized to use OIDC ID tokens as SSO Tokens.

Allows clients to act with the full authority of the user. Grant this permission only to trusted clients.

amster  attribute: authorisedOpenIdConnectSSOClients

UserInfo Signing Algorithms Supported

Algorithms supported to verify signature of the UserInfo endpoint. AM supports signing algorithms listed in JSON Web
Algorithms (JWA): "alg" (Algorithm) Header Parameter Values for JWS:

HS256  - HMAC with SHA-256.

HS384  - HMAC with SHA-384.

HS512  - HMAC with SHA-512.

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.

ES384  - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.

ES512  - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.

RS256  - RSASSA-PKCS-v1_5 using SHA-256.

Default value:

ES384
HS256
HS512
ES256
RS256
HS384
ES512

amster  attribute: supportedUserInfoSigningAlgorithms

UserInfo Encryption Algorithms Supported

Encryption algorithms supported by the UserInfo endpoint.

AM supports the following UserInfo endpoint encryption algorithms:

RSA-OAEP  - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.

` RSA-OAEP-256` - RSA with OAEP with SHA-256 and MGF-1.

` A128KW` - AES Key Wrapping with 128-bit key derived from the client secret.

` RSA1_5` - RSA with PKCS#1 v1.5 padding.

` A256KW` - AES Key Wrapping with 256-bit key derived from the client secret.

` dir` - Direct encryption with AES using the hashed client secret.

` A192KW` - AES Key Wrapping with 192-bit key derived from the client secret.
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Default value:

ECDH-ES+A256KW
ECDH-ES+A192KW
RSA-OAEP
ECDH-ES+A128KW
RSA-OAEP-256
A128KW
A256KW
ECDH-ES
dir
A192KW

amster  attribute: supportedUserInfoEncryptionAlgorithms

UserInfo Encryption Methods Supported

Encryption methods supported by the UserInfo endpoint.

AM supports the following UserInfo endpoint encryption methods:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default value:

A256GCM
A192GCM
A128GCM
A128CBC-HS256
A192CBC-HS384
A256CBC-HS512

amster  attribute: supportedUserInfoEncryptionEnc

Token Introspection Response Signing Algorithms Supported

Algorithms that are supported for signing the Token Introspection endpoint JWT response.

AM supports signing algorithms listed in JSON Web Algorithms (JWA): "alg" (Algorithm) Header Parameter Values for JWS
:

HS256  - HMAC with SHA-256.

HS384  - HMAC with SHA-384.

HS512  - HMAC with SHA-512.

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.

ES384  - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.

ES512  - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.

RS256  - RSASSA-PKCS-v1_5 using SHA-256.

• 
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RS384  - RSASSA-PKCS-v1_5 using SHA-384.

RS512  - RSASSA-PKCS-v1_5 using SHA-512.

EdDSA  - EdDSA with SHA-512.

Default value:

PS384
RS384
EdDSA
ES384
HS256
HS512
ES256
RS256
HS384
ES512
PS256
PS512
RS512

amster  attribute: supportedTokenIntrospectionResponseSigningAlgorithms

Token Introspection Response Encryption Algorithms Supported

Encryption algorithms supported by the Token Introspection endpoint JWT response.

AM supports the following Token Introspection endpoint encryption algorithms:

RSA-OAEP  - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.

RSA-OAEP-256  - RSA with OAEP with SHA-256 and MGF-1.

A128KW  - AES Key Wrapping with 128-bit key derived from the client secret.

RSA1_5  - RSA with PKCS#1 v1.5 padding.

A256KW  - AES Key Wrapping with 256-bit key derived from the client secret.

dir  - Direct encryption with AES using the hashed client secret.

A192KW  - AES Key Wrapping with 192-bit key derived from the client secret.

Default value:

ECDH-ES+A256KW
ECDH-ES+A192KW
RSA-OAEP
ECDH-ES+A128KW
RSA-OAEP-256
A128KW
A256KW
ECDH-ES
dir
A192KW

amster  attribute: supportedTokenIntrospectionResponseEncryptionAlgorithms

• 
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Token Introspection Response Encryption Methods Supported

Encryption methods supported by the Token Introspection endpoint JWT response.

AM supports the following encryption methods:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default value:

A256GCM
A192GCM
A128GCM
A128CBC-HS256
A192CBC-HS384
A256CBC-HS512

amster  attribute: supportedTokenIntrospectionResponseEncryptionEnc

Authorization Response Signing Algorithms Supported

Algorithms supported for signing the /oauth2/authorize endpoint JWT response.

AM supports signing algorithms listed in JSON Web Algorithms (JWA): "alg" (Algorithm) Header Parameter Values for JWS
:

HS256  - HMAC with SHA-256

HS384  - HMAC with SHA-384

HS512  - HMAC with SHA-512

RS256  - RSASSA-PKCS-v1_5 using SHA-256

RS384  - RSASSA-PKCS1-v1_5 using SHA-384

RS512  - RSASSA-PKCS1-v1_5 using SHA-512

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve

ES384  - ECDSA with SHA-384 and NIST standard P-384 elliptic curve

ES512  - ECDSA with SHA-512 and NIST standard P-521 elliptic curve

PS256  - RSASSA-PSS using SHA-256 and MGF1 with SHA-256

PS384  - RSASSA-PSS using SHA-384 and MGF1 with SHA-384

PS512  - RSASSA-PSS using SHA-512 and MGF1 with SHA-512

Default value:

• 
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PS384
ES384
RS384
HS256
HS512
ES256
RS256
HS384
ES512
PS256
PS512
RS512

amster  attribute: supportedAuthorizationResponseSigningAlgorithms

Authorization Response Encryption Algorithms Supported

Algorithms supported for encrypting the /oauth2/authorize JWT response.

AM supports the following Token Introspection endpoint encryption algorithms:

RSA1_5  - RSA with PKCS#1 v1.5 padding.

RSA-OAEP  - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.

RSA-OAEP-256  - RSA with OAEP with SHA-256 and MGF-1.

A128KW  - AES Key Wrapping with 128-bit key derived from the client secret.

A192KW  - AES Key Wrapping with 192-bit key derived from the client secret.

A256KW  - AES Key Wrapping with 256-bit key derived from the client secret.

dir  - Direct encryption with AES using the hashed client secret.

ECDH-ES  - Elliptic Curve Diffie-Hellman Ephemeral Static key agreement using Concat KDF.

ECDH-ES+A128KW  - ECDH-ES using Concat KDF and CEK wrapped with A128KW .

ECDH-ES+A192KW  - ECDH-ES using Concat KDF and CEK wrapped with A192KW .

ECDH-ES+A256KW  - ECDH-ES using Concat KDF and CEK wrapped with A256KW .

Default value:

ECDH-ES+A256KW
ECDH-ES+A192KW
RSA-OAEP
ECDH-ES+A128KW
RSA-OAEP-256
A128KW
A256KW
ECDH-ES
dir
A192KW

amster  attribute: supportedAuthorizationResponseEncryptionAlgorithms
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Authorization Response Encryption Methods Supported

Methods supported for encrypting the /oauth2/authorize JWT response.

AM supports the following encryption methods:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default value:

A256GCM
A192GCM
A128GCM
A128CBC-HS256
A192CBC-HS384
A256CBC-HS512

amster  attribute: supportedAuthorizationResponseEncryptionEnc

Include all kty and alg combinations in jwks_uri

By default only distinct kid entries are returned in the jwks_uri and the alg property is not included. Enabling this flag will
result in duplicate kid entries, each one specifying a different kty and alg combination (RFC7517 distinct key KIDs).

Default value: false

amster  attribute: includeAllKtyAlgCombinationsInJwksUri

Use Force Authentication for prompt=login

If you specify the prompt=login  parameter in the URL, AM forces the end user to authenticate even if they already have a
valid session.

This property has slightly different behavior depending on whether you’re using trees or chains for authentication.

In both cases, the property is false  by default.

If this property is false  (the default), AM destroys the existing session and creates a new session after
reauthentication.

If this property is true , AM performs a session upgrade on reauthentication.

• 

• 

Trees
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If this property is false  (the default), AM destroys the existing session and creates a new session after
reauthentication.

If this property is true , AM returns the same session ID after reauthentication.

For security reasons, you should leave Use Force Authentication for prompt=login  set to the default value
( false ) so that AM creates a new session when the user reauthenticates.

Use Force Authentication for max_age

This property applies only to reauthentication triggered by the Default Max Age property of an OAuth 2.0 client.

The property has slightly different behavior depending on whether you’re using trees or chains for authentication.

In both cases, the property is false  by default.

If this property is false  and the user requests authorization after the max_age  has passed, AM destroys the
existing session and creates a new session after reauthentication.

If this property is true  and the user requests authorization after the max_age  has passed, AM performs a session
upgrade on reauthentication.

Chains

error
If you set this property to true, you must also set the 
org.forgerock.openam.authentication.forceAuth.enabled advanced server property to true;
otherwise, your users can end up in an infinite login loop. 

Caution

Trees
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If this property is false  and the user requests authorization after the max_age  has passed, AM destroys the
existing session and creates a new session after reauthentication.

If this property is true  and the user requests authorization after the max_age  has passed, AM returns the same
session ID after reauthentication.

For security reasons, you should leave Use Force Authentication for max_age  set to the default value ( false ),
so that AM creates a new session when the user reauthenticates.

Device Flow

The following settings appear on the Device Flow tab:

Verification URL

The URL that the user will be instructed to visit to complete their OAuth 2.0 login and consent when using the device code
flow.

amster  attribute: verificationUrl

Device Completion URL

The URL that the user will be sent to on completion of their OAuth 2.0 login and consent when using the device code flow.

amster  attribute: completionUrl

Device Code Lifetime (seconds)

The lifetime of the device code, in seconds.

Default value: 300

amster  attribute: deviceCodeLifetime

Device Polling Interval

The polling frequency for devices waiting for tokens when using the device code flow.

Default value: 5

amster  attribute: devicePollInterval

Chains

error
If you set this property to true, you must also set the 
org.forgerock.openam.authentication.forceAuth.enabled advanced server property to true;
otherwise, your users can end up in an infinite login loop. 

Caution
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User Code Character Length

The number of characters in the generated user code.

Default value: 8

amster  attribute: deviceUserCodeLength

User Code Character Set

The set of characters to be used to generate a user code.

Consider limitations of low resolution mobile devices when defining a character sets. For example, the OAuth 2.0 Device
Grant specification recommends removing characters that can be easily confused, such as "0" and "O" or "1", "l" and "I".
See RFC 8628 for further examples.

Default value: 234567ACDEFGHJKLMNPQRSTWXYZabcdefhijkmnopqrstwxyz

amster  attribute: deviceUserCodeCharacterSet

Consent

The following settings appear on the Consent tab:

Saved Consent Attribute Name

Name of a multi-valued attribute on resource owner profiles where AM can save authorization consent decisions.

When the resource owner chooses to save the decision to authorize access for a client application, then AM updates the
resource owner’s profile to avoid having to prompt the resource owner to grant authorization when the client issues
subsequent authorization requests.

amster  attribute: savedConsentAttribute

Allow Clients to Skip Consent

If enabled, clients may be configured so that the resource owner will not be asked for consent during authorization flows.

This setting can be overridden at the client level. See client profile configuration.

Default value: false

amster  attribute: clientsCanSkipConsent

Enable Remote Consent

Enables consent to be gathered by a separate service.

This setting can be overridden at the client level. See client profile configuration.

Default value: false

amster  attribute: enableRemoteConsent

Remote Consent Service ID

The ID of an existing remote consent service agent.
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The possible values for this property are:

[Empty]

This setting can be overridden at the client level. See client profile configuration.

amster  attribute: remoteConsentServiceId

Remote Consent Service Request Signing Algorithms Supported

Algorithms supported to sign consent_request JWTs for Remote Consent Services.

AM supports signing algorithms listed in JSON Web Algorithms (JWA): "alg" (Algorithm) Header Parameter Values for JWS
:

HS256  - HMAC with SHA-256.

HS384  - HMAC with SHA-384.

HS512  - HMAC with SHA-512.

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.

ES384  - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.

ES512  - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.

RS256  - RSASSA-PKCS-v1_5 using SHA-256.

Default value:

PS384
ES384
RS384
HS256
HS512
ES256
RS256
HS384
ES512
PS256
PS512
RS512

amster  attribute: supportedRcsRequestSigningAlgorithms

Remote Consent Service Request Encryption Algorithms Supported

Encryption algorithms supported to encrypt Remote Consent Service requests.

AM supports the following encryption algorithms:

RSA1_5  - RSA with PKCS#1 v1.5 padding.

RSA-OAEP  - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.

RSA-OAEP-256  - RSA with OAEP with SHA-256 and MGF-1.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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A128KW  - AES Key Wrapping with 128-bit key derived from the client secret.

A192KW  - AES Key Wrapping with 192-bit key derived from the client secret.

A256KW  - AES Key Wrapping with 256-bit key derived from the client secret.

dir  - Direct encryption with AES using the hashed client secret.

Default value:

ECDH-ES+A256KW
ECDH-ES+A192KW
RSA-OAEP
ECDH-ES+A128KW
RSA-OAEP-256
A128KW
A256KW
ECDH-ES
dir
A192KW

amster  attribute: supportedRcsRequestEncryptionAlgorithms

Remote Consent Service Request Encryption Methods Supported

Encryption methods supported to encrypt Remote Consent Service requests.

AM supports the following encryption methods:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default value:

A256GCM
A192GCM
A128GCM
A128CBC-HS256
A192CBC-HS384
A256CBC-HS512

amster  attribute: supportedRcsRequestEncryptionMethods

Remote Consent Service Response Signing Algorithms Supported

Algorithms supported to verify signed consent_response JWT from Remote Consent Services.

AM supports signing algorithms listed in JSON Web Algorithms (JWA): "alg" (Algorithm) Header Parameter Values for JWS
:

HS256  - HMAC with SHA-256.

HS384  - HMAC with SHA-384.

HS512  - HMAC with SHA-512.

• 

• 

• 
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ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.

ES384  - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.

ES512  - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.

RS256  - RSASSA-PKCS-v1_5 using SHA-256.

Default value:

PS384
ES384
RS384
HS256
HS512
ES256
RS256
HS384
ES512
PS256
PS512
RS512

amster  attribute: supportedRcsResponseSigningAlgorithms

Remote Consent Service Response Encryption Algorithms Supported

Encryption algorithms supported to decrypt Remote Consent Service responses.

AM supports the following encryption algorithms:

RSA1_5  - RSA with PKCS#1 v1.5 padding.

` RSA-OAEP` - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.

` RSA-OAEP-256` - RSA with OAEP with SHA-256 and MGF-1.

` A128KW` - AES Key Wrapping with 128-bit key derived from the client secret.

` A192KW` - AES Key Wrapping with 192-bit key derived from the client secret.

` A256KW` - AES Key Wrapping with 256-bit key derived from the client secret.

` dir` - Direct encryption with AES using the hashed client secret.

Default value:

ECDH-ES+A256KW
ECDH-ES+A192KW
ECDH-ES+A128KW
RSA-OAEP
RSA-OAEP-256
A128KW
A256KW
ECDH-ES
dir
A192KW

• 
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amster  attribute: supportedRcsResponseEncryptionAlgorithms

Remote Consent Service Response Encryption Methods Supported

Encryption methods supported to decrypt Remote Consent Service responses.

AM supports the following encryption methods:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default value:

A256GCM
A192GCM
A128GCM
A128CBC-HS256
A192CBC-HS384
A256CBC-HS512

amster  attribute: supportedRcsResponseEncryptionMethods

CIBA

The following settings appear on the CIBA tab:

Back Channel Authentication ID Lifetime (seconds)

The time back channel authentication request id is valid for, in seconds.

Default value: 600

amster  attribute: cibaAuthReqIdLifetime

Polling Wait Interval (seconds)

The minimum amount of time in seconds that the Client should wait between polling requests to the token endpoint

Default value: 2

amster  attribute: cibaMinimumPollingInterval

Signing Algorithms Supported

Algorithms supported to sign the CIBA request parameter.

AM supports signing algorithms listed in JSON Web Algorithms (JWA): "alg" (Algorithm) Header Parameter Values for JWS
:

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.

PS256  - RSASSA-PSS using SHA-256.

Default value:

• 

• 

• 

• 
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ES256
PS256

amster  attribute: supportedCibaSigningAlgorithms

Plugins

The Plugins settings are used to configure the following supported OAuth2 plugin extension points:

Access Token Modification

OIDC Claims

Scope Evaluation

Scope Validation

Authorize Endpoint Data Provider

Each plugin is configured using three different attributes:

Plugin Type :

This value can be either SCRIPTED  to run a custom script, or JAVA  for a custom implementation class.

Script :

The script that is run for SCRIPTED  plugin types.

Implementation Class :

The class that is invoked for JAVA  plugin types. The class must implement the appropriate Java interface in the 
org.forgerock.oauth2.core.plugins  package for the plugin.

The following settings appear on the Plugins tab:

Access Token Modification Plugin Type

Default value: SCRIPTED

amster  attribute: accessTokenModificationPluginType

Access Token Modification Script

This script is run when issuing an access token. The script lets you modify the token, for example, by altering the data
fields, before it is persisted or returned to the client.

The script is run if Access Token Modification Plugin Type  is set to SCRIPTED .

See Access token modification.

Default value: OAuth2 Access Modification Script

amster  attribute: accessTokenModificationScript

• 

• 

• 

• 

• 

• 

• 

• 

info
These plugin settings can be overridden at the client level. See OAuth 2.0 provider overrides.

Note
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Access Token Modifier Plugin Implementation Class

The Java class that provides the custom implementation for the access token modifier plugin interface, 
org.forgerock.oauth2.core.plugins.AccessTokenModifier . This class is invoked when Access Token Modification
Plugin Type  is set to JAVA .

Default value: [Empty]

amster  attribute: accessTokenModificationClass

OIDC Claims Plugin Type

Default value: SCRIPTED

amster  attribute: oidcClaimsPluginType

OIDC Claims Script

This script is run when issuing an ID token or during a request to the /userinfo  OIDC endpoint. Use this script to retrieve
claim values based on an issued access token.

The script is run if OIDC Claims Plugin Type  is set to SCRIPTED .

Default value: OIDC Claims Script

amster  attribute: oidcClaimsScript

OIDC Claims Plugin Implementation Class

The Java class that provides the custom implementation for the OIDC claims plugin interface, 
org.forgerock.oauth2.core.plugins.UserInfoClaimsPlugin . This class is invoked when OIDC Claims Plugin Type  is
set to JAVA .

Default value: [Empty]

amster  attribute: oidcClaimsClass

Scope Evaluation Plugin Type

Default value: JAVA

amster  attribute: evaluateScopePluginType

Scope Evaluation Script

This script retrieves and evaluates the scope information for an OAuth2 access token.

The script lets you populate the scopes with profile attribute values. For example, if one of the scopes is mail , AM sets 
mail  to the resource owner’s email address in the token information returned.

Default value: --- Select a script ---

amster  attribute: evaluateScopeScript
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Scope Evaluation Plugin Implementation Class

The Java class that provides the custom implementation for the evaluate scope plugin interface:
org.forgerock.oauth2.core.plugins.ScopeEvaluator.

Default value: org.forgerock.oauth2.core.plugins.registry.DefaultScopeEvaluator

amster  attribute: evaluateScopeClass

Scope Validation Plugin Type

Default value: JAVA

amster  attribute: validateScopePluginType

Scope Validation Script

This script validates and customizes the set of requested scopes for authorize, access token, refresh token, and back
channel authorize requests.

Default value: --- Select a script ---

amster  attribute: validateScopeScript

Scope Validation Plugin Implementation Class

The Java class that provides the custom implementation for the evaluate scope plugin interface:
org.forgerock.oauth2.core.plugins.ScopeValidator.

Default value: org.forgerock.oauth2.core.plugins.registry.DefaultScopeValidator

amster  attribute: validateScopeClass

Authorize Endpoint Data Provider Plugin Type

Default value: JAVA

amster  attribute: authorizeEndpointDataProviderPluginType

Authorize Endpoint Data Provider Script

Use this script to retrieve additional data from an authorization request, such as data from the user’s session or from an
external service.

Default value: --- Select a script ---

amster  attribute: authorizeEndpointDataProviderScript

Authorize Endpoint Data Provider Plugin Implementation Class

The Java class that provides the custom implementation for the evaluate scope plugin interface:
org.forgerock.oauth2.core.plugins.AuthorizeEndpointDataProvider.

Default value: org.forgerock.oauth2.core.plugins.registry.DefaultEndpointDataProvider

amster  attribute: authorizeEndpointDataProviderClass
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Access Token Enricher Plugin Implementation Class

The class that provides the custom implementation for the access token enricher plugin interface.

The access token enricher plugin interface is deprecated and will be removed in a future release.

Default value: org.forgerock.oauth2.core.plugins.registry.DefaultAccessTokenEnricher

amster  attribute: accessTokenEnricherClass

Device Code Flow User Code Generator Implementation Class

The class that provides the custom implementation for generating user codes for the device code flow.

To override the default implementation, create a Java class that implements the UserCodeGenerator  interface, and set
this property to the fully qualified class name.

Default value: org.forgerock.oauth2.core.plugins.registry.DefaultUserCodeGenerator

amster  attribute: userCodeGeneratorClass

Platform

amster  service name: Platform

The following settings are available in this service:

Platform Locale

Set the fallback locale used when the user locale cannot be determined.

Default value: en_US

amster  attribute: locale

Cookie Domains

Set the list of domains into which AM writes cookies.

If you set multiple cookie domains, AM only sets the cookie in the domain the client uses to access AM. If you do not set a
value here, the Set-Cookie  response header will not include a Domain  attribute. In this case, AM sets a host-only cookie
rather than a domain cookie.

Default value: openam.example.com

amster  attribute: cookieDomains

info
Because host-only cookies are more secure than domain cookies, you should use host-only cookies unless you
have a good business case for using domain cookies. In general, domain cookies are required only if your Web
or Java agent uses an SSO tracking cookie for SSO. 

Note
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Policy configuration

amster  service name: PolicyConfiguration

Global attributes

The following settings appear on the Global Attributes tab:

Resource Comparator

AM uses resource comparators to match resources specified in policy rules. When setting comparators on the command
line, separate fields with |  characters.

Default value: serviceType=iPlanetAMWebAgentService|
class=com.sun.identity.policy.plugins.HttpURLResourceName|wildcard=|oneLevelWildcard=--|delimiter=/|

caseSensitive=false

amster  attribute: resourceComparators

Continue Evaluation on Deny Decision

If no, then AM stops evaluating policy as soon as it reaches a deny decision.

Default value: false

amster  attribute: continueEvaluationOnDeny

Realm Alias Referrals

If yes, then AM allows creation of policies for HTTP and HTTPS resources whose FQDN matches the DNS alias for the realm
even when no referral policy exists.

Default value: false

amster  attribute: realmAliasReferrals

Realm defaults

The following settings appear on the Realm Defaults tab:

Primary LDAP Server

Configuration directory server host:port that AM searches for policy information. The default value is the directory server
specified during setup.

Format: local AM server name | hostname:port

info
Configure the directory server settings if you want to use an external identity store in an LDAP filter condition
in a policy.
These LDAP settings are only applicable to the identity repository of the LDAP accounts or groups used in the
filter condition, and do not affect how other data, such as policies or policy subjects, is stored.

Note
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Multiple entries must be prefixed by local server name. Make sure to place the multiple entries on a single line and
separate the hostname:port URLs with a space.

For example, openam.example.com|opendj.example.com:1389 opendj.example.com:2389

Default value: openam.example.com:50636

amster  attribute: ldapServer

LDAP Users Base DN

Base DN for LDAP Users subject searches.

Default value: dc=openam,dc=forgerock,dc=org

amster  attribute: usersBaseDn

LDAP Bind DN

Bind DN to connect to the directory server for policy information.

If you enable mTLS, AM ignores this property. Default value: cn=Directory Manager

amster  attribute: bindDn

LDAP Bind Password

Bind password to connect to the directory server for policy information.

If you enable mTLS, AM ignores this property.

amster  attribute: bindPassword

LDAP Organization Search Filter

Search filter to match organization entries.

Default value: (objectclass=sunismanagedorganization)

amster  attribute: realmSearchFilter

LDAP Users Search Filter

Search filter to match user entries.

Default value: (objectclass=inetorgperson)

amster  attribute: usersSearchFilter

LDAP Users Search Scope

Search scope to find user entries.

The possible values for this property are:

SCOPE_BASE

SCOPE_ONE

• 

• 
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SCOPE_SUB

Default value: SCOPE_SUB

amster  attribute: usersSearchScope

LDAP Users Search Attribute

Naming attribute for user entries.

Default value: uid

amster  attribute: usersSearchAttribute

Maximum Results Returned from Search

Search limit for LDAP searches.

Default value: 100

amster  attribute: maximumSearchResults

Search Timeout

Time after which AM returns an error for an incomplete search, in seconds.

Default value: 5

amster  attribute: searchTimeout

LDAP SSL/TLS

If enabled, AM connects securely to the directory server. This requires that you install the directory server certificate.

Default value: true

amster  attribute: sslEnabled

LDAP Connection Pool Minimum Size

Minimum number of connections in the pool.

Default value: 1

amster  attribute: connectionPoolMinimumSize

LDAP Connection Pool Maximum Size

Maximum number of connections in the pool.

Default value: 10

amster  attribute: connectionPoolMaximumSize

Heartbeat Interval

Specifies how often should AM send a heartbeat request to the directory.

• 
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Use this option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will ensure that the
connections won’t become idle.

Default value: 10

amster  attribute: policyHeartbeatInterval

Heartbeat Unit

Defines the time unit corresponding to the Heartbeat Interval setting.

Use this option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will ensure that the
connections won’t become idle.

The possible values for this property are:

Label: second (Value: SECONDS )

Label: minute (Value: MINUTES )

Label: hour (Value: HOURS )

Default value: SECONDS

amster  attribute: policyHeartbeatTimeUnit

Subjects Result Time to Live

Maximum time that AM caches a subject result for evaluating policy requests, in minutes. A value of 0  prevents AM from
caching subject evaluations for policy decisions.

Default value: 10

amster  attribute: subjectsResultTTL

User Alias

If enabled, AM can evaluate policy for remote users aliased to local users.

Default value: false

amster  attribute: userAliasEnabled

Check resources exist when Resource Server is updated

Check all registered resources exist when updating Resource Server.

Policy Set will check each registered Resource Types one by one against config datastore if enabled. Consider disabling this
option if you have large number of Resource Types registered to a Policy Set.

Default value: true

amster  attribute: checkIfResourceTypeExists

mTLS Enabled

Enables mutual TLS (mTLS) authentication between AM and this data store.

• 

• 

• 
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When you enable mTLS, you must also:

Enable LDAP SSL/TLS.

Map the secret ID am.policy.configuration.serice.mtls.cert  to the alias you want to use for mTLS
authentication to this store.

AM ignores the LDAP Bind DN and LDAP Bind Password when you enable mTLS.

Push Notification service

amster  service name: PushNotification

Realm defaults

The following settings appear on the Realm Defaults tab:

SNS Access Key ID

Amazon Simple Notification Service Access Key ID. For more information, see Create an AWS (Push Auth) Credential in
the Knowledge Base. You must log in to Backstage to read this article.

For example, you might set this property to: AKIAIOSFODNN7EXAMPLE

+ amster  attribute: accessKey

SNS Access Key Secret

Amazon Simple Notification Service Access Key Secret. For more information, see Create an AWS (Push Auth) Credential

in the Knowledge Base. You must log in to Backstage to read this article.

amster  attribute: secret

SNS Endpoint for APNS

The Simple Notification Service endpoint in Amazon Resource Name format, used to send push messages to the Apple
Push Notification Service (APNS).

For example, you might set this property to: arn:aws:sns:us-east-1:1234567890:app/APNS/production

amster  attribute: appleEndpoint

SNS Endpoint for GCM

The Simple Notification Service endpoint in Amazon Resource Name format, used to send push messages over Google
Cloud Messaging (GCM).

For example, you might set this property to: arn:aws:sns:us-east-1:1234567890:app/GCM/production

amster  attribute: googleEndpoint

SNS Client Region

Region of your registered Amazon Simple Notification Service client. For more information, see https://
docs.aws.amazon.com/general/latest/gr/rande.html.

• 

• 
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The possible values for this property are:

us-gov-west-1

us-east-1

us-west-1

us-west-2

eu-west-1

eu-central-1

ap-southeast-1

ap-southeast-2

ap-northeast-1

ap-northeast-2

sa-east-1

n-north-1

Default value: us-east-1

amster  attribute: region

Message Transport Delegate Factory

The fully qualified class name of the factory responsible for creating the PushNotificationDelegate. The class must
implement org.forgerock.openam.services.push.PushNotificationDelegate .

Default value: org.forgerock.openam.services.push.sns.SnsHttpDelegateFactory

amster  attribute: delegateFactory

Response Cache Duration

The minimum lifetime to keep unanswered message records in the message dispatcher cache, in seconds. To keep
unanswered message records indefinitely, set this property to 0 .Should be tuned so that it is applicable to the use case of
this service. For example, the ForgeRock Authenticator (Push) authentication module has a default timeout of 120
seconds.

Default value: 120

amster  attribute: mdDuration

Response Cache Concurrency

Level of concurrency to use when accessing the message dispatcher cache. Defaults to 16 , and must be greater than 0 .
Choose a value to accommodate as many threads as will ever concurrently access the message dispatcher cache.

Default value: 16

amster  attribute: mdConcurrency

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Response Cache Size

Maximum size of the message dispatcher cache, in number of records. If set to 0  the cache can grow indefinitely. If the
number of records that need to be stored exceeds this maximum, then older items in the cache will be removed to make
space.

Default value: 10000

amster  attribute: mdCacheSize

RADIUS server

amster  service name: RadiusServer

Configuration

The following settings appear on the Configuration tab:

Enabled

Lets the AM RADIUS server listen for requests on the listener port, and handle the requests.

The possible values for this property are:

NO

YES

Default value: NO

amster  attribute: radiusListenerEnabled

Listener Port

The UDP port on which each AM server will listen for RADIUS Access-Request packets

According to the RADIUS Authentication Specification, RFC 2865, the officially assigned port number for RADIUS is 1812 .
Specify a value from 1024  to 65535 . All client requests are handled through the same port.

Default value: 1812

amster  attribute: radiusServerPort

Thread Pool Core Size

When a RADIUS request is received and fewer than corePoolSize  threads are running, a new thread is created to handle
the request, even if other worker threads are idle. If there are more than "Thread Pool Core Size" but less than "Thread
Pool Max Size" threads running, a new thread will be created only if the queue is full. By setting "Thread Pool Core Size"
and "Thread Pool Max Size" to the same value, you create a fixed-size thread pool. Specify a value from 1  to 100 .

Default value: 1

amster  attribute: radiusThreadPoolCoreSize

• 

• 
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Thread Pool Max Size

Maximum number of threads allowed in the pool. See also "Thread Pool Core Size".

Default value: 10

amster  attribute: radiusThreadPoolMaxSize

Thread Pool Keep-Alive Seconds

If the pool currently has more than Thread Pool Core Size threads, excess threads will be terminated if they have been idle
for more than the Keep-Alive Seconds. Specify a value from 1  to 3600 .

Default value: 10

amster  attribute: radiusThreadPoolKeepaliveSeconds

Thread Pool Queue Size

The number of requests that can be queued for the pool before further requests will be silently dropped. See also "Thread
Pool Core Size" and "Thread Pool Max Size". Specify a value from 1  to 1000 .

Default value: 20

amster  attribute: radiusThreadPoolQueueSize

Secondary configurations

This service has the following secondary configurations.

radiusClient

Client IP Address

The IP Address of the client.

Section 5.4 of the RADIUS Authentication Specification, RFC 2865, indicates that the source IP address of the Access-
Request packet MUST be used to identify a configured client and hence determine the shared secret to use for decrypting
the User-Password field.

This property should hold the source IP address of the client. This should match the value obtained from Java’s 
InetSocketAddress.getAddress().toString()  function.

To verify the value, send an Access-Request packet to AM’s RADIUS port and watch for a message stating: "No Defined
RADIUS Client matches IP address '/127.0.0.1'. Dropping request." . The value used in this property should match
the IP address returned in the single quotes.

Default value: /127.0.0.1

amster  attribute: clientIpAddress

Client Secret

This secret shared between server and client for encryption of the user password.
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This secret must be conveyed to the RADIUS client and entered into its configuration before the User-Password field of
incoming Access-Request packets can be decrypted to validate the password for the represented by that packet.

amster  attribute: clientSecret

Log Packet Contents for this Client

Indicates if full packet contents should be dumped to the log.

When troubleshooting issues with RADIUS it is helpful to know what was received in a given packet. Enabling this feature
will cause packet contents to be logged in a human consumable format. The only caveat is that the USER_PASSWORD field
will be obfiscated by replacing with asterisks. This should only be enabled for troubleshooting as it adds significant content
to logs and slows processing.

Default value: NO

amster  attribute: clientPacketsLogged

Handler Class

The fully qualified name of a class to handle incoming RADIUS Access-Requests for this client.

This class must implement the com.sun.identity.authentication.modules.radius.server.spi.AccessRequestHandler
interface to handle incoming Access-Request packets and provide a suitable response. An instance of this class is created
when configuration is first loaded to validate the class and then once for each new request. The configuration properties
will only be passed for the request handling instances and not when validating the class.

Default value: org.forgerock.openam.radius.server.spi.handlers.OpenAMAuthHandler

amster  attribute: handlerClass

Handler Class Configuration Properties

Properties needed by the handler class for its configuration.

These properties are provided to the handler via its init  method prior to the call to handle the request packet. If these
values are changed the next handler instance created for an incoming request will receive the updated values. Each entry
assumes that the first ‘`=`’ character incurred separates a key from its value. All entries are placed in a properties file
handed to each handler instance.

Default value:

realm=/
chain=ldapService

amster  attribute: handlerConfig

REST APIs

amster  service name: RestApis

The following settings are available in this service:
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Default Resource Version

The API resource version to use when the REST request does not specify an explicit version.

The possible values for this property are:

Latest . If an explicit version is not specified, the latest resource version of an API is used.

Oldest . If an explicit version is not specified, the oldest supported resource version of an API is used. Note that
since APIs may be deprecated and fall out of support, the oldest supported version may not be the first version.

None . If an explicit version is not specified, the request will not be handled and an error status is returned.

Default value: Latest

amster  attribute: defaultVersion

Warning Header

Whether to include a warning header in the response to a request which fails to include the Accept-API-Version  header.

Default value: true

amster  attribute: warningHeader

API Descriptions

Whether API Explorer and API Docs are enabled in AM and how the documentation for them is generated. Dynamic
generation includes descriptions from any custom services and authentication modules you may have added. Static
generation only includes services and authentication modules that were present when AM was built. Note that dynamic
documentation generation may not work in some application containers.

The possible values for this property are:

Label: Enabled with Dynamic Documentation (Value: DYNAMIC )

Label: Enabled with Static Documentation (Value: STATIC )

DISABLED

Default value: STATIC

amster  attribute: descriptionsState

Default Protocol Version

The API protocol version to use when a REST request does not specify an explicit version. Choose from:

The possible values for this property are:

Oldest . If an explicit version is not specified, the oldest protocol version is used.

Latest . If an explicit version is not specified, the latest protocol version is used.

None . If an explicit version is not specified, the request will not be handled and an error status is returned.

Default value: Latest

• 

• 

• 

• 

• 

• 
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amster  attribute: defaultProtocolVersion

Enable CSRF Protection

If enabled, all non-read/query requests will require the X-Requested-With header to be present.

Requiring a non-standard header ensures requests can only be made via methods (XHR) that have stricter same-origin
policy protections in Web browsers, preventing Cross-Site Request Forgery (CSRF) attacks. Without this filter, cross-origin
requests are prevented by the use of the application/json Content-Type header, which is less robust.

Default value: true

amster  attribute: csrfFilterEnabled

Remote Consent service

amster  service name: RemoteConsentService

Realm defaults

The following settings appear on the Realm Defaults tab:

Client Name

The name used to identify this OAuth 2.0 remote consent service when referencedin other services.

amster  attribute: clientId

Authorization Server jwk_uri

The jwk_uri for retrieving the authorization server signing and encryption keys.

amster  attribute: jwksUriAS

JWK Store Cache Timeout (in minutes)

The cache timeout for the JWK store of the authorization server, in minutes.

Default value: 60

amster  attribute: jwkStoreCacheTimeout

JWK Store Cache Miss Cache Time (in minutes)

The length of time a cache miss is cached, in minutes.

Default value: 1

amster  attribute: jwkStoreCacheMissCacheTime

Consent Response Time Limit (in minutes)

The time limit set on the consent response JWT before it expires, in minutes.

Default value: 2
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amster  attribute: consentResponseTimeLimit

SAML v2.0 SOAP binding

amster  service name: SamlV2SoapBinding

The following settings are available in this service:

Request Handler List

List of handlers to deal with SAML v2.0 requests bound to SOAP.

The required format is: key=Meta Alias|class=Handler Class

Set the key property for a request handler to the meta alias, and the class property to the name of the class that
implements the handler.

For example: key=/pdp|class=com.sun.identity.xacml.plugins.XACMLAuthzDecisionQueryHandler

amster  attribute: requestHandlers

SAML v2.0 service configuration

amster  service name: SamlV2ServiceConfiguration

The following settings are available in this service:

Cache cleanup interval (in seconds)

Time between cache cleanup operations, in seconds.

Default value: 600

amster  attribute: cacheCleanupInterval

Attribute name for Name ID information

User entry attribute to store name identifier information.

Default value: sun-fm-saml2-nameid-info

amster  attribute: nameIDInfoAttribute

Attribute name for Name ID information key

User entry attribute to store the name identifier key.

Default value: sun-fm-saml2-nameid-infokey

amster  attribute: nameIDInfoKeyAttribute

Cookie domain for IdP Discovery Service

Specifies the cookie domain for the IDP discovery service.

Default value: openam.example.com
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amster  attribute: idpDiscoveryCookieDomain

Cookie type for IdP Discovery Service

Specifies the cookie type to use.

The possible values for this property are:

PERSISTENT

SESSION

Default value: PERSISTENT

amster  attribute: idpDiscoveryCookieType

URL scheme for IdP Discovery Service

Specifies the URL scheme to use.

The possible values for this property are:

HTTP

HTTPS

Default value: HTTPS

amster  attribute: idpDiscoveryUrlSchema

XML Encryption SPI implementation class

Used by the SAML2 engine to encrypt and decrypt documents.

Default value: com.sun.identity.saml2.xmlenc.FMEncProvider

amster  attribute: xmlEncryptionClass

Include xenc:EncryptedKey inside ds:KeyInfo Element

Specify whether to include the xenc:EncryptedKey  property inside the ds:KeyInfo  element.

Default value: true

amster  attribute: encryptedKeyInKeyInfo

XML Signing SPI implementation class

Used by the SAML2 engine to sign documents.

Default value: com.sun.identity.saml2.xmlsig.FMSigProvider

amster  attribute: xmlSigningClass

XML Signing Certificate Validation

If enabled, then validate certificates used to sign documents.

• 

• 

• 

• 
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Default value: false

amster  attribute: signingCertValidation

CA Certificate Validation

If enabled, then validate CA certificates.

Default value: false

amster  attribute: caCertValidation

Buffer length (in bytes) to decompress request

Specify the size of the buffer used for decompressing requests, in bytes.

Default value: 2048

amster  attribute: bufferLength

Scripting

amster  service name: Scripting

Configuration

The following settings appear on the Configuration tab:

Default Script Type

The default script context type when creating a new script.

The possible values for this property are:

Label Value

OAuth2 Access Token Modification OAUTH2_ACCESS_TOKEN_MODIFICATION

Saml2 SP Adapter SAML2_SP_ADAPTER

Client-side Authentication AUTHENTICATION_CLIENT_SIDE

Decision node script for authentication trees AUTHENTICATION_TREE_DECISION_NODE

OAuth2 Trusted JWT Issuer OAUTH2_SCRIPTED_JWT_ISSUER

Server-side Authentication AUTHENTICATION_SERVER_SIDE

Social Identity Provider Profile Transformation SOCIAL_IDP_PROFILE_TRANSFORMATION

Library LIBRARY

OAuth2 Validate Scope OAUTH2_VALIDATE_SCOPE
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Default value: POLICY_CONDITION

amster  attribute: defaultContext

Secondary configurations

Configure script engine parameters for running a particular script type in AM.

A secondary configuration instance has the following tabs:

Configuration

Scripting languages

Select the languages available for scripts on the chosen type. Either GROOVY  or JAVASCRIPT .

ssoadm  attribute: languages

Default Script

The source code that is presented as the default when creating a new script of this type.

ssoadm  attribute: defaultScript

Default Scripts

The default scripts for this secondary configuration.

Secondary Configurations

This service has the following secondary configurations.

Label Value

Config Provider CONFIG_PROVIDER_NODE

OAuth2 Authorize Endpoint Data Provider OAUTH2_AUTHORIZE_ENDPOINT_DATA_PROVIDER

OAuth2 Evaluate Scope OAUTH2_EVALUATE_SCOPE

Policy Condition POLICY_CONDITION

OIDC Claims OIDC_CLAIMS

Saml2 IDP Adapter SAML2_IDP_ADAPTER

Saml2 IDP Attribute Mapper SAML2_IDP_ATTRIBUTE_MAPPER

OAuth2 May Act OAUTH2_MAY_ACT
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engineConfiguration

The script engine configuration for scripts of this type.

ssoadm  attribute: engineConfiguration

To access a secondary configuration instance using the ssoadm  command, use: --subconfigname [primary configuration]/
[secondary configuration] . For example:

$ ssoadm set-sub-cfg \
  --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
  --password-file admin_pwd_file \
  --servicename ScriptingService \
  --subconfigname OIDC_CLAIMS/engineConfiguration \
  --operation set \
  --attributevalues maxThreads=300 queueSize=-1

ssoadm  attribute: `

Property Name Prefix

This prefix must match the property name prefix used in the script. For example, if the property name is 
custom.script.property , the prefix is custom.script .

ssoadm  attribute: propertyNamePrefix

Server-side Script Timeout

The maximum execution time any individual script should take on the server (in seconds). AM terminates scripts which
take longer to run than this value.

ssoadm  attribute: serverTimeout

Core thread pool size

The initial number of threads in the thread pool from which scripts operate. AM will ensure the pool contains at least this
many threads.

ssoadm  attribute: coreThreads

Maximum thread pool size

The maximum number of threads in the thread pool from which scripts operate. If no free thread is available in the pool,
AM creates new threads in the pool for script execution up to the configured maximum. It is recommended to set the
maximum number of threads to 300.

ssoadm  attribute: maxThreads

info
Supports server-side scripts only. AM cannot configure engine settings for client-side scripts.

Note
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Thread pool queue size

The size of the queue to use for buffering requests for script execution when all core threads are in use. When the core
thread pool is at capacity, new script execution requests are queued up to this limit.

For short, CPU-bound scripts, consider a small pool size and larger queue length. For I/O-bound scripts such as REST calls,
consider a larger maximum pool size and a smaller queue.

Not hot-swappable: restart server for changes to take effect.

ssoadm  attribute: queueSize

Thread idle timeout (seconds)

Length of time (in seconds) for a thread to be idle before AM terminates created threads. If the current pool size contains
the number of threads set in Core thread pool size  idle threads aren’t terminated, to maintain the initial pool size.

ssoadm  attribute: idleTimeout

Java class allowlist

The list of class-name patterns allowed to be invoked by the script. Every class accessed by the script must match at least
one of these patterns.

You can specify the class name as-is or use a regular expression.

ssoadm  attribute: whiteList

Java class denylist

The list of class-name patterns that are NOT allowed to be invoked by the script. The denylist is applied AFTER the allowlist
to exclude those classes. Access to a class specified in both the allowlist and the denylist will be denied.

You can specify the class name to exclude as-is or use a regular expression.

ssoadm  attribute: blackList

Use system SecurityManager

If enabled, AM makes a call to System.getSecurityManager().checkPackageAccess(…)  for each class that is accessed.
The method throws SecurityException  if the calling thread is not allowed to access the package.

ssoadm  attribute: useSecurityManager

Session

amster  service name: SessionUserService

emergency_home
This only applies to legacy scripts. You can’t add classes to the allowlist for a next-generation script.

Important

info
This feature only takes effect if the security manager is enabled for the JVM.

Note
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General

The following settings appear on the General tab:

Latest Access Time Update Frequency

Defaults to 60  seconds. At most, AM updates a session’s latest access time this often.

Subsequent touches to the session that occur within the specified number of seconds after an update will not cause
additional updates to the session’s access time.

Refreshing a session returns the idle time as the number of seconds since an update has occurred, which will be between 
0  and the specified Latest Access Time Update Frequency.

Default value: 60

amster  attribute: latestAccessTimeUpdateFrequency

DN Restriction Only Enabled

If enabled, AM will not perform DNS lookups when checking restrictions in cookie hijacking mode.

Default value: false

amster  attribute: dnRestrictionOnly

Session Timeout Handler implementations

Lists plugin classes implementing session timeout handlers. Specify the fully qualified name.

amster  attribute: timeoutHandlers

Enable Cross Upgrade Session Reference

If enabled, the AM session will contain an additional session reference property, the value of which is persisted across
session upgrade.

To access the cross-upgrade session reference—for example, from within a script or when getting session information—
allowlist the property XUSRef  in the Session Property Whitelist service.

The session reference can be tracked in the audit logs for session creation and session upgrade events.

amster  attribute: crossUpgradeReferenceFlag

Session search

The following settings appear on the Session Search tab:

Maximum Number of Search Results

Maximum number of results from a session search. Do not set this attribute to a large value, for example more than 1000,
unless sufficient system resources are allocated.

Default value: 120

amster  attribute: maxSessionListSize
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Timeout for Search

Time after which AM sees an incomplete search as having failed, in seconds.

Default value: 5

amster  attribute: sessionListRetrievalTimeout

Session property change notifications

The following settings appear on the Session Property Change Notifications tab:

Enable Property Change Notifications

If enabled, AM notifies other applications participating in SSO when a session property in the Notification Properties list
changes on a server-side session.

The possible values for this property are:

ON

OFF

Default value: OFF

amster  attribute: propertyChangeNotifications

Notification Properties

Lists session properties for which AM can send notifications upon modification. Session notification applies to server-side
sessions only.

amster  attribute: notificationPropertyList

Session quotas

The following settings appear on the Session Quotas tab:

Enable Quota Constraints

If enabled, AM lets you set quota constraints on server-side sessions.

The possible values for this property are:

ON

OFF

Default value: OFF

amster  attribute: iplanet-am-session-enable-session-constraint

Read Timeout for Quota Constraint

Maximum wait time after which AM considers a search for live session count as having failed if quota constraints are
enabled, in milliseconds.

• 

• 

• 

• 
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Default value: 6000

amster  attribute: quotaConstraintMaxWaitTime

Resulting behavior if session quota exhausted

Specify the action to take if a session quota is exhausted:

The possible values for this property are:

Deny Access ( org.forgerock.openam.session.service.DenyAccessAction ). New session creation requests are
denied.

Destroy Next Expiring org.forgerock.openam.session.service.DestroyNextExpiringAction ). The session that
would expire next is destroyed.

Destroy Oldest ( org.forgerock.openam.session.service.DestroyOldestAction ). The oldest session is
destroyed.

Destroy All ( org.forgerock.openam.session.service.DestroyAllAction ). All previous sessions are destroyed.

Default value: org.forgerock.openam.session.service.DestroyNextExpiringAction

amster  attribute: behaviourWhenQuotaExhausted

Deny user login when session repository is down

This property only takes effect when the session quota constraint is enabled, and the session data store is unavailable.

The possible values for this property are:

YES

NO

Default value: NO

amster  attribute: denyLoginWhenRepoDown

Client-side sessions

The following settings appear on the Client-Side Sessions tab:

Signing Algorithm Type

The algorithm that AM uses to sign the JSON Web Token (JWT) containing the session content. Signing the JWT enables
tampering detection.

The possible values for this property are:

NONE

HS256 . HMAC using SHA-256.

HS384 . HMAC using SHA-384.

HS512 . HMAC using SHA-512.

• 

• 

• 
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RS256 . RSASSA-PKCS1-v1_5 using SHA-256.

ES256 . ECDSA using SHA-256 and NIST standard P-256 elliptic curve.

ES384 . ECDSA using SHA-384 and NIST standard P-384 elliptic curve.

ES512 . ECDSA using SHA-512 and NIST standard P-521 elliptic curve.

Default value: HS256

amster  attribute: statelessSigningType

Signing HMAC Shared Secret

Specifies the shared secret that AM uses when performing HMAC signing on the session JWT.

Specify a shared secret when using a "Signing Algorithm Type" of HS256 , HS384 , or HS512 .

amster  attribute: statelessSigningHmacSecret

Encryption Algorithm

Specifies the algorithm that AM uses to encrypt the JSON Web Token (JWT) containing the session content.

The possible values for this property are:

NONE . Session content is not encrypted.

RSA . Session content is encrypted with AES using a unique key. The key is then encrypted with an RSA public key
and appended to the JWT.

AM supports the following padding modes, which you can set using the 
org.forgerock.openam.session.stateless.rsa.padding  advanced property:

RSA1_5 . RSA with PKCS#1 v1.5 padding.

RSA-OAEP . RSA with optimal asymmetric encryption padding (OAEP) and SHA-1.

RSA-OAEP-256 . RSA with OAEP padding and SHA-256.

AES_KEYWRAP . AES key wrapping.

Session content is encrypted with AES using a unique key and is then wrapped using AES KeyWrap and the master
key. This provides additional security, compared to RSA, at the cost of 128 or 256 bits (or 32 bytes) depending on
the size of the master key. This method provides authenticated encryption, which removes the need for a separate
signature and decreases the byte size of the JWT. See RFC 3394.

DIRECT . Direct AES encryption.

Session content is encrypted with direct AES encryption, with a symmetric key. This method provides authenticated
encryption, which removes the need for a separate signature and decreases the byte size of the JWT.

• 

• 

• 

• 

• 

• 

◦ 

◦ 

◦ 

• 

• 

emergency_home
Users can accidentally disable all authentication by disabling signing and not using an authenticated encryption
mode. To prevent this, set the org.forgerock.openam.session.stateless.signing.allownone system
property to true to turn off signing completely. 

Important
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Default value: DIRECT

amster  attribute: statelessEncryptionType

Encryption Symmetric AES Key

AES key for use with Direct or AES KeyWrap encryption modes.

The symmetric AES key is a base64-encoded random key.

For direct encryption with AES-GCM  or for AES-KeyWrap  with any content encryption method, this should be 128, 192, or
256 bits.

For direct encryption with AES-CBC-HMAC , the key should be double those sizes (one half for the AES key, the other have
for the HMAC key).

AES key sizes greater than 128 bits require installation of the JCE Unlimited Strength policy files in your JRE.

amster  attribute: statelessEncryptionAesKey

Compression Algorithm

If enabled the session state is compressed before signing and encryption.

The possible values for this property are:

NONE

DEF . Deflate Compression.

Default value: NONE

amster  attribute: statelessCompressionType

Enable Session Denylisting

Denylists client-side sessions that log out.

Enable this setting if the maximum session time is high. The denylist state is stored in the Core Token Service (CTS) token
store until the session expires, to ensure that sessions cannot continue to be used.

Default value: false

amster  attribute: openam-session-stateless-enable-session-blacklisting

Session Denylist Cache Size

Number of denylisted sessions to cache in memory to speed up denylist checks and reduce load on the CTS. The cache
size should be approximately the number of logouts expected in the maximum session time.

Default value: 10000

warning
Enabling compression can compromise encryption. This may leak information about the content of the session
state if encryption is enabled. 

Warning

• 

• 
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amster  attribute: openam-session-stateless-blacklist-cache-size

Denylist Poll Interval (seconds)

Specifies the interval at which AM polls the Core Token Service to update the list of logged out sessions, in seconds.

The longer the polling interval, the more time a malicious user has to connect to other AM servers in a deployment and
make use of a stolen session cookie. Shortening the polling interval improves the security for logged out sessions, but
might incur a minimal decrease in overall AM performance due to increased network activity. Set to 0  to disable this
feature completely.

Default value: 60

amster  attribute: openam-session-stateless-blacklist-poll-interval

Denylist Purge Delay (minutes)

When added to the maximum session time, specifies the amount of time that AM tracks logged out sessions.

Increase the denylist purge delay if you expect system clock skews in your deployment to be greater than one minute. You
don’t need to increase the denylist purge delay for servers running a clock synchronization protocol, such as the Network
Time Protocol.

Default value: 1

amster  attribute: openam-session-stateless-blacklist-purge-delay

Enable Invalidation of Sessions Based on User Identifier

Let AM permit logging out all client-side sessions for a specific user, through the logoutByUser  action.

Setting this to true  causes AM to store logout user tokens in a local cache. For multi-server deployments, AM polls the
CTS at a specified interval and populates the cache with the logout user tokens of all servers in the deployment.

Default value: false

amster  attribute: statelessLogoutByUser

Invalidated Sessions Poll Interval (seconds)

When Enable Invalidation of Sessions Based on User Identifier is true , this setting specifies the frequency at which AM
polls the CTS for changes to persisted logout tokens.

Default value: 60

amster  attribute: openam-session-stateless-logout-poll-interval

Dynamic attributes

info
Configuring any of the following properties at the realm level (Realms > Realm Name > Services > Session) causes the
values to be stored in the identity store configured in that realm.
If you remove the identity store from the realm, the properties will use the values configured at the global level
(Configure > Global Services > Session).

Note

Reference PingAM

1042 Copyright © 2025 Ping Identity Corporation



The following settings appear on the Dynamic Attributes tab:

Maximum Session Time

Maximum time a session can remain valid before AM requires the user to authenticate again, in minutes.

Default value: 120

amster  attribute: maxSessionTime

Maximum Idle Time

Maximum time a server-side session can remain idle before AM requires the user to authenticate again, in minutes.

Default value: 30

amster  attribute: maxIdleTime

Maximum Caching Time

Maximum time that external clients of AM are recommended to cache the session for, in minutes.

Default value: 3

amster  attribute: maxCachingTime

Active User Sessions

Maximum number of concurrent server-side sessions per user.

Default value: 5

amster  attribute: quotaLimit

Session Property Whitelist service

amster  service name: SessionPropertyWhiteList

Realm defaults

The following settings appear on the Realm Defaults tab:

Allowlisted Session Property Names

A list of properties that users may read, edit the value of, or delete from their session.

Adding properties to sessions can impact AM’s performance. There is no limit on the set of properties that you can add to
sessions, and no limit on the number of session properties you can add.

info
This value does not apply if Enable Quota Constraints is OFF. In other words, session quota constraints must
be enabled for any configured maximum to apply. 

Note
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Adding session properties can increase the load on an AM deployment in the following areas:

AM server memory

LDAP server storage

LDAP server replication

Protected attributes can NOT be set, edited or deleted, even if they are included in this allowlist.

Default value: AMCtxId

amster  attribute: sessionPropertyWhitelist

Session Properties to return for session queries

A list of session properties that can be returned to admins in a REST session query response.

This setting may impact REST query performance - when session properties are added, the CTS token must be retrieved,
and will be the subject of decryption and decompression, if configured.

Protected attributes will NOT be allowed to be set, edited or deleted, even if they are included in this list.

amster  attribute: whitelistedQueryProperties

Social authentication implementations

amster  service name: SocialAuthentication

Realm defaults

The following settings appear on the Realm Defaults tab:

Display Names

The display names for the implementations - this will be used to provide a name for the icon displayed on the login page.
The key should be used across all the settings on this page to join them together.

For example:

Default value: {}

amster  attribute: displayNames

Authentication Chains

The name of the authentication chains that are the entry points to being authenticated by each respective social
authentication provider. The key should correspond to a key used to define a Display Name above.

For example:

• 

• 

• 

Key Value

google Google
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Default value: {}

amster  attribute: authenticationChains

Icons

Either a full URL or a path relative to the base of the site/server where the image can be found. The image will be used on
the login page to link to the authentication chain defined above. The key should correspond to a key used to define a
Display Name above.

For example:

Default value: {}

amster  attribute: icons

Enabled Implementations

Provide a key that has been used to define the settings above to enable that set of settings.

For example: google

amster  attribute: enabledKeys

Social Identity Provider service

amster  service name: SocialIdentityProviders

Realm defaults

The following settings appear on the Realm Defaults tab:

Enabled

Default value: true

amster  attribute: enabled

Transaction Authentication service

amster  service name: TransactionAuthentication

Key Value

google socialAuthChainGoogle

Key Value

google /images/google-sign-in.png
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Realm defaults

The following settings appear on the Realm Defaults tab:

Time to Live

The number of seconds within which the transaction must be completed.

Default value: 180

amster  attribute: timeToLive

UMA provider

amster  service name: UmaProvider

Global Attributes

The following settings appear on the Global Attributes tab:

UMA Policy Upgrade Compatibility Mode

When this setting is enabled, AM creates backward-compatible UMA policies. Enable this setting when you are upgrading
from servers prior to AM 7.2.0, and when you are upgrading multiple servers in a deployment at different times. Disable
this setting when you have completed the upgrade for all AM instances in your deployment.

Default value: false

amster  attribute: umaPolicyUpgradeCompatibilityMode

General

The following settings appear on the General tab:

Permission Ticket Lifetime (seconds)

The maximum life of a permission ticket before it expires, in seconds.

Default value: 120

amster  attribute: permissionTicketLifetime

Delete user policies when Resource Server is removed

Delete all user policies that relate to a Resource Server when removing the OAuth2 agent entry or removing the 
uma_protection  scope from the OAuth2 agent.

Default value: true

amster  attribute: deletePoliciesOnDeleteRS

Delete resources when Resource Server is removed

Delete all resources that relate to a Resource Server when removing the OAuth2 agent entry or removing the 
uma_protection  scope from the OAuth2 agent.
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Default value: true

amster  attribute: deleteResourceSetsOnDeleteRS

Pending Requests Enabled

Use the Pending Requests subsystem to notify the resource owner that an attempt was made to access their resource.

Default value: true

amster  attribute: pendingRequestsEnabled

Email Resource Owner on Pending Request creation

Send an email to the Resource Owner when a Pending Request is created, when a Requesting Party requests access to a
resource.

Default value: true

amster  attribute: emailResourceOwnerOnPendingRequestCreation

Email Requesting Party on Pending Request approval

Send an email to the Requesting Party when a Pending Request is approved by the Resource Owner.

Default value: true

amster  attribute: emailRequestingPartyOnPendingRequestApproval

Grant Resource Owner Implicit Consent

Implicitly grant the resource owner consent to the resource, regardless of policy conditions.

Default value: true

amster  attribute: resourceOwnerImplicitConsent

User profile preferred Locale attribute

User profile attribute storing the user’s preferred locale.

Default value: inetOrgPerson

amster  attribute: userProfileLocaleAttribute

Re-Sharing Mode

Specifies whether re-sharing is off or on implicitly for all users, allowing all users to re-share resources that have been
shared with them.

The possible values for this property are:

Off

Implicit

Default value: Implicit

• 

• 
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amster  attribute: resharingMode

Grant RPTs…

In UMA, scope comes from both the permission ticket and from the token request. An RPT is always granted when all
scopes match, and is never granted when no scope matches. You can configure when RPTs are granted for partial match
conditions here. For more information, see Assessment and Results Determination in the UMA 2.0 Grant Specification.

Default value:

When the scope from the request is partially matched.
When none of the scope from the request is matched.
When the scope from the ticket is partially matched.

amster  attribute: grantRptConditions

Username attribute

The name of the attribute whose value must be specified by end users when sharing resources. For example, if a user
wants to share a resource with another user, based on that user’s email address, set this value to mail .

The attribute that you set here must contain unique values; otherwise, a resource share can grant access to multiple users
unintentionally.

If you leave this attribute empty, UMA policies are based on the attribute that the underlying data store considers the 
username  (for example, the LDAP user search attribute). This behavior is compatible with previous AM versions. The UMA
Postman Collection sets this value to uid , which works in most deployments.

Default value: None

amster  attribute: usernameAttribute

Claims gathering

The following properties can be set on the Claims Gathering tab:

Interactive Claims Gathering Enabled

If this setting is enabled, and no PCT is provided on the request, the UMA provider returns a redirect_user hint to the client,
where the requesting party can authenticate themselves.

Default value: false

amster  attribute: interactiveClaimsGatheringEnabled

Claims Gathering Authentication Tree

The authentication tree to which the requesting party should be directed, in order to collect claims. This authentication
tree should collect all claims necessary for successful UMA authorization.

error
Changing this setting can invalidate existing UMA authorizations.

Caution
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Default value: None

amster  attribute: claimsGatheringTree

Persisted Claims Token Lifetime (seconds)

During interactive claims gathering, AM can issue a PCT, that clients can use later during RPT flows, so that users don’t
have to go through the interactive claims gathering process too frequently.

If a PCT is issued, this setting determines the interval (in seconds) that the PCT should be considered valid.

Default value: 604800  (7 days)

amster  attribute: pctLifetime

User

amster  service name: IdRepositoryUser

Dynamic attributes

The following settings appear on the Dynamic Attributes tab:

User Preferred Timezone

Time zone for accessing AM admin UI.

amster  attribute: preferredTimezone

Administrator DN Starting View

Specifies the DN for the initial screen when the AM administrator successfully logs in to the AM admin UI.

amster  attribute: adminDNStartingView

Default User Status

Inactive users cannot authenticate, although AM stores their profiles.

The possible values for this property are:

Active

Inactive

Default value: Active

amster  attribute: defaultUserStatus

User Self-Service

amster  service name: UserSelfService

• 

• 
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General configuration

The following settings appear on the General Configuration tab:

Encryption Key Pair Alias

An encryption key alias in the AM server’s JCEKS keystore. Used to encrypt the JWT token that AM uses to track end users
during User Self-Service operations.

For example, you might set this property to: selfserviceenctest

amster  attribute: encryptionKeyPairAlias

Signing Secret Key Alias

A signing secret key alias in the AM server’s JCEKS keystore. Used to sign the JWT token that AM uses to track end users
during User Self-Service operations.

For example, you might set this property to: selfservicesigntest

amster  attribute: signingSecretKeyAlias

Google reCAPTCHA Site Key

Google reCAPTCHA plugin site key.

amster  attribute: captchaSiteKey

Google reCAPTCHA Secret Key

Google reCAPTCHA plugin secret key.

amster  attribute: captchaSecretKey

Google Re-captcha Verification URL

Google reCAPTCHA plugin verification URL.

Default value: https://www.google.com/recaptcha/api/siteverify

amster  attribute: captchaVerificationUrl

Security Questions

Specifies the default set of knowledge-based authentication (KBA) security questions. The security questions can be set for
the User Self-Registration, forgotten password reset, and forgotten username services, respectively.

Format is unique key|locale|question .

Default value:

4|en|What is your mother&#39;s maiden name?
3|en|What was the name of your childhood pet?
2|en|What was the model of your first car?
1|en|What is the name of your favourite restaurant?

amster  attribute: kbaQuestions
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Minimum Answers to Define

Specifies the minimum number of KBA answers that users must define.

Default value: 1

amster  attribute: minimumAnswersToDefine

Minimum Answers to Verify

Specifies the minimum number of KBA questions that users need to answer to be granted the privilege to carry out an
action, such as registering for an account, resetting a password, or retrieving a username. Specify a value from 0  to 50 .

Default value: 1

amster  attribute: minimumAnswersToVerify

Valid Query Attributes

Specifies the valid query attributes used to search for the user. This is a list of attributes used to identify your account for
forgotten password and forgotten username.

Default value:

uid
mail
givenName
sn

amster  attribute: validQueryAttributes

User registration

The following settings appear on the User Registration tab:

User Registration

If enabled, new users can sign up for an account.

Default value: false

amster  attribute: userRegistrationEnabled

Captcha

If enabled, users must pass a Google reCAPTCHA challenge during user self-registration to mitigate against software bots.

Default value: false

amster  attribute: userRegistrationCaptchaEnabled

Email Verification

If enabled, users who self-register must perform email address verification.

Default value: true
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amster  attribute: userRegistrationEmailVerificationEnabled

Verify Email before User Detail

If enabled, email address verification will be performed first before user details screen is displayed. This will take effect
only if Verify Email is enabled.

Default value: false

amster  attribute: userRegistrationEmailVerificationFirstEnabled

Security Questions

If enabled, users must set up their security questions during the self-registration process.

Default value: false

amster  attribute: userRegistrationKbaEnabled

Token Lifetime (seconds)

Maximum lifetime of the token allowing User Self-Registration, in seconds.

Default value: 300

amster  attribute: userRegistrationTokenTTL

Outgoing Email Subject

Customize the User Self-Registration verification email subject text. Format is locale|subject text .

Default value: en|Registration email

amster  attribute: userRegistrationEmailSubject

Outgoing Email Body

Customize the User Self-Registration verification email body text. Format is: locale|body text .

Default value: en|<h2>Click on this <a href="%link%">link</a> to register.</h2>

amster  attribute: userRegistrationEmailBody

Valid Creation Attributes

Specifies an allowlist of user attributes that can be set during user creation.

Default value:

userPassword
mail
givenName
kbaInfo
inetUserStatus
sn
username
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amster  attribute: userRegistrationValidUserAttributes

Destination After Successful Self-Registration

The action to be taken after a user successfully registers a new account.

The possible values for this property are:

Label: User sent to 'successful registration' page (value: default ). User is sent to a success page, without being
logged in.

Label: User sent to login page (value: login ). User is sent to the login page to authenticate.

Label: User is automatically logged in (value: auto-login ). User is automatically logged in and sent to the
appropriate page.

Default value: default

amster  attribute: userRegisteredDestination

Forgotten password

The following settings appear on the Forgotten Password tab:

Forgotten Password

If enabled, users can reset their forgotten password.

Default value: false

amster  attribute: forgottenPasswordEnabled

Captcha

If enabled, users must pass a Google reCAPTCHA challenge during password reset to mitigate against software bots.

Default value: false

amster  attribute: forgottenPasswordCaptchaEnabled

Email Verification

If enabled, users who reset passwords must perform email address verification.

Default value: true

amster  attribute: forgottenPasswordEmailVerificationEnabled

Security Questions

If enabled, users must answer their security questions during the forgotten password process.

Default value: false

amster  attribute: forgottenPasswordKbaEnabled

• 

• 

• 
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Enforce password reset lockout

If enabled, users will be prevented from resetting their password after the configured number of failed attempts.

Default value: false

amster  attribute: numberOfAttemptsEnforced

Lock Out After number of attempts

Can be set to 1 or more attempts for a user to correctly answer all their security questions. After the number of configured
attempts the user has not correctly answered them the password reset feature will be disabled.

Default value: 1

amster  attribute: numberOfAllowedAttempts

Token Lifetime (seconds)

Maximum lifetime for the token allowing forgotten password reset, in seconds.

Specify a value from 0  to 2147483647 .

Default value: 300

amster  attribute: forgottenPasswordTokenTTL

Outgoing Email Subject

Customize the forgotten password email subject text. Format is locale|subject text .

Default value: en|Forgotten password email

amster  attribute: forgottenPasswordEmailSubject

Outgoing Email Body

Customize the forgotten password email body text. Format is locale|body text .

Default value: en|<h2>Click on this <a href="%link%">link</a> to reset your password.</h2>

amster  attribute: forgottenPasswordEmailBody

Forgotten username

The following settings appear on the Forgotten Username tab:

Forgotten Username

If enabled, users can retrieve their forgotten username.

Default value: false

amster  attribute: forgottenUsernameEnabled
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Captcha

If enabled, users must pass a Google reCAPTCHA challenge during the forgotten username retrieval process to mitigate
against software bots.

Default value: false

amster  attribute: forgottenUsernameCaptchaEnabled

Security Questions

If enabled, users must answer their security questions during the forgotten username process.

Default value: false

amster  attribute: forgottenUsernameKbaEnabled

Email Username

If enabled, users receive their forgotten username by email.

Default value: true

amster  attribute: forgottenUsernameEmailUsernameEnabled

Show Username

If enabled, users see their forgotten username on the browser page.

Default value: false

amster  attribute: forgottenUsernameShowUsernameEnabled

Token LifeTime (seconds)

Maximum lifetime for the token allowing forgotten username, in seconds.

Default value: 300

amster  attribute: forgottenUsernameTokenTTL

Outgoing Email Subject

Customizes the forgotten username email subject text. Format is locale|subject text .

Default value: en|Forgotten username email

amster  attribute: forgottenUsernameEmailSubject

Outgoing Email Body

Customizes the forgotten username email body text. Format is locale|body text .

Default value: en|<h2>Your username is <span style="color:blue">%username%</span>.</h2>

amster  attribute: forgottenUsernameEmailBody
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Profile management

The following settings appear on the Profile Management tab:

Protected Update Attributes

Specifies a profile’s protected user attributes, which causes re-authentication when the user attempts to modify these
attributes.

amster  attribute: profileProtectedUserAttributes

Self readable attributes

Specifies the list of attributes that users can view when accessing their user profile.

Default value:

uid
telephoneNumber
mail
kbaInfo
givenName
sn
cn

amster  attribute: profileAttributeWhitelist

Advanced configuration

The following settings appear on the Advanced Configuration tab:

User Registration Confirmation Email URL

Specifies the confirmation URL that the user receives during the self-registration process. The ${realm}  string is replaced
with the current realm.

Default value: http://openam.example.com:8080/openam/XUI/?realm=${realm}#register/

amster  attribute: userRegistrationConfirmationUrl

Forgotten Password Confirmation Email URL

Specifies the confirmation URL that the user receives after confirming their identity during the forgotten password
process. The ${realm}  string is replaced with the current realm.

Default value: http://openam.example.com:8080/openam/XUI/?realm=${realm}#passwordReset/

amster  attribute: forgottenPasswordConfirmationUrl

User Registration Service Config Provider Class

Specifies the provider class to configure any custom plugins.

Default value: org.forgerock.openam.selfservice.config.flows.UserRegistrationConfigProvider

amster  attribute: userRegistrationServiceConfigClass
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Forgotten Password Service Config Provider Class

Specifies the provider class to configure any custom plugins.

Default value: org.forgerock.openam.selfservice.config.flows.ForgottenPasswordConfigProvider

amster  attribute: forgottenPasswordServiceConfigClass

Forgotten Username Service Config Provider Class

Specifies the provider class to configure any custom plugins.

Default value: org.forgerock.openam.selfservice.config.flows.ForgottenUsernameConfigProvider

amster  attribute: forgottenUsernameServiceConfigClass

Self-Service trees

amster  service name: SelfServiceTrees

Realm defaults

The following settings appear on the Realm Defaults tab:

Enabled

Default value: true

amster  attribute: enabled

Tree Mapping

Maps the self service function name (the key) to an authentication tree (the value).

Default value: {}

amster  attribute: treeMapping

Validation service

amster  service name: ValidationService

Global attributes

The following settings appear on the Global Attributes tab:

Valid goto URL Resources

List of valid goto URL resources.

Specifies a list of valid URLs for the goto  and gotoOnFail  query string parameters.

PingAM Reference

Copyright © 2025 Ping Identity Corporation 1057

https://docs.pingidentity.com/amster/7.4/entity-reference/sec-amster-entity-selfservicetrees.html
https://docs.pingidentity.com/amster/7.4/entity-reference/sec-amster-entity-selfservicetrees.html
https://docs.pingidentity.com/amster/7.4/entity-reference/sec-amster-entity-validationservice.html
https://docs.pingidentity.com/amster/7.4/entity-reference/sec-amster-entity-validationservice.html


After login or logout, AM can redirect a user to a URL in this list. If the URL is not in this list, AM redirects to the user profile
page, the administration console, or the URL set in the Success URL node. If you don’t set this property, AM only allows
URLs that match its domain; for example, domain-of-am-instance.com . Use the *  wildcard to match all characters
except ? .

Examples:

http://app.example.com:80/*

http://app.example.com:80/?

amster  attribute: validGotoDestinations

Realm defaults

The following settings appear on the Realm Defaults tab:

Valid goto URL Resources

List of valid goto URL resources.

Specifies a list of valid URLs for the goto  and gotoOnFail  query string parameters. AM only redirects a user after log in
or log out to a URL in this list. If the URL is not in the list, AM redirects to either the user profile page, or the administration
console. If this property is not set, AM will only allow URLs that match its domain; for example, domain-of-am-
instance.com . Use the *  wildcard to match all characters except ? .

Examples:

http://app.example.com:80/*

http://app.example.com:80/?

amster  attribute: validGotoDestinations

WebAuthn Profile Encryption service

amster  service name: AuthenticatorWebAuthn

Realm defaults

The following settings appear on the Realm Defaults tab:

Profile Storage Attribute

The user’s attribute in which to store WebAuthn profiles.

The default attribute is added to the schema when you prepare a user store for use with AM. If you want to use a different
attribute, you must make sure to add it to your user store schema prior to deploying webauthn with AM. AM must be able
to write to the attribute.

Default value: webauthnDeviceProfiles

amster  attribute: webauthnAttrName

• 

• 

• 

• 
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Device Profile Encryption Scheme

Encryption scheme to use to secure device profiles stored on the server.

If enabled, each device profile is encrypted using a unique random secret key using the given strength of AES encryption in
CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used to ensure integrity
protection and authenticated encryption. The unique random key is encrypted with the given RSA key pair and stored with
the device profile.

The possible values for this property are:

Label: AES-256/HMAC-SHA-512 with RSA Key Wrapping (value: RSAES_AES256CBC_HS512 )

Label: AES-128/HMAC-SHA-256 with RSA Key Wrapping (value: RSAES_AES128CBC_HS256 )

Label: No encryption of device settings (value: NONE )

Default value: NONE

amster  attribute: authenticatorWebAuthnDeviceSettingsEncryptionScheme

Encryption Key Store

Path to the key store from which to load encryption keys.

Default value: /path/to/openam/security/keystores/keystore.jceks

amster  attribute: authenticatorWebAuthnDeviceSettingsEncryptionKeystore

Key Store Type

Type of key store to load.

See the JDK 8 PKCS#11 Reference Guide for more details.

The possible values for this property are:

Label: Java Key Store (JKS) (value: JKS )

Label: Java Cryptography Extension Key Store (JCEKS) (value: JCEKS )

Label: PKCS#11 Hardware Crypto Storage (value: PKCS11 )

Label: PKCS#12 Key Store (value: PKCS12 )

Default value: JCEKS

amster  attribute: authenticatorWebAuthnDeviceSettingsEncryptionKeystoreType

info
AES-256 may require installation of the JCE Unlimited Strength policy files. 

Note

• 

• 

• 

info
PKCS#11 key stores require hardware support such as a security device or smart card and is not available by
default in most JVM installations. 

Note

• 

• 

• 

• 
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Key Store Password

Password to unlock the key store. This password is encrypted when it is saved in the AM configuration. You should modify
the default value.

amster  attribute: authenticatorWebAuthnDeviceSettingsEncryptionKeystorePassword

Key-Pair Alias

Alias of the certificate and private key in the key store. The private key is used to encrypt and decrypt device profiles.

amster  attribute: authenticatorWebAuthnDeviceSettingsEncryptionKeystoreKeyPairAlias

Private Key Password

Password to unlock the private key.

amster  attribute: authenticatorWebAuthnDeviceSettingsEncryptionKeystorePrivateKeyPassword

Ports used

The software uses a number of ports by default:

Default ports used

Port number Protocol Description

1689 TCP/IP Port for Java Management extension
(JMX) traffic, disabled by default.

1812 UDP Port for AM’s RADIUS server, disabled
by default.

4444 TCP/IP Port for the embedded administration
connector, enabled by default.

8080 TCP/IP Web application container port
number.

8082 TCP/IP HTTP port for monitoring AM, disabled
by default.

8085 TCP/IP SNMP port for monitoring AM, disabled
by default.

9999 TCP/IP RMI port for monitoring AM, disabled
by default.

50389, 50899, 58989 TCP/IP Supports LDAP communication
between embedded AM data stores.
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Sometimes multiple services are configured on a single system with slightly different port numbers. For example, while the
default port number for a servlet container, such as Tomcat, is 8080, a second instance of Tomcat might be configured with a port
number of 18080. In all cases shown, communications proceed using the protocol shown in the table.

When you configure a firewall for AM, make sure to include open ports for any installed and related components, including web
services (80, 443), servlet containers (8009, 8080, 8443), and external applications.

Additional ports may be used, depending on other components of your deployment. If you are using ForgeRock Directory
Services, see Administrative access in the DS documentation, for the list of default ports used by DS.

Supported standards

AM implements the following RFCs, Internet-Drafts, and standards:

RFC 4226: HOTP: An HMAC-Based One-Time Password Algorithm, supported by the OATH authentication modules and nodes.

RFC 6238: TOTP: Time-Based One-Time Password Algorithm, supported by the OATH authentication modules and nodes.

For more information, refer to Open Authentication.

RFC 6749: The OAuth 2.0 Authorization Framework

RFC 6750: The OAuth 2.0 Authorization Framework: Bearer Token Usage

RFC 7009: OAuth 2.0 Token Revocation

RFC 7515: JSON Web Signature (JWS)

RFC 7516: JSON Web Encryption (JWE)

RFC 7517: JSON Web Key (JWK)

RFC 7518: JSON Web Algorithms (JWA)

RFC 7519: JSON Web Token (JWT)

RFC 7522: Security Assertion Markup Language (SAML) 2.0 Profile for OAuth 2.0 Client Authentication and Authorization Grants


RFC 7523: JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants

RFC 7591: OAuth 2.0 Dynamic Client Registration Protocol

RFC 7636: Proof Key for Code Exchange by OAuth Public Clients

RFC 7662: OAuth 2.0 Token Introspection

RFC 7800: Proof-of-Possession Key Semantics for JSON Web Tokens (JWTs)

RFC 8628: OAuth 2.0 Device Authorization Grant

RFC 8705: OAuth 2.0 Mutual-TLS Client Authentication and Certificate-Bound Access Tokens

RFC 7592: OAuth 2.0 Dynamic Client Registration Management Protocol

Internet Draft: JWT Response for OAuth Token Introspection
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RFC 8693: OAuth 2.0 Token Exchange (Access token to access token, access token to ID token, ID token to ID token, and ID
token to access token)

RFC 9101: The OAuth 2.0 Authorization Framework: JWT-Secured Authorization Request (JAR)

RFC 9126: OAuth 2.0 Pushed Authorization Requests

For more information, see OAuth 2.0

OpenID Connect Core 1.0 incorporating errata set 1.

In section 5.6 of this specification, AM supports Normal Claims. AM does not support the optional Aggregated Claims and 
Distributed Claims representations.

OpenID Connect Client Initiated Backchannel Authentication Flow - Core 1.0 draft-02

AM applies the guidelines suggested by the OpenID Financial-grade API (FAPI) Working Group to the implementation of CIBA,
which shapes the support of CIBA in AM.

OpenID Connect Discovery 1.0

OpenID Connect Dynamic Client Registration 1.0

OpenID Connect Session Management 1.0 Draft 05

OpenID Connect Session Management 1.0 Draft 10

OAuth 2.0 Multiple Response Type Encoding Practices

OAuth 2.0 Form Post Response Mode

Financial-grade API: JWT Secured Authorization Response Mode for OAuth 2.0 (JARM)

OpenID Connect Back-Channel Logout 1.0 Draft 06.

AM currently only supports backchannel logout when acting as the provider.

For more information, see:

OpenID Connect 1.0

OpenID Connect Basic Client Implementer’s Guide 1.0

OpenID Connect Implicit Client Implementer’s Guide 1.0

info
Implementation Decisions Applying to CIBA Support in AM

AM only supports the CIBA "poll" mode, not the "push" or "ping" modes.
AM requires use of confidential clients for CIBA.
AM requires use of signed JSON-web tokens (JWT) to pass parameters, using one of the following algorithms:

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.
PS256  - RSASSA-PSS using SHA-256.

Plain JSON or form parameters for CIBA-related data is not supported.

Note

• 
• 
• 

◦ 

◦ 

• 

• 

• 
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User-Managed Access (UMA) 2.0 Grant for OAuth 2.0 Authorization

Federated Authorization for User-Managed Access (UMA) 2.0

AM supports SAML v2.0; support for SAML v1.1 and v1.0 was removed in AM 7, although WS-Federation functionality still creates
assertions in SAML v1.x format.

SAML Specifications are available from the OASIS standards page.

Web Services Federation Language (WS-Federation)

Web Services Description Language (WSDL)

eXtensible Access Control Markup Language (XACML)

For more information, see Security Assertion Markup Language (SAML)

Assertion encryption:

aes128-cbc

aes192-cbc

aes256-cbc

tripledes-cbc

Assertion signatures:

rsa-sha1

rsa-sha256

rsa-sha384

rsa-sha512

Query string signatures:

rsa-sha1

rsa-sha256

rsa-sha384

rsa-sha512

ecdsa-sha1

ecdsa-sha256

ecdsa-sha384

ecdsa-sha512

RFC 2898: PKCS #5: Password-Based Cryptography Specification Version 2.0

RFC 3394: Advanced Encryption Standard (AES) Key Wrap Algorithm

RFC 7518: JSON Web Algorithms (JWA)

Federal Information Processing Standard (FIPS) "Security Requirements for Cryptographic Modules"

Representational State Transfer (REST)

Simple Object Access Protocol (SOAP)

Recommendation E.146, concerning Mobile Subscriber ISDN Numbers (MSISDN), supported for authentication.
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RFC 1271: Remote Network Monitoring Management Information Base, supported for monitoring over SNMP.

RFC 2578: Structure of Management Information Version 2 (SMIv2), supported for monitoring over SNMP.

RFC 2616: Hypertext Transfer Protocol — HTTP/1.1.

RFC 2579: Textual Conventions for SMIv2, supported for monitoring over SNMP.

RFC 2617: HTTP Authentication: Basic and Digest Access Authentication, supported as an authentication module.

RFC 2865: Remote Authentication Dial In User Service (RADIUS), supported as an AM service.

RFC 4510: Lightweight Directory Access Protocol (LDAP), for authentication modules and when accessing data stores.

RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile, supported for
certificate-based authentication.

RFC 5646: Tags for Identifying Languages.

RFC 5785: Defining Well-Known Uniform Resource Identifiers (URIs).

RFC 6265: HTTP State Management Mechanism regarding HTTP Cookies and Set-Cookie  header fields.

RFC 7239: Forwarded HTTP Extension.

Internet-Draft: Password Policy for LDAP Directories (draft 09).

Service endpoints

A service endpoint is an entry point to a web service. This page lists AM service endpoints that are accessible by default.

If you are certain that a particular AM service endpoint is not used in your deployment, you can block access to the endpoint.

For more information, see Secure network communication.

JSP files

Some AM JSP pages are directly accessible as service endpoints. The following sections describe the files for those JSP pages.
Directory paths in this section are relative to AM’s deployment path, for example, /path/to/tomcat/webapps/openam/ .

You will find these files in the top-level directory of AM’s deployment path.

Logback.jsp

Provides a page to configure debug logging.

See Debug logging for details.

encode.jsp

Provides a page to encode a cleartext password for use in SAML entity configurations.

getServerInfo.jsp

Supports requests for server information. This page is used internally by AM.
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isAlive.jsp

Displays a "Server is ALIVE" message when AM is ready to serve requests.

proxyidpfinder.jsp

Supports access to a remote identity provider through the federation broker.

services.jsp

Lists service configuration information. Use this page when translating configuration changes made in the console into
corresponding ssoadm  commands.

showServerConfig.jsp

Displays system configuration information, including the deployment URL, OS, Java VM, configuration directory, and more.

validat*.jsp pages

These files serve pages and provide endpoints for the classic, JATO-based UI when testing and verifying SAML v2.0
federation.

Some classic, JATO-based UI pages rely on JSP files in the com_sun_web_ui/jsp/  directory. They are not intended to be used
directly as external endpoints.

The JSP files in the config/auth/default*/  directories provide templates and endpoints to serve classic, JATO-based UI pages of
the AM admin UI that allow users to authenticate.

To adapt the current UI for your deployment, see UI customization instead.

The JSP file, oauth2/registerClient.jsp , provides a template page to register an OAuth 2.0 client application without using the
main console.

The JSP files in the oauth2c/  directory serve the Legacy OAuth 2.0/OpenID Connect authentication module. They are not
intended to be used directly as external endpoints.

The JSP files in the saml2/jsp/  directory provide endpoints used in SAML v2.0 deployments.

See Federate identities for descriptions of externally useful endpoints.

The JSP files in the wsfederation/jsp/  directory provide endpoints used in WS-Federation deployments.

WEB-INF URL patterns

The AM .war  file includes a deployment descriptor file, WEB-INF/web.xml . The deployment descriptor lists services
implemented as servlets, and <url-pattern>  elements that map services to AM endpoints.

When protecting an AM server, consider blocking external access to unused services based on their URL patterns.

The web.xml  file changes from release to release. If you remove endpoints from this file to disable access to parts of the AM
configuration, make sure you review web.xml  when you upgrade to a new release of AM. Remove the restricted endpoints and
decide whether to disable the new endpoints.

You can find more information about securing your deployment by restricting access to endpoints in How do I remove admin UI
access in PingAM and Best practice for blocking the top level realm in a proxy for PingAM.
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REST API endpoints

REST API endpoints are discussed in detail as follows:

Authenticate over REST

How to use the AM REST APIs to authenticate to AM.

Policies over REST, Policy sets over REST, Resource types over REST, and Policy set application types over REST

How to use the AM REST APIs for policy management.

Request policy decisions over REST

How to use the AM REST APIs for requesting authorization decisions from AM.

OAuth 2.0 endpoints

How to use OAuth 2.0-specific endpoints to request access and refresh tokens, as well as introspecting and revoking them.

OAuth 2.0 administration REST endpoints

How to use AM REST APIs to perform OAuth 2.0 administrative tasks such as registering, reading, and deleting clients.

OpenID Connect 1.0 endpoints

How to use OpenID Connect-specific endpoints to retrieve information about an authenticated user, as well as validate ID
tokens and check sessions.

Retrieve forgotten usernames, Reset forgotten passwords, and Register a user

How to use the AM REST APIs for user self-registration and forgotten password reset.

Configure realms over REST

How to use the AM REST APIs for managing AM identities and realms.

Manage scripts (REST)

How to use the AM REST APIs to manage AM scripts.

Capture troubleshooting information

How to use the AM REST APIs to record information that can help you troubleshoot AM.

Manage sessions using REST

How to use the AM REST APIs to manage AM sessions.

Consume REST STS instances and Query, validate, and cancel tokens

How to use the AM REST APIs to manage AM’s Security Token Service, which lets you bridge identities across web and
enterprise identity access management (IAM) systems through its token transformation process.
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Well-known endpoints

The endpoints described in this section are Well-known URIs supported by AM:

/.well-known/openid-configuration

Exposes OpenID Provider configuration by HTTP GET as specified by OpenID Connect Discovery 1.0. No query string
parameters are required.

/uma/.well-known/uma2-configuration

Exposes User-Managed Access (UMA) configuration by HTTP GET as specified by UMA Profile of OAuth 2.0. No query string
parameters are required.

For an example, refer to /uma/.well-known/uma2-configuration.

/.well-known/webfinger

Lets a client retrieve the provider URL for an end user by HTTP GET as specified by OpenID Connect Discovery 1.0.

For an example, refer to OpenID Connect Discovery.

Log files and messages

This section describes log files and messages for the classic Logging Service, which is based on the Java SDK.

Log files

This section describes the different classic Logging Service log files.

Audit log files

This section describes classic Logging Service audit log files:

Audit logs record information about events. You can adjust the amount of detail in the administrative logs under Configuration >
System > Logging.

amAuthentication.access

Contains log data for when users log into and out of an instance, including failed authentications.

amAuthentication.error

Contains log data about errors encountered when users login and out of an instance.

info
OpenAM 13.0.0 introduced a new REST-based Audit Logging Service, which is an audit logging framework common
across all ForgeRock products.
The classic Logging Service will be deprecated in a future release.

Note
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amConsole.access

Contains data about actions run as the administrator in the console, including changes to realms and policies.

amConsole.error

Contains data on errors encountered during administrator sessions.

amPolicy.access

Contains data about authorization actions permitted by policies, including policy creation, removal, or modification.

amPolicy.error

Contains data on errors encountered during actions related to the policy.

amPolicyDelegation.access

Contains data about actions as part of the policy delegation, including any changes to the delegation.

amRemotePolicy.access

Contains data about policies accessed remotely.

amRest.access

Contains data about access to REST endpoints.

amRest.authz

Contains data about authorizations to access REST endpoints.

amSSO.access

Contains data about user sessions, including times of access, session time outs, session creation, and session termination
for server-side sessions.

Contains data about session creation and session termination for client-side sessions.

CoreToken.access

Contains data about actions run against the core token.

CoreToken.error

Contains data on errors encountered regarding the core token.

COT.access

Contains data about the circle of trust.

COT.error

Contains data on errors encountered for the circle of trust.
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Entitlement.access

Contains data about entitlement actions or changes.

OAuth2Provider.access

Contains data about actions for the OAuth 2.0 provider.

OAuth2Provider.error

Contains data about errors encountered by the OAuth 2.0 provider.

SAML2.access

Contains data about SAML 2 actions, including changes to assertions, artifacts, response, and requests.

SAML2.error

Contains data about errors encountered during SAML 2 actions.

SAML.access

Contains data about SAML actions, including changes to assertions, artifacts, response, and requests.

SAML.error

Contains data about errors encountered during SAML actions.

ssoadm.access

Contains data about actions completed for SSO as admin.

WebServicesSecurity.access

Contains data about activity for Web Services Security.

WebServicesSecurity.error

Contains data on errors encountered by Web Services Security.

WSFederation.access

Contains data about activity for WS Federation, including changes and access information.

WSFederation.error

Contains data on errors encountered during WS Federation.

Debug log files

Debug log files provide information to help troubleshoot problems.

The number of messages logged to the debug log files depends on the debug logging level. The default debug logging level is 
Error . Using other logging levels such as Warning  or Message  may increase the number of debug log messages and files.
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When configured with the Message logging level, a server instance can produce more than a hundred debug log files. Use the
debug log file names to determine the type of troubleshooting information in each file. For example, the command-line interface
logs debug messages to the amCLI  debug file. The OAuth2 provider logs debug messages to the OAuth2Provider  debug file. The
Naming Service logs messages to the amNaming  debug file.

Log messages

This section describes log messages.

COT messages

INVALID_COT_NAME

ID: COT-1

Level: INFO

Description: Invalid circle of trust name.

Data: Realm or organization name, Circle of Trust Name

Triggers: Accessing the circle of trust.

Actions: Check the name and retry accessing the circle of trust.

CONFIG_ERROR_MODIFY_COT_DESCRIPTOR

ID: COT-2

Level: INFO

Description: Configuration error modifying the circle of trust.

Data: Error message, Name of the circle of trust, Realm or organization name

Triggers: Modifying the circle of trust.

Actions: Check COT debug , fmCOT, for more detailed error message.

CONFIG_ERROR_GET_ALL_COT_DESCRIPTOR

ID: COT-3

Level: INFO

Description: Error retreiving all circle of trusts.

Data: Error message, Realm or organization name

Triggers: Getting all circle of trust.

Actions: Check configuration; check debug for more detailed error message.

NO_COT_NAME_CREATE_COT_DESCRIPTOR

ID: COT-4
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Level: INFO

Description: Invalid name , error creating the circle of trust.

Data: Realm or organization name

Triggers: Creating the circle of trust.

Actions: Check the name to create circle of trust descriptor.

COT_EXISTS_CREATE_COT_DESCRIPTOR

ID: COT-5

Level: INFO

Description: Circle of Trust exists.

Data: Name of the circle of trust, Realm or organization name

Triggers: Creating the circle of trust.

Actions: Create Circle of Trust with a unique name.

INVALID_COT_TYPE

ID: COT-6

Level: INFO

Description: Circle of Trust Type is invalid

Data: Realm or organization name, Circle of Trust Type

Triggers: Creating the circle of trust.

Actions: The values for Circle of Trust type are IDFF , SAML2. Create Circle of Trust using either of these values.

CONFIG_ERROR_CREATE_COT_DESCRIPTOR

ID: COT-7

Level: INFO

Description: Configuration error while creating circle of trust.

Data: Error message, Entity ID, Realm or organization name

Triggers: Create circle of trust.

Actions: Check the fmCOT debug file for detailed errors.

COT_DESCRIPTOR_CREATED

ID: COT-8

Level: INFO

Description: Circle of trust created.
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Data: Name of the circle of trust, Realm or organization name

Triggers: Creating the circle of trust.

NULL_COT_NAME_ADD_COT_DESCRIPTOR

ID: COT-9

Level: INFO

Description: Circle of Trust name is null, error adding to circle of trust.

Data: Realm or organization name

Triggers: Adding to the circle of trust.

Actions: Check the name of the circle of trust.

NULL_ENTITYID_ADD_COT_DESCRIPTOR

ID: COT-10

Level: INFO

Description: Entity Identifier is null , cannot add entity to circle of trust

Data: Realm or organization name

Triggers: Adding to the circle of trust.

Actions: Check the value of entity id.

CONFIG_ERROR_ADD_COT_MEMBER

ID: COT-11

Level: INFO

Description: Error adding entity to the circle of trust.

Data: Error message, Name of the circle of trust, Entity Id, Realm or organization name

Triggers: Adding entity to circle of trust.

Actions: Check COT debug for more detailed error message.

NO_COT_NAME_REMOVE_COT_MEMBER

ID: COT-12

Level: INFO

Description: Null circle of trust name.

Data: Realm or organization name

Triggers: Removing member from the circle of trust.

Actions: Check the name of the circle of trust.
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NULL_ENTITYID_REMOVE_COT_MEMBER

ID: COT-13

Level: INFO

Description: Null entity identifier.

Data: Name of the circle of trust, Realm or organization name

Triggers: Removing member from the circle of trust.

Actions: Check the value of the entity identifier.

CONFIG_ERROR_REMOVE_COT_MEMBER

ID: COT-14

Level: INFO

Description: Error while removing entity from the circle of trust.

Data: Error message, Name of the circle of trust, Entity Id, Realm or organization name

Triggers: Removing entity identifier from the circle of trust.

Actions: Check COT debug for more detailed error message.

NULL_COT_NAME_LIST_COT

ID: COT-15

Level: INFO

Description: Null circle of trust name.

Data: Realm or organization name

Triggers: Listing entities in Circle of Trust

Actions: Check the name of the circle of trust.

CONFIG_ERROR_LIST_COT_MEMBER

ID: COT-16

Level: INFO

Description: Error listing providers in the circle of trust.

Data: Error message, Name of the circle of trust, Realm or organization name

Triggers: Listing providers in the circle of trust.

Actions: Check COT debug for more detailed error message.
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CONFIG_ERROR_DELETE_COT_DESCRIPTOR

ID: COT-17

Level: INFO

Description: Error while deleting the circle of trust.

Data: Error message, Name of the circle of trust, Realm or organization name

Triggers: Deleting the circle of trust.

Actions: Check COT debug for more detailed error message.

INVALID_NAME_ERROR_DELETE_COT_DESCRIPTOR

ID: COT-18

Level: INFO

Description: Invalid name, cannot delete circle of trust.

Data: Circle of Trust Name, Realm or organization name

Triggers: Deleting the circle of trust.

Actions: Check the circle of trust name and retry deletion.

HAS_ENTITIES_DELETE_COT_DESCRIPTOR

ID: COT-19

Level: INFO

Description: Cannot delete circle of trust which has entities.

Data: Circle of Trust Name, Realm or organization name

Triggers: Deleting the circle of trust.

Actions: Remove all entities from the circle of trust and retry deletion.

INVALID_COT_TYPE_DELETE_COT_DESCRIPTOR

ID: COT-20

Level: INFO

Description: Invalid type cannot delete circle of trust.

Data: Realm or organization name, Circle of Trust Name, Circle of Trust Type

Triggers: Deleting the circle of trust.

Actions: Specify correct Circle of Trust type and retry delete.
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COT_DESCRIPTOR_DELETED

ID: COT-21

Level: INFO

Description: Circle of trust deleted.

Data: Name of the circle of trust, Realm or organization name

Triggers: Deleting the circle of trust.

COT_FROM_CACHE

ID: COT-22

Level: FINE

Description: Retrieved the circle of trust from cache.

Data: Name of the circle of trust, Realm or organization name

Triggers: Retreived the circle of trust from cache.

CONFIG_ERROR_GET_COT_DESCRIPTOR

ID: COT-23

Level: INFO

Description: Error while getting the circle of trust from data store.

Data: Error message, Name of the circle of trust, Realm or organization name

Triggers: Retreiving the circle of trust

Actions: Check configuration; check debug for more detailed error message.

CONFIG_ERROR_RETREIVE_COT

ID: COT-24

Level: INFO

Description: Error determining an entity is in a circle of trust.

Data: Error message, Name of the circle of trust, ID of an entity, Realm or organization name

Triggers: Determining an entity is in a circle of trust.

Actions: Check debug for more detailed error message.

COT_DESCRIPTOR_RETRIEVED

ID: COT-25

Level: INFO
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Description: Retrieved the circle of trust descriptor.

Data: Name of the circle of trust, Realm or organization name

Triggers: Retrieving the circle of trust under a realm.

SAML2 messages

INVALID_SP

ID: SAML2-1

Level: INFO

Description: Invalid Service Provider Identifier

Data: Service Provider Entity Identifier

Triggers: Invalid Service Provider,cannot process request

Actions: Check the Service Provider Name.

INVALID_IDP

ID: SAML2-2

Level: INFO

Description: Invalid Identity Provider Identifier

Data: Identity Provider Entity Identifier

Triggers: Invalid Identity Provider,cannot process request

Actions: Check the Identity Provider Name.

SP_METADATA_ERROR

ID: SAML2-3

Level: INFO

Description: Unable to retreive Service Provider Metadata.

Data: Service Provider Entity Identifier

Triggers: Cannot retrieve Service Provider Metadata

Actions: Check the Data Store is accessible .; Check the Realm name.; Check the Service Provider Entity Identifier.

IDP_METADATA_ERROR

ID: SAML2-4

Level: INFO

Description: Unable to retrieve Identity Provider Metadata.
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Data: Identity Provider Entity Identifier

Triggers: Cannot retreive Identity Provider Metadata

Actions: Check the Data Store is accessible .; Check the Realm name.; Check the Identity Provider Entity Identifier.

SSO_NOT_FOUND

ID: SAML2-5

Level: INFO

Description: Unable to retrieve SingleSignOnService URL.

Data: Identity Provider Entity Identifier

Triggers: Error retreiving SingleSignOnService URL.

Actions: Check the Data Store is accessible .; Check the Realm name.; Check the Identity Provider Entity Identifier.

REDIRECT_TO_SP

ID: SAML2-6

Level: INFO

Description: Redirecting to SingleSignOnService

Data: SingleSignOnService URL

Triggers: Sending Authentication Request by redirecting to Single SignOn Service URL.

RESPONSE_NOT_FOUND_FROM_CACHE

ID: SAML2-7

Level: INFO

Description: Unable to retrieve Response using Response ID after local login.

Data: Response ID

Triggers: Response doesn’t exist in the SP cache.

Actions: Check the SP cache clean up interval configuration.

MISSING_ARTIFACT

ID: SAML2-8

Level: INFO

Description: Unable to retrieve Artifact from HTTP Request.

Triggers: SAMLart is missing from HTTP Request

Actions: Check with sender.; Check web container server log.
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RECEIVED_ARTIFACT

ID: SAML2-9

Level: INFO

Description: Received Artifact from HTTP Request.

Data: Artifact value

Triggers: Received Artifact from HTTP Request in the process of Single Sign On using Artifact Profile.

IDP_NOT_FOUND

ID: SAML2-10

Level: INFO

Description: Unable to find Identity Provider Entity ID based on the SourceID in Artifact.

Data: Artifact value, Realm or organization name

Triggers: No matching Identity Provider Entity ID found in meta data configuration.

Actions: Check if Identity Provider’s meta data is loaded.

IDP_META_NOT_FOUND

ID: SAML2-11

Level: INFO

Description: Unable to load Identity Provider’s meta data.

Data: Realm or organization name, Identity Provider Entity ID

Triggers: Unable to load Identity Provider’s meta data.

Actions: Check Identity Provider Entity ID.; Check Realm or organization name.; Check if the identity provider’s meta is
loaded.

ARTIFACT_RESOLUTION_URL_NOT_FOUND

ID: SAML2-12

Level: INFO

Description: Unable to find Identity Provider’s Artifact resolution service URL.

Data: Identity Provider Entity ID

Triggers: Artifact resolution service URL is not defined in Identity Provider’s metadata.

Actions: Check Identity Provider’s meta data.

CANNOT_CREATE_ARTIFACT_RESOLVE

ID: SAML2-13
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Level: INFO

Description: Unable to create ArtifactResolve.

Data: Hosted Service Provider Entity ID, Artifact value

Triggers: Error when creating ArtifactResolve instance.

Actions: Check implementation of ArtifactResolve.

CANNOT_GET_SOAP_RESPONSE

ID: SAML2-14

Level: INFO

Description: Unable to obtain response from SOAP communication with Identity Provider’s artifact resolution service.

Data: Hosted Service Provider Entity ID, Identity Provider’s Artifact Resolution Service URL

Triggers: Error in SOAP communication.

Actions: Check Identity Provider’s Artifact Resolution Service URL.; Check SOAP message authentication requirements for
Identity Provider’s Artifact Resolution Service.

GOT_RESPONSE_FROM_ARTIFACT

ID: SAML2-15

Level: INFO

Description: Obtained response using artifact profile.

Data: Hosted Service Provider Entity ID, Remote Identity Provider Entity ID, Artifact value, Response xml String if the log
level was set to LL_FINE at run time

Triggers: Single Sign On using Artifact Profile.

SOAP_ERROR

ID: SAML2-16

Level: INFO

Description: Unable to obtain Artifact Response due to SOAP error.

Data: Identity Provider Entity ID

Triggers: Error in SOAP communication.

Actions: Check configuration for Identity Provider

SOAP_FAULT

ID: SAML2-17

Level: INFO
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Description: Received SOAP Fault instead of Artifact Response.

Data: Identity Provider Entity ID

Triggers: Error in Identity Provider’s Artifact Resolution.

Actions: Check Identity Provider; Check debug file for detailed fault info.

TOO_MANY_ARTIFACT_RESPONSE

ID: SAML2-18

Level: INFO

Description: Received too many Artifact Response.

Data: Identity Provider Entity ID

Triggers: Identity Provider sent more than one Artifact Response in SOAPMessage.

Actions: Check Identity Provider

CANNOT_INSTANTIATE_ARTIFACT_RESPONSE

ID: SAML2-19

Level: INFO

Description: Unable to instantiate Artifact Response.

Data: Identity Provider Entity ID

Triggers: Error while instantiating Artifact Response.

Actions: Check Identity Provider; Check debug message for detailed error.

MISSING_ARTIFACT_RESPONSE

ID: SAML2-20

Level: INFO

Description: Unable to obtain Artifact Response from SOAP message.

Data: Identity Provider Entity ID

Triggers: No ArtifactResponse is included in SOAPMessage.

Actions: Check Identity Provider

ARTIFACT_RESPONSE_INVALID_SIGNATURE

ID: SAML2-21

Level: INFO

Description: Unable to verify signature on Artifact Response.

Data: Identity Provider Entity ID
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Triggers: Error while trying to verify signature on ArtifactResponse.

Actions: Check configuration for Identity Provider; Check debug file for detailed info

ARTIFACT_RESPONSE_INVALID_INRESPONSETO

ID: SAML2-22

Level: INFO

Description: Invalid InResponseTo attribute in Artifact Response.

Data: Identity Provider Entity ID

Triggers: InResponseTo attribute in Artifact Response is missing or doesn’t match with Artifact Resolve ID.

Actions: Check with Identity Provider

ARTIFACT_RESPONSE_INVALID_ISSUER

ID: SAML2-23

Level: INFO

Description: Invalid Issuer in Artifact Response.

Data: Identity Provider Entity ID

Triggers: Issuer in Artifact Response is missing or doesn’t match with Identity Provider Entity ID.

Actions: Check with Identity Provider

ARTIFACT_RESPONSE_INVALID_STATUS_CODE

ID: SAML2-24

Level: INFO

Description: Invalid status code in Artifact Response.

Data: Identity Provider Entity ID, Status code if the log level was set to LL_FINE at runtime

Triggers: Status in Artifact Response is missing or status code is not Success.

Actions: Check with Identity Provider

CANNOT_INSTANTIATE_RESPONSE_ARTIFACT

ID: SAML2-25

Level: INFO

Description: Unable to instantiate Respones from Artifact Response.

Data: Identity Provider Entity ID

Triggers: Error occurred while instantiating Response.

Actions: Check debug file for detailed error.
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MISSING_SAML_RESPONSE_FROM_POST

ID: SAML2-26

Level: INFO

Description: SAML Response is missing from http post.

Triggers: Parameter SAMLResponse is missing from http POST.

CANNOT_INSTANTIATE_RESPONSE_POST

ID: SAML2-27

Level: INFO

Description: Unable to instantiate Response from POST.

Triggers: Error occurred while instantiating Response.

Actions: Check debug file for more info

CANNOT_DECODE_RESPONSE

ID: SAML2-28

Level: INFO

Description: Unable to decode Response.

Triggers: Error occurred while decoding Response.

Actions: Check debug file for more info

GOT_RESPONSE_FROM_POST

ID: SAML2-29

Level: INFO

Description: Obtained response using POST profile.

Data: Response xml String if the log level was set to LL_FINE at runtime

Triggers: Single Sign On using POST Profile.

FED_INFO_WRITTEN

ID: SAML2-30

Level: INFO

Description: Written federation info.

Data: Username, NameIDInfo value string if the log level was set to LL_FINE at runtime

Triggers: Federation is done.

Reference PingAM

1082 Copyright © 2025 Ping Identity Corporation



REDIRECT_TO_IDP

ID: SAML2-31

Level: INFO

Description: Redirect request to IDP.

Data: redirection url

Triggers: Single logout.

NO_ACS_URL

ID: SAML2-32

Level: INFO

Description: Unable to find Assertion Consumer Service URL.

Data: meta alias

Triggers: Single Sign On.

NO_RETURN_BINDING

ID: SAML2-33

Level: INFO

Description: Unable to find return binding.

Data: meta alias

Triggers: Single Sign On.

POST_TO_TARGET_FAILED

ID: SAML2-34

Level: INFO

Description: Unable to post the response to target.

Data: Assertion Consumer Service URL

Triggers: Single Sign On with POST binding.

CANNOT_CREATE_ARTIFACT

ID: SAML2-35

Level: INFO

Description: Unable to create an artifact.

Data: IDP entity ID

PingAM Reference

Copyright © 2025 Ping Identity Corporation 1083



Triggers: Single Sign On with Artifact binding.

RECEIVED_AUTHN_REQUEST

ID: SAML2-36

Level: INFO

Description: Received AuthnRequest.

Data: SP entity ID, IDP meta alias, authnRequest xml string

Triggers: Single Sign On.

POST_RESPONSE

ID: SAML2-37

Level: INFO

Description: Post response to SP.

Data: SP entity ID, IDP meta alias, response xml string

Triggers: Single Sign On with POST binding.

SEND_ARTIFACT

ID: SAML2-38

Level: INFO

Description: Send an artifact to SP.

Data: IDP entity ID, IDP realm, redirect URL

Triggers: Single Sign On with Artifact binding.

INVALID_SOAP_MESSAGE

ID: SAML2-39

Level: INFO

Description: Encounter invalid SOAP message in IDP.

Data: IDP entity ID

Triggers: Single Sign On with Artifact binding.

ARTIFACT_RESPONSE

ID: SAML2-40

Level: INFO

Description: The artifact response being sent to SP.
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Data: IDP entity ID, artifact string, artifact response

Triggers: Single Sign On with Artifact binding.

GOT_ENTITY_DESCRIPTOR

ID: SAML2-41

Level: FINE

Description: Entity descriptor obtained.

Data: Entity ID, Realm or organization name

Triggers: Obtain entity descriptor.

INVALID_REALM_GET_ENTITY_DESCRIPTOR

ID: SAML2-42

Level: INFO

Description: Invaid realm while getting entity descriptor.

Data: Realm or organization name

Triggers: Obtain entity descriptor.

Actions: Check the Realm name.

GOT_INVALID_ENTITY_DESCRIPTOR

ID: SAML2-43

Level: INFO

Description: Obtained invalid entity descriptor.

Data: Entity ID, Realm or organization name

Triggers: Obtain entity descriptor.

Actions: Delete invalid entity descriptor and import it again.

CONFIG_ERROR_GET_ENTITY_DESCRIPTOR

ID: SAML2-44

Level: INFO

Description: Configuration error while getting entity descriptor.

Data: Error message, Entity ID, Realm or organization name

Triggers: Obtain entity descriptor.

Actions: Check debug message for detailed error.
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NO_ENTITY_ID_SET_ENTITY_DESCRIPTOR

ID: SAML2-45

Level: INFO

Description: No entity ID while setting entity descriptor.

Data: Realm or organization name

Triggers: Set entity descriptor.

Actions: Set entity ID in entity descriptor.

INVALID_REALM_SET_ENTITY_DESCRIPTOR

ID: SAML2-46

Level: INFO

Description: Invaid realm while setting entity descriptor.

Data: Realm or organization name

Triggers: Set entity descriptor.

Actions: Check the Realm name.

NO_ENTITY_DESCRIPTOR_SET_ENTITY_DESCRIPTOR

ID: SAML2-47

Level: INFO

Description: Entity descriptor doesn’t exist while setting entity descriptor.

Data: Entity ID, Realm or organization name

Triggers: Set entity descriptor.

Actions: Create entity descriptor before set.

SET_ENTITY_DESCRIPTOR

ID: SAML2-48

Level: INFO

Description: Entity descriptor was set.

Data: Entity ID, Realm or organization name

Triggers: Set entity descriptor.

CONFIG_ERROR_SET_ENTITY_DESCRIPTOR

ID: SAML2-49
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Level: INFO

Description: Configuration error while setting entity descriptor.

Data: Error message, Entity ID, Realm or organization name

Triggers: Set entity descriptor.

Actions: Check debug message for detailed error.

SET_INVALID_ENTITY_DESCRIPTOR

ID: SAML2-50

Level: INFO

Description: Invalid entity descriptor to set.

Data: Entity ID, Realm or organization name

Triggers: Set entity descriptor.

Actions: Check entity descriptor if it follows the schema.

NO_ENTITY_ID_CREATE_ENTITY_DESCRIPTOR

ID: SAML2-51

Level: INFO

Description: No entity ID while creating entity descriptor.

Data: Realm or organization name

Triggers: Create entity descriptor.

Actions: Set entity ID in entity descriptor.

INVALID_REALM_CREATE_ENTITY_DESCRIPTOR

ID: SAML2-52

Level: INFO

Description: Invaid realm while creating entity descriptor.

Data: Realm or organization name

Triggers: Create entity descriptor.

Actions: Check the Realm name.

ENTITY_DESCRIPTOR_EXISTS

ID: SAML2-53

Level: INFO

Description: Entity descriptor exists while creating entity descriptor.
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Data: Entity ID, Realm or organization name

Triggers: Create entity descriptor.

Actions: Delete existing entity descriptor first.

ENTITY_DESCRIPTOR_CREATED

ID: SAML2-54

Level: INFO

Description: Entity descriptor was created.

Data: Entity ID, Realm or organization name

Triggers: Create entity descriptor.

CONFIG_ERROR_CREATE_ENTITY_DESCRIPTOR

ID: SAML2-55

Level: INFO

Description: Configuration error while creating entity descriptor.

Data: Error message, Entity ID, Realm or organization name

Triggers: Create entity descriptor.

Actions: Check debug message for detailed error.

CREATE_INVALID_ENTITY_DESCRIPTOR

ID: SAML2-56

Level: INFO

Description: Invalid entity descriptor to create.

Data: Entity ID, Realm or organization name

Triggers: Create entity descriptor.

Actions: Check entity descriptor if it follows the schema.

INVALID_REALM_DELETE_ENTITY_DESCRIPTOR

ID: SAML2-57

Level: INFO

Description: Invaid realm while deleting entity descriptor.

Data: Realm or organization name

Triggers: Delete entity descriptor.

Actions: Check the Realm name.
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NO_ENTITY_DESCRIPTOR_DELETE_ENTITY_DESCRIPTOR

ID: SAML2-58

Level: INFO

Description: Entity descriptor doesn’t exist while deleting entity descriptor.

Data: Entity ID, Realm or organization name

Triggers: Delete entity descriptor.

ENTITY_DESCRIPTOR_DELETED

ID: SAML2-59

Level: INFO

Description: Entity descriptor was deleted.

Data: Entity ID, Realm or organization name

Triggers: Delete entity descriptor.

CONFIG_ERROR_DELETE_ENTITY_DESCRIPTOR

ID: SAML2-60

Level: INFO

Description: Configuration error while deleting entity descriptor.

Data: Error message, Entity ID, Realm or organization name

Triggers: Delete entity descriptor.

Actions: Check debug message for detailed error.

GOT_ENTITY_CONFIG

ID: SAML2-61

Level: FINE

Description: Entity config obtained.

Data: Entity ID, Realm or organization name

Triggers: Obtain entity config.

INVALID_REALM_GET_ENTITY_CONFIG

ID: SAML2-62

Level: INFO

Description: Invaid realm while getting entity config.
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Data: Realm or organization name

Triggers: Obtain entity config.

Actions: Check the Realm name.

GOT_INVALID_ENTITY_CONFIG

ID: SAML2-63

Level: INFO

Description: Obtained invalid entity config.

Data: Entity ID, Realm or organization name

Triggers: Obtain entity config.

Actions: Delete invalid entity config and import it again.

CONFIG_ERROR_GET_ENTITY_CONFIG

ID: SAML2-64

Level: INFO

Description: Configuration error while getting entity config.

Data: Error message, Entity ID, Realm or organization name

Triggers: Obtain entity config.

Actions: Check debug message for detailed error.

NO_ENTITY_ID_SET_ENTITY_CONFIG

ID: SAML2-65

Level: INFO

Description: No entity ID while setting entity config.

Data: Realm or organization name

Triggers: Set entity config.

Actions: Set entity ID in entity config.

INVALID_REALM_SET_ENTITY_CONFIG

ID: SAML2-66

Level: INFO

Description: Invaid realm while setting entity config.

Data: Realm or organization name

Triggers: Set entity config.
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Actions: Check the Realm name.

NO_ENTITY_DESCRIPTOR_SET_ENTITY_CONFIG

ID: SAML2-67

Level: INFO

Description: Entity config doesn’t exist while setting entity config.

Data: Entity ID, Realm or organization name

Triggers: Set entity config.

Actions: Create entity descriptor before set entity config.

SET_ENTITY_CONFIG

ID: SAML2-68

Level: INFO

Description: Entity config was set.

Data: Entity ID, Realm or organization name

Triggers: Set entity config.

CONFIG_ERROR_SET_ENTITY_CONFIG

ID: SAML2-69

Level: INFO

Description: Configuration error while setting entity config.

Data: Error message, Entity ID, Realm or organization name

Triggers: Set entity config.

Actions: Check debug message for detailed error.

SET_INVALID_ENTITY_CONFIG

ID: SAML2-70

Level: INFO

Description: Invalid entity config to set.

Data: Entity ID, Realm or organization name

Triggers: Set entity config.

Actions: Check entity config if it follows the schema.
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NO_ENTITY_ID_CREATE_ENTITY_CONFIG

ID: SAML2-71

Level: INFO

Description: No entity ID while creating entity config.

Data: Realm or organization name

Triggers: Create entity config.

Actions: Set entity ID in entity config.

INVALID_REALM_CREATE_ENTITY_CONFIG

ID: SAML2-72

Level: INFO

Description: Invaid realm while creating entity config.

Data: Realm or organization name

Triggers: Create entity config.

Actions: Check the Realm name.

NO_ENTITY_DESCRIPTOR_CREATE_ENTITY_CONFIG

ID: SAML2-73

Level: INFO

Description: Entity config doesn’t exist while creating entity config.

Data: Entity ID, Realm or organization name

Triggers: Create entity config.

Actions: Create entity descriptor before create entity config.

ENTITY_CONFIG_EXISTS

ID: SAML2-74

Level: INFO

Description: Entity config exists while creating entity config.

Data: Entity ID, Realm or organization name

Triggers: Create entity config.

Actions: Delete existing entity config first.
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ENTITY_CONFIG_CREATED

ID: SAML2-75

Level: INFO

Description: Entity config was created.

Data: Entity ID, Realm or organization name

Triggers: Create entity config.

CONFIG_ERROR_CREATE_ENTITY_CONFIG

ID: SAML2-76

Level: INFO

Description: Configuration error while creating entity config.

Data: Error message, Entity ID, Realm or organization name

Triggers: Create entity config.

Actions: Check debug message for detailed error.

CREATE_INVALID_ENTITY_CONFIG

ID: SAML2-77

Level: INFO

Description: Invalid entity config to create.

Data: Entity ID, Realm or organization name

Triggers: Create entity config.

Actions: Check entity config if it follows the schema.

INVALID_REALM_DELETE_ENTITY_CONFIG

ID: SAML2-78

Level: INFO

Description: Invaid realm while deleting entity config.

Data: Realm or organization name

Triggers: Delete entity config.

Actions: Check the Realm name.

NO_ENTITY_CONFIG_DELETE_ENTITY_CONFIG

ID: SAML2-79
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Level: INFO

Description: Entity config doesn’t exist while deleting entity config.

Data: Entity ID, Realm or organization name

Triggers: Delete entity config.

Actions: Check debug message for detailed error.

ENTITY_CONFIG_DELETED

ID: SAML2-80

Level: INFO

Description: Entity config was deleted.

Data: Entity ID, Realm or organization name

Triggers: Delete entity config.

CONFIG_ERROR_DELETE_ENTITY_CONFIG

ID: SAML2-81

Level: INFO

Description: Configuration error while deleting entity config.

Data: Error message, Entity ID, Realm or organization name

Triggers: Delete entity config.

Actions: Check debug message for detailed error.

INVALID_REALM_GET_ALL_HOSTED_ENTITIES

ID: SAML2-82

Level: INFO

Description: Invaid realm while getting all hosted entities.

Data: Realm or organization name

Triggers: Get all hosted entities.

Actions: Check the Realm name.

CONFIG_ERROR_GET_ALL_HOSTED_ENTITIES

ID: SAML2-83

Level: INFO

Description: Configuration error while getting all hosted entities.

Data: Error message, Realm or organization name
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Triggers: Get all hosted entities.

Actions: Check debug message for detailed error.

GOT_ALL_HOSTED_ENTITIES

ID: SAML2-84

Level: FINE

Description: Obtained all hosted entities.

Data: Error message, Realm or organization name

Triggers: Get all hosted entities.

INVALID_REALM_GET_ALL_REMOTE_ENTITIES

ID: SAML2-85

Level: INFO

Description: Invaid realm while getting all remote entities.

Data: Realm or organization name

Triggers: Get all remote entities.

Actions: Check the Realm name.

CONFIG_ERROR_GET_ALL_REMOTE_ENTITIES

ID: SAML2-86

Level: INFO

Description: Configuration error while getting all remote entities.

Data: Error message, Realm or organization name

Triggers: Get all remote entities.

Actions: Check debug message for detailed error.

GOT_ALL_REMOTE_ENTITIES

ID: SAML2-87

Level: FINE

Description: Obtained all remote entities.

Data: Error message, Realm or organization name

Triggers: Get all remote entities.
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INVALID_INRESPONSETO_RESPONSE

ID: SAML2-88

Level: INFO

Description: InResponseTo attribute in Response is invalid.

Data: Response ID

Triggers: Service Provider received a Response for Single Sign On.

Actions: Check debug message for detailed error.

INVALID_ISSUER_RESPONSE

ID: SAML2-89

Level: INFO

Description: Issuer in Response is invalid.

Data: Hosted Entity ID, Name of Realm or organization, Response ID

Triggers: Issuer in Response is not configured or not trusted by the hosted provider

Actions: Check configuration.

WRONG_STATUS_CODE

ID: SAML2-90

Level: INFO

Description: Status code in Response was not Success.

Data: Response ID, Status code (if log level is set to LL_FINE)

Triggers: Service provider received a Response with wrong Status code. Most likely an error occurred at Identity Provider.

Actions: Check the status code. Contact Identity Provider if needed.

ASSERTION_NOT_ENCRYPTED

ID: SAML2-91

Level: INFO

Description: Assertion in Response was not encrypted.

Data: Response ID

Triggers: Service provider requested the assertion in Response to be encrypted, but it received a Response with
unencrypted assertion(s).

Actions: Check configuration. Notify Identity Provider regarding the requirement.
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MISSING_ASSERTION

ID: SAML2-92

Level: INFO

Description: Response had no Assertion.

Data: Response ID

Triggers: Service provider received a Response for Single Sign On, but the response contained no Assertion.

Actions: Check error code of the Response. Notify Identity Provider if needed.

INVALID_ISSUER_ASSERTION

ID: SAML2-93

Level: INFO

Description: Issuer in Assertion is not valid.

Data: Assertion ID

Triggers: Issuer in Assertion for single sign on was not configured at service provider, or not trusted by the service
provider.

Actions: Check configuration

MISMATCH_ISSUER_ASSERTION

ID: SAML2-94

Level: INFO

Description: Issuer in Assertion didn’t match the Issuer in Response or other Assertions in the Response.

Data: Assertion ID

Triggers: Service provider received Response which had mismatch Issuer inside the Assertion it contained.

Actions: Check debug message

INVALID_SIGNATURE_ASSERTION

ID: SAML2-95

Level: INFO

Description: Assertion is not signed or signature is not valid.

Data: Assertion ID

Triggers: Service provider requested the Assertion to be signed but the assertion received was not; or the signature on the
Assertion received was not valid.

Actions: Check configuration; check debug for more detailed error message.
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MISSING_SUBJECT_COMFIRMATION_DATA

ID: SAML2-96

Level: INFO

Description: SubjectConfirmationData had no Subject.

Data: Assertion ID

Triggers: Service provider received an Assertion whose SubjectConfirmationData had no Subject.

Actions: Check debug for the Assertion received. Contact Identity Provider if needed.

MISSING_RECIPIENT

ID: SAML2-97

Level: INFO

Description: SubjectConfirmationData had no Recipient.

Data: Assertion ID

Triggers: Service provider received an Assertion whose SubjectConfirmationData had no Recipient.

Actions: Check debug for the Assertion received. Contact Identity Provider if needed.

WRONG_RECIPIENT

ID: SAML2-98

Level: INFO

Description: Service Provider is not the intended recipient.

Data: Assertion ID

Triggers: Service provider received an Assertion. But the provider is not the intended recipient of the Assertion.

Actions: Check debug for the Assertion received. Check meta data. Contact Identity Provider if needed.

INVALID_TIME_SUBJECT_CONFIRMATION_DATA

ID: SAML2-99

Level: INFO

Description: Time in SubjectConfirmationData of the Assertion is invalid.

Data: Assertion ID

Triggers: The assertion service provider received had expired timewise.

Actions: Synchronize the time between service provider and identity provider. Increase the time skew attribute for the
service provider in its entity config.
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CONTAINED_NOT_BEFORE

ID: SAML2-100

Level: INFO

Description: SubjectConfirmationData of the Assertion had NotBefore.

Data: Assertion ID

Triggers: The assertion service provider received had NotBefore.

Actions: Check debug for the Assertion received. Contact identity provider if needed.

WRONG_INRESPONSETO_ASSERTION

ID: SAML2-101

Level: INFO

Description: Assertion contained wrong InResponseTo attribute.

Data: Assertion ID

Triggers: InResponseTo in Assertion is different from the one in Response. Or Assertion didn’t contain InResponseTo, but
Response did.

Actions: Check debug for the Assertion received. Contact identity provider if needed.

MISSING_CONDITIONS

ID: SAML2-102

Level: INFO

Description: Assertion contained no Conditions.

Data: Assertion ID

Triggers: Conditions is missing from the Single Sign On Assertion.

Actions: Check debug for the Assertion received. Contact identity provider if needed.

MISSING_AUDIENCE_RESTRICTION

ID: SAML2-103

Level: INFO

Description: Assertion contained no AudienceRestriction.

Data: Assertion ID

Triggers: AudienceRestriction is missing from the Single Sign On Assertion.

Actions: Check debug for the Assertion received. Contact identity provider if needed.
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WRONG_AUDIENCE

ID: SAML2-104

Level: INFO

Description: Assertion contained wrong Audience.

Data: Assertion ID

Triggers: This service provider was not the intended audience of the single sign on assertion.

Actions: Check debug for the Assertion received. Check meta data. Contact identity provider if needed.

FOUND_AUTHN_ASSERTION

ID: SAML2-105

Level: INFO

Description: Found authentication assertion in the Response.

Data: Assertion ID, Subject if the log level was set to LL_FINE, SesionIndex if any

Triggers: Both the Response and Assertion(s) inside the Response are valid.

INVALID_SSOTOKEN

ID: SAML2-106

Level: INFO

Description: Invalid SSOToken found in Request.

Data: SSOToken value

Triggers: Initiate Single Logout without SSOToken.

MISSING_ENTITY

ID: SAML2-107

Level: INFO

Description: No entity ID is specified in Request.

Data: EntityID value

Triggers: Initiate Request without EntityID.

Actions: Specify EntityID parameter in request URL.

MISSING_META_ALIAS

ID: SAML2-108

Level: INFO
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Description: No metaAlias is specified in Request.

Data: MetaAlias value

Triggers: Initiate Request without metaAlias.

Actions: Specify metaAlias parameter in request URL.

REDIRECT_TO_AUTH

ID: SAML2-109

Level: INFO

Description: Redirect request to authentication page.

Data: URL to Authentication page

Triggers: Initiate Request without SSOToken.

CANNOT_DECODE_REQUEST

ID: SAML2-110

Level: INFO

Description: Can not decode URL encoded Query parameter.

Data: URL encoded Query parameter

Triggers: Initiate to decode incorrectly URL encoded Query parameter.

CANNOT_INSTANTIATE_MNI_RESPONSE

ID: SAML2-111

Level: INFO

Description: Can not instantiate MNI Response with input xml.

Data: Input XML string for MNI Response

Triggers: Initiate parse MNI Response with incorrect XML string.

CANNOT_INSTANTIATE_MNI_REQUEST

ID: SAML2-112

Level: INFO

Description: Can not instantiate MNI Request with input XML.

Data: Input XML string for MNI Request

Triggers: Initiate parse MNI Request with incorrect XML string.
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CANNOT_INSTANTIATE_SLO_RESPONSE

ID: SAML2-113

Level: INFO

Description: Can not instantiate SLO Response with input XML.

Data: Input XML string for SLO Response

Triggers: Initiate parse SLO Response with incorrect XML string.

CANNOT_INSTANTIATE_SLO_REQUEST

ID: SAML2-114

Level: INFO

Description: Can not instantiate SLO Request with input XML.

Data: Input XML string for SLO Request

Triggers: Initiate parse SLO Request with incorrect XML string.

MNI_REQUEST_INVALID_SIGNATURE

ID: SAML2-115

Level: INFO

Description: Can not varify signature in MNI Request.

Data: MNI Request with signature

Triggers: Sinature in MNI Request is incorrect.

MNI_RESPONSE_INVALID_SIGNATURE

ID: SAML2-116

Level: INFO

Description: Can not valify signature in MNI Response.

Data: MNI Response with signature

Triggers: Sinature in MNI Response is incorrect.

SLO_REQUEST_INVALID_SIGNATURE

ID: SAML2-117

Level: INFO

Description: Can not valify signature in SLO Request.

Data: SLO Request with signature
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Triggers: Sinature in SLO Request is incorrect.

SLO_RESPONSE_INVALID_SIGNATURE

ID: SAML2-118

Level: INFO

Description: Can not valify signature in SLO Response.

Data: SLO Response with signature

Triggers: Sinature in SLO Response is incorrect.

NAMEID_INVALID_ENCRYPTION

ID: SAML2-119

Level: INFO

Description: Can not decrypt EncryptedID.

Data: Exception message

Triggers: Decrypt the incorrectly encrypted EncryptedID.

INVALID_MNI_RESPONSE

ID: SAML2-120

Level: INFO

Description: MNI Response has error status.

Data: Status message

Triggers: Requested MNI Request caused problem.

INVALID_SLO_RESPONSE

ID: SAML2-121

Level: INFO

Description: SLO Response has error status.

Data: Status message

Triggers: Requested SLO Request caused problem.

MISSING_ENTITY_ROLE

ID: SAML2-122

Level: INFO

Description: Entity Role is not specified in the request.
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Data: Entity Role value

Triggers: Initiate request without Role value.

Actions: Specify Entity Role parameter in the request.

INVALID_ISSUER_REQUEST

ID: SAML2-123

Level: INFO

Description: Issuer in Request is invalid.

Data: Hosted Entity ID, Name of Realm or organization, Request ID

Triggers: Issuer in Request is not configured or not trusted by the hosted provider

Actions: Check configuration.

INVALID_REALM_GET_ALL_ENTITIES

ID: SAML2-124

Level: INFO

Description: Invaid realm while getting all entities.

Data: Realm or organization name

Triggers: Get all entities.

Actions: Check the Realm name.

CONFIG_ERROR_GET_ALL_ENTITIES

ID: SAML2-125

Level: INFO

Description: Configuration error while getting all entities.

Data: Error message, Realm or organization name

Triggers: Get all entities.

Actions: Check debug message for detailed error.

GOT_ALL_ENTITIES

ID: SAML2-126

Level: FINE

Description: Obtained all entities.

Data: Realm or organization name

Triggers: Get all entities.
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INVALID_PEP_ID

ID: SAML2-127

Level: INFO

Description: Invalid Policy Enforcement Point (PEP) Identifier.

Data: PEP Identifier

Triggers: Cannot retrieve PEP Metadata

Actions: Provide valid PEP Identifier and retry.

INVALID_PDP_ID

ID: SAML2-128

Level: INFO

Description: Invalid Policy Decision Point (PDP) Identifier.

Data: PDP Identifier

Triggers: Cannot retrieve PDP Metadata

Actions: Provide valid PDP Identifier and retry.

NULL_PDP_SIGN_CERT_ALIAS

ID: SAML2-129

Level: INFO

Description: Certificate Alias is null, cannot sign the message.

Data: The realm from which the metadata was retreived., Entity Identifier for the Policy Decision Point.

Triggers: Cannot sign the message.

Actions: Check the entity’s metadata to verify the certificate alias is correct.

NULL_PEP_SIGN_CERT_ALIAS

ID: SAML2-130

Level: INFO

Description: Certificate Alias is null,cannot retreive the certificate.

Data: The realm from which the metadata was retreived., Entity Identifier for the Policy Enforcement Point.

Triggers: Cannot validate the signature in the request message.

Actions: Check the entity’s metadata to verify the certificate alias is correct.
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INVALID_SIGNATURE_QUERY

ID: SAML2-131

Level: INFO

Description: Invalid Signature in Query Request.

Data: The realm from which the metadata was retreived., Entity Identifier for the Policy Decision Point., Cert Alias used to
retrieve certificate from keystore.

Triggers: Cannot process the request, server will send back error to the Requester.

Actions: Check the entity’s metadata to verify the certificate alias is correct.; Check the certificate in the keystore for its
existance and validity.

INVALID_ISSUER_IN_PEP_REQUEST

ID: SAML2-132

Level: INFO

Description: Issuer in Request is invalid.

Data: Name of Realm or organization, Identity of the Issuer, Hosted Entity Identifier

Triggers: Issuer in Request is not configured or not trusted by the hosted provider therefore Query will fail.

Actions: Check the hosted entity configuration attribute cotlist to make sure the issuer identifier is in the list.

PEP_METADATA_ERROR

ID: SAML2-133

Level: INFO

Description: Unable to retreive Policy Enforcement Point (PEP) Metadata.

Data: PEP Provider Entity Identifier

Triggers: Cannot retrieve PEP Provider Metadata

Actions: Check the Data Store is accessible .; Check the PEP Provider Entity Identifier.

PDP_METADATA_ERROR

ID: SAML2-134

Level: INFO

Description: Unable to retrieve Policy Decision Point (PDP) Metadata.

Data: PDP Provider Entity Identifier

Triggers: Cannot retreive PDP Provider Metadata

Actions: Check the Data Store is accessible .; Check the PDP Provider Entity Identifier.
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ASSERTION_FROM_PDP_NOT_ENCRYPTED

ID: SAML2-135

Level: INFO

Description: Assertion in Response not encrypted.

Data: Identity of the Issuer, Response ID

Triggers: Policy Enforcement Point (PEP) Provider requested the assertion in Response to be encrypted, but it received a
Response with unencrypted assertion(s).

Actions: Check PEP metadata published to the PDP. Notify Policy Decision Point (PDP) Provider regarding the requirement.

MISSING_ASSERTION_IN_PDP_RESPONSE

ID: SAML2-136

Level: INFO

Description: Response has no Assertion.

Data: Identity of Issuer, Response ID

Triggers: Policy Enforcement Point (PEP) Provider received a Response with no Assertion.

Actions: Check error code of the Response. Notify Policy Decision Point (PDP) Provider to check for errors or possible
misconfiguration.

INVALID_ISSUER_IN_ASSERTION_FROM_PDP

ID: SAML2-137

Level: INFO

Description: Issuer in Assertion is not valid.

Data: Assertion Issuer, Assertion ID

Triggers: Issuer in Assertion was not configured at Policy Enforcement Point (PEP) provider, or not trusted by the PEP
provider.

Actions: Check the configuration.

MISMATCH_ISSUER_IN_ASSERTION_FROM_PDP

ID: SAML2-138

Level: INFO

Description: Issuer in Assertion doesn’t match the Issuer in Response.

Data: Issuer Identifier in the Resposnse, Issuer Identity in the Assertion

Triggers: Error condition, Response will not be accepted.

Actions: Check the Policy Decision Point instance to debug the cause of the problem.
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INVALID_SIGNATURE_ASSERTION_FROM_PDP

ID: SAML2-139

Level: INFO

Description: Assertion is not signed or signature is not valid.

Data: Issuer Identity in the Assertion, Assertion ID

Triggers: Policy Enforcement Point (PEP) provider requested the Assertion to be signed but the assertion received was not;
or the signature on the Assertion received was not valid.

Actions: Check PEP metadata configuration.; Check debug for more detailed error message.

REQUEST_MESSAGE

ID: SAML2-140

Level: FINE

Description: Request message from Query Requester

Data: policy decision point entity descriptor, SAMLv2 Query Request Message

Triggers: SAMLv2 SOAP Query

VALID_SIGNATURE_QUERY

ID: SAML2-141

Level: INFO

Description: Valid Signature in Query Request.

Data: The realm from which the metadata was retreived., Entity Identifier for the Policy Decision Point., Cert Alias used to
retrieve certificate from keystore.

Triggers: The Request will be processed.

SUCCESS_FED_SSO

ID: SAML2-142

Level: INFO

Description: Successful federation/Single Sign On.

Data: user id, NameID value

Triggers: Successful federation/Single Sign On.

SAE_IDP_SUCCESS

ID: SAML2-143

Level: INFO
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Description: SAE_IDP succeeded.

Data: SAE attributes

Triggers: SAE_IDP succeeded.

SAE_IDP_ERROR

ID: SAML2-144

Level: INFO

Description: SAE_IDP failed.

Data: Error message, SAE attributes

Triggers: SAE_IDP failed.

SAE_IDP_ERROR_NODATA

ID: SAML2-145

Level: INFO

Description: SAE_IDP invoked without attributes.

Data: Error message

Triggers: SAE_IDP invoked without attributes.

Actions: Add SAE attributes to request.

SAE_IDP_AUTH

ID: SAML2-146

Level: INFO

Description: SAE_IDP delegated to Auth.

Data: SAE attributes

Triggers: SAE_IDP invoked but no user session.

SAE_SP_SUCCESS

ID: SAML2-147

Level: INFO

Description: SAE_SP succeeded.

Data: SAE attributes

Triggers: SAE_SP succeeded.

PingAM Reference

Copyright © 2025 Ping Identity Corporation 1109



SAE_SP_ERROR

ID: SAML2-148

Level: INFO

Description: SAE_SP failed.

Data: Error message

Triggers: SAE_SP failed.

SEND_ECP_RESPONSE

ID: SAML2-149

Level: INFO

Description: Send a response to ECP.

Data: Identity Provider Entity Identifier, Realm or organization name, Assertion Consumer Service URL, SOAP message
string if the log level was set to LL_FINE at run time

Triggers: Received AuthnRequest.

SEND_ECP_RESPONSE_FAILED

ID: SAML2-150

Level: INFO

Description: Unable to send a response to ECP.

Data: Identity Provider Entity Identifier, Realm or organization name, Assertion Consumer Service URL

Triggers: Send a response to ECP.

CANNOT_INSTANTIATE_SOAP_MESSAGE_ECP

ID: SAML2-151

Level: INFO

Description: Unable to instantiate a SOAP message sent from ECP.

Data: Service Provider Entity Identifier

Triggers: Received a response from ECP.

RECEIVE_SOAP_FAULT_ECP

ID: SAML2-152

Level: INFO

Description: Received a SOAP fault from ECP.

Data: Service Provider Entity Identifier
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Triggers: Received a response from ECP.

CANNOT_INSTANTIATE_SOAP_MESSAGE_ECP

ID: SAML2-153

Level: INFO

Description: Unable to instantiate a SAML Response sent from ECP.

Data: Service Provider Entity Identifier

Triggers: Received a response from ECP.

ECP_ASSERTION_NOT_SIGNED

ID: SAML2-154

Level: INFO

Description: Assertion received from ECP is not signed.

Data: Identity Provider Entity Identifier

Triggers: Received a response from ECP.

ECP_ASSERTION_INVALID_SIGNATURE

ID: SAML2-155

Level: INFO

Description: Assertion received from ECP has invalid signature.

Data: Identity Provider Entity Identifier

Triggers: Assertion signature verification.

RECEIVED_AUTHN_REQUEST_ECP

ID: SAML2-156

Level: INFO

Description: Received AuthnRequest from ECP.

Data: Service Provider Entity Identifier, IDP meta alias, authnRequest xml string

Triggers: Single Sign On.

RECEIVED_HTTP_REQUEST_ECP

ID: SAML2-157

Level: INFO

Description: Received HTTP request from ECP.
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Data: Service Provider Entity Identifier, Realm or organization name

Triggers: ECP accessed SP Resource.

SEND_ECP_PAOS_REQUEST

ID: SAML2-158

Level: INFO

Description: Send a PAOS request to ECP.

Data: Service Provider Entity Identifier, Realm or organization name, SOAP message string if the log level was set to
LL_FINE at run time

Triggers: Received HTTP request from ECP.

SEND_ECP_PAOS_REQUEST_FAILED

ID: SAML2-159

Level: INFO

Description: Unable to send a PAOS request to ECP.

Data: Service Provider Entity Identifier, Realm or organization name

Triggers: Send a PAOS request to ECP.

SUCCESS_FED_TERMINATION

ID: SAML2-160

Level: INFO

Description: Federation termination succeeded.

Data: user id

Triggers: Federation termination succeeded.

SUCCESS_NEW_NAMEID

ID: SAML2-161

Level: INFO

Description: New name identifier succeeded.

Data: user id

Triggers: New name identifier succeeded.

UNKNOWN_PRINCIPAL

ID: SAML2-162

Level: INFO
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Description: Unknown princial in manage name ID request.

Data: Manage Name ID request XML

Triggers: Unable to find old name id in the management name id request.

UNABLE_TO_TERMINATE

ID: SAML2-163

Level: INFO

Description: Unable to terminate federation.

Data: user id

Triggers: Unable to terminate federation.

POST_RESPONSE_INVALID_SIGNATURE

ID: SAML2-164

Level: INFO

Description: Unable to verify signature in Single Sign-On Response using POST binding.

Data: Identity Provider Entity ID

Triggers: Error while trying to verify signature in Response.

Actions: Check Identity Provider metadata; Check debug file for detailed info

BINDING_NOT_SUPPORTED

ID: SAML2-165

Level: INFO

Description: Binding is not supported.

Data: Provider Entity ID, Name of binding that is not supported

Triggers: Hosted provider received data from unsupported binding endpoint.

Actions: Check Provider metadata; Check debug file for detailed info

SP_SSO_FAILED

ID: SAML2-166

Level: INFO

Description: Single Sign-On Failed at Service Provider.

Data: Hosted Service Provider Entity ID, Error message, Response received from IDP if the log level was set to LL_FINE at
run time

Triggers: Single Sign On failed
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Actions: Check debug file for detailed info

INVALID_REALM_FOR_SESSION

ID: SAML2-167

Level: INFO

Description: Invalid realm for the user trying to get an assertion from the IdP.

Data: Realm of the authenticated user, Realm where the IdP is defined, Entity Id of the SP, IP Address of the requester,
SAML2 Authentication Request

Triggers: Single Sign On failed

Actions: Check debug file for detailed info

DATE_CONDITION_NOT_MET

ID: SAML2-168

Level: INFO

Description: Assertion NotBefore or NotOnOrAfter condition not met.

Data: Assertion ID

Triggers: The NotBefore or NotOnOrAfter condition of the single sign on assertion was not met.

Actions: Check debug for the Assertion received. Check assertion clock skew. Contact identity provider if needed.

WSFederation messages

INVALID_SIGNATURE_ASSERTION

ID: WSFederation-1

Level: INFO

Description: Assertion is not signed or signature is not valid.

Data: Assertion or assertion ID, Realm or organization name, Assertion issuer

Triggers: Service provider requested the Assertion to be signed but the assertion received was not; or the signature on the
Assertion received was not valid.

Actions: Check configuration; check debug for more detailed error message.

MISSING_CONDITIONS_NOT_ON_OR_AFTER

ID: WSFederation-2

Level: INFO

Description: Assertion conditions are missing notOnOrAfter attribute.

Data: Assertion or assertion ID
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Triggers: The Conditions element of the assertion is missing its notOnOrAfter attribute.

Actions: Check the assertion. Contact Identity Provider if needed.

ASSERTION_EXPIRED

ID: WSFederation-3

Level: INFO

Description: Assertion has expired.

Data: Assertion or assertion ID, Assertion notOnOrAfter time, Time skew in seconds, Current time

Triggers: The current time is after the assertion’s notOnOrAfter time plus the time skew.

Actions: Synchronize server clocks. Contact Identity Provider if needed.

MISSING_CONDITIONS_NOT_BEFORE

ID: WSFederation-4

Level: INFO

Description: Assertion conditions are missing notBefore attribute.

Data: Assertion or assertion ID

Triggers: The Conditions element of the assertion is missing its notBefore attribute.

Actions: Check the assertion. Contact Identity Provider if needed.

ASSERTION_NOT_YET_VALID

ID: WSFederation-5

Level: INFO

Description: Assertion not yet valid.

Data: Assertion or assertion ID, Assertion notBefore time, Time skew in seconds, Current time

Triggers: The current time is before the assertion’s notBefore time minus the time skew.

Actions: Synchronize server clocks. Contact Identity Provider if needed.

MISSING_WRESULT

ID: WSFederation-6

Level: INFO

Description: WS-Federation response is missing wresult.

Data: WS-Federation response

Triggers: The WS-Federation response is missing its wresult parameter.

Actions: Check the response. Contact Identity Provider if needed.
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MISSING_WCTX

ID: WSFederation-7

Level: INFO

Description: WS-Federation response is missing wctx.

Data: WS-Federation response

Triggers: The WS-Federation response is missing its wctx parameter.

Actions: Check the response. Contact Identity Provider if needed.

INVALID_WRESULT

ID: WSFederation-8

Level: INFO

Description: WS-Federation response is invalid.

Data: WS-Federation response

Triggers: The WS-Federation response is not a valid RequestSecurityTokenResponse element.

Actions: Check the response. Contact Identity Provider if needed.

CONFIG_ERROR_GET_ENTITY_CONFIG

ID: WSFederation-9

Level: INFO

Description: Configuration error while getting entity config.

Data: Error message, MetaAlias, Realm or organization name

Triggers: Obtain entity config.

Actions: Check debug message for detailed error.

CANT_FIND_SP_ACCOUNT_MAPPER

ID: WSFederation-10

Level: INFO

Description: Can’t find SP Account Mapper.

Data: Error message, Account mapper class name

Triggers: Cannot get class object for SP account mapper class.

Actions: Check the configuration. Ensure that SP account mapper class name is correct and that the account mapper class
is on the classpath.
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CANT_CREATE_SP_ACCOUNT_MAPPER

ID: WSFederation-11

Level: INFO

Description: Can’t create SP Account Mapper.

Data: Error message, Account mapper class name

Triggers: Cannot create SP account mapper object.

Actions: Check the configuration. Ensure that SP account mapper class name is correct and that the account mapper class
is on the classpath.

CANT_CREATE_SESSION

ID: WSFederation-12

Level: INFO

Description: Can’t create session for user.

Data: Error message, Realm or organization name, User name, Auth level

Triggers: Cannot create session for user.

Actions: Check the configuration. Ensure that SP account mapper is finding a user in the local store.

SSO_SUCCESSFUL

ID: WSFederation-13

Level: INFO

Description: Single sign-on completed successfully.

Data: wctx, Assertion or assertion ID, Realm or organization name, User ID, Authentication Level, Target URL

Triggers: Successful WS-Federation RP Signin Response.

UNTRUSTED_ISSUER

ID: WSFederation-14

Level: INFO

Description: Assertion issuer is not trusted by this service provider.

Data: Assertion or assertion ID, Realm or organization name, Service provider ID, Target URL

Triggers: Cannot create session for user.

Actions: Check the configuration. Ensure that SP account mapper is finding a user in the local store.

MISSING_SUBJECT

ID: WSFederation-15
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Level: INFO

Description: Assertion does not contain a subject element.

Data: Assertion or assertion ID

Triggers: Assertion does not contain a subject element.

Actions: Check the assertion. Contact Identity Provider if needed.

GOT_FEDERATION

ID: WSFederation-16

Level: FINE

Description: Federation obtained.

Data: Federation ID, Realm or organization name

Triggers: Obtain federation.

GOT_INVALID_ENTITY_DESCRIPTOR

ID: WSFederation-17

Level: INFO

Description: Obtained invalid entity descriptor.

Data: Entity ID, Realm or organization name

Triggers: Obtain entity descriptor.

Actions: Delete invalid entity descriptor and import it again.

CONFIG_ERROR_GET_ENTITY_DESCRIPTOR

ID: WSFederation-18

Level: INFO

Description: Configuration error while getting entity descriptor.

Data: Error message, Entity ID, Realm or organization name

Triggers: Obtain entity descriptor.

Actions: Check debug message for detailed error.

SET_ENTITY_DESCRIPTOR

ID: WSFederation-19

Level: INFO

Description: Entity descriptor was set.

Data: Entity ID, Realm or organization name
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Triggers: Set entity descriptor.

CONFIG_ERROR_SET_ENTITY_DESCRIPTOR

ID: WSFederation-20

Level: INFO

Description: Configuration error while setting entity descriptor.

Data: Error message, Entity ID, Realm or organization name

Triggers: Set entity descriptor.

Actions: Check debug message for detailed error.

SET_INVALID_ENTITY_DESCRIPTOR

ID: WSFederation-21

Level: INFO

Description: Invalid entity descriptor to set.

Data: Entity ID, Realm or organization name

Triggers: Set entity descriptor.

Actions: Check entity descriptor if it follows the schema.

ENTITY_DESCRIPTOR_CREATED

ID: WSFederation-22

Level: INFO

Description: Entity descriptor was created.

Data: Entity ID, Realm or organization name

Triggers: Create entity descriptor.

CONFIG_ERROR_CREATE_ENTITY_DESCRIPTOR

ID: WSFederation-23

Level: INFO

Description: Configuration error while creating entity descriptor.

Data: Error message, Entity ID, Realm or organization name

Triggers: Create entity descriptor.

Actions: Check debug message for detailed error.
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CREATE_INVALID_ENTITY_DESCRIPTOR

ID: WSFederation-24

Level: INFO

Description: Invalid entity descriptor to create.

Data: Entity ID, Realm or organization name

Triggers: Create entity descriptor.

Actions: Check entity descriptor if it follows the schema.

ENTITY_DESCRIPTOR_DELETED

ID: WSFederation-25

Level: INFO

Description: Entity descriptor was deleted.

Data: Entity ID, Realm or organization name

Triggers: Delete entity descriptor.

CONFIG_ERROR_DELETE_ENTITY_DESCRIPTOR

ID: WSFederation-26

Level: INFO

Description: Configuration error while deleting entity descriptor.

Data: Error message, Entity ID, Realm or organization name

Triggers: Delete entity descriptor.

Actions: Check debug message for detailed error.

GOT_ENTITY_CONFIG

ID: WSFederation-27

Level: FINE

Description: Entity config obtained.

Data: Entity ID, Realm or organization name

Triggers: Obtain entity config.

GOT_INVALID_ENTITY_CONFIG

ID: WSFederation-28

Level: INFO
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Description: Obtained invalid entity config.

Data: Entity ID, Realm or organization name

Triggers: Obtain entity config.

Actions: Delete invalid entity config and import it again.

CONFIG_ERROR_GET_ENTITY_CONFIG

ID: WSFederation-29

Level: INFO

Description: Configuration error while getting entity config.

Data: Error message, Entity ID, Realm or organization name

Triggers: Obtain entity config.

Actions: Check debug message for detailed error.

NO_ENTITY_ID_SET_ENTITY_CONFIG

ID: WSFederation-30

Level: INFO

Description: No entity ID while setting entity config.

Data: Realm or organization name

Triggers: Set entity config.

Actions: Set entity ID in entity config.

SET_ENTITY_CONFIG

ID: WSFederation-31

Level: INFO

Description: Entity config was set.

Data: Entity ID, Realm or organization name

Triggers: Set entity config.

CONFIG_ERROR_SET_ENTITY_CONFIG

ID: WSFederation-32

Level: INFO

Description: Configuration error while setting entity config.

Data: Error message, Entity ID, Realm or organization name

Triggers: Set entity config.
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Actions: Check debug message for detailed error.

SET_INVALID_ENTITY_CONFIG

ID: WSFederation-33

Level: INFO

Description: Invalid entity config to set.

Data: Entity ID, Realm or organization name

Triggers: Set entity config.

Actions: Check entity config if it follows the schema.

NO_ENTITY_ID_CREATE_ENTITY_CONFIG

ID: WSFederation-34

Level: INFO

Description: No entity ID while creating entity config.

Data: Realm or organization name

Triggers: Create entity config.

Actions: Set entity ID in entity config.

NO_ENTITY_DESCRIPTOR_CREATE_ENTITY_CONFIG

ID: WSFederation-35

Level: INFO

Description: Entity config doesn’t exist while creating entity config.

Data: Entity ID, Realm or organization name

Triggers: Create entity config.

Actions: Create entity descriptor before create entity config.

ENTITY_CONFIG_EXISTS

ID: WSFederation-36

Level: INFO

Description: Entity config exists while creating entity config.

Data: Entity ID, Realm or organization name

Triggers: Create entity config.

Actions: Delete existing entity config first.
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ENTITY_CONFIG_CREATED

ID: WSFederation-37

Level: INFO

Description: Entity config was created.

Data: Entity ID, Realm or organization name

Triggers: Create entity config.

CONFIG_ERROR_CREATE_ENTITY_CONFIG

ID: WSFederation-38

Level: INFO

Description: Configuration error while creating entity config.

Data: Error message, Entity ID, Realm or organization name

Triggers: Create entity config.

Actions: Check debug message for detailed error.

CREATE_INVALID_ENTITY_CONFIG

ID: WSFederation-39

Level: INFO

Description: Invalid entity config to create.

Data: Entity ID, Realm or organization name

Triggers: Create entity config.

Actions: Check entity config if it follows the schema.

NO_ENTITY_CONFIG_DELETE_ENTITY_CONFIG

ID: WSFederation-40

Level: INFO

Description: Entity config doesn’t exist while deleting entity config.

Data: Entity ID, Realm or organization name

Triggers: Delete entity config.

Actions: Check debug message for detailed error.

ENTITY_CONFIG_DELETED

ID: WSFederation-41
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Level: INFO

Description: Entity config was deleted.

Data: Entity ID, Realm or organization name

Triggers: Delete entity config.

CONFIG_ERROR_DELETE_ENTITY_CONFIG

ID: WSFederation-42

Level: INFO

Description: Configuration error while deleting entity config.

Data: Error message, Entity ID, Realm or organization name

Triggers: Delete entity config.

Actions: Check debug message for detailed error.

CONFIG_ERROR_GET_ALL_HOSTED_ENTITIES

ID: WSFederation-43

Level: INFO

Description: Configuration error while getting all hosted entities.

Data: Error message, Realm or organization name

Triggers: Get all hosted entities.

Actions: Check debug message for detailed error.

GOT_ALL_HOSTED_ENTITIES

ID: WSFederation-44

Level: FINE

Description: Obtained all hosted entities.

Data: Realm or organization name

Triggers: Get all hosted entities.

CONFIG_ERROR_GET_ALL_REMOTE_ENTITIES

ID: WSFederation-45

Level: INFO

Description: Configuration error while getting all remote entities.

Data: Error message, Realm or organization name

Triggers: Get all remote entities.
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Actions: Check debug message for detailed error.

GOT_ALL_REMOTE_ENTITIES

ID: WSFederation-46

Level: FINE

Description: Obtained all remote entities.

Data: Error message, Realm or organization name

Triggers: Get all remote entities.

CONFIG_ERROR_GET_ALL_ENTITIES

ID: WSFederation-47

Level: INFO

Description: Configuration error while getting all entities.

Data: Error message, Realm or organization name

Triggers: Get all entities.

Actions: Check debug message for detailed error.

GOT_ALL_ENTITIES

ID: WSFederation-48

Level: FINE

Description: Obtained all entities.

Data: Realm or organization name

Triggers: Get all entities.

ASSERTION_CREATED

ID: WSFederation-49

Level: INFO

Description: Assertion created successfully.

Data: Assertion or assertion ID

Triggers: Creation of WS-Federation IdP Signin Response.

NO_ACS_URL

ID: WSFederation-50

Level: INFO

PingAM Reference

Copyright © 2025 Ping Identity Corporation 1125



Description: Could not find an Assertion Consumer Service URL.

Data: Realm or organization name, Service provider ID, Reply URL

Triggers: No ACS URL in configuration.; ACS URL provided in request not found in configuration.

Actions: Check configuration for service provider.

SLO_SUCCESSFUL

ID: WSFederation-51

Level: INFO

Description: Single logout completed successfully.

Data: Reply URL

Triggers: Successful single logout.

WebServicesSecurity messages

UNSUPPORTED_TOKEN_TYPE

ID: WebServicesSecurity-1

Level: INFO

Description: Unsupported Token Type sent to STS for Security Token creation.

Data: Token Type sent by client to STS

Triggers: Invalid or unsupported token type sent by client to STS.

Actions: Check the Token Type sent by client to STS.

CREATED_SAML11_ASSERTION

ID: WebServicesSecurity-2

Level: INFO

Description: Successfully created SAML 1.1 assertion by STS.

Data: Assertion ID, Issuer of this SAML assertion, Service Provider for which this Assertion is created or applies to,
Confirmation Method, Token Type, Key Type

Triggers: Valid parameters sent by client to STS to create SAML assetion.

CREATED_SAML20_ASSERTION

ID: WebServicesSecurity-3

Level: INFO

Description: Successfully created SAML 2.0 assertion by STS.
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Data: Assertion ID, Issuer of this SAML assertion, Service Provider for which this Assertion is created or applies to,
Confirmation Method, Token Type, Key Type

Triggers: Valid parameters sent by client to STS to create SAML assetion.

ERROR_SIGNING_SAML_ASSERTION

ID: WebServicesSecurity-4

Level: INFO

Description: Error during signing SAML assertion by STS.

Data: Actual Error message

Triggers: Problem in STS’s Certificate or Private key.

Actions: Check the certificate of STS.; Check the Private Key of STS.

ERROR_CREATING_SAML11_ASSERTION

ID: WebServicesSecurity-5

Level: INFO

Description: Error during creation of SAML 1.1 Assertion by STS.

Data: Actual Error message

Triggers: Invalid parameters sent to create SAML 1.1 Assertion.

Actions: Check all the parameters sent to create SAML 1.1 Assertion.

ERROR_CREATING_SAML20_ASSERTION

ID: WebServicesSecurity-6

Level: INFO

Description: Error during creation of SAML 2.0 Assertion by STS.

Data: Actual Error message

Triggers: Invalid parameters sent to create SAML 2.0 Assertion.

Actions: Check all the parameters sent to create SAML 2.0 Assertion.

IDENTITY_SUBJECT_NAME

ID: WebServicesSecurity-7

Level: INFO

Description: Security token being created for this Identity.

Data: Subject or Identity of the token
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ATTR_MAP_FOR_SP

ID: WebServicesSecurity-8

Level: INFO

Description: Security token being created with this Attribute Map for Service Provider.

Data: Attribute Map required by Service Provider

Triggers: Service Provider needs Attributes to be populated in Security token.

SUCCESS_VALIDATE_REQUEST

ID: WebServicesSecurity-9

Level: INFO

Description: Successfully validated the incoming SOAP request.

Data: Provider name to identify the STS service or WSP profile, Security Mechanism or authentication token sent by client

REQUEST_TO_BE_VALIDATED

ID: WebServicesSecurity-10

Level: FINE

Description: Incoming SOAP request to be validated.

Data: Complete SOAP request

RESPONSE_TO_BE_SECURED

ID: WebServicesSecurity-11

Level: FINE

Description: Outgoing SOAP response to be secured.

Data: Complete SOAP response

SUCCESS_SECURE_RESPONSE

ID: WebServicesSecurity-12

Level: INFO

Description: Successfully secured the outgoing SOAP response.

Data: Provider name to identify the STS service or WSP profile

REQUEST_TO_BE_SECURED

ID: WebServicesSecurity-13

Level: FINE
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Description: Outgoing SOAP request to be secured.

Data: Complete SOAP request

SUCCESS_SECURE_REQUEST

ID: WebServicesSecurity-14

Level: INFO

Description: Successfully secured the outgoing SOAP request.

Data: Provider name to identify the STS client or WSC profile, Security Mechanism or authentication token sent by client

RESPONSE_TO_BE_VALIDATED

ID: WebServicesSecurity-15

Level: FINE

Description: Incoming SOAP response to be validated.

Data: Complete SOAP response

SUCCESS_VALIDATE_RESPONSE

ID: WebServicesSecurity-16

Level: INFO

Description: Successfully validated the incoming SOAP response.

Data: Provider name to identify the STS client or WSC profile

AUTHENTICATION_FAILED

ID: WebServicesSecurity-17

Level: INFO

Description: Authentication of the incoming SOAP request failed at server or WSP.

Data: Security Mechanism or Security token sent by client

Triggers: Invalid Security Mechanism or Security token sent by client.

Actions: Check Security Mechanism or Security token sent by client.

ERROR_PARSING_SOAP_HEADERS

ID: WebServicesSecurity-18

Level: INFO

Description: Error in parsing SOAP headers from incoming SOAP request.

Data: Actual error message
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Triggers: Client has sent incorrect SOAP headers.

Actions: Check SOAP headers.

ERROR_ADDING_SECURITY_HEADER

ID: WebServicesSecurity-19

Level: INFO

Description: Error in adding Security header in outgoing SOAP request.

Data: Actual error message

Triggers: Error in adding namespaces or creating Security Header element.

Actions: Check namespaces and Secuirty Header.

SIGNATURE_VALIDATION_FAILED

ID: WebServicesSecurity-20

Level: INFO

Description: Signature validation failed in incoming SOAP request / response.

Data: Actual error message

Triggers: Error in signing request / response by client / server.

Actions: Check keystore and certificate used for signing.

UNABLE_TO_SIGN

ID: WebServicesSecurity-21

Level: INFO

Description: Unable to sign SOAP request or response.

Data: Actual error message

Triggers: Error in retrieving certificate from the keystore.

Actions: Check keystore configuration and certificate used for signing.; Check debug file for detailed info.

UNABLE_TO_ENCRYPT

ID: WebServicesSecurity-22

Level: INFO

Description: Unable to encrypt SOAP request or response.

Data: Actual error message

Triggers: Error in retrieving certificate from the keystore.

Actions: Check keystore configuration and certificate used for encryption.; Check debug file for detailed info.
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UNABLE_TO_DECRYPT

ID: WebServicesSecurity-23

Level: INFO

Description: Unable to decrypt SOAP request or response.

Data: Actual error message

Triggers: Error in retrieving certificate from the keystore.

Actions: Check keystore configuration and certificate used for decryption.; Check debug file for detailed info.

SUCCESS_RETRIEVING_TOKEN_FROM_STS

ID: WebServicesSecurity-24

Level: INFO

Description: Successfully retrieved Security Token from STS service.

Data: Web Service Provider end point for which Security Token being generated, Security Token Service end point to which
STS client talks to, Security Token Service MEX end point address, End user credential (if "null" then the Identity of the
generated Security token is Web Service Client, else it is owned by Authenticated End user), Key Type, Token Type

Triggers: All the required input data parameters are correct.

ERROR_RETRIEVING_TOKEN_FROM_STS

ID: WebServicesSecurity-25

Level: INFO

Description: Error in retrieving Security Token from STS service.

Data: Actual error message

Triggers: Some or more required input data parameters are not correct.

Actions: Check all the required input data parameters.; Check debug file for detailed error.

ERROR_RETRIEVING_TOKEN_FROM_STS

ID: WebServicesSecurity-26

Level: SEVERE

Description: Error in retrieving Security Token from STS service.

Data: Actual error message

Triggers: Some or more required input data parameters are not correct.

Actions: Check all the required input data parameters.; Check debug file for detailed error.
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ERROR_CREATING_SAML11_ASSERTION

ID: WebServicesSecurity-27

Level: SEVERE

Description: Error during creation of SAML 1.1 Assertion by STS.

Data: Actual Error message

Triggers: Invalid parameters sent to create SAML 1.1 Assertion.

Actions: Check all the parameters sent to create SAML 1.1 Assertion.; Check debug file for detailed error.

ERROR_CREATING_SAML20_ASSERTION

ID: WebServicesSecurity-28

Level: SEVERE

Description: Error during creation of SAML 2.0 Assertion by STS.

Data: Actual Error message

Triggers: Invalid parameters sent to create SAML 2.0 Assertion.

Actions: Check all the parameters sent to create SAML 2.0 Assertion.; Check debug file for detailed error.

AUTHENTICATION messages

LOGIN_SUCCESS

ID: AUTHENTICATION-100

Level: INFO

Description: Authentication is Successful

Data: message, no session

Triggers: User authenticated with valid credentials

LOGIN_SUCCESS_USER

ID: AUTHENTICATION-101

Level: INFO

Description: User based authentication is successful

Data: message, authentication type, user name, no session

Triggers: User authenticated with valid credentials

LOGIN_SUCCESS_ROLE

ID: AUTHENTICATION-102
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Level: INFO

Description: Role based authentication is successful

Data: message, authentication type, role name, no session

Triggers: User belonging to role authenticated with valid credentials

LOGIN_SUCCESS_SERVICE

ID: AUTHENTICATION-103

Level: INFO

Description: Service based authentication is successful

Data: message, authentication type, service name, no session

Triggers: User authenticated with valid credentials to a configured service under realm

LOGIN_SUCCESS_LEVEL

ID: AUTHENTICATION-104

Level: INFO

Description: Authentication level based authentication is successful

Data: message, authentication type, authentication level value, no session

Triggers: User authenticated with valid credentials to one or more authentication modules having authentication level
value greater than or equal to specified authentication level

LOGIN_SUCCESS_MODULE_INSTANCE

ID: AUTHENTICATION-105

Level: INFO

Description: Module based authentication is successful

Data: message, authentication type, module name, no session

Triggers: User authenticated with valid credentials to authentication module under realm

LOGIN_FAILED

ID: AUTHENTICATION-200

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: Incorrect/invalid credentials presented; User locked out/not active

Actions: Enter correct/valid credentials to required authentication module
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LOGIN_FAILED_INVALIDPASSWORD

ID: AUTHENTICATION-201

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: Invalid credentials entered.

Actions: Enter the correct password.

LOGIN_FAILED_NOCONFIG

ID: AUTHENTICATION-202

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: Named Configuration (Auth Chain) does not exist.

Actions: Create and configure a named config for this org.

LOGIN_FAILED_NOUSERPROFILE

ID: AUTHENTICATION-203

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: No user profile found for this user.

Actions: User does not exist in the datastore plugin configured and hence configure the datastore plugin for this realm/
org correctly.

LOGIN_FAILED_USERINACTIVE

ID: AUTHENTICATION-204

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: This user is not active.

Actions: Activate the user.
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LOGIN_FAILED_LOCKEDOUT

ID: AUTHENTICATION-205

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: Max number of failure attempts exceeded. User is Locked out.

Actions: Contact system administrator.

LOGIN_FAILED_ACCOUNTEXPIRED

ID: AUTHENTICATION-206

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: User account has expired.

Actions: Contact system administrator.

LOGIN_FAILED_LOGINTIMEOUT

ID: AUTHENTICATION-207

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: Login timed out.

Actions: Try to login again.

LOGIN_FAILED_MODULEDENIED

ID: AUTHENTICATION-208

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: Authentication module is denied.

Actions: Configure this module or use some other module.
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LOGIN_FAILED_MAXSESSIONREACHED

ID: AUTHENTICATION-209

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: Limit for maximum number of allowed session has been reached.

Actions: Logout of a session or increase the limit.

LOGIN_FAILED_INVALIDDOMAIN

ID: AUTHENTICATION-210

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: Org/Realm does not exists.

Actions: Use a valid Org/Realm.

LOGIN_FAILED_ORGINACTIVE

ID: AUTHENTICATION-211

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: Org/Realm is not active.

Actions: Activate the Org/Realm.

LOGIN_FAILED_SESSIONCREATEERROR

ID: AUTHENTICATION-212

Level: INFO

Description: Authentication Failed

Data: error message

Triggers: Cannot create a session.

Actions: Ensure that session service is configured and maxsession is not reached.
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LOGIN_FAILED_USER

ID: AUTHENTICATION-213

Level: INFO

Description: User based authentication failed

Data: error message, authentication type, user name

Triggers: No authentication configuration (chain of one or more authentication modules) configured for user; Incorrect/
invalid credentials presented; User locked out/not active

Actions: Configure authentication configuration (chain of one or more authentication modules) for user; Enter correct/
valid credentials to required authentication module

LOGIN_FAILED_USER_INVALIDPASSWORD

ID: AUTHENTICATION-214

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based Auth. Invalid credentials entered.

Actions: Enter the correct password.

LOGIN_FAILED_USER_NOCONFIG

ID: AUTHENTICATION-215

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: Named Configuration (Auth Chain) does not exist for this user

Actions: Create and configure a named config for this user

LOGIN_FAILED_USER_NOUSERPROFILE

ID: AUTHENTICATION-216

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based Auth. No user profile found for this user.

Actions: User does not exist in the datastore plugin configured and hence configure the datastore plugin for this realm/
org correctly.
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LOGIN_FAILED_USER_USERINACTIVE

ID: AUTHENTICATION-217

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based Auth. This user is not active.

Actions: Activate the user.

LOGIN_FAILED_USER_LOCKEDOUT

ID: AUTHENTICATION-218

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based Auth. Max number of failure attempts exceeded. User is Locked out.

Actions: Contact system administrator.

LOGIN_FAILED_USER_ACCOUNTEXPIRED

ID: AUTHENTICATION-219

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based Auth. User account has expired.

Actions: Contact system administrator.

LOGIN_FAILED_USER_LOGINTIMEOUT

ID: AUTHENTICATION-220

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based Auth. Login timed out.

Actions: Try to login again.
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LOGIN_FAILED_USER_MODULEDENIED

ID: AUTHENTICATION-221

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based Auth. Authentication module is denied.

Actions: Configure this module or use some other module.

LOGIN_FAILED_USER_MAXSESSIONREACHED

ID: AUTHENTICATION-222

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based auth. Limit for maximum number of allowed session has been reached.

Actions: Logout of a session or increase the limit.

LOGIN_FAILED_USER_INVALIDDOMAIN

ID: AUTHENTICATION-223

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based auth. Org/Realm does not exists.

Actions: Use a valid Org/Realm.

LOGIN_FAILED_USER_ORGINACTIVE

ID: AUTHENTICATION-224

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based auth. Org/Realm is not active.

Actions: Activate the Org/Realm.
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LOGIN_FAILED_USER_SESSIONCREATEERROR

ID: AUTHENTICATION-225

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, user name

Triggers: User based auth. Cannot create a session.

Actions: Ensure that session service is configured and maxsession is not reached.

LOGIN_FAILED_ROLE

ID: AUTHENTICATION-226

Level: INFO

Description: Role based authentication failed

Data: error message, authentication type, role name

Triggers: No authentication configuration (chain of one or more authentication modules) configured for role; Incorrect/
invalid credentials presented; User does not belong to this role; User locked out/not active

Actions: Configure authentication configuration (chain of one or more authentication modules) for role; Enter correct/valid
credentials to required authentication module; Assign this role to the authenticating user

LOGIN_FAILED_ROLE_INVALIDPASSWORD

ID: AUTHENTICATION-227

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based Auth. Invalid credentials entered.

Actions: Enter the correct password.

LOGIN_FAILED_ROLE_NOCONFIG

ID: AUTHENTICATION-228

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Named Configuration (Auth Chain) does not exist for this role.

Actions: Create and configure a named config for this role.
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LOGIN_FAILED_ROLE_NOUSERPROFILE

ID: AUTHENTICATION-229

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based Auth. No user profile found for this user.

Actions: User does not exist in the datastore plugin configured and hence configure the datastore plugin for this realm/
org correctly.

LOGIN_FAILED_ROLE_USERINACTIVE

ID: AUTHENTICATION-230

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based Auth. This user is not active.

Actions: Activate the user.

LOGIN_FAILED_ROLE_LOCKEDOUT

ID: AUTHENTICATION-231

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based Auth. Max number of failure attempts exceeded. User is Locked out.

Actions: Contact system administrator.

LOGIN_FAILED_ROLE_ACCOUNTEXPIRED

ID: AUTHENTICATION-232

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based Auth. User account has expired.

Actions: Contact system administrator.
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LOGIN_FAILED_ROLE_LOGINTIMEOUT

ID: AUTHENTICATION-233

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based Auth. Login timed out.

Actions: Try to login again.

LOGIN_FAILED_ROLE_MODULEDENIED

ID: AUTHENTICATION-234

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based Auth. Authentication module is denied.

Actions: Configure this module or use some other module.

LOGIN_FAILED_ROLE_MAXSESSIONREACHED

ID: AUTHENTICATION-235

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based auth. Limit for maximum number of allowed session has been reached.

Actions: Logout of a session or increase the limit.

LOGIN_FAILED_ROLE_INVALIDDOMAIN

ID: AUTHENTICATION-236

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based auth. Org/Realm does not exists.

Actions: Use a valid Org/Realm.
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LOGIN_FAILED_ROLE_ORGINACTIVE

ID: AUTHENTICATION-237

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based auth. Org/Realm is not active.

Actions: Activate the Org/Realm.

LOGIN_FAILED_ROLE_SESSIONCREATEERROR

ID: AUTHENTICATION-238

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based auth. Cannot create a session.

Actions: Ensure that session service is configured and maxsession is not reached.

LOGIN_FAILED_ROLE_USERNOTFOUND

ID: AUTHENTICATION-239

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, role name

Triggers: Role based auth. User does not belong to this role.

Actions: Add the user to this role.

LOGIN_FAILED_SERVICE

ID: AUTHENTICATION-240

Level: INFO

Description: Service based authentication failed

Data: error message, authentication type, service name

Triggers: No authentication configuration (chain of one or more authentication modules) configured for service; Incorrect/
invalid credentials presented; User locked out/not active

Actions: Configure authentication configuration (chain of one or more authentication modules) for service; Enter correct/
valid credentials to required authentication module
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LOGIN_FAILED_SERVICE_INVALIDPASSWORD

ID: AUTHENTICATION-241

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based Auth. Invalid credentials entered.

Actions: Enter the correct password.

LOGIN_FAILED_SERVICE_NOCONFIG

ID: AUTHENTICATION-242

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Named Configuration (Auth Chain) does not exist with this service name.

Actions: Create and configure a named config.

LOGIN_FAILED_SERVICE_NOUSERPROFILE

ID: AUTHENTICATION-243

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based Auth. No user profile found for this user.

Actions: User does not exist in the datastore plugin configured and hence configure the datastore plugin for this realm/
org correctly.

LOGIN_FAILED_SERVICE_USERINACTIVE

ID: AUTHENTICATION-244

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based Auth. This user is not active.

Actions: Activate the user.
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LOGIN_FAILED_SERVICE_LOCKEDOUT

ID: AUTHENTICATION-245

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based Auth. Max number of failure attempts exceeded. User is Locked out.

Actions: Contact system administrator.

LOGIN_FAILED_SERVICE_ACCOUNTEXPIRED

ID: AUTHENTICATION-246

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based Auth. User account has expired.

Actions: Contact system administrator.

LOGIN_FAILED_SERVICE_LOGINTIMEOUT

ID: AUTHENTICATION-247

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based Auth. Login timed out.

Actions: Try to login again.

LOGIN_FAILED_SERVICE_MODULEDENIED

ID: AUTHENTICATION-248

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based Auth. Authentication module is denied.

Actions: Configure this module or use some other module.
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LOGIN_FAILED_SERVICE_NOSERVICE

ID: AUTHENTICATION-249

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based Auth. Service does not exist.

Actions: Please use only valid Service.

LOGIN_FAILED_SERVICE_MAXSESSIONREACHED

ID: AUTHENTICATION-250

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based auth. Limit for maximum number of allowed session has been reached.

Actions: Logout of a session or increase the limit.

LOGIN_FAILED_SERVICE_INVALIDDOMAIN

ID: AUTHENTICATION-251

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based auth. Org/Realm does not exists.

Actions: Use a valid Org/Realm.

LOGIN_FAILED_SERVICE_ORGINACTIVE

ID: AUTHENTICATION-252

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based auth. Org/Realm is not active.

Actions: Activate the Org/Realm.
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LOGIN_FAILED_SERVICE_SESSIONCREATEERROR

ID: AUTHENTICATION-253

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, service name

Triggers: Service based auth. Cannot create a session.

Actions: Ensure that session service is configured and maxsession is not reached.

LOGIN_FAILED_LEVEL

ID: AUTHENTICATION-254

Level: INFO

Description: Authentication level based authentication failed

Data: error message, authentication type, authentication level value

Triggers: There are no authentication module(s) having authentication level value greater than or equal to specified
authentication level; Incorrect/invalid credentials presented to one or more authentication modules having authentication
level greater than or equal to specified authentication level; User locked out/not active

Actions: Configure one or more authentication modules having authentication level value greater than or equal to
required authentication level; Enter correct/valid credentials to one or more authentication modules having authentication
level greater than or equal to specified authentication level

LOGIN_FAILED_LEVEL_INVALIDPASSWORD

ID: AUTHENTICATION-255

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based Auth. Invalid credentials entered.

Actions: Enter the correct password.

LOGIN_FAILED_LEVEL_NOCONFIG

ID: AUTHENTICATION-256

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based Auth. No Auth Configuration available.
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Actions: Create an auth configuration.

LOGIN_FAILED_LEVEL_NOUSERPROFILE

ID: AUTHENTICATION-257

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based Auth. No user profile found for this user.

Actions: User does not exist in the datastore plugin configured and hence configure the datastore plugin for this realm/
org correctly.

LOGIN_FAILED_LEVEL_USERINACTIVE

ID: AUTHENTICATION-258

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based Auth. This user is not active.

Actions: Activate the user.

LOGIN_FAILED_LEVEL_LOCKEDOUT

ID: AUTHENTICATION-259

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based Auth. Max number of failure attempts exceeded. User is Locked out.

Actions: Contact system administrator.

LOGIN_FAILED_LEVEL_ACCOUNTEXPIRED

ID: AUTHENTICATION-260

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based Auth. User account has expired.

Actions: Contact system administrator.
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LOGIN_FAILED_LEVEL_LOGINTIMEOUT

ID: AUTHENTICATION-261

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based Auth. Login timed out.

Actions: Try to login again.

LOGIN_FAILED_LEVEL_MODULEDENIED

ID: AUTHENTICATION-262

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based Auth. Authentication module is denied.

Actions: Configure this module or use some other module.

LOGIN_FAILED_LEVEL_INCORRECTLEVEL

ID: AUTHENTICATION-263

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based Auth. Invalid Authg Level.

Actions: Please specify valid auth level.

LOGIN_FAILED_LEVEL_MAXSESSIONREACHED

ID: AUTHENTICATION-264

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based auth. Limit for maximum number of allowed session has been reached.

Actions: Logout of a session or increase the limit.
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LOGIN_FAILED_LEVEL_INVALIDDOMAIN

ID: AUTHENTICATION-265

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based auth. Org/Realm does not exists.

Actions: Use a valid Org/Realm.

LOGIN_FAILED_LEVEL_ORGINACTIVE

ID: AUTHENTICATION-266

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based auth. Org/Realm is not active.

Actions: Activate the Org/Realm.

LOGIN_FAILED_LEVEL_SESSIONCREATEERROR

ID: AUTHENTICATION-267

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, authentication level value

Triggers: Level based auth. Cannot create a session.

Actions: Ensure that session service is configured and maxsession is not reached.

LOGIN_FAILED_MODULE_INSTANCE

ID: AUTHENTICATION-268

Level: INFO

Description: Module based authentication failed

Data: error message, authentication type, module name

Triggers: Module is not registered/configured under realm; Incorrect/invalid credentials presented; User locked out/not
active

Actions: Register/configure authentication module under realm; Enter correct/valid credentials to authentication module
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LOGIN_FAILED_MODULE_INSTANCE_INVALIDPASSWORD

ID: AUTHENTICATION-269

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based Auth. Invalid credentials entered.

Actions: Enter the correct password.

LOGIN_FAILED_MODULE_INSTANCE_NOUSERPROFILE

ID: AUTHENTICATION-270

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based Auth. No user profile found for this user.

Actions: User does not exist in the datastore plugin configured and hence configure the datastore plugin for this realm/
org correctly.

LOGIN_FAILED_MODULE_INSTANCE_USERINACTIVE

ID: AUTHENTICATION-271

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based Auth. This user is not active.

Actions: Activate the user.

LOGIN_FAILED_MODULE_INSTANCE_LOCKEDOUT

ID: AUTHENTICATION-272

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based Auth. Max number of failure attempts exceeded. User is Locked out.

Actions: Contact system administrator.
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LOGIN_FAILED_MODULE_INSTANCE_ACCOUNTEXPIRED

ID: AUTHENTICATION-273

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based Auth. User account has expired.

Actions: Contact system administrator.

LOGIN_FAILED_MODULE_INSTANCE_LOGINTIMEOUT

ID: AUTHENTICATION-274

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based Auth. Login timed out.

Actions: Try to login again.

LOGIN_FAILED_MODULE_INSTANCE_MODULEDENIED

ID: AUTHENTICATION-275

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based Auth. Authentication module is denied.

Actions: Configure this module or use some other module.

LOGIN_FAILED_MODULE_INSTANCE_MAXSESSIONREACHED

ID: AUTHENTICATION-276

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based auth. Limit for maximum number of allowed session has been reached.

Actions: Logout of a session or increase the limit.
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LOGIN_FAILED_MODULE_INSTANCE_INVALIDDOMAIN

ID: AUTHENTICATION-277

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based auth. Org/Realm does not exists.

Actions: Use a valid Org/Realm.

LOGIN_FAILED_MODULE_INSTANCE_ORGINACTIVE

ID: AUTHENTICATION-278

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based auth. Org/Realm is not active.

Actions: Activate the Org/Realm.

LOGIN_FAILED_MODULE_INSTANCE_SESSIONCREATEERROR

ID: AUTHENTICATION-279

Level: INFO

Description: Authentication Failed

Data: error message, authentication type, module name

Triggers: Module based auth. Cannot create a session.

Actions: Ensure that session service is configured and maxsession is not reached.

LOGOUT

ID: AUTHENTICATION-300

Level: INFO

Description: User logout is Successful

Data: message

Triggers: User logged out

LOGOUT_USER

ID: AUTHENTICATION-301
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Level: INFO

Description: User logout is successful from user based authentication

Data: message, authentication type, user name

Triggers: User logged out

LOGOUT_ROLE

ID: AUTHENTICATION-302

Level: INFO

Description: User logout is successful from role based authentication

Data: message, authentication type, role name

Triggers: User belonging to this role logged out

LOGOUT_SERVICE

ID: AUTHENTICATION-303

Level: INFO

Description: User logout is successful from service based authentication

Data: message, authentication type, service name

Triggers: User logged out of a configured service under realm

LOGOUT_LEVEL

ID: AUTHENTICATION-304

Level: INFO

Description: User logout is successful from authentication level based authentication

Data: message, authentication type, authentication level value

Triggers: User logged out of one or more authentication modules having authentication level value greater than or equal
to specified authentication level

LOGOUT_MODULE_INSTANCE

ID: AUTHENTICATION-305

Level: INFO

Description: User logout is successful from module based authentication

Data: message, authentication type, module name

Triggers: User logged out of authentication module under realm
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CHANGE_USER_PASSWORD_FAILED

ID: AUTHENTICATION-306

Level: INFO

Description: Change user password failed

Data: error message

Triggers: Change user password in authentication screen due to directory server password policy.

Actions: Enter password which meets directory server password policy

CHANGE_USER_PASSWORD_SUCCEEDED

ID: AUTHENTICATION-307

Level: INFO

Description: Changing user password succeeded

Data: message

Triggers: Change user password in authentication screen due to directory server password policy.

CREATE_USER_PROFILE_FAILED

ID: AUTHENTICATION-308

Level: INFO

Description: Create user password failed

Data: error message, user name

Triggers: Create new user in Membership module

Actions: Make sure password entered meets directory server password policy

AMCLI messages

ATTEMPT_LOGIN

ID: AMCLI-1

Level: INFO

Description: Attempt to login to execute the commandline.

Data: user ID

Triggers: Run the Commandline tool.

SUCCEED_LOGIN

ID: AMCLI-2
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Level: INFO

Description: Login to execute the commandline.

Data: user ID

Triggers: Run the Commandline tool.

FAILED_LOGIN

ID: AMCLI-3

Level: INFO

Description: Failed to login.

Data: user ID, error message

Triggers: Run the Commandline tool.

Actions: Check your user ID and password.; Look under debug file for more information.

ATTEMPT_LOAD_SCHEMA

ID: AMCLI-20

Level: INFO

Description: Attempt to load schema to data store.

Data: XML file name

Triggers: Load Schema through Commandline interface.

SUCCESS_LOAD_SCHEMA

ID: AMCLI-21

Level: INFO

Description: Schema is loaded to data store.

Data: XML file name

Triggers: Load Schema through Commandline interface.

FAILED_LOAD_SCHEMA

ID: AMCLI-22

Level: SEVERE

Description: Schema is not loaded to data store.

Data: XML file name, error message

Triggers: Load Schema through Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_DELETE_SERVICE

ID: AMCLI-30

Level: INFO

Description: Attempt to delete service from data store.

Data: service name

Triggers: Delete Service through Commandline interface.

SUCCESS_DELETE_SERVICE

ID: AMCLI-31

Level: INFO

Description: Deleted service from data store.

Data: service name

Triggers: Delete Service through Commandline interface.

FAILED_DELETE_SERVICE

ID: AMCLI-32

Level: SEVERE

Description: Schema is not loaded to data store.

Data: service name, error message

Triggers: Delete Service Schema through Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_ADD_ATTRIBUTE_SCHEMA

ID: AMCLI-40

Level: INFO

Description: Attempt to attribute schema to an existing service.

Data: service name, schema type, XML file name

Triggers: Add attribute schema through Commandline interface.

SUCCESS_ADD_ATTRIBUTE_SCHEMA

ID: AMCLI-41

Level: INFO

Description: Added attribute schema to existing service.
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Data: service name, schema type, XML file name

Triggers: Add attribute schema through Commandline interface.

FAILED_ADD_ATTRIBUTE_SCHEMA

ID: AMCLI-42

Level: SEVERE

Description: Attribute schema is not added to existing service.

Data: service name, schema type, XML file name, error message

Triggers: Add attribute schema through Commandline interface.

Actions: Check the service name, schema type and XML file.; Look under debug file for more information.

ATTEMPT_ADD_RESOURCE_BUNDLE

ID: AMCLI-50

Level: INFO

Description: Attempt to add resource bundle to data store.

Data: resource bundle name, file name, locale

Triggers: Add Resource Bundle through Commandline interface.

SUCCEED_ADD_RESOURCE_BUNDLE

ID: AMCLI-51

Level: INFO

Description: Resource bundle is added to data store.

Data: resource bundle name, file name, locale

Triggers: Add Resource Bundle through Commandline interface.

FAILED_ADD_RESOURCE_BUNDLE

ID: AMCLI-52

Level: SEVERE

Description: Failed to add resource bundle to data store.

Data: resource bundle name, file name, locale, error message

Triggers: SDK for adding resource bundle failed.

Actions: Look under debug file for more information.
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ATTEMPT_GET_RESOURCE_BUNDLE

ID: AMCLI-60

Level: INFO

Description: Attempt to get resource bundle from data store.

Data: resource bundle name, locale

Triggers: Get Resource Bundle through Commandline interface.

SUCCEED_GET_RESOURCE_BUNDLE

ID: AMCLI-61

Level: INFO

Description: Resource bundle retrieved from data store.

Data: resource bundle name, locale

Triggers: Get Resource Bundle through Commandline interface.

FAILED_GET_RESOURCE_BUNDLE

ID: AMCLI-62

Level: SEVERE

Description: Failed to get resource bundle from data store.

Data: resource bundle name, locale, error message

Triggers: SDK for getting resource bundle failed.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_RESOURCE_BUNDLE

ID: AMCLI-70

Level: INFO

Description: Attempt to delete resource bundle from data store.

Data: resource bundle name, locale

Triggers: Delete Resource Bundle through Commandline interface.

SUCCEED_DELETE_RESOURCE_BUNDLE

ID: AMCLI-71

Level: INFO

Description: Resource bundle deleted from data store.
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Data: resource bundle name, locale

Triggers: Delete Resource Bundle through Commandline interface.

FAILED_DELETE_RESOURCE_BUNDLE

ID: AMCLI-72

Level: SEVERE

Description: Failed to delete resource bundle from data store.

Data: resource bundle name, locale, error message

Triggers: SDK for deleting resource bundle failed.

Actions: Look under debug file for more information.

ATTEMPT_SESSION_DESTROY

ID: AMCLI-100

Level: INFO

Description: Attempt to destroy Session destroyed

Data: name of user

Triggers: Administrator invalidates session via Commandline interface.

SUCCEED_SESSION_DESTROY

ID: AMCLI-101

Level: INFO

Description: Session destroyed

Data: name of user

Triggers: Administrator invalidates session via Commandline interface.

FAILED_SESSION_DESTROY

ID: AMCLI-102

Level: SEVERE

Description: Failed to destroy session

Data: name of user, error message

Triggers: Session cannot be destroyed.

Actions: Look under debug file for more information.
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ATTEMPT_MIGRATION_ENTRY

ID: AMCLI-1000

Level: INFO

Description: Attempt to migration organization to realm/

Data: distinguished name of organization

Triggers: Migration Commandline interface.

SUCCEED_MIGRATION_ENTRY

ID: AMCLI-1001

Level: INFO

Description: Migration completed.

Data: distinguished name of organization

Triggers: Migration Commandline interface.

ATTEMPT_DELETE_REALM

ID: AMCLI-2000

Level: INFO

Description: Attempt to delete realm/

Data: name of realm, recursive

Triggers: Delete realm command through Commandline interface.

SUCCEED_DELETE_REALM

ID: AMCLI-2001

Level: INFO

Description: Realm deleted.

Data: name of realm, recursive

Triggers: Delete realm command through Commandline interface.

FAILED_DELETE_REALM

ID: AMCLI-2002

Level: INFO

Description: Failed to delete realm.

Data: name of realm, recursive, error message
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Triggers: Delete realm command through Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_REALM

ID: AMCLI-2010

Level: INFO

Description: Attempt to create realm/

Data: name of realm

Triggers: Create realm command through Commandline interface.

SUCCEED_CREATE_REALM

ID: AMCLI-2011

Level: INFO

Description: Realm created.

Data: name of realm

Triggers: Create realm command through Commandline interface.

FAILED_CREATE_REALM

ID: AMCLI-2012

Level: INFO

Description: Failed to create realm.

Data: name of realm, error message

Triggers: Create realm command through Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SEARCH_REALM

ID: AMCLI-3020

Level: INFO

Description: Attempt to search for realms by name.

Data: name of realm, search pattern, recursive

Triggers: Search realms command through Commandline interface.

SUCCEED_SEARCH_REALM

ID: AMCLI-3021
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Level: INFO

Description: Completed searching for realms.

Data: name of realm, search pattern, recursive

Triggers: Search realms command through Commandline interface.

FAILED_SEARCH_REALM

ID: AMCLI-3022

Level: INFO

Description: Search for realms failed.

Data: name of realm, search pattern, recursive, error message

Triggers: Search realms command through Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_ASSIGNABLE_SERVICES_OF_REALM

ID: AMCLI-2020

Level: INFO

Description: Attempt to get assignable services of realm.

Data: name of realm

Triggers: Execute get assignable services of realm Commandline interface.

SUCCEED_GET_ASSIGNABLE_SERVICES_OF_REALM

ID: AMCLI-2021

Level: INFO

Description: Assignable services command is serviced.

Data: name of realm

Triggers: Execute get assignable services of realm Commandline interface.

FAILED_GET_ASSIGNABLE_SERVICES_OF_REALM

ID: AMCLI-2022

Level: INFO

Description: Unable to get assignable services of realm.

Data: name of realm, error message

Triggers: Execute get assignable services of realm Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_GET_ASSIGNED_SERVICES_OF_REALM

ID: AMCLI-2030

Level: INFO

Description: Attempt to get services assigned to a realm.

Data: name of realm, include mandatory services

Triggers: Execute get services assigned to realm Commandline interface.

SUCCEED_GET_ASSIGNED_SERVICES_OF_REALM

ID: AMCLI-2031

Level: INFO

Description: Assignable services command is serviced.

Data: name of realm, include mandatory services

Triggers: Execute get services assigned to realm Commandline interface.

FAILED_GET_ASSIGNED_SERVICES_OF_REALM

ID: AMCLI-2032

Level: INFO

Description: Unable to get services assigned to realm.

Data: name of realm, include mandatory services, error message

Triggers: Execute get services assigned to realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_ASSIGN_SERVICE_TO_REALM

ID: AMCLI-2040

Level: INFO

Description: Attempt to assign service to a realm.

Data: name of realm, name of service

Triggers: Execute assign service to realm Commandline interface.

SUCCEED_ASSIGN_SERVICE_TO_REALM

ID: AMCLI-2041

Level: INFO

Description: Service is assigned to realm.
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Data: name of realm, name of service

Triggers: Execute assign service to realm Commandline interface.

FAILED_ASSIGN_SERVICE_TO_REALM

ID: AMCLI-2042

Level: INFO

Description: Unable to assign service to realm.

Data: name of realm, name of service, error message

Triggers: Execute assign service to realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_UNASSIGN_SERVICE_FROM_REALM

ID: AMCLI-2050

Level: INFO

Description: Attempt to unassign service from a realm.

Data: name of realm, name of service

Triggers: Execute unassign service from realm Commandline interface.

SUCCEED_UNASSIGN_SERVICE_FROM_REALM

ID: AMCLI-2051

Level: INFO

Description: Service is unassigned from realm.

Data: name of realm, name of service

Triggers: Execute unassign service from realm Commandline interface.

FAILED_UNASSIGN_SERVICE_FROM_REALM

ID: AMCLI-2052

Level: INFO

Description: Unable to unassign service from realm.

Data: name of realm, name of service, error message

Triggers: Execute unassign service from realm Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_GET_REALM_SERVICE_ATTR_VALUES

ID: AMCLI-2060

Level: INFO

Description: Attempt to get service attribute values from a realm.

Data: name of realm, name of service

Triggers: Execute get service attribute values from realm Commandline interface.

SUCCEED_GET_REALM_SERVICE_ATTR_VALUES

ID: AMCLI-2061

Level: INFO

Description: Service attribute values of realm is returneed.

Data: name of realm, name of service

Triggers: Execute get service attribute values from realm Commandline interface.

FAILED_GET_REALM_SERVICE_ATTR_VALUES

ID: AMCLI-2062

Level: INFO

Description: Unable to get service attribute values of realm.

Data: name of realm, name of service, error message

Triggers: Execute get service attribute values from realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_REALM_ATTRIBUTE

ID: AMCLI-2070

Level: INFO

Description: Attempt to remove attribute from a realm.

Data: name of realm, name of service, name of attribute

Triggers: Execute remove attribute from realm Commandline interface.

SUCCEED_REMOVE_REALM_ATTRIBUTE

ID: AMCLI-2071

Level: INFO

Description: Attribute of realm is removed.
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Data: name of realm, name of service, name of attribute

Triggers: Execute remove attribute from realm Commandline interface.

FAILED_REMOVE_REALM_ATTRIBUTE

ID: AMCLI-2072

Level: INFO

Description: Unable to remove attribute from realm.

Data: name of realm, name of service, name of attribute, error message

Triggers: Execute remove attribute from realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_MODIFY_SERVICE_REALM

ID: AMCLI-2080

Level: INFO

Description: Attempt to modify service of realm.

Data: name of realm, name of service

Triggers: Execute modify service of realm Commandline interface.

SUCCEED_MODIFY_SERVICE_REALM

ID: AMCLI-2081

Level: INFO

Description: Attribute of realm is modified.

Data: name of realm, name of service

Triggers: Execute modify service of realm Commandline interface.

FAILED_MODIFY_SERVICE_REALM

ID: AMCLI-2082

Level: INFO

Description: Unable to modify service of realm.

Data: name of realm, name of service, error message

Triggers: Execute modify service of realm Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_ADD_ATTR_VALUES_REALM

ID: AMCLI-2090

Level: INFO

Description: Attempt to add attribute value to realm.

Data: name of realm, name of service, name of attribute

Triggers: Execute add attribute values to realm Commandline interface.

SUCCEED_ADD_ATTR_VALUES_REALM

ID: AMCLI-2091

Level: INFO

Description: Attribute values is added to realm.

Data: name of realm, name of service, name of attribute

Triggers: Execute add attribute values to realm Commandline interface.

FAILED_ADD_ATTR_VALUES_REALM

ID: AMCLI-2092

Level: INFO

Description: Unable to add attribute values to realm.

Data: name of realm, name of service, name of attribute, error message

Triggers: Execute add attribute values to realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_ATTR_VALUES_REALM

ID: AMCLI-2100

Level: INFO

Description: Attempt to set attribute value to realm.

Data: name of realm, name of service

Triggers: Execute set attribute values to realm Commandline interface.

SUCCEED_SET_ATTR_VALUES_REALM

ID: AMCLI-2101

Level: INFO

Description: Attribute values is set to realm.
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Data: name of realm, name of service

Triggers: Execute set attribute values to realm Commandline interface.

FAILED_SET_ATTR_VALUES_REALM

ID: AMCLI-2102

Level: INFO

Description: Unable to set attribute values to realm.

Data: name of realm, name of service, error message

Triggers: Execute set attribute values to realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2110

Level: INFO

Description: Attempt to remove schema attribute defaults.

Data: name of service, schema type, name of sub schema, name of attribute

Triggers: Execute remove schema attribute defaults Commandline interface.

SUCCEED_REMOVE_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2111

Level: INFO

Description: Schema attribute defaults is removed.

Data: name of service, schema type, name of sub schema, name of attribute

Triggers: Execute remove schema attribute defaults Commandline interface.

FAILED_REMOVE_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2112

Level: INFO

Description: Unable to remove schema attribute defaults.

Data: name of service, schema type, name of sub schema, name of attribute, error message

Triggers: Execute remove schema attribute defaults Commandline interface.

Actions: Look under debug file for more information.

PingAM Reference

Copyright © 2025 Ping Identity Corporation 1169



ATTEMPT_ADD_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2120

Level: INFO

Description: Attempt to add schema attribute defaults.

Data: name of service, schema type, name of sub schema, name of attribute

Triggers: Execute add schema attribute defaults Commandline interface.

SUCCEED_ADD_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2121

Level: INFO

Description: Schema attribute defaults is added.

Data: name of service, schema type, name of sub schema, name of attribute

Triggers: Execute add schema attribute defaults Commandline interface.

FAILED_ADD_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2122

Level: INFO

Description: Unable to add schema attribute defaults.

Data: name of service, schema type, name of sub schema, name of attribute, error message

Triggers: Execute add schema attribute defaults Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2130

Level: INFO

Description: Attempt to get schema attribute defaults.

Data: name of service, schema type, name of sub schema

Triggers: Execute get schema attribute defaults Commandline interface.

SUCCEED_GET_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2131

Level: INFO

Description: Schema attribute defaults is returned.
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Data: name of service, schema type, name of sub schema

Triggers: Execute get schema attribute defaults Commandline interface.

FAILED_GET_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2132

Level: INFO

Description: Unable to get schema attribute defaults.

Data: name of service, schema type, name of sub schema, error message

Triggers: Execute get schema attribute defaults Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2140

Level: INFO

Description: Attempt to set schema attribute defaults.

Data: name of service, schema type, name of sub schema

Triggers: Execute set schema attribute defaults Commandline interface.

SUCCEED_SET_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2141

Level: INFO

Description: Schema attribute defaults is set.

Data: name of service, schema type, name of sub schema

Triggers: Execute set schema attribute defaults Commandline interface.

FAILED_SET_SCHEMA_ATTR_DEFAULTS

ID: AMCLI-2142

Level: INFO

Description: Unable to set schema attribute defaults.

Data: name of service, schema type, name of sub schema, error message

Triggers: Execute set schema attribute defaults Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_ADD_ATTRIBUTE_SCHEMA_CHOICE_VALUES

ID: AMCLI-2150

Level: INFO

Description: Attempt to add choice value to attribute schema.

Data: name of service, schema type, name of sub schema, name of attribute schema

Triggers: Execute add attribute schema choice values Commandline interface.

SUCCEED_ADD_ATTRIBUTE_SCHEMA_CHOICE_VALUES

ID: AMCLI-2151

Level: INFO

Description: Choice values are added.

Data: name of service, schema type, name of sub schema, name of attribute schema

Triggers: Execute add attribute schema choice values Commandline interface.

FAILED_ADD_ATTRIBUTE_SCHEMA_CHOICE_VALUES

ID: AMCLI-2152

Level: INFO

Description: Unable to add choice value to attribute schema.

Data: name of service, schema type, name of sub schema, name of attribute schema, error message

Triggers: Execute add attribute schema choice values Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_ATTRIBUTE_SCHEMA_CHOICE_VALUES

ID: AMCLI-2155

Level: INFO

Description: Attempt to get choice value to attribute schema.

Data: name of service, schema type, name of sub schema, name of attribute schema

Triggers: Execute get attribute schema choice values Commandline interface.

SUCCEED_GET_ATTRIBUTE_SCHEMA_CHOICE_VALUES

ID: AMCLI-2156

Level: INFO

Description: Choice values are listed.
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Data: name of service, schema type, name of sub schema, name of attribute schema

Triggers: Execute get attribute schema choice values Commandline interface.

FAILED_GET_ATTRIBUTE_SCHEMA_CHOICE_VALUES

ID: AMCLI-2157

Level: INFO

Description: Unable to get choice value to attribute schema.

Data: name of service, schema type, name of sub schema, name of attribute schema, error message

Triggers: Execute get attribute schema choice values Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_ATTRIBUTE_SCHEMA_CHOICE_VALUE

ID: AMCLI-2160

Level: INFO

Description: Attempt to remove choice value from attribute schema.

Data: name of service, schema type, name of sub schema, name of attribute schema

Triggers: Execute remove attribute schema choice values Commandline interface.

SUCCEED_REMOVE_ATTRIBUTE_SCHEMA_CHOICE_VALUE

ID: AMCLI-2161

Level: INFO

Description: Choice value is removed.

Data: name of service, schema type, name of sub schema, name of attribute schema

Triggers: Execute remove attribute schema choice values Commandline interface.

FAILED_REMOVE_ATTRIBUTE_SCHEMA_CHOICE_VALUE

ID: AMCLI-2162

Level: INFO

Description: Unable to remove choice value to attribute schema.

Data: name of service, schema type, name of sub schema, name of attribute schema, error message

Triggers: Execute remove attribute schema choice values Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_MODIFY_ATTRIBUTE_SCHEMA_TYPE

ID: AMCLI-2170

Level: INFO

Description: Attempt to modify attribute schema type.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema type

Triggers: Execute modify attribute schema type Commandline interface.

SUCCEED_MODIFY_ATTRIBUTE_SCHEMA_TYPE

ID: AMCLI-2171

Level: INFO

Description: Attribute schema type is modified.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema type

Triggers: Execute modify attribute schema type Commandline interface.

FAILED_MODIFY_ATTRIBUTE_SCHEMA_TYPE

ID: AMCLI-2172

Level: INFO

Description: Unable to modify attribute schema type.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema type, error
message

Triggers: Execute modify attribute schema type Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_MODIFY_ATTRIBUTE_SCHEMA_UI_TYPE

ID: AMCLI-2180

Level: INFO

Description: Attempt to modify attribute schema UI type.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema UI type

Triggers: Execute modify attribute schema UI type Commandline interface.

SUCCEED_MODIFY_ATTRIBUTE_SCHEMA_UI_TYPE

ID: AMCLI-2181

Level: INFO

Description: Attribute schema UI type is modified.
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Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema UI type

Triggers: Execute modify attribute schema UI type Commandline interface.

FAILED_MODIFY_ATTRIBUTE_SCHEMA_UI_TYPE

ID: AMCLI-2182

Level: INFO

Description: Unable to modify attribute schema UI type.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema UI type, error
message

Triggers: Execute modify attribute schema UI type Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_MODIFY_ATTRIBUTE_SCHEMA_SYNTAX

ID: AMCLI-2190

Level: INFO

Description: Attempt to modify attribute schema syntax.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema syntax

Triggers: Execute modify attribute schema syntax Commandline interface.

SUCCEED_MODIFY_ATTRIBUTE_SCHEMA_SYNTAX

ID: AMCLI-2191

Level: INFO

Description: Attribute schema syntax is modified.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema syntax

Triggers: Execute modify attribute schema syntax Commandline interface.

FAILED_MODIFY_ATTRIBUTE_SCHEMA_SYNTAX

ID: AMCLI-2192

Level: INFO

Description: Unable to modify attribute schema syntax.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema syntax, error
message

Triggers: Execute modify attribute schema syntax Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_MODIFY_ATTRIBUTE_SCHEMA_I18N_KEY

ID: AMCLI-2200

Level: INFO

Description: Attempt to modify attribute schema i18n Key.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema i18n Key

Triggers: Execute modify attribute schema i18n Key Commandline interface.

SUCCEED_MODIFY_ATTRIBUTE_SCHEMA_I18N_KEY

ID: AMCLI-2201

Level: INFO

Description: Attribute schema i18n Key is modified.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema i18n Key

Triggers: Execute modify attribute schema i18n Key Commandline interface.

FAILED_MODIFY_ATTRIBUTE_SCHEMA_I18N_KEY

ID: AMCLI-2202

Level: INFO

Description: Unable to modify attribute schema i18n Key.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema i18n Key, error
message

Triggers: Execute modify attribute schema i18n Key Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_MODIFY_ATTRIBUTE_SCHEMA_PROPERTIES_VIEW_BEAN_URL

ID: AMCLI-2210

Level: INFO

Description: Attempt to modify attribute schema properties view bean URL.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema properties view
bean URL

Triggers: Execute modify attribute schema properties view bean URL Commandline interface.

SUCCEED_MODIFY_ATTRIBUTE_SCHEMA_PROPERTIES_VIEW_BEAN_URL

ID: AMCLI-2211

Level: INFO
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Description: Attribute schema properties view bean URL is modified.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema properties view
bean URL

Triggers: Execute modify attribute schema properties view bean URL Commandline interface.

FAILED_MODIFY_ATTRIBUTE_SCHEMA_PROPERTIES_VIEW_BEAN_URL

ID: AMCLI-2212

Level: INFO

Description: Unable to modify attribute schema properties view bean URL.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema properties view
bean URL, error message

Triggers: Execute modify attribute schema properties view bean URL Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_MODIFY_ATTRIBUTE_SCHEMA_ANY

ID: AMCLI-2220

Level: INFO

Description: Attempt to modify attribute schema any value.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema any

Triggers: Execute modify attribute schema any Commandline interface.

SUCCEED_MODIFY_ATTRIBUTE_SCHEMA_ANY

ID: AMCLI-2221

Level: INFO

Description: Attribute schema any value is modified.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema any

Triggers: Execute modify attribute schema any Commandline interface.

FAILED_MODIFY_ATTRIBUTE_SCHEMA_ANY

ID: AMCLI-2222

Level: INFO

Description: Unable to modify attribute schema any value.

Data: name of service, schema type, name of sub schema, name of attribute schema, attribute schema any, error
message

Triggers: Execute modify attribute schema any Commandline interface.
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Actions: Look under debug file for more information.

ATTEMPT_REMOVE_ATTRIBUTE_SCHEMA_DEFAULT_VALUE

ID: AMCLI-2230

Level: INFO

Description: Attempt to remove attribute schema default value.

Data: name of service, schema type, name of sub schema, name of attribute schema, default value to be removed

Triggers: Execute remove attribute schema default values Commandline interface.

SUCCEED_REMOVE_ATTRIBUTE_SCHEMA_DEFAULT_VALUE

ID: AMCLI-2231

Level: INFO

Description: Attribute schema default value is removed.

Data: name of service, schema type, name of sub schema, name of attribute schema, default value to be removed

Triggers: Execute remove attribute schema default values Commandline interface.

FAILED_REMOVE_ATTRIBUTE_SCHEMA_DEFAULT_VALUE

ID: AMCLI-2232

Level: INFO

Description: Unable to remove attribute schema default value.

Data: name of service, schema type, name of sub schema, name of attribute schema, default value to be removed, error
message

Triggers: Execute remove attribute schema default values Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_ATTRIBUTE_SCHEMA_VALIDATOR

ID: AMCLI-2240

Level: INFO

Description: Attempt to set attribute schema validator.

Data: name of service, schema type, name of sub schema, name of attribute schema, validator

Triggers: Execute set attribute schema validator Commandline interface.

SUCCEED_SET_ATTRIBUTE_SCHEMA_VALIDATOR

ID: AMCLI-2241

Level: INFO
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Description: Attribute schema validator is set.

Data: name of service, schema type, name of sub schema, name of attribute schema, validator

Triggers: Execute set attribute schema validator Commandline interface.

FAILED_SET_ATTRIBUTE_SCHEMA_VALIDATOR

ID: AMCLI-2242

Level: INFO

Description: Unable to set attribute schema validator.

Data: name of service, schema type, name of sub schema, name of attribute schema, validator, error message

Triggers: Execute set attribute schema validator Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_ATTRIBUTE_SCHEMA_START_RANGE

ID: AMCLI-2250

Level: INFO

Description: Attempt to set attribute schema start range.

Data: name of service, schema type, name of sub schema, name of attribute schema, start range

Triggers: Execute set attribute schema start range Commandline interface.

SUCCEED_SET_ATTRIBUTE_SCHEMA_START_RANGE

ID: AMCLI-2251

Level: INFO

Description: Attribute schema start range is set.

Data: name of service, schema type, name of sub schema, name of attribute schema, start range

Triggers: Execute set attribute schema start range Commandline interface.

FAILED_SET_ATTRIBUTE_SCHEMA_START_RANGE

ID: AMCLI-2252

Level: INFO

Description: Unable to set attribute schema start range.

Data: name of service, schema type, name of sub schema, name of attribute schema, start range, error message

Triggers: Execute set attribute schema start range Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_SET_ATTRIBUTE_SCHEMA_END_RANGE

ID: AMCLI-2250

Level: INFO

Description: Attempt to set attribute schema end range.

Data: name of service, schema type, name of sub schema, name of attribute schema, end range

Triggers: Execute set attribute schema end range Commandline interface.

SUCCEED_SET_ATTRIBUTE_SCHEMA_END_RANGE

ID: AMCLI-2251

Level: INFO

Description: Attribute schema end range is set.

Data: name of service, schema type, name of sub schema, name of attribute schema, end range

Triggers: Execute set attribute schema end range Commandline interface.

FAILED_SET_ATTRIBUTE_SCHEMA_END_RANGE

ID: AMCLI-2252

Level: INFO

Description: Unable to set attribute schema end range.

Data: name of service, schema type, name of sub schema, name of attribute schema, end range, error message

Triggers: Execute set attribute schema end range Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_SERVICE_SCHEMA_I18N_KEY

ID: AMCLI-2260

Level: INFO

Description: Attempt to set service schema i18n key.

Data: name of service, i18n key

Triggers: Execute set service schema i18n key Commandline interface.

SUCCEED_SET_SERVICE_SCHEMA_I18N_KEY

ID: AMCLI-2261

Level: INFO

Description: Service schema i18n key is set.
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Data: name of service, i18n key

Triggers: Execute set service schema i18n key Commandline interface.

FAILED_SET_SERVICE_SCHEMA_I18N_KEY

ID: AMCLI-2262

Level: INFO

Description: Unable to set service schema i18n key.

Data: name of service, i18n key, error message

Triggers: Execute set service schema i18n key Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_SERVICE_SCHEMA_PROPERTIES_VIEW_BEAN_URL

ID: AMCLI-2270

Level: INFO

Description: Attempt to set service schema properties view bean URL.

Data: name of service, properties view bean URL

Triggers: Execute set service schema properties view bean URL Commandline interface.

SUCCEED_SET_SERVICE_SCHEMA_PROPERTIES_VIEW_BEAN_URL

ID: AMCLI-2271

Level: INFO

Description: Service schema properties view bean URL is set.

Data: name of service, properties view bean URL

Triggers: Execute set service schema properties view bean URL Commandline interface.

FAILED_SET_SERVICE_SCHEMA_PROPERTIES_VIEW_BEAN_URL

ID: AMCLI-2272

Level: INFO

Description: Unable to set service schema properties view bean URL.

Data: name of service, properties view bean URL, error message

Triggers: Execute set service schema properties view bean URL Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_SET_SERVICE_REVISION_NUMBER

ID: AMCLI-2280

Level: INFO

Description: Attempt to set service revision number.

Data: name of service, revision number

Triggers: Execute set service revision number Commandline interface.

SUCCEED_SET_SERVICE_REVISION_NUMBER

ID: AMCLI-2281

Level: INFO

Description: Service revision number is set.

Data: name of service, revision number

Triggers: Execute set service revision number Commandline interface.

FAILED_SET_SERVICE_REVISION_NUMBER

ID: AMCLI-2282

Level: INFO

Description: Unable to set service revision number.

Data: name of service, revision number, error message

Triggers: Execute set service revision number Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_SERVICE_REVISION_NUMBER

ID: AMCLI-2290

Level: INFO

Description: Attempt to get service revision number.

Data: name of service

Triggers: Execute get service revision number Commandline interface.

SUCCEED_GET_SERVICE_REVISION_NUMBER

ID: AMCLI-2291

Level: INFO

Description: Service revision number is returned.
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Data: name of service

Triggers: Execute get service revision number Commandline interface.

FAILED_GET_SERVICE_REVISION_NUMBER

ID: AMCLI-2292

Level: INFO

Description: Unable to get service revision number.

Data: name of service, error message

Triggers: Execute get service revision number Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_ATTRIBUTE_SCHEMA

ID: AMCLI-2300

Level: INFO

Description: Attempt to remove attribute schema.

Data: name of service, schema type, name of sub schema, name of attribute schema

Triggers: Execute remove attribute schema Commandline interface.

SUCCEED_REMOVE_ATTRIBUTE_SCHEMA

ID: AMCLI-2301

Level: INFO

Description: Attribute schema is removed.

Data: name of service, schema type, name of sub schema, name of attribute schema

Triggers: Execute remove attribute schema Commandline interface.

FAILED_REMOVE_ATTRIBUTE_SCHEMA

ID: AMCLI-2302

Level: INFO

Description: Unable to remove attribute schema.

Data: name of service, schema type, name of sub schema, name of attribute schema, error message

Triggers: Execute remove attribute schema Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_ADD_SUB_CONFIGURATION

ID: AMCLI-2310

Level: INFO

Description: Attempt to add sub configuration.

Data: name of sub configuration, name of service

Triggers: Execute add sub configuration Commandline interface.

SUCCEED_ADD_SUB_CONFIGURATION

ID: AMCLI-2311

Level: INFO

Description: Sub configuration is added.

Data: name of sub configuration, name of service

Triggers: Execute add sub configuration Commandline interface.

FAILED_ADD_SUB_CONFIGURATION

ID: AMCLI-2312

Level: INFO

Description: Unable to add sub configuration.

Data: name of sub configuration, name of service, error message

Triggers: Execute add sub configuration Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_ADD_SUB_CONFIGURATION_TO_REALM

ID: AMCLI-2320

Level: INFO

Description: Attempt to add sub configuration to realm.

Data: name of realm, name of sub configuration, name of service

Triggers: Execute add sub configuration Commandline interface.

SUCCEED_ADD_SUB_CONFIGURATION_TO_REALM

ID: AMCLI-2321

Level: INFO

Description: Sub configuration is added to realm.
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Data: name of realm, name of sub configuration, name of service

Triggers: Execute add sub configuration Commandline interface.

FAILED_ADD_SUB_CONFIGURATION_TO_REALM

ID: AMCLI-2322

Level: INFO

Description: Unable to add sub configuration.

Data: name of realm, name of sub configuration, name of service, error message

Triggers: Execute add sub configuration Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_SUB_CONFIGURATION

ID: AMCLI-2330

Level: INFO

Description: Attempt to delete sub configuration.

Data: name of sub configuration, name of service

Triggers: Execute delete sub configuration Commandline interface.

SUCCEED_DELETE_SUB_CONFIGURATION

ID: AMCLI-2331

Level: INFO

Description: Sub configuration is deleted.

Data: name of sub configuration, name of service

Triggers: Execute delete sub configuration Commandline interface.

FAILED_ADELETE_SUB_CONFIGURATION

ID: AMCLI-2332

Level: INFO

Description: Unable to delete sub configuration.

Data: name of sub configuration, name of service, error message

Triggers: Execute delete sub configuration Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_DELETE_SUB_CONFIGURATION_TO_REALM

ID: AMCLI-2340

Level: INFO

Description: Attempt to delete sub configuration from realm.

Data: name of realm, name of sub configuration, name of service

Triggers: Execute delete sub configuration Commandline interface.

SUCCEED_DELETE_SUB_CONFIGURATION_TO_REALM

ID: AMCLI-2341

Level: INFO

Description: Sub configuration is deleted from realm.

Data: name of realm, name of sub configuration, name of service

Triggers: Execute delete sub configuration Commandline interface.

FAILED_DELETE_SUB_CONFIGURATIONT_TO_REALM

ID: AMCLI-2342

Level: INFO

Description: Unable to delete sub configuration.

Data: name of realm, name of sub configuration, name of service, error message

Triggers: Execute delete sub configuration Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_ADD_SUB_SCHEMA

ID: AMCLI-2350

Level: INFO

Description: Attempt to add sub schema.

Data: name of service, schema type, name of sub schema

Triggers: Execute add sub schema Commandline interface.

SUCCEED_ADD_SUB_SCHEMA

ID: AMCLI-2351

Level: INFO

Description: Sub schema is added.
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Data: name of service, schema type, name of sub schema

Triggers: Execute add sub schema Commandline interface.

FAILED_ADD_SUB_SCHEMA

ID: AMCLI-2352

Level: INFO

Description: Unable to add sub schema.

Data: name of service, schema type, name of sub schema, error message

Triggers: Execute add sub schema configurations Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_SUB_SCHEMA

ID: AMCLI-2360

Level: INFO

Description: Attempt to remove sub schema.

Data: name of service, schema type, name of parent sub schema, name of sub schema

Triggers: Execute remove sub schema Commandline interface.

SUCCEED_REMOVE_SUB_SCHEMA

ID: AMCLI-2361

Level: INFO

Description: Sub schema is removed.

Data: name of service, schema type, name of parent sub schema, name of sub schema

Triggers: Execute remove sub schema Commandline interface.

FAILED_REMOVE_SUB_SCHEMA

ID: AMCLI-2362

Level: INFO

Description: Unable to remove sub schema.

Data: name of service, schema type, name of parent sub schema, name of sub schema, error message

Triggers: Execute remove sub schema configurations Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_MODIFY_INHERITANCE_SUB_SCHEMA

ID: AMCLI-2370

Level: INFO

Description: Attempt to modify inheritance of sub schema.

Data: name of service, schema type, name of sub schema

Triggers: Execute modify inheritance of sub schema Commandline interface.

SUCCEED_MODIFY_INHERITANCE_SUB_SCHEMA

ID: AMCLI-2371

Level: INFO

Description: Sub schema is modified.

Data: name of service, schema type, name of sub schema

Triggers: Execute modify inheritance of sub schema Commandline interface.

FAILED_MODIFY_INHERITANCE_SUB_SCHEMA

ID: AMCLI-2372

Level: INFO

Description: Unable to modify sub schema.

Data: name of service, schema type, name of sub schema, error message

Triggers: Execute modify inheritance of sub schema configurations Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_MODIFY_SUB_CONFIGURATION

ID: AMCLI-2380

Level: INFO

Description: Attempt to modify sub configuration.

Data: name of sub configuration, name of service

Triggers: Execute modify sub configuration Commandline interface.

SUCCEED_MODIFY_SUB_CONFIGURATION

ID: AMCLI-2381

Level: INFO

Description: Sub configuration is modified.
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Data: name of sub configuration, name of service

Triggers: Execute modify sub configuration Commandline interface.

FAILED_MODIFY_SUB_CONFIGURATION

ID: AMCLI-2382

Level: INFO

Description: Unable to modify sub configuration.

Data: name of sub configuration, name of service, error message

Triggers: Execute modify sub configuration Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_SUB_CONFIGURATION

ID: AMCLI-2383

Level: INFO

Description: Attempt to retrieve sub configuration.

Data: name of sub configuration, name of service

Triggers: Execute get sub configuration Commandline interface.

SUCCEED_GET_SUB_CONFIGURATION

ID: AMCLI-2384

Level: INFO

Description: Sub configuration is retrieved.

Data: name of sub configuration, name of service

Triggers: Execute get sub configuration Commandline interface.

FAILED_GET_SUB_CONFIGURATION

ID: AMCLI-2385

Level: INFO

Description: Unable to retrieve sub configuration.

Data: name of sub configuration, name of service, error message

Triggers: Execute get sub configuration Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_MODIFY_SUB_CONFIGURATION_IN_REALM

ID: AMCLI-2390

Level: INFO

Description: Attempt to modify sub configuration in realm.

Data: name of realm, name of sub configuration, name of service

Triggers: Execute modify sub configuration Commandline interface.

SUCCEED_MODIFY_SUB_CONFIGURATION_IN_REALM

ID: AMCLI-2391

Level: INFO

Description: Sub configuration is modified.

Data: name of realm, name of sub configuration, name of service

Triggers: Execute modify sub configuration Commandline interface.

FAILED_MODIFY_SUB_CONFIGURATION_IN_REALM

ID: AMCLI-2392

Level: INFO

Description: Unable to modify sub configuration in realm.

Data: name of realm, name of sub configuration, name of service, error message

Triggers: Execute modify sub configuration Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_SUB_CONFIGURATION_IN_REALM

ID: AMCLI-2393

Level: INFO

Description: Attempt to retrieve sub configuration in realm.

Data: name of realm, name of sub configuration, name of service

Triggers: Execute get sub configuration Commandline interface.

SUCCEED_GET_SUB_CONFIGURATION_IN_REALM

ID: AMCLI-2394

Level: INFO

Description: Sub configuration is retrieved.
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Data: name of realm, name of sub configuration, name of service

Triggers: Execute get sub configuration Commandline interface.

FAILED_GET_SUB_CONFIGURATION_IN_REALM

ID: AMCLI-2395

Level: INFO

Description: Unable to retrieve sub configuration in realm.

Data: name of realm, name of sub configuration, name of service, error message

Triggers: Execute get sub configuration Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_ADD_PLUGIN_INTERFACE

ID: AMCLI-2400

Level: INFO

Description: Attempt to add Plug-in interface to service.

Data: name of service, name of plugin

Triggers: Execute add Plug-in interface Commandline interface.

SUCCEED_ADD_PLUGIN_INTERFACE

ID: AMCLI-2401

Level: INFO

Description: Plug-in interface is added.

Data: name of service, name of plugin

Triggers: Execute add Plug-in interface Commandline interface.

FAILED_ADD_PLUGIN_INTERFACE

ID: AMCLI-2402

Level: INFO

Description: Unable to add Plug-in interface to service.

Data: name of service, name of plugin, error message

Triggers: Execute add Plug-in interface Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_SET_PLUGIN_SCHEMA_PROP_VIEWBEAN_URL

ID: AMCLI-2410

Level: INFO

Description: Attempt to set Plug-in schema’s properties view bean.

Data: name of service, name of plugin

Triggers: Execute set Plug-in schema’s properties view bean Commandline interface.

SUCCEED_SET_PLUGIN_SCHEMA_PROP_VIEWBEAN_URL

ID: AMCLI-2411

Level: INFO

Description: Plug-in schema’s properties view bean is set.

Data: name of service, name of plugin

Triggers: Execute set Plug-in schema’s properties view bean Commandline interface.

FAILED_SET_PLUGIN_SCHEMA_PROP_VIEWBEAN_URL

ID: AMCLI-2412

Level: INFO

Description: Unable to set Plug-in schema’s properties view bean.

Data: name of service, name of plugin, error message

Triggers: Execute set Plug-in schema’s properties view bean Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_POLICY_IN_REALM

ID: AMCLI-2420

Level: INFO

Description: Attempt to create policies under realm.

Data: name of realm

Triggers: Execute create policies under realm Commandline interface.

SUCCEED_CREATE_POLICY_IN_REALM

ID: AMCLI-2421

Level: INFO

Description: Policies are created.
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Data: name of realm

Triggers: Execute create policies under realm Commandline interface.

FAILED_CREATE_POLICY_IN_REALM

ID: AMCLI-2422

Level: INFO

Description: Unable to create policies under realm.

Data: name of realm, error message

Triggers: Execute create policies under realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_POLICY_IN_REALM

ID: AMCLI-2430

Level: INFO

Description: Attempt to delete policy in realm.

Data: name of realm, name of policy

Triggers: Execute delete policy in realm Commandline interface.

SUCCEED_DELETE_POLICY_IN_REALM

ID: AMCLI-2431

Level: INFO

Description: Policy is deleted.

Data: name of realm, name of policy

Triggers: Execute delete policy in realm Commandline interface.

FAILED_DELETE_POLICY_IN_REALM

ID: AMCLI-2432

Level: INFO

Description: Unable to delete policy under realm.

Data: name of realm, name of policy, error message

Triggers: Execute delete policy under realm Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_TO_GET_POLICY_NAMES_IN_REALM

ID: AMCLI-2433

Level: INFO

Description: Attempt to get policy names in realm.

Data: name of realm

Triggers: Execute get policy names in realm Commandline interface.

GOT_POLICY_NAMES_IN_REALM

ID: AMCLI-2434

Level: INFO

Description: Got policy names in realm.

Data: name of realm

Triggers: Execute get policy names in realm Commandline interface.

FAILED_GET_POLICY_NAMES_IN_REALM

ID: AMCLI-2435

Level: INFO

Description: Unable to get policy names in realm.

Data: name of realm

Triggers: Execute get policy names in realm Commandline interface.

ATTEMPT_GET_POLICY_IN_REALM

ID: AMCLI-2440

Level: INFO

Description: Attempt to get policy definition in realm.

Data: name of realm, name of policy

Triggers: Execute get policy definition in realm Commandline interface.

SUCCEED_GET_POLICY_IN_REALM

ID: AMCLI-2441

Level: INFO

Description: Policy definition is returned.

Data: name of realm, name of policy
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Triggers: Execute get policy definition in realm Commandline interface.

FAILED_GET_POLICY_IN_REALM

ID: AMCLI-2442

Level: INFO

Description: Unable to get policy definition under realm.

Data: name of realm, name of policy, error message

Triggers: Execute get policy definition under realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_IDENTITY

ID: AMCLI-2450

Level: INFO

Description: Attempt to create an identity in realm.

Data: name of realm, identity type, name of identity

Triggers: Execute create identity in realm Commandline interface.

SUCCEED_CREATE_IDENTITY

ID: AMCLI-2451

Level: INFO

Description: Identity is created.

Data: name of realm, identity type, name of identity

Triggers: Execute create identity in realm Commandline interface.

FAILED_CREATE_IDENTITY

ID: AMCLI-2452

Level: INFO

Description: Unable to create identity in realm.

Data: name of realm, identity type, name of identity, error message

Triggers: Execute create identity in realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_IDENTITY

ID: AMCLI-2460
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Level: INFO

Description: Attempt to delete an identity in realm.

Data: name of realm, identity type, name of identity

Triggers: Execute delete identity in realm Commandline interface.

SUCCEED_DELETE_IDENTITY

ID: AMCLI-2461

Level: INFO

Description: Identity is deleted.

Data: name of realm, identity type, name of identity

Triggers: Execute delete identity in realm Commandline interface.

FAILED_DELETE_IDENTITY

ID: AMCLI-2462

Level: INFO

Description: Unable to delete identity in realm.

Data: name of realm, identity type, name of identity, error message

Triggers: Execute delete identity in realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SEARCH_IDENTITIES

ID: AMCLI-2470

Level: INFO

Description: Attempt to search identities in realm.

Data: name of realm, identity type, search pattern

Triggers: Execute search identities in realm Commandline interface.

SUCCEED_SEARCH_IDENTITIES

ID: AMCLI-2471

Level: INFO

Description: Search Result is returned.

Data: name of realm, identity type, search pattern

Triggers: Execute search identities in realm Commandline interface.
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FAILED_SEARCH_IDENTITIES

ID: AMCLI-2472

Level: INFO

Description: Unable to search identities in realm.

Data: name of realm, identity type, search pattern, error message

Triggers: Execute search identities in realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_ALLOWED_OPS

ID: AMCLI-2480

Level: INFO

Description: Attempt to get the allowed operation of an identity type in realm.

Data: name of realm, identity type

Triggers: Execute get the allowed operation of an identity type in realm Commandline interface.

SUCCEED_GET_ALLOWED_OPS

ID: AMCLI-2481

Level: INFO

Description: Allowed operations are returned.

Data: name of realm, identity type

Triggers: Execute get the allowed operation of an identity type in realm Commandline interface.

FAILED_GET_ALLOWED_OPS

ID: AMCLI-2482

Level: INFO

Description: Unable to get the allowed operation of an identity type in realm.

Data: name of realm, identity type, error message

Triggers: Execute get the allowed operation of an identity type in realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_SUPPORTED_IDTYPES

ID: AMCLI-2490

Level: INFO
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Description: Attempt to get the supported identity type in realm.

Data: name of realm

Triggers: Execute get the supported identity type in realm Commandline interface.

SUCCEED_GET_SUPPORTED_IDTYPES

ID: AMCLI-2491

Level: INFO

Description: Allowed identity types are returned.

Data: name of realm

Triggers: Execute get the supported identity type in realm Commandline interface.

FAILED_GET_SUPPORTED_IDTYPES

ID: AMCLI-2492

Level: INFO

Description: Unable to get the supported identity type in realm.

Data: name of realm, error message

Triggers: Execute get the supported identity type in realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_ASSIGNABLE_SERVICES

ID: AMCLI-2500

Level: INFO

Description: Attempt to get the assignable services of an identity.

Data: name of realm, name of identity type, name of identity

Triggers: Execute get the assignable services of an identity Commandline interface.

SUCCEED_GET_ASSIGNABLE_SERVICES

ID: AMCLI-2501

Level: INFO

Description: Assignable services are returned.

Data: name of realm, name of identity type, name of identity

Triggers: Execute get the assignable services of an identity Commandline interface.
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FAILED_GET_ASSIGNABLE_SERVICES

ID: AMCLI-2502

Level: INFO

Description: Unable to get the assignable services of an identity.

Data: name of realm, name of identity type, name of identity, error message

Triggers: Execute get the assignable services of an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_ASSIGNED_SERVICES

ID: AMCLI-2510

Level: INFO

Description: Attempt to get the assigned services of an identity.

Data: name of realm, name of identity type, name of identity

Triggers: Execute get the assigned services of an identity Commandline interface.

SUCCEED_GET_ASSIGNED_SERVICES

ID: AMCLI-2511

Level: INFO

Description: Assigned services are returned.

Data: name of realm, name of identity type, name of identity

Triggers: Execute get the assigned services of an identity Commandline interface.

FAILED_GET_ASSIGNED_SERVICES

ID: AMCLI-2512

Level: INFO

Description: Unable to get the assigned services of an identity.

Data: name of realm, name of identity type, name of identity, error message

Triggers: Execute get the assigned services of an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_GET_SERVICE_ATTRIBUTES

ID: AMCLI-2520

Level: INFO
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Description: Attempt to get service attribute values of an identity.

Data: name of realm, name of identity type, name of identity, name of service

Triggers: Execute get the service attribute values of an identity Commandline interface.

SUCCEED_IDREPO_GET_SERVICE_ATTRIBUTES

ID: AMCLI-2521

Level: INFO

Description: Service attribute values are returned.

Data: name of realm, name of identity type, name of identity, name of service

Triggers: Execute get the service attribute values of an identity Commandline interface.

FAILED_IDREPO_GET_SERVICE_ATTRIBUTES

ID: AMCLI-2522

Level: INFO

Description: Unable to get the service attribute values of an identity.

Data: name of realm, name of identity type, name of identity, name of service, error message

Triggers: Execute get the service attribute values of an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_GET_ATTRIBUTES

ID: AMCLI-2530

Level: INFO

Description: Attempt to get attribute values of an identity.

Data: name of realm, name of identity type, name of identity

Triggers: Execute get the attribute values of an identity Commandline interface.

SUCCEED_IDREPO_GET_ATTRIBUTES

ID: AMCLI-2531

Level: INFO

Description: Attribute values are returned.

Data: name of realm, name of identity type, name of identity

Triggers: Execute get the attribute values of an identity Commandline interface.

Reference PingAM

1200 Copyright © 2025 Ping Identity Corporation



FAILED_IDREPO_GET_ATTRIBUTES

ID: AMCLI-2532

Level: INFO

Description: Unable to get the attribute values of an identity.

Data: name of realm, name of identity type, name of identity, error message

Triggers: Execute get the attribute values of an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_GET_MEMBERSHIPS

ID: AMCLI-2540

Level: INFO

Description: Attempt to get memberships of an identity.

Data: name of realm, name of identity type, name of identity, name of membership identity type

Triggers: Execute get the memberships of an identity Commandline interface.

SUCCEED_IDREPO_GET_MEMBERSHIPS

ID: AMCLI-2541

Level: INFO

Description: Memberships are returned.

Data: name of realm, name of identity type, name of identity, name of membership identity type

Triggers: Execute get the memberships of an identity Commandline interface.

FAILED_IDREPO_GET_MEMBERSHIPS

ID: AMCLI-2542

Level: INFO

Description: Unable to get the memberships of an identity.

Data: name of realm, name of identity type, name of identity, name of membership identity type, error message

Triggers: Execute get the memberships of an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_GET_MEMBERS

ID: AMCLI-2550

Level: INFO
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Description: Attempt to get members of an identity.

Data: name of realm, name of identity type, name of identity, name of membership identity type

Triggers: Execute get the members of an identity Commandline interface.

SUCCEED_IDREPO_GET_MEMBERS

ID: AMCLI-2551

Level: INFO

Description: Members are returned.

Data: name of realm, name of identity type, name of identity, name of membership identity type

Triggers: Execute get the members of an identity Commandline interface.

FAILED_IDREPO_GET_MEMBERS

ID: AMCLI-2552

Level: INFO

Description: Unable to get the members of an identity.

Data: name of realm, name of identity type, name of identity, name of membership identity type, error message

Triggers: Execute get the members of an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_IS_MEMBER

ID: AMCLI-2560

Level: INFO

Description: Attempt to determine if an identity is a member of another identity.

Data: name of realm, name of identity type, name of identity, name of member identity type, name of member identity

Triggers: Execute determine if an identity is a member of another identity Commandline interface.

SUCCEED_IDREPO_IS_MEMBER

ID: AMCLI-2561

Level: INFO

Description: Membership is determined.

Data: name of realm, name of identity type, name of identity, name of member identity type, name of member identity

Triggers: Execute determine if an identity is a member of another identity Commandline interface.
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FAILED_IDREPO_IS_MEMBER

ID: AMCLI-2562

Level: INFO

Description: Unable to determine the membership of an identity of another.

Data: name of realm, name of identity type, name of identity, name of member identity type, name of member identity,
error message

Triggers: Execute determine if an identity is a member of another identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_IS_ACTIVE

ID: AMCLI-2570

Level: INFO

Description: Attempt to determine if an identity is active.

Data: name of realm, name of identity type, name of identity

Triggers: Execute determine if an identity is active Commandline interface.

SUCCEED_IDREPO_IS_ACTIVE

ID: AMCLI-2571

Level: INFO

Description: Active status of identity is determined.

Data: name of realm, name of identity type, name of identity

Triggers: Execute determine if an identity is active Commandline interface.

FAILED_IDREPO_IS_ACTIVE

ID: AMCLI-2572

Level: INFO

Description: Unable to determine if an identity is active.

Data: name of realm, name of identity type, name of identity, error message

Triggers: Execute determine if an identity is a active Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_ADD_MEMBER

ID: AMCLI-2580

Level: INFO
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Description: Attempt to make an identity a member of another identity.

Data: name of realm, name of identity type, name of identity, name of member identity type, name of member identity

Triggers: Execute make an identity a member of another identity Commandline interface.

SUCCEED_IDREPO_ADD_MEMBER

ID: AMCLI-2581

Level: INFO

Description: Membership is set.

Data: name of realm, name of identity type, name of identity, name of member identity type, name of member identity

Triggers: Execute make an identity a member of another identity Commandline interface.

FAILED_IDREPO_ADD_MEMBER

ID: AMCLI-2582

Level: INFO

Description: Unable to add member of an identity to another.

Data: name of realm, name of identity type, name of identity, name of member identity type, name of member identity,
error message

Triggers: Execute make an identity a member of another identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_REMOVE_MEMBER

ID: AMCLI-2590

Level: INFO

Description: Attempt to remove membership an identity from another identity.

Data: name of realm, name of identity type, name of identity, name of member identity type, name of member identity

Triggers: Execute remove membership an identity from another identity Commandline interface.

SUCCEED_IDREPO_REMOVE_MEMBER

ID: AMCLI-2591

Level: INFO

Description: Membership is removed.

Data: name of realm, name of identity type, name of identity, name of member identity type, name of member identity

Triggers: Execute remove membership an identity from another identity Commandline interface.
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FAILED_IDREPO_REMOVE_MEMBER

ID: AMCLI-2592

Level: INFO

Description: Unable to remove membership of an identity.

Data: name of realm, name of identity type, name of identity, name of member identity type, name of member identity,
error message

Triggers: Execute remove membership an identity from another identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_ASSIGN_SERVICE

ID: AMCLI-2600

Level: INFO

Description: Attempt to assign service to an identity.

Data: name of realm, identity type, name of identity, name of service

Triggers: Execute assign service to an identity Commandline interface.

SUCCEED_IDREPO_ASSIGN_SERVICE

ID: AMCLI-2601

Level: INFO

Description: Service is assigned to an identity.

Data: name of realm, identity type, name of identity, name of service

Triggers: Execute assign service to an identity Commandline interface.

FAILED_IDREPO_ASSIGN_SERVICE

ID: AMCLI-2602

Level: INFO

Description: Unable to assign service to an identity.

Data: name of realm, identity type, name of identity, name of service, error message

Triggers: Execute assign service to an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_UNASSIGN_SERVICE

ID: AMCLI-2610

Level: INFO
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Description: Attempt to unassign service from an identity.

Data: name of realm, identity type, name of identity, name of service

Triggers: Execute unassign service from an identity Commandline interface.

SUCCEED_IDREPO_UNASSIGN_SERVICE

ID: AMCLI-2611

Level: INFO

Description: Service is unassigned from an identity.

Data: name of realm, identity type, name of identity, name of service

Triggers: Execute unassign service from an identity Commandline interface.

FAILED_IDREPO_UNASSIGN_SERVICE

ID: AMCLI-2612

Level: INFO

Description: Unable to unassign service to an identity.

Data: name of realm, identity type, name of identity, name of service, error message

Triggers: Execute unassign service from an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_MODIFY_SERVICE

ID: AMCLI-2620

Level: INFO

Description: Attempt to modify service attribute values of an identity.

Data: name of realm, identity type, name of identity, name of service

Triggers: Execute modify service attribute values of an identity Commandline interface.

SUCCEED_IDREPO_MODIFY_SERVICE

ID: AMCLI-2621

Level: INFO

Description: Service attribute values are modified.

Data: name of realm, identity type, name of identity, name of service

Triggers: Execute modify service attribute values of an identity Commandline interface.
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FAILED_IDREPO_MODIFY_SERVICE

ID: AMCLI-2622

Level: INFO

Description: Unable to modify service attribute values of an identity.

Data: name of realm, identity type, name of identity, name of service, error message

Triggers: Execute modify service attribute values of an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_SET_ATTRIBUTE_VALUES

ID: AMCLI-2630

Level: INFO

Description: Attempt to set attribute values of an identity.

Data: name of realm, identity type, name of identity

Triggers: Execute set attribute values of an identity Commandline interface.

SUCCEED_IDREPO_SET_ATTRIBUTE_VALUES

ID: AMCLI-2631

Level: INFO

Description: Attribute values are modified.

Data: name of realm, identity type, name of identity

Triggers: Execute set attribute values of an identity Commandline interface.

FAILED_IDREPO_SET_ATTRIBUTE_VALUES

ID: AMCLI-2632

Level: INFO

Description: Unable to set attribute values of an identity.

Data: name of realm, identity type, name of identity, error message

Triggers: Execute set attribute values of an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_GET_PRIVILEGES

ID: AMCLI-2640

Level: INFO
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Description: Attempt to get privileges of an identity.

Data: name of realm, identity type, name of identity

Triggers: Execute get privileges of an identity Commandline interface.

SUCCEED_IDREPO_GET_PRIVILEGES

ID: AMCLI-2641

Level: INFO

Description: Privileges are returned.

Data: name of realm, identity type, name of identity

Triggers: Execute get privileges of an identity Commandline interface.

FAILED_IDREPO_GET_PRIVILEGES

ID: AMCLI-2642

Level: INFO

Description: Unable to get privileges of an identity.

Data: name of realm, identity type, name of identity, error message

Triggers: Execute get privileges of an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_ADD_PRIVILEGES

ID: AMCLI-2650

Level: INFO

Description: Attempt to add privileges to an identity.

Data: name of realm, identity type, name of identity

Triggers: Execute add privileges to an identity Commandline interface.

SUCCEED_IDREPO_ADD_PRIVILEGES

ID: AMCLI-2651

Level: INFO

Description: Privileges are added.

Data: name of realm, identity type, name of identity

Triggers: Execute add privileges to an identity Commandline interface.
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FAILED_IDREPO_ADD_PRIVILEGES

ID: AMCLI-2652

Level: INFO

Description: Unable to add privileges to an identity.

Data: name of realm, identity type, name of identity, error message

Triggers: Execute add privileges to an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IDREPO_REMOVE_PRIVILEGES

ID: AMCLI-2660

Level: INFO

Description: Attempt to remove privileges from an identity.

Data: name of realm, identity type, name of identity

Triggers: Execute remove privileges from an identity Commandline interface.

SUCCEED_IDREPO_REMOVE_PRIVILEGES

ID: AMCLI-2661

Level: INFO

Description: Privileges are removed.

Data: name of realm, identity type, name of identity

Triggers: Execute remove privileges from an identity Commandline interface.

FAILED_IDREPO_REMOVE_PRIVILEGES

ID: AMCLI-2662

Level: INFO

Description: Unable to remove privileges from an identity.

Data: name of realm, identity type, name of identity, error message

Triggers: Execute remove privileges from an identity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_ATTRIBUTE_SCHEMA_BOOLEAN_VALUES

ID: AMCLI-2670

Level: INFO
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Description: Attempt to set boolean values to attribute schema.

Data: name of service, schema type, name of sub schema, name of attribute schema

Triggers: Execute set attribute schema boolean values Commandline interface.

SUCCEED_SET_ATTRIBUTE_SCHEMA_BOOLEAN_VALUES

ID: AMCLI-2671

Level: INFO

Description: Boolean values are set.

Data: name of service, schema type, name of sub schema, name of attribute schema

Triggers: Execute set attribute schema boolean values Commandline interface.

FAILED_SET_ATTRIBUTE_SCHEMA_BOOLEAN_VALUES

ID: AMCLI-2672

Level: INFO

Description: Unable to set boolean values to attribute schema.

Data: name of service, schema type, name of sub schema, name of attribute schema, error message

Triggers: Execute set attribute schema boolean values Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_AUTH_INSTANCES

ID: AMCLI-2680

Level: INFO

Description: Attempt to list authentication instances.

Data: name of realm

Triggers: Execute list authentication instances Commandline interface.

SUCCEEDED_LIST_AUTH_INSTANCES

ID: AMCLI-2681

Level: INFO

Description: List authentication instances succeeded.

Data: name of realm

Triggers: Execute list authentication instances Commandline interface.
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FAILED_LIST_AUTH_INSTANCES

ID: AMCLI-2682

Level: INFO

Description: Failed to list authentication instances.

Data: name of realm

Triggers: Execute list authentication instances Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_AUTH_INSTANCE

ID: AMCLI-2690

Level: INFO

Description: Attempt to create authentication instance.

Data: name of realm, name of authentication instance, type of authentication instance

Triggers: Execute create authentication instance Commandline interface.

SUCCEEDED_CREATE_AUTH_INSTANCE

ID: AMCLI-2691

Level: INFO

Description: Authentication instance created.

Data: name of realm, name of authentication instance, type of authentication instance

Triggers: Execute create authentication instance Commandline interface.

FAILED_CREATE_AUTH_INSTANCE

ID: AMCLI-2692

Level: INFO

Description: Failed to create authentication instance.

Data: name of realm, name of authentication instance, type of authentication instance

Triggers: Execute create authentication instance Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_AUTH_INSTANCES

ID: AMCLI-2700

Level: INFO

PingAM Reference

Copyright © 2025 Ping Identity Corporation 1211



Description: Attempt to delete authentication instances.

Data: name of realm, name of authentication instances

Triggers: Execute delete authentication instance Commandline interface.

SUCCEEDED_DELETE_AUTH_INSTANCES

ID: AMCLI-2701

Level: INFO

Description: Authentication instances are deleted.

Data: name of realm, name of authentication instances

Triggers: Execute delete authentication instances Commandline interface.

FAILED_DELETE_AUTH_INSTANCES

ID: AMCLI-2702

Level: INFO

Description: Failed to delete authentication instance.

Data: name of realm, name of authentication instances

Triggers: Execute delete authentication instances Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_UPDATE_AUTH_INSTANCE

ID: AMCLI-2710

Level: INFO

Description: Attempt to update authentication instance.

Data: name of realm, name of authentication instance

Triggers: Execute update authentication instance Commandline interface.

SUCCEEDED_UPDATE_AUTH_INSTANCE

ID: AMCLI-2711

Level: INFO

Description: Authentication instance is updated.

Data: name of realm, name of authentication instance

Triggers: Execute update authentication instance Commandline interface.
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FAILED_UPDATE_AUTH_INSTANCE

ID: AMCLI-2712

Level: INFO

Description: Failed to update authentication instance.

Data: name of realm, name of authentication instance

Triggers: Execute update authentication instance Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_AUTH_INSTANCE

ID: AMCLI-2710

Level: INFO

Description: Attempt to get authentication instance.

Data: name of realm, name of authentication instance

Triggers: Execute get authentication instance Commandline interface.

SUCCEEDED_GET_AUTH_INSTANCE

ID: AMCLI-2711

Level: INFO

Description: Authentication instance profile is displayed.

Data: name of realm, name of authentication instance

Triggers: Execute get authentication instance Commandline interface.

FAILED_GET_AUTH_INSTANCE

ID: AMCLI-2712

Level: INFO

Description: Failed to get authentication instance.

Data: name of realm, name of authentication instance

Triggers: Execute get authentication instance Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_AUTH_CONFIGURATIONS

ID: AMCLI-2720

Level: INFO
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Description: Attempt to list authentication configurations.

Data: name of realm

Triggers: Execute list authentication configurations Commandline interface.

SUCCEEDED_LIST_AUTH_CONFIGURATIONS

ID: AMCLI-2721

Level: INFO

Description: List authentication configurations succeeded.

Data: name of realm

Triggers: Execute list authentication configurations Commandline interface.

FAILED_LIST_AUTH_CONFIGURATIONS

ID: AMCLI-2722

Level: INFO

Description: Failed to list authentication configurations.

Data: name of realm

Triggers: Execute list authentication configurations Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_AUTH_CONFIGURATION

ID: AMCLI-2730

Level: INFO

Description: Attempt to create authentication configuration.

Data: name of realm, name of authentication configuration

Triggers: Execute create authentication configuration Commandline interface.

SUCCEEDED_CREATE_AUTH_CONFIGURATION

ID: AMCLI-2731

Level: INFO

Description: Authentication configuration created.

Data: name of realm, name of authentication configuration

Triggers: Execute create authentication configuration Commandline interface.
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FAILED_CREATE_AUTH_CONFIGURATION

ID: AMCLI-2732

Level: INFO

Description: Failed to create authentication configuration.

Data: name of realm, name of authentication configuration

Triggers: Execute create authentication configuration Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_AUTH_CONFIGURATIONS

ID: AMCLI-2740

Level: INFO

Description: Attempt to delete authentication configurations.

Data: name of realm, name of authentication configurations

Triggers: Execute delete authentication configurations Commandline interface.

SUCCEEDED_DELETE_AUTH_CONFIGURATIONS

ID: AMCLI-2741

Level: INFO

Description: Authentication configurations are deleted.

Data: name of realm, name of authentication configurations

Triggers: Execute delete authentication configurations Commandline interface.

FAILED_DELETE_AUTH_CONFIGURATIONS

ID: AMCLI-2742

Level: INFO

Description: Failed to delete authentication instance.

Data: name of realm, name of authentication configurations

Triggers: Execute delete authentication configurations Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_AUTH_CONFIG_ENTRIES

ID: AMCLI-2750

Level: INFO
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Description: Attempt to get authentication configuration entries.

Data: name of realm, name of authentication configuration

Triggers: Execute get authentication configuration entries Commandline interface.

SUCCEEDED_GET_AUTH_CONFIG_ENTRIES

ID: AMCLI-2751

Level: INFO

Description: Authentication instance configuration entries are displayed.

Data: name of realm, name of authentication configuration

Triggers: Execute get authentication configuration entries Commandline interface.

FAILED_GET_AUTH_CONFIG_ENTRIES

ID: AMCLI-2752

Level: INFO

Description: Failed to get authentication configuration entries.

Data: name of realm, name of authentication configuration

Triggers: Execute get authentication configuration entries Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_AUTH_CONFIG_ENTRIES

ID: AMCLI-2760

Level: INFO

Description: Attempt to set authentication configuration entries.

Data: name of realm, name of authentication configuration

Triggers: Execute set authentication configuration entries Commandline interface.

SUCCEEDED_SET_AUTH_CONFIG_ENTRIES

ID: AMCLI-2761

Level: INFO

Description: Authentication instance configuration entries are displayed.

Data: name of realm, name of authentication configuration

Triggers: Execute set authentication configuration entries Commandline interface.
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FAILED_SET_AUTH_CONFIG_ENTRIES

ID: AMCLI-2762

Level: INFO

Description: Failed to set authentication configuration entries.

Data: name of realm, name of authentication configuration

Triggers: Execute set authentication configuration entries Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_DATASTORES

ID: AMCLI-2770

Level: INFO

Description: Attempt to list datastores.

Data: name of realm

Triggers: Execute list datastores Commandline interface.

SUCCEEDED_LIST_DATASTORES

ID: AMCLI-2771

Level: INFO

Description: List datastores succeeded.

Data: name of realm

Triggers: Execute list datastores Commandline interface.

FAILED_LIST_DATASTORES

ID: AMCLI-2772

Level: INFO

Description: Failed to list datastores.

Data: name of realm, error message

Triggers: Execute list datastores Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_DATASTORE

ID: AMCLI-2780

Level: INFO
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Description: Attemp to create datastore.

Data: name of realm, name of datastore, type of datastore

Triggers: Execute create datastore Commandline interface.

SUCCEEDED_CREATE_DATASTORE

ID: AMCLI-2781

Level: INFO

Description: Create datastore succeeded.

Data: name of realm, name of datastore, type of datastore

Triggers: Execute create datastore Commandline interface.

FAILED_CREATE_DATASTORE

ID: AMCLI-2782

Level: INFO

Description: Failed to create datastore.

Data: name of realm, name of datastore, type of datastore

Triggers: Execute create datastore Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_DATASTORES

ID: AMCLI-2790

Level: INFO

Description: Attempt to delete datastores.

Data: name of realm, names of datastore

Triggers: Execute delete datastores Commandline interface.

SUCCEEDED_DELETE_DATASTORES

ID: AMCLI-2791

Level: INFO

Description: Delete datastores succeeded.

Data: name of realm, names of datastore

Triggers: Execute delete datastores Commandline interface.
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FAILED_DELETE_DATASTORES

ID: AMCLI-2792

Level: INFO

Description: Failed to delete datastores.

Data: name of realm, names of datastore

Triggers: Execute delete datastore Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_UPDATE_DATASTORE

ID: AMCLI-2800

Level: INFO

Description: Attempt to update datastore profile.

Data: name of realm, name of datastore

Triggers: Execute update datastore Commandline interface.

SUCCEEDED_UPDATE_DATASTORE

ID: AMCLI-2801

Level: INFO

Description: Update datastore succeeded.

Data: name of realm, name of datastore

Triggers: Execute update datastore Commandline interface.

FAILED_UPDATE_DATASTORE

ID: AMCLI-2802

Level: INFO

Description: Failed to update datastore.

Data: name of realm, name of datastore, error message

Triggers: Execute update datastore Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IMPORT_SM_CONFIG_DATA

ID: AMCLI-2900

Level: INFO
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Description: Attempt to import service management configuration data.

Data: name of file

Triggers: Execute export configuration data Commandline interface.

SUCCEEDED_IMPORT_SM_CONFIG_DATA

ID: AMCLI-2901

Level: INFO

Description: Import service management configuration data succeeded.

Data: name of file

Triggers: Execute export configuration data Commandline interface.

FAILED_IMPORT_SM_CONFIG_DATA

ID: AMCLI-2902

Level: INFO

Description: Failed to import service management configuration data.

Data: name of file, error message

Triggers: Execute export configuration data Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_EXPORT_SM_CONFIG_DATA

ID: AMCLI-3000

Level: INFO

Description: Attempt to export service management configuration data.

Data: name of file

Triggers: Execute export configuration data Commandline interface.

SUCCEEDED_IMPORT_SM_CONFIG_DATA

ID: AMCLI-3001

Level: INFO

Description: Export service management configuration data succeeded.

Data: name of file

Triggers: Execute export configuration data Commandline interface.
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FAILED_EXPORT_SM_CONFIG_DATA

ID: AMCLI-3002

Level: INFO

Description: Failed to export service management configuration data.

Data: name of file, error message

Triggers: Execute export configuration data Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_SERVERCONFIG_XML

ID: AMCLI-3010

Level: INFO

Description: Attempt to create server configuration xml.

Data: name of file

Triggers: Execute create server configuration xml Commandline interface.

SUCCEEDED_CREATE_SERVERCONFIG_XML

ID: AMCLI-3011

Level: INFO

Description: Create server configuration xml succeeded.

Data: name of file

Triggers: Execute create server configuration xml Commandline interface.

FAILED_CREATE_SERVERCONFIG_XML

ID: AMCLI-3012

Level: INFO

Description: Failed to create server configuration xml.

Data: name of file, error message

Triggers: Execute create server configuration xml Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REALM_REMOVE_SERVICE_ATTR_VALUES

ID: AMCLI-3020

Level: INFO
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Description: Attempt to remove service attribute values of realm.

Data: name of realm, name of service

Triggers: Execute remove service attribute values of realm Commandline interface.

SUCCEED_REALM_REMOVE_SERVICE_ATTR_VALUES

ID: AMCLI-3021

Level: INFO

Description: Service attribute values of realm are removed.

Data: name of realm, name of service

Triggers: Execute remove service attribute values of realm Commandline interface.

FAILED_REALM_REMOVE_SERVICE_ATTR_VALUES

ID: AMCLI-3022

Level: INFO

Description: Unable to remove service attribute values of realm.

Data: name of realm, name of service, error message

Triggers: Execute remove service attribute values of realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REALM_ADD_SERVICE_ATTR_VALUES

ID: AMCLI-3030

Level: INFO

Description: Attempt to add service attribute values of realm.

Data: name of realm, name of service

Triggers: Execute add service attribute values of realm Commandline interface.

SUCCEED_REALM_ADD_SERVICE_ATTR_VALUES

ID: AMCLI-3031

Level: INFO

Description: Service attribute values of realm are added.

Data: name of realm, name of service

Triggers: Execute add service attribute values of realm Commandline interface.
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FAILED_REALM_ADD_SERVICE_ATTR_VALUES

ID: AMCLI-3032

Level: INFO

Description: Unable to add service attribute values of realm.

Data: name of realm, name of service, error message

Triggers: Execute add service attribute values of realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_SERVER_CONFIG

ID: AMCLI-3040

Level: INFO

Description: Attempt to list server configuration.

Data: name of server

Triggers: Execute list server configuration Commandline interface.

SUCCEED_LIST_SERVER_CONFIG

ID: AMCLI-3041

Level: INFO

Description: Server configuration is displayed.

Data: name of server

Triggers: Execute list server configuration Commandline interface.

FAILED_LIST_SERVER_CONFIG

ID: AMCLI-3042

Level: INFO

Description: Unable to list server configuration.

Data: name of server, error message

Triggers: Execute list server configuration Commandline interface.

Actions: Check if servername is correct.; Look under debug file for more information.

ATTEMPT_UPDATE_SERVER_CONFIG

ID: AMCLI-3050

Level: INFO
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Description: Attempt to update server configuration.

Data: name of server

Triggers: Execute update server configuration Commandline interface.

SUCCEED_UPDATE_SERVER_CONFIG

ID: AMCLI-3051

Level: INFO

Description: Server configuration is updated.

Data: name of server

Triggers: Execute update server configuration Commandline interface.

FAILED_UPDATE_SERVER_CONFIG

ID: AMCLI-3052

Level: INFO

Description: Unable to update server configuration.

Data: name of server, error message

Triggers: Execute update server configuration Commandline interface.

Actions: Check if servername is correct.; Look under debug file for more information.

ATTEMPT_REMOVE_SERVER_CONFIG

ID: AMCLI-3060

Level: INFO

Description: Attempt to remove server configuration.

Data: name of server

Triggers: Execute remove server configuration Commandline interface.

SUCCEED_REMOVE_SERVER_CONFIG

ID: AMCLI-3061

Level: INFO

Description: Server configuration is removed.

Data: name of server

Triggers: Execute remove server configuration Commandline interface.
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FAILED_REMOVE_SERVER_CONFIG

ID: AMCLI-3062

Level: INFO

Description: Remove server configuration.

Data: name of server, error message

Triggers: Execute remove server configuration Commandline interface.

Actions: Check if servername is correct.; Look under debug file for more information.

ATTEMPT_CREATE_SERVER

ID: AMCLI-3070

Level: INFO

Description: Attempt to create server.

Data: name of server

Triggers: Execute create server Commandline interface.

SUCCEED_CREATE_SERVER

ID: AMCLI-3071

Level: INFO

Description: Server is created.

Data: name of server

Triggers: Execute create server Commandline interface.

FAILED_CREATE_SERVER

ID: AMCLI-3072

Level: INFO

Description: Unable to create server.

Data: name of server, error message

Triggers: Execute create server Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_SERVER

ID: AMCLI-3080

Level: INFO
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Description: Attempt to delete server.

Data: name of server

Triggers: Execute delete server Commandline interface.

SUCCEED_DELETE_SERVER

ID: AMCLI-3081

Level: INFO

Description: Server is deleted.

Data: name of server

Triggers: Execute delete server Commandline interface.

FAILED_DELETE_SERVER

ID: AMCLI-3082

Level: INFO

Description: Unable to delete server.

Data: name of server, error message

Triggers: Execute delete server Commandline interface.

Actions: Check the name of the server.; Look under debug file for more information.

ATTEMPT_LIST_SERVERS

ID: AMCLI-3090

Level: INFO

Description: Attempt to list servers.

Triggers: Execute list servers Commandline interface.

SUCCEED_LIST_SERVERS

ID: AMCLI-3091

Level: INFO

Description: Servers are displayed.

Triggers: Execute list servers Commandline interface.

FAILED_LIST_SERVERS

ID: AMCLI-3092

Level: INFO
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Description: Unable to list servers.

Data: error message

Triggers: Execute list servers Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_SITE

ID: AMCLI-3100

Level: INFO

Description: Attempt to create site.

Data: name of site, primary URL of site

Triggers: Execute create site Commandline interface.

SUCCEED_CREATE_SITE

ID: AMCLI-3101

Level: INFO

Description: Site is created.

Data: name of site, primary URL of site

Triggers: Execute create site Commandline interface.

FAILED_CREATE_SITE

ID: AMCLI-3102

Level: INFO

Description: Unable to create site.

Data: name of site, primary URL of site, error message

Triggers: Execute create site Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_SITES

ID: AMCLI-3110

Level: INFO

Description: Attempt to list sites.

Triggers: Execute list sites Commandline interface.
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SUCCEED_LIST_SITES

ID: AMCLI-3111

Level: INFO

Description: Sites are displayed.

Triggers: Execute list sites Commandline interface.

FAILED_LIST_SITES

ID: AMCLI-3112

Level: INFO

Description: Unable to list sites.

Data: error message

Triggers: Execute list sites Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SHOW_SITE_MEMBERS

ID: AMCLI-3120

Level: INFO

Description: Attempt to show site members.

Data: name of site

Triggers: Execute show site members Commandline interface.

SUCCEED_SHOW_SITE_MEMBERS

ID: AMCLI-3121

Level: INFO

Description: Site members are displayed.

Data: name of site

Triggers: Execute show site members Commandline interface.

FAILED_SHOW_SITE_MEMBERS

ID: AMCLI-3122

Level: INFO

Description: Unable to show site members.

Data: name of site, error message
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Triggers: Execute show site members Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_ADD_SITE_MEMBERS

ID: AMCLI-3130

Level: INFO

Description: Attempt to add members to site.

Data: name of site

Triggers: Execute add members to site Commandline interface.

SUCCEED_ADD_SITE_MEMBERS

ID: AMCLI-3131

Level: INFO

Description: Members are added to site.

Data: name of site

Triggers: Execute add members to site Commandline interface.

FAILED_ADD_SITE_MEMBERS

ID: AMCLI-3132

Level: INFO

Description: Unable to add members to site.

Data: name of site, error message

Triggers: Execute add members to site Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_SITE_MEMBERS

ID: AMCLI-3140

Level: INFO

Description: Attempt to remove members from site.

Data: name of site

Triggers: Execute remove members from site Commandline interface.

SUCCEED_REMOVE_SITE_MEMBERS

ID: AMCLI-3141
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Level: INFO

Description: Members are removed from site.

Data: name of site

Triggers: Execute remove members from site Commandline interface.

FAILED_REMOVE_SITE_MEMBERS

ID: AMCLI-3142

Level: INFO

Description: Unable to remove members from site.

Data: name of site, error message

Triggers: Execute remove members from site Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_SITE

ID: AMCLI-3150

Level: INFO

Description: Attempt to delete site.

Data: name of site

Triggers: Execute delete site Commandline interface.

SUCCEED_DELETE_SITE

ID: AMCLI-3151

Level: INFO

Description: Site is deleted.

Data: name of site

Triggers: Execute delete site Commandline interface.

FAILED_DELETE_SITE

ID: AMCLI-3152

Level: INFO

Description: Unable to delete members from site.

Data: name of site, error message

Triggers: Execute delete site Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_SET_SITE_PRIMARY_URL

ID: AMCLI-3160

Level: INFO

Description: Attempt to set site primary URL.

Data: name of site, primary URL of site

Triggers: Execute set site primary URL Commandline interface.

SUCCEED_SET_SITE_PRIMARY_URL

ID: AMCLI-3161

Level: INFO

Description: Site primary URL is set.

Data: name of site, primary URL of site

Triggers: Execute set site primary URL Commandline interface.

FAILED_SET_SITE_PRIMARY_URL

ID: AMCLI-3162

Level: INFO

Description: Unable to set site primary URL.

Data: name of site, primary URL of site, error message

Triggers: Execute set site primary URL Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SHOW_SITE

ID: AMCLI-3170

Level: INFO

Description: Attempt to show site profile.

Data: name of site

Triggers: Execute show site profile Commandline interface.

SUCCEED_SHOW_SITE

ID: AMCLI-3171

Level: INFO

Description: Site profile is displayed.
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Data: name of site

Triggers: Execute show site profile Commandline interface.

FAILED_SHOW_SITE

ID: AMCLI-3172

Level: INFO

Description: Unable to show site profile.

Data: name of site, error message

Triggers: Execute show site profile Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_SITE_FAILOVER_URLS

ID: AMCLI-3180

Level: INFO

Description: Attempt to set site failover URLs.

Data: name of site

Triggers: Execute set site failover URLs Commandline interface.

SUCCEED_SET_SITE_FAILOVER_URLS

ID: AMCLI-3181

Level: INFO

Description: Site failover URLs are set.

Data: name of site

Triggers: Execute set site failover URLs Commandline interface.

FAILED_SET_SITE_FAILOVER_URLS

ID: AMCLI-3182

Level: INFO

Description: Unable to set site failover URLs.

Data: name of site, error message

Triggers: Execute set site failover URLs Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_ADD_SITE_FAILOVER_URLS

ID: AMCLI-3190

Level: INFO

Description: Attempt to add site failover URLs.

Data: name of site

Triggers: Execute add site failover URLs Commandline interface.

SUCCEED_ADD_SITE_FAILOVER_URLS

ID: AMCLI-3191

Level: INFO

Description: Site failover URLs are added.

Data: name of site

Triggers: Execute add site failover URLs Commandline interface.

FAILED_ADD_SITE_FAILOVER_URLS

ID: AMCLI-3192

Level: INFO

Description: Unable to add site failover URLs.

Data: name of site, error message

Triggers: Execute add site failover URLs Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_SITE_FAILOVER_URLS

ID: AMCLI-3200

Level: INFO

Description: Attempt to remove site failover URLs.

Data: name of site

Triggers: Execute remove site failover URLs Commandline interface.

SUCCEED_REMOVE_SITE_FAILOVER_URLS

ID: AMCLI-3201

Level: INFO

Description: Site failover URLs are removed.
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Data: name of site

Triggers: Execute remove site failover URLs Commandline interface.

FAILED_REMOVE_SITE_FAILOVER_URLS

ID: AMCLI-3202

Level: INFO

Description: Unable to remove site failover URLs.

Data: name of site, error message

Triggers: Execute remove site failover URLs Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CLONE_SERVER

ID: AMCLI-3210

Level: INFO

Description: Attempt to clone server.

Data: name of server, name of cloned server

Triggers: Execute clone server Commandline interface.

SUCCEED_CLONE_SERVER

ID: AMCLI-3211

Level: INFO

Description: Server is cloned.

Data: name of server, name of cloned server

Triggers: Execute clone server Commandline interface.

FAILED_CLONE_SERVER

ID: AMCLI-3212

Level: INFO

Description: Unable to clone server.

Data: name of server, name of cloned server, error message

Triggers: Execute clone server Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_EXPORT_SERVER

ID: AMCLI-3220

Level: INFO

Description: Attempt to export server.

Data: name of server

Triggers: Execute export server Commandline interface.

SUCCEED_EXPORT_SERVER

ID: AMCLI-3221

Level: INFO

Description: Server is cloned.

Data: name of server

Triggers: Execute export server Commandline interface.

FAILED_EXPORT_SERVER

ID: AMCLI-3222

Level: INFO

Description: Unable to export server.

Data: name of server, error message

Triggers: Execute export server Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IMPORT_SERVER

ID: AMCLI-3230

Level: INFO

Description: Attempt to import server configuration.

Data: name of server

Triggers: Execute import server configuration Commandline interface.

SUCCEED_IMPORT_SERVER

ID: AMCLI-3231

Level: INFO

Description: Server configuration is imported.
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Data: name of server

Triggers: Execute import server configuration Commandline interface.

FAILED_IMPORT_SERVER

ID: AMCLI-3232

Level: INFO

Description: Unable to import server configuration.

Data: name of server, error message

Triggers: Execute import server configuration Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_SUPPORTED_DATA_TYPES

ID: AMCLI-5000

Level: INFO

Description: Attempt to get the supported data types.

Triggers: Execute get the supported data type Commandline interface.

SUCCEED_GET_SUPPORTED_DATA_TYPES

ID: AMCLI-5001

Level: INFO

Description: The supported data types are retrieved.

Triggers: Execute add service attribute values Commandline interface.

FAILED_GET_SUPPORTED_DATA_TYPES

ID: AMCLI-5002

Level: INFO

Description: Unable to get the supported data types.

Data: error message

Triggers: Execute get the supported data types Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_AGENT

ID: AMCLI-4000

Level: INFO
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Description: Attempt to create an agent.

Data: realm, agent type, name of agent

Triggers: Execute create agent Commandline interface.

SUCCEED_CREATE_AGENT

ID: AMCLI-4001

Level: INFO

Description: Agent is created.

Data: realm, agent type, name of agent

Triggers: Execute create agent Commandline interface.

FAILED_CREATE_AGENT

ID: AMCLI-4002

Level: INFO

Description: Unable to create agent.

Data: realm, agent type, name of agent, error message

Triggers: Execute create agent Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_AGENTS

ID: AMCLI-4010

Level: INFO

Description: Attempt to delete agents.

Data: name of realm, name of agents

Triggers: Execute delete agents Commandline interface.

SUCCEED_DELETE_AGENTS

ID: AMCLI-4011

Level: INFO

Description: Agents are deleted.

Data: name of realm, name of agents

Triggers: Execute delete agents Commandline interface.
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FAILED_DELETE_AGENTS

ID: AMCLI-4012

Level: INFO

Description: Unable to delete agents.

Data: name of realm, name of agents, error message

Triggers: Execute delete agents Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_UPDATE_AGENT

ID: AMCLI-4020

Level: INFO

Description: Attempt to set attribute values of an agent.

Data: name of realm, name of agent

Triggers: Execute update agent Commandline interface.

SUCCEED_UPDATE_AGENT

ID: AMCLI-4021

Level: INFO

Description: Agent profile is modified.

Data: name of realm, name of agent

Triggers: Execute update agent Commandline interface.

FAILED_UPDATE_AGENT

ID: AMCLI-4022

Level: INFO

Description: Unable to update an agent.

Data: name of realm, name of agent, error message

Triggers: Execute update agent Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_AGENTS

ID: AMCLI-4030

Level: INFO
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Description: Attempt to list agents.

Data: name of realm, agent type, search pattern

Triggers: Execute list agents Commandline interface.

SUCCEED_LIST_AGENTS

ID: AMCLI-4031

Level: INFO

Description: Search Result is returned.

Data: name of realm, agent type, search pattern

Triggers: Execute list agents Commandline interface.

FAILED_LIST_AGENTS

ID: AMCLI-4032

Level: INFO

Description: Unable to list agents.

Data: name of realm, agent type, search pattern, error message

Triggers: Execute list agents Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SHOW_AGENT

ID: AMCLI-4040

Level: INFO

Description: Attempt to get attribute values of an agent.

Data: name of realm, name of agent

Triggers: Execute get the attribute values of an agent Commandline interface.

SUCCEED_SHOW_AGENT

ID: AMCLI-4041

Level: INFO

Description: Attribute values are returned.

Data: name of realm, name of agent

Triggers: Execute get the attribute values of an agent Commandline interface.
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FAILED_SHOW_AGENT

ID: AMCLI-4042

Level: INFO

Description: Unable to get the attribute values of an agent.

Data: name of realm, name of agent, error message

Triggers: Execute get the attribute values of an agent Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_AGENT_GROUP

ID: AMCLI-4050

Level: INFO

Description: Attempt to create an agent group.

Data: realm, agent type, name of agent group

Triggers: Execute create agent group Commandline interface.

SUCCEED_CREATE_AGENT_GROUP

ID: AMCLI-4051

Level: INFO

Description: Agent group is created.

Data: realm, agent type, name of agent group

Triggers: Execute create agent group Commandline interface.

FAILED_CREATE_AGENT_GROUP

ID: AMCLI-4052

Level: INFO

Description: Unable to create agent group.

Data: realm, agent type, name of agent group, error message

Triggers: Execute create agent group Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_AGENT_GROUPS

ID: AMCLI-4060

Level: INFO
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Description: Attempt to delete agent groups.

Data: name of realm, name of agent groups

Triggers: Execute delete agent groups Commandline interface.

SUCCEED_DELETE_AGENT_GROUPS

ID: AMCLI-4061

Level: INFO

Description: Agent groups are deleted.

Data: name of realm, name of agent groups

Triggers: Execute delete agent groups Commandline interface.

FAILED_DELETE_AGENT_GROUPS

ID: AMCLI-4062

Level: INFO

Description: Unable to delete agent groups.

Data: name of realm, name of agent groups, error message

Triggers: Execute delete agent groups Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_AGENT_GROUPS

ID: AMCLI-4070

Level: INFO

Description: Attempt to list agent groups.

Data: name of realm, agent type, search pattern

Triggers: Execute list agent groups Commandline interface.

SUCCEED_LIST_AGENT_GROUPS

ID: AMCLI-4071

Level: INFO

Description: Search Result is returned.

Data: name of realm, agent type, search pattern

Triggers: Execute list agent groups Commandline interface.
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FAILED_LIST_AGENT_GROUPS

ID: AMCLI-4072

Level: INFO

Description: Unable to list agent groups.

Data: name of realm, agent type, search pattern, error message

Triggers: Execute list agent groups Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_ADD_AGENT_TO_GROUP

ID: AMCLI-4080

Level: INFO

Description: Attempt to add agent to group.

Data: name of realm, name of agent group, name of agent

Triggers: Execute add agents to group Commandline interface.

SUCCEED_ADD_AGENT_TO_GROUP

ID: AMCLI-4081

Level: INFO

Description: Agent is added to group.

Data: name of realm, name of agent group, name of agent

Triggers: Execute add agent to group Commandline interface.

FAILED_ADD_AGENT_TO_GROUP

ID: AMCLI-4082

Level: INFO

Description: Unable to add agent to group.

Data: name of realm, name of agent group, name of agent, error message

Triggers: Execute add agent to group Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_AGENT_FROM_GROUP

ID: AMCLI-4090

Level: INFO
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Description: Attempt to remove agent from group.

Data: name of realm, name of agent group, name of agent

Triggers: Execute remove agent from group Commandline interface.

SUCCEED_REMOVE_AGENT_FROM_GROUP

ID: AMCLI-4091

Level: INFO

Description: Agent is removed to group.

Data: name of realm, name of agent group, name of agent

Triggers: Execute remove agent from group Commandline interface.

FAILED_REMOVE_AGENT_FROM_GROUP

ID: AMCLI-4092

Level: INFO

Description: Unable to remove agent from group.

Data: name of realm, name of agent group, name of agent, error message

Triggers: Execute remove agent from group Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_AGENT_PWD

ID: AMCLI-4100

Level: INFO

Description: Attempt to set agent password.

Data: realm, name of agent

Triggers: Execute set agent password Commandline interface.

SUCCEED_SET_AGENT_PWD

ID: AMCLI-4101

Level: INFO

Description: Agent password is modified.

Data: realm, name of agent

Triggers: Execute set agent password Commandline interface.
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FAILED_SET_AGENT_PWD

ID: AMCLI-4102

Level: INFO

Description: Unable to set agent password.

Data: realm, name of agent, error message

Triggers: Execute set agent password Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SHOW_AGENT_GROUP

ID: AMCLI-4110

Level: INFO

Description: Attempt to get attribute values of an agent group.

Data: name of realm, name of agent group

Triggers: Execute get the attribute values of an agent group Commandline interface.

SUCCEED_SHOW_AGENT_GROUP

ID: AMCLI-4111

Level: INFO

Description: Attribute values are returned.

Data: name of realm, name of agent group

Triggers: Execute get the attribute values of an agent group Commandline interface.

FAILED_SHOW_AGENT_GROUP

ID: AMCLI-4112

Level: INFO

Description: Unable to get the attribute values of an agent group.

Data: name of realm, name of agent group, error message

Triggers: Execute get the attribute values of an agent group Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_UPDATE_AGENT_GROUP

ID: AMCLI-4120

Level: INFO
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Description: Attempt to set attribute values of an agent group.

Data: name of realm, name of agent group

Triggers: Execute update agent group Commandline interface.

SUCCEED_UPDATE_AGENT_GROUP

ID: AMCLI-4121

Level: INFO

Description: Agent group profile is modified.

Data: name of realm, name of agent group

Triggers: Execute update agent group Commandline interface.

FAILED_UPDATE_AGENT_GROUP

ID: AMCLI-4122

Level: INFO

Description: Unable to update an agent.

Data: name of realm, name of agent group, error message

Triggers: Execute update agent group Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SHOW_AGENT_TYPES

ID: AMCLI-4130

Level: INFO

Description: Attempt to show supported agent types.

Triggers: Execute show supported agent types Commandline interface.

SUCCEED_SHOW_AGENT_TYPES

ID: AMCLI-4131

Level: INFO

Description: Supported agent types is displayed.

Triggers: Execute show supported agent types Commandline interface.

FAILED_SHOW_AGENT_TYPES

ID: AMCLI-4132

Level: INFO
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Description: Unable to show supported agent types.

Data: error message

Triggers: Execute show supported agent types Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SHOW_AGENT_GROUP_MEMBERS

ID: AMCLI-4140

Level: INFO

Description: Attempt to show agent group members.

Data: name of realm, name of agent group

Triggers: Execute show agent group members Commandline interface.

SUCCEED_SHOW_AGENT_GROUP_MEMBERS

ID: AMCLI-4141

Level: INFO

Description: Agent group’s members are displayed.

Data: name of realm, name of agent group

Triggers: Execute show agent group members Commandline interface.

FAILED_SHOW_AGENT_GROUP_MEMBERS

ID: AMCLI-4142

Level: INFO

Description: Unable to show agent group members.

Data: name of realm, name of agent group, error message

Triggers: Execute show agent group members Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_AGENT_MEMBERSHIP

ID: AMCLI-4150

Level: INFO

Description: Attempt to show agent’s membership.

Data: name of realm, name of agent

Triggers: Execute show agent’s membership Commandline interface.
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SUCCEED_LIST_AGENT_MEMBERSHIP

ID: AMCLI-4151

Level: INFO

Description: Agent’s membership are displayed.

Data: name of realm, name of agent

Triggers: Execute show agent’s membership Commandline interface.

FAILED_LIST_AGENT_MEMBERSHIP

ID: AMCLI-4152

Level: INFO

Description: Unable to show agent’s membership.

Data: name of realm, name of agent, error message

Triggers: Execute show agent’s membership Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REGISTER_AUTH_MODULE

ID: AMCLI-4500

Level: INFO

Description: Attempt to register authentication module.

Data: name of service

Triggers: Execute register authentication module Commandline interface.

SUCCEED_REGISTER_AUTH_MODULE

ID: AMCLI-4501

Level: INFO

Description: Authentication module is registered.

Data: name of service

Triggers: Execute register authentication module Commandline interface.

FAILED_REGISTER_AUTH_MODULE

ID: AMCLI-4502

Level: INFO

Description: Unable to register authentication module.
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Data: name of service, error message

Triggers: Execute register authentication module Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_UNREGISTER_AUTH_MODULE

ID: AMCLI-4510

Level: INFO

Description: Attempt to unregister authentication module.

Data: name of service

Triggers: Execute unregister authentication module Commandline interface.

SUCCEED_UNREGISTER_AUTH_MODULE

ID: AMCLI-4511

Level: INFO

Description: Authentication module is unregistered.

Data: name of service

Triggers: Execute unregister authentication module Commandline interface.

FAILED_UNREGISTER_AUTH_MODULE

ID: AMCLI-4512

Level: INFO

Description: Unable to unregister authentication module.

Data: name of service, error message

Triggers: Execute unregister authentication module Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_GET_SUPPORTED_AUTH_MODULES

ID: AMCLI-4515

Level: INFO

Description: Attempt to get supported authentication modules in the system.

Triggers: Execute get supported authentication modules in the system Commandline interface.

SUCCEED_GET_SUPPORTED_AUTH_MODULES

ID: AMCLI-4516
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Level: INFO

Description: Supported authentication modules in the system are displayed.

Triggers: Execute get supported authentication modules in the system module Commandline interface.

FAILED_GET_SUPPORTED_AUTH_MODULES

ID: AMCLI-4517

Level: INFO

Description: Failed to get supported authentication modules in the system.

Data: error message

Triggers: Execute get supported authentication modules in the system Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_AGENT_PROPERTIES

ID: AMCLI-4520

Level: INFO

Description: Attempt to remove property values of an agent.

Data: name of realm, name of agent, property names

Triggers: Execute remove property values of an agent Commandline interface.

SUCCEED_REMOVE_AGENT_PROPERTIES

ID: AMCLI-4521

Level: INFO

Description: Property values are removed.

Data: name of realm, name of agent, property names

Triggers: Execute remove property values of an agent Commandline interface.

FAILED_REMOVE_AGENT_PROPERTIES

ID: AMCLI-4522

Level: INFO

Description: Unable to remove property values of an agent.

Data: name of realm, name of agent, property names, error message

Triggers: Execute remove property values of an agent Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_GET_SERVER_CONFIG_XML

ID: AMCLI-4600

Level: INFO

Description: Attempt to get server configuration XML.

Data: name of server

Triggers: Execute get server configuration XML Commandline interface.

SUCCEED_GET_SERVER_CONFIG_XML

ID: AMCLI-4601

Level: INFO

Description: Server configuration XML is displayed.

Data: name of server

Triggers: Execute get server configuration XML Commandline interface.

FAILED_GET_SERVER_CONFIG_XML

ID: AMCLI-4602

Level: INFO

Description: Unable to get server configuration XML.

Data: name of server, error message

Triggers: Execute get server configuration XML Commandline interface.

Actions: Check if servername is correct.; Look under debug file for more information.

ATTEMPT_SET_SERVER_CONFIG_XML

ID: AMCLI-4610

Level: INFO

Description: Attempt to set server configuration XML.

Data: name of server

Triggers: Execute set server configuration XML Commandline interface.

SUCCEED_SET_SERVER_CONFIG_XML

ID: AMCLI-4611

Level: INFO

Description: Server configuration XML is set.
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Data: name of server

Triggers: Execute set server configuration XML Commandline interface.

FAILED_SET_SERVER_CONFIG_XML

ID: AMCLI-4612

Level: INFO

Description: Unable to set server configuration XML.

Data: name of server, error message

Triggers: Execute set server configuration XML Commandline interface.

Actions: Check if servername is correct.; Look under debug file for more information.

ATTEMPT_LIST_DATASTORE_TYPES

ID: AMCLI-4700

Level: INFO

Description: Attempt to list supported datastore types.

Triggers: Execute list supported datastore types Commandline interface.

SUCCEEDED_LIST_DATASTORE_TYPES

ID: AMCLI-4701

Level: INFO

Description: List supported datastore types succeeded.

Triggers: Execute list supported datastore types Commandline interface.

FAILED_LIST_DATASTORE_TYPES

ID: AMCLI-4702

Level: INFO

Description: Failed to list supported datastore types.

Data: error message

Triggers: Execute list supported datastore types Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_ADD_AUTH_CONFIG_ENTRY

ID: AMCLI-4800

Level: INFO
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Description: Attempt to add authentication configuration entry.

Data: name of realm, name of authentication configuration, name of module

Triggers: Execute add authentication configuration entry Commandline interface.

SUCCEEDED_ADD_AUTH_CONFIG_ENTRY

ID: AMCLI-4801

Level: INFO

Description: Authentication instance configuration entry is created.

Data: name of realm, name of authentication configuration, name of module

Triggers: Execute add authentication configuration entry Commandline interface.

FAILED_ADD_AUTH_CONFIG_ENTRY

ID: AMCLI-4802

Level: INFO

Description: Failed to add authentication configuration entry.

Data: name of realm, name of authentication configuration, name of module, error message

Triggers: Execute add authentication configuration entry Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SHOW_DATASTORE

ID: AMCLI-5000

Level: INFO

Description: Attempt to show datastore profile.

Data: name of realm, name of datastore

Triggers: Execute show datastore Commandline interface.

SUCCEEDED_SHOW_DATASTORE

ID: AMCLI-5001

Level: INFO

Description: Show datastore succeeded.

Data: name of realm, name of datastore

Triggers: Execute show datastore Commandline interface.
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FAILED_SHOW_DATASTORE

ID: AMCLI-5002

Level: INFO

Description: Failed to show datastore profile.

Data: name of realm, name of datastore, error message

Triggers: Execute show datastore Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_SVC_ATTR_VALUES_REALM

ID: AMCLI-5200

Level: INFO

Description: Attempt to set attribute value to a service that is assigned to a realm.

Data: name of realm, name of service

Triggers: Execute set attribute values a service that is assigned to a to realm Commandline interface.

SUCCEED_SET_SVC_ATTR_VALUES_REALM

ID: AMCLI-5201

Level: INFO

Description: Attribute values is set to a service that is assigned to a realm.

Data: name of realm, name of service

Triggers: Execute set attribute values to a service that is assigned to a realm Commandline interface.

FAILED_SET_SVC_ATTR_VALUES_REALM

ID: AMCLI-5202

Level: INFO

Description: Unable to set attribute values to a service that is assigned to a realm.

Data: name of realm, name of service, error message

Triggers: Execute set attribute values to a service that is assigned to a realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_EMBEDDED_STATUS

ID: AMCLI-5103

Level: INFO
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Description: Get Embedded Status.

Data: port number of embedded store

Triggers: Execute Embedded Status Commandline interface.

SUCCEEDED_EMBEDDED_STATUS

ID: AMCLI-5104

Level: INFO

Description: Embedded Status Successful.

Data: port number of embedded store

Triggers: Execute Embedded Status Commandline interface.

FAILED_EMBEDDED_STATUS

ID: AMCLI-5105

Level: INFO

Description: Failed to get embedded status.

Data: port number of embedded store, error message

Triggers: Execute Embedded Status Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_ADD_COT_MEMBER

ID: AMCLI-5106

Level: INFO

Description: Attempt to add a member to a Circle of Trust.

Data: realm, entity ID, circle of trust, protocol specification

Triggers: Execute add a member to a Circle of Trust Commandline interface.

SUCCEEDED_ADD_COT_MEMBER

ID: AMCLI-5107

Level: INFO

Description: Adding a member to a Circle of Trust succeeded.

Data: realm, entity ID, circle of trust, protocol specification

Triggers: Execute add a member to a Circle of Trust Commandline interface.

Reference PingAM

1254 Copyright © 2025 Ping Identity Corporation



FAILED_ADD_COT_MEMBER

ID: AMCLI-5108

Level: INFO

Description: Failed to add a member to a circle of trust.

Data: realm, entity ID, circle of trust, protocol specification, error message

Triggers: Execute add a member to a Circle of Trust Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DO_BULK_FEDERATION

ID: AMCLI-5109

Level: INFO

Description: Attempt to do bulk federation.

Data: metaAlias for local provider, Remote entity Id, File name of local to remote user Id mapping, Name of file that will be
created by this sub command, protocol specification

Triggers: Execute Do Bulk Federation Commandline interface.

SUCCEEDED_DO_BULK_FEDERATION

ID: AMCLI-5110

Level: INFO

Description: Bulk Federation succeeded.

Data: metaAlias for local provider, Remote entity Id, File name of local to remote user Id mapping, Name of file that will be
created by this sub command, protocol specification

Triggers: Execute Do Bulk Federation Commandline interface.

FAILED_DO_BULK_FEDERATION

ID: AMCLI-5111

Level: INFO

Description: Failed to do bulk federation.

Data: metaAlias for local provider, Remote entity Id, File name of local to remote user Id mapping, Name of file that will be
created by this sub command, protocol specification, error message

Triggers: Execute Do Bulk Federation Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_COT

ID: AMCLI-5112
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Level: INFO

Description: Attempt to create Circle of Trust.

Data: Realm, Circle of Trust, Trusted Providers, Prefix URL for idp discovery reader and writer URL

Triggers: Execute Create Circle of Trust Commandline interface.

SUCCEEDED_CREATE_COT

ID: AMCLI-5113

Level: INFO

Description: Creating Circle of Trust succeeded.

Data: Realm, Circle of Trust, Trusted Providers, Prefix URL for idp discovery reader and writer URL

Triggers: Execute Create Circle of Trust Commandline interface.

FAILED_CREATE_COT

ID: AMCLI-5114

Level: INFO

Description: Failed to create Circle of Trust.

Data: Realm, Circle of Trust, Trusted Providers, Prefix URL for idp discovery reader and writer URL, error message

Triggers: Execute Create Circle of Trust Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_METADATA_TEMPL

ID: AMCLI-5115

Level: INFO

Description: Attempt to create metadata template.

Data: Entity ID, file name for the standard metadata to be created, file name for the extended metadata to be created,
metaAlias for hosted identity provider to be created, metaAlias for hosted service provider to be created, metaAlias for
hosted attribute authority to be created, metaAlias for hosted attribute query provider to be created, metaAlias for hosted
authentication authority to be created, metaAlias for policy decision point to be created, metaAlias for policy enforcement
point to be created, metaAlias for hosted affiliation, protocol specification

Triggers: Execute Create MetaData Template Commandline interface.

SUCCEEDED_CREATE_METADATA_TEMPL

ID: AMCLI-5116

Level: INFO

Description: Creating MetaData Template succeeded.
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Data: Entity ID, file name for the standard metadata to be created, file name for the extended metadata to be created,
metaAlias for hosted identity provider to be created, metaAlias for hosted service provider to be created, metaAlias for
hosted attribute authority to be created, metaAlias for hosted attribute query provider to be created, metaAlias for hosted
authentication authority to be created, metaAlias for policy decision point to be created, metaAlias for policy enforcement
point to be created, metaAlias for hosted affiliation, protocol specification

Triggers: Execute Create MetaData Template Commandline interface.

FAILED_CREATE_METADATA_TEMPL

ID: AMCLI-5117

Level: INFO

Description: Failed to create metaData template.

Data: Entity ID, protocol specification, error message

Triggers: Execute Create MetaData Template Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_COT

ID: AMCLI-5118

Level: INFO

Description: Attempt to delete Circle of Trust.

Data: Realm, Circle of Trust

Triggers: Execute Delete Circle of Trust Commandline interface.

SUCCEEDED_DELETE_COT

ID: AMCLI-5119

Level: INFO

Description: Deleting Circle of Trust succeeded.

Data: Realm, Circle of Trust

Triggers: Execute Delete Circle of Trust Commandline interface.

FAILED_DELETE_COT

ID: AMCLI-5120

Level: INFO

Description: Failed to delete Circle of Trust.

Data: Realm, Circle of Trust, error message

Triggers: Execute Delete Circle of Trust Commandline interface.
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Actions: Look under debug file for more information.

ATTEMPT_DELETE_ENTITY

ID: AMCLI-5121

Level: INFO

Description: Attempt to delete metadata.

Data: Realm, Entity ID, protocol specification

Triggers: Execute Delete Metadata Commandline interface.

SUCCEEDED_DELETE_ENTITY

ID: AMCLI-5122

Level: INFO

Description: Deleting Metadata succeeded.

Data: Realm, Entity ID, protocol specification

Triggers: Execute Delete Metadata Commandline interface.

FAILED_DELETE_ENTITY

ID: AMCLI-5123

Level: INFO

Description: Failed to delete metadata.

Data: Realm, Entity ID, protocol specification, error message

Triggers: Execute Delete Metadata Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_EXPORT_ENTITY

ID: AMCLI-5124

Level: INFO

Description: Attempt to export entity.

Data: Realm, Entity ID, Name of file to save the standard metadata XML, Name of file to save the extended metadata XML,
protocol specification

Triggers: Execute export entity Commandline interface.

SUCCEEDED_EXPORT_ENTITY

ID: AMCLI-5125

Level: INFO
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Description: Exporting entity succeeded.

Data: Realm, Entity ID, Name of file to save the standard metadata XML, Name of file to save the extended metadata XML,
protocol specification

Triggers: Execute export entity Commandline interface.

FAILED_EXPORT_ENTITY

ID: AMCLI-5126

Level: INFO

Description: Failed to export entity.

Data: Realm, Entity ID, Name of file to save the standard metadata XML, Name of file to save the extended metadata XML,
protocol specification, error message

Triggers: Execute export entity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IMPORT_BULK_FED_DATA

ID: AMCLI-5127

Level: INFO

Description: Attempt to import bulk federation data.

Data: metaAlias for local provider, File name of bulk federation data which is generated by this command, protocol
specification

Triggers: Execute import bulk federation data Commandline interface.

SUCCEEDED_IMPORT_BULK_FED_DATA

ID: AMCLI-5128

Level: INFO

Description: Importing bulk federation data succeeded.

Data: metaAlias for local provider, File name of bulk federation data which is generated by this command, protocol
specification

Triggers: Execute import bulk federation data Commandline interface.

FAILED_IMPORT_BULK_FED_DATA

ID: AMCLI-5129

Level: INFO

Description: Failed to import bulk federation data.

Data: metaAlias for local provider, File name of bulk federation data which is generated by this command, protocol
specification, error message
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Triggers: Execute import bulk federation data Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_IMPORT_ENTITY

ID: AMCLI-5130

Level: INFO

Description: Attempt to import entity.

Data: Realm where entity resides, file name for the standard metadata to be imported, file name for the extended entity
configuration to be imported, name of the Circle of Trust this entity belongs, protocol specification

Triggers: Execute import entity Commandline interface.

SUCCEEDED_IMPORT_ENTITY

ID: AMCLI-5131

Level: INFO

Description: Importing entity succeeded.

Data: Realm where entity resides, file name for the standard metadata to be imported, file name for the extended entity
configuration to be imported, name of the Circle of Trust this entity belongs, protocol specification

Triggers: Execute import entity Commandline interface.

FAILED_IMPORT_ENTITY

ID: AMCLI-5132

Level: INFO

Description: Failed to import entity.

Data: Realm where entity resides, file name for the standard metadata to be imported, file name for the extended entity
configuration to be imported, name of the Circle of Trust this entity belongs, protocol specification, error message

Triggers: Execute import entity Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_COT_MEMBERS

ID: AMCLI-5133

Level: INFO

Description: Attempt to list members in a circle of trust.

Data: Realm, Circle of trust, protocol specification

Triggers: Execute list members in a circle of trust Commandline interface.
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SUCCEEDED_LIST_COT_MEMBERS

ID: AMCLI-5134

Level: INFO

Description: Listing members in a circle of trust succeeded.

Data: Realm, Circle of trust, protocol specification

Triggers: Execute list members in a circle of trust Commandline interface.

FAILED_LIST_COT_MEMBERS

ID: AMCLI-5135

Level: INFO

Description: Failed to list members in a circle of trust.

Data: Realm, Circle of trust, protocol specification, error message

Triggers: Execute list members in a circle of trust Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_COTS

ID: AMCLI-5136

Level: INFO

Description: Attempt to list circles of trust.

Data: realm

Triggers: Execute list circles of trust Commandline interface.

SUCCEEDED_LIST_COTS

ID: AMCLI-5137

Level: INFO

Description: Listing circles of trust succeeded.

Data: realm

Triggers: Execute list circles of trust Commandline interface.

FAILED_LIST_COTS

ID: AMCLI-5138

Level: INFO

Description: Failed to list circles of trust.
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Data: realm, error message

Triggers: Execute list circles of trust Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_ENTITIES

ID: AMCLI-5139

Level: INFO

Description: Attempt to list entities under a realm.

Data: realm, protocol specification

Triggers: Execute list entities under a realm Commandline interface.

SUCCEEDED_LIST_ENTITIES

ID: AMCLI-5140

Level: INFO

Description: Listing entities under a realm succeeded.

Data: realm, protocol specification

Triggers: Execute list entities under a realm Commandline interface.

FAILED_LIST_ENTITIES

ID: AMCLI-5141

Level: INFO

Description: Failed to list entities under a realm.

Data: realm, protocol specification, error message

Triggers: Execute list entities under a realm Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_COT_MEMBER

ID: AMCLI-5142

Level: INFO

Description: Attempt to remove a member from a circle of trust.

Data: Realm where circle of trust resides, Circle of trust, Entity ID, protocol specification

Triggers: Execute remove a member from a circle of trust Commandline interface.
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SUCCEEDED_REMOVE_COT_MEMBER

ID: AMCLI-5143

Level: INFO

Description: Removing a member from a circle of trust successful.

Data: Realm where circle of trust resides, Circle of trust, Entity ID, protocol specification

Triggers: Execute remove a member from a circle of trust Commandline interface.

FAILED_REMOVE_COT_MEMBER

ID: AMCLI-5144

Level: INFO

Description: Failed to remove a member from a circle of trust.

Data: Realm where circle of trust resides, Circle of trust, Entity ID, protocol specification, error message

Triggers: Execute remove a member from a circle of trust Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_UPDATE_ENTITY_KEYINFO

ID: AMCLI-5145

Level: INFO

Description: Attempt to update XML signing and encryption key information in hosted entity metadata.

Data: Realm, Entity ID, Service provider signing certificate alias, Identity provider signing certificate alias, Service provider
encryption certificate alias, Identity provider encryption certificate alias, protocol specification

Triggers: Execute Commandline interface.

SUCCEEDED_UPDATE_ENTITY_KEYINFO

ID: AMCLI-5146

Level: INFO

Description: Updating XML signing and encryption key information in hosted entity metadata succeeded.

Data: Realm, Entity ID, Service provider signing certificate alias, Identity provider signing certificate alias, Service provider
encryption certificate alias, Identity provider encryption certificate alias

Triggers: Execute update XML signing and encryption key information in hosted entity metadata Commandline interface.

FAILED_UPDATE_ENTITY_KEYINFO

ID: AMCLI-5147

Level: INFO
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Description: Failed to update XML signing and encryption key information in hosted entity metadata.

Data: Realm, Entity ID, Service provider signing certificate alias, Identity provider signing certificate alias, Service provider
encryption certificate alias, Identity provider encryption certificate alias, error message

Triggers: Execute update XML signing and encryption key information in hosted entity metadata Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_APPLICATION

ID: AMCLI-5500

Level: INFO

Description: Attempt to create application.

Data: Realm, Application name

Triggers: Execute create application Commandline interface.

SUCCEEDED_CREATE_APPLICATION

ID: AMCLI-5501

Level: INFO

Description: Create application succeeded.

Data: Realm, Application name

Triggers: Execute create application Commandline interface.

FAILED_CREATE_APPLICATION

ID: AMCLI-5502

Level: INFO

Description: Failed to create application.

Data: Realm, Application name, error message

Triggers: Execute create application Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_APPLICATIONS

ID: AMCLI-5510

Level: INFO

Description: Attempt to list applications in a realm.

Data: Realm

Triggers: Execute list applications Commandline interface.
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SUCCEEDED_LIST_APPLICATIONS

ID: AMCLI-5511

Level: INFO

Description: List applications in a realm succeeded.

Data: Realm

Triggers: Execute list applications Commandline interface.

FAILED_LIST_APPLICATIONS

ID: AMCLI-5512

Level: INFO

Description: Failed to list applications.

Data: Realm, error message

Triggers: Execute list applications Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_APPLICATION_TYPES

ID: AMCLI-5520

Level: INFO

Description: Attempt to list application types.

Triggers: Execute list application types Commandline interface.

SUCCEEDED_LIST_APPLICATION_TYPES

ID: AMCLI-5521

Level: INFO

Description: List application types succeeded.

Triggers: Execute list application types Commandline interface.

FAILED_LIST_APPLICATION_TYPES

ID: AMCLI-5522

Level: INFO

Description: Failed to list application types.

Data: error message

Triggers: Execute list application types Commandline interface.
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Actions: Look under debug file for more information.

ATTEMPT_SHOW_APPLICATION

ID: AMCLI-5530

Level: INFO

Description: Attempt to show application attributes.

Data: Realm, Application Name

Triggers: Execute show application Commandline interface.

SUCCEEDED_SHOW_APPLICATION

ID: AMCLI-5531

Level: INFO

Description: Attributes of application is displayed succeeded.

Data: Realm, Application Name

Triggers: Execute show application Commandline interface.

FAILED_SHOW_APPLICATION

ID: AMCLI-5532

Level: INFO

Description: Failed to show application attributes.

Data: Realm, Application Name, error message

Triggers: Execute show application Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SET_APPLICATION

ID: AMCLI-5540

Level: INFO

Description: Attempt to set application attributes.

Data: Realm, Application Name

Triggers: Execute set application attributes Commandline interface.

SUCCEEDED_SET_APPLICATION

ID: AMCLI-5541

Level: INFO
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Description: Attributes of application is modified succeeded.

Data: Realm, Application Name

Triggers: Execute set application attributes Commandline interface.

FAILED_SET_APPLICATION

ID: AMCLI-5542

Level: INFO

Description: Failed to set application attributes.

Data: Realm, Application Name, error message

Triggers: Execute set application attributes Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_APPLICATIONS

ID: AMCLI-5550

Level: INFO

Description: Attempt to delete applications.

Data: Realm

Triggers: Execute delete applications Commandline interface.

SUCCEEDED_DELETE_APPLICATIONS

ID: AMCLI-5551

Level: INFO

Description: Application are deleted.

Data: Realm

Triggers: Execute delete applications Commandline interface.

FAILED_DELETE_APPLICATIONS

ID: AMCLI-5552

Level: INFO

Description: Failed to delete applications.

Data: Realm, error message

Triggers: Execute delete applications Commandline interface.

Actions: Look under debug file for more information.
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ATTEMPT_SHOW_APPLICATION_TYPE

ID: AMCLI-5553

Level: INFO

Description: Attempt to show application type details.

Data: Application Type name

Triggers: Execute show application type Commandline interface.

SUCCEEDED_SHOW_APPLICATION_TYPE

ID: AMCLI-5554

Level: INFO

Description: Show application type details succeded.

Data: Application Type name

Triggers: Execute show application type Commandline interface.

ATTEMPT_DELETE_APPLICATION_TYPES

ID: AMCLI-5555

Level: INFO

Description: Attempt to delete application types.

Data: Application Type names

Triggers: Execute delete application types Commandline interface.

SUCCEEDED_DELETE_APPLICATION_TYPES

ID: AMCLI-5556

Level: INFO

Description: Delete application types succeeded.

Data: Application Type names

Triggers: Execute delete application types Commandline interface.

FAILED_DELETE_APPLICATION_TYPES

ID: AMCLI-5557

Level: INFO

Description: Delete application types failed.

Data: Application Type names, error message
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Triggers: Execute delete application types Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_APPLICATION_TYPE

ID: AMCLI-5558

Level: INFO

Description: Attempt to create application type.

Data: Application Type name

Triggers: Execute create application type Commandline interface.

SUCCEEDED_CREATE_APPLICATION_TYPE

ID: AMCLI-5559

Level: INFO

Description: Create application type succeeded.

Data: Application Type name

Triggers: Execute create application type Commandline interface.

FAILED_CREATE_APPLICATION_TYPE

ID: AMCLI-5560

Level: INFO

Description: Failed to create application type.

Data: Application Type name, error message

Triggers: Execute create application type Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SHOW_ENTITLEMENT_SVC

ID: AMCLI-5600

Level: INFO

Description: Attempt to show entitlement service configuration.

Triggers: Execute show entitlement service configuration Commandline interface.

SUCCEEDED_SHOW_ENTITLEMENT_SVC

ID: AMCLI-5601

Level: INFO
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Description: Entitlement service configuration is displayed.

Triggers: Execute show entitlement service configuration Commandline interface.

FAILED_SHOW_ENTITLEMENT_SVC

ID: AMCLI-5602

Level: INFO

Description: Failed to display entitlement service configuration.

Data: error message

Triggers: Execute show entitlement service configuration Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_MODIFY_ENTITLEMENT_SVC

ID: AMCLI-5610

Level: INFO

Description: Attempt to modify entitlement service configuration.

Triggers: Execute set entitlement service configuration Commandline interface.

SUCCEEDED_MODIFY_ENTITLEMENT_SVC

ID: AMCLI-5611

Level: INFO

Description: Entitlement service configuration is modified.

Triggers: Execute set entitlement service configuration Commandline interface.

FAILED_MODIFY_ENTITLEMENT_SVC

ID: AMCLI-5612

Level: INFO

Description: Failed to modify entitlement service configuration.

Data: error message

Triggers: Execute set entitlement service configuration Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_CREATE_APPLICATION_PRIVILEGE

ID: AMCLI-6010

Level: INFO
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Description: Attempt to create application privilege.

Data: realm, application privilege name

Triggers: Execute create application privilege Commandline interface.

SUCCEEDED_CREATE_APPLICATION_PRIVILEGE

ID: AMCLI-6011

Level: INFO

Description: Application privilege is created.

Data: realm, application privilege name

Triggers: Execute create application privilege Commandline interface.

FAILED_CREATE_APPLICATION_PRIVILEGE

ID: AMCLI-6012

Level: INFO

Description: Failed to create application privilege.

Data: realm, application privilege name, error message

Triggers: Execute create application privilege Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_DELETE_APPLICATION_PRIVILEGE

ID: AMCLI-6020

Level: INFO

Description: Attempt to delete application privilege.

Data: realm, application privilege name

Triggers: Execute delete application privilege Commandline interface.

SUCCEEDED_DELETE_APPLICATION_PRIVILEGE

ID: AMCLI-6021

Level: INFO

Description: Application privilege is deleted.

Data: realm, application privilege name

Triggers: Execute delete application privilege Commandline interface.
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FAILED_DELETE_APPLICATION_PRIVILEGE

ID: AMCLI-6022

Level: INFO

Description: Failed to delete application privilege.

Data: realm, application privilege name, error message

Triggers: Execute delete application privilege Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_SHOW_APPLICATION_PRIVILEGE

ID: AMCLI-6020

Level: INFO

Description: Attempt to show application privilege.

Data: realm, application privilege name

Triggers: Execute show application privilege Commandline interface.

SUCCEEDED_SHOW_APPLICATION_PRIVILEGE

ID: AMCLI-6021

Level: INFO

Description: Application privilege is displayed.

Data: realm, application privilege name

Triggers: Execute show application privilege Commandline interface.

FAILED_SHOW_APPLICATION_PRIVILEGE

ID: AMCLI-6022

Level: INFO

Description: Failed to show application privilege.

Data: realm, application privilege name, error message

Triggers: Execute show application privilege Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_LIST_APPLICATION_PRIVILEGES

ID: AMCLI-6030

Level: INFO
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Description: Attempt to list application privileges in a realm.

Data: realm

Triggers: Execute list application privileges Commandline interface.

SUCCEEDED_LIST_APPLICATION_PRIVILEGES

ID: AMCLI-6031

Level: INFO

Description: Application privileges are displayed.

Data: realm

Triggers: Execute list application privileges Commandline interface.

FAILED_LIST_APPLICATION_PRIVILEGES

ID: AMCLI-6032

Level: INFO

Description: Failed to list application privileges.

Data: realm, error message

Triggers: Execute list application privileges Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_UPDATE_APPLICATION_PRIVILEGE

ID: AMCLI-6040

Level: INFO

Description: Attempt to update application privilege.

Data: realm, application privilege name

Triggers: Execute update application privilege Commandline interface.

SUCCEEDED_UPDATE_APPLICATION_PRIVILEGE

ID: AMCLI-6041

Level: INFO

Description: Application privilege is updated.

Data: realm, application privilege name

Triggers: Execute update application privilege Commandline interface.
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FAILED_UPDATE_APPLICATION_PRIVILEGE

ID: AMCLI-6042

Level: INFO

Description: Failed to update application privilege.

Data: realm, application privilege name, error message

Triggers: Execute update application privileges Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_ADD_PLUGIN_SCHEMA

ID: AMCLI-6043

Level: INFO

Description: Attempt to add Plug-in schema.

Data: name of service, name of interface, name of plugin, name of i18n key, name of i18n name, name of class

Triggers: Execute add Plug-in schema Commandline interface.

SUCCEED_ADD_PLUGIN_SCHEMA

ID: AMCLI-6044

Level: INFO

Description: Added Plug-in schema.

Data: name of service, name of plugin

Triggers: Execute add Plug-in schema Commandline interface.

FAILED_ADD_PLUGIN_SCHEMA

ID: AMCLI-6045

Level: INFO

Description: Failed to add Plug-in schema.

Data: name of service, name of plugin, error message

Triggers: Execute add Plug-in schema Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_REMOVE_PLUGIN_SCHEMA

ID: AMCLI-6046

Level: INFO
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Description: Attempt to remove Plug-in schema.

Data: name of service, name of interface, name of plugin, name of i18n key, name of i18n name, name of class

Triggers: Execute remove Plug-in schema Commandline interface.

SUCCEED_REMOVE_PLUGIN_SCHEMA

ID: AMCLI-6047

Level: INFO

Description: Removed Plug-in schema.

Data: name of service, name of plugin

Triggers: Execute remove Plug-in schema Commandline interface.

FAILED_REMOVE_PLUGIN_SCHEMA

ID: AMCLI-6048

Level: INFO

Description: Failed to remove Plug-in schema.

Data: name of service, name of plugin, error message

Triggers: Execute remove Plug-in schema Commandline interface.

Actions: Look under debug file for more information.

SUCCEED_SET_SITE_ID

ID: AMCLI-6049

Level: INFO

Description: Site ID is set.

Data: name of site, id of site

Triggers: Execute set site ID Commandline interface.

FAILED_SET_SITE_ID

ID: AMCLI-6050

Level: INFO

Description: Unable to set site ID.

Data: name of site, site ID, error message

Triggers: Execute set site ID Commandline interface.

Actions: Look under debug file for more information.
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FAILED_START_RECORD

ID: AMCLI-6051

Level: INFO

Description: Unable to start the record.

Data: Server name, Json record, error message

Triggers: Execute start record Commandline interface.

Actions: Look under debug file for more information.

FAILED_STATUS_RECORD

ID: AMCLI-6052

Level: INFO

Description: Unable to get the status of the recording

Data: Server name, error message

Triggers: Execute status record Commandline interface.

Actions: Look under debug file for more information.

FAILED_STOP_RECORD

ID: AMCLI-6054

Level: INFO

Description: Recording can’t be stopped

Data: Server name, error message

Triggers: Execute stop record Commandline interface.

Actions: Look under debug file for more information.

SUCCESS_START_RECORD

ID: AMCLI-6055

Level: INFO

Description: Start recording

Data: Server name, Json record, Json result

Triggers: Execute start record Commandline interface.

Actions: Look under debug file for more information.
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SUCCESS_STATUS_RECORD

ID: AMCLI-6056

Level: INFO

Description: Get the status of the record with success

Data: Server name, Json result

Triggers: Execute status record Commandline interface.

Actions: Look under debug file for more information.

SUCCESS_STOP_RECORD

ID: AMCLI-6057

Level: INFO

Description: Stop recording

Data: Server name, Json result

Triggers: Execute stop record Commandline interface.

Actions: Look under debug file for more information.

ATTEMPT_STOP_RECORD

ID: AMCLI-6058

Level: INFO

Description: Attempt to stop recording.

Data: Server name

Triggers: Stop recording OpenAM.

ATTEMPT_STATUS_RECORD

ID: AMCLI-6059

Level: INFO

Description: Attempt to get the status of the recording.

Data: Server name

Triggers: Get the status of the current record.

ATTEMPT_START_RECORD

ID: AMCLI-6060

Level: INFO
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Description: Attempt to start recording.

Data: Server name, Json record, Json result

Triggers: Start record.

RESOURCE_READ_FAILED

ID: AMCLI-6100

Level: INFO

Description: Failed to read resource.

Data: Resource Id, Resource type, Http code

Triggers: Attempting to read resource to determine whether to create or update.

RESOURCE_UPDATE_SUCCESS

ID: AMCLI-6101

Level: INFO

Description: Successfully updated resource.

Data: Resource Id, Resource type

Triggers: Attempting to update an existing resource.

RESOURCE_UPDATE_FAILED

ID: AMCLI-6102

Level: INFO

Description: Failed to update resource.

Data: Resource Id, Resource type, Http code

Triggers: Attempting to update an existing resource.

RESOURCE_CREATE_SUCCESS

ID: AMCLI-6103

Level: INFO

Description: Successfully created resource.

Data: Resource Id, Resource type

Triggers: Attempting to create a new resource.

RESOURCE_CREATE_FAILED

ID: AMCLI-6104
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Level: INFO

Description: Failed to create resource.

Data: Resource Id, Resource type, Http code

Triggers: Attempting to create a new resource.

POLICY_EXPORT_SUCCESS

ID: AMCLI-6105

Level: INFO

Description: Successfully exported policy model resources.

Data: Realm, Exported File

Triggers: Executes export resource Commandline interface.

CONSOLE messages

ATTEMPT_IDENTITY_CREATION

ID: CONSOLE-1

Level: INFO

Description: Attempt to create Identity

Data: identity name, identity type, realm name

Triggers: Click on create button in Realm Creation Page.

IDENTITY_CREATED

ID: CONSOLE-2

Level: INFO

Description: Creation of Identity succeeded.

Data: identity name, identity type, realm name

Triggers: Click on create button in Realm Creation Page.

SSO_EXCEPTION_IDENTITY_CREATION

ID: CONSOLE-3

Level: SEVERE

Description: Creation of Identity failed

Data: identity name, identity type, realm name, error message

Triggers: Unable to create an identity under a realm. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.
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Actions: Look under data store log for more information.

IDM_EXCEPTION_IDENTITY_CREATION

ID: CONSOLE-4

Level: SEVERE

Description: Creation of Identity failed

Data: identity name, identity type, realm name, error message

Triggers: Unable to create an identity under a realm due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_SEARCH_IDENTITY

ID: CONSOLE-11

Level: INFO

Description: Attempt to search for Identities

Data: base realm, identity type, search pattern, search size limit, search time limit

Triggers: Click on Search button in identity search view.

SUCCEED_SEARCH_IDENTITY

ID: CONSOLE-12

Level: INFO

Description: Searching for Identities succeeded

Data: base realm, identity type, search pattern, search size limit, search time limit

Triggers: Click on Search button in identity search view.

SSO_EXCEPTION_SEARCH_IDENTITY

ID: CONSOLE-13

Level: SEVERE

Description: Searching for identities failed

Data: identity name, identity type, realm name, error message

Triggers: Unable to perform search operation on identities under a realm. It may be the single sign on token of the user
has expired; or the user does not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_SEARCH_IDENTITY

ID: CONSOLE-14
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Level: SEVERE

Description: Searching for identities failed

Data: identity name, identity type, realm name, error message

Triggers: Unable to perform search operation on identities under a realm due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_READ_IDENTITY_ATTRIBUTE_VALUE

ID: CONSOLE-21

Level: INFO

Description: Attempt to read attribute values of an identity

Data: identity name, name of attributes

Triggers: View identity profile view.

SUCCEED_READ_IDENTITY_ATTRIBUTE_VALUE

ID: CONSOLE-22

Level: INFO

Description: Reading of attribute values of an identity succeeded

Data: identity name, name of attributes

Triggers: View identity profile view.

SSO_EXCEPTION_READ_IDENTITY_ATTRIBUTE_VALUE

ID: CONSOLE-23

Level: SEVERE

Description: Reading of attribute values of an identity failed

Data: identity name, name of attributes, error message

Triggers: Unable to read attribute values of an identity. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_READ_IDENTITY_ATTRIBUTE_VALUE

ID: CONSOLE-24

Level: SEVERE

Description: Reading of attribute values of an identity failed

Data: identity name, name of attributes, error message
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Triggers: Unable to read attribute values of an identity due to data store error.

Actions: Look under data store log for more information.

SMS_EXCEPTION_READ_IDENTITY_ATTRIBUTE_VALUE

ID: CONSOLE-25

Level: SEVERE

Description: Reading of attribute values of an identity failed

Data: identity name, name of attributes, error message

Triggers: Unable to read attribute values of an identity due to exception service manager API.

Actions: Look under service manage log for more information.

ATTEMPT_MODIFY_IDENTITY_ATTRIBUTE_VALUE

ID: CONSOLE-31

Level: INFO

Description: Attempt to modify attribute values of an identity

Data: identity name, name of attributes

Triggers: Click on Save button in identity profile view.

SUCCEED_MODIFY_IDENTITY_ATTRIBUTE_VALUE

ID: CONSOLE-32

Level: INFO

Description: Modification of attribute values of an identity succeeded

Data: identity name, name of attributes

Triggers: Click on Save button in identity profile view.

SSO_EXCEPTION_MODIFY_IDENTITY_ATTRIBUTE_VALUE

ID: CONSOLE-33

Level: SEVERE

Description: Modification of attribute values of an identity failed

Data: identity name, name of attributes, error message

Triggers: Unable to modify attribute values of an identity. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation.

Actions: Look under data store log for more information.
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IDM_EXCEPTION_MODIFY_IDENTITY_ATTRIBUTE_VALUE

ID: CONSOLE-34

Level: SEVERE

Description: Modification of attribute values of an identity failed

Data: identity name, name of attributes, error message

Triggers: Unable to modify attribute values of an identity due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_DELETE_IDENTITY

ID: CONSOLE-41

Level: INFO

Description: Attempt to delete identities

Data: realm name, name of identities to be deleted

Triggers: Click on Delete button in identity search view.

SUCCEED_DELETE_IDENTITY

ID: CONSOLE-42

Level: INFO

Description: Deletion of identities succeeded

Data: realm name, name of identities to be deleted

Triggers: Click on Delete button in identity search view.

SSO_EXCEPTION_DELETE_IDENTITY

ID: CONSOLE-43

Level: SEVERE

Description: Deletion of identities failed

Data: realm name, name of identities to be deleted, error message

Triggers: Unable to delete identities. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_DELETE_IDENTITY

ID: CONSOLE-44

Level: SEVERE
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Description: Deletion of identities failed

Data: realm name, name of identities to be deleted, error message

Triggers: Unable to delete identities due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_READ_IDENTITY_MEMBERSHIP

ID: CONSOLE-51

Level: INFO

Description: Attempt to read identity’s memberships information

Data: name of identity, membership identity type

Triggers: View membership page of an identity.

SUCCEED_READ_IDENTITY_MEMBERSHIP

ID: CONSOLE-52

Level: INFO

Description: Reading of identity’s memberships information succeeded

Data: name of identity, membership identity type

Triggers: View membership page of an identity.

SSO_EXCEPTION_READ_IDENTITY_MEMBERSHIP

ID: CONSOLE-53

Level: SEVERE

Description: Reading of identity’s memberships information failed.

Data: name of identity, membership identity type, error message

Triggers: Unable to read identity’s memberships information. It may be the single sign on token of the user has expired; or
the user does not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_READ_IDENTITY_MEMBERSHIP

ID: CONSOLE-54

Level: SEVERE

Description: Reading of identity’s memberships information failed.

Data: name of identity, membership identity type, error message

Triggers: Unable to read identity’s memberships information due to data store error.
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Actions: Look under data store log for more information.

ATTEMPT_READ_IDENTITY_MEMBER

ID: CONSOLE-61

Level: INFO

Description: Attempt to read identity’s members information

Data: name of identity, members identity type

Triggers: View members page of an identity.

SUCCEED_READ_IDENTITY_MEMBER

ID: CONSOLE-62

Level: INFO

Description: Reading of identity’s members information succeeded

Data: name of identity, members identity type

Triggers: View members page of an identity.

SSO_EXCEPTION_READ_IDENTITY_MEMBER

ID: CONSOLE-63

Level: SEVERE

Description: Reading of identity’s members information failed.

Data: name of identity, member identity type, error message

Triggers: Unable to read identity’s members information. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_READ_IDENTITY_MEMBER

ID: CONSOLE-64

Level: SEVERE

Description: Reading of identity’s members information failed.

Data: name of identity, member identity type, error message

Triggers: Unable to read identity’s members information due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_ADD_IDENTITY_MEMBER

ID: CONSOLE-71
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Level: INFO

Description: Attempt to add member to an identity

Data: name of identity, name of identity to be added.

Triggers: Select members to be added to an identity.

SUCCEED_ADD_IDENTITY_MEMBER

ID: CONSOLE-72

Level: INFO

Description: Addition of member to an identity succeeded

Data: name of identity, name of identity added.

Triggers: Select members to be added to an identity.

SSO_EXCEPTION_ADD_IDENTITY_MEMBER

ID: CONSOLE-73

Level: SEVERE

Description: Addition of member to an identity failed.

Data: name of identity, name of identity to be added., error message

Triggers: Unable to add member to an identity. It may be the single sign on token of the user has expired; or the user does
not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_ADD_IDENTITY_MEMBER

ID: CONSOLE-74

Level: SEVERE

Description: Addition of member to an identity failed.

Data: name of identity, name of identity to be added., error message

Triggers: Unable to add member to an identity due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_REMOVE_IDENTITY_MEMBER

ID: CONSOLE-81

Level: INFO

Description: Attempt to remove member from an identity

Data: name of identity, name of identity to be removed.
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Triggers: Select members to be removed from an identity.

SUCCEED_REMOVE_IDENTITY_MEMBER

ID: CONSOLE-82

Level: INFO

Description: Removal of member from an identity succeeded

Data: name of identity, name of identity removed.

Triggers: Select members to be removed from an identity.

SSO_EXCEPTION_REMOVE_IDENTITY_MEMBER

ID: CONSOLE-83

Level: SEVERE

Description: Removal of member to an identity failed.

Data: name of identity, name of identity to be removed., error message

Triggers: Unable to remove member from an identity. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_REMOVE_IDENTITY_MEMBER

ID: CONSOLE-84

Level: SEVERE

Description: Removal of member from an identity failed.

Data: name of identity, name of identity to be removed., error message

Triggers: Unable to remove member to an identity due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_READ_IDENTITY_ASSIGNED_SERVICE

ID: CONSOLE-91

Level: INFO

Description: Attempt to read assigned service names of an identity

Data: name of identity

Triggers: Click on Add button in service assignment view of an identity.

SUCCEED_READ_IDENTITY_ASSIGNED_SERVICE

ID: CONSOLE-92
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Level: INFO

Description: Reading assigned service names of an identity succeeded

Data: name of identity

Triggers: Click on Add button in service assignment view of an identity.

SSO_EXCEPTION_READ_IDENTITY_ASSIGNED_SERVICE

ID: CONSOLE-93

Level: SEVERE

Description: Reading assigned service names of an identity failed.

Data: name of identity, error message

Triggers: Unable to read assigned service names of an identity. It may be the single sign on token of the user has expired;
or the user does not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_READ_IDENTITY_ASSIGNED_SERVICE

ID: CONSOLE-94

Level: SEVERE

Description: Reading assigned service names of an identity failed.

Data: name of identity, error message

Triggers: Unable to read assigned service names of an identity due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_READ_IDENTITY_ASSIGNABLE_SERVICE

ID: CONSOLE-101

Level: INFO

Description: Attempt to read assignable service names of an identity

Data: name of identity

Triggers: View the services page of an identity.

SUCCEED_READ_IDENTITY_ASSIGNABLE_SERVICE

ID: CONSOLE-102

Level: INFO

Description: Reading assignable service names of an identity succeeded

Data: name of identity
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Triggers: View the services page of an identity.

SSO_EXCEPTION_READ_IDENTITY_ASSIGNABLE_SERVICE

ID: CONSOLE-103

Level: SEVERE

Description: Reading assignable service names of an identity failed.

Data: name of identity, error message

Triggers: Unable to read assignable service names of an identity. It may be the single sign on token of the user has
expired; or the user does not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_READ_IDENTITY_ASSIGNABLE_SERVICE

ID: CONSOLE-104

Level: SEVERE

Description: Reading assignable service names of an identity failed.

Data: name of identity, error message

Triggers: Unable to read assignable service names of an identity due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_IDENTITY_ASSIGN_SERVICE

ID: CONSOLE-111

Level: INFO

Description: Attempt to assign a service to an identity

Data: name of identity, name of service

Triggers: Click Add button of service view of an identity.

SUCCEED_IDENTITY_ASSIGN_SERVICE

ID: CONSOLE-112

Level: INFO

Description: Assignment of service to an identity succeeded

Data: name of identity, name of service

Triggers: Click Add button of service view of an identity.

SSO_EXCEPTION_IDENTITY_ASSIGN_SERVICE

ID: CONSOLE-113
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Level: SEVERE

Description: Assignment of service to an identity failed.

Data: name of identity, name of service, error message

Triggers: Unable to assign service to an identity. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_IDENTITY_ASSIGN_SERVICE

ID: CONSOLE-114

Level: SEVERE

Description: Assignment of service to an identity failed.

Data: name of identity, name of service, error message

Triggers: Unable to assign service to an identity due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_IDENTITY_UNASSIGN_SERVICE

ID: CONSOLE-121

Level: INFO

Description: Attempt to unassign a service from an identity

Data: name of identity, name of service

Triggers: Click Remove button in service view of an identity.

SUCCEED_IDENTITY_UNASSIGN_SERVICE

ID: CONSOLE-122

Level: INFO

Description: Unassignment of service to an identity succeeded

Data: name of identity, name of service

Triggers: Click Remove button in service view of an identity.

SSO_EXCEPTION_IDENTITY_UNASSIGN_SERVICE

ID: CONSOLE-123

Level: SEVERE

Description: Unassignment of service from an identity failed.

Data: name of identity, name of service, error message
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Triggers: Unable to unassign service from an identity. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_IDENTITY_UNASSIGN_SERVICE

ID: CONSOLE-124

Level: SEVERE

Description: Unassignment of service from an identity failed.

Data: name of identity, name of service, error message

Triggers: Unable to unassign service from an identity due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_IDENTITY_READ_SERVICE_ATTRIBUTE_VALUES

ID: CONSOLE-131

Level: INFO

Description: Attempt to read service attribute values of an identity

Data: name of identity, name of service

Triggers: View service profile view of an identity.

SUCCEED_IDENTITY_READ_SERVICE_ATTRIBUTE_VALUES

ID: CONSOLE-132

Level: INFO

Description: Reading of service attribute values of an identity succeeded

Data: name of identity, name of service

Triggers: View service profile view of an identity.

SSO_EXCEPTION_IDENTITY_READ_SERVICE_ATTRIBUTE_VALUES

ID: CONSOLE-133

Level: SEVERE

Description: Reading of service attribute values of an identity failed.

Data: name of identity, name of service, error message

Triggers: Unable to read service attribute values of an identity. It may be the single sign on token of the user has expired;
or the user does not have permission to perform this operation

Actions: Look under data store log for more information.
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IDM_EXCEPTION_IDENTITY_READ_SERVICE_ATTRIBUTE_VALUES

ID: CONSOLE-134

Level: SEVERE

Description: Reading of service attribute values of an identity failed.

Data: name of identity, name of service, error message

Triggers: Unable to read service attribute values of an identity due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_IDENTITY_WRITE_SERVICE_ATTRIBUTE_VALUES

ID: CONSOLE-141

Level: INFO

Description: Attempt to write service attribute values to an identity

Data: name of identity, name of service

Triggers: Click on Save button in service profile view of an identity.

SUCCEED_IDENTITY_WRITE_SERVICE_ATTRIBUTE_VALUES

ID: CONSOLE-142

Level: INFO

Description: Writing of service attribute values to an identity succeeded

Data: name of identity, name of service

Triggers: Click on Save button in service profile view of an identity.

SSO_EXCEPTION_IDENTITY_WRITE_SERVICE_ATTRIBUTE_VALUES

ID: CONSOLE-143

Level: SEVERE

Description: Writing of service attribute values to an identity failed.

Data: name of identity, name of service, error message

Triggers: Unable to write service attribute values to an identity. It may be the single sign on token of the user has expired;
or the user does not have permission to perform this operation.

Actions: Look under data store log for more information.

IDM_EXCEPTION_IDENTITY_WRITE_SERVICE_ATTRIBUTE_VALUES

ID: CONSOLE-144

Level: SEVERE
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Description: Writing of service attribute values to an identity failed.

Data: name of identity, name of service, error message

Triggers: Unable to write service attribute values to an identity due to data store error.

Actions: Look under data store log for more information.

ATTEMPT_READ_ALL_GLOBAL_DEFAULT_ATTRIBUTE_VALUES

ID: CONSOLE-201

Level: INFO

Description: Attempt to read all global service default attribute values

Data: name of service

Triggers: View global configuration view of a service.

SUCCEED_READ_ALL_GLOBAL_DEFAULT_ATTRIBUTE_VALUES

ID: CONSOLE-202

Level: INFO

Description: Reading of all global service default attribute values succeeded

Data: name of service

Triggers: View global configuration view of a service.

ATTEMPT_READ_GLOBAL_DEFAULT_ATTRIBUTE_VALUES

ID: CONSOLE-203

Level: INFO

Description: Attempt to read global service default attribute values

Data: name of service, name of attribute

Triggers: View global configuration view of a service.

SUCCEED_READ_GLOBAL_DEFAULT_ATTRIBUTE_VALUES

ID: CONSOLE-204

Level: INFO

Description: Reading of global service default attribute values succeeded

Data: name of service, name of attribute

Triggers: View global configuration view of a service.
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FAILED_READ_GLOBAL_DEFAULT_ATTRIBUTE_VALUES

ID: CONSOLE-205

Level: INFO

Description: Reading of global service default attribute values failed

Data: name of service, name of attribute

Triggers: View global configuration view of a service.

Actions: Look under service management log for more information.

ATTEMPT_WRITE_GLOBAL_DEFAULT_ATTRIBUTE_VALUES

ID: CONSOLE-211

Level: INFO

Description: Attempt to write global service default attribute values

Data: name of service, name of attribute

Triggers: Click on Save button in global configuration view of a service.

SUCCEED_WRITE_GLOBAL_DEFAULT_ATTRIBUTE_VALUES

ID: CONSOLE-212

Level: INFO

Description: Writing of global service default attribute values succeeded

Data: name of service, name of attribute

Triggers: Click on Save button in global configuration view of a service.

SSO_EXCEPTION_WRITE_GLOBAL_DEFAULT_ATTRIBUTE_VALUES

ID: CONSOLE-213

Level: SEVERE

Description: Writing of global service default attribute values failed.

Data: name of service, name of attribute, error message

Triggers: Unable to write global service default attribute values. It may be the single sign on token of the user has expired;
or the user does not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_WRITE_GLOBAL_DEFAULT_ATTRIBUTE_VALUES

ID: CONSOLE-214

Level: SEVERE
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Description: Writing of global service default attribute values failed.

Data: name of service, name of attribute, error message

Triggers: Unable to write service default attribute values due to service management error.

Actions: Look under service management log for more information.

ATTEMPT_READ_GLOBAL_SUB_CONFIGURATION_NAMES

ID: CONSOLE-221

Level: INFO

Description: Attempt to get sub configuration names

Data: name of service, name of base global sub configuration

Triggers: View a global service view of which its service has sub schema.

SUCCEED_READ_GLOBAL_SUB_CONFIGURATION_NAMES

ID: CONSOLE-222

Level: INFO

Description: Reading of global sub configuration names succeeded

Data: name of service, name of base global sub configuration

Triggers: View a global service view of which its service has sub schema.

SSO_EXCEPTION_READ_GLOBAL_SUB_CONFIGURATION_NAMES

ID: CONSOLE-223

Level: SEVERE

Description: Reading of global sub configuration names failed.

Data: name of service, name of base global sub configuration, error message

Triggers: Unable to get global sub configuration names. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_READ_GLOBAL_SUB_CONFIGURATION_NAMES

ID: CONSOLE-224

Level: SEVERE

Description: Reading of global sub configuration names failed.

Data: name of service, name of base global sub configuration, error message

Triggers: Unable to get global sub configuration names due to service management error.
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Actions: Look under service management log for more information.

ATTEMPT_DELETE_GLOBAL_SUB_CONFIGURATION

ID: CONSOLE-231

Level: INFO

Description: Attempt to delete sub configuration

Data: name of service, name of base global sub configuration, name of sub configuration to be deleted

Triggers: Click on delete selected button in global service profile view.

SUCCEED_DELETE_GLOBAL_SUB_CONFIGURATION

ID: CONSOLE-232

Level: INFO

Description: Deletion of sub configuration succeeded

Data: name of service, name of base global sub configuration, name of sub configuration to be deleted

Triggers: Click on delete selected button in global service profile view.

SSO_EXCEPTION_DELETE_GLOBAL_SUB_CONFIGURATION

ID: CONSOLE-233

Level: SEVERE

Description: Deletion of sub configuration failed.

Data: name of service, name of base global sub configuration, name of sub configuration to be deleted, error message

Triggers: Unable to delete sub configuration. It may be the single sign on token of the user has expired; or the user does
not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_DELETE_GLOBAL_SUB_CONFIGURATION

ID: CONSOLE-234

Level: SEVERE

Description: Deletion of sub configuration failed.

Data: name of service, name of base global sub configuration, name of sub configuration to be deleted, error message

Triggers: Unable to delete sub configuration due to service management error.

Actions: Look under service management log for more information.

ATTEMPT_CREATE_GLOBAL_SUB_CONFIGURATION

ID: CONSOLE-241
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Level: INFO

Description: Attempt to create sub configuration

Data: name of service, name of base global sub configuration, name of sub configuration to be created, name of sub
schema to be created

Triggers: Click on add button in create sub configuration view.

SUCCEED_CREATE_GLOBAL_SUB_CONFIGURATION

ID: CONSOLE-242

Level: INFO

Description: Creation of sub configuration succeeded

Data: name of service, name of base global sub configuration, name of sub configuration to be created, name of sub
schema to be created

Triggers: Click on add button in create sub configuration view.

SSO_EXCEPTION_CREATE_GLOBAL_SUB_CONFIGURATION

ID: CONSOLE-243

Level: SEVERE

Description: Creation of sub configuration failed.

Data: name of service, name of base global sub configuration, name of sub configuration to be created, name of sub
schema to be created, error message

Triggers: Unable to create sub configuration. It may be the single sign on token of the user has expired; or the user does
not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_CREATE_GLOBAL_SUB_CONFIGURATION

ID: CONSOLE-244

Level: SEVERE

Description: Creation of sub configuration failed.

Data: name of service, name of base global sub configuration, name of sub configuration to be created, name of sub
schema to be created, error message

Triggers: Unable to create sub configuration due to service management error.

Actions: Look under service management log for more information.

SUCCEED_READ_GLOBAL_SUB_CONFIGURATION_ATTRIBUTE_VALUES

ID: CONSOLE-251

Level: INFO
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Description: Reading of sub configuration’s attribute values succeeded

Data: name of service, name of sub configuration

Triggers: View sub configuration profile view.

ATTEMPT_WRITE_GLOBAL_SUB_CONFIGURATION_ATTRIBUTE_VALUES

ID: CONSOLE-261

Level: INFO

Description: Attempt to write sub configuration’s attribute values

Data: name of service, name of sub configuration

Triggers: Click on save button in sub configuration profile view.

SUCCEED_WRITE_GLOBAL_SUB_CONFIGURATION_ATTRIBUTE_VALUES

ID: CONSOLE-262

Level: INFO

Description: Writing of sub configuration’s attribute values succeeded

Data: name of service, name of sub configuration

Triggers: Click on save button in sub configuration profile view.

SSO_EXCEPTION_WRITE_GLOBAL_SUB_CONFIGURATION_ATTRIBUTE_VALUES

ID: CONSOLE-263

Level: SEVERE

Description: Writing of sub configuration’s attribute value failed.

Data: name of service, name of sub configuration, error message

Triggers: Unable to write sub configuration’s attribute values. It may be the single sign on token of the user has expired; or
the user does not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_WRITE_GLOBAL_SUB_CONFIGURATION_ATTRIBUTE_VALUES_NAMES

ID: CONSOLE-264

Level: SEVERE

Description: Writing of sub configuration’s attribute value failed.

Data: name of service, name of sub configuration, error message

Triggers: Unable to write sub configuration’s attribute value due to service management error.

Actions: Look under service management log for more information.
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ATTEMPT_GET_POLICY_NAMES

ID: CONSOLE-301

Level: INFO

Description: Attempt to get policy names under a realm.

Data: name of realm

Triggers: View policy main page.

SUCCEED_GET_POLICY_NAMES

ID: CONSOLE-302

Level: INFO

Description: Getting policy names under a realm succeeded

Data: name of realm

Triggers: View policy main page.

SSO_EXCEPTION_GET_POLICY_NAMES

ID: CONSOLE-303

Level: SEVERE

Description: Getting policy names under a realm failed.

Data: name of realm, error message

Triggers: Unable to get policy names under a realm. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under policy log for more information.

POLICY_EXCEPTION_GET_POLICY_NAMES

ID: CONSOLE-304

Level: SEVERE

Description: Getting policy names under a realm failed.

Data: name of realm, error message

Triggers: Unable to get policy names under a realm due to policy SDK related errors.

Actions: Look under policy log for more information.

ATTEMPT_CREATE_POLICY

ID: CONSOLE-311

Level: INFO
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Description: Attempt to create policy under a realm.

Data: name of realm, name of policy

Triggers: Click on New button in policy creation page.

SUCCEED_CREATE_POLICY

ID: CONSOLE-312

Level: INFO

Description: Creation of policy succeeded

Data: name of realm, name of policy

Triggers: Click on New button in policy creation page.

SSO_EXCEPTION_CREATE_POLICY

ID: CONSOLE-313

Level: SEVERE

Description: Creation of policy failed.

Data: name of realm, name of policy, error message

Triggers: Unable to create policy under a realm. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under policy log for more information.

POLICY_EXCEPTION_CREATE_POLICY

ID: CONSOLE-314

Level: SEVERE

Description: Creation of policy failed.

Data: name of realm, name of policy, error message

Triggers: Unable to create policy under a realm due to policy SDK related errors.

Actions: Look under policy log for more information.

ATTEMPT_MODIFY_POLICY

ID: CONSOLE-321

Level: INFO

Description: Attempt to modify policy.

Data: name of realm, name of policy

Triggers: Click on Save button in policy profile page.
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SUCCEED_MODIFY_POLICY

ID: CONSOLE-322

Level: INFO

Description: Modification of policy succeeded

Data: name of realm, name of policy

Triggers: Click on Save button in policy profile page.

SSO_EXCEPTION_MODIFY_POLICY

ID: CONSOLE-323

Level: SEVERE

Description: Modification of policy failed.

Data: name of realm, name of policy, error message

Triggers: Unable to modify policy under a realm. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under policy log for more information.

POLICY_EXCEPTION_MODIFY_POLICY

ID: CONSOLE-324

Level: SEVERE

Description: Modification of policy failed.

Data: name of realm, name of policy, error message

Triggers: Unable to modify policy due to policy SDK related errors.

Actions: Look under policy log for more information.

ATTEMPT_DELETE_POLICY

ID: CONSOLE-331

Level: INFO

Description: Attempt to delete policy.

Data: name of realm, names of policies

Triggers: Click on Delete button in policy main page.

SUCCEED_DELETE_POLICY

ID: CONSOLE-332

Level: INFO
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Description: Deletion of policy succeeded

Data: name of realm, name of policies

Triggers: Click on Delete button in policy main page.

SSO_EXCEPTION_DELETE_POLICY

ID: CONSOLE-333

Level: SEVERE

Description: Deletion of policy failed.

Data: name of realm, name of policies, error message

Triggers: Unable to delete policy. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under policy log for more information.

POLICY_EXCEPTION_DELETE_POLICY

ID: CONSOLE-334

Level: SEVERE

Description: Deletion of policy failed.

Data: name of realm, name of policies, error message

Triggers: Unable to delete policy due to policy SDK related errors.

Actions: Look under policy log for more information.

ATTEMPT_GET_REALM_NAMES

ID: CONSOLE-401

Level: INFO

Description: Attempt to get realm names

Data: name of parent realm

Triggers: View realm main page.

SUCCEED_GET_REALM_NAMES

ID: CONSOLE-402

Level: INFO

Description: Getting realm names succeeded.

Data: name of parent realm

Triggers: View realm main page.
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SMS_EXCEPTION_GET_REALM_NAMES

ID: CONSOLE-403

Level: SEVERE

Description: Getting realm names failed.

Data: name of parent realm, error message

Triggers: Unable to get realm names due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_CREATE_REALM

ID: CONSOLE-411

Level: INFO

Description: Attempt to create realm

Data: name of parent realm, name of new realm

Triggers: Click on New button in create realm page.

SUCCEED_CREATE_REALM

ID: CONSOLE-412

Level: INFO

Description: Creation of realm succeeded.

Data: name of parent realm, name of new realm

Triggers: Click on New button in create realm page.

SMS_EXCEPTION_CREATE_REALM

ID: CONSOLE-413

Level: SEVERE

Description: Creation of realm failed.

Data: name of parent realm, name of new realm, error message

Triggers: Unable to create new realm due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_DELETE_REALM

ID: CONSOLE-421

Level: INFO

PingAM Reference

Copyright © 2025 Ping Identity Corporation 1303



Description: Attempt to delete realm

Data: name of parent realm, name of realm to delete

Triggers: Click on Delete button in realm main page.

SUCCEED_DELETE_REALM

ID: CONSOLE-422

Level: INFO

Description: Deletion of realm succeeded.

Data: name of parent realm, name of realm to delete

Triggers: Click on Delete button in realm main page.

SMS_EXCEPTION_DELETE_REALM

ID: CONSOLE-423

Level: SEVERE

Description: Deletion of realm failed.

Data: name of parent realm, name of realm to delete, error message

Triggers: Unable to delete realm due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_GET_ATTR_VALUES_OF_REALM

ID: CONSOLE-431

Level: INFO

Description: Attempt to get attribute values of realm

Data: name of realm

Triggers: View realm profile page.

SUCCEED_GET_ATTR_VALUES_OF_REALM

ID: CONSOLE-432

Level: INFO

Description: Getting attribute values of realm succeeded.

Data: name of realm

Triggers: View realm profile page.
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SMS_EXCEPTION_GET_ATTR_VALUES_OF_REALM

ID: CONSOLE-433

Level: SEVERE

Description: Getting attribute values of realm failed.

Data: name of realm, error message

Triggers: Unable to get attribute values of realm due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_SET_ATTR_VALUES_OF_REALM

ID: CONSOLE-441

Level: INFO

Description: Attempt to modify realm’s profile

Data: name of realm

Triggers: Click on Save button in realm profile page.

SUCCEED_SET_ATTR_VALUES_OF_REALM

ID: CONSOLE-442

Level: INFO

Description: Modification of realm’s profile succeeded.

Data: name of realm

Triggers: Click on Save button in realm profile page.

SMS_EXCEPTION_SET_ATTR_VALUES_OF_REALM

ID: CONSOLE-443

Level: SEVERE

Description: Modification of realm’s profile failed.

Data: name of realm, error message

Triggers: Unable to modify realm’s profile due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_GET_DELEGATION_SUBJECTS

ID: CONSOLE-501

Level: INFO
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Description: Attempt to get delegation subjects under a realm

Data: name of realm, search pattern

Triggers: View delegation main page.

SUCCEED_GET_DELEGATION_SUBJECTS

ID: CONSOLE-502

Level: INFO

Description: Getting delegation subjects under a realm succeeded.

Data: name of realm, search pattern

Triggers: View delegation main page.

SSO_EXCEPTION_GET_DELEGATION_SUBJECTS

ID: CONSOLE-503

Level: SEVERE

Description: Getting delegation subjects under a realm failed.

Data: name of realm, search pattern, error message

Triggers: Unable to get delegation subjects. It may be the single sign on token of the user has expired; or the user does
not have permission to perform this operation.

Actions: Look under delegation management log for more information.

DELEGATION_EXCEPTION_GET_DELEGATION_SUBJECTS

ID: CONSOLE-504

Level: SEVERE

Description: Getting delegation subjects under a realm failed.

Data: name of realm, search pattern, error message

Triggers: Unable to get delegation subjects due to delegation management SDK related errors.

Actions: Look under delegation management log for more information.

ATTEMPT_GET_PRIVILEGES_OF_DELEGATION_SUBJECT

ID: CONSOLE-511

Level: INFO

Description: Attempt to get privileges of delegation subject

Data: name of realm, ID of delegation subject

Triggers: View delegation subject profile page.
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SUCCEED_GET_PRIVILEGES_OF_DELEGATION_SUBJECT

ID: CONSOLE-512

Level: INFO

Description: Getting privileges of delegation subject succeeded.

Data: name of realm, ID of delegation subject

Triggers: View delegation subject profile page.

SSO_EXCEPTION_GET_PRIVILEGES_OF_DELEGATION_SUBJECT

ID: CONSOLE-513

Level: SEVERE

Description: Getting privileges of delegation subject failed.

Data: name of realm, ID of delegation subject, error message

Triggers: Unable to get privileges of delegation subject. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation.

Actions: Look under delegation management log for more information.

DELEGATION_EXCEPTION_GET_PRIVILEGES_OF_DELEGATION_SUBJECT

ID: CONSOLE-514

Level: SEVERE

Description: Getting privileges of delegation subject failed.

Data: name of realm, ID of delegation subject, error message

Triggers: Unable to get privileges of delegation subject due to delegation management SDK related errors.

Actions: Look under delegation management log for more information.

ATTEMPT_MODIFY_DELEGATION_PRIVILEGE

ID: CONSOLE-521

Level: INFO

Description: Attempt to modify delegation privilege

Data: name of realm, ID of delegation privilege, ID of subject

Triggers: Click on Save button in delegation subject profile page.

SUCCEED_MODIFY_DELEGATION_PRIVILEGE

ID: CONSOLE-522

Level: INFO
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Description: Modification of delegation privilege succeeded.

Data: name of realm, ID of delegation privilege, ID of subject

Triggers: Click on Save button in delegation subject profile page.

SSO_EXCEPTION_MODIFY_DELEGATION_PRIVILEGE

ID: CONSOLE-523

Level: SEVERE

Description: Modification of delegation privilege failed.

Data: name of realm, ID of delegation privilege, ID of subject, error message

Triggers: Unable to modify delegation privilege. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under delegation management log for more information.

DELEGATION_EXCEPTION_MODIFY_DELEGATION_PRIVILEGE

ID: CONSOLE-524

Level: SEVERE

Description: Modification of delegation privilege failed.

Data: name of realm, ID of delegation privilege, ID of subject, error message

Triggers: Unable to modify delegation privilege due to delegation management SDK related errors.

Actions: Look under delegation management log for more information.

ATTEMPT_GET_ID_REPO_NAMES

ID: CONSOLE-601

Level: INFO

Description: Attempt to get data store names

Data: name of realm

Triggers: View data store main page.

SUCCEED_GET_ID_REPO_NAMES

ID: CONSOLE-602

Level: INFO

Description: Getting data store names succeeded.

Data: name of realm

Triggers: View data store main page.
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SSO_EXCEPTION_GET_ID_REPO_NAMES

ID: CONSOLE-603

Level: SEVERE

Description: Getting data store names failed.

Data: name of realm, error message

Triggers: Unable to get data store names. It may be the single sign on token of the user has expired; or the user does not
have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_GET_ID_REPO_NAMES

ID: CONSOLE-604

Level: SEVERE

Description: Getting data store names failed.

Data: name of realm, error message

Triggers: Unable to get data store names due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_GET_ATTR_VALUES_ID_REPO

ID: CONSOLE-611

Level: INFO

Description: Attempt to get attribute values of identity repository

Data: name of realm, name of identity repository

Triggers: View data store profile page.

SUCCEED_GET_ATTR_VALUES_ID_REPO

ID: CONSOLE-612

Level: INFO

Description: Getting attribute values of data store succeeded.

Data: name of realm, name of identity repository

Triggers: View data store profile page.

SSO_EXCEPTION_GET_ATTR_VALUES_ID_REPO

ID: CONSOLE-613

Level: SEVERE
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Description: Getting attribute values of data store failed.

Data: name of realm, name of identity repository, error message

Triggers: Unable to get attribute values of identity repository. It may be the single sign on token of the user has expired; or
the user does not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_GET_ATTR_VALUES_ID_REPO

ID: CONSOLE-614

Level: SEVERE

Description: Getting attribute values of data store failed.

Data: name of realm, name of identity repository, error message

Triggers: Unable to get attribute values of data store due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_CREATE_ID_REPO

ID: CONSOLE-621

Level: INFO

Description: Attempt to create identity repository

Data: name of realm, name of identity repository, type of identity repository

Triggers: Click on New button in data store creation page.

SUCCEED_CREATE_ID_REPO

ID: CONSOLE-622

Level: INFO

Description: Creation of data store succeeded.

Data: name of realm, name of identity repository, type of identity repository

Triggers: Click on New button in data store creation page.

SSO_EXCEPTION_CREATE_ID_REPO

ID: CONSOLE-623

Level: SEVERE

Description: Creation of data store failed.

Data: name of realm, name of identity repository, type of identity repository, error message
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Triggers: Unable to create identity repository. It may be the single sign on token of the user has expired; or the user does
not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_CREATE_ID_REPO

ID: CONSOLE-624

Level: SEVERE

Description: Creation data store failed.

Data: name of realm, name of identity repository, type of identity repository, error message

Triggers: Unable to create data store due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_DELETE_ID_REPO

ID: CONSOLE-631

Level: INFO

Description: Attempt to delete identity repository

Data: name of realm, name of identity repository

Triggers: Click on Delete button in data store main page.

SUCCEED_DELETE_ID_REPO

ID: CONSOLE-632

Level: INFO

Description: Deletion of data store succeeded.

Data: name of realm, name of identity repository

Triggers: Click on Delete button in data store main page.

SSO_EXCEPTION_DELETE_ID_REPO

ID: CONSOLE-633

Level: SEVERE

Description: Deletion of data store failed.

Data: name of realm, name of identity repository, error message

Triggers: Unable to delete identity repository. It may be the single sign on token of the user has expired; or the user does
not have permission to perform this operation.

Actions: Look under service management log for more information.
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SMS_EXCEPTION_DELETE_ID_REPO

ID: CONSOLE-634

Level: SEVERE

Description: Deletion data store failed.

Data: name of realm, name of identity repository, error message

Triggers: Unable to delete data store due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_MODIFY_ID_REPO

ID: CONSOLE-641

Level: INFO

Description: Attempt to modify identity repository

Data: name of realm, name of identity repository

Triggers: Click on Save button in data store profile page.

SUCCEED_MODIFY_ID_REPO

ID: CONSOLE-642

Level: INFO

Description: Modification of data store succeeded.

Data: name of realm, name of identity repository

Triggers: Click on Save button in data store profile page.

SSO_EXCEPTION_MODIFY_ID_REPO

ID: CONSOLE-643

Level: SEVERE

Description: Modification of data store failed.

Data: name of realm, name of identity repository, error message

Triggers: Unable to modify identity repository. It may be the single sign on token of the user has expired; or the user does
not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_MODIFY_ID_REPO

ID: CONSOLE-644

Level: SEVERE
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Description: Modification data store failed.

Data: name of realm, name of identity repository, error message

Triggers: Unable to modify data store due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_GET_ASSIGNED_SERVICE_OF_REALM

ID: CONSOLE-701

Level: INFO

Description: Attempt to get assigned services of realm

Data: name of realm

Triggers: View realm’s service main page.

SUCCEED_GET_ASSIGNED_SERVICE_OF_REALM

ID: CONSOLE-702

Level: INFO

Description: Getting assigned services of realm succeeded.

Data: name of realm

Triggers: View realm’s service main page.

CONFIGURATION_EXCEPTION_GET_ASSIGNED_SERVICE_OF_REALM

ID: CONSOLE-703

Level: SEVERE

Description: Getting assigned services of realm failed.

Data: name of realm, error message

Triggers: Unable to get assigned services of realm due authentication configuration exception.

Actions: Look under authentication log for more information.

SMS_EXCEPTION_GET_ASSIGNED_SERVICE_OF_REALM

ID: CONSOLE-704

Level: SEVERE

Description: Getting assigned services of realm failed.

Data: name of realm, error message

Triggers: Unable to get assigned services of realm due to service management SDK exception.

Actions: Look under service management log for more information.
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IDREPO_EXCEPTION_GET_ASSIGNED_SERVICE_OF_REALM

ID: CONSOLE-705

Level: SEVERE

Description: Getting assigned services of realm failed.

Data: name of realm, error message

Triggers: Unable to get assigned services of realm due to data store SDK exception.

Actions: Look under service management log for more information.

SSO_EXCEPTION_GET_ASSIGNED_SERVICE_OF_REALM

ID: CONSOLE-706

Level: SEVERE

Description: Getting assigned services of realm failed.

Data: name of realm, error message

Triggers: Unable to get assigned services of realm. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under service management log for more information.

ATTEMPT_GET_ASSIGNABLE_SERVICE_OF_REALM

ID: CONSOLE-711

Level: INFO

Description: Attempt to get assignable services of realm

Data: name of realm

Triggers: View realm’s service main page.

SUCCEED_GET_ASSIGNABLE_SERVICE_OF_REALM

ID: CONSOLE-712

Level: INFO

Description: Getting assignable services of realm succeeded.

Data: name of realm

Triggers: View realm’s service main page.

CONFIGURATION_EXCEPTION_GET_ASSIGNABLE_SERVICE_OF_REALM

ID: CONSOLE-713

Level: SEVERE
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Description: Getting assignable services of realm failed.

Data: name of realm, error message

Triggers: Unable to get assignable services of realm due authentication configuration exception.

Actions: Look under authentication log for more information.

SMS_EXCEPTION_GET_ASSIGNABLE_SERVICE_OF_REALM

ID: CONSOLE-714

Level: SEVERE

Description: Getting assignable services of realm failed.

Data: name of realm, error message

Triggers: Unable to get assignable services of realm due to service management SDK exception.

Actions: Look under service management log for more information.

IDREPO_EXCEPTION_GET_ASSIGNABLE_SERVICE_OF_REALM

ID: CONSOLE-715

Level: SEVERE

Description: Getting assignable services of realm failed.

Data: name of realm, error message

Triggers: Unable to get assignable services of realm due to ID Repository management SDK exception.

Actions: Look under ID Repository management log for more information.

SSO_EXCEPTION_GET_ASSIGNABLE_SERVICE_OF_REALM

ID: CONSOLE-716

Level: SEVERE

Description: Getting assignable services of realm failed.

Data: name of realm, error message

Triggers: Unable to get assignable services of realm. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under service management log for more information.

ATTEMPT_UNASSIGN_SERVICE_FROM_REALM

ID: CONSOLE-721

Level: INFO

Description: Attempt to unassign service from realm
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Data: name of realm, name of service

Triggers: Click on Unassign button in realm’s service page.

SUCCEED_UNASSIGN_SERVICE_FROM_REALM

ID: CONSOLE-722

Level: INFO

Description: Unassign service from realm succeeded.

Data: name of realm, name of service

Triggers: Click on Unassign button in realm’s service page.

SMS_EXCEPTION_UNASSIGN_SERVICE_FROM_REALM

ID: CONSOLE-723

Level: SEVERE

Description: Unassign service from realm failed.

Data: name of realm, name of service, error message

Triggers: Unable to unassign service from realm due to service management SDK exception.

Actions: Look under service management log for more information.

SSO_EXCEPTION_UNASSIGN_SERVICE_FROM_REALM

ID: CONSOLE-725

Level: SEVERE

Description: Unassign service from realm failed.

Data: name of realm, name of service, error message

Triggers: Unable to unassign service from realm. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under data store management log for more information.

IDREPO_EXCEPTION_UNASSIGN_SERVICE_FROM_REALM

ID: CONSOLE-724

Level: SEVERE

Description: Unassign service from realm failed.

Data: name of realm, name of service, error message

Triggers: Unable to unassign service from realm due to data store management SDK exception.

Actions: Look under data store management log for more information.
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ATTEMPT_ASSIGN_SERVICE_TO_REALM

ID: CONSOLE-731

Level: INFO

Description: Attempt to assign service to realm

Data: name of realm, name of service

Triggers: Click on assign button in realm’s service page.

SUCCEED_ASSIGN_SERVICE_TO_REALM

ID: CONSOLE-732

Level: INFO

Description: Assignment of service to realm succeeded.

Data: name of realm, name of service

Triggers: Click on assign button in realm’s service page.

SMS_EXCEPTION_ASSIGN_SERVICE_TO_REALM

ID: CONSOLE-733

Level: SEVERE

Description: Assignment of service to realm failed.

Data: name of realm, name of service, error message

Triggers: Unable to assign service to realm due to service management SDK exception.

Actions: Look under service management log for more information.

SSO_EXCEPTION_ASSIGN_SERVICE_TO_REALM

ID: CONSOLE-734

Level: SEVERE

Description: Assignment of service to realm failed.

Data: name of realm, name of service, error message

Triggers: Unable to assign service to realm. It may be the single sign on token of the user has expired; or the user does not
have permission to perform this operation.

Actions: Look under service management log for more information.

IDREPO_EXCEPTION_ASSIGN_SERVICE_TO_REALM

ID: CONSOLE-735

Level: SEVERE
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Description: Assignment of service to realm failed.

Data: name of realm, name of service, error message

Triggers: Unable to assign service to realm due to data store SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_GET_ATTR_VALUE_OF_SERVICE_UNDER_REALM

ID: CONSOLE-741

Level: INFO

Description: Attempt to get attribute values of service in realm

Data: name of realm, name of service, name of attribute schema

Triggers: View realm’s service profile page.

SUCCEED_GET_ATTR_VALUE_OF_SERVICE_UNDER_REALM

ID: CONSOLE-742

Level: INFO

Description: Getting of attribute values of service under realm succeeded.

Data: name of realm, name of service, name of attribute schema

Triggers: View realm’s service profile page.

SMS_EXCEPTION_GET_ATTR_VALUE_OF_SERVICE_UNDER_REALM

ID: CONSOLE-743

Level: SEVERE

Description: Getting of attribute values of service under realm failed.

Data: name of realm, name of service, name of attribute schema, error message

Triggers: Unable to get attribute values of service due to service management SDK exception.

Actions: Look under service management log for more information.

IDREPO_EXCEPTION_GET_ATTR_VALUE_OF_SERVICE_UNDER_REALM

ID: CONSOLE-744

Level: INFO

Description: Getting of attribute values of service under realm failed.

Data: name of realm, name of service, name of attribute schema, error message

Triggers: Unable to get attribute values of service due to data store SDK exception.

Actions: Look under service management log for more information.
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SSO_EXCEPTION_GET_ATTR_VALUE_OF_SERVICE_UNDER_REALM

ID: CONSOLE-745

Level: SEVERE

Description: Getting of attribute values of service under realm failed.

Data: name of realm, name of service, name of attribute schema, error message

Triggers: Unable to get attribute values of service. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under service management log for more information.

ATTEMPT_MODIFY_SERVICE_UNDER_REALM

ID: CONSOLE-751

Level: INFO

Description: Attempt to modify attribute values of service in realm

Data: name of realm, name of service

Triggers: Click on Save button in realm’s service profile page.

SUCCEED_MODIFY_SERVICE_UNDER_REALM

ID: CONSOLE-752

Level: INFO

Description: Modification of attribute values of service under realm succeeded.

Data: name of realm, name of service

Triggers: Click on Save button in realm’s service profile page.

SMS_EXCEPTION_MODIFY_SERVICE_UNDER_REALM

ID: CONSOLE-753

Level: SEVERE

Description: Modification of attribute values of service under realm failed.

Data: name of realm, name of service, error message

Triggers: Unable to modify attribute values of service due to service management SDK exception.

Actions: Look under service management log for more information.

IDREPO_EXCEPTION_MODIFY_SERVICE_UNDER_REALM

ID: CONSOLE-754

Level: SEVERE
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Description: Modification of attribute values of service under realm failed.

Data: name of realm, name of service, error message

Triggers: Unable to modify attribute values of service due to data store error.

Actions: Look under data store log for more information.

SSO_EXCEPTION_MODIFY_SERVICE_UNDER_REALM

ID: CONSOLE-755

Level: SEVERE

Description: Modification of attribute values of service under realm failed.

Data: name of realm, name of service, error message

Triggers: Unable to modify attribute values of service. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation

Actions: Look under data store log for more information.

ATTEMPT_GET_AUTH_TYPE

ID: CONSOLE-801

Level: INFO

Description: Attempt to get authentication type

Data: server instance name

Triggers: View authentication profile page.

SUCCEED_GET_AUTH_TYPE

ID: CONSOLE-802

Level: INFO

Description: Getting of authentication type succeeded.

Data: server instance name

Triggers: View authentication profile page.

SMS_EXCEPTION_GET_AUTH_TYPE

ID: CONSOLE-803

Level: SEVERE

Description: Getting of authentication type failed.

Data: error message

Triggers: Unable to get authentication type due to authentication configuration SDK exception.
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Actions: Look under authentication management log for more information.

ATTEMPT_GET_AUTH_INSTANCE

ID: CONSOLE-811

Level: INFO

Description: Attempt to get authentication instances under a realm

Data: name of realm

Triggers: View authentication profile page.

SUCCEED_GET_AUTH_INSTANCE

ID: CONSOLE-812

Level: INFO

Description: Getting of authentication instances under a realm succeeded.

Data: name of realm

Triggers: View authentication profile page.

AUTH_CONFIG_EXCEPTION_GET_AUTH_INSTANCE

ID: CONSOLE-813

Level: SEVERE

Description: Getting of authentication instances under a realm failed.

Data: name of realm, error message

Triggers: Unable to get authentication instance due to authentication configuration SDK exception.

Actions: Look under authentication management log for more information.

ATTEMPT_REMOVE_AUTH_INSTANCE

ID: CONSOLE-821

Level: INFO

Description: Attempt to remove authentication instances under a realm

Data: name of realm, name of authentication instance

Triggers: View authentication profile page.

SUCCEED_REMOVE_AUTH_INSTANCE

ID: CONSOLE-822

Level: INFO
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Description: Removal of authentication instances under a realm succeeded.

Data: name of realm, name of authentication instance

Triggers: View authentication profile page.

AUTH_CONFIG_EXCEPTION_REMOVE_AUTH_INSTANCE

ID: CONSOLE-823

Level: SEVERE

Description: Removal of authentication instances under a realm failed.

Data: name of realm, name of authentication instance, error message

Triggers: Unable to remove authentication instance due to authentication configuration SDK exception.

Actions: Look under authentication management log for more information.

ATTEMPT_CREATE_AUTH_INSTANCE

ID: CONSOLE-831

Level: INFO

Description: Attempt to create authentication instance under a realm

Data: name of realm, name of authentication instance, type of authentication instance

Triggers: Click on New button in authentication creation page.

SUCCEED_CREATE_AUTH_INSTANCE

ID: CONSOLE-832

Level: INFO

Description: Creation of authentication instance under a realm succeeded.

Data: name of realm, name of authentication instance, type of authentication instance

Triggers: Click on New button in authentication creation page.

AUTH_CONFIG_EXCEPTION_CREATE_AUTH_INSTANCE

ID: CONSOLE-833

Level: SEVERE

Description: Creation of authentication instance under a realm failed.

Data: name of realm, name of authentication instance, type of authentication instance, error message

Triggers: Unable to create authentication instance due to authentication configuration exception.

Actions: Look under authentication configuration log for more information.
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ATTEMPT_MODIFY_AUTH_INSTANCE

ID: CONSOLE-841

Level: INFO

Description: Attempt to modify authentication instance

Data: name of realm, name of authentication service

Triggers: Click on Save button in authentication profile page.

SUCCEED_MODIFY_AUTH_INSTANCE

ID: CONSOLE-842

Level: INFO

Description: Modification of authentication instance succeeded.

Data: name of realm, name of authentication service

Triggers: Click on Save button in authentication profile page.

SMS_EXCEPTION_MODIFY_AUTH_INSTANCE

ID: CONSOLE-843

Level: SEVERE

Description: Modification of authentication instance failed.

Data: name of realm, name of authentication service, error message

Triggers: Unable to modify authentication instance due to service management SDK exception.

Actions: Look under service anagement log for more information.

SSO_EXCEPTION_MODIFY_AUTH_INSTANCE

ID: CONSOLE-844

Level: SEVERE

Description: Modification of authentication instance failed.

Data: name of realm, name of authentication service, error message

Triggers: Unable to modify authentication instance. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under service management log for more information.

ATTEMPT_GET_AUTH_INSTANCE_PROFILE

ID: CONSOLE-851

Level: INFO
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Description: Attempt to get authentication instance profile

Data: name of realm, name of authentication instance

Triggers: View authentication instance profile page.

SUCCEED_GET_AUTH_INSTANCE_PROFILE

ID: CONSOLE-852

Level: INFO

Description: Getting of authentication instance profile succeeded.

Data: name of realm, name of authentication instance

Triggers: View authentication instance profile page.

AUTH_CONFIGURATION_EXCEPTION_GET_AUTH_INSTANCE_PROFILE

ID: CONSOLE-853

Level: SEVERE

Description: Getting of authentication instance profile failed.

Data: name of realm, name of authentication instance, error message

Triggers: Unable to get authentication instance profile due to authentication configuration SDK exception.

Actions: Look under authentication management log for more information.

ATTEMPT_MODIFY_AUTH_INSTANCE_PROFILE

ID: CONSOLE-861

Level: INFO

Description: Attempt to modify authentication instance profile

Data: name of realm, name of authentication instance

Triggers: Click on Save button in authentication instance profile page.

SUCCEED_MODIFY_AUTH_INSTANCE_PROFILE

ID: CONSOLE-862

Level: INFO

Description: Modification of authentication instance profile succeeded.

Data: name of realm, name of authentication instance

Triggers: Click on Save button in authentication instance profile page.
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AUTH_CONFIGURATION_EXCEPTION_MODIFY_AUTH_INSTANCE_PROFILE

ID: CONSOLE-863

Level: SEVERE

Description: Modification of authentication instance profile failed.

Data: name of realm, name of authentication instance, error message

Triggers: Unable to modify authentication instance profile due to authentication configuration SDK exception.

Actions: Look under authentication management log for more information.

SMS_EXCEPTION_MODIFY_AUTH_INSTANCE_PROFILE

ID: CONSOLE-864

Level: SEVERE

Description: Modification of authentication instance profile failed.

Data: name of realm, name of authentication instance, error message

Triggers: Unable to modify authentication instance profile due to service management SDK exception.

Actions: Look under service management log for more information.

SSO_EXCEPTION_MODIFY_AUTH_INSTANCE_PROFILE

ID: CONSOLE-865

Level: SEVERE

Description: Modification of authentication instance profile failed.

Data: name of realm, name of authentication instance, error message

Triggers: Unable to modify authentication instance profile. It may be the single sign on token of the user has expired; or
the user does not have permission to perform this operation.

Actions: Look under service management log for more information.

ATTEMPT_GET_AUTH_PROFILE_IN_REALM

ID: CONSOLE-871

Level: INFO

Description: Attempt to get authentication profile under a realm

Data: name of realm

Triggers: View authentication profile under a realm page.

SUCCEED_GET_AUTH_PROFILE_IN_REALM

ID: CONSOLE-872
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Level: INFO

Description: Getting authentication profile under a realm succeeded.

Data: name of realm

Triggers: View authentication profile under a realm page.

SMS_CONFIGURATION_EXCEPTION_GET_AUTH_PROFILE_IN_REALM

ID: CONSOLE-873

Level: SEVERE

Description: Getting authentication profile under a realm failed.

Data: name of realm, error message

Triggers: Unable to get authentication profile under a realm due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_GET_AUTH_CONFIG_PROFILE

ID: CONSOLE-881

Level: INFO

Description: Attempt to get authentication configuration profile

Data: name of realm, name of authentication configuration

Triggers: View authentication configuration profile page.

SUCCEED_GET_AUTH_CONFIG_PROFILE

ID: CONSOLE-882

Level: INFO

Description: Getting authentication configuration profile succeeded.

Data: name of realm, name of authentication configuration

Triggers: View authentication configuration profile page.

SSO_EXCEPTION_GET_AUTH_CONFIG_PROFILE

ID: CONSOLE-883

Level: SEVERE

Description: Getting authentication configuration profile failed.

Data: name of realm, name of authentication configuration, error message

Triggers: Unable to get authentication configuration profile. It may be the single sign on token of the user has expired; or
the user does not have permission to perform this operation.
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Actions: Look under service management log for more information.

SMS_EXCEPTION_GET_AUTH_CONFIG_PROFILE

ID: CONSOLE-884

Level: SEVERE

Description: Getting authentication configuration profile failed.

Data: name of realm, name of authentication configuration, error message

Triggers: Unable to get authentication configuration profile due to service management SDK exception.

Actions: Look under service management log for more information.

AUTH_CONFIGURATION_EXCEPTION_GET_AUTH_CONFIG_PROFILE

ID: CONSOLE-885

Level: SEVERE

Description: Getting authentication configuration profile failed.

Data: name of realm, name of authentication configuration, error message

Triggers: Unable to get authentication configuration profile due to authentication configuration SDK exception.

Actions: Look under authentication configuration log for more information.

ATTEMPT_MODIFY_AUTH_CONFIG_PROFILE

ID: CONSOLE-891

Level: INFO

Description: Attempt to modify authentication configuration profile

Data: name of realm, name of authentication configuration

Triggers: Click on Save button in authentication configuration profile page.

SUCCEED_MODIFY_AUTH_CONFIG_PROFILE

ID: CONSOLE-892

Level: INFO

Description: Modification of authentication configuration profile succeeded.

Data: name of realm, name of authentication configuration

Triggers: Click on Save button in authentication configuration profile page.

SSO_EXCEPTION_MODIFY_AUTH_CONFIG_PROFILE

ID: CONSOLE-893
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Level: SEVERE

Description: Modification of authentication configuration profile failed.

Data: name of realm, name of authentication configuration, error message

Triggers: Unable to modify authentication configuration profile. It may be the single sign on token of the user has expired;
or the user does not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_MODIFY_AUTH_CONFIG_PROFILE

ID: CONSOLE-894

Level: SEVERE

Description: Modification of authentication configuration profile failed.

Data: name of realm, name of authentication configuration, error message

Triggers: Unable to modify authentication configuration profile due to service management SDK exception.

Actions: Look under service management log for more information.

AUTH_CONFIGURATION_EXCEPTION_MODIFY_AUTH_CONFIG_PROFILE

ID: CONSOLE-895

Level: SEVERE

Description: Modification of authentication configuration profile failed.

Data: name of realm, name of authentication configuration, error message

Triggers: Unable to modify authentication configuration profile due to authentication configuration SDK exception.

Actions: Look under authentication configuration log for more information.

ATTEMPT_CREATE_AUTH_CONFIG

ID: CONSOLE-901

Level: INFO

Description: Attempt to create authentication configuration

Data: name of realm, name of authentication configuration

Triggers: Click on New button in authentication configuration creation page.

SUCCEED_CREATE_AUTH_CONFIG

ID: CONSOLE-902

Level: INFO

Description: Creation of authentication configuration succeeded.
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Data: name of realm, name of authentication configuration

Triggers: Click on New button in authentication configuration creation page.

SSO_EXCEPTION_CREATE_AUTH_CONFIG

ID: CONSOLE-903

Level: SEVERE

Description: Creation of authentication configuration failed.

Data: name of realm, name of authentication configuration, error message

Triggers: Unable to create authentication configuration. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_CREATE_AUTH_CONFIG

ID: CONSOLE-904

Level: SEVERE

Description: Creation of authentication configuration failed.

Data: name of realm, name of authentication configuration, error message

Triggers: Unable to create authentication configuration due to service management SDK exception.

Actions: Look under service management log for more information.

AUTH_CONFIGURATION_EXCEPTION_CREATE_AUTH_CONFIG

ID: CONSOLE-905

Level: SEVERE

Description: Creation of authentication configuration failed.

Data: name of realm, name of authentication configuration, error message

Triggers: Unable to create authentication configuration due to authentication configuration SDK exception.

Actions: Look under authentication configuration log for more information.

ATTEMPT_GET_ENTITY_DESCRIPTOR

ID: CONSOLE-1001

Level: INFO

Description: Attempt to get entity descriptor names.

Data: search pattern

Triggers: View entity descriptor main page.
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SUCCEED_GET_ENTITY_DESCRIPTOR

ID: CONSOLE-1002

Level: INFO

Description: Getting entity descriptor names succeeded

Data: search pattern

Triggers: View entity descriptor main page.

FEDERATION_EXCEPTION_GET_ENTITY_DESCRIPTOR

ID: CONSOLE-1003

Level: SEVERE

Description: Getting entity descriptor names failed.

Data: search pattern, error message

Triggers: Unable to get entity descriptor names due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_CREATE_ENTITY_DESCRIPTOR

ID: CONSOLE-1011

Level: INFO

Description: Attempt to create entity descriptor.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on New button in entity descriptor creation page.

SUCCEED_CREATE_ENTITY_DESCRIPTOR

ID: CONSOLE-1012

Level: INFO

Description: Creation entity descriptor succeeded

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on New button in entity descriptor creation page.

FEDERATION_EXCEPTION_CREATE_ENTITY_DESCRIPTOR

ID: CONSOLE-1013

Level: SEVERE

Description: Creation entity descriptor failed.
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Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to create entity descriptor due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_DELETE_ENTITY_DESCRIPTORS

ID: CONSOLE-1021

Level: INFO

Description: Attempt to delete entity descriptors.

Data: descriptor names

Triggers: Click on Delete button in entity descriptor main page.

SUCCEED_DELETE_ENTITY_DESCRIPTORS

ID: CONSOLE-1022

Level: INFO

Description: Deletion entity descriptors succeeded

Data: descriptor names

Triggers: Click on Delete button in entity descriptor main page.

FEDERATION_EXCEPTION_DELETE_ENTITY_DESCRIPTORS

ID: CONSOLE-1023

Level: SEVERE

Description: Deletion entity descriptors failed.

Data: descriptor names, error message

Triggers: Unable to delete entity descriptors due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_GET_AFFILIATE_ENTITY_DESCRIPTOR_ATTR_VALUES

ID: CONSOLE-1031

Level: INFO

Description: Attempt to get attribute values of an affiliate entity descriptor.

Data: descriptor realm, descriptor name, descriptor protocol

Triggers: View affiliate entity descriptor profile page.
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SUCCEED_GET_AFFILIATE_ENTITY_DESCRIPTOR_ATTR_VALUES

ID: CONSOLE-1032

Level: INFO

Description: Getting of attribute values of an affiliate entity descriptor succeeded.

Data: descriptor realm, descriptor name, descriptor protocol

Triggers: View affiliate entity descriptor profile page.

FEDERATION_EXCEPTION_GET_AFFILIATE_ENTITY_DESCRIPTOR_ATTR_VALUES

ID: CONSOLE-1033

Level: SEVERE

Description: Getting of attribute values of an affiliate entity descriptor failed.

Data: descriptor realm, descriptor name, descriptor protocol, error message

Triggers: Unable to get attribute value of an affiliate entity descriptor due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_MODIFY_AFFILIATE_ENTITY_DESCRIPTOR

ID: CONSOLE-1041

Level: INFO

Description: Attempt to modify an affiliate entity descriptor.

Data: descriptor realm, descriptor name, descriptor protocol

Triggers: Click on Save button of affiliate entity descriptor profile page.

SUCCEED_MODIFY_AFFILIATE_ENTITY_DESCRIPTOR

ID: CONSOLE-1042

Level: INFO

Description: Modification of an affiliate entity descriptor succeeded.

Data: descriptor realm, descriptor name, descriptor protocol

Triggers: Click on Save button of affiliate entity descriptor profile page.

FEDERATION_EXCEPTION_MODIFY_AFFILIATE_ENTITY_DESCRIPTOR

ID: CONSOLE-1043

Level: SEVERE

Description: Modification of an affiliate entity descriptor failed.
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Data: descriptor realm, descriptor name, descriptor protocol, error message

Triggers: Unable to modify an affiliate entity descriptor due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTRIBUTE_FORMAT_EXCEPTION_MODIFY_AFFILIATE_ENTITY_DESCRIPTOR

ID: CONSOLE-1044

Level: SEVERE

Description: Modification of an affiliate entity descriptor failed.

Data: descriptor name, error message

Triggers: Unable to modify an affiliate entity descriptor due to incorrect number format of one or more attribute values.

Actions: Look under federation log for more information.

ATTEMPT_GET_ENTITY_DESCRIPTOR_ATTR_VALUES

ID: CONSOLE-1051

Level: INFO

Description: Attempt to get attribute values of an entity descriptor.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View entity descriptor profile page.

SUCCEED_GET_ENTITY_DESCRIPTOR_ATTR_VALUES

ID: CONSOLE-1052

Level: INFO

Description: Getting attribute values of entity descriptor succeeded.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View entity descriptor profile page.

FEDERATION_EXCEPTION_GET_ENTITY_DESCRIPTOR_ATTR_VALUES

ID: CONSOLE-1053

Level: SEVERE

Description: Getting attribute values of entity descriptor failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to get attribute values of entity descriptor due to federation SDK related errors.

Actions: Look under federation log for more information.
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ATTEMPT_MODIFY_ENTITY_DESCRIPTOR

ID: CONSOLE-1061

Level: INFO

Description: Attempt to modify entity descriptor.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on Save button in entity descriptor profile page.

SUCCEED_MODIFY_ENTITY_DESCRIPTOR

ID: CONSOLE-1062

Level: INFO

Description: Modification of entity descriptor succeeded.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on Save button in entity descriptor profile page.

FEDERATION_EXCEPTION_MODIFY_ENTITY_DESCRIPTOR

ID: CONSOLE-1063

Level: SEVERE

Description: Modification of entity descriptor failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to modify entity descriptor due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_GET_AUTH_DOMAINS

ID: CONSOLE-1101

Level: INFO

Description: Attempt to get authentication domain names.

Data: search pattern

Triggers: View authentication domain main page.

SUCCEED_GET_AUTH_DOMAINS

ID: CONSOLE-1102

Level: INFO

Description: Getting authentication domain names succeeded.
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Data: search pattern

Triggers: View authentication domain main page.

FEDERATION_EXCEPTION_GET_AUTH_DOMAINS

ID: CONSOLE-1103

Level: SEVERE

Description: Getting authentication domain names failed.

Data: name of realm, error message

Triggers: Unable to get authentication domain names due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_CREATE_AUTH_DOMAIN

ID: CONSOLE-1111

Level: INFO

Description: Attempt to create authentication domain

Data: name of authentication domain

Triggers: Click on New button in authentication domain creation page.

SUCCEED_CREATE_AUTH_DOMAIN

ID: CONSOLE-1112

Level: INFO

Description: Creation authentication domain succeeded.

Data: name of authentication domain

Triggers: Click on New button in authentication domain creation page.

FEDERATION_EXCEPTION_CREATE_AUTH_DOMAIN

ID: CONSOLE-1113

Level: SEVERE

Description: Creation authentication domain failed.

Data: name of authentication domain, error message

Triggers: Unable to create authentication domain due to federation SDK related errors.

Actions: Look under federation log for more information.
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ATTEMPT_DELETE_AUTH_DOMAINS

ID: CONSOLE-1121

Level: INFO

Description: Attempt to delete authentication domains

Data: name of realm, name of authentication domains

Triggers: Click on Delete button in authentication domain main page.

SUCCEED_DELETE_AUTH_DOMAIN

ID: CONSOLE-1122

Level: INFO

Description: Deletion authentication domain succeeded.

Data: name of realm, name of authentication domains

Triggers: Click on Delete button in authentication domain main page.

FEDERATION_EXCEPTION_DELETE_AUTH_DOMAIN

ID: CONSOLE-1123

Level: SEVERE

Description: Deletion authentication domain failed.

Data: name of realm, name of authentication domains, error message

Triggers: Unable to delete authentication domain due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_GET_AUTH_DOMAIN_ATTR_VALUES

ID: CONSOLE-1131

Level: INFO

Description: Attempt to get authentication domain’s attribute values

Data: name of realm, name of authentication domain

Triggers: View authentication domain profile page.

SUCCEED_GET_AUTH_DOMAIN_ATTR_VALUES

ID: CONSOLE-1132

Level: INFO

Description: Getting attribute values of authentication domain succeeded.
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Data: name of realm, name of authentication domain

Triggers: View authentication domain profile page.

FEDERATION_EXCEPTION_GET_AUTH_DOMAIN_ATTR_VALUES

ID: CONSOLE-1133

Level: SEVERE

Description: Getting attribute values of authentication domain failed.

Data: name of realm, name of authentication domains, error message

Triggers: Unable to get attribute values of authentication domain due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_MODIFY_AUTH_DOMAIN

ID: CONSOLE-1141

Level: INFO

Description: Attempt to modify authentication domain

Data: name of realm, name of authentication domain

Triggers: Click on Save button in authentication domain profile page.

SUCCEED_MODIFY_AUTH_DOMAIN

ID: CONSOLE-1142

Level: INFO

Description: Modification authentication domain succeeded.

Data: name of realm, name of authentication domain

Triggers: Click on Save button in authentication domain profile page.

FEDERATION_EXCEPTION_MODIFY_AUTH_DOMAIN

ID: CONSOLE-1143

Level: SEVERE

Description: Modification authentication domain failed.

Data: name of realm, name of authentication domain, error message

Triggers: Unable to modify authentication domain due to federation SDK related errors.

Actions: Look under federation log for more information.
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ATTEMPT_GET_ALL_PROVIDER_NAMES

ID: CONSOLE-1151

Level: INFO

Description: Attempt to get all provider names

Data: realm name

Triggers: View authentication domain profile page.

SUCCEED_GET_ALL_PROVIDER_NAMES

ID: CONSOLE-1152

Level: INFO

Description: Getting all provider names succeeded.

Data: realm name

Triggers: View authentication domain profile page.

FEDERATION_EXCEPTION_GET_ALL_PROVIDER_NAMES

ID: CONSOLE-1153

Level: SEVERE

Description: Getting all provider names failed.

Data: error message

Triggers: Unable to get all provider names due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_GET_PROVIDER_NAMES_UNDER_AUTH_DOMAIN

ID: CONSOLE-1161

Level: INFO

Description: Attempt to get provider names under a authentication domain

Data: name of realm, name of authentication domain

Triggers: View authentication domain profile page.

SUCCEED_GET_PROVIDER_NAMES_UNDER_AUTH_DOMAIN

ID: CONSOLE-1162

Level: INFO

Description: Getting provider names under authentication domain succeeded.
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Data: name of realm, name of authentication domain

Triggers: View authentication domain profile page.

FEDERATION_EXCEPTION_GET_PROVIDER_NAMES_UNDER_AUTH_DOMAIN

ID: CONSOLE-1163

Level: SEVERE

Description: Getting provider names under authentication domain failed.

Data: name of realm, name of authentication domain, error message

Triggers: Unable to get provider names under authentication domain due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_ADD_PROVIDERS_TO_AUTH_DOMAIN

ID: CONSOLE-1171

Level: INFO

Description: Attempt to add providers to an authentication domain

Data: name of realm, name of authentication domain, name of providers

Triggers: Click on Save button in provider assignment page.

SUCCEED_ADD_PROVIDERS_TO_AUTH_DOMAIN

ID: CONSOLE-1172

Level: INFO

Description: Addition of provider to an authentication domain succeeded.

Data: name of realm, name of authentication domain, name of providers

Triggers: Click on Save button in provider assignment page.

FEDERATION_EXCEPTION_ADD_PROVIDERS_TO_AUTH_DOMAIN

ID: CONSOLE-1173

Level: SEVERE

Description: Addition of provider to an authentication domain failed.

Data: name of realm, name of authentication domain, name of providers, error message

Triggers: Unable to add provider to authentication domain due to federation SDK related errors.

Actions: Look under federation log for more information.
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ATTEMPT_REMOVE_PROVIDERS_FROM_AUTH_DOMAIN

ID: CONSOLE-1181

Level: INFO

Description: Attempt to remove providers from authentication domain

Data: name of realm, name of authentication domain, name of providers

Triggers: Click on Save button in provider assignment page.

SUCCEED_REMOVE_PROVIDERS_FROM_AUTH_DOMAIN

ID: CONSOLE-1182

Level: INFO

Description: Deletion of providers from authentication domain succeeded.

Data: name of realm, name of authentication domain, name of providers

Triggers: Click on Save button in provider assignment page.

FEDERATION_EXCEPTION_REMOVE_PROVIDERS_FROM_AUTH_DOMAIN

ID: CONSOLE-1183

Level: SEVERE

Description: Deletion of provider from authentication domain failed.

Data: name of realm, name of authentication domain, name of providers, error message

Triggers: Unable to remove provider from authentication domain due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_CREATE_PROVIDER

ID: CONSOLE-1301

Level: INFO

Description: Attempt to create provider

Data: name of provider, role of provider, type of provider

Triggers: Click on Save button in provider assignment page.

SUCCEED_CREATE_PROVIDER

ID: CONSOLE-1302

Level: INFO

Description: Creation of providers succeeded.
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Data: name of provider, role of provider, type of provider

Triggers: Click on Save button in provider assignment page.

FEDERATION_EXCEPTION_CREATE_PROVIDER

ID: CONSOLE-1303

Level: SEVERE

Description: Creation of provider failed.

Data: name of provider, role of provider, type of provider, error message

Triggers: Unable to create provider due to federation SDK related errors.

Actions: Look under federation log for more information.

FEDERATION_EXCEPTION_CREATE_PROVIDER

ID: CONSOLE-1304

Level: SEVERE

Description: Creation of provider failed.

Data: name of provider, role of provider, type of provider, error message

Triggers: Unable to create provider due to federation SDK related errors.

Actions: Look under federation log for more information.

INVOCATION_TARGET_EXCEPTION_CREATE_PROVIDER

ID: CONSOLE-1305

Level: SEVERE

Description: Creation of provider failed.

Data: name of provider, role of provider, type of provider, error message

Triggers: Unable to create provider because Administration Console cannot find the appropriate methods to set values for
this provider.

Actions: This is a web application error. Please contact Sun Support for assistant.

ATTEMPT_GET_PROVIDER_ATTRIBUTE_VALUES

ID: CONSOLE-1311

Level: INFO

Description: Attempt to get attribute values for provider

Data: name of provider, role of provider, type of provider

Triggers: View provider profile page.
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SUCCEED_GET_PROVIDER_ATTRIBUTE_VALUES

ID: CONSOLE-1312

Level: INFO

Description: Getting attribute values of providers succeeded.

Data: name of provider, role of provider, type of provider

Triggers: View provider profile page.

ATTEMPT_GET_HANDLER_TO_PROVIDER

ID: CONSOLE-1321

Level: INFO

Description: Attempt to get handler to provider

Data: name of provider, role of provider

Triggers: View provider profile page.

SUCCEED_GET_HANDLER_TO_PROVIDER

ID: CONSOLE-1322

Level: INFO

Description: Getting handler to provider succeeded.

Data: name of provider, role of provider

Triggers: View provider profile page.

FEDERATION_EXCEPTION_GET_HANDLER_TO_PROVIDER

ID: CONSOLE-1323

Level: SEVERE

Description: Getting handler to provider failed.

Data: name of provider, role of provider, error message

Triggers: Unable to get handler to provider due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_MODIFY_PROVIDER

ID: CONSOLE-1331

Level: INFO

Description: Attempt to modify provider
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Data: name of provider, role of provider

Triggers: Click on Save button in provider profile page.

SUCCEED_MODIFY_PROVIDER

ID: CONSOLE-1332

Level: INFO

Description: Modification of provider succeeded.

Data: name of provider, role of provider

Triggers: Click on Save button in provider profile page.

FEDERATION_EXCEPTION_MODIFY_PROVIDER

ID: CONSOLE-1333

Level: SEVERE

Description: Modification of provider failed.

Data: name of provider, role of provider, error message

Triggers: Unable to modify provider due to federation SDK related errors.

Actions: Look under federation log for more information.

INVOCATION_TARGET_EXCEPTION_MODIFY_PROVIDER

ID: CONSOLE-1334

Level: SEVERE

Description: Modification of provider failed.

Data: name of provider, role of provider, error message

Triggers: Unable to modify provider because Administration Console cannot find the appropriate methods to set values
for this provider.

Actions: This is a web application error. Please contact Sun Support for assistant.

ATTEMPT_DELETE_PROVIDER

ID: CONSOLE-1341

Level: INFO

Description: Attempt to delete provider

Data: name of provider, role of provider

Triggers: Click on delete provider button in provider profile page.
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SUCCEED_DELETE_PROVIDER

ID: CONSOLE-1342

Level: INFO

Description: Deletion of provider succeeded.

Data: name of provider, role of provider

Triggers: Click on delete provider button in provider profile page.

FEDERATION_EXCEPTION_DELETE_PROVIDER

ID: CONSOLE-1343

Level: SEVERE

Description: Deletion of provider failed.

Data: name of provider, role of provider, error message

Triggers: Unable to delete provider due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_GET_PROSPECTIVE_TRUSTED_PROVIDER

ID: CONSOLE-1351

Level: INFO

Description: Attempt to get prospective trusted provider

Data: name of provider, role of provider

Triggers: View add trusted provider page.

SUCCEED_GET_PROSPECTIVE_TRUSTED_PROVIDER

ID: CONSOLE-1352

Level: INFO

Description: Getting of prospective trusted provider succeeded.

Data: name of provider, role of provider

Triggers: View add trusted provider page.

FEDERATION_EXCEPTION_GET_PROSPECTIVE_TRUSTED_PROVIDER

ID: CONSOLE-1353

Level: SEVERE

Description: Getting of prospective trusted provider failed.

Reference PingAM

1344 Copyright © 2025 Ping Identity Corporation



Data: name of provider, role of provider, error message

Triggers: Unable to get prospective trusted provider due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_GET_ATTR_VALUE_SCHEMA_TYPE

ID: CONSOLE-2001

Level: INFO

Description: Attempt to get attribute values of schema type of a service schema

Data: name of service, name of schema type, name of attribute schemas

Triggers: View service profile page.

SUCCEED_GET_ATTR_VALUE_SCHEMA_TYPE

ID: CONSOLE-2002

Level: INFO

Description: Getting attribute values of schema type of a service schema succeeded.

Data: name of service, name of schema type, name of attribute schemas

Triggers: View service profile page.

SSO_EXCEPTION_GET_ATTR_VALUE_SCHEMA_TYPE

ID: CONSOLE-2003

Level: SEVERE

Description: Getting attribute values of schema type of a service schema failed.

Data: name of service, name of schema type, name of attribute schemas, error message

Triggers: Unable to get attribute values of schema type of a service schema. It may be the single sign on token of the user
has expired; or the user does not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_GET_ATTR_VALUE_SCHEMA_TYPE

ID: CONSOLE-2004

Level: SEVERE

Description: Getting attribute values of schema type of a service schema failed.

Data: name of service, name of schema type, name of attribute schemas, error message

Triggers: Unable to get attribute values of schema type of a service schema due to service management SDK related
errors.
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Actions: Look under service management log for more information.

NO_SCHEMA_GET_ATTR_VALUE_SCHEMA_TYPE

ID: CONSOLE-2005

Level: INFO

Description: Getting attribute values of schema type of a service schema failed.

Data: name of service, name of schema type, name of attribute schemas

Triggers: View service profile page.

Actions: Need no action on this event. Console attempts to get a schema from a service but schema does not exist.

ATTEMPT_GET_ATTR_VALUE_ATR_SCHEMA_SCHEMA_TYPE

ID: CONSOLE-2011

Level: INFO

Description: Attempt to get attribute values of attribute schema of a schema type of a service schema

Data: name of service, name of schema type, name of attribute schemas

Triggers: View service profile page.

SUCCEED_GET_ATTR_VALUE_ATR_SCHEMA_SCHEMA_TYPE

ID: CONSOLE-2012

Level: INFO

Description: Getting attribute values of attribute schema of a schema type of a service schema succeeded.

Data: name of service, name of schema type, name of attribute schemas

Triggers: View service profile page.

SSO_EXCEPTION_GET_ATTR_VALUE_ATR_SCHEMA_SCHEMA_TYPE

ID: CONSOLE-2013

Level: SEVERE

Description: Getting attribute values of attribute schema of a schema type of a service schema failed.

Data: name of service, name of schema type, name of attribute schemas, error message

Triggers: Unable to get attribute values of schema type of a service schema. It may be the single sign on token of the user
has expired; or the user does not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_GET_ATTR_VALUE_ATR_SCHEMA_SCHEMA_TYPE

ID: CONSOLE-2014
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Level: SEVERE

Description: Getting attribute values of attribute schema of a schema type of a service schema failed.

Data: name of service, name of schema type, name of attribute schemas, error message

Triggers: Unable to get attribute values of schema type of a service schema due to service management SDK related
errors.

Actions: Look under service management log for more information.

ATTEMPT_SET_ATTR_VALUE_ATR_SCHEMA_SCHEMA_TYPE

ID: CONSOLE-2021

Level: INFO

Description: Attempt to modify attribute values of attribute schema of a schema type of a service schema

Data: name of service, name of schema type, name of attribute schemas

Triggers: Click on Save button in service profile page.

SUCCEED_SET_ATTR_VALUE_ATR_SCHEMA_SCHEMA_TYPE

ID: CONSOLE-2022

Level: INFO

Description: Modification attribute values of attribute schema of a schema type of a service schema succeeded.

Data: name of service, name of schema type, name of attribute schemas

Triggers: Click on Save button in service profile page.

SSO_EXCEPTION_SET_ATTR_VALUE_ATR_SCHEMA_SCHEMA_TYPE

ID: CONSOLE-2023

Level: SEVERE

Description: Modification attribute values of attribute schema of a schema type of a service schema failed.

Data: name of service, name of schema type, name of attribute schemas, error message

Triggers: Unable to modify attribute values of schema type of a service schema. It may be the single sign on token of the
user has expired; or the user does not have permission to perform this operation.

Actions: Look under service management log for more information.

SMS_EXCEPTION_SET_ATTR_VALUE_ATR_SCHEMA_SCHEMA_TYPE

ID: CONSOLE-2024

Level: SEVERE

Description: Modification attribute values of attribute schema of a schema type of a service schema failed.
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Data: name of service, name of schema type, name of attribute schemas, error message

Triggers: Unable to modify attribute values of schema type of a service schema due to service management SDK related
errors.

Actions: Look under service management log for more information.

ATTEMPT_GET_CURRENT_SESSIONS

ID: CONSOLE-3001

Level: INFO

Description: Attempt to get current sessions

Data: name of server, search pattern

Triggers: View session main page.

SUCCEED_GET_CURRENT_SESSIONS

ID: CONSOLE-3002

Level: INFO

Description: Getting of current sessions succeeded.

Data: name of server, search pattern

Triggers: View session main page.

SESSION_EXCEPTION_GET_CURRENT_SESSIONS

ID: CONSOLE-3003

Level: SEVERE

Description: Getting of current sessions failed.

Data: name of server, name of realm, error message

Triggers: Unable to get current sessions due to session SDK exception.

Actions: Look under session management log for more information.

ATTEMPT_INVALIDATE_SESSIONS

ID: CONSOLE-3011

Level: INFO

Description: Attempt to invalidate session

Data: name of server, ID of session

Triggers: Click on Invalidate button in session main page.
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SUCCEED_INVALIDATE_SESSIONS

ID: CONSOLE-3012

Level: INFO

Description: Invalidation of session succeeded.

Data: name of server, ID of session

Triggers: Click on Invalidate button in session main page.

SESSION_EXCEPTION_INVALIDATE_SESSIONS

ID: CONSOLE-3013

Level: SEVERE

Description: Invalidation of session failed.

Data: name of server, ID of session, error message

Triggers: Unable to invalidate session due to session SDK exception.

Actions: Look under session management log for more information.

ATTEMPT_GET_SITE_NAMES

ID: CONSOLE-12001

Level: INFO

Description: Attempt to get site names

Data: server instance name

Triggers: View site and server management page.

SUCCEED_GET_SITE_NAMES

ID: CONSOLE-12002

Level: INFO

Description: Site names are returned.

Data: server instance name

Triggers: View site and server management page.

SSO_EXCEPTION_GET_SITE_NAMES

ID: CONSOLE-12003

Level: SEVERE

Description: Get site names.
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Data: error message

Triggers: Unable to get site names. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_GET_SITE_NAMES

ID: CONSOLE-12004

Level: SEVERE

Description: Get site names.

Data: error message

Triggers: Unable to get site names due the SMS API error.

Actions: Look under service management SDK log for more information.

ATTEMPT_GET_SITE_PRIMARY_URL

ID: CONSOLE-12011

Level: INFO

Description: Attempt to get primary URL of site.

Data: Site Name

Triggers: View site profile page.

SUCCEED_GET_SITE_PRIMARY_URL

ID: CONSOLE-12012

Level: INFO

Description: Primary URL of site is returned.

Data: Site Name

Triggers: View site profile page.

SSO_EXCEPTION_GET_SITE_PRIMARY_URL

ID: CONSOLE-12013

Level: SEVERE

Description: Get primary URL of site.

Data: Site Name, error message

Triggers: Unable to get primary URL of site. It may be the single sign on token of the user has expired; or the user does not
have permission to perform this operation.
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Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_GET_SITE_PRIMARY_URL

ID: CONSOLE-12014

Level: SEVERE

Description: Get primary URL of site.

Data: Site Name, error message

Triggers: Unable to get primary URL of site due the SMS API error.

Actions: Look under service management SDK log for more information.

ATTEMPT_GET_SITE_FAILOVER_URLS

ID: CONSOLE-12021

Level: INFO

Description: Attempt to get failover URLs of site.

Data: Site Name

Triggers: View site profile page.

SUCCEED_GET_SITE_FAILOVER_URLS

ID: CONSOLE-12022

Level: INFO

Description: Failover URLs of site is returned.

Data: Site Name

Triggers: View site profile page.

SSO_EXCEPTION_GET_SITE_FAILOVER_URLS

ID: CONSOLE-12023

Level: SEVERE

Description: Get failover URLs of site.

Data: Site Name, error message

Triggers: Unable to get failover URLs of site. It may be the single sign on token of the user has expired; or the user does
not have permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_GET_SITE_FAILOVER_URLS

ID: CONSOLE-12024
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Level: SEVERE

Description: Get failover URLs of site.

Data: Site Name, error message

Triggers: Unable to get failover URLs of site due the SMS API error.

Actions: Look under service management SDK log for more information.

ATTEMPT_GET_SITE_MEMBERS

ID: CONSOLE-12031

Level: INFO

Description: Attempt to get members of site.

Data: Site Name

Triggers: View site profile page.

SUCCEED_GET_SITE_MEMBERS

ID: CONSOLE-12032

Level: INFO

Description: Members of site is returned.

Data: Site Name

Triggers: View site profile page.

SSO_EXCEPTION_GET_SITE_MEMBERS

ID: CONSOLE-12033

Level: SEVERE

Description: Get members of site.

Data: Site Name, error message

Triggers: Unable to get members of site. It may be the single sign on token of the user has expired; or the user does not
have permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_GET_SITE_MEMBERS

ID: CONSOLE-12034

Level: SEVERE

Description: Get members of site.

Data: Site Name, error message
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Triggers: Unable to get members of site due the SMS API error.

Actions: Look under service management SDK log for more information.

ATTEMPT_CREATE_SITE

ID: CONSOLE-12041

Level: INFO

Description: Attempt to create site.

Data: Site Name

Triggers: View create site page.

SUCCEED_CREATE_SITE

ID: CONSOLE-12042

Level: INFO

Description: Site is created.

Data: Site Name

Triggers: Click on create button on creation page.

SSO_EXCEPTION_CREATE_SITE

ID: CONSOLE-12043

Level: SEVERE

Description: Create site.

Data: Site Name, error message

Triggers: Unable to create site. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_CREATE_SITE

ID: CONSOLE-12044

Level: SEVERE

Description: Create site.

Data: Site Name, error message

Triggers: Unable to create site due the SMS API error.

Actions: Look under service management SDK log for more information.
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ATTEMPT_CREATE_SERVER

ID: CONSOLE-12051

Level: INFO

Description: Attempt to create server.

Data: Server Name

Triggers: View create server page.

SUCCEED_CREATE_SERVER

ID: CONSOLE-12052

Level: INFO

Description: Server is created.

Data: Server Name

Triggers: Click on create button on creation page.

SSO_EXCEPTION_CREATE_SERVER

ID: CONSOLE-12053

Level: SEVERE

Description: Create server.

Data: Server Name, error message

Triggers: Unable to create server. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_CREATE_SERVER

ID: CONSOLE-12054

Level: SEVERE

Description: Create server.

Data: Server Name, error message

Triggers: Unable to create server due the SMS API error.

Actions: Look under service management SDK log for more information.

CONFIGURATION_EXCEPTION_CREATE_SERVER

ID: CONSOLE-12055

Level: SEVERE
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Description: Create server.

Data: Server Name, error message

Triggers: Unable to create server due the incorrect data format error.

Actions: Look under console log for more information.

IO_EXCEPTION_CREATE_SERVER

ID: CONSOLE-12056

Level: SEVERE

Description: Create server.

Data: Server Name, error message

Triggers: Unable to create server due the incorrect data format error.

Actions: Look under console log for more information.

ATTEMPT_DELETE_SITE

ID: CONSOLE-12061

Level: INFO

Description: Attempt to delete site.

Data: Site Name

Triggers: Click on delete site button.

SUCCEED_DELETE_SITE

ID: CONSOLE-12062

Level: INFO

Description: Site is deleted.

Data: Site Name

Triggers: Click on delete button.

SSO_EXCEPTION_DELETE_SITE

ID: CONSOLE-12063

Level: SEVERE

Description: Delete site.

Data: Site Name, error message

Triggers: Unable to delete site. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.
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Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_DELETE_SITE

ID: CONSOLE-12064

Level: SEVERE

Description: Delete site.

Data: Site Name, error message

Triggers: Unable to delete site due the SMS API error.

Actions: Look under service management SDK log for more information.

ATTEMPT_MODIFY_SITE

ID: CONSOLE-12071

Level: INFO

Description: Attempt to modify site.

Data: Site Name

Triggers: Click on OK button in site profile page.

SUCCEED_MODIFY_SITE

ID: CONSOLE-12072

Level: INFO

Description: Site is nodified.

Data: Site Name

Triggers: Click on OK button in site profile page.

SSO_EXCEPTION_MODIFY_SITE

ID: CONSOLE-12073

Level: SEVERE

Description: Modify site.

Data: Site Name, error message

Triggers: Unable to modify site. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_MODIFY_SITE

ID: CONSOLE-12074
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Level: SEVERE

Description: Modify site.

Data: Site Name, error message

Triggers: Unable to modify site due the SMS API error.

Actions: Look under service management SDK log for more information.

CONFIGURATION_EXCEPTION_MODIFY_SITE

ID: CONSOLE-12075

Level: SEVERE

Description: Modify site.

Data: Site Name, error message

Triggers: Unable to modify site due the incorrect data format.

Actions: Look under console log for more information.

ATTEMPT_GET_SERVER_NAMES

ID: CONSOLE-12081

Level: INFO

Description: Attempt to get server names.

Data: server instance name

Triggers: View site and server management page.

SUCCEED_GET_SERVER_NAMES

ID: CONSOLE-12082

Level: INFO

Description: Server names are returned.

Data: server instance name

Triggers: View site and server management page.

SSO_EXCEPTION_GET_SERVER_NAMES

ID: CONSOLE-12083

Level: SEVERE

Description: Get server name.

Data: error message
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Triggers: Unable to get server names. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_GET_SERVER_NAMES

ID: CONSOLE-12084

Level: SEVERE

Description: Get server name.

Data: error message

Triggers: Unable to get server names due the SMS API error.

Actions: Look under service management SDK log for more information.

ATTEMPT_GET_SERVER_SITE

ID: CONSOLE-12091

Level: INFO

Description: Attempt to get server’s site.

Data: Server Name

Triggers: View server profile page.

SUCCEED_GET_SERVER_SITE

ID: CONSOLE-12092

Level: INFO

Description: Server’s site name is returned.

Data: Server Name

Triggers: View server profile page.

SSO_EXCEPTION_GET_SERVER_SITE

ID: CONSOLE-12093

Level: SEVERE

Description: Get server’s site name.

Data: Server Name, error message

Triggers: Unable to get server’s site. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under access management SDK log for more information.
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SMS_EXCEPTION_GET_SERVER_SITE

ID: CONSOLE-12094

Level: SEVERE

Description: Get server’s site name.

Data: Server Name, error message

Triggers: Unable to get server’s site due the SMS API error.

Actions: Look under service management SDK log for more information.

ATTEMPT_DELETE_SERVER

ID: CONSOLE-12101

Level: INFO

Description: Attempt to delete server.

Data: Server Name

Triggers: Click on delete button in server management page.

SUCCEED_DELETE_SERVER

ID: CONSOLE-12102

Level: INFO

Description: Server is delete.

Data: Server Name

Triggers: Click on delete button in server management page.

SSO_EXCEPTION_DELETE_SERVER

ID: CONSOLE-12103

Level: SEVERE

Description: Delete server.

Data: Server Name, error message

Triggers: Unable to delete server. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_DELETE_SERVER

ID: CONSOLE-12104

Level: SEVERE
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Description: Delete server.

Data: Server Name, error message

Triggers: Unable to delete server due the SMS API error.

Actions: Look under service management SDK log for more information.

ATTEMPT_CLONE_SERVER

ID: CONSOLE-12201

Level: INFO

Description: Attempt to clone server.

Data: Server Name, Cloned Server Name

Triggers: Click on clone button in server management page.

SUCCEED_CLONE_SERVER

ID: CONSOLE-12202

Level: INFO

Description: Server is cloned.

Data: Server Name, Cloned Server Name

Triggers: Click on clone button in server management page.

SSO_EXCEPTION_CLONE_SERVER

ID: CONSOLE-12203

Level: SEVERE

Description: clone server.

Data: Server Name, Cloned Server Name, error message

Triggers: Unable to clone server. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_CLONE_SERVER

ID: CONSOLE-12204

Level: SEVERE

Description: clone server.

Data: Server Name, Cloned Server Name, error message

Triggers: Unable to clone server due the SMS API error.
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Actions: Look under service management SDK log for more information.

CONFIGURATION_EXCEPTION_CLONE_SERVER

ID: CONSOLE-12205

Level: SEVERE

Description: clone server.

Data: Server Name, Cloned Server Name, error message

Triggers: Unable to clone server due the data format error.

Actions: Look under console log for more information.

ATTEMPT_GET_SERVER_CONFIG

ID: CONSOLE-12211

Level: INFO

Description: Attempt to get server’s configuration.

Data: Server Name

Triggers: View server profile page.

SUCCEED_GET_SERVER_CONFIG

ID: CONSOLE-12212

Level: INFO

Description: Server’s configuration is returned.

Data: Server Name

Triggers: View server profile page.

SSO_EXCEPTION_GET_SERVER_CONFIG

ID: CONSOLE-12213

Level: SEVERE

Description: Get server’s configuration.

Data: Server Name, error message

Triggers: Unable to get server’s configuration. It may be the single sign on token of the user has expired; or the user does
not have permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_GET_SERVER_CONFIG

ID: CONSOLE-12214
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Level: SEVERE

Description: Get server’s configuration.

Data: Server Name, error message

Triggers: Unable to get server’s configuration due the SMS API error.

Actions: Look under service management SDK log for more information.

IO_EXCEPTION_GET_SERVER_CONFIG

ID: CONSOLE-12215

Level: SEVERE

Description: get server’s configuration.

Data: Server Name, error message

Triggers: Unable to get server’s configuration due the data parsing error.

Actions: Look under console log for more information.

ATTEMPT_GET_SERVER_DEFAULT_CONFIG

ID: CONSOLE-12221

Level: INFO

Description: Attempt to get server default configuration.

Data: server instance name

Triggers: View server profile page.

SUCCEED_GET_SERVER_DEFAULT_CONFIG

ID: CONSOLE-12222

Level: INFO

Description: Server default configuration is returned.

Data: server instance name

Triggers: View server profile page.

ATTEMPT_MODIFY_SERVER

ID: CONSOLE-12231

Level: INFO

Description: Attempt to modify server.

Data: Server Name

Triggers: Click on OK button in server profile page.
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SUCCEED_MODIFY_SERVER

ID: CONSOLE-12232

Level: INFO

Description: Server is modified.

Data: Server Name

Triggers: Click on OK button in server profile page.

SSO_EXCEPTION_MODIFY_SERVER

ID: CONSOLE-12233

Level: SEVERE

Description: modify server.

Data: Server Name, error message

Triggers: Unable to modify server. It may be the single sign on token of the user has expired; or the user does not have
permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_MODIFY_SERVER

ID: CONSOLE-12234

Level: SEVERE

Description: modify server.

Data: Server Name, error message

Triggers: Unable to modify server due the SMS API error.

Actions: Look under service management SDK log for more information.

IO_EXCEPTION_MODIFY_SERVER

ID: CONSOLE-12235

Level: SEVERE

Description: modify server.

Data: Server Name, error message

Triggers: Unable to modify server due the data parsing error.

Actions: Look under console log for more information.

CONFIGURATION_EXCEPTION_MODIFY_SERVER

ID: CONSOLE-12236

PingAM Reference

Copyright © 2025 Ping Identity Corporation 1363



Level: SEVERE

Description: modify server.

Data: Server Name, error message

Triggers: Unable to modify server due the incorrect data format error.

Actions: Look under console log for more information.

ATTEMPT_MODIFY_SERVER_INHERITANCE

ID: CONSOLE-12241

Level: INFO

Description: Attempt to modify server’s inheritance.

Data: Server Name

Triggers: Click on OK button in server inheritance setting page.

SUCCEED_MODIFY_SERVER_INHERITANCE

ID: CONSOLE-12242

Level: INFO

Description: Server’s inheritance setting is modified.

Data: Server Name

Triggers: Click on OK button in server inheritance setting page.

SSO_EXCEPTION_MODIFY_SERVER_INHERITANCE

ID: CONSOLE-12243

Level: SEVERE

Description: Modify server’s inheritance.

Data: Server Name, error message

Triggers: Unable to modify server’s inheritance. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_MODIFY_SERVER_INHERITANCE

ID: CONSOLE-12244

Level: SEVERE

Description: Modify server’s inheritance.

Data: Server Name, error message
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Triggers: Unable to modify server’s inheritance due the SMS API error.

Actions: Look under service management SDK log for more information.

IO_EXCEPTION_MODIFY_SERVER_INHERITANCE

ID: CONSOLE-12245

Level: SEVERE

Description: modify server’s inheritance.

Data: Server Name, error message

Triggers: Unable to modify server’s inheritance due the data parsing error.

Actions: Look under console log for more information.

CONFIGURATION_EXCEPTION_MODIFY_SERVER_INHERITANCE

ID: CONSOLE-12246

Level: SEVERE

Description: modify server’s inheritance.

Data: Server Name, error message

Triggers: Unable to modify server’s inheritance due the incorrect data format error.

Actions: Look under console log for more information.

ATTEMPT_GET_SERVER_CONFIG_XML

ID: CONSOLE-12251

Level: INFO

Description: Attempt to get server’s configuration XML.

Data: Server Name

Triggers: View server’s server configuration XML profile page.

SUCCEED_GET_SERVER_CONFIG_XML

ID: CONSOLE-12252

Level: INFO

Description: Server’s configuration XML is returned.

Data: Server Name

Triggers: View server’s server configuration XML profile page.
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SSO_EXCEPTION_GET_SERVER_CONFIG_XML

ID: CONSOLE-12253

Level: SEVERE

Description: Get server’s configuration XML.

Data: Server Name, error message

Triggers: Unable to get server’s configuration XML. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_GET_SERVER_CONFIG_XML

ID: CONSOLE-12254

Level: SEVERE

Description: sGget server’s configuration XML.

Data: Server Name, error message

Triggers: Unable to get server’s configuration XML due the SMS API error.

Actions: Look under service management SDK log for more information.

GENERIC_EXCEPTION_GET_SERVER_CONFIG_XML

ID: CONSOLE-12255

Level: SEVERE

Description: sGget server’s configuration XML.

Data: Server Name, error message

Triggers: Unable to get server’s configuration XML due the data parsing error.

Actions: Look under console log for more information.

ATTEMPT_SET_SERVER_CONFIG_XML

ID: CONSOLE-12261

Level: INFO

Description: Attempt to set server’s configuration XML.

Data: Server Name

Triggers: Click on OK button in server’s server configuration XML profile page.

SUCCEED_SET_SERVER_CONFIG_XML

ID: CONSOLE-12262
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Level: INFO

Description: Server’s configuration XML is modified.

Data: Server Name

Triggers: Click on OK button in server’s server configuration XML profile page.

SSO_EXCEPTION_SET_SERVER_CONFIG_XML

ID: CONSOLE-12263

Level: SEVERE

Description: set server’s configuration XML.

Data: Server Name, error message

Triggers: Unable to set server’s configuration XML. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under access management SDK log for more information.

SMS_EXCEPTION_SET_SERVER_CONFIG_XML

ID: CONSOLE-12264

Level: SEVERE

Description: sGset server’s configuration XML.

Data: Server Name, error message

Triggers: Unable to set server’s configuration XML due the SMS API error.

Actions: Look under service management SDK log for more information.

ATTEMPT_SEARCH_AGENT

ID: CONSOLE-13001

Level: INFO

Description: Attempt to search for agents

Data: base realm, agent type, search pattern, search size limit, search time limit

Triggers: Click on Search button in agent search view.

SUCCEED_SEARCH_AGENT

ID: CONSOLE-13002

Level: INFO

Description: Searching for agents succeeded

Data: base realm, agent type, search pattern, search size limit, search time limit
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Triggers: Click on Search button in agent search view.

EXCEPTION_SEARCH_AGENT

ID: CONSOLE-13003

Level: SEVERE

Description: Searching for agents failed

Data: base realm, agent type, search pattern, search size limit, search time limit, error message

Triggers: Unable to perform search operation on agents under a realm. It may be the single sign on token of the user has
expired; or the user does not have permission to perform this operation.

Actions: Look under data store log for more information.

ATTEMPT_DELETE_AGENT

ID: CONSOLE-13011

Level: INFO

Description: Attempt to delete agents

Data: base realm, agent names

Triggers: Click on Delete button in agent home page.

SUCCEED_DELETE_AGENT

ID: CONSOLE-13012

Level: INFO

Description: Agents are deleted

Data: base realm, agent names

Triggers: Click on Delete button in agent home page.

EXCEPTION_DELETE_AGENT

ID: CONSOLE-13013

Level: SEVERE

Description: Deletion of agents failed

Data: base realm, agent names, error message

Triggers: Unable to perform delete operation on agents under a realm. It may be the single sign on token of the user has
expired; or the user does not have permission to perform this operation.

Actions: Look under data store log for more information.
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ATTEMPT_SEARCH_AGENT_GROUP

ID: CONSOLE-13021

Level: INFO

Description: Attempt to search for agent groups

Data: base realm, agent type, search pattern, search size limit, search time limit

Triggers: Click on Search button in agent search view.

SUCCEED_SEARCH_AGENT_GROUP

ID: CONSOLE-13022

Level: INFO

Description: Searching for agent groups succeeded

Data: base realm, agent type, search pattern, search size limit, search time limit

Triggers: Click on Search button in agent search view.

EXCEPTION_SEARCH_AGENT_GROUP

ID: CONSOLE-13023

Level: SEVERE

Description: Searching for agent groups failed

Data: base realm, agent type, search pattern, search size limit, search time limit, error message

Triggers: Unable to perform search operation on agent groups under a realm. It may be the single sign on token of the
user has expired; or the user does not have permission to perform this operation.

Actions: Look under data store log for more information.

ATTEMPT_DELETE_AGENT_GROUP

ID: CONSOLE-13031

Level: INFO

Description: Attempt to delete agent groups

Data: base realm, agent group names

Triggers: Click on Delete button in agent home page.

SUCCEED_DELETE_AGENT_GROUP

ID: CONSOLE-13032

Level: INFO

Description: Agent groups are deleted
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Data: base realm, agent group names

Triggers: Click on Delete button in agent home page.

EXCEPTION_DELETE_AGENT_GROUP

ID: CONSOLE-13033

Level: SEVERE

Description: Deletion of agent groups failed

Data: base realm, agent group names, error message

Triggers: Unable to perform delete operation on agents under a realm. It may be the single sign on token of the user has
expired; or the user does not have permission to perform this operation.

Actions: Look under data store log for more information.

ATTEMPT_CREATE_AGENT

ID: CONSOLE-13041

Level: INFO

Description: Attempt to create agent

Data: base realm, agent name, agent type

Triggers: Click on New button in agent home page.

SUCCEED_CREATE_AGENT

ID: CONSOLE-13042

Level: INFO

Description: Agent is created

Data: base realm, agent name, agent type

Triggers: Click on New button in agent home page.

EXCEPTION_CREATE_AGENT

ID: CONSOLE-13043

Level: SEVERE

Description: Creation of agent failed

Data: base realm, agent name, agent type, error message

Triggers: Unable to perform create agent. It may be the single sign on token of the user has expired; or the user does not
have permission to perform this operation.

Actions: Look under data store log for more information.
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ATTEMPT_CREATE_AGENT_GROUP

ID: CONSOLE-13051

Level: INFO

Description: Attempt to create agent group

Data: base realm, agent group name, agent type

Triggers: Click on New button in agent home page.

SUCCEED_CREATE_AGENT_GROUP

ID: CONSOLE-13052

Level: INFO

Description: Agent group is created

Data: base realm, agent group name, agent type

Triggers: Click on New button in agent home page.

EXCEPTION_CREATE_AGENT_GROUP

ID: CONSOLE-13053

Level: SEVERE

Description: Creation of agent group failed

Data: base realm, agent group name, agent type, error message

Triggers: Unable to perform create agent group. It may be the single sign on token of the user has expired; or the user
does not have permission to perform this operation.

Actions: Look under data store log for more information.

ATTEMPT_GET_AGENT_ATTRIBUTE_VALUES

ID: CONSOLE-13061

Level: INFO

Description: Attempt to get agent attribute values

Data: agent universal Id

Triggers: Visit agent profile page.

SUCCEED_GET_AGENT_ATTRIBUTE_VALUES

ID: CONSOLE-13062

Level: INFO

Description: Agent attribute values is retrieved.
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Data: agent universal Id

Triggers: Visit agent profile page.

EXCEPTION_GET_AGENT_ATTRIBUTE_VALUES

ID: CONSOLE-13063

Level: SEVERE

Description: Unable to get agent attribute values

Data: agent universal Id, error message

Triggers: Unable to perform get agent attribute values. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation.

Actions: Look under data store log for more information.

ATTEMPT_SET_AGENT_ATTRIBUTE_VALUE

ID: CONSOLE-13071

Level: INFO

Description: Attempt to set agent attribute values

Data: agent universal Id

Triggers: Click on save button in agent profile page.

SUCCEED_SET_AGENT_ATTRIBUTE_VALUE

ID: CONSOLE-13072

Level: INFO

Description: Agent attribute values set successfully

Data: agent universal Id

Triggers: Click on save button in agent profile page.

EXCEPTION_SET_AGENT_ATTRIBUTE_VALUE

ID: CONSOLE-13073

Level: SEVERE

Description: Unable to set agent attribute values

Data: agent universal Id, error message

Triggers: Unable to perform set agent attribute values. It may be the single sign on token of the user has expired; or the
user does not have permission to perform this operation.

Actions: Look under data store log for more information.
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ATTEMPT_GET_ATTR_VALUES_OF_SESSION_HA_PROPERTIES

ID: CONSOLE-13074

Level: INFO

Description: Attempt to read session HA properties

Data: name of attribute

Triggers: Click on Save button in session profile page.

SUCCEED_GET_ATTR_VALUES_OF_SESSION_HA_PROPERTIES

ID: CONSOLE-13075

Level: INFO

Description: Read Access of session HA properties succeeded.

Data: name of attribute

Triggers: Click on Save button in session profile page.

SMS_EXCEPTION_GET_ATTR_VALUES_OF_SESSION_HA_PROPERTIES

ID: CONSOLE-13076

Level: SEVERE

Description: Read Access of session HA properties failed.

Data: name of attribute, error message

Triggers: Unable to modify session HA properties due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_SET_ATTR_VALUES_OF_SESSION_HA_PROPERTIES

ID: CONSOLE-13077

Level: INFO

Description: Attempt to modify session HA properties

Data: name of attribute

Triggers: Click on Save button in session profile page.

SUCCEED_SET_ATTR_VALUES_OF_SESSION_HA_PROPERTIES

ID: CONSOLE-13078

Level: INFO

Description: Modification of session HA properties succeeded.
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Data: name of attribute

Triggers: Click on Save button in session profile page.

SMS_EXCEPTION_SET_ATTR_VALUES_OF_SESSION_HA_PROPERTIES

ID: CONSOLE-13079

Level: SEVERE

Description: Modification of session HA properties failed.

Data: name of attribute, error message

Triggers: Unable to modify session HA properties due to service management SDK exception.

Actions: Look under service management log for more information.

ATTEMPT_GET_AFFILIATION_ATTR_VALUES

ID: CONSOLE-13101

Level: INFO

Description: Attempt to get attribute values of an affiliation.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View SAMLv2 Affiliate page.

SUCCEED_GET_AFFILIATION_ATTR_VALUES

ID: CONSOLE-13102

Level: INFO

Description: Getting attribute values of affiliation succeeded.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View SAMLv2 Affiliate page.

FEDERATION_EXCEPTION_GET_AFFILIATION_ATTR_VALUES

ID: CONSOLE-13103

Level: SEVERE

Description: Getting attribute values of affiliation failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to get attribute values of affiliation due to federation SDK related errors.

Actions: Look under federation log for more information.
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ATTEMPT_MODIFY_AFFILIATION_ATTR_VALUES

ID: CONSOLE-13111

Level: INFO

Description: Attempt to modify affiliation.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on Save button in SAMLv2 Affiliate page.

SUCCEED_MODIFY_AFFILIATION_ATTR_VALUES

ID: CONSOLE-13112

Level: INFO

Description: Modification of affiliation succeeded.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on Save button in SAMLv2 Affiliate page.

FEDERATION_EXCEPTION_MODIFY_AFFILIATION_ATTR_VALUES

ID: CONSOLE-13113

Level: SEVERE

Description: Modification of affiliation failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to modify affiliation due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_GET_ATTR_AUTH_ATTR_VALUES

ID: CONSOLE-13121

Level: INFO

Description: Attempt to get attribute values of an attribute authority.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View SAMLv2 AttrAuthority page.

SUCCEED_GET_ATTR_AUTH_ATTR_VALUES

ID: CONSOLE-13122

Level: INFO

Description: Getting attribute values of attribute authority succeeded.
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Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View SAMLv2 AttrAuthority page.

FEDERATION_EXCEPTION_GET_ATTR_AUTH_ATTR_VALUES

ID: CONSOLE-13123

Level: SEVERE

Description: Getting attribute values of attribute authority failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to get attribute values of attribute authority due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_MODIFY_ATTR_AUTH_ATTR_VALUES

ID: CONSOLE-13131

Level: INFO

Description: Attempt to modify attribute authority.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on Save button in SAMLv2 AttrAuthority page.

SUCCEED_MODIFY_ATTR_AUTH_ATTR_VALUES

ID: CONSOLE-13132

Level: INFO

Description: Modification of attribute authority succeeded.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on Save button in SAMLv2 AttrAuthority page.

FEDERATION_EXCEPTION_MODIFY_ATTR_AUTH_ATTR_VALUES

ID: CONSOLE-13133

Level: SEVERE

Description: Modification of attribute authority failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to modify attribute authority due to federation SDK related errors.

Actions: Look under federation log for more information.
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ATTEMPT_GET_ATTR_QUERY_ATTR_VALUES

ID: CONSOLE-13141

Level: INFO

Description: Attempt to get attribute values of an attribute query.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View SAMLv2 AttrQuery page.

SUCCEED_GET_ATTR_QUERY_ATTR_VALUES

ID: CONSOLE-13142

Level: INFO

Description: Getting attribute values of attribute query succeeded.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View SAMLv2 AttrQuery page.

FEDERATION_EXCEPTION_GET_ATTR_QUERY_ATTR_VALUES

ID: CONSOLE-13143

Level: SEVERE

Description: Getting attribute values of attribute query failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to get attribute values of attribute query due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_MODIFY_ATTR_QUERY_ATTR_VALUES

ID: CONSOLE-13151

Level: INFO

Description: Attempt to modify attribute query.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on Save button in SAMLv2 AttrQuery page.

SUCCEED_MODIFY_ATTR_QUERY_ATTR_VALUES

ID: CONSOLE-13152

Level: INFO

Description: Modification of attribute query succeeded.
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Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on Save button in SAMLv2 AttrQuery page.

FEDERATION_EXCEPTION_MODIFY_ATTR_QUERY_ATTR_VALUES

ID: CONSOLE-13153

Level: SEVERE

Description: Modification of attribute query failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to modify attribute query due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_GET_AUTHN_AUTH_ATTR_VALUES

ID: CONSOLE-13161

Level: INFO

Description: Attempt to get attribute values of an authn authority.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View SAMLv2 AuthnAuthority page.

SUCCEED_GET_AUTHN_AUTH_ATTR_VALUES

ID: CONSOLE-13162

Level: INFO

Description: Getting attribute values of authn authority succeeded.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View SAMLv2 AuthnAuthority page.

FEDERATION_EXCEPTION_GET_AUTHN_AUTH_ATTR_VALUES

ID: CONSOLE-13163

Level: SEVERE

Description: Getting attribute values of authn authority failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to get attribute values of authn authority due to federation SDK related errors.

Actions: Look under federation log for more information.
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ATTEMPT_MODIFY_AUTHN_AUTH_ATTR_VALUES

ID: CONSOLE-13171

Level: INFO

Description: Attempt to modify authn authority.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on Save button in SAMLv2 AuthnAuthority page.

SUCCEED_MODIFY_AUTHN_AUTH_ATTR_VALUES

ID: CONSOLE-13172

Level: INFO

Description: Modification of authn authority succeeded.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: Click on Save button in SAMLv2 AuthnAuthority page.

FEDERATION_EXCEPTION_MODIFY_AUTHN_AUTH_ATTR_VALUES

ID: CONSOLE-13173

Level: SEVERE

Description: Modification of authn authority failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to modify authn authority due to federation SDK related errors.

Actions: Look under federation log for more information.

ATTEMPT_GET_METAALIAS

ID: CONSOLE-13181

Level: INFO

Description: Attempt to get a meta alias.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View SAMLv2 IDP Services page.

SUCCEED_GET_METAALIAS

ID: CONSOLE-13182

Level: INFO

Description: Getting meta alias succeeded.
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Data: descriptor realm, descriptor name, descriptor protocol, descriptor type

Triggers: View SAMLv2 IDP Services page.

FEDERATION_EXCEPTION_GET_METAALIAS

ID: CONSOLE-13183

Level: SEVERE

Description: Getting meta alias failed.

Data: descriptor realm, descriptor name, descriptor protocol, descriptor type, error message

Triggers: Unable to get meta alias due to federation SDK related errors.

Actions: Look under federation log for more information.

ENTITLEMENT messages

ATTEMPT_ADD_PRIVILEGE

ID: ENTITLEMENT-1

Level: INFO

Description: Attempt to add privilege.

Data: realm, privilege name

Triggers: Add privilege API is called.

SUCCEEDED_ADD_PRIVILEGE

ID: ENTITLEMENT-2

Level: INFO

Description: Privilege is added.

Data: realm, privilege name

Triggers: Add privilege API is called.

FAILED_ADD_PRIVILEGE

ID: ENTITLEMENT-3

Level: INFO

Description: Failed to add privilege.

Data: realm, privilege name, error message

Triggers: Add privilege API is called.

Actions: Privilege might already exists.; Administrator might not have the permission to add privilege.
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ATTEMPT_ADD_REFERRAL

ID: ENTITLEMENT-11

Level: INFO

Description: Attempt to add referral privilege.

Data: realm, privilege name

Triggers: Add referral privilege API is called.

SUCCEEDED_ADD_REFERRAL

ID: ENTITLEMENT-12

Level: INFO

Description: Referral Privilege is added.

Data: realm, privilege name

Triggers: Add referral privilege API is called.

FAILED_ADD_REFERRAL

ID: ENTITLEMENT-13

Level: INFO

Description: Failed to add referral privilege.

Data: realm, privilege name, error message

Triggers: Add referral privilege API is called.

Actions: Privilege might already exists.; Administrator might not have the permission to add referral privilege.

ATTEMPT_REMOVE_PRIVILEGE

ID: ENTITLEMENT-21

Level: INFO

Description: Attempt to remove privilege.

Data: realm, privilege name

Triggers: Remove privilege API is called.

SUCCEEDED_REMOVE_PRIVILEGE

ID: ENTITLEMENT-22

Level: INFO

Description: Privilege is removed.
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Data: realm, privilege name

Triggers: Removed privilege API is called.

FAILED_REMOVE_PRIVILEGE

ID: ENTITLEMENT-23

Level: INFO

Description: Failed to removed privilege.

Data: realm, privilege name, error message

Triggers: Removed privilege API is called.

Actions: Administrator might not have the permission to remove privilege.

ATTEMPT_REMOVE_REFERRAL

ID: ENTITLEMENT-31

Level: INFO

Description: Attempt to remove referral privilege.

Data: realm, privilege name

Triggers: Remove referral privilege API is called.

SUCCEEDED_REMOVE_REFERRAL

ID: ENTITLEMENT-32

Level: INFO

Description: Referral privilege is removed.

Data: realm, privilege name

Triggers: Removed referral privilege API is called.

FAILED_REMOVE_REFERRAL

ID: ENTITLEMENT-33

Level: INFO

Description: Failed to removed referral privilege.

Data: realm, privilege name, error message

Triggers: Removed referral privilege API is called.

Actions: Administrator might not have the permission to remove privilege.

Reference PingAM

1382 Copyright © 2025 Ping Identity Corporation



ATTEMPT_SAVE_APPLICATION

ID: ENTITLEMENT-101

Level: INFO

Description: Attempt to save application.

Data: realm, application name

Triggers: Save application API is called.

SUCCEEDED_SAVE_APPLICATION

ID: ENTITLEMENT-102

Level: INFO

Description: Application is saved.

Data: realm, application name

Triggers: Save application API is called.

FAILED_SAVE_APPLICATION

ID: ENTITLEMENT-103

Level: INFO

Description: Failed to save application.

Data: realm, application name, error message

Triggers: Save application API is called.

Actions: Administrator might not have the permission to save application.

ATTEMPT_REMOVE_APPLICATION

ID: ENTITLEMENT-111

Level: INFO

Description: Attempt to remove application.

Data: realm, application name

Triggers: Remove application API is called.

SUCCEEDED_REMOVE_APPLICATION

ID: ENTITLEMENT-112

Level: INFO

Description: Application is removed.
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Data: realm, application name

Triggers: Remove application API is called.

FAILED_REMOVE_APPLICATION

ID: ENTITLEMENT-113

Level: INFO

Description: Failed to remove application.

Data: realm, application name, error message

Triggers: Remove application API is called.

Actions: Administrator might not have the permission to remove application.

ATTEMPT_SAVE_RESOURCE_TYPE

ID: ENTITLEMENT-40

Level: INFO

Description: Attempt to save resource type.

Data: realm, resource type name

Triggers: Save resource type API is called.

SUCCEEDED_SAVE_RESOURCE_TYPE

ID: ENTITLEMENT-41

Level: INFO

Description: Resource type is saved.

Data: realm, resource type name

Triggers: Save resource type API is called.

FAILED_SAVE_RESOURCE_TYPE

ID: ENTITLEMENT-42

Level: INFO

Description: Failed to save resource type.

Data: realm, resource type name, error message

Triggers: Save resource type API is called.

Actions: Administrator might not have the permission to save resource type.
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ATTEMPT_REMOVE_RESOURCE_TYPE

ID: ENTITLEMENT-43

Level: INFO

Description: Attempt to remove resource type.

Data: realm, resource type name

Triggers: Remove resource type API is called.

SUCCEEDED_REMOVE_RESOURCE_TYPE

ID: ENTITLEMENT-44

Level: INFO

Description: Resource type is removed.

Data: realm, resource type name

Triggers: Remove resource type API is called.

FAILED_REMOVE_RESOURCE_TYPE

ID: ENTITLEMENT-45

Level: INFO

Description: Failed to remove resource type.

Data: realm, resource type name, error message

Triggers: Remove resource type API is called.

Actions: Administrator might not have the permission to remove resource type.

LOG messages

LOG_START_NEW_LOGGER

ID: LOG-1

Level: INFO

Description: Logging Started - New Logger

Data: current location

Triggers: Logging started by getting a new Logger.

LOG_END

ID: LOG-2

Level: INFO
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Description: Logging Terminated - Server Stopped

Data: current location

Triggers: Logging terminated by server shutdown.

LOG_START_CONFIG

ID: LOG-3

Level: INFO

Description: Logging Started - Configuration Change

Data: old location, new location, old backend, new backend, old security status, new security status, old status, new status,
old level, new level

Triggers: Logging started after logging configuration change.

LOG_END_CONFIG

ID: LOG-4

Level: INFO

Description: Logging Terminated - Configuration Change

Data: old location, new location, old backend, new backend, old security status, new security status, old status, new status,
old level, new level

Triggers: Logging terminated by logging configuration change.

OAuth2Provider messages

CREATED_TOKEN

ID: OAuth2Provider-1

Level: INFO

Description: Created an oauth 2.0 token

Data: message, token info

Triggers: Created a new oauth 2.0 token

DELETED_TOKEN

ID: OAuth2Provider-2

Level: INFO

Description: Deleted an oauth 2.0 token

Data: message, token info

Triggers: Deleted an oauth 2.0 token
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FAILED_CREATE_TOKEN

ID: OAuth2Provider-3

Level: INFO

Description: Failed to creating an oauth 2.0 token

Data: message, token info

Triggers: Failed creating an oauth 2.0 token

FAILED_DELETE_TOKEN

ID: OAuth2Provider-4

Level: INFO

Description: Failed deleting an oauth 2.0 token

Data: message, token info

Triggers: Failed deleting an oauth 2.0 token

CREATED_REFRESH_TOKEN

ID: OAuth2Provider-5

Level: INFO

Description: Created an oauth 2.0 refresh token

Data: message, token info

Triggers: Created an oauth 2.0 refresh token

FAILED_CREATE_REFRESH_TOKEN

ID: OAuth2Provider-6

Level: INFO

Description: Failed creating an oauth 2.0 refresh token

Data: message, token info

Triggers: Failed creating an oauth 2.0 refresh token

CREATED_AUTHORIZATION_CODE

ID: OAuth2Provider-7

Level: INFO

Description: Created an oauth 2.0 authorization code

Data: message, token info
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Triggers: Created an oauth 2.0 authorization code refresh token

FAILED_CREATE_AUTHORIZATION_CODE

ID: OAuth2Provider-8

Level: INFO

Description: Failed creating an oauth 2.0 authorization code

Data: message, token info

Triggers: Failed creating an oauth 2.0 authorization code

FAILED_UPDATE_AUTHORIZATION_CODE

ID: OAuth2Provider-9

Level: INFO

Description: Failed updating an oauth 2.0 authorization code

Data: message, token info

Triggers: Failed updating an oauth 2.0 authorization code

CREATED_CLIENT

ID: OAuth2Provider-11

Level: INFO

Description: Created an oauth 2.0 Client

Data: message, token info

Triggers: Created a new oauth 2.0 client

DELETED_CLIENT

ID: OAuth2Provider-12

Level: INFO

Description: Deleted an oauth 2.0 client

Data: message, token info

Triggers: Deleted an oauth 2.0 client

FAILED_CREATE_CLIENT

ID: OAuth2Provider-13

Level: INFO

Description: Failed to creating an oauth 2.0 client
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Triggers: Failed creating an oauth 2.0 client

FAILED_DELETE_CLIENT

ID: OAuth2Provider-14

Level: INFO

Description: Failed deleting an oauth 2.0 client

Triggers: Failed deleting an oauth 2.0 client

AUTHENTICATED_CLIENT

ID: OAuth2Provider-15

Level: INFO

Description: Authenticated an oauth 2.0 client

Data: client id

Triggers: Authenticated an oauth 2.0 client

FAILED_AUTHENTICATE_CLIENT

ID: OAuth2Provider-16

Level: INFO

Description: Failed authenticating an oauth 2.0 client

Data: client id

Triggers: Failed authenticating an oauth 2.0 client

UPDATED_AUTHORIZATION_CODE

ID: OAuth2Provider-17

Level: INFO

Description: Updated an OAuth2 authorization code

Data: message, token info

Triggers: Updated an OAuth2 authorization code

POLICY messages

POLICY_EVALUATION

ID: POLICY-1

Level: INFO

Description: Evaluating policy succeeded
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Data: policy name, realm name, service type name, resource name, action names, policy decision

Triggers: Evaluating policy.

PROTECTED_RESOURCES

ID: POLICY-2

Level: INFO

Description: Getting protected policy resources succeeded

Data: principal name, resource name, protecting policies

Triggers: Getting protected policy resources.

POLICY_CREATE_SUCCESS

ID: POLICY-3

Level: INFO

Description: Creating policy in a realm succeeded

Data: policy name, realm name

Triggers: Creating policy in a realm.

POLICY_MODIFY_SUCCESS

ID: POLICY-4

Level: INFO

Description: Modifying policy in a realm succeeded

Data: policy name, realm name

Triggers: Modifying policy in a realm.

POLICY_REMOVE_SUCCESS

ID: POLICY-5

Level: INFO

Description: Removing policy from a realm succeeded

Data: policy name, realm name

Triggers: Removing policy from a realm.

POLICY_ALREADY_EXISTS_IN_REALM

ID: POLICY-6

Level: INFO
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Description: Policy already exists in the realm

Data: policy name, realm name

Triggers: Creating policy in the realm.

UNABLE_TO_ADD_POLICY

ID: POLICY-7

Level: INFO

Description: Creating policy in a realm failed

Data: policy name, realm name

Triggers: Creating policy in a realm.

Actions: Check if the user has privilege to create a policy in the realm.

UNABLE_TO_REPLACE_POLICY

ID: POLICY-8

Level: INFO

Description: Replacing policy in a realm failed

Data: policy name, realm name

Triggers: Replacing policy in a realm.

Actions: Check if the user has privilege to replace a policy in the realm.

DID_NOT_REPLACE_POLICY

ID: POLICY-81

Level: INFO

Description: Did not replace policy - A diifferent policy with the new name already exists in the realm

Data: new policy name, realm name

Triggers: Replacing policy in a realm

UNABLE_TO_REMOVE_POLICY

ID: POLICY-9

Level: INFO

Description: Removing policy from a realm failed

Data: policy name, realm name

Triggers: Removing policy from a realm.

Actions: Check if the user has privilege to remove a policy from the realm.
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PROXIED_POLICY_EVALUATION

ID: POLICY-10

Level: INFO

Description: Computing policy decision by an administrator succeeded

Data: admin name, principal name, resource name, policy decision

Triggers: Computing policy decision by an administrator.

PROXIED_POLICY_EVALUATION_IGNORING_SUBJECTS

ID: POLICY-11

Level: INFO

Description: Computing policy decision by an administrator ignoring subjects succeeded

Data: admin name, resource name, policy decision

Triggers: Computing policy decision by an administrator ignoring subjects.

Rest messages

ATTEMPT_ACCESS

ID: Rest-1

Level: INFO

Description: Attempted to access a REST resource.

Data: resource, operation

Triggers: Attempting to access a REST resource.

ACCESS_GRANT

ID: Rest-2

Level: INFO

Description: Access granted to a REST resource.

Data: resource, operation, authzModule

Triggers: Access was granted to the requested resource.

ACCESS_DENY

ID: Rest-3

Level: INFO

Description: Access denied to a REST resource.
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Data: resource, operation, authzModule

Triggers: Access was denied to the requested resource.

SESSION messages

SESSION_CREATED

ID: SESSION-1

Level: INFO

Description: Session is Created

Data: User ID

Triggers: User is authenticated.

SESSION_IDLE_TIMED_OUT

ID: SESSION-2

Level: INFO

Description: Session has idle timedout

Data: User ID

Triggers: User session idle for long time.

SESSION_MAX_TIMEOUT

ID: SESSION-3

Level: INFO

Description: Session has Expired

Data: User ID

Triggers: User session has reached its maximun time limit.

SESSION_LOGOUT

ID: SESSION-4

Level: INFO

Description: User has Logged out

Data: User ID

Triggers: User has logged out of the system.

SESSION_REACTIVATION

ID: SESSION-5
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Level: INFO

Description: Session is Reactivated

Data: User ID

Triggers: User session state is active.

SESSION_DESTROYED

ID: SESSION-6

Level: INFO

Description: Session is Destroyed

Data: User ID

Triggers: User session is destroyed and cannot be referenced.

SESSION_PROPERTY_CHANGED

ID: SESSION-7

Level: INFO

Description: Session’s property is changed.

Data: User ID

Triggers: User changed session’s unprotected property.

SESSION_UNKNOWN_EVENT

ID: SESSION-8

Level: INFO

Description: Session received Unknown Event

Data: User ID

Triggers: Unknown session event

SESSION_PROTECTED_PROPERTY_ERROR

ID: SESSION-9

Level: INFO

Description: Attempt to set protected property

Data: User ID

Triggers: Attempt to set protected property
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SESSION_QUOTA_EXHAUSTED

ID: SESSION-10

Level: INFO

Description: User’s session quota has been exhausted.

Data: User ID

Triggers: Session quota exhausted

SESSION_DATABASE_UNAVAILABLE

ID: SESSION-11

Level: INFO

Description: Session database used for session failover and session constraint is not available.

Data: User ID

Triggers: Unable to reach the session database.

SESSION_DATABASE_BACK_ONLINE

ID: SESSION-12

Level: INFO

Description: Session database is back online.

Data: User ID

Triggers: Session database is back online..

SESSION_MAX_LIMIT_REACHED

ID: SESSION-13

Level: INFO

Description: The total number of valid sessions hosted on the AM server has reached the max limit.

Data: User ID

Triggers: Session max limit reached.

Glossary

Access control

Control to grant or to deny access to a resource.
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Account lockout

The act of making an account temporarily or permanently inactive after successive authentication failures.

Actions

Defined as part of policies, these verbs indicate what authorized identities can do to resources.

Advice

In the context of a policy decision denying access, a hint to the policy enforcement point about remedial action to take that
could result in a decision allowing access.

Agent administrator

User having privileges only to read and write agent profile configuration information, typically created to delegate agent
profile creation to the user installing a web or Java agent.

Agent authenticator

Entity with read-only access to multiple agent profiles defined in the same realm; allows an agent to read web service
profiles.

Application

In general terms, a service exposing protected resources.

In the context of AM policies, the application is a template that constrains the policies that govern access to protected resources.
An application can have zero or more policies.

Application type

Application types act as templates for creating policy applications.

Application types define a preset list of actions and functional logic, such as policy lookup and resource comparator logic.

Application types also define the internal normalization, indexing logic, and comparator logic for applications.

Attribute-based access control (ABAC)

Access control that is based on attributes of a user, such as how old a user is or whether the user is a paying customer.

Authentication

The act of confirming the identity of a principal.

Authentication chaining

A series of authentication modules configured together which a principal must negotiate as configured in order to
authenticate successfully.

Authentication level

Positive integer associated with an authentication module, usually used to require success with more stringent
authentication measures when requesting resources requiring special protection.
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Authentication module

AM authentication unit that handles one way of obtaining and verifying credentials.

Authorization

The act of determining whether to grant or to deny a principal access to a resource.

Authorization server

In OAuth 2.0, issues access tokens to the client after authenticating a resource owner and confirming that the owner
authorizes the client to access the protected resource. AM can play this role in the OAuth 2.0 authorization framework.

Auto-federation

Arrangement to federate a principal’s identity automatically based on a common attribute value shared across the
principal’s profiles at different providers.

Bulk federation

Batch job permanently federating user profiles between a service provider and an identity provider based on a list of
matched user identifiers that exist on both providers.

Circle of trust

Group of providers, including at least one identity provider, who have agreed to trust each other to participate in a SAML
v2.0 provider federation.

Client

In OAuth 2.0, requests protected web resources on behalf of the resource owner given the owner’s authorization. AM can
play this role in the OAuth 2.0 authorization framework.

Client-side OAuth 2.0 tokens

After a successful OAuth 2.0 grant flow, AM returns a token to the client. This differs from server-side OAuth 2.0 tokens,
where AM returns a reference to token to the client.

Client-side sessions

AM sessions for which AM returns session state to the client after each request, and require it to be passed in with the
subsequent request. For browser-based clients, AM sets a cookie in the browser that contains the session information.

For browser-based clients, AM sets a cookie in the browser that contains the session state. When the browser transmits the
cookie back to AM, AM decodes the session state from the cookie.

Conditions

Defined as part of policies, these determine the circumstances under which a policy applies.

Environmental conditions reflect circumstances like the client IP address, time of day, how the subject authenticated, or the
authentication level achieved.

Subject conditions reflect characteristics of the subject like whether the subject authenticated, the identity of the subject, or
claims in the subject’s JWT.
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Configuration datastore

LDAP directory service holding AM configuration data.

Cross-domain single sign-on (CDSSO)

AM capability allowing single sign-on across different DNS domains.

Delegation

Granting users administrative privileges with AM.

Entitlement

Decision that defines which resource names can and cannot be accessed for a given identity in the context of a particular
application, which actions are allowed and which are denied, and any related advice and attributes.

Extended metadata

Federation configuration information specific to AM.

Extensible Access Control Markup Language (XACML)

Standard, XML-based access control policy language, including a processing model for making authorization decisions
based on policies.

Federation

Standardized means for aggregating identities, sharing authentication and authorization data information between
trusted providers, and allowing principals to access services across different providers without authenticating repeatedly.

Fedlet

Service provider application capable of participating in a circle of trust and allowing federation without installing all of AM
on the service provider side; AM lets you create Java Fedlets.

Hot swappable

Refers to configuration properties for which changes can take effect without restarting the container where AM runs.

Identity

Set of data that uniquely describes a person or a thing such as a device or an application.

Identity federation

Linking of a principal’s identity across multiple providers.

Identity provider (IDP)

Entity that produces assertions about a principal (such as how and when a principal authenticated, or that the principal’s
profile has a specified attribute value).
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Identity repository

Data store holding user profiles and group information; different identity repositories can be defined for different realms.

Java agent

Java web application installed in a web container that acts as a policy enforcement point, filtering requests to other
applications in the container with policies based on application resource URLs.

Metadata

Federation configuration information for a provider.

Policy

Set of rules that define who is granted access to a protected resource when, how, and under what conditions.

Policy agent

Java, web, or custom agent that intercepts requests for resources, directs principals to AM for authentication, and enforces
policy decisions from AM.

Policy Administration Point (PAP)

Entity that manages and stores policy definitions.

Policy Decision Point (PDP)

Entity that evaluates access rights and then issues authorization decisions.

Policy Enforcement Point (PEP)

Entity that intercepts a request for a resource and then enforces policy decisions from a PDP.

Policy Information Point (PIP)

Entity that provides extra information, such as user profile attributes that a PDP needs in order to make a decision.

Principal

Represents an entity that has been authenticated (such as a user, a device, or an application), and thus is distinguished
from other entities.

When a Subject successfully authenticates, AM associates the Subject with the Principal.

Privilege

In the context of delegated administration, a set of administrative tasks that can be performed by specified identities in a
given realm.

Provider federation

Agreement among providers to participate in a circle of trust.
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Realm

AM unit for organizing configuration and identity information.

Realms can be used for example when different parts of an organization have different applications and identity stores, and when
different organizations use the same AM deployment.

Administrators can delegate realm administration. The administrator assigns administrative privileges to users, allowing them to
perform administrative tasks within the realm.

Resource

Something a user can access over the network such as a web page.

Defined as part of policies, these can include wildcards in order to match multiple actual resources.

Resource owner

In OAuth 2.0, entity who can authorize access to protected web resources, such as an end user.

Resource server

In OAuth 2.0, server hosting protected web resources, capable of handling access tokens to respond to requests for such
resources.

Response attributes

Defined as part of policies, these allow AM to return additional information in the form of "attributes" with the response to
a policy decision.

Role based access control (RBAC)

Access control that is based on whether a user has been granted a set of permissions (a role).

Security Assertion Markup Language (SAML)

Standard, XML-based language for exchanging authentication and authorization data between identity providers and
service providers.

Server-side OAuth 2.0 tokens

After a successful OAuth 2.0 grant flow, AM returns a reference to the token to the client, rather than the token itself. This
differs from client-side OAuth 2.0 tokens, where AM returns the entire token to the client.

Server-side sessions

AM sessions that reside in the Core Token Service’s token store. Server-side sessions might also be cached in memory on
one or more AM servers. AM tracks these sessions in order to handle events like logout and timeout, to permit session
constraints, and to notify applications involved in SSO when a session ends.

Service provider (SP)

Entity that consumes assertions about a principal (and provides a service that the principal is trying to access).
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Authentication Session

The interval while the user or entity is authenticating to AM.

Session

The interval that starts after the user has authenticated and ends when the user logs out, or when their session is
terminated. For browser-based clients, AM manages user sessions across one or more applications by setting a session
cookie. See also server-side sessions and client-side sessions.

Session high availability

Capability that lets any AM server in a clustered deployment access shared, persistent information about users' sessions
from the CTS token store. The user does not need to log in again unless the entire deployment goes down.

Session token

Unique identifier issued by AM after successful authentication. For server-side sessions, the session token is used to track
a principal’s session.

Single log out (SLO)

Capability allowing a principal to end a session once, thereby ending her session across multiple applications.

Single sign-on (SSO)

Capability allowing a principal to authenticate once and gain access to multiple applications without authenticating again.

Site

Group of AM servers configured the same way, accessed through a load balancer layer. The load balancer handles failover
to provide service-level availability.

The load balancer can also be used to protect AM services.

Standard metadata

Standard federation configuration information that you can share with other access management software.

Stateless service

Stateless services do not store any data locally to the service. When the service requires data to perform any action, it
requests it from a data store. For example, a stateless authentication service stores session state for logged-in users in a
database. This way, any server in the deployment can recover the session from the database and service requests for any
user.

All AM services are stateless unless otherwise specified. See also client-side sessions and server-side sessions.

Subject

Entity that requests access to a resource

When an identity successfully authenticates, AM associates the identity with the Principal that distinguishes it from other
identities. An identity can be associated with multiple principals.
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Identity store

Data storage service holding principals' profiles; underlying storage can be an LDAP directory service or a custom IdRepo
implementation.

Web Agent

Native library installed in a web server that acts as a policy enforcement point with policies based on web page URLs.

Reference PingAM

1402 Copyright © 2025 Ping Identity Corporation



Amster Entity Reference

Overview

This reference covers:

Entities supported in Amster commands

Actions you can perform with Amster commands.

Each page contains details of an entity available to Amster in AM 7.4.

AcceptTermsAndConditions

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/AcceptTermsAndConditionsNode

Resource version: 1.0

create

Usage

am> create AcceptTermsAndConditions --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

• 

• 
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{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete AcceptTermsAndConditions --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AcceptTermsAndConditions --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AcceptTermsAndConditions --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action AcceptTermsAndConditions --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AcceptTermsAndConditions --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AcceptTermsAndConditions --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AcceptTermsAndConditions --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AcceptTermsAndConditions --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

AccountActiveCheck

Realm Operations

Resource path:

/realm-config/authentication/modules/accountactivecheck

Resource version: 1.0

create

Usage

am> create AccountActiveCheck --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : null,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AccountActiveCheck --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AccountActiveCheck --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AccountActiveCheck --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action AccountActiveCheck --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AccountActiveCheck --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AccountActiveCheck --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AccountActiveCheck --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : null,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/accountactivecheck

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AccountActiveCheck --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AccountActiveCheck --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AccountActiveCheck --global --actionName nextdescendents
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read

Usage

am> read AccountActiveCheck --global

update

Usage

am> update AccountActiveCheck --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : null,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AccountActiveDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/AccountActiveDecisionNode
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Resource version: 1.0

create

Usage

am> create AccountActiveDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete AccountActiveDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AccountActiveDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action AccountActiveDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action AccountActiveDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AccountActiveDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AccountActiveDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read AccountActiveDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AccountActiveDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

AccountLockout

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/AccountLockoutNode

Resource version: 1.0

create

Usage

am> create AccountLockout --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "lockAction" : {
      "title" : "Lock Action",
      "description" : "If the action is set to LOCK, the node will lock the account.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "lockAction" ]
}

delete

Usage

am> delete AccountLockout --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AccountLockout --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AccountLockout --realm Realm --actionName getCreatableTypes
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listOutcomes

List the available outcomes for the node type.

Usage

am> action AccountLockout --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AccountLockout --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AccountLockout --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AccountLockout --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AccountLockout --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "lockAction" : {
      "title" : "Lock Action",
      "description" : "If the action is set to LOCK, the node will lock the account.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "lockAction" ]
}

ActiveDirectory

Realm Operations

Resource path:

/realm-config/services/id-repositories/LDAPv3ForAD

Resource version: 1.0

create

Usage
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am> create ActiveDirectory --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",

Amster Entity Reference PingAM

1418 Copyright © 2025 Ping Identity Corporation



          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
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          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5410,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
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          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
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        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "adRecursiveGroupMembership" : {
          "title" : "AD Recursive Group Membership Evaluation",
          "description" : "Used to enable/disable Active Directory Recursive Group Membership 
evaluation.<br><br>Enables an Active Directory specific extensible filter called LDAP_MATCHING_RULE_IN_CHAIN 
that according to MSDN \"walks the chain of ancestry in objects all the way to the root until it finds a 
match\", meaning that it will resolve all group memberships, including nested groups. This will add a 
performance overhead on the Active Directory server, indexes may need to be created.",
          "propertyOrder" : 6100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
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      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}
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delete

Usage

am> delete ActiveDirectory --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ActiveDirectory --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ActiveDirectory --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ActiveDirectory --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ActiveDirectory --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read ActiveDirectory --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ActiveDirectory --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
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          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
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          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5410,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
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          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
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        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "adRecursiveGroupMembership" : {
          "title" : "AD Recursive Group Membership Evaluation",
          "description" : "Used to enable/disable Active Directory Recursive Group Membership 
evaluation.<br><br>Enables an Active Directory specific extensible filter called LDAP_MATCHING_RULE_IN_CHAIN 
that according to MSDN \"walks the chain of ancestry in objects all the way to the root until it finds a 
match\", meaning that it will resolve all group memberships, including nested groups. This will add a 
performance overhead on the Active Directory server, indexes may need to be created.",
          "propertyOrder" : 6100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
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      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}
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ActiveDirectoryApplicationModeADAM

Realm Operations

Resource path:

/realm-config/services/id-repositories/LDAPv3ForADAM

Resource version: 1.0

create

Usage

am> create ActiveDirectoryApplicationModeADAM --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5410,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
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          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "adRecursiveGroupMembership" : {
          "title" : "AD Recursive Group Membership Evaluation",
          "description" : "Used to enable/disable Active Directory Recursive Group Membership 
evaluation.<br><br>Enables an Active Directory specific extensible filter called LDAP_MATCHING_RULE_IN_CHAIN 
that according to MSDN \"walks the chain of ancestry in objects all the way to the root until it finds a 
match\", meaning that it will resolve all group memberships, including nested groups. This will add a 
performance overhead on the Active Directory server, indexes may need to be created.",
          "propertyOrder" : 6100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
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        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
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        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
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          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
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        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
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          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

Amster Entity Reference PingAM

1444 Copyright © 2025 Ping Identity Corporation



delete

Usage

am> delete ActiveDirectoryApplicationModeADAM --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ActiveDirectoryApplicationModeADAM --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ActiveDirectoryApplicationModeADAM --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ActiveDirectoryApplicationModeADAM --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ActiveDirectoryApplicationModeADAM --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read ActiveDirectoryApplicationModeADAM --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ActiveDirectoryApplicationModeADAM --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5410,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
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          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "adRecursiveGroupMembership" : {
          "title" : "AD Recursive Group Membership Evaluation",
          "description" : "Used to enable/disable Active Directory Recursive Group Membership 
evaluation.<br><br>Enables an Active Directory specific extensible filter called LDAP_MATCHING_RULE_IN_CHAIN 
that according to MSDN \"walks the chain of ancestry in objects all the way to the root until it finds a 
match\", meaning that it will resolve all group memberships, including nested groups. This will add a 
performance overhead on the Active Directory server, indexes may need to be created.",
          "propertyOrder" : 6100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
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        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
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        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
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          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
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        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
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          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}
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ActiveDirectoryModule

Realm Operations

Resource path:

/realm-config/authentication/modules/activedirectory

Resource version: 1.0

create

Usage

am> create ActiveDirectoryModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userSearchAttributes" : {
      "title" : "Attributes Used to Search for a User to be Authenticated",
      "description" : "The attributes specified in this list form the LDAP search filter.<br><br>The default 
value of uid will form the following search filter of <code>uid=<i>user</i></code>, if there are multiple 
values such as uid and cn, the module will create a search filter as follows <code>(|(uid=<i>user</i>)
(cn=<i>user</i>))</code>",
      "propertyOrder" : 700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userBindPassword" : {
      "title" : "Bind User Password",
      "description" : "The password of the administration account.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "profileAttributeMappings" : {
      "title" : "User Creation Attributes",
      "description" : "Controls the mapping of local attribute to external attribute for dynamic profile 
creation.<br><br>If dynamic profile creation is enabled; this feature allows for a mapping between the 
attribute/values retrieved from the users authenticated profile and the attribute/values that will be 
provisioned into their matching account in the data store.<br/><br/>The format of this property is: <br/><br/
><code> local attr1|external attr1</code>",
      "propertyOrder" : 1300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "connectionHeartbeatInterval" : {
      "title" : "LDAP Connection Heartbeat Interval",
      "description" : "Specifies how often should OpenAM send a heartbeat request to the directory.<br><br>Use 
this option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will 
ensure that the connections won't become idle. Use along with the Heartbeat Time Unit parameter to define the 
correct interval. Zero or negative value will result in disabling heartbeat requests.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "connectionHeartbeatTimeUnit" : {
      "title" : "LDAP Connection Heartbeat Time Unit",
      "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>Use this 
option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will ensure 
that the connections won't become idle.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",

Amster Entity Reference PingAM

1456 Copyright © 2025 Ping Identity Corporation



      "exampleValue" : ""
    },
    "userSearchStartDN" : {
      "title" : "DN to Start User Search",
      "description" : "The search for accounts to be authenticated start from this base DN <br><br>For a 
single server just enter the Base DN to be searched. Multiple OpenAM servers can have different base DNs for 
the search The format is as follows:<br/><br/><code>local server name | search DN</code><br/><br/><i>NB </
i>The local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userProfileRetrievalAttribute" : {
      "title" : "Attribute Used to Retrieve User Profile",
      "description" : "The LDAP module will use this attribute to search of the profile of an authenticated 
user.<br><br>This is the attribute used to find the profile of the authenticated user. Normally this will be 
the same attribute used to find the user account. The value will be the name of the user used for 
authentication.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "trustAllServerCertificates" : {
      "title" : "Trust All Server Certificates",
      "description" : "Enables a <code>X509TrustManager</code> that trusts all certificates.<br><br>This 
feature will allow the LDAP authentication module to connect to LDAP servers protected by self signed or 
invalid certificates (such as invalid hostname).<br/><br/><i>NB </i>Use this feature with care as it bypasses 
the normal certificate verification process",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "returnUserDN" : {
      "title" : "Return User DN to DataStore",
      "description" : "Controls whether the DN or the username is returned as the authentication principal.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userSearchFilter" : {
      "title" : "User Search Filter",
      "description" : "This search filter will be appended to the standard user search filter.<br><br>This 
attribute can be used to append a custom search filter to the standard filter. For example: 
<code>(objectClass=person)</code>would result in the following user search filter:<br/><br/
><code>(&(uid=<i>user</i>)(objectClass=person))</code>",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "primaryLdapServer" : {
      "title" : "Primary Active Directory Server ",
      "description" : "Use this list to set the primary Active Directory server used for authentication. 
<br><br>The Active Directory authentication module will use this list as the primary server for 
authentication. A single entry must be in the format:<br/><br/><code>server:port</code><br/><br/>Multiple 
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entries allow associations between OpenAM servers and an Active Directory server. The format is:<br/><br/
><code>local server name | server:port</code><br/><br/>The local server name is the full name of the server 
from the list of servers and sites.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "secondaryLdapServer" : {
      "title" : "Secondary Active Directory Server",
      "description" : "Use this list to set the secondary (failover) Active Directory server used for 
authentication.<br><br>If the primary Active Directory server fails, the Active Directory authentication 
module will failover to the secondary server. A single entry must be in the format:<br/><br/
><code>server:port</code><br/><br/>Multiple entries allow associations between OpenAM servers and an Active 
Directory server. The format is:<br/><br/><code>local server name | server:port</code><br/><br/><i>NB </i>The 
local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userBindDN" : {
      "title" : "Bind User DN",
      "description" : "The DN of an admin user used by the module to authentication to the LDAP 
server<br><br>The LDAP module requires an administration account in order to perform functionality such as 
password reset.<br/><br/><i>NB </i><code>cn=Directory Manager</code> should not be used in production 
systems.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "operationTimeout" : {
      "title" : "LDAP operations timeout",
      "description" : "Defines the timeout in seconds OpenAM should wait for a response of the Directory 
Server - <code>0</code> means no timeout.<br><br>If the Directory Server's host is down completely or the TCP 
connection became stale OpenAM waits until operation timeouts from the OS or the JVM are applied. However this 
setting allows more granular control within OpenAM itself. A value of <code>0</code> means NO timeout is 
applied on OpenAM level and the timeouts from the JVM or OS will apply.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "openam-auth-ldap-connection-mode" : {
      "title" : "LDAP Connection Mode",
      "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "searchScope" : {
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      "title" : "Search Scope",
      "description" : "The level in the Directory Server that will be searched for a matching user 
profile.<br><br>This attribute controls how the directory is searched.<br/><br/><ul><li><code>OBJECT</code>: 
Only the Base DN is searched.</li><li><code>ONELEVEL</code>: Only the single level below (and not the Base DN) 
is searched</li><li><code>SUBTREE</code>: The Base DN and all levels below are searched</li></ul>",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "stopLdapbindAfterInmemoryLockedEnabled" : {
      "title" : "Stop LDAP Binds after in-memory lockout",
      "description" : "If enabled, further bind requests will not be sent to LDAP Server when the user is 
locked-out using in-memory Account Lockout.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ActiveDirectoryModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ActiveDirectoryModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action ActiveDirectoryModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ActiveDirectoryModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ActiveDirectoryModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ActiveDirectoryModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ActiveDirectoryModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userSearchAttributes" : {
      "title" : "Attributes Used to Search for a User to be Authenticated",
      "description" : "The attributes specified in this list form the LDAP search filter.<br><br>The default 
value of uid will form the following search filter of <code>uid=<i>user</i></code>, if there are multiple 
values such as uid and cn, the module will create a search filter as follows <code>(|(uid=<i>user</i>)
(cn=<i>user</i>))</code>",
      "propertyOrder" : 700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userBindPassword" : {
      "title" : "Bind User Password",
      "description" : "The password of the administration account.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "profileAttributeMappings" : {
      "title" : "User Creation Attributes",
      "description" : "Controls the mapping of local attribute to external attribute for dynamic profile 
creation.<br><br>If dynamic profile creation is enabled; this feature allows for a mapping between the 
attribute/values retrieved from the users authenticated profile and the attribute/values that will be 
provisioned into their matching account in the data store.<br/><br/>The format of this property is: <br/><br/
><code> local attr1|external attr1</code>",
      "propertyOrder" : 1300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "connectionHeartbeatInterval" : {
      "title" : "LDAP Connection Heartbeat Interval",
      "description" : "Specifies how often should OpenAM send a heartbeat request to the directory.<br><br>Use 
this option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will 
ensure that the connections won't become idle. Use along with the Heartbeat Time Unit parameter to define the 
correct interval. Zero or negative value will result in disabling heartbeat requests.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "connectionHeartbeatTimeUnit" : {
      "title" : "LDAP Connection Heartbeat Time Unit",
      "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>Use this 
option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will ensure 
that the connections won't become idle.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
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      "exampleValue" : ""
    },
    "userSearchStartDN" : {
      "title" : "DN to Start User Search",
      "description" : "The search for accounts to be authenticated start from this base DN <br><br>For a 
single server just enter the Base DN to be searched. Multiple OpenAM servers can have different base DNs for 
the search The format is as follows:<br/><br/><code>local server name | search DN</code><br/><br/><i>NB </
i>The local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userProfileRetrievalAttribute" : {
      "title" : "Attribute Used to Retrieve User Profile",
      "description" : "The LDAP module will use this attribute to search of the profile of an authenticated 
user.<br><br>This is the attribute used to find the profile of the authenticated user. Normally this will be 
the same attribute used to find the user account. The value will be the name of the user used for 
authentication.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "trustAllServerCertificates" : {
      "title" : "Trust All Server Certificates",
      "description" : "Enables a <code>X509TrustManager</code> that trusts all certificates.<br><br>This 
feature will allow the LDAP authentication module to connect to LDAP servers protected by self signed or 
invalid certificates (such as invalid hostname).<br/><br/><i>NB </i>Use this feature with care as it bypasses 
the normal certificate verification process",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "returnUserDN" : {
      "title" : "Return User DN to DataStore",
      "description" : "Controls whether the DN or the username is returned as the authentication principal.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userSearchFilter" : {
      "title" : "User Search Filter",
      "description" : "This search filter will be appended to the standard user search filter.<br><br>This 
attribute can be used to append a custom search filter to the standard filter. For example: 
<code>(objectClass=person)</code>would result in the following user search filter:<br/><br/
><code>(&(uid=<i>user</i>)(objectClass=person))</code>",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "primaryLdapServer" : {
      "title" : "Primary Active Directory Server ",
      "description" : "Use this list to set the primary Active Directory server used for authentication. 
<br><br>The Active Directory authentication module will use this list as the primary server for 
authentication. A single entry must be in the format:<br/><br/><code>server:port</code><br/><br/>Multiple 
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entries allow associations between OpenAM servers and an Active Directory server. The format is:<br/><br/
><code>local server name | server:port</code><br/><br/>The local server name is the full name of the server 
from the list of servers and sites.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "secondaryLdapServer" : {
      "title" : "Secondary Active Directory Server",
      "description" : "Use this list to set the secondary (failover) Active Directory server used for 
authentication.<br><br>If the primary Active Directory server fails, the Active Directory authentication 
module will failover to the secondary server. A single entry must be in the format:<br/><br/
><code>server:port</code><br/><br/>Multiple entries allow associations between OpenAM servers and an Active 
Directory server. The format is:<br/><br/><code>local server name | server:port</code><br/><br/><i>NB </i>The 
local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userBindDN" : {
      "title" : "Bind User DN",
      "description" : "The DN of an admin user used by the module to authentication to the LDAP 
server<br><br>The LDAP module requires an administration account in order to perform functionality such as 
password reset.<br/><br/><i>NB </i><code>cn=Directory Manager</code> should not be used in production 
systems.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "operationTimeout" : {
      "title" : "LDAP operations timeout",
      "description" : "Defines the timeout in seconds OpenAM should wait for a response of the Directory 
Server - <code>0</code> means no timeout.<br><br>If the Directory Server's host is down completely or the TCP 
connection became stale OpenAM waits until operation timeouts from the OS or the JVM are applied. However this 
setting allows more granular control within OpenAM itself. A value of <code>0</code> means NO timeout is 
applied on OpenAM level and the timeouts from the JVM or OS will apply.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "openam-auth-ldap-connection-mode" : {
      "title" : "LDAP Connection Mode",
      "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "searchScope" : {
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      "title" : "Search Scope",
      "description" : "The level in the Directory Server that will be searched for a matching user 
profile.<br><br>This attribute controls how the directory is searched.<br/><br/><ul><li><code>OBJECT</code>: 
Only the Base DN is searched.</li><li><code>ONELEVEL</code>: Only the single level below (and not the Base DN) 
is searched</li><li><code>SUBTREE</code>: The Base DN and all levels below are searched</li></ul>",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "stopLdapbindAfterInmemoryLockedEnabled" : {
      "title" : "Stop LDAP Binds after in-memory lockout",
      "description" : "If enabled, further bind requests will not be sent to LDAP Server when the user is 
locked-out using in-memory Account Lockout.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/activedirectory

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ActiveDirectoryModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action ActiveDirectoryModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ActiveDirectoryModule --global --actionName nextdescendents

read

Usage

am> read ActiveDirectoryModule --global

update

Usage

am> update ActiveDirectoryModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "userProfileRetrievalAttribute" : {
          "title" : "Attribute Used to Retrieve User Profile",
          "description" : "The LDAP module will use this attribute to search of the profile of an 
authenticated user.<br><br>This is the attribute used to find the profile of the authenticated user. Normally 
this will be the same attribute used to find the user account. The value will be the name of the user used for 
authentication.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "primaryLdapServer" : {
          "title" : "Primary Active Directory Server ",
          "description" : "Use this list to set the primary Active Directory server used for authentication. 
<br><br>The Active Directory authentication module will use this list as the primary server for 
authentication. A single entry must be in the format:<br/><br/><code>server:port</code><br/><br/>Multiple 
entries allow associations between OpenAM servers and an Active Directory server. The format is:<br/><br/
><code>local server name | server:port</code><br/><br/>The local server name is the full name of the server 
from the list of servers and sites.",
          "propertyOrder" : 100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default). ",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "searchScope" : {
          "title" : "Search Scope",
          "description" : "The level in the Directory Server that will be searched for a matching user 
profile.<br><br>This attribute controls how the directory is searched.<br/><br/><ul><li><code>OBJECT</code>: 
Only the Base DN is searched.</li><li><code>ONELEVEL</code>: Only the single level below (and not the Base DN) 
is searched</li><li><code>SUBTREE</code>: The Base DN and all levels below are searched</li></ul>",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userBindPassword" : {
          "title" : "Bind User Password",
          "description" : "The password of the administration account.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
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          "exampleValue" : ""
        },
        "openam-auth-ldap-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userSearchFilter" : {
          "title" : "User Search Filter",
          "description" : "This search filter will be appended to the standard user search filter.<br><br>This 
attribute can be used to append a custom search filter to the standard filter. For example: 
<code>(objectClass=person)</code>would result in the following user search filter:<br/><br/
><code>(&(uid=<i>user</i>)(objectClass=person))</code>",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "operationTimeout" : {
          "title" : "LDAP operations timeout",
          "description" : "Defines the timeout in seconds OpenAM should wait for a response of the Directory 
Server - <code>0</code> means no timeout.<br><br>If the Directory Server's host is down completely or the TCP 
connection became stale OpenAM waits until operation timeouts from the OS or the JVM are applied. However this 
setting allows more granular control within OpenAM itself. A value of <code>0</code> means NO timeout is 
applied on OpenAM level and the timeouts from the JVM or OS will apply.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userSearchAttributes" : {
          "title" : "Attributes Used to Search for a User to be Authenticated",
          "description" : "The attributes specified in this list form the LDAP search filter.<br><br>The 
default value of uid will form the following search filter of <code>uid=<i>user</i></code>, if there are 
multiple values such as uid and cn, the module will create a search filter as follows <code>(|(uid=<i>user</
i>)(cn=<i>user</i>))</code>",
          "propertyOrder" : 700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userSearchStartDN" : {
          "title" : "DN to Start User Search",
          "description" : "The search for accounts to be authenticated start from this base DN <br><br>For a 
single server just enter the Base DN to be searched. Multiple OpenAM servers can have different base DNs for 
the search The format is as follows:<br/><br/><code>local server name | search DN</code><br/><br/><i>NB </
i>The local server name is the full name of the server from the list of servers and sites.",
          "propertyOrder" : 300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",

Amster Entity Reference PingAM

1468 Copyright © 2025 Ping Identity Corporation



          "exampleValue" : ""
        },
        "secondaryLdapServer" : {
          "title" : "Secondary Active Directory Server",
          "description" : "Use this list to set the secondary (failover) Active Directory server used for 
authentication.<br><br>If the primary Active Directory server fails, the Active Directory authentication 
module will failover to the secondary server. A single entry must be in the format:<br/><br/
><code>server:port</code><br/><br/>Multiple entries allow associations between OpenAM servers and an Active 
Directory server. The format is:<br/><br/><code>local server name | server:port</code><br/><br/><i>NB </i>The 
local server name is the full name of the server from the list of servers and sites.",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "returnUserDN" : {
          "title" : "Return User DN to DataStore",
          "description" : "Controls whether the DN or the username is returned as the authentication 
principal.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "stopLdapbindAfterInmemoryLockedEnabled" : {
          "title" : "Stop LDAP Binds after in-memory lockout",
          "description" : "If enabled, further bind requests will not be sent to LDAP Server when the user is 
locked-out using in-memory Account Lockout.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "connectionHeartbeatTimeUnit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>Use 
this option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will 
ensure that the connections won't become idle.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "profileAttributeMappings" : {
          "title" : "User Creation Attributes",
          "description" : "Controls the mapping of local attribute to external attribute for dynamic profile 
creation.<br><br>If dynamic profile creation is enabled; this feature allows for a mapping between the 
attribute/values retrieved from the users authenticated profile and the attribute/values that will be 
provisioned into their matching account in the data store.<br/><br/>The format of this property is: <br/><br/
><code> local attr1|external attr1</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userBindDN" : {
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          "title" : "Bind User DN",
          "description" : "The DN of an admin user used by the module to authentication to the LDAP 
server<br><br>The LDAP module requires an administration account in order to perform functionality such as 
password reset.<br/><br/><i>NB </i><code>cn=Directory Manager</code> should not be used in production 
systems.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectionHeartbeatInterval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>Use this option in case a firewall/loadbalancer can close idle connections, since the 
heartbeat requests will ensure that the connections won't become idle. Use along with the Heartbeat Time Unit 
parameter to define the correct interval. Zero or negative value will result in disabling heartbeat 
requests.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "trustAllServerCertificates" : {
          "title" : "Trust All Server Certificates",
          "description" : "Enables a <code>X509TrustManager</code> that trusts all certificates.<br><br>This 
feature will allow the LDAP authentication module to connect to LDAP servers protected by self signed or 
invalid certificates (such as invalid hostname).<br/><br/><i>NB </i>Use this feature with care as it bypasses 
the normal certificate verification process",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AdaptiveRiskModule

Realm Operations

Resource path:

/realm-config/authentication/modules/adaptiverisk

Resource version: 1.0

create

Usage
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am> create AdaptiveRiskModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "devicecookie" : {
      "type" : "object",
      "title" : "Device Cookie",
      "propertyOrder" : 5,
      "properties" : {
        "invertDeviceCookieScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 3700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "deviceCookieScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 3600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "deviceCookieName" : {
          "title" : "Cookie Name",
          "description" : "The name of the cookie to be checked for (and optionally set) on the client 
request",
          "propertyOrder" : 3400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceCookieCheckEnabled" : {
          "title" : "Device Registration Cookie Check",
          "description" : "Enables the checking of the client request for a known cookie.<br><br>If this check 
is enabled, the check will pass if the client request contains the named cookie.",
          "propertyOrder" : 3300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saveDeviceCookieValueOnSuccessfulLogin" : {
          "title" : "Save Device Registration on Successful Login",
          "description" : "Set the device cookie on the client response<br><br>The Adaptive Risk Post 
Authentication Plug-in will set the device cookie on the client response",
          "propertyOrder" : 3500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "requestheader" : {
      "type" : "object",
      "title" : "Request Header",
      "propertyOrder" : 9,
      "properties" : {
        "invertRequestHeaderScore" : {
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          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 4700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "requestHeaderScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 4600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "requestHeaderValue" : {
          "title" : "Request Header Value",
          "description" : "The required value of the named HTTP header.",
          "propertyOrder" : 4500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "requestHeaderCheckEnabled" : {
          "title" : "Request Header Check",
          "description" : "Enables the checking of the client request for a known header name and 
value.<br><br>The request header check will pass if the client request contains the required named header and 
value.",
          "propertyOrder" : 4300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "requestHeaderName" : {
          "title" : "Request Header Name",
          "description" : "The name of the required HTTP header ",
          "propertyOrder" : 4400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "iphistory" : {
      "type" : "object",
      "title" : "IP Address History",
      "propertyOrder" : 3,
      "properties" : {
        "ipHistoryCount" : {
          "title" : "History size",
          "description" : "The number of client IP addresses to save in the history list.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "invertIPHistoryScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 1500,
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          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saveSuccessfulIP" : {
          "title" : "Save Successful IP Address",
          "description" : "The IP History list will be updated in the data store<br><br>The Adaptive Risk Post 
Authentication Plug-in will update the IP history list if the overall authentication is successful.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ipHistoryCheckEnabled" : {
          "title" : "IP History Check",
          "description" : "Enables the checking of client IP address against a list of past IP 
addresses.<br><br>If this check is enabled; a set number of past IP addresses used by the client to access 
OpenAM is recorded in the user profile. This check passes if the current client IP address is present in the 
history list. If the IP address is not present, the check fails and the IP address is added to list if the 
overall authentication is successful (causing the oldest IP address to be removed).",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ipHistoryProfileAttribute" : {
          "title" : "Profile Attribute Name",
          "description" : "The name of the attribute used to store the IP history list in the data 
store.<br><br>IP history list is stored in the Data Store meaning your Data Store should be able to store 
values under the configured attribute name. If you're using a directory server as backend, make sure your Data 
Store configuration contains the necessary objectclass and attribute related settings.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ipHistoryScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "knowncookie" : {
      "type" : "object",
      "title" : "Known Cookie",
      "propertyOrder" : 4,
      "properties" : {
        "createKnownCookieOnSuccessfulLogin" : {
          "title" : "Save Cookie Value on Successful Login",
          "description" : "The cookie will be created on the client after successful login<br><br>The Adaptive 
Risk Post Authentication Plug-in will set the cookie on the client response",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invertKnownCookieScore" : {
          "title" : "Invert Result",
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          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "knownCookieName" : {
          "title" : "Cookie Name",
          "description" : "The name of the cookie to set on the client.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "knownCookieCheckEnabled" : {
          "title" : "Cookie Value Check",
          "description" : "Enables the checking of a known cookie value in the client request<br><br>If this 
check is enabled, the check looks for a known cookie in the client request. If the cookie exists and has the 
correct value then the check will pass. ",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "knownCookieScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "knownCookieValue" : {
          "title" : "Cookie Value",
          "description" : "The value to be set on the cookie.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "geolocation" : {
      "type" : "object",
      "title" : "Geo Location",
      "propertyOrder" : 8,
      "properties" : {
        "geolocationDatabaseLocation" : {
          "title" : "Geolocation Database location",
          "description" : "The path to the location of the GEO location database.<br><br>The Geolocation 
database is not distributed with OpenAM, you can get it in binary format from <a href=\"http://
www.maxmind.com/app/country\" target=\"_blank\">MaxMind</a>.",
          "propertyOrder" : 3900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "geolocationValidCountryCodes" : {
          "title" : "Valid Country Codes",
          "description" : "The list of country codes that are considered as valid locations for client 
IPs.<br><br>The list is made up of country codes separated by a | character; for example:<br/><br/><code>gb|
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us|no|fr</code>",
          "propertyOrder" : 4000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "invertGeolocationScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 4200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "geolocationCheckEnabled" : {
          "title" : "Geolocation Country Code Check",
          "description" : "Enables the checking of the client IP address against the geolocation 
database.<br><br>The geolocation database associates IP addresses against their known location. This check 
passes if the country associated with the client IP address is matched against the list of valid country 
codes.<br/><br/>The geolocation database is available in binary format at <a href=\"http://www.maxmind.com/
app/country\" target=\"_blank\">MaxMind</a>.",
          "propertyOrder" : 3800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "geolocationScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 4100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "general" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 0,
      "properties" : {
        "riskThreshold" : {
          "title" : "Risk Threshold",
          "description" : "If the risk threshold value is not reached after executing the different tests, the 
authentication is considered to be successful.<br><br>Associated with many of the adaptive risk checks is a 
score; if a check does not passes then the score is added to the current running total. The final score is 
then compared with the <i>Risk Threshold</i>, if the score is lesser than said threshold the module will be 
successful. ",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
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          "exampleValue" : ""
        }
      }
    },
    "lastlogin" : {
      "type" : "object",
      "title" : "Time Since Last Login",
      "propertyOrder" : 6,
      "properties" : {
        "maxTimeSinceLastLogin" : {
          "title" : "Max Time since Last login",
          "description" : "The maximum number of days that can elapse before this test.",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "timeSinceLastLoginCheckEnabled" : {
          "title" : "Time since Last login Check",
          "description" : "Enables the checking of the last time the user successfully 
authenticated.<br><br>If this check is enabled, the check ensures the user has successfully authenticated 
within a given interval. If the interval has been exceeded the check will fail. The last authentication for 
the user is stored in a client cookie.",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invertTimeSinceLastLoginScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "timeSinceLastLoginCookieName" : {
          "title" : "Cookie Name",
          "description" : "The name of the cookie used to store the time of the last successful 
authentication.",
          "propertyOrder" : 2300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "timeSinceLastLoginScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "saveLastLoginTimeOnSuccessfulLogin" : {
          "title" : "Save time of Successful Login",
          "description" : "The last login time will be saved in a client cookie<br><br>The Adaptive Risk Post 
Authentication Plug-in will update the last login time",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
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        }
      }
    },
    "attributecheck" : {
      "type" : "object",
      "title" : "Profile Attribute",
      "propertyOrder" : 7,
      "properties" : {
        "profileRiskAttributeValue" : {
          "title" : "Attribute Value",
          "description" : "The required value of the named attribute.",
          "propertyOrder" : 3000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "profileRiskAttributeName" : {
          "title" : "Attribute Name",
          "description" : "The name of the attribute to retrieve from the user profile in the data store.",
          "propertyOrder" : 2900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "profileRiskAttributeCheckEnabled" : {
          "title" : "Profile Risk Attribute check",
          "description" : "Enables the checking of the user profile for a matching attribute and 
value.<br><br>If this check is enabled, the check will pass if the users profile contains the required risk 
attribute and value.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invertProfileRiskAttributeScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 3200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "profileRiskAttributeScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 3100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "iprange" : {
      "type" : "object",
      "title" : "IP Address Range",
      "propertyOrder" : 2,
      "properties" : {
        "invertIPRangeScoreEnabled" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
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          "propertyOrder" : 900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ipRange" : {
          "title" : "IP Range",
          "description" : "The list of IP address to compare against the client IP address.<br><br>The format 
of the IP address is as follows:<br/><br/><ul><li>Single IP address: <code>172.16.90.1</code></li><li>CIDR 
notation: <code>172.16.90.0/24</code></li><li>IP net-block with netmask: <code>172.16.90.0:255.255.255.0</
code></li></ul>",
          "propertyOrder" : 700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "ipRangeScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "ipRangeCheckEnabled" : {
          "title" : "IP Range Check",
          "description" : "Enables the checking of the client IP address against a list of IP 
addresses.<br><br>The IP range check compares the IP of the client against a list of IP addresses, if the 
client IP is found within said list the check is successful.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "authfailed" : {
      "type" : "object",
      "title" : "Failed Authentications",
      "propertyOrder" : 1,
      "properties" : {
        "failedAuthenticationCheckEnabled" : {
          "title" : "Failed Authentication Check",
          "description" : "Checks if the user has past authentication failures.<br><br>Check if the OpenAM 
account lockout mechanism has recorded past authentication failures for the user.<br/><br/><i>NB </i>For this 
check to function, Account Lockout must be enabled.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invertFailureScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
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        },
        "failureScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete AdaptiveRiskModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AdaptiveRiskModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AdaptiveRiskModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AdaptiveRiskModule --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AdaptiveRiskModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AdaptiveRiskModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AdaptiveRiskModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "devicecookie" : {
      "type" : "object",
      "title" : "Device Cookie",
      "propertyOrder" : 5,
      "properties" : {
        "invertDeviceCookieScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 3700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "deviceCookieScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 3600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "deviceCookieName" : {
          "title" : "Cookie Name",
          "description" : "The name of the cookie to be checked for (and optionally set) on the client 
request",
          "propertyOrder" : 3400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceCookieCheckEnabled" : {
          "title" : "Device Registration Cookie Check",
          "description" : "Enables the checking of the client request for a known cookie.<br><br>If this check 
is enabled, the check will pass if the client request contains the named cookie.",
          "propertyOrder" : 3300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saveDeviceCookieValueOnSuccessfulLogin" : {
          "title" : "Save Device Registration on Successful Login",
          "description" : "Set the device cookie on the client response<br><br>The Adaptive Risk Post 
Authentication Plug-in will set the device cookie on the client response",
          "propertyOrder" : 3500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "requestheader" : {
      "type" : "object",
      "title" : "Request Header",
      "propertyOrder" : 9,
      "properties" : {
        "invertRequestHeaderScore" : {
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          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 4700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "requestHeaderScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 4600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "requestHeaderValue" : {
          "title" : "Request Header Value",
          "description" : "The required value of the named HTTP header.",
          "propertyOrder" : 4500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "requestHeaderCheckEnabled" : {
          "title" : "Request Header Check",
          "description" : "Enables the checking of the client request for a known header name and 
value.<br><br>The request header check will pass if the client request contains the required named header and 
value.",
          "propertyOrder" : 4300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "requestHeaderName" : {
          "title" : "Request Header Name",
          "description" : "The name of the required HTTP header ",
          "propertyOrder" : 4400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "iphistory" : {
      "type" : "object",
      "title" : "IP Address History",
      "propertyOrder" : 3,
      "properties" : {
        "ipHistoryCount" : {
          "title" : "History size",
          "description" : "The number of client IP addresses to save in the history list.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "invertIPHistoryScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 1500,
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          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saveSuccessfulIP" : {
          "title" : "Save Successful IP Address",
          "description" : "The IP History list will be updated in the data store<br><br>The Adaptive Risk Post 
Authentication Plug-in will update the IP history list if the overall authentication is successful.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ipHistoryCheckEnabled" : {
          "title" : "IP History Check",
          "description" : "Enables the checking of client IP address against a list of past IP 
addresses.<br><br>If this check is enabled; a set number of past IP addresses used by the client to access 
OpenAM is recorded in the user profile. This check passes if the current client IP address is present in the 
history list. If the IP address is not present, the check fails and the IP address is added to list if the 
overall authentication is successful (causing the oldest IP address to be removed).",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ipHistoryProfileAttribute" : {
          "title" : "Profile Attribute Name",
          "description" : "The name of the attribute used to store the IP history list in the data 
store.<br><br>IP history list is stored in the Data Store meaning your Data Store should be able to store 
values under the configured attribute name. If you're using a directory server as backend, make sure your Data 
Store configuration contains the necessary objectclass and attribute related settings.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ipHistoryScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "knowncookie" : {
      "type" : "object",
      "title" : "Known Cookie",
      "propertyOrder" : 4,
      "properties" : {
        "createKnownCookieOnSuccessfulLogin" : {
          "title" : "Save Cookie Value on Successful Login",
          "description" : "The cookie will be created on the client after successful login<br><br>The Adaptive 
Risk Post Authentication Plug-in will set the cookie on the client response",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invertKnownCookieScore" : {
          "title" : "Invert Result",

Amster Entity Reference PingAM

1484 Copyright © 2025 Ping Identity Corporation



          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "knownCookieName" : {
          "title" : "Cookie Name",
          "description" : "The name of the cookie to set on the client.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "knownCookieCheckEnabled" : {
          "title" : "Cookie Value Check",
          "description" : "Enables the checking of a known cookie value in the client request<br><br>If this 
check is enabled, the check looks for a known cookie in the client request. If the cookie exists and has the 
correct value then the check will pass. ",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "knownCookieScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "knownCookieValue" : {
          "title" : "Cookie Value",
          "description" : "The value to be set on the cookie.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "geolocation" : {
      "type" : "object",
      "title" : "Geo Location",
      "propertyOrder" : 8,
      "properties" : {
        "geolocationDatabaseLocation" : {
          "title" : "Geolocation Database location",
          "description" : "The path to the location of the GEO location database.<br><br>The Geolocation 
database is not distributed with OpenAM, you can get it in binary format from <a href=\"http://
www.maxmind.com/app/country\" target=\"_blank\">MaxMind</a>.",
          "propertyOrder" : 3900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "geolocationValidCountryCodes" : {
          "title" : "Valid Country Codes",
          "description" : "The list of country codes that are considered as valid locations for client 
IPs.<br><br>The list is made up of country codes separated by a | character; for example:<br/><br/><code>gb|
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us|no|fr</code>",
          "propertyOrder" : 4000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "invertGeolocationScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 4200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "geolocationCheckEnabled" : {
          "title" : "Geolocation Country Code Check",
          "description" : "Enables the checking of the client IP address against the geolocation 
database.<br><br>The geolocation database associates IP addresses against their known location. This check 
passes if the country associated with the client IP address is matched against the list of valid country 
codes.<br/><br/>The geolocation database is available in binary format at <a href=\"http://www.maxmind.com/
app/country\" target=\"_blank\">MaxMind</a>.",
          "propertyOrder" : 3800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "geolocationScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 4100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "general" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 0,
      "properties" : {
        "riskThreshold" : {
          "title" : "Risk Threshold",
          "description" : "If the risk threshold value is not reached after executing the different tests, the 
authentication is considered to be successful.<br><br>Associated with many of the adaptive risk checks is a 
score; if a check does not passes then the score is added to the current running total. The final score is 
then compared with the <i>Risk Threshold</i>, if the score is lesser than said threshold the module will be 
successful. ",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
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          "exampleValue" : ""
        }
      }
    },
    "lastlogin" : {
      "type" : "object",
      "title" : "Time Since Last Login",
      "propertyOrder" : 6,
      "properties" : {
        "maxTimeSinceLastLogin" : {
          "title" : "Max Time since Last login",
          "description" : "The maximum number of days that can elapse before this test.",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "timeSinceLastLoginCheckEnabled" : {
          "title" : "Time since Last login Check",
          "description" : "Enables the checking of the last time the user successfully 
authenticated.<br><br>If this check is enabled, the check ensures the user has successfully authenticated 
within a given interval. If the interval has been exceeded the check will fail. The last authentication for 
the user is stored in a client cookie.",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invertTimeSinceLastLoginScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "timeSinceLastLoginCookieName" : {
          "title" : "Cookie Name",
          "description" : "The name of the cookie used to store the time of the last successful 
authentication.",
          "propertyOrder" : 2300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "timeSinceLastLoginScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "saveLastLoginTimeOnSuccessfulLogin" : {
          "title" : "Save time of Successful Login",
          "description" : "The last login time will be saved in a client cookie<br><br>The Adaptive Risk Post 
Authentication Plug-in will update the last login time",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
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        }
      }
    },
    "attributecheck" : {
      "type" : "object",
      "title" : "Profile Attribute",
      "propertyOrder" : 7,
      "properties" : {
        "profileRiskAttributeValue" : {
          "title" : "Attribute Value",
          "description" : "The required value of the named attribute.",
          "propertyOrder" : 3000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "profileRiskAttributeName" : {
          "title" : "Attribute Name",
          "description" : "The name of the attribute to retrieve from the user profile in the data store.",
          "propertyOrder" : 2900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "profileRiskAttributeCheckEnabled" : {
          "title" : "Profile Risk Attribute check",
          "description" : "Enables the checking of the user profile for a matching attribute and 
value.<br><br>If this check is enabled, the check will pass if the users profile contains the required risk 
attribute and value.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invertProfileRiskAttributeScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 3200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "profileRiskAttributeScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 3100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "iprange" : {
      "type" : "object",
      "title" : "IP Address Range",
      "propertyOrder" : 2,
      "properties" : {
        "invertIPRangeScoreEnabled" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
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          "propertyOrder" : 900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ipRange" : {
          "title" : "IP Range",
          "description" : "The list of IP address to compare against the client IP address.<br><br>The format 
of the IP address is as follows:<br/><br/><ul><li>Single IP address: <code>172.16.90.1</code></li><li>CIDR 
notation: <code>172.16.90.0/24</code></li><li>IP net-block with netmask: <code>172.16.90.0:255.255.255.0</
code></li></ul>",
          "propertyOrder" : 700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "ipRangeScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "ipRangeCheckEnabled" : {
          "title" : "IP Range Check",
          "description" : "Enables the checking of the client IP address against a list of IP 
addresses.<br><br>The IP range check compares the IP of the client against a list of IP addresses, if the 
client IP is found within said list the check is successful.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "authfailed" : {
      "type" : "object",
      "title" : "Failed Authentications",
      "propertyOrder" : 1,
      "properties" : {
        "failedAuthenticationCheckEnabled" : {
          "title" : "Failed Authentication Check",
          "description" : "Checks if the user has past authentication failures.<br><br>Check if the OpenAM 
account lockout mechanism has recorded past authentication failures for the user.<br/><br/><i>NB </i>For this 
check to function, Account Lockout must be enabled.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invertFailureScore" : {
          "title" : "Invert Result",
          "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
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        },
        "failureScore" : {
          "title" : "Score",
          "description" : "The amount to increment the score if this check fails.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/adaptiverisk

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AdaptiveRiskModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AdaptiveRiskModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AdaptiveRiskModule --global --actionName nextdescendents

read

Usage
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am> read AdaptiveRiskModule --global

update

Usage

am> update AdaptiveRiskModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authfailed" : {
          "type" : "object",
          "title" : "Failed Authentications",
          "propertyOrder" : 1,
          "properties" : {
            "failedAuthenticationCheckEnabled" : {
              "title" : "Failed Authentication Check",
              "description" : "Checks if the user has past authentication failures.<br><br>Check if the OpenAM 
account lockout mechanism has recorded past authentication failures for the user.<br/><br/><i>NB </i>For this 
check to function, Account Lockout must be enabled.",
              "propertyOrder" : 300,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "failureScore" : {
              "title" : "Score",
              "description" : "The amount to increment the score if this check fails.",
              "propertyOrder" : 400,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "invertFailureScore" : {
              "title" : "Invert Result",
              "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
              "propertyOrder" : 500,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "knowncookie" : {
          "type" : "object",
          "title" : "Known Cookie",
          "propertyOrder" : 4,
          "properties" : {
            "knownCookieCheckEnabled" : {
              "title" : "Cookie Value Check",
              "description" : "Enables the checking of a known cookie value in the client request<br><br>If 
this check is enabled, the check looks for a known cookie in the client request. If the cookie exists and has 
the correct value then the check will pass. ",
              "propertyOrder" : 1600,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "knownCookieScore" : {
              "title" : "Score",
              "description" : "The amount to increment the score if this check fails.",
              "propertyOrder" : 2000,
              "required" : true,
              "type" : "integer",
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              "exampleValue" : ""
            },
            "invertKnownCookieScore" : {
              "title" : "Invert Result",
              "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
              "propertyOrder" : 2100,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "knownCookieName" : {
              "title" : "Cookie Name",
              "description" : "The name of the cookie to set on the client.",
              "propertyOrder" : 1700,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "createKnownCookieOnSuccessfulLogin" : {
              "title" : "Save Cookie Value on Successful Login",
              "description" : "The cookie will be created on the client after successful login<br><br>The 
Adaptive Risk Post Authentication Plug-in will set the cookie on the client response",
              "propertyOrder" : 1900,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "knownCookieValue" : {
              "title" : "Cookie Value",
              "description" : "The value to be set on the cookie.",
              "propertyOrder" : 1800,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "devicecookie" : {
          "type" : "object",
          "title" : "Device Cookie",
          "propertyOrder" : 5,
          "properties" : {
            "deviceCookieScore" : {
              "title" : "Score",
              "description" : "The amount to increment the score if this check fails.",
              "propertyOrder" : 3600,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "invertDeviceCookieScore" : {
              "title" : "Invert Result",
              "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
              "propertyOrder" : 3700,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "deviceCookieName" : {
              "title" : "Cookie Name",
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              "description" : "The name of the cookie to be checked for (and optionally set) on the client 
request",
              "propertyOrder" : 3400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "saveDeviceCookieValueOnSuccessfulLogin" : {
              "title" : "Save Device Registration on Successful Login",
              "description" : "Set the device cookie on the client response<br><br>The Adaptive Risk Post 
Authentication Plug-in will set the device cookie on the client response",
              "propertyOrder" : 3500,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "deviceCookieCheckEnabled" : {
              "title" : "Device Registration Cookie Check",
              "description" : "Enables the checking of the client request for a known cookie.<br><br>If this 
check is enabled, the check will pass if the client request contains the named cookie.",
              "propertyOrder" : 3300,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "geolocation" : {
          "type" : "object",
          "title" : "Geo Location",
          "propertyOrder" : 8,
          "properties" : {
            "geolocationCheckEnabled" : {
              "title" : "Geolocation Country Code Check",
              "description" : "Enables the checking of the client IP address against the geolocation 
database.<br><br>The geolocation database associates IP addresses against their known location. This check 
passes if the country associated with the client IP address is matched against the list of valid country 
codes.<br/><br/>The geolocation database is available in binary format at <a href=\"http://www.maxmind.com/
app/country\" target=\"_blank\">MaxMind</a>.",
              "propertyOrder" : 3800,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "geolocationValidCountryCodes" : {
              "title" : "Valid Country Codes",
              "description" : "The list of country codes that are considered as valid locations for client 
IPs.<br><br>The list is made up of country codes separated by a | character; for example:<br/><br/><code>gb|
us|no|fr</code>",
              "propertyOrder" : 4000,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "invertGeolocationScore" : {
              "title" : "Invert Result",
              "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
              "propertyOrder" : 4200,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
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            },
            "geolocationDatabaseLocation" : {
              "title" : "Geolocation Database location",
              "description" : "The path to the location of the GEO location database.<br><br>The Geolocation 
database is not distributed with OpenAM, you can get it in binary format from <a href=\"http://
www.maxmind.com/app/country\" target=\"_blank\">MaxMind</a>.",
              "propertyOrder" : 3900,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "geolocationScore" : {
              "title" : "Score",
              "description" : "The amount to increment the score if this check fails.",
              "propertyOrder" : 4100,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            }
          }
        },
        "lastlogin" : {
          "type" : "object",
          "title" : "Time Since Last Login",
          "propertyOrder" : 6,
          "properties" : {
            "timeSinceLastLoginCookieName" : {
              "title" : "Cookie Name",
              "description" : "The name of the cookie used to store the time of the last successful 
authentication.",
              "propertyOrder" : 2300,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "maxTimeSinceLastLogin" : {
              "title" : "Max Time since Last login",
              "description" : "The maximum number of days that can elapse before this test.",
              "propertyOrder" : 2400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "saveLastLoginTimeOnSuccessfulLogin" : {
              "title" : "Save time of Successful Login",
              "description" : "The last login time will be saved in a client cookie<br><br>The Adaptive Risk 
Post Authentication Plug-in will update the last login time",
              "propertyOrder" : 2500,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "timeSinceLastLoginCheckEnabled" : {
              "title" : "Time since Last login Check",
              "description" : "Enables the checking of the last time the user successfully 
authenticated.<br><br>If this check is enabled, the check ensures the user has successfully authenticated 
within a given interval. If the interval has been exceeded the check will fail. The last authentication for 
the user is stored in a client cookie.",
              "propertyOrder" : 2200,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
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            },
            "timeSinceLastLoginScore" : {
              "title" : "Score",
              "description" : "The amount to increment the score if this check fails.",
              "propertyOrder" : 2600,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "invertTimeSinceLastLoginScore" : {
              "title" : "Invert Result",
              "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
              "propertyOrder" : 2700,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "iphistory" : {
          "type" : "object",
          "title" : "IP Address History",
          "propertyOrder" : 3,
          "properties" : {
            "invertIPHistoryScore" : {
              "title" : "Invert Result",
              "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
              "propertyOrder" : 1500,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "ipHistoryScore" : {
              "title" : "Score",
              "description" : "The amount to increment the score if this check fails.",
              "propertyOrder" : 1400,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "ipHistoryCheckEnabled" : {
              "title" : "IP History Check",
              "description" : "Enables the checking of client IP address against a list of past IP 
addresses.<br><br>If this check is enabled; a set number of past IP addresses used by the client to access 
OpenAM is recorded in the user profile. This check passes if the current client IP address is present in the 
history list. If the IP address is not present, the check fails and the IP address is added to list if the 
overall authentication is successful (causing the oldest IP address to be removed).",
              "propertyOrder" : 1000,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "ipHistoryProfileAttribute" : {
              "title" : "Profile Attribute Name",
              "description" : "The name of the attribute used to store the IP history list in the data 
store.<br><br>IP history list is stored in the Data Store meaning your Data Store should be able to store 
values under the configured attribute name. If you're using a directory server as backend, make sure your Data 
Store configuration contains the necessary objectclass and attribute related settings.",
              "propertyOrder" : 1200,
              "required" : true,
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              "type" : "string",
              "exampleValue" : ""
            },
            "ipHistoryCount" : {
              "title" : "History size",
              "description" : "The number of client IP addresses to save in the history list.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "saveSuccessfulIP" : {
              "title" : "Save Successful IP Address",
              "description" : "The IP History list will be updated in the data store<br><br>The Adaptive Risk 
Post Authentication Plug-in will update the IP history list if the overall authentication is successful.",
              "propertyOrder" : 1300,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "iprange" : {
          "type" : "object",
          "title" : "IP Address Range",
          "propertyOrder" : 2,
          "properties" : {
            "ipRangeCheckEnabled" : {
              "title" : "IP Range Check",
              "description" : "Enables the checking of the client IP address against a list of IP 
addresses.<br><br>The IP range check compares the IP of the client against a list of IP addresses, if the 
client IP is found within said list the check is successful.",
              "propertyOrder" : 600,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "ipRangeScore" : {
              "title" : "Score",
              "description" : "The amount to increment the score if this check fails.",
              "propertyOrder" : 800,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "invertIPRangeScoreEnabled" : {
              "title" : "Invert Result",
              "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
              "propertyOrder" : 900,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "ipRange" : {
              "title" : "IP Range",
              "description" : "The list of IP address to compare against the client IP address.<br><br>The 
format of the IP address is as follows:<br/><br/><ul><li>Single IP address: <code>172.16.90.1</code></
li><li>CIDR notation: <code>172.16.90.0/24</code></li><li>IP net-block with netmask: 
<code>172.16.90.0:255.255.255.0</code></li></ul>",
              "propertyOrder" : 700,
              "required" : true,
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              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            }
          }
        },
        "requestheader" : {
          "type" : "object",
          "title" : "Request Header",
          "propertyOrder" : 9,
          "properties" : {
            "invertRequestHeaderScore" : {
              "title" : "Invert Result",
              "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
              "propertyOrder" : 4700,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "requestHeaderCheckEnabled" : {
              "title" : "Request Header Check",
              "description" : "Enables the checking of the client request for a known header name and 
value.<br><br>The request header check will pass if the client request contains the required named header and 
value.",
              "propertyOrder" : 4300,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "requestHeaderValue" : {
              "title" : "Request Header Value",
              "description" : "The required value of the named HTTP header.",
              "propertyOrder" : 4500,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "requestHeaderName" : {
              "title" : "Request Header Name",
              "description" : "The name of the required HTTP header ",
              "propertyOrder" : 4400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "requestHeaderScore" : {
              "title" : "Score",
              "description" : "The amount to increment the score if this check fails.",
              "propertyOrder" : 4600,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            }
          }
        },
        "general" : {
          "type" : "object",
          "title" : "General",
          "propertyOrder" : 0,
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          "properties" : {
            "authenticationLevel" : {
              "title" : "Authentication Level",
              "description" : "The authentication level associated with this module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
              "propertyOrder" : 100,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "riskThreshold" : {
              "title" : "Risk Threshold",
              "description" : "If the risk threshold value is not reached after executing the different tests, 
the authentication is considered to be successful.<br><br>Associated with many of the adaptive risk checks is 
a score; if a check does not passes then the score is added to the current running total. The final score is 
then compared with the <i>Risk Threshold</i>, if the score is lesser than said threshold the module will be 
successful. ",
              "propertyOrder" : 200,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            }
          }
        },
        "attributecheck" : {
          "type" : "object",
          "title" : "Profile Attribute",
          "propertyOrder" : 7,
          "properties" : {
            "profileRiskAttributeName" : {
              "title" : "Attribute Name",
              "description" : "The name of the attribute to retrieve from the user profile in the data 
store.",
              "propertyOrder" : 2900,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "invertProfileRiskAttributeScore" : {
              "title" : "Invert Result",
              "description" : "If the check succeeds the score will be included in the total, for failure the 
score will not be incremented.",
              "propertyOrder" : 3200,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "profileRiskAttributeValue" : {
              "title" : "Attribute Value",
              "description" : "The required value of the named attribute.",
              "propertyOrder" : 3000,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "profileRiskAttributeScore" : {
              "title" : "Score",
              "description" : "The amount to increment the score if this check fails.",
              "propertyOrder" : 3100,
              "required" : true,
              "type" : "integer",
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              "exampleValue" : ""
            },
            "profileRiskAttributeCheckEnabled" : {
              "title" : "Profile Risk Attribute check",
              "description" : "Enables the checking of the user profile for a matching attribute and 
value.<br><br>If this check is enabled, the check will pass if the users profile contains the required risk 
attribute and value.",
              "propertyOrder" : 2800,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AdvancedProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/{serverName}/properties/advanced

Resource version: 1.0

read

Usage

am> read AdvancedProperties --global --serverName serverName

Parameters

--serverName

An object of property key-value pairs

update

Usage
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am> update AdvancedProperties --global --serverName serverName --body body

Parameters

--serverName

An object of property key-value pairs

--body

The resource in JSON format, described by the following JSON schema:

{
  "patternProperties" : {
    ".+" : {
      "type" : "string",
      "title" : "Value",
      "description" : "Any string value"
    }
  },
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "An object of property key-value pairs",
  "type" : "object",
  "title" : "Advanced Properties"
}

AgentDataStoreDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/AgentDataStoreDecisionNode

Resource version: 1.0

create

Usage

am> create AgentDataStoreDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1501



--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete AgentDataStoreDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AgentDataStoreDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AgentDataStoreDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action AgentDataStoreDecision --realm Realm --body body --actionName listOutcomes

Parameters
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AgentDataStoreDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AgentDataStoreDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AgentDataStoreDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update AgentDataStoreDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

AgentGroups

Realm Operations

Aggregating Agent Groups handler that is responsible for querying the aggregating agent groups

Resource path:

/realm-config/agents/groups

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AgentGroups --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AgentGroups --realm Realm --actionName getCreatableTypes
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AgentGroups --realm Realm --actionName nextdescendents

query

Querying the aggregating agent groups

Usage

am> query AgentGroups --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

AgentService

Global Operations

Resource path:

/global-config/agents/AgentService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AgentService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action AgentService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AgentService --global --actionName nextdescendents

read

Usage

am> read AgentService --global

update

Usage

am> update AgentService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object"
}

Agents

Realm Operations

Aggregating Agents handler that is responsible for querying the aggregating agents

Resource path:

/realm-config/agents

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Agents --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Agents --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Agents --realm Realm --actionName nextdescendents

query

Querying the aggregating agents

Usage

am> query Agents --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

Global Operations

Global and default configuration for agents

Resource path:

/global-config/agents

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Agents --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Agents --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Agents --global --actionName nextdescendents

AmsterModule

Realm Operations

Resource path:

/realm-config/authentication/modules/amster

Resource version: 1.0

create

Usage

am> create AmsterModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "If not enabled, prevents PKI login using the Amster module.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizedKeys" : {
      "title" : "Authorized Keys",
      "description" : "The location of the authorized_keys file (which has the same format as an OpenSSH 
authorized_keys file) to use to validate remote Amster connections.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AmsterModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1509



am> action AmsterModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AmsterModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AmsterModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AmsterModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AmsterModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update AmsterModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "If not enabled, prevents PKI login using the Amster module.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizedKeys" : {
      "title" : "Authorized Keys",
      "description" : "The location of the authorized_keys file (which has the same format as an OpenSSH 
authorized_keys file) to use to validate remote Amster connections.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/amster

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AmsterModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AmsterModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AmsterModule --global --actionName nextdescendents

read

Usage

am> read AmsterModule --global

update

Usage

am> update AmsterModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "If not enabled, prevents PKI login using the Amster module.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authorizedKeys" : {
          "title" : "Authorized Keys",
          "description" : "The location of the authorized_keys file (which has the same format as an OpenSSH 
authorized_keys file) to use to validate remote Amster connections.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AndroidKeyAttestation

Realm Operations

Resource path:

/realm-config/services/androidKeyAttestation

Resource version: 1.0

create

Usage
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am> create AndroidKeyAttestation --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "crlUrl" : {
      "title" : "Certificate revocation status list URL",
      "description" : "The URL to retrieve the certificate revocation status list (CRL).<br><br>Keys are 
checked against the revocation status list to ensure they have not been revoked or suspended. Keys can be 
revoked for a number of reasons, including mishandling or suspected extraction by an attacker. Defaults to the 
list maintained by Google. Refer to <a href=\"https://android.googleapis.com/attestation/status\">https://
android.googleapis.com/attestation/status</a>",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "publicKeyUrl" : {
      "title" : "Google hardware attestation root certificate URL",
      "description" : "[Optional] The URL to retrieve the Google hardware attestation root 
certificate.<br><br>The root certificate of the chain is validated against builtin certificates provided by 
Google. Refer to <a href=\"https://developer.android.com/training/articles/security-key-
attestation#root_certificate\">Verifying hardware-backed key pairs with Key Attestation | Android 
Developers.</a> You can override these defaults by providing the URL to a different hardware attestation 
certificate. The built-in certificates are used if this property is empty or a certificate cannot be obtained 
from the URL provided.",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AndroidKeyAttestation --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action AndroidKeyAttestation --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AndroidKeyAttestation --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AndroidKeyAttestation --realm Realm --actionName nextdescendents

read

Usage

am> read AndroidKeyAttestation --realm Realm

update

Usage

am> update AndroidKeyAttestation --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "crlUrl" : {
      "title" : "Certificate revocation status list URL",
      "description" : "The URL to retrieve the certificate revocation status list (CRL).<br><br>Keys are 
checked against the revocation status list to ensure they have not been revoked or suspended. Keys can be 
revoked for a number of reasons, including mishandling or suspected extraction by an attacker. Defaults to the 
list maintained by Google. Refer to <a href=\"https://android.googleapis.com/attestation/status\">https://
android.googleapis.com/attestation/status</a>",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "publicKeyUrl" : {
      "title" : "Google hardware attestation root certificate URL",
      "description" : "[Optional] The URL to retrieve the Google hardware attestation root 
certificate.<br><br>The root certificate of the chain is validated against builtin certificates provided by 
Google. Refer to <a href=\"https://developer.android.com/training/articles/security-key-
attestation#root_certificate\">Verifying hardware-backed key pairs with Key Attestation | Android 
Developers.</a> You can override these defaults by providing the URL to a different hardware attestation 
certificate. The built-in certificates are used if this property is empty or a certificate cannot be obtained 
from the URL provided.",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/androidKeyAttestation

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AndroidKeyAttestation --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action AndroidKeyAttestation --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AndroidKeyAttestation --global --actionName nextdescendents

read

Usage

am> read AndroidKeyAttestation --global

update

Usage

am> update AndroidKeyAttestation --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "cacheDuration" : {
      "title" : "Cache duration (hours)",
      "description" : "The number of hours to cache the Certificate revocation status list and Google hardware 
attestation root certificate.<br><br>Defaults to one day (24). Specify 0 to prevent caching.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "defaults" : {
      "properties" : {
        "publicKeyUrl" : {
          "title" : "Google hardware attestation root certificate URL",
          "description" : "[Optional] The URL to retrieve the Google hardware attestation root 
certificate.<br><br>The root certificate of the chain is validated against builtin certificates provided by 
Google. Refer to <a href=\"https://developer.android.com/training/articles/security-key-
attestation#root_certificate\">Verifying hardware-backed key pairs with Key Attestation | Android 
Developers.</a> You can override these defaults by providing the URL to a different hardware attestation 
certificate. The built-in certificates are used if this property is empty or a certificate cannot be obtained 
from the URL provided.",
          "propertyOrder" : 200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "crlUrl" : {
          "title" : "Certificate revocation status list URL",
          "description" : "The URL to retrieve the certificate revocation status list (CRL).<br><br>Keys are 
checked against the revocation status list to ensure they have not been revoked or suspended. Keys can be 
revoked for a number of reasons, including mishandling or suspected extraction by an attacker. Defaults to the 
list maintained by Google. Refer to <a href=\"https://android.googleapis.com/attestation/status\">https://
android.googleapis.com/attestation/status</a>",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AnonymousModule

Realm Operations

Resource path:
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/realm-config/authentication/modules/anonymous

Resource version: 1.0

create

Usage

am> create AnonymousModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1519



{
  "type" : "object",
  "properties" : {
    "defaultAnonymousUsername" : {
      "title" : "Default Anonymous User Name",
      "description" : "The default username to use if no username is supplied during authentication.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "caseSensitiveUsernameMatchingEnabled" : {
      "title" : "Case Sensitive User IDs",
      "description" : "If enabled, username matching will be case sensitive.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "validAnonymousUsers" : {
      "title" : "Valid Anonymous Users",
      "description" : "List of accounts that are allowed to login without providing credentials.<br><br>Any 
username on this list will be allows anonymous access to OpenAM. Usernames listed here must have matching 
profiles in the data store or the user profile requirement must be disabled. The username can be specified 
during anonymous authentication as follows:<br/><br/><code>/openam/UI/Login?
module=anonymous&IDToken1=<i>username</i></code>",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AnonymousModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AnonymousModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AnonymousModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AnonymousModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AnonymousModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AnonymousModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update AnonymousModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaultAnonymousUsername" : {
      "title" : "Default Anonymous User Name",
      "description" : "The default username to use if no username is supplied during authentication.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "caseSensitiveUsernameMatchingEnabled" : {
      "title" : "Case Sensitive User IDs",
      "description" : "If enabled, username matching will be case sensitive.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "validAnonymousUsers" : {
      "title" : "Valid Anonymous Users",
      "description" : "List of accounts that are allowed to login without providing credentials.<br><br>Any 
username on this list will be allows anonymous access to OpenAM. Usernames listed here must have matching 
profiles in the data store or the user profile requirement must be disabled. The username can be specified 
during anonymous authentication as follows:<br/><br/><code>/openam/UI/Login?
module=anonymous&IDToken1=<i>username</i></code>",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/anonymous

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AnonymousModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AnonymousModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AnonymousModule --global --actionName nextdescendents

read

Usage

am> read AnonymousModule --global

update

Usage

am> update AnonymousModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "caseSensitiveUsernameMatchingEnabled" : {
          "title" : "Case Sensitive User IDs",
          "description" : "If enabled, username matching will be case sensitive.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "defaultAnonymousUsername" : {
          "title" : "Default Anonymous User Name",
          "description" : "The default username to use if no username is supplied during authentication.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validAnonymousUsers" : {
          "title" : "Valid Anonymous Users",
          "description" : "List of accounts that are allowed to login without providing 
credentials.<br><br>Any username on this list will be allows anonymous access to OpenAM. Usernames listed here 
must have matching profiles in the data store or the user profile requirement must be disabled. The username 
can be specified during anonymous authentication as follows:<br/><br/><code>/openam/UI/Login?
module=anonymous&IDToken1=<i>username</i></code>",
          "propertyOrder" : 100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1525



AnonymousSessionUpgrade

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/AnonymousSessionUpgradeNode

Resource version: 1.0

create

Usage

am> create AnonymousSessionUpgrade --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete AnonymousSessionUpgrade --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action AnonymousSessionUpgrade --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AnonymousSessionUpgrade --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action AnonymousSessionUpgrade --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AnonymousSessionUpgrade --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AnonymousSessionUpgrade --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AnonymousSessionUpgrade --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AnonymousSessionUpgrade --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

AnonymousUserMapping

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/AnonymousUserNode
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Resource version: 1.0

create

Usage

am> create AnonymousUserMapping --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "anonymousUserName" : {
      "title" : "Anonymous User Name",
      "description" : "The username of the user that will represent the anonymous user. This user account must 
already exist in the realm.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "anonymousUserName" ]
}

delete

Usage

am> delete AnonymousUserMapping --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action AnonymousUserMapping --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AnonymousUserMapping --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action AnonymousUserMapping --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AnonymousUserMapping --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AnonymousUserMapping --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AnonymousUserMapping --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AnonymousUserMapping --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "anonymousUserName" : {
      "title" : "Anonymous User Name",
      "description" : "The username of the user that will represent the anonymous user. This user account must 
already exist in the realm.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "anonymousUserName" ]
}
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ApplicationTypes

Realm Operations

Service for reading and listing the available application types. Application types act as templates for policy sets, and define how to
compare resources and index policies. OpenAM provides a default application type that represents web resources called
iPlanetAMWebAgentService

Resource path:

/applicationtypes

Resource version: 1.0

query

Lists the application types using a query filter

Usage

am> query ApplicationTypes --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

read

Reads an individual application type by the provided application type name

Usage

am> read ApplicationTypes --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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Applications

Realm Operations

Service for manipulating Applications. It supports the CRUDQ operations.

Resource path:

/applications

Resource version: 2.1

create

Creates a new Application in a realm

Usage

am> create Applications --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Application schema",
  "type" : "object",
  "title" : "Application",
  "properties" : {
    "name" : {
      "type" : "string",
      "title" : "Name",
      "description" : "Unique application identifier."
    },
    "displayName" : {
      "type" : "string",
      "title" : "Display name",
      "description" : "When defined, it is displayed in the UI instead of application name."
    },
    "description" : {
      "type" : "string",
      "title" : "Description",
      "description" : "String describing the application."
    },
    "applicationType" : {
      "type" : "string",
      "title" : "Application type",
      "description" : "Name of the application type used as a template for the policy set."
    },
    "conditions" : {
      "type" : "array",
      "items" : {
        "type" : "string",
        "title" : "Conditions",
        "description" : "Condition types allowed in the context of the policy set."
      }
    },
    "subjects" : {
      "type" : "array",
      "items" : {
        "type" : "string",
        "title" : "Subjects",
        "description" : "Subject types allowed in the context of the policy set."
      }
    },
    "resourceTypeUuids" : {
      "type" : "array",
      "items" : {
        "type" : "string",
        "title" : "Resource type uuids",
        "description" : "A list of the UUIDs of the resource types associated with the policy set."
      }
    },
    "entitlementCombiner" : {
      "type" : "string",
      "title" : "Entitlement combiner",
      "description" : "Name of the decision combiner, such as \"DenyOverride\"."
    },
    "searchIndex" : {
      "type" : "string",
      "title" : "Search index",
      "description" : "Class name of the implementation for searching indexes for resource names, such as 
\"com.sun.identity.entitlement.util.ResourceNameSplitter\" for URL resource names."
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    },
    "saveIndex" : {
      "type" : "string",
      "title" : "Save index",
      "description" : "Class name of the implementation for creating indexes for resource names, such as 
\"com.sun.identity.entitlement.util.ResourceNameIndexGenerator\" for URL resource names."
    },
    "resourceComparator" : {
      "type" : "string",
      "title" : "Resource comparator",
      "description" : "Class name of the resource comparator implementation used in the context of the policy 
set. The following implementations are available: \"com.sun.identity.entitlement.ExactMatchResourceName\", 
\"com.sun.identity.entitlement.PrefixResourceName\", \"com.sun.identity.entitlement.RegExResourceName\", 
\"com.sun.identity.entitlement.URLResourceName\"."
    },
    "attributeNames" : {
      "type" : "array",
      "items" : {
        "type" : "string",
        "title" : "Attribute names",
        "description" : "A list of attribute names such as cn. The list is used to aid policy indexing and 
lookup."
      }
    },
    "createdBy" : {
      "type" : "string",
      "title" : "Created by",
      "description" : "A string containing the universal identifier DN of the subject that created the 
application."
    },
    "lastModifiedBy" : {
      "type" : "string",
      "title" : "Last modified by",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the application. If the application has not been modified since it was created, this will be the same 
value as createdBy."
    },
    "creationDate" : {
      "type" : "integer",
      "title" : "Creation date",
      "description" : "An integer containing the creation date and time, in number of seconds since the Unix 
Epoch."
    },
    "lastModifiedDate" : {
      "type" : "integer",
      "title" : "Last modified date",
      "description" : "An integer containing the last modified date and time, in number of seconds since the 
Unix Epoch. If the application has not been modified since it was created, this will be the same value as 
creationDate."
    },
    "editable" : {
      "type" : "boolean",
      "title" : "Editable",
      "description" : "It indicates if application is editable."
    }
  },
  "required" : [ "name", "applicationType" ]
}
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delete

Deletes an individual Application in a realm specified by its name

Usage

am> delete Applications --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

query

Lists all the Applications in a realm

Usage

am> query Applications --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

read

Reads an individual Application in a realm specified by its name

Usage

am> read Applications --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Updates an individual Application in a realm specified by its name

Usage

am> update Applications --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Application schema",
  "type" : "object",
  "title" : "Application",
  "properties" : {
    "name" : {
      "type" : "string",
      "title" : "Name",
      "description" : "Unique application identifier."
    },
    "displayName" : {
      "type" : "string",
      "title" : "Display name",
      "description" : "When defined, it is displayed in the UI instead of application name."
    },
    "description" : {
      "type" : "string",
      "title" : "Description",
      "description" : "String describing the application."
    },
    "applicationType" : {
      "type" : "string",
      "title" : "Application type",
      "description" : "Name of the application type used as a template for the policy set."
    },
    "conditions" : {
      "type" : "array",
      "items" : {
        "type" : "string",
        "title" : "Conditions",
        "description" : "Condition types allowed in the context of the policy set."
      }
    },
    "subjects" : {
      "type" : "array",
      "items" : {
        "type" : "string",
        "title" : "Subjects",
        "description" : "Subject types allowed in the context of the policy set."
      }
    },
    "resourceTypeUuids" : {
      "type" : "array",
      "items" : {
        "type" : "string",
        "title" : "Resource type uuids",
        "description" : "A list of the UUIDs of the resource types associated with the policy set."
      }
    },
    "entitlementCombiner" : {
      "type" : "string",
      "title" : "Entitlement combiner",
      "description" : "Name of the decision combiner, such as \"DenyOverride\"."
    },
    "searchIndex" : {
      "type" : "string",
      "title" : "Search index",
      "description" : "Class name of the implementation for searching indexes for resource names, such as 
\"com.sun.identity.entitlement.util.ResourceNameSplitter\" for URL resource names."
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    },
    "saveIndex" : {
      "type" : "string",
      "title" : "Save index",
      "description" : "Class name of the implementation for creating indexes for resource names, such as 
\"com.sun.identity.entitlement.util.ResourceNameIndexGenerator\" for URL resource names."
    },
    "resourceComparator" : {
      "type" : "string",
      "title" : "Resource comparator",
      "description" : "Class name of the resource comparator implementation used in the context of the policy 
set. The following implementations are available: \"com.sun.identity.entitlement.ExactMatchResourceName\", 
\"com.sun.identity.entitlement.PrefixResourceName\", \"com.sun.identity.entitlement.RegExResourceName\", 
\"com.sun.identity.entitlement.URLResourceName\"."
    },
    "attributeNames" : {
      "type" : "array",
      "items" : {
        "type" : "string",
        "title" : "Attribute names",
        "description" : "A list of attribute names such as cn. The list is used to aid policy indexing and 
lookup."
      }
    },
    "createdBy" : {
      "type" : "string",
      "title" : "Created by",
      "description" : "A string containing the universal identifier DN of the subject that created the 
application."
    },
    "lastModifiedBy" : {
      "type" : "string",
      "title" : "Last modified by",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the application. If the application has not been modified since it was created, this will be the same 
value as createdBy."
    },
    "creationDate" : {
      "type" : "integer",
      "title" : "Creation date",
      "description" : "An integer containing the creation date and time, in number of seconds since the Unix 
Epoch."
    },
    "lastModifiedDate" : {
      "type" : "integer",
      "title" : "Last modified date",
      "description" : "An integer containing the last modified date and time, in number of seconds since the 
Unix Epoch. If the application has not been modified since it was created, this will be the same value as 
creationDate."
    },
    "editable" : {
      "type" : "boolean",
      "title" : "Editable",
      "description" : "It indicates if application is editable."
    }
  },
  "required" : [ "name", "applicationType" ]
}
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AttributeCollector

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/AttributeCollectorNode

Resource version: 1.0

create

Usage

am> create AttributeCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to identify the the object in IDM.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "validateInputs" : {
      "title" : "Validate Input",
      "description" : "Set to true if client input should be validated against IDM policy as declared in the 
schema.",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "required" : {
      "title" : "All Attributes Required",
      "description" : "When set, requires all attributes collected to contain non-null values.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "attributesToCollect" : {
      "title" : "Attributes to Collect",
      "description" : "A set of attributes to collect from the client.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute", "validateInputs", "required", "attributesToCollect" ]
}

delete

Usage

am> delete AttributeCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action AttributeCollector --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AttributeCollector --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action AttributeCollector --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AttributeCollector --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AttributeCollector --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AttributeCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AttributeCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to identify the the object in IDM.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "validateInputs" : {
      "title" : "Validate Input",
      "description" : "Set to true if client input should be validated against IDM policy as declared in the 
schema.",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "required" : {
      "title" : "All Attributes Required",
      "description" : "When set, requires all attributes collected to contain non-null values.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "attributesToCollect" : {
      "title" : "Attributes to Collect",
      "description" : "A set of attributes to collect from the client.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute", "validateInputs", "required", "attributesToCollect" ]
}

AttributePresentDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/AttributePresentDecisionNode

Resource version: 1.0
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create

Usage

am> create AttributePresentDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "presentAttribute" : {
      "title" : "Present Attribute",
      "description" : "The object attribute to verify is present regardless of whether the field is private.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute to query in the IDM object.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "presentAttribute", "identityAttribute" ]
}

delete

Usage

am> delete AttributePresentDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action AttributePresentDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AttributePresentDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action AttributePresentDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AttributePresentDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AttributePresentDecision --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AttributePresentDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AttributePresentDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "presentAttribute" : {
      "title" : "Present Attribute",
      "description" : "The object attribute to verify is present regardless of whether the field is private.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute to query in the IDM object.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "presentAttribute", "identityAttribute" ]
}

AttributeValueDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/AttributeValueDecisionNode

Resource version: 1.0

create

Usage

am> create AttributeValueDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

1548 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "comparisonValue" : {
      "title" : "Comparison Value",
      "description" : "If using the EQUALS comparison operation, the value to compare the object's attribute 
value to.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "comparisonOperation" : {
      "title" : "Comparison Operation",
      "description" : "The operation to perform on the object attribute; PRESENT checks for existence of an 
attribute, EQUALS checks if the object's attribute value equals the configured comparison value.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute to query in the IDM object.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "comparisonAttribute" : {
      "title" : "Comparison Attribute",
      "description" : "The object attribute to compare.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "comparisonOperation", "identityAttribute", "comparisonAttribute" ]
}

delete

Usage

am> delete AttributeValueDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action AttributeValueDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AttributeValueDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action AttributeValueDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AttributeValueDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AttributeValueDecision --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AttributeValueDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AttributeValueDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "comparisonValue" : {
      "title" : "Comparison Value",
      "description" : "If using the EQUALS comparison operation, the value to compare the object's attribute 
value to.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "comparisonOperation" : {
      "title" : "Comparison Operation",
      "description" : "The operation to perform on the object attribute; PRESENT checks for existence of an 
attribute, EQUALS checks if the object's attribute value equals the configured comparison value.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute to query in the IDM object.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "comparisonAttribute" : {
      "title" : "Comparison Attribute",
      "description" : "The object attribute to compare.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "comparisonOperation", "identityAttribute", "comparisonAttribute" ]
}

AuditEvent

Realm Operations

Audit events are logged through a realm audit service.

Resource path:

/realm-audit/{topic}

Resource version: 1.0

create

Create a new audit event, which will be handled and logged by the configured audit service.
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Usage

am> create AuditEvent --realm Realm --topic topic --body body

Parameters

--topic

Audit events are logged through a realm audit service.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "The schema contains properties that are common to all topics and some that are unique to a 
specific topic. The description of each property indicates which topic the property applies to.",
  "title" : "Audit event schema",
  "type" : "object",
  "properties" : {
    "_id" : {
      "title" : "ID",
      "description" : "The ID of the event, used by all topics",
      "type" : "string"
    },
    "timestamp" : {
      "title" : "Timestamp",
      "description" : "The time at which the event occurred, used by all topics",
      "type" : "string"
    },
    "eventName" : {
      "title" : "Event name",
      "description" : "The name of the event, used by all topics",
      "type" : "string"
    },
    "transactionId" : {
      "title" : "Transaction ID",
      "description" : "The transaction ID of the event, used by all topics",
      "type" : "string"
    },
    "userId" : {
      "title" : "User ID",
      "description" : "The ID of the user responsible for the event, used by all topics",
      "type" : "string"
    },
    "trackingIds" : {
      "title" : "Tracking IDs",
      "description" : "The tracking IDs of the event, used by all topics",
      "type" : "array",
      "items" : {
        "id" : "0",
        "type" : "string"
      }
    },
    "component" : {
      "title" : "Component",
      "description" : "The component responsible for the event, used by all topics",
      "type" : "string"
    },
    "realm" : {
      "title" : "Realm",
      "description" : "The realm in which the event occurred, used by all topics",
      "type" : "string"
    },
    "server" : {
      "title" : "Server",
      "description" : "The server details for an access event",
      "type" : "object",
      "properties" : {
        "ip" : {
          "title" : "Server IP address",
          "description" : "The server ip address for an access event",
          "type" : "string"
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        },
        "port" : {
          "title" : "Server port",
          "description" : "The server port for an access event",
          "type" : "integer"
        }
      }
    },
    "client" : {
      "title" : "Client",
      "description" : "The client details for an access event",
      "type" : "object",
      "properties" : {
        "ip" : {
          "title" : "Client IP address",
          "description" : "The client IP address for an access event",
          "type" : "string"
        },
        "port" : {
          "title" : "Client port",
          "description" : "The client port for an access event",
          "type" : "integer"
        }
      }
    },
    "request" : {
      "title" : "Request",
      "description" : "The request details for an access event",
      "type" : "object",
      "properties" : {
        "protocol" : {
          "title" : "Request protocol",
          "description" : "The request protocol for an access event",
          "type" : "string"
        },
        "operation" : {
          "title" : "Request operation",
          "description" : "The request operation for an access event",
          "type" : "string"
        },
        "detail" : {
          "title" : "Request detail",
          "description" : "The request detail for an access event",
          "type" : "object"
        }
      }
    },
    "http" : {
      "title" : "Http details",
      "description" : "The Http details for an access event",
      "type" : "object",
      "properties" : {
        "request" : {
          "title" : "Http request",
          "description" : "The http request for an access event",
          "type" : "object",
          "properties" : {
            "secure" : {
              "title" : "Http secure",
              "description" : "The http secure property for an access event",
              "type" : "boolean"
            },
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            "method" : {
              "title" : "Http method",
              "description" : "The http method for an access event",
              "type" : "string"
            },
            "path" : {
              "title" : "Http path",
              "description" : "The http path for an access event",
              "type" : "string"
            },
            "queryParameters" : {
              "title" : "Http query parameters",
              "description" : "The http query parameters for an access event",
              "type" : "object",
              "additionalProperties" : {
                "type" : "array",
                "items" : {
                  "type" : "string"
                }
              }
            },
            "headers" : {
              "title" : "Http headers",
              "description" : "The http headers for an access event",
              "type" : "object",
              "additionalProperties" : {
                "type" : "array",
                "items" : {
                  "type" : "string"
                }
              }
            },
            "cookies" : {
              "title" : "Http cookies",
              "description" : "The http cookies for an access event",
              "type" : "object",
              "additionalProperties" : {
                "type" : "string"
              }
            }
          }
        },
        "response" : {
          "title" : "Http response",
          "description" : "The http response for an access event",
          "type" : "object",
          "properties" : {
            "headers" : {
              "title" : "Http request headers",
              "description" : "The http request headers for an access event",
              "type" : "object",
              "additionalProperties" : {
                "type" : "array",
                "items" : {
                  "type" : "string"
                }
              }
            }
          }
        }
      }
    },
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    "response" : {
      "title" : "Response",
      "description" : "The response details for an access event",
      "type" : "object",
      "properties" : {
        "status" : {
          "title" : "Response status",
          "description" : "The response status for an access event",
          "type" : "string"
        },
        "statusCode" : {
          "title" : "Response status code",
          "description" : "The response status code for an access event",
          "type" : "string"
        },
        "detail" : {
          "title" : "Response detail",
          "description" : "The response detail for an access event",
          "type" : "object"
        },
        "elapsedTime" : {
          "title" : "Response elapsed time",
          "description" : "The response elapsedTime for an access event",
          "type" : "integer"
        },
        "elapsedTimeUnits" : {
          "title" : "Response elapsed time units",
          "description" : "The response elapsed time units for an access event",
          "type" : "string"
        }
      }
    },
    "runAs" : {
      "title" : "Run as",
      "description" : "What the change that triggered an activity or config event was run as",
      "type" : "string"
    },
    "objectId" : {
      "title" : "Object ID",
      "description" : "The object ID of the change that triggered an activity or config event",
      "type" : "string"
    },
    "operation" : {
      "title" : "Operation",
      "description" : "The operation that triggered an activity or config event",
      "type" : "string"
    },
    "before" : {
      "title" : "Before state",
      "description" : "The state before an activity or config event occurred",
      "type" : "object"
    },
    "after" : {
      "title" : "After state",
      "description" : "The state after an activity or config event occurred",
      "type" : "object"
    },
    "changedFields" : {
      "title" : "Changed fields",
      "description" : "The changed fields after an activity or config event occurred",
      "type" : "array",
      "items" : {
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        "id" : "1",
        "type" : "string"
      }
    },
    "revision" : {
      "title" : "Revision",
      "description" : "The revision for an activity or config event",
      "type" : "string"
    },
    "result" : {
      "title" : "Result",
      "description" : "The result of the authentication event",
      "type" : "string"
    },
    "principal" : {
      "title" : "Principal",
      "description" : "The principal responsible for the authentication event",
      "type" : "array",
      "items" : {
        "type" : "string"
      }
    },
    "context" : {
      "title" : "Context",
      "description" : "The context of an authentication event",
      "type" : "object",
      "properties" : { }
    },
    "entries" : {
      "title" : "Entries",
      "description" : "The entries for an authentication event",
      "type" : "array",
      "items" : {
        "type" : "object",
        "properties" : {
          "moduleId" : {
            "title" : "Module ID",
            "description" : "The module ID for the authentication event",
            "type" : "string"
          },
          "result" : {
            "title" : "Module result",
            "description" : "The result of the module authentication event",
            "type" : "string"
          },
          "info" : {
            "title" : "Entries information",
            "description" : "The entries information for an authentication event",
            "type" : "object",
            "properties" : { }
          }
        }
      }
    }
  },
  "required" : [ "transactionId", "timestamp" ]
}
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Global Operations

Audit events are logged through the global audit service.

Resource path:

/global-audit/{topic}

Resource version: 1.0

create

Create a new audit event, which will be handled and logged by the configured audit service.

Usage

am> create AuditEvent --global --topic topic --body body

Parameters

--topic

Audit events are logged through the global audit service.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "The schema contains properties that are common to all topics and some that are unique to a 
specific topic. The description of each property indicates which topic the property applies to.",
  "title" : "Audit event schema",
  "type" : "object",
  "properties" : {
    "_id" : {
      "title" : "ID",
      "description" : "The ID of the event, used by all topics",
      "type" : "string"
    },
    "timestamp" : {
      "title" : "Timestamp",
      "description" : "The time at which the event occurred, used by all topics",
      "type" : "string"
    },
    "eventName" : {
      "title" : "Event name",
      "description" : "The name of the event, used by all topics",
      "type" : "string"
    },
    "transactionId" : {
      "title" : "Transaction ID",
      "description" : "The transaction ID of the event, used by all topics",
      "type" : "string"
    },
    "userId" : {
      "title" : "User ID",
      "description" : "The ID of the user responsible for the event, used by all topics",
      "type" : "string"
    },
    "trackingIds" : {
      "title" : "Tracking IDs",
      "description" : "The tracking IDs of the event, used by all topics",
      "type" : "array",
      "items" : {
        "id" : "0",
        "type" : "string"
      }
    },
    "component" : {
      "title" : "Component",
      "description" : "The component responsible for the event, used by all topics",
      "type" : "string"
    },
    "realm" : {
      "title" : "Realm",
      "description" : "The realm in which the event occurred, used by all topics",
      "type" : "string"
    },
    "server" : {
      "title" : "Server",
      "description" : "The server details for an access event",
      "type" : "object",
      "properties" : {
        "ip" : {
          "title" : "Server IP address",
          "description" : "The server ip address for an access event",
          "type" : "string"
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        },
        "port" : {
          "title" : "Server port",
          "description" : "The server port for an access event",
          "type" : "integer"
        }
      }
    },
    "client" : {
      "title" : "Client",
      "description" : "The client details for an access event",
      "type" : "object",
      "properties" : {
        "ip" : {
          "title" : "Client IP address",
          "description" : "The client IP address for an access event",
          "type" : "string"
        },
        "port" : {
          "title" : "Client port",
          "description" : "The client port for an access event",
          "type" : "integer"
        }
      }
    },
    "request" : {
      "title" : "Request",
      "description" : "The request details for an access event",
      "type" : "object",
      "properties" : {
        "protocol" : {
          "title" : "Request protocol",
          "description" : "The request protocol for an access event",
          "type" : "string"
        },
        "operation" : {
          "title" : "Request operation",
          "description" : "The request operation for an access event",
          "type" : "string"
        },
        "detail" : {
          "title" : "Request detail",
          "description" : "The request detail for an access event",
          "type" : "object"
        }
      }
    },
    "http" : {
      "title" : "Http details",
      "description" : "The Http details for an access event",
      "type" : "object",
      "properties" : {
        "request" : {
          "title" : "Http request",
          "description" : "The http request for an access event",
          "type" : "object",
          "properties" : {
            "secure" : {
              "title" : "Http secure",
              "description" : "The http secure property for an access event",
              "type" : "boolean"
            },
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            "method" : {
              "title" : "Http method",
              "description" : "The http method for an access event",
              "type" : "string"
            },
            "path" : {
              "title" : "Http path",
              "description" : "The http path for an access event",
              "type" : "string"
            },
            "queryParameters" : {
              "title" : "Http query parameters",
              "description" : "The http query parameters for an access event",
              "type" : "object",
              "additionalProperties" : {
                "type" : "array",
                "items" : {
                  "type" : "string"
                }
              }
            },
            "headers" : {
              "title" : "Http headers",
              "description" : "The http headers for an access event",
              "type" : "object",
              "additionalProperties" : {
                "type" : "array",
                "items" : {
                  "type" : "string"
                }
              }
            },
            "cookies" : {
              "title" : "Http cookies",
              "description" : "The http cookies for an access event",
              "type" : "object",
              "additionalProperties" : {
                "type" : "string"
              }
            }
          }
        },
        "response" : {
          "title" : "Http response",
          "description" : "The http response for an access event",
          "type" : "object",
          "properties" : {
            "headers" : {
              "title" : "Http request headers",
              "description" : "The http request headers for an access event",
              "type" : "object",
              "additionalProperties" : {
                "type" : "array",
                "items" : {
                  "type" : "string"
                }
              }
            }
          }
        }
      }
    },
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    "response" : {
      "title" : "Response",
      "description" : "The response details for an access event",
      "type" : "object",
      "properties" : {
        "status" : {
          "title" : "Response status",
          "description" : "The response status for an access event",
          "type" : "string"
        },
        "statusCode" : {
          "title" : "Response status code",
          "description" : "The response status code for an access event",
          "type" : "string"
        },
        "detail" : {
          "title" : "Response detail",
          "description" : "The response detail for an access event",
          "type" : "object"
        },
        "elapsedTime" : {
          "title" : "Response elapsed time",
          "description" : "The response elapsedTime for an access event",
          "type" : "integer"
        },
        "elapsedTimeUnits" : {
          "title" : "Response elapsed time units",
          "description" : "The response elapsed time units for an access event",
          "type" : "string"
        }
      }
    },
    "runAs" : {
      "title" : "Run as",
      "description" : "What the change that triggered an activity or config event was run as",
      "type" : "string"
    },
    "objectId" : {
      "title" : "Object ID",
      "description" : "The object ID of the change that triggered an activity or config event",
      "type" : "string"
    },
    "operation" : {
      "title" : "Operation",
      "description" : "The operation that triggered an activity or config event",
      "type" : "string"
    },
    "before" : {
      "title" : "Before state",
      "description" : "The state before an activity or config event occurred",
      "type" : "object"
    },
    "after" : {
      "title" : "After state",
      "description" : "The state after an activity or config event occurred",
      "type" : "object"
    },
    "changedFields" : {
      "title" : "Changed fields",
      "description" : "The changed fields after an activity or config event occurred",
      "type" : "array",
      "items" : {
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        "id" : "1",
        "type" : "string"
      }
    },
    "revision" : {
      "title" : "Revision",
      "description" : "The revision for an activity or config event",
      "type" : "string"
    },
    "result" : {
      "title" : "Result",
      "description" : "The result of the authentication event",
      "type" : "string"
    },
    "principal" : {
      "title" : "Principal",
      "description" : "The principal responsible for the authentication event",
      "type" : "array",
      "items" : {
        "type" : "string"
      }
    },
    "context" : {
      "title" : "Context",
      "description" : "The context of an authentication event",
      "type" : "object",
      "properties" : { }
    },
    "entries" : {
      "title" : "Entries",
      "description" : "The entries for an authentication event",
      "type" : "array",
      "items" : {
        "type" : "object",
        "properties" : {
          "moduleId" : {
            "title" : "Module ID",
            "description" : "The module ID for the authentication event",
            "type" : "string"
          },
          "result" : {
            "title" : "Module result",
            "description" : "The result of the module authentication event",
            "type" : "string"
          },
          "info" : {
            "title" : "Entries information",
            "description" : "The entries information for an authentication event",
            "type" : "object",
            "properties" : { }
          }
        }
      }
    }
  },
  "required" : [ "transactionId", "timestamp" ]
}
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AuditLogging

Realm Operations

Resource path:

/realm-config/services/audit

Resource version: 1.0

create

Usage

am> create AuditLogging --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "auditEnabled" : {
      "title" : "Audit logging",
      "description" : "Enable audit logging in OpenAM.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "whitelistFieldFilters" : {
      "title" : "Field whitelist filters",
      "description" : "OpenAM has a predefined whitelist built-in that only records values that do not contain 
sensitive information. Use this property to whitelist fields in addition to the built-in list. <p> Each field 
filter should be provided using a JSON Pointer-like syntax which is prefixed with the event's topic. The topic 
will be one of <code>access</code>, <code>activity</code>, <code>authentication</code>, or <code>config</
code>.<p> For example, to record the values of the <code>Accept-Language</code> HTTP header in <em>access</em> 
events, the pointer is <code>/access/http/request/headers/accept-language</code>.",
      "propertyOrder" : 200,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "blacklistFieldFilters" : {
      "title" : "Field blacklist filters",
      "description" : "Blacklist filters can be used to remove audit event fields which are whitelisted by 
default. These are fields which are safe to log but which you have decided are not necessary for your 
requirements. <p> Each field filter should be provided using a JSON Pointer-like syntax which is prefixed with 
the event's topic. The topic will be one of <code>access</code>, <code>activity</code>, <code>authentication</
code>, or <code>config</code>.<p> For example, you might want to filter out surnames by hiding the <code>sn</
code> field from <em>activity</em> events. To do so, add the following pointers to the Field blacklist filters 
list: <ul><li><code>/activity/before/sn</code></li><li><code>/activity/after/sn</code></li></ul>",
      "propertyOrder" : 300,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AuditLogging --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action AuditLogging --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuditLogging --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuditLogging --realm Realm --actionName nextdescendents

read

Usage

am> read AuditLogging --realm Realm

update

Usage

am> update AuditLogging --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "auditEnabled" : {
      "title" : "Audit logging",
      "description" : "Enable audit logging in OpenAM.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "whitelistFieldFilters" : {
      "title" : "Field whitelist filters",
      "description" : "OpenAM has a predefined whitelist built-in that only records values that do not contain 
sensitive information. Use this property to whitelist fields in addition to the built-in list. <p> Each field 
filter should be provided using a JSON Pointer-like syntax which is prefixed with the event's topic. The topic 
will be one of <code>access</code>, <code>activity</code>, <code>authentication</code>, or <code>config</
code>.<p> For example, to record the values of the <code>Accept-Language</code> HTTP header in <em>access</em> 
events, the pointer is <code>/access/http/request/headers/accept-language</code>.",
      "propertyOrder" : 200,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "blacklistFieldFilters" : {
      "title" : "Field blacklist filters",
      "description" : "Blacklist filters can be used to remove audit event fields which are whitelisted by 
default. These are fields which are safe to log but which you have decided are not necessary for your 
requirements. <p> Each field filter should be provided using a JSON Pointer-like syntax which is prefixed with 
the event's topic. The topic will be one of <code>access</code>, <code>activity</code>, <code>authentication</
code>, or <code>config</code>.<p> For example, you might want to filter out surnames by hiding the <code>sn</
code> field from <em>activity</em> events. To do so, add the following pointers to the Field blacklist filters 
list: <ul><li><code>/activity/before/sn</code></li><li><code>/activity/after/sn</code></li></ul>",
      "propertyOrder" : 300,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/audit

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuditLogging --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuditLogging --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuditLogging --global --actionName nextdescendents

read

Usage

am> read AuditLogging --global

update

Usage

am> update AuditLogging --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "whitelistFieldFilters" : {
      "title" : "Field whitelist filters",
      "description" : "OpenAM has a predefined whitelist built-in that only records values that do not contain 
sensitive information. Use this property to whitelist fields in addition to the built-in list. <p> Each field 
filter should be provided using a JSON Pointer-like syntax which is prefixed with the event's topic. The topic 
will be one of <code>access</code>, <code>activity</code>, <code>authentication</code>, or <code>config</
code>.<p> For example, to record the values of the <code>Accept-Language</code> HTTP header in <em>access</em> 
events, the pointer is <code>/access/http/request/headers/accept-language</code>.",
      "propertyOrder" : 200,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "auditEnabled" : {
      "title" : "Audit logging",
      "description" : "Enable audit logging in OpenAM.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "blacklistFieldFilters" : {
      "title" : "Field blacklist filters",
      "description" : "Blacklist filters can be used to remove audit event fields which are whitelisted by 
default. These are fields which are safe to log but which you have decided are not necessary for your 
requirements. <p> Each field filter should be provided using a JSON Pointer-like syntax which is prefixed with 
the event's topic. The topic will be one of <code>access</code>, <code>activity</code>, <code>authentication</
code>, or <code>config</code>.<p> For example, you might want to filter out surnames by hiding the <code>sn</
code> field from <em>activity</em> events. To do so, add the following pointers to the Field blacklist filters 
list: <ul><li><code>/activity/before/sn</code></li><li><code>/activity/after/sn</code></li></ul>",
      "propertyOrder" : 300,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "defaults" : {
      "properties" : {
        "blacklistFieldFilters" : {
          "title" : "Field blacklist filters",
          "description" : "Blacklist filters can be used to remove audit event fields which are whitelisted by 
default. These are fields which are safe to log but which you have decided are not necessary for your 
requirements. <p> Each field filter should be provided using a JSON Pointer-like syntax which is prefixed with 
the event's topic. The topic will be one of <code>access</code>, <code>activity</code>, <code>authentication</
code>, or <code>config</code>.<p> For example, you might want to filter out surnames by hiding the <code>sn</
code> field from <em>activity</em> events. To do so, add the following pointers to the Field blacklist filters 
list: <ul><li><code>/activity/before/sn</code></li><li><code>/activity/after/sn</code></li></ul>",
          "propertyOrder" : 300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
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          "type" : "array",
          "exampleValue" : ""
        },
        "auditEnabled" : {
          "title" : "Audit logging",
          "description" : "Enable audit logging in OpenAM.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "whitelistFieldFilters" : {
          "title" : "Field whitelist filters",
          "description" : "OpenAM has a predefined whitelist built-in that only records values that do not 
contain sensitive information. Use this property to whitelist fields in addition to the built-in list. <p> 
Each field filter should be provided using a JSON Pointer-like syntax which is prefixed with the event's 
topic. The topic will be one of <code>access</code>, <code>activity</code>, <code>authentication</code>, or 
<code>config</code>.<p> For example, to record the values of the <code>Accept-Language</code> HTTP header in 
<em>access</em> events, the pointer is <code>/access/http/request/headers/accept-language</code>.",
          "propertyOrder" : 200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AuthLevelDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/AuthLevelDecisionNode

Resource version: 1.0

create

Usage

am> create AuthLevelDecision --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authLevelRequirement" : {
      "title" : "Sufficient Authentication Level",
      "description" : "The current authentication level must be greater than or equal to this value for the 
decision to return true.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "authLevelRequirement" ]
}

delete

Usage

am> delete AuthLevelDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthLevelDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthLevelDecision --realm Realm --actionName getCreatableTypes
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listOutcomes

List the available outcomes for the node type.

Usage

am> action AuthLevelDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthLevelDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AuthLevelDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AuthLevelDecision --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AuthLevelDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authLevelRequirement" : {
      "title" : "Sufficient Authentication Level",
      "description" : "The current authentication level must be greater than or equal to this value for the 
decision to return true.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "authLevelRequirement" ]
}

AuthTree

Realm Operations

Authentication trees.

Resource path:

/realm-config/authentication/authenticationtrees/trees

Resource version: 1.0
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clone

Creates a new tree and underlying set of nodes with the same node configurations as the cloned tree.

Usage

am> action AuthTree --realm Realm --body body --actionName clone

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "newId" : {
      "type" : "string",
      "title" : "New Tree ID",
      "description" : "The ID for the tree that will be created."
    }
  }
}

create

Usage

am> create AuthTree --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "description" : "A tree contains a set of nodes and their connections.",
  "type" : "object",
  "title" : "Authentication Tree",
  "properties" : {
    "description" : {
      "type" : "string",
      "title" : "Description",
      "description" : "A description of the tree."
    },
    "enabled" : {
      "type" : "boolean",
      "title" : "Enabled",
      "description" : "Whether the tree is enabled."
    },
    "innerTreeOnly" : {
      "type" : "boolean",
      "title" : "Inner Tree Only",
      "description" : "Whether the tree can be executed only as an inner tree."
    },
    "nodes" : {
      "type" : "object",
      "title" : "Nodes",
      "description" : "A map of node ID to node association details.",
      "patternProperties" : {
        ".*" : {
          "type" : "object",
          "title" : "Node",
          "description" : "A association of a node with a tree.",
          "properties" : {
            "connections" : {
              "type" : "object",
              "title" : "Connections",
              "description" : "The node's connected outcomes.",
              "patternProperties" : {
                ".*" : {
                  "type" : "string",
                  "title" : "Node ID",
                  "description" : "The ID of the node that this outcome connects to."
                }
              }
            },
            "x" : {
              "type" : "string",
              "title" : "tree.node.x",
              "description" : "tree.node.x.description"
            },
            "y" : {
              "type" : "string",
              "title" : "tree.node.y",
              "description" : "tree.node.y.description"
            },
            "_outcomes" : {
              "type" : "array",
              "title" : "Outcomes",
              "description" : "The node's complete set of outcomes.",
              "readOnly" : true,
              "items" : {
                "type" : "object",
                "title" : "Outcome",
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                "description" : "A possible outcome of the node.",
                "readOnly" : true,
                "properties" : {
                  "id" : {
                    "type" : "string",
                    "title" : "ID",
                    "description" : "The identifier of the outcome.",
                    "readOnly" : true
                  },
                  "displayName" : {
                    "type" : "string",
                    "title" : "Display Name",
                    "description" : "The display name of the outcome, in the requester's preferred locale.",
                    "readOnly" : true
                  }
                }
              }
            }
          }
        }
      }
    },
    "staticNodes" : {
      "type" : "object",
      "title" : "Static Nodes",
      "description" : "A map of node ID to node layout positions for the static nodes, start, success and 
failure.",
      "patternProperties" : {
        ".*" : {
          "type" : "object",
          "title" : "Node",
          "description" : "A association of a node with a tree.",
          "properties" : {
            "x" : {
              "type" : "string",
              "title" : "tree.node.x",
              "description" : "tree.node.x.description"
            },
            "y" : {
              "type" : "string",
              "title" : "tree.node.y",
              "description" : "tree.node.y.description"
            }
          }
        }
      }
    },
    "uiConfig" : {
      "type" : "object",
      "title" : "UI Configuration",
      "description" : "Optional key-value map to hold implementation-specific client properties.",
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      }
    },
    "identityResource" : {
      "type" : "string",
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      "title" : "Identity Resource",
      "description" : "Optional IDM identity resource, e.g. managed/user."
    }
  }
}

delete

Usage

am> delete AuthTree --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthTree --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthTree --realm Realm --actionName getCreatableTypes

getIds

Get the names of each tree configured in this realm.

Usage

am> action AuthTree --realm Realm --actionName getIds

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthTree --realm Realm --actionName nextdescendents
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query

Query for all authentication trees. Only a query filter of 'true' is supported.

Usage

am> query AuthTree --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AuthTree --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AuthTree --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "description" : "A tree contains a set of nodes and their connections.",
  "type" : "object",
  "title" : "Authentication Tree",
  "properties" : {
    "description" : {
      "type" : "string",
      "title" : "Description",
      "description" : "A description of the tree."
    },
    "enabled" : {
      "type" : "boolean",
      "title" : "Enabled",
      "description" : "Whether the tree is enabled."
    },
    "innerTreeOnly" : {
      "type" : "boolean",
      "title" : "Inner Tree Only",
      "description" : "Whether the tree can be executed only as an inner tree."
    },
    "nodes" : {
      "type" : "object",
      "title" : "Nodes",
      "description" : "A map of node ID to node association details.",
      "patternProperties" : {
        ".*" : {
          "type" : "object",
          "title" : "Node",
          "description" : "A association of a node with a tree.",
          "properties" : {
            "connections" : {
              "type" : "object",
              "title" : "Connections",
              "description" : "The node's connected outcomes.",
              "patternProperties" : {
                ".*" : {
                  "type" : "string",
                  "title" : "Node ID",
                  "description" : "The ID of the node that this outcome connects to."
                }
              }
            },
            "x" : {
              "type" : "string",
              "title" : "tree.node.x",
              "description" : "tree.node.x.description"
            },
            "y" : {
              "type" : "string",
              "title" : "tree.node.y",
              "description" : "tree.node.y.description"
            },
            "_outcomes" : {
              "type" : "array",
              "title" : "Outcomes",
              "description" : "The node's complete set of outcomes.",
              "readOnly" : true,
              "items" : {
                "type" : "object",
                "title" : "Outcome",
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                "description" : "A possible outcome of the node.",
                "readOnly" : true,
                "properties" : {
                  "id" : {
                    "type" : "string",
                    "title" : "ID",
                    "description" : "The identifier of the outcome.",
                    "readOnly" : true
                  },
                  "displayName" : {
                    "type" : "string",
                    "title" : "Display Name",
                    "description" : "The display name of the outcome, in the requester's preferred locale.",
                    "readOnly" : true
                  }
                }
              }
            }
          }
        }
      }
    },
    "staticNodes" : {
      "type" : "object",
      "title" : "Static Nodes",
      "description" : "A map of node ID to node layout positions for the static nodes, start, success and 
failure.",
      "patternProperties" : {
        ".*" : {
          "type" : "object",
          "title" : "Node",
          "description" : "A association of a node with a tree.",
          "properties" : {
            "x" : {
              "type" : "string",
              "title" : "tree.node.x",
              "description" : "tree.node.x.description"
            },
            "y" : {
              "type" : "string",
              "title" : "tree.node.y",
              "description" : "tree.node.y.description"
            }
          }
        }
      }
    },
    "uiConfig" : {
      "type" : "object",
      "title" : "UI Configuration",
      "description" : "Optional key-value map to hold implementation-specific client properties.",
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      }
    },
    "identityResource" : {
      "type" : "string",
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      "title" : "Identity Resource",
      "description" : "Optional IDM identity resource, e.g. managed/user."
    }
  }
}

validate

Validates a tree giving errors and warnings.

Usage

am> action AuthTree --realm Realm --body body --actionName validate

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "description" : "A tree contains a set of nodes and their connections.",
  "type" : "object",
  "title" : "Authentication Tree",
  "properties" : {
    "description" : {
      "type" : "string",
      "title" : "Description",
      "description" : "A description of the tree."
    },
    "enabled" : {
      "type" : "boolean",
      "title" : "Enabled",
      "description" : "Whether the tree is enabled."
    },
    "innerTreeOnly" : {
      "type" : "boolean",
      "title" : "Inner Tree Only",
      "description" : "Whether the tree can be executed only as an inner tree."
    },
    "nodes" : {
      "type" : "object",
      "title" : "Nodes",
      "description" : "A map of node ID to node association details.",
      "patternProperties" : {
        ".*" : {
          "type" : "object",
          "title" : "Node",
          "description" : "A association of a node with a tree.",
          "properties" : {
            "connections" : {
              "type" : "object",
              "title" : "Connections",
              "description" : "The node's connected outcomes.",
              "patternProperties" : {
                ".*" : {
                  "type" : "string",
                  "title" : "Node ID",
                  "description" : "The ID of the node that this outcome connects to."
                }
              }
            },
            "x" : {
              "type" : "string",
              "title" : "tree.node.x",
              "description" : "tree.node.x.description"
            },
            "y" : {
              "type" : "string",
              "title" : "tree.node.y",
              "description" : "tree.node.y.description"
            },
            "_outcomes" : {
              "type" : "array",
              "title" : "Outcomes",
              "description" : "The node's complete set of outcomes.",
              "readOnly" : true,
              "items" : {
                "type" : "object",
                "title" : "Outcome",
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                "description" : "A possible outcome of the node.",
                "readOnly" : true,
                "properties" : {
                  "id" : {
                    "type" : "string",
                    "title" : "ID",
                    "description" : "The identifier of the outcome.",
                    "readOnly" : true
                  },
                  "displayName" : {
                    "type" : "string",
                    "title" : "Display Name",
                    "description" : "The display name of the outcome, in the requester's preferred locale.",
                    "readOnly" : true
                  }
                }
              }
            }
          }
        }
      }
    },
    "staticNodes" : {
      "type" : "object",
      "title" : "Static Nodes",
      "description" : "A map of node ID to node layout positions for the static nodes, start, success and 
failure.",
      "patternProperties" : {
        ".*" : {
          "type" : "object",
          "title" : "Node",
          "description" : "A association of a node with a tree.",
          "properties" : {
            "x" : {
              "type" : "string",
              "title" : "tree.node.x",
              "description" : "tree.node.x.description"
            },
            "y" : {
              "type" : "string",
              "title" : "tree.node.y",
              "description" : "tree.node.y.description"
            }
          }
        }
      }
    },
    "uiConfig" : {
      "type" : "object",
      "title" : "UI Configuration",
      "description" : "Optional key-value map to hold implementation-specific client properties.",
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      }
    },
    "identityResource" : {
      "type" : "string",
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      "title" : "Identity Resource",
      "description" : "Optional IDM identity resource, e.g. managed/user."
    }
  }
}

AuthenticateThing

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/IotAuthenticationNode

Resource version: 1.0

create

Usage

am> create AuthenticateThing --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "additionalAudienceValues" : {
      "title" : "Additional Audience Values",
      "description" : "The additional audience values that will be permitted when verifying JWTs. These 
audience values will be in addition to the AM base, issuer and token endpoint URIs for the Client Assertion 
authentication method or the realm path for Proof of Possession.",
      "propertyOrder" : 30,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "issueRestrictedToken" : {
      "title" : "Issue Restricted Token",
      "description" : "The session token issued on successful authentication will be modified by adding a 
proof of possession restriction to it. Any requests accompanied by the token must be signed with the key that 
was used to sign the authentication JWT.",
      "propertyOrder" : 20,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtAuthenticationMethod" : {
      "title" : "JWT Authentication Method",
      "description" : "Choose the required JWT authentication method.</br><p>Proof of Possession: Prove that 
the signer of the JWT is the owner of the key by including a challenge nonce in the JWT. Validation will be 
done in accordance with the <a href=\"https://tools.ietf.org/html/rfc7800\">JWT Proof of Possession 
specification</a>.</p><p>Client Assertion: Present a JWT Bearer token for authentication. Validation will be 
done in accordance with the <a href=\"https://datatracker.ietf.org/doc/html/rfc7523#section-3\">OAuth 2.0 JWT 
Profile for Client Authentication</a>.</p>",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "additionalAudienceValues", "issueRestrictedToken", "jwtAuthenticationMethod" ]
}

delete

Usage

am> delete AuthenticateThing --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action AuthenticateThing --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticateThing --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action AuthenticateThing --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticateThing --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AuthenticateThing --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AuthenticateThing --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AuthenticateThing --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "additionalAudienceValues" : {
      "title" : "Additional Audience Values",
      "description" : "The additional audience values that will be permitted when verifying JWTs. These 
audience values will be in addition to the AM base, issuer and token endpoint URIs for the Client Assertion 
authentication method or the realm path for Proof of Possession.",
      "propertyOrder" : 30,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "issueRestrictedToken" : {
      "title" : "Issue Restricted Token",
      "description" : "The session token issued on successful authentication will be modified by adding a 
proof of possession restriction to it. Any requests accompanied by the token must be signed with the key that 
was used to sign the authentication JWT.",
      "propertyOrder" : 20,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtAuthenticationMethod" : {
      "title" : "JWT Authentication Method",
      "description" : "Choose the required JWT authentication method.</br><p>Proof of Possession: Prove that 
the signer of the JWT is the owner of the key by including a challenge nonce in the JWT. Validation will be 
done in accordance with the <a href=\"https://tools.ietf.org/html/rfc7800\">JWT Proof of Possession 
specification</a>.</p><p>Client Assertion: Present a JWT Bearer token for authentication. Validation will be 
done in accordance with the <a href=\"https://datatracker.ietf.org/doc/html/rfc7523#section-3\">OAuth 2.0 JWT 
Profile for Client Authentication</a>.</p>",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "additionalAudienceValues", "issueRestrictedToken", "jwtAuthenticationMethod" ]
}

Authentication

Realm Operations

Resource path:

/realm-config/authentication

Resource version: 1.0
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create

Usage

am> create Authentication --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "security" : {
      "type" : "object",
      "title" : "Security",
      "propertyOrder" : 5,
      "properties" : {
        "keyAlias" : {
          "title" : "Persistent Cookie Encryption Certificate Alias",
          "description" : "Keystore Alias for encrypting Persistent Cookies.<br><br>This is the alias for the 
private/public keys in the Keystore used in Persistent Cookie authentication requests.",
          "propertyOrder" : 3300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sharedSecret" : {
          "title" : "Organization Authentication Signing Secret",
          "description" : "HMAC shared secret for signing RESTful Authentication requests.<br><br>This is the 
shared secret for signing state used in RESTful authentication requests. Should be at Base-64 encoded and at 
least 128-bits in length. By default a cryptographically secure random value is generated.",
          "propertyOrder" : 4000,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "zeroPageLoginAllowedWithoutReferrer" : {
          "title" : "Zero Page Login Allowed without Referer?",
          "description" : "Whether to allow Zero Page Login if the HTTP Referer header is missing.<br><br>The 
HTTP Referer header is sometimes missing from requests (e.g., if making a request to HTTP from HTTPS). This 
setting controls whether such requests should be allowed or not. Setting to 'true' will reduce the risk of 
Login CSRF attacks with Zero Page Login, but may potentially deny legitimate requests.",
          "propertyOrder" : 3700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "zeroPageLoginEnabled" : {
          "title" : "Zero Page Login",
          "description" : "Allows a user to authenticate using GET request parameters without showing the 
login screen.<br><br>Enable this feature if the authentication mechanism uses a single authentication screen 
or the first authentication screen should always be invisible to users (since it is auto-submitted). Use 
caution when enabling this feature as it can be used to authenticate using regular GET parameters, which could 
be cached by browsers and logged in server and proxy access logs exposing the values of the GET parameters.",
          "propertyOrder" : 3400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "addClearSiteDataHeader" : {
          "title" : "Add clear-site-data Header on Logout",
          "description" : "If true then a clear-site-data header will be added to successful logout responses. 
This header will have the value '\"cache\", \"cookies\", \"storage\", \"executionContexts\"'",
          "propertyOrder" : 3920,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
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        "zeroPageLoginReferrerWhiteList" : {
          "title" : "Zero Page Login Referer Allowlist",
          "description" : "List of allowed HTTP Referer (sic) URLs from which Zero Page Login requests are 
allowed.<br><br>Enter here all URLs from which you want to allow Zero Page Login. This provides some 
mitigation against Login CSRF attacks. Leave empty to allow from any Referer. Applies to both GET and POST 
login requests.",
          "propertyOrder" : 3600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "moduleBasedAuthEnabled" : {
          "title" : "Module Based Authentication",
          "description" : "Allows a user to authenticate via module based authentication.<br><br>The feature 
allow users to override the realm configuration and use a named authentication module to authenticate.<br/
><br/><i>NB </i>Recommended to turn this feature off in production environments.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "postauthprocess" : {
      "type" : "object",
      "title" : "Post Authentication Processing",
      "propertyOrder" : 6,
      "properties" : {
        "loginFailureUrl" : {
          "title" : "Default Failure Login URL ",
          "description" : "Failed logins will be forwarded to this URL<br><br>This is the URL to which clients 
will be forwarded upon failed authentication. Enter a URL or URI relative to the local OpenAM. URL or URI can 
be prefixed with ClientType|URL if client specific. URL without http(s) protocol will be appended to the 
current URI of OpenAM.",
          "propertyOrder" : 1900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "usernameGeneratorClass" : {
          "title" : "Pluggable User Name Generator Class",
          "description" : "The name of the default implementation of the user name generator class.<br><br>The 
name of the class used to return a list of usernames to the Membership auth module.<br/><br/><i>NB </i>This 
class must implement the interface <code>com.sun.identity.authentication.spi.UserIDGenerator</code>",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userAttributeSessionMapping" : {
          "title" : "User Attribute Mapping to Session Attribute",
          "description" : "Mapping of user profile attribute name to session attribute name.<br><br>The 
setting causes OpenAM to read the named attributes from the users profile in the data store and store their 
values in the users session.<br/></br>Format: User Profile Attribute|Session Attribute name. ",
          "propertyOrder" : 3000,
          "required" : true,
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          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "loginSuccessUrl" : {
          "title" : "Default Success Login URL",
          "description" : "Successful logins will be forwarded to this URL<br><br>This is the URL to which 
clients will be forwarded upon successful authentication. Enter a URL or URI relative to the local OpenAM. URL 
or URI can be prefixed with the ClientType|URL if client specific. URL without http(s) protocol will be 
appended to the current URI of OpenAM.",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "loginPostProcessClass" : {
          "title" : "Authentication Post Processing Classes",
          "description" : "A list of post authentication processing classes for all users in this 
realm.<br><br>The list of Post-Processing Classes called by AM for all users that authenticate to this realm. 
Refer to the documentation for the places where the list of post authentication classes can be set. Realm-
level post-authentication plugins are only called when no post-authentication plugin is configured for the 
authentication chain.<br/><br/>For example: org.forgerock.auth.PostProcessClass<br/><i>NB </i>OpenAM must be 
able to find these classes on the <code>CLASSPATH</code> and must implement the interface 
<code>com.sun.identity.authentication.spi.AMPostAuthProcessInterface</code>.",
          "propertyOrder" : 2000,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "usernameGeneratorEnabled" : {
          "title" : "Generate UserID Mode",
          "description" : "Enables this mode in the Membership auth module.<br><br>When this mode is enabled, 
if the Membership auth module detects that the supplied username already exists in the data store then a list 
of valid usernames can be shown to the user, if requested by said user.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : -1,
      "properties" : {
        "adminAuthModule" : {
          "title" : "Administrator Authentication Configuration",
          "description" : "Default Authentication Service for administrators<br><br>This is the authentication 
service that will be used to authentication administrative users to this realm.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "orgConfig" : {
          "title" : "Organization Authentication Configuration",
          "description" : "Default Authentication Service for users<br><br>This is the authentication service 
that will be used to authenticate users to this realm.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "accountlockout" : {
      "type" : "object",
      "title" : "Account Lockout",
      "propertyOrder" : 2,
      "properties" : {
        "invalidAttemptsDataAttributeName" : {
          "title" : "Invalid Attempts Data Attribute Name",
          "description" : "The name of the attribute used to store information about failed 
authentications.<br><br>OpenAM can be configured to store information about invalid authentications in the 
users profile. This allows multiple instances of OpenAM in the same site to share information about a users 
invalid authentication attempts. By default the custom attribute; <code>sunAMAuthInvalidAttemptsData</code> 
defined in the <code>sunAMAuthAccountLockout</code> objectclass is used to store this data. Use this property 
to change the attribute used by OpenAM to store this information.<br/><br/><i>NB </i>Any attribute specified 
must be a valid attribute in the data store.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "lockoutAttributeValue" : {
          "title" : "Lockout Attribute Value",
          "description" : "Value to set in custom lockout attribute<br><br>This is the value that will be set 
on the custom attribute in the users profile when they account is locked.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "lockoutDurationMultiplier" : {
          "title" : "Lockout Duration Multiplier",
          "description" : "Value multiplied to the Login Failure Lockout Duration for each successive 
lockout.<br><br>This property is used to enable OpenAM to increase the account lockout duration for each 
successive account lockout. For example: If the lockout duration is set to 10 and the duration multiplier is 
set to 2; the duration of the first lockout will be 10 minutes and the duration of the second lockout will be 
20 minutes.<br/><br/>The default value of 1 disables this function.  ",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "loginFailureCount" : {
          "title" : "Login Failure Lockout Count",
          "description" : "The maximum number of failed authentications for a user before their account is 
locked.<br><br>This setting controls the maximum number of failed authentications a user can have during the 
lockout interval before OpenAM locks the users account.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
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        "lockoutWarnUserCount" : {
          "title" : "Warn User After N Failures",
          "description" : "Warn the user when they reach this level of failed authentications.<br><br>The user 
will be given a warning when they reach this level of failed authentications during the lockout interval.<br/
>The text of the lockout warning is configured using the <code>lockOutWarning</code> property in the 
<code>amAuth.properties</code> file.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "loginFailureLockoutMode" : {
          "title" : "Login Failure Lockout Mode",
          "description" : "Enables account lockout functionality for users authenticating to this 
realm.<br><br>OpenAM can track the number of failed authentications by a user over time and if a pre-defined 
limit is breached, OpenAM can lockout the users account and perform additional functions.<br/><br/><i>NB </
i>This functionality is in addition to any account lockout behaviour implemented by the LDAP Directory 
Server.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "loginFailureDuration" : {
          "title" : "Login Failure Lockout Interval",
          "description" : "The lockout interval time is in minutes.<br><br>OpenAM tracks the failed 
authentication count for a user over the lockout interval.<br/><br/>For example: If the lockout interval is 5 
minutes and the lockout count is 5; the user will have to have failed to authenticate 5 times over the 
previous 5 minutes for the account to be locked. Failed authentications the occurred outside of the 5 minute 
interval are ignored.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "lockoutDuration" : {
          "title" : "Login Failure Lockout Duration",
          "description" : "The duration of the users account lockout, in minutes.<br><br>OpenAM can either 
lockout the users account indefinitely (until administration action) by setting the duration to 0, (the 
default) or OpenAM can lock the users account for a given number of minutes. After the lockout interval, the 
user will be able to successfully authenticate to OpenAM.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "lockoutAttributeName" : {
          "title" : "Lockout Attribute Name",
          "description" : "Name of custom lockout attribute <br><br>When OpenAM locks an account, the 
<code>inetuserstatus</code> attribute in the locked account is set to Inactive. In addition, OpenAM can set 
the value of another attribute in the users profile. ",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "storeInvalidAttemptsInDataStore" : {
          "title" : "Store Invalid Attempts in Data Store",
          "description" : "Enables sharing of login failure attempts across AM Instances<br><br>When this 
setting is enabled AM will store the user's invalid authentication information in the data store under the 
attribute configured in the <i>Invalid Attempts Data Attribute Name</i> property. This setting only applies to 
authentication modules and chains; authentication trees will <i>always</i> write their account lockout 
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progress and status to the data store.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "lockoutEmailAddress" : {
          "title" : "Email Address to Send Lockout Notification",
          "description" : "An email address or set of email addresses that receive notifications about account 
lockout events.<br><br>OpenAM can be configured to send a localisable email message to a set of email 
addresses when account lockout events occur. The contents of the email message is configured using the 
following properties in the <code>amAuth.properties</code> file.<br/><ul><li><code>lockOutEmailFrom</code> : 
The \"From\" address of the email message</li><li><code>lockOutEmailSub</code> : The subject of the email 
message</li><li><code>lockOutEmailMsg</code> : The contents of the email message</li></ul><br/>The identity 
for whom the account has been locked is included in the email message.<br/><br/>The format of this property 
is:<br/><code>emailaddress|locale|charset</code>. Multiple email addresses are space-separated.<br/>Email 
addresses must include the domain name, such as <code>admin@example.com</code>.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "general" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 3,
      "properties" : {
        "defaultAuthLevel" : {
          "title" : "Default Authentication Level",
          "description" : "The default authentication level for modules in this realm.<br><br>If the 
authentication module does not set it's own auth level then the module will have the default authentication 
level for the realm.",
          "propertyOrder" : 4100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "externalLoginPageUrl" : {
          "title" : "External Login Page URL",
          "description" : "Link to the external login user interface.<br><br>If the authentication user 
interface is hosted separately from AM, its URL can be provided here. AM will use this URL for example when 
it's constructing the resume URI in case authentication is suspended in an authentication tree.",
          "propertyOrder" : 3910,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "identityType" : {
          "title" : "Identity Types",
          "description" : "",
          "propertyOrder" : 2500,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userStatusCallbackPlugins" : {
          "title" : "Pluggable User Status Event Classes",
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          "description" : "List of classes to be called when status of the user account changes.<br><br>When 
the status of a users account changes, OpenAM can be configured to call into a custom class. The custom class 
can then be used to perform some action as required. The built in status change events are:<br/><br/
><ul><li>Account locked</li><li>Password changed</li></ul><br/>Custom code can also extend this mechanism.",
          "propertyOrder" : 2600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "statelessSessionsEnabled" : {
          "title" : "Use Client-Side Sessions",
          "description" : "Enables client-side sessions.<br><br>Client-side sessions provide elastic 
scalability by storing all session state as a JWT in a cookie stored on the client. It is highly recommended 
to enable signing and encryption of the JWT in the global session service.",
          "propertyOrder" : 3800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "locale" : {
          "title" : "Default Authentication Locale",
          "description" : "",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "twoFactorRequired" : {
          "title" : "Two Factor Authentication Mandatory",
          "description" : "Enforces ALL 2FA (OATH and Push) authentication Modules (not nodes) only for this 
authentication realm.",
          "propertyOrder" : 3900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "trees" : {
      "type" : "object",
      "title" : "Trees",
      "propertyOrder" : 4,
      "properties" : {
        "authenticationSessionsMaxDuration" : {
          "title" : "Max duration (minutes)",
          "description" : "Specify how long an authentication session can last.<br><br>From the time an 
authentication session is generated, the session will be invalid after this number of minutes. Values from 
<strong>1</strong> upwards are allowed.",
          "propertyOrder" : 3860,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authenticationTreeCookieHttpOnly" : {
          "title" : "Stops sending tokenId",
          "description" : "Stops sending tokenId when HttpOnly cookies are on.<br><br>If enabled and HttpOnly 
cookies are on, the tree authentication will not return tokenId.",
          "propertyOrder" : 3885,
          "required" : true,
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          "type" : "boolean",
          "exampleValue" : ""
        },
        "authenticationSessionsWhitelist" : {
          "title" : "Enable Allowlisting",
          "description" : "Enables explicit allowlisting of valid authentication states to prevent replay 
attacks.<br><br>If enabled, each time a response is sent to the user a randomly generated state parameter is 
also sent back to user. This state parameter is stored accessible to AM and must be sent in with the 
subsequent request. After a request has been received with a valid state parameter, the next response contains 
a new state, and the server's view of the valid state parameter is updated.",
          "propertyOrder" : 3880,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "suspendedAuthenticationTimeout" : {
          "title" : "Suspended authentication duration (minutes)",
          "description" : "Specify how long a suspended authentication session can last.<br><br>From the time 
a suspended authentication session is generated, the session will be invalid after this number of minutes. 
Values from <strong>1</strong> upwards are allowed. This timeout should be less than or equal to the 
authentication sessionâ€™s timeout value.",
          "propertyOrder" : 3870,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authenticationSessionsStateManagement" : {
          "title" : "Authentication session state management scheme",
          "description" : "Specify how the authentication session state is managed.<br><br>CTS option will 
write the state down to the underlying core token store.<br />JWT option will transmit the state in a JWT to 
the client.<br />In-Memory option will maintain the state in the memory (requires sticky loadbalancing).<br /
><br /> <em>To configure JWT signing, encryption, and denylisting use the options in the Client-Side Sessions 
section of the Sessions global service.</em>",
          "propertyOrder" : 3850,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "userprofile" : {
      "type" : "object",
      "title" : "User Profile",
      "propertyOrder" : 0,
      "properties" : {
        "aliasAttributeName" : {
          "title" : "Alias Search Attribute Name",
          "description" : "The secondary LDAP attribute retrieves the user profile if the primary LDAP 
attribute specified in 'User Naming Attribute' fails.<br><br>This list of LDAP attributes is used to extend 
the set of attributes searched by OpenAM to find the users profile.<br>For example: <ul><li>cn</li><li>mail</
li><li>givenname</li></ul><br/>A user authenticates to OpenAM under the id of steve, OpenAM will first search 
using the naming attribute (uid by default) so uid=steve, if no match is found then cn=steve will be searched 
until a match is found or the list is exhausted.<br><br/><br/><i>NB </i> Only used when User Profile searching 
is enabled.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
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        "defaultRole" : {
          "title" : "User Profile Dynamic Creation Default Roles",
          "description" : "List of roles of which dynamically created users will be a member.<br><br>Enter the 
DN for each role that will be assigned to a new user when their profile has been dynamically created by 
OpenAM.<br/><br/><i>NB </i> Deprecated functionality in OpenAM.",
          "propertyOrder" : 300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "dynamicProfileCreation" : {
          "title" : "User Profile",
          "description" : "Controls the result of the user profile success post successful 
authentication.<br><br>Controls whether a user profile is required for authentication to be successful or if 
the profile will be dynamically created if none already exists. Choose ignore if you do not have a data store 
configured in the realm.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete Authentication --realm Realm

read

Usage

am> read Authentication --realm Realm

update

Usage

am> update Authentication --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "security" : {
      "type" : "object",
      "title" : "Security",
      "propertyOrder" : 5,
      "properties" : {
        "keyAlias" : {
          "title" : "Persistent Cookie Encryption Certificate Alias",
          "description" : "Keystore Alias for encrypting Persistent Cookies.<br><br>This is the alias for the 
private/public keys in the Keystore used in Persistent Cookie authentication requests.",
          "propertyOrder" : 3300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sharedSecret" : {
          "title" : "Organization Authentication Signing Secret",
          "description" : "HMAC shared secret for signing RESTful Authentication requests.<br><br>This is the 
shared secret for signing state used in RESTful authentication requests. Should be at Base-64 encoded and at 
least 128-bits in length. By default a cryptographically secure random value is generated.",
          "propertyOrder" : 4000,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "zeroPageLoginAllowedWithoutReferrer" : {
          "title" : "Zero Page Login Allowed without Referer?",
          "description" : "Whether to allow Zero Page Login if the HTTP Referer header is missing.<br><br>The 
HTTP Referer header is sometimes missing from requests (e.g., if making a request to HTTP from HTTPS). This 
setting controls whether such requests should be allowed or not. Setting to 'true' will reduce the risk of 
Login CSRF attacks with Zero Page Login, but may potentially deny legitimate requests.",
          "propertyOrder" : 3700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "zeroPageLoginEnabled" : {
          "title" : "Zero Page Login",
          "description" : "Allows a user to authenticate using GET request parameters without showing the 
login screen.<br><br>Enable this feature if the authentication mechanism uses a single authentication screen 
or the first authentication screen should always be invisible to users (since it is auto-submitted). Use 
caution when enabling this feature as it can be used to authenticate using regular GET parameters, which could 
be cached by browsers and logged in server and proxy access logs exposing the values of the GET parameters.",
          "propertyOrder" : 3400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "addClearSiteDataHeader" : {
          "title" : "Add clear-site-data Header on Logout",
          "description" : "If true then a clear-site-data header will be added to successful logout responses. 
This header will have the value '\"cache\", \"cookies\", \"storage\", \"executionContexts\"'",
          "propertyOrder" : 3920,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
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        "zeroPageLoginReferrerWhiteList" : {
          "title" : "Zero Page Login Referer Allowlist",
          "description" : "List of allowed HTTP Referer (sic) URLs from which Zero Page Login requests are 
allowed.<br><br>Enter here all URLs from which you want to allow Zero Page Login. This provides some 
mitigation against Login CSRF attacks. Leave empty to allow from any Referer. Applies to both GET and POST 
login requests.",
          "propertyOrder" : 3600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "moduleBasedAuthEnabled" : {
          "title" : "Module Based Authentication",
          "description" : "Allows a user to authenticate via module based authentication.<br><br>The feature 
allow users to override the realm configuration and use a named authentication module to authenticate.<br/
><br/><i>NB </i>Recommended to turn this feature off in production environments.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "postauthprocess" : {
      "type" : "object",
      "title" : "Post Authentication Processing",
      "propertyOrder" : 6,
      "properties" : {
        "loginFailureUrl" : {
          "title" : "Default Failure Login URL ",
          "description" : "Failed logins will be forwarded to this URL<br><br>This is the URL to which clients 
will be forwarded upon failed authentication. Enter a URL or URI relative to the local OpenAM. URL or URI can 
be prefixed with ClientType|URL if client specific. URL without http(s) protocol will be appended to the 
current URI of OpenAM.",
          "propertyOrder" : 1900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "usernameGeneratorClass" : {
          "title" : "Pluggable User Name Generator Class",
          "description" : "The name of the default implementation of the user name generator class.<br><br>The 
name of the class used to return a list of usernames to the Membership auth module.<br/><br/><i>NB </i>This 
class must implement the interface <code>com.sun.identity.authentication.spi.UserIDGenerator</code>",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userAttributeSessionMapping" : {
          "title" : "User Attribute Mapping to Session Attribute",
          "description" : "Mapping of user profile attribute name to session attribute name.<br><br>The 
setting causes OpenAM to read the named attributes from the users profile in the data store and store their 
values in the users session.<br/></br>Format: User Profile Attribute|Session Attribute name. ",
          "propertyOrder" : 3000,
          "required" : true,
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          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "loginSuccessUrl" : {
          "title" : "Default Success Login URL",
          "description" : "Successful logins will be forwarded to this URL<br><br>This is the URL to which 
clients will be forwarded upon successful authentication. Enter a URL or URI relative to the local OpenAM. URL 
or URI can be prefixed with the ClientType|URL if client specific. URL without http(s) protocol will be 
appended to the current URI of OpenAM.",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "loginPostProcessClass" : {
          "title" : "Authentication Post Processing Classes",
          "description" : "A list of post authentication processing classes for all users in this 
realm.<br><br>The list of Post-Processing Classes called by AM for all users that authenticate to this realm. 
Refer to the documentation for the places where the list of post authentication classes can be set. Realm-
level post-authentication plugins are only called when no post-authentication plugin is configured for the 
authentication chain.<br/><br/>For example: org.forgerock.auth.PostProcessClass<br/><i>NB </i>OpenAM must be 
able to find these classes on the <code>CLASSPATH</code> and must implement the interface 
<code>com.sun.identity.authentication.spi.AMPostAuthProcessInterface</code>.",
          "propertyOrder" : 2000,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "usernameGeneratorEnabled" : {
          "title" : "Generate UserID Mode",
          "description" : "Enables this mode in the Membership auth module.<br><br>When this mode is enabled, 
if the Membership auth module detects that the supplied username already exists in the data store then a list 
of valid usernames can be shown to the user, if requested by said user.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : -1,
      "properties" : {
        "adminAuthModule" : {
          "title" : "Administrator Authentication Configuration",
          "description" : "Default Authentication Service for administrators<br><br>This is the authentication 
service that will be used to authentication administrative users to this realm.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "orgConfig" : {
          "title" : "Organization Authentication Configuration",
          "description" : "Default Authentication Service for users<br><br>This is the authentication service 
that will be used to authenticate users to this realm.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "accountlockout" : {
      "type" : "object",
      "title" : "Account Lockout",
      "propertyOrder" : 2,
      "properties" : {
        "invalidAttemptsDataAttributeName" : {
          "title" : "Invalid Attempts Data Attribute Name",
          "description" : "The name of the attribute used to store information about failed 
authentications.<br><br>OpenAM can be configured to store information about invalid authentications in the 
users profile. This allows multiple instances of OpenAM in the same site to share information about a users 
invalid authentication attempts. By default the custom attribute; <code>sunAMAuthInvalidAttemptsData</code> 
defined in the <code>sunAMAuthAccountLockout</code> objectclass is used to store this data. Use this property 
to change the attribute used by OpenAM to store this information.<br/><br/><i>NB </i>Any attribute specified 
must be a valid attribute in the data store.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "lockoutAttributeValue" : {
          "title" : "Lockout Attribute Value",
          "description" : "Value to set in custom lockout attribute<br><br>This is the value that will be set 
on the custom attribute in the users profile when they account is locked.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "lockoutDurationMultiplier" : {
          "title" : "Lockout Duration Multiplier",
          "description" : "Value multiplied to the Login Failure Lockout Duration for each successive 
lockout.<br><br>This property is used to enable OpenAM to increase the account lockout duration for each 
successive account lockout. For example: If the lockout duration is set to 10 and the duration multiplier is 
set to 2; the duration of the first lockout will be 10 minutes and the duration of the second lockout will be 
20 minutes.<br/><br/>The default value of 1 disables this function.  ",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "loginFailureCount" : {
          "title" : "Login Failure Lockout Count",
          "description" : "The maximum number of failed authentications for a user before their account is 
locked.<br><br>This setting controls the maximum number of failed authentications a user can have during the 
lockout interval before OpenAM locks the users account.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
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        "lockoutWarnUserCount" : {
          "title" : "Warn User After N Failures",
          "description" : "Warn the user when they reach this level of failed authentications.<br><br>The user 
will be given a warning when they reach this level of failed authentications during the lockout interval.<br/
>The text of the lockout warning is configured using the <code>lockOutWarning</code> property in the 
<code>amAuth.properties</code> file.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "loginFailureLockoutMode" : {
          "title" : "Login Failure Lockout Mode",
          "description" : "Enables account lockout functionality for users authenticating to this 
realm.<br><br>OpenAM can track the number of failed authentications by a user over time and if a pre-defined 
limit is breached, OpenAM can lockout the users account and perform additional functions.<br/><br/><i>NB </
i>This functionality is in addition to any account lockout behaviour implemented by the LDAP Directory 
Server.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "loginFailureDuration" : {
          "title" : "Login Failure Lockout Interval",
          "description" : "The lockout interval time is in minutes.<br><br>OpenAM tracks the failed 
authentication count for a user over the lockout interval.<br/><br/>For example: If the lockout interval is 5 
minutes and the lockout count is 5; the user will have to have failed to authenticate 5 times over the 
previous 5 minutes for the account to be locked. Failed authentications the occurred outside of the 5 minute 
interval are ignored.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "lockoutDuration" : {
          "title" : "Login Failure Lockout Duration",
          "description" : "The duration of the users account lockout, in minutes.<br><br>OpenAM can either 
lockout the users account indefinitely (until administration action) by setting the duration to 0, (the 
default) or OpenAM can lock the users account for a given number of minutes. After the lockout interval, the 
user will be able to successfully authenticate to OpenAM.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "lockoutAttributeName" : {
          "title" : "Lockout Attribute Name",
          "description" : "Name of custom lockout attribute <br><br>When OpenAM locks an account, the 
<code>inetuserstatus</code> attribute in the locked account is set to Inactive. In addition, OpenAM can set 
the value of another attribute in the users profile. ",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "storeInvalidAttemptsInDataStore" : {
          "title" : "Store Invalid Attempts in Data Store",
          "description" : "Enables sharing of login failure attempts across AM Instances<br><br>When this 
setting is enabled AM will store the user's invalid authentication information in the data store under the 
attribute configured in the <i>Invalid Attempts Data Attribute Name</i> property. This setting only applies to 
authentication modules and chains; authentication trees will <i>always</i> write their account lockout 
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progress and status to the data store.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "lockoutEmailAddress" : {
          "title" : "Email Address to Send Lockout Notification",
          "description" : "An email address or set of email addresses that receive notifications about account 
lockout events.<br><br>OpenAM can be configured to send a localisable email message to a set of email 
addresses when account lockout events occur. The contents of the email message is configured using the 
following properties in the <code>amAuth.properties</code> file.<br/><ul><li><code>lockOutEmailFrom</code> : 
The \"From\" address of the email message</li><li><code>lockOutEmailSub</code> : The subject of the email 
message</li><li><code>lockOutEmailMsg</code> : The contents of the email message</li></ul><br/>The identity 
for whom the account has been locked is included in the email message.<br/><br/>The format of this property 
is:<br/><code>emailaddress|locale|charset</code>. Multiple email addresses are space-separated.<br/>Email 
addresses must include the domain name, such as <code>admin@example.com</code>.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "general" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 3,
      "properties" : {
        "defaultAuthLevel" : {
          "title" : "Default Authentication Level",
          "description" : "The default authentication level for modules in this realm.<br><br>If the 
authentication module does not set it's own auth level then the module will have the default authentication 
level for the realm.",
          "propertyOrder" : 4100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "externalLoginPageUrl" : {
          "title" : "External Login Page URL",
          "description" : "Link to the external login user interface.<br><br>If the authentication user 
interface is hosted separately from AM, its URL can be provided here. AM will use this URL for example when 
it's constructing the resume URI in case authentication is suspended in an authentication tree.",
          "propertyOrder" : 3910,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "identityType" : {
          "title" : "Identity Types",
          "description" : "",
          "propertyOrder" : 2500,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userStatusCallbackPlugins" : {
          "title" : "Pluggable User Status Event Classes",
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          "description" : "List of classes to be called when status of the user account changes.<br><br>When 
the status of a users account changes, OpenAM can be configured to call into a custom class. The custom class 
can then be used to perform some action as required. The built in status change events are:<br/><br/
><ul><li>Account locked</li><li>Password changed</li></ul><br/>Custom code can also extend this mechanism.",
          "propertyOrder" : 2600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "statelessSessionsEnabled" : {
          "title" : "Use Client-Side Sessions",
          "description" : "Enables client-side sessions.<br><br>Client-side sessions provide elastic 
scalability by storing all session state as a JWT in a cookie stored on the client. It is highly recommended 
to enable signing and encryption of the JWT in the global session service.",
          "propertyOrder" : 3800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "locale" : {
          "title" : "Default Authentication Locale",
          "description" : "",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "twoFactorRequired" : {
          "title" : "Two Factor Authentication Mandatory",
          "description" : "Enforces ALL 2FA (OATH and Push) authentication Modules (not nodes) only for this 
authentication realm.",
          "propertyOrder" : 3900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "trees" : {
      "type" : "object",
      "title" : "Trees",
      "propertyOrder" : 4,
      "properties" : {
        "authenticationSessionsMaxDuration" : {
          "title" : "Max duration (minutes)",
          "description" : "Specify how long an authentication session can last.<br><br>From the time an 
authentication session is generated, the session will be invalid after this number of minutes. Values from 
<strong>1</strong> upwards are allowed.",
          "propertyOrder" : 3860,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authenticationTreeCookieHttpOnly" : {
          "title" : "Stops sending tokenId",
          "description" : "Stops sending tokenId when HttpOnly cookies are on.<br><br>If enabled and HttpOnly 
cookies are on, the tree authentication will not return tokenId.",
          "propertyOrder" : 3885,
          "required" : true,
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          "type" : "boolean",
          "exampleValue" : ""
        },
        "authenticationSessionsWhitelist" : {
          "title" : "Enable Allowlisting",
          "description" : "Enables explicit allowlisting of valid authentication states to prevent replay 
attacks.<br><br>If enabled, each time a response is sent to the user a randomly generated state parameter is 
also sent back to user. This state parameter is stored accessible to AM and must be sent in with the 
subsequent request. After a request has been received with a valid state parameter, the next response contains 
a new state, and the server's view of the valid state parameter is updated.",
          "propertyOrder" : 3880,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "suspendedAuthenticationTimeout" : {
          "title" : "Suspended authentication duration (minutes)",
          "description" : "Specify how long a suspended authentication session can last.<br><br>From the time 
a suspended authentication session is generated, the session will be invalid after this number of minutes. 
Values from <strong>1</strong> upwards are allowed. This timeout should be less than or equal to the 
authentication sessionâ€™s timeout value.",
          "propertyOrder" : 3870,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authenticationSessionsStateManagement" : {
          "title" : "Authentication session state management scheme",
          "description" : "Specify how the authentication session state is managed.<br><br>CTS option will 
write the state down to the underlying core token store.<br />JWT option will transmit the state in a JWT to 
the client.<br />In-Memory option will maintain the state in the memory (requires sticky loadbalancing).<br /
><br /> <em>To configure JWT signing, encryption, and denylisting use the options in the Client-Side Sessions 
section of the Sessions global service.</em>",
          "propertyOrder" : 3850,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "userprofile" : {
      "type" : "object",
      "title" : "User Profile",
      "propertyOrder" : 0,
      "properties" : {
        "aliasAttributeName" : {
          "title" : "Alias Search Attribute Name",
          "description" : "The secondary LDAP attribute retrieves the user profile if the primary LDAP 
attribute specified in 'User Naming Attribute' fails.<br><br>This list of LDAP attributes is used to extend 
the set of attributes searched by OpenAM to find the users profile.<br>For example: <ul><li>cn</li><li>mail</
li><li>givenname</li></ul><br/>A user authenticates to OpenAM under the id of steve, OpenAM will first search 
using the naming attribute (uid by default) so uid=steve, if no match is found then cn=steve will be searched 
until a match is found or the list is exhausted.<br><br/><br/><i>NB </i> Only used when User Profile searching 
is enabled.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
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        "defaultRole" : {
          "title" : "User Profile Dynamic Creation Default Roles",
          "description" : "List of roles of which dynamically created users will be a member.<br><br>Enter the 
DN for each role that will be assigned to a new user when their profile has been dynamically created by 
OpenAM.<br/><br/><i>NB </i> Deprecated functionality in OpenAM.",
          "propertyOrder" : 300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "dynamicProfileCreation" : {
          "title" : "User Profile",
          "description" : "Controls the result of the user profile success post successful 
authentication.<br><br>Controls whether a user profile is required for authentication to be successful or if 
the profile will be dynamically created if none already exists. Choose ignore if you do not have a data store 
configured in the realm.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/authentication

Resource version: 1.0

read

Usage

am> read Authentication --global

update

Usage

am> update Authentication --global --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "remoteAuthSecurityEnabled" : {
      "title" : "Remote Auth Security",
      "description" : "OpenAM requires authentication client to authenticate itself before authenticating 
users.<br><br>When this setting is enabled, OpenAM will require the authentication client (such as a policy 
agent) to authentication itself to OpenAM before the client will be allow to use the remote authentication API 
to authenticate users. ",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapConnectionPoolDefaultSize" : {
      "title" : "Default LDAP Connection Pool Size",
      "description" : "The default connection pool size; format is: mininum:maximum",
      "propertyOrder" : 2400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "keepPostProcessInstances" : {
      "title" : "Keep Post Process Objects for Logout Processing",
      "description" : "Store Post Processing Classes for the duration of the session.<br><br>Enabling this 
setting will cause OpenAM to store instances of post processing classes into the users session. When the user 
logs out the original instances of the post processing classes will be called instead of new instances. This 
may be needed for special logout processing.<br/><br/><i>NB </i>Enabling this setting will increase the memory 
usage of OpenAM.",
      "propertyOrder" : 3100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticators" : {
      "title" : "Pluggable Authentication Module Classes",
      "description" : "List of configured authentication modules<br><br>The list of configured authentication 
modules available to OpenAM. All modules must extend from the 
<code>com.sun.identity.authentication.spi.AMLoginModule</code> class.",
      "propertyOrder" : 500,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "ldapConnectionPoolSize" : {
      "title" : "LDAP Connection Pool Size",
      "description" : "Controls the size of the LDAP connection pool used for authentication<br><br>Control 
the size of the connection pool to the LDAP directory server used by any of the authentication modules that 
use LDAP directly such as LDAP or Active Directory.Different OpenAM servers can be configured with different 
connection pool settings.<br/><br/>Format: host:port:minimum:maximum",
      "propertyOrder" : 2300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
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    },
    "defaults" : {
      "properties" : {
        "userprofile" : {
          "type" : "object",
          "title" : "User Profile",
          "propertyOrder" : 0,
          "properties" : {
            "dynamicProfileCreation" : {
              "title" : "User Profile",
              "description" : "Controls the result of the user profile success post successful 
authentication.<br><br>Controls whether a user profile is required for authentication to be successful or if 
the profile will be dynamically created if none already exists. Choose ignore if you do not have a data store 
configured in the realm.",
              "propertyOrder" : 100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "defaultRole" : {
              "title" : "User Profile Dynamic Creation Default Roles",
              "description" : "List of roles of which dynamically created users will be a member.<br><br>Enter 
the DN for each role that will be assigned to a new user when their profile has been dynamically created by 
OpenAM.<br/><br/><i>NB </i> Deprecated functionality in OpenAM.",
              "propertyOrder" : 300,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "aliasAttributeName" : {
              "title" : "Alias Search Attribute Name",
              "description" : "The secondary LDAP attribute retrieves the user profile if the primary LDAP 
attribute specified in 'User Naming Attribute' fails.<br><br>This list of LDAP attributes is used to extend 
the set of attributes searched by OpenAM to find the users profile.<br>For example: <ul><li>cn</li><li>mail</
li><li>givenname</li></ul><br/>A user authenticates to OpenAM under the id of steve, OpenAM will first search 
using the naming attribute (uid by default) so uid=steve, if no match is found then cn=steve will be searched 
until a match is found or the list is exhausted.<br><br/><br/><i>NB </i> Only used when User Profile searching 
is enabled.",
              "propertyOrder" : 400,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            }
          }
        },
        "general" : {
          "type" : "object",
          "title" : "General",
          "propertyOrder" : 3,
          "properties" : {
            "twoFactorRequired" : {
              "title" : "Two Factor Authentication Mandatory",
              "description" : "Enforces ALL 2FA (OATH and Push) authentication Modules (not nodes) only for 
this authentication realm.",
              "propertyOrder" : 3900,
              "required" : true,
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              "type" : "boolean",
              "exampleValue" : ""
            },
            "externalLoginPageUrl" : {
              "title" : "External Login Page URL",
              "description" : "Link to the external login user interface.<br><br>If the authentication user 
interface is hosted separately from AM, its URL can be provided here. AM will use this URL for example when 
it's constructing the resume URI in case authentication is suspended in an authentication tree.",
              "propertyOrder" : 3910,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "locale" : {
              "title" : "Default Authentication Locale",
              "description" : "",
              "propertyOrder" : 600,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "defaultAuthLevel" : {
              "title" : "Default Authentication Level",
              "description" : "The default authentication level for modules in this realm.<br><br>If the 
authentication module does not set it's own auth level then the module will have the default authentication 
level for the realm.",
              "propertyOrder" : 4100,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "statelessSessionsEnabled" : {
              "title" : "Use Client-Side Sessions",
              "description" : "Enables client-side sessions.<br><br>Client-side sessions provide elastic 
scalability by storing all session state as a JWT in a cookie stored on the client. It is highly recommended 
to enable signing and encryption of the JWT in the global session service.",
              "propertyOrder" : 3800,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "userStatusCallbackPlugins" : {
              "title" : "Pluggable User Status Event Classes",
              "description" : "List of classes to be called when status of the user account 
changes.<br><br>When the status of a users account changes, OpenAM can be configured to call into a custom 
class. The custom class can then be used to perform some action as required. The built in status change events 
are:<br/><br/><ul><li>Account locked</li><li>Password changed</li></ul><br/>Custom code can also extend this 
mechanism.",
              "propertyOrder" : 2600,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "identityType" : {
              "title" : "Identity Types",
              "description" : "",
              "propertyOrder" : 2500,
              "required" : true,
              "items" : {

Amster Entity Reference PingAM

1612 Copyright © 2025 Ping Identity Corporation



                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            }
          }
        },
        "accountlockout" : {
          "type" : "object",
          "title" : "Account Lockout",
          "propertyOrder" : 2,
          "properties" : {
            "lockoutEmailAddress" : {
              "title" : "Email Address to Send Lockout Notification",
              "description" : "An email address or set of email addresses that receive notifications about 
account lockout events.<br><br>OpenAM can be configured to send a localisable email message to a set of email 
addresses when account lockout events occur. The contents of the email message is configured using the 
following properties in the <code>amAuth.properties</code> file.<br/><ul><li><code>lockOutEmailFrom</code> : 
The \"From\" address of the email message</li><li><code>lockOutEmailSub</code> : The subject of the email 
message</li><li><code>lockOutEmailMsg</code> : The contents of the email message</li></ul><br/>The identity 
for whom the account has been locked is included in the email message.<br/><br/>The format of this property 
is:<br/><code>emailaddress|locale|charset</code>. Multiple email addresses are space-separated.<br/>Email 
addresses must include the domain name, such as <code>admin@example.com</code>.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "invalidAttemptsDataAttributeName" : {
              "title" : "Invalid Attempts Data Attribute Name",
              "description" : "The name of the attribute used to store information about failed 
authentications.<br><br>OpenAM can be configured to store information about invalid authentications in the 
users profile. This allows multiple instances of OpenAM in the same site to share information about a users 
invalid authentication attempts. By default the custom attribute; <code>sunAMAuthInvalidAttemptsData</code> 
defined in the <code>sunAMAuthAccountLockout</code> objectclass is used to store this data. Use this property 
to change the attribute used by OpenAM to store this information.<br/><br/><i>NB </i>Any attribute specified 
must be a valid attribute in the data store.",
              "propertyOrder" : 1700,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "loginFailureLockoutMode" : {
              "title" : "Login Failure Lockout Mode",
              "description" : "Enables account lockout functionality for users authenticating to this 
realm.<br><br>OpenAM can track the number of failed authentications by a user over time and if a pre-defined 
limit is breached, OpenAM can lockout the users account and perform additional functions.<br/><br/><i>NB </
i>This functionality is in addition to any account lockout behaviour implemented by the LDAP Directory 
Server.",
              "propertyOrder" : 800,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "loginFailureDuration" : {
              "title" : "Login Failure Lockout Interval",
              "description" : "The lockout interval time is in minutes.<br><br>OpenAM tracks the failed 
authentication count for a user over the lockout interval.<br/><br/>For example: If the lockout interval is 5 
minutes and the lockout count is 5; the user will have to have failed to authenticate 5 times over the 
previous 5 minutes for the account to be locked. Failed authentications the occurred outside of the 5 minute 
interval are ignored.",
              "propertyOrder" : 1000,
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              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "storeInvalidAttemptsInDataStore" : {
              "title" : "Store Invalid Attempts in Data Store",
              "description" : "Enables sharing of login failure attempts across AM Instances<br><br>When this 
setting is enabled AM will store the user's invalid authentication information in the data store under the 
attribute configured in the <i>Invalid Attempts Data Attribute Name</i> property. This setting only applies to 
authentication modules and chains; authentication trees will <i>always</i> write their account lockout 
progress and status to the data store.",
              "propertyOrder" : 2700,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "loginFailureCount" : {
              "title" : "Login Failure Lockout Count",
              "description" : "The maximum number of failed authentications for a user before their account is 
locked.<br><br>This setting controls the maximum number of failed authentications a user can have during the 
lockout interval before OpenAM locks the users account.",
              "propertyOrder" : 900,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "lockoutDuration" : {
              "title" : "Login Failure Lockout Duration",
              "description" : "The duration of the users account lockout, in minutes.<br><br>OpenAM can either 
lockout the users account indefinitely (until administration action) by setting the duration to 0, (the 
default) or OpenAM can lock the users account for a given number of minutes. After the lockout interval, the 
user will be able to successfully authenticate to OpenAM.",
              "propertyOrder" : 1300,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "lockoutAttributeName" : {
              "title" : "Lockout Attribute Name",
              "description" : "Name of custom lockout attribute <br><br>When OpenAM locks an account, the 
<code>inetuserstatus</code> attribute in the locked account is set to Inactive. In addition, OpenAM can set 
the value of another attribute in the users profile. ",
              "propertyOrder" : 1500,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "lockoutAttributeValue" : {
              "title" : "Lockout Attribute Value",
              "description" : "Value to set in custom lockout attribute<br><br>This is the value that will be 
set on the custom attribute in the users profile when they account is locked.",
              "propertyOrder" : 1600,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "lockoutDurationMultiplier" : {
              "title" : "Lockout Duration Multiplier",
              "description" : "Value multiplied to the Login Failure Lockout Duration for each successive 
lockout.<br><br>This property is used to enable OpenAM to increase the account lockout duration for each 
successive account lockout. For example: If the lockout duration is set to 10 and the duration multiplier is 
set to 2; the duration of the first lockout will be 10 minutes and the duration of the second lockout will be 
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20 minutes.<br/><br/>The default value of 1 disables this function.  ",
              "propertyOrder" : 1400,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "lockoutWarnUserCount" : {
              "title" : "Warn User After N Failures",
              "description" : "Warn the user when they reach this level of failed authentications.<br><br>The 
user will be given a warning when they reach this level of failed authentications during the lockout 
interval.<br/>The text of the lockout warning is configured using the <code>lockOutWarning</code> property in 
the <code>amAuth.properties</code> file.",
              "propertyOrder" : 1200,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            }
          }
        },
        "trees" : {
          "type" : "object",
          "title" : "Trees",
          "propertyOrder" : 4,
          "properties" : {
            "authenticationTreeCookieHttpOnly" : {
              "title" : "Stops sending tokenId",
              "description" : "Stops sending tokenId when HttpOnly cookies are on.<br><br>If enabled and 
HttpOnly cookies are on, the tree authentication will not return tokenId.",
              "propertyOrder" : 3885,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "authenticationSessionsStateManagement" : {
              "title" : "Authentication session state management scheme",
              "description" : "Specify how the authentication session state is managed.<br><br>CTS option will 
write the state down to the underlying core token store.<br />JWT option will transmit the state in a JWT to 
the client.<br />In-Memory option will maintain the state in the memory (requires sticky loadbalancing).<br /
><br /> <em>To configure JWT signing, encryption, and denylisting use the options in the Client-Side Sessions 
section of the Sessions global service.</em>",
              "propertyOrder" : 3850,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "suspendedAuthenticationTimeout" : {
              "title" : "Suspended authentication duration (minutes)",
              "description" : "Specify how long a suspended authentication session can last.<br><br>From the 
time a suspended authentication session is generated, the session will be invalid after this number of 
minutes. Values from <strong>1</strong> upwards are allowed. This timeout should be less than or equal to the 
authentication sessionâ€™s timeout value.",
              "propertyOrder" : 3870,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "authenticationSessionsWhitelist" : {
              "title" : "Enable Allowlisting",
              "description" : "Enables explicit allowlisting of valid authentication states to prevent replay 
attacks.<br><br>If enabled, each time a response is sent to the user a randomly generated state parameter is 
also sent back to user. This state parameter is stored accessible to AM and must be sent in with the 
subsequent request. After a request has been received with a valid state parameter, the next response contains 
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a new state, and the server's view of the valid state parameter is updated.",
              "propertyOrder" : 3880,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "authenticationSessionsMaxDuration" : {
              "title" : "Max duration (minutes)",
              "description" : "Specify how long an authentication session can last.<br><br>From the time an 
authentication session is generated, the session will be invalid after this number of minutes. Values from 
<strong>1</strong> upwards are allowed.",
              "propertyOrder" : 3860,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            }
          }
        },
        "postauthprocess" : {
          "type" : "object",
          "title" : "Post Authentication Processing",
          "propertyOrder" : 6,
          "properties" : {
            "usernameGeneratorEnabled" : {
              "title" : "Generate UserID Mode",
              "description" : "Enables this mode in the Membership auth module.<br><br>When this mode is 
enabled, if the Membership auth module detects that the supplied username already exists in the data store 
then a list of valid usernames can be shown to the user, if requested by said user.",
              "propertyOrder" : 2100,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "usernameGeneratorClass" : {
              "title" : "Pluggable User Name Generator Class",
              "description" : "The name of the default implementation of the user name generator 
class.<br><br>The name of the class used to return a list of usernames to the Membership auth module.<br/><br/
><i>NB </i>This class must implement the interface <code>com.sun.identity.authentication.spi.UserIDGenerator</
code>",
              "propertyOrder" : 2200,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "loginPostProcessClass" : {
              "title" : "Authentication Post Processing Classes",
              "description" : "A list of post authentication processing classes for all users in this 
realm.<br><br>The list of Post-Processing Classes called by AM for all users that authenticate to this realm. 
Refer to the documentation for the places where the list of post authentication classes can be set. Realm-
level post-authentication plugins are only called when no post-authentication plugin is configured for the 
authentication chain.<br/><br/>For example: org.forgerock.auth.PostProcessClass<br/><i>NB </i>OpenAM must be 
able to find these classes on the <code>CLASSPATH</code> and must implement the interface 
<code>com.sun.identity.authentication.spi.AMPostAuthProcessInterface</code>.",
              "propertyOrder" : 2000,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "loginFailureUrl" : {
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              "title" : "Default Failure Login URL ",
              "description" : "Failed logins will be forwarded to this URL<br><br>This is the URL to which 
clients will be forwarded upon failed authentication. Enter a URL or URI relative to the local OpenAM. URL or 
URI can be prefixed with ClientType|URL if client specific. URL without http(s) protocol will be appended to 
the current URI of OpenAM.",
              "propertyOrder" : 1900,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "userAttributeSessionMapping" : {
              "title" : "User Attribute Mapping to Session Attribute",
              "description" : "Mapping of user profile attribute name to session attribute name.<br><br>The 
setting causes OpenAM to read the named attributes from the users profile in the data store and store their 
values in the users session.<br/></br>Format: User Profile Attribute|Session Attribute name. ",
              "propertyOrder" : 3000,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "loginSuccessUrl" : {
              "title" : "Default Success Login URL",
              "description" : "Successful logins will be forwarded to this URL<br><br>This is the URL to which 
clients will be forwarded upon successful authentication. Enter a URL or URI relative to the local OpenAM. URL 
or URI can be prefixed with the ClientType|URL if client specific. URL without http(s) protocol will be 
appended to the current URI of OpenAM.",
              "propertyOrder" : 1800,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            }
          }
        },
        "core" : {
          "type" : "object",
          "title" : "Core",
          "propertyOrder" : -1,
          "properties" : {
            "orgConfig" : {
              "title" : "Organization Authentication Configuration",
              "description" : "Default Authentication Service for users<br><br>This is the authentication 
service that will be used to authenticate users to this realm.",
              "propertyOrder" : 700,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "adminAuthModule" : {
              "title" : "Administrator Authentication Configuration",
              "description" : "Default Authentication Service for administrators<br><br>This is the 
authentication service that will be used to authentication administrative users to this realm.",
              "propertyOrder" : 200,
              "required" : true,
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              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "security" : {
          "type" : "object",
          "title" : "Security",
          "propertyOrder" : 5,
          "properties" : {
            "keyAlias" : {
              "title" : "Persistent Cookie Encryption Certificate Alias",
              "description" : "Keystore Alias for encrypting Persistent Cookies.<br><br>This is the alias for 
the private/public keys in the Keystore used in Persistent Cookie authentication requests.",
              "propertyOrder" : 3300,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "moduleBasedAuthEnabled" : {
              "title" : "Module Based Authentication",
              "description" : "Allows a user to authenticate via module based authentication.<br><br>The 
feature allow users to override the realm configuration and use a named authentication module to 
authenticate.<br/><br/><i>NB </i>Recommended to turn this feature off in production environments.",
              "propertyOrder" : 2800,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "zeroPageLoginEnabled" : {
              "title" : "Zero Page Login",
              "description" : "Allows a user to authenticate using GET request parameters without showing the 
login screen.<br><br>Enable this feature if the authentication mechanism uses a single authentication screen 
or the first authentication screen should always be invisible to users (since it is auto-submitted). Use 
caution when enabling this feature as it can be used to authenticate using regular GET parameters, which could 
be cached by browsers and logged in server and proxy access logs exposing the values of the GET parameters.",
              "propertyOrder" : 3400,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "sharedSecret" : {
              "title" : "Organization Authentication Signing Secret",
              "description" : "HMAC shared secret for signing RESTful Authentication requests.<br><br>This is 
the shared secret for signing state used in RESTful authentication requests. Should be at Base-64 encoded and 
at least 128-bits in length. By default a cryptographically secure random value is generated.",
              "propertyOrder" : 4000,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "zeroPageLoginAllowedWithoutReferrer" : {
              "title" : "Zero Page Login Allowed without Referer?",
              "description" : "Whether to allow Zero Page Login if the HTTP Referer header is 
missing.<br><br>The HTTP Referer header is sometimes missing from requests (e.g., if making a request to HTTP 
from HTTPS). This setting controls whether such requests should be allowed or not. Setting to 'true' will 
reduce the risk of Login CSRF attacks with Zero Page Login, but may potentially deny legitimate requests.",
              "propertyOrder" : 3700,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
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            },
            "addClearSiteDataHeader" : {
              "title" : "Add clear-site-data Header on Logout",
              "description" : "If true then a clear-site-data header will be added to successful logout 
responses. This header will have the value '\"cache\", \"cookies\", \"storage\", \"executionContexts\"'",
              "propertyOrder" : 3920,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "zeroPageLoginReferrerWhiteList" : {
              "title" : "Zero Page Login Referer Allowlist",
              "description" : "List of allowed HTTP Referer (sic) URLs from which Zero Page Login requests are 
allowed.<br><br>Enter here all URLs from which you want to allow Zero Page Login. This provides some 
mitigation against Login CSRF attacks. Leave empty to allow from any Referer. Applies to both GET and POST 
login requests.",
              "propertyOrder" : 3600,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AuthenticationChains

Realm Operations

Resource path:

/realm-config/authentication/chains

Resource version: 1.0

create

Usage

am> create AuthenticationChains --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authChainConfiguration" : {
      "title" : "Authentication Configuration",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "exampleValue" : "",
      "type" : "array",
      "items" : {
        "type" : "object",
        "properties" : {
          "module" : {
            "type" : "string"
          },
          "criteria" : {
            "type" : "string"
          },
          "options" : {
            "type" : "object",
            "patternProperties" : {
              ".*" : {
                "type" : "string"
              }
            }
          }
        }
      }
    },
    "loginPostProcessClass" : {
      "title" : "Authentication Post Processing Classes",
      "description" : "Example: com.abc.authentication.PostProcessClass",
      "propertyOrder" : 400,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "loginSuccessUrl" : {
      "title" : "Login Success URL",
      "description" : "URL or ClientType|URL if client specific. URL without http(s) protocol will be appended 
to the current URI.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "loginFailureUrl" : {
      "title" : "Login Failed URL",
      "description" : "URL or ClientType|URL if client specific. URL without http(s) protocol will be appended 
to the current URI.",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
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        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AuthenticationChains --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticationChains --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticationChains --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticationChains --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage
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am> query AuthenticationChains --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AuthenticationChains --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AuthenticationChains --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authChainConfiguration" : {
      "title" : "Authentication Configuration",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "exampleValue" : "",
      "type" : "array",
      "items" : {
        "type" : "object",
        "properties" : {
          "module" : {
            "type" : "string"
          },
          "criteria" : {
            "type" : "string"
          },
          "options" : {
            "type" : "object",
            "patternProperties" : {
              ".*" : {
                "type" : "string"
              }
            }
          }
        }
      }
    },
    "loginPostProcessClass" : {
      "title" : "Authentication Post Processing Classes",
      "description" : "Example: com.abc.authentication.PostProcessClass",
      "propertyOrder" : 400,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "loginSuccessUrl" : {
      "title" : "Login Success URL",
      "description" : "URL or ClientType|URL if client specific. URL without http(s) protocol will be appended 
to the current URI.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "loginFailureUrl" : {
      "title" : "Login Failed URL",
      "description" : "URL or ClientType|URL if client specific. URL without http(s) protocol will be appended 
to the current URI.",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
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        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/chains

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticationChains --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticationChains --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticationChains --global --actionName nextdescendents

read

Usage

am> read AuthenticationChains --global

update

Usage
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am> update AuthenticationChains --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "dynamic" : {
      "properties" : {
        "authChainConfiguration" : {
          "title" : "Authentication Configuration",
          "description" : "",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Dynamic Attributes"
    }
  }
}

AuthenticationModules

Realm Operations

The collection of all authentication modules in a realm allows querying for all module instances.

Resource path:

/realm-config/authentication/modules

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticationModules --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticationModules --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticationModules --realm Realm --actionName nextdescendents

query

Query for authentication module instances

Usage

am> query AuthenticationModules --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [_id]

Global Operations

Global and default configuration for authentication modules

Resource path:

/global-config/authentication/modules

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticationModules --global --actionName getAllTypes

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1627



getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticationModules --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticationModules --global --actionName nextdescendents

AuthenticationNodes

Realm Operations

Auth Tree Nodes

Resource path:

/realm-config/authentication/authenticationtrees/nodes

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticationNodes --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticationNodes --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.
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Usage

am> action AuthenticationNodes --realm Realm --actionName nextdescendents

AuthenticationTreesConfiguration

Realm Operations

Sub-path parent for all authentication tree configuration.

Resource path:

/realm-config/authentication/authenticationtrees

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticationTreesConfiguration --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticationTreesConfiguration --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticationTreesConfiguration --realm Realm --actionName nextdescendents

Global Operations

Resource path:

/global-config/authentication/authenticationtrees
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Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticationTreesConfiguration --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticationTreesConfiguration --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticationTreesConfiguration --global --actionName nextdescendents

read

Usage

am> read AuthenticationTreesConfiguration --global

update

Usage

am> update AuthenticationTreesConfiguration --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object"
}
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AuthenticatorOath

Realm Operations

Resource path:

/realm-config/services/authenticatorOathService

Resource version: 1.0

create

Usage

am> create AuthenticatorOath --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticatorOATHSkippableName" : {
      "title" : "ForgeRock Authenticator (OATH) Device Skippable Attribute Name",
      "description" : "The data store attribute that holds the user's decision to enable or disable obtaining 
and providing a password obtained from the ForgeRock Authenticator app. This attribute must be writeable.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionScheme" : {
      "title" : "Device Profile Encryption Scheme",
      "description" : "Encryption scheme for securing device profiles stored on the server.<br><br>If enabled, 
each device profile is encrypted using a unique random secret key using the given strength of AES encryption 
in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used to ensure 
integrity protection and authenticated encryption. The unique random key is encrypted with the given RSA key 
pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of encryption key store.<br><br><i>Note:</i> PKCS#11 keys tores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password will be encrypted.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "oathAttrName" : {
      "title" : "Profile Storage Attribute",
      "description" : "Attribute for storing ForgeRock Authenticator OATH profiles.<br><br>The default 
attribute is added to the user store during OpenAM installation. If you want to use a different attribute, you 
must make sure to add it to your user store schema prior to deploying two-step verification with a ForgeRock 
OATH authenticator app in OpenAM. OpenAM must be able to write to the attribute.",
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      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device profiles.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionKeystore" : {
      "title" : "Encryption Key Store",
      "description" : "Path to the key store from which to load encryption keys.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AuthenticatorOath --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorOath --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorOath --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action AuthenticatorOath --realm Realm --actionName nextdescendents

read

Usage

am> read AuthenticatorOath --realm Realm

update

Usage

am> update AuthenticatorOath --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticatorOATHSkippableName" : {
      "title" : "ForgeRock Authenticator (OATH) Device Skippable Attribute Name",
      "description" : "The data store attribute that holds the user's decision to enable or disable obtaining 
and providing a password obtained from the ForgeRock Authenticator app. This attribute must be writeable.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionScheme" : {
      "title" : "Device Profile Encryption Scheme",
      "description" : "Encryption scheme for securing device profiles stored on the server.<br><br>If enabled, 
each device profile is encrypted using a unique random secret key using the given strength of AES encryption 
in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used to ensure 
integrity protection and authenticated encryption. The unique random key is encrypted with the given RSA key 
pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of encryption key store.<br><br><i>Note:</i> PKCS#11 keys tores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password will be encrypted.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "oathAttrName" : {
      "title" : "Profile Storage Attribute",
      "description" : "Attribute for storing ForgeRock Authenticator OATH profiles.<br><br>The default 
attribute is added to the user store during OpenAM installation. If you want to use a different attribute, you 
must make sure to add it to your user store schema prior to deploying two-step verification with a ForgeRock 
OATH authenticator app in OpenAM. OpenAM must be able to write to the attribute.",
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      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device profiles.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorOATHDeviceSettingsEncryptionKeystore" : {
      "title" : "Encryption Key Store",
      "description" : "Path to the key store from which to load encryption keys.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/authenticatorOathService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorOath --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorOath --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.
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Usage

am> action AuthenticatorOath --global --actionName nextdescendents

read

Usage

am> read AuthenticatorOath --global

update

Usage

am> update AuthenticatorOath --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticatorOATHDeviceSettingsEncryptionKeystoreType" : {
          "title" : "Key Store Type",
          "description" : "Type of encryption key store.<br><br><i>Note:</i> PKCS#11 keys tores require 
hardware support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorOATHDeviceSettingsEncryptionKeystore" : {
          "title" : "Encryption Key Store",
          "description" : "Path to the key store from which to load encryption keys.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorOATHDeviceSettingsEncryptionScheme" : {
          "title" : "Device Profile Encryption Scheme",
          "description" : "Encryption scheme for securing device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorOATHSkippableName" : {
          "title" : "ForgeRock Authenticator (OATH) Device Skippable Attribute Name",
          "description" : "The data store attribute that holds the user's decision to enable or disable 
obtaining and providing a password obtained from the ForgeRock Authenticator app. This attribute must be 
writeable.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oathAttrName" : {
          "title" : "Profile Storage Attribute",
          "description" : "Attribute for storing ForgeRock Authenticator OATH profiles.<br><br>The default 
attribute is added to the user store during OpenAM installation. If you want to use a different attribute, you 
must make sure to add it to your user store schema prior to deploying two-step verification with a ForgeRock 
OATH authenticator app in OpenAM. OpenAM must be able to write to the attribute.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorOATHDeviceSettingsEncryptionKeystoreKeyPairAlias" : {
          "title" : "Key-Pair Alias",
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          "description" : "Alias of the certificate and private key in the key store. The private key is used 
to encrypt and decrypt device profiles.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorOATHDeviceSettingsEncryptionKeystorePassword" : {
          "title" : "Key Store Password",
          "description" : "Password to unlock the key store. This password will be encrypted.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "authenticatorOATHDeviceSettingsEncryptionKeystorePrivateKeyPassword" : {
          "title" : "Private Key Password",
          "description" : "Password to unlock the private key.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AuthenticatorOathModule

Realm Operations

Resource path:

/realm-config/authentication/modules/authenticatoroath

Resource version: 1.0

create

Usage

am> create AuthenticatorOathModule --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

1640 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "hotpWindowSize" : {
      "title" : "HOTP Window Size",
      "description" : "The size of the window to resynchronize with the client.<br><br>This sets the window 
that the OTP device and the server counter can be out of sync. For example, if the window size is 100 and the 
servers last successful login was at counter value 2, then the server will accept a OTP from the OTP device 
that is from device counter 3 to 102.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "passwordLength" : {
      "title" : "One Time Password Length ",
      "description" : "The length of the generated OTP in digits, must be at least 6 and compatible with the 
hardware/software OTP generators you expect your end-users to use. For example, Google and ForgeRock 
authenticators support values of 6 and 8.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "addChecksumToOtpEnabled" : {
      "title" : "Add Checksum Digit",
      "description" : "This adds a checksum digit to the OTP.<br><br>This adds a digit to the end of the OTP 
generated to be used as a checksum to verify the OTP was generated correctly. This is in addition to the 
actual password length. You should only set this if your device supports it.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "minimumSecretKeyLength" : {
      "title" : "Minimum Secret Key Length",
      "description" : "Number of hexadecimal characters allowed for the Secret Key.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "oathAlgorithm" : {
      "title" : "OATH Algorithm to Use",
      "description" : "Choose the algorithm your device uses to generate the OTP.<br><br>HOTP uses a counter 
value that is incremented every time a new OTP is generated. TOTP generates a new OTP every few seconds as 
specified by the time step interval.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "totpTimeStepsInWindow" : {
      "title" : "TOTP Time Steps",
      "description" : "The number of time steps to check before and after receiving a OTP.<br><br>This is the 
number of time step intervals to check the received OTP against both forward in time and back in time. For 
example, with 1 time steps and a time step interval of 30 seconds the server will allow a code between the 
previous code, the current code and the next code.",
      "propertyOrder" : 900,
      "required" : true,
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      "type" : "integer",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "totpTimeStepInterval" : {
      "title" : "TOTP Time Step Interval",
      "description" : "The TOTP time step in seconds that the OTP device uses to generate the OTP.<br><br>This 
is the time interval that one OTP is valid for. For example, if the time step is 30 seconds, then a new OTP 
will be generated every 30 seconds. This makes a single OTP valid for only 30 seconds.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "oathIssuerName" : {
      "title" : "Name of the Issuer",
      "description" : "Name to identify the OTP issuer.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "ForgeRock"
    },
    "frOathOtpMaxRetry" : {
      "title" : "One Time Password Max Retry",
      "description" : "The number of times entry of the OTP may be attempted. Minimum is 1 maximum is 10 and 
default is 3.",
      "propertyOrder" : null,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "totpMaximumClockDrift" : {
      "title" : "Maximum Allowed Clock Drift",
      "description" : "Number of time steps a client is allowed to get out of sync with the server before 
manual resynchronisation is required. For example, with 3 allowed drifts and a time step interval of 30 
seconds the server will allow codes from up to 90 seconds from the current time to be treated as the current 
time step. The drift for a user's device is calculated each time they enter a new code. If the drift exceeds 
this value, the user's authentication code will be rejected.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "truncationOffset" : {
      "title" : "Truncation Offset",
      "description" : "This adds an offset to the generation of the OTP.<br><br>This is an option used by the 
HOTP algorithm that not all devices support. This should be left default unless you know your device uses a 
offset.",
      "propertyOrder" : 700,
      "required" : true,
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      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AuthenticatorOathModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorOathModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorOathModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticatorOathModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AuthenticatorOathModule --realm Realm --filter filter

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1643



Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AuthenticatorOathModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AuthenticatorOathModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "hotpWindowSize" : {
      "title" : "HOTP Window Size",
      "description" : "The size of the window to resynchronize with the client.<br><br>This sets the window 
that the OTP device and the server counter can be out of sync. For example, if the window size is 100 and the 
servers last successful login was at counter value 2, then the server will accept a OTP from the OTP device 
that is from device counter 3 to 102.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "passwordLength" : {
      "title" : "One Time Password Length ",
      "description" : "The length of the generated OTP in digits, must be at least 6 and compatible with the 
hardware/software OTP generators you expect your end-users to use. For example, Google and ForgeRock 
authenticators support values of 6 and 8.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "addChecksumToOtpEnabled" : {
      "title" : "Add Checksum Digit",
      "description" : "This adds a checksum digit to the OTP.<br><br>This adds a digit to the end of the OTP 
generated to be used as a checksum to verify the OTP was generated correctly. This is in addition to the 
actual password length. You should only set this if your device supports it.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "minimumSecretKeyLength" : {
      "title" : "Minimum Secret Key Length",
      "description" : "Number of hexadecimal characters allowed for the Secret Key.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "oathAlgorithm" : {
      "title" : "OATH Algorithm to Use",
      "description" : "Choose the algorithm your device uses to generate the OTP.<br><br>HOTP uses a counter 
value that is incremented every time a new OTP is generated. TOTP generates a new OTP every few seconds as 
specified by the time step interval.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "totpTimeStepsInWindow" : {
      "title" : "TOTP Time Steps",
      "description" : "The number of time steps to check before and after receiving a OTP.<br><br>This is the 
number of time step intervals to check the received OTP against both forward in time and back in time. For 
example, with 1 time steps and a time step interval of 30 seconds the server will allow a code between the 
previous code, the current code and the next code.",
      "propertyOrder" : 900,
      "required" : true,
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      "type" : "integer",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "totpTimeStepInterval" : {
      "title" : "TOTP Time Step Interval",
      "description" : "The TOTP time step in seconds that the OTP device uses to generate the OTP.<br><br>This 
is the time interval that one OTP is valid for. For example, if the time step is 30 seconds, then a new OTP 
will be generated every 30 seconds. This makes a single OTP valid for only 30 seconds.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "oathIssuerName" : {
      "title" : "Name of the Issuer",
      "description" : "Name to identify the OTP issuer.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "ForgeRock"
    },
    "frOathOtpMaxRetry" : {
      "title" : "One Time Password Max Retry",
      "description" : "The number of times entry of the OTP may be attempted. Minimum is 1 maximum is 10 and 
default is 3.",
      "propertyOrder" : null,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "totpMaximumClockDrift" : {
      "title" : "Maximum Allowed Clock Drift",
      "description" : "Number of time steps a client is allowed to get out of sync with the server before 
manual resynchronisation is required. For example, with 3 allowed drifts and a time step interval of 30 
seconds the server will allow codes from up to 90 seconds from the current time to be treated as the current 
time step. The drift for a user's device is calculated each time they enter a new code. If the drift exceeds 
this value, the user's authentication code will be rejected.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "truncationOffset" : {
      "title" : "Truncation Offset",
      "description" : "This adds an offset to the generation of the OTP.<br><br>This is an option used by the 
HOTP algorithm that not all devices support. This should be left default unless you know your device uses a 
offset.",
      "propertyOrder" : 700,
      "required" : true,
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      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/authenticatoroath

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorOathModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorOathModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticatorOathModule --global --actionName nextdescendents

read

Usage

am> read AuthenticatorOathModule --global

update

Usage
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am> update AuthenticatorOathModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "totpMaximumClockDrift" : {
          "title" : "Maximum Allowed Clock Drift",
          "description" : "Number of time steps a client is allowed to get out of sync with the server before 
manual resynchronisation is required. For example, with 3 allowed drifts and a time step interval of 30 
seconds the server will allow codes from up to 90 seconds from the current time to be treated as the current 
time step. The drift for a user's device is calculated each time they enter a new code. If the drift exceeds 
this value, the user's authentication code will be rejected.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "totpTimeStepsInWindow" : {
          "title" : "TOTP Time Steps",
          "description" : "The number of time steps to check before and after receiving a OTP.<br><br>This is 
the number of time step intervals to check the received OTP against both forward in time and back in time. For 
example, with 1 time steps and a time step interval of 30 seconds the server will allow a code between the 
previous code, the current code and the next code.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "oathAlgorithm" : {
          "title" : "OATH Algorithm to Use",
          "description" : "Choose the algorithm your device uses to generate the OTP.<br><br>HOTP uses a 
counter value that is incremented every time a new OTP is generated. TOTP generates a new OTP every few 
seconds as specified by the time step interval.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "truncationOffset" : {
          "title" : "Truncation Offset",
          "description" : "This adds an offset to the generation of the OTP.<br><br>This is an option used by 
the HOTP algorithm that not all devices support. This should be left default unless you know your device uses 
a offset.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "minimumSecretKeyLength" : {
          "title" : "Minimum Secret Key Length",
          "description" : "Number of hexadecimal characters allowed for the Secret Key.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "frOathOtpMaxRetry" : {
          "title" : "One Time Password Max Retry",
          "description" : "The number of times entry of the OTP may be attempted. Minimum is 1 maximum is 10 
and default is 3.",
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          "propertyOrder" : null,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "hotpWindowSize" : {
          "title" : "HOTP Window Size",
          "description" : "The size of the window to resynchronize with the client.<br><br>This sets the 
window that the OTP device and the server counter can be out of sync. For example, if the window size is 100 
and the servers last successful login was at counter value 2, then the server will accept a OTP from the OTP 
device that is from device counter 3 to 102.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "addChecksumToOtpEnabled" : {
          "title" : "Add Checksum Digit",
          "description" : "This adds a checksum digit to the OTP.<br><br>This adds a digit to the end of the 
OTP generated to be used as a checksum to verify the OTP was generated correctly. This is in addition to the 
actual password length. You should only set this if your device supports it.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "passwordLength" : {
          "title" : "One Time Password Length ",
          "description" : "The length of the generated OTP in digits, must be at least 6 and compatible with 
the hardware/software OTP generators you expect your end-users to use. For example, Google and ForgeRock 
authenticators support values of 6 and 8.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oathIssuerName" : {
          "title" : "Name of the Issuer",
          "description" : "Name to identify the OTP issuer.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : "ForgeRock"
        },
        "totpTimeStepInterval" : {
          "title" : "TOTP Time Step Interval",
          "description" : "The TOTP time step in seconds that the OTP device uses to generate the 
OTP.<br><br>This is the time interval that one OTP is valid for. For example, if the time step is 30 seconds, 
then a new OTP will be generated every 30 seconds. This makes a single OTP valid for only 30 seconds.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
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          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AuthenticatorPush

Realm Operations

Resource path:

/realm-config/services/authenticatorPushService

Resource version: 1.0

create

Usage

am> create AuthenticatorPush --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticatorPushDeviceSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorPushSkippableName" : {
      "title" : "ForgeRock Authenticator (Push) Device Skippable Attribute Name",
      "description" : "Name of the attribute on a user's profile used to store their selection of whether to 
skip ForgeRock Authenticator (Push) 2FA modules.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorPushDeviceSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password is encrypted when it is saved in the 
OpenAM configuration. You should modify the default value.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticatorPushDeviceSettingsEncryptionKeystore" : {
      "title" : "Encryption Key Store",
      "description" : "Path to the key store from which to load encryption keys.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorPushDeviceSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticatorPushDeviceSettingsEncryptionScheme" : {
      "title" : "Device Profile Encryption Scheme",
      "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
      "propertyOrder" : 200,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "pushAttrName" : {
      "title" : "Profile Storage Attribute",
      "description" : "The user's attribute in which to store Push Notification profiles.<br><br>The default 
attribute is added to the schema when you prepare a user store for use with OpenAM. If you want to use a 
different attribute, you must make sure to add it to your user store schema prior to deploying push 
notifications with the ForgeRock Authenticator app in OpenAM. OpenAM must be able to write to the attribute.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorPushDeviceSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device profiles.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AuthenticatorPush --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorPush --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorPush --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action AuthenticatorPush --realm Realm --actionName nextdescendents

read

Usage

am> read AuthenticatorPush --realm Realm

update

Usage

am> update AuthenticatorPush --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticatorPushDeviceSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorPushSkippableName" : {
      "title" : "ForgeRock Authenticator (Push) Device Skippable Attribute Name",
      "description" : "Name of the attribute on a user's profile used to store their selection of whether to 
skip ForgeRock Authenticator (Push) 2FA modules.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorPushDeviceSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password is encrypted when it is saved in the 
OpenAM configuration. You should modify the default value.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticatorPushDeviceSettingsEncryptionKeystore" : {
      "title" : "Encryption Key Store",
      "description" : "Path to the key store from which to load encryption keys.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorPushDeviceSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticatorPushDeviceSettingsEncryptionScheme" : {
      "title" : "Device Profile Encryption Scheme",
      "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
      "propertyOrder" : 200,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "pushAttrName" : {
      "title" : "Profile Storage Attribute",
      "description" : "The user's attribute in which to store Push Notification profiles.<br><br>The default 
attribute is added to the schema when you prepare a user store for use with OpenAM. If you want to use a 
different attribute, you must make sure to add it to your user store schema prior to deploying push 
notifications with the ForgeRock Authenticator app in OpenAM. OpenAM must be able to write to the attribute.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorPushDeviceSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device profiles.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/authenticatorPushService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorPush --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorPush --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.
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Usage

am> action AuthenticatorPush --global --actionName nextdescendents

read

Usage

am> read AuthenticatorPush --global

update

Usage

am> update AuthenticatorPush --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "pushAttrName" : {
          "title" : "Profile Storage Attribute",
          "description" : "The user's attribute in which to store Push Notification profiles.<br><br>The 
default attribute is added to the schema when you prepare a user store for use with OpenAM. If you want to use 
a different attribute, you must make sure to add it to your user store schema prior to deploying push 
notifications with the ForgeRock Authenticator app in OpenAM. OpenAM must be able to write to the attribute.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorPushDeviceSettingsEncryptionKeystoreKeyPairAlias" : {
          "title" : "Key-Pair Alias",
          "description" : "Alias of the certificate and private key in the key store. The private key is used 
to encrypt and decrypt device profiles.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorPushDeviceSettingsEncryptionKeystoreType" : {
          "title" : "Key Store Type",
          "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorPushDeviceSettingsEncryptionKeystore" : {
          "title" : "Encryption Key Store",
          "description" : "Path to the key store from which to load encryption keys.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorPushSkippableName" : {
          "title" : "ForgeRock Authenticator (Push) Device Skippable Attribute Name",
          "description" : "Name of the attribute on a user's profile used to store their selection of whether 
to skip ForgeRock Authenticator (Push) 2FA modules.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorPushDeviceSettingsEncryptionKeystorePrivateKeyPassword" : {
          "title" : "Private Key Password",
          "description" : "Password to unlock the private key.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "format" : "password",
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          "exampleValue" : ""
        },
        "authenticatorPushDeviceSettingsEncryptionKeystorePassword" : {
          "title" : "Key Store Password",
          "description" : "Password to unlock the key store. This password is encrypted when it is saved in 
the OpenAM configuration. You should modify the default value.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "authenticatorPushDeviceSettingsEncryptionScheme" : {
          "title" : "Device Profile Encryption Scheme",
          "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AuthenticatorPushModule

Realm Operations

Resource path:

/realm-config/authentication/modules/authPush

Resource version: 1.0

create

Usage

am> create AuthenticatorPushModule --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "timeoutInMilliSecconds" : {
      "title" : "Return Message Timeout (ms)",
      "description" : "The period of time (in milliseconds) within which a push notification should be replied 
to.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "pushMessage" : {
      "title" : "Login Message",
      "description" : "Message transmitted over Push. Use the label {{user}} to replace with the registered 
login's username, and {{issuer}} to replace with the name of the issuer stored at registration.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AuthenticatorPushModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorPushModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorPushModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticatorPushModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query AuthenticatorPushModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AuthenticatorPushModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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update

Usage

am> update AuthenticatorPushModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "timeoutInMilliSecconds" : {
      "title" : "Return Message Timeout (ms)",
      "description" : "The period of time (in milliseconds) within which a push notification should be replied 
to.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "pushMessage" : {
      "title" : "Login Message",
      "description" : "Message transmitted over Push. Use the label {{user}} to replace with the registered 
login's username, and {{issuer}} to replace with the name of the issuer stored at registration.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:
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/global-config/authentication/modules/authPush

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorPushModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorPushModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticatorPushModule --global --actionName nextdescendents

read

Usage

am> read AuthenticatorPushModule --global

update

Usage

am> update AuthenticatorPushModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1663



{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "pushMessage" : {
          "title" : "Login Message",
          "description" : "Message transmitted over Push. Use the label {{user}} to replace with the 
registered login's username, and {{issuer}} to replace with the name of the issuer stored at registration.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "timeoutInMilliSecconds" : {
          "title" : "Return Message Timeout (ms)",
          "description" : "The period of time (in milliseconds) within which a push notification should be 
replied to.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AuthenticatorPushRegistrationModule

Realm Operations

Resource path:

/realm-config/authentication/modules/authPushReg

Resource version: 1.0
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create

Usage

am> create AuthenticatorPushRegistrationModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "issuer" : {
      "title" : "Issuer Name",
      "description" : "The Name of the service as it will appear on the registered device.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "imgUrl" : {
      "title" : "Image URL",
      "description" : "The location of the image to download and display as your identity issuer's logo within 
the mobile app.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "http://example.com/image.png"
    },
    "googleLink" : {
      "title" : "Google Play URL",
      "description" : "URL of the app to download on Google Play.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "bgcolour" : {
      "title" : "Background Colour",
      "description" : "The background colour of the image to display behind your identity issuer's logo within 
the mobile app.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "timeoutInMilliSecconds" : {
      "title" : "Registration Response Timeout (ms)",
      "description" : "The period of time (in milliseconds) within which the registration QR code should be 
replied to.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "appleLink" : {
      "title" : "App Store App URL",
      "description" : "URL of the app to download on the App Store.",
      "propertyOrder" : 600,
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      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AuthenticatorPushRegistrationModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorPushRegistrationModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorPushRegistrationModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticatorPushRegistrationModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage
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am> query AuthenticatorPushRegistrationModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read AuthenticatorPushRegistrationModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update AuthenticatorPushRegistrationModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "issuer" : {
      "title" : "Issuer Name",
      "description" : "The Name of the service as it will appear on the registered device.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "imgUrl" : {
      "title" : "Image URL",
      "description" : "The location of the image to download and display as your identity issuer's logo within 
the mobile app.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "http://example.com/image.png"
    },
    "googleLink" : {
      "title" : "Google Play URL",
      "description" : "URL of the app to download on Google Play.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "bgcolour" : {
      "title" : "Background Colour",
      "description" : "The background colour of the image to display behind your identity issuer's logo within 
the mobile app.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "timeoutInMilliSecconds" : {
      "title" : "Registration Response Timeout (ms)",
      "description" : "The period of time (in milliseconds) within which the registration QR code should be 
replied to.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "appleLink" : {
      "title" : "App Store App URL",
      "description" : "URL of the app to download on the App Store.",
      "propertyOrder" : 600,
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      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/authPushReg

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorPushRegistrationModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorPushRegistrationModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticatorPushRegistrationModule --global --actionName nextdescendents

read

Usage

am> read AuthenticatorPushRegistrationModule --global

update

Usage
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am> update AuthenticatorPushRegistrationModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "issuer" : {
          "title" : "Issuer Name",
          "description" : "The Name of the service as it will appear on the registered device.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "timeoutInMilliSecconds" : {
          "title" : "Registration Response Timeout (ms)",
          "description" : "The period of time (in milliseconds) within which the registration QR code should 
be replied to.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "imgUrl" : {
          "title" : "Image URL",
          "description" : "The location of the image to download and display as your identity issuer's logo 
within the mobile app.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : "http://example.com/image.png"
        },
        "bgcolour" : {
          "title" : "Background Colour",
          "description" : "The background colour of the image to display behind your identity issuer's logo 
within the mobile app.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "googleLink" : {
          "title" : "Google Play URL",
          "description" : "URL of the app to download on Google Play.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "appleLink" : {
          "title" : "App Store App URL",
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          "description" : "URL of the app to download on the App Store.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

AuthenticatorWebAuthn

Realm Operations

Resource path:

/realm-config/services/authenticatorWebAuthnService

Resource version: 1.0

create

Usage

am> create AuthenticatorWebAuthn --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticatorWebAuthnDeviceSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device profiles.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorWebAuthnDeviceSettingsEncryptionKeystore" : {
      "title" : "Encryption Key Store",
      "description" : "Path to the key store from which to load encryption keys.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorWebAuthnDeviceSettingsEncryptionScheme" : {
      "title" : "Device Profile Encryption Scheme",
      "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorWebAuthnDeviceSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticatorWebAuthnDeviceSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password is encrypted when it is saved in the 
OpenAM configuration. You should modify the default value.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "webauthnAttrName" : {
      "title" : "Profile Storage Attribute",
      "description" : "The user's attribute in which to store WebAuthn profiles.<br><br>The default attribute 
is added to the schema when you prepare a user store for use with AM. If you want to use a different 
attribute, you must make sure to add it to your user store schema prior to deploying webauthn with AM. AM must 
be able to write to the attribute.",
      "propertyOrder" : 100,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorWebAuthnDeviceSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete AuthenticatorWebAuthn --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorWebAuthn --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorWebAuthn --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticatorWebAuthn --realm Realm --actionName nextdescendents

read

Usage
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am> read AuthenticatorWebAuthn --realm Realm

update

Usage

am> update AuthenticatorWebAuthn --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticatorWebAuthnDeviceSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device profiles.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorWebAuthnDeviceSettingsEncryptionKeystore" : {
      "title" : "Encryption Key Store",
      "description" : "Path to the key store from which to load encryption keys.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorWebAuthnDeviceSettingsEncryptionScheme" : {
      "title" : "Device Profile Encryption Scheme",
      "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorWebAuthnDeviceSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticatorWebAuthnDeviceSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password is encrypted when it is saved in the 
OpenAM configuration. You should modify the default value.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "webauthnAttrName" : {
      "title" : "Profile Storage Attribute",
      "description" : "The user's attribute in which to store WebAuthn profiles.<br><br>The default attribute 
is added to the schema when you prepare a user store for use with AM. If you want to use a different 
attribute, you must make sure to add it to your user store schema prior to deploying webauthn with AM. AM must 
be able to write to the attribute.",
      "propertyOrder" : 100,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "authenticatorWebAuthnDeviceSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/authenticatorWebAuthnService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action AuthenticatorWebAuthn --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action AuthenticatorWebAuthn --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action AuthenticatorWebAuthn --global --actionName nextdescendents
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read

Usage

am> read AuthenticatorWebAuthn --global

update

Usage

am> update AuthenticatorWebAuthn --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticatorWebAuthnDeviceSettingsEncryptionKeystoreType" : {
          "title" : "Key Store Type",
          "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorWebAuthnDeviceSettingsEncryptionKeystore" : {
          "title" : "Encryption Key Store",
          "description" : "Path to the key store from which to load encryption keys.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorWebAuthnDeviceSettingsEncryptionKeystorePrivateKeyPassword" : {
          "title" : "Private Key Password",
          "description" : "Password to unlock the private key.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "authenticatorWebAuthnDeviceSettingsEncryptionKeystoreKeyPairAlias" : {
          "title" : "Key-Pair Alias",
          "description" : "Alias of the certificate and private key in the key store. The private key is used 
to encrypt and decrypt device profiles.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticatorWebAuthnDeviceSettingsEncryptionKeystorePassword" : {
          "title" : "Key Store Password",
          "description" : "Password to unlock the key store. This password is encrypted when it is saved in 
the OpenAM configuration. You should modify the default value.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "authenticatorWebAuthnDeviceSettingsEncryptionScheme" : {
          "title" : "Device Profile Encryption Scheme",
          "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
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          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "webauthnAttrName" : {
          "title" : "Profile Storage Attribute",
          "description" : "The user's attribute in which to store WebAuthn profiles.<br><br>The default 
attribute is added to the schema when you prepare a user store for use with AM. If you want to use a different 
attribute, you must make sure to add it to your user store schema prior to deploying webauthn with AM. AM must 
be able to write to the attribute.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

BaseUrlSource

Realm Operations

Resource path:

/realm-config/services/baseurl

Resource version: 1.0

create

Usage

am> create BaseUrlSource --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "extensionClassName" : {
      "title" : "Extension class name",
      "description" : "If Extension class is selected as the Base URL source, enter 
<code>org.forgerock.openam.services.baseurl.BaseURLProvider</code> in the Extension class name field.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "contextPath" : {
      "title" : "Context path",
      "description" : "Specifies the context path for the base URL.<p><p>If provided, the base URL includes 
the deployment context path appended to the calculated URL.<p>For example, <code>/openam</code>.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "source" : {
      "title" : "Base URL Source",
      "description" : "Specifies the source of the base URL. Choose from the following:<ul> <li>Extension 
class. Specifies that the extension class returns a base URL from a provided HttpServletRequest. In the 
Extension class name field, enter <code>org.forgerock.openam.services.baseurl.BaseURLProvider</code>.</
li><li>Fixed value. Specifies that the base URL is retrieved from a specific base URL value. In the Fixed 
value base URL field, enter the base URL value.</li><li>Forwarded header. Specifies that the base URL is 
retrieved from a forwarded header field in the HTTP request. The Forwarded HTTP header field is standardized 
and specified in <a href=\"https://tools.ietf.org/html/rfc7239\">RFC7239</a>.</li><li>Host/protocol from 
incoming request. Specifies that the hostname, server name, and port are retrieved from the incoming HTTP 
request.</li><li>X-Forwarded-* headers. Specifies that the base URL is retrieved from non-standard header 
fields, such as <code>X-Forwarded-For</code>, <code>X-Forwarded-By</code>, and <code>X-Forwarded-Proto</
code>.</li></ul>",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "fixedValue" : {
      "title" : "Fixed value base URL",
      "description" : "If Fixed value is selected as the Base URL source, enter the base URL in the Fixed 
value base URL field.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete BaseUrlSource --realm Realm
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action BaseUrlSource --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action BaseUrlSource --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action BaseUrlSource --realm Realm --actionName nextdescendents

read

Usage

am> read BaseUrlSource --realm Realm

update

Usage

am> update BaseUrlSource --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "extensionClassName" : {
      "title" : "Extension class name",
      "description" : "If Extension class is selected as the Base URL source, enter 
<code>org.forgerock.openam.services.baseurl.BaseURLProvider</code> in the Extension class name field.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "contextPath" : {
      "title" : "Context path",
      "description" : "Specifies the context path for the base URL.<p><p>If provided, the base URL includes 
the deployment context path appended to the calculated URL.<p>For example, <code>/openam</code>.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "source" : {
      "title" : "Base URL Source",
      "description" : "Specifies the source of the base URL. Choose from the following:<ul> <li>Extension 
class. Specifies that the extension class returns a base URL from a provided HttpServletRequest. In the 
Extension class name field, enter <code>org.forgerock.openam.services.baseurl.BaseURLProvider</code>.</
li><li>Fixed value. Specifies that the base URL is retrieved from a specific base URL value. In the Fixed 
value base URL field, enter the base URL value.</li><li>Forwarded header. Specifies that the base URL is 
retrieved from a forwarded header field in the HTTP request. The Forwarded HTTP header field is standardized 
and specified in <a href=\"https://tools.ietf.org/html/rfc7239\">RFC7239</a>.</li><li>Host/protocol from 
incoming request. Specifies that the hostname, server name, and port are retrieved from the incoming HTTP 
request.</li><li>X-Forwarded-* headers. Specifies that the base URL is retrieved from non-standard header 
fields, such as <code>X-Forwarded-For</code>, <code>X-Forwarded-By</code>, and <code>X-Forwarded-Proto</
code>.</li></ul>",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "fixedValue" : {
      "title" : "Fixed value base URL",
      "description" : "If Fixed value is selected as the Base URL source, enter the base URL in the Fixed 
value base URL field.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/baseurl
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Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action BaseUrlSource --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action BaseUrlSource --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action BaseUrlSource --global --actionName nextdescendents

read

Usage

am> read BaseUrlSource --global

update

Usage

am> update BaseUrlSource --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "fixedValue" : {
          "title" : "Fixed value base URL",
          "description" : "If Fixed value is selected as the Base URL source, enter the base URL in the Fixed 
value base URL field.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "source" : {
          "title" : "Base URL Source",
          "description" : "Specifies the source of the base URL. Choose from the following:<ul> <li>Extension 
class. Specifies that the extension class returns a base URL from a provided HttpServletRequest. In the 
Extension class name field, enter <code>org.forgerock.openam.services.baseurl.BaseURLProvider</code>.</
li><li>Fixed value. Specifies that the base URL is retrieved from a specific base URL value. In the Fixed 
value base URL field, enter the base URL value.</li><li>Forwarded header. Specifies that the base URL is 
retrieved from a forwarded header field in the HTTP request. The Forwarded HTTP header field is standardized 
and specified in <a href=\"https://tools.ietf.org/html/rfc7239\">RFC7239</a>.</li><li>Host/protocol from 
incoming request. Specifies that the hostname, server name, and port are retrieved from the incoming HTTP 
request.</li><li>X-Forwarded-* headers. Specifies that the base URL is retrieved from non-standard header 
fields, such as <code>X-Forwarded-For</code>, <code>X-Forwarded-By</code>, and <code>X-Forwarded-Proto</
code>.</li></ul>",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "contextPath" : {
          "title" : "Context path",
          "description" : "Specifies the context path for the base URL.<p><p>If provided, the base URL 
includes the deployment context path appended to the calculated URL.<p>For example, <code>/openam</code>.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "extensionClassName" : {
          "title" : "Extension class name",
          "description" : "If Extension class is selected as the Base URL source, enter 
<code>org.forgerock.openam.services.baseurl.BaseURLProvider</code> in the Extension class name field.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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BoundDevice

Realm Operations

The devices service is responsible for exposing functions to change the collection of user bounded devices. The supported
methods are update, delete, query

Resource path:

/users/{user}/devices/2fa/binding

Resource version: 1.0

delete

Delete user bounded device

Usage

am> delete BoundDevice --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

The devices service is responsible for exposing functions to change the collection of user bounded devices. The supported
methods are update, delete, query

query

Query the user bounded devices

Usage

am> query BoundDevice --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]
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--user

The devices service is responsible for exposing functions to change the collection of user bounded devices. The supported
methods are update, delete, query

update

Update an existing user bounded device name

Usage

am> update BoundDevice --realm Realm --id id --body body --user user

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "User devices schema that is used for user bounded devices",
  "type" : "object",
  "title" : "User devices schema",
  "properties" : {
    "deviceName" : {
      "type" : "string",
      "title" : "Device Name",
      "description" : "The name of the user bounded device."
    },
    "uuid" : {
      "type" : "string",
      "title" : "UUID",
      "description" : "The unique identifier for this device."
    },
    "createdDate" : {
      "type" : "integer",
      "title" : "Device created date.",
      "description" : "schema.createDate.description"
    },
    "lastAccessDate" : {
      "type" : "integer",
      "title" : "Device last access date.",
      "description" : "The device last successfully signing and verify date."
    }
  }
}
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--user

The devices service is responsible for exposing functions to change the collection of user bounded devices. The supported
methods are update, delete, query

CORSService

Global Operations

Resource path:

/global-config/services/CorsService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CORSService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CORSService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action CORSService --global --actionName nextdescendents

read

Usage

am> read CORSService --global
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update

Usage

am> update CORSService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "enabled" : {
      "title" : "Enable the CORS filter",
      "description" : "If disable, no CORS headers will be added to responses.",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

CRESTReporter

Global Operations

Resource path:

/global-config/services/monitoring/crest

Resource version: 1.0

create

Usage

am> create CRESTReporter --global --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete CRESTReporter --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CRESTReporter --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CRESTReporter --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action CRESTReporter --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CRESTReporter --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read CRESTReporter --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update CRESTReporter --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

Captcha

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/product-CaptchaNode

Resource version: 1.0

create

Usage

am> create Captcha --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "scoreThreshold" : {
      "title" : "Score Threshold",
      "description" : "Specifies the score threshold for determining if a user is likely to be a real person. 
CAPTCHA scores received will be between 0.0 and 1.0. The higher the score, the more likely the user is a real 
person. This score is not provided by all CAPTCHA implementations, please check the documentation for your 
vendor.",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
    "siteKey" : {
      "title" : "CAPTCHA Site Key",
      "description" : "CAPTCHA Site Key",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "secretKey" : {
      "title" : "CAPTCHA Secret Key",
      "description" : "CAPTCHA Secret Key",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "captchaUri" : {
      "title" : "CAPTCHA Verification URL",
      "description" : "URL to Verify CAPTCHA, defaults to the Google ReCAPTCHA verification URI.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "apiUri" : {
      "title" : "CAPTCHA API URL",
      "description" : "The URL of the JavaScript to load the CAPTCHA verification, defaults to the Google 
ReCAPTCHA API.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "reCaptchaV3" : {
      "title" : "ReCaptcha V3 Node",
      "description" : "If this is selected then a frictionless captcha will be assumed, leaving no interactive 
Captcha elements on the page.",
      "propertyOrder" : 600,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "disableSubmission" : {
      "title" : "Disable submission until verified",
      "description" : "If this is selected, form submission is disabled until CAPTCHA verification succeeds.",
      "propertyOrder" : 800,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "divClass" : {
      "title" : "Class of CAPTCHA HTML Element",
      "description" : "The class of the HTML element required by the captcha API, defaults to the value for 
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Google ReCAPTCHA.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "scoreThreshold", "siteKey", "secretKey", "captchaUri", "apiUri", "reCaptchaV3", 
"disableSubmission", "divClass" ]
}

delete

Usage

am> delete Captcha --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Captcha --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Captcha --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action Captcha --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Captcha --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Captcha --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Captcha --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Captcha --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "scoreThreshold" : {
      "title" : "Score Threshold",
      "description" : "Specifies the score threshold for determining if a user is likely to be a real person. 
CAPTCHA scores received will be between 0.0 and 1.0. The higher the score, the more likely the user is a real 
person. This score is not provided by all CAPTCHA implementations, please check the documentation for your 
vendor.",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
    "siteKey" : {
      "title" : "CAPTCHA Site Key",
      "description" : "CAPTCHA Site Key",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "secretKey" : {
      "title" : "CAPTCHA Secret Key",
      "description" : "CAPTCHA Secret Key",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "captchaUri" : {
      "title" : "CAPTCHA Verification URL",
      "description" : "URL to Verify CAPTCHA, defaults to the Google ReCAPTCHA verification URI.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "apiUri" : {
      "title" : "CAPTCHA API URL",
      "description" : "The URL of the JavaScript to load the CAPTCHA verification, defaults to the Google 
ReCAPTCHA API.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "reCaptchaV3" : {
      "title" : "ReCaptcha V3 Node",
      "description" : "If this is selected then a frictionless captcha will be assumed, leaving no interactive 
Captcha elements on the page.",
      "propertyOrder" : 600,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "disableSubmission" : {
      "title" : "Disable submission until verified",
      "description" : "If this is selected, form submission is disabled until CAPTCHA verification succeeds.",
      "propertyOrder" : 800,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "divClass" : {
      "title" : "Class of CAPTCHA HTML Element",
      "description" : "The class of the HTML element required by the captcha API, defaults to the value for 
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Google ReCAPTCHA.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "scoreThreshold", "siteKey", "secretKey", "captchaUri", "apiUri", "reCaptchaV3", 
"disableSubmission", "divClass" ]
}

CertificateCollectorNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/product-CertificateCollectorNode

Resource version: 1.0

create

Usage

am> create CertificateCollectorNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "trustedRemoteHosts" : {
      "title" : "Trusted Remote Hosts",
      "description" : "A list of IP addresses trusted to supply client certificates.<br><br>If SSL/TLS is 
being terminated at a load balancer or at the Distributed Authentication server then this option can be used 
to ensure that only specified trusted hosts (identified by IP address) are allowed to supply client 
certificates to the certificate node.<br><br>Empty list means do not trust remote headers and a single value 
of \"any\" means all are trusted <code>any</code>.",
      "propertyOrder" : 300,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "certificateCollectionMethod" : {
      "title" : "Certificate Collection Method",
      "description" : "This field defines how the certificate should be client certificate should be collected 
from the request. If TLS termination happens at the web container that is running Access Management, choose 
<code>Request</code>. If you have Access Management behind a proxy or load balancer and terminate TLS there, 
select <code>Header</code>. If <code>Either</code> is selected, the collector node will first look at the 
request, then look at the <code>HTTP Header Name for Client Certificate</code> specified in that order.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientCertificateHttpHeaderName" : {
      "title" : "HTTP Header Name for Client Certificate",
      "description" : "The name of the HTTP request header containing the certificate, only used when header 
based collection is enabled.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "trustedRemoteHosts", "certificateCollectionMethod" ]
}

delete

Usage

am> delete CertificateCollectorNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action CertificateCollectorNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CertificateCollectorNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action CertificateCollectorNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action CertificateCollectorNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CertificateCollectorNode --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read CertificateCollectorNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update CertificateCollectorNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "trustedRemoteHosts" : {
      "title" : "Trusted Remote Hosts",
      "description" : "A list of IP addresses trusted to supply client certificates.<br><br>If SSL/TLS is 
being terminated at a load balancer or at the Distributed Authentication server then this option can be used 
to ensure that only specified trusted hosts (identified by IP address) are allowed to supply client 
certificates to the certificate node.<br><br>Empty list means do not trust remote headers and a single value 
of \"any\" means all are trusted <code>any</code>.",
      "propertyOrder" : 300,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "certificateCollectionMethod" : {
      "title" : "Certificate Collection Method",
      "description" : "This field defines how the certificate should be client certificate should be collected 
from the request. If TLS termination happens at the web container that is running Access Management, choose 
<code>Request</code>. If you have Access Management behind a proxy or load balancer and terminate TLS there, 
select <code>Header</code>. If <code>Either</code> is selected, the collector node will first look at the 
request, then look at the <code>HTTP Header Name for Client Certificate</code> specified in that order.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientCertificateHttpHeaderName" : {
      "title" : "HTTP Header Name for Client Certificate",
      "description" : "The name of the HTTP request header containing the certificate, only used when header 
based collection is enabled.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "trustedRemoteHosts", "certificateCollectionMethod" ]
}

CertificateModule

Realm Operations

Resource path:

/realm-config/authentication/modules/certificate

Resource version: 1.0
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create

Usage

am> create CertificateModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "updateCRLsFromDistributionPoint" : {
      "title" : "Update CA CRLs from CRLDistributionPoint",
      "description" : "Fetch new CA CRLs from CRLDistributionPoint and update it in Directory Server<br><br>If 
the CA certificate includes an IssuingDistributionPoint or has an CRLDistributionPoint extension set OpenAM 
tries to update the CRLs if neeed (i.e. CRL is out-of-date). <br/>This property controls if the update should 
be performed.<br/>This property is only used if CA CRL checking is enabled.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "sslEnabled" : {
      "title" : "Use SSL/TLS for LDAP Access",
      "description" : "The certificate module will use SSL/TLS to access the LDAP server",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "certificateAttributeProfileMappingExtension" : {
      "title" : "SubjectAltNameExt Value Type to Access User Profile",
      "description" : "Use the Subject Alternative Name Field in preference to one of the standard certificate 
fields.<br><br>Selecting RFC822Name or UPN will cause this field to have have precedence over the 
<i>Certificate Field Used to Access User Profile</i> or <i>Other Certificate Field Used to Access User 
Profile</i> attribute.<br/><br/><i>NB </i>The client certificate must contain the <i>Subject Alternate Name 
Extension</i> for this function to operate.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "certificateAttributeToProfileMapping" : {
      "title" : "Certificate Field Used to Access User Profile",
      "description" : "The certificate module needs to read a value from the client certificate that can be 
used to search the LDAP server for a matching certificate.  ",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "matchCertificateInLdap" : {
      "title" : "Match Certificate in LDAP",
      "description" : "The client certificate must exist in the directory for the authentication to be 
successful.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userBindPassword" : {
      "title" : "LDAP Server Authentication Password",
      "description" : "The password for the authentication user",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
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    },
    "crlMatchingCertificateAttribute" : {
      "title" : "Issuer DN Attribute(s) Used to Search LDAP for CRLs",
      "description" : "This is the name of the attribute taken from the CA certificate that will be used to 
search the CRL.<br><br>If only one attribute name is specified, the ldap searchfilter will be 
(attrName=Value_of_the_corresponding_Attribute_from_SubjectDN)<br/>e.g. SubjectDN of issuer cert 'C=US, 
CN=Some CA, serialNumber=123456',attribute name specified is 'CN', searchfilter used will be <code>(CN=Some 
CA)</code><br/><br/>If serveral attribute names are specified, they have to separated by <code>,</code>. The 
resulting ldap searchfilter value will be a comma separated list of name attribute values, the search 
attribute will be <code>cn</code><br/>e.g. SubjectDN of issuer cert 'C=US, CN=Some CA, 
serialNumber=123456',attribute names specified are 'CN,serialNumber', searchfilter used will be 
<code>cn=CN=Some CA,serialNumber=123456</code><br/>The order of the values of the attribute names matter as 
they must match the value of the <code>cn</code> attribute of a crlDistributionPoint entry in the directory 
server.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "matchCACertificateToCRL" : {
      "title" : "Match CA Certificate to CRL",
      "description" : "The CA certificate that issued the client certificate will also be checked against the 
CRL.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userBindDN" : {
      "title" : "LDAP Server Authentication User",
      "description" : "DN of the user used by the module to authenticate to the LDAP server<br><br>The 
Certificate module authenticates to the LDAP server in order to search for a matching certificate. The DN 
entered here represents the account used for said authentication and must have read/search access to the LDAP 
server.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientCertificateHttpHeaderName" : {
      "title" : "HTTP Header Name for Client Certificate",
      "description" : "The name of the HTTP request header containing the certificate, only used when 
<i>Trusted Remote Hosts</i> mode is enabled.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "certificateLdapServers" : {
      "title" : "LDAP Server Where Certificates are Stored",
      "description" : "Use this list to set the LDAP server used to search for certificates. <br><br>The 
Certificate authentication module will use this list for the LDAP server used to search for certificates. A 
single entry must be in the format:<br/><br/><code>ldap_server:port</code><br/><br/>Multiple entries allow 
associations between OpenAM servers and a LDAP server. The format is:<br/><br/><code>local server name | 
server:port</code><br/><br/>The local server name is the full name of the server from the list of servers and 
sites.",
      "propertyOrder" : 1000,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
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      "exampleValue" : ""
    },
    "crlHttpParameters" : {
      "title" : "HTTP Parameters for CRL Update",
      "description" : "These parameters will be included in any HTTP CRL call to the Certificate 
Authority<br><br>If the Client or CA certificate contains the Issuing Distribution Point Extension then OpenAM 
will use this information to retrieve the CRL from the distribution point. This property allow custom HTTP 
parameters to be included in the CRL request.<br/><br/>The format of the parameter is as follows:<br/><br/
><code>param1=value1,param2=value</code>",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "cacheCRLsInMemory" : {
      "title" : "Cache CRLs in memory",
      "description" : "The CRLs will be cached in memory",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapSearchStartDN" : {
      "title" : "LDAP Search Start or Base DN",
      "description" : "The start point in the LDAP server for the certificate search<br><br>When entering 
multiple entries, each entry must be prefixed with a local server name. Multiple entries allow different 
search Base DNs depending on the OpenAM server in use. The format is:<br/><br/><code>local server name | base 
dn</code><br/><br/>The local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 1100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "otherCertificateAttributeToProfileMapping" : {
      "title" : "Other Certificate Field Used to Access User Profile",
      "description" : "This field is only used if the <i>Certificate Field Used to Access User Profile</i> 
attribute is set to <i>other</i>. This field allows a custom certificate field to be used as the basis of the 
user search.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "matchCertificateToCRL" : {
      "title" : "Match Certificate to CRL",
      "description" : "The Client Certificate will be checked against the Certificate Revocation list held in 
the directory<br><br>A Certificate Revocation List can be provisioned into the directory. Having this option 
enabled will cause all client certificates to be checked against this list.",
      "propertyOrder" : 300,
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      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ocspValidationEnabled" : {
      "title" : "OCSP Validation",
      "description" : "Enable Online Certificate Status Protocol validation for OCSP aware 
certificates<br><br>If the certificate contains OCSP validation information then OpenAM will use this 
information to check the validity of the certificate as part of the authentication process.<br/><br/><i>NB </
i>The OpenAM server must have Internet connectivity for OCSP to work",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "trustedRemoteHosts" : {
      "title" : "Trusted Remote Hosts",
      "description" : "A list of IP addresses trusted to supply client certificates.<br><br>If SSL/TLS is 
being terminated at a load balancer or at the Distributed Authentication server then this option can be used 
to ensure that only specified <i>trusted</i> hosts (identified by IP address) are allowed to supply client 
certificates to the certificate module,<br/><br/>Valid values for this list are as follows:<ul><li>none</
li><li>any</li><li>multiple IP addresses</li></ul><br/><br/>The default value of <i>none</i> disables this 
functionality",
      "propertyOrder" : 1800,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "iplanet-am-auth-cert-gw-cert-preferred" : {
      "title" : "Use only Certificate from HTTP request header",
      "description" : "Strictly use client cert from HTTP header over cert from HTTPS connection/servlet 
attribute",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapCertificateAttribute" : {
      "title" : "Subject DN Attribute Used to Search LDAP for Certificates",
      "description" : "This is the attribute used to search the directory for the certificate<br><br>The 
Certificate module will search the directory for the certificate using the search filter based on this 
attribute and the value of the Subject DN taken from the certificate.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete CertificateModule --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CertificateModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CertificateModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action CertificateModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CertificateModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read CertificateModule --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update CertificateModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

1710 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "updateCRLsFromDistributionPoint" : {
      "title" : "Update CA CRLs from CRLDistributionPoint",
      "description" : "Fetch new CA CRLs from CRLDistributionPoint and update it in Directory Server<br><br>If 
the CA certificate includes an IssuingDistributionPoint or has an CRLDistributionPoint extension set OpenAM 
tries to update the CRLs if neeed (i.e. CRL is out-of-date). <br/>This property controls if the update should 
be performed.<br/>This property is only used if CA CRL checking is enabled.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "sslEnabled" : {
      "title" : "Use SSL/TLS for LDAP Access",
      "description" : "The certificate module will use SSL/TLS to access the LDAP server",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "certificateAttributeProfileMappingExtension" : {
      "title" : "SubjectAltNameExt Value Type to Access User Profile",
      "description" : "Use the Subject Alternative Name Field in preference to one of the standard certificate 
fields.<br><br>Selecting RFC822Name or UPN will cause this field to have have precedence over the 
<i>Certificate Field Used to Access User Profile</i> or <i>Other Certificate Field Used to Access User 
Profile</i> attribute.<br/><br/><i>NB </i>The client certificate must contain the <i>Subject Alternate Name 
Extension</i> for this function to operate.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "certificateAttributeToProfileMapping" : {
      "title" : "Certificate Field Used to Access User Profile",
      "description" : "The certificate module needs to read a value from the client certificate that can be 
used to search the LDAP server for a matching certificate.  ",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "matchCertificateInLdap" : {
      "title" : "Match Certificate in LDAP",
      "description" : "The client certificate must exist in the directory for the authentication to be 
successful.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userBindPassword" : {
      "title" : "LDAP Server Authentication Password",
      "description" : "The password for the authentication user",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
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    },
    "crlMatchingCertificateAttribute" : {
      "title" : "Issuer DN Attribute(s) Used to Search LDAP for CRLs",
      "description" : "This is the name of the attribute taken from the CA certificate that will be used to 
search the CRL.<br><br>If only one attribute name is specified, the ldap searchfilter will be 
(attrName=Value_of_the_corresponding_Attribute_from_SubjectDN)<br/>e.g. SubjectDN of issuer cert 'C=US, 
CN=Some CA, serialNumber=123456',attribute name specified is 'CN', searchfilter used will be <code>(CN=Some 
CA)</code><br/><br/>If serveral attribute names are specified, they have to separated by <code>,</code>. The 
resulting ldap searchfilter value will be a comma separated list of name attribute values, the search 
attribute will be <code>cn</code><br/>e.g. SubjectDN of issuer cert 'C=US, CN=Some CA, 
serialNumber=123456',attribute names specified are 'CN,serialNumber', searchfilter used will be 
<code>cn=CN=Some CA,serialNumber=123456</code><br/>The order of the values of the attribute names matter as 
they must match the value of the <code>cn</code> attribute of a crlDistributionPoint entry in the directory 
server.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "matchCACertificateToCRL" : {
      "title" : "Match CA Certificate to CRL",
      "description" : "The CA certificate that issued the client certificate will also be checked against the 
CRL.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userBindDN" : {
      "title" : "LDAP Server Authentication User",
      "description" : "DN of the user used by the module to authenticate to the LDAP server<br><br>The 
Certificate module authenticates to the LDAP server in order to search for a matching certificate. The DN 
entered here represents the account used for said authentication and must have read/search access to the LDAP 
server.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientCertificateHttpHeaderName" : {
      "title" : "HTTP Header Name for Client Certificate",
      "description" : "The name of the HTTP request header containing the certificate, only used when 
<i>Trusted Remote Hosts</i> mode is enabled.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "certificateLdapServers" : {
      "title" : "LDAP Server Where Certificates are Stored",
      "description" : "Use this list to set the LDAP server used to search for certificates. <br><br>The 
Certificate authentication module will use this list for the LDAP server used to search for certificates. A 
single entry must be in the format:<br/><br/><code>ldap_server:port</code><br/><br/>Multiple entries allow 
associations between OpenAM servers and a LDAP server. The format is:<br/><br/><code>local server name | 
server:port</code><br/><br/>The local server name is the full name of the server from the list of servers and 
sites.",
      "propertyOrder" : 1000,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
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      "exampleValue" : ""
    },
    "crlHttpParameters" : {
      "title" : "HTTP Parameters for CRL Update",
      "description" : "These parameters will be included in any HTTP CRL call to the Certificate 
Authority<br><br>If the Client or CA certificate contains the Issuing Distribution Point Extension then OpenAM 
will use this information to retrieve the CRL from the distribution point. This property allow custom HTTP 
parameters to be included in the CRL request.<br/><br/>The format of the parameter is as follows:<br/><br/
><code>param1=value1,param2=value</code>",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "cacheCRLsInMemory" : {
      "title" : "Cache CRLs in memory",
      "description" : "The CRLs will be cached in memory",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapSearchStartDN" : {
      "title" : "LDAP Search Start or Base DN",
      "description" : "The start point in the LDAP server for the certificate search<br><br>When entering 
multiple entries, each entry must be prefixed with a local server name. Multiple entries allow different 
search Base DNs depending on the OpenAM server in use. The format is:<br/><br/><code>local server name | base 
dn</code><br/><br/>The local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 1100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "otherCertificateAttributeToProfileMapping" : {
      "title" : "Other Certificate Field Used to Access User Profile",
      "description" : "This field is only used if the <i>Certificate Field Used to Access User Profile</i> 
attribute is set to <i>other</i>. This field allows a custom certificate field to be used as the basis of the 
user search.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "matchCertificateToCRL" : {
      "title" : "Match Certificate to CRL",
      "description" : "The Client Certificate will be checked against the Certificate Revocation list held in 
the directory<br><br>A Certificate Revocation List can be provisioned into the directory. Having this option 
enabled will cause all client certificates to be checked against this list.",
      "propertyOrder" : 300,
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      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ocspValidationEnabled" : {
      "title" : "OCSP Validation",
      "description" : "Enable Online Certificate Status Protocol validation for OCSP aware 
certificates<br><br>If the certificate contains OCSP validation information then OpenAM will use this 
information to check the validity of the certificate as part of the authentication process.<br/><br/><i>NB </
i>The OpenAM server must have Internet connectivity for OCSP to work",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "trustedRemoteHosts" : {
      "title" : "Trusted Remote Hosts",
      "description" : "A list of IP addresses trusted to supply client certificates.<br><br>If SSL/TLS is 
being terminated at a load balancer or at the Distributed Authentication server then this option can be used 
to ensure that only specified <i>trusted</i> hosts (identified by IP address) are allowed to supply client 
certificates to the certificate module,<br/><br/>Valid values for this list are as follows:<ul><li>none</
li><li>any</li><li>multiple IP addresses</li></ul><br/><br/>The default value of <i>none</i> disables this 
functionality",
      "propertyOrder" : 1800,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "iplanet-am-auth-cert-gw-cert-preferred" : {
      "title" : "Use only Certificate from HTTP request header",
      "description" : "Strictly use client cert from HTTP header over cert from HTTPS connection/servlet 
attribute",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapCertificateAttribute" : {
      "title" : "Subject DN Attribute Used to Search LDAP for Certificates",
      "description" : "This is the attribute used to search the directory for the certificate<br><br>The 
Certificate module will search the directory for the certificate using the search filter based on this 
attribute and the value of the Subject DN taken from the certificate.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:
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/global-config/authentication/modules/certificate

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CertificateModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CertificateModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action CertificateModule --global --actionName nextdescendents

read

Usage

am> read CertificateModule --global

update

Usage

am> update CertificateModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "otherCertificateAttributeToProfileMapping" : {
          "title" : "Other Certificate Field Used to Access User Profile",
          "description" : "This field is only used if the <i>Certificate Field Used to Access User Profile</i> 
attribute is set to <i>other</i>. This field allows a custom certificate field to be used as the basis of the 
user search.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "updateCRLsFromDistributionPoint" : {
          "title" : "Update CA CRLs from CRLDistributionPoint",
          "description" : "Fetch new CA CRLs from CRLDistributionPoint and update it in Directory 
Server<br><br>If the CA certificate includes an IssuingDistributionPoint or has an CRLDistributionPoint 
extension set OpenAM tries to update the CRLs if neeed (i.e. CRL is out-of-date). <br/>This property controls 
if the update should be performed.<br/>This property is only used if CA CRL checking is enabled.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "matchCertificateInLdap" : {
          "title" : "Match Certificate in LDAP",
          "description" : "The client certificate must exist in the directory for the authentication to be 
successful.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userBindDN" : {
          "title" : "LDAP Server Authentication User",
          "description" : "DN of the user used by the module to authenticate to the LDAP server<br><br>The 
Certificate module authenticates to the LDAP server in order to search for a matching certificate. The DN 
entered here represents the account used for said authentication and must have read/search access to the LDAP 
server.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "certificateLdapServers" : {
          "title" : "LDAP Server Where Certificates are Stored",
          "description" : "Use this list to set the LDAP server used to search for certificates. <br><br>The 
Certificate authentication module will use this list for the LDAP server used to search for certificates. A 
single entry must be in the format:<br/><br/><code>ldap_server:port</code><br/><br/>Multiple entries allow 
associations between OpenAM servers and a LDAP server. The format is:<br/><br/><code>local server name | 
server:port</code><br/><br/>The local server name is the full name of the server from the list of servers and 
sites.",
          "propertyOrder" : 1000,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "certificateAttributeProfileMappingExtension" : {
          "title" : "SubjectAltNameExt Value Type to Access User Profile",
          "description" : "Use the Subject Alternative Name Field in preference to one of the standard 
certificate fields.<br><br>Selecting RFC822Name or UPN will cause this field to have have precedence over the 
<i>Certificate Field Used to Access User Profile</i> or <i>Other Certificate Field Used to Access User 
Profile</i> attribute.<br/><br/><i>NB </i>The client certificate must contain the <i>Subject Alternate Name 
Extension</i> for this function to operate.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "iplanet-am-auth-cert-gw-cert-preferred" : {
          "title" : "Use only Certificate from HTTP request header",
          "description" : "Strictly use client cert from HTTP header over cert from HTTPS connection/servlet 
attribute",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "clientCertificateHttpHeaderName" : {
          "title" : "HTTP Header Name for Client Certificate",
          "description" : "The name of the HTTP request header containing the certificate, only used when 
<i>Trusted Remote Hosts</i> mode is enabled.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ldapSearchStartDN" : {
          "title" : "LDAP Search Start or Base DN",
          "description" : "The start point in the LDAP server for the certificate search<br><br>When entering 
multiple entries, each entry must be prefixed with a local server name. Multiple entries allow different 
search Base DNs depending on the OpenAM server in use. The format is:<br/><br/><code>local server name | base 
dn</code><br/><br/>The local server name is the full name of the server from the list of servers and sites.",
          "propertyOrder" : 1100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "ldapCertificateAttribute" : {
          "title" : "Subject DN Attribute Used to Search LDAP for Certificates",
          "description" : "This is the attribute used to search the directory for the certificate<br><br>The 
Certificate module will search the directory for the certificate using the search filter based on this 
attribute and the value of the Subject DN taken from the certificate.",
          "propertyOrder" : 200,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "crlHttpParameters" : {
          "title" : "HTTP Parameters for CRL Update",
          "description" : "These parameters will be included in any HTTP CRL call to the Certificate 
Authority<br><br>If the Client or CA certificate contains the Issuing Distribution Point Extension then OpenAM 
will use this information to retrieve the CRL from the distribution point. This property allow custom HTTP 
parameters to be included in the CRL request.<br/><br/>The format of the parameter is as follows:<br/><br/
><code>param1=value1,param2=value</code>",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ocspValidationEnabled" : {
          "title" : "OCSP Validation",
          "description" : "Enable Online Certificate Status Protocol validation for OCSP aware 
certificates<br><br>If the certificate contains OCSP validation information then OpenAM will use this 
information to check the validity of the certificate as part of the authentication process.<br/><br/><i>NB </
i>The OpenAM server must have Internet connectivity for OCSP to work",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userBindPassword" : {
          "title" : "LDAP Server Authentication Password",
          "description" : "The password for the authentication user",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "certificateAttributeToProfileMapping" : {
          "title" : "Certificate Field Used to Access User Profile",
          "description" : "The certificate module needs to read a value from the client certificate that can 
be used to search the LDAP server for a matching certificate.  ",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sslEnabled" : {
          "title" : "Use SSL/TLS for LDAP Access",
          "description" : "The certificate module will use SSL/TLS to access the LDAP server",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "cacheCRLsInMemory" : {
          "title" : "Cache CRLs in memory",
          "description" : "The CRLs will be cached in memory",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "trustedRemoteHosts" : {
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          "title" : "Trusted Remote Hosts",
          "description" : "A list of IP addresses trusted to supply client certificates.<br><br>If SSL/TLS is 
being terminated at a load balancer or at the Distributed Authentication server then this option can be used 
to ensure that only specified <i>trusted</i> hosts (identified by IP address) are allowed to supply client 
certificates to the certificate module,<br/><br/>Valid values for this list are as follows:<ul><li>none</
li><li>any</li><li>multiple IP addresses</li></ul><br/><br/>The default value of <i>none</i> disables this 
functionality",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "matchCertificateToCRL" : {
          "title" : "Match Certificate to CRL",
          "description" : "The Client Certificate will be checked against the Certificate Revocation list held 
in the directory<br><br>A Certificate Revocation List can be provisioned into the directory. Having this 
option enabled will cause all client certificates to be checked against this list.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "matchCACertificateToCRL" : {
          "title" : "Match CA Certificate to CRL",
          "description" : "The CA certificate that issued the client certificate will also be checked against 
the CRL.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "crlMatchingCertificateAttribute" : {
          "title" : "Issuer DN Attribute(s) Used to Search LDAP for CRLs",
          "description" : "This is the name of the attribute taken from the CA certificate that will be used 
to search the CRL.<br><br>If only one attribute name is specified, the ldap searchfilter will be 
(attrName=Value_of_the_corresponding_Attribute_from_SubjectDN)<br/>e.g. SubjectDN of issuer cert 'C=US, 
CN=Some CA, serialNumber=123456',attribute name specified is 'CN', searchfilter used will be <code>(CN=Some 
CA)</code><br/><br/>If serveral attribute names are specified, they have to separated by <code>,</code>. The 
resulting ldap searchfilter value will be a comma separated list of name attribute values, the search 
attribute will be <code>cn</code><br/>e.g. SubjectDN of issuer cert 'C=US, CN=Some CA, 
serialNumber=123456',attribute names specified are 'CN,serialNumber', searchfilter used will be 
<code>cn=CN=Some CA,serialNumber=123456</code><br/>The order of the values of the attribute names matter as 
they must match the value of the <code>cn</code> attribute of a crlDistributionPoint entry in the directory 
server.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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CertificateUserExtractorNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/product-CertificateUserExtractorNode

Resource version: 1.0

create

Usage

am> create CertificateUserExtractorNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "certificateAttributeToProfileMapping" : {
      "title" : "Certificate Field Used to Access User Profile",
      "description" : "The certificate node needs to read a value from the client certificate that can be used 
to search the LDAP server for the user. This value from the certificate will be populated in shared state 
under the username key.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "otherCertificateAttributeToProfileMapping" : {
      "title" : "Other Certificate Field Used to Access User Profile",
      "description" : "This field is only used if the <em>Certificate Field Used to Access User Profile</em> 
attribute is set to <em>other</em>. This field allows a custom certificate field to be used as the basis of 
the user search.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "certificateAttributeProfileMappingExtension" : {
      "title" : "SubjectAltNameExt Value Type to Access User Profile",
      "description" : "Use the Subject Alternative Name Field in preference to one of the standard certificate 
fields.<br><br>Selecting RFC822Name or UPN will cause this field to have have precedence over the 
<em>Certificate Field Used to Access User Profile</em> or <em>Other Certificate Field Used to Access User 
Profile</em> attribute.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "certificateAttributeToProfileMapping", "certificateAttributeProfileMappingExtension" ]
}

delete

Usage

am> delete CertificateUserExtractorNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action CertificateUserExtractorNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CertificateUserExtractorNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action CertificateUserExtractorNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action CertificateUserExtractorNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CertificateUserExtractorNode --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read CertificateUserExtractorNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update CertificateUserExtractorNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "certificateAttributeToProfileMapping" : {
      "title" : "Certificate Field Used to Access User Profile",
      "description" : "The certificate node needs to read a value from the client certificate that can be used 
to search the LDAP server for the user. This value from the certificate will be populated in shared state 
under the username key.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "otherCertificateAttributeToProfileMapping" : {
      "title" : "Other Certificate Field Used to Access User Profile",
      "description" : "This field is only used if the <em>Certificate Field Used to Access User Profile</em> 
attribute is set to <em>other</em>. This field allows a custom certificate field to be used as the basis of 
the user search.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "certificateAttributeProfileMappingExtension" : {
      "title" : "SubjectAltNameExt Value Type to Access User Profile",
      "description" : "Use the Subject Alternative Name Field in preference to one of the standard certificate 
fields.<br><br>Selecting RFC822Name or UPN will cause this field to have have precedence over the 
<em>Certificate Field Used to Access User Profile</em> or <em>Other Certificate Field Used to Access User 
Profile</em> attribute.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "certificateAttributeToProfileMapping", "certificateAttributeProfileMappingExtension" ]
}

CertificateValidationNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/product-CertificateValidationNode

Resource version: 1.0

create

Usage

am> create CertificateValidationNode --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "ldapSearchStartDN" : {
      "title" : "LDAP Search Start or Base DN",
      "description" : "The start point in the LDAP server for the certificate and CRL search.<br><br>When 
entering multiple entries, each entry must be prefixed with a local server name. Multiple entries allow 
different search Base DNs depending on the OpenAM server in use. The format is:<br><code>local server name | 
base dn</code><br><br>The local server name is the full name of the server from the list of servers and 
sites.",
      "propertyOrder" : 1100,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userBindPassword" : {
      "title" : "LDAP Server Authentication Password",
      "description" : "The password for the authentication user.",
      "propertyOrder" : 1300,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "ocspValidationEnabled" : {
      "title" : "OCSP Validation",
      "description" : "Enable Online Certificate Status Protocol validation for OCSP aware 
certificates.<br><br>If the certificate contains OCSP validation information then OpenAM will use this 
information to check thevalidity of the certificate as part of the authentication process.<br><br>The OpenAM 
server must have Internet connectivity for OCSP to work.",
      "propertyOrder" : 900,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "crlHttpParameters" : {
      "title" : "HTTP Parameters for CRL Update",
      "description" : "These parameters will be included in any HTTP CRL call to the Certificate 
Authority.<br><br>If the Client or CA certificate contains the Issuing Distribution Point Extension then 
OpenAM will use this information to retrieve the CRL from the distribution point. This property allow custom 
HTTP parameters to be included in the CRL request.<br><br>The format of the parameter is as 
follows:<br><code>param1=value1,param2=value</code>",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "updateCRLsFromDistributionPoint" : {
      "title" : "Update CA CRLs from CRLDistributionPoint",
      "description" : "Fetch new CA CRLs from CRLDistributionPoint and update it in Directory 
Server.<br><br>If the CA certificate includes an IssuingDistributionPoint or has an CRLDistributionPoint 
extension set OpenAM tries to update the CRLs if needed (i.e. CRL is out-of-date).<br>This property controls 
if the update should be performed.<br>This property is only used if CA CRL checking is enabled.",
      "propertyOrder" : 800,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "checkCertificateExpiry" : {
      "title" : "Check Certificate Expiration",
      "description" : "Check to see if the certificate is expired.",
      "propertyOrder" : 200,
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      "type" : "boolean",
      "exampleValue" : ""
    },
    "cacheCRLsInMemory" : {
      "title" : "Cache CRLs in Memory",
      "description" : "The CRLs will be cached in memory.",
      "propertyOrder" : 700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "matchCertificateToCRL" : {
      "title" : "Match Certificate to CRL",
      "description" : "The Client Certificate will be checked against the Certificate Revocation list held in 
thedirectory.<br><br>A Certificate Revocation List can be provisioned into the directory. Having this option 
enabled will cause all client certificates to be checked against this list.",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "matchCertificateInLdap" : {
      "title" : "Match Certificate in LDAP",
      "description" : "The client certificate must exist in the directory for the authentication to be 
successful.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "sslEnabled" : {
      "title" : "Use SSL/TLS for LDAP Access",
      "description" : "The certificate node will use SSL/TLS to access the LDAP server.",
      "propertyOrder" : 1400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapCertificateAttribute" : {
      "title" : "Subject DN Attribute Used to Search LDAP for Certificates",
      "description" : "This is the attribute used to search the directory for the certificate.<br><br>The 
Certificate node will search the directory for the certificate using the search filter based on this attribute 
and the value of the Subject DN taken from the certificate.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "userBindDN" : {
      "title" : "LDAP Server Authentication User",
      "description" : "DN of the user used by the node to authenticate to the LDAP server.<br><br>The 
Certificate node authenticates to the LDAP server in order to search for a matching certificate. The DN 
entered here represents the account used for said authentication and must have read/search access to the LDAP 
server.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
    "certificateLdapServers" : {
      "title" : "LDAP Server Where Certificates are Stored",
      "description" : "Use this list to set the LDAP server used to search for certificates.<br><br>The 
Certificate authentication node will use this list for the LDAP server used to search for certificates. A 
single entry must be in the format:<br><code>ldap_server:port</code><br><br>Multiple entries allow 
associations between OpenAM servers and a LDAP server. The format is:<br><code>local server name | 
server:port</code><br><br>The local server name is the full name of the server from the list of servers and 
sites.",
      "propertyOrder" : 1000,
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      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "crlMatchingCertificateAttribute" : {
      "title" : "Issuer DN Attribute(s) Used to Search LDAP for CRLs",
      "description" : "This is the name of the attribute taken from the CA certificate that will be used to 
search the CRL.<br><br>If only one attribute name is specified, the ldap search filter will be 
(attrName=Value_of_the_corresponding_Attribute_from_SubjectDN) e.g. SubjectDN of issuer cert 'C=US, CN=Some 
CA, serialNumber=123456',attribute name specified is 'CN', search filter used will be <code>(CN=Some CA)</
code>.<br><br>If several attribute names are specified, they have to separated by ,. The resulting ldap search 
filter value will be a comma separated list of name attribute values, the search attribute will be cn e.g. 
SubjectDN of issuer cert 'C=US, CN=Some CA, serialNumber=123456',attribute names specified are 'CN, 
serialNumber', search filter used will be <code>cn=CN=Some CA,serialNumber=123456</code>. The order of the 
values of the attribute names matteras they must match the value of the cn attribute of a crlDistributionPoint 
entry in the directory server.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "ldapSearchStartDN", "ocspValidationEnabled", "updateCRLsFromDistributionPoint", 
"checkCertificateExpiry", "cacheCRLsInMemory", "matchCertificateToCRL", "matchCertificateInLdap", 
"sslEnabled", "ldapCertificateAttribute", "certificateLdapServers", "crlMatchingCertificateAttribute" ]
}

delete

Usage

am> delete CertificateValidationNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CertificateValidationNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action CertificateValidationNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action CertificateValidationNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action CertificateValidationNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CertificateValidationNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1729



am> read CertificateValidationNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update CertificateValidationNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "ldapSearchStartDN" : {
      "title" : "LDAP Search Start or Base DN",
      "description" : "The start point in the LDAP server for the certificate and CRL search.<br><br>When 
entering multiple entries, each entry must be prefixed with a local server name. Multiple entries allow 
different search Base DNs depending on the OpenAM server in use. The format is:<br><code>local server name | 
base dn</code><br><br>The local server name is the full name of the server from the list of servers and 
sites.",
      "propertyOrder" : 1100,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userBindPassword" : {
      "title" : "LDAP Server Authentication Password",
      "description" : "The password for the authentication user.",
      "propertyOrder" : 1300,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "ocspValidationEnabled" : {
      "title" : "OCSP Validation",
      "description" : "Enable Online Certificate Status Protocol validation for OCSP aware 
certificates.<br><br>If the certificate contains OCSP validation information then OpenAM will use this 
information to check thevalidity of the certificate as part of the authentication process.<br><br>The OpenAM 
server must have Internet connectivity for OCSP to work.",
      "propertyOrder" : 900,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "crlHttpParameters" : {
      "title" : "HTTP Parameters for CRL Update",
      "description" : "These parameters will be included in any HTTP CRL call to the Certificate 
Authority.<br><br>If the Client or CA certificate contains the Issuing Distribution Point Extension then 
OpenAM will use this information to retrieve the CRL from the distribution point. This property allow custom 
HTTP parameters to be included in the CRL request.<br><br>The format of the parameter is as 
follows:<br><code>param1=value1,param2=value</code>",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "updateCRLsFromDistributionPoint" : {
      "title" : "Update CA CRLs from CRLDistributionPoint",
      "description" : "Fetch new CA CRLs from CRLDistributionPoint and update it in Directory 
Server.<br><br>If the CA certificate includes an IssuingDistributionPoint or has an CRLDistributionPoint 
extension set OpenAM tries to update the CRLs if needed (i.e. CRL is out-of-date).<br>This property controls 
if the update should be performed.<br>This property is only used if CA CRL checking is enabled.",
      "propertyOrder" : 800,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "checkCertificateExpiry" : {
      "title" : "Check Certificate Expiration",
      "description" : "Check to see if the certificate is expired.",
      "propertyOrder" : 200,
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      "type" : "boolean",
      "exampleValue" : ""
    },
    "cacheCRLsInMemory" : {
      "title" : "Cache CRLs in Memory",
      "description" : "The CRLs will be cached in memory.",
      "propertyOrder" : 700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "matchCertificateToCRL" : {
      "title" : "Match Certificate to CRL",
      "description" : "The Client Certificate will be checked against the Certificate Revocation list held in 
thedirectory.<br><br>A Certificate Revocation List can be provisioned into the directory. Having this option 
enabled will cause all client certificates to be checked against this list.",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "matchCertificateInLdap" : {
      "title" : "Match Certificate in LDAP",
      "description" : "The client certificate must exist in the directory for the authentication to be 
successful.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "sslEnabled" : {
      "title" : "Use SSL/TLS for LDAP Access",
      "description" : "The certificate node will use SSL/TLS to access the LDAP server.",
      "propertyOrder" : 1400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapCertificateAttribute" : {
      "title" : "Subject DN Attribute Used to Search LDAP for Certificates",
      "description" : "This is the attribute used to search the directory for the certificate.<br><br>The 
Certificate node will search the directory for the certificate using the search filter based on this attribute 
and the value of the Subject DN taken from the certificate.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "userBindDN" : {
      "title" : "LDAP Server Authentication User",
      "description" : "DN of the user used by the node to authenticate to the LDAP server.<br><br>The 
Certificate node authenticates to the LDAP server in order to search for a matching certificate. The DN 
entered here represents the account used for said authentication and must have read/search access to the LDAP 
server.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
    "certificateLdapServers" : {
      "title" : "LDAP Server Where Certificates are Stored",
      "description" : "Use this list to set the LDAP server used to search for certificates.<br><br>The 
Certificate authentication node will use this list for the LDAP server used to search for certificates. A 
single entry must be in the format:<br><code>ldap_server:port</code><br><br>Multiple entries allow 
associations between OpenAM servers and a LDAP server. The format is:<br><code>local server name | 
server:port</code><br><br>The local server name is the full name of the server from the list of servers and 
sites.",
      "propertyOrder" : 1000,
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      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "crlMatchingCertificateAttribute" : {
      "title" : "Issuer DN Attribute(s) Used to Search LDAP for CRLs",
      "description" : "This is the name of the attribute taken from the CA certificate that will be used to 
search the CRL.<br><br>If only one attribute name is specified, the ldap search filter will be 
(attrName=Value_of_the_corresponding_Attribute_from_SubjectDN) e.g. SubjectDN of issuer cert 'C=US, CN=Some 
CA, serialNumber=123456',attribute name specified is 'CN', search filter used will be <code>(CN=Some CA)</
code>.<br><br>If several attribute names are specified, they have to separated by ,. The resulting ldap search 
filter value will be a comma separated list of name attribute values, the search attribute will be cn e.g. 
SubjectDN of issuer cert 'C=US, CN=Some CA, serialNumber=123456',attribute names specified are 'CN, 
serialNumber', search filter used will be <code>cn=CN=Some CA,serialNumber=123456</code>. The order of the 
values of the attribute names matteras they must match the value of the cn attribute of a crlDistributionPoint 
entry in the directory server.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "ldapSearchStartDN", "ocspValidationEnabled", "updateCRLsFromDistributionPoint", 
"checkCertificateExpiry", "cacheCRLsInMemory", "matchCertificateToCRL", "matchCertificateInLdap", 
"sslEnabled", "ldapCertificateAttribute", "certificateLdapServers", "crlMatchingCertificateAttribute" ]
}

ChoiceCollector

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/ChoiceCollectorNode

Resource version: 1.0

create

Usage

am> create ChoiceCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "choices" : {
      "title" : "Choices",
      "description" : "List of values that represents the choices for the user.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "prompt" : {
      "title" : "Prompt",
      "description" : "Prompt displayed on the choice page.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "defaultChoice" : {
      "title" : "Default Choice",
      "description" : "The default selected choice value.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "choices", "prompt", "defaultChoice" ]
}

delete

Usage

am> delete ChoiceCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action ChoiceCollector --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ChoiceCollector --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action ChoiceCollector --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ChoiceCollector --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ChoiceCollector --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ChoiceCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ChoiceCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "choices" : {
      "title" : "Choices",
      "description" : "List of values that represents the choices for the user.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "prompt" : {
      "title" : "Prompt",
      "description" : "Prompt displayed on the choice page.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "defaultChoice" : {
      "title" : "Default Choice",
      "description" : "The default selected choice value.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "choices", "prompt", "defaultChoice" ]
}

CircleOfTrust

Realm Operations

Resource path:

/realm-config/federation/circlesoftrust

Resource version: 1.0

create

Usage

am> create CircleOfTrust --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "trustedProviders" : {
      "title" : "Entity Providers",
      "description" : "Minimum requirements for a circle of trust are one identity provider and one service 
provider.",
      "propertyOrder" : 300,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "description" : {
      "title" : "Description",
      "description" : "",
      "propertyOrder" : 100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "saml2ReaderServiceUrl" : {
      "title" : "SAML2 Reader Service URL",
      "description" : "Location of the SAML2 Reader service that reads the cookie from the Common Domain.",
      "propertyOrder" : 500,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "status" : {
      "title" : "Status",
      "description" : "",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "saml2WriterServiceUrl" : {
      "title" : "SAML2 Writer Service URL",
      "description" : "Location of the SAML2 Writer service that writes the cookie to the Common Domain.",
      "propertyOrder" : 400,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete CircleOfTrust --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CircleOfTrust --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read CircleOfTrust --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update CircleOfTrust --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "trustedProviders" : {
      "title" : "Entity Providers",
      "description" : "Minimum requirements for a circle of trust are one identity provider and one service 
provider.",
      "propertyOrder" : 300,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "description" : {
      "title" : "Description",
      "description" : "",
      "propertyOrder" : 100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "saml2ReaderServiceUrl" : {
      "title" : "SAML2 Reader Service URL",
      "description" : "Location of the SAML2 Reader service that reads the cookie from the Common Domain.",
      "propertyOrder" : 500,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "status" : {
      "title" : "Status",
      "description" : "",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "saml2WriterServiceUrl" : {
      "title" : "SAML2 Writer Service URL",
      "description" : "Location of the SAML2 Writer service that writes the cookie to the Common Domain.",
      "propertyOrder" : 400,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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ClientConfigurationForAmazon

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/amazonConfig

Resource version: 1.0

create

Usage

am> create ClientConfigurationForAmazon --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
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      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "user_id"
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.amazon.com/user/profile"
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    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://www.amazon.com/ap/oa"
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "profile"
    },
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    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.amazon.com/auth/o2/token"
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ClientConfigurationForAmazon --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ClientConfigurationForAmazon --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ClientConfigurationForAmazon --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ClientConfigurationForAmazon --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ClientConfigurationForAmazon --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ClientConfigurationForAmazon --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ClientConfigurationForAmazon --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
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      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "user_id"
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.amazon.com/user/profile"
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    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://www.amazon.com/ap/oa"
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "profile"
    },
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    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.amazon.com/auth/o2/token"
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

ClientConfigurationForApple

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/appleConfig

Resource version: 1.0

create

Usage

am> create ClientConfigurationForApple --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "claims" : {
      "title" : "Claims",
      "description" : "Claims on request object in JSON format. Must conform to the claims request parameter 
definition in the OpenID Connect specification section 5.5.",
      "propertyOrder" : 1810,
      "required" : true,
      "type" : "string",
      "format" : "textarea",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "The Issuer of OIDC ID Tokens.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoResponseType" : {
      "title" : "User Info Response Format",
      "description" : "The expected format of UserInfo responses. Dictates how AM will process the response. 
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The expected format must match the actual format.",
      "propertyOrder" : 1710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "requestNativeAppForUserInfo" : {
      "title" : "Request Native App for UserInfo",
      "description" : "Informs the native app it can send UserInfo as JSON.",
      "propertyOrder" : 2600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "wellKnownEndpoint" : {
      "title" : "Well Known Endpoint",
      "description" : "The endpoint for retrieving a list of OAuth/OIDC endpoints.",
      "propertyOrder" : 1200,
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      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://appleid.apple.com/auth/token"
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "encryptJwtRequestParameter" : {
      "title" : "Encrypt Request Parameter JWT",
      "description" : "Enable the option to send an encrypted request parameter JWT.",
      "propertyOrder" : 1130,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "encryptedIdTokens" : {
      "title" : "OP Encrypts ID Tokens",
      "description" : "Whether the OP encrypts ID Tokens. Will determine which resolver to use.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
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      "type" : "string",
      "exampleValue" : "https://appleid.apple.com/auth/authorize"
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enableNativeNonce" : {
      "title" : "Enable Native Nonce",
      "description" : "When enabled, the Identity Provider Native SDK MUST include a nonce Claim in the ID 
Token with the Claim value being the nonce value sent in the Authentication Request. Enabled by default.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "acrValues" : {
      "title" : "ACR Values",
      "description" : "Space-separated string that specifies the acr values that the Authorization Server is 
being requested to use for processing this Authentication Request, with the values appearing in order of 
preference.",
      "propertyOrder" : 1150,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtRequestParameterOption" : {
      "title" : "Request Parameter JWT Option",
      "description" : "Choose how Request Parameter JWTs will be sent to the OIDC Provider. Choose REFERENCE 
for OpenID Connect Request Parameter JWTs to be passed by reference. Choose VALUE for OpenID Connect Request 
Parameter JWTs to be passed as single, self-contained parameters.Choose NONE to specify that Request Parameter 
JWTs are not used.",
      "propertyOrder" : 1125,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "name, email"
    },
    "requestObjectAudience" : {
      "title" : "Request Object Audience",
      "description" : "The intended audience of the request object. If unspecified, the issuer value will be 
used.",
      "propertyOrder" : 1410,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1757



      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    }
  }
}

delete

Usage

am> delete ClientConfigurationForApple --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ClientConfigurationForApple --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ClientConfigurationForApple --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ClientConfigurationForApple --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ClientConfigurationForApple --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ClientConfigurationForApple --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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update

Usage

am> update ClientConfigurationForApple --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "claims" : {
      "title" : "Claims",
      "description" : "Claims on request object in JSON format. Must conform to the claims request parameter 
definition in the OpenID Connect specification section 5.5.",
      "propertyOrder" : 1810,
      "required" : true,
      "type" : "string",
      "format" : "textarea",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "The Issuer of OIDC ID Tokens.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoResponseType" : {
      "title" : "User Info Response Format",
      "description" : "The expected format of UserInfo responses. Dictates how AM will process the response. 
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The expected format must match the actual format.",
      "propertyOrder" : 1710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "requestNativeAppForUserInfo" : {
      "title" : "Request Native App for UserInfo",
      "description" : "Informs the native app it can send UserInfo as JSON.",
      "propertyOrder" : 2600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "wellKnownEndpoint" : {
      "title" : "Well Known Endpoint",
      "description" : "The endpoint for retrieving a list of OAuth/OIDC endpoints.",
      "propertyOrder" : 1200,
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      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://appleid.apple.com/auth/token"
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "encryptJwtRequestParameter" : {
      "title" : "Encrypt Request Parameter JWT",
      "description" : "Enable the option to send an encrypted request parameter JWT.",
      "propertyOrder" : 1130,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "encryptedIdTokens" : {
      "title" : "OP Encrypts ID Tokens",
      "description" : "Whether the OP encrypts ID Tokens. Will determine which resolver to use.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
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      "type" : "string",
      "exampleValue" : "https://appleid.apple.com/auth/authorize"
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enableNativeNonce" : {
      "title" : "Enable Native Nonce",
      "description" : "When enabled, the Identity Provider Native SDK MUST include a nonce Claim in the ID 
Token with the Claim value being the nonce value sent in the Authentication Request. Enabled by default.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "acrValues" : {
      "title" : "ACR Values",
      "description" : "Space-separated string that specifies the acr values that the Authorization Server is 
being requested to use for processing this Authentication Request, with the values appearing in order of 
preference.",
      "propertyOrder" : 1150,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtRequestParameterOption" : {
      "title" : "Request Parameter JWT Option",
      "description" : "Choose how Request Parameter JWTs will be sent to the OIDC Provider. Choose REFERENCE 
for OpenID Connect Request Parameter JWTs to be passed by reference. Choose VALUE for OpenID Connect Request 
Parameter JWTs to be passed as single, self-contained parameters.Choose NONE to specify that Request Parameter 
JWTs are not used.",
      "propertyOrder" : 1125,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "name, email"
    },
    "requestObjectAudience" : {
      "title" : "Request Object Audience",
      "description" : "The intended audience of the request object. If unspecified, the issuer value will be 
used.",
      "propertyOrder" : 1410,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
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      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    }
  }
}

ClientConfigurationForGoogle

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/googleConfig

Resource version: 1.0
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create

Usage

am> create ClientConfigurationForGoogle --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "wellKnownEndpoint" : {
      "title" : "Well Known Endpoint",
      "description" : "The endpoint for retrieving a list of OAuth/OIDC endpoints.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://accounts.google.com/.well-known/openid-configuration"
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "claims" : {
      "title" : "Claims",
      "description" : "Claims on request object in JSON format. Must conform to the claims request parameter 
definition in the OpenID Connect specification section 5.5.",
      "propertyOrder" : 1810,
      "required" : true,
      "type" : "string",
      "format" : "textarea",
      "exampleValue" : ""
    },
    "userInfoResponseType" : {
      "title" : "User Info Response Format",
      "description" : "The expected format of UserInfo responses. Dictates how AM will process the response. 
The expected format must match the actual format.",
      "propertyOrder" : 1710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtRequestParameterOption" : {
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      "title" : "Request Parameter JWT Option",
      "description" : "Choose how Request Parameter JWTs will be sent to the OIDC Provider. Choose REFERENCE 
for OpenID Connect Request Parameter JWTs to be passed by reference. Choose VALUE for OpenID Connect Request 
Parameter JWTs to be passed as single, self-contained parameters.Choose NONE to specify that Request Parameter 
JWTs are not used.",
      "propertyOrder" : 1125,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "acrValues" : {
      "title" : "ACR Values",
      "description" : "Space-separated string that specifies the acr values that the Authorization Server is 
being requested to use for processing this Authentication Request, with the values appearing in order of 
preference.",
      "propertyOrder" : 1150,
      "required" : true,
      "items" : {
        "type" : "string"
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      },
      "type" : "array",
      "exampleValue" : ""
    },
    "enableNativeNonce" : {
      "title" : "Enable Native Nonce",
      "description" : "When enabled, the Identity Provider Native SDK MUST include a nonce Claim in the ID 
Token with the Claim value being the nonce value sent in the Authentication Request. Enabled by default.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    },
    "requestObjectAudience" : {
      "title" : "Request Object Audience",
      "description" : "The intended audience of the request object. If unspecified, the issuer value will be 
used.",
      "propertyOrder" : 1410,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
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    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "The Issuer of OIDC ID Tokens.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://accounts.google.com"
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
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provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://accounts.google.com/o/oauth2/v2/auth"
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://www.googleapis.com/oauth2/v3/userinfo"
    },
    "encryptJwtRequestParameter" : {
      "title" : "Encrypt Request Parameter JWT",
      "description" : "Enable the option to send an encrypted request parameter JWT.",
      "propertyOrder" : 1130,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
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      "exampleValue" : "https://www.googleapis.com/oauth2/v4/token"
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "openid, profile, email"
    },
    "encryptedIdTokens" : {
      "title" : "OP Encrypts ID Tokens",
      "description" : "Whether the OP encrypts ID Tokens. Will determine which resolver to use.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ClientConfigurationForGoogle --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ClientConfigurationForGoogle --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ClientConfigurationForGoogle --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ClientConfigurationForGoogle --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ClientConfigurationForGoogle --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ClientConfigurationForGoogle --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ClientConfigurationForGoogle --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "wellKnownEndpoint" : {
      "title" : "Well Known Endpoint",
      "description" : "The endpoint for retrieving a list of OAuth/OIDC endpoints.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://accounts.google.com/.well-known/openid-configuration"
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "claims" : {
      "title" : "Claims",
      "description" : "Claims on request object in JSON format. Must conform to the claims request parameter 
definition in the OpenID Connect specification section 5.5.",
      "propertyOrder" : 1810,
      "required" : true,
      "type" : "string",
      "format" : "textarea",
      "exampleValue" : ""
    },
    "userInfoResponseType" : {
      "title" : "User Info Response Format",
      "description" : "The expected format of UserInfo responses. Dictates how AM will process the response. 
The expected format must match the actual format.",
      "propertyOrder" : 1710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtRequestParameterOption" : {
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      "title" : "Request Parameter JWT Option",
      "description" : "Choose how Request Parameter JWTs will be sent to the OIDC Provider. Choose REFERENCE 
for OpenID Connect Request Parameter JWTs to be passed by reference. Choose VALUE for OpenID Connect Request 
Parameter JWTs to be passed as single, self-contained parameters.Choose NONE to specify that Request Parameter 
JWTs are not used.",
      "propertyOrder" : 1125,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "acrValues" : {
      "title" : "ACR Values",
      "description" : "Space-separated string that specifies the acr values that the Authorization Server is 
being requested to use for processing this Authentication Request, with the values appearing in order of 
preference.",
      "propertyOrder" : 1150,
      "required" : true,
      "items" : {
        "type" : "string"
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      },
      "type" : "array",
      "exampleValue" : ""
    },
    "enableNativeNonce" : {
      "title" : "Enable Native Nonce",
      "description" : "When enabled, the Identity Provider Native SDK MUST include a nonce Claim in the ID 
Token with the Claim value being the nonce value sent in the Authentication Request. Enabled by default.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    },
    "requestObjectAudience" : {
      "title" : "Request Object Audience",
      "description" : "The intended audience of the request object. If unspecified, the issuer value will be 
used.",
      "propertyOrder" : 1410,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
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    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "The Issuer of OIDC ID Tokens.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://accounts.google.com"
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
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provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://accounts.google.com/o/oauth2/v2/auth"
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://www.googleapis.com/oauth2/v3/userinfo"
    },
    "encryptJwtRequestParameter" : {
      "title" : "Encrypt Request Parameter JWT",
      "description" : "Enable the option to send an encrypted request parameter JWT.",
      "propertyOrder" : 1130,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
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      "exampleValue" : "https://www.googleapis.com/oauth2/v4/token"
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "openid, profile, email"
    },
    "encryptedIdTokens" : {
      "title" : "OP Encrypts ID Tokens",
      "description" : "Whether the OP encrypts ID Tokens. Will determine which resolver to use.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

ClientConfigurationForInstagram

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/instagramConfig

Resource version: 1.0

create

Usage

am> create ClientConfigurationForInstagram --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
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      "type" : "array",
      "exampleValue" : "user_profile"
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "id"
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.instagram.com/me?fields=id,username"
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.instagram.com/debug_token"
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
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    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.instagram.com/oauth/authorize/"
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
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      },
      "type" : "object",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.instagram.com/oauth/access_token"
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ClientConfigurationForInstagram --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ClientConfigurationForInstagram --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ClientConfigurationForInstagram --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ClientConfigurationForInstagram --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ClientConfigurationForInstagram --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ClientConfigurationForInstagram --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ClientConfigurationForInstagram --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1789



      "type" : "array",
      "exampleValue" : "user_profile"
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "id"
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.instagram.com/me?fields=id,username"
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.instagram.com/debug_token"
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
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    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.instagram.com/oauth/authorize/"
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
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      },
      "type" : "object",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.instagram.com/oauth/access_token"
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

ClientConfigurationForItsme

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/itsmeConfig

Resource version: 1.0

create

Usage

am> create ClientConfigurationForItsme --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "issuer" : {
      "title" : "Issuer",
      "description" : "The Issuer of OIDC ID Tokens.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2"
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enableNativeNonce" : {
      "title" : "Enable Native Nonce",
      "description" : "When enabled, the Identity Provider Native SDK MUST include a nonce Claim in the ID 
Token with the Claim value being the nonce value sent in the Authentication Request. Enabled by default.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/jwkSet"
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
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refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "encryptJwtRequestParameter" : {
      "title" : "Encrypt Request Parameter JWT",
      "description" : "Enable the option to send an encrypted request parameter JWT.",
      "propertyOrder" : 1130,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/authorization"
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "wellKnownEndpoint" : {
      "title" : "Well Known Endpoint",
      "description" : "The endpoint for retrieving a list of OAuth/OIDC endpoints.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/.well-known/openid-configuration"
    },
    "userInfoResponseType" : {
      "title" : "User Info Response Format",
      "description" : "The expected format of UserInfo responses. Dictates how AM will process the response. 
The expected format must match the actual format.",
      "propertyOrder" : 1710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
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      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "acrValues" : {
      "title" : "ACR Values",
      "description" : "Space-separated string that specifies the acr values that the Authorization Server is 
being requested to use for processing this Authentication Request, with the values appearing in order of 
preference.",
      "propertyOrder" : 1150,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
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      "type" : "string",
      "exampleValue" : "sub"
    },
    "jwtRequestParameterOption" : {
      "title" : "Request Parameter JWT Option",
      "description" : "Choose how Request Parameter JWTs will be sent to the OIDC Provider. Choose REFERENCE 
for OpenID Connect Request Parameter JWTs to be passed by reference. Choose VALUE for OpenID Connect Request 
Parameter JWTs to be passed as single, self-contained parameters.Choose NONE to specify that Request Parameter 
JWTs are not used.",
      "propertyOrder" : 1125,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/userinfo"
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "encryptedIdTokens" : {
      "title" : "OP Encrypts ID Tokens",
      "description" : "Whether the OP encrypts ID Tokens. Will determine which resolver to use.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "claims" : {
      "title" : "Claims",
      "description" : "Claims on request object in JSON format. Must conform to the claims request parameter 
definition in the OpenID Connect specification section 5.5.",
      "propertyOrder" : 1810,
      "required" : true,
      "type" : "string",
      "format" : "textarea",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1797



      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/token"
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "requestObjectAudience" : {
      "title" : "Request Object Audience",
      "description" : "The intended audience of the request object. If unspecified, the issuer value will be 
used.",
      "propertyOrder" : 1410,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/authorization"
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
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      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "openid, profile, email"
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ClientConfigurationForItsme --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ClientConfigurationForItsme --realm Realm --actionName getAllTypes

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1799



getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ClientConfigurationForItsme --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ClientConfigurationForItsme --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ClientConfigurationForItsme --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ClientConfigurationForItsme --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ClientConfigurationForItsme --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "issuer" : {
      "title" : "Issuer",
      "description" : "The Issuer of OIDC ID Tokens.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2"
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enableNativeNonce" : {
      "title" : "Enable Native Nonce",
      "description" : "When enabled, the Identity Provider Native SDK MUST include a nonce Claim in the ID 
Token with the Claim value being the nonce value sent in the Authentication Request. Enabled by default.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/jwkSet"
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
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refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "encryptJwtRequestParameter" : {
      "title" : "Encrypt Request Parameter JWT",
      "description" : "Enable the option to send an encrypted request parameter JWT.",
      "propertyOrder" : 1130,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/authorization"
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "wellKnownEndpoint" : {
      "title" : "Well Known Endpoint",
      "description" : "The endpoint for retrieving a list of OAuth/OIDC endpoints.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/.well-known/openid-configuration"
    },
    "userInfoResponseType" : {
      "title" : "User Info Response Format",
      "description" : "The expected format of UserInfo responses. Dictates how AM will process the response. 
The expected format must match the actual format.",
      "propertyOrder" : 1710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
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      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "acrValues" : {
      "title" : "ACR Values",
      "description" : "Space-separated string that specifies the acr values that the Authorization Server is 
being requested to use for processing this Authentication Request, with the values appearing in order of 
preference.",
      "propertyOrder" : 1150,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
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      "type" : "string",
      "exampleValue" : "sub"
    },
    "jwtRequestParameterOption" : {
      "title" : "Request Parameter JWT Option",
      "description" : "Choose how Request Parameter JWTs will be sent to the OIDC Provider. Choose REFERENCE 
for OpenID Connect Request Parameter JWTs to be passed by reference. Choose VALUE for OpenID Connect Request 
Parameter JWTs to be passed as single, self-contained parameters.Choose NONE to specify that Request Parameter 
JWTs are not used.",
      "propertyOrder" : 1125,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/userinfo"
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "encryptedIdTokens" : {
      "title" : "OP Encrypts ID Tokens",
      "description" : "Whether the OP encrypts ID Tokens. Will determine which resolver to use.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "claims" : {
      "title" : "Claims",
      "description" : "Claims on request object in JSON format. Must conform to the claims request parameter 
definition in the OpenID Connect specification section 5.5.",
      "propertyOrder" : 1810,
      "required" : true,
      "type" : "string",
      "format" : "textarea",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1805



      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/token"
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "requestObjectAudience" : {
      "title" : "Request Object Audience",
      "description" : "The intended audience of the request object. If unspecified, the issuer value will be 
used.",
      "propertyOrder" : 1410,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://idp.prd.itsme.services/v2/authorization"
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
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      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "openid, profile, email"
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

ClientConfigurationForMicrosoft

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/microsoftConfig

Resource version: 1.0

create

Usage

am> create ClientConfigurationForMicrosoft --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

1808 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
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      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.microsoftonline.com/common/oauth2/v2.0/token"
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "User.Read"
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
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          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.microsoftonline.com/common/oauth2/v2.0/authorize"
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
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      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.microsoft.com/v1.0/me"
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "id"
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
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      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ClientConfigurationForMicrosoft --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ClientConfigurationForMicrosoft --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ClientConfigurationForMicrosoft --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ClientConfigurationForMicrosoft --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ClientConfigurationForMicrosoft --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ClientConfigurationForMicrosoft --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ClientConfigurationForMicrosoft --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
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      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.microsoftonline.com/common/oauth2/v2.0/token"
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "User.Read"
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
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          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.microsoftonline.com/common/oauth2/v2.0/authorize"
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
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      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.microsoft.com/v1.0/me"
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "id"
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
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      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

ClientConfigurationForSalesforce

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/salesforceConfig

Resource version: 1.0

create

Usage

am> create ClientConfigurationForSalesforce --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.salesforce.com/services/oauth2/authorize"
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
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      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "id, api, web"
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.salesforce.com/services/oauth2/token"
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
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    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.salesforce.com/services/oauth2/introspect"
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.salesforce.com/services/oauth2/userinfo"
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
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      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "user_id"
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ClientConfigurationForSalesforce --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ClientConfigurationForSalesforce --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ClientConfigurationForSalesforce --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ClientConfigurationForSalesforce --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ClientConfigurationForSalesforce --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ClientConfigurationForSalesforce --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ClientConfigurationForSalesforce --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.salesforce.com/services/oauth2/authorize"
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
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      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "id, api, web"
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.salesforce.com/services/oauth2/token"
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
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    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.salesforce.com/services/oauth2/introspect"
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.salesforce.com/services/oauth2/userinfo"
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
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      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "user_id"
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

ClientConfigurationForWordpress

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/wordpressConfig

Resource version: 1.0

create

Usage

am> create ClientConfigurationForWordpress --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
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certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://public-api.wordpress.com/rest/v1.1/me/"
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://public-api.wordpress.com/oauth2/token"
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "username"
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "auth"
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
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      "type" : "string",
      "exampleValue" : "https://public-api.wordpress.com/oauth2/authorize"
    }
  }
}

delete

Usage

am> delete ClientConfigurationForWordpress --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ClientConfigurationForWordpress --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ClientConfigurationForWordpress --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ClientConfigurationForWordpress --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ClientConfigurationForWordpress --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ClientConfigurationForWordpress --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ClientConfigurationForWordpress --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
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certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://public-api.wordpress.com/rest/v1.1/me/"
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://public-api.wordpress.com/oauth2/token"
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "username"
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "auth"
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
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      "type" : "string",
      "exampleValue" : "https://public-api.wordpress.com/oauth2/authorize"
    }
  }
}

ClientConfigurationForYahoo

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/yahooConfig

Resource version: 1.0

create

Usage

am> create ClientConfigurationForYahoo --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "requestObjectAudience" : {
      "title" : "Request Object Audience",
      "description" : "The intended audience of the request object. If unspecified, the issuer value will be 
used.",
      "propertyOrder" : 1410,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.login.yahoo.com/oauth2/request_auth"
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
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    },
    "claims" : {
      "title" : "Claims",
      "description" : "Claims on request object in JSON format. Must conform to the claims request parameter 
definition in the OpenID Connect specification section 5.5.",
      "propertyOrder" : 1810,
      "required" : true,
      "type" : "string",
      "format" : "textarea",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtRequestParameterOption" : {
      "title" : "Request Parameter JWT Option",
      "description" : "Choose how Request Parameter JWTs will be sent to the OIDC Provider. Choose REFERENCE 
for OpenID Connect Request Parameter JWTs to be passed by reference. Choose VALUE for OpenID Connect Request 
Parameter JWTs to be passed as single, self-contained parameters.Choose NONE to specify that Request Parameter 
JWTs are not used.",
      "propertyOrder" : 1125,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "encryptJwtRequestParameter" : {
      "title" : "Encrypt Request Parameter JWT",
      "description" : "Enable the option to send an encrypted request parameter JWT.",
      "propertyOrder" : 1130,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "The Issuer of OIDC ID Tokens.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.login.yahoo.com"
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
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      },
      "type" : "object",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.login.yahoo.com/oauth2/get_token"
    },
    "userInfoResponseType" : {
      "title" : "User Info Response Format",
      "description" : "The expected format of UserInfo responses. Dictates how AM will process the response. 
The expected format must match the actual format.",
      "propertyOrder" : 1710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "wellKnownEndpoint" : {
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      "title" : "Well Known Endpoint",
      "description" : "The endpoint for retrieving a list of OAuth/OIDC endpoints.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.login.yahoo.com/.well-known/openid-configuration"
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "acrValues" : {
      "title" : "ACR Values",
      "description" : "Space-separated string that specifies the acr values that the Authorization Server is 
being requested to use for processing this Authentication Request, with the values appearing in order of 
preference.",
      "propertyOrder" : 1150,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enableNativeNonce" : {
      "title" : "Enable Native Nonce",
      "description" : "When enabled, the Identity Provider Native SDK MUST include a nonce Claim in the ID 
Token with the Claim value being the nonce value sent in the Authentication Request. Enabled by default.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
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      "type" : "array",
      "exampleValue" : ""
    },
    "encryptedIdTokens" : {
      "title" : "OP Encrypts ID Tokens",
      "description" : "Whether the OP encrypts ID Tokens. Will determine which resolver to use.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "openid, sdpp-w"
    }
  }
}

delete

Usage

am> delete ClientConfigurationForYahoo --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ClientConfigurationForYahoo --realm Realm --actionName getAllTypes

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1847



getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ClientConfigurationForYahoo --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ClientConfigurationForYahoo --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ClientConfigurationForYahoo --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ClientConfigurationForYahoo --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ClientConfigurationForYahoo --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "requestObjectAudience" : {
      "title" : "Request Object Audience",
      "description" : "The intended audience of the request object. If unspecified, the issuer value will be 
used.",
      "propertyOrder" : 1410,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.login.yahoo.com/oauth2/request_auth"
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
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    },
    "claims" : {
      "title" : "Claims",
      "description" : "Claims on request object in JSON format. Must conform to the claims request parameter 
definition in the OpenID Connect specification section 5.5.",
      "propertyOrder" : 1810,
      "required" : true,
      "type" : "string",
      "format" : "textarea",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtRequestParameterOption" : {
      "title" : "Request Parameter JWT Option",
      "description" : "Choose how Request Parameter JWTs will be sent to the OIDC Provider. Choose REFERENCE 
for OpenID Connect Request Parameter JWTs to be passed by reference. Choose VALUE for OpenID Connect Request 
Parameter JWTs to be passed as single, self-contained parameters.Choose NONE to specify that Request Parameter 
JWTs are not used.",
      "propertyOrder" : 1125,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "encryptJwtRequestParameter" : {
      "title" : "Encrypt Request Parameter JWT",
      "description" : "Enable the option to send an encrypted request parameter JWT.",
      "propertyOrder" : 1130,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "The Issuer of OIDC ID Tokens.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.login.yahoo.com"
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
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      },
      "type" : "object",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.login.yahoo.com/oauth2/get_token"
    },
    "userInfoResponseType" : {
      "title" : "User Info Response Format",
      "description" : "The expected format of UserInfo responses. Dictates how AM will process the response. 
The expected format must match the actual format.",
      "propertyOrder" : 1710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "wellKnownEndpoint" : {
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      "title" : "Well Known Endpoint",
      "description" : "The endpoint for retrieving a list of OAuth/OIDC endpoints.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.login.yahoo.com/.well-known/openid-configuration"
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "acrValues" : {
      "title" : "ACR Values",
      "description" : "Space-separated string that specifies the acr values that the Authorization Server is 
being requested to use for processing this Authentication Request, with the values appearing in order of 
preference.",
      "propertyOrder" : 1150,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enableNativeNonce" : {
      "title" : "Enable Native Nonce",
      "description" : "When enabled, the Identity Provider Native SDK MUST include a nonce Claim in the ID 
Token with the Claim value being the nonce value sent in the Authentication Request. Enabled by default.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
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      "type" : "array",
      "exampleValue" : ""
    },
    "encryptedIdTokens" : {
      "title" : "OP Encrypts ID Tokens",
      "description" : "Whether the OP encrypts ID Tokens. Will determine which resolver to use.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "openid, sdpp-w"
    }
  }
}

CombinedMFARegistration

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/CombinedMultiFactorRegistrationNode

Resource version: 1.0

create

Usage

am> create CombinedMFARegistration --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "imgUrl" : {
      "title" : "Logo Image URL",
      "description" : "The location of an image to download and display as the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 40,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "A value that appears as an identifier on the user's device. Common choices are a 
company name, a website, or an AM realm.",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "truncationOffset" : {
      "title" : "HOTP Truncation Offset",
      "description" : "This is an option used by the HOTP algorithm that not all devices support. This should 
be left default unless you know your device uses an offset.",
      "propertyOrder" : 140,
      "type" : "integer",
      "exampleValue" : ""
    },
    "policiesJson" : {
      "title" : "JSON Authenticator Policies",
      "description" : "The Authenticator Policies in a JSON format containing the rules to be applied to 
Authenticator app. For more details consult the SDK documentation. Example: {\"biometricAvailable\": { },
\"deviceTampering\": {\"score\": 0.8}}",
      "propertyOrder" : 150,
      "type" : "string",
      "exampleValue" : ""
    },
    "totpHashAlgorithm" : {
      "title" : "TOTP Hash Algorithm",
      "description" : "The Hmac hash algorithm to be used on generating the OTP codes.",
      "propertyOrder" : 120,
      "type" : "string",
      "exampleValue" : ""
    },
    "minSharedSecretLength" : {
      "title" : "Minimum Secret Key Length",
      "description" : "Minimum number of hexadecimal characters allowed for the Secret Key.",
      "propertyOrder" : 90,
      "type" : "integer",
      "exampleValue" : ""
    },
    "scanQRCodeMessage" : {
      "title" : "QR code message",
      "description" : "The message with instructions to scan the QR code for registering the device.",
      "propertyOrder" : 60,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
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      "exampleValue" : ""
    },
    "generateRecoveryCodes" : {
      "title" : "Generate Recovery Codes",
      "description" : "If enabled, the success outcome's transient state will contain a set of recovery codes. 
If this success outcome is passed into a Recovery Code Display Node, these codes will be presented to the 
user. A user may use recovery codes to bypass the Push authentication node in the event they have lost their 
authenticator.",
      "propertyOrder" : 50,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "algorithm" : {
      "title" : "OATH Algorithm",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Registration Response Timeout",
      "description" : "The period of time (in seconds) to wait for a response to the registration QR code. If 
no response is received during this time the QR code times out and the registration process fails.",
      "propertyOrder" : 70,
      "type" : "integer",
      "exampleValue" : ""
    },
    "totpTimeInterval" : {
      "title" : "TOTP Time Step Interval",
      "description" : "This is the time interval that one OTP is valid for. For example, if the time step is 
30 seconds, then a new OTP will be generated every 30 seconds. This makes a single OTP valid for only 30 
seconds.",
      "propertyOrder" : 110,
      "type" : "integer",
      "exampleValue" : ""
    },
    "addChecksum" : {
      "title" : "HOTP Checksum Digit",
      "description" : "This adds a digit to the end of the OTP generated to be used as a checksum to verify 
the OTP was generated correctly. This is in addition to the actual password length. You should only set this 
if your device supports it.",
      "propertyOrder" : 130,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "bgColor" : {
      "title" : "Background Color",
      "description" : "The background color in hex notation to display behind the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 30,
      "type" : "string",
      "exampleValue" : ""
    },
    "accountName" : {
      "title" : "Account Name",
      "description" : "This field allows selection of the user attribute to be used as the user's Account 
Name. It is used when the user's Push account is stored in the device. If left blank or the selected attribute 
is empty on user's profile, the account name will be set to the user's username.",
      "propertyOrder" : 20,
      "type" : "string",
      "exampleValue" : ""
    },
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    "passwordLength" : {
      "title" : "One Time Password Length",
      "description" : "The length of the generated OTP in digits, must be at least 6 and compatible with the 
hardware/software OTP generators you expect your end-users to use. For example, Google and ForgeRock 
authenticators support values of 6 and 8.",
      "propertyOrder" : 80,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "imgUrl", "issuer", "truncationOffset", "policiesJson", "totpHashAlgorithm", 
"minSharedSecretLength", "scanQRCodeMessage", "generateRecoveryCodes", "algorithm", "timeout", 
"totpTimeInterval", "addChecksum", "bgColor", "accountName", "passwordLength" ]
}

delete

Usage

am> delete CombinedMFARegistration --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CombinedMFARegistration --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CombinedMFARegistration --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action CombinedMFARegistration --realm Realm --body body --actionName listOutcomes
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Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action CombinedMFARegistration --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CombinedMFARegistration --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read CombinedMFARegistration --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update CombinedMFARegistration --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "imgUrl" : {
      "title" : "Logo Image URL",
      "description" : "The location of an image to download and display as the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 40,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "A value that appears as an identifier on the user's device. Common choices are a 
company name, a website, or an AM realm.",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "truncationOffset" : {
      "title" : "HOTP Truncation Offset",
      "description" : "This is an option used by the HOTP algorithm that not all devices support. This should 
be left default unless you know your device uses an offset.",
      "propertyOrder" : 140,
      "type" : "integer",
      "exampleValue" : ""
    },
    "policiesJson" : {
      "title" : "JSON Authenticator Policies",
      "description" : "The Authenticator Policies in a JSON format containing the rules to be applied to 
Authenticator app. For more details consult the SDK documentation. Example: {\"biometricAvailable\": { },
\"deviceTampering\": {\"score\": 0.8}}",
      "propertyOrder" : 150,
      "type" : "string",
      "exampleValue" : ""
    },
    "totpHashAlgorithm" : {
      "title" : "TOTP Hash Algorithm",
      "description" : "The Hmac hash algorithm to be used on generating the OTP codes.",
      "propertyOrder" : 120,
      "type" : "string",
      "exampleValue" : ""
    },
    "minSharedSecretLength" : {
      "title" : "Minimum Secret Key Length",
      "description" : "Minimum number of hexadecimal characters allowed for the Secret Key.",
      "propertyOrder" : 90,
      "type" : "integer",
      "exampleValue" : ""
    },
    "scanQRCodeMessage" : {
      "title" : "QR code message",
      "description" : "The message with instructions to scan the QR code for registering the device.",
      "propertyOrder" : 60,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
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      "exampleValue" : ""
    },
    "generateRecoveryCodes" : {
      "title" : "Generate Recovery Codes",
      "description" : "If enabled, the success outcome's transient state will contain a set of recovery codes. 
If this success outcome is passed into a Recovery Code Display Node, these codes will be presented to the 
user. A user may use recovery codes to bypass the Push authentication node in the event they have lost their 
authenticator.",
      "propertyOrder" : 50,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "algorithm" : {
      "title" : "OATH Algorithm",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Registration Response Timeout",
      "description" : "The period of time (in seconds) to wait for a response to the registration QR code. If 
no response is received during this time the QR code times out and the registration process fails.",
      "propertyOrder" : 70,
      "type" : "integer",
      "exampleValue" : ""
    },
    "totpTimeInterval" : {
      "title" : "TOTP Time Step Interval",
      "description" : "This is the time interval that one OTP is valid for. For example, if the time step is 
30 seconds, then a new OTP will be generated every 30 seconds. This makes a single OTP valid for only 30 
seconds.",
      "propertyOrder" : 110,
      "type" : "integer",
      "exampleValue" : ""
    },
    "addChecksum" : {
      "title" : "HOTP Checksum Digit",
      "description" : "This adds a digit to the end of the OTP generated to be used as a checksum to verify 
the OTP was generated correctly. This is in addition to the actual password length. You should only set this 
if your device supports it.",
      "propertyOrder" : 130,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "bgColor" : {
      "title" : "Background Color",
      "description" : "The background color in hex notation to display behind the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 30,
      "type" : "string",
      "exampleValue" : ""
    },
    "accountName" : {
      "title" : "Account Name",
      "description" : "This field allows selection of the user attribute to be used as the user's Account 
Name. It is used when the user's Push account is stored in the device. If left blank or the selected attribute 
is empty on user's profile, the account name will be set to the user's username.",
      "propertyOrder" : 20,
      "type" : "string",
      "exampleValue" : ""
    },
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    "passwordLength" : {
      "title" : "One Time Password Length",
      "description" : "The length of the generated OTP in digits, must be at least 6 and compatible with the 
hardware/software OTP generators you expect your end-users to use. For example, Google and ForgeRock 
authenticators support values of 6 and 8.",
      "propertyOrder" : 80,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "imgUrl", "issuer", "truncationOffset", "policiesJson", "totpHashAlgorithm", 
"minSharedSecretLength", "scanQRCodeMessage", "generateRecoveryCodes", "algorithm", "timeout", 
"totpTimeInterval", "addChecksum", "bgColor", "accountName", "passwordLength" ]
}

CommonFederationConfiguration

Global Operations

Resource path:

/global-config/services/federation/common

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CommonFederationConfiguration --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CommonFederationConfiguration --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action CommonFederationConfiguration --global --actionName nextdescendents
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read

Usage

am> read CommonFederationConfiguration --global

update

Usage

am> update CommonFederationConfiguration --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "implementationClasses" : {
      "type" : "object",
      "title" : "Implementation Classes",
      "propertyOrder" : 1,
      "properties" : {
        "rootUrlProviderClass" : {
          "title" : "Root URL provider SPI implementation class",
          "description" : "The Federation system uses this class to get the root URL of the AM 
deployment.<br><br>The default implementation uses the Root URL APIs to access the OpenAM instance root url. A 
custom implementation must implement the 
<code>org.forgerock.openam.federation.plugin.rooturl.RootUrlProvider</code> interface.",
          "propertyOrder" : 105,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "passwordDecoderClass" : {
          "title" : "PasswordDecoder SPI implementation class",
          "description" : "The Federation system uses this class to decode password encoded by 
OpenAM.<br><br>The default implementation uses the internal OpenAM decryption API to decode passwords. A 
custom implementation must implement the <code>com.sun.identity.saml.xmlsig.PasswordDecoder</code> 
interface.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "configurationClass" : {
          "title" : "ConfigurationInstance SPI implementation class",
          "description" : "The Federation system uses this class to fetch service configuration.<br><br>The 
default implementation uses the SMS APIs to access service configuration. A custom implementation must 
implement the <code>com.sun.identity.plugin.configuration.ConfigurationInstance</code> interface.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "loggerClass" : {
          "title" : "Logger SPI implementation class",
          "description" : "The Federation system uses this class to record log entries.<br><br>The default 
implementation uses the Logging APIs to record log entries. A custom implementation must implement the 
<code>com.sun.identity.plugin.log.Logger</code> interface.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sessionProviderClass" : {
          "title" : "SessionProvider SPI implementation class",
          "description" : "The Federation system uses this class to interface with the session 
service.<br><br>The default implementation uses the standard authentication and SSO APIs to access the session 
service. A custom implementation must implement the <code>com.sun.identity.plugin.session.SessionProvider</
code> interface.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "signatureProviderClass" : {
          "title" : "SignatureProvider SPI implementation class",
          "description" : "The Federation system uses this class to digitally sign SAML documents.<br><br>The 
default implementation uses the XERCES APIs to sign the documents. A custom implementation must implement the 
<code>com.sun.identity.saml.xmlsig.SignatureProvider</code> interface.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "datastoreClass" : {
          "title" : "Datastore SPI implementation class",
          "description" : "The Federation system uses this class to get/set user profile 
attributes.<br><br>The default implementation uses the Identity repository APIs to access user profile 
attributes. A custom implementation must implement the 
<code>com.sun.identity.plugin.datastore.DataStoreProvider</code> interface.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "keyProviderClass" : {
          "title" : "KeyProvider SPI implementation class",
          "description" : "The Federation system uses this class to provide access to the underlying Java 
keystore.<br><br>The default implementation uses the Java Cryptographic Engine to provide access to the Java 
keystore. A custom implementation must implement the <code>com.sun.identity.saml.xmlsig.KeyProvider</code> 
interface.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "algorithms" : {
      "type" : "object",
      "title" : "Algorithms",
      "propertyOrder" : 2,
      "properties" : {
        "canonicalizationAlgorithm" : {
          "title" : "XML canonicalization algorithm",
          "description" : "The algorithm used to canonicalize XML documents.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "QuerySignatureAlgorithmDSA" : {
          "title" : "Query String signature algorithm (DSA)",
          "description" : "The default signature algorithm to use in case of DSA keys.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "QuerySignatureAlgorithmEC" : {
          "title" : "Query String signature algorithm (EC)",
          "description" : "The default signature algorithm to use in case of EC keys.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "maskGenerationFunction" : {
          "title" : "Mask Generation Function Algorithm",
          "description" : "Which MGF algorithm to use when encrypting the symmetric encryption key using RSA 
OAEP algorithm.",
          "propertyOrder" : 1650,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "QuerySignatureAlgorithmRSA" : {
          "title" : "Query String signature algorithm (RSA)",
          "description" : "The default signature algorithm to use in case of RSA keys.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "signatureAlgorithm" : {
          "title" : "XML signature algorithm",
          "description" : "The algorithm used to sign XML documents.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "DigestAlgorithm" : {
          "title" : "XML digest algorithm",
          "description" : "The default digest algorithm to use in signing XML.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rsaKeyTransportAlgorithm" : {
          "title" : "RSA Key Transport Algorithm",
          "description" : "",
          "propertyOrder" : 1750,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "aesKeyWrapAlgorithm" : {
          "title" : "AES Key Wrap Algorithm",
          "description" : "Which AES key wrap algorithm to use when the remote entity provider does not 
specify which key wrap algorithm it supports.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "transformationAlgorithm" : {
          "title" : "XML transformation algorithm",
          "description" : "The algorithm used to transform XML documents.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
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    "generalConfig" : {
      "type" : "object",
      "title" : "General Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "maxContentLength" : {
          "title" : "Maximum allowed content length",
          "description" : "The maximum content length allowed in federation communications, in bytes.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "samlErrorPageUrl" : {
          "title" : "SAML Error Page URL",
          "description" : "OpenAM redirects users here when an error occurs in the SAML2 engine.<br><br>Both 
relative and absolute URLs are supported. Users are redirected to an absolute URL using the configured HTTP 
Binding whereas relative URLs are displayed within the request.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "samlErrorPageHttpBinding" : {
          "title" : "SAML Error Page HTTP Binding",
          "description" : "The possible values are HTTP-Redirect or HTTP-POST.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "certificateChecking" : {
          "title" : "Check presence of certificates",
          "description" : "Enable checking of certificates against local copy<br><br>Whether to verify that 
the partner's signing certificate included in the Federation XML document is the same as the one stored in the 
said partner's meta data.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "montoring" : {
      "type" : "object",
      "title" : "Monitoring",
      "propertyOrder" : 3,
      "properties" : {
        "monitoringAgentClass" : {
          "title" : "Monitoring Agent Provider Class",
          "description" : "The Federation system uses this class to gain access to the monitoring 
system.<br><br>The default implementation uses the built-in OpenAM monitoring system. A custom implementation 
must implement the <code>com.sun.identity.plugin.monitoring.FedMonAgent</code> interface.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "monitoringSaml2Class" : {
          "title" : "Monitoring Provider Class for SAML2",
          "description" : "The SAML2 engine uses this class to gain access to the monitoring 
system.<br><br>The default implementation uses the built-in OpenAM monitoring system. A custom implementation 
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must implement the <code>com.sun.identity.plugin.monitoring.FedMonSAML2Svc</code> interface.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

ConditionTypes

Realm Operations

Service for querying and reading the environment condition types stored in OpenAM. Environment condition types describe the
JSON representation of environment conditions that you can use in policy definitions

Resource path:

/conditiontypes

Resource version: 1.0

query

Query the list of environment condition types

Usage

am> query ConditionTypes --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

read

Read an individual environment condition type by providing the unique identifier title

Usage

am> read ConditionTypes --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

ConfigurationProvider

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/ConfigProviderNode

Resource version: 1.0

create

Usage

am> create ConfigurationProvider --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "nodeType" : {
      "title" : "Node Type",
      "description" : "The type of node that this should execute.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "scriptInputs" : {
      "title" : "Script Inputs",
      "description" : "A list of inputs required by the configuration script.",
      "propertyOrder" : 300,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Script",
      "description" : "The configuration provider script to be executed to generate the configuration for the 
node.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "nodeType", "scriptInputs", "script" ]
}

delete

Usage

am> delete ConfigurationProvider --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ConfigurationProvider --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ConfigurationProvider --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action ConfigurationProvider --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ConfigurationProvider --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ConfigurationProvider --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read ConfigurationProvider --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ConfigurationProvider --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "nodeType" : {
      "title" : "Node Type",
      "description" : "The type of node that this should execute.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "scriptInputs" : {
      "title" : "Script Inputs",
      "description" : "A list of inputs required by the configuration script.",
      "propertyOrder" : 300,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Script",
      "description" : "The configuration provider script to be executed to generate the configuration for the 
node.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "nodeType", "scriptInputs", "script" ]
}

ConfigurationVersionService

Global Operations

Resource path:

/global-config/services/ConfigurationVersionService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ConfigurationVersionService --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ConfigurationVersionService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ConfigurationVersionService --global --actionName nextdescendents

read

Usage

am> read ConfigurationVersionService --global

update

Usage

am> update ConfigurationVersionService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "configurationCommit" : {
      "title" : "configurationCommit",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "appliedRuleIds" : {
      "title" : "appliedRuleIds",
      "description" : "",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "configurationVersion" : {
      "title" : "Configuration Version",
      "description" : "AM's configuration version",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

ConsentCollector

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/ConsentNode

Resource version: 1.0

create

Usage

am> create ConsentCollector --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "allRequired" : {
      "title" : "All Mappings Required",
      "description" : "All mappings listed by this node require consent in order to move forward.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Privacy & Consent Message",
      "description" : "Localised message providing the privacy and consent notice.",
      "propertyOrder" : 200,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "allRequired", "message" ]
}

delete

Usage

am> delete ConsentCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action ConsentCollector --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ConsentCollector --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action ConsentCollector --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ConsentCollector --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ConsentCollector --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ConsentCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ConsentCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "allRequired" : {
      "title" : "All Mappings Required",
      "description" : "All mappings listed by this node require consent in order to move forward.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Privacy & Consent Message",
      "description" : "Localised message providing the privacy and consent notice.",
      "propertyOrder" : 200,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "allRequired", "message" ]
}

Contexts

Realm Operations

The contexts endpoint is responsible for providing additional information about a given script context. It provides information
about the available evaluator versions, and the bindings and allowlist for each.

Resource path:

/contexts

Resource version: 1.0

read

Read an individual script context in a realm by specifying the name

Usage

am> read Contexts --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

CookiePresenceDecisionNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/CookiePresenceDecisionNode

Resource version: 1.0

create

Usage

am> create CookiePresenceDecisionNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "cookieName" : {
      "title" : "Name of Cookie",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "cookieName" ]
}

delete

Usage
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am> delete CookiePresenceDecisionNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CookiePresenceDecisionNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CookiePresenceDecisionNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action CookiePresenceDecisionNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action CookiePresenceDecisionNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CookiePresenceDecisionNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read CookiePresenceDecisionNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update CookiePresenceDecisionNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "cookieName" : {
      "title" : "Name of Cookie",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "cookieName" ]
}

CorsConfiguration

Global Operations

Resource path:

/global-config/services/CorsService/configuration

Resource version: 1.0

create

Usage

am> create CorsConfiguration --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "maxAge" : {
      "title" : "Max Age",
      "description" : "The max age (in seconds) for caching, included in the pre-flight response in the header 
Access-Control-Max-Age.",
      "propertyOrder" : 50,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "acceptedHeaders" : {
      "title" : "Accepted Headers",
      "description" : "The set of (non-simple) accepted headers, included in the pre-flight response in the 
header Access-Control-Allow-Headers.",
      "propertyOrder" : 30,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enable the CORS filter",
      "description" : "If disable, no CORS headers will be added to responses.",
      "propertyOrder" : 2,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "allowCredentials" : {
      "title" : "Allow Credentials",
      "description" : "Whether to transmit the Access-Control-Allow-Credentials: true header in the 
response.",
      "propertyOrder" : 60,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "acceptedOrigins" : {
      "title" : "Accepted Origins",
      "description" : "The set of accepted origins.",
      "propertyOrder" : 10,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "exposedHeaders" : {
      "title" : "Exposed Headers",
      "description" : "The set of headers to transmit in the header Access-Control-Expose-Headers.",
      "propertyOrder" : 40,
      "required" : true,
      "items" : {
        "type" : "string"
      },
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      "type" : "array",
      "exampleValue" : ""
    },
    "acceptedMethods" : {
      "title" : "Accepted Methods",
      "description" : "The set of (non-simple) accepted methods, included in the pre-flight response in the 
header Access-Control-Allow-Methods.",
      "propertyOrder" : 20,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete CorsConfiguration --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CorsConfiguration --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CorsConfiguration --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action CorsConfiguration --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CorsConfiguration --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read CorsConfiguration --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update CorsConfiguration --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "maxAge" : {
      "title" : "Max Age",
      "description" : "The max age (in seconds) for caching, included in the pre-flight response in the header 
Access-Control-Max-Age.",
      "propertyOrder" : 50,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "acceptedHeaders" : {
      "title" : "Accepted Headers",
      "description" : "The set of (non-simple) accepted headers, included in the pre-flight response in the 
header Access-Control-Allow-Headers.",
      "propertyOrder" : 30,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enable the CORS filter",
      "description" : "If disable, no CORS headers will be added to responses.",
      "propertyOrder" : 2,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "allowCredentials" : {
      "title" : "Allow Credentials",
      "description" : "Whether to transmit the Access-Control-Allow-Credentials: true header in the 
response.",
      "propertyOrder" : 60,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "acceptedOrigins" : {
      "title" : "Accepted Origins",
      "description" : "The set of accepted origins.",
      "propertyOrder" : 10,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "exposedHeaders" : {
      "title" : "Exposed Headers",
      "description" : "The set of headers to transmit in the header Access-Control-Expose-Headers.",
      "propertyOrder" : 40,
      "required" : true,
      "items" : {
        "type" : "string"
      },
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      "type" : "array",
      "exampleValue" : ""
    },
    "acceptedMethods" : {
      "title" : "Accepted Methods",
      "description" : "The set of (non-simple) accepted methods, included in the pre-flight response in the 
header Access-Control-Allow-Methods.",
      "propertyOrder" : 20,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

CreateObject

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/CreateObjectNode

Resource version: 1.0

create

Usage

am> create CreateObject --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "identityResource" : {
      "title" : "Identity Resource",
      "description" : "The identity resource in IDM that this node will create. This is used to aid node input 
requirement declaration.  Must match identity resource of the current tree.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityResource" ]
}

delete

Usage

am> delete CreateObject --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CreateObject --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CreateObject --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action CreateObject --realm Realm --body body --actionName listOutcomes
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Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action CreateObject --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CreateObject --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read CreateObject --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update CreateObject --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "identityResource" : {
      "title" : "Identity Resource",
      "description" : "The identity resource in IDM that this node will create. This is used to aid node input 
requirement declaration.  Must match identity resource of the current tree.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityResource" ]
}

CreatePassword

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/CreatePasswordNode

Resource version: 1.0

create

Usage

am> create CreatePassword --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "minPasswordLength" : {
      "title" : "minPasswordLength",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "minPasswordLength" ]
}

delete

Usage

am> delete CreatePassword --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action CreatePassword --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action CreatePassword --realm Realm --actionName getCreatableTypes
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listOutcomes

List the available outcomes for the node type.

Usage

am> action CreatePassword --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action CreatePassword --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query CreatePassword --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read CreatePassword --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update CreatePassword --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "minPasswordLength" : {
      "title" : "minPasswordLength",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "minPasswordLength" ]
}

Csv

Realm Operations

Resource path:

/realm-config/services/audit/CSV

Resource version: 1.0

create

Usage
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am> create Csv --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "csvSecurity" : {
      "type" : "object",
      "title" : "Tamper Evident Configuration",
      "propertyOrder" : 6,
      "properties" : {
        "securitySignatureInterval" : {
          "title" : "Signature Interval",
          "description" : "Signature generation interval, in seconds.",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "securityPassword" : {
          "title" : "Certificate Store Password",
          "description" : "Password for Java keystore.",
          "propertyOrder" : 1900,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "securityFilename" : {
          "title" : "Certificate Store Location",
          "description" : "Path to Java keystore.",
          "propertyOrder" : 1800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "securityEnabled" : {
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          "title" : "Is Enabled",
          "description" : "Enables the CSV tamper evident feature.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "csvFileRetention" : {
      "type" : "object",
      "title" : "File Retention",
      "propertyOrder" : 4,
      "properties" : {
        "retentionMaxDiskSpaceToUse" : {
          "title" : "Maximum Disk Space",
          "description" : "The maximum amount of disk space the audit files can occupy, in bytes. A negative 
or zero value indicates this policy is disabled.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMaxNumberOfHistoryFiles" : {
          "title" : "Maximum Number of Historical Files",
          "description" : "Maximum number of backup audit files allowed. A value of <code>-1</code> disables 
pruning of old history files.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMinFreeSpaceRequired" : {
          "title" : "Minimum Free Space Required",
          "description" : "Minimum amount of disk space required, in bytes, on the system where audit files 
are stored. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "csvBuffering" : {
      "type" : "object",
      "title" : "Buffering",
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      "propertyOrder" : 5,
      "properties" : {
        "bufferingAutoFlush" : {
          "title" : "Flush Each Event Immediately",
          "description" : "Performance may be improved by writing all buffered events before flushing.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables buffering.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "csvFileRotation" : {
      "type" : "object",
      "title" : "File Rotation",
      "propertyOrder" : 3,
      "properties" : {
        "rotationInterval" : {
          "title" : "Rotation Interval",
          "description" : "Interval to trigger audit file rotations, in seconds. A negative or zero value 
disables this feature.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationMaxFileSize" : {
          "title" : "Maximum File Size",
          "description" : "Maximum size, in bytes, which an audit file can grow to before rotation is 
triggered. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationFileSuffix" : {
          "title" : "File Rotation Suffix",
          "description" : "Suffix to append to audit files when they are rotated. Suffix should be a 
timestamp.",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationTimes" : {
          "title" : "Rotation Times",
          "description" : "Durations after midnight to trigger file rotation, in seconds.",
          "propertyOrder" : 1100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
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        },
        "rotationEnabled" : {
          "title" : "Rotation Enabled",
          "description" : "Enables and disables audit file rotation.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "rotationFilePrefix" : {
          "title" : "File Rotation Prefix",
          "description" : "Prefix to prepend to audit files when rotating audit files.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "csvConfig" : {
      "type" : "object",
      "title" : "CSV Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "location" : {
          "title" : "Log Directory",
          "description" : "Directory in which to store audit log CSV files.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete Csv --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action Csv --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Csv --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Csv --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Csv --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Csv --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update Csv --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1903



{
  "type" : "object",
  "properties" : {
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "csvSecurity" : {
      "type" : "object",
      "title" : "Tamper Evident Configuration",
      "propertyOrder" : 6,
      "properties" : {
        "securitySignatureInterval" : {
          "title" : "Signature Interval",
          "description" : "Signature generation interval, in seconds.",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "securityPassword" : {
          "title" : "Certificate Store Password",
          "description" : "Password for Java keystore.",
          "propertyOrder" : 1900,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "securityFilename" : {
          "title" : "Certificate Store Location",
          "description" : "Path to Java keystore.",
          "propertyOrder" : 1800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "securityEnabled" : {
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          "title" : "Is Enabled",
          "description" : "Enables the CSV tamper evident feature.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "csvFileRetention" : {
      "type" : "object",
      "title" : "File Retention",
      "propertyOrder" : 4,
      "properties" : {
        "retentionMaxDiskSpaceToUse" : {
          "title" : "Maximum Disk Space",
          "description" : "The maximum amount of disk space the audit files can occupy, in bytes. A negative 
or zero value indicates this policy is disabled.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMaxNumberOfHistoryFiles" : {
          "title" : "Maximum Number of Historical Files",
          "description" : "Maximum number of backup audit files allowed. A value of <code>-1</code> disables 
pruning of old history files.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMinFreeSpaceRequired" : {
          "title" : "Minimum Free Space Required",
          "description" : "Minimum amount of disk space required, in bytes, on the system where audit files 
are stored. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "csvBuffering" : {
      "type" : "object",
      "title" : "Buffering",
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      "propertyOrder" : 5,
      "properties" : {
        "bufferingAutoFlush" : {
          "title" : "Flush Each Event Immediately",
          "description" : "Performance may be improved by writing all buffered events before flushing.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables buffering.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "csvFileRotation" : {
      "type" : "object",
      "title" : "File Rotation",
      "propertyOrder" : 3,
      "properties" : {
        "rotationInterval" : {
          "title" : "Rotation Interval",
          "description" : "Interval to trigger audit file rotations, in seconds. A negative or zero value 
disables this feature.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationMaxFileSize" : {
          "title" : "Maximum File Size",
          "description" : "Maximum size, in bytes, which an audit file can grow to before rotation is 
triggered. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationFileSuffix" : {
          "title" : "File Rotation Suffix",
          "description" : "Suffix to append to audit files when they are rotated. Suffix should be a 
timestamp.",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationTimes" : {
          "title" : "Rotation Times",
          "description" : "Durations after midnight to trigger file rotation, in seconds.",
          "propertyOrder" : 1100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
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        },
        "rotationEnabled" : {
          "title" : "Rotation Enabled",
          "description" : "Enables and disables audit file rotation.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "rotationFilePrefix" : {
          "title" : "File Rotation Prefix",
          "description" : "Prefix to prepend to audit files when rotating audit files.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "csvConfig" : {
      "type" : "object",
      "title" : "CSV Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "location" : {
          "title" : "Log Directory",
          "description" : "Directory in which to store audit log CSV files.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/services/audit/CSV

Resource version: 1.0

create

Usage

am> create Csv --global --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "csvFileRetention" : {
      "type" : "object",
      "title" : "File Retention",
      "propertyOrder" : 4,
      "properties" : {
        "retentionMinFreeSpaceRequired" : {
          "title" : "Minimum Free Space Required",
          "description" : "Minimum amount of disk space required, in bytes, on the system where audit files 
are stored. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMaxDiskSpaceToUse" : {
          "title" : "Maximum Disk Space",
          "description" : "The maximum amount of disk space the audit files can occupy, in bytes. A negative 
or zero value indicates this policy is disabled.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMaxNumberOfHistoryFiles" : {
          "title" : "Maximum Number of Historical Files",
          "description" : "Maximum number of backup audit files allowed. A value of <code>-1</code> disables 
pruning of old history files.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        }
      }
    },
    "csvSecurity" : {
      "type" : "object",
      "title" : "Tamper Evident Configuration",
      "propertyOrder" : 6,
      "properties" : {
        "securityFilename" : {
          "title" : "Certificate Store Location",
          "description" : "Path to Java keystore.",
          "propertyOrder" : 1800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "securityPassword" : {
          "title" : "Certificate Store Password",
          "description" : "Password for Java keystore.",
          "propertyOrder" : 1900,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "securitySignatureInterval" : {
          "title" : "Signature Interval",
          "description" : "Signature generation interval, in seconds.",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "securityEnabled" : {
          "title" : "Is Enabled",
          "description" : "Enables the CSV tamper evident feature.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "csvFileRotation" : {
      "type" : "object",
      "title" : "File Rotation",
      "propertyOrder" : 3,
      "properties" : {
        "rotationInterval" : {
          "title" : "Rotation Interval",
          "description" : "Interval to trigger audit file rotations, in seconds. A negative or zero value 
disables this feature.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationFileSuffix" : {
          "title" : "File Rotation Suffix",
          "description" : "Suffix to append to audit files when they are rotated. Suffix should be a 
timestamp.",
          "propertyOrder" : 900,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationTimes" : {
          "title" : "Rotation Times",
          "description" : "Durations after midnight to trigger file rotation, in seconds.",
          "propertyOrder" : 1100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "rotationEnabled" : {
          "title" : "Rotation Enabled",
          "description" : "Enables and disables audit file rotation.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "rotationFilePrefix" : {
          "title" : "File Rotation Prefix",
          "description" : "Prefix to prepend to audit files when rotating audit files.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationMaxFileSize" : {
          "title" : "Maximum File Size",
          "description" : "Maximum size, in bytes, which an audit file can grow to before rotation is 
triggered. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "csvBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 5,
      "properties" : {
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables buffering.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "bufferingAutoFlush" : {
          "title" : "Flush Each Event Immediately",
          "description" : "Performance may be improved by writing all buffered events before flushing.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1911



        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "csvConfig" : {
      "type" : "object",
      "title" : "CSV Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "location" : {
          "title" : "Log Directory",
          "description" : "Directory in which to store audit log CSV files.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete Csv --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action Csv --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Csv --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Csv --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Csv --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Csv --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update Csv --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "csvFileRetention" : {
      "type" : "object",
      "title" : "File Retention",
      "propertyOrder" : 4,
      "properties" : {
        "retentionMinFreeSpaceRequired" : {
          "title" : "Minimum Free Space Required",
          "description" : "Minimum amount of disk space required, in bytes, on the system where audit files 
are stored. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMaxDiskSpaceToUse" : {
          "title" : "Maximum Disk Space",
          "description" : "The maximum amount of disk space the audit files can occupy, in bytes. A negative 
or zero value indicates this policy is disabled.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMaxNumberOfHistoryFiles" : {
          "title" : "Maximum Number of Historical Files",
          "description" : "Maximum number of backup audit files allowed. A value of <code>-1</code> disables 
pruning of old history files.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        }
      }
    },
    "csvSecurity" : {
      "type" : "object",
      "title" : "Tamper Evident Configuration",
      "propertyOrder" : 6,
      "properties" : {
        "securityFilename" : {
          "title" : "Certificate Store Location",
          "description" : "Path to Java keystore.",
          "propertyOrder" : 1800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "securityPassword" : {
          "title" : "Certificate Store Password",
          "description" : "Password for Java keystore.",
          "propertyOrder" : 1900,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "securitySignatureInterval" : {
          "title" : "Signature Interval",
          "description" : "Signature generation interval, in seconds.",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "securityEnabled" : {
          "title" : "Is Enabled",
          "description" : "Enables the CSV tamper evident feature.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "csvFileRotation" : {
      "type" : "object",
      "title" : "File Rotation",
      "propertyOrder" : 3,
      "properties" : {
        "rotationInterval" : {
          "title" : "Rotation Interval",
          "description" : "Interval to trigger audit file rotations, in seconds. A negative or zero value 
disables this feature.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationFileSuffix" : {
          "title" : "File Rotation Suffix",
          "description" : "Suffix to append to audit files when they are rotated. Suffix should be a 
timestamp.",
          "propertyOrder" : 900,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationTimes" : {
          "title" : "Rotation Times",
          "description" : "Durations after midnight to trigger file rotation, in seconds.",
          "propertyOrder" : 1100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "rotationEnabled" : {
          "title" : "Rotation Enabled",
          "description" : "Enables and disables audit file rotation.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "rotationFilePrefix" : {
          "title" : "File Rotation Prefix",
          "description" : "Prefix to prepend to audit files when rotating audit files.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationMaxFileSize" : {
          "title" : "Maximum File Size",
          "description" : "Maximum size, in bytes, which an audit file can grow to before rotation is 
triggered. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "csvBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 5,
      "properties" : {
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables buffering.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "bufferingAutoFlush" : {
          "title" : "Flush Each Event Immediately",
          "description" : "Performance may be improved by writing all buffered events before flushing.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
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        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "csvConfig" : {
      "type" : "object",
      "title" : "CSV Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "location" : {
          "title" : "Log Directory",
          "description" : "Directory in which to store audit log CSV files.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

CtsDataStoreProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/{serverName}/properties/cts

Resource version: 1.0

read

Usage
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am> read CtsDataStoreProperties --global --serverName serverName

Parameters

--serverName

An object of property key-value pairs

update

Usage

am> update CtsDataStoreProperties --global --serverName serverName --body body

Parameters

--serverName

An object of property key-value pairs

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1919



{
  "type" : "object",
  "properties" : {
    "amconfig.org.forgerock.services.cts.store.common.section" : {
      "title" : "CTS Token Store",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "org.forgerock.services.cts.store.location" : {
          "title" : "Store Mode",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "enum" : [ "default", "external" ],
              "options" : {
                "enum_titles" : [ "Default Token Store", "External Token Store" ]
              },
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.cts.store.root.suffix" : {
          "title" : "Root Suffix",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.cts.store.max.connections" : {
          "title" : "Max Connections",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
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        "org.forgerock.services.cts.store.page.size" : {
          "title" : "Page Size",
          "type" : "object",
          "propertyOrder" : 3,
          "description" : "The number of results per page returned from the underlying datastore. If the 
result set is smaller than the page size, the number of results will never be paginated. If larger, the number 
of pages returned will be <code>result set size / page size</code>. Larger values will result in fewer round 
trips to the datastore when retrieving large result sets. Leave as <code>0</code> to not enable pagination, 
and return all results in a single page.",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.cts.store.vlv.page.size" : {
          "title" : "VLV Page Size",
          "type" : "object",
          "propertyOrder" : 4,
          "description" : "The number of results per page returned from the underlying datastore when using 
VLVs. Larger values will result in fewer round trips to the datastore when retrieving large result sets.",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.org.forgerock.services.cts.store.external.section" : {
      "title" : "External Store Configuration",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "org.forgerock.services.cts.store.ssl.enabled" : {
          "title" : "SSL/TLS Enabled",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.cts.store.mtls.enabled" : {
          "title" : "mTLS Enabled",
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          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set <code>SSL/TLS Enabled</code>. <li>Set a secure port in <code>Connection String(s)</
code>.</li> <li>The values for <code>Login Id</code> and <code>Password</code> are ignored.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.cts.store.starttls.enabled" : {
          "title" : "Start TLS",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "Specifies whether to use StartTLS for the connection.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.cts.store.directory.name" : {
          "title" : "Connection String(s)",
          "type" : "object",
          "propertyOrder" : 3,
          "description" : "An ordered list of connection strings for LDAP directories. Each connection string 
is composed as follows: <code>HOST:PORT[|SERVERID[|SITEID]]</code>, where server and site IDs are optional 
parameters that will prioritize that connection to use from the specified nodes. Multiple connection strings 
should be comma-separated, e.g. <code>host1:389,host2:50389|server1|site1,host3:50389</code>.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.cts.store.loginid" : {
          "title" : "Login Id",
          "type" : "object",
          "propertyOrder" : 4,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.cts.store.password" : {
          "title" : "Password",
          "type" : "object",
          "propertyOrder" : 5,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false,
              "format" : "password"
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.cts.store.heartbeat" : {
          "title" : "Heartbeat",
          "type" : "object",
          "propertyOrder" : 6,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.cts.store.affinity.enabled" : {
          "title" : "Affinity Enabled",
          "type" : "object",
          "propertyOrder" : 7,
          "description" : "Enables affinity based request load balancing when accessing the CTS servers. It is 
imperative that the connection string setting is set to the same value for all OpenAM servers in the 
deployment when this feature is enabled.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    }
  }
}
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Dashboard

Realm Operations

Resource path:

/realm-config/services/dashboard

Resource version: 1.0

create

Usage

am> create Dashboard --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "assignedDashboard" : {
      "title" : "Available Dashboard Apps",
      "description" : "List of application dashboard names available by default for realms with the Dashboard 
service configured.",
      "propertyOrder" : 700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete Dashboard --realm Realm
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Dashboard --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Dashboard --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Dashboard --realm Realm --actionName nextdescendents

read

Usage

am> read Dashboard --realm Realm

update

Usage

am> update Dashboard --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1925



{
  "type" : "object",
  "properties" : {
    "assignedDashboard" : {
      "title" : "Available Dashboard Apps",
      "description" : "List of application dashboard names available by default for realms with the Dashboard 
service configured.",
      "propertyOrder" : 700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/dashboard

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Dashboard --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Dashboard --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Dashboard --global --actionName nextdescendents
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read

Usage

am> read Dashboard --global

update

Usage

am> update Dashboard --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "assignedDashboard" : {
          "title" : "Available Dashboard Apps",
          "description" : "List of application dashboard names available by default for realms with the 
Dashboard service configured.",
          "propertyOrder" : 700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

DashboardInstance

Global Operations

Resource path:
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/global-config/services/dashboard/instances

Resource version: 1.0

create

Usage

am> create DashboardInstance --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "name" : {
      "title" : "Dashboard Name",
      "description" : "The application name as it will appear to the administrator for configuring the 
dashboard.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "className" : {
      "title" : "Dashboard Class Name",
      "description" : "Identifies how to access the application, for example <code>SAML2ApplicationClass</
code> for a SAML v2.0 application.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "icon" : {
      "title" : "Dashboard Icon",
      "description" : "The icon name that will be displayed on the dashboard client identifying the 
application.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "icfIdentifier" : {
      "title" : "ICF Identifier",
      "description" : "",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "login" : {
      "title" : "Dashboard Login",
      "description" : "The URL that takes the user to the application.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "displayName" : {
      "title" : "Dashboard Display Name",
      "description" : "The application name that displays on the dashboard client.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete DashboardInstance --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DashboardInstance --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DashboardInstance --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DashboardInstance --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DashboardInstance --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read DashboardInstance --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DashboardInstance --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "name" : {
      "title" : "Dashboard Name",
      "description" : "The application name as it will appear to the administrator for configuring the 
dashboard.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "className" : {
      "title" : "Dashboard Class Name",
      "description" : "Identifies how to access the application, for example <code>SAML2ApplicationClass</
code> for a SAML v2.0 application.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "icon" : {
      "title" : "Dashboard Icon",
      "description" : "The icon name that will be displayed on the dashboard client identifying the 
application.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "icfIdentifier" : {
      "title" : "ICF Identifier",
      "description" : "",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "login" : {
      "title" : "Dashboard Login",
      "description" : "The URL that takes the user to the application.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "displayName" : {
      "title" : "Dashboard Display Name",
      "description" : "The application name that displays on the dashboard client.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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DashboardUserService

Realm Operations

Resource path:

/users/{user}/services/dashboard

Resource version: 1.0

create

Usage

am> create DashboardUserService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "assignedDashboard" : {
      "title" : "Assigned Dashboard",
      "description" : "",
      "propertyOrder" : 800,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete DashboardUserService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action DashboardUserService --realm Realm --user user --actionName getAllTypes

Parameters

--user

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DashboardUserService --realm Realm --user user --actionName getCreatableTypes

Parameters

--user

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DashboardUserService --realm Realm --user user --actionName nextdescendents

Parameters

--user

=== read

Usage

am> read DashboardUserService --realm Realm

unassignServices

action.unassignServices.description

Usage

am> action DashboardUserService --realm Realm --body body --user user --actionName unassignServices

Parameters
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--body

The resource in JSON format, described by the following JSON schema:

{
  "description" : "i18n:api-descriptor/UserServicesResource#schema.description",
  "type" : "object",
  "title" : "i18n:api-descriptor/UserServicesResource#schema.title",
  "properties" : {
    "serviceNames" : {
      "type" : "array",
      "title" : "i18n:api-descriptor/UserServicesResource#schema.servicename.title",
      "description" : "i18n:api-descriptor/UserServicesResource#schema.servicename.description",
      "items" : {
        "type" : "string"
      }
    }
  }
}

--user

=== update

Usage

am> update DashboardUserService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "assignedDashboard" : {
      "title" : "Assigned Dashboard",
      "description" : "",
      "propertyOrder" : 800,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}
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Dashboards

Realm Operations

The dashboard service is responsible for returning information from the Dashboard. The only supported operation is read.

Resource path:

/dashboard

Resource version: 1.0

read

Read dashboard information

Usage

am> read Dashboards --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

DataStoreDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/DataStoreDecisionNode

Resource version: 1.0

create

Usage

am> create DataStoreDecision --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete DataStoreDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DataStoreDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DataStoreDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action DataStoreDecision --realm Realm --body body --actionName listOutcomes
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Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DataStoreDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DataStoreDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DataStoreDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update DataStoreDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

DataStoreInstance

Global Operations

Resource path:

/global-config/services/DataStoreService/config

Resource version: 1.0

create

Usage

am> create DataStoreInstance --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "bindDN" : {
      "title" : "Bind DN",
      "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "dataStoreEnabled" : {
      "title" : "Enabled",
      "description" : "Only enabled data stores can be selected at the realm level.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "serverUrls" : {
      "title" : "Host Urls",
      "description" : "An ordered list of connection strings for LDAP directories.Each connection string is 
composed as follows: HOST:PORT. serverHostname = Host Name",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "affinityEnabled" : {
      "title" : "Affinity Enabled",
      "description" : "",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maximumConnectionPool" : {
      "title" : "Maximum Connection Pool Size",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "mtlsEnabled" : {
      "title" : "mTLS Enabled",
      "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is enabled:<ul><li>Set 
<code>Use SSL</code> to true. <li>Set a secure port in <code>Host Urls</code>.</li> <li>The values for 
<code>Bind DN</code> and <code>Bind Password</code> are ignored.</li> <li>Provide an <code>mTLS Secret Label</
code> below.</li></ul>Instructions for setting up certificates and keystore mappings are in the product 
documentation.",
      "propertyOrder" : 850,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
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    "minimumConnectionPool" : {
      "title" : "Minimum Connection Pool Size",
      "description" : "",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "useStartTLS" : {
      "title" : "Start TLS",
      "description" : "",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "mtlsSecretLabel" : {
      "title" : "mTLS Secret Label",
      "description" : "Label used to create a secret ID for mapping to the mTLS certificate in the secret 
store. AM uses this label to create a specific secret ID for this data store. The secret ID takes the form 
<code>am.external.datastore.{{label}}.mtls.cert</code> where {{label}} is the value of mTLS Secret Label. The 
label can only contain characters {{a-z}} {{A-Z}} {{0-9}} {{.}} and cannot start or end with {{.}}.",
      "propertyOrder" : 860,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "useSsl" : {
      "title" : "Use SSL",
      "description" : "",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "bindPassword" : {
      "title" : "Bind Password",
      "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete DataStoreInstance --global --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DataStoreInstance --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DataStoreInstance --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DataStoreInstance --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DataStoreInstance --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DataStoreInstance --global --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update DataStoreInstance --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "bindDN" : {
      "title" : "Bind DN",
      "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "dataStoreEnabled" : {
      "title" : "Enabled",
      "description" : "Only enabled data stores can be selected at the realm level.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "serverUrls" : {
      "title" : "Host Urls",
      "description" : "An ordered list of connection strings for LDAP directories.Each connection string is 
composed as follows: HOST:PORT. serverHostname = Host Name",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "affinityEnabled" : {
      "title" : "Affinity Enabled",
      "description" : "",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maximumConnectionPool" : {
      "title" : "Maximum Connection Pool Size",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "mtlsEnabled" : {
      "title" : "mTLS Enabled",
      "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is enabled:<ul><li>Set 
<code>Use SSL</code> to true. <li>Set a secure port in <code>Host Urls</code>.</li> <li>The values for 
<code>Bind DN</code> and <code>Bind Password</code> are ignored.</li> <li>Provide an <code>mTLS Secret Label</
code> below.</li></ul>Instructions for setting up certificates and keystore mappings are in the product 
documentation.",
      "propertyOrder" : 850,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
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    "minimumConnectionPool" : {
      "title" : "Minimum Connection Pool Size",
      "description" : "",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "useStartTLS" : {
      "title" : "Start TLS",
      "description" : "",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "mtlsSecretLabel" : {
      "title" : "mTLS Secret Label",
      "description" : "Label used to create a secret ID for mapping to the mTLS certificate in the secret 
store. AM uses this label to create a specific secret ID for this data store. The secret ID takes the form 
<code>am.external.datastore.{{label}}.mtls.cert</code> where {{label}} is the value of mTLS Secret Label. The 
label can only contain characters {{a-z}} {{A-Z}} {{0-9}} {{.}} and cannot start or end with {{.}}.",
      "propertyOrder" : 860,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "useSsl" : {
      "title" : "Use SSL",
      "description" : "",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "bindPassword" : {
      "title" : "Bind Password",
      "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

DataStoreModule

Realm Operations

Resource path:

/realm-config/authentication/modules/datastore
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Resource version: 1.0

create

Usage

am> create DataStoreModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete DataStoreModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action DataStoreModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DataStoreModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DataStoreModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DataStoreModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DataStoreModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update DataStoreModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/datastore

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DataStoreModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action DataStoreModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DataStoreModule --global --actionName nextdescendents

read

Usage

am> read DataStoreModule --global

update

Usage

am> update DataStoreModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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DataStoreService

Realm Operations

Resource path:

/realm-config/services/DataStoreService

Resource version: 1.0

create

Usage

am> create DataStoreService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "policyDataStoreId" : {
      "title" : "Policy Data Store",
      "description" : "Select a data store configuration to be used for policy storage",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "applicationDataStoreId" : {
      "title" : "Application Data Store",
      "description" : "Select a data store configuration to be used for application storage",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage
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am> delete DataStoreService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DataStoreService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DataStoreService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DataStoreService --realm Realm --actionName nextdescendents

read

Usage

am> read DataStoreService --realm Realm

update

Usage

am> update DataStoreService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "policyDataStoreId" : {
      "title" : "Policy Data Store",
      "description" : "Select a data store configuration to be used for policy storage",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "applicationDataStoreId" : {
      "title" : "Application Data Store",
      "description" : "Select a data store configuration to be used for application storage",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/DataStoreService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DataStoreService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DataStoreService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action DataStoreService --global --actionName nextdescendents

read

Usage

am> read DataStoreService --global

update

Usage

am> update DataStoreService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "applicationDataStoreId" : {
          "title" : "Application Data Store",
          "description" : "Select a data store configuration to be used for application storage",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "policyDataStoreId" : {
          "title" : "Policy Data Store",
          "description" : "Select a data store configuration to be used for policy storage",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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DebugNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/DebugNode

Resource version: 1.0

create

Usage

am> create DebugNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "popupEnabled" : {
      "title" : "Enable Debug Popup",
      "description" : "If enabled, a popup window will display debug logs as you step through the login tree",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "popupEnabled" ]
}

delete

Usage

am> delete DebugNode --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DebugNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DebugNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action DebugNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DebugNode --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DebugNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DebugNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DebugNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "popupEnabled" : {
      "title" : "Enable Debug Popup",
      "description" : "If enabled, a popup window will display debug logs as you step through the login tree",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "popupEnabled" ]
}

DecisionCombiners

Realm Operations

Service for querying and reading decision combiners information. Decision combiners describe how to resolve policy decisions
when multiple policies apply

Resource path:

/decisioncombiners

Resource version: 1.0

query

Lists all decision combiners

Usage

am> query DecisionCombiners --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [title]

read

Reads an individual decision combiner specified by its name

Usage
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am> read DecisionCombiners --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

DefaultAdvancedProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/server-default/properties/advanced

Resource version: 1.0

read

Usage

am> read DefaultAdvancedProperties --global

update

Usage

am> update DefaultAdvancedProperties --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "patternProperties" : {
    ".+" : {
      "type" : "string",
      "title" : "Value",
      "description" : "Any string value"
    }
  },
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "An object of property key-value pairs",
  "type" : "object",
  "title" : "Advanced Properties"
}

DefaultCtsDataStoreProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/server-default/properties/cts

Resource version: 1.0

read

Usage

am> read DefaultCtsDataStoreProperties --global

update

Usage

am> update DefaultCtsDataStoreProperties --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "amconfig.org.forgerock.services.cts.store.common.section" : {
      "title" : "CTS Token Store",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "org.forgerock.services.cts.store.location" : {
          "enum" : [ "default", "external" ],
          "options" : {
            "enum_titles" : [ "Default Token Store", "External Token Store" ]
          },
          "type" : "string",
          "title" : "Store Mode",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.cts.store.root.suffix" : {
          "type" : "string",
          "title" : "Root Suffix",
          "propertyOrder" : 1,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.cts.store.max.connections" : {
          "type" : "string",
          "title" : "Max Connections",
          "propertyOrder" : 2,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.cts.store.page.size" : {
          "type" : "integer",
          "title" : "Page Size",
          "propertyOrder" : 3,
          "required" : true,
          "description" : "The number of results per page returned from the underlying datastore. If the 
result set is smaller than the page size, the number of results will never be paginated. If larger, the number 
of pages returned will be <code>result set size / page size</code>. Larger values will result in fewer round 
trips to the datastore when retrieving large result sets. Leave as <code>0</code> to not enable pagination, 
and return all results in a single page."
        },
        "org.forgerock.services.cts.store.vlv.page.size" : {
          "type" : "integer",
          "title" : "VLV Page Size",
          "propertyOrder" : 4,
          "required" : true,
          "description" : "The number of results per page returned from the underlying datastore when using 
VLVs. Larger values will result in fewer round trips to the datastore when retrieving large result sets."
        }
      }
    },
    "amconfig.org.forgerock.services.cts.store.external.section" : {
      "title" : "External Store Configuration",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "org.forgerock.services.cts.store.ssl.enabled" : {
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          "type" : "boolean",
          "title" : "SSL/TLS Enabled",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.cts.store.mtls.enabled" : {
          "type" : "boolean",
          "title" : "mTLS Enabled",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set <code>SSL/TLS Enabled</code>. <li>Set a secure port in <code>Connection String(s)</
code>.</li> <li>The values for <code>Login Id</code> and <code>Password</code> are ignored.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation."
        },
        "org.forgerock.services.cts.store.starttls.enabled" : {
          "type" : "boolean",
          "title" : "Start TLS",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "Specifies whether to use StartTLS for the connection."
        },
        "org.forgerock.services.cts.store.directory.name" : {
          "type" : "string",
          "title" : "Connection String(s)",
          "propertyOrder" : 3,
          "required" : true,
          "description" : "An ordered list of connection strings for LDAP directories. Each connection string 
is composed as follows: <code>HOST:PORT[|SERVERID[|SITEID]]</code>, where server and site IDs are optional 
parameters that will prioritize that connection to use from the specified nodes. Multiple connection strings 
should be comma-separated, e.g. <code>host1:389,host2:50389|server1|site1,host3:50389</code>."
        },
        "org.forgerock.services.cts.store.loginid" : {
          "type" : "string",
          "title" : "Login Id",
          "propertyOrder" : 4,
          "required" : true,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set."
        },
        "org.forgerock.services.cts.store.password" : {
          "type" : "string",
          "title" : "Password",
          "propertyOrder" : 5,
          "required" : true,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "format" : "password"
        },
        "org.forgerock.services.cts.store.heartbeat" : {
          "type" : "integer",
          "title" : "Heartbeat",
          "propertyOrder" : 6,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.cts.store.affinity.enabled" : {
          "type" : "boolean",
          "title" : "Affinity Enabled",
          "propertyOrder" : 7,
          "required" : true,
          "description" : "Enables affinity based request load balancing when accessing the CTS servers. It is 
imperative that the connection string setting is set to the same value for all OpenAM servers in the 

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1961



deployment when this feature is enabled."
        }
      }
    }
  }
}

DefaultDirectoryConfiguration

Global Operations

Connection details for directory server(s).

Resource path:

/global-config/servers/server-default/properties/directoryConfiguration

Resource version: 1.0

read

Usage

am> read DefaultDirectoryConfiguration --global

update

Usage

am> update DefaultDirectoryConfiguration --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "directoryConfiguration" : {
      "type" : "object",
      "title" : "Directory Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "minConnectionPool" : {
          "title" : "Minimum Connection Pool",
          "propertyOrder" : 0,
          "type" : "number"
        },
        "maxConnectionPool" : {
          "title" : "Maximum Connection Pool",
          "propertyOrder" : 1,
          "type" : "number"
        },
        "bindDn" : {
          "title" : "Bind DN",
          "propertyOrder" : 2,
          "type" : "string"
        },
        "bindPassword" : {
          "title" : "Bind Password",
          "propertyOrder" : 3,
          "type" : "string",
          "format" : "password"
        },
        "mtlsEnabled" : {
          "title" : "mTLS Enabled",
          "description" : "Toggle to enable/disable mTLS",
          "propertyOrder" : 4,
          "type" : "boolean"
        },
        "mtlsAlias" : {
          "title" : "mTLS Certificate Alias",
          "description" : "The alias to use for mTLS. Applicable only when mTLS is enabled",
          "propertyOrder" : 5,
          "type" : "string"
        },
        "mtlsKeyStoreFile" : {
          "title" : "mTLS KeyStore File",
          "description" : "Path to the KeyStore that has the alias. Applicable only when mTLS is enabled",
          "propertyOrder" : 6,
          "type" : "string"
        },
        "mtlsKeyStoreType" : {
          "title" : "mTLS KeyStore Type",
          "description" : "The type of the KeyStore that has the alias. Applicable only when mTLS is enabled",
          "propertyOrder" : 7,
          "type" : "string",
          "enum" : [ "JCEKS", "PKCS12" ],
          "options" : {
            "enum_titles" : [ "JCEKS", "PKCS12" ]
          }
        },
        "mtlsKeyStorePasswordFile" : {
          "title" : "mTLS KeyStore Password File",
          "description" : "Path to the password file for the KeyStore. Applicable only when mTLS is enabled",
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          "propertyOrder" : 8,
          "type" : "string"
        },
        "mtlsKeyPasswordFile" : {
          "title" : "mTLS Key Password File",
          "description" : "Path to the password file for the Key. Applicable only when mTLS is enabled",
          "propertyOrder" : 9,
          "type" : "string"
        }
      }
    },
    "directoryServers" : {
      "type" : "array",
      "title" : "Server",
      "propertyOrder" : 1,
      "items" : {
        "type" : "object",
        "required" : [ "serverName", "hostName", "portNumber", "connectionType" ],
        "properties" : {
          "serverName" : {
            "title" : "Name",
            "type" : "string",
            "propertyOrder" : 0
          },
          "hostName" : {
            "title" : "Host Name",
            "type" : "string",
            "propertyOrder" : 1
          },
          "portNumber" : {
            "title" : "Port Number",
            "type" : "string",
            "propertyOrder" : 2
          },
          "connectionType" : {
            "type" : "string",
            "enum" : [ "SIMPLE", "SSL" ],
            "options" : {
              "enum_titles" : [ "SIMPLE", "SSL" ]
            },
            "title" : "Connection Type",
            "propertyOrder" : 3
          }
        }
      }
    }
  }
}

DefaultGeneralProperties

Global Operations

An object of property key-value pairs

Resource path:
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/global-config/servers/server-default/properties/general

Resource version: 1.0

read

Usage

am> read DefaultGeneralProperties --global

update

Usage

am> update DefaultGeneralProperties --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "amconfig.header.installdir" : {
      "title" : "System",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "com.iplanet.services.configpath" : {
          "type" : "string",
          "title" : "Base installation directory",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Base directory where product's data resides. (property name: 
com.iplanet.services.configpath)"
        },
        "com.iplanet.am.locale" : {
          "type" : "string",
          "title" : "Default Locale",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Default locale for the product. (property name: com.iplanet.am.locale)"
        },
        "com.sun.identity.client.notification.url" : {
          "type" : "string",
          "title" : "Notification URL",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "The location of notification service end point. It is usually the product's 
deployment URI/notificationservice. (property name: com.sun.identity.client.notification.url)"
        },
        "com.iplanet.am.util.xml.validating" : {
          "enum" : [ "on", "off" ],
          "options" : {
            "enum_titles" : [ "On", "Off" ]
          },
          "type" : "string",
          "title" : "XML Validation",
          "propertyOrder" : 3,
          "required" : true,
          "description" : "Specifies if validation is required when parsing XML documents. (property name: 
com.iplanet.am.util.xml.validating)"
        }
      }
    },
    "amconfig.header.debug" : {
      "title" : "Debugging",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "com.iplanet.services.debug.level" : {
          "enum" : [ "off", "error", "warning", "message" ],
          "options" : {
            "enum_titles" : [ "Off", "Error", "Warning", "Message" ]
          },
          "type" : "string",
          "title" : "Debug Level",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Debug level for all components in the product. (property name: 
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com.iplanet.services.debug.level)"
        },
        "com.sun.services.debug.mergeall" : {
          "enum" : [ "on", "off" ],
          "options" : {
            "enum_titles" : [ "On", "Off" ]
          },
          "type" : "string",
          "title" : "Merge Debug Files",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "On : Directs all debug data to a single file (debug.out); Off : creates separate 
per-component debug files (property name : com.sun.services.debug.mergeall)"
        },
        "com.iplanet.services.debug.directory" : {
          "type" : "string",
          "title" : "Debug Directory",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "Directory where debug files reside. (property name: 
com.iplanet.services.debug.directory)"
        }
      }
    },
    "amconfig.header.mailserver" : {
      "title" : "Mail Server",
      "type" : "object",
      "propertyOrder" : 2,
      "properties" : {
        "com.iplanet.am.smtphost" : {
          "type" : "string",
          "title" : "Mail Server Host Name",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "(property name: com.iplanet.am.smtphost)"
        },
        "com.iplanet.am.smtpport" : {
          "type" : "integer",
          "title" : "Mail Server Port Number",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "(property name: com.iplanet.am.smtpport)"
        }
      }
    }
  }
}

DefaultSdkProperties

Global Operations

An object of property key-value pairs

Resource path:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 1967



/global-config/servers/server-default/properties/sdk

Resource version: 1.0

read

Usage

am> read DefaultSdkProperties --global

update

Usage

am> update DefaultSdkProperties --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "amconfig.header.datastore" : {
      "title" : "Data Store",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "com.sun.identity.sm.enableDataStoreNotification" : {
          "type" : "boolean",
          "title" : "Enable Datastore Notification",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Specifies if backend datastore notification is enabled. If this value is set to 
'false', then in-memory notification is enabled. (property name: 
com.sun.identity.sm.enableDataStoreNotification)"
        },
        "com.sun.identity.sm.notification.threadpool.size" : {
          "type" : "integer",
          "title" : "Notification Pool Size",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Specifies the size of the sm notification thread pool (total number of threads). 
(property name: com.sun.identity.sm.notification.threadpool.size)"
        }
      }
    },
    "amconfig.header.eventservice" : {
      "title" : "Event Service",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "com.iplanet.am.event.connection.num.retries" : {
          "type" : "integer",
          "title" : "Number of retries for Event Service connections",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Specifies the number of attempts made to successfully re-establish the Event 
Service connections. (property name: com.iplanet.am.event.connection.num.retries)"
        },
        "com.iplanet.am.event.connection.delay.between.retries" : {
          "type" : "integer",
          "title" : "Delay between Event Service connection retries",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Specifies the delay in milliseconds between retries to re-establish the Event 
Service connections. (property name: com.iplanet.am.event.connection.delay.between.retries)"
        },
        "com.iplanet.am.event.connection.ldap.error.codes.retries" : {
          "type" : "string",
          "title" : "Error codes for Event Service connection retries",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "This secifies the LDAP exception error codes for which retries to re-establish 
Event Service connections will trigger. (property name: 
com.iplanet.am.event.connection.ldap.error.codes.retries)"
        },
        "com.sun.am.event.connection.disable.list" : {
          "type" : "string",
          "title" : "Disabled Event Service Connection",
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          "propertyOrder" : 3,
          "required" : true,
          "description" : "Specifies which event connection (persistent search) to be disabled. There are 
three valid values - aci, sm and um (case insensitive). Multiple values should be separated with \",\". 
(property name: com.sun.am.event.connection.disable.list)"
        }
      }
    },
    "amconfig.header.ldapconnection" : {
      "title" : "LDAP Connection",
      "type" : "object",
      "propertyOrder" : 2,
      "properties" : {
        "com.iplanet.am.ldap.connection.num.retries" : {
          "type" : "integer",
          "title" : "Number of retries for LDAP Connection",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Specifies the number of attempts made to successfully re-establish LDAP Connection. 
(property name: com.iplanet.am.ldap.connection.num.retries)"
        },
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "type" : "integer",
          "title" : "Delay between LDAP connection retries",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Specifies the delay in milliseconds between retries to re-establish the LDAP 
connections. (property name: com.iplanet.am.ldap.connection.delay.between.retries)"
        },
        "com.iplanet.am.ldap.connection.ldap.error.codes.retries" : {
          "type" : "string",
          "title" : "Error codes for LDAP connection retries",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "This secifies the LDAP exception error codes for which retries to re-establish LDAP 
connections will trigger. (property name: com.iplanet.am.ldap.connection.ldap.error.codes.retries)"
        }
      }
    },
    "amconfig.header.cachingreplica" : {
      "title" : "Caching and Replica",
      "type" : "object",
      "propertyOrder" : 3,
      "properties" : {
        "com.iplanet.am.sdk.cache.maxSize" : {
          "type" : "integer",
          "title" : "SDK Caching Max. Size",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Specifies the size of the cache when SDK caching is enabled. The size should be an 
integer greater than 0, or default size (10000) will be used. Changing this value will reset (clear) the 
contents of the cache. (property name: com.iplanet.am.sdk.cache.maxSize)"
        }
      }
    },
    "amconfig.header.sdktimetoliveconfig" : {
      "title" : "Time To Live Configuration",
      "type" : "object",
      "propertyOrder" : 4,
      "properties" : {
        "com.iplanet.am.sdk.cache.entry.expire.enabled" : {
          "type" : "boolean",
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          "title" : "Cache Entry Expiration Enabled",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "If this property is set, the cache entries will expire based on the time specified 
in User Entry Expiration Time property. (property name: com.iplanet.am.sdk.cache.entry.expire.enabled)"
        },
        "com.iplanet.am.sdk.cache.entry.user.expire.time" : {
          "type" : "integer",
          "title" : "User Entry Expiration Time",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "This property specifies time in minutes for which the user entries remain valid in 
cache after their last modification. After this specified period of time elapses (after the last modification/
read from the directory), the data for the entry that is cached will expire. At that instant new requests for 
data for these user entries will result in reading from the Directory. (property name: 
com.iplanet.am.sdk.cache.entry.user.expire.time)"
        },
        "com.iplanet.am.sdk.cache.entry.default.expire.time" : {
          "type" : "integer",
          "title" : "Default Entry Expiration Time",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "This property specifies time in minutes for which the non-user entries remain valid 
in cache after their last modification. After this specified period of time elapses (after the last 
modification/read from the directory), the data for the entry that is cached will expire. At that instant new 
requests for data for these non-user entries will result in reading from the Directory. (property name: 
com.iplanet.am.sdk.cache.entry.default.expire.time)"
        }
      }
    }
  }
}

DefaultSecurityProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/server-default/properties/security

Resource version: 1.0

read

Usage

am> read DefaultSecurityProperties --global
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update

Usage

am> update DefaultSecurityProperties --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "amconfig.header.encryption" : {
      "title" : "Encryption",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "am.encryption.pwd" : {
          "type" : "string",
          "title" : "Password Encryption Key",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "The encryption key value for decrypting passwords stored in the Service Management 
System configuration. (property name: am.encryption.pwd)"
        },
        "com.iplanet.security.encryptor" : {
          "type" : "string",
          "title" : "Encryption class",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "The default encryption class. (property name: com.iplanet.security.encryptor)"
        },
        "com.iplanet.security.SecureRandomFactoryImpl" : {
          "type" : "string",
          "title" : "Secure Random Factory Class",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "This property is used for specifying SecureRandomFactory class. Available values 
for this property are com.iplanet.am.util.JSSSecureRandomFactoryImpl that is using JSS and 
com.iplanet.am.util.SecureRandomFactoryImpl that is using pure Java only. (property name: 
com.iplanet.security.SecureRandomFactoryImpl)"
        }
      }
    },
    "amconfig.header.validation" : {
      "title" : "Validation",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "com.iplanet.services.comm.server.pllrequest.maxContentLength" : {
          "type" : "integer",
          "title" : "Platform Low Level Comm. Max. Content Length",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Maximum content-length for an HttpRequest. (property name: 
com.iplanet.services.comm.server.pllrequest.maxContentLength)"
        },
        "com.iplanet.am.clientIPCheckEnabled" : {
          "type" : "boolean",
          "title" : "Client IP Address Check",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Specifies whether or not the IP address of the client is checked in all single sign 
on token creations or validations. (property name: com.iplanet.am.clientIPCheckEnabled)"
        }
      }
    },
    "amconfig.header.cookie" : {
      "title" : "Cookie",
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      "type" : "object",
      "propertyOrder" : 2,
      "properties" : {
        "com.iplanet.am.cookie.name" : {
          "type" : "string",
          "title" : "Cookie Name",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "The cookie name used by Authentication Service to set the valid session handler ID. 
This name is used to retrieve the valid session information. (property name: com.iplanet.am.cookie.name)"
        },
        "com.iplanet.am.cookie.secure" : {
          "type" : "boolean",
          "title" : "Secure Cookie",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Specifies whether to set cookie in a secure mode in which the browser will only 
return the cookie when a secure protocol such as HTTP(s) is used. (property name: 
com.iplanet.am.cookie.secure)"
        },
        "com.iplanet.am.cookie.encode" : {
          "type" : "boolean",
          "title" : "Encode Cookie Value",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "Specifies whether to URL encode the cookie value. (property name: 
com.iplanet.am.cookie.encode)"
        }
      }
    },
    "amconfig.header.securitykey" : {
      "title" : "Key Store",
      "type" : "object",
      "propertyOrder" : 3,
      "properties" : {
        "com.sun.identity.saml.xmlsig.keystore" : {
          "type" : "string",
          "title" : "Keystore File",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Specifies the location of the keystore file. (property name: 
com.sun.identity.saml.xmlsig.keystore)"
        },
        "com.sun.identity.saml.xmlsig.storetype" : {
          "type" : "string",
          "title" : "Keystore Type",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Specifies the keystore type. (property name: 
com.sun.identity.saml.xmlsig.storetype)"
        },
        "com.sun.identity.saml.xmlsig.storepass" : {
          "type" : "string",
          "title" : "Keystore Password File",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "Specifies the location of the file that contains the password used to access the 
keystore file. (property name: com.sun.identity.saml.xmlsig.storepass)"
        },
        "com.sun.identity.saml.xmlsig.keypass" : {
          "type" : "string",
          "title" : "Private Key Password File",
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          "propertyOrder" : 3,
          "required" : true,
          "description" : "Specifies the location of the file that contains the password used to protect the 
private key of a generated key pair. (property name: com.sun.identity.saml.xmlsig.keypass)"
        },
        "com.sun.identity.saml.xmlsig.certalias" : {
          "type" : "string",
          "title" : "Certificate Alias",
          "propertyOrder" : 4,
          "required" : true,
          "description" : "(property name: com.sun.identity.saml.xmlsig.certalias)"
        }
      }
    },
    "amconfig.header.crlcache" : {
      "title" : "Certificate Revocation List Caching",
      "type" : "object",
      "propertyOrder" : 4,
      "properties" : {
        "com.sun.identity.crl.cache.directory.host" : {
          "type" : "string",
          "title" : "LDAP server host name",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "com.sun.identity.crl.cache.directory.port" : {
          "type" : "integer",
          "title" : "LDAP server port number",
          "propertyOrder" : 1,
          "required" : true,
          "description" : ""
        },
        "com.sun.identity.crl.cache.directory.ssl" : {
          "type" : "boolean",
          "title" : "SSL/TLS Enabled",
          "propertyOrder" : 2,
          "required" : true,
          "description" : ""
        },
        "com.sun.identity.crl.cache.directory.user" : {
          "type" : "string",
          "title" : "LDAP server bind user name",
          "propertyOrder" : 3,
          "required" : true,
          "description" : ""
        },
        "com.sun.identity.crl.cache.directory.password" : {
          "type" : "string",
          "title" : "LDAP server bind password",
          "propertyOrder" : 4,
          "required" : true,
          "description" : "",
          "format" : "password"
        },
        "com.sun.identity.crl.cache.directory.searchlocs" : {
          "type" : "string",
          "title" : "LDAP search base DN",
          "propertyOrder" : 5,
          "required" : true,
          "description" : ""
        },
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        "com.sun.identity.crl.cache.directory.searchattr" : {
          "type" : "string",
          "title" : "Search Attributes",
          "propertyOrder" : 6,
          "required" : true,
          "description" : "Any DN component of issuer's subjectDN can be used to retrieve CRL from local LDAP 
server. It is single value string, like, \"cn\". All Root CA need to use the same search attribute."
        }
      }
    },
    "amconfig.header.ocsp.check" : {
      "title" : "Online Certificate Status Protocol Check",
      "type" : "object",
      "propertyOrder" : 5,
      "properties" : {
        "com.sun.identity.authentication.ocspCheck" : {
          "type" : "boolean",
          "title" : "Check Enabled",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "com.sun.identity.authentication.ocsp.responder.url" : {
          "type" : "string",
          "title" : "Responder URL",
          "propertyOrder" : 1,
          "required" : true,
          "description" : ""
        },
        "com.sun.identity.authentication.ocsp.responder.nickname" : {
          "type" : "string",
          "title" : "Certificate Nickname",
          "propertyOrder" : 2,
          "required" : true,
          "description" : ""
        }
      }
    },
    "amconfig.header.deserialisationwhitelist" : {
      "title" : "Object Deserialisation Class Whitelist",
      "type" : "object",
      "propertyOrder" : 6,
      "properties" : {
        "openam.deserialisation.classes.whitelist" : {
          "type" : "string",
          "title" : "Whitelist",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "The list of classes that are considered valid when OpenAM performs Object 
deserialisation operations. The defaults should work for most installations. (property name: 
openam.deserialisation.classes.whitelist)"
        }
      }
    }
  }
}
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DefaultSessionProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/server-default/properties/session

Resource version: 1.0

read

Usage

am> read DefaultSessionProperties --global

update

Usage

am> update DefaultSessionProperties --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "amconfig.header.sessionthresholds" : {
      "title" : "Session Limits",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "org.forgerock.openam.session.service.access.persistence.caching.maxsize" : {
          "type" : "integer",
          "title" : "Maximum Session Cache Size",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "The maximum number of sessions to cache in the per-server internal session cache. 
(property name: org.forgerock.openam.session.service.access.persistence.caching.maxsize)"
        },
        "com.iplanet.am.session.invalidsessionmaxtime" : {
          "type" : "integer",
          "title" : "Invalidate Session Max Time",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Duration in minutes after which the invalid session will be removed from the 
session table if it is created and the user does not login. This value should always be greater than the 
timeout value in the Authentication module properties file. (property name: 
com.iplanet.am.session.invalidsessionmaxtime)"
        }
      }
    },
    "amconfig.header.sessionlogging" : {
      "title" : "Statistics",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "com.iplanet.am.stats.interval" : {
          "type" : "integer",
          "title" : "Logging Interval (in seconds)",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Number of seconds to elapse between statistics logging. The interval should be at 
least 5 seconds to avoid CPU saturation. An interval value less than 5 seconds will be interpreted as 5 
seconds. (property name: com.iplanet.am.stats.interval)"
        },
        "com.iplanet.services.stats.state" : {
          "enum" : [ "off", "file", "console" ],
          "options" : {
            "enum_titles" : [ "Off", "File", "Console" ]
          },
          "type" : "string",
          "title" : "State",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Statistics state 'file' will write to a file under the specified directory, and 
'console' will write into webserver log files. (property name: com.iplanet.services.stats.state)"
        },
        "com.iplanet.services.stats.directory" : {
          "type" : "string",
          "title" : "Directory",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "Directory where the statistic files will be created. Use forward slashes \"/\" to 
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separate directories, not backslash \"\\\". Spaces in the file name are allowed for Windows. (property name: 
com.iplanet.services.stats.directory)"
        },
        "com.sun.am.session.enableHostLookUp" : {
          "type" : "boolean",
          "title" : "Enable Host Lookup",
          "propertyOrder" : 3,
          "required" : true,
          "description" : "Enables or disables host lookup during session logging. (property name: 
com.sun.am.session.enableHostLookUp)"
        }
      }
    },
    "amconfig.header.sessionnotification" : {
      "title" : "Notification",
      "type" : "object",
      "propertyOrder" : 2,
      "properties" : {
        "com.iplanet.am.notification.threadpool.size" : {
          "type" : "integer",
          "title" : "Notification Pool Size",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Specifies the size of the notification thread pool (total number of threads). 
(property name: com.iplanet.am.notification.threadpool.size)"
        },
        "com.iplanet.am.notification.threadpool.threshold" : {
          "type" : "integer",
          "title" : "Notification Thread Pool Threshold",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Specifies the maximum task queue length for serving notification threads. (property 
name: com.iplanet.am.notification.threadpool.threshold)"
        }
      }
    },
    "amconfig.header.sessionvalidation" : {
      "title" : "Validation",
      "type" : "object",
      "propertyOrder" : 3,
      "properties" : {
        "com.sun.am.session.caseInsensitiveDN" : {
          "type" : "boolean",
          "title" : "Case Insensitive client DN comparison",
          "propertyOrder" : 0,
          "required" : true,
          "description" : "Specifies if client distinguished name comparison is case insensitive/sensitive. 
(property name: com.sun.am.session.caseInsensitiveDN)"
        }
      }
    }
  }
}
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DefaultUmaDataStoreProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/server-default/properties/uma

Resource version: 1.0

read

Usage

am> read DefaultUmaDataStoreProperties --global

update

Usage

am> update DefaultUmaDataStoreProperties --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "amconfig.org.forgerock.services.resourcesets.store.common.section" : {
      "title" : "UMA Resource Store",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "org.forgerock.services.resourcesets.store.location" : {
          "enum" : [ "default", "external" ],
          "options" : {
            "enum_titles" : [ "Default Token Store", "External Token Store" ]
          },
          "type" : "string",
          "title" : "Store Mode",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.resourcesets.store.root.suffix" : {
          "type" : "string",
          "title" : "Root Suffix",
          "propertyOrder" : 1,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.resourcesets.store.max.connections" : {
          "type" : "string",
          "title" : "Max Connections",
          "propertyOrder" : 2,
          "required" : true,
          "description" : ""
        }
      }
    },
    "amconfig.org.forgerock.services.resourcesets.store.external.section" : {
      "title" : "External UMA Resource Store Configuration",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "org.forgerock.services.resourcesets.store.ssl.enabled" : {
          "type" : "boolean",
          "title" : "SSL/TLS Enabled",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.resourcesets.store.mtls.enabled" : {
          "type" : "boolean",
          "title" : "mTLS Enabled",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set <code>SSL/TLS Enabled</code>. <li>Set a secure port in <code>Connection String(s)</
code>.</li> <li>The values for <code>Login Id</code> and <code>Password</code> are ignored.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation."
        },
        "org.forgerock.services.resourcesets.store.starttls.enabled" : {
          "type" : "boolean",
          "title" : "Start TLS",
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          "propertyOrder" : 2,
          "required" : true,
          "description" : "Specifies whether to use StartTLS for the connection."
        },
        "org.forgerock.services.resourcesets.store.directory.name" : {
          "type" : "string",
          "title" : "Connection String(s)",
          "propertyOrder" : 3,
          "required" : true,
          "description" : "An ordered list of connection strings for LDAP directories. Each connection string 
is composed as follows: <code>HOST:PORT[|SERVERID[|SITEID]]</code>, where server and site IDs are optional 
parameters that will prioritize that connection to use from the specified nodes. Multiple connection strings 
should be comma-separated, e.g. <code>host1:389,host2:50389|server1|site1,host3:50389</code>."
        },
        "org.forgerock.services.resourcesets.store.loginid" : {
          "type" : "string",
          "title" : "Login Id",
          "propertyOrder" : 4,
          "required" : true,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set."
        },
        "org.forgerock.services.resourcesets.store.password" : {
          "type" : "string",
          "title" : "Password",
          "propertyOrder" : 5,
          "required" : true,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "format" : "password"
        },
        "org.forgerock.services.resourcesets.store.heartbeat" : {
          "type" : "integer",
          "title" : "Heartbeat",
          "propertyOrder" : 6,
          "required" : true,
          "description" : ""
        }
      }
    },
    "amconfig.org.forgerock.services.umaaudit.store.common.section" : {
      "title" : "UMA Audit Store",
      "type" : "object",
      "propertyOrder" : 2,
      "properties" : {
        "org.forgerock.services.umaaudit.store.location" : {
          "enum" : [ "default", "external" ],
          "options" : {
            "enum_titles" : [ "Default Token Store", "External Token Store" ]
          },
          "type" : "string",
          "title" : "Store Mode",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.umaaudit.store.root.suffix" : {
          "type" : "string",
          "title" : "Root Suffix",
          "propertyOrder" : 1,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.umaaudit.store.max.connections" : {

Amster Entity Reference PingAM

1982 Copyright © 2025 Ping Identity Corporation



          "type" : "string",
          "title" : "Max Connections",
          "propertyOrder" : 2,
          "required" : true,
          "description" : ""
        }
      }
    },
    "amconfig.org.forgerock.services.umaaudit.store.external.section" : {
      "title" : "External UMA Audit Store Configuration",
      "type" : "object",
      "propertyOrder" : 3,
      "properties" : {
        "org.forgerock.services.umaaudit.store.ssl.enabled" : {
          "type" : "boolean",
          "title" : "SSL/TLS Enabled",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.umaaudit.store.mtls.enabled" : {
          "type" : "boolean",
          "title" : "mTLS Enabled",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set <code>SSL/TLS Enabled</code>. <li>Set a secure port in <code>Connection String(s)</
code>.</li> <li>The values for <code>Login Id</code> and <code>Password</code> are ignored.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation."
        },
        "org.forgerock.services.umaaudit.store.starttls.enabled" : {
          "type" : "boolean",
          "title" : "Start TLS",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "Specifies whether to use StartTLS for the connection."
        },
        "org.forgerock.services.umaaudit.store.directory.name" : {
          "type" : "string",
          "title" : "Connection String(s)",
          "propertyOrder" : 3,
          "required" : true,
          "description" : "An ordered list of connection strings for LDAP directories. Each connection string 
is composed as follows: <code>HOST:PORT[|SERVERID[|SITEID]]</code>, where server and site IDs are optional 
parameters that will prioritize that connection to use from the specified nodes. Multiple connection strings 
should be comma-separated, e.g. <code>host1:389,host2:50389|server1|site1,host3:50389</code>."
        },
        "org.forgerock.services.umaaudit.store.loginid" : {
          "type" : "string",
          "title" : "Login Id",
          "propertyOrder" : 4,
          "required" : true,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set."
        },
        "org.forgerock.services.umaaudit.store.password" : {
          "type" : "string",
          "title" : "Password",
          "propertyOrder" : 5,
          "required" : true,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "format" : "password"
        },
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        "org.forgerock.services.umaaudit.store.heartbeat" : {
          "type" : "integer",
          "title" : "Heartbeat",
          "propertyOrder" : 6,
          "required" : true,
          "description" : ""
        }
      }
    },
    "amconfig.org.forgerock.services.uma.pendingrequests.store.common.section" : {
      "title" : "Pending Requests Store",
      "type" : "object",
      "propertyOrder" : 4,
      "properties" : {
        "org.forgerock.services.uma.pendingrequests.store.location" : {
          "enum" : [ "default", "external" ],
          "options" : {
            "enum_titles" : [ "Default Token Store", "External Token Store" ]
          },
          "type" : "string",
          "title" : "Store Mode",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.uma.pendingrequests.store.root.suffix" : {
          "type" : "string",
          "title" : "Root Suffix",
          "propertyOrder" : 1,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.uma.pendingrequests.store.max.connections" : {
          "type" : "string",
          "title" : "Max Connections",
          "propertyOrder" : 2,
          "required" : true,
          "description" : ""
        }
      }
    },
    "amconfig.org.forgerock.services.uma.pendingrequests.store.external.section" : {
      "title" : "External Pending Requests Store Configuration",
      "type" : "object",
      "propertyOrder" : 5,
      "properties" : {
        "org.forgerock.services.uma.pendingrequests.store.ssl.enabled" : {
          "type" : "boolean",
          "title" : "SSL/TLS Enabled",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.uma.pendingrequests.store.mtls.enabled" : {
          "type" : "boolean",
          "title" : "mTLS Enabled",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set <code>SSL/TLS Enabled</code>. <li>Set a secure port in <code>Connection String(s)</
code>.</li> <li>The values for <code>Login Id</code> and <code>Password</code> are ignored.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation."
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        },
        "org.forgerock.services.uma.pendingrequests.store.starttls.enabled" : {
          "type" : "boolean",
          "title" : "Start TLS",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "Specifies whether to use StartTLS for the connection."
        },
        "org.forgerock.services.uma.pendingrequests.store.directory.name" : {
          "type" : "string",
          "title" : "Connection String(s)",
          "propertyOrder" : 3,
          "required" : true,
          "description" : "An ordered list of connection strings for LDAP directories. Each connection string 
is composed as follows: <code>HOST:PORT[|SERVERID[|SITEID]]</code>, where server and site IDs are optional 
parameters that will prioritize that connection to use from the specified nodes. Multiple connection strings 
should be comma-separated, e.g. <code>host1:389,host2:50389|server1|site1,host3:50389</code>."
        },
        "org.forgerock.services.uma.pendingrequests.store.loginid" : {
          "type" : "string",
          "title" : "Login Id",
          "propertyOrder" : 4,
          "required" : true,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set."
        },
        "org.forgerock.services.uma.pendingrequests.store.password" : {
          "type" : "string",
          "title" : "Password",
          "propertyOrder" : 5,
          "required" : true,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "format" : "password"
        },
        "org.forgerock.services.uma.pendingrequests.store.heartbeat" : {
          "type" : "integer",
          "title" : "Heartbeat",
          "propertyOrder" : 6,
          "required" : true,
          "description" : ""
        }
      }
    },
    "amconfig.org.forgerock.services.uma.labels.store.common.section" : {
      "title" : "UMA Resource Labels Store",
      "type" : "object",
      "propertyOrder" : 6,
      "properties" : {
        "org.forgerock.services.uma.labels.store.location" : {
          "enum" : [ "default", "external" ],
          "options" : {
            "enum_titles" : [ "Default Token Store", "External Token Store" ]
          },
          "type" : "string",
          "title" : "Store Mode",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.uma.labels.store.root.suffix" : {
          "type" : "string",
          "title" : "Root Suffix",
          "propertyOrder" : 1,
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          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.uma.labels.store.max.connections" : {
          "type" : "string",
          "title" : "Max Connections",
          "propertyOrder" : 2,
          "required" : true,
          "description" : ""
        }
      }
    },
    "amconfig.org.forgerock.services.uma.labels.store.external.section" : {
      "title" : "External UMA Resource Labels Store Configuration",
      "type" : "object",
      "propertyOrder" : 7,
      "properties" : {
        "org.forgerock.services.uma.labels.store.ssl.enabled" : {
          "type" : "boolean",
          "title" : "SSL/TLS Enabled",
          "propertyOrder" : 0,
          "required" : true,
          "description" : ""
        },
        "org.forgerock.services.uma.labels.store.mtls.enabled" : {
          "type" : "boolean",
          "title" : "mTLS Enabled",
          "propertyOrder" : 1,
          "required" : true,
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set <code>SSL/TLS Enabled</code>. <li>Set a secure port in <code>Connection String(s)</
code>.</li> <li>The values for <code>Login Id</code> and <code>Password</code> are ignored.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation."
        },
        "org.forgerock.services.uma.labels.store.starttls.enabled" : {
          "type" : "boolean",
          "title" : "Start TLS",
          "propertyOrder" : 2,
          "required" : true,
          "description" : "Specifies whether to use StartTLS for the connection."
        },
        "org.forgerock.services.uma.labels.store.directory.name" : {
          "type" : "string",
          "title" : "Connection String(s)",
          "propertyOrder" : 3,
          "required" : true,
          "description" : "An ordered list of connection strings for LDAP directories. Each connection string 
is composed as follows: <code>HOST:PORT[|SERVERID[|SITEID]]</code>, where server and site IDs are optional 
parameters that will prioritize that connection to use from the specified nodes. Multiple connection strings 
should be comma-separated, e.g. <code>host1:389,host2:50389|server1|site1,host3:50389</code>."
        },
        "org.forgerock.services.uma.labels.store.loginid" : {
          "type" : "string",
          "title" : "Login Id",
          "propertyOrder" : 4,
          "required" : true,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set."
        },
        "org.forgerock.services.uma.labels.store.password" : {
          "type" : "string",
          "title" : "Password",
          "propertyOrder" : 5,
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          "required" : true,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "format" : "password"
        },
        "org.forgerock.services.uma.labels.store.heartbeat" : {
          "type" : "integer",
          "title" : "Heartbeat",
          "propertyOrder" : 6,
          "required" : true,
          "description" : ""
        }
      }
    }
  }
}

DeviceBinding

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/DeviceBindingNode

Resource version: 1.0

create

Usage

am> create DeviceBinding --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "title" : {
      "title" : "Title",
      "description" : "The title to be displayed on the biometric prompt.",
      "propertyOrder" : 200,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "subtitle" : {
      "title" : "Subtitle",
      "description" : "The subtitle to be displayed on the biometric prompt.",
      "propertyOrder" : 300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "authenticationType" : {
      "title" : "Authentication Type",
      "description" : "Select the authentication type for accessing the Keys in the device.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Timeout",
      "description" : "The number of seconds to wait for a valid device to be bound before failing.",
      "propertyOrder" : 600,
      "type" : "integer",
      "exampleValue" : ""
    },
    "maxSavedDevices" : {
      "title" : "Maximum Saved Devices",
      "description" : "Specify the maximum number of devices to save in a user's profile. 0 for unlimited.",
      "propertyOrder" : 500,
      "type" : "integer",
      "exampleValue" : ""
    },
    "description" : {
      "title" : "Description",
      "description" : "The description to be displayed on the biometric prompt.",
      "propertyOrder" : 400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
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    "applicationIds" : {
      "title" : "Application Ids",
      "description" : "The Android package name or iOS bundle id that issue the binding request.",
      "propertyOrder" : 150,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "attestation" : {
      "title" : "Android Key Attestation",
      "description" : "Use the Android hardware key attestation service to verify that the certificates used 
for device binding are stored securely in the device's hardware-backed keystore. For more information, refer 
to <a href=\"https://developer.android.com/training/articles/security-key-attestation\">Verifying hardware-
backed key pairs with Key Attestation | Android Developers.</a>",
      "propertyOrder" : 650,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "postponeDeviceProfileStorage" : {
      "title" : "Store Device Data in Transient State",
      "description" : "If enabled, the device is not stored directly in the user profile when the node 
completes successfully. Instead, the device information is placed into the transient state for use by 
subsequent nodes using the key 'DeviceBindingNode.DEVICE'. The provided 'Device Binding Storage Node' can be 
used for this purpose.",
      "propertyOrder" : 680,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientErrorOutcomes" : {
      "title" : "Client Error Outcomes",
      "description" : "Specify the client error outcomes",
      "propertyOrder" : 700,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "title", "subtitle", "authenticationType", "timeout", "maxSavedDevices", "description", 
"applicationIds", "attestation", "postponeDeviceProfileStorage", "clientErrorOutcomes" ]
}

delete

Usage

am> delete DeviceBinding --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceBinding --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceBinding --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action DeviceBinding --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceBinding --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

Amster Entity Reference PingAM

1990 Copyright © 2025 Ping Identity Corporation



am> query DeviceBinding --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DeviceBinding --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DeviceBinding --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "title" : {
      "title" : "Title",
      "description" : "The title to be displayed on the biometric prompt.",
      "propertyOrder" : 200,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "subtitle" : {
      "title" : "Subtitle",
      "description" : "The subtitle to be displayed on the biometric prompt.",
      "propertyOrder" : 300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "authenticationType" : {
      "title" : "Authentication Type",
      "description" : "Select the authentication type for accessing the Keys in the device.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Timeout",
      "description" : "The number of seconds to wait for a valid device to be bound before failing.",
      "propertyOrder" : 600,
      "type" : "integer",
      "exampleValue" : ""
    },
    "maxSavedDevices" : {
      "title" : "Maximum Saved Devices",
      "description" : "Specify the maximum number of devices to save in a user's profile. 0 for unlimited.",
      "propertyOrder" : 500,
      "type" : "integer",
      "exampleValue" : ""
    },
    "description" : {
      "title" : "Description",
      "description" : "The description to be displayed on the biometric prompt.",
      "propertyOrder" : 400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
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    "applicationIds" : {
      "title" : "Application Ids",
      "description" : "The Android package name or iOS bundle id that issue the binding request.",
      "propertyOrder" : 150,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "attestation" : {
      "title" : "Android Key Attestation",
      "description" : "Use the Android hardware key attestation service to verify that the certificates used 
for device binding are stored securely in the device's hardware-backed keystore. For more information, refer 
to <a href=\"https://developer.android.com/training/articles/security-key-attestation\">Verifying hardware-
backed key pairs with Key Attestation | Android Developers.</a>",
      "propertyOrder" : 650,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "postponeDeviceProfileStorage" : {
      "title" : "Store Device Data in Transient State",
      "description" : "If enabled, the device is not stored directly in the user profile when the node 
completes successfully. Instead, the device information is placed into the transient state for use by 
subsequent nodes using the key 'DeviceBindingNode.DEVICE'. The provided 'Device Binding Storage Node' can be 
used for this purpose.",
      "propertyOrder" : 680,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientErrorOutcomes" : {
      "title" : "Client Error Outcomes",
      "description" : "Specify the client error outcomes",
      "propertyOrder" : 700,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "title", "subtitle", "authenticationType", "timeout", "maxSavedDevices", "description", 
"applicationIds", "attestation", "postponeDeviceProfileStorage", "clientErrorOutcomes" ]
}

DeviceBindingService

Realm Operations

Resource path:

/realm-config/services/deviceBindingService
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Resource version: 1.0

create

Usage

am> create DeviceBindingService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "deviceBindingSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "deviceBindingSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device binding.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceBindingAttrName" : {
      "title" : "Device Binding Attribute",
      "description" : "The user's attribute in which to store Device binding.<br><br>The default attribute is 
added to the schema when you prepare a user store for use with OpenAM. If you want to use a different 
attribute, you must make sure to add it to your user store schema prior to enabling the Device binding 
authentication module. OpenAM must be able to write to the attribute.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceBindingSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password is encrypted when it is saved in the 
OpenAM configuration. You should modify the default value.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "deviceBindingSettingsEncryptionScheme" : {
      "title" : "Device Binding Encryption Scheme",
      "description" : "Encryption scheme to use to secure device binding stored on the server.<br><br>If 
enabled, each device binding is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device binding.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceBindingSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
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p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceBindingSettingsEncryptionKeystore" : {
      "title" : "openam-auth-device-binding-device-settings-encryption-keystore",
      "description" : "",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete DeviceBindingService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceBindingService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceBindingService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceBindingService --realm Realm --actionName nextdescendents

read

Usage
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am> read DeviceBindingService --realm Realm

update

Usage

am> update DeviceBindingService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "deviceBindingSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "deviceBindingSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device binding.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceBindingAttrName" : {
      "title" : "Device Binding Attribute",
      "description" : "The user's attribute in which to store Device binding.<br><br>The default attribute is 
added to the schema when you prepare a user store for use with OpenAM. If you want to use a different 
attribute, you must make sure to add it to your user store schema prior to enabling the Device binding 
authentication module. OpenAM must be able to write to the attribute.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceBindingSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password is encrypted when it is saved in the 
OpenAM configuration. You should modify the default value.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "deviceBindingSettingsEncryptionScheme" : {
      "title" : "Device Binding Encryption Scheme",
      "description" : "Encryption scheme to use to secure device binding stored on the server.<br><br>If 
enabled, each device binding is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device binding.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceBindingSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
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p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceBindingSettingsEncryptionKeystore" : {
      "title" : "openam-auth-device-binding-device-settings-encryption-keystore",
      "description" : "",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/deviceBindingService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceBindingService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceBindingService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceBindingService --global --actionName nextdescendents
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read

Usage

am> read DeviceBindingService --global

update

Usage

am> update DeviceBindingService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "deviceBindingSettingsEncryptionKeystoreKeyPairAlias" : {
          "title" : "Key-Pair Alias",
          "description" : "Alias of the certificate and private key in the key store. The private key is used 
to encrypt and decrypt device binding.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceBindingSettingsEncryptionKeystorePassword" : {
          "title" : "Key Store Password",
          "description" : "Password to unlock the key store. This password is encrypted when it is saved in 
the OpenAM configuration. You should modify the default value.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "deviceBindingSettingsEncryptionKeystore" : {
          "title" : "openam-auth-device-binding-device-settings-encryption-keystore",
          "description" : "",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceBindingSettingsEncryptionKeystoreType" : {
          "title" : "Key Store Type",
          "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceBindingSettingsEncryptionKeystorePrivateKeyPassword" : {
          "title" : "Private Key Password",
          "description" : "Password to unlock the private key.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "deviceBindingSettingsEncryptionScheme" : {
          "title" : "Device Binding Encryption Scheme",
          "description" : "Encryption scheme to use to secure device binding stored on the server.<br><br>If 
enabled, each device binding is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device binding.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2001



          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceBindingAttrName" : {
          "title" : "Device Binding Attribute",
          "description" : "The user's attribute in which to store Device binding.<br><br>The default attribute 
is added to the schema when you prepare a user store for use with OpenAM. If you want to use a different 
attribute, you must make sure to add it to your user store schema prior to enabling the Device binding 
authentication module. OpenAM must be able to write to the attribute.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

DeviceBindingStorageNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/DeviceBindingStorageNode

Resource version: 1.0

create

Usage

am> create DeviceBindingStorageNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete DeviceBindingStorageNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceBindingStorageNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceBindingStorageNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action DeviceBindingStorageNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceBindingStorageNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DeviceBindingStorageNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DeviceBindingStorageNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DeviceBindingStorageNode --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

DeviceGeofencing

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/DeviceGeoFencingNode

Resource version: 1.0

create

Usage

am> create DeviceGeofencing --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "distance" : {
      "title" : "Geofence Radius (km)",
      "description" : "Specifies the maximum distance, in kilometers, that a device can be from the specified 
trusted location(s).",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "locations" : {
      "title" : "Trusted Locations",
      "description" : "Specify the latitude and longitude of trusted locations. Separate the values with a 
comma; for example, `-123.177201,49.164532`.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "distance", "locations" ]
}

delete

Usage

am> delete DeviceGeofencing --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceGeofencing --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action DeviceGeofencing --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action DeviceGeofencing --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceGeofencing --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DeviceGeofencing --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read DeviceGeofencing --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DeviceGeofencing --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "distance" : {
      "title" : "Geofence Radius (km)",
      "description" : "Specifies the maximum distance, in kilometers, that a device can be from the specified 
trusted location(s).",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "locations" : {
      "title" : "Trusted Locations",
      "description" : "Specify the latitude and longitude of trusted locations. Separate the values with a 
comma; for example, `-123.177201,49.164532`.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "distance", "locations" ]
}
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DeviceIDService

Realm Operations

Resource path:

/realm-config/services/deviceIdService

Resource version: 1.0

create

Usage

am> create DeviceIDService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "deviceIdSettingsEncryptionKeystore" : {
      "title" : "Encryption Key Store",
      "description" : "Path to the key store from which to load encryption keys.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceIdSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceIdSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password is encrypted when it is saved in the 
OpenAM configuration. You should modify the default value.",
      "propertyOrder" : 500,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "deviceIdAttrName" : {
      "title" : "Profile Storage Attribute",
      "description" : "The user's attribute in which to store Device ID profiles.<br><br>The default attribute 
is added to the schema when you prepare a user store for use with OpenAM. If you want to use a different 
attribute, you must make sure to add it to your user store schema prior to enabling the Device ID 
authentication module. OpenAM must be able to write to the attribute.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceIdSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device profiles.",
      "propertyOrder" : 600,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceIdSettingsEncryptionScheme" : {
      "title" : "Device Profile Encryption Scheme",
      "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
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      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceIdSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete DeviceIDService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceIDService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceIDService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceIDService --realm Realm --actionName nextdescendents

read

Usage
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am> read DeviceIDService --realm Realm

update

Usage

am> update DeviceIDService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

2012 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "deviceIdSettingsEncryptionKeystore" : {
      "title" : "Encryption Key Store",
      "description" : "Path to the key store from which to load encryption keys.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceIdSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceIdSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password is encrypted when it is saved in the 
OpenAM configuration. You should modify the default value.",
      "propertyOrder" : 500,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "deviceIdAttrName" : {
      "title" : "Profile Storage Attribute",
      "description" : "The user's attribute in which to store Device ID profiles.<br><br>The default attribute 
is added to the schema when you prepare a user store for use with OpenAM. If you want to use a different 
attribute, you must make sure to add it to your user store schema prior to enabling the Device ID 
authentication module. OpenAM must be able to write to the attribute.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceIdSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device profiles.",
      "propertyOrder" : 600,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceIdSettingsEncryptionScheme" : {
      "title" : "Device Profile Encryption Scheme",
      "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
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      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceIdSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/deviceIdService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceIDService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceIDService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceIDService --global --actionName nextdescendents

Amster Entity Reference PingAM

2014 Copyright © 2025 Ping Identity Corporation



read

Usage

am> read DeviceIDService --global

update

Usage

am> update DeviceIDService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "deviceIdAttrName" : {
          "title" : "Profile Storage Attribute",
          "description" : "The user's attribute in which to store Device ID profiles.<br><br>The default 
attribute is added to the schema when you prepare a user store for use with OpenAM. If you want to use a 
different attribute, you must make sure to add it to your user store schema prior to enabling the Device ID 
authentication module. OpenAM must be able to write to the attribute.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceIdSettingsEncryptionScheme" : {
          "title" : "Device Profile Encryption Scheme",
          "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceIdSettingsEncryptionKeystorePrivateKeyPassword" : {
          "title" : "Private Key Password",
          "description" : "Password to unlock the private key.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "deviceIdSettingsEncryptionKeystoreType" : {
          "title" : "Key Store Type",
          "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceIdSettingsEncryptionKeystore" : {
          "title" : "Encryption Key Store",
          "description" : "Path to the key store from which to load encryption keys.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceIdSettingsEncryptionKeystoreKeyPairAlias" : {
          "title" : "Key-Pair Alias",
          "description" : "Alias of the certificate and private key in the key store. The private key is used 
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to encrypt and decrypt device profiles.",
          "propertyOrder" : 600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceIdSettingsEncryptionKeystorePassword" : {
          "title" : "Key Store Password",
          "description" : "Password to unlock the key store. This password is encrypted when it is saved in 
the OpenAM configuration. You should modify the default value.",
          "propertyOrder" : 500,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

DeviceIdMatchModule

Realm Operations

Resource path:

/realm-config/authentication/modules/deviceidmatch

Resource version: 1.0

create

Usage

am> create DeviceIdMatchModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "clientScript" : {
      "title" : "Client-side Script",
      "description" : "The client-side script.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "serverScript" : {
      "title" : "Server-side Script",
      "description" : "The server-side script to execute.<br><br>This script will be run on the server, 
subsequent to any client script having returned. It can be written in the selected language.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with the authentication module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "clientScriptEnabled" : {
      "title" : "Client-side Script Enabled",
      "description" : "Enable this setting if the client-side script should be executed.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete DeviceIdMatchModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceIdMatchModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceIdMatchModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceIdMatchModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DeviceIdMatchModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DeviceIdMatchModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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update

Usage

am> update DeviceIdMatchModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "clientScript" : {
      "title" : "Client-side Script",
      "description" : "The client-side script.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "serverScript" : {
      "title" : "Server-side Script",
      "description" : "The server-side script to execute.<br><br>This script will be run on the server, 
subsequent to any client script having returned. It can be written in the selected language.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with the authentication module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "clientScriptEnabled" : {
      "title" : "Client-side Script Enabled",
      "description" : "Enable this setting if the client-side script should be executed.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/deviceidmatch

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action DeviceIdMatchModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceIdMatchModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceIdMatchModule --global --actionName nextdescendents

read

Usage

am> read DeviceIdMatchModule --global

update

Usage

am> update DeviceIdMatchModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "clientScriptEnabled" : {
          "title" : "Client-side Script Enabled",
          "description" : "Enable this setting if the client-side script should be executed.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientScript" : {
          "title" : "Client-side Script",
          "description" : "The client-side script.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with the authentication module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "serverScript" : {
          "title" : "Server-side Script",
          "description" : "The server-side script to execute.<br><br>This script will be run on the server, 
subsequent to any client script having returned. It can be written in the selected language.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

DeviceIdSaveModule

Realm Operations

Resource path:
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/realm-config/authentication/modules/deviceidsave

Resource version: 1.0

create

Usage

am> create DeviceIdSaveModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with the authentication module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "autoStoreProfiles" : {
      "title" : "Automatically store new profiles",
      "description" : "Select this checkbox to assume user consent to store every new profile<br><br>If this 
checkbox is selected user won't be prompted for storing new profiles. After successful OTP confirmation 
profile will be stored automatically.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maxProfilesAllowed" : {
      "title" : "Maximum stored profile quantity",
      "description" : "No more than specified profiles quantity will be stored in user record",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete DeviceIdSaveModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceIdSaveModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceIdSaveModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceIdSaveModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DeviceIdSaveModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read DeviceIdSaveModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DeviceIdSaveModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with the authentication module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "autoStoreProfiles" : {
      "title" : "Automatically store new profiles",
      "description" : "Select this checkbox to assume user consent to store every new profile<br><br>If this 
checkbox is selected user won't be prompted for storing new profiles. After successful OTP confirmation 
profile will be stored automatically.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maxProfilesAllowed" : {
      "title" : "Maximum stored profile quantity",
      "description" : "No more than specified profiles quantity will be stored in user record",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/deviceidsave

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceIdSaveModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action DeviceIdSaveModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceIdSaveModule --global --actionName nextdescendents

read

Usage

am> read DeviceIdSaveModule --global

update

Usage

am> update DeviceIdSaveModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "maxProfilesAllowed" : {
          "title" : "Maximum stored profile quantity",
          "description" : "No more than specified profiles quantity will be stored in user record",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "autoStoreProfiles" : {
          "title" : "Automatically store new profiles",
          "description" : "Select this checkbox to assume user consent to store every new profile<br><br>If 
this checkbox is selected user won't be prompted for storing new profiles. After successful OTP confirmation 
profile will be stored automatically.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with the authentication module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

DeviceLocationMatch

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/DeviceLocationMatchNode

Resource version: 1.0
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create

Usage

am> create DeviceLocationMatch --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "distance" : {
      "title" : "Maximum Radius (km)",
      "description" : "Specifies the maximum distance, in kilometers, that a device can be from a previously 
saved location.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "distance" ]
}

delete

Usage

am> delete DeviceLocationMatch --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceLocationMatch --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceLocationMatch --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action DeviceLocationMatch --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceLocationMatch --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DeviceLocationMatch --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read DeviceLocationMatch --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DeviceLocationMatch --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "distance" : {
      "title" : "Maximum Radius (km)",
      "description" : "Specifies the maximum distance, in kilometers, that a device can be from a previously 
saved location.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "distance" ]
}

DeviceMatch

Realm Operations

Resource path:
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/realm-config/authentication/authenticationtrees/nodes/DeviceMatchNode

Resource version: 1.0

create

Usage

am> create DeviceMatch --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "acceptableVariance" : {
      "title" : "Acceptable Variance",
      "description" : "Specify the maximum amount of device attribute differences that is still acceptable for 
a match.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "useScript" : {
      "title" : "Use Custom Matching Script",
      "description" : "Use a custom script for matching device profiles. When enabled, the Acceptable Variance 
and Expiration properties are ignored. The script's type has to be: Decision Node Script.",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "expiration" : {
      "title" : "Expiration",
      "description" : "Specify the number of days until profile expiration. Expired profiles will not match.",
      "propertyOrder" : 200,
      "type" : "integer",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Custom Matching Script",
      "description" : "Decision Node Script",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "acceptableVariance", "useScript", "expiration", "script" ]
}

delete

Usage

am> delete DeviceMatch --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action DeviceMatch --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceMatch --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action DeviceMatch --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceMatch --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DeviceMatch --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DeviceMatch --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DeviceMatch --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "acceptableVariance" : {
      "title" : "Acceptable Variance",
      "description" : "Specify the maximum amount of device attribute differences that is still acceptable for 
a match.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "useScript" : {
      "title" : "Use Custom Matching Script",
      "description" : "Use a custom script for matching device profiles. When enabled, the Acceptable Variance 
and Expiration properties are ignored. The script's type has to be: Decision Node Script.",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "expiration" : {
      "title" : "Expiration",
      "description" : "Specify the number of days until profile expiration. Expired profiles will not match.",
      "propertyOrder" : 200,
      "type" : "integer",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Custom Matching Script",
      "description" : "Decision Node Script",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "acceptableVariance", "useScript", "expiration", "script" ]
}

DeviceProfile

Realm Operations

The device profile service is responsible for exposing functions to change the collection of User devices. The supported methods
are update, delete, query

Resource path:

/users/{user}/devices/profile

Resource version: 1.0
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delete

Delete user device

Usage

am> delete DeviceProfile --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

The device profile service is responsible for exposing functions to change the collection of User devices. The supported
methods are update, delete, query

query

Query the user devices

Usage

am> query DeviceProfile --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

The device profile service is responsible for exposing functions to change the collection of User devices. The supported
methods are update, delete, query

update

Update an existing user device alias

Usage

am> update DeviceProfile --realm Realm --id id --body body --user user

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "User devices schema that is used for device profile",
  "type" : "object",
  "title" : "User devices schema",
  "properties" : {
    "identifier" : {
      "type" : "string",
      "title" : "Identifier",
      "description" : "The unique identifier of the device"
    },
    "alias" : {
      "type" : "string",
      "title" : "Device alias name",
      "description" : "The alias name of user device"
    },
    "lastSelectedDate" : {
      "type" : "string",
      "title" : "Last selected date",
      "description" : "Date when the device was selected last time"
    },
    "metadata" : {
      "type" : "object",
      "title" : "Device Metadata",
      "description" : "The JSON representation of device metadata"
    },
    "location" : {
      "type" : "object",
      "title" : "Device Location",
      "description" : "The current device location",
      "properties" : {
        "longitude" : {
          "type" : "number",
          "title" : "Location latitude",
          "description" : "The location latitude"
        },
        "latitude" : {
          "type" : "number",
          "title" : "Location longitude",
          "description" : "The location longitude"
        }
      }
    }
  }
}

--user

The device profile service is responsible for exposing functions to change the collection of User devices. The supported
methods are update, delete, query
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DeviceProfileCollector

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/DeviceProfileCollectorNode

Resource version: 1.0

create

Usage

am> create DeviceProfileCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "message" : {
      "title" : "Message",
      "description" : "Optional message to display to the user when capturing device information. Enter a 
locale in the KEY field, for example `en-us`, and the localized message as the VALUE.",
      "propertyOrder" : 400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "deviceLocation" : {
      "title" : "Collect Device Location",
      "description" : "Instructs the client to collect device location.",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "deviceMetadata" : {
      "title" : "Collect Device Metadata",
      "description" : "Instructs the client to collect device metadata.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maximumSize" : {
      "title" : "Maximum Profile Size (KB)",
      "description" : "Specify the maximum accepted size for a device profile in kilobytes. If the returned 
profile size exceeds this maximum the authentication will fail. Note that larger profiles can impact 
performance.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "message", "deviceLocation", "deviceMetadata", "maximumSize" ]
}

delete

Usage

am> delete DeviceProfileCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceProfileCollector --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceProfileCollector --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action DeviceProfileCollector --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceProfileCollector --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage
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am> query DeviceProfileCollector --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DeviceProfileCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DeviceProfileCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "message" : {
      "title" : "Message",
      "description" : "Optional message to display to the user when capturing device information. Enter a 
locale in the KEY field, for example `en-us`, and the localized message as the VALUE.",
      "propertyOrder" : 400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "deviceLocation" : {
      "title" : "Collect Device Location",
      "description" : "Instructs the client to collect device location.",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "deviceMetadata" : {
      "title" : "Collect Device Metadata",
      "description" : "Instructs the client to collect device metadata.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maximumSize" : {
      "title" : "Maximum Profile Size (KB)",
      "description" : "Specify the maximum accepted size for a device profile in kilobytes. If the returned 
profile size exceeds this maximum the authentication will fail. Note that larger profiles can impact 
performance.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "message", "deviceLocation", "deviceMetadata", "maximumSize" ]
}

DeviceProfileSave

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/DeviceSaveNode

Resource version: 1.0
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create

Usage

am> create DeviceProfileSave --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "variableName" : {
      "title" : "Device Name Variable",
      "description" : "Specify an existing variable name, in shared state, that contains the value to use as 
this device's name.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "maxSavedProfiles" : {
      "title" : "Maximum Saved Profiles",
      "description" : "Specify the maximum number of device profiles to save in a user's profile. When the 
maximum is reached, saving a new profile replaces the least-recently used profile.",
      "propertyOrder" : 200,
      "type" : "integer",
      "exampleValue" : ""
    },
    "saveDeviceLocation" : {
      "title" : "Save Device Location",
      "description" : "Specify whether device location should be saved.",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "saveDeviceMetadata" : {
      "title" : "Save Device Metadata",
      "description" : "Specify whether device metadata should be saved.",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "variableName", "maxSavedProfiles", "saveDeviceLocation", "saveDeviceMetadata" ]
}
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delete

Usage

am> delete DeviceProfileSave --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceProfileSave --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceProfileSave --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action DeviceProfileSave --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceProfileSave --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DeviceProfileSave --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DeviceProfileSave --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DeviceProfileSave --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "variableName" : {
      "title" : "Device Name Variable",
      "description" : "Specify an existing variable name, in shared state, that contains the value to use as 
this device's name.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "maxSavedProfiles" : {
      "title" : "Maximum Saved Profiles",
      "description" : "Specify the maximum number of device profiles to save in a user's profile. When the 
maximum is reached, saving a new profile replaces the least-recently used profile.",
      "propertyOrder" : 200,
      "type" : "integer",
      "exampleValue" : ""
    },
    "saveDeviceLocation" : {
      "title" : "Save Device Location",
      "description" : "Specify whether device location should be saved.",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "saveDeviceMetadata" : {
      "title" : "Save Device Metadata",
      "description" : "Specify whether device metadata should be saved.",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "variableName", "maxSavedProfiles", "saveDeviceLocation", "saveDeviceMetadata" ]
}

DeviceProfilesService

Realm Operations

Resource path:

/realm-config/services/deviceProfilesService

Resource version: 1.0

create

Usage
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am> create DeviceProfilesService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "deviceProfilesSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceProfilesSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password is encrypted when it is saved in the 
OpenAM configuration. You should modify the default value.",
      "propertyOrder" : 500,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "deviceProfilesSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device profiles.",
      "propertyOrder" : 600,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceProfilesSettingsEncryptionKeystore" : {
      "title" : "Encryption Key Store",
      "description" : "Path to the key store from which to load encryption keys.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceProfilesAttrName" : {
      "title" : "Profile Storage Attribute",
      "description" : "The user's attribute in which to store Device profiles.<br><br>The default attribute is 
added to the schema when you prepare a user store for use with OpenAM. If you want to use a different 
attribute, you must make sure to add it to your user store schema prior to enabling the Device Profiles 
authentication module. OpenAM must be able to write to the attribute.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceProfilesSettingsEncryptionScheme" : {
      "title" : "Device Profile Encryption Scheme",
      "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
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      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceProfilesSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete DeviceProfilesService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceProfilesService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceProfilesService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceProfilesService --realm Realm --actionName nextdescendents

read

Usage
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am> read DeviceProfilesService --realm Realm

update

Usage

am> update DeviceProfilesService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "deviceProfilesSettingsEncryptionKeystoreType" : {
      "title" : "Key Store Type",
      "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceProfilesSettingsEncryptionKeystorePassword" : {
      "title" : "Key Store Password",
      "description" : "Password to unlock the key store. This password is encrypted when it is saved in the 
OpenAM configuration. You should modify the default value.",
      "propertyOrder" : 500,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "deviceProfilesSettingsEncryptionKeystoreKeyPairAlias" : {
      "title" : "Key-Pair Alias",
      "description" : "Alias of the certificate and private key in the key store. The private key is used to 
encrypt and decrypt device profiles.",
      "propertyOrder" : 600,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceProfilesSettingsEncryptionKeystore" : {
      "title" : "Encryption Key Store",
      "description" : "Path to the key store from which to load encryption keys.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceProfilesAttrName" : {
      "title" : "Profile Storage Attribute",
      "description" : "The user's attribute in which to store Device profiles.<br><br>The default attribute is 
added to the schema when you prepare a user store for use with OpenAM. If you want to use a different 
attribute, you must make sure to add it to your user store schema prior to enabling the Device Profiles 
authentication module. OpenAM must be able to write to the attribute.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceProfilesSettingsEncryptionScheme" : {
      "title" : "Device Profile Encryption Scheme",
      "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
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      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "deviceProfilesSettingsEncryptionKeystorePrivateKeyPassword" : {
      "title" : "Private Key Password",
      "description" : "Password to unlock the private key.",
      "propertyOrder" : 700,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/deviceProfilesService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceProfilesService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceProfilesService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceProfilesService --global --actionName nextdescendents
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read

Usage

am> read DeviceProfilesService --global

update

Usage

am> update DeviceProfilesService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "deviceProfilesSettingsEncryptionKeystore" : {
          "title" : "Encryption Key Store",
          "description" : "Path to the key store from which to load encryption keys.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceProfilesSettingsEncryptionKeystorePrivateKeyPassword" : {
          "title" : "Private Key Password",
          "description" : "Password to unlock the private key.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "deviceProfilesSettingsEncryptionScheme" : {
          "title" : "Device Profile Encryption Scheme",
          "description" : "Encryption scheme to use to secure device profiles stored on the server.<br><br>If 
enabled, each device profile is encrypted using a unique random secret key using the given strength of AES 
encryption in CBC mode with PKCS#5 padding. An HMAC-SHA of the given strength (truncated to half-size) is used 
to ensure integrity protection and authenticated encryption. The unique random key is encrypted with the given 
RSA key pair and stored with the device profile.<p><p><i>Note:</i> AES-256 may require installation of the JCE 
Unlimited Strength policy files.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceProfilesSettingsEncryptionKeystorePassword" : {
          "title" : "Key Store Password",
          "description" : "Password to unlock the key store. This password is encrypted when it is saved in 
the OpenAM configuration. You should modify the default value.",
          "propertyOrder" : 500,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "deviceProfilesAttrName" : {
          "title" : "Profile Storage Attribute",
          "description" : "The user's attribute in which to store Device profiles.<br><br>The default 
attribute is added to the schema when you prepare a user store for use with OpenAM. If you want to use a 
different attribute, you must make sure to add it to your user store schema prior to enabling the Device 
Profiles authentication module. OpenAM must be able to write to the attribute.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceProfilesSettingsEncryptionKeystoreKeyPairAlias" : {
          "title" : "Key-Pair Alias",
          "description" : "Alias of the certificate and private key in the key store. The private key is used 
to encrypt and decrypt device profiles.",
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          "propertyOrder" : 600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "deviceProfilesSettingsEncryptionKeystoreType" : {
          "title" : "Key Store Type",
          "description" : "Type of key store to load.<br><br><i>Note:</i> PKCS#11 key stores require hardware 
support such as a security device or smart card and is not available by default in most JVM 
installations.<p><p>See the <a href=\"https://docs.oracle.com/javase/8/docs/technotes/guides/security/
p11guide.html\" target=\"_blank\">JDK 8 PKCS#11 Reference Guide</a> for more details.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

DeviceSigningVerifier

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/DeviceSigningVerifierNode

Resource version: 1.0

create

Usage

am> create DeviceSigningVerifier --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2057



{
  "type" : "object",
  "properties" : {
    "challenge" : {
      "title" : "Sign Random Challenge.",
      "description" : "Auto generate challenge for signing.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "applicationIds" : {
      "title" : "Application Ids",
      "description" : "The Android package names or iOS bundle IDs that issue the binding request.",
      "propertyOrder" : 250,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "sharedStateAttribute" : {
      "title" : "Shared State Attribute As Challenge.",
      "description" : "Shared State attribute as challenge for signing.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "description" : {
      "title" : "Description",
      "description" : "The description to be displayed on the biometric prompt.",
      "propertyOrder" : 500,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "subtitle" : {
      "title" : "Subtitle",
      "description" : "The subtitle to be displayed on the biometric prompt.",
      "propertyOrder" : 400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "title" : {
      "title" : "Title",
      "description" : "The title to be displayed on the biometric prompt.",
      "propertyOrder" : 300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
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      },
      "type" : "object",
      "exampleValue" : ""
    },
    "clientErrorOutcomes" : {
      "title" : "Client Error Outcomes",
      "description" : "Specify the client error outcomes",
      "propertyOrder" : 700,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Timeout",
      "description" : "The number of seconds to wait for a valid device to be bound before failing.",
      "propertyOrder" : 600,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "challenge", "applicationIds", "sharedStateAttribute", "description", "subtitle", "title", 
"clientErrorOutcomes", "timeout" ]
}

delete

Usage

am> delete DeviceSigningVerifier --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceSigningVerifier --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceSigningVerifier --realm Realm --actionName getCreatableTypes
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listOutcomes

List the available outcomes for the node type.

Usage

am> action DeviceSigningVerifier --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceSigningVerifier --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DeviceSigningVerifier --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DeviceSigningVerifier --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DeviceSigningVerifier --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "challenge" : {
      "title" : "Sign Random Challenge.",
      "description" : "Auto generate challenge for signing.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "applicationIds" : {
      "title" : "Application Ids",
      "description" : "The Android package names or iOS bundle IDs that issue the binding request.",
      "propertyOrder" : 250,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "sharedStateAttribute" : {
      "title" : "Shared State Attribute As Challenge.",
      "description" : "Shared State attribute as challenge for signing.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "description" : {
      "title" : "Description",
      "description" : "The description to be displayed on the biometric prompt.",
      "propertyOrder" : 500,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "subtitle" : {
      "title" : "Subtitle",
      "description" : "The subtitle to be displayed on the biometric prompt.",
      "propertyOrder" : 400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "title" : {
      "title" : "Title",
      "description" : "The title to be displayed on the biometric prompt.",
      "propertyOrder" : 300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }

Amster Entity Reference PingAM

2062 Copyright © 2025 Ping Identity Corporation



      },
      "type" : "object",
      "exampleValue" : ""
    },
    "clientErrorOutcomes" : {
      "title" : "Client Error Outcomes",
      "description" : "Specify the client error outcomes",
      "propertyOrder" : 700,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Timeout",
      "description" : "The number of seconds to wait for a valid device to be bound before failing.",
      "propertyOrder" : 600,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "challenge", "applicationIds", "sharedStateAttribute", "description", "subtitle", "title", 
"clientErrorOutcomes", "timeout" ]
}

DeviceTamperingVerification

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/DeviceTamperingVerificationNode

Resource version: 1.0

create

Usage

am> create DeviceTamperingVerification --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "score" : {
      "title" : "Score Threshold",
      "description" : "Specifies the score threshold for determining if a device is jailbroken or rooted. 
Jailbreak scores received from the client will be between 0 and 1. The higher the score, the more likely the 
device is jailbroken (Emulators will score a 1).",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "score" ]
}

delete

Usage

am> delete DeviceTamperingVerification --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DeviceTamperingVerification --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DeviceTamperingVerification --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage
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am> action DeviceTamperingVerification --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DeviceTamperingVerification --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DeviceTamperingVerification --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DeviceTamperingVerification --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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update

Usage

am> update DeviceTamperingVerification --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "score" : {
      "title" : "Score Threshold",
      "description" : "Specifies the score threshold for determining if a device is jailbroken or rooted. 
Jailbreak scores received from the client will be between 0 and 1. The higher the score, the more likely the 
device is jailbroken (Emulators will score a 1).",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "score" ]
}

DirectoryConfiguration

Global Operations

Connection details for directory server(s).

Resource path:

/global-config/servers/{serverName}/properties/directoryConfiguration

Resource version: 1.0

read

Usage
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am> read DirectoryConfiguration --global --serverName serverName

Parameters

--serverName

Connection details for directory server(s).

update

Usage

am> update DirectoryConfiguration --global --serverName serverName --body body

Parameters

--serverName

Connection details for directory server(s).

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "directoryConfiguration" : {
      "type" : "object",
      "title" : "Directory Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "minConnectionPool" : {
          "title" : "Minimum Connection Pool",
          "propertyOrder" : 0,
          "type" : "number"
        },
        "maxConnectionPool" : {
          "title" : "Maximum Connection Pool",
          "propertyOrder" : 1,
          "type" : "number"
        },
        "bindDn" : {
          "title" : "Bind DN",
          "propertyOrder" : 2,
          "type" : "string"
        },
        "bindPassword" : {
          "title" : "Bind Password",
          "propertyOrder" : 3,
          "type" : "string",
          "format" : "password"
        },
        "mtlsEnabled" : {
          "title" : "mTLS Enabled",
          "description" : "Toggle to enable/disable mTLS",
          "propertyOrder" : 4,
          "type" : "boolean"
        },
        "mtlsAlias" : {
          "title" : "mTLS Certificate Alias",
          "description" : "The alias to use for mTLS. Applicable only when mTLS is enabled",
          "propertyOrder" : 5,
          "type" : "string"
        },
        "mtlsKeyStoreFile" : {
          "title" : "mTLS KeyStore File",
          "description" : "Path to the KeyStore that has the alias. Applicable only when mTLS is enabled",
          "propertyOrder" : 6,
          "type" : "string"
        },
        "mtlsKeyStoreType" : {
          "title" : "mTLS KeyStore Type",
          "description" : "The type of the KeyStore that has the alias. Applicable only when mTLS is enabled",
          "propertyOrder" : 7,
          "type" : "string",
          "enum" : [ "JCEKS", "PKCS12" ],
          "options" : {
            "enum_titles" : [ "JCEKS", "PKCS12" ]
          }
        },
        "mtlsKeyStorePasswordFile" : {
          "title" : "mTLS KeyStore Password File",
          "description" : "Path to the password file for the KeyStore. Applicable only when mTLS is enabled",
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          "propertyOrder" : 8,
          "type" : "string"
        },
        "mtlsKeyPasswordFile" : {
          "title" : "mTLS Key Password File",
          "description" : "Path to the password file for the Key. Applicable only when mTLS is enabled",
          "propertyOrder" : 9,
          "type" : "string"
        }
      }
    },
    "directoryServers" : {
      "type" : "array",
      "title" : "Server",
      "propertyOrder" : 1,
      "items" : {
        "type" : "object",
        "required" : [ "serverName", "hostName", "portNumber", "connectionType" ],
        "properties" : {
          "serverName" : {
            "title" : "Name",
            "type" : "string",
            "propertyOrder" : 0
          },
          "hostName" : {
            "title" : "Host Name",
            "type" : "string",
            "propertyOrder" : 1
          },
          "portNumber" : {
            "title" : "Port Number",
            "type" : "string",
            "propertyOrder" : 2
          },
          "connectionType" : {
            "type" : "string",
            "enum" : [ "SIMPLE", "SSL" ],
            "options" : {
              "enum_titles" : [ "SIMPLE", "SSL" ]
            },
            "title" : "Connection Type",
            "propertyOrder" : 3
          }
        }
      }
    }
  }
}

DisplayUsername

Realm Operations

Resource path:
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/realm-config/authentication/authenticationtrees/nodes/DisplayUserNameNode

Resource version: 1.0

create

Usage

am> create DisplayUsername --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to identify the the object in IDM.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "userName" : {
      "title" : "User Name",
      "description" : "The attribute used to identify the the user name in IDM.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute", "userName" ]
}

delete

Usage

am> delete DisplayUsername --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action DisplayUsername --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action DisplayUsername --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action DisplayUsername --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action DisplayUsername --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query DisplayUsername --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read DisplayUsername --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update DisplayUsername --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to identify the the object in IDM.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "userName" : {
      "title" : "User Name",
      "description" : "The attribute used to identify the the user name in IDM.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute", "userName" ]
}

ElasticSearch

Realm Operations

Resource path:

/realm-config/services/audit/Elasticsearch

Resource version: 1.0

create

Usage

am> create ElasticSearch --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 5000,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 4900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "elasticsearchConfig" : {
      "type" : "object",
      "title" : "Elasticsearch Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sslEnabled" : {
          "title" : "SSL Enabled",
          "description" : "Specifies whether SSL is configured on the Elasticsearch server.<p><p>If SSL is 
enabled, be sure to import the CA certificate used to sign Elasticsearch node certificates into the Java 
keystore on the host that runs OpenAM before attempting to log audit events to Elasticsearch.",
          "propertyOrder" : 5300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "port" : {
          "title" : "Server Port",
          "description" : "Specifies the port number used to access Elasticsearch's REST API.",
          "propertyOrder" : 5200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "index" : {
          "title" : "Elasticsearch Index",
          "description" : "Specifies the name of the Elasticsearch index to be used for OpenAM audit 
logging.",
          "propertyOrder" : 5400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "host" : {
          "title" : "Server Hostname",
          "description" : "Host name or IP address of the Elasticsearch server.",
          "propertyOrder" : 5100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "elasticsearchBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 4,
      "properties" : {
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "writeInterval" : {
          "title" : "Write interval (in milliseconds)",
          "description" : "Specifies the interval in milliseconds at which buffered events are written to 
Elasticsearch.",
          "propertyOrder" : 6000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxEvents" : {
          "title" : "Queue Capacity",
          "description" : "Maximum number of audit logs in the batch queue. Additional audit events are 
dropped.",
          "propertyOrder" : 5900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "batchSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default: 10000)",
          "propertyOrder" : 5800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 6100,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "elasticsearchAuthentication" : {
      "type" : "object",
      "title" : "Authentication",
      "propertyOrder" : 3,
      "properties" : {
        "username" : {
          "title" : "Username",
          "description" : "Specifies the username to access the Elasticsearch server.<p><p>Required if 
Elasticsearch Shield authentication is configured.",
          "propertyOrder" : 5500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "password" : {
          "title" : "Password",
          "description" : "Specifies the password to access the Elasticsearch server.<p><p>Required if 
Elasticsearch Shield authentication is configured.",
          "propertyOrder" : 5600,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete ElasticSearch --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ElasticSearch --realm Realm --actionName getAllTypes

Amster Entity Reference PingAM

2076 Copyright © 2025 Ping Identity Corporation



getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ElasticSearch --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ElasticSearch --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ElasticSearch --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ElasticSearch --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ElasticSearch --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 5000,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 4900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "elasticsearchConfig" : {
      "type" : "object",
      "title" : "Elasticsearch Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sslEnabled" : {
          "title" : "SSL Enabled",
          "description" : "Specifies whether SSL is configured on the Elasticsearch server.<p><p>If SSL is 
enabled, be sure to import the CA certificate used to sign Elasticsearch node certificates into the Java 
keystore on the host that runs OpenAM before attempting to log audit events to Elasticsearch.",
          "propertyOrder" : 5300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "port" : {
          "title" : "Server Port",
          "description" : "Specifies the port number used to access Elasticsearch's REST API.",
          "propertyOrder" : 5200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "index" : {
          "title" : "Elasticsearch Index",
          "description" : "Specifies the name of the Elasticsearch index to be used for OpenAM audit 
logging.",
          "propertyOrder" : 5400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "host" : {
          "title" : "Server Hostname",
          "description" : "Host name or IP address of the Elasticsearch server.",
          "propertyOrder" : 5100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "elasticsearchBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 4,
      "properties" : {
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "writeInterval" : {
          "title" : "Write interval (in milliseconds)",
          "description" : "Specifies the interval in milliseconds at which buffered events are written to 
Elasticsearch.",
          "propertyOrder" : 6000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxEvents" : {
          "title" : "Queue Capacity",
          "description" : "Maximum number of audit logs in the batch queue. Additional audit events are 
dropped.",
          "propertyOrder" : 5900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "batchSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default: 10000)",
          "propertyOrder" : 5800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 6100,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "elasticsearchAuthentication" : {
      "type" : "object",
      "title" : "Authentication",
      "propertyOrder" : 3,
      "properties" : {
        "username" : {
          "title" : "Username",
          "description" : "Specifies the username to access the Elasticsearch server.<p><p>Required if 
Elasticsearch Shield authentication is configured.",
          "propertyOrder" : 5500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "password" : {
          "title" : "Password",
          "description" : "Specifies the password to access the Elasticsearch server.<p><p>Required if 
Elasticsearch Shield authentication is configured.",
          "propertyOrder" : 5600,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/services/audit/Elasticsearch

Resource version: 1.0

create

Usage

am> create ElasticSearch --global --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "elasticsearchConfig" : {
      "type" : "object",
      "title" : "Elasticsearch Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sslEnabled" : {
          "title" : "SSL Enabled",
          "description" : "Specifies whether SSL is configured on the Elasticsearch server.<p><p>If SSL is 
enabled, be sure to import the CA certificate used to sign Elasticsearch node certificates into the Java 
keystore on the host that runs OpenAM before attempting to log audit events to Elasticsearch.",
          "propertyOrder" : 5300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "port" : {
          "title" : "Server Port",
          "description" : "Specifies the port number used to access Elasticsearch's REST API.",
          "propertyOrder" : 5200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "index" : {
          "title" : "Elasticsearch Index",
          "description" : "Specifies the name of the Elasticsearch index to be used for OpenAM audit 
logging.",
          "propertyOrder" : 5400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "host" : {
          "title" : "Server Hostname",
          "description" : "Host name or IP address of the Elasticsearch server.",
          "propertyOrder" : 5100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "elasticsearchAuthentication" : {
      "type" : "object",
      "title" : "Authentication",
      "propertyOrder" : 3,
      "properties" : {
        "username" : {
          "title" : "Username",
          "description" : "Specifies the username to access the Elasticsearch server.<p><p>Required if 
Elasticsearch Shield authentication is configured.",
          "propertyOrder" : 5500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "password" : {
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          "title" : "Password",
          "description" : "Specifies the password to access the Elasticsearch server.<p><p>Required if 
Elasticsearch Shield authentication is configured.",
          "propertyOrder" : 5600,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      }
    },
    "elasticsearchBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 4,
      "properties" : {
        "batchSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default: 10000)",
          "propertyOrder" : 5800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "writeInterval" : {
          "title" : "Write interval (in milliseconds)",
          "description" : "Specifies the interval in milliseconds at which buffered events are written to 
Elasticsearch.",
          "propertyOrder" : 6000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxEvents" : {
          "title" : "Queue Capacity",
          "description" : "Maximum number of audit logs in the batch queue. Additional audit events are 
dropped.",
          "propertyOrder" : 5900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 5000,
          "required" : true,
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          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 4900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 6100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete ElasticSearch --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ElasticSearch --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ElasticSearch --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ElasticSearch --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ElasticSearch --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ElasticSearch --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ElasticSearch --global --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "elasticsearchConfig" : {
      "type" : "object",
      "title" : "Elasticsearch Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sslEnabled" : {
          "title" : "SSL Enabled",
          "description" : "Specifies whether SSL is configured on the Elasticsearch server.<p><p>If SSL is 
enabled, be sure to import the CA certificate used to sign Elasticsearch node certificates into the Java 
keystore on the host that runs OpenAM before attempting to log audit events to Elasticsearch.",
          "propertyOrder" : 5300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "port" : {
          "title" : "Server Port",
          "description" : "Specifies the port number used to access Elasticsearch's REST API.",
          "propertyOrder" : 5200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "index" : {
          "title" : "Elasticsearch Index",
          "description" : "Specifies the name of the Elasticsearch index to be used for OpenAM audit 
logging.",
          "propertyOrder" : 5400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "host" : {
          "title" : "Server Hostname",
          "description" : "Host name or IP address of the Elasticsearch server.",
          "propertyOrder" : 5100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "elasticsearchAuthentication" : {
      "type" : "object",
      "title" : "Authentication",
      "propertyOrder" : 3,
      "properties" : {
        "username" : {
          "title" : "Username",
          "description" : "Specifies the username to access the Elasticsearch server.<p><p>Required if 
Elasticsearch Shield authentication is configured.",
          "propertyOrder" : 5500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "password" : {
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          "title" : "Password",
          "description" : "Specifies the password to access the Elasticsearch server.<p><p>Required if 
Elasticsearch Shield authentication is configured.",
          "propertyOrder" : 5600,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      }
    },
    "elasticsearchBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 4,
      "properties" : {
        "batchSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default: 10000)",
          "propertyOrder" : 5800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "writeInterval" : {
          "title" : "Write interval (in milliseconds)",
          "description" : "Specifies the interval in milliseconds at which buffered events are written to 
Elasticsearch.",
          "propertyOrder" : 6000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxEvents" : {
          "title" : "Queue Capacity",
          "description" : "Maximum number of audit logs in the batch queue. Additional audit events are 
dropped.",
          "propertyOrder" : 5900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 5000,
          "required" : true,
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          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 4900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 6100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

EmailService

Realm Operations

Resource path:

/realm-config/services/email

Resource version: 1.0

create

Usage

am> create EmailService --realm Realm --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "from" : {
      "title" : "Email From Address",
      "description" : "Specifies the address from which to send email notifications.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : "no-reply@example.com"
    },
    "emailRateLimitSeconds" : {
      "title" : "Email Rate Limit",
      "description" : "Specifies the minimum number of seconds which must elapse between sending emails to an 
individual user.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "transportType" : {
      "title" : "Transport Type",
      "description" : "The mail server transport type to use by default",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "subject" : {
      "title" : "Email Subject",
      "description" : "Specifies a subject for notification messages. If you do not set this, OpenAM does not 
set the subject for notification messages.",
      "propertyOrder" : 900,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Email Content",
      "description" : "Specifies content for notification messages. If you do not set this, OpenAM includes 
only the confirmation URL in the mail body.",
      "propertyOrder" : 1100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailAddressAttribute" : {
      "title" : "Email Attribute Name",
      "description" : "Specifies the profile attribute from which to retrieve the end user's email address.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete EmailService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action EmailService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action EmailService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action EmailService --realm Realm --actionName nextdescendents

read

Usage

am> read EmailService --realm Realm

update

Usage

am> update EmailService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "from" : {
      "title" : "Email From Address",
      "description" : "Specifies the address from which to send email notifications.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : "no-reply@example.com"
    },
    "emailRateLimitSeconds" : {
      "title" : "Email Rate Limit",
      "description" : "Specifies the minimum number of seconds which must elapse between sending emails to an 
individual user.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "transportType" : {
      "title" : "Transport Type",
      "description" : "The mail server transport type to use by default",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "subject" : {
      "title" : "Email Subject",
      "description" : "Specifies a subject for notification messages. If you do not set this, OpenAM does not 
set the subject for notification messages.",
      "propertyOrder" : 900,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Email Content",
      "description" : "Specifies content for notification messages. If you do not set this, OpenAM includes 
only the confirmation URL in the mail body.",
      "propertyOrder" : 1100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailAddressAttribute" : {
      "title" : "Email Attribute Name",
      "description" : "Specifies the profile attribute from which to retrieve the end user's email address.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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Global Operations

Resource path:

/global-config/services/email

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action EmailService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action EmailService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action EmailService --global --actionName nextdescendents

read

Usage

am> read EmailService --global

update

Usage

am> update EmailService --global --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "message" : {
          "title" : "Email Content",
          "description" : "Specifies content for notification messages. If you do not set this, OpenAM 
includes only the confirmation URL in the mail body.",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "emailRateLimitSeconds" : {
          "title" : "Email Rate Limit",
          "description" : "Specifies the minimum number of seconds which must elapse between sending emails to 
an individual user.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "transportType" : {
          "title" : "Transport Type",
          "description" : "The mail server transport type to use by default",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "emailAddressAttribute" : {
          "title" : "Email Attribute Name",
          "description" : "Specifies the profile attribute from which to retrieve the end user's email 
address.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subject" : {
          "title" : "Email Subject",
          "description" : "Specifies a subject for notification messages. If you do not set this, OpenAM does 
not set the subject for notification messages.",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "from" : {
          "title" : "Email From Address",
          "description" : "Specifies the address from which to send email notifications.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : "no-reply@example.com"
        }
      },
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      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

EmailSuspendNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/EmailSuspendNode

Resource version: 1.0

create

Usage

am> create EmailSuspendNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to identify the the object in IDM.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "objectLookup" : {
      "title" : "Object Lookup",
      "description" : "Determines whether object lookup should occur. If true, existing object is queried. 
Otherwise, object in shared state is used for template object.",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "emailTemplateName" : {
      "title" : "Email Template Name",
      "description" : "The IDM email template to be sent.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailAttribute" : {
      "title" : "Email Attribute",
      "description" : "The IDM email field to send the email to.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailSuspendMessage" : {
      "title" : "Email Suspend Message",
      "description" : "The localised message to be returned once the tree is suspended.",
      "propertyOrder" : 300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute", "objectLookup", "emailTemplateName", "emailAttribute", 
"emailSuspendMessage" ]
}

delete

Usage

am> delete EmailSuspendNode --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action EmailSuspendNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action EmailSuspendNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action EmailSuspendNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action EmailSuspendNode --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query EmailSuspendNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read EmailSuspendNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update EmailSuspendNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2101



{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to identify the the object in IDM.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "objectLookup" : {
      "title" : "Object Lookup",
      "description" : "Determines whether object lookup should occur. If true, existing object is queried. 
Otherwise, object in shared state is used for template object.",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "emailTemplateName" : {
      "title" : "Email Template Name",
      "description" : "The IDM email template to be sent.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailAttribute" : {
      "title" : "Email Attribute",
      "description" : "The IDM email field to send the email to.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailSuspendMessage" : {
      "title" : "Email Suspend Message",
      "description" : "The localised message to be returned once the tree is suspended.",
      "propertyOrder" : 300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute", "objectLookup", "emailTemplateName", "emailAttribute", 
"emailSuspendMessage" ]
}

EmailTemplateNode

Realm Operations

Resource path:
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/realm-config/authentication/authenticationtrees/nodes/EmailTemplateNode

Resource version: 1.0

create

Usage

am> create EmailTemplateNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "emailTemplateName" : {
      "title" : "Email Template Name",
      "description" : "The IDM email template to be sent.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailAttribute" : {
      "title" : "Email Attribute",
      "description" : "The IDM email field to send the email to.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to identify the the object in IDM.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "emailTemplateName", "emailAttribute", "identityAttribute" ]
}

delete

Usage

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2103



am> delete EmailTemplateNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action EmailTemplateNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action EmailTemplateNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action EmailTemplateNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action EmailTemplateNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query EmailTemplateNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read EmailTemplateNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update EmailTemplateNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "emailTemplateName" : {
      "title" : "Email Template Name",
      "description" : "The IDM email template to be sent.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailAttribute" : {
      "title" : "Email Attribute",
      "description" : "The IDM email field to send the email to.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to identify the the object in IDM.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "emailTemplateName", "emailAttribute", "identityAttribute" ]
}

EnvironmentAndSystemPropertySecretsStore

Global Operations

Resource path:

/global-config/secrets/stores/EnvironmentAndSystemPropertySecretStore

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action EnvironmentAndSystemPropertySecretsStore --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action EnvironmentAndSystemPropertySecretsStore --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action EnvironmentAndSystemPropertySecretsStore --global --actionName nextdescendents

read

Usage

am> read EnvironmentAndSystemPropertySecretsStore --global

update

Usage

am> update EnvironmentAndSystemPropertySecretsStore --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "format" : {
      "title" : "Value format",
      "description" : "Indicates what format is used to store the secrets in the files. The available options 
are: <ul> <li>Plain text: the secrets are stored as UTF-8 encoded text.</li> <li>Base64 encoded: the secrets 
are stored as Base64 encoded binary values.</li> <li>Encrypted text: the plain text secrets are encrypted 
using AM's encryption key.</li> <li>Encrypted Base64 encoded: the Base64 encoded binary values are encrypted 
using AM's encryption key.</li>  <li>Encrypted with Google KMS: the secrets are encrypted using Google's Key 
Management Service.</li> <li>PEM encoded certificate or key: the secrets are certificates, keys, or passwords, 
in Privacy Enhanced Mail (PEM) format, such as those produced by OpenSSL and other common tools.</li> 
<li>Encrypted PEM: PEM-encoded objects that are encrypted with AM's server key.</li><li>Google KMS-encrypted 
PEM: PEM-encoded objects that are encrypted with Google KMS.</li></ul><p>The following formats are also 
supported but are discouraged (use the PEM variants instead): <ul><li>Encrypted HMAC key: the Base64 encoded 
binary representation of the HMAC key is encrypted using AM's encryption key. Use this format when working 
with non generic secrets.</li> <li>Base64 encoded HMAC key: the secrets are binary HMAC keys encoded with 
Base64.</li> <li>Google KMS-encrypted HMAC key: the secrets are binary HMAC keys that have been encrypted with 
Google's Key Management Service (KMS).</li> </ul>",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

FacebookClient

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/facebookConfig

Resource version: 1.0

create

Usage

am> create FacebookClient --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
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    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://www.facebook.com/dialog/oauth"
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "id"
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "email, user_birthday"
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
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    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.facebook.com/debug_token"
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.facebook.com/v2.7/oauth/access_token"
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 

Amster Entity Reference PingAM

2112 Copyright © 2025 Ping Identity Corporation



options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.facebook.com/me?
fields=id,name,picture,email,first_name,last_name,locale"
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete FacebookClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action FacebookClient --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action FacebookClient --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action FacebookClient --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query FacebookClient --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read FacebookClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update FacebookClient --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
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    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://www.facebook.com/dialog/oauth"
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "id"
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "email, user_birthday"
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
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    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.facebook.com/debug_token"
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.facebook.com/v2.7/oauth/access_token"
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
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options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.facebook.com/me?
fields=id,name,picture,email,first_name,last_name,locale"
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

FailureURL

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SetFailureUrlNode

Resource version: 1.0

create

Usage

am> create FailureURL --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "failureUrl" : {
      "title" : "Failure URL",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "failureUrl" ]
}
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delete

Usage

am> delete FailureURL --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action FailureURL --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action FailureURL --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action FailureURL --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action FailureURL --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query FailureURL --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read FailureURL --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update FailureURL --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "failureUrl" : {
      "title" : "Failure URL",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "failureUrl" ]
}

FederationModule

Realm Operations

Resource path:

/realm-config/authentication/modules/federation

Resource version: 1.0

create

Usage

am> create FederationModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete FederationModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action FederationModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action FederationModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action FederationModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query FederationModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read FederationModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update FederationModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/federation

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action FederationModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action FederationModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action FederationModule --global --actionName nextdescendents
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read

Usage

am> read FederationModule --global

update

Usage

am> update FederationModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

FileSystemSecretStore

Realm Operations

Resource path:

/realm-config/secrets/stores/FileSystemSecretStore
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Resource version: 1.0

create

Usage

am> create FileSystemSecretStore --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "directory" : {
      "title" : "Directory",
      "description" : "The directory containing secret files.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "suffix" : {
      "title" : "File suffix",
      "description" : "A suffix to add to the name of each secret to obtain the file name, such as 
\".txt\" (defaults to no suffix).",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "format" : {
      "title" : "File format",
      "description" : "Indicates what format is used to store the secrets in the files. The available options 
are: <ul> <li>Plain text: the secrets are stored as UTF-8 encoded text.</li> <li>Base64 encoded: the secrets 
are stored as Base64 encoded binary values.</li> <li>Encrypted text: the plain text secrets are encrypted 
using AM's encryption key.</li> <li>Encrypted Base64 encoded: the Base64 encoded binary values are encrypted 
using AM's encryption key.</li>  <li>Encrypted with Google KMS: the secrets are encrypted using Google's Key 
Management Service.</li> <li>PEM encoded certificate or key: the secrets are certificates, keys, or passwords, 
in Privacy Enhanced Mail (PEM) format, such as those produced by OpenSSL and other common tools.</li> 
<li>Encrypted PEM: PEM-encoded objects that are encrypted with AM's server key.</li><li>Google KMS-encrypted 
PEM: PEM-encoded objects that are encrypted with Google KMS.</li></ul><p>The following formats are also 
supported but are discouraged (use the PEM variants instead): <ul><li>Encrypted HMAC key: the Base64 encoded 
binary representation of the HMAC key is encrypted using AM's encryption key. Use this format when working 
with non generic secrets.</li> <li>Base64 encoded HMAC key: the secrets are binary HMAC keys encoded with 
Base64.</li> <li>Google KMS-encrypted HMAC key: the secrets are binary HMAC keys that have been encrypted with 
Google's Key Management Service (KMS).</li> </ul>",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete FileSystemSecretStore --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action FileSystemSecretStore --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action FileSystemSecretStore --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action FileSystemSecretStore --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query FileSystemSecretStore --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read FileSystemSecretStore --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

Amster Entity Reference PingAM

2130 Copyright © 2025 Ping Identity Corporation



update

Usage

am> update FileSystemSecretStore --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "directory" : {
      "title" : "Directory",
      "description" : "The directory containing secret files.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "suffix" : {
      "title" : "File suffix",
      "description" : "A suffix to add to the name of each secret to obtain the file name, such as 
\".txt\" (defaults to no suffix).",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "format" : {
      "title" : "File format",
      "description" : "Indicates what format is used to store the secrets in the files. The available options 
are: <ul> <li>Plain text: the secrets are stored as UTF-8 encoded text.</li> <li>Base64 encoded: the secrets 
are stored as Base64 encoded binary values.</li> <li>Encrypted text: the plain text secrets are encrypted 
using AM's encryption key.</li> <li>Encrypted Base64 encoded: the Base64 encoded binary values are encrypted 
using AM's encryption key.</li>  <li>Encrypted with Google KMS: the secrets are encrypted using Google's Key 
Management Service.</li> <li>PEM encoded certificate or key: the secrets are certificates, keys, or passwords, 
in Privacy Enhanced Mail (PEM) format, such as those produced by OpenSSL and other common tools.</li> 
<li>Encrypted PEM: PEM-encoded objects that are encrypted with AM's server key.</li><li>Google KMS-encrypted 
PEM: PEM-encoded objects that are encrypted with Google KMS.</li></ul><p>The following formats are also 
supported but are discouraged (use the PEM variants instead): <ul><li>Encrypted HMAC key: the Base64 encoded 
binary representation of the HMAC key is encrypted using AM's encryption key. Use this format when working 
with non generic secrets.</li> <li>Base64 encoded HMAC key: the secrets are binary HMAC keys encoded with 
Base64.</li> <li>Google KMS-encrypted HMAC key: the secrets are binary HMAC keys that have been encrypted with 
Google's Key Management Service (KMS).</li> </ul>",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/secrets/stores/FileSystemSecretStore

Resource version: 1.0

create

Usage
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am> create FileSystemSecretStore --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "directory" : {
      "title" : "Directory",
      "description" : "The directory containing secret files.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "suffix" : {
      "title" : "File suffix",
      "description" : "A suffix to add to the name of each secret to obtain the file name, such as 
\".txt\" (defaults to no suffix).",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "format" : {
      "title" : "File format",
      "description" : "Indicates what format is used to store the secrets in the files. The available options 
are: <ul> <li>Plain text: the secrets are stored as UTF-8 encoded text.</li> <li>Base64 encoded: the secrets 
are stored as Base64 encoded binary values.</li> <li>Encrypted text: the plain text secrets are encrypted 
using AM's encryption key.</li> <li>Encrypted Base64 encoded: the Base64 encoded binary values are encrypted 
using AM's encryption key.</li>  <li>Encrypted with Google KMS: the secrets are encrypted using Google's Key 
Management Service.</li> <li>PEM encoded certificate or key: the secrets are certificates, keys, or passwords, 
in Privacy Enhanced Mail (PEM) format, such as those produced by OpenSSL and other common tools.</li> 
<li>Encrypted PEM: PEM-encoded objects that are encrypted with AM's server key.</li><li>Google KMS-encrypted 
PEM: PEM-encoded objects that are encrypted with Google KMS.</li></ul><p>The following formats are also 
supported but are discouraged (use the PEM variants instead): <ul><li>Encrypted HMAC key: the Base64 encoded 
binary representation of the HMAC key is encrypted using AM's encryption key. Use this format when working 
with non generic secrets.</li> <li>Base64 encoded HMAC key: the secrets are binary HMAC keys encoded with 
Base64.</li> <li>Google KMS-encrypted HMAC key: the secrets are binary HMAC keys that have been encrypted with 
Google's Key Management Service (KMS).</li> </ul>",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete FileSystemSecretStore --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action FileSystemSecretStore --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action FileSystemSecretStore --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action FileSystemSecretStore --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query FileSystemSecretStore --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read FileSystemSecretStore --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update FileSystemSecretStore --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "directory" : {
      "title" : "Directory",
      "description" : "The directory containing secret files.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "suffix" : {
      "title" : "File suffix",
      "description" : "A suffix to add to the name of each secret to obtain the file name, such as 
\".txt\" (defaults to no suffix).",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "format" : {
      "title" : "File format",
      "description" : "Indicates what format is used to store the secrets in the files. The available options 
are: <ul> <li>Plain text: the secrets are stored as UTF-8 encoded text.</li> <li>Base64 encoded: the secrets 
are stored as Base64 encoded binary values.</li> <li>Encrypted text: the plain text secrets are encrypted 
using AM's encryption key.</li> <li>Encrypted Base64 encoded: the Base64 encoded binary values are encrypted 
using AM's encryption key.</li>  <li>Encrypted with Google KMS: the secrets are encrypted using Google's Key 
Management Service.</li> <li>PEM encoded certificate or key: the secrets are certificates, keys, or passwords, 
in Privacy Enhanced Mail (PEM) format, such as those produced by OpenSSL and other common tools.</li> 
<li>Encrypted PEM: PEM-encoded objects that are encrypted with AM's server key.</li><li>Google KMS-encrypted 
PEM: PEM-encoded objects that are encrypted with Google KMS.</li></ul><p>The following formats are also 
supported but are discouraged (use the PEM variants instead): <ul><li>Encrypted HMAC key: the Base64 encoded 
binary representation of the HMAC key is encrypted using AM's encryption key. Use this format when working 
with non generic secrets.</li> <li>Base64 encoded HMAC key: the secrets are binary HMAC keys encoded with 
Base64.</li> <li>Google KMS-encrypted HMAC key: the secrets are binary HMAC keys that have been encrypted with 
Google's Key Management Service (KMS).</li> </ul>",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

ForgeRockIAMDirectoryServer

Realm Operations

Resource path:

/realm-config/services/id-repositories/LDAPv3ForForgeRockIAM

Resource version: 1.0
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create

Usage

am> create ForgeRockIAMDirectoryServer --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5410,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
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        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
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          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "openam-idrepo-ldapv3-proxied-auth-denied-fallback" : {
          "title" : "Fallback using Bind DN if Proxied Authorization denied",
          "description" : "Enable this setting to fallback and retry using non-proxied authorization (DS 
proxied-auth privilege) when proxied authorization is denied. Normally this happens when the attributes cannot 
be changed because the account is locked or the password has expired. This setting is effective only when 
Proxied Authorization is enabled.",
          "propertyOrder" : 860,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-mtls-secret-label" : {
          "title" : "mTLS Secret Label",
          "description" : "Label used for mapping to the mTLS certificate in the secret store. AM uses this 
label to create a specific secret ID for this identity repository. The secret ID takes the form 
<code>am.identity.repository.{{label}}.cert</code>, where {{label}} is the value of the mTLS Secret Label.  
The label can only contain characters {{a-z}} {{A-Z}} {{0-9}} {{.}} and cannot start or end with {{.}}.",
          "propertyOrder" : 6500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-proxied-auth-enabled" : {
          "title" : "Proxied Authorization using Bind DN.",
          "description" : "Enable this setting if you have configured the LDAP bind DN account for proxied 
authorization (DS proxied-auth privilege). Do not enable this property if the LDAP bind DN account does not 
have the proxied-auth privilege granted because the user would not be able to reset their password. DS and AM 
log an error when this occurs.",
          "propertyOrder" : 850,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
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          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-mtls-enabled" : {
          "title" : "mTLS Enabled",
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set connection mode to <code>LDAPS</code>. <li>The values for <code>Bind User DN</code> and 
<code>Bind User Password</code> are ignored.</li><li>The mTLS Secret label must be provided.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation.",
          "propertyOrder" : 6400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-behera-support-enabled" : {
          "title" : "Behera Support Enabled",
          "description" : "When enabled, Behera draft control will be used in the outgoing requests for 
operations that may modify password value. This will allow OpenAM to display password policy related error 
messages when password policies are not met.",
          "propertyOrder" : 6100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
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          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
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          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberurl" : {
          "title" : "Attribute Name of Group Member URL",
          "description" : "",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-filter" : {
          "title" : "Persistent Search Filter",
          "description" : "",
          "propertyOrder" : 5600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
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        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage
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am> delete ForgeRockIAMDirectoryServer --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ForgeRockIAMDirectoryServer --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ForgeRockIAMDirectoryServer --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ForgeRockIAMDirectoryServer --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ForgeRockIAMDirectoryServer --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read ForgeRockIAMDirectoryServer --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ForgeRockIAMDirectoryServer --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5410,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
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        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
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          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "openam-idrepo-ldapv3-proxied-auth-denied-fallback" : {
          "title" : "Fallback using Bind DN if Proxied Authorization denied",
          "description" : "Enable this setting to fallback and retry using non-proxied authorization (DS 
proxied-auth privilege) when proxied authorization is denied. Normally this happens when the attributes cannot 
be changed because the account is locked or the password has expired. This setting is effective only when 
Proxied Authorization is enabled.",
          "propertyOrder" : 860,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-mtls-secret-label" : {
          "title" : "mTLS Secret Label",
          "description" : "Label used for mapping to the mTLS certificate in the secret store. AM uses this 
label to create a specific secret ID for this identity repository. The secret ID takes the form 
<code>am.identity.repository.{{label}}.cert</code>, where {{label}} is the value of the mTLS Secret Label.  
The label can only contain characters {{a-z}} {{A-Z}} {{0-9}} {{.}} and cannot start or end with {{.}}.",
          "propertyOrder" : 6500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-proxied-auth-enabled" : {
          "title" : "Proxied Authorization using Bind DN.",
          "description" : "Enable this setting if you have configured the LDAP bind DN account for proxied 
authorization (DS proxied-auth privilege). Do not enable this property if the LDAP bind DN account does not 
have the proxied-auth privilege granted because the user would not be able to reset their password. DS and AM 
log an error when this occurs.",
          "propertyOrder" : 850,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
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          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-mtls-enabled" : {
          "title" : "mTLS Enabled",
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set connection mode to <code>LDAPS</code>. <li>The values for <code>Bind User DN</code> and 
<code>Bind User Password</code> are ignored.</li><li>The mTLS Secret label must be provided.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation.",
          "propertyOrder" : 6400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-behera-support-enabled" : {
          "title" : "Behera Support Enabled",
          "description" : "When enabled, Behera draft control will be used in the outgoing requests for 
operations that may modify password value. This will allow OpenAM to display password policy related error 
messages when password policies are not met.",
          "propertyOrder" : 6100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
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          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
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          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberurl" : {
          "title" : "Attribute Name of Group Member URL",
          "description" : "",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-filter" : {
          "title" : "Persistent Search Filter",
          "description" : "",
          "propertyOrder" : 5600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
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        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}
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ForgottenPassword

Realm Operations

Self Service endpoint for retrieving a forgotten password

Resource path:

/selfservice/forgottenPassword

Resource version: 1.0

read

Initialise the forgotten password reclamation process.A set of requirements will be returned that will need to be fulfilled and sent
to the submitRequirements action.

Usage

am> read ForgottenPassword --realm Realm

submitRequirements

Submit some fulfilled requirements. Returns either a completion status, or a token along with some more requirements. If
requirements are returned, they should be submitted with the token as a fresh request to this action.

Usage

am> action ForgottenPassword --realm Realm --body body --actionName submitRequirements

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "The structure of a request to the submitRequirements action.",
  "type" : "object",
  "title" : "Submit requirements structure",
  "properties" : {
    "token" : {
      "type" : "string",
      "title" : "Token",
      "description" : "The token returned from the previous submitRequirements request."
    },
    "input" : {
      "type" : "object",
      "title" : "Input",
      "description" : "The input as collected from the user that has forgotten their password. This object 
must conform to the JSON Schema of the requirements property from the last response.",
      "patternProperties" : {
        ".*" : {
          "type" : "any",
          "title" : "Input Property",
          "description" : "Valid content according to the received JSON Schema."
        }
      }
    }
  },
  "required" : [ "input" ]
}

ForgottenUsername

Realm Operations

Self Service endpoint for retrieving a forgotten username

Resource path:

/selfservice/forgottenUsername

Resource version: 1.0

read

Initialise the forgotten username reclamation process.A set of requirements will be returned that will need to be fulfilled and sent
to the submitRequirements action.

Usage

am> read ForgottenUsername --realm Realm
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submitRequirements

Submit some fulfilled requirements. Returns either a completion status, or a token along with some more requirements. If
requirements are returned, they should be submitted with the token as a fresh request to this action.

Usage

am> action ForgottenUsername --realm Realm --body body --actionName submitRequirements

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "The structure of a request to the submitRequirements action.",
  "type" : "object",
  "title" : "Submit requirements structure",
  "properties" : {
    "token" : {
      "type" : "string",
      "title" : "Token",
      "description" : "The token returned from the previous submitRequirements request."
    },
    "input" : {
      "type" : "object",
      "title" : "Input",
      "description" : "The input as collected from the user that has forgotten their username. This object 
must conform to the JSON Schema of the requirements property from the last response.",
      "patternProperties" : {
        ".*" : {
          "type" : "any",
          "title" : "Input Property",
          "description" : "Valid content according to the received JSON Schema."
        }
      }
    }
  },
  "required" : [ "input" ]
}

GCPServiceAccount

Global Operations

Resource path:

/global-config/services/GoogleCloudServiceAccountService/serviceAccounts
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Resource version: 1.0

create

Usage

am> create GCPServiceAccount --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "allowedSecretNamePatterns" : {
      "title" : "Allowed Secret Names",
      "description" : "A list of patterns of Google Secret Manager secret names that are allowed to be 
usedwith this service account. Patterns can include the wildcard \"*\".",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "credentialsSecretId" : {
      "title" : "Credentials Secret ID",
      "description" : "The ID of the secret that contains the GCP service account credentials. Leave blank to 
usethe default credentials from the environment. Credentials can be loaded from disk using a FileSystem Secret 
Store.",
      "propertyOrder" : 100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "disallowedSecretNamePatterns" : {
      "title" : "Disallowed Secret Names",
      "description" : "A list of patterns of Google Secret Manager secret names that are <em>not</em> allowed 
to be used with this service account. Patterns can include the wildcard \"*\".",
      "propertyOrder" : 400,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "allowedRealms" : {
      "title" : "Allowed Realms",
      "description" : "A list of realms that are allowed to use this service account. Realms should be 
specified in path form, such as <code>/subrealm/subsubrealm</code>.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage
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am> delete GCPServiceAccount --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GCPServiceAccount --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GCPServiceAccount --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GCPServiceAccount --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GCPServiceAccount --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read GCPServiceAccount --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update GCPServiceAccount --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "allowedSecretNamePatterns" : {
      "title" : "Allowed Secret Names",
      "description" : "A list of patterns of Google Secret Manager secret names that are allowed to be 
usedwith this service account. Patterns can include the wildcard \"*\".",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "credentialsSecretId" : {
      "title" : "Credentials Secret ID",
      "description" : "The ID of the secret that contains the GCP service account credentials. Leave blank to 
usethe default credentials from the environment. Credentials can be loaded from disk using a FileSystem Secret 
Store.",
      "propertyOrder" : 100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "disallowedSecretNamePatterns" : {
      "title" : "Disallowed Secret Names",
      "description" : "A list of patterns of Google Secret Manager secret names that are <em>not</em> allowed 
to be used with this service account. Patterns can include the wildcard \"*\".",
      "propertyOrder" : 400,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "allowedRealms" : {
      "title" : "Allowed Realms",
      "description" : "A list of realms that are allowed to use this service account. Realms should be 
specified in path form, such as <code>/subrealm/subsubrealm</code>.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}
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GeneralProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/{serverName}/properties/general

Resource version: 1.0

read

Usage

am> read GeneralProperties --global --serverName serverName

Parameters

--serverName

An object of property key-value pairs

update

Usage

am> update GeneralProperties --global --serverName serverName --body body

Parameters

--serverName

An object of property key-value pairs

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "amconfig.header.site" : {
      "title" : "Site",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "singleChoiceSite" : {
          "enum" : null,
          "options" : {
            "enum_titles" : null
          },
          "type" : "string",
          "title" : "Parent Site",
          "propertyOrder" : 0,
          "required" : false,
          "description" : "Parent Site"
        }
      }
    },
    "amconfig.header.installdir" : {
      "title" : "System",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "com.iplanet.services.configpath" : {
          "title" : "Base installation directory",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Base directory where product's data resides. (property name: 
com.iplanet.services.configpath)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.locale" : {
          "title" : "Default Locale",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Default locale for the product. (property name: com.iplanet.am.locale)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.client.notification.url" : {
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          "title" : "Notification URL",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "The location of notification service end point. It is usually the product's 
deployment URI/notificationservice. (property name: com.sun.identity.client.notification.url)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.util.xml.validating" : {
          "title" : "XML Validation",
          "type" : "object",
          "propertyOrder" : 3,
          "description" : "Specifies if validation is required when parsing XML documents. (property name: 
com.iplanet.am.util.xml.validating)",
          "properties" : {
            "value" : {
              "enum" : [ "on", "off" ],
              "options" : {
                "enum_titles" : [ "On", "Off" ]
              },
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.debug" : {
      "title" : "Debugging",
      "type" : "object",
      "propertyOrder" : 2,
      "properties" : {
        "com.iplanet.services.debug.level" : {
          "title" : "Debug Level",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Debug level for all components in the product. (property name: 
com.iplanet.services.debug.level)",
          "properties" : {
            "value" : {
              "enum" : [ "off", "error", "warning", "message" ],
              "options" : {
                "enum_titles" : [ "Off", "Error", "Warning", "Message" ]
              },
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            }
          }
        },
        "com.sun.services.debug.mergeall" : {
          "title" : "Merge Debug Files",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "On : Directs all debug data to a single file (debug.out); Off : creates separate 
per-component debug files (property name : com.sun.services.debug.mergeall)",
          "properties" : {
            "value" : {
              "enum" : [ "on", "off" ],
              "options" : {
                "enum_titles" : [ "On", "Off" ]
              },
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.services.debug.directory" : {
          "title" : "Debug Directory",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "Directory where debug files reside. (property name: 
com.iplanet.services.debug.directory)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.mailserver" : {
      "title" : "Mail Server",
      "type" : "object",
      "propertyOrder" : 3,
      "properties" : {
        "com.iplanet.am.smtphost" : {
          "title" : "Mail Server Host Name",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "(property name: com.iplanet.am.smtphost)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
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          }
        },
        "com.iplanet.am.smtpport" : {
          "title" : "Mail Server Port Number",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "(property name: com.iplanet.am.smtpport)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    }
  }
}

GenericLDAPv3

Realm Operations

Resource path:

/realm-config/services/id-repositories/LDAPv3

Resource version: 1.0

create

Usage

am> create GenericLDAPv3 --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5340,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
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          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-behera-support-enabled" : {
          "title" : "Behera Support Enabled",
          "description" : "When enabled, Behera draft control will be used in the outgoing requests for 
operations that may modify password value. This will allow OpenAM to display password policy related error 
messages when password policies are not met.",
          "propertyOrder" : 6100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
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          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
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          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-dftgroupmember" : {
          "title" : "Default Group Member's User DN",
          "description" : "User automatically added when group is created.",
          "propertyOrder" : 3800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
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          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberurl" : {
          "title" : "Attribute Name of Group Member URL",
          "description" : "",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
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          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-filter" : {
          "title" : "Persistent Search Filter",
          "description" : "",
          "propertyOrder" : 5600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
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    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete GenericLDAPv3 --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GenericLDAPv3 --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GenericLDAPv3 --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action GenericLDAPv3 --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GenericLDAPv3 --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read GenericLDAPv3 --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update GenericLDAPv3 --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5340,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
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          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-behera-support-enabled" : {
          "title" : "Behera Support Enabled",
          "description" : "When enabled, Behera draft control will be used in the outgoing requests for 
operations that may modify password value. This will allow OpenAM to display password policy related error 
messages when password policies are not met.",
          "propertyOrder" : 6100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
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          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
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          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-dftgroupmember" : {
          "title" : "Default Group Member's User DN",
          "description" : "User automatically added when group is created.",
          "propertyOrder" : 3800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
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          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberurl" : {
          "title" : "Attribute Name of Group Member URL",
          "description" : "",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2187



          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-filter" : {
          "title" : "Persistent Search Filter",
          "description" : "",
          "propertyOrder" : 5600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
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    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    }
  }
}

GetAuthenticatorApp

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/GetAuthenticatorAppNode

Resource version: 1.0

create

Usage

am> create GetAuthenticatorApp --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "continueLabel" : {
      "title" : "Continue Label",
      "description" : "Localization for Continue button.",
      "propertyOrder" : 20,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Get App Authenticator Message",
      "description" : "Localized message providing the authenticator app links. The keys {{appleLink}} and 
{{googleLink}} are used as wildcards. The default message is: Get the app from the {{appleLink}} or on 
{{googleLink}}. You can also use {{appleLabel}} and {{googleLabel}} to customize the message including HTML 
elements, e.g.: Apple: <a target='_blank' href='{{appleLink}}'>{{appleLabel}}</a>",
      "propertyOrder" : 10,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "googleLink" : {
      "title" : "Google Play URL",
      "description" : "URL of the app to download on the Google Play Store.",
      "propertyOrder" : 40,
      "type" : "string",
      "exampleValue" : ""
    },
    "appleLink" : {
      "title" : "Apple App Store URL",
      "description" : "URL of the app to download on the Apple App Store.",
      "propertyOrder" : 30,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "continueLabel", "message", "googleLink", "appleLink" ]
}

delete

Usage

am> delete GetAuthenticatorApp --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GetAuthenticatorApp --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GetAuthenticatorApp --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action GetAuthenticatorApp --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GetAuthenticatorApp --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GetAuthenticatorApp --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read GetAuthenticatorApp --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update GetAuthenticatorApp --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "continueLabel" : {
      "title" : "Continue Label",
      "description" : "Localization for Continue button.",
      "propertyOrder" : 20,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Get App Authenticator Message",
      "description" : "Localized message providing the authenticator app links. The keys {{appleLink}} and 
{{googleLink}} are used as wildcards. The default message is: Get the app from the {{appleLink}} or on 
{{googleLink}}. You can also use {{appleLabel}} and {{googleLabel}} to customize the message including HTML 
elements, e.g.: Apple: <a target='_blank' href='{{appleLink}}'>{{appleLabel}}</a>",
      "propertyOrder" : 10,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "googleLink" : {
      "title" : "Google Play URL",
      "description" : "URL of the app to download on the Google Play Store.",
      "propertyOrder" : 40,
      "type" : "string",
      "exampleValue" : ""
    },
    "appleLink" : {
      "title" : "Apple App Store URL",
      "description" : "URL of the app to download on the Apple App Store.",
      "propertyOrder" : 30,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "continueLabel", "message", "googleLink", "appleLink" ]
}

GetSessionData

Realm Operations

Resource path:
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/realm-config/authentication/authenticationtrees/nodes/SessionDataNode

Resource version: 1.0

create

Usage

am> create GetSessionData --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "sessionDataKey" : {
      "title" : "Session Data Key",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "sharedStateKey" : {
      "title" : "Shared State Key",
      "description" : "",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "sessionDataKey", "sharedStateKey" ]
}

delete

Usage

am> delete GetSessionData --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GetSessionData --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GetSessionData --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action GetSessionData --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GetSessionData --realm Realm --actionName nextdescendents

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2195



query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GetSessionData --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read GetSessionData --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update GetSessionData --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "sessionDataKey" : {
      "title" : "Session Data Key",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "sharedStateKey" : {
      "title" : "Shared State Key",
      "description" : "",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "sessionDataKey", "sharedStateKey" ]
}

GlobalScripts

Global Operations

Resource path:

/global-config/services/scripting/globalScript

Resource version: 1.0

create

Usage

am> create GlobalScripts --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "evaluatorVersion" : {
      "title" : "Script evaluator version",
      "description" : "",
      "propertyOrder" : 410,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "description" : {
      "title" : "Script description",
      "description" : "An optional text string to help identify the script",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "context" : {
      "title" : "script.type",
      "description" : "The script type. Supported values are: POLICY_CONDITION : Policy Condition  
AUTHENTICATION_SERVER_SIDE : Server-side Authentication  AUTHENTICATION_CLIENT_SIDE : Client-side 
Authentication - Note Client-side scripts must be written in JavaScript OIDC_CLAIMS : OIDC Claims 
SOCIAL_IDP_PROFILE_TRANSFORMATION : Social Identity Provider Profile Transformation",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "language" : {
      "title" : "Script language",
      "description" : "The language the script is written in - JAVASCRIPT or GROOVY",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Script",
      "description" : "The source code of the script. The source code is in UTF-8 format and encoded into 
Base64",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "lastModifiedBy" : {
      "title" : "Last modifier",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the script. If the script has not been modified since it was created, this property will have the same 
value as createdBy",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "createdBy" : {
      "title" : "Created by",
      "description" : "A string containing the universal identifier DN of the subject that created the 
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script",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "lastModifiedDate" : {
      "title" : "Last modification date",
      "description" : "A string containing the last modified date and time, in ISO 8601 format. If the script 
has not been modified since it was created, this property will have the same value as creationDate",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "name" : {
      "title" : "Script name",
      "description" : "The name provided for the script",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "creationDate" : {
      "title" : "Creation date",
      "description" : "An integer containing the creation date and time, in ISO 8601 format",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete GlobalScripts --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GlobalScripts --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GlobalScripts --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GlobalScripts --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GlobalScripts --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read GlobalScripts --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update GlobalScripts --global --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "evaluatorVersion" : {
      "title" : "Script evaluator version",
      "description" : "",
      "propertyOrder" : 410,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "description" : {
      "title" : "Script description",
      "description" : "An optional text string to help identify the script",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "context" : {
      "title" : "script.type",
      "description" : "The script type. Supported values are: POLICY_CONDITION : Policy Condition  
AUTHENTICATION_SERVER_SIDE : Server-side Authentication  AUTHENTICATION_CLIENT_SIDE : Client-side 
Authentication - Note Client-side scripts must be written in JavaScript OIDC_CLAIMS : OIDC Claims 
SOCIAL_IDP_PROFILE_TRANSFORMATION : Social Identity Provider Profile Transformation",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "language" : {
      "title" : "Script language",
      "description" : "The language the script is written in - JAVASCRIPT or GROOVY",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Script",
      "description" : "The source code of the script. The source code is in UTF-8 format and encoded into 
Base64",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "lastModifiedBy" : {
      "title" : "Last modifier",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the script. If the script has not been modified since it was created, this property will have the same 
value as createdBy",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "createdBy" : {
      "title" : "Created by",
      "description" : "A string containing the universal identifier DN of the subject that created the 
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script",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "lastModifiedDate" : {
      "title" : "Last modification date",
      "description" : "A string containing the last modified date and time, in ISO 8601 format. If the script 
has not been modified since it was created, this property will have the same value as creationDate",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "name" : {
      "title" : "Script name",
      "description" : "The name provided for the script",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "creationDate" : {
      "title" : "Creation date",
      "description" : "An integer containing the creation date and time, in ISO 8601 format",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

GlobalSecretsSettings

Global Operations

Resource path:

/global-config/secrets/GlobalSecrets

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GlobalSecretsSettings --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GlobalSecretsSettings --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GlobalSecretsSettings --global --actionName nextdescendents

read

Usage

am> read GlobalSecretsSettings --global

update

Usage

am> update GlobalSecretsSettings --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "storeTypes" : {
      "title" : "Store types",
      "description" : "This setting contains the currently installed secrets store types.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}
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Globalization

Realm Operations

Resource path:

/realm-config/services/globalization

Resource version: 1.0

create

Usage

am> create Globalization --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "commonNameFormats" : {
      "title" : "Auto Generated Common Name Format",
      "description" : "Use this list to configure how OpenAM formats names shown in the console 
banner.<br><br>This setting allows the name of the authenticated user shown in the OpenAM console banner to be 
customised based on the locale of the user.",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete Globalization --realm Realm
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Globalization --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Globalization --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Globalization --realm Realm --actionName nextdescendents

read

Usage

am> read Globalization --realm Realm

update

Usage

am> update Globalization --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonNameFormats" : {
      "title" : "Auto Generated Common Name Format",
      "description" : "Use this list to configure how OpenAM formats names shown in the console 
banner.<br><br>This setting allows the name of the authenticated user shown in the OpenAM console banner to be 
customised based on the locale of the user.",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/globalization

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Globalization --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Globalization --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action Globalization --global --actionName nextdescendents

read

Usage

am> read Globalization --global

update

Usage

am> update Globalization --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "charsetMappings" : {
      "title" : "Charsets Supported by Each Locale",
      "description" : "This table lets you configure the order of supported character sets used for each 
supported locale. Change the settings only if the defaults are not appropriate.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "sun-identity-g11n-settings-charset-alias-mapping" : {
      "title" : "Charset Aliases",
      "description" : "Use this list to map between different character set names used in Java and in MIME.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "defaults" : {
      "properties" : {
        "commonNameFormats" : {
          "title" : "Auto Generated Common Name Format",
          "description" : "Use this list to configure how OpenAM formats names shown in the console 
banner.<br><br>This setting allows the name of the authenticated user shown in the OpenAM console banner to be 
customised based on the locale of the user.",
          "propertyOrder" : 300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

GoogleCloudPlatformServiceAccounts

Global Operations

Resource path:
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/global-config/services/GoogleCloudServiceAccountService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GoogleCloudPlatformServiceAccounts --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GoogleCloudPlatformServiceAccounts --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GoogleCloudPlatformServiceAccounts --global --actionName nextdescendents

read

Usage

am> read GoogleCloudPlatformServiceAccounts --global

update

Usage

am> update GoogleCloudPlatformServiceAccounts --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object"
}

GoogleKeyManagementServiceSecretStore

Realm Operations

Resource path:

/realm-config/secrets/stores/GoogleKeyManagementServiceSecretStore

Resource version: 1.0

create

Usage

am> create GoogleKeyManagementServiceSecretStore --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "keyRing" : {
      "title" : "Key Ring",
      "description" : "The KMS key ring that contains the keys you want to use",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "location" : {
      "title" : "Location",
      "description" : "The <a href=\"https://cloud.google.com/kms/docs/locations\">GCP KMS location</a>",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "publicKeyCacheDuration" : {
      "title" : "Public key cache duration (seconds)",
      "description" : "The length of time to cache public keys (default is 1 hour).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "project" : {
      "title" : "Project",
      "description" : "The GCP project that contains the key ring",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "publicKeyCacheMaxSize" : {
      "title" : "Public key cache size",
      "description" : "The maximum number of public keys to cache. The cache is per-server.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete GoogleKeyManagementServiceSecretStore --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GoogleKeyManagementServiceSecretStore --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GoogleKeyManagementServiceSecretStore --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GoogleKeyManagementServiceSecretStore --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GoogleKeyManagementServiceSecretStore --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read GoogleKeyManagementServiceSecretStore --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update GoogleKeyManagementServiceSecretStore --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "keyRing" : {
      "title" : "Key Ring",
      "description" : "The KMS key ring that contains the keys you want to use",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "location" : {
      "title" : "Location",
      "description" : "The <a href=\"https://cloud.google.com/kms/docs/locations\">GCP KMS location</a>",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "publicKeyCacheDuration" : {
      "title" : "Public key cache duration (seconds)",
      "description" : "The length of time to cache public keys (default is 1 hour).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "project" : {
      "title" : "Project",
      "description" : "The GCP project that contains the key ring",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "publicKeyCacheMaxSize" : {
      "title" : "Public key cache size",
      "description" : "The maximum number of public keys to cache. The cache is per-server.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/secrets/stores/GoogleKeyManagementServiceSecretStore

Resource version: 1.0
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create

Usage

am> create GoogleKeyManagementServiceSecretStore --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "project" : {
      "title" : "Project",
      "description" : "The GCP project that contains the key ring",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "publicKeyCacheMaxSize" : {
      "title" : "Public key cache size",
      "description" : "The maximum number of public keys to cache. The cache is per-server.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "publicKeyCacheDuration" : {
      "title" : "Public key cache duration (seconds)",
      "description" : "The length of time to cache public keys (default is 1 hour).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "location" : {
      "title" : "Location",
      "description" : "The <a href=\"https://cloud.google.com/kms/docs/locations\">GCP KMS location</a>",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "keyRing" : {
      "title" : "Key Ring",
      "description" : "The KMS key ring that contains the keys you want to use",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete GoogleKeyManagementServiceSecretStore --global --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GoogleKeyManagementServiceSecretStore --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GoogleKeyManagementServiceSecretStore --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GoogleKeyManagementServiceSecretStore --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GoogleKeyManagementServiceSecretStore --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read GoogleKeyManagementServiceSecretStore --global --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update GoogleKeyManagementServiceSecretStore --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "project" : {
      "title" : "Project",
      "description" : "The GCP project that contains the key ring",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "publicKeyCacheMaxSize" : {
      "title" : "Public key cache size",
      "description" : "The maximum number of public keys to cache. The cache is per-server.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "publicKeyCacheDuration" : {
      "title" : "Public key cache duration (seconds)",
      "description" : "The length of time to cache public keys (default is 1 hour).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "location" : {
      "title" : "Location",
      "description" : "The <a href=\"https://cloud.google.com/kms/docs/locations\">GCP KMS location</a>",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "keyRing" : {
      "title" : "Key Ring",
      "description" : "The KMS key ring that contains the keys you want to use",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

GoogleKmsMappings

Realm Operations

Resource path:
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/realm-config/secrets/stores/GoogleKeyManagementServiceSecretStore/{GoogleKeyManagementServiceSecretStore}/
mappings

Resource version: 1.0

create

Usage

am> create GoogleKmsMappings --realm Realm --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --id id --body body

Parameters

--GoogleKeyManagementServiceSecretStore
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "aliases" : {
      "title" : "Key Name",
      "description" : "The name of the KMS key to use for this purpose. The key must exist in the configured 
key ring.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete GoogleKmsMappings --realm Realm --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --id id

Parameters

--GoogleKeyManagementServiceSecretStore
--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GoogleKmsMappings --realm Realm --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --actionName getAllTypes

Parameters

--GoogleKeyManagementServiceSecretStore

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GoogleKmsMappings --realm Realm --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --actionName getCreatableTypes

Parameters

--GoogleKeyManagementServiceSecretStore

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GoogleKmsMappings --realm Realm --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --actionName nextdescendents

Parameters
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--GoogleKeyManagementServiceSecretStore

=== query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GoogleKmsMappings --realm Realm --filter filter --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

--GoogleKeyManagementServiceSecretStore

=== read

Usage

am> read GoogleKmsMappings --realm Realm --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --id id

Parameters

--GoogleKeyManagementServiceSecretStore
--id

The unique identifier for the resource.

update

Usage

am> update GoogleKmsMappings --realm Realm --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --id id --body body

Parameters

--GoogleKeyManagementServiceSecretStore
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "aliases" : {
      "title" : "Key Name",
      "description" : "The name of the KMS key to use for this purpose. The key must exist in the configured 
key ring.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/secrets/stores/GoogleKeyManagementServiceSecretStore/
{GoogleKeyManagementServiceSecretStore}/mappings

Resource version: 1.0

create

Usage

am> create GoogleKmsMappings --global --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --id id --body body

Parameters

--GoogleKeyManagementServiceSecretStore
--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "aliases" : {
      "title" : "Key Name",
      "description" : "The name of the KMS key to use for this purpose. The key must exist in the configured 
key ring.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    },
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete GoogleKmsMappings --global --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --id id

Parameters

--GoogleKeyManagementServiceSecretStore
--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action GoogleKmsMappings --global --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --actionName getAllTypes

Parameters

--GoogleKeyManagementServiceSecretStore

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GoogleKmsMappings --global --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --actionName getCreatableTypes

Parameters

--GoogleKeyManagementServiceSecretStore

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GoogleKmsMappings --global --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --actionName nextdescendents

Parameters

--GoogleKeyManagementServiceSecretStore

=== query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GoogleKmsMappings --global --filter filter --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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--GoogleKeyManagementServiceSecretStore

=== read

Usage

am> read GoogleKmsMappings --global --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --id id

Parameters

--GoogleKeyManagementServiceSecretStore
--id

The unique identifier for the resource.

update

Usage

am> update GoogleKmsMappings --global --GoogleKeyManagementServiceSecretStore 
GoogleKeyManagementServiceSecretStore --id id --body body

Parameters

--GoogleKeyManagementServiceSecretStore
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "aliases" : {
      "title" : "Key Name",
      "description" : "The name of the KMS key to use for this purpose. The key must exist in the configured 
key ring.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    },
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

GoogleSecretManagerMappings

Realm Operations

Resource path:

/realm-config/secrets/stores/GoogleSecretManagerSecretStoreProvider/
{GoogleSecretManagerSecretStoreProvider}/mappings

Resource version: 1.0

create

Usage

am> create GoogleSecretManagerMappings --realm Realm --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --id id --body body

Parameters
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--GoogleSecretManagerSecretStoreProvider
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with a Secret Manager secret.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "aliases" : {
      "title" : "aliases",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete GoogleSecretManagerMappings --realm Realm --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --id id

Parameters

--GoogleSecretManagerSecretStoreProvider
--id

The unique identifier for the resource.
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GoogleSecretManagerMappings --realm Realm --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --actionName getAllTypes

Parameters

--GoogleSecretManagerSecretStoreProvider

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GoogleSecretManagerMappings --realm Realm --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --actionName getCreatableTypes

Parameters

--GoogleSecretManagerSecretStoreProvider

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GoogleSecretManagerMappings --realm Realm --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --actionName nextdescendents

Parameters

--GoogleSecretManagerSecretStoreProvider

=== query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GoogleSecretManagerMappings --realm Realm --filter filter --
GoogleSecretManagerSecretStoreProvider GoogleSecretManagerSecretStoreProvider

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

--GoogleSecretManagerSecretStoreProvider

=== read

Usage

am> read GoogleSecretManagerMappings --realm Realm --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --id id

Parameters

--GoogleSecretManagerSecretStoreProvider
--id

The unique identifier for the resource.

update

Usage

am> update GoogleSecretManagerMappings --realm Realm --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --id id --body body

Parameters

--GoogleSecretManagerSecretStoreProvider
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with a Secret Manager secret.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "aliases" : {
      "title" : "aliases",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/secrets/stores/GoogleSecretManagerSecretStoreProvider/
{GoogleSecretManagerSecretStoreProvider}/mappings

Resource version: 1.0

create

Usage

am> create GoogleSecretManagerMappings --global --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --id id --body body

Parameters

--GoogleSecretManagerSecretStoreProvider
--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "aliases" : {
      "title" : "aliases",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    },
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with a Secret Manager secret.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete GoogleSecretManagerMappings --global --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --id id

Parameters

--GoogleSecretManagerSecretStoreProvider
--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action GoogleSecretManagerMappings --global --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --actionName getAllTypes

Parameters

--GoogleSecretManagerSecretStoreProvider

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GoogleSecretManagerMappings --global --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --actionName getCreatableTypes

Parameters

--GoogleSecretManagerSecretStoreProvider

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GoogleSecretManagerMappings --global --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --actionName nextdescendents

Parameters

--GoogleSecretManagerSecretStoreProvider

=== query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GoogleSecretManagerMappings --global --filter filter --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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--GoogleSecretManagerSecretStoreProvider

=== read

Usage

am> read GoogleSecretManagerMappings --global --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --id id

Parameters

--GoogleSecretManagerSecretStoreProvider
--id

The unique identifier for the resource.

update

Usage

am> update GoogleSecretManagerMappings --global --GoogleSecretManagerSecretStoreProvider 
GoogleSecretManagerSecretStoreProvider --id id --body body

Parameters

--GoogleSecretManagerSecretStoreProvider
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "aliases" : {
      "title" : "aliases",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    },
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with a Secret Manager secret.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

GoogleSecretManagerSecretStoreProvider

Realm Operations

Resource path:

/realm-config/secrets/stores/GoogleSecretManagerSecretStoreProvider

Resource version: 1.0

create

Usage

am> create GoogleSecretManagerSecretStoreProvider --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "expiryDurationSeconds" : {
      "title" : "Expiry Time (seconds)",
      "description" : "Maximum time that AM should cache secret values before refreshing them from Google 
SecretManager. A longer duration may be more efficient but may take longer for new secret versions to be 
picked up. Thistypically only affects operations that use the \"active\" (latest) version of a secret. 
Operations that use previousversions of a secret will always query Secret Manager to ensure timely 
revocation.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "secretFormat" : {
      "title" : "Secret Format",
      "description" : "Indicates what format is used to store the secrets in the files. The available options 
are: <ul> <li>Plain text: the secrets are stored as UTF-8 encoded text.</li> <li>Base64 encoded: the secrets 
are stored as Base64 encoded binary values.</li> <li>Encrypted text: the plain text secrets are encrypted 
using AM's encryption key.</li> <li>Encrypted Base64 encoded: the Base64 encoded binary values are encrypted 
using AM's encryption key.</li>  <li>Encrypted with Google KMS: the secrets are encrypted using Google's Key 
Management Service.</li> <li>PEM encoded certificate or key: the secrets are certificates, keys, or passwords, 
in Privacy Enhanced Mail (PEM) format, such as those produced by OpenSSL and other common tools.</li> 
<li>Encrypted PEM: PEM-encoded objects that are encrypted with AM's server key.</li><li>Google KMS-encrypted 
PEM: PEM-encoded objects that are encrypted with Google KMS.</li></ul><p>The following formats are also 
supported but are discouraged (use the PEM variants instead): <ul><li>Encrypted HMAC key: the Base64 encoded 
binary representation of the HMAC key is encrypted using AM's encryption key. Use this format when working 
with non generic secrets.</li> <li>Base64 encoded HMAC key: the secrets are binary HMAC keys encoded with 
Base64.</li> <li>Google KMS-encrypted HMAC key: the secrets are binary HMAC keys that have been encrypted with 
Google's Key Management Service (KMS).</li> </ul>",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "serviceAccount" : {
      "title" : "GCP Service Account ID",
      "description" : "The ID of the GCP service account to use when connecting to Secret Manager.<br><br>GCP 
service accounts can be configured in the global Google Service Account service. The service account must be 
enabled for this realm otherwise the secret store will fail to load.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "project" : {
      "title" : "Project",
      "description" : "The GCP project that contains the Secret Manager instance to use.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete GoogleSecretManagerSecretStoreProvider --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GoogleSecretManagerSecretStoreProvider --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GoogleSecretManagerSecretStoreProvider --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GoogleSecretManagerSecretStoreProvider --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GoogleSecretManagerSecretStoreProvider --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read GoogleSecretManagerSecretStoreProvider --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update GoogleSecretManagerSecretStoreProvider --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

2240 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "expiryDurationSeconds" : {
      "title" : "Expiry Time (seconds)",
      "description" : "Maximum time that AM should cache secret values before refreshing them from Google 
SecretManager. A longer duration may be more efficient but may take longer for new secret versions to be 
picked up. Thistypically only affects operations that use the \"active\" (latest) version of a secret. 
Operations that use previousversions of a secret will always query Secret Manager to ensure timely 
revocation.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "secretFormat" : {
      "title" : "Secret Format",
      "description" : "Indicates what format is used to store the secrets in the files. The available options 
are: <ul> <li>Plain text: the secrets are stored as UTF-8 encoded text.</li> <li>Base64 encoded: the secrets 
are stored as Base64 encoded binary values.</li> <li>Encrypted text: the plain text secrets are encrypted 
using AM's encryption key.</li> <li>Encrypted Base64 encoded: the Base64 encoded binary values are encrypted 
using AM's encryption key.</li>  <li>Encrypted with Google KMS: the secrets are encrypted using Google's Key 
Management Service.</li> <li>PEM encoded certificate or key: the secrets are certificates, keys, or passwords, 
in Privacy Enhanced Mail (PEM) format, such as those produced by OpenSSL and other common tools.</li> 
<li>Encrypted PEM: PEM-encoded objects that are encrypted with AM's server key.</li><li>Google KMS-encrypted 
PEM: PEM-encoded objects that are encrypted with Google KMS.</li></ul><p>The following formats are also 
supported but are discouraged (use the PEM variants instead): <ul><li>Encrypted HMAC key: the Base64 encoded 
binary representation of the HMAC key is encrypted using AM's encryption key. Use this format when working 
with non generic secrets.</li> <li>Base64 encoded HMAC key: the secrets are binary HMAC keys encoded with 
Base64.</li> <li>Google KMS-encrypted HMAC key: the secrets are binary HMAC keys that have been encrypted with 
Google's Key Management Service (KMS).</li> </ul>",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "serviceAccount" : {
      "title" : "GCP Service Account ID",
      "description" : "The ID of the GCP service account to use when connecting to Secret Manager.<br><br>GCP 
service accounts can be configured in the global Google Service Account service. The service account must be 
enabled for this realm otherwise the secret store will fail to load.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "project" : {
      "title" : "Project",
      "description" : "The GCP project that contains the Secret Manager instance to use.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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Global Operations

Resource path:

/global-config/secrets/stores/GoogleSecretManagerSecretStoreProvider

Resource version: 1.0

create

Usage

am> create GoogleSecretManagerSecretStoreProvider --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "expiryDurationSeconds" : {
      "title" : "Expiry Time (seconds)",
      "description" : "Maximum time that AM should cache secret values before refreshing them from Google 
SecretManager. A longer duration may be more efficient but may take longer for new secret versions to be 
picked up. Thistypically only affects operations that use the \"active\" (latest) version of a secret. 
Operations that use previousversions of a secret will always query Secret Manager to ensure timely 
revocation.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "serviceAccount" : {
      "title" : "GCP Service Account ID",
      "description" : "The ID of the GCP service account to use when connecting to Secret Manager.<br><br>GCP 
service accounts can be configured in the global Google Service Account service. The service account must be 
enabled for this realm otherwise the secret store will fail to load.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "secretFormat" : {
      "title" : "Secret Format",
      "description" : "Indicates what format is used to store the secrets in the files. The available options 
are: <ul> <li>Plain text: the secrets are stored as UTF-8 encoded text.</li> <li>Base64 encoded: the secrets 
are stored as Base64 encoded binary values.</li> <li>Encrypted text: the plain text secrets are encrypted 
using AM's encryption key.</li> <li>Encrypted Base64 encoded: the Base64 encoded binary values are encrypted 
using AM's encryption key.</li>  <li>Encrypted with Google KMS: the secrets are encrypted using Google's Key 
Management Service.</li> <li>PEM encoded certificate or key: the secrets are certificates, keys, or passwords, 
in Privacy Enhanced Mail (PEM) format, such as those produced by OpenSSL and other common tools.</li> 
<li>Encrypted PEM: PEM-encoded objects that are encrypted with AM's server key.</li><li>Google KMS-encrypted 
PEM: PEM-encoded objects that are encrypted with Google KMS.</li></ul><p>The following formats are also 
supported but are discouraged (use the PEM variants instead): <ul><li>Encrypted HMAC key: the Base64 encoded 
binary representation of the HMAC key is encrypted using AM's encryption key. Use this format when working 
with non generic secrets.</li> <li>Base64 encoded HMAC key: the secrets are binary HMAC keys encoded with 
Base64.</li> <li>Google KMS-encrypted HMAC key: the secrets are binary HMAC keys that have been encrypted with 
Google's Key Management Service (KMS).</li> </ul>",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "project" : {
      "title" : "Project",
      "description" : "The GCP project that contains the Secret Manager instance to use.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete GoogleSecretManagerSecretStoreProvider --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GoogleSecretManagerSecretStoreProvider --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action GoogleSecretManagerSecretStoreProvider --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GoogleSecretManagerSecretStoreProvider --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GoogleSecretManagerSecretStoreProvider --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read GoogleSecretManagerSecretStoreProvider --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update GoogleSecretManagerSecretStoreProvider --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "expiryDurationSeconds" : {
      "title" : "Expiry Time (seconds)",
      "description" : "Maximum time that AM should cache secret values before refreshing them from Google 
SecretManager. A longer duration may be more efficient but may take longer for new secret versions to be 
picked up. Thistypically only affects operations that use the \"active\" (latest) version of a secret. 
Operations that use previousversions of a secret will always query Secret Manager to ensure timely 
revocation.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "serviceAccount" : {
      "title" : "GCP Service Account ID",
      "description" : "The ID of the GCP service account to use when connecting to Secret Manager.<br><br>GCP 
service accounts can be configured in the global Google Service Account service. The service account must be 
enabled for this realm otherwise the secret store will fail to load.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "secretFormat" : {
      "title" : "Secret Format",
      "description" : "Indicates what format is used to store the secrets in the files. The available options 
are: <ul> <li>Plain text: the secrets are stored as UTF-8 encoded text.</li> <li>Base64 encoded: the secrets 
are stored as Base64 encoded binary values.</li> <li>Encrypted text: the plain text secrets are encrypted 
using AM's encryption key.</li> <li>Encrypted Base64 encoded: the Base64 encoded binary values are encrypted 
using AM's encryption key.</li>  <li>Encrypted with Google KMS: the secrets are encrypted using Google's Key 
Management Service.</li> <li>PEM encoded certificate or key: the secrets are certificates, keys, or passwords, 
in Privacy Enhanced Mail (PEM) format, such as those produced by OpenSSL and other common tools.</li> 
<li>Encrypted PEM: PEM-encoded objects that are encrypted with AM's server key.</li><li>Google KMS-encrypted 
PEM: PEM-encoded objects that are encrypted with Google KMS.</li></ul><p>The following formats are also 
supported but are discouraged (use the PEM variants instead): <ul><li>Encrypted HMAC key: the Base64 encoded 
binary representation of the HMAC key is encrypted using AM's encryption key. Use this format when working 
with non generic secrets.</li> <li>Base64 encoded HMAC key: the secrets are binary HMAC keys encoded with 
Base64.</li> <li>Google KMS-encrypted HMAC key: the secrets are binary HMAC keys that have been encrypted with 
Google's Key Management Service (KMS).</li> </ul>",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "project" : {
      "title" : "Project",
      "description" : "The GCP project that contains the Secret Manager instance to use.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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GraphiteReporter

Global Operations

Resource path:

/global-config/services/monitoring/graphite

Resource version: 1.0

create

Usage

am> create GraphiteReporter --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "port" : {
      "title" : "Port",
      "description" : "The port of the Graphite server to which metrics should be published.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "host" : {
      "title" : "Hostname",
      "description" : "The hostname of the Graphite server to which metrics should be published.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "frequency" : {
      "title" : "Frequency",
      "description" : "The frequency (in seconds) at which metrics should be published.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete GraphiteReporter --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action GraphiteReporter --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action GraphiteReporter --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action GraphiteReporter --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query GraphiteReporter --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read GraphiteReporter --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update GraphiteReporter --global --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "port" : {
      "title" : "Port",
      "description" : "The port of the Graphite server to which metrics should be published.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "host" : {
      "title" : "Hostname",
      "description" : "The hostname of the Graphite server to which metrics should be published.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "frequency" : {
      "title" : "Frequency",
      "description" : "The frequency (in seconds) at which metrics should be published.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

HOTPGenerator

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/OneTimePasswordGeneratorNode

Resource version: 1.0

create

Usage

am> create HOTPGenerator --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "length" : {
      "title" : "One Time Password Length",
      "description" : "The length in characters of the one time password.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "length" ]
}

delete

Usage

am> delete HOTPGenerator --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action HOTPGenerator --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action HOTPGenerator --realm Realm --actionName getCreatableTypes
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listOutcomes

List the available outcomes for the node type.

Usage

am> action HOTPGenerator --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action HOTPGenerator --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query HOTPGenerator --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read HOTPGenerator --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update HOTPGenerator --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "length" : {
      "title" : "One Time Password Length",
      "description" : "The length in characters of the one time password.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "length" ]
}

HostedSaml2EntityProvider

Realm Operations

Allows the management of hosted SAML2 entity providers.

Resource path:

/realm-config/saml2/hosted

Resource version: 1.0
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create

create.description

Usage

am> create HostedSaml2EntityProvider --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-07/schema#",
  "ignoredProperties" : [ "_id", "_rev" ],
  "description" : "This schema describes a hosted SAML2 entity provider.",
  "title" : "SAML2 Hosted Entity Provider",
  "type" : "object",
  "properties" : {
    "entityId" : {
      "type" : "string"
    },
    "identityProvider" : {
      "title" : "Identity Provider",
      "description" : "This schema describes a SAML2 identity provider.",
      "type" : "object",
      "traverseObject" : true,
      "properties" : {
        "assertionContent" : {
          "propertyOrder" : 0,
          "title" : "Assertion Content",
          "type" : "object",
          "traverseObject" : true,
          "properties" : {
            "signingAndEncryption" : {
              "traverseObject" : true,
              "title" : "Signing And Encryption",
              "type" : "object",
              "properties" : {
                "requestResponseSigning" : {
                  "traverseObject" : true,
                  "title" : "Request/Response Signing",
                  "description" : "Select the checkbox for each request/response that should be signed",
                  "type" : "object",
                  "properties" : {
                    "authenticationRequest" : {
                      "attributePath" : {
                        "value" : "/wantAuthnRequestsSigned"
                      },
                      "title" : "Authentication Request",
                      "type" : "boolean",
                      "default" : false
                    },
                    "artifactResolve" : {
                      "attributeKey" : "wantArtifactResolveSigned",
                      "title" : "Artifact Resolve",
                      "type" : "boolean",
                      "default" : false
                    },
                    "logoutRequest" : {
                      "attributeKey" : "wantLogoutRequestSigned",
                      "title" : "Logout Request",
                      "type" : "boolean",
                      "default" : false
                    },
                    "logoutResponse" : {
                      "attributeKey" : "wantLogoutResponseSigned",
                      "title" : "Logout Response",
                      "type" : "boolean",
                      "default" : false
                    },
                    "manageNameIdRequest" : {
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                      "attributeKey" : "wantMNIRequestSigned",
                      "title" : "Manage NameID Request",
                      "type" : "boolean",
                      "default" : false
                    },
                    "manageNameIdResponse" : {
                      "attributeKey" : "wantMNIResponseSigned",
                      "title" : "Manage NameID Response",
                      "type" : "boolean",
                      "default" : false
                    }
                  },
                  "required" : [ "authenticationRequest", "artifactResolve", "logoutRequest", 
"logoutResponse", "manageNameIdRequest", "manageNameIdResponse" ]
                },
                "encryption" : {
                  "traverseObject" : true,
                  "title" : "Encryption",
                  "type" : "object",
                  "properties" : {
                    "nameIdEncryption" : {
                      "attributeKey" : "wantNameIDEncrypted",
                      "title" : "NameID Encryption",
                      "type" : "boolean",
                      "default" : false
                    }
                  },
                  "required" : [ "nameIdEncryption" ]
                },
                "secretIdAndAlgorithms" : {
                  "traverseObject" : true,
                  "title" : "Secret ID And Algorithms",
                  "type" : "object",
                  "properties" : {
                    "secretIdIdentifier" : {
                      "type" : "string",
                      "attributeKey" : "secretIdIdentifier",
                      "title" : "Secret ID Identifier",
                      "description" : "This identifier determines the secret ID for this entity provider when 
resolving secrets. For example when this value is set to \"demo\", the entity provider will use 
am.applications.federation.entity.providers.saml2.demo.signing and 
am.applications.federation.entity.providers.saml2.demo.encryption secret IDs to resolve the signing and 
encryption secrets. When left unspecified, AM will use the entity provider role (service provider, identity 
provider, etc.) specific default global secret IDs. When the secret ID identifier for a given role is 
modified, the corresponding mapping is removed if it isnâ€™t referenced by other entities."
                    },
                    "signingAlgorithm" : {
                      "title" : "Signing Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.SigningAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/2001/04/
xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/2009/
xmldsig11#dsa-sha256" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/
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2001/04/xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/
2001/04/xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/
2001/04/xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/
2009/xmldsig11#dsa-sha256" ]
                      }
                    },
                    "digestAlgorithm" : {
                      "title" : "Digest Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.DigestAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
www.w3.org/2007/05/xmldsig-more#sha3-512" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
www.w3.org/2007/05/xmldsig-more#sha3-512" ]
                      }
                    },
                    "encryptionAlgorithm" : {
                      "title" : "Encryption Algorithm",
                      "type" : "array",
                      "attributeKey" : {
                        "value" : "encryptionAlgorithms",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.EncryptionAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ],
                        "enumNames" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ]
                      }
                    }
                  }
                }
              }
            },
            "nameIdFormat" : {
              "traverseObject" : true,
              "title" : "NameID Format",
              "type" : "object",
              "properties" : {
                "nameIdFormatList" : {
                  "description" : "List of NameID formats the requestor will use to contact. Order listed 
shows the order of preference",
                  "title" : "NameID Format List",
                  "attributePath" : {
                    "value" : "/nameIDFormat"
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                  },
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  },
                  "default" : [ "urn:oasis:names:tc:SAML:2.0:nameid-format:persistent", 
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", "urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress", "urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified", "urn:oasis:names:tc:SAML:
1.1:nameid-format:WindowsDomainQualifiedName", "urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos", 
"urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName" ]
                },
                "nameIdValueMap" : {
                  "attributeKey" : {
                    "value" : "nameIDFormatMap",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.NameIdValueMapper"
                  },
                  "description" : "Defines mapping between the NameID format and user's profile attribute. 
Example <code>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress=mail</code> or 
<code>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent=objectGUID;binary</code>. If the defined NameID 
format is used in protocol, the profile attribute value will be used as NameID value for the format in the 
Subject, the <code>;binary</code> flag can be used to indicate that the profile attribute is binary and should 
be Base64 encoded when used as the NameID value.",
                  "title" : "NameID Value Map",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "key" : {
                        "title" : "Key",
                        "propertyOrder" : 0,
                        "type" : "string"
                      },
                      "value" : {
                        "title" : "Value",
                        "propertyOrder" : 1,
                        "type" : "string"
                      },
                      "binary" : {
                        "title" : "Binary",
                        "propertyOrder" : 2,
                        "type" : "boolean"
                      }
                    }
                  },
                  "default" : [ {
                    "key" : "urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress",
                    "value" : "mail",
                    "binary" : false
                  } ]
                }
              }
            },
            "authenticationContext" : {
              "title" : "Authentication Context",
              "type" : "object",
              "traverseObject" : true,
              "properties" : {
                "authenticationContextMapper" : {
                  "attributeKey" : "idpAuthncontextMapper",
                  "title" : "Mapper",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultIDPAuthnContextMapper"
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                },
                "authContextItems" : {
                  "title" : "Authentication Context",
                  "description" : "Defines mapping between SP requested Authentication Context Reference and 
IDP authentication scheme and authentication level.",
                  "type" : "array",
                  "attributeKey" : {
                    "value" : "idpAuthncontextClassrefMapping",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.IdpAuthContextMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "contextReference" : {
                        "propertyOrder" : 0,
                        "title" : "Context Reference",
                        "anyOf" : [ {
                          "title" : "Predefined Reference",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword", "urn:oasis:names:tc:SAML:
2.0:ac:classes:Kerberos", "urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnregistered", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnregistered", "urn:oasis:names:tc:SAML:
2.0:ac:classes:MobileOneFactorContract", "urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorContract", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:Password", "urn:oasis:names:tc:SAML:
2.0:ac:classes:PasswordProtectedTransport", "urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:X.509", "urn:oasis:names:tc:SAML:2.0:ac:classes:PGP", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI", "urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard", "urn:oasis:names:tc:SAML:2.0:ac:classes:SmartcardPKI", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI", "urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony", "urn:oasis:names:tc:SAML:
2.0:ac:classes:PersonalTelephony", "urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTelephony", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword", "urn:oasis:names:tc:SAML:
2.0:ac:classes:TLSClient", "urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken", "unspecified" ],
                          "enumNames" : [ "InternetProtocol", "InternetProtocolPassword", "Kerberos", 
"MobileOneFactorUnregistered", "MobileTwoFactorUnregistered", "MobileOneFactorContract", 
"MobileTwoFactorContract", "Password", "PasswordProtectedTransport", "PreviousSession", "X.509", "PGP", 
"SPKI", "XMLDSig", "Smartcard", "SmartcardPKI", "SoftwarePKI", "Telephony", "NomadTelephony", 
"PersonalTelephony", "AuthenticatedTelephony", "SecureRemotePassword", "TLSClient", "TimeSyncToken", 
"unspecified" ]
                        }, {
                          "title" : "Custom Reference",
                          "type" : "string"
                        } ]
                      },
                      "key" : {
                        "propertyOrder" : 1,
                        "type" : "string",
                        "title" : "Key",
                        "enum" : [ "service", "module", "user", "role", "authlevel" ],
                        "enumNames" : [ "Service", "Module", "User", "Role", "Authentication Level" ]
                      },
                      "value" : {
                        "propertyOrder" : 2,
                        "title" : "Value",
                        "type" : "string"
                      },
                      "level" : {
                        "propertyOrder" : 3,
                        "title" : "Level",
                        "type" : "integer",
                        "minimum" : 0
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                      }
                    }
                  },
                  "default" : [ {
                    "contextReference" : "urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport",
                    "level" : "0"
                  } ]
                }
              }
            },
            "assertionTime" : {
              "traverseObject" : true,
              "title" : "Assertion Time",
              "type" : "object",
              "properties" : {
                "notBeforeTimeSkew" : {
                  "attributeKey" : "assertionNotBeforeTimeSkew",
                  "title" : "Not-Before Time Skew",
                  "type" : "integer",
                  "minimum" : 0,
                  "default" : 600,
                  "description" : "Is in seconds. This is the skew time for NotBefore attributes in assertion"
                },
                "effectiveTime" : {
                  "attributeKey" : "assertionEffectiveTime",
                  "title" : "Effective Time",
                  "type" : "integer",
                  "minimum" : 0,
                  "description" : "Is in seconds. Validity time of assertion for NotAfter attributes",
                  "default" : 600
                }
              }
            },
            "basicAuthentication" : {
              "traverseObject" : true,
              "description" : "Configure basic authentication setting for Soap based binding",
              "title" : "Basic Authentication",
              "type" : "object",
              "properties" : {
                "enabled" : {
                  "attributeKey" : "basicAuthOn",
                  "title" : "Enabled",
                  "type" : "boolean",
                  "default" : false
                },
                "userName" : {
                  "attributeKey" : "basicAuthUser",
                  "title" : "User Name",
                  "type" : "string"
                },
                "password" : {
                  "title" : "Password",
                  "attributeKey" : {
                    "value" : "basicAuthPassword",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.PasswordMapper"
                  },
                  "type" : "string",
                  "format" : "password"
                }
              }
            },
            "assertionCache" : {
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              "traverseObject" : true,
              "type" : "object",
              "title" : "Assertion Cache",
              "properties" : {
                "enabled" : {
                  "attributeKey" : "assertionCacheEnabled",
                  "description" : "Enable assertion cache",
                  "title" : "Enabled",
                  "type" : "boolean",
                  "default" : false
                }
              }
            }
          }
        },
        "assertionProcessing" : {
          "propertyOrder" : 1,
          "title" : "Assertion Processing",
          "type" : "object",
          "traverseObject" : true,
          "properties" : {
            "attributeMapper" : {
              "title" : "Attribute Mapper",
              "type" : "object",
              "traverseObject" : true,
              "properties" : {
                "attributeMapper" : {
                  "attributeKey" : "idpAttributeMapper",
                  "title" : "Attribute Mapper",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultIDPAttributeMapper"
                },
                "attributeMapperScript" : {
                  "attributeKey" : "idpAttributeMapperScript",
                  "title" : "Attribute Mapper Script",
                  "description" : "Script for mapping attributes. If a script is not selected, the specified 
attribute mapper Java Class will be used.",
                  "type" : "string",
                  "default" : "[Empty]"
                },
                "attributeMap" : {
                  "title" : "Attribute Map",
                  "description" : "This mapping is the configuration used by the Attribute Mapper. The mapping 
should be defined as [NameFormatURI|]SAML ATTRIBUTE NAME=PROFILE ATTRIBUTE NAME in assertion. Example: 
EmailAddress=mail, Address=postaladdress, urn:oasis:names:tc:SAML:2.0:attrname-format:uri|
urn:mace:dir:attribute-def:cn=cn The mapper also allows for static values to be defined. To define a static 
value, enclose the profile attribute name in double quotes. Example: partnerID=\"staticPartnerIDValue\", 
urn:oasis:names:tc:SAML:2.0:attrname-format:uri|nameID=\"staticNameIDValue\". To flag an attribute as being a 
binary value and have its value Base64 encoded, add ;binary to the end of the profile attribute name. Example: 
photo=photo;binary, urn:oasis:names:tc:SAML:2.0:attrname-format:uri|photo=photo;binary",
                  "type" : "array",
                  "attributeKey" : {
                    "value" : "attributeMap",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.AttributeMapMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "nameFormatUri" : {
                        "title" : "Name Format Uri",
                        "propertyOrder" : 0,
                        "type" : "string"
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                      },
                      "samlAttribute" : {
                        "title" : "SAML Attribute",
                        "propertyOrder" : 1,
                        "type" : "string"
                      },
                      "localAttribute" : {
                        "title" : "Local Attribute",
                        "propertyOrder" : 2,
                        "type" : "string"
                      },
                      "binary" : {
                        "title" : "Binary",
                        "propertyOrder" : 3,
                        "type" : "boolean"
                      }
                    },
                    "required" : [ "samlAttribute", "localAttribute" ]
                  }
                }
              },
              "required" : [ "attributeMapper" ]
            },
            "accountMapper" : {
              "traverseObject" : true,
              "title" : "Account Mapper",
              "type" : "object",
              "properties" : {
                "accountMapper" : {
                  "attributeKey" : "idpAccountMapper",
                  "title" : "Account Mapper",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultIDPAccountMapper",
                  "description" : "Used to generate Name Identifier in Single Sign-on assertion and find 
user's identity from incoming request."
                },
                "disableNameIdPersistence" : {
                  "attributeKey" : "idpDisableNameIDPersistence",
                  "title" : "Disable NameID Persistence",
                  "type" : "boolean",
                  "description" : "Disables the persistence of the NameID values into the User Data Store for 
all persistent NameID-Formats. When the persistent NameID-Format is in use, disabling NameID persistence is 
not recommended. Note that by preventing the storage of the NameID values, the ManageNameID and the 
NameIDMapping SAML profiles will no longer work when using any persistent NameID-Formats. Existing account 
links that have been established (and persisted) previously, will not be removed when enabling this feature.",
                  "default" : false
                }
              }
            },
            "localConfiguration" : {
              "traverseObject" : true,
              "title" : "Local Configuration",
              "type" : "object",
              "properties" : {
                "authUrl" : {
                  "attributeKey" : "AuthUrl",
                  "type" : "string",
                  "title" : "Auth URL",
                  "description" : "URL to redirect for user authentication if required"
                },
                "reverseProxyUrl" : {
                  "attributeKey" : "RpUrl",
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                  "type" : "string",
                  "title" : "Reverse Proxy URL",
                  "description" : "URL of the Reverse Proxy where the SAML endpoints are available"
                },
                "externalApplicationLogoutUrl" : {
                  "attributeKey" : "appLogoutUrl",
                  "type" : "string",
                  "title" : "External Application Logout URL",
                  "description" : "This is the logout URL for an external application. Once the server 
receives logout request from the remote partner, a request will be sent to the logout URL using back channel 
HTTP POST with all cookies. Optionally, a user session property could be sent as HTTP header and POST 
parameter if a query parameter \"appsessionproperty\" (set to the session property name) is included in the 
URL. e.g. \"http://www.app.domain.com/uri/logout?appsessionproperty=mail\"."
                }
              }
            }
          }
        },
        "services" : {
          "propertyOrder" : 2,
          "title" : "Services",
          "type" : "object",
          "traverseObject" : true,
          "properties" : {
            "metaAlias" : {
              "attributeKey" : "metaAlias",
              "default" : "{idpMetaAlias}",
              "type" : "string",
              "title" : "Meta Alias",
              "readOnly" : true,
              "description" : "The Meta Alias attribute is specific to providers using OpenAM therefore, a 
null value for a remote provider configuration is possible."
            },
            "serviceAttributes" : {
              "title" : "IDP Service Attributes",
              "type" : "object",
              "traverseObject" : true,
              "properties" : {
                "artifactResolutionService" : {
                  "title" : "Artifact Resolution Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "artifactResolutionService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.IndexedEndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
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                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/ArtifactResolver/metaAlias{idpMetaAlias}"
                  } ]
                },
                "singleLogoutService" : {
                  "title" : "Single Logout Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "singleLogoutService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
                    "location" : "{baseUrl}/IDPSloRedirect/metaAlias{idpMetaAlias}",
                    "responseLocation" : "{baseUrl}/IDPSloRedirect/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/IDPSloPOST/metaAlias{idpMetaAlias}",
                    "responseLocation" : "{baseUrl}/IDPSloPOST/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/IDPSloSoap/metaAlias{idpMetaAlias}"
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                  } ]
                },
                "nameIdService" : {
                  "title" : "Manage NameID Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "manageNameIDService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
                    "location" : "{baseUrl}/IDPMniRedirect/metaAlias{idpMetaAlias}",
                    "responseLocation" : "{baseUrl}/IDPMniRedirect/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/IDPMniPOST/metaAlias{idpMetaAlias}",
                    "responseLocation" : "{baseUrl}/IDPMniPOST/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/IDPMniSoap/metaAlias{idpMetaAlias}"
                  } ]
                },
                "singleSignOnService" : {
                  "title" : "Single SignOn Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "singleSignOnService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
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                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
                    "location" : "{baseUrl}/SSORedirect/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/SSOPOST/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/SSOSoap/metaAlias{idpMetaAlias}"
                  } ]
                }
              }
            },
            "nameIdMapping" : {
              "title" : "NameID Mapping",
              "type" : "array",
              "attributePath" : {
                "value" : "nameIDMappingService",
                "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
              },
              "items" : {
                "type" : "object",
                "properties" : {
                  "binding" : {
                    "title" : "Binding",
                    "anyOf" : [ {
                      "title" : "Predefined Binding",
                      "type" : "string",
                      "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                      "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                    }, {
                      "title" : "Custom Binding",
                      "type" : "string"
                    } ]
                  },
                  "location" : {
                    "title" : "Location",
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                    "type" : "string"
                  },
                  "responseLocation" : {
                    "title" : "Response Location",
                    "type" : "string"
                  }
                },
                "required" : [ "location" ]
              },
              "default" : [ {
                "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                "location" : "{baseUrl}/NIMSoap/metaAlias{idpMetaAlias}"
              } ]
            },
            "assertionIdRequest" : {
              "title" : "Assertion ID Request Service",
              "type" : "array",
              "attributePath" : {
                "value" : "assertionIDRequestService",
                "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
              },
              "items" : {
                "type" : "object",
                "properties" : {
                  "binding" : {
                    "title" : "Binding",
                    "anyOf" : [ {
                      "title" : "Predefined Binding",
                      "type" : "string",
                      "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                      "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                    }, {
                      "title" : "Custom Binding",
                      "type" : "string"
                    } ]
                  },
                  "location" : {
                    "title" : "Location",
                    "type" : "string"
                  },
                  "responseLocation" : {
                    "title" : "Response Location",
                    "type" : "string"
                  }
                },
                "required" : [ "location" ]
              },
              "default" : [ {
                "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                "location" : "{baseUrl}/AIDReqSoap/IDPRole/metaAlias{idpMetaAlias}"
              }, {
                "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:URI",
                "location" : "{baseUrl}/AIDReqUri/IDPRole/metaAlias{idpMetaAlias}"
              } ]
            }
          },
          "required" : [ "metaAlias" ]
        },
        "advanced" : {
          "traverseObject" : true,
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          "propertyOrder" : 3,
          "title" : "Advanced",
          "type" : "object",
          "properties" : {
            "saeConfiguration" : {
              "traverseObject" : true,
              "title" : "SAE Configuration",
              "type" : "object",
              "properties" : {
                "idpUrl" : {
                  "attributeKey" : "saeIDPUrl",
                  "title" : "IDP URL",
                  "description" : "URL endpoint on the Identity Provider that can handle SAE requests.",
                  "type" : "string",
                  "default" : "{baseUrl}/idpsaehandler/metaAlias{idpMetaAlias}"
                },
                "applicationSecurityConfiguration" : {
                  "attributeKey" : {
                    "value" : "saeAppSecretList",
                    "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.ApplicationSecurityConfigItemMapper"
                  },
                  "title" : "Application Security Configuration",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "url" : {
                        "title" : "URL",
                        "propertyOrder" : 0,
                        "type" : "string"
                      },
                      "type" : {
                        "title" : "Type",
                        "propertyOrder" : 1,
                        "type" : "string"
                      },
                      "pubKeyAlias" : {
                        "title" : "Public Key Alias",
                        "propertyOrder" : 2,
                        "type" : "string"
                      },
                      "encryptionAlgorithm" : {
                        "title" : "Encryption Algorithm",
                        "propertyOrder" : 3,
                        "type" : "string"
                      },
                      "encryptionKeyStrength" : {
                        "title" : "Encryption Key Strength",
                        "propertyOrder" : 4,
                        "type" : "string"
                      },
                      "secret" : {
                        "title" : "Secret",
                        "propertyOrder" : 5,
                        "type" : "string"
                      }
                    },
                    "required" : [ "url", "secret" ]
                  }
                }
              }
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            },
            "ecpConfiguration" : {
              "traverseObject" : true,
              "title" : "ECP Configuration",
              "type" : "object",
              "properties" : {
                "idpSessionMapper" : {
                  "attributeKey" : "idpECPSessionMapper",
                  "title" : "IDP Session Mapper",
                  "description" : "Defines an implementation class for the session mapper SPI. The mapper 
finds a valid session from HTTP servlet request on IDP with ECP profile.",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultIDPECPSessionMapper"
                }
              }
            },
            "sessionSynchronization" : {
              "traverseObject" : true,
              "title" : "Session Synchronization",
              "type" : "object",
              "properties" : {
                "enabled" : {
                  "attributeKey" : "idpSessionSyncEnabled",
                  "title" : "Enabled",
                  "description" : "If this is enabled, when a session times out, the Identity Provider 
notifies all Service Providers to log out. A session may time out, for example, when max-idle time or max-
session time is reached.",
                  "type" : "boolean",
                  "default" : false
                }
              }
            },
            "idpFinderImplementation" : {
              "traverseObject" : true,
              "title" : "IDP Finder Implementation",
              "type" : "object",
              "properties" : {
                "idpFinderImplementationClass" : {
                  "attributeKey" : "proxyIDPFinderClass",
                  "title" : "IDP Finder implementation class",
                  "description" : "Defines an implementation class for the Proxy IDP Finder SPI. The 
implementation is used to find a preferred IdP to send the proxied Authentication Request",
                  "type" : "string"
                },
                "idpFinderJsp" : {
                  "attributeKey" : "proxyIDPFinderJSP",
                  "title" : "IdP Finder JSP",
                  "description" : "Specify the JSP that will present the IdP List to the user, if required by 
the class implementation (example: proxyidpfinder.jsp)",
                  "type" : "string"
                },
                "enableProxyIdpFinderForAllSps" : {
                  "attributeKey" : "enableProxyIDPFinderForAllSPs",
                  "title" : "Enable Proxy IDP Finder for all SPs",
                  "description" : "If this is enabled the proxy idp finder will be enabled for all the remote 
SPs regardless of what they have configured in their extended metadata",
                  "type" : "boolean",
                  "default" : false
                }
              }
            },
            "relayStateUrlList" : {
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              "traverseObject" : true,
              "title" : "Relay State URL List",
              "type" : "object",
              "properties" : {
                "relayStateUrlList" : {
                  "attributeKey" : "relayStateUrlList",
                  "title" : "Relay State URL List",
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  }
                }
              }
            },
            "idpAdapter" : {
              "traverseObject" : true,
              "title" : "IDP Adapter",
              "type" : "object",
              "properties" : {
                "idpAdapterClass" : {
                  "attributeKey" : "idpAdapter",
                  "title" : "IDP Adapter Class",
                  "type" : "string"
                },
                "idpAdapterScript" : {
                  "attributeKey" : "idpAdapterScript",
                  "title" : "IDP Adapter Script",
                  "description" : "Scripted plugin for IDP Adapter. If a script is not selected, the specified 
IDP Adapter Java Class will be used.",
                  "type" : "string",
                  "default" : "[Empty]"
                }
              }
            }
          }
        }
      }
    },
    "serviceProvider" : {
      "title" : "Service Provider",
      "description" : "This schema describes a SAML2 service provider.",
      "type" : "object",
      "traverseObject" : true,
      "properties" : {
        "assertionContent" : {
          "propertyOrder" : 0,
          "traverseObject" : true,
          "title" : "Assertion Content",
          "type" : "object",
          "properties" : {
            "signingAndEncryption" : {
              "traverseObject" : true,
              "title" : "Signing And Encryption",
              "type" : "object",
              "properties" : {
                "requestResponseSigning" : {
                  "traverseObject" : true,
                  "description" : "Select the checkbox for each request/response that should be signed\n",
                  "title" : "Request/Response Signing",
                  "type" : "object",
                  "properties" : {
                    "authenticationRequest" : {
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                      "attributePath" : {
                        "value" : "/authnRequestsSigned"
                      },
                      "title" : "Authentication Requests Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "assertion" : {
                      "attributePath" : "/wantAssertionsSigned",
                      "title" : "Assertions Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "postResponse" : {
                      "attributeKey" : "wantPOSTResponseSigned",
                      "title" : "POST Response Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "artifactResponse" : {
                      "attributeKey" : "wantArtifactResponseSigned",
                      "title" : "Artifact Response Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "logoutRequest" : {
                      "attributeKey" : "wantLogoutRequestSigned",
                      "title" : "Logout Request Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "logoutResponse" : {
                      "attributeKey" : "wantLogoutResponseSigned",
                      "title" : "Logout Response Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "manageNameIdRequest" : {
                      "attributeKey" : "wantMNIRequestSigned",
                      "title" : "Manage NameID Request Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "manageNameIdResponse" : {
                      "attributeKey" : "wantMNIResponseSigned",
                      "title" : "Manage NameID Response Signed",
                      "type" : "boolean",
                      "default" : false
                    }
                  }
                },
                "encryption" : {
                  "traverseObject" : true,
                  "title" : "Encryption",
                  "type" : "object",
                  "properties" : {
                    "attributeEncryption" : {
                      "attributeKey" : "wantAttributeEncrypted",
                      "title" : "Attribute Encryption",
                      "type" : "boolean"
                    },
                    "assertionEncryption" : {
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                      "attributeKey" : "wantAssertionEncrypted",
                      "title" : "Assertion Encryption",
                      "type" : "boolean"
                    },
                    "nameIdEncryption" : {
                      "attributeKey" : "wantNameIDEncrypted",
                      "title" : "NameID Encryption",
                      "type" : "boolean"
                    }
                  }
                },
                "secretIdAndAlgorithms" : {
                  "traverseObject" : true,
                  "title" : "Secret ID And Algorithms",
                  "type" : "object",
                  "properties" : {
                    "secretIdIdentifier" : {
                      "type" : "string",
                      "attributeKey" : "secretIdIdentifier",
                      "title" : "Secret ID Identifier",
                      "description" : "This identifier determines the secret ID for this entity provider when 
resolving secrets. For example when this value is set to \"demo\", the entity provider will use 
am.applications.federation.entity.providers.saml2.demo.signing and 
am.applications.federation.entity.providers.saml2.demo.encryption secret IDs to resolve the signing and 
encryption secrets. When left unspecified, AM will use the entity provider role (service provider, identity 
provider, etc.) specific default global secret IDs. When the secret ID identifier for a given role is 
modified, the corresponding mapping is removed if it isnâ€™t referenced by other entities."
                    },
                    "signingAlgorithm" : {
                      "title" : "Signing Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.SigningAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/2001/04/
xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/2009/
xmldsig11#dsa-sha256" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/
2001/04/xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/
2001/04/xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/
2001/04/xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/
2009/xmldsig11#dsa-sha256" ]
                      }
                    },
                    "digestAlgorithm" : {
                      "title" : "Digest Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.DigestAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
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www.w3.org/2007/05/xmldsig-more#sha3-512" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
www.w3.org/2007/05/xmldsig-more#sha3-512" ]
                      }
                    },
                    "encryptionAlgorithm" : {
                      "title" : "Encryption Algorithm",
                      "type" : "array",
                      "attributeKey" : {
                        "value" : "encryptionAlgorithms",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.EncryptionAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ],
                        "enumNames" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ]
                      }
                    }
                  }
                }
              }
            },
            "nameIdFormat" : {
              "traverseObject" : true,
              "title" : "NameID Format",
              "type" : "object",
              "properties" : {
                "nameIdFormatList" : {
                  "description" : "List of NameID formats the requestor will use to contact. Order listed 
shows the order of preference",
                  "title" : "NameID Format List",
                  "attributePath" : {
                    "value" : "/nameIDFormat"
                  },
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  },
                  "default" : [ "urn:oasis:names:tc:SAML:2.0:nameid-format:persistent", 
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", "urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress", "urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified", "urn:oasis:names:tc:SAML:
1.1:nameid-format:WindowsDomainQualifiedName", "urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos", 
"urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName" ]
                },
                "disableNameIdPersistence" : {
                  "attributeKey" : "spDoNotWriteFederationInfo",
                  "title" : "Disable NameID persistence",
                  "description" : "Instructs the SP to not persist the SAML NameID into the User Data Store 
even if the NameID Format is urn:oasis:names:tc:SAML:2.0:nameid-format:persistent in the received Assertion 
and the Account Mapper has identified the local user. When local authentication is utilized for account 
linking purposes, enabling this feature will require end-users to locally authenticate for each SAML-based 
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login.",
                  "type" : "boolean",
                  "default" : false
                }
              }
            },
            "authenticationContext" : {
              "traverseObject" : true,
              "title" : "Authentication Context",
              "type" : "object",
              "properties" : {
                "authenticationContextMapper" : {
                  "attributeKey" : "spAuthncontextMapper",
                  "title" : "Mapper",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultSPAuthnContextMapper"
                },
                "authContextItems" : {
                  "attributeKey" : {
                    "value" : "spAuthncontextClassrefMapping",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.SpAuthContextMapper"
                  },
                  "description" : "Defines mapping between IDP authentication context reference and 
authentication level to be set on SP side session",
                  "title" : "Authentication Context",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "contextReference" : {
                        "propertyOrder" : 0,
                        "title" : "Context Reference",
                        "anyOf" : [ {
                          "title" : "Predefined Reference",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword", "urn:oasis:names:tc:SAML:
2.0:ac:classes:Kerberos", "urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnregistered", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnregistered", "urn:oasis:names:tc:SAML:
2.0:ac:classes:MobileOneFactorContract", "urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorContract", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:Password", "urn:oasis:names:tc:SAML:
2.0:ac:classes:PasswordProtectedTransport", "urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:X.509", "urn:oasis:names:tc:SAML:2.0:ac:classes:PGP", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI", "urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard", "urn:oasis:names:tc:SAML:2.0:ac:classes:SmartcardPKI", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI", "urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony", "urn:oasis:names:tc:SAML:
2.0:ac:classes:PersonalTelephony", "urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTelephony", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword", "urn:oasis:names:tc:SAML:
2.0:ac:classes:TLSClient", "urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken", "unspecified" ],
                          "enumNames" : [ "InternetProtocol", "InternetProtocolPassword", "Kerberos", 
"MobileOneFactorUnregistered", "MobileTwoFactorUnregistered", "MobileOneFactorContract", 
"MobileTwoFactorContract", "Password", "PasswordProtectedTransport", "PreviousSession", "X.509", "PGP", 
"SPKI", "XMLDSig", "Smartcard", "SmartcardPKI", "SoftwarePKI", "Telephony", "NomadTelephony", 
"PersonalTelephony", "AuthenticatedTelephony", "SecureRemotePassword", "TLSClient", "TimeSyncToken", 
"unspecified" ]
                        }, {
                          "title" : "Custom Reference",
                          "type" : "string"
                        } ]
                      },
                      "level" : {
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                        "default" : 0,
                        "minimum" : 0,
                        "propertyOrder" : 1,
                        "title" : "Level",
                        "type" : "integer"
                      },
                      "defaultItem" : {
                        "propertyOrder" : 2,
                        "title" : "Default",
                        "type" : "boolean"
                      }
                    }
                  },
                  "default" : [ {
                    "contextReference" : "urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport",
                    "level" : "0",
                    "defaultItem" : true
                  } ]
                },
                "authenticationComparisonType" : {
                  "attributeKey" : {
                    "value" : "spAuthncontextComparisonType",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.AuthComparisonTypeMapper"
                  },
                  "title" : "Comparison Type",
                  "type" : "string",
                  "enum" : [ "None", "Exact", "Minimum", "Maximum", "Better" ],
                  "default" : "Exact"
                },
                "includeRequestedAuthenticationContext" : {
                  "attributeKey" : "includeRequestedAuthnContext",
                  "title" : "Include Request Authentication Context",
                  "description" : "Enable to include the Requested Authentication Context in the 
Authentication Request, enabled by default.",
                  "type" : "boolean",
                  "default" : true
                }
              }
            },
            "assertionTimeSkew" : {
              "attributeKey" : "assertionTimeSkew",
              "title" : "Assertion Time Skew",
              "description" : "Is in seconds. Skew time for NotBefore and NotOnOrAfter attributes in assertion 
SubjectConfirmationData and Conditions",
              "type" : "integer",
              "default" : 300
            },
            "basicAuthentication" : {
              "traverseObject" : true,
              "description" : "Configure basic authentication setting for Soap based binding",
              "title" : "Basic Authentication",
              "type" : "object",
              "properties" : {
                "enabled" : {
                  "attributeKey" : "basicAuthOn",
                  "title" : "Enabled",
                  "type" : "boolean",
                  "default" : false
                },
                "userName" : {
                  "attributeKey" : "basicAuthUser",
                  "title" : "User Name",
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                  "type" : "string"
                },
                "password" : {
                  "title" : "Password",
                  "attributeKey" : {
                    "value" : "basicAuthPassword",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.PasswordMapper"
                  },
                  "type" : "string",
                  "format" : "password"
                }
              }
            }
          }
        },
        "assertionProcessing" : {
          "propertyOrder" : 1,
          "traverseObject" : true,
          "title" : "Assertion Processing",
          "type" : "object",
          "properties" : {
            "attributeMapper" : {
              "traverseObject" : true,
              "title" : "Attribute Mapper",
              "type" : "object",
              "properties" : {
                "attributeMapper" : {
                  "attributeKey" : "spAttributeMapper",
                  "title" : "Attribute Mapper",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultSPAttributeMapper"
                },
                "attributeMap" : {
                  "attributeKey" : {
                    "value" : "attributeMap",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.KeyValueMapper"
                  },
                  "description" : "This mapping is the configuration used by the Attribute Mapper. Mapping 
should be defined as SAML ATTRIBUTE NAME=PROFILE ATTRIBUTE NAME in assertion. Example: EmailAddress=mail, 
Address=postaladdress.",
                  "title" : "Attribute Map",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "key" : {
                        "propertyOrder" : 0,
                        "title" : "Key",
                        "type" : "string"
                      },
                      "value" : {
                        "propertyOrder" : 1,
                        "title" : "Value",
                        "type" : "string"
                      }
                    }
                  },
                  "default" : [ {
                    "key" : "*",
                    "value" : "*"
                  } ]
                }
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              },
              "required" : [ "attributeMapper" ]
            },
            "autoFederation" : {
              "description" : "Enable Auto Federation if not already federated",
              "traverseObject" : true,
              "title" : "Auto Federation",
              "type" : "object",
              "properties" : {
                "autoFedEnabled" : {
                  "attributeKey" : "autofedEnabled",
                  "title" : "Enabled",
                  "description" : "Enable Auto Federation if not already federated",
                  "type" : "boolean",
                  "default" : false
                },
                "autoFedAttribute" : {
                  "attributeKey" : "autofedAttribute",
                  "title" : "Attribute",
                  "description" : "This SAML attribute identifies the user to auto federate with. If this 
attribute is not present in the assertion then the value of the NameID is used instead. If there is a mapping 
defined for this attribute, it will be used along with the value when searching for the local user. If the 
local user can not be found and Dynamic or Ignored Profile is enabled, the value will be used as the local 
user's UID instead.",
                  "type" : "string"
                }
              }
            },
            "accountMapping" : {
              "traverseObject" : true,
              "title" : "Account Mapper",
              "type" : "object",
              "properties" : {
                "spAccountMapper" : {
                  "attributeKey" : "spAccountMapper",
                  "title" : "Account Mapper",
                  "description" : "Helps to find the user on local side based on incoming assertion",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultSPAccountMapper"
                },
                "useNameIDAsSPUserID" : {
                  "attributeKey" : "useNameIDAsSPUserID",
                  "title" : "Use Name ID as User ID",
                  "description" : "Use value of Name ID from the incoming Assertion to find the local user as 
the final resort, if other means do not apply",
                  "type" : "boolean",
                  "default" : false
                },
                "transientUser" : {
                  "attributeKey" : "transientUser",
                  "description" : "Can be null. If specified this will be the mapped SP user incase of 
transient federation",
                  "title" : "Transient User",
                  "type" : "string"
                }
              }
            },
            "responseArtifactMessageEncoding" : {
              "traverseObject" : true,
              "title" : "Artifact Message Encoding",
              "type" : "object",
              "properties" : {

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2277



                "encoding" : {
                  "attributeKey" : {
                    "value" : "responseArtifactMessageEncoding",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.MessageEncodingMapper"
                  },
                  "title" : "Artifact Message Encoding",
                  "type" : "string",
                  "enum" : [ "URI", "FORM" ],
                  "default" : "URI"
                }
              }
            },
            "url" : {
              "traverseObject" : true,
              "title" : "URL",
              "type" : "object",
              "properties" : {
                "localAuthUrl" : {
                  "attributeKey" : "localAuthURL",
                  "title" : "Local Authentication Url",
                  "description" : "Use this property to specify an alternative URL to redirect to after 
validating the SAML2 assertion from IDP, for example, if you have created a custom user interface.",
                  "type" : "string"
                },
                "intermediateUrl" : {
                  "attributeKey" : "intermediateUrl",
                  "title" : "Intermediate Url",
                  "description" : "This is the intermediate point that SP will redirect to before the final 
relay state",
                  "type" : "string"
                },
                "appLogoutUrl" : {
                  "attributeKey" : "appLogoutUrl",
                  "title" : "External Application Logout URL",
                  "description" : "This is the logout URL for an external application. Once the server 
receives logout request from the remote partner, a request will be sent to the logout URL using back channel 
HTTP POST with all cookies. Optionally, a user session property could be sent as HTTP header and POST 
parameter if a query parameter \"appsessionproperty\" (set to the session property name) is included in the 
URL. e.g. \"http://www.app.domain.com/uri/logout?appsessionproperty=mail\"",
                  "type" : "string"
                }
              }
            },
            "defaultRelayState" : {
              "attributeKey" : "defaultRelayState",
              "title" : "Default Relay State Url",
              "description" : "This is the default relay state URL that the SP will redirect to, in case there 
is no relay state specified in the response",
              "type" : "string"
            },
            "adapter" : {
              "traverseObject" : true,
              "title" : "Adapter",
              "type" : "object",
              "properties" : {
                "spAdapter" : {
                  "attributeKey" : "spAdapter",
                  "title" : "Adapter",
                  "description" : "Implementation class for the SPAdapter which is used to add application 
specific processing logic during federation process",
                  "type" : "string"
                },
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                "spAdapterScript" : {
                  "attributeKey" : "spAdapterScript",
                  "title" : "Adapter Script",
                  "description" : "Scripted plugin for SP Adapter. If a script is not selected, the specified 
SP Adapter Java Class will be used.",
                  "type" : "string",
                  "default" : "[Empty]"
                },
                "spAdapterEnv" : {
                  "attributeKey" : {
                    "value" : "spAdapterEnv",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.KeyValueMapper"
                  },
                  "title" : "Adapter Environment",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "key" : {
                        "propertyOrder" : 0,
                        "title" : "Key",
                        "type" : "string"
                      },
                      "value" : {
                        "propertyOrder" : 1,
                        "title" : "Value",
                        "type" : "string"
                      }
                    }
                  }
                }
              }
            }
          }
        },
        "services" : {
          "propertyOrder" : 2,
          "traverseObject" : true,
          "type" : "object",
          "title" : "Services",
          "properties" : {
            "metaAlias" : {
              "attributeKey" : "metaAlias",
              "default" : "{spMetaAlias}",
              "title" : "MetaAlias",
              "description" : "The MetaAlias attribute is specific to providers using OpenAM therefore, a null 
value for a remote provider configuration is possible.",
              "type" : "string",
              "readOnly" : true
            },
            "serviceAttributes" : {
              "traverseObject" : true,
              "title" : "SP Service Attributes",
              "type" : "object",
              "properties" : {
                "singleLogoutService" : {
                  "title" : "Single Logout Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "singleLogoutService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
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                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
                    "location" : "{baseUrl}/SPSloRedirect/metaAlias{spMetaAlias}",
                    "responseLocation" : "{baseUrl}/SPSloRedirect/metaAlias{spMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/SPSloPOST/metaAlias{spMetaAlias}",
                    "responseLocation" : "{baseUrl}/SPSloPOST/metaAlias{spMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/SPSloSoap/metaAlias{spMetaAlias}"
                  } ]
                },
                "nameIdService" : {
                  "title" : "Manage NameID Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "manageNameIDService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
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                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
                    "location" : "{baseUrl}/SPMniRedirect/metaAlias{spMetaAlias}",
                    "responseLocation" : "{baseUrl}/SPMniRedirect/metaAlias{spMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/SPMniPOST/metaAlias{spMetaAlias}",
                    "responseLocation" : "{baseUrl}/SPMniPOST/metaAlias{spMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/SPMniSoap/metaAlias{spMetaAlias}",
                    "responseLocation" : "{baseUrl}/SPMniSoap/metaAlias{spMetaAlias}"
                  } ]
                },
                "assertionConsumerService" : {
                  "attributePath" : {
                    "value" : "assertionConsumerService",
                    "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.ExtendedIndexedEndpointMapper"
                  },
                  "title" : "Assertion Consumer Service",
                  "description" : "Location denotes the URL to accept the respective request type. Index 
denotes the index of the URL in the standard metadata",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "isDefault" : {
                        "type" : "boolean"
                      },
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-Artifact", "HTTP-POST", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "index" : {
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                        "type" : "integer"
                      }
                    }
                  },
                  "default" : [ {
                    "isDefault" : true,
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact",
                    "location" : "{baseUrl}/Consumer/metaAlias{spMetaAlias}",
                    "index" : "0"
                  }, {
                    "isDefault" : false,
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/Consumer/metaAlias{spMetaAlias}",
                    "index" : "1"
                  }, {
                    "isDefault" : false,
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:PAOS",
                    "location" : "{baseUrl}/Consumer/ECP/metaAlias{spMetaAlias}",
                    "index" : "2"
                  } ]
                }
              }
            }
          }
        },
        "advanced" : {
          "propertyOrder" : 3,
          "traverseObject" : true,
          "type" : "object",
          "title" : "Advanced",
          "properties" : {
            "saeConfiguration" : {
              "traverseObject" : true,
              "title" : "SAE Configuration",
              "type" : "object",
              "properties" : {
                "spUrl" : {
                  "attributeKey" : "saeSPUrl",
                  "title" : "SP URL",
                  "description" : "URL endpoint on Service Provider that can handle SAE requests. If this URL 
is empty (not configured), SAE single sign-on will not be enabled. Normal samlv2 single sign-on response will 
be sent to SP",
                  "type" : "string",
                  "default" : "{baseUrl}/spsaehandler/metaAlias{spMetaAlias}"
                },
                "spLogoutUrl" : {
                  "attributeKey" : "saeSPLogoutUrl",
                  "title" : "SP Logout URL",
                  "description" : "URL endpoint on the Service Provider that can handle SAE global logout 
requests",
                  "type" : "string"
                },
                "applicationSecurityConfiguration" : {
                  "attributeKey" : {
                    "value" : "saeAppSecretList",
                    "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.ApplicationSecurityConfigItemMapper"
                  },
                  "title" : "Application Security Configuration",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
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                    "properties" : {
                      "url" : {
                        "title" : "URL",
                        "propertyOrder" : 0,
                        "type" : "string"
                      },
                      "type" : {
                        "title" : "Type",
                        "propertyOrder" : 1,
                        "type" : "string"
                      },
                      "pubKeyAlias" : {
                        "title" : "Public Key Alias",
                        "propertyOrder" : 2,
                        "type" : "string"
                      },
                      "encryptionAlgorithm" : {
                        "title" : "Encryption Algorithm",
                        "propertyOrder" : 3,
                        "type" : "string"
                      },
                      "encryptionKeyStrength" : {
                        "title" : "Encryption Key Strength",
                        "propertyOrder" : 4,
                        "type" : "string"
                      },
                      "secret" : {
                        "title" : "Secret",
                        "propertyOrder" : 5,
                        "type" : "string"
                      }
                    },
                    "required" : [ "url", "secret" ]
                  }
                }
              }
            },
            "ecpConfiguration" : {
              "traverseObject" : true,
              "title" : "ECP Configuration",
              "type" : "object",
              "properties" : {
                "ecpRequestIdpListFinderImpl" : {
                  "attributeKey" : "ECPRequestIDPListFinderImpl",
                  "title" : "Request IDP List Finder Implementation",
                  "description" : "Implementation class of the IDP list finder SPI. This returns a list of 
preferred IDPs trusted by the ECP",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.ECPIDPFinder"
                },
                "ecpRequestIdpListGetComplete" : {
                  "attributeKey" : "ECPRequestIDPListGetComplete",
                  "title" : "Request IDP List Get Complete",
                  "description" : "Specify an URI reference that can be used to retrieve the complete IDP list 
if the IDPList element is not complete",
                  "type" : "string"
                },
                "ecpRequestIdpList" : {
                  "attributeKey" : "ECPRequestIDPList",
                  "title" : "Request IDP List",
                  "description" : "Defines a list of IDPs for the ECP to contact. This is used by the default 
implementation of the IDP Finder",
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                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  }
                }
              }
            },
            "idpProxy" : {
              "traverseObject" : true,
              "title" : "IDP Proxy",
              "type" : "object",
              "properties" : {
                "enableIdpProxy" : {
                  "attributeKey" : "enableIDPProxy",
                  "title" : "IDP Proxy enabled",
                  "description" : "Enable IDP Proxy if not enabled",
                  "type" : "boolean",
                  "default" : false
                },
                "useIntroductionForIdpProxy" : {
                  "attributeKey" : "useIntroductionForIDPProxy",
                  "title" : "Introduction enabled",
                  "type" : "boolean",
                  "default" : false
                },
                "idpProxyCount" : {
                  "attributeKey" : "idpProxyCount",
                  "title" : "Proxy Count",
                  "description" : "Number of IDP proxies that the SP can have",
                  "type" : "integer",
                  "default" : 0
                },
                "idpProxyList" : {
                  "attributeKey" : "idpProxyList",
                  "description" : "A list of preferred IDPs that the SP would proxy to",
                  "title" : "IDP Proxy List",
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  }
                }
              }
            },
            "spSessionSyncEnabled" : {
              "attributeKey" : "spSessionSyncEnabled",
              "title" : "Session Synchronization",
              "description" : "If this is enabled, when a session times out, the Service Provider notifies all 
Identity Providers to log out. A session may time out, for example, when max-idle time or max-session time is 
reached.",
              "type" : "boolean",
              "default" : false
            },
            "relayStateUrlList" : {
              "traverseObject" : true,
              "title" : "Relay State URL List",
              "type" : "object",
              "properties" : {
                "relayStateUrlList" : {
                  "attributeKey" : "relayStateUrlList",
                  "title" : "Relay State URL List",
                  "type" : "array",
                  "items" : {
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                    "type" : "string"
                  }
                }
              }
            }
          }
        }
      }
    }
  },
  "required" : [ "entityId" ],
  "$id" : "https://www.forgerock.com/hostedSaml2EntityProvider.schema.json"
}

delete

Removes the SAML2 entity provider from the configuration including all of its associated roles.

Usage

am> delete HostedSaml2EntityProvider --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

read

Returns the roles of the SAML2 entity provider.

Usage

am> read HostedSaml2EntityProvider --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Updates details of the SAML2 entity provider role.

Usage

am> update HostedSaml2EntityProvider --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-07/schema#",
  "ignoredProperties" : [ "_id", "_rev" ],
  "description" : "This schema describes a hosted SAML2 entity provider.",
  "title" : "SAML2 Hosted Entity Provider",
  "type" : "object",
  "properties" : {
    "entityId" : {
      "type" : "string"
    },
    "identityProvider" : {
      "title" : "Identity Provider",
      "description" : "This schema describes a SAML2 identity provider.",
      "type" : "object",
      "traverseObject" : true,
      "properties" : {
        "assertionContent" : {
          "propertyOrder" : 0,
          "title" : "Assertion Content",
          "type" : "object",
          "traverseObject" : true,
          "properties" : {
            "signingAndEncryption" : {
              "traverseObject" : true,
              "title" : "Signing And Encryption",
              "type" : "object",
              "properties" : {
                "requestResponseSigning" : {
                  "traverseObject" : true,
                  "title" : "Request/Response Signing",
                  "description" : "Select the checkbox for each request/response that should be signed",
                  "type" : "object",
                  "properties" : {
                    "authenticationRequest" : {
                      "attributePath" : {
                        "value" : "/wantAuthnRequestsSigned"
                      },
                      "title" : "Authentication Request",
                      "type" : "boolean",
                      "default" : false
                    },
                    "artifactResolve" : {
                      "attributeKey" : "wantArtifactResolveSigned",
                      "title" : "Artifact Resolve",
                      "type" : "boolean",
                      "default" : false
                    },
                    "logoutRequest" : {
                      "attributeKey" : "wantLogoutRequestSigned",
                      "title" : "Logout Request",
                      "type" : "boolean",
                      "default" : false
                    },
                    "logoutResponse" : {
                      "attributeKey" : "wantLogoutResponseSigned",
                      "title" : "Logout Response",
                      "type" : "boolean",
                      "default" : false
                    },
                    "manageNameIdRequest" : {
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                      "attributeKey" : "wantMNIRequestSigned",
                      "title" : "Manage NameID Request",
                      "type" : "boolean",
                      "default" : false
                    },
                    "manageNameIdResponse" : {
                      "attributeKey" : "wantMNIResponseSigned",
                      "title" : "Manage NameID Response",
                      "type" : "boolean",
                      "default" : false
                    }
                  },
                  "required" : [ "authenticationRequest", "artifactResolve", "logoutRequest", 
"logoutResponse", "manageNameIdRequest", "manageNameIdResponse" ]
                },
                "encryption" : {
                  "traverseObject" : true,
                  "title" : "Encryption",
                  "type" : "object",
                  "properties" : {
                    "nameIdEncryption" : {
                      "attributeKey" : "wantNameIDEncrypted",
                      "title" : "NameID Encryption",
                      "type" : "boolean",
                      "default" : false
                    }
                  },
                  "required" : [ "nameIdEncryption" ]
                },
                "secretIdAndAlgorithms" : {
                  "traverseObject" : true,
                  "title" : "Secret ID And Algorithms",
                  "type" : "object",
                  "properties" : {
                    "secretIdIdentifier" : {
                      "type" : "string",
                      "attributeKey" : "secretIdIdentifier",
                      "title" : "Secret ID Identifier",
                      "description" : "This identifier determines the secret ID for this entity provider when 
resolving secrets. For example when this value is set to \"demo\", the entity provider will use 
am.applications.federation.entity.providers.saml2.demo.signing and 
am.applications.federation.entity.providers.saml2.demo.encryption secret IDs to resolve the signing and 
encryption secrets. When left unspecified, AM will use the entity provider role (service provider, identity 
provider, etc.) specific default global secret IDs. When the secret ID identifier for a given role is 
modified, the corresponding mapping is removed if it isnâ€™t referenced by other entities."
                    },
                    "signingAlgorithm" : {
                      "title" : "Signing Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.SigningAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/2001/04/
xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/2009/
xmldsig11#dsa-sha256" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/
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2001/04/xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/
2001/04/xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/
2001/04/xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/
2009/xmldsig11#dsa-sha256" ]
                      }
                    },
                    "digestAlgorithm" : {
                      "title" : "Digest Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.DigestAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
www.w3.org/2007/05/xmldsig-more#sha3-512" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
www.w3.org/2007/05/xmldsig-more#sha3-512" ]
                      }
                    },
                    "encryptionAlgorithm" : {
                      "title" : "Encryption Algorithm",
                      "type" : "array",
                      "attributeKey" : {
                        "value" : "encryptionAlgorithms",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.EncryptionAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ],
                        "enumNames" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ]
                      }
                    }
                  }
                }
              }
            },
            "nameIdFormat" : {
              "traverseObject" : true,
              "title" : "NameID Format",
              "type" : "object",
              "properties" : {
                "nameIdFormatList" : {
                  "description" : "List of NameID formats the requestor will use to contact. Order listed 
shows the order of preference",
                  "title" : "NameID Format List",
                  "attributePath" : {
                    "value" : "/nameIDFormat"
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                  },
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  },
                  "default" : [ "urn:oasis:names:tc:SAML:2.0:nameid-format:persistent", 
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", "urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress", "urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified", "urn:oasis:names:tc:SAML:
1.1:nameid-format:WindowsDomainQualifiedName", "urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos", 
"urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName" ]
                },
                "nameIdValueMap" : {
                  "attributeKey" : {
                    "value" : "nameIDFormatMap",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.NameIdValueMapper"
                  },
                  "description" : "Defines mapping between the NameID format and user's profile attribute. 
Example <code>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress=mail</code> or 
<code>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent=objectGUID;binary</code>. If the defined NameID 
format is used in protocol, the profile attribute value will be used as NameID value for the format in the 
Subject, the <code>;binary</code> flag can be used to indicate that the profile attribute is binary and should 
be Base64 encoded when used as the NameID value.",
                  "title" : "NameID Value Map",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "key" : {
                        "title" : "Key",
                        "propertyOrder" : 0,
                        "type" : "string"
                      },
                      "value" : {
                        "title" : "Value",
                        "propertyOrder" : 1,
                        "type" : "string"
                      },
                      "binary" : {
                        "title" : "Binary",
                        "propertyOrder" : 2,
                        "type" : "boolean"
                      }
                    }
                  },
                  "default" : [ {
                    "key" : "urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress",
                    "value" : "mail",
                    "binary" : false
                  } ]
                }
              }
            },
            "authenticationContext" : {
              "title" : "Authentication Context",
              "type" : "object",
              "traverseObject" : true,
              "properties" : {
                "authenticationContextMapper" : {
                  "attributeKey" : "idpAuthncontextMapper",
                  "title" : "Mapper",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultIDPAuthnContextMapper"
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                },
                "authContextItems" : {
                  "title" : "Authentication Context",
                  "description" : "Defines mapping between SP requested Authentication Context Reference and 
IDP authentication scheme and authentication level.",
                  "type" : "array",
                  "attributeKey" : {
                    "value" : "idpAuthncontextClassrefMapping",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.IdpAuthContextMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "contextReference" : {
                        "propertyOrder" : 0,
                        "title" : "Context Reference",
                        "anyOf" : [ {
                          "title" : "Predefined Reference",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword", "urn:oasis:names:tc:SAML:
2.0:ac:classes:Kerberos", "urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnregistered", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnregistered", "urn:oasis:names:tc:SAML:
2.0:ac:classes:MobileOneFactorContract", "urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorContract", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:Password", "urn:oasis:names:tc:SAML:
2.0:ac:classes:PasswordProtectedTransport", "urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:X.509", "urn:oasis:names:tc:SAML:2.0:ac:classes:PGP", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI", "urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard", "urn:oasis:names:tc:SAML:2.0:ac:classes:SmartcardPKI", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI", "urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony", "urn:oasis:names:tc:SAML:
2.0:ac:classes:PersonalTelephony", "urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTelephony", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword", "urn:oasis:names:tc:SAML:
2.0:ac:classes:TLSClient", "urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken", "unspecified" ],
                          "enumNames" : [ "InternetProtocol", "InternetProtocolPassword", "Kerberos", 
"MobileOneFactorUnregistered", "MobileTwoFactorUnregistered", "MobileOneFactorContract", 
"MobileTwoFactorContract", "Password", "PasswordProtectedTransport", "PreviousSession", "X.509", "PGP", 
"SPKI", "XMLDSig", "Smartcard", "SmartcardPKI", "SoftwarePKI", "Telephony", "NomadTelephony", 
"PersonalTelephony", "AuthenticatedTelephony", "SecureRemotePassword", "TLSClient", "TimeSyncToken", 
"unspecified" ]
                        }, {
                          "title" : "Custom Reference",
                          "type" : "string"
                        } ]
                      },
                      "key" : {
                        "propertyOrder" : 1,
                        "type" : "string",
                        "title" : "Key",
                        "enum" : [ "service", "module", "user", "role", "authlevel" ],
                        "enumNames" : [ "Service", "Module", "User", "Role", "Authentication Level" ]
                      },
                      "value" : {
                        "propertyOrder" : 2,
                        "title" : "Value",
                        "type" : "string"
                      },
                      "level" : {
                        "propertyOrder" : 3,
                        "title" : "Level",
                        "type" : "integer",
                        "minimum" : 0
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                      }
                    }
                  },
                  "default" : [ {
                    "contextReference" : "urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport",
                    "level" : "0"
                  } ]
                }
              }
            },
            "assertionTime" : {
              "traverseObject" : true,
              "title" : "Assertion Time",
              "type" : "object",
              "properties" : {
                "notBeforeTimeSkew" : {
                  "attributeKey" : "assertionNotBeforeTimeSkew",
                  "title" : "Not-Before Time Skew",
                  "type" : "integer",
                  "minimum" : 0,
                  "default" : 600,
                  "description" : "Is in seconds. This is the skew time for NotBefore attributes in assertion"
                },
                "effectiveTime" : {
                  "attributeKey" : "assertionEffectiveTime",
                  "title" : "Effective Time",
                  "type" : "integer",
                  "minimum" : 0,
                  "description" : "Is in seconds. Validity time of assertion for NotAfter attributes",
                  "default" : 600
                }
              }
            },
            "basicAuthentication" : {
              "traverseObject" : true,
              "description" : "Configure basic authentication setting for Soap based binding",
              "title" : "Basic Authentication",
              "type" : "object",
              "properties" : {
                "enabled" : {
                  "attributeKey" : "basicAuthOn",
                  "title" : "Enabled",
                  "type" : "boolean",
                  "default" : false
                },
                "userName" : {
                  "attributeKey" : "basicAuthUser",
                  "title" : "User Name",
                  "type" : "string"
                },
                "password" : {
                  "title" : "Password",
                  "attributeKey" : {
                    "value" : "basicAuthPassword",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.PasswordMapper"
                  },
                  "type" : "string",
                  "format" : "password"
                }
              }
            },
            "assertionCache" : {
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              "traverseObject" : true,
              "type" : "object",
              "title" : "Assertion Cache",
              "properties" : {
                "enabled" : {
                  "attributeKey" : "assertionCacheEnabled",
                  "description" : "Enable assertion cache",
                  "title" : "Enabled",
                  "type" : "boolean",
                  "default" : false
                }
              }
            }
          }
        },
        "assertionProcessing" : {
          "propertyOrder" : 1,
          "title" : "Assertion Processing",
          "type" : "object",
          "traverseObject" : true,
          "properties" : {
            "attributeMapper" : {
              "title" : "Attribute Mapper",
              "type" : "object",
              "traverseObject" : true,
              "properties" : {
                "attributeMapper" : {
                  "attributeKey" : "idpAttributeMapper",
                  "title" : "Attribute Mapper",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultIDPAttributeMapper"
                },
                "attributeMapperScript" : {
                  "attributeKey" : "idpAttributeMapperScript",
                  "title" : "Attribute Mapper Script",
                  "description" : "Script for mapping attributes. If a script is not selected, the specified 
attribute mapper Java Class will be used.",
                  "type" : "string",
                  "default" : "[Empty]"
                },
                "attributeMap" : {
                  "title" : "Attribute Map",
                  "description" : "This mapping is the configuration used by the Attribute Mapper. The mapping 
should be defined as [NameFormatURI|]SAML ATTRIBUTE NAME=PROFILE ATTRIBUTE NAME in assertion. Example: 
EmailAddress=mail, Address=postaladdress, urn:oasis:names:tc:SAML:2.0:attrname-format:uri|
urn:mace:dir:attribute-def:cn=cn The mapper also allows for static values to be defined. To define a static 
value, enclose the profile attribute name in double quotes. Example: partnerID=\"staticPartnerIDValue\", 
urn:oasis:names:tc:SAML:2.0:attrname-format:uri|nameID=\"staticNameIDValue\". To flag an attribute as being a 
binary value and have its value Base64 encoded, add ;binary to the end of the profile attribute name. Example: 
photo=photo;binary, urn:oasis:names:tc:SAML:2.0:attrname-format:uri|photo=photo;binary",
                  "type" : "array",
                  "attributeKey" : {
                    "value" : "attributeMap",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.AttributeMapMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "nameFormatUri" : {
                        "title" : "Name Format Uri",
                        "propertyOrder" : 0,
                        "type" : "string"
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                      },
                      "samlAttribute" : {
                        "title" : "SAML Attribute",
                        "propertyOrder" : 1,
                        "type" : "string"
                      },
                      "localAttribute" : {
                        "title" : "Local Attribute",
                        "propertyOrder" : 2,
                        "type" : "string"
                      },
                      "binary" : {
                        "title" : "Binary",
                        "propertyOrder" : 3,
                        "type" : "boolean"
                      }
                    },
                    "required" : [ "samlAttribute", "localAttribute" ]
                  }
                }
              },
              "required" : [ "attributeMapper" ]
            },
            "accountMapper" : {
              "traverseObject" : true,
              "title" : "Account Mapper",
              "type" : "object",
              "properties" : {
                "accountMapper" : {
                  "attributeKey" : "idpAccountMapper",
                  "title" : "Account Mapper",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultIDPAccountMapper",
                  "description" : "Used to generate Name Identifier in Single Sign-on assertion and find 
user's identity from incoming request."
                },
                "disableNameIdPersistence" : {
                  "attributeKey" : "idpDisableNameIDPersistence",
                  "title" : "Disable NameID Persistence",
                  "type" : "boolean",
                  "description" : "Disables the persistence of the NameID values into the User Data Store for 
all persistent NameID-Formats. When the persistent NameID-Format is in use, disabling NameID persistence is 
not recommended. Note that by preventing the storage of the NameID values, the ManageNameID and the 
NameIDMapping SAML profiles will no longer work when using any persistent NameID-Formats. Existing account 
links that have been established (and persisted) previously, will not be removed when enabling this feature.",
                  "default" : false
                }
              }
            },
            "localConfiguration" : {
              "traverseObject" : true,
              "title" : "Local Configuration",
              "type" : "object",
              "properties" : {
                "authUrl" : {
                  "attributeKey" : "AuthUrl",
                  "type" : "string",
                  "title" : "Auth URL",
                  "description" : "URL to redirect for user authentication if required"
                },
                "reverseProxyUrl" : {
                  "attributeKey" : "RpUrl",
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                  "type" : "string",
                  "title" : "Reverse Proxy URL",
                  "description" : "URL of the Reverse Proxy where the SAML endpoints are available"
                },
                "externalApplicationLogoutUrl" : {
                  "attributeKey" : "appLogoutUrl",
                  "type" : "string",
                  "title" : "External Application Logout URL",
                  "description" : "This is the logout URL for an external application. Once the server 
receives logout request from the remote partner, a request will be sent to the logout URL using back channel 
HTTP POST with all cookies. Optionally, a user session property could be sent as HTTP header and POST 
parameter if a query parameter \"appsessionproperty\" (set to the session property name) is included in the 
URL. e.g. \"http://www.app.domain.com/uri/logout?appsessionproperty=mail\"."
                }
              }
            }
          }
        },
        "services" : {
          "propertyOrder" : 2,
          "title" : "Services",
          "type" : "object",
          "traverseObject" : true,
          "properties" : {
            "metaAlias" : {
              "attributeKey" : "metaAlias",
              "default" : "{idpMetaAlias}",
              "type" : "string",
              "title" : "Meta Alias",
              "readOnly" : true,
              "description" : "The Meta Alias attribute is specific to providers using OpenAM therefore, a 
null value for a remote provider configuration is possible."
            },
            "serviceAttributes" : {
              "title" : "IDP Service Attributes",
              "type" : "object",
              "traverseObject" : true,
              "properties" : {
                "artifactResolutionService" : {
                  "title" : "Artifact Resolution Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "artifactResolutionService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.IndexedEndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
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                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/ArtifactResolver/metaAlias{idpMetaAlias}"
                  } ]
                },
                "singleLogoutService" : {
                  "title" : "Single Logout Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "singleLogoutService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
                    "location" : "{baseUrl}/IDPSloRedirect/metaAlias{idpMetaAlias}",
                    "responseLocation" : "{baseUrl}/IDPSloRedirect/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/IDPSloPOST/metaAlias{idpMetaAlias}",
                    "responseLocation" : "{baseUrl}/IDPSloPOST/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/IDPSloSoap/metaAlias{idpMetaAlias}"
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                  } ]
                },
                "nameIdService" : {
                  "title" : "Manage NameID Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "manageNameIDService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
                    "location" : "{baseUrl}/IDPMniRedirect/metaAlias{idpMetaAlias}",
                    "responseLocation" : "{baseUrl}/IDPMniRedirect/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/IDPMniPOST/metaAlias{idpMetaAlias}",
                    "responseLocation" : "{baseUrl}/IDPMniPOST/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/IDPMniSoap/metaAlias{idpMetaAlias}"
                  } ]
                },
                "singleSignOnService" : {
                  "title" : "Single SignOn Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "singleSignOnService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
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                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
                    "location" : "{baseUrl}/SSORedirect/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/SSOPOST/metaAlias{idpMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/SSOSoap/metaAlias{idpMetaAlias}"
                  } ]
                }
              }
            },
            "nameIdMapping" : {
              "title" : "NameID Mapping",
              "type" : "array",
              "attributePath" : {
                "value" : "nameIDMappingService",
                "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
              },
              "items" : {
                "type" : "object",
                "properties" : {
                  "binding" : {
                    "title" : "Binding",
                    "anyOf" : [ {
                      "title" : "Predefined Binding",
                      "type" : "string",
                      "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                      "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                    }, {
                      "title" : "Custom Binding",
                      "type" : "string"
                    } ]
                  },
                  "location" : {
                    "title" : "Location",
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                    "type" : "string"
                  },
                  "responseLocation" : {
                    "title" : "Response Location",
                    "type" : "string"
                  }
                },
                "required" : [ "location" ]
              },
              "default" : [ {
                "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                "location" : "{baseUrl}/NIMSoap/metaAlias{idpMetaAlias}"
              } ]
            },
            "assertionIdRequest" : {
              "title" : "Assertion ID Request Service",
              "type" : "array",
              "attributePath" : {
                "value" : "assertionIDRequestService",
                "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
              },
              "items" : {
                "type" : "object",
                "properties" : {
                  "binding" : {
                    "title" : "Binding",
                    "anyOf" : [ {
                      "title" : "Predefined Binding",
                      "type" : "string",
                      "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                      "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                    }, {
                      "title" : "Custom Binding",
                      "type" : "string"
                    } ]
                  },
                  "location" : {
                    "title" : "Location",
                    "type" : "string"
                  },
                  "responseLocation" : {
                    "title" : "Response Location",
                    "type" : "string"
                  }
                },
                "required" : [ "location" ]
              },
              "default" : [ {
                "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                "location" : "{baseUrl}/AIDReqSoap/IDPRole/metaAlias{idpMetaAlias}"
              }, {
                "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:URI",
                "location" : "{baseUrl}/AIDReqUri/IDPRole/metaAlias{idpMetaAlias}"
              } ]
            }
          },
          "required" : [ "metaAlias" ]
        },
        "advanced" : {
          "traverseObject" : true,
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          "propertyOrder" : 3,
          "title" : "Advanced",
          "type" : "object",
          "properties" : {
            "saeConfiguration" : {
              "traverseObject" : true,
              "title" : "SAE Configuration",
              "type" : "object",
              "properties" : {
                "idpUrl" : {
                  "attributeKey" : "saeIDPUrl",
                  "title" : "IDP URL",
                  "description" : "URL endpoint on the Identity Provider that can handle SAE requests.",
                  "type" : "string",
                  "default" : "{baseUrl}/idpsaehandler/metaAlias{idpMetaAlias}"
                },
                "applicationSecurityConfiguration" : {
                  "attributeKey" : {
                    "value" : "saeAppSecretList",
                    "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.ApplicationSecurityConfigItemMapper"
                  },
                  "title" : "Application Security Configuration",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "url" : {
                        "title" : "URL",
                        "propertyOrder" : 0,
                        "type" : "string"
                      },
                      "type" : {
                        "title" : "Type",
                        "propertyOrder" : 1,
                        "type" : "string"
                      },
                      "pubKeyAlias" : {
                        "title" : "Public Key Alias",
                        "propertyOrder" : 2,
                        "type" : "string"
                      },
                      "encryptionAlgorithm" : {
                        "title" : "Encryption Algorithm",
                        "propertyOrder" : 3,
                        "type" : "string"
                      },
                      "encryptionKeyStrength" : {
                        "title" : "Encryption Key Strength",
                        "propertyOrder" : 4,
                        "type" : "string"
                      },
                      "secret" : {
                        "title" : "Secret",
                        "propertyOrder" : 5,
                        "type" : "string"
                      }
                    },
                    "required" : [ "url", "secret" ]
                  }
                }
              }
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            },
            "ecpConfiguration" : {
              "traverseObject" : true,
              "title" : "ECP Configuration",
              "type" : "object",
              "properties" : {
                "idpSessionMapper" : {
                  "attributeKey" : "idpECPSessionMapper",
                  "title" : "IDP Session Mapper",
                  "description" : "Defines an implementation class for the session mapper SPI. The mapper 
finds a valid session from HTTP servlet request on IDP with ECP profile.",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultIDPECPSessionMapper"
                }
              }
            },
            "sessionSynchronization" : {
              "traverseObject" : true,
              "title" : "Session Synchronization",
              "type" : "object",
              "properties" : {
                "enabled" : {
                  "attributeKey" : "idpSessionSyncEnabled",
                  "title" : "Enabled",
                  "description" : "If this is enabled, when a session times out, the Identity Provider 
notifies all Service Providers to log out. A session may time out, for example, when max-idle time or max-
session time is reached.",
                  "type" : "boolean",
                  "default" : false
                }
              }
            },
            "idpFinderImplementation" : {
              "traverseObject" : true,
              "title" : "IDP Finder Implementation",
              "type" : "object",
              "properties" : {
                "idpFinderImplementationClass" : {
                  "attributeKey" : "proxyIDPFinderClass",
                  "title" : "IDP Finder implementation class",
                  "description" : "Defines an implementation class for the Proxy IDP Finder SPI. The 
implementation is used to find a preferred IdP to send the proxied Authentication Request",
                  "type" : "string"
                },
                "idpFinderJsp" : {
                  "attributeKey" : "proxyIDPFinderJSP",
                  "title" : "IdP Finder JSP",
                  "description" : "Specify the JSP that will present the IdP List to the user, if required by 
the class implementation (example: proxyidpfinder.jsp)",
                  "type" : "string"
                },
                "enableProxyIdpFinderForAllSps" : {
                  "attributeKey" : "enableProxyIDPFinderForAllSPs",
                  "title" : "Enable Proxy IDP Finder for all SPs",
                  "description" : "If this is enabled the proxy idp finder will be enabled for all the remote 
SPs regardless of what they have configured in their extended metadata",
                  "type" : "boolean",
                  "default" : false
                }
              }
            },
            "relayStateUrlList" : {
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              "traverseObject" : true,
              "title" : "Relay State URL List",
              "type" : "object",
              "properties" : {
                "relayStateUrlList" : {
                  "attributeKey" : "relayStateUrlList",
                  "title" : "Relay State URL List",
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  }
                }
              }
            },
            "idpAdapter" : {
              "traverseObject" : true,
              "title" : "IDP Adapter",
              "type" : "object",
              "properties" : {
                "idpAdapterClass" : {
                  "attributeKey" : "idpAdapter",
                  "title" : "IDP Adapter Class",
                  "type" : "string"
                },
                "idpAdapterScript" : {
                  "attributeKey" : "idpAdapterScript",
                  "title" : "IDP Adapter Script",
                  "description" : "Scripted plugin for IDP Adapter. If a script is not selected, the specified 
IDP Adapter Java Class will be used.",
                  "type" : "string",
                  "default" : "[Empty]"
                }
              }
            }
          }
        }
      }
    },
    "serviceProvider" : {
      "title" : "Service Provider",
      "description" : "This schema describes a SAML2 service provider.",
      "type" : "object",
      "traverseObject" : true,
      "properties" : {
        "assertionContent" : {
          "propertyOrder" : 0,
          "traverseObject" : true,
          "title" : "Assertion Content",
          "type" : "object",
          "properties" : {
            "signingAndEncryption" : {
              "traverseObject" : true,
              "title" : "Signing And Encryption",
              "type" : "object",
              "properties" : {
                "requestResponseSigning" : {
                  "traverseObject" : true,
                  "description" : "Select the checkbox for each request/response that should be signed\n",
                  "title" : "Request/Response Signing",
                  "type" : "object",
                  "properties" : {
                    "authenticationRequest" : {
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                      "attributePath" : {
                        "value" : "/authnRequestsSigned"
                      },
                      "title" : "Authentication Requests Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "assertion" : {
                      "attributePath" : "/wantAssertionsSigned",
                      "title" : "Assertions Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "postResponse" : {
                      "attributeKey" : "wantPOSTResponseSigned",
                      "title" : "POST Response Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "artifactResponse" : {
                      "attributeKey" : "wantArtifactResponseSigned",
                      "title" : "Artifact Response Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "logoutRequest" : {
                      "attributeKey" : "wantLogoutRequestSigned",
                      "title" : "Logout Request Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "logoutResponse" : {
                      "attributeKey" : "wantLogoutResponseSigned",
                      "title" : "Logout Response Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "manageNameIdRequest" : {
                      "attributeKey" : "wantMNIRequestSigned",
                      "title" : "Manage NameID Request Signed",
                      "type" : "boolean",
                      "default" : false
                    },
                    "manageNameIdResponse" : {
                      "attributeKey" : "wantMNIResponseSigned",
                      "title" : "Manage NameID Response Signed",
                      "type" : "boolean",
                      "default" : false
                    }
                  }
                },
                "encryption" : {
                  "traverseObject" : true,
                  "title" : "Encryption",
                  "type" : "object",
                  "properties" : {
                    "attributeEncryption" : {
                      "attributeKey" : "wantAttributeEncrypted",
                      "title" : "Attribute Encryption",
                      "type" : "boolean"
                    },
                    "assertionEncryption" : {
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                      "attributeKey" : "wantAssertionEncrypted",
                      "title" : "Assertion Encryption",
                      "type" : "boolean"
                    },
                    "nameIdEncryption" : {
                      "attributeKey" : "wantNameIDEncrypted",
                      "title" : "NameID Encryption",
                      "type" : "boolean"
                    }
                  }
                },
                "secretIdAndAlgorithms" : {
                  "traverseObject" : true,
                  "title" : "Secret ID And Algorithms",
                  "type" : "object",
                  "properties" : {
                    "secretIdIdentifier" : {
                      "type" : "string",
                      "attributeKey" : "secretIdIdentifier",
                      "title" : "Secret ID Identifier",
                      "description" : "This identifier determines the secret ID for this entity provider when 
resolving secrets. For example when this value is set to \"demo\", the entity provider will use 
am.applications.federation.entity.providers.saml2.demo.signing and 
am.applications.federation.entity.providers.saml2.demo.encryption secret IDs to resolve the signing and 
encryption secrets. When left unspecified, AM will use the entity provider role (service provider, identity 
provider, etc.) specific default global secret IDs. When the secret ID identifier for a given role is 
modified, the corresponding mapping is removed if it isnâ€™t referenced by other entities."
                    },
                    "signingAlgorithm" : {
                      "title" : "Signing Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.SigningAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/2001/04/
xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/2009/
xmldsig11#dsa-sha256" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/
2001/04/xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/
2001/04/xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/
2001/04/xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/
2009/xmldsig11#dsa-sha256" ]
                      }
                    },
                    "digestAlgorithm" : {
                      "title" : "Digest Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.DigestAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
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www.w3.org/2007/05/xmldsig-more#sha3-512" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
www.w3.org/2007/05/xmldsig-more#sha3-512" ]
                      }
                    },
                    "encryptionAlgorithm" : {
                      "title" : "Encryption Algorithm",
                      "type" : "array",
                      "attributeKey" : {
                        "value" : "encryptionAlgorithms",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.EncryptionAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ],
                        "enumNames" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ]
                      }
                    }
                  }
                }
              }
            },
            "nameIdFormat" : {
              "traverseObject" : true,
              "title" : "NameID Format",
              "type" : "object",
              "properties" : {
                "nameIdFormatList" : {
                  "description" : "List of NameID formats the requestor will use to contact. Order listed 
shows the order of preference",
                  "title" : "NameID Format List",
                  "attributePath" : {
                    "value" : "/nameIDFormat"
                  },
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  },
                  "default" : [ "urn:oasis:names:tc:SAML:2.0:nameid-format:persistent", 
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", "urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress", "urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified", "urn:oasis:names:tc:SAML:
1.1:nameid-format:WindowsDomainQualifiedName", "urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos", 
"urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName" ]
                },
                "disableNameIdPersistence" : {
                  "attributeKey" : "spDoNotWriteFederationInfo",
                  "title" : "Disable NameID persistence",
                  "description" : "Instructs the SP to not persist the SAML NameID into the User Data Store 
even if the NameID Format is urn:oasis:names:tc:SAML:2.0:nameid-format:persistent in the received Assertion 
and the Account Mapper has identified the local user. When local authentication is utilized for account 
linking purposes, enabling this feature will require end-users to locally authenticate for each SAML-based 
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login.",
                  "type" : "boolean",
                  "default" : false
                }
              }
            },
            "authenticationContext" : {
              "traverseObject" : true,
              "title" : "Authentication Context",
              "type" : "object",
              "properties" : {
                "authenticationContextMapper" : {
                  "attributeKey" : "spAuthncontextMapper",
                  "title" : "Mapper",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultSPAuthnContextMapper"
                },
                "authContextItems" : {
                  "attributeKey" : {
                    "value" : "spAuthncontextClassrefMapping",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.SpAuthContextMapper"
                  },
                  "description" : "Defines mapping between IDP authentication context reference and 
authentication level to be set on SP side session",
                  "title" : "Authentication Context",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "contextReference" : {
                        "propertyOrder" : 0,
                        "title" : "Context Reference",
                        "anyOf" : [ {
                          "title" : "Predefined Reference",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocolPassword", "urn:oasis:names:tc:SAML:
2.0:ac:classes:Kerberos", "urn:oasis:names:tc:SAML:2.0:ac:classes:MobileOneFactorUnregistered", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorUnregistered", "urn:oasis:names:tc:SAML:
2.0:ac:classes:MobileOneFactorContract", "urn:oasis:names:tc:SAML:2.0:ac:classes:MobileTwoFactorContract", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:Password", "urn:oasis:names:tc:SAML:
2.0:ac:classes:PasswordProtectedTransport", "urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:X.509", "urn:oasis:names:tc:SAML:2.0:ac:classes:PGP", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SPKI", "urn:oasis:names:tc:SAML:2.0:ac:classes:XMLDSig", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:Smartcard", "urn:oasis:names:tc:SAML:2.0:ac:classes:SmartcardPKI", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SoftwarePKI", "urn:oasis:names:tc:SAML:2.0:ac:classes:Telephony", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:NomadTelephony", "urn:oasis:names:tc:SAML:
2.0:ac:classes:PersonalTelephony", "urn:oasis:names:tc:SAML:2.0:ac:classes:AuthenticatedTelephony", 
"urn:oasis:names:tc:SAML:2.0:ac:classes:SecureRemotePassword", "urn:oasis:names:tc:SAML:
2.0:ac:classes:TLSClient", "urn:oasis:names:tc:SAML:2.0:ac:classes:TimeSyncToken", "unspecified" ],
                          "enumNames" : [ "InternetProtocol", "InternetProtocolPassword", "Kerberos", 
"MobileOneFactorUnregistered", "MobileTwoFactorUnregistered", "MobileOneFactorContract", 
"MobileTwoFactorContract", "Password", "PasswordProtectedTransport", "PreviousSession", "X.509", "PGP", 
"SPKI", "XMLDSig", "Smartcard", "SmartcardPKI", "SoftwarePKI", "Telephony", "NomadTelephony", 
"PersonalTelephony", "AuthenticatedTelephony", "SecureRemotePassword", "TLSClient", "TimeSyncToken", 
"unspecified" ]
                        }, {
                          "title" : "Custom Reference",
                          "type" : "string"
                        } ]
                      },
                      "level" : {
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                        "default" : 0,
                        "minimum" : 0,
                        "propertyOrder" : 1,
                        "title" : "Level",
                        "type" : "integer"
                      },
                      "defaultItem" : {
                        "propertyOrder" : 2,
                        "title" : "Default",
                        "type" : "boolean"
                      }
                    }
                  },
                  "default" : [ {
                    "contextReference" : "urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport",
                    "level" : "0",
                    "defaultItem" : true
                  } ]
                },
                "authenticationComparisonType" : {
                  "attributeKey" : {
                    "value" : "spAuthncontextComparisonType",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.AuthComparisonTypeMapper"
                  },
                  "title" : "Comparison Type",
                  "type" : "string",
                  "enum" : [ "None", "Exact", "Minimum", "Maximum", "Better" ],
                  "default" : "Exact"
                },
                "includeRequestedAuthenticationContext" : {
                  "attributeKey" : "includeRequestedAuthnContext",
                  "title" : "Include Request Authentication Context",
                  "description" : "Enable to include the Requested Authentication Context in the 
Authentication Request, enabled by default.",
                  "type" : "boolean",
                  "default" : true
                }
              }
            },
            "assertionTimeSkew" : {
              "attributeKey" : "assertionTimeSkew",
              "title" : "Assertion Time Skew",
              "description" : "Is in seconds. Skew time for NotBefore and NotOnOrAfter attributes in assertion 
SubjectConfirmationData and Conditions",
              "type" : "integer",
              "default" : 300
            },
            "basicAuthentication" : {
              "traverseObject" : true,
              "description" : "Configure basic authentication setting for Soap based binding",
              "title" : "Basic Authentication",
              "type" : "object",
              "properties" : {
                "enabled" : {
                  "attributeKey" : "basicAuthOn",
                  "title" : "Enabled",
                  "type" : "boolean",
                  "default" : false
                },
                "userName" : {
                  "attributeKey" : "basicAuthUser",
                  "title" : "User Name",
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                  "type" : "string"
                },
                "password" : {
                  "title" : "Password",
                  "attributeKey" : {
                    "value" : "basicAuthPassword",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.PasswordMapper"
                  },
                  "type" : "string",
                  "format" : "password"
                }
              }
            }
          }
        },
        "assertionProcessing" : {
          "propertyOrder" : 1,
          "traverseObject" : true,
          "title" : "Assertion Processing",
          "type" : "object",
          "properties" : {
            "attributeMapper" : {
              "traverseObject" : true,
              "title" : "Attribute Mapper",
              "type" : "object",
              "properties" : {
                "attributeMapper" : {
                  "attributeKey" : "spAttributeMapper",
                  "title" : "Attribute Mapper",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultSPAttributeMapper"
                },
                "attributeMap" : {
                  "attributeKey" : {
                    "value" : "attributeMap",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.KeyValueMapper"
                  },
                  "description" : "This mapping is the configuration used by the Attribute Mapper. Mapping 
should be defined as SAML ATTRIBUTE NAME=PROFILE ATTRIBUTE NAME in assertion. Example: EmailAddress=mail, 
Address=postaladdress.",
                  "title" : "Attribute Map",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "key" : {
                        "propertyOrder" : 0,
                        "title" : "Key",
                        "type" : "string"
                      },
                      "value" : {
                        "propertyOrder" : 1,
                        "title" : "Value",
                        "type" : "string"
                      }
                    }
                  },
                  "default" : [ {
                    "key" : "*",
                    "value" : "*"
                  } ]
                }
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              },
              "required" : [ "attributeMapper" ]
            },
            "autoFederation" : {
              "description" : "Enable Auto Federation if not already federated",
              "traverseObject" : true,
              "title" : "Auto Federation",
              "type" : "object",
              "properties" : {
                "autoFedEnabled" : {
                  "attributeKey" : "autofedEnabled",
                  "title" : "Enabled",
                  "description" : "Enable Auto Federation if not already federated",
                  "type" : "boolean",
                  "default" : false
                },
                "autoFedAttribute" : {
                  "attributeKey" : "autofedAttribute",
                  "title" : "Attribute",
                  "description" : "This SAML attribute identifies the user to auto federate with. If this 
attribute is not present in the assertion then the value of the NameID is used instead. If there is a mapping 
defined for this attribute, it will be used along with the value when searching for the local user. If the 
local user can not be found and Dynamic or Ignored Profile is enabled, the value will be used as the local 
user's UID instead.",
                  "type" : "string"
                }
              }
            },
            "accountMapping" : {
              "traverseObject" : true,
              "title" : "Account Mapper",
              "type" : "object",
              "properties" : {
                "spAccountMapper" : {
                  "attributeKey" : "spAccountMapper",
                  "title" : "Account Mapper",
                  "description" : "Helps to find the user on local side based on incoming assertion",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.DefaultSPAccountMapper"
                },
                "useNameIDAsSPUserID" : {
                  "attributeKey" : "useNameIDAsSPUserID",
                  "title" : "Use Name ID as User ID",
                  "description" : "Use value of Name ID from the incoming Assertion to find the local user as 
the final resort, if other means do not apply",
                  "type" : "boolean",
                  "default" : false
                },
                "transientUser" : {
                  "attributeKey" : "transientUser",
                  "description" : "Can be null. If specified this will be the mapped SP user incase of 
transient federation",
                  "title" : "Transient User",
                  "type" : "string"
                }
              }
            },
            "responseArtifactMessageEncoding" : {
              "traverseObject" : true,
              "title" : "Artifact Message Encoding",
              "type" : "object",
              "properties" : {

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2309



                "encoding" : {
                  "attributeKey" : {
                    "value" : "responseArtifactMessageEncoding",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.MessageEncodingMapper"
                  },
                  "title" : "Artifact Message Encoding",
                  "type" : "string",
                  "enum" : [ "URI", "FORM" ],
                  "default" : "URI"
                }
              }
            },
            "url" : {
              "traverseObject" : true,
              "title" : "URL",
              "type" : "object",
              "properties" : {
                "localAuthUrl" : {
                  "attributeKey" : "localAuthURL",
                  "title" : "Local Authentication Url",
                  "description" : "Use this property to specify an alternative URL to redirect to after 
validating the SAML2 assertion from IDP, for example, if you have created a custom user interface.",
                  "type" : "string"
                },
                "intermediateUrl" : {
                  "attributeKey" : "intermediateUrl",
                  "title" : "Intermediate Url",
                  "description" : "This is the intermediate point that SP will redirect to before the final 
relay state",
                  "type" : "string"
                },
                "appLogoutUrl" : {
                  "attributeKey" : "appLogoutUrl",
                  "title" : "External Application Logout URL",
                  "description" : "This is the logout URL for an external application. Once the server 
receives logout request from the remote partner, a request will be sent to the logout URL using back channel 
HTTP POST with all cookies. Optionally, a user session property could be sent as HTTP header and POST 
parameter if a query parameter \"appsessionproperty\" (set to the session property name) is included in the 
URL. e.g. \"http://www.app.domain.com/uri/logout?appsessionproperty=mail\"",
                  "type" : "string"
                }
              }
            },
            "defaultRelayState" : {
              "attributeKey" : "defaultRelayState",
              "title" : "Default Relay State Url",
              "description" : "This is the default relay state URL that the SP will redirect to, in case there 
is no relay state specified in the response",
              "type" : "string"
            },
            "adapter" : {
              "traverseObject" : true,
              "title" : "Adapter",
              "type" : "object",
              "properties" : {
                "spAdapter" : {
                  "attributeKey" : "spAdapter",
                  "title" : "Adapter",
                  "description" : "Implementation class for the SPAdapter which is used to add application 
specific processing logic during federation process",
                  "type" : "string"
                },
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                "spAdapterScript" : {
                  "attributeKey" : "spAdapterScript",
                  "title" : "Adapter Script",
                  "description" : "Scripted plugin for SP Adapter. If a script is not selected, the specified 
SP Adapter Java Class will be used.",
                  "type" : "string",
                  "default" : "[Empty]"
                },
                "spAdapterEnv" : {
                  "attributeKey" : {
                    "value" : "spAdapterEnv",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.KeyValueMapper"
                  },
                  "title" : "Adapter Environment",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "key" : {
                        "propertyOrder" : 0,
                        "title" : "Key",
                        "type" : "string"
                      },
                      "value" : {
                        "propertyOrder" : 1,
                        "title" : "Value",
                        "type" : "string"
                      }
                    }
                  }
                }
              }
            }
          }
        },
        "services" : {
          "propertyOrder" : 2,
          "traverseObject" : true,
          "type" : "object",
          "title" : "Services",
          "properties" : {
            "metaAlias" : {
              "attributeKey" : "metaAlias",
              "default" : "{spMetaAlias}",
              "title" : "MetaAlias",
              "description" : "The MetaAlias attribute is specific to providers using OpenAM therefore, a null 
value for a remote provider configuration is possible.",
              "type" : "string",
              "readOnly" : true
            },
            "serviceAttributes" : {
              "traverseObject" : true,
              "title" : "SP Service Attributes",
              "type" : "object",
              "properties" : {
                "singleLogoutService" : {
                  "title" : "Single Logout Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "singleLogoutService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
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                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
                    "location" : "{baseUrl}/SPSloRedirect/metaAlias{spMetaAlias}",
                    "responseLocation" : "{baseUrl}/SPSloRedirect/metaAlias{spMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/SPSloPOST/metaAlias{spMetaAlias}",
                    "responseLocation" : "{baseUrl}/SPSloPOST/metaAlias{spMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/SPSloSoap/metaAlias{spMetaAlias}"
                  } ]
                },
                "nameIdService" : {
                  "title" : "Manage NameID Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "manageNameIDService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
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                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "default" : [ {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect",
                    "location" : "{baseUrl}/SPMniRedirect/metaAlias{spMetaAlias}",
                    "responseLocation" : "{baseUrl}/SPMniRedirect/metaAlias{spMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/SPMniPOST/metaAlias{spMetaAlias}",
                    "responseLocation" : "{baseUrl}/SPMniPOST/metaAlias{spMetaAlias}"
                  }, {
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:SOAP",
                    "location" : "{baseUrl}/SPMniSoap/metaAlias{spMetaAlias}",
                    "responseLocation" : "{baseUrl}/SPMniSoap/metaAlias{spMetaAlias}"
                  } ]
                },
                "assertionConsumerService" : {
                  "attributePath" : {
                    "value" : "assertionConsumerService",
                    "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.ExtendedIndexedEndpointMapper"
                  },
                  "title" : "Assertion Consumer Service",
                  "description" : "Location denotes the URL to accept the respective request type. Index 
denotes the index of the URL in the standard metadata",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "isDefault" : {
                        "type" : "boolean"
                      },
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-Artifact", "HTTP-POST", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "index" : {
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                        "type" : "integer"
                      }
                    }
                  },
                  "default" : [ {
                    "isDefault" : true,
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact",
                    "location" : "{baseUrl}/Consumer/metaAlias{spMetaAlias}",
                    "index" : "0"
                  }, {
                    "isDefault" : false,
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST",
                    "location" : "{baseUrl}/Consumer/metaAlias{spMetaAlias}",
                    "index" : "1"
                  }, {
                    "isDefault" : false,
                    "binding" : "urn:oasis:names:tc:SAML:2.0:bindings:PAOS",
                    "location" : "{baseUrl}/Consumer/ECP/metaAlias{spMetaAlias}",
                    "index" : "2"
                  } ]
                }
              }
            }
          }
        },
        "advanced" : {
          "propertyOrder" : 3,
          "traverseObject" : true,
          "type" : "object",
          "title" : "Advanced",
          "properties" : {
            "saeConfiguration" : {
              "traverseObject" : true,
              "title" : "SAE Configuration",
              "type" : "object",
              "properties" : {
                "spUrl" : {
                  "attributeKey" : "saeSPUrl",
                  "title" : "SP URL",
                  "description" : "URL endpoint on Service Provider that can handle SAE requests. If this URL 
is empty (not configured), SAE single sign-on will not be enabled. Normal samlv2 single sign-on response will 
be sent to SP",
                  "type" : "string",
                  "default" : "{baseUrl}/spsaehandler/metaAlias{spMetaAlias}"
                },
                "spLogoutUrl" : {
                  "attributeKey" : "saeSPLogoutUrl",
                  "title" : "SP Logout URL",
                  "description" : "URL endpoint on the Service Provider that can handle SAE global logout 
requests",
                  "type" : "string"
                },
                "applicationSecurityConfiguration" : {
                  "attributeKey" : {
                    "value" : "saeAppSecretList",
                    "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.ApplicationSecurityConfigItemMapper"
                  },
                  "title" : "Application Security Configuration",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
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                    "properties" : {
                      "url" : {
                        "title" : "URL",
                        "propertyOrder" : 0,
                        "type" : "string"
                      },
                      "type" : {
                        "title" : "Type",
                        "propertyOrder" : 1,
                        "type" : "string"
                      },
                      "pubKeyAlias" : {
                        "title" : "Public Key Alias",
                        "propertyOrder" : 2,
                        "type" : "string"
                      },
                      "encryptionAlgorithm" : {
                        "title" : "Encryption Algorithm",
                        "propertyOrder" : 3,
                        "type" : "string"
                      },
                      "encryptionKeyStrength" : {
                        "title" : "Encryption Key Strength",
                        "propertyOrder" : 4,
                        "type" : "string"
                      },
                      "secret" : {
                        "title" : "Secret",
                        "propertyOrder" : 5,
                        "type" : "string"
                      }
                    },
                    "required" : [ "url", "secret" ]
                  }
                }
              }
            },
            "ecpConfiguration" : {
              "traverseObject" : true,
              "title" : "ECP Configuration",
              "type" : "object",
              "properties" : {
                "ecpRequestIdpListFinderImpl" : {
                  "attributeKey" : "ECPRequestIDPListFinderImpl",
                  "title" : "Request IDP List Finder Implementation",
                  "description" : "Implementation class of the IDP list finder SPI. This returns a list of 
preferred IDPs trusted by the ECP",
                  "type" : "string",
                  "default" : "com.sun.identity.saml2.plugins.ECPIDPFinder"
                },
                "ecpRequestIdpListGetComplete" : {
                  "attributeKey" : "ECPRequestIDPListGetComplete",
                  "title" : "Request IDP List Get Complete",
                  "description" : "Specify an URI reference that can be used to retrieve the complete IDP list 
if the IDPList element is not complete",
                  "type" : "string"
                },
                "ecpRequestIdpList" : {
                  "attributeKey" : "ECPRequestIDPList",
                  "title" : "Request IDP List",
                  "description" : "Defines a list of IDPs for the ECP to contact. This is used by the default 
implementation of the IDP Finder",
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                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  }
                }
              }
            },
            "idpProxy" : {
              "traverseObject" : true,
              "title" : "IDP Proxy",
              "type" : "object",
              "properties" : {
                "enableIdpProxy" : {
                  "attributeKey" : "enableIDPProxy",
                  "title" : "IDP Proxy enabled",
                  "description" : "Enable IDP Proxy if not enabled",
                  "type" : "boolean",
                  "default" : false
                },
                "useIntroductionForIdpProxy" : {
                  "attributeKey" : "useIntroductionForIDPProxy",
                  "title" : "Introduction enabled",
                  "type" : "boolean",
                  "default" : false
                },
                "idpProxyCount" : {
                  "attributeKey" : "idpProxyCount",
                  "title" : "Proxy Count",
                  "description" : "Number of IDP proxies that the SP can have",
                  "type" : "integer",
                  "default" : 0
                },
                "idpProxyList" : {
                  "attributeKey" : "idpProxyList",
                  "description" : "A list of preferred IDPs that the SP would proxy to",
                  "title" : "IDP Proxy List",
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  }
                }
              }
            },
            "spSessionSyncEnabled" : {
              "attributeKey" : "spSessionSyncEnabled",
              "title" : "Session Synchronization",
              "description" : "If this is enabled, when a session times out, the Service Provider notifies all 
Identity Providers to log out. A session may time out, for example, when max-idle time or max-session time is 
reached.",
              "type" : "boolean",
              "default" : false
            },
            "relayStateUrlList" : {
              "traverseObject" : true,
              "title" : "Relay State URL List",
              "type" : "object",
              "properties" : {
                "relayStateUrlList" : {
                  "attributeKey" : "relayStateUrlList",
                  "title" : "Relay State URL List",
                  "type" : "array",
                  "items" : {
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                    "type" : "string"
                  }
                }
              }
            }
          }
        }
      }
    }
  },
  "required" : [ "entityId" ],
  "$id" : "https://www.forgerock.com/hostedSaml2EntityProvider.schema.json"
}

HotpModule

Realm Operations

Resource path:

/realm-config/authentication/modules/hotp

Resource version: 1.0

create

Usage

am> create HotpModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "otpDeliveryMethod" : {
      "title" : "One Time Password Delivery",
      "description" : "The mechanism used to deliver the One Time Password",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "smtpHostPort" : {
      "title" : "Mail Server Host Port",
      "description" : "The port of the mail server.<br><br>The default port for SMTP is 25, if using SSL the 
default port is 465.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "smtpUsername" : {
      "title" : "Mail Server Authentication Username",
      "description" : "The username to use if the mail server is using SMTP authentication",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "otpLength" : {
      "title" : "One Time Password Length ",
      "description" : "The length of the generated One Time Password (in digits)",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "mobileCarrierAttribute" : {
      "title" : "Mobile Carrier Attribute Name",
      "description" : "This is the attribute name used for a mobile carrier domain for sending SMS messages",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "smtpUserPassword" : {
      "title" : "Mail Server Authentication Password",
      "description" : "The password to use if the mail server is using SMTP authentication",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "smtpFromAddress" : {
      "title" : "Email From Address",
      "description" : "Emails from the HOTP Authentication module will come from this address.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
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    },
    "autoSendOTP" : {
      "title" : "Auto Send OTP Code",
      "description" : "Select this checkbox if the OTP should be sent automatically",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "smtpSslEnabled" : {
      "title" : "Mail Server Secure Connection ",
      "description" : "This setting controls whether the authentication module communicates with the mail 
server using SSL/TLS",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "smsGatewayClass" : {
      "title" : "SMS Gateway Implementation Class",
      "description" : "The HOTP authentication module uses this class to send SMS messages.<br><br>The SMS 
gateway class must implement the following interface<br/><br/
><code>com.sun.identity.authentication.modules.hotp.SMSGateway</code>",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "otpValidityDuration" : {
      "title" : "One Time Password Validity Length",
      "description" : "This One Time Password will remain valid for this period (in minutes)",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "otpMaxRetry" : {
      "title" : "One Time Password Max Retry",
      "description" : "The number of times entry of the OTP may be attempted. Minimum is 1 maximum is 10 and 
default is 3.",
      "propertyOrder" : null,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "userProfileTelephoneAttribute" : {
      "title" : "Mobile Phone Number Attribute Name",
      "description" : "This is the attribute name used for a requested text message",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
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    },
    "smtpHostname" : {
      "title" : "Mail Server Host Name",
      "description" : "The name of the mail server; OpenAM will use SMTP to send the messages.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userProfileEmailAttribute" : {
      "title" : "Email Attribute Name",
      "description" : "This is the attribute name used by the OTP to email the user",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete HotpModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action HotpModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action HotpModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action HotpModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query HotpModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read HotpModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update HotpModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "otpDeliveryMethod" : {
      "title" : "One Time Password Delivery",
      "description" : "The mechanism used to deliver the One Time Password",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "smtpHostPort" : {
      "title" : "Mail Server Host Port",
      "description" : "The port of the mail server.<br><br>The default port for SMTP is 25, if using SSL the 
default port is 465.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "smtpUsername" : {
      "title" : "Mail Server Authentication Username",
      "description" : "The username to use if the mail server is using SMTP authentication",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "otpLength" : {
      "title" : "One Time Password Length ",
      "description" : "The length of the generated One Time Password (in digits)",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "mobileCarrierAttribute" : {
      "title" : "Mobile Carrier Attribute Name",
      "description" : "This is the attribute name used for a mobile carrier domain for sending SMS messages",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "smtpUserPassword" : {
      "title" : "Mail Server Authentication Password",
      "description" : "The password to use if the mail server is using SMTP authentication",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "smtpFromAddress" : {
      "title" : "Email From Address",
      "description" : "Emails from the HOTP Authentication module will come from this address.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
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    },
    "autoSendOTP" : {
      "title" : "Auto Send OTP Code",
      "description" : "Select this checkbox if the OTP should be sent automatically",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "smtpSslEnabled" : {
      "title" : "Mail Server Secure Connection ",
      "description" : "This setting controls whether the authentication module communicates with the mail 
server using SSL/TLS",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "smsGatewayClass" : {
      "title" : "SMS Gateway Implementation Class",
      "description" : "The HOTP authentication module uses this class to send SMS messages.<br><br>The SMS 
gateway class must implement the following interface<br/><br/
><code>com.sun.identity.authentication.modules.hotp.SMSGateway</code>",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "otpValidityDuration" : {
      "title" : "One Time Password Validity Length",
      "description" : "This One Time Password will remain valid for this period (in minutes)",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "otpMaxRetry" : {
      "title" : "One Time Password Max Retry",
      "description" : "The number of times entry of the OTP may be attempted. Minimum is 1 maximum is 10 and 
default is 3.",
      "propertyOrder" : null,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "userProfileTelephoneAttribute" : {
      "title" : "Mobile Phone Number Attribute Name",
      "description" : "This is the attribute name used for a requested text message",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
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    },
    "smtpHostname" : {
      "title" : "Mail Server Host Name",
      "description" : "The name of the mail server; OpenAM will use SMTP to send the messages.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userProfileEmailAttribute" : {
      "title" : "Email Attribute Name",
      "description" : "This is the attribute name used by the OTP to email the user",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/hotp

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action HotpModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action HotpModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action HotpModule --global --actionName nextdescendents
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read

Usage

am> read HotpModule --global

update

Usage

am> update HotpModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "userProfileTelephoneAttribute" : {
          "title" : "Mobile Phone Number Attribute Name",
          "description" : "This is the attribute name used for a requested text message",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "Email From Address",
          "description" : "Emails from the HOTP Authentication module will come from this address.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpHostPort" : {
          "title" : "Mail Server Host Port",
          "description" : "The port of the mail server.<br><br>The default port for SMTP is 25, if using SSL 
the default port is 465.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "otpDeliveryMethod" : {
          "title" : "One Time Password Delivery",
          "description" : "The mechanism used to deliver the One Time Password",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpSslEnabled" : {
          "title" : "Mail Server Secure Connection ",
          "description" : "This setting controls whether the authentication module communicates with the mail 
server using SSL/TLS",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "otpMaxRetry" : {
          "title" : "One Time Password Max Retry",
          "description" : "The number of times entry of the OTP may be attempted. Minimum is 1 maximum is 10 
and default is 3.",
          "propertyOrder" : null,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
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module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "otpLength" : {
          "title" : "One Time Password Length ",
          "description" : "The length of the generated One Time Password (in digits)",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "otpValidityDuration" : {
          "title" : "One Time Password Validity Length",
          "description" : "This One Time Password will remain valid for this period (in minutes)",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "smtpHostname" : {
          "title" : "Mail Server Host Name",
          "description" : "The name of the mail server; OpenAM will use SMTP to send the messages.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpUsername" : {
          "title" : "Mail Server Authentication Username",
          "description" : "The username to use if the mail server is using SMTP authentication",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smsGatewayClass" : {
          "title" : "SMS Gateway Implementation Class",
          "description" : "The HOTP authentication module uses this class to send SMS messages.<br><br>The SMS 
gateway class must implement the following interface<br/><br/
><code>com.sun.identity.authentication.modules.hotp.SMSGateway</code>",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mobileCarrierAttribute" : {
          "title" : "Mobile Carrier Attribute Name",
          "description" : "This is the attribute name used for a mobile carrier domain for sending SMS 
messages",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "autoSendOTP" : {
          "title" : "Auto Send OTP Code",
          "description" : "Select this checkbox if the OTP should be sent automatically",
          "propertyOrder" : 1500,
          "required" : true,
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          "type" : "boolean",
          "exampleValue" : ""
        },
        "userProfileEmailAttribute" : {
          "title" : "Email Attribute Name",
          "description" : "This is the attribute name used by the OTP to email the user",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpUserPassword" : {
          "title" : "Mail Server Authentication Password",
          "description" : "The password to use if the mail server is using SMTP authentication",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

HsmMappings

Realm Operations

Resource path:

/realm-config/secrets/stores/HsmSecretStore/{HsmSecretStore}/mappings

Resource version: 1.0

create

Usage

am> create HsmMappings --realm Realm --HsmSecretStore HsmSecretStore --id id --body body

Parameters

--HsmSecretStore
--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "aliases" : {
      "title" : "Aliases",
      "description" : "The list of keystore aliases that can resolve the secret. The first element of the 
alias list determines which alias is the \"active\" one. Active secrets are used for signature generation and 
encryption, while the non-active secrets are mainly used for signature verification and decryption.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete HsmMappings --realm Realm --HsmSecretStore HsmSecretStore --id id

Parameters

--HsmSecretStore
--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action HsmMappings --realm Realm --HsmSecretStore HsmSecretStore --actionName getAllTypes

Parameters

--HsmSecretStore

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action HsmMappings --realm Realm --HsmSecretStore HsmSecretStore --actionName getCreatableTypes

Parameters

--HsmSecretStore

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action HsmMappings --realm Realm --HsmSecretStore HsmSecretStore --actionName nextdescendents

Parameters

--HsmSecretStore

=== query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query HsmMappings --realm Realm --filter filter --HsmSecretStore HsmSecretStore

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

--HsmSecretStore

=== read

Usage
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am> read HsmMappings --realm Realm --HsmSecretStore HsmSecretStore --id id

Parameters

--HsmSecretStore
--id

The unique identifier for the resource.

update

Usage

am> update HsmMappings --realm Realm --HsmSecretStore HsmSecretStore --id id --body body

Parameters

--HsmSecretStore
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "aliases" : {
      "title" : "Aliases",
      "description" : "The list of keystore aliases that can resolve the secret. The first element of the 
alias list determines which alias is the \"active\" one. Active secrets are used for signature generation and 
encryption, while the non-active secrets are mainly used for signature verification and decryption.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/secrets/stores/HsmSecretStore/{HsmSecretStore}/mappings

Resource version: 1.0

create

Usage

am> create HsmMappings --global --HsmSecretStore HsmSecretStore --id id --body body

Parameters

--HsmSecretStore
--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "aliases" : {
      "title" : "Aliases",
      "description" : "The list of keystore aliases that can resolve the secret. The first element of the 
alias list determines which alias is the \"active\" one. Active secrets are used for signature generation and 
encryption, while the non-active secrets are mainly used for signature verification and decryption.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    },
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete HsmMappings --global --HsmSecretStore HsmSecretStore --id id

Parameters

--HsmSecretStore
--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action HsmMappings --global --HsmSecretStore HsmSecretStore --actionName getAllTypes

Parameters

--HsmSecretStore

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action HsmMappings --global --HsmSecretStore HsmSecretStore --actionName getCreatableTypes

Parameters

--HsmSecretStore

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action HsmMappings --global --HsmSecretStore HsmSecretStore --actionName nextdescendents

Parameters

--HsmSecretStore

=== query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query HsmMappings --global --filter filter --HsmSecretStore HsmSecretStore

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

--HsmSecretStore

=== read

Usage
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am> read HsmMappings --global --HsmSecretStore HsmSecretStore --id id

Parameters

--HsmSecretStore
--id

The unique identifier for the resource.

update

Usage

am> update HsmMappings --global --HsmSecretStore HsmSecretStore --id id --body body

Parameters

--HsmSecretStore
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "aliases" : {
      "title" : "Aliases",
      "description" : "The list of keystore aliases that can resolve the secret. The first element of the 
alias list determines which alias is the \"active\" one. Active secrets are used for signature generation and 
encryption, while the non-active secrets are mainly used for signature verification and decryption.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    },
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

HsmSecretStore

Realm Operations

Resource path:

/realm-config/secrets/stores/HsmSecretStore

Resource version: 1.0

create

Usage

am> create HsmSecretStore --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "storePassword" : {
      "title" : "HSM PIN/password secret ID",
      "description" : "The secret ID using which the HSM's PIN/password can be obtained. This secret ID will 
be resolved using one of the other secret stores configured.<br> It must not start or end with the <code>.</
code> character. <br>The <code>.</code> character must not be followed by another <code>.</code> 
character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and <code>.</code> characters 
only.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "leaseExpiryDuration" : {
      "title" : "Key lease expiry",
      "description" : "The amount of minutes a key can be cached from the keystore before it needs to be 
reloaded.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "providerGuiceKey" : {
      "title" : "Provider Guice Key Name",
      "description" : "The name of a Guice key that can be used to obtain an initialised provider from which 
the HSM keystore can be obtained.",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "file" : {
      "title" : "Configuration File",
      "description" : "The file containing initialisation configuration for the HSM.",
      "propertyOrder" : 100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage
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am> delete HsmSecretStore --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action HsmSecretStore --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action HsmSecretStore --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action HsmSecretStore --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query HsmSecretStore --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read HsmSecretStore --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update HsmSecretStore --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "storePassword" : {
      "title" : "HSM PIN/password secret ID",
      "description" : "The secret ID using which the HSM's PIN/password can be obtained. This secret ID will 
be resolved using one of the other secret stores configured.<br> It must not start or end with the <code>.</
code> character. <br>The <code>.</code> character must not be followed by another <code>.</code> 
character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and <code>.</code> characters 
only.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "leaseExpiryDuration" : {
      "title" : "Key lease expiry",
      "description" : "The amount of minutes a key can be cached from the keystore before it needs to be 
reloaded.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "providerGuiceKey" : {
      "title" : "Provider Guice Key Name",
      "description" : "The name of a Guice key that can be used to obtain an initialised provider from which 
the HSM keystore can be obtained.",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "file" : {
      "title" : "Configuration File",
      "description" : "The file containing initialisation configuration for the HSM.",
      "propertyOrder" : 100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/secrets/stores/HsmSecretStore

Resource version: 1.0

create

Usage
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am> create HsmSecretStore --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "storePassword" : {
      "title" : "HSM PIN/password secret ID",
      "description" : "The secret ID using which the HSM's PIN/password can be obtained. This secret ID will 
be resolved using one of the other secret stores configured.<br> It must not start or end with the <code>.</
code> character. <br>The <code>.</code> character must not be followed by another <code>.</code> 
character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and <code>.</code> characters 
only.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "leaseExpiryDuration" : {
      "title" : "Key lease expiry",
      "description" : "The amount of minutes a key can be cached from the keystore before it needs to be 
reloaded.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "providerGuiceKey" : {
      "title" : "Provider Guice Key Name",
      "description" : "The name of a Guice key that can be used to obtain an initialised provider from which 
the HSM keystore can be obtained.",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "file" : {
      "title" : "Configuration File",
      "description" : "The file containing initialisation configuration for the HSM.",
      "propertyOrder" : 100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete HsmSecretStore --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action HsmSecretStore --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action HsmSecretStore --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action HsmSecretStore --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query HsmSecretStore --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read HsmSecretStore --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update HsmSecretStore --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "storePassword" : {
      "title" : "HSM PIN/password secret ID",
      "description" : "The secret ID using which the HSM's PIN/password can be obtained. This secret ID will 
be resolved using one of the other secret stores configured.<br> It must not start or end with the <code>.</
code> character. <br>The <code>.</code> character must not be followed by another <code>.</code> 
character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and <code>.</code> characters 
only.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "leaseExpiryDuration" : {
      "title" : "Key lease expiry",
      "description" : "The amount of minutes a key can be cached from the keystore before it needs to be 
reloaded.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "providerGuiceKey" : {
      "title" : "Provider Guice Key Name",
      "description" : "The name of a Guice key that can be used to obtain an initialised provider from which 
the HSM keystore can be obtained.",
      "propertyOrder" : 200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "file" : {
      "title" : "Configuration File",
      "description" : "The file containing initialisation configuration for the HSM.",
      "propertyOrder" : 100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

HttpBasicModule

Realm Operations

Resource path:

/realm-config/authentication/modules/httpbasic

Resource version: 1.0
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create

Usage

am> create HttpBasicModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "backendModuleName" : {
      "title" : "Backend Module Name",
      "description" : "The name of the module that will be used to perform the authentication<br><br>The HTTP 
Basic authentication module collect the credentials from the user and will then supply said credentials to the 
backend authentication module using the shared state. ",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete HttpBasicModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action HttpBasicModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action HttpBasicModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action HttpBasicModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query HttpBasicModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read HttpBasicModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update HttpBasicModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "backendModuleName" : {
      "title" : "Backend Module Name",
      "description" : "The name of the module that will be used to perform the authentication<br><br>The HTTP 
Basic authentication module collect the credentials from the user and will then supply said credentials to the 
backend authentication module using the shared state. ",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/httpbasic
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Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action HttpBasicModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action HttpBasicModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action HttpBasicModule --global --actionName nextdescendents

read

Usage

am> read HttpBasicModule --global

update

Usage

am> update HttpBasicModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default). ",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "backendModuleName" : {
          "title" : "Backend Module Name",
          "description" : "The name of the module that will be used to perform the authentication<br><br>The 
HTTP Basic authentication module collect the credentials from the user and will then supply said credentials 
to the backend authentication module using the shared state. ",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

IDMProvisioning

Global Operations

Resource path:

/global-config/services/idm-integration

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action IDMProvisioning --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action IDMProvisioning --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action IDMProvisioning --global --actionName nextdescendents

read

Usage

am> read IDMProvisioning --global

update

Usage

am> update IDMProvisioning --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwtSigningCompatibilityMode" : {
      "title" : "Signing Compatibility Mode",
      "description" : "Enable OpenAM to communicate with OpenIDM 6 and earlier.<br><br>When this option is 
enabled, OpenAM will sign JWTs in a way that is compatible with versions of OpenIDM 6 and earlier.  The 
approach used is incompatible with non-extractable HSM keys.  Disable this option if you have upgraded to 
OpenIDM 6.5, or later.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "provisioningEncryptionMethod" : {
      "title" : "Encryption Method",
      "description" : "JWT encryption method.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "idmDeploymentPath" : {
      "title" : "Deployment Path",
      "description" : "Path of the IDM deployment, e.g. openidm",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "idmProvisioningClient" : {
      "title" : "IDM Provisioning Client",
      "description" : "The name of the oauth client to be used for the client credentials flow",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "provisioningSigningAlgorithm" : {
      "title" : "Signing Algorithm",
      "description" : "JWT signing algorithm.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "provisioningEncryptionKeyAlias" : {
      "title" : "Encryption Key Alias",
      "description" : "Alias of the encryption asymmetric key in AM's default keystore. Must be a duplicate of 
the asymmetric key used by IDM.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "provisioningClientSecret" : {
      "title" : "provisioningClientSecret",
      "description" : "",
      "propertyOrder" : 410,
      "required" : true,
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      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "configurationCacheDuration" : {
      "title" : "Configuration Cache Duration",
      "description" : "The duration to cache static IDM configuration in minutes.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "idmDeploymentUrl" : {
      "title" : "Deployment URL",
      "description" : "URL of the IDM deployment, e.g. https://localhost:8080",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "provisioningSigningKeyAlias" : {
      "title" : "Signing Key Alias",
      "description" : "Alias of the signing symmetric key in AM's default keystore. Must be a duplicate of the 
symmetric key used by IDM.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "provisioningEncryptionAlgorithm" : {
      "title" : "Encryption Algorithm",
      "description" : "JWT encryption algorithm.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "provisioningClientScopes" : {
      "title" : "provisioningClientScopes",
      "description" : "",
      "propertyOrder" : 420,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "useInternalOAuth2Provider" : {
      "title" : "useInternalOAuth2Provider",
      "description" : "",
      "propertyOrder" : 401,
      "required" : true,
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      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

IdRepository

Realm Operations

Resource path:

/realm-config/services/id-repositories

Resource version: 1.0

create

Usage

am> create IdRepository --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "sunIdRepoAttributeCombiner" : {
      "title" : "Attribute Combiner plug-in",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "sunIdRepoAttributeValidator" : {
      "title" : "Attribute Validator Plug-in",
      "description" : "",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete IdRepository --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action IdRepository --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action IdRepository --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

Amster Entity Reference PingAM

2354 Copyright © 2025 Ping Identity Corporation



am> action IdRepository --realm Realm --actionName nextdescendents

read

Usage

am> read IdRepository --realm Realm

update

Usage

am> update IdRepository --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "sunIdRepoAttributeCombiner" : {
      "title" : "Attribute Combiner plug-in",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "sunIdRepoAttributeValidator" : {
      "title" : "Attribute Validator Plug-in",
      "description" : "",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/id-repositories
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Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action IdRepository --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action IdRepository --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action IdRepository --global --actionName nextdescendents

read

Usage

am> read IdRepository --global

update

Usage

am> update IdRepository --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "sunIdRepoAttributeValidator" : {
          "title" : "Attribute Validator Plug-in",
          "description" : "",
          "propertyOrder" : 300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoAttributeCombiner" : {
          "title" : "Attribute Combiner plug-in",
          "description" : "",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

IdRepositoryUser

Global Operations

Resource path:

/global-config/services/id-repositories/user

Resource version: 1.0

create

Usage

am> create IdRepositoryUser --global --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "cn" : {
      "title" : "Full Name",
      "description" : "",
      "propertyOrder" : 9200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "userPassword" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 9400,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "dn" : {
      "title" : "DN",
      "description" : "",
      "propertyOrder" : 9300,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "iplanet-am-user-success-url" : {
      "title" : "Success URL",
      "description" : "URL or ClientType|URL if client specific. URL without http(s) protocol will be appended 
to the current URI.",
      "propertyOrder" : 10200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "givenName" : {
      "title" : "First Name",
      "description" : "",
      "propertyOrder" : 9000,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "iplanet-am-user-auth-config" : {
      "title" : "Authentication Configuration",
      "description" : "",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "sunIdentityMSISDNNumber" : {
      "title" : "MSISDN Number",
      "description" : "",
      "propertyOrder" : 10400,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
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    },
    "lastEmailSent" : {
      "title" : "lastEmailSent",
      "description" : "",
      "propertyOrder" : 9800,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "postalAddress" : {
      "title" : "Home Address",
      "description" : "",
      "propertyOrder" : 9800,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "inetUserStatus" : {
      "title" : "User Status",
      "description" : "",
      "propertyOrder" : 9900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "sn" : {
      "title" : "Last Name",
      "description" : "",
      "propertyOrder" : 9100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "roles" : {
      "title" : "Roles",
      "description" : "",
      "propertyOrder" : 10500,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "telephoneNumber" : {
      "title" : "Telephone Number",
      "description" : "",
      "propertyOrder" : 9700,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "iplanet-am-user-failure-url" : {
      "title" : "Failure URL",
      "description" : "URL or ClientType|URL if client specific. URL without http(s) protocol will be appended 
to the current URI.",
      "propertyOrder" : 10300,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "employeeNumber" : {
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      "title" : "Employee Number",
      "description" : "",
      "propertyOrder" : 9600,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "retryLimitNodeCount" : {
      "title" : "retryLimitNodeCount",
      "description" : "",
      "propertyOrder" : 9900,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "mail" : {
      "title" : "Email Address",
      "description" : "",
      "propertyOrder" : 9500,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "iplanet-am-user-alias-list" : {
      "title" : "User Alias List",
      "description" : "",
      "propertyOrder" : 10100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete IdRepositoryUser --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action IdRepositoryUser --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action IdRepositoryUser --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action IdRepositoryUser --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query IdRepositoryUser --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read IdRepositoryUser --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update IdRepositoryUser --global --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "cn" : {
      "title" : "Full Name",
      "description" : "",
      "propertyOrder" : 9200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "userPassword" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 9400,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "dn" : {
      "title" : "DN",
      "description" : "",
      "propertyOrder" : 9300,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "iplanet-am-user-success-url" : {
      "title" : "Success URL",
      "description" : "URL or ClientType|URL if client specific. URL without http(s) protocol will be appended 
to the current URI.",
      "propertyOrder" : 10200,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "givenName" : {
      "title" : "First Name",
      "description" : "",
      "propertyOrder" : 9000,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "iplanet-am-user-auth-config" : {
      "title" : "Authentication Configuration",
      "description" : "",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "sunIdentityMSISDNNumber" : {
      "title" : "MSISDN Number",
      "description" : "",
      "propertyOrder" : 10400,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
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    },
    "lastEmailSent" : {
      "title" : "lastEmailSent",
      "description" : "",
      "propertyOrder" : 9800,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "postalAddress" : {
      "title" : "Home Address",
      "description" : "",
      "propertyOrder" : 9800,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "inetUserStatus" : {
      "title" : "User Status",
      "description" : "",
      "propertyOrder" : 9900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "sn" : {
      "title" : "Last Name",
      "description" : "",
      "propertyOrder" : 9100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "roles" : {
      "title" : "Roles",
      "description" : "",
      "propertyOrder" : 10500,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "telephoneNumber" : {
      "title" : "Telephone Number",
      "description" : "",
      "propertyOrder" : 9700,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "iplanet-am-user-failure-url" : {
      "title" : "Failure URL",
      "description" : "URL or ClientType|URL if client specific. URL without http(s) protocol will be appended 
to the current URI.",
      "propertyOrder" : 10300,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "employeeNumber" : {
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      "title" : "Employee Number",
      "description" : "",
      "propertyOrder" : 9600,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "retryLimitNodeCount" : {
      "title" : "retryLimitNodeCount",
      "description" : "",
      "propertyOrder" : 9900,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "mail" : {
      "title" : "Email Address",
      "description" : "",
      "propertyOrder" : 9500,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "iplanet-am-user-alias-list" : {
      "title" : "User Alias List",
      "description" : "",
      "propertyOrder" : 10100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

IdentifyExistingUser

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/IdentifyExistingUserNode

Resource version: 1.0

create

Usage

am> create IdentifyExistingUser --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to retrieve an existing user.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "identifier" : {
      "title" : "Identifier",
      "description" : "The IDM attribute used to save existing value in sharedState for log in purposes.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute", "identifier" ]
}

delete

Usage

am> delete IdentifyExistingUser --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action IdentifyExistingUser --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action IdentifyExistingUser --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action IdentifyExistingUser --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action IdentifyExistingUser --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query IdentifyExistingUser --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read IdentifyExistingUser --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update IdentifyExistingUser --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to retrieve an existing user.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "identifier" : {
      "title" : "Identifier",
      "description" : "The IDM attribute used to save existing value in sharedState for log in purposes.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute", "identifier" ]
}
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IdentityGatewayAgentGroups

Realm Operations

Agent Groups handler that is responsible for managing agent groups

Resource path:

/realm-config/agents/groups/IdentityGatewayAgent

Resource version: 1.0

create

Usage

am> create IdentityGatewayAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "status" : {
      "title" : "Status",
      "description" : "Status of the agent configuration.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "igTokenIntrospection" : {
      "title" : "Token Introspection",
      "description" : "Allows using this IG agent to introspect OAuth 2.0 tokens issued to any client. 
<br>Select <code>None</code> to disable. Select <code>Realm Only</code> to allow introspection of tokens in 
the same realm. Select <code>Realm and Sub Realms</code> to allow introspection of tokens in the same realm 
and any sub-realms.",
      "propertyOrder" : 160,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "igCdssoRedirectUrls" : {
      "title" : "Redirect URLs for CDSSO",
      "description" : "The list of redirect URLs for CDSSO. The valid value is in the following format: 
<br>protocol://hostname:port/path<br> The protocol represents the protocol used, such as http or https. The 
hostname represents the host name of the machine on which IG resides. The port represents the port number on 
which IG is listening. The path represents the remainder of the redirect URL. <br>Example:<br> http://
openig.ext.com:8080/home/cdsso/redirect",
      "propertyOrder" : 150,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "igCdssoLoginUrlTemplate" : {
      "title" : "Login URL Template for CDSSO",
      "description" : "Custom URL for handling login when using CDSSO, to override the default AM login 
page.<br><br>Supports Freemarker syntax, with the following variables:<p><code>goto</code> The URL to redirect 
to after login.<br><code>acrValues</code> The Authentication Context Class Reference (acr) values for the 
authorization request.<br><code>realm</code> The AM realm the authorization request was made 
on.<br><code>module</code> The name of the AM authentication module requested to perform resource owner 
authentication.<br><code>service</code> The name of the AM authentication chain requested to perform resource 
owner authentication.<br><code>locale</code> A space-separated list of locales, ordered by 
preference.<br><br>The following example template redirects users to a non-AM front end to handle the login, 
the goto will contain the AM URL of where the user should be returned to on completion of the login 
process:<p><code>https://mylogin.com/login?goto=${goto}&lt;#if acrValues??&gt;&amp;acr_values=${acrValues}
&lt;&#x2F;#if&gt;&lt;#if realm??&gt;&amp;realm=${realm}&lt;&#x2F;#if&gt;&lt;#if module??&gt;&amp;module=$
{module}&lt;&#x2F;#if&gt;&lt;#if service??&gt;&amp;service=${service}&lt;&#x2F;#if&gt;&lt;#if locale??
&gt;&amp;locale=${locale}&lt;&#x2F;#if&gt;</code><br><b>NOTE</b>: The default AM login page is constructed 
using \"Base URL Source\" service.",
      "propertyOrder" : 155,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete IdentityGatewayAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action IdentityGatewayAgentGroups --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action IdentityGatewayAgentGroups --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action IdentityGatewayAgentGroups --realm Realm --actionName nextdescendents

query

Querying the agent groups of a specific type

Usage

am> query IdentityGatewayAgentGroups --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read IdentityGatewayAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update IdentityGatewayAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "status" : {
      "title" : "Status",
      "description" : "Status of the agent configuration.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "igTokenIntrospection" : {
      "title" : "Token Introspection",
      "description" : "Allows using this IG agent to introspect OAuth 2.0 tokens issued to any client. 
<br>Select <code>None</code> to disable. Select <code>Realm Only</code> to allow introspection of tokens in 
the same realm. Select <code>Realm and Sub Realms</code> to allow introspection of tokens in the same realm 
and any sub-realms.",
      "propertyOrder" : 160,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "igCdssoRedirectUrls" : {
      "title" : "Redirect URLs for CDSSO",
      "description" : "The list of redirect URLs for CDSSO. The valid value is in the following format: 
<br>protocol://hostname:port/path<br> The protocol represents the protocol used, such as http or https. The 
hostname represents the host name of the machine on which IG resides. The port represents the port number on 
which IG is listening. The path represents the remainder of the redirect URL. <br>Example:<br> http://
openig.ext.com:8080/home/cdsso/redirect",
      "propertyOrder" : 150,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "igCdssoLoginUrlTemplate" : {
      "title" : "Login URL Template for CDSSO",
      "description" : "Custom URL for handling login when using CDSSO, to override the default AM login 
page.<br><br>Supports Freemarker syntax, with the following variables:<p><code>goto</code> The URL to redirect 
to after login.<br><code>acrValues</code> The Authentication Context Class Reference (acr) values for the 
authorization request.<br><code>realm</code> The AM realm the authorization request was made 
on.<br><code>module</code> The name of the AM authentication module requested to perform resource owner 
authentication.<br><code>service</code> The name of the AM authentication chain requested to perform resource 
owner authentication.<br><code>locale</code> A space-separated list of locales, ordered by 
preference.<br><br>The following example template redirects users to a non-AM front end to handle the login, 
the goto will contain the AM URL of where the user should be returned to on completion of the login 
process:<p><code>https://mylogin.com/login?goto=${goto}&lt;#if acrValues??&gt;&amp;acr_values=${acrValues}
&lt;&#x2F;#if&gt;&lt;#if realm??&gt;&amp;realm=${realm}&lt;&#x2F;#if&gt;&lt;#if module??&gt;&amp;module=$
{module}&lt;&#x2F;#if&gt;&lt;#if service??&gt;&amp;service=${service}&lt;&#x2F;#if&gt;&lt;#if locale??
&gt;&amp;locale=${locale}&lt;&#x2F;#if&gt;</code><br><b>NOTE</b>: The default AM login page is constructed 
using \"Base URL Source\" service.",
      "propertyOrder" : 155,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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IdentityGatewayAgents

Realm Operations

Agents handler that is responsible for managing agents

Resource path:

/realm-config/agents/IdentityGatewayAgent

Resource version: 1.0

create

Usage

am> create IdentityGatewayAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "igTokenIntrospection" : {
      "title" : "Token Introspection",
      "description" : "Allows using this IG agent to introspect OAuth 2.0 tokens issued to any client. 
<br>Select <code>None</code> to disable. Select <code>Realm Only</code> to allow introspection of tokens in 
the same realm. Select <code>Realm and Sub Realms</code> to allow introspection of tokens in the same realm 
and any sub-realms.",
      "propertyOrder" : 160,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "agentgroup" : {
      "title" : "Group",
      "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
      "propertyOrder" : 50,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "igCdssoRedirectUrls" : {
      "title" : "Redirect URLs for CDSSO",
      "description" : "The list of redirect URLs for CDSSO. The valid value is in the following format: 
<br>protocol://hostname:port/path<br> The protocol represents the protocol used, such as http or https. The 
hostname represents the host name of the machine on which IG resides. The port represents the port number on 
which IG is listening. The path represents the remainder of the redirect URL. <br>Example:<br> http://
openig.ext.com:8080/home/cdsso/redirect",
      "propertyOrder" : 150,
      "items" : {
        "type" : "string"
      },
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "array",
          "required" : false
        }
      }
    },
    "igCdssoLoginUrlTemplate" : {
      "title" : "Login URL Template for CDSSO",
      "description" : "Custom URL for handling login when using CDSSO, to override the default AM login 
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page.<br><br>Supports Freemarker syntax, with the following variables:<p><code>goto</code> The URL to redirect 
to after login.<br><code>acrValues</code> The Authentication Context Class Reference (acr) values for the 
authorization request.<br><code>realm</code> The AM realm the authorization request was made 
on.<br><code>module</code> The name of the AM authentication module requested to perform resource owner 
authentication.<br><code>service</code> The name of the AM authentication chain requested to perform resource 
owner authentication.<br><code>locale</code> A space-separated list of locales, ordered by 
preference.<br><br>The following example template redirects users to a non-AM front end to handle the login, 
the goto will contain the AM URL of where the user should be returned to on completion of the login 
process:<p><code>https://mylogin.com/login?goto=${goto}&lt;#if acrValues??&gt;&amp;acr_values=${acrValues}
&lt;&#x2F;#if&gt;&lt;#if realm??&gt;&amp;realm=${realm}&lt;&#x2F;#if&gt;&lt;#if module??&gt;&amp;module=$
{module}&lt;&#x2F;#if&gt;&lt;#if service??&gt;&amp;service=${service}&lt;&#x2F;#if&gt;&lt;#if locale??
&gt;&amp;locale=${locale}&lt;&#x2F;#if&gt;</code><br><b>NOTE</b>: The default AM login page is constructed 
using \"Base URL Source\" service.",
      "propertyOrder" : 155,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "status" : {
      "title" : "Status",
      "description" : "Status of the agent configuration.",
      "propertyOrder" : 200,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "userpassword" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

delete

Usage
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am> delete IdentityGatewayAgents --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action IdentityGatewayAgents --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action IdentityGatewayAgents --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action IdentityGatewayAgents --realm Realm --actionName nextdescendents

query

Querying the agents of a specific type

Usage

am> query IdentityGatewayAgents --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read IdentityGatewayAgents --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update IdentityGatewayAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "igTokenIntrospection" : {
      "title" : "Token Introspection",
      "description" : "Allows using this IG agent to introspect OAuth 2.0 tokens issued to any client. 
<br>Select <code>None</code> to disable. Select <code>Realm Only</code> to allow introspection of tokens in 
the same realm. Select <code>Realm and Sub Realms</code> to allow introspection of tokens in the same realm 
and any sub-realms.",
      "propertyOrder" : 160,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "agentgroup" : {
      "title" : "Group",
      "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
      "propertyOrder" : 50,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "igCdssoRedirectUrls" : {
      "title" : "Redirect URLs for CDSSO",
      "description" : "The list of redirect URLs for CDSSO. The valid value is in the following format: 
<br>protocol://hostname:port/path<br> The protocol represents the protocol used, such as http or https. The 
hostname represents the host name of the machine on which IG resides. The port represents the port number on 
which IG is listening. The path represents the remainder of the redirect URL. <br>Example:<br> http://
openig.ext.com:8080/home/cdsso/redirect",
      "propertyOrder" : 150,
      "items" : {
        "type" : "string"
      },
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "array",
          "required" : false
        }
      }
    },
    "igCdssoLoginUrlTemplate" : {
      "title" : "Login URL Template for CDSSO",
      "description" : "Custom URL for handling login when using CDSSO, to override the default AM login 
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page.<br><br>Supports Freemarker syntax, with the following variables:<p><code>goto</code> The URL to redirect 
to after login.<br><code>acrValues</code> The Authentication Context Class Reference (acr) values for the 
authorization request.<br><code>realm</code> The AM realm the authorization request was made 
on.<br><code>module</code> The name of the AM authentication module requested to perform resource owner 
authentication.<br><code>service</code> The name of the AM authentication chain requested to perform resource 
owner authentication.<br><code>locale</code> A space-separated list of locales, ordered by 
preference.<br><br>The following example template redirects users to a non-AM front end to handle the login, 
the goto will contain the AM URL of where the user should be returned to on completion of the login 
process:<p><code>https://mylogin.com/login?goto=${goto}&lt;#if acrValues??&gt;&amp;acr_values=${acrValues}
&lt;&#x2F;#if&gt;&lt;#if realm??&gt;&amp;realm=${realm}&lt;&#x2F;#if&gt;&lt;#if module??&gt;&amp;module=$
{module}&lt;&#x2F;#if&gt;&lt;#if service??&gt;&amp;service=${service}&lt;&#x2F;#if&gt;&lt;#if locale??
&gt;&amp;locale=${locale}&lt;&#x2F;#if&gt;</code><br><b>NOTE</b>: The default AM login page is constructed 
using \"Base URL Source\" service.",
      "propertyOrder" : 155,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "status" : {
      "title" : "Status",
      "description" : "Status of the agent configuration.",
      "propertyOrder" : 200,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "userpassword" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}
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IncrementLoginCount

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/IncrementLoginCountNode

Resource version: 1.0

create

Usage

am> create IncrementLoginCount --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute of the IDM object to use retrieve the object.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute" ]
}

delete

Usage

am> delete IncrementLoginCount --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action IncrementLoginCount --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action IncrementLoginCount --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action IncrementLoginCount --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action IncrementLoginCount --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query IncrementLoginCount --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read IncrementLoginCount --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update IncrementLoginCount --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute of the IDM object to use retrieve the object.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute" ]
}

InnerTreeEvaluator

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/InnerTreeEvaluatorNode

Resource version: 1.0

create

Usage

am> create InnerTreeEvaluator --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "tree" : {
      "title" : "Tree Name",
      "description" : "The name of the tree that will be evaluated.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "tree" ]
}

delete

Usage

am> delete InnerTreeEvaluator --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action InnerTreeEvaluator --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action InnerTreeEvaluator --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action InnerTreeEvaluator --realm Realm --body body --actionName listOutcomes
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Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action InnerTreeEvaluator --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query InnerTreeEvaluator --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read InnerTreeEvaluator --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update InnerTreeEvaluator --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "tree" : {
      "title" : "Tree Name",
      "description" : "The name of the tree that will be evaluated.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "tree" ]
}

Instance

Realm Operations

Resource path:

/realm-config/services/oauth-oidc/scriptedJwtIssuers

Resource version: 1.0

create

Usage

am> create Instance --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "script" : {
      "title" : "Script",
      "description" : "The identifier of the script that will be used to obtain JWT issuers.",
      "propertyOrder" : 10,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete Instance --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Instance --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Instance --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action Instance --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Instance --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Instance --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Instance --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "script" : {
      "title" : "Script",
      "description" : "The identifier of the script that will be used to obtain JWT issuers.",
      "propertyOrder" : 10,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

IoTService

Realm Operations

Resource path:

/realm-config/services/iot

Resource version: 1.0

create

Usage

am> create IoTService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "oauthJwtIssuerName" : {
      "title" : "OAuth 2.0 JWT Issuer Name",
      "description" : "The name of the Trusted JWT Issuer used by the IoT Service to request access tokens for 
things.",
      "propertyOrder" : 40,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "oauthSubjectAttribute" : {
      "title" : "OAuth 2.0 Subject Attribute",
      "description" : "The name of the identity store attribute from which to read the OAuth 2.0 subject 
value. The subject is used in access tokens issued for things. This allows the thing's access token subject to 
have a value other than the thing's ID, which is the value used by default.",
      "propertyOrder" : 45,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "attributeAllowlist" : {
      "title" : "Readable Attributes",
      "description" : "Specifies the list of attributes that a thing is allowed to request from its 
identity.",
      "propertyOrder" : 50,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "createOAuthJwtIssuer" : {
      "title" : "Create OAuth 2.0 JWT Issuer",
      "description" : "Create a Trusted JWT Issuer with the given name and default configuration required for 
the IoT Service to act as the Issuer when handling request for thing access tokens.",
      "propertyOrder" : 30,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "oauthClientName" : {
      "title" : "OAuth 2.0 Client Name",
      "description" : "The name of the default OAuth 2.0 Client used by the IoT Service to request access 
tokens for things.",
      "propertyOrder" : 20,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "createOAuthClient" : {
      "title" : "Create OAuth 2.0 Client",
      "description" : "Create an OAuth 2.0 Client with the given name and default configuration required to 
serve as the client for the IoT Service. The client will be created without any scope(s).",
      "propertyOrder" : 10,
      "required" : true,
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      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete IoTService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action IoTService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action IoTService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action IoTService --realm Realm --actionName nextdescendents

read

Usage

am> read IoTService --realm Realm

update

Usage

am> update IoTService --realm Realm --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "oauthJwtIssuerName" : {
      "title" : "OAuth 2.0 JWT Issuer Name",
      "description" : "The name of the Trusted JWT Issuer used by the IoT Service to request access tokens for 
things.",
      "propertyOrder" : 40,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "oauthSubjectAttribute" : {
      "title" : "OAuth 2.0 Subject Attribute",
      "description" : "The name of the identity store attribute from which to read the OAuth 2.0 subject 
value. The subject is used in access tokens issued for things. This allows the thing's access token subject to 
have a value other than the thing's ID, which is the value used by default.",
      "propertyOrder" : 45,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "attributeAllowlist" : {
      "title" : "Readable Attributes",
      "description" : "Specifies the list of attributes that a thing is allowed to request from its 
identity.",
      "propertyOrder" : 50,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "createOAuthJwtIssuer" : {
      "title" : "Create OAuth 2.0 JWT Issuer",
      "description" : "Create a Trusted JWT Issuer with the given name and default configuration required for 
the IoT Service to act as the Issuer when handling request for thing access tokens.",
      "propertyOrder" : 30,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "oauthClientName" : {
      "title" : "OAuth 2.0 Client Name",
      "description" : "The name of the default OAuth 2.0 Client used by the IoT Service to request access 
tokens for things.",
      "propertyOrder" : 20,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "createOAuthClient" : {
      "title" : "Create OAuth 2.0 Client",
      "description" : "Create an OAuth 2.0 Client with the given name and default configuration required to 
serve as the client for the IoT Service. The client will be created without any scope(s).",
      "propertyOrder" : 10,
      "required" : true,
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      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/iot

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action IoTService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action IoTService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action IoTService --global --actionName nextdescendents

read

Usage

am> read IoTService --global

update

Usage
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am> update IoTService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "createOAuthJwtIssuer" : {
          "title" : "Create OAuth 2.0 JWT Issuer",
          "description" : "Create a Trusted JWT Issuer with the given name and default configuration required 
for the IoT Service to act as the Issuer when handling request for thing access tokens.",
          "propertyOrder" : 30,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createOAuthClient" : {
          "title" : "Create OAuth 2.0 Client",
          "description" : "Create an OAuth 2.0 Client with the given name and default configuration required 
to serve as the client for the IoT Service. The client will be created without any scope(s).",
          "propertyOrder" : 10,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "attributeAllowlist" : {
          "title" : "Readable Attributes",
          "description" : "Specifies the list of attributes that a thing is allowed to request from its 
identity.",
          "propertyOrder" : 50,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "oauthSubjectAttribute" : {
          "title" : "OAuth 2.0 Subject Attribute",
          "description" : "The name of the identity store attribute from which to read the OAuth 2.0 subject 
value. The subject is used in access tokens issued for things. This allows the thing's access token subject to 
have a value other than the thing's ID, which is the value used by default.",
          "propertyOrder" : 45,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oauthClientName" : {
          "title" : "OAuth 2.0 Client Name",
          "description" : "The name of the default OAuth 2.0 Client used by the IoT Service to request access 
tokens for things.",
          "propertyOrder" : 20,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oauthJwtIssuerName" : {
          "title" : "OAuth 2.0 JWT Issuer Name",
          "description" : "The name of the Trusted JWT Issuer used by the IoT Service to request access tokens 
for things.",
          "propertyOrder" : 40,
          "required" : true,
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          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

J2EEAgentGroups

Realm Operations

Agent Groups handler that is responsible for managing agent groups

Resource path:

/realm-config/agents/groups/J2EEAgent

Resource version: 1.0

create

Usage

am> create J2EEAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "applicationJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Application",
      "propertyOrder" : 1,
      "properties" : {
        "responseAttributeMap" : {
          "title" : "Response Attribute Map",
          "description" : "Maps the policy response attributes to be populated under specific names for the 
currently authenticated user. <br> Example: <br> To populate the value of response attribute uid under name 
CUSTOM-USER-NAME: enter uid in Map Key field, and enter CUSTOM-USER-NAME in Corresponding Map Value field. 
<br>Property: org.forgerock.agents.response.attribute.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9200,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "notEnforcedFavicon" : {
          "title" : "Not-Enforced Favicon",
          "description" : "This flag, if enabled, automatically adds \"*/favicon.ico\" to the not enforced 
list.  This can help to avoid odd situations in which a user is required to log in after logging out, just 
because favicon.ico has been requested by browser. <br>Property: 
org.forgerock.agents.auto.not.enforce.favicon.enabled <br>Introduced in Java Agent 5.7 <br>Requires Agent 
Restart",
          "propertyOrder" : 7650,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "notEnforcedIpsCacheEnabled" : {
          "title" : "Enable Not-Enforced IP Cache",
          "description" : "Enable caching of not-enforced IP list evaluation results.<br>Property: 
org.forgerock.agents.notenforced.ip.cache.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "profileAttributeMap" : {
          "title" : "Profile Attribute Map",
          "description" : "Maps the profile attributes to be populated under specific names for the currently 
authenticated user.<br> Example: <br> To populate the value of profile attribute cn under name CUSTOM-Common-
Name: enter cn in Map Key field, and enter CUSTOM-Common-Name in Corresponding Map Value field. <br> To 
populate the value of profile attribute mail under name CUSTOM-Email: enter mail in Map Key field, and enter 
CUSTOM-Email in Corresponding Map Value field. <br>Property: org.forgerock.agents.profile.attribute.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8800,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
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          "type" : "object",
          "exampleValue" : ""
        },
        "notEnforcedIps" : {
          "title" : "Not-Enforced Client IP List",
          "description" : "No authentication and authorization protection from agent are required for the 
requests coming from these client IP addresses. <br> Examples: <br> 192.18.145.* <br> 192.18.146.123 Property: 
org.forgerock.agents.notenforced.ip.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "applicationLogoutUris" : {
          "title" : "Logout URI Map",
          "description" : "An application-specific Map that identifies a request URI which indicates a logout 
event.<br>Valid key: the web application name. <br>Valid value: the application logout URI. <br>For this 
property, a global value can be set to apply to all the applications that don't have their own specific logout 
URI.  <br> Examples: <br>To set a global application logout URI: leave Map Key field empty, and enter the 
global application logout URI /logout.jsp in Corresponding Map Value field. <br> To set the logout URI for 
application BankApp: enter BankApp in Map Key field, and enter the application logout URI /BankApp/logout.jsp 
in Corresponding Map Value field. <br>Property: org.forgerock.agents.logout.endpoint.map <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 6000,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "cookieAttributeUrlEncoded" : {
          "title" : "Enable Attribute Encoding",
          "description" : "Indicates if the value of the attribute should be URL encoded before being set as a 
cookie.<br>Property: org.forgerock.agents.attribute.cookie.encode.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 8500,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "logoutIntrospection" : {
          "title" : "Enable Logout Introspection",
          "description" : "Allows the Agent to search HTTP request body to locate logout 
parameter.<br>Property: org.forgerock.agents.logout.introspection.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 6200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "headerAttributeDateFormat" : {
          "title" : "Fetch Attribute Date Format",
          "description" : "Format of date attribute values to be used when the attribute is being set as HTTP 
header. Format is based on java.text.SimpleDateFormat. <br>Property: 
org.forgerock.agents.attribute.date.format <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8400,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2401



          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "notEnforcedUrisCacheEnabled" : {
          "title" : "Enable Not-Enforced URIs Cache",
          "description" : "Enables the caching of the Not-Enforced URIs list evaluation results.<br>Property: 
org.forgerock.agents.notenforced.uri.cache.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "logoutEntryUri" : {
          "title" : "Logout Entry URI Map",
          "description" : "An application-specific Map that identifies a URI to be used as an entry point 
after successful logout and subsequent successful authentication if applicable. <br>Valid key: the web 
application name. <br>Valid value: the logout entry URI. <br>For this property, a global value can be set to 
apply to all the applications that don't have their own specific logout entry URI. <br> Examples: <br>To set a 
global application logout entry URI: leave Map Key field empty, and enter the global application logout entry 
URI /welcome.html in Corresponding Map Value field. <br> To set the logout entry URI for application BankApp: 
enter BankApp in Map Key field, and enter the logout entry URI /BankApp/welcome.html in Corresponding Map 
Value field. <br>Property: org.forgerock.agents.logout.goto.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6300,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "sessionAttributeFetchMode" : {
          "title" : "Session Attribute Fetch Mode",
          "description" : "The mode of fetching session attributes.<br>Property: 
com.sun.identity.agents.config.session.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "notEnforcedUris" : {
          "title" : "Not-Enforced URIs",
          "description" : "List of URIs for which protection is not enforced by the Agent. <br> Examples: 
<br> /BankApp/public/* <br> /BankApp/images/* <br>Property: org.forgerock.agents.notenforced.uri.list 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "continuousSecurityCookies" : {
          "title" : "Continuous Security Cookie Map",
          "description" : "The name of the cookies to be sent as part of the payload during policy evaluation, 
which can be accessed via the 'environment' variable in a policy script. The 'key' is the name of the cookie 
to be sent, and the 'value' is the name which it will appear as in the policy evaluation script. It is 
possible to map multiple cookies to the same name (they will simply appear as an array in the evaluation 
script). If the cookie doesn't exist, then the empty string will be sent. <br>Property: 
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org.forgerock.agents.continuous.security.cookies.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 3210,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "cookieAttributeMultiValueSeparator" : {
          "title" : "Cookie Separator Character",
          "description" : "Character that will be used to separate multiple values of the same attribute when 
it is being set as a cookie. <br>Property: org.forgerock.agents.attribute.cookie.separator <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 8300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "invertNotEnforcedIps" : {
          "title" : "Invert Not-Enforced IPs",
          "description" : "Client IP Addresses to invert protection of IP addresses listed in the related Not-
Enforced Client IP List.<br>Property: org.forgerock.agents.notenforced.ip.invert.enabled <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 8000,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientIpValidationRange" : {
          "title" : "Client IP Validation Address Range",
          "description" : "Comma separated list of IP addresses and/or ranges of IP addresses in CIDR format. 
Key = application(if empty for all applications) Requires \"Client IP Validation Mode\" property be DENY or 
LOGOUT.<br>Property: org.forgerock.agents.acceptable.ip.address.map <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 8275,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "clientIpValidationMode" : {
          "title" : "Client IP Validation Mode",
          "description" : "Checks that that the request originates from the same IP address as used for first 
authentication, or that any change in IP address is in the \"approved\" list. <br>Key: Application name. If 
the application is not named, check the the IP address globally, for all applications. <br>Value:<br> OFF: Do 
not check the IP address. <br> DENY: If IP address is not approved, refuse the request and return an HTTP 403. 
<br> LOGOUT: If IP address is not approved, log out from AM to destroy the user session. <br>Property: 
org.forgerock.agents.original.ip.check.mode.map <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 8250,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
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          "exampleValue" : ""
        },
        "notEnforcedUrisCacheSize" : {
          "title" : "Max Entries in Not-Enforced URI Cache",
          "description" : "Size of the cache to be used if caching of not enforced URI list evaluation results 
is enabled.<br>Property: org.forgerock.agents.notenforced.uri.cache.size <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 7800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "responseAttributeFetchMode" : {
          "title" : "Response Attribute Fetch Mode",
          "description" : "The mode of fetching policy response attributes.<br>Property: 
org.forgerock.agents.response.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "resourceAccessDeniedUri" : {
          "title" : "Access Denied URI Map",
          "description" : "An application-specific Map that identifies a URI of the customized access denied 
page.<br>Valid key: the web application name. <br>Valid value: the customized application access denied page 
URI. <br>For this property, a global value can be set to apply to all the applications that don't have their 
own specific access denied page.  <br> Examples: <br>To set a global access denied page: leave Map Key field 
empty, and enter the global access denied page URI /sample/accessdenied.html in Corresponding Map Value field. 
<br> To set the access denied page URI for application BankApp: enter BankApp in Map Key field, and enter the 
application access denied page URI /BankApp/accessdenied.html in Corresponding Map Value field. <br>Property: 
org.forgerock.agents.access.denied.uri.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 2700,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "profileAttributeFetchMode" : {
          "title" : "Profile Attribute Fetch Mode",
          "description" : "The mode of fetching profile attributes.<br>Property: 
com.sun.identity.agents.config.profile.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "notEnforcedRuleCompoundSeparator" : {
          "title" : "Not Enforced Compound Rule Separator",
          "description" : "Specifies a separator for not enforced compound rules. The format for compound 
rules requires a list of IP rules, a separator (by default the | character), and a list of URI rules. 
<br>Example, GET 192.168.1.1-192.168.4.3 | /images/* <br>Configure a different separator (for example, &&) 
when working with the REGEX keyword to avoid invalid regular expressions. <br>Property: 
com.sun.identity.agents.config.notenforced.rule.compound.separator <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7450,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "logoutRequestParameters" : {
          "title" : "Logout Request Parameter Map",
          "description" : "An application-specific Map that identifies a parameter which when present in the 
HTTP request indicates a logout event. <br>Valid key: the web application name. <br>Valid value: the logout 
request parameter. <br>For this property, a global value can be set to apply to all the applications that 
don't have their own specific logout request parameter. <br> Examples: <br>To set a global application logout 
request parameter: leave Map Key field empty, and enter the global application logout request parameter 
logoutparam in Corresponding Map Value field. <br> To set the logout request parameter for application 
BankApp: enter BankApp in Map Key field, and enter the logout request parameter logoutparam in Corresponding 
Map Value field. <br>Property: org.forgerock.agents.logout.request.param.map <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 6100,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "sessionAttributeMap" : {
          "title" : "Session Attribute Map",
          "description" : "Maps the session attributes to be populated under specific names for the currently 
authenticated user.<br> Example: <br>  To populate the value of session attribute UserToken under name CUSTOM-
userid: enter UserToken in Map Key field, and enter CUSTOM-userid in Corresponding Map Value field. 
<br>Property: org.forgerock.agents.session.attribute.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9000,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "invertNotEnforcedUris" : {
          "title" : "Invert Not-Enforced URIs",
          "description" : "Inverts protection of  URIs specified in Not-Enforced URIs list. When set to true, 
it indicates that the URIs specified should be enforced and all other URIs should be not enforced by the 
Agent.<br>Property: org.forgerock.agents.notenforced.uri.invert.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "notEnforcedIpsCacheSize" : {
          "title" : "Max Entries in Not-Enforced IP Cache",
          "description" : "Size of the cache to be used if Not-Enforced IP Cache Flag is enabled.<br>Property: 
org.forgerock.agents.notenforced.ip.cache.size <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "continuousSecurityHeaders" : {
          "title" : "Continuous Security Header Map",
          "description" : "The name of the headers in the user's original request, that will be sent as part 
of the payload during policy evaluation, which can then be accessed via the 'environment' variable in a policy 
script. The 'key' is the name of the header to be sent, and the 'value' is the name which it will appear as in 
the policy evaluation script.It is possible to map multiple headers to the same name (they will simply appear 
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as an array in the evaluation script). If the header doesn't exist, then the empty string will be sent. 
<br>Property: org.forgerock.agents.continuous.security.headers.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 3211,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        }
      }
    },
    "globalJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Global",
      "propertyOrder" : 0,
      "properties" : {
        "fqdnMapping" : {
          "title" : "FQDN Virtual Host Map",
          "description" : "Maps virtual, invalid, or partial hostnames, and IP addresses to the FQDN to access 
protected resources.<br> Examples: <br>  To map the partial hostname myserver to myserver.mydomain.com: enter 
myserver in the Map Key field and myserver.mydomain.com in the Corresponding Map Value field. To map a virtual 
server rst.hostname.com that points to the actual server abc.hostname.com: enter valid1 in the Map Key field 
and rst.hostname.com in the Corresponding Map Value field. <br>Property: org.forgerock.agents.fqdn.map) 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6600,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "fqdnDefault" : {
          "title" : "Default FQDN",
          "description" : "Fully qualified hostname that the users should use in order to access 
resources.<br>Property: org.forgerock.agents.fqdn.default <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userAttributeName" : {
          "title" : "User Attribute Name",
          "description" : "Name of the attribute which contains the user-ID.<br>Property: 
org.forgerock.agents.user.mapping.mode.attribute.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "configurationReloadInterval" : {
          "title" : "Configuration Reload Interval",
          "description" : "Only used when websocket notifications are disabled, specifies interval in seconds 
after which config is reloaded automatically by the Agent. <br>Property: 
org.forgerock.agents.config.reload.seconds <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1200,
          "required" : false,
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          "type" : "integer",
          "exampleValue" : ""
        },
        "debugLogfileRotationMinutes" : {
          "title" : "Debug File Rotation Time",
          "description" : "This is the time in minutes after which log file rotation will occur.<br>Property: 
org.forgerock.agents.debug.rotation.time.minutes <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10040,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "fqdnCheck" : {
          "title" : "Enable FQDN Checking",
          "description" : "Enables checking of fqdn default value and fqdn map values.<br>Property: 
org.forgerock.agents.fqdn.check.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "agentConfigChangeNotificationsEnabled" : {
          "title" : "Enable Notifications of Agent Configuration Change",
          "description" : "Enable agent to receive notification messages (via websockets) from AM server for 
configuration changes.<br>Property: org.forgerock.agents.config.change.notifications.enabled <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 12100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "localAuditRotationSize" : {
          "title" : "Local Audit Log Rotation Size",
          "description" : "Size limit when a local audit log file is rotated to a new file.<br>Property name: 
org.forgerock.agents.local.audit.log.rotation.bytes <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1900,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "debugLogfilePrefix" : {
          "title" : "Debug File Rotation Prefix",
          "description" : "Prefix which can be added onto the front of the debug file name when it is 
rotated.<br>Property: org.forgerock.agents.debug.prefix <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10010,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "loginAttemptLimitCookieName" : {
          "title" : "Login Attempt Limit Cookie Name",
          "description" : "The name of the cookie used to record the number of login attempts.<br>Property: 
org.forgerock.agents.login.counter.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4500,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "recheckAmUnavailabilityInSeconds" : {
          "title" : "Recheck availability of AM",
          "description" : "The duration after which the agent rechecks AM availability, when Autonomous mode 
is false, and AM becomes unavailable at runtime. <br>Consider these points when you configure this property: 
<br> If the duration is too short, the agent checks AM availability too often, and agent performance can be 
reduced. <br> If the duration is zero, the agent checks AM availability for every call. Requests that match 
not-enforced rules can take longer. <br>Property: 
org.forgerock.agents.am.unavailability.recheck.window.in.seconds <br>Introduced in Java Agent 5.9",
          "propertyOrder" : 12115,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "customResponseHeader" : {
          "title" : "Custom Response Header Map",
          "description" : "Map specifies the custom headers that are set by the Agent on the client browser. 
The key is the header name and the value represents the header value.<br> Example: <br>  To set the custom 
header Cache-Control to value no-cache: enter Cache-Control in Map Key field, and enter no-cache in 
Corresponding Map Value field. <br>Property: org.forgerock.agents.response.header.map <br>Valid for Java Agent 
5.0 onwards",
          "propertyOrder" : 7000,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "jwtName" : {
          "title" : "JWT Cookie Name",
          "description" : "The name used by the agent to set the OIDC JWT on the user's browser.<br>Property: 
org.forgerock.agents.jwt.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11201,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "debugLogfileSuffix" : {
          "title" : "Debug File Rotation Suffix",
          "description" : "This is a value appended onto the end of the debug file name when it is rotated. 
The user is free to define it as they want, but if it does not involve a timestamp that produces different 
file names when the rotation time is reached, log file rotation is unlikely to function correctly<br>Property: 
org.forgerock.agents.debug.suffix <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10020,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "httpSessionBinding" : {
          "title" : "HTTP Session Binding",
          "description" : "If true will invalidate the http session when login has failed, user has no SSO 
session, or principal user name does not match SSO user name.<br>Property: 
org.forgerock.agents.http.session.binding.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "boolean",

Amster Entity Reference PingAM

2408 Copyright © 2025 Ping Identity Corporation



          "exampleValue" : ""
        },
        "lbCookieName" : {
          "title" : "Load Balancer Cookie Name",
          "description" : "The name of the load balancer cookies. This property is used only if 
\"org.forgerock.agents.load.balancer.cookies.enabled\" is true. To improve performance, make sure that this 
property has the same value as the AM property com.iplanet.amlbcookie.name.  <br>Property: 
org.forgerock.agents.load.balancer.cookie.name <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 12130,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "redirectAttemptLimit" : {
          "title" : "Redirect Attempt Limit",
          "description" : "Number of successive single point redirects that a user can make using a single 
browser session which will trigger the blocking of the user request. Set to 0 to disable this 
feature.<br>Property: org.forgerock.agents.redirect.attempt.limit <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userTokenName" : {
          "title" : "User Session Name",
          "description" : "Session property name for user-ID of the authenticated user in 
session.<br>Property: org.forgerock.agents.userid.mapping.mode.use.session.property.name <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "debugLogfileRetentionCount" : {
          "title" : "Debug File Rotation Retention Count",
          "description" : "This is the number of log files to retain after rotation, so for example, setting 
it to 10 would give you one current debug file and nine older (rotated) files.<br>Property: 
org.forgerock.agents.debug.retention.count <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10050,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "loginAttemptLimit" : {
          "title" : "Login Attempt Limit",
          "description" : "Limit of failed login attempts for a user's single browser session until triggering 
the blocking of the user request. Value of 0 disables this feature.Property: 
org.forgerock.agents.login.attempt.limit.count <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4400,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userMappingMode" : {
          "title" : "User Mapping Mode",
          "description" : "Specifies mechanism agent uses to determine user-ID.<br>Property: 
org.forgerock.agents.user.mapping.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "preAuthCookieMaxAge" : {
          "title" : "Max Age of Pre-Authentication Cookie",
          "description" : "This is the amount of time in seconds before the pre-authn cookie will 
timeout.<br>Property: org.forgerock.agents.authn.cookie.max.age.seconds <br>Valid for Java Agent 5.6.3 
onwards",
          "propertyOrder" : 11220,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "lbCookieEnabled" : {
          "title" : "Enable Load Balancer Cookies",
          "description" : "When true, every policy evaluation call to AM is accompanied by a load balancer 
cookie. Use this property with \"org.forgerock.agents.load.balancer.cookie.name\" to improve performance. Load 
balancer cookies can reduce the number of calls that different AM instances make to the core token service. 
<br>Property: org.forgerock.agents.load.balancer.cookies.enabled <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 12125,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "debugLogfileRotationSize" : {
          "title" : "Debug File Rotation Size",
          "description" : "This specifies the approximate size in bytes at which a log file will be rotated to 
a new log file.<br>Property: org.forgerock.agents.debug.rotation.size.bytes <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10030,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "debugLevel" : {
          "title" : "Agent Debug Level",
          "description" : "Specifies type of agent debug messages to log.<br>Property: 
com.iplanet.services.debug.level <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 10000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "preAuthCookieName" : {
          "title" : "Pre-Authentication Cookie Name",
          "description" : "Specifies the name of the cookie the agent uses to track the progress of 
authentication with AM.<br>Property: org.forgerock.agents.authn.cookie.name <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 11210,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "auditAccessType" : {
          "title" : "Audit Access Types",
          "description" : "Types of messages to log based on user URL access attempts.<br>Property name: 
org.forgerock.agents.audit.what <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "localAuditLogfileRetentionCount" : {
          "title" : "Audit Logfile Retention Count",
          "description" : "The number of audit log files to retain after rotation has occurred.Property: 
org.forgerock.agents.local.audit.log.retention.count <br>Introduced in Java Agent 5.7",
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          "propertyOrder" : 2100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "filterMode" : {
          "title" : "Agent Filter Mode Map",
          "description" : "Specifies the mode of operation of the Filter.<br>Valid key: the web application 
name. <br>Valid values: ALL, URL_POLICY, SSO_ONLY, NONE <br>For this property, a global value can be set to 
apply to all the applications that don't have their own specific filter mode. <br>Examples: <br>To set ALL as 
the global filter mode: leave Map Key field empty, and enter ALL in Corresponding MapValue field. <br>To set 
URL_POLICY as the filter mode for application BankApp: enter BankApp in Map Key field, and enter URL_POLICY in 
Corresponding Map Value field. <br>Property: org.forgerock.agents.filter.mode.map <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 500,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "redirectAttemptLimitCookieName" : {
          "title" : "Redirect Attempt Cookie Name",
          "description" : "Agent tries to detect redirect loops while authenticating, which would normally 
indicate a cookie domain problem. The Agent does this by using a cookie to holds the current redirection 
count.<br>Property: org.forgerock.agents.redirect.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7150,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "auditLogLocation" : {
          "title" : "Audit Log Location",
          "description" : "LOCAL = audit information stored in files based locally to the Agent container 
<br>REMOTE = audit information logged via AM. <br>Property: org.forgerock.agents.audit.where <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userPrincipalFlag" : {
          "title" : "Enable User Principal Flag",
          "description" : "Use principal instead of just the user-ID for authenticating the user.<br>Property: 
org.forgerock.agents.userid.mapping.mode.use.dn.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "cdssoRootUrl" : {
          "title" : "Agent Root URL for CDSSO",
          "description" : "The list of agent root URLs for CDSSO. The valid value is in the format protocol://
hostname:port/, where protocol represents the protocol used, such as http or https, hostname represents the 
host name of the system where the agent resides, and port represents the port number on which the agent is 
installed. The slash following the port number is required.<br> If your agent system also has virtual host 
names, add URLs with the virtual host names to this list as well. AM checks that goto URLs match one of the 
agent root URLs for CDSSO.<br>Property: sunIdentityServerDeviceKeyValue <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 22700,
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          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "localAuditLogRotation" : {
          "title" : "Enable Local Audit Log Rotation",
          "description" : "Flag to indicate that audit log files should be rotated when reaching a certain 
size.<br>Property: org.forgerock.agents.local.audit.log.rotation.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 1800,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "webSocketConnectionIntervalInMinutes" : {
          "title" : "WebSocket Connection Interval",
          "description" : "The time in minutes before WebSockets to AM are killed and reopened. This property 
helps ensure a balanced distribution of connections across the AM servers on the site. <br>Default: 
30<br>Type: Integer<br>Hot-swap: Yes<br> Property: org.forgerock.agents.balance.websocket.interval.minutes 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12120,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "advancedJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 5,
      "properties" : {
        "expiredSessionCacheTTL" : {
          "title" : "Expired Session Cache Timeout",
          "description" : "The time in minutes after which entries in the expired session cache timeout and 
are purged.<br>The expired session cache records sessions that have been killed by AM.Use the cache to reduce 
network traffic and load on AM. When the Agent receives a request using an invalidated token, it rejects the 
request without needing to retrieve session information from AM.<br>Default: 20<br>Type: Integer<br>Hot swap: 
No<br> Property: org.forgerock.agents.sso.expired.session.cache.ttl.minutes <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 13710,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "policyClientPollingInterval" : {
          "title" : "Policy Cache TTL",
          "description" : "This sets the time in minutes after which entries in the policy cache will timeout 
and be purged.<br>Property: org.forgerock.agents.policy.cache.ttl.minutes <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 13950,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "postDataStickySessionKeyValue" : {
          "title" : "POST Data Preservation Sticky Session Key Value",
          "description" : "The provided key-value pair will be used for adding to the URL or creating the 
cookie. <br>Example: <br>Set 'lb=server1' to append to the querystring or to have 'lb' cookie with 'server1' 
value. <br>Property: org.forgerock.agents.pdp.sticky.session.value <br>Valid for Java Agent 5.0 onwards",
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          "propertyOrder" : 13500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "missingPostDataPreservationEntryUri" : {
          "title" : "Missing POST Data Preservation Entry URI Map",
          "description" : "An application-specific URI Map that is used in case the referenced PDP entry 
cannot be found in the local cache (due to ttl). In such cases it will redirect to the specified URI, 
otherwise it will show a HTTP 403 Forbidden error. <br>Examples: <br>To set a redirect target for application 
BankApp: enter Bankapp in Map Key field and enter a redirect URI in corresponding Map Value field. 
<br>Property: org.forgerock.agents.pdp.noentry.url.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "clientHostnameHeader" : {
          "title" : "Client Hostname Header",
          "description" : "HTTP header name that holds the Hostname of the client. <br>Property: 
org.forgerock.agents.http.header.containing.remote.hostname <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "postDataCacheTtlMin" : {
          "title" : "POST Data Preservation Cache TTL",
          "description" : "This sets the time in minutes after which entries in the Post Data Preservation 
cache will timeout and be purged. <br>Property: org.forgerock.agents.pdp.cache.ttl.minutes <br>Introduced in 
Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "jwtCacheSize" : {
          "title" : "Max Entries in JWT Cache",
          "description" : "The maximum number of entries in the JWT cache.Property: 
org.forgerock.agents.jwt.cache.size <br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13810,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "postDataPreserveCacheEntryMaxEntries" : {
          "title" : "Max Entries in POST Data Preservation Storage",
          "description" : "Maximum number of entries to hold in the POST data preservation storage. 
<br>Property: org.forgerock.agents.pdp.cache.size <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13550,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "possibleXssCodeElements" : {
          "title" : "XSS Code Element List",
          "description" : "If one of these strings occurs in the request, the client is redirected to an error 
page.<br>Property: org.forgerock.agents.xss.code.element.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12800,
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          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "idleTimeRefreshWindow" : {
          "title" : "Idle Time Refresh Window",
          "description" : "Once every this number of minutes, the Agent will nudge AM so it knows a particular 
session is still in use, thereby resetting its idle time. <br>Property: 
org.forgerock.agents.idle.time.window.minutes <br>Introduced in Java Agent 5.6.2.1",
          "propertyOrder" : 14200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "xssDetectionRedirectUri" : {
          "title" : "XSS Redirect URI Map",
          "description" : "An application-specific Map that identifies a URI of the customized page if XSS 
code has been detected.<br>Examples: <br>To set a redirect target for application BankApp: enter BankApp in 
Map Key field, and enter a redirect URI in Corresponding Map Value field. <br>Property: 
org.forgerock.agents.xss.redirect.uri.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12900,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "fragmentRelayUri" : {
          "title" : "Fragment Relay URI",
          "description" : "To enable unauthenticated fragment retention within incoming requests, set this 
property to a valid dummy URI within the Agent application.<br>Example: /agentapp/pre-authn-fragment-capture 
<br>Property: org.forgerock.agents.authn.fragment.relay.uri <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 13090,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "alternativeAgentHostname" : {
          "title" : "Alternative Agent Host Name",
          "description" : "Host name identifying the Agent protected server to the client browsers if 
different from the actual host name. <br>Property: org.forgerock.agents.agent.hostname <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 4100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "postDataPreserveCacheEntryMaxTotalSizeMb" : {
          "title" : "POST Data Preservation Storage Size",
          "description" : "The maximum number of megabytes allocated to store POST data. When the maximum is 
reached, old entries are discarded. <br>Property: org.forgerock.agents.pdp.cache.total.size.mb <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 13600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
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        },
        "alternativeAgentProtocol" : {
          "title" : "Alternative Agent Protocol",
          "description" : "Protocol being used (http/https) by the client browsers to communicate with the 
Agent protected server if different from the actual protocol used by the server.<br>Property name: 
org.forgerock.agents.agent.protocol <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoExchangeCacheTTL" : {
          "title" : "Exchanged SSO Token Cache TTL",
          "description" : "This sets the time in minutes after which entries in the SSO token exchange cache 
will timeout and be purged. Since exchanging SSO tokens for JWTs is an expensive process, previously exchanged 
SSO tokens are cached so that the roundtrip to AM can be avoided in the case where an entity is unable to 
permanently store its JWT in a cookie. <br>Property: org.forgerock.agents.sso.exchange.cache.ttl.minutes 
<br>Introduced in Java Agent 5.6.2.1 <br>Requires Agent Restart",
          "propertyOrder" : 13900,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "monitoringToCSV" : {
          "title" : "Export Monitoring Metrics to CSV",
          "description" : "When set to true, the Agent will write monitoring information to CSV files. 
<br>Property: org.forgerock.agents.monitoring.to.csv.enabled <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 13085,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sessionCacheTTL" : {
          "title" : "Session Cache TTL",
          "description" : "This sets the time in minutes after which entries in the session cache will timeout 
and be purged. If an entry is not cached, the Agent will need to retrieve session information from AM, hence 
by default the timeout is much longer than for the policy cache. <br>Property: 
org.forgerock.agents.session.cache.ttl.minutes<br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13700,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "expiredSessionCacheSize" : {
          "title" : "Max Entries in Expired Session Cache",
          "description" : "The maximum number of entries in the expired session cache. When the maximum is 
reached, the oldest records are overwritten.<br> The expired session cache records sessions that have been 
killed by AM. Use the cache to reduce network traffic and load on AM. When the Agent receives a request using 
a token in the expired session cache, it rejects the request without needing to retrieve session information 
from AM.<br>Default: 500<br>Type: Integer<br> Hot swap: No<br>Property: 
org.forgerock.agents.expired.session.cache.size <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 13720,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "alternativeAgentPort" : {
          "title" : "Alternative Agent Port Number",
          "description" : "Port number identifying the Agent protected server listening port to the client 
browsers if different from the actual listening port. <br>Property name: org.forgerock.agents.agent.port 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4200,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "policyCacheSize" : {
          "title" : "Max Sessions in Policy Cache",
          "description" : "The maximum number of sessions, i.e. distinct users, stored in the policy 
evaluation cache at any one time.<br>Property: org.forgerock.agents.policy.cache.session.size <br>Introduced 
in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 14000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by agent.<br> Examples: <br> customproperty=custom-value1 <br> customlist[0]=customlist-value-0 <br> 
customlist[1]=customlist-value-1 <br> custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-value-2 
<br>Property: com.sun.identity.agents.config.freeformproperties <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 20000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "postDataStickySessionMode" : {
          "title" : "POST Data Preservation Sticky Session Mode",
          "description" : "If the PDP mechanism needs sticky loadbalancing, the URL mode will append a 
querystring, while the Cookie mode will create a cookie. <br>Property: 
org.forgerock.agents.pdp.sticky.session.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "jwtCacheTTL" : {
          "title" : "JWT Cache TTL",
          "description" : "This sets the time in minutes after which entries in the JWT cache will timeout and 
be purged. Since all JWTs in the cache have been parsed, and parsing is a CPU intensive process, having a 
large timeout on this cache is advantageous and will save CPU cycles reparsing already seen JWTs<br>Property: 
org.forgerock.agents.jwt.cache.ttl.minutes <br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "policyCachePerUser" : {
          "title" : "Max Entries in Policy Cache per Session",
          "description" : "The number of distinct policy evaluation entries that each session (stored in the 
policy evaluation cache) can have. Thus the total number of policy evaluation results that can be stored is 
the \"Max Sessions in Policy Cache\" multiplied by the \"Max Entries in Policy Cache per 
Session\".<br>Property: org.forgerock.agents.policy.cache.per.session.size <br>Introduced in Java Agent 5.6 
<br>Requires Agent Restart",
          "propertyOrder" : 14100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "ssoExchangeCacheSize" : {

Amster Entity Reference PingAM

2416 Copyright © 2025 Ping Identity Corporation



          "title" : "Max Entries in SSO Exchange Cache",
          "description" : "The number of entries in the SSO Exchange cache. <br>Property: 
org.forgerock.agents.sso.exchange.cache.size <br>Introduced in Java Agent 5.6.2.1 <br>Requires Agent Restart",
          "propertyOrder" : 13910,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "postDataPreservation" : {
          "title" : "Enable POST Data Preservation",
          "description" : "Post Data Preservation functionality basically stores any POST data before 
redirecting the user to the login screen and after successful login the agent will generate a page that 
autosubmits the same POST to the original URL.<br>Property: 
org.forgerock.agents.post.data.preservation.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientIpHeader" : {
          "title" : "Client IP Address Header",
          "description" : "HTTP header name that holds the IP address of the client. <br>Property: 
org.forgerock.agents.http.header.containing.ip.address <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "miscJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Miscellaneous",
      "propertyOrder" : 4,
      "properties" : {
        "authFailReasonParameterName" : {
          "title" : "Authentication Fail Reason Parameter Name",
          "description" : "If this property is defined, the agent will pass the named parameter to a custom 
page (defined by \"Authentication Fail URL\") saying why authentication failed. The reason can be very 
detailed and users may want to use the \"Authentication Fail Reason Parameter Value Map\" to give custom 
detail, otherwise these default values will be used: AUTHN_BOOKKEEPING_COOKIE_MISSING, NONCE_MISSING, 
EXCEPTION <br>Property: org.forgerock.agents.authn.fail.reason.parameter.name <br>Introduced in Java Agent 
5.7",
          "propertyOrder" : 19000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "loginReasonMap" : {
          "title" : "Login Reason Value Map",
          "description" : "This map allows some of the possible reasons to be mapped to arbitrary values, when 
empty will be used default values(see: \"Login Reason Parameter Name\" description). LOGIN REASON=CUSTOM VALUE 
e.g. [JWT_INVALID]=corrupted_token. <br>Property: org.forgerock.agents.login.reason.remapper <br>Introduced in 
Java Agent 5.7",
          "propertyOrder" : 18800,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
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          "exampleValue" : ""
        },
        "unwantedHttpUrlParams" : {
          "title" : "Remove Query Parameters List for Policy Evaluation",
          "description" : "Specifies a list of query parameters to be removed from a URL for policy decision 
and caching purposes. The property has the format [Domain/path] | parameter[,parameter...] with no spaces 
between values <br>Example: myapp.example.com/customers|location,lang <br>Property: 
org.forgerock.agents.unwanted.http.url.param.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authFailReasonUrl" : {
          "title" : "Authentication Fail URL",
          "description" : "This property allows administrators to set the URL/URI of a web page that says that 
authentication failed and which may, using the login fail reason parameter, explain why.<br>Property: 
org.forgerock.agents.authn.fail.url <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 18900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "wantedHttpUrlRegexParams" : {
          "title" : "Regular Expression Retain Query Parameters",
          "description" : "Specifies a list of regular expressions the agent uses to match query parameters to 
be retained for policy decision and caching purposes. The property has the format [Domain/path] | 
regular_expression[,regular_expression...] with no spaces between values. <br>Property: 
org.forgerock.agents.wanted.http.url.params.regex.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "agent302RedirectHttpData" : {
          "title" : "HTTP 302 Redirect Data",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the data to 
return instead of an HTTP 302 Redirect.<br>The following values are substituted in the default 
example:<br>%REQUEST_URI% is substituted for the URI of the incoming request.<br>%REQUEST_URL% is substituted 
for full path of the incoming request.<br>%TARGET% is substituted for the URI of the full path of the intended 
redirection target, and includes parameters if appropriate.<br> Substituted values can each occur zero or more 
times in the text.<br> Type: String<br>Default:<br> <pre>{redirect:{requestUri:%REQUEST_URI%,requestUrl:
%REQUEST_URL%,targetUrl:%TARGET%}}</pre><br> Hot-swap: Yes<br>Property: org.forgerock.agents.
302.redirect.http.data <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "agent302RedirectContentType" : {
          "title" : "HTTP 302 Redirect Content Type",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the content 
type of the data to return instead of an HTTP 302 Redirect.<br>Type: String<br>Default: application/
json<br>Hot-swap: Yes<br>Property: org.forgerock.agents.302.redirect.http.content.type <br>Introduced in Java 
Agent 5.8",
          "propertyOrder" : 20000,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "localeLanguage" : {
          "title" : "Locale Language",
          "description" : "Property: org.forgerock.agents.locale.language <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "agent302RedirectNerList" : {
          "title" : "HTTP 302 Redirect Not-Enforced List",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies a list of URLs 
for which HTTP 302 Redirect does not take place.<br>If a request does not match an entry in the list, or if 
the list is empty, an HTTP 302 Redirect takes place for all unauthenticated requests to access a resource, 
where other not-enforced rules do not automatically grant access to the resource.<br>If a request matches an 
entry in the list, HTTP 302 Redirect does not take place for that request, and the Agent returns a block of 
configurable JSON.<br> Type: List of not-enforced rules that comply with \"Conventions for Not-Enforced 
Rules\"<br>Default: Empty<br> Hot-swap: Yes<br>Property: org.forgerock.agents.302.redirect.ner.list 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "portCheckSetting" : {
          "title" : "Port Check Protocol Map",
          "description" : "Map of port versus protocol entries with the key being the listening port number 
and value being the listening protocol to be used by the Agent to identify requests with invalid port 
numbers.<br> Example: <br> To map port 80 to protocol http: enter 80 in Map Key field, and enter http in 
Corresponding Map Value field. <br>Property name: org.forgerock.agents.port.check.map <br>Valid for Java Agent 
5.0 onwards",
          "propertyOrder" : 7400,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "portCheckFile" : {
          "title" : "Port Check Filename",
          "description" : "Name or complete path of a file that has the necessary content needed to handle 
requests that need port correction. <br>Property: org.forgerock.agents.port.check.file <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 7300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "agent302RedirectInvertEnabled" : {
          "title" : "HTTP 302 Redirect Invert Not Enforced List",
          "description" : "When true, this property inverts the meaning of \"HTTP 302 Redirect Not-Enforced 
List\", so that it specifies a list of URLs for which HTTP 302 Redirect does take place.<br>Type: 
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Boolean<br>Default: false<br>Hot-swap: Yes<br> Property: org.forgerock.agents.302.redirect.invert.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20300,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "gotoParameterName" : {
          "title" : "Goto Parameter Name",
          "description" : "This is the name of the HTTP query \"goto\" parameter. It is not recommended to 
change it.<br>Property: com.sun.identity.agents.config.redirect.param <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "legacyUserAgentList" : {
          "title" : "Legacy User Agent List",
          "description" : "List of user agent header values that identify legacy browsers. Entries in this 
list can have wild card character '*'. <br>Property: org.forgerock.agents.legacy.user.agent.list <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 6800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "unwantedHttpUrlRegexParams" : {
          "title" : "Regex Remove Query Parameters List for Policy Evaluation",
          "description" : "Specifies a list of regular expressions the agent uses to match query parameters to 
be removed from a URL for policy decision and caching purposes. The property has the format [Domain/path] | 
regular_expression[,regular_expression...] with no spaces between values.<br>Property: 
org.forgerock.agents.unwanted.http.url.params.regex.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19600,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authFailReasonParameterRemapper" : {
          "title" : "Authentication Fail Reason Parameter Value Map",
          "description" : "This map allows some of the possible reasons to be mapped to arbitrary values. When 
empty, will use default values. <br>Property: org.forgerock.agents.authn.fail.reason.remapper <br>Introduced 
in Java Agent 5.7",
          "propertyOrder" : 19100,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "agent302RedirectStatusCode" : {
          "title" : "HTTP 302 Redirect Replacement HTTP Status Code",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the HTTP code 
to return instead of an HTTP 302 Redirect. <br>Type: Integer<br>Default: 200<br>Hot-swap: Yes<br> Property: 
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org.forgerock.agents.302.redirect.http.status.code <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 19900,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "loginReasonParameterName" : {
          "title" : "Login Reason Parameter Name",
          "description" : "Property to say why the user is being asked to login, the agent will (in custom 
login mode ONLY) pass the named parameter to the custom login endpoint, with an appropriate value. Note that 
this property is not enabled by default as this additional information represents an information leak. Default 
reasons: NO_TOKEN, JWT_INVALID, TOKEN_EXPIRED, EXCEPTION. <br>Property: 
org.forgerock.agents.login.reason.parameter.name <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 18700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "portCheckEnabled" : {
          "title" : "Enable Port Checking",
          "description" : "Indicates if port check functionality is enabled or disabled.<br>Property: 
org.forgerock.agents.port.check.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "agent302RedirectEnabled" : {
          "title" : "Enable HTTP 302 Redirects",
          "description" : "Controls how the Agent handles redirects, as follows: <br> true: HTTP 302 Redirects 
are enabled. When an unauthenticated user attempts to access a resource, and not-enforced rules do not 
automatically grant access to the resource, the Agent returns an HTTP 302 to redirect the user to an 
authentication endpoint.<br>false: HTTP 302 Redirects are disabled. When an unauthenticated user attempts to 
access a resource, the Agent returns a block of configurable JSON that can be intercepted.<br> The returned 
HTTP code, content type, and data is configured by the properties <b>HTTP 302 Redirect Replacement HTTP Code, 
HTTP 302 Redirect Content Type, and HTTP 302 Redirect Data.</b><br> Lists of URLs in a not-enforced rule 
style, for which the data is produced are configured by the properties <b>\"HTTP 302 Redirect Not-Enforced 
List\" and HTTP 302 Redirect Invert Not Enforced List.</b><br>The following example JSON shows the request 
path as a URL and URI, and the target URL of the disabled redirect: <br> <pre>{\"redirect\": { \"requestUri\": 
\"examples/index.html#section_two\", \"requestUrl\": \"http://my.example.com:8020/examples/
index.html#section_two\", \"targetUrl\": \"http://am.example.com:8010/am/oauth2/authorize?
scope=openid&response_type=id_token&redirect_uri= . . . }}</pre><br> Use this option when it is difficult to 
handle 302, for example, when the Agent is accessed by a JavaScript application, or by something other than a 
browser.<br>Type: Boolean<br>Default: true<br>Hot-swap: Yes <br>Property: org.forgerock.agents.
302.redirects.enabled <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 19800,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ignorePathInfo" : {
          "title" : "Ignore Path Info in Request URL",
          "description" : "The path info will be stripped from the request URL while doing Not Enforced List 
check and url policy evaluation if the value is set to true. <br>Property: 
com.sun.identity.agents.config.ignore.path.info <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 18600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "wantedHttpUrlParams" : {
          "title" : "Query Parameter List for Policy Evaluation",
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          "description" : "Specifies a list of query parameters to be retained (other parameters will be 
removed) from a URL for policy decision and caching purposes. The property has the format [Domain/path] | 
parameter[,parameter...] with no spaces between values.<br>Example: myapp.example.com/customers|location,lang 
<br>Property: org.forgerock.agents.wanted.http.url.param.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "gotoUrl" : {
          "title" : "Goto Url",
          "description" : "This is a URL used in rare circumstances where the Agent has nowhere else to go. 
For instance if the user requests a resource, authenticates for the first time, then presses the back button 
and the administrator hasn't set up the authn fail URL. <br>Property: org.forgerock.agents.default.goto.url 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 19200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "localeCountry" : {
          "title" : "Locale Country",
          "description" : "<br>Property: org.forgerock.agents.locale.country <br>Valid for Java Agent 5.0 
onwards<br>Requires Agent Restart",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "legacyRedirectUri" : {
          "title" : "Legacy User Agent Redirect URI",
          "description" : "An intermediate URI used by the Agent to redirect legacy user agent 
requests.<br>Property: org.forgerock.agents.legacy.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "legacyUserAgentSupport" : {
          "title" : "Enable Legacy Support Handlers",
          "description" : "Enables support for legacy user agents (browser).<br>Property: 
org.forgerock.agents.legacy.support.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "ssoJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "SSO",
      "propertyOrder" : 2,
      "properties" : {
        "authExchangeCookieName" : {
          "title" : "Authentication Exchange Cookie Name",
          "description" : "This property allows the administrator to define a cooke name that will be used by 
the authn exchange endpoint. The value is empty by default and the endpoint will thus not be capable of 
examining cookie values <br>Property: org.forgerock.agents.authn.exchange.cookie.name <br>Introduced in Java 
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Agent 5.7",
          "propertyOrder" : 5902,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "acceptSsoTokenDomainList" : {
          "title" : "SSO Cookie Domain List",
          "description" : "A list of domains in which the Agent attempts to create SSO cookies when \"Enable 
SSO Token Acceptance\" is true:<br> If the list is empty, the agent creates cookies only in its own 
domain.<br> If the agent is running behind a browser, it can create cookies only in its own domain.<br> If the 
agent is running behind a proxy, it should be able to create cookies in any required domains.<br> Default: 
Empty<br>Type: List of strings that represent domains<br>Hot-swap: Yes <br>Property: 
org.forgerock.agents.ipdp.cookie.domain.list <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5802,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "excludedUserAgentsList" : {
          "title" : "Exclude Agents From Samesite Cookie Attributes",
          "description" : "Excluded User agents pattern list. List of incompatible user agents that will be 
prevented from receiving SameSite cookie attributes. <br>Property: 
org.forgerock.agents.samesite.excluded.user.agents.list <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5960,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "cdssoDomainList" : {
          "title" : "JWT Cookie Domain List",
          "description" : "Domains for which cookies have to be set in a CDSSO scenario. <br> Example: 
<br> .forgerock.com <br>Property: org.forgerock.agents.jwt.cookie.domain.list <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 5800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "acceptSsoTokenEnabled" : {
          "title" : "Enable SSO Token Acceptance",
          "description" : "When true, the Agent does not attempt to convert SSO tokens to OIDC tokens. Use 
this option to continue to use SSO tokens, when the Agent and the token issuer are in the same domain.<br>When 
false, the Agent accepts SSO tokens and converts them to OIDC tokens. Use this option for better security, and 
in applications and APIs where the backend requires user information in form of an OIDC token.<br>Default: 
False<br>Type: Boolean<br> Hot-swap: Yes<br>Property: org.forgerock.agents.accept.sso.tokens.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5801,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "httpOnly" : {
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          "title" : "Enable HTTP Only Cookies",
          "description" : "Flag saying whether HTTP only cookies are enabled.<br>Property: 
com.sun.identity.cookie.httponly <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5910,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authExchangeUri" : {
          "title" : "Authentication Exchange URI",
          "description" : "This property allows the administrator to enable an endpoint that will facilitate 
the exchange of SSO tokens for OIDC JWTs. The value is empty by default and thus the endpoint is not 
accessible.<br>Property: org.forgerock.agents.authn.exchange.uri <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 5901,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "acceptIPDPCookie" : {
          "title" : "Convert SSO Tokens Into OIDC JWTs",
          "description" : "When this property is set to true, for each incoming request, when the user does 
not present a JWT in the designated cookie, the Agent will look for an SSO token in the iPlanetDirectoryPro 
cookie (configurable in AM). If this is found, the Agent invokes AM to exchange it for a JWT which is then 
used in further requests. The result is cached, so interaction with AM will not be needed, if the same SSO 
token is presented in the future (and the existing cache entry is still valid)<br>Property: 
org.forgerock.agents.accept.ipdp.cookie.enabled <br>Introduced in Java Agent 5.6.2.1",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "encodeCookies" : {
          "title" : "Enable Encoded Cookies",
          "description" : "Cookies are encoded, if set. <br>Property: com.iplanet.am.cookie.encode <br>Valid 
for Java Agent 5.0 onwards",
          "propertyOrder" : 5920,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "cdssoSecureCookies" : {
          "title" : "Transmit Cookies Securely",
          "description" : "When true, all cookies written by the Java Agent are secure. <br>Default: 
false.<br>Property: org.forgerock.agents.secure.cookies.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "cookieResetNames" : {
          "title" : "Reset Cookie List",
          "description" : "Cookie names that will be reset by the Agent if Cookie Reset is 
enabled.<br>Property: org.forgerock.agents.cookie.reset.name.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4700,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "cookieResetDomains" : {
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          "title" : "Reset Cookie Domain Map",
          "description" : "Maps cookie names specified in Cookie Reset Name List to value being the domain of 
this cookie to be used when a reset event occurs. <br>Property: org.forgerock.agents.cookie.reset.domain.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4800,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "cdssoRedirectUri" : {
          "title" : "Authentication Redirect URI",
          "description" : "An intermediate URI that is used by the Agent for processing CDSSO requests. 
<br>Property: org.forgerock.agents.authn.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "cookieResetPaths" : {
          "title" : "Reset Cookie Path Map",
          "description" : "Maps cookie names specified in Cookie Reset Name List to value being the path of 
this cookie to be used when a reset event occurs.<br>Property: org.forgerock.agents.cookie.reset.path.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4900,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "setCookieAttributeMap" : {
          "title" : "Set-Cookie Attribute Map",
          "description" : "Text from this map will be added directly into the Set-Cookie header by the 
AttributeTaskHandler and its descendants when it creates cookies out of Profile Attributes, Session Info 
Attributes and/or Response Attributes. The key is the cookie name, the value is any arbitrary text suitable 
for the Set-Cookie header. Users should remember semicolons if they wish to add multiple values. Values 
inappropriate for the header will likely cause the Agent to fail to create the relevant cookie. <br>Property: 
org.forgerock.agents.set.cookie.attribute.map, <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5950,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "cookieResetEnabled" : {
          "title" : "Cookie Reset",
          "description" : "Agent resets cookies in the response before redirecting to 
authentication.<br>Property: org.forgerock.agents.cookie.reset.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4600,
          "required" : false,
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          "type" : "boolean",
          "exampleValue" : ""
        },
        "setCookieInternalMap" : {
          "title" : "Set-Cookie Internal Map",
          "description" : "Text from this map will be added directly into the Set-Cookie header when creating 
\"internal\" cookies (e.g. the am-auth-jwt and pre-auth cookies). This allows, among other things, the same-
site value to be manipulated. The key is the cookie name, the value is any arbitrary text suitable for the 
Set-Cookie header. Users should remember semicolons if they wish to add multiple values.  Values inappropriate 
for the header will likely cause the Agent to fail to create the relevant cookie. <br>Property: 
org.forgerock.agents.set.cookie.internal.map <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5940,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        }
      }
    },
    "amServicesJ2EEAgent" : {
      "type" : "object",
      "title" : "AM Services",
      "propertyOrder" : 3,
      "properties" : {
        "amLoginUrl" : {
          "title" : "AM Login URL List",
          "description" : "AM login page URL. <br> Example: <br> http://host:port/am/UI/Login <br>Property: 
com.sun.identity.agents.config.login.url <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3710,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "conditionalLogoutUrl" : {
          "title" : "Conditional Logout URL List",
          "description" : "Examples: <br> match|url?param1=value1&amp;param2=value2 <br>match/path|?
param1=value1&amp;param2=value2&amp;param3=value3 <br>Property: 
org.forgerock.agents.conditional.logout.url.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12550,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "policyEvaluationApplication" : {
          "title" : "Policy Set Map",
          "description" : "Which application contains the policies to evaluate with. <br>Property: 
org.forgerock.agents.policy.set.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "conditionalLoginUrl" : {
          "title" : "OAuth Login URL List",
          "description" : "Examples: <br> match|url?param1=value1&amp;ampparam2=value2 <br> match/path|?
param1=value1&amp;ampparam2=value2&amp;ampparam3=value3 <br>Property: 
org.forgerock.agents.oauth.login.url.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "overridePolicyEvaluationRealmEnabled" : {
          "title" : "Enable Policy Evaluation in User Authentication Realm",
          "description" : "When true, user authenticated realm will be used for policy evaluation and ignores 
the value in org.forgerock.agents.policy.evaluation.realm.map. <br>Default: false<br>Type: Boolean<br>Hot-
swap: Yes<br> Property: org.forgerock.agents.user.realm.overrides.policy.evaluation.realm.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5410,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "policyNotifications" : {
          "title" : "Enable Policy Notifications",
          "description" : "Enable Notifications(via websockets) for remote policy client.<br>Property: 
org.forgerock.agents.policy.change.notifications.enabled <br>Valid for Java Agent 5.0 onwards <br>Requires 
Agent Restart",
          "propertyOrder" : 11200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authSuccessRedirectUrl" : {
          "title" : "Redirect to AM's Success URL",
          "description" : "When enabled, the Agent will redirect to the session's Success URL instead (defined 
in auth. chain) of the originally requested resource after successful authentication. <br>Property: 
org.forgerock.agents.authn.success.redirect.session.url.enabled <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 4000,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "urlPolicyEnvPostParameters" : {
          "title" : "POST Parameter List for URL Policy Env",
          "description" : "List of HTTP POST request parameters whose names and values will be set in the 
environment map for URL policy evaluation at AM server. <br> Examples: <br> name <br> phonenumber 
<br>Property: org.forgerock.agents.continuous.security.post.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "legacyLoginUrlList" : {
          "title" : "Legacy Login URL List",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a specified domain name, the Java agent redirects the request to a specific URL. 
Conditional redirects have the format [Domain/path]|[URL?realm=value&amp;parameter1=value1...], with no spaces 
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between values. <br>Example: myapp.domain.com|https://login.example.com/apps/login.jsp?realm=sales  
<br>Property: org.forgerock.agents.legacy.login.url.list <br>Introduced in Java Agent 5.0.1",
          "propertyOrder" : 3900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authServicePort" : {
          "title" : "AM Authentication Service Port",
          "description" : "Port to be used by the AM authentication service. This property need to be updated 
in Bootstrap.properties<br>Property: org.forgerock.agents.am.port <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 11100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authServiceProtocol" : {
          "title" : "AM Authentication Service Protocol",
          "description" : "Protocol to be used by the AM authentication service. This property need to be 
updated in AgentBootstrap.properties <br>Property: org.forgerock.agents.am.protocol <br>Valid for Java Agent 
5.0 onwards <br>Requires Agent Restart",
          "propertyOrder" : 10900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "restrictToRealm" : {
          "title" : "Restrict to Realm Map",
          "description" : "A map keyed by application name which allows users from only the specified realms 
(each entry is a CSV) to access the specified application. If no restricted realm is set, any user from any 
realm will be allowed access. Keyed by application name, value is a comma separated list of realms from which 
users may request resources. <br>Property: org.forgerock.agents.restrict.to.realm.map <br>Introduced in Java 
Agent 5.6.2.1",
          "propertyOrder" : 13080,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "customLoginEnabled" : {
          "title" : "Enable Custom Login Mode",
          "description" : "Flag to enable custom login. <br>Property: 
org.forgerock.agents.legacy.login.enabled <br>Introduced in Java Agent 5.0.1",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authServiceHost" : {
          "title" : "AM Authentication Service Host Name",
          "description" : "Host name to be used by the AM authentication service. This property need to be 
updated in Bootstrap.properties <br>Property: org.forgerock.agents.am.hostname <br>Valid for Java Agent 5.0 
onwards <br>Requires Agent Restart",
          "propertyOrder" : 11000,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "agentAdviceEncode" : {
          "title" : "Composite Advice Encode",
          "description" : "This property is used to specify whether AM composite advices should be based64url 
encoded before sending to custom login endpoints. <br>Property: org.forgerock.agents.advice.b64.url.encode 
<br>Introduced in Java Agent 5.6.2",
          "propertyOrder" : 13050,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "urlPolicyEnvJsessionParameters" : {
          "title" : "JSession Parameter List for URL Policy Env",
          "description" : "List of HTTP SESSION attributes whose names and values will be set in the 
environment map for URL policy evaluation at AM server. <br> Examples: <br> name <br> phonenumber 
<br>Property: org.forgerock.agents.continuous.security.http.session.list <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 12000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "policyEvaluationRealm" : {
          "title" : "Policy Evaluation Realm Map",
          "description" : "Which realm to start evaluating from. <br>Property: 
org.forgerock.agents.policy.evaluation.realm.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "urlPolicyEnvGetParameters" : {
          "title" : "GET Parameter List for URL Policy Env",
          "description" : "List of HTTP GET request parameters whose names and values will be set in the 
environment map for URL policy evaluation at AM server.<br> Examples: <br> name <br> phonenumber <br>Property: 
org.forgerock.agents.continuous.security.get.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage
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am> delete J2EEAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action J2EEAgentGroups --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action J2EEAgentGroups --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action J2EEAgentGroups --realm Realm --actionName nextdescendents

query

Querying the agent groups of a specific type

Usage

am> query J2EEAgentGroups --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read J2EEAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update J2EEAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "applicationJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Application",
      "propertyOrder" : 1,
      "properties" : {
        "responseAttributeMap" : {
          "title" : "Response Attribute Map",
          "description" : "Maps the policy response attributes to be populated under specific names for the 
currently authenticated user. <br> Example: <br> To populate the value of response attribute uid under name 
CUSTOM-USER-NAME: enter uid in Map Key field, and enter CUSTOM-USER-NAME in Corresponding Map Value field. 
<br>Property: org.forgerock.agents.response.attribute.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9200,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "notEnforcedFavicon" : {
          "title" : "Not-Enforced Favicon",
          "description" : "This flag, if enabled, automatically adds \"*/favicon.ico\" to the not enforced 
list.  This can help to avoid odd situations in which a user is required to log in after logging out, just 
because favicon.ico has been requested by browser. <br>Property: 
org.forgerock.agents.auto.not.enforce.favicon.enabled <br>Introduced in Java Agent 5.7 <br>Requires Agent 
Restart",
          "propertyOrder" : 7650,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "notEnforcedIpsCacheEnabled" : {
          "title" : "Enable Not-Enforced IP Cache",
          "description" : "Enable caching of not-enforced IP list evaluation results.<br>Property: 
org.forgerock.agents.notenforced.ip.cache.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "profileAttributeMap" : {
          "title" : "Profile Attribute Map",
          "description" : "Maps the profile attributes to be populated under specific names for the currently 
authenticated user.<br> Example: <br> To populate the value of profile attribute cn under name CUSTOM-Common-
Name: enter cn in Map Key field, and enter CUSTOM-Common-Name in Corresponding Map Value field. <br> To 
populate the value of profile attribute mail under name CUSTOM-Email: enter mail in Map Key field, and enter 
CUSTOM-Email in Corresponding Map Value field. <br>Property: org.forgerock.agents.profile.attribute.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8800,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
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          "type" : "object",
          "exampleValue" : ""
        },
        "notEnforcedIps" : {
          "title" : "Not-Enforced Client IP List",
          "description" : "No authentication and authorization protection from agent are required for the 
requests coming from these client IP addresses. <br> Examples: <br> 192.18.145.* <br> 192.18.146.123 Property: 
org.forgerock.agents.notenforced.ip.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "applicationLogoutUris" : {
          "title" : "Logout URI Map",
          "description" : "An application-specific Map that identifies a request URI which indicates a logout 
event.<br>Valid key: the web application name. <br>Valid value: the application logout URI. <br>For this 
property, a global value can be set to apply to all the applications that don't have their own specific logout 
URI.  <br> Examples: <br>To set a global application logout URI: leave Map Key field empty, and enter the 
global application logout URI /logout.jsp in Corresponding Map Value field. <br> To set the logout URI for 
application BankApp: enter BankApp in Map Key field, and enter the application logout URI /BankApp/logout.jsp 
in Corresponding Map Value field. <br>Property: org.forgerock.agents.logout.endpoint.map <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 6000,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "cookieAttributeUrlEncoded" : {
          "title" : "Enable Attribute Encoding",
          "description" : "Indicates if the value of the attribute should be URL encoded before being set as a 
cookie.<br>Property: org.forgerock.agents.attribute.cookie.encode.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 8500,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "logoutIntrospection" : {
          "title" : "Enable Logout Introspection",
          "description" : "Allows the Agent to search HTTP request body to locate logout 
parameter.<br>Property: org.forgerock.agents.logout.introspection.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 6200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "headerAttributeDateFormat" : {
          "title" : "Fetch Attribute Date Format",
          "description" : "Format of date attribute values to be used when the attribute is being set as HTTP 
header. Format is based on java.text.SimpleDateFormat. <br>Property: 
org.forgerock.agents.attribute.date.format <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8400,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "notEnforcedUrisCacheEnabled" : {
          "title" : "Enable Not-Enforced URIs Cache",
          "description" : "Enables the caching of the Not-Enforced URIs list evaluation results.<br>Property: 
org.forgerock.agents.notenforced.uri.cache.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "logoutEntryUri" : {
          "title" : "Logout Entry URI Map",
          "description" : "An application-specific Map that identifies a URI to be used as an entry point 
after successful logout and subsequent successful authentication if applicable. <br>Valid key: the web 
application name. <br>Valid value: the logout entry URI. <br>For this property, a global value can be set to 
apply to all the applications that don't have their own specific logout entry URI. <br> Examples: <br>To set a 
global application logout entry URI: leave Map Key field empty, and enter the global application logout entry 
URI /welcome.html in Corresponding Map Value field. <br> To set the logout entry URI for application BankApp: 
enter BankApp in Map Key field, and enter the logout entry URI /BankApp/welcome.html in Corresponding Map 
Value field. <br>Property: org.forgerock.agents.logout.goto.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6300,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "sessionAttributeFetchMode" : {
          "title" : "Session Attribute Fetch Mode",
          "description" : "The mode of fetching session attributes.<br>Property: 
com.sun.identity.agents.config.session.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "notEnforcedUris" : {
          "title" : "Not-Enforced URIs",
          "description" : "List of URIs for which protection is not enforced by the Agent. <br> Examples: 
<br> /BankApp/public/* <br> /BankApp/images/* <br>Property: org.forgerock.agents.notenforced.uri.list 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "continuousSecurityCookies" : {
          "title" : "Continuous Security Cookie Map",
          "description" : "The name of the cookies to be sent as part of the payload during policy evaluation, 
which can be accessed via the 'environment' variable in a policy script. The 'key' is the name of the cookie 
to be sent, and the 'value' is the name which it will appear as in the policy evaluation script. It is 
possible to map multiple cookies to the same name (they will simply appear as an array in the evaluation 
script). If the cookie doesn't exist, then the empty string will be sent. <br>Property: 
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org.forgerock.agents.continuous.security.cookies.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 3210,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "cookieAttributeMultiValueSeparator" : {
          "title" : "Cookie Separator Character",
          "description" : "Character that will be used to separate multiple values of the same attribute when 
it is being set as a cookie. <br>Property: org.forgerock.agents.attribute.cookie.separator <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 8300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "invertNotEnforcedIps" : {
          "title" : "Invert Not-Enforced IPs",
          "description" : "Client IP Addresses to invert protection of IP addresses listed in the related Not-
Enforced Client IP List.<br>Property: org.forgerock.agents.notenforced.ip.invert.enabled <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 8000,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientIpValidationRange" : {
          "title" : "Client IP Validation Address Range",
          "description" : "Comma separated list of IP addresses and/or ranges of IP addresses in CIDR format. 
Key = application(if empty for all applications) Requires \"Client IP Validation Mode\" property be DENY or 
LOGOUT.<br>Property: org.forgerock.agents.acceptable.ip.address.map <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 8275,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "clientIpValidationMode" : {
          "title" : "Client IP Validation Mode",
          "description" : "Checks that that the request originates from the same IP address as used for first 
authentication, or that any change in IP address is in the \"approved\" list. <br>Key: Application name. If 
the application is not named, check the the IP address globally, for all applications. <br>Value:<br> OFF: Do 
not check the IP address. <br> DENY: If IP address is not approved, refuse the request and return an HTTP 403. 
<br> LOGOUT: If IP address is not approved, log out from AM to destroy the user session. <br>Property: 
org.forgerock.agents.original.ip.check.mode.map <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 8250,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
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          "exampleValue" : ""
        },
        "notEnforcedUrisCacheSize" : {
          "title" : "Max Entries in Not-Enforced URI Cache",
          "description" : "Size of the cache to be used if caching of not enforced URI list evaluation results 
is enabled.<br>Property: org.forgerock.agents.notenforced.uri.cache.size <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 7800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "responseAttributeFetchMode" : {
          "title" : "Response Attribute Fetch Mode",
          "description" : "The mode of fetching policy response attributes.<br>Property: 
org.forgerock.agents.response.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "resourceAccessDeniedUri" : {
          "title" : "Access Denied URI Map",
          "description" : "An application-specific Map that identifies a URI of the customized access denied 
page.<br>Valid key: the web application name. <br>Valid value: the customized application access denied page 
URI. <br>For this property, a global value can be set to apply to all the applications that don't have their 
own specific access denied page.  <br> Examples: <br>To set a global access denied page: leave Map Key field 
empty, and enter the global access denied page URI /sample/accessdenied.html in Corresponding Map Value field. 
<br> To set the access denied page URI for application BankApp: enter BankApp in Map Key field, and enter the 
application access denied page URI /BankApp/accessdenied.html in Corresponding Map Value field. <br>Property: 
org.forgerock.agents.access.denied.uri.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 2700,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "profileAttributeFetchMode" : {
          "title" : "Profile Attribute Fetch Mode",
          "description" : "The mode of fetching profile attributes.<br>Property: 
com.sun.identity.agents.config.profile.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "notEnforcedRuleCompoundSeparator" : {
          "title" : "Not Enforced Compound Rule Separator",
          "description" : "Specifies a separator for not enforced compound rules. The format for compound 
rules requires a list of IP rules, a separator (by default the | character), and a list of URI rules. 
<br>Example, GET 192.168.1.1-192.168.4.3 | /images/* <br>Configure a different separator (for example, &&) 
when working with the REGEX keyword to avoid invalid regular expressions. <br>Property: 
com.sun.identity.agents.config.notenforced.rule.compound.separator <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7450,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "logoutRequestParameters" : {
          "title" : "Logout Request Parameter Map",
          "description" : "An application-specific Map that identifies a parameter which when present in the 
HTTP request indicates a logout event. <br>Valid key: the web application name. <br>Valid value: the logout 
request parameter. <br>For this property, a global value can be set to apply to all the applications that 
don't have their own specific logout request parameter. <br> Examples: <br>To set a global application logout 
request parameter: leave Map Key field empty, and enter the global application logout request parameter 
logoutparam in Corresponding Map Value field. <br> To set the logout request parameter for application 
BankApp: enter BankApp in Map Key field, and enter the logout request parameter logoutparam in Corresponding 
Map Value field. <br>Property: org.forgerock.agents.logout.request.param.map <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 6100,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "sessionAttributeMap" : {
          "title" : "Session Attribute Map",
          "description" : "Maps the session attributes to be populated under specific names for the currently 
authenticated user.<br> Example: <br>  To populate the value of session attribute UserToken under name CUSTOM-
userid: enter UserToken in Map Key field, and enter CUSTOM-userid in Corresponding Map Value field. 
<br>Property: org.forgerock.agents.session.attribute.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9000,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "invertNotEnforcedUris" : {
          "title" : "Invert Not-Enforced URIs",
          "description" : "Inverts protection of  URIs specified in Not-Enforced URIs list. When set to true, 
it indicates that the URIs specified should be enforced and all other URIs should be not enforced by the 
Agent.<br>Property: org.forgerock.agents.notenforced.uri.invert.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "notEnforcedIpsCacheSize" : {
          "title" : "Max Entries in Not-Enforced IP Cache",
          "description" : "Size of the cache to be used if Not-Enforced IP Cache Flag is enabled.<br>Property: 
org.forgerock.agents.notenforced.ip.cache.size <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "continuousSecurityHeaders" : {
          "title" : "Continuous Security Header Map",
          "description" : "The name of the headers in the user's original request, that will be sent as part 
of the payload during policy evaluation, which can then be accessed via the 'environment' variable in a policy 
script. The 'key' is the name of the header to be sent, and the 'value' is the name which it will appear as in 
the policy evaluation script.It is possible to map multiple headers to the same name (they will simply appear 
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as an array in the evaluation script). If the header doesn't exist, then the empty string will be sent. 
<br>Property: org.forgerock.agents.continuous.security.headers.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 3211,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        }
      }
    },
    "globalJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Global",
      "propertyOrder" : 0,
      "properties" : {
        "fqdnMapping" : {
          "title" : "FQDN Virtual Host Map",
          "description" : "Maps virtual, invalid, or partial hostnames, and IP addresses to the FQDN to access 
protected resources.<br> Examples: <br>  To map the partial hostname myserver to myserver.mydomain.com: enter 
myserver in the Map Key field and myserver.mydomain.com in the Corresponding Map Value field. To map a virtual 
server rst.hostname.com that points to the actual server abc.hostname.com: enter valid1 in the Map Key field 
and rst.hostname.com in the Corresponding Map Value field. <br>Property: org.forgerock.agents.fqdn.map) 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6600,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "fqdnDefault" : {
          "title" : "Default FQDN",
          "description" : "Fully qualified hostname that the users should use in order to access 
resources.<br>Property: org.forgerock.agents.fqdn.default <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userAttributeName" : {
          "title" : "User Attribute Name",
          "description" : "Name of the attribute which contains the user-ID.<br>Property: 
org.forgerock.agents.user.mapping.mode.attribute.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "configurationReloadInterval" : {
          "title" : "Configuration Reload Interval",
          "description" : "Only used when websocket notifications are disabled, specifies interval in seconds 
after which config is reloaded automatically by the Agent. <br>Property: 
org.forgerock.agents.config.reload.seconds <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1200,
          "required" : false,
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          "type" : "integer",
          "exampleValue" : ""
        },
        "debugLogfileRotationMinutes" : {
          "title" : "Debug File Rotation Time",
          "description" : "This is the time in minutes after which log file rotation will occur.<br>Property: 
org.forgerock.agents.debug.rotation.time.minutes <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10040,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "fqdnCheck" : {
          "title" : "Enable FQDN Checking",
          "description" : "Enables checking of fqdn default value and fqdn map values.<br>Property: 
org.forgerock.agents.fqdn.check.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "agentConfigChangeNotificationsEnabled" : {
          "title" : "Enable Notifications of Agent Configuration Change",
          "description" : "Enable agent to receive notification messages (via websockets) from AM server for 
configuration changes.<br>Property: org.forgerock.agents.config.change.notifications.enabled <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 12100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "localAuditRotationSize" : {
          "title" : "Local Audit Log Rotation Size",
          "description" : "Size limit when a local audit log file is rotated to a new file.<br>Property name: 
org.forgerock.agents.local.audit.log.rotation.bytes <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1900,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "debugLogfilePrefix" : {
          "title" : "Debug File Rotation Prefix",
          "description" : "Prefix which can be added onto the front of the debug file name when it is 
rotated.<br>Property: org.forgerock.agents.debug.prefix <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10010,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "loginAttemptLimitCookieName" : {
          "title" : "Login Attempt Limit Cookie Name",
          "description" : "The name of the cookie used to record the number of login attempts.<br>Property: 
org.forgerock.agents.login.counter.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4500,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2439



          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "recheckAmUnavailabilityInSeconds" : {
          "title" : "Recheck availability of AM",
          "description" : "The duration after which the agent rechecks AM availability, when Autonomous mode 
is false, and AM becomes unavailable at runtime. <br>Consider these points when you configure this property: 
<br> If the duration is too short, the agent checks AM availability too often, and agent performance can be 
reduced. <br> If the duration is zero, the agent checks AM availability for every call. Requests that match 
not-enforced rules can take longer. <br>Property: 
org.forgerock.agents.am.unavailability.recheck.window.in.seconds <br>Introduced in Java Agent 5.9",
          "propertyOrder" : 12115,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "customResponseHeader" : {
          "title" : "Custom Response Header Map",
          "description" : "Map specifies the custom headers that are set by the Agent on the client browser. 
The key is the header name and the value represents the header value.<br> Example: <br>  To set the custom 
header Cache-Control to value no-cache: enter Cache-Control in Map Key field, and enter no-cache in 
Corresponding Map Value field. <br>Property: org.forgerock.agents.response.header.map <br>Valid for Java Agent 
5.0 onwards",
          "propertyOrder" : 7000,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "jwtName" : {
          "title" : "JWT Cookie Name",
          "description" : "The name used by the agent to set the OIDC JWT on the user's browser.<br>Property: 
org.forgerock.agents.jwt.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11201,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "debugLogfileSuffix" : {
          "title" : "Debug File Rotation Suffix",
          "description" : "This is a value appended onto the end of the debug file name when it is rotated. 
The user is free to define it as they want, but if it does not involve a timestamp that produces different 
file names when the rotation time is reached, log file rotation is unlikely to function correctly<br>Property: 
org.forgerock.agents.debug.suffix <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10020,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "httpSessionBinding" : {
          "title" : "HTTP Session Binding",
          "description" : "If true will invalidate the http session when login has failed, user has no SSO 
session, or principal user name does not match SSO user name.<br>Property: 
org.forgerock.agents.http.session.binding.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "boolean",
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          "exampleValue" : ""
        },
        "lbCookieName" : {
          "title" : "Load Balancer Cookie Name",
          "description" : "The name of the load balancer cookies. This property is used only if 
\"org.forgerock.agents.load.balancer.cookies.enabled\" is true. To improve performance, make sure that this 
property has the same value as the AM property com.iplanet.amlbcookie.name.  <br>Property: 
org.forgerock.agents.load.balancer.cookie.name <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 12130,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "redirectAttemptLimit" : {
          "title" : "Redirect Attempt Limit",
          "description" : "Number of successive single point redirects that a user can make using a single 
browser session which will trigger the blocking of the user request. Set to 0 to disable this 
feature.<br>Property: org.forgerock.agents.redirect.attempt.limit <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userTokenName" : {
          "title" : "User Session Name",
          "description" : "Session property name for user-ID of the authenticated user in 
session.<br>Property: org.forgerock.agents.userid.mapping.mode.use.session.property.name <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "debugLogfileRetentionCount" : {
          "title" : "Debug File Rotation Retention Count",
          "description" : "This is the number of log files to retain after rotation, so for example, setting 
it to 10 would give you one current debug file and nine older (rotated) files.<br>Property: 
org.forgerock.agents.debug.retention.count <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10050,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "loginAttemptLimit" : {
          "title" : "Login Attempt Limit",
          "description" : "Limit of failed login attempts for a user's single browser session until triggering 
the blocking of the user request. Value of 0 disables this feature.Property: 
org.forgerock.agents.login.attempt.limit.count <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4400,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userMappingMode" : {
          "title" : "User Mapping Mode",
          "description" : "Specifies mechanism agent uses to determine user-ID.<br>Property: 
org.forgerock.agents.user.mapping.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "preAuthCookieMaxAge" : {
          "title" : "Max Age of Pre-Authentication Cookie",
          "description" : "This is the amount of time in seconds before the pre-authn cookie will 
timeout.<br>Property: org.forgerock.agents.authn.cookie.max.age.seconds <br>Valid for Java Agent 5.6.3 
onwards",
          "propertyOrder" : 11220,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "lbCookieEnabled" : {
          "title" : "Enable Load Balancer Cookies",
          "description" : "When true, every policy evaluation call to AM is accompanied by a load balancer 
cookie. Use this property with \"org.forgerock.agents.load.balancer.cookie.name\" to improve performance. Load 
balancer cookies can reduce the number of calls that different AM instances make to the core token service. 
<br>Property: org.forgerock.agents.load.balancer.cookies.enabled <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 12125,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "debugLogfileRotationSize" : {
          "title" : "Debug File Rotation Size",
          "description" : "This specifies the approximate size in bytes at which a log file will be rotated to 
a new log file.<br>Property: org.forgerock.agents.debug.rotation.size.bytes <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10030,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "debugLevel" : {
          "title" : "Agent Debug Level",
          "description" : "Specifies type of agent debug messages to log.<br>Property: 
com.iplanet.services.debug.level <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 10000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "preAuthCookieName" : {
          "title" : "Pre-Authentication Cookie Name",
          "description" : "Specifies the name of the cookie the agent uses to track the progress of 
authentication with AM.<br>Property: org.forgerock.agents.authn.cookie.name <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 11210,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "auditAccessType" : {
          "title" : "Audit Access Types",
          "description" : "Types of messages to log based on user URL access attempts.<br>Property name: 
org.forgerock.agents.audit.what <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "localAuditLogfileRetentionCount" : {
          "title" : "Audit Logfile Retention Count",
          "description" : "The number of audit log files to retain after rotation has occurred.Property: 
org.forgerock.agents.local.audit.log.retention.count <br>Introduced in Java Agent 5.7",
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          "propertyOrder" : 2100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "filterMode" : {
          "title" : "Agent Filter Mode Map",
          "description" : "Specifies the mode of operation of the Filter.<br>Valid key: the web application 
name. <br>Valid values: ALL, URL_POLICY, SSO_ONLY, NONE <br>For this property, a global value can be set to 
apply to all the applications that don't have their own specific filter mode. <br>Examples: <br>To set ALL as 
the global filter mode: leave Map Key field empty, and enter ALL in Corresponding MapValue field. <br>To set 
URL_POLICY as the filter mode for application BankApp: enter BankApp in Map Key field, and enter URL_POLICY in 
Corresponding Map Value field. <br>Property: org.forgerock.agents.filter.mode.map <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 500,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "redirectAttemptLimitCookieName" : {
          "title" : "Redirect Attempt Cookie Name",
          "description" : "Agent tries to detect redirect loops while authenticating, which would normally 
indicate a cookie domain problem. The Agent does this by using a cookie to holds the current redirection 
count.<br>Property: org.forgerock.agents.redirect.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7150,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "auditLogLocation" : {
          "title" : "Audit Log Location",
          "description" : "LOCAL = audit information stored in files based locally to the Agent container 
<br>REMOTE = audit information logged via AM. <br>Property: org.forgerock.agents.audit.where <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userPrincipalFlag" : {
          "title" : "Enable User Principal Flag",
          "description" : "Use principal instead of just the user-ID for authenticating the user.<br>Property: 
org.forgerock.agents.userid.mapping.mode.use.dn.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "cdssoRootUrl" : {
          "title" : "Agent Root URL for CDSSO",
          "description" : "The list of agent root URLs for CDSSO. The valid value is in the format protocol://
hostname:port/, where protocol represents the protocol used, such as http or https, hostname represents the 
host name of the system where the agent resides, and port represents the port number on which the agent is 
installed. The slash following the port number is required.<br> If your agent system also has virtual host 
names, add URLs with the virtual host names to this list as well. AM checks that goto URLs match one of the 
agent root URLs for CDSSO.<br>Property: sunIdentityServerDeviceKeyValue <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 22700,
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          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "localAuditLogRotation" : {
          "title" : "Enable Local Audit Log Rotation",
          "description" : "Flag to indicate that audit log files should be rotated when reaching a certain 
size.<br>Property: org.forgerock.agents.local.audit.log.rotation.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 1800,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "webSocketConnectionIntervalInMinutes" : {
          "title" : "WebSocket Connection Interval",
          "description" : "The time in minutes before WebSockets to AM are killed and reopened. This property 
helps ensure a balanced distribution of connections across the AM servers on the site. <br>Default: 
30<br>Type: Integer<br>Hot-swap: Yes<br> Property: org.forgerock.agents.balance.websocket.interval.minutes 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12120,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "advancedJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 5,
      "properties" : {
        "expiredSessionCacheTTL" : {
          "title" : "Expired Session Cache Timeout",
          "description" : "The time in minutes after which entries in the expired session cache timeout and 
are purged.<br>The expired session cache records sessions that have been killed by AM.Use the cache to reduce 
network traffic and load on AM. When the Agent receives a request using an invalidated token, it rejects the 
request without needing to retrieve session information from AM.<br>Default: 20<br>Type: Integer<br>Hot swap: 
No<br> Property: org.forgerock.agents.sso.expired.session.cache.ttl.minutes <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 13710,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "policyClientPollingInterval" : {
          "title" : "Policy Cache TTL",
          "description" : "This sets the time in minutes after which entries in the policy cache will timeout 
and be purged.<br>Property: org.forgerock.agents.policy.cache.ttl.minutes <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 13950,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "postDataStickySessionKeyValue" : {
          "title" : "POST Data Preservation Sticky Session Key Value",
          "description" : "The provided key-value pair will be used for adding to the URL or creating the 
cookie. <br>Example: <br>Set 'lb=server1' to append to the querystring or to have 'lb' cookie with 'server1' 
value. <br>Property: org.forgerock.agents.pdp.sticky.session.value <br>Valid for Java Agent 5.0 onwards",
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          "propertyOrder" : 13500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "missingPostDataPreservationEntryUri" : {
          "title" : "Missing POST Data Preservation Entry URI Map",
          "description" : "An application-specific URI Map that is used in case the referenced PDP entry 
cannot be found in the local cache (due to ttl). In such cases it will redirect to the specified URI, 
otherwise it will show a HTTP 403 Forbidden error. <br>Examples: <br>To set a redirect target for application 
BankApp: enter Bankapp in Map Key field and enter a redirect URI in corresponding Map Value field. 
<br>Property: org.forgerock.agents.pdp.noentry.url.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "clientHostnameHeader" : {
          "title" : "Client Hostname Header",
          "description" : "HTTP header name that holds the Hostname of the client. <br>Property: 
org.forgerock.agents.http.header.containing.remote.hostname <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "postDataCacheTtlMin" : {
          "title" : "POST Data Preservation Cache TTL",
          "description" : "This sets the time in minutes after which entries in the Post Data Preservation 
cache will timeout and be purged. <br>Property: org.forgerock.agents.pdp.cache.ttl.minutes <br>Introduced in 
Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "jwtCacheSize" : {
          "title" : "Max Entries in JWT Cache",
          "description" : "The maximum number of entries in the JWT cache.Property: 
org.forgerock.agents.jwt.cache.size <br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13810,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "postDataPreserveCacheEntryMaxEntries" : {
          "title" : "Max Entries in POST Data Preservation Storage",
          "description" : "Maximum number of entries to hold in the POST data preservation storage. 
<br>Property: org.forgerock.agents.pdp.cache.size <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13550,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "possibleXssCodeElements" : {
          "title" : "XSS Code Element List",
          "description" : "If one of these strings occurs in the request, the client is redirected to an error 
page.<br>Property: org.forgerock.agents.xss.code.element.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12800,
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          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "idleTimeRefreshWindow" : {
          "title" : "Idle Time Refresh Window",
          "description" : "Once every this number of minutes, the Agent will nudge AM so it knows a particular 
session is still in use, thereby resetting its idle time. <br>Property: 
org.forgerock.agents.idle.time.window.minutes <br>Introduced in Java Agent 5.6.2.1",
          "propertyOrder" : 14200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "xssDetectionRedirectUri" : {
          "title" : "XSS Redirect URI Map",
          "description" : "An application-specific Map that identifies a URI of the customized page if XSS 
code has been detected.<br>Examples: <br>To set a redirect target for application BankApp: enter BankApp in 
Map Key field, and enter a redirect URI in Corresponding Map Value field. <br>Property: 
org.forgerock.agents.xss.redirect.uri.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12900,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "fragmentRelayUri" : {
          "title" : "Fragment Relay URI",
          "description" : "To enable unauthenticated fragment retention within incoming requests, set this 
property to a valid dummy URI within the Agent application.<br>Example: /agentapp/pre-authn-fragment-capture 
<br>Property: org.forgerock.agents.authn.fragment.relay.uri <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 13090,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "alternativeAgentHostname" : {
          "title" : "Alternative Agent Host Name",
          "description" : "Host name identifying the Agent protected server to the client browsers if 
different from the actual host name. <br>Property: org.forgerock.agents.agent.hostname <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 4100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "postDataPreserveCacheEntryMaxTotalSizeMb" : {
          "title" : "POST Data Preservation Storage Size",
          "description" : "The maximum number of megabytes allocated to store POST data. When the maximum is 
reached, old entries are discarded. <br>Property: org.forgerock.agents.pdp.cache.total.size.mb <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 13600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
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        },
        "alternativeAgentProtocol" : {
          "title" : "Alternative Agent Protocol",
          "description" : "Protocol being used (http/https) by the client browsers to communicate with the 
Agent protected server if different from the actual protocol used by the server.<br>Property name: 
org.forgerock.agents.agent.protocol <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoExchangeCacheTTL" : {
          "title" : "Exchanged SSO Token Cache TTL",
          "description" : "This sets the time in minutes after which entries in the SSO token exchange cache 
will timeout and be purged. Since exchanging SSO tokens for JWTs is an expensive process, previously exchanged 
SSO tokens are cached so that the roundtrip to AM can be avoided in the case where an entity is unable to 
permanently store its JWT in a cookie. <br>Property: org.forgerock.agents.sso.exchange.cache.ttl.minutes 
<br>Introduced in Java Agent 5.6.2.1 <br>Requires Agent Restart",
          "propertyOrder" : 13900,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "monitoringToCSV" : {
          "title" : "Export Monitoring Metrics to CSV",
          "description" : "When set to true, the Agent will write monitoring information to CSV files. 
<br>Property: org.forgerock.agents.monitoring.to.csv.enabled <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 13085,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sessionCacheTTL" : {
          "title" : "Session Cache TTL",
          "description" : "This sets the time in minutes after which entries in the session cache will timeout 
and be purged. If an entry is not cached, the Agent will need to retrieve session information from AM, hence 
by default the timeout is much longer than for the policy cache. <br>Property: 
org.forgerock.agents.session.cache.ttl.minutes<br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13700,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "expiredSessionCacheSize" : {
          "title" : "Max Entries in Expired Session Cache",
          "description" : "The maximum number of entries in the expired session cache. When the maximum is 
reached, the oldest records are overwritten.<br> The expired session cache records sessions that have been 
killed by AM. Use the cache to reduce network traffic and load on AM. When the Agent receives a request using 
a token in the expired session cache, it rejects the request without needing to retrieve session information 
from AM.<br>Default: 500<br>Type: Integer<br> Hot swap: No<br>Property: 
org.forgerock.agents.expired.session.cache.size <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 13720,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "alternativeAgentPort" : {
          "title" : "Alternative Agent Port Number",
          "description" : "Port number identifying the Agent protected server listening port to the client 
browsers if different from the actual listening port. <br>Property name: org.forgerock.agents.agent.port 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4200,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "policyCacheSize" : {
          "title" : "Max Sessions in Policy Cache",
          "description" : "The maximum number of sessions, i.e. distinct users, stored in the policy 
evaluation cache at any one time.<br>Property: org.forgerock.agents.policy.cache.session.size <br>Introduced 
in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 14000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by agent.<br> Examples: <br> customproperty=custom-value1 <br> customlist[0]=customlist-value-0 <br> 
customlist[1]=customlist-value-1 <br> custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-value-2 
<br>Property: com.sun.identity.agents.config.freeformproperties <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 20000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "postDataStickySessionMode" : {
          "title" : "POST Data Preservation Sticky Session Mode",
          "description" : "If the PDP mechanism needs sticky loadbalancing, the URL mode will append a 
querystring, while the Cookie mode will create a cookie. <br>Property: 
org.forgerock.agents.pdp.sticky.session.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "jwtCacheTTL" : {
          "title" : "JWT Cache TTL",
          "description" : "This sets the time in minutes after which entries in the JWT cache will timeout and 
be purged. Since all JWTs in the cache have been parsed, and parsing is a CPU intensive process, having a 
large timeout on this cache is advantageous and will save CPU cycles reparsing already seen JWTs<br>Property: 
org.forgerock.agents.jwt.cache.ttl.minutes <br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "policyCachePerUser" : {
          "title" : "Max Entries in Policy Cache per Session",
          "description" : "The number of distinct policy evaluation entries that each session (stored in the 
policy evaluation cache) can have. Thus the total number of policy evaluation results that can be stored is 
the \"Max Sessions in Policy Cache\" multiplied by the \"Max Entries in Policy Cache per 
Session\".<br>Property: org.forgerock.agents.policy.cache.per.session.size <br>Introduced in Java Agent 5.6 
<br>Requires Agent Restart",
          "propertyOrder" : 14100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "ssoExchangeCacheSize" : {

Amster Entity Reference PingAM

2448 Copyright © 2025 Ping Identity Corporation



          "title" : "Max Entries in SSO Exchange Cache",
          "description" : "The number of entries in the SSO Exchange cache. <br>Property: 
org.forgerock.agents.sso.exchange.cache.size <br>Introduced in Java Agent 5.6.2.1 <br>Requires Agent Restart",
          "propertyOrder" : 13910,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "postDataPreservation" : {
          "title" : "Enable POST Data Preservation",
          "description" : "Post Data Preservation functionality basically stores any POST data before 
redirecting the user to the login screen and after successful login the agent will generate a page that 
autosubmits the same POST to the original URL.<br>Property: 
org.forgerock.agents.post.data.preservation.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientIpHeader" : {
          "title" : "Client IP Address Header",
          "description" : "HTTP header name that holds the IP address of the client. <br>Property: 
org.forgerock.agents.http.header.containing.ip.address <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "miscJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Miscellaneous",
      "propertyOrder" : 4,
      "properties" : {
        "authFailReasonParameterName" : {
          "title" : "Authentication Fail Reason Parameter Name",
          "description" : "If this property is defined, the agent will pass the named parameter to a custom 
page (defined by \"Authentication Fail URL\") saying why authentication failed. The reason can be very 
detailed and users may want to use the \"Authentication Fail Reason Parameter Value Map\" to give custom 
detail, otherwise these default values will be used: AUTHN_BOOKKEEPING_COOKIE_MISSING, NONCE_MISSING, 
EXCEPTION <br>Property: org.forgerock.agents.authn.fail.reason.parameter.name <br>Introduced in Java Agent 
5.7",
          "propertyOrder" : 19000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "loginReasonMap" : {
          "title" : "Login Reason Value Map",
          "description" : "This map allows some of the possible reasons to be mapped to arbitrary values, when 
empty will be used default values(see: \"Login Reason Parameter Name\" description). LOGIN REASON=CUSTOM VALUE 
e.g. [JWT_INVALID]=corrupted_token. <br>Property: org.forgerock.agents.login.reason.remapper <br>Introduced in 
Java Agent 5.7",
          "propertyOrder" : 18800,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
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          "exampleValue" : ""
        },
        "unwantedHttpUrlParams" : {
          "title" : "Remove Query Parameters List for Policy Evaluation",
          "description" : "Specifies a list of query parameters to be removed from a URL for policy decision 
and caching purposes. The property has the format [Domain/path] | parameter[,parameter...] with no spaces 
between values <br>Example: myapp.example.com/customers|location,lang <br>Property: 
org.forgerock.agents.unwanted.http.url.param.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authFailReasonUrl" : {
          "title" : "Authentication Fail URL",
          "description" : "This property allows administrators to set the URL/URI of a web page that says that 
authentication failed and which may, using the login fail reason parameter, explain why.<br>Property: 
org.forgerock.agents.authn.fail.url <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 18900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "wantedHttpUrlRegexParams" : {
          "title" : "Regular Expression Retain Query Parameters",
          "description" : "Specifies a list of regular expressions the agent uses to match query parameters to 
be retained for policy decision and caching purposes. The property has the format [Domain/path] | 
regular_expression[,regular_expression...] with no spaces between values. <br>Property: 
org.forgerock.agents.wanted.http.url.params.regex.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "agent302RedirectHttpData" : {
          "title" : "HTTP 302 Redirect Data",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the data to 
return instead of an HTTP 302 Redirect.<br>The following values are substituted in the default 
example:<br>%REQUEST_URI% is substituted for the URI of the incoming request.<br>%REQUEST_URL% is substituted 
for full path of the incoming request.<br>%TARGET% is substituted for the URI of the full path of the intended 
redirection target, and includes parameters if appropriate.<br> Substituted values can each occur zero or more 
times in the text.<br> Type: String<br>Default:<br> <pre>{redirect:{requestUri:%REQUEST_URI%,requestUrl:
%REQUEST_URL%,targetUrl:%TARGET%}}</pre><br> Hot-swap: Yes<br>Property: org.forgerock.agents.
302.redirect.http.data <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "agent302RedirectContentType" : {
          "title" : "HTTP 302 Redirect Content Type",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the content 
type of the data to return instead of an HTTP 302 Redirect.<br>Type: String<br>Default: application/
json<br>Hot-swap: Yes<br>Property: org.forgerock.agents.302.redirect.http.content.type <br>Introduced in Java 
Agent 5.8",
          "propertyOrder" : 20000,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "localeLanguage" : {
          "title" : "Locale Language",
          "description" : "Property: org.forgerock.agents.locale.language <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "agent302RedirectNerList" : {
          "title" : "HTTP 302 Redirect Not-Enforced List",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies a list of URLs 
for which HTTP 302 Redirect does not take place.<br>If a request does not match an entry in the list, or if 
the list is empty, an HTTP 302 Redirect takes place for all unauthenticated requests to access a resource, 
where other not-enforced rules do not automatically grant access to the resource.<br>If a request matches an 
entry in the list, HTTP 302 Redirect does not take place for that request, and the Agent returns a block of 
configurable JSON.<br> Type: List of not-enforced rules that comply with \"Conventions for Not-Enforced 
Rules\"<br>Default: Empty<br> Hot-swap: Yes<br>Property: org.forgerock.agents.302.redirect.ner.list 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "portCheckSetting" : {
          "title" : "Port Check Protocol Map",
          "description" : "Map of port versus protocol entries with the key being the listening port number 
and value being the listening protocol to be used by the Agent to identify requests with invalid port 
numbers.<br> Example: <br> To map port 80 to protocol http: enter 80 in Map Key field, and enter http in 
Corresponding Map Value field. <br>Property name: org.forgerock.agents.port.check.map <br>Valid for Java Agent 
5.0 onwards",
          "propertyOrder" : 7400,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "portCheckFile" : {
          "title" : "Port Check Filename",
          "description" : "Name or complete path of a file that has the necessary content needed to handle 
requests that need port correction. <br>Property: org.forgerock.agents.port.check.file <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 7300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "agent302RedirectInvertEnabled" : {
          "title" : "HTTP 302 Redirect Invert Not Enforced List",
          "description" : "When true, this property inverts the meaning of \"HTTP 302 Redirect Not-Enforced 
List\", so that it specifies a list of URLs for which HTTP 302 Redirect does take place.<br>Type: 
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Boolean<br>Default: false<br>Hot-swap: Yes<br> Property: org.forgerock.agents.302.redirect.invert.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20300,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "gotoParameterName" : {
          "title" : "Goto Parameter Name",
          "description" : "This is the name of the HTTP query \"goto\" parameter. It is not recommended to 
change it.<br>Property: com.sun.identity.agents.config.redirect.param <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "legacyUserAgentList" : {
          "title" : "Legacy User Agent List",
          "description" : "List of user agent header values that identify legacy browsers. Entries in this 
list can have wild card character '*'. <br>Property: org.forgerock.agents.legacy.user.agent.list <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 6800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "unwantedHttpUrlRegexParams" : {
          "title" : "Regex Remove Query Parameters List for Policy Evaluation",
          "description" : "Specifies a list of regular expressions the agent uses to match query parameters to 
be removed from a URL for policy decision and caching purposes. The property has the format [Domain/path] | 
regular_expression[,regular_expression...] with no spaces between values.<br>Property: 
org.forgerock.agents.unwanted.http.url.params.regex.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19600,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authFailReasonParameterRemapper" : {
          "title" : "Authentication Fail Reason Parameter Value Map",
          "description" : "This map allows some of the possible reasons to be mapped to arbitrary values. When 
empty, will use default values. <br>Property: org.forgerock.agents.authn.fail.reason.remapper <br>Introduced 
in Java Agent 5.7",
          "propertyOrder" : 19100,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "agent302RedirectStatusCode" : {
          "title" : "HTTP 302 Redirect Replacement HTTP Status Code",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the HTTP code 
to return instead of an HTTP 302 Redirect. <br>Type: Integer<br>Default: 200<br>Hot-swap: Yes<br> Property: 
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org.forgerock.agents.302.redirect.http.status.code <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 19900,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "loginReasonParameterName" : {
          "title" : "Login Reason Parameter Name",
          "description" : "Property to say why the user is being asked to login, the agent will (in custom 
login mode ONLY) pass the named parameter to the custom login endpoint, with an appropriate value. Note that 
this property is not enabled by default as this additional information represents an information leak. Default 
reasons: NO_TOKEN, JWT_INVALID, TOKEN_EXPIRED, EXCEPTION. <br>Property: 
org.forgerock.agents.login.reason.parameter.name <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 18700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "portCheckEnabled" : {
          "title" : "Enable Port Checking",
          "description" : "Indicates if port check functionality is enabled or disabled.<br>Property: 
org.forgerock.agents.port.check.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "agent302RedirectEnabled" : {
          "title" : "Enable HTTP 302 Redirects",
          "description" : "Controls how the Agent handles redirects, as follows: <br> true: HTTP 302 Redirects 
are enabled. When an unauthenticated user attempts to access a resource, and not-enforced rules do not 
automatically grant access to the resource, the Agent returns an HTTP 302 to redirect the user to an 
authentication endpoint.<br>false: HTTP 302 Redirects are disabled. When an unauthenticated user attempts to 
access a resource, the Agent returns a block of configurable JSON that can be intercepted.<br> The returned 
HTTP code, content type, and data is configured by the properties <b>HTTP 302 Redirect Replacement HTTP Code, 
HTTP 302 Redirect Content Type, and HTTP 302 Redirect Data.</b><br> Lists of URLs in a not-enforced rule 
style, for which the data is produced are configured by the properties <b>\"HTTP 302 Redirect Not-Enforced 
List\" and HTTP 302 Redirect Invert Not Enforced List.</b><br>The following example JSON shows the request 
path as a URL and URI, and the target URL of the disabled redirect: <br> <pre>{\"redirect\": { \"requestUri\": 
\"examples/index.html#section_two\", \"requestUrl\": \"http://my.example.com:8020/examples/
index.html#section_two\", \"targetUrl\": \"http://am.example.com:8010/am/oauth2/authorize?
scope=openid&response_type=id_token&redirect_uri= . . . }}</pre><br> Use this option when it is difficult to 
handle 302, for example, when the Agent is accessed by a JavaScript application, or by something other than a 
browser.<br>Type: Boolean<br>Default: true<br>Hot-swap: Yes <br>Property: org.forgerock.agents.
302.redirects.enabled <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 19800,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ignorePathInfo" : {
          "title" : "Ignore Path Info in Request URL",
          "description" : "The path info will be stripped from the request URL while doing Not Enforced List 
check and url policy evaluation if the value is set to true. <br>Property: 
com.sun.identity.agents.config.ignore.path.info <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 18600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "wantedHttpUrlParams" : {
          "title" : "Query Parameter List for Policy Evaluation",
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          "description" : "Specifies a list of query parameters to be retained (other parameters will be 
removed) from a URL for policy decision and caching purposes. The property has the format [Domain/path] | 
parameter[,parameter...] with no spaces between values.<br>Example: myapp.example.com/customers|location,lang 
<br>Property: org.forgerock.agents.wanted.http.url.param.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "gotoUrl" : {
          "title" : "Goto Url",
          "description" : "This is a URL used in rare circumstances where the Agent has nowhere else to go. 
For instance if the user requests a resource, authenticates for the first time, then presses the back button 
and the administrator hasn't set up the authn fail URL. <br>Property: org.forgerock.agents.default.goto.url 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 19200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "localeCountry" : {
          "title" : "Locale Country",
          "description" : "<br>Property: org.forgerock.agents.locale.country <br>Valid for Java Agent 5.0 
onwards<br>Requires Agent Restart",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "legacyRedirectUri" : {
          "title" : "Legacy User Agent Redirect URI",
          "description" : "An intermediate URI used by the Agent to redirect legacy user agent 
requests.<br>Property: org.forgerock.agents.legacy.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "legacyUserAgentSupport" : {
          "title" : "Enable Legacy Support Handlers",
          "description" : "Enables support for legacy user agents (browser).<br>Property: 
org.forgerock.agents.legacy.support.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "ssoJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "SSO",
      "propertyOrder" : 2,
      "properties" : {
        "authExchangeCookieName" : {
          "title" : "Authentication Exchange Cookie Name",
          "description" : "This property allows the administrator to define a cooke name that will be used by 
the authn exchange endpoint. The value is empty by default and the endpoint will thus not be capable of 
examining cookie values <br>Property: org.forgerock.agents.authn.exchange.cookie.name <br>Introduced in Java 
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Agent 5.7",
          "propertyOrder" : 5902,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "acceptSsoTokenDomainList" : {
          "title" : "SSO Cookie Domain List",
          "description" : "A list of domains in which the Agent attempts to create SSO cookies when \"Enable 
SSO Token Acceptance\" is true:<br> If the list is empty, the agent creates cookies only in its own 
domain.<br> If the agent is running behind a browser, it can create cookies only in its own domain.<br> If the 
agent is running behind a proxy, it should be able to create cookies in any required domains.<br> Default: 
Empty<br>Type: List of strings that represent domains<br>Hot-swap: Yes <br>Property: 
org.forgerock.agents.ipdp.cookie.domain.list <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5802,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "excludedUserAgentsList" : {
          "title" : "Exclude Agents From Samesite Cookie Attributes",
          "description" : "Excluded User agents pattern list. List of incompatible user agents that will be 
prevented from receiving SameSite cookie attributes. <br>Property: 
org.forgerock.agents.samesite.excluded.user.agents.list <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5960,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "cdssoDomainList" : {
          "title" : "JWT Cookie Domain List",
          "description" : "Domains for which cookies have to be set in a CDSSO scenario. <br> Example: 
<br> .forgerock.com <br>Property: org.forgerock.agents.jwt.cookie.domain.list <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 5800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "acceptSsoTokenEnabled" : {
          "title" : "Enable SSO Token Acceptance",
          "description" : "When true, the Agent does not attempt to convert SSO tokens to OIDC tokens. Use 
this option to continue to use SSO tokens, when the Agent and the token issuer are in the same domain.<br>When 
false, the Agent accepts SSO tokens and converts them to OIDC tokens. Use this option for better security, and 
in applications and APIs where the backend requires user information in form of an OIDC token.<br>Default: 
False<br>Type: Boolean<br> Hot-swap: Yes<br>Property: org.forgerock.agents.accept.sso.tokens.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5801,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "httpOnly" : {

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2455



          "title" : "Enable HTTP Only Cookies",
          "description" : "Flag saying whether HTTP only cookies are enabled.<br>Property: 
com.sun.identity.cookie.httponly <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5910,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authExchangeUri" : {
          "title" : "Authentication Exchange URI",
          "description" : "This property allows the administrator to enable an endpoint that will facilitate 
the exchange of SSO tokens for OIDC JWTs. The value is empty by default and thus the endpoint is not 
accessible.<br>Property: org.forgerock.agents.authn.exchange.uri <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 5901,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "acceptIPDPCookie" : {
          "title" : "Convert SSO Tokens Into OIDC JWTs",
          "description" : "When this property is set to true, for each incoming request, when the user does 
not present a JWT in the designated cookie, the Agent will look for an SSO token in the iPlanetDirectoryPro 
cookie (configurable in AM). If this is found, the Agent invokes AM to exchange it for a JWT which is then 
used in further requests. The result is cached, so interaction with AM will not be needed, if the same SSO 
token is presented in the future (and the existing cache entry is still valid)<br>Property: 
org.forgerock.agents.accept.ipdp.cookie.enabled <br>Introduced in Java Agent 5.6.2.1",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "encodeCookies" : {
          "title" : "Enable Encoded Cookies",
          "description" : "Cookies are encoded, if set. <br>Property: com.iplanet.am.cookie.encode <br>Valid 
for Java Agent 5.0 onwards",
          "propertyOrder" : 5920,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "cdssoSecureCookies" : {
          "title" : "Transmit Cookies Securely",
          "description" : "When true, all cookies written by the Java Agent are secure. <br>Default: 
false.<br>Property: org.forgerock.agents.secure.cookies.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "cookieResetNames" : {
          "title" : "Reset Cookie List",
          "description" : "Cookie names that will be reset by the Agent if Cookie Reset is 
enabled.<br>Property: org.forgerock.agents.cookie.reset.name.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4700,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "cookieResetDomains" : {
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          "title" : "Reset Cookie Domain Map",
          "description" : "Maps cookie names specified in Cookie Reset Name List to value being the domain of 
this cookie to be used when a reset event occurs. <br>Property: org.forgerock.agents.cookie.reset.domain.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4800,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "cdssoRedirectUri" : {
          "title" : "Authentication Redirect URI",
          "description" : "An intermediate URI that is used by the Agent for processing CDSSO requests. 
<br>Property: org.forgerock.agents.authn.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "cookieResetPaths" : {
          "title" : "Reset Cookie Path Map",
          "description" : "Maps cookie names specified in Cookie Reset Name List to value being the path of 
this cookie to be used when a reset event occurs.<br>Property: org.forgerock.agents.cookie.reset.path.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4900,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "setCookieAttributeMap" : {
          "title" : "Set-Cookie Attribute Map",
          "description" : "Text from this map will be added directly into the Set-Cookie header by the 
AttributeTaskHandler and its descendants when it creates cookies out of Profile Attributes, Session Info 
Attributes and/or Response Attributes. The key is the cookie name, the value is any arbitrary text suitable 
for the Set-Cookie header. Users should remember semicolons if they wish to add multiple values. Values 
inappropriate for the header will likely cause the Agent to fail to create the relevant cookie. <br>Property: 
org.forgerock.agents.set.cookie.attribute.map, <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5950,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "cookieResetEnabled" : {
          "title" : "Cookie Reset",
          "description" : "Agent resets cookies in the response before redirecting to 
authentication.<br>Property: org.forgerock.agents.cookie.reset.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4600,
          "required" : false,
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          "type" : "boolean",
          "exampleValue" : ""
        },
        "setCookieInternalMap" : {
          "title" : "Set-Cookie Internal Map",
          "description" : "Text from this map will be added directly into the Set-Cookie header when creating 
\"internal\" cookies (e.g. the am-auth-jwt and pre-auth cookies). This allows, among other things, the same-
site value to be manipulated. The key is the cookie name, the value is any arbitrary text suitable for the 
Set-Cookie header. Users should remember semicolons if they wish to add multiple values.  Values inappropriate 
for the header will likely cause the Agent to fail to create the relevant cookie. <br>Property: 
org.forgerock.agents.set.cookie.internal.map <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5940,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        }
      }
    },
    "amServicesJ2EEAgent" : {
      "type" : "object",
      "title" : "AM Services",
      "propertyOrder" : 3,
      "properties" : {
        "amLoginUrl" : {
          "title" : "AM Login URL List",
          "description" : "AM login page URL. <br> Example: <br> http://host:port/am/UI/Login <br>Property: 
com.sun.identity.agents.config.login.url <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3710,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "conditionalLogoutUrl" : {
          "title" : "Conditional Logout URL List",
          "description" : "Examples: <br> match|url?param1=value1&amp;param2=value2 <br>match/path|?
param1=value1&amp;param2=value2&amp;param3=value3 <br>Property: 
org.forgerock.agents.conditional.logout.url.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12550,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "policyEvaluationApplication" : {
          "title" : "Policy Set Map",
          "description" : "Which application contains the policies to evaluate with. <br>Property: 
org.forgerock.agents.policy.set.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "conditionalLoginUrl" : {
          "title" : "OAuth Login URL List",
          "description" : "Examples: <br> match|url?param1=value1&amp;ampparam2=value2 <br> match/path|?
param1=value1&amp;ampparam2=value2&amp;ampparam3=value3 <br>Property: 
org.forgerock.agents.oauth.login.url.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "overridePolicyEvaluationRealmEnabled" : {
          "title" : "Enable Policy Evaluation in User Authentication Realm",
          "description" : "When true, user authenticated realm will be used for policy evaluation and ignores 
the value in org.forgerock.agents.policy.evaluation.realm.map. <br>Default: false<br>Type: Boolean<br>Hot-
swap: Yes<br> Property: org.forgerock.agents.user.realm.overrides.policy.evaluation.realm.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5410,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "policyNotifications" : {
          "title" : "Enable Policy Notifications",
          "description" : "Enable Notifications(via websockets) for remote policy client.<br>Property: 
org.forgerock.agents.policy.change.notifications.enabled <br>Valid for Java Agent 5.0 onwards <br>Requires 
Agent Restart",
          "propertyOrder" : 11200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authSuccessRedirectUrl" : {
          "title" : "Redirect to AM's Success URL",
          "description" : "When enabled, the Agent will redirect to the session's Success URL instead (defined 
in auth. chain) of the originally requested resource after successful authentication. <br>Property: 
org.forgerock.agents.authn.success.redirect.session.url.enabled <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 4000,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "urlPolicyEnvPostParameters" : {
          "title" : "POST Parameter List for URL Policy Env",
          "description" : "List of HTTP POST request parameters whose names and values will be set in the 
environment map for URL policy evaluation at AM server. <br> Examples: <br> name <br> phonenumber 
<br>Property: org.forgerock.agents.continuous.security.post.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "legacyLoginUrlList" : {
          "title" : "Legacy Login URL List",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a specified domain name, the Java agent redirects the request to a specific URL. 
Conditional redirects have the format [Domain/path]|[URL?realm=value&amp;parameter1=value1...], with no spaces 
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between values. <br>Example: myapp.domain.com|https://login.example.com/apps/login.jsp?realm=sales  
<br>Property: org.forgerock.agents.legacy.login.url.list <br>Introduced in Java Agent 5.0.1",
          "propertyOrder" : 3900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authServicePort" : {
          "title" : "AM Authentication Service Port",
          "description" : "Port to be used by the AM authentication service. This property need to be updated 
in Bootstrap.properties<br>Property: org.forgerock.agents.am.port <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 11100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authServiceProtocol" : {
          "title" : "AM Authentication Service Protocol",
          "description" : "Protocol to be used by the AM authentication service. This property need to be 
updated in AgentBootstrap.properties <br>Property: org.forgerock.agents.am.protocol <br>Valid for Java Agent 
5.0 onwards <br>Requires Agent Restart",
          "propertyOrder" : 10900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "restrictToRealm" : {
          "title" : "Restrict to Realm Map",
          "description" : "A map keyed by application name which allows users from only the specified realms 
(each entry is a CSV) to access the specified application. If no restricted realm is set, any user from any 
realm will be allowed access. Keyed by application name, value is a comma separated list of realms from which 
users may request resources. <br>Property: org.forgerock.agents.restrict.to.realm.map <br>Introduced in Java 
Agent 5.6.2.1",
          "propertyOrder" : 13080,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "customLoginEnabled" : {
          "title" : "Enable Custom Login Mode",
          "description" : "Flag to enable custom login. <br>Property: 
org.forgerock.agents.legacy.login.enabled <br>Introduced in Java Agent 5.0.1",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authServiceHost" : {
          "title" : "AM Authentication Service Host Name",
          "description" : "Host name to be used by the AM authentication service. This property need to be 
updated in Bootstrap.properties <br>Property: org.forgerock.agents.am.hostname <br>Valid for Java Agent 5.0 
onwards <br>Requires Agent Restart",
          "propertyOrder" : 11000,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "agentAdviceEncode" : {
          "title" : "Composite Advice Encode",
          "description" : "This property is used to specify whether AM composite advices should be based64url 
encoded before sending to custom login endpoints. <br>Property: org.forgerock.agents.advice.b64.url.encode 
<br>Introduced in Java Agent 5.6.2",
          "propertyOrder" : 13050,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "urlPolicyEnvJsessionParameters" : {
          "title" : "JSession Parameter List for URL Policy Env",
          "description" : "List of HTTP SESSION attributes whose names and values will be set in the 
environment map for URL policy evaluation at AM server. <br> Examples: <br> name <br> phonenumber 
<br>Property: org.forgerock.agents.continuous.security.http.session.list <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 12000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "policyEvaluationRealm" : {
          "title" : "Policy Evaluation Realm Map",
          "description" : "Which realm to start evaluating from. <br>Property: 
org.forgerock.agents.policy.evaluation.realm.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "urlPolicyEnvGetParameters" : {
          "title" : "GET Parameter List for URL Policy Env",
          "description" : "List of HTTP GET request parameters whose names and values will be set in the 
environment map for URL policy evaluation at AM server.<br> Examples: <br> name <br> phonenumber <br>Property: 
org.forgerock.agents.continuous.security.get.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    }
  }
}
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J2eeAgents

Realm Operations

Agents handler that is responsible for managing agents

Resource path:

/realm-config/agents/J2EEAgent

Resource version: 1.0

create

Usage

am> create J2eeAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "miscJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Miscellaneous",
      "propertyOrder" : 4,
      "properties" : {
        "agent302RedirectHttpData" : {
          "title" : "HTTP 302 Redirect Data",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the data to 
return instead of an HTTP 302 Redirect.<br>The following values are substituted in the default 
example:<br>%REQUEST_URI% is substituted for the URI of the incoming request.<br>%REQUEST_URL% is substituted 
for full path of the incoming request.<br>%TARGET% is substituted for the URI of the full path of the intended 
redirection target, and includes parameters if appropriate.<br> Substituted values can each occur zero or more 
times in the text.<br> Type: String<br>Default:<br> <pre>{redirect:{requestUri:%REQUEST_URI%,requestUrl:
%REQUEST_URL%,targetUrl:%TARGET%}}</pre><br> Hot-swap: Yes<br>Property: org.forgerock.agents.
302.redirect.http.data <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "portCheckFile" : {
          "title" : "Port Check Filename",
          "description" : "Name or complete path of a file that has the necessary content needed to handle 
requests that need port correction. <br>Property: org.forgerock.agents.port.check.file <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 7300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "loginReasonMap" : {
          "title" : "Login Reason Value Map",
          "description" : "This map allows some of the possible reasons to be mapped to arbitrary values, when 
empty will be used default values(see: \"Login Reason Parameter Name\" description). LOGIN REASON=CUSTOM VALUE 
e.g. [JWT_INVALID]=corrupted_token. <br>Property: org.forgerock.agents.login.reason.remapper <br>Introduced in 
Java Agent 5.7",
          "propertyOrder" : 18800,
          "patternProperties" : {
            ".*" : {
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              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "agent302RedirectInvertEnabled" : {
          "title" : "HTTP 302 Redirect Invert Not Enforced List",
          "description" : "When true, this property inverts the meaning of \"HTTP 302 Redirect Not-Enforced 
List\", so that it specifies a list of URLs for which HTTP 302 Redirect does take place.<br>Type: 
Boolean<br>Default: false<br>Hot-swap: Yes<br> Property: org.forgerock.agents.302.redirect.invert.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "loginReasonParameterName" : {
          "title" : "Login Reason Parameter Name",
          "description" : "Property to say why the user is being asked to login, the agent will (in custom 
login mode ONLY) pass the named parameter to the custom login endpoint, with an appropriate value. Note that 
this property is not enabled by default as this additional information represents an information leak. Default 
reasons: NO_TOKEN, JWT_INVALID, TOKEN_EXPIRED, EXCEPTION. <br>Property: 
org.forgerock.agents.login.reason.parameter.name <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 18700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "legacyUserAgentSupport" : {
          "title" : "Enable Legacy Support Handlers",
          "description" : "Enables support for legacy user agents (browser).<br>Property: 
org.forgerock.agents.legacy.support.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6700,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "portCheckEnabled" : {
          "title" : "Enable Port Checking",
          "description" : "Indicates if port check functionality is enabled or disabled.<br>Property: 
org.forgerock.agents.port.check.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "legacyRedirectUri" : {
          "title" : "Legacy User Agent Redirect URI",
          "description" : "An intermediate URI used by the Agent to redirect legacy user agent 
requests.<br>Property: org.forgerock.agents.legacy.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "gotoUrl" : {
          "title" : "Goto Url",
          "description" : "This is a URL used in rare circumstances where the Agent has nowhere else to go. 
For instance if the user requests a resource, authenticates for the first time, then presses the back button 
and the administrator hasn't set up the authn fail URL. <br>Property: org.forgerock.agents.default.goto.url 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 19200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "wantedHttpUrlRegexParams" : {
          "title" : "Regular Expression Retain Query Parameters",
          "description" : "Specifies a list of regular expressions the agent uses to match query parameters to 
be retained for policy decision and caching purposes. The property has the format [Domain/path] | 
regular_expression[,regular_expression...] with no spaces between values. <br>Property: 
org.forgerock.agents.wanted.http.url.params.regex.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19400,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "authFailReasonUrl" : {
          "title" : "Authentication Fail URL",
          "description" : "This property allows administrators to set the URL/URI of a web page that says that 
authentication failed and which may, using the login fail reason parameter, explain why.<br>Property: 
org.forgerock.agents.authn.fail.url <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 18900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "ignorePathInfo" : {
          "title" : "Ignore Path Info in Request URL",
          "description" : "The path info will be stripped from the request URL while doing Not Enforced List 
check and url policy evaluation if the value is set to true. <br>Property: 
com.sun.identity.agents.config.ignore.path.info <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 18600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
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            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "agent302RedirectContentType" : {
          "title" : "HTTP 302 Redirect Content Type",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the content 
type of the data to return instead of an HTTP 302 Redirect.<br>Type: String<br>Default: application/
json<br>Hot-swap: Yes<br>Property: org.forgerock.agents.302.redirect.http.content.type <br>Introduced in Java 
Agent 5.8",
          "propertyOrder" : 20000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agent302RedirectNerList" : {
          "title" : "HTTP 302 Redirect Not-Enforced List",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies a list of URLs 
for which HTTP 302 Redirect does not take place.<br>If a request does not match an entry in the list, or if 
the list is empty, an HTTP 302 Redirect takes place for all unauthenticated requests to access a resource, 
where other not-enforced rules do not automatically grant access to the resource.<br>If a request matches an 
entry in the list, HTTP 302 Redirect does not take place for that request, and the Agent returns a block of 
configurable JSON.<br> Type: List of not-enforced rules that comply with \"Conventions for Not-Enforced 
Rules\"<br>Default: Empty<br> Hot-swap: Yes<br>Property: org.forgerock.agents.302.redirect.ner.list 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20200,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "localeCountry" : {
          "title" : "Locale Country",
          "description" : "<br>Property: org.forgerock.agents.locale.country <br>Valid for Java Agent 5.0 
onwards<br>Requires Agent Restart",
          "propertyOrder" : 1400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "portCheckSetting" : {
          "title" : "Port Check Protocol Map",
          "description" : "Map of port versus protocol entries with the key being the listening port number 
and value being the listening protocol to be used by the Agent to identify requests with invalid port 
numbers.<br> Example: <br> To map port 80 to protocol http: enter 80 in Map Key field, and enter http in 
Corresponding Map Value field. <br>Property name: org.forgerock.agents.port.check.map <br>Valid for Java Agent 
5.0 onwards",
          "propertyOrder" : 7400,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "authFailReasonParameterRemapper" : {
          "title" : "Authentication Fail Reason Parameter Value Map",
          "description" : "This map allows some of the possible reasons to be mapped to arbitrary values. When 
empty, will use default values. <br>Property: org.forgerock.agents.authn.fail.reason.remapper <br>Introduced 
in Java Agent 5.7",
          "propertyOrder" : 19100,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "unwantedHttpUrlParams" : {
          "title" : "Remove Query Parameters List for Policy Evaluation",
          "description" : "Specifies a list of query parameters to be removed from a URL for policy decision 
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and caching purposes. The property has the format [Domain/path] | parameter[,parameter...] with no spaces 
between values <br>Example: myapp.example.com/customers|location,lang <br>Property: 
org.forgerock.agents.unwanted.http.url.param.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19500,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "localeLanguage" : {
          "title" : "Locale Language",
          "description" : "Property: org.forgerock.agents.locale.language <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 1300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "unwantedHttpUrlRegexParams" : {
          "title" : "Regex Remove Query Parameters List for Policy Evaluation",
          "description" : "Specifies a list of regular expressions the agent uses to match query parameters to 
be removed from a URL for policy decision and caching purposes. The property has the format [Domain/path] | 
regular_expression[,regular_expression...] with no spaces between values.<br>Property: 
org.forgerock.agents.unwanted.http.url.params.regex.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19600,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "legacyUserAgentList" : {
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          "title" : "Legacy User Agent List",
          "description" : "List of user agent header values that identify legacy browsers. Entries in this 
list can have wild card character '*'. <br>Property: org.forgerock.agents.legacy.user.agent.list <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 6800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "gotoParameterName" : {
          "title" : "Goto Parameter Name",
          "description" : "This is the name of the HTTP query \"goto\" parameter. It is not recommended to 
change it.<br>Property: com.sun.identity.agents.config.redirect.param <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agent302RedirectStatusCode" : {
          "title" : "HTTP 302 Redirect Replacement HTTP Status Code",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the HTTP code 
to return instead of an HTTP 302 Redirect. <br>Type: Integer<br>Default: 200<br>Hot-swap: Yes<br> Property: 
org.forgerock.agents.302.redirect.http.status.code <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 19900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "wantedHttpUrlParams" : {
          "title" : "Query Parameter List for Policy Evaluation",
          "description" : "Specifies a list of query parameters to be retained (other parameters will be 
removed) from a URL for policy decision and caching purposes. The property has the format [Domain/path] | 
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parameter[,parameter...] with no spaces between values.<br>Example: myapp.example.com/customers|location,lang 
<br>Property: org.forgerock.agents.wanted.http.url.param.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19300,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "agent302RedirectEnabled" : {
          "title" : "Enable HTTP 302 Redirects",
          "description" : "Controls how the Agent handles redirects, as follows: <br> true: HTTP 302 Redirects 
are enabled. When an unauthenticated user attempts to access a resource, and not-enforced rules do not 
automatically grant access to the resource, the Agent returns an HTTP 302 to redirect the user to an 
authentication endpoint.<br>false: HTTP 302 Redirects are disabled. When an unauthenticated user attempts to 
access a resource, the Agent returns a block of configurable JSON that can be intercepted.<br> The returned 
HTTP code, content type, and data is configured by the properties <b>HTTP 302 Redirect Replacement HTTP Code, 
HTTP 302 Redirect Content Type, and HTTP 302 Redirect Data.</b><br> Lists of URLs in a not-enforced rule 
style, for which the data is produced are configured by the properties <b>\"HTTP 302 Redirect Not-Enforced 
List\" and HTTP 302 Redirect Invert Not Enforced List.</b><br>The following example JSON shows the request 
path as a URL and URI, and the target URL of the disabled redirect: <br> <pre>{\"redirect\": { \"requestUri\": 
\"examples/index.html#section_two\", \"requestUrl\": \"http://my.example.com:8020/examples/
index.html#section_two\", \"targetUrl\": \"http://am.example.com:8010/am/oauth2/authorize?
scope=openid&response_type=id_token&redirect_uri= . . . }}</pre><br> Use this option when it is difficult to 
handle 302, for example, when the Agent is accessed by a JavaScript application, or by something other than a 
browser.<br>Type: Boolean<br>Default: true<br>Hot-swap: Yes <br>Property: org.forgerock.agents.
302.redirects.enabled <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 19800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "authFailReasonParameterName" : {
          "title" : "Authentication Fail Reason Parameter Name",
          "description" : "If this property is defined, the agent will pass the named parameter to a custom 
page (defined by \"Authentication Fail URL\") saying why authentication failed. The reason can be very 
detailed and users may want to use the \"Authentication Fail Reason Parameter Value Map\" to give custom 
detail, otherwise these default values will be used: AUTHN_BOOKKEEPING_COOKIE_MISSING, NONCE_MISSING, 
EXCEPTION <br>Property: org.forgerock.agents.authn.fail.reason.parameter.name <br>Introduced in Java Agent 
5.7",
          "propertyOrder" : 19000,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        }
      }
    },
    "applicationJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Application",
      "propertyOrder" : 1,
      "properties" : {
        "applicationLogoutUris" : {
          "title" : "Logout URI Map",
          "description" : "An application-specific Map that identifies a request URI which indicates a logout 
event.<br>Valid key: the web application name. <br>Valid value: the application logout URI. <br>For this 
property, a global value can be set to apply to all the applications that don't have their own specific logout 
URI.  <br> Examples: <br>To set a global application logout URI: leave Map Key field empty, and enter the 
global application logout URI /logout.jsp in Corresponding Map Value field. <br> To set the logout URI for 
application BankApp: enter BankApp in Map Key field, and enter the application logout URI /BankApp/logout.jsp 
in Corresponding Map Value field. <br>Property: org.forgerock.agents.logout.endpoint.map <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 6000,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "notEnforcedIps" : {
          "title" : "Not-Enforced Client IP List",
          "description" : "No authentication and authorization protection from agent are required for the 
requests coming from these client IP addresses. <br> Examples: <br> 192.18.145.* <br> 192.18.146.123 Property: 
org.forgerock.agents.notenforced.ip.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7900,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "invertNotEnforcedIps" : {
          "title" : "Invert Not-Enforced IPs",
          "description" : "Client IP Addresses to invert protection of IP addresses listed in the related Not-
Enforced Client IP List.<br>Property: org.forgerock.agents.notenforced.ip.invert.enabled <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 8000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "notEnforcedIpsCacheSize" : {
          "title" : "Max Entries in Not-Enforced IP Cache",
          "description" : "Size of the cache to be used if Not-Enforced IP Cache Flag is enabled.<br>Property: 
org.forgerock.agents.notenforced.ip.cache.size <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "notEnforcedIpsCacheEnabled" : {
          "title" : "Enable Not-Enforced IP Cache",
          "description" : "Enable caching of not-enforced IP list evaluation results.<br>Property: 
org.forgerock.agents.notenforced.ip.cache.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
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        "sessionAttributeFetchMode" : {
          "title" : "Session Attribute Fetch Mode",
          "description" : "The mode of fetching session attributes.<br>Property: 
com.sun.identity.agents.config.session.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "responseAttributeMap" : {
          "title" : "Response Attribute Map",
          "description" : "Maps the policy response attributes to be populated under specific names for the 
currently authenticated user. <br> Example: <br> To populate the value of response attribute uid under name 
CUSTOM-USER-NAME: enter uid in Map Key field, and enter CUSTOM-USER-NAME in Corresponding Map Value field. 
<br>Property: org.forgerock.agents.response.attribute.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9200,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "notEnforcedUrisCacheEnabled" : {
          "title" : "Enable Not-Enforced URIs Cache",
          "description" : "Enables the caching of the Not-Enforced URIs list evaluation results.<br>Property: 
org.forgerock.agents.notenforced.uri.cache.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "profileAttributeFetchMode" : {
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          "title" : "Profile Attribute Fetch Mode",
          "description" : "The mode of fetching profile attributes.<br>Property: 
com.sun.identity.agents.config.profile.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "notEnforcedUrisCacheSize" : {
          "title" : "Max Entries in Not-Enforced URI Cache",
          "description" : "Size of the cache to be used if caching of not enforced URI list evaluation results 
is enabled.<br>Property: org.forgerock.agents.notenforced.uri.cache.size <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 7800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "invertNotEnforcedUris" : {
          "title" : "Invert Not-Enforced URIs",
          "description" : "Inverts protection of  URIs specified in Not-Enforced URIs list. When set to true, 
it indicates that the URIs specified should be enforced and all other URIs should be not enforced by the 
Agent.<br>Property: org.forgerock.agents.notenforced.uri.invert.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "clientIpValidationRange" : {
          "title" : "Client IP Validation Address Range",
          "description" : "Comma separated list of IP addresses and/or ranges of IP addresses in CIDR format. 
Key = application(if empty for all applications) Requires \"Client IP Validation Mode\" property be DENY or 
LOGOUT.<br>Property: org.forgerock.agents.acceptable.ip.address.map <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 8275,
          "patternProperties" : {
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            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "clientIpValidationMode" : {
          "title" : "Client IP Validation Mode",
          "description" : "Checks that that the request originates from the same IP address as used for first 
authentication, or that any change in IP address is in the \"approved\" list. <br>Key: Application name. If 
the application is not named, check the the IP address globally, for all applications. <br>Value:<br> OFF: Do 
not check the IP address. <br> DENY: If IP address is not approved, refuse the request and return an HTTP 403. 
<br> LOGOUT: If IP address is not approved, log out from AM to destroy the user session. <br>Property: 
org.forgerock.agents.original.ip.check.mode.map <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 8250,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "continuousSecurityCookies" : {
          "title" : "Continuous Security Cookie Map",
          "description" : "The name of the cookies to be sent as part of the payload during policy evaluation, 
which can be accessed via the 'environment' variable in a policy script. The 'key' is the name of the cookie 
to be sent, and the 'value' is the name which it will appear as in the policy evaluation script. It is 
possible to map multiple cookies to the same name (they will simply appear as an array in the evaluation 
script). If the cookie doesn't exist, then the empty string will be sent. <br>Property: 
org.forgerock.agents.continuous.security.cookies.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 3210,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "logoutIntrospection" : {
          "title" : "Enable Logout Introspection",
          "description" : "Allows the Agent to search HTTP request body to locate logout 
parameter.<br>Property: org.forgerock.agents.logout.introspection.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 6200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "sessionAttributeMap" : {
          "title" : "Session Attribute Map",
          "description" : "Maps the session attributes to be populated under specific names for the currently 
authenticated user.<br> Example: <br>  To populate the value of session attribute UserToken under name CUSTOM-
userid: enter UserToken in Map Key field, and enter CUSTOM-userid in Corresponding Map Value field. 
<br>Property: org.forgerock.agents.session.attribute.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9000,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "profileAttributeMap" : {
          "title" : "Profile Attribute Map",
          "description" : "Maps the profile attributes to be populated under specific names for the currently 
authenticated user.<br> Example: <br> To populate the value of profile attribute cn under name CUSTOM-Common-
Name: enter cn in Map Key field, and enter CUSTOM-Common-Name in Corresponding Map Value field. <br> To 
populate the value of profile attribute mail under name CUSTOM-Email: enter mail in Map Key field, and enter 
CUSTOM-Email in Corresponding Map Value field. <br>Property: org.forgerock.agents.profile.attribute.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8800,
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          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "headerAttributeDateFormat" : {
          "title" : "Fetch Attribute Date Format",
          "description" : "Format of date attribute values to be used when the attribute is being set as HTTP 
header. Format is based on java.text.SimpleDateFormat. <br>Property: 
org.forgerock.agents.attribute.date.format <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "notEnforcedUris" : {
          "title" : "Not-Enforced URIs",
          "description" : "List of URIs for which protection is not enforced by the Agent. <br> Examples: 
<br> /BankApp/public/* <br> /BankApp/images/* <br>Property: org.forgerock.agents.notenforced.uri.list 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7500,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "responseAttributeFetchMode" : {
          "title" : "Response Attribute Fetch Mode",
          "description" : "The mode of fetching policy response attributes.<br>Property: 
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org.forgerock.agents.response.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "cookieAttributeUrlEncoded" : {
          "title" : "Enable Attribute Encoding",
          "description" : "Indicates if the value of the attribute should be URL encoded before being set as a 
cookie.<br>Property: org.forgerock.agents.attribute.cookie.encode.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 8500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "continuousSecurityHeaders" : {
          "title" : "Continuous Security Header Map",
          "description" : "The name of the headers in the user's original request, that will be sent as part 
of the payload during policy evaluation, which can then be accessed via the 'environment' variable in a policy 
script. The 'key' is the name of the header to be sent, and the 'value' is the name which it will appear as in 
the policy evaluation script.It is possible to map multiple headers to the same name (they will simply appear 
as an array in the evaluation script). If the header doesn't exist, then the empty string will be sent. 
<br>Property: org.forgerock.agents.continuous.security.headers.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 3211,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "logoutRequestParameters" : {
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          "title" : "Logout Request Parameter Map",
          "description" : "An application-specific Map that identifies a parameter which when present in the 
HTTP request indicates a logout event. <br>Valid key: the web application name. <br>Valid value: the logout 
request parameter. <br>For this property, a global value can be set to apply to all the applications that 
don't have their own specific logout request parameter. <br> Examples: <br>To set a global application logout 
request parameter: leave Map Key field empty, and enter the global application logout request parameter 
logoutparam in Corresponding Map Value field. <br> To set the logout request parameter for application 
BankApp: enter BankApp in Map Key field, and enter the logout request parameter logoutparam in Corresponding 
Map Value field. <br>Property: org.forgerock.agents.logout.request.param.map <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 6100,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "resourceAccessDeniedUri" : {
          "title" : "Access Denied URI Map",
          "description" : "An application-specific Map that identifies a URI of the customized access denied 
page.<br>Valid key: the web application name. <br>Valid value: the customized application access denied page 
URI. <br>For this property, a global value can be set to apply to all the applications that don't have their 
own specific access denied page.  <br> Examples: <br>To set a global access denied page: leave Map Key field 
empty, and enter the global access denied page URI /sample/accessdenied.html in Corresponding Map Value field. 
<br> To set the access denied page URI for application BankApp: enter BankApp in Map Key field, and enter the 
application access denied page URI /BankApp/accessdenied.html in Corresponding Map Value field. <br>Property: 
org.forgerock.agents.access.denied.uri.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 2700,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "logoutEntryUri" : {
          "title" : "Logout Entry URI Map",
          "description" : "An application-specific Map that identifies a URI to be used as an entry point 
after successful logout and subsequent successful authentication if applicable. <br>Valid key: the web 
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application name. <br>Valid value: the logout entry URI. <br>For this property, a global value can be set to 
apply to all the applications that don't have their own specific logout entry URI. <br> Examples: <br>To set a 
global application logout entry URI: leave Map Key field empty, and enter the global application logout entry 
URI /welcome.html in Corresponding Map Value field. <br> To set the logout entry URI for application BankApp: 
enter BankApp in Map Key field, and enter the logout entry URI /BankApp/welcome.html in Corresponding Map 
Value field. <br>Property: org.forgerock.agents.logout.goto.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6300,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "cookieAttributeMultiValueSeparator" : {
          "title" : "Cookie Separator Character",
          "description" : "Character that will be used to separate multiple values of the same attribute when 
it is being set as a cookie. <br>Property: org.forgerock.agents.attribute.cookie.separator <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 8300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "notEnforcedFavicon" : {
          "title" : "Not-Enforced Favicon",
          "description" : "This flag, if enabled, automatically adds \"*/favicon.ico\" to the not enforced 
list.  This can help to avoid odd situations in which a user is required to log in after logging out, just 
because favicon.ico has been requested by browser. <br>Property: 
org.forgerock.agents.auto.not.enforce.favicon.enabled <br>Introduced in Java Agent 5.7 <br>Requires Agent 
Restart",
          "propertyOrder" : 7650,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
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            }
          }
        },
        "notEnforcedRuleCompoundSeparator" : {
          "title" : "Not Enforced Compound Rule Separator",
          "description" : "Specifies a separator for not enforced compound rules. The format for compound 
rules requires a list of IP rules, a separator (by default the | character), and a list of URI rules. 
<br>Example, GET 192.168.1.1-192.168.4.3 | /images/* <br>Configure a different separator (for example, &&) 
when working with the REGEX keyword to avoid invalid regular expressions. <br>Property: 
com.sun.identity.agents.config.notenforced.rule.compound.separator <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7450,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        }
      }
    },
    "ssoJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "SSO",
      "propertyOrder" : 2,
      "properties" : {
        "cdssoDomainList" : {
          "title" : "JWT Cookie Domain List",
          "description" : "Domains for which cookies have to be set in a CDSSO scenario. <br> Example: 
<br> .forgerock.com <br>Property: org.forgerock.agents.jwt.cookie.domain.list <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 5800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "encodeCookies" : {
          "title" : "Enable Encoded Cookies",
          "description" : "Cookies are encoded, if set. <br>Property: com.iplanet.am.cookie.encode <br>Valid 
for Java Agent 5.0 onwards",
          "propertyOrder" : 5920,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "setCookieAttributeMap" : {
          "title" : "Set-Cookie Attribute Map",
          "description" : "Text from this map will be added directly into the Set-Cookie header by the 
AttributeTaskHandler and its descendants when it creates cookies out of Profile Attributes, Session Info 
Attributes and/or Response Attributes. The key is the cookie name, the value is any arbitrary text suitable 
for the Set-Cookie header. Users should remember semicolons if they wish to add multiple values. Values 
inappropriate for the header will likely cause the Agent to fail to create the relevant cookie. <br>Property: 
org.forgerock.agents.set.cookie.attribute.map, <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5950,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "cookieResetDomains" : {
          "title" : "Reset Cookie Domain Map",
          "description" : "Maps cookie names specified in Cookie Reset Name List to value being the domain of 
this cookie to be used when a reset event occurs. <br>Property: org.forgerock.agents.cookie.reset.domain.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4800,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "acceptIPDPCookie" : {
          "title" : "Convert SSO Tokens Into OIDC JWTs",
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          "description" : "When this property is set to true, for each incoming request, when the user does 
not present a JWT in the designated cookie, the Agent will look for an SSO token in the iPlanetDirectoryPro 
cookie (configurable in AM). If this is found, the Agent invokes AM to exchange it for a JWT which is then 
used in further requests. The result is cached, so interaction with AM will not be needed, if the same SSO 
token is presented in the future (and the existing cache entry is still valid)<br>Property: 
org.forgerock.agents.accept.ipdp.cookie.enabled <br>Introduced in Java Agent 5.6.2.1",
          "propertyOrder" : 5900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "httpOnly" : {
          "title" : "Enable HTTP Only Cookies",
          "description" : "Flag saying whether HTTP only cookies are enabled.<br>Property: 
com.sun.identity.cookie.httponly <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5910,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "setCookieInternalMap" : {
          "title" : "Set-Cookie Internal Map",
          "description" : "Text from this map will be added directly into the Set-Cookie header when creating 
\"internal\" cookies (e.g. the am-auth-jwt and pre-auth cookies). This allows, among other things, the same-
site value to be manipulated. The key is the cookie name, the value is any arbitrary text suitable for the 
Set-Cookie header. Users should remember semicolons if they wish to add multiple values.  Values inappropriate 
for the header will likely cause the Agent to fail to create the relevant cookie. <br>Property: 
org.forgerock.agents.set.cookie.internal.map <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5940,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
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            }
          }
        },
        "cookieResetPaths" : {
          "title" : "Reset Cookie Path Map",
          "description" : "Maps cookie names specified in Cookie Reset Name List to value being the path of 
this cookie to be used when a reset event occurs.<br>Property: org.forgerock.agents.cookie.reset.path.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4900,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "acceptSsoTokenDomainList" : {
          "title" : "SSO Cookie Domain List",
          "description" : "A list of domains in which the Agent attempts to create SSO cookies when \"Enable 
SSO Token Acceptance\" is true:<br> If the list is empty, the agent creates cookies only in its own 
domain.<br> If the agent is running behind a browser, it can create cookies only in its own domain.<br> If the 
agent is running behind a proxy, it should be able to create cookies in any required domains.<br> Default: 
Empty<br>Type: List of strings that represent domains<br>Hot-swap: Yes <br>Property: 
org.forgerock.agents.ipdp.cookie.domain.list <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5802,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "excludedUserAgentsList" : {
          "title" : "Exclude Agents From Samesite Cookie Attributes",
          "description" : "Excluded User agents pattern list. List of incompatible user agents that will be 
prevented from receiving SameSite cookie attributes. <br>Property: 
org.forgerock.agents.samesite.excluded.user.agents.list <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5960,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
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          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "acceptSsoTokenEnabled" : {
          "title" : "Enable SSO Token Acceptance",
          "description" : "When true, the Agent does not attempt to convert SSO tokens to OIDC tokens. Use 
this option to continue to use SSO tokens, when the Agent and the token issuer are in the same domain.<br>When 
false, the Agent accepts SSO tokens and converts them to OIDC tokens. Use this option for better security, and 
in applications and APIs where the backend requires user information in form of an OIDC token.<br>Default: 
False<br>Type: Boolean<br> Hot-swap: Yes<br>Property: org.forgerock.agents.accept.sso.tokens.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5801,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "authExchangeCookieName" : {
          "title" : "Authentication Exchange Cookie Name",
          "description" : "This property allows the administrator to define a cooke name that will be used by 
the authn exchange endpoint. The value is empty by default and the endpoint will thus not be capable of 
examining cookie values <br>Property: org.forgerock.agents.authn.exchange.cookie.name <br>Introduced in Java 
Agent 5.7",
          "propertyOrder" : 5902,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "cdssoSecureCookies" : {
          "title" : "Transmit Cookies Securely",
          "description" : "When true, all cookies written by the Java Agent are secure. <br>Default: 
false.<br>Property: org.forgerock.agents.secure.cookies.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "cdssoRedirectUri" : {
          "title" : "Authentication Redirect URI",
          "description" : "An intermediate URI that is used by the Agent for processing CDSSO requests. 
<br>Property: org.forgerock.agents.authn.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "authExchangeUri" : {
          "title" : "Authentication Exchange URI",
          "description" : "This property allows the administrator to enable an endpoint that will facilitate 
the exchange of SSO tokens for OIDC JWTs. The value is empty by default and thus the endpoint is not 
accessible.<br>Property: org.forgerock.agents.authn.exchange.uri <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 5901,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "cookieResetEnabled" : {
          "title" : "Cookie Reset",
          "description" : "Agent resets cookies in the response before redirecting to 
authentication.<br>Property: org.forgerock.agents.cookie.reset.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
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            }
          }
        },
        "cookieResetNames" : {
          "title" : "Reset Cookie List",
          "description" : "Cookie names that will be reset by the Agent if Cookie Reset is 
enabled.<br>Property: org.forgerock.agents.cookie.reset.name.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4700,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        }
      }
    },
    "advancedJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 5,
      "properties" : {
        "postDataPreserveCacheEntryMaxEntries" : {
          "title" : "Max Entries in POST Data Preservation Storage",
          "description" : "Maximum number of entries to hold in the POST data preservation storage. 
<br>Property: org.forgerock.agents.pdp.cache.size <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13550,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "alternativeAgentProtocol" : {
          "title" : "Alternative Agent Protocol",
          "description" : "Protocol being used (http/https) by the client browsers to communicate with the 
Agent protected server if different from the actual protocol used by the server.<br>Property name: 
org.forgerock.agents.agent.protocol <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
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            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "clientHostnameHeader" : {
          "title" : "Client Hostname Header",
          "description" : "HTTP header name that holds the Hostname of the client. <br>Property: 
org.forgerock.agents.http.header.containing.remote.hostname <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 1100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "policyCachePerUser" : {
          "title" : "Max Entries in Policy Cache per Session",
          "description" : "The number of distinct policy evaluation entries that each session (stored in the 
policy evaluation cache) can have. Thus the total number of policy evaluation results that can be stored is 
the \"Max Sessions in Policy Cache\" multiplied by the \"Max Entries in Policy Cache per 
Session\".<br>Property: org.forgerock.agents.policy.cache.per.session.size <br>Introduced in Java Agent 5.6 
<br>Requires Agent Restart",
          "propertyOrder" : 14100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "jwtCacheSize" : {
          "title" : "Max Entries in JWT Cache",
          "description" : "The maximum number of entries in the JWT cache.Property: 
org.forgerock.agents.jwt.cache.size <br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13810,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
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        },
        "postDataStickySessionMode" : {
          "title" : "POST Data Preservation Sticky Session Mode",
          "description" : "If the PDP mechanism needs sticky loadbalancing, the URL mode will append a 
querystring, while the Cookie mode will create a cookie. <br>Property: 
org.forgerock.agents.pdp.sticky.session.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "expiredSessionCacheSize" : {
          "title" : "Max Entries in Expired Session Cache",
          "description" : "The maximum number of entries in the expired session cache. When the maximum is 
reached, the oldest records are overwritten.<br> The expired session cache records sessions that have been 
killed by AM. Use the cache to reduce network traffic and load on AM. When the Agent receives a request using 
a token in the expired session cache, it rejects the request without needing to retrieve session information 
from AM.<br>Default: 500<br>Type: Integer<br> Hot swap: No<br>Property: 
org.forgerock.agents.expired.session.cache.size <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 13720,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "ssoExchangeCacheSize" : {
          "title" : "Max Entries in SSO Exchange Cache",
          "description" : "The number of entries in the SSO Exchange cache. <br>Property: 
org.forgerock.agents.sso.exchange.cache.size <br>Introduced in Java Agent 5.6.2.1 <br>Requires Agent Restart",
          "propertyOrder" : 13910,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "alternativeAgentHostname" : {
          "title" : "Alternative Agent Host Name",
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          "description" : "Host name identifying the Agent protected server to the client browsers if 
different from the actual host name. <br>Property: org.forgerock.agents.agent.hostname <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 4100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "postDataPreservation" : {
          "title" : "Enable POST Data Preservation",
          "description" : "Post Data Preservation functionality basically stores any POST data before 
redirecting the user to the login screen and after successful login the agent will generate a page that 
autosubmits the same POST to the original URL.<br>Property: 
org.forgerock.agents.post.data.preservation.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "monitoringToCSV" : {
          "title" : "Export Monitoring Metrics to CSV",
          "description" : "When set to true, the Agent will write monitoring information to CSV files. 
<br>Property: org.forgerock.agents.monitoring.to.csv.enabled <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 13085,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "missingPostDataPreservationEntryUri" : {
          "title" : "Missing POST Data Preservation Entry URI Map",
          "description" : "An application-specific URI Map that is used in case the referenced PDP entry 
cannot be found in the local cache (due to ttl). In such cases it will redirect to the specified URI, 
otherwise it will show a HTTP 403 Forbidden error. <br>Examples: <br>To set a redirect target for application 
BankApp: enter Bankapp in Map Key field and enter a redirect URI in corresponding Map Value field. 
<br>Property: org.forgerock.agents.pdp.noentry.url.map <br>Valid for Java Agent 5.0 onwards",
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          "propertyOrder" : 13200,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "jwtCacheTTL" : {
          "title" : "JWT Cache TTL",
          "description" : "This sets the time in minutes after which entries in the JWT cache will timeout and 
be purged. Since all JWTs in the cache have been parsed, and parsing is a CPU intensive process, having a 
large timeout on this cache is advantageous and will save CPU cycles reparsing already seen JWTs<br>Property: 
org.forgerock.agents.jwt.cache.ttl.minutes <br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "fragmentRelayUri" : {
          "title" : "Fragment Relay URI",
          "description" : "To enable unauthenticated fragment retention within incoming requests, set this 
property to a valid dummy URI within the Agent application.<br>Example: /agentapp/pre-authn-fragment-capture 
<br>Property: org.forgerock.agents.authn.fragment.relay.uri <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 13090,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "idleTimeRefreshWindow" : {
          "title" : "Idle Time Refresh Window",
          "description" : "Once every this number of minutes, the Agent will nudge AM so it knows a particular 
session is still in use, thereby resetting its idle time. <br>Property: 
org.forgerock.agents.idle.time.window.minutes <br>Introduced in Java Agent 5.6.2.1",
          "propertyOrder" : 14200,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by agent.<br> Examples: <br> customproperty=custom-value1 <br> customlist[0]=customlist-value-0 <br> 
customlist[1]=customlist-value-1 <br> custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-value-2 
<br>Property: com.sun.identity.agents.config.freeformproperties <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 20000,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "sessionCacheTTL" : {
          "title" : "Session Cache TTL",
          "description" : "This sets the time in minutes after which entries in the session cache will timeout 
and be purged. If an entry is not cached, the Agent will need to retrieve session information from AM, hence 
by default the timeout is much longer than for the policy cache. <br>Property: 
org.forgerock.agents.session.cache.ttl.minutes<br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "postDataCacheTtlMin" : {
          "title" : "POST Data Preservation Cache TTL",
          "description" : "This sets the time in minutes after which entries in the Post Data Preservation 
cache will timeout and be purged. <br>Property: org.forgerock.agents.pdp.cache.ttl.minutes <br>Introduced in 
Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13300,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "ssoExchangeCacheTTL" : {
          "title" : "Exchanged SSO Token Cache TTL",
          "description" : "This sets the time in minutes after which entries in the SSO token exchange cache 
will timeout and be purged. Since exchanging SSO tokens for JWTs is an expensive process, previously exchanged 
SSO tokens are cached so that the roundtrip to AM can be avoided in the case where an entity is unable to 
permanently store its JWT in a cookie. <br>Property: org.forgerock.agents.sso.exchange.cache.ttl.minutes 
<br>Introduced in Java Agent 5.6.2.1 <br>Requires Agent Restart",
          "propertyOrder" : 13900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "postDataPreserveCacheEntryMaxTotalSizeMb" : {
          "title" : "POST Data Preservation Storage Size",
          "description" : "The maximum number of megabytes allocated to store POST data. When the maximum is 
reached, old entries are discarded. <br>Property: org.forgerock.agents.pdp.cache.total.size.mb <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 13600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "policyClientPollingInterval" : {
          "title" : "Policy Cache TTL",
          "description" : "This sets the time in minutes after which entries in the policy cache will timeout 
and be purged.<br>Property: org.forgerock.agents.policy.cache.ttl.minutes <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 13950,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "xssDetectionRedirectUri" : {
          "title" : "XSS Redirect URI Map",
          "description" : "An application-specific Map that identifies a URI of the customized page if XSS 
code has been detected.<br>Examples: <br>To set a redirect target for application BankApp: enter BankApp in 
Map Key field, and enter a redirect URI in Corresponding Map Value field. <br>Property: 
org.forgerock.agents.xss.redirect.uri.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12900,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "possibleXssCodeElements" : {
          "title" : "XSS Code Element List",
          "description" : "If one of these strings occurs in the request, the client is redirected to an error 
page.<br>Property: org.forgerock.agents.xss.code.element.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "postDataStickySessionKeyValue" : {
          "title" : "POST Data Preservation Sticky Session Key Value",
          "description" : "The provided key-value pair will be used for adding to the URL or creating the 
cookie. <br>Example: <br>Set 'lb=server1' to append to the querystring or to have 'lb' cookie with 'server1' 
value. <br>Property: org.forgerock.agents.pdp.sticky.session.value <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13500,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "policyCacheSize" : {
          "title" : "Max Sessions in Policy Cache",
          "description" : "The maximum number of sessions, i.e. distinct users, stored in the policy 
evaluation cache at any one time.<br>Property: org.forgerock.agents.policy.cache.session.size <br>Introduced 
in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 14000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "alternativeAgentPort" : {
          "title" : "Alternative Agent Port Number",
          "description" : "Port number identifying the Agent protected server listening port to the client 
browsers if different from the actual listening port. <br>Property name: org.forgerock.agents.agent.port 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "expiredSessionCacheTTL" : {
          "title" : "Expired Session Cache Timeout",
          "description" : "The time in minutes after which entries in the expired session cache timeout and 
are purged.<br>The expired session cache records sessions that have been killed by AM.Use the cache to reduce 
network traffic and load on AM. When the Agent receives a request using an invalidated token, it rejects the 
request without needing to retrieve session information from AM.<br>Default: 20<br>Type: Integer<br>Hot swap: 
No<br> Property: org.forgerock.agents.sso.expired.session.cache.ttl.minutes <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 13710,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "clientIpHeader" : {
          "title" : "Client IP Address Header",
          "description" : "HTTP header name that holds the IP address of the client. <br>Property: 
org.forgerock.agents.http.header.containing.ip.address <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 1000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        }
      }
    },
    "globalJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Global",
      "propertyOrder" : 0,
      "properties" : {
        "userMappingMode" : {
          "title" : "User Mapping Mode",
          "description" : "Specifies mechanism agent uses to determine user-ID.<br>Property: 
org.forgerock.agents.user.mapping.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agentgroup" : {
          "title" : "Group",
          "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
          "propertyOrder" : 50,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
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        },
        "cdssoRootUrl" : {
          "title" : "Agent Root URL for CDSSO",
          "description" : "The list of agent root URLs for CDSSO. The valid value is in the format protocol://
hostname:port/, where protocol represents the protocol used, such as http or https, hostname represents the 
host name of the system where the agent resides, and port represents the port number on which the agent is 
installed. The slash following the port number is required.<br> If your agent system also has virtual host 
names, add URLs with the virtual host names to this list as well. AM checks that goto URLs match one of the 
agent root URLs for CDSSO.<br>Property: sunIdentityServerDeviceKeyValue <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 22700,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "localAuditLogfileRetentionCount" : {
          "title" : "Audit Logfile Retention Count",
          "description" : "The number of audit log files to retain after rotation has occurred.Property: 
org.forgerock.agents.local.audit.log.retention.count <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 2100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "debugLogfileRetentionCount" : {
          "title" : "Debug File Rotation Retention Count",
          "description" : "This is the number of log files to retain after rotation, so for example, setting 
it to 10 would give you one current debug file and nine older (rotated) files.<br>Property: 
org.forgerock.agents.debug.retention.count <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10050,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
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        },
        "customResponseHeader" : {
          "title" : "Custom Response Header Map",
          "description" : "Map specifies the custom headers that are set by the Agent on the client browser. 
The key is the header name and the value represents the header value.<br> Example: <br>  To set the custom 
header Cache-Control to value no-cache: enter Cache-Control in Map Key field, and enter no-cache in 
Corresponding Map Value field. <br>Property: org.forgerock.agents.response.header.map <br>Valid for Java Agent 
5.0 onwards",
          "propertyOrder" : 7000,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "userpassword" : {
          "title" : "Password",
          "description" : "",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "preAuthCookieName" : {
          "title" : "Pre-Authentication Cookie Name",
          "description" : "Specifies the name of the cookie the agent uses to track the progress of 
authentication with AM.<br>Property: org.forgerock.agents.authn.cookie.name <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 11210,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "userAttributeName" : {
          "title" : "User Attribute Name",
          "description" : "Name of the attribute which contains the user-ID.<br>Property: 
org.forgerock.agents.user.mapping.mode.attribute.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 700,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "debugLogfileSuffix" : {
          "title" : "Debug File Rotation Suffix",
          "description" : "This is a value appended onto the end of the debug file name when it is rotated. 
The user is free to define it as they want, but if it does not involve a timestamp that produces different 
file names when the rotation time is reached, log file rotation is unlikely to function correctly<br>Property: 
org.forgerock.agents.debug.suffix <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10020,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "userTokenName" : {
          "title" : "User Session Name",
          "description" : "Session property name for user-ID of the authenticated user in 
session.<br>Property: org.forgerock.agents.userid.mapping.mode.use.session.property.name <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "debugLevel" : {
          "title" : "Agent Debug Level",
          "description" : "Specifies type of agent debug messages to log.<br>Property: 
com.iplanet.services.debug.level <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 10000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },

Amster Entity Reference PingAM

2500 Copyright © 2025 Ping Identity Corporation



            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "fqdnCheck" : {
          "title" : "Enable FQDN Checking",
          "description" : "Enables checking of fqdn default value and fqdn map values.<br>Property: 
org.forgerock.agents.fqdn.check.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "localAuditLogRotation" : {
          "title" : "Enable Local Audit Log Rotation",
          "description" : "Flag to indicate that audit log files should be rotated when reaching a certain 
size.<br>Property: org.forgerock.agents.local.audit.log.rotation.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 1800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "userPrincipalFlag" : {
          "title" : "Enable User Principal Flag",
          "description" : "Use principal instead of just the user-ID for authenticating the user.<br>Property: 
org.forgerock.agents.userid.mapping.mode.use.dn.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "preAuthCookieMaxAge" : {
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          "title" : "Max Age of Pre-Authentication Cookie",
          "description" : "This is the amount of time in seconds before the pre-authn cookie will 
timeout.<br>Property: org.forgerock.agents.authn.cookie.max.age.seconds <br>Valid for Java Agent 5.6.3 
onwards",
          "propertyOrder" : 11220,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "fqdnDefault" : {
          "title" : "Default FQDN",
          "description" : "Fully qualified hostname that the users should use in order to access 
resources.<br>Property: org.forgerock.agents.fqdn.default <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agentConfigChangeNotificationsEnabled" : {
          "title" : "Enable Notifications of Agent Configuration Change",
          "description" : "Enable agent to receive notification messages (via websockets) from AM server for 
configuration changes.<br>Property: org.forgerock.agents.config.change.notifications.enabled <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 12100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "localAuditRotationSize" : {
          "title" : "Local Audit Log Rotation Size",
          "description" : "Size limit when a local audit log file is rotated to a new file.<br>Property name: 
org.forgerock.agents.local.audit.log.rotation.bytes <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1900,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "fqdnMapping" : {
          "title" : "FQDN Virtual Host Map",
          "description" : "Maps virtual, invalid, or partial hostnames, and IP addresses to the FQDN to access 
protected resources.<br> Examples: <br>  To map the partial hostname myserver to myserver.mydomain.com: enter 
myserver in the Map Key field and myserver.mydomain.com in the Corresponding Map Value field. To map a virtual 
server rst.hostname.com that points to the actual server abc.hostname.com: enter valid1 in the Map Key field 
and rst.hostname.com in the Corresponding Map Value field. <br>Property: org.forgerock.agents.fqdn.map) 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6600,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "debugLogfileRotationMinutes" : {
          "title" : "Debug File Rotation Time",
          "description" : "This is the time in minutes after which log file rotation will occur.<br>Property: 
org.forgerock.agents.debug.rotation.time.minutes <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10040,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "httpSessionBinding" : {
          "title" : "HTTP Session Binding",
          "description" : "If true will invalidate the http session when login has failed, user has no SSO 
session, or principal user name does not match SSO user name.<br>Property: 
org.forgerock.agents.http.session.binding.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3500,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "redirectAttemptLimit" : {
          "title" : "Redirect Attempt Limit",
          "description" : "Number of successive single point redirects that a user can make using a single 
browser session which will trigger the blocking of the user request. Set to 0 to disable this 
feature.<br>Property: org.forgerock.agents.redirect.attempt.limit <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "jwtName" : {
          "title" : "JWT Cookie Name",
          "description" : "The name used by the agent to set the OIDC JWT on the user's browser.<br>Property: 
org.forgerock.agents.jwt.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11201,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "lbCookieName" : {
          "title" : "Load Balancer Cookie Name",
          "description" : "The name of the load balancer cookies. This property is used only if 
\"org.forgerock.agents.load.balancer.cookies.enabled\" is true. To improve performance, make sure that this 
property has the same value as the AM property com.iplanet.amlbcookie.name.  <br>Property: 
org.forgerock.agents.load.balancer.cookie.name <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 12130,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
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              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "lbCookieEnabled" : {
          "title" : "Enable Load Balancer Cookies",
          "description" : "When true, every policy evaluation call to AM is accompanied by a load balancer 
cookie. Use this property with \"org.forgerock.agents.load.balancer.cookie.name\" to improve performance. Load 
balancer cookies can reduce the number of calls that different AM instances make to the core token service. 
<br>Property: org.forgerock.agents.load.balancer.cookies.enabled <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 12125,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "recheckAmUnavailabilityInSeconds" : {
          "title" : "Recheck availability of AM",
          "description" : "The duration after which the agent rechecks AM availability, when Autonomous mode 
is false, and AM becomes unavailable at runtime. <br>Consider these points when you configure this property: 
<br> If the duration is too short, the agent checks AM availability too often, and agent performance can be 
reduced. <br> If the duration is zero, the agent checks AM availability for every call. Requests that match 
not-enforced rules can take longer. <br>Property: 
org.forgerock.agents.am.unavailability.recheck.window.in.seconds <br>Introduced in Java Agent 5.9",
          "propertyOrder" : 12115,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
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              "type" : "integer",
              "required" : false
            }
          }
        },
        "auditAccessType" : {
          "title" : "Audit Access Types",
          "description" : "Types of messages to log based on user URL access attempts.<br>Property name: 
org.forgerock.agents.audit.what <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "configurationReloadInterval" : {
          "title" : "Configuration Reload Interval",
          "description" : "Only used when websocket notifications are disabled, specifies interval in seconds 
after which config is reloaded automatically by the Agent. <br>Property: 
org.forgerock.agents.config.reload.seconds <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "loginAttemptLimit" : {
          "title" : "Login Attempt Limit",
          "description" : "Limit of failed login attempts for a user's single browser session until triggering 
the blocking of the user request. Value of 0 disables this feature.Property: 
org.forgerock.agents.login.attempt.limit.count <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "debugLogfilePrefix" : {
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          "title" : "Debug File Rotation Prefix",
          "description" : "Prefix which can be added onto the front of the debug file name when it is 
rotated.<br>Property: org.forgerock.agents.debug.prefix <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10010,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "filterMode" : {
          "title" : "Agent Filter Mode Map",
          "description" : "Specifies the mode of operation of the Filter.<br>Valid key: the web application 
name. <br>Valid values: ALL, URL_POLICY, SSO_ONLY, NONE <br>For this property, a global value can be set to 
apply to all the applications that don't have their own specific filter mode. <br>Examples: <br>To set ALL as 
the global filter mode: leave Map Key field empty, and enter ALL in Corresponding MapValue field. <br>To set 
URL_POLICY as the filter mode for application BankApp: enter BankApp in Map Key field, and enter URL_POLICY in 
Corresponding Map Value field. <br>Property: org.forgerock.agents.filter.mode.map <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 500,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "auditLogLocation" : {
          "title" : "Audit Log Location",
          "description" : "LOCAL = audit information stored in files based locally to the Agent container 
<br>REMOTE = audit information logged via AM. <br>Property: org.forgerock.agents.audit.where <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 1600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
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          }
        },
        "loginAttemptLimitCookieName" : {
          "title" : "Login Attempt Limit Cookie Name",
          "description" : "The name of the cookie used to record the number of login attempts.<br>Property: 
org.forgerock.agents.login.counter.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "redirectAttemptLimitCookieName" : {
          "title" : "Redirect Attempt Cookie Name",
          "description" : "Agent tries to detect redirect loops while authenticating, which would normally 
indicate a cookie domain problem. The Agent does this by using a cookie to holds the current redirection 
count.<br>Property: org.forgerock.agents.redirect.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7150,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "repositoryLocation" : {
          "title" : "Location of Agent Configuration Repository",
          "description" : "Indicates agent's configuration located either on agent's host or centrally on AM 
server (property: org.forgerock.agents.config.location).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "webSocketConnectionIntervalInMinutes" : {
          "title" : "WebSocket Connection Interval",
          "description" : "The time in minutes before WebSockets to AM are killed and reopened. This property 
helps ensure a balanced distribution of connections across the AM servers on the site. <br>Default: 
30<br>Type: Integer<br>Hot-swap: Yes<br> Property: org.forgerock.agents.balance.websocket.interval.minutes 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12120,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
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            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "debugLogfileRotationSize" : {
          "title" : "Debug File Rotation Size",
          "description" : "This specifies the approximate size in bytes at which a log file will be rotated to 
a new log file.<br>Property: org.forgerock.agents.debug.rotation.size.bytes <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10030,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        }
      }
    },
    "amServicesJ2EEAgent" : {
      "type" : "object",
      "title" : "AM Services",
      "propertyOrder" : 3,
      "properties" : {
        "conditionalLogoutUrl" : {
          "title" : "Conditional Logout URL List",
          "description" : "Examples: <br> match|url?param1=value1&amp;param2=value2 <br>match/path|?
param1=value1&amp;param2=value2&amp;param3=value3 <br>Property: 
org.forgerock.agents.conditional.logout.url.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12550,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "legacyLoginUrlList" : {
          "title" : "Legacy Login URL List",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a specified domain name, the Java agent redirects the request to a specific URL. 
Conditional redirects have the format [Domain/path]|[URL?realm=value&amp;parameter1=value1...], with no spaces 
between values. <br>Example: myapp.domain.com|https://login.example.com/apps/login.jsp?realm=sales  
<br>Property: org.forgerock.agents.legacy.login.url.list <br>Introduced in Java Agent 5.0.1",
          "propertyOrder" : 3900,
          "items" : {
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            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "authServiceHost" : {
          "title" : "AM Authentication Service Host Name",
          "description" : "Host name to be used by the AM authentication service. This property need to be 
updated in Bootstrap.properties <br>Property: org.forgerock.agents.am.hostname <br>Valid for Java Agent 5.0 
onwards <br>Requires Agent Restart",
          "propertyOrder" : 11000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "conditionalLoginUrl" : {
          "title" : "OAuth Login URL List",
          "description" : "Examples: <br> match|url?param1=value1&amp;ampparam2=value2 <br> match/path|?
param1=value1&amp;ampparam2=value2&amp;ampparam3=value3 <br>Property: 
org.forgerock.agents.oauth.login.url.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "agentAdviceEncode" : {
          "title" : "Composite Advice Encode",
          "description" : "This property is used to specify whether AM composite advices should be based64url 
encoded before sending to custom login endpoints. <br>Property: org.forgerock.agents.advice.b64.url.encode 
<br>Introduced in Java Agent 5.6.2",
          "propertyOrder" : 13050,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "authSuccessRedirectUrl" : {
          "title" : "Redirect to AM's Success URL",
          "description" : "When enabled, the Agent will redirect to the session's Success URL instead (defined 
in auth. chain) of the originally requested resource after successful authentication. <br>Property: 
org.forgerock.agents.authn.success.redirect.session.url.enabled <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 4000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "policyNotifications" : {
          "title" : "Enable Policy Notifications",
          "description" : "Enable Notifications(via websockets) for remote policy client.<br>Property: 
org.forgerock.agents.policy.change.notifications.enabled <br>Valid for Java Agent 5.0 onwards <br>Requires 
Agent Restart",
          "propertyOrder" : 11200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "authServicePort" : {
          "title" : "AM Authentication Service Port",
          "description" : "Port to be used by the AM authentication service. This property need to be updated 
in Bootstrap.properties<br>Property: org.forgerock.agents.am.port <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 11100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
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              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "restrictToRealm" : {
          "title" : "Restrict to Realm Map",
          "description" : "A map keyed by application name which allows users from only the specified realms 
(each entry is a CSV) to access the specified application. If no restricted realm is set, any user from any 
realm will be allowed access. Keyed by application name, value is a comma separated list of realms from which 
users may request resources. <br>Property: org.forgerock.agents.restrict.to.realm.map <br>Introduced in Java 
Agent 5.6.2.1",
          "propertyOrder" : 13080,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "amLoginUrl" : {
          "title" : "AM Login URL List",
          "description" : "AM login page URL. <br> Example: <br> http://host:port/am/UI/Login <br>Property: 
com.sun.identity.agents.config.login.url <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3710,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "policyEvaluationRealm" : {
          "title" : "Policy Evaluation Realm Map",
          "description" : "Which realm to start evaluating from. <br>Property: 
org.forgerock.agents.policy.evaluation.realm.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5400,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "authServiceProtocol" : {
          "title" : "AM Authentication Service Protocol",
          "description" : "Protocol to be used by the AM authentication service. This property need to be 
updated in AgentBootstrap.properties <br>Property: org.forgerock.agents.am.protocol <br>Valid for Java Agent 
5.0 onwards <br>Requires Agent Restart",
          "propertyOrder" : 10900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "customLoginEnabled" : {
          "title" : "Enable Custom Login Mode",
          "description" : "Flag to enable custom login. <br>Property: 
org.forgerock.agents.legacy.login.enabled <br>Introduced in Java Agent 5.0.1",
          "propertyOrder" : 3700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "urlPolicyEnvJsessionParameters" : {
          "title" : "JSession Parameter List for URL Policy Env",
          "description" : "List of HTTP SESSION attributes whose names and values will be set in the 
environment map for URL policy evaluation at AM server. <br> Examples: <br> name <br> phonenumber 
<br>Property: org.forgerock.agents.continuous.security.http.session.list <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 12000,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "urlPolicyEnvPostParameters" : {
          "title" : "POST Parameter List for URL Policy Env",
          "description" : "List of HTTP POST request parameters whose names and values will be set in the 
environment map for URL policy evaluation at AM server. <br> Examples: <br> name <br> phonenumber 
<br>Property: org.forgerock.agents.continuous.security.post.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11900,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "policyEvaluationApplication" : {
          "title" : "Policy Set Map",
          "description" : "Which application contains the policies to evaluate with. <br>Property: 
org.forgerock.agents.policy.set.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "urlPolicyEnvGetParameters" : {
          "title" : "GET Parameter List for URL Policy Env",
          "description" : "List of HTTP GET request parameters whose names and values will be set in the 
environment map for URL policy evaluation at AM server.<br> Examples: <br> name <br> phonenumber <br>Property: 
org.forgerock.agents.continuous.security.get.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "overridePolicyEvaluationRealmEnabled" : {
          "title" : "Enable Policy Evaluation in User Authentication Realm",
          "description" : "When true, user authenticated realm will be used for policy evaluation and ignores 
the value in org.forgerock.agents.policy.evaluation.realm.map. <br>Default: false<br>Type: Boolean<br>Hot-
swap: Yes<br> Property: org.forgerock.agents.user.realm.overrides.policy.evaluation.realm.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5410,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        }
      }
    }
  }
}

delete

Usage

am> delete J2eeAgents --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action J2eeAgents --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action J2eeAgents --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action J2eeAgents --realm Realm --actionName nextdescendents

query

Querying the agents of a specific type

Usage

am> query J2eeAgents --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read J2eeAgents --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update J2eeAgents --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "miscJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Miscellaneous",
      "propertyOrder" : 4,
      "properties" : {
        "agent302RedirectHttpData" : {
          "title" : "HTTP 302 Redirect Data",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the data to 
return instead of an HTTP 302 Redirect.<br>The following values are substituted in the default 
example:<br>%REQUEST_URI% is substituted for the URI of the incoming request.<br>%REQUEST_URL% is substituted 
for full path of the incoming request.<br>%TARGET% is substituted for the URI of the full path of the intended 
redirection target, and includes parameters if appropriate.<br> Substituted values can each occur zero or more 
times in the text.<br> Type: String<br>Default:<br> <pre>{redirect:{requestUri:%REQUEST_URI%,requestUrl:
%REQUEST_URL%,targetUrl:%TARGET%}}</pre><br> Hot-swap: Yes<br>Property: org.forgerock.agents.
302.redirect.http.data <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "portCheckFile" : {
          "title" : "Port Check Filename",
          "description" : "Name or complete path of a file that has the necessary content needed to handle 
requests that need port correction. <br>Property: org.forgerock.agents.port.check.file <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 7300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "loginReasonMap" : {
          "title" : "Login Reason Value Map",
          "description" : "This map allows some of the possible reasons to be mapped to arbitrary values, when 
empty will be used default values(see: \"Login Reason Parameter Name\" description). LOGIN REASON=CUSTOM VALUE 
e.g. [JWT_INVALID]=corrupted_token. <br>Property: org.forgerock.agents.login.reason.remapper <br>Introduced in 
Java Agent 5.7",
          "propertyOrder" : 18800,
          "patternProperties" : {
            ".*" : {
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              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "agent302RedirectInvertEnabled" : {
          "title" : "HTTP 302 Redirect Invert Not Enforced List",
          "description" : "When true, this property inverts the meaning of \"HTTP 302 Redirect Not-Enforced 
List\", so that it specifies a list of URLs for which HTTP 302 Redirect does take place.<br>Type: 
Boolean<br>Default: false<br>Hot-swap: Yes<br> Property: org.forgerock.agents.302.redirect.invert.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "loginReasonParameterName" : {
          "title" : "Login Reason Parameter Name",
          "description" : "Property to say why the user is being asked to login, the agent will (in custom 
login mode ONLY) pass the named parameter to the custom login endpoint, with an appropriate value. Note that 
this property is not enabled by default as this additional information represents an information leak. Default 
reasons: NO_TOKEN, JWT_INVALID, TOKEN_EXPIRED, EXCEPTION. <br>Property: 
org.forgerock.agents.login.reason.parameter.name <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 18700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "legacyUserAgentSupport" : {
          "title" : "Enable Legacy Support Handlers",
          "description" : "Enables support for legacy user agents (browser).<br>Property: 
org.forgerock.agents.legacy.support.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6700,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "portCheckEnabled" : {
          "title" : "Enable Port Checking",
          "description" : "Indicates if port check functionality is enabled or disabled.<br>Property: 
org.forgerock.agents.port.check.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "legacyRedirectUri" : {
          "title" : "Legacy User Agent Redirect URI",
          "description" : "An intermediate URI used by the Agent to redirect legacy user agent 
requests.<br>Property: org.forgerock.agents.legacy.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "gotoUrl" : {
          "title" : "Goto Url",
          "description" : "This is a URL used in rare circumstances where the Agent has nowhere else to go. 
For instance if the user requests a resource, authenticates for the first time, then presses the back button 
and the administrator hasn't set up the authn fail URL. <br>Property: org.forgerock.agents.default.goto.url 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 19200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "wantedHttpUrlRegexParams" : {
          "title" : "Regular Expression Retain Query Parameters",
          "description" : "Specifies a list of regular expressions the agent uses to match query parameters to 
be retained for policy decision and caching purposes. The property has the format [Domain/path] | 
regular_expression[,regular_expression...] with no spaces between values. <br>Property: 
org.forgerock.agents.wanted.http.url.params.regex.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19400,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "authFailReasonUrl" : {
          "title" : "Authentication Fail URL",
          "description" : "This property allows administrators to set the URL/URI of a web page that says that 
authentication failed and which may, using the login fail reason parameter, explain why.<br>Property: 
org.forgerock.agents.authn.fail.url <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 18900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "ignorePathInfo" : {
          "title" : "Ignore Path Info in Request URL",
          "description" : "The path info will be stripped from the request URL while doing Not Enforced List 
check and url policy evaluation if the value is set to true. <br>Property: 
com.sun.identity.agents.config.ignore.path.info <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 18600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
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            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "agent302RedirectContentType" : {
          "title" : "HTTP 302 Redirect Content Type",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the content 
type of the data to return instead of an HTTP 302 Redirect.<br>Type: String<br>Default: application/
json<br>Hot-swap: Yes<br>Property: org.forgerock.agents.302.redirect.http.content.type <br>Introduced in Java 
Agent 5.8",
          "propertyOrder" : 20000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agent302RedirectNerList" : {
          "title" : "HTTP 302 Redirect Not-Enforced List",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies a list of URLs 
for which HTTP 302 Redirect does not take place.<br>If a request does not match an entry in the list, or if 
the list is empty, an HTTP 302 Redirect takes place for all unauthenticated requests to access a resource, 
where other not-enforced rules do not automatically grant access to the resource.<br>If a request matches an 
entry in the list, HTTP 302 Redirect does not take place for that request, and the Agent returns a block of 
configurable JSON.<br> Type: List of not-enforced rules that comply with \"Conventions for Not-Enforced 
Rules\"<br>Default: Empty<br> Hot-swap: Yes<br>Property: org.forgerock.agents.302.redirect.ner.list 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 20200,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "localeCountry" : {
          "title" : "Locale Country",
          "description" : "<br>Property: org.forgerock.agents.locale.country <br>Valid for Java Agent 5.0 
onwards<br>Requires Agent Restart",
          "propertyOrder" : 1400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "portCheckSetting" : {
          "title" : "Port Check Protocol Map",
          "description" : "Map of port versus protocol entries with the key being the listening port number 
and value being the listening protocol to be used by the Agent to identify requests with invalid port 
numbers.<br> Example: <br> To map port 80 to protocol http: enter 80 in Map Key field, and enter http in 
Corresponding Map Value field. <br>Property name: org.forgerock.agents.port.check.map <br>Valid for Java Agent 
5.0 onwards",
          "propertyOrder" : 7400,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "authFailReasonParameterRemapper" : {
          "title" : "Authentication Fail Reason Parameter Value Map",
          "description" : "This map allows some of the possible reasons to be mapped to arbitrary values. When 
empty, will use default values. <br>Property: org.forgerock.agents.authn.fail.reason.remapper <br>Introduced 
in Java Agent 5.7",
          "propertyOrder" : 19100,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "unwantedHttpUrlParams" : {
          "title" : "Remove Query Parameters List for Policy Evaluation",
          "description" : "Specifies a list of query parameters to be removed from a URL for policy decision 
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and caching purposes. The property has the format [Domain/path] | parameter[,parameter...] with no spaces 
between values <br>Example: myapp.example.com/customers|location,lang <br>Property: 
org.forgerock.agents.unwanted.http.url.param.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19500,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "localeLanguage" : {
          "title" : "Locale Language",
          "description" : "Property: org.forgerock.agents.locale.language <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 1300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "unwantedHttpUrlRegexParams" : {
          "title" : "Regex Remove Query Parameters List for Policy Evaluation",
          "description" : "Specifies a list of regular expressions the agent uses to match query parameters to 
be removed from a URL for policy decision and caching purposes. The property has the format [Domain/path] | 
regular_expression[,regular_expression...] with no spaces between values.<br>Property: 
org.forgerock.agents.unwanted.http.url.params.regex.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19600,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "legacyUserAgentList" : {

Amster Entity Reference PingAM

2524 Copyright © 2025 Ping Identity Corporation



          "title" : "Legacy User Agent List",
          "description" : "List of user agent header values that identify legacy browsers. Entries in this 
list can have wild card character '*'. <br>Property: org.forgerock.agents.legacy.user.agent.list <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 6800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "gotoParameterName" : {
          "title" : "Goto Parameter Name",
          "description" : "This is the name of the HTTP query \"goto\" parameter. It is not recommended to 
change it.<br>Property: com.sun.identity.agents.config.redirect.param <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agent302RedirectStatusCode" : {
          "title" : "HTTP 302 Redirect Replacement HTTP Status Code",
          "description" : "When \"Enable HTTP 302 Redirects\" is false, this property specifies the HTTP code 
to return instead of an HTTP 302 Redirect. <br>Type: Integer<br>Default: 200<br>Hot-swap: Yes<br> Property: 
org.forgerock.agents.302.redirect.http.status.code <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 19900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "wantedHttpUrlParams" : {
          "title" : "Query Parameter List for Policy Evaluation",
          "description" : "Specifies a list of query parameters to be retained (other parameters will be 
removed) from a URL for policy decision and caching purposes. The property has the format [Domain/path] | 
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parameter[,parameter...] with no spaces between values.<br>Example: myapp.example.com/customers|location,lang 
<br>Property: org.forgerock.agents.wanted.http.url.param.list <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 19300,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "agent302RedirectEnabled" : {
          "title" : "Enable HTTP 302 Redirects",
          "description" : "Controls how the Agent handles redirects, as follows: <br> true: HTTP 302 Redirects 
are enabled. When an unauthenticated user attempts to access a resource, and not-enforced rules do not 
automatically grant access to the resource, the Agent returns an HTTP 302 to redirect the user to an 
authentication endpoint.<br>false: HTTP 302 Redirects are disabled. When an unauthenticated user attempts to 
access a resource, the Agent returns a block of configurable JSON that can be intercepted.<br> The returned 
HTTP code, content type, and data is configured by the properties <b>HTTP 302 Redirect Replacement HTTP Code, 
HTTP 302 Redirect Content Type, and HTTP 302 Redirect Data.</b><br> Lists of URLs in a not-enforced rule 
style, for which the data is produced are configured by the properties <b>\"HTTP 302 Redirect Not-Enforced 
List\" and HTTP 302 Redirect Invert Not Enforced List.</b><br>The following example JSON shows the request 
path as a URL and URI, and the target URL of the disabled redirect: <br> <pre>{\"redirect\": { \"requestUri\": 
\"examples/index.html#section_two\", \"requestUrl\": \"http://my.example.com:8020/examples/
index.html#section_two\", \"targetUrl\": \"http://am.example.com:8010/am/oauth2/authorize?
scope=openid&response_type=id_token&redirect_uri= . . . }}</pre><br> Use this option when it is difficult to 
handle 302, for example, when the Agent is accessed by a JavaScript application, or by something other than a 
browser.<br>Type: Boolean<br>Default: true<br>Hot-swap: Yes <br>Property: org.forgerock.agents.
302.redirects.enabled <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 19800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "authFailReasonParameterName" : {
          "title" : "Authentication Fail Reason Parameter Name",
          "description" : "If this property is defined, the agent will pass the named parameter to a custom 
page (defined by \"Authentication Fail URL\") saying why authentication failed. The reason can be very 
detailed and users may want to use the \"Authentication Fail Reason Parameter Value Map\" to give custom 
detail, otherwise these default values will be used: AUTHN_BOOKKEEPING_COOKIE_MISSING, NONCE_MISSING, 
EXCEPTION <br>Property: org.forgerock.agents.authn.fail.reason.parameter.name <br>Introduced in Java Agent 
5.7",
          "propertyOrder" : 19000,
          "type" : "object",
          "exampleValue" : "",

Amster Entity Reference PingAM

2526 Copyright © 2025 Ping Identity Corporation



          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        }
      }
    },
    "applicationJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Application",
      "propertyOrder" : 1,
      "properties" : {
        "applicationLogoutUris" : {
          "title" : "Logout URI Map",
          "description" : "An application-specific Map that identifies a request URI which indicates a logout 
event.<br>Valid key: the web application name. <br>Valid value: the application logout URI. <br>For this 
property, a global value can be set to apply to all the applications that don't have their own specific logout 
URI.  <br> Examples: <br>To set a global application logout URI: leave Map Key field empty, and enter the 
global application logout URI /logout.jsp in Corresponding Map Value field. <br> To set the logout URI for 
application BankApp: enter BankApp in Map Key field, and enter the application logout URI /BankApp/logout.jsp 
in Corresponding Map Value field. <br>Property: org.forgerock.agents.logout.endpoint.map <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 6000,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "notEnforcedIps" : {
          "title" : "Not-Enforced Client IP List",
          "description" : "No authentication and authorization protection from agent are required for the 
requests coming from these client IP addresses. <br> Examples: <br> 192.18.145.* <br> 192.18.146.123 Property: 
org.forgerock.agents.notenforced.ip.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7900,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "invertNotEnforcedIps" : {
          "title" : "Invert Not-Enforced IPs",
          "description" : "Client IP Addresses to invert protection of IP addresses listed in the related Not-
Enforced Client IP List.<br>Property: org.forgerock.agents.notenforced.ip.invert.enabled <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 8000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "notEnforcedIpsCacheSize" : {
          "title" : "Max Entries in Not-Enforced IP Cache",
          "description" : "Size of the cache to be used if Not-Enforced IP Cache Flag is enabled.<br>Property: 
org.forgerock.agents.notenforced.ip.cache.size <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "notEnforcedIpsCacheEnabled" : {
          "title" : "Enable Not-Enforced IP Cache",
          "description" : "Enable caching of not-enforced IP list evaluation results.<br>Property: 
org.forgerock.agents.notenforced.ip.cache.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
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        "sessionAttributeFetchMode" : {
          "title" : "Session Attribute Fetch Mode",
          "description" : "The mode of fetching session attributes.<br>Property: 
com.sun.identity.agents.config.session.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "responseAttributeMap" : {
          "title" : "Response Attribute Map",
          "description" : "Maps the policy response attributes to be populated under specific names for the 
currently authenticated user. <br> Example: <br> To populate the value of response attribute uid under name 
CUSTOM-USER-NAME: enter uid in Map Key field, and enter CUSTOM-USER-NAME in Corresponding Map Value field. 
<br>Property: org.forgerock.agents.response.attribute.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9200,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "notEnforcedUrisCacheEnabled" : {
          "title" : "Enable Not-Enforced URIs Cache",
          "description" : "Enables the caching of the Not-Enforced URIs list evaluation results.<br>Property: 
org.forgerock.agents.notenforced.uri.cache.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "profileAttributeFetchMode" : {
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          "title" : "Profile Attribute Fetch Mode",
          "description" : "The mode of fetching profile attributes.<br>Property: 
com.sun.identity.agents.config.profile.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "notEnforcedUrisCacheSize" : {
          "title" : "Max Entries in Not-Enforced URI Cache",
          "description" : "Size of the cache to be used if caching of not enforced URI list evaluation results 
is enabled.<br>Property: org.forgerock.agents.notenforced.uri.cache.size <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 7800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "invertNotEnforcedUris" : {
          "title" : "Invert Not-Enforced URIs",
          "description" : "Inverts protection of  URIs specified in Not-Enforced URIs list. When set to true, 
it indicates that the URIs specified should be enforced and all other URIs should be not enforced by the 
Agent.<br>Property: org.forgerock.agents.notenforced.uri.invert.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "clientIpValidationRange" : {
          "title" : "Client IP Validation Address Range",
          "description" : "Comma separated list of IP addresses and/or ranges of IP addresses in CIDR format. 
Key = application(if empty for all applications) Requires \"Client IP Validation Mode\" property be DENY or 
LOGOUT.<br>Property: org.forgerock.agents.acceptable.ip.address.map <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 8275,
          "patternProperties" : {
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            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "clientIpValidationMode" : {
          "title" : "Client IP Validation Mode",
          "description" : "Checks that that the request originates from the same IP address as used for first 
authentication, or that any change in IP address is in the \"approved\" list. <br>Key: Application name. If 
the application is not named, check the the IP address globally, for all applications. <br>Value:<br> OFF: Do 
not check the IP address. <br> DENY: If IP address is not approved, refuse the request and return an HTTP 403. 
<br> LOGOUT: If IP address is not approved, log out from AM to destroy the user session. <br>Property: 
org.forgerock.agents.original.ip.check.mode.map <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 8250,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "continuousSecurityCookies" : {
          "title" : "Continuous Security Cookie Map",
          "description" : "The name of the cookies to be sent as part of the payload during policy evaluation, 
which can be accessed via the 'environment' variable in a policy script. The 'key' is the name of the cookie 
to be sent, and the 'value' is the name which it will appear as in the policy evaluation script. It is 
possible to map multiple cookies to the same name (they will simply appear as an array in the evaluation 
script). If the cookie doesn't exist, then the empty string will be sent. <br>Property: 
org.forgerock.agents.continuous.security.cookies.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 3210,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "logoutIntrospection" : {
          "title" : "Enable Logout Introspection",
          "description" : "Allows the Agent to search HTTP request body to locate logout 
parameter.<br>Property: org.forgerock.agents.logout.introspection.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 6200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "sessionAttributeMap" : {
          "title" : "Session Attribute Map",
          "description" : "Maps the session attributes to be populated under specific names for the currently 
authenticated user.<br> Example: <br>  To populate the value of session attribute UserToken under name CUSTOM-
userid: enter UserToken in Map Key field, and enter CUSTOM-userid in Corresponding Map Value field. 
<br>Property: org.forgerock.agents.session.attribute.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9000,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "profileAttributeMap" : {
          "title" : "Profile Attribute Map",
          "description" : "Maps the profile attributes to be populated under specific names for the currently 
authenticated user.<br> Example: <br> To populate the value of profile attribute cn under name CUSTOM-Common-
Name: enter cn in Map Key field, and enter CUSTOM-Common-Name in Corresponding Map Value field. <br> To 
populate the value of profile attribute mail under name CUSTOM-Email: enter mail in Map Key field, and enter 
CUSTOM-Email in Corresponding Map Value field. <br>Property: org.forgerock.agents.profile.attribute.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8800,
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          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "headerAttributeDateFormat" : {
          "title" : "Fetch Attribute Date Format",
          "description" : "Format of date attribute values to be used when the attribute is being set as HTTP 
header. Format is based on java.text.SimpleDateFormat. <br>Property: 
org.forgerock.agents.attribute.date.format <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 8400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "notEnforcedUris" : {
          "title" : "Not-Enforced URIs",
          "description" : "List of URIs for which protection is not enforced by the Agent. <br> Examples: 
<br> /BankApp/public/* <br> /BankApp/images/* <br>Property: org.forgerock.agents.notenforced.uri.list 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7500,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "responseAttributeFetchMode" : {
          "title" : "Response Attribute Fetch Mode",
          "description" : "The mode of fetching policy response attributes.<br>Property: 
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org.forgerock.agents.response.attribute.fetch.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 9100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "cookieAttributeUrlEncoded" : {
          "title" : "Enable Attribute Encoding",
          "description" : "Indicates if the value of the attribute should be URL encoded before being set as a 
cookie.<br>Property: org.forgerock.agents.attribute.cookie.encode.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 8500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "continuousSecurityHeaders" : {
          "title" : "Continuous Security Header Map",
          "description" : "The name of the headers in the user's original request, that will be sent as part 
of the payload during policy evaluation, which can then be accessed via the 'environment' variable in a policy 
script. The 'key' is the name of the header to be sent, and the 'value' is the name which it will appear as in 
the policy evaluation script.It is possible to map multiple headers to the same name (they will simply appear 
as an array in the evaluation script). If the header doesn't exist, then the empty string will be sent. 
<br>Property: org.forgerock.agents.continuous.security.headers.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 3211,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "logoutRequestParameters" : {

Amster Entity Reference PingAM

2534 Copyright © 2025 Ping Identity Corporation



          "title" : "Logout Request Parameter Map",
          "description" : "An application-specific Map that identifies a parameter which when present in the 
HTTP request indicates a logout event. <br>Valid key: the web application name. <br>Valid value: the logout 
request parameter. <br>For this property, a global value can be set to apply to all the applications that 
don't have their own specific logout request parameter. <br> Examples: <br>To set a global application logout 
request parameter: leave Map Key field empty, and enter the global application logout request parameter 
logoutparam in Corresponding Map Value field. <br> To set the logout request parameter for application 
BankApp: enter BankApp in Map Key field, and enter the logout request parameter logoutparam in Corresponding 
Map Value field. <br>Property: org.forgerock.agents.logout.request.param.map <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 6100,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "resourceAccessDeniedUri" : {
          "title" : "Access Denied URI Map",
          "description" : "An application-specific Map that identifies a URI of the customized access denied 
page.<br>Valid key: the web application name. <br>Valid value: the customized application access denied page 
URI. <br>For this property, a global value can be set to apply to all the applications that don't have their 
own specific access denied page.  <br> Examples: <br>To set a global access denied page: leave Map Key field 
empty, and enter the global access denied page URI /sample/accessdenied.html in Corresponding Map Value field. 
<br> To set the access denied page URI for application BankApp: enter BankApp in Map Key field, and enter the 
application access denied page URI /BankApp/accessdenied.html in Corresponding Map Value field. <br>Property: 
org.forgerock.agents.access.denied.uri.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 2700,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "logoutEntryUri" : {
          "title" : "Logout Entry URI Map",
          "description" : "An application-specific Map that identifies a URI to be used as an entry point 
after successful logout and subsequent successful authentication if applicable. <br>Valid key: the web 
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application name. <br>Valid value: the logout entry URI. <br>For this property, a global value can be set to 
apply to all the applications that don't have their own specific logout entry URI. <br> Examples: <br>To set a 
global application logout entry URI: leave Map Key field empty, and enter the global application logout entry 
URI /welcome.html in Corresponding Map Value field. <br> To set the logout entry URI for application BankApp: 
enter BankApp in Map Key field, and enter the logout entry URI /BankApp/welcome.html in Corresponding Map 
Value field. <br>Property: org.forgerock.agents.logout.goto.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6300,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "cookieAttributeMultiValueSeparator" : {
          "title" : "Cookie Separator Character",
          "description" : "Character that will be used to separate multiple values of the same attribute when 
it is being set as a cookie. <br>Property: org.forgerock.agents.attribute.cookie.separator <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 8300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "notEnforcedFavicon" : {
          "title" : "Not-Enforced Favicon",
          "description" : "This flag, if enabled, automatically adds \"*/favicon.ico\" to the not enforced 
list.  This can help to avoid odd situations in which a user is required to log in after logging out, just 
because favicon.ico has been requested by browser. <br>Property: 
org.forgerock.agents.auto.not.enforce.favicon.enabled <br>Introduced in Java Agent 5.7 <br>Requires Agent 
Restart",
          "propertyOrder" : 7650,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
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            }
          }
        },
        "notEnforcedRuleCompoundSeparator" : {
          "title" : "Not Enforced Compound Rule Separator",
          "description" : "Specifies a separator for not enforced compound rules. The format for compound 
rules requires a list of IP rules, a separator (by default the | character), and a list of URI rules. 
<br>Example, GET 192.168.1.1-192.168.4.3 | /images/* <br>Configure a different separator (for example, &&) 
when working with the REGEX keyword to avoid invalid regular expressions. <br>Property: 
com.sun.identity.agents.config.notenforced.rule.compound.separator <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7450,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        }
      }
    },
    "ssoJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "SSO",
      "propertyOrder" : 2,
      "properties" : {
        "cdssoDomainList" : {
          "title" : "JWT Cookie Domain List",
          "description" : "Domains for which cookies have to be set in a CDSSO scenario. <br> Example: 
<br> .forgerock.com <br>Property: org.forgerock.agents.jwt.cookie.domain.list <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 5800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "encodeCookies" : {
          "title" : "Enable Encoded Cookies",
          "description" : "Cookies are encoded, if set. <br>Property: com.iplanet.am.cookie.encode <br>Valid 
for Java Agent 5.0 onwards",
          "propertyOrder" : 5920,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "setCookieAttributeMap" : {
          "title" : "Set-Cookie Attribute Map",
          "description" : "Text from this map will be added directly into the Set-Cookie header by the 
AttributeTaskHandler and its descendants when it creates cookies out of Profile Attributes, Session Info 
Attributes and/or Response Attributes. The key is the cookie name, the value is any arbitrary text suitable 
for the Set-Cookie header. Users should remember semicolons if they wish to add multiple values. Values 
inappropriate for the header will likely cause the Agent to fail to create the relevant cookie. <br>Property: 
org.forgerock.agents.set.cookie.attribute.map, <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5950,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "cookieResetDomains" : {
          "title" : "Reset Cookie Domain Map",
          "description" : "Maps cookie names specified in Cookie Reset Name List to value being the domain of 
this cookie to be used when a reset event occurs. <br>Property: org.forgerock.agents.cookie.reset.domain.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4800,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "acceptIPDPCookie" : {
          "title" : "Convert SSO Tokens Into OIDC JWTs",
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          "description" : "When this property is set to true, for each incoming request, when the user does 
not present a JWT in the designated cookie, the Agent will look for an SSO token in the iPlanetDirectoryPro 
cookie (configurable in AM). If this is found, the Agent invokes AM to exchange it for a JWT which is then 
used in further requests. The result is cached, so interaction with AM will not be needed, if the same SSO 
token is presented in the future (and the existing cache entry is still valid)<br>Property: 
org.forgerock.agents.accept.ipdp.cookie.enabled <br>Introduced in Java Agent 5.6.2.1",
          "propertyOrder" : 5900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "httpOnly" : {
          "title" : "Enable HTTP Only Cookies",
          "description" : "Flag saying whether HTTP only cookies are enabled.<br>Property: 
com.sun.identity.cookie.httponly <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5910,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "setCookieInternalMap" : {
          "title" : "Set-Cookie Internal Map",
          "description" : "Text from this map will be added directly into the Set-Cookie header when creating 
\"internal\" cookies (e.g. the am-auth-jwt and pre-auth cookies). This allows, among other things, the same-
site value to be manipulated. The key is the cookie name, the value is any arbitrary text suitable for the 
Set-Cookie header. Users should remember semicolons if they wish to add multiple values.  Values inappropriate 
for the header will likely cause the Agent to fail to create the relevant cookie. <br>Property: 
org.forgerock.agents.set.cookie.internal.map <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5940,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
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            }
          }
        },
        "cookieResetPaths" : {
          "title" : "Reset Cookie Path Map",
          "description" : "Maps cookie names specified in Cookie Reset Name List to value being the path of 
this cookie to be used when a reset event occurs.<br>Property: org.forgerock.agents.cookie.reset.path.map 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4900,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "acceptSsoTokenDomainList" : {
          "title" : "SSO Cookie Domain List",
          "description" : "A list of domains in which the Agent attempts to create SSO cookies when \"Enable 
SSO Token Acceptance\" is true:<br> If the list is empty, the agent creates cookies only in its own 
domain.<br> If the agent is running behind a browser, it can create cookies only in its own domain.<br> If the 
agent is running behind a proxy, it should be able to create cookies in any required domains.<br> Default: 
Empty<br>Type: List of strings that represent domains<br>Hot-swap: Yes <br>Property: 
org.forgerock.agents.ipdp.cookie.domain.list <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5802,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "excludedUserAgentsList" : {
          "title" : "Exclude Agents From Samesite Cookie Attributes",
          "description" : "Excluded User agents pattern list. List of incompatible user agents that will be 
prevented from receiving SameSite cookie attributes. <br>Property: 
org.forgerock.agents.samesite.excluded.user.agents.list <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 5960,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
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          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "acceptSsoTokenEnabled" : {
          "title" : "Enable SSO Token Acceptance",
          "description" : "When true, the Agent does not attempt to convert SSO tokens to OIDC tokens. Use 
this option to continue to use SSO tokens, when the Agent and the token issuer are in the same domain.<br>When 
false, the Agent accepts SSO tokens and converts them to OIDC tokens. Use this option for better security, and 
in applications and APIs where the backend requires user information in form of an OIDC token.<br>Default: 
False<br>Type: Boolean<br> Hot-swap: Yes<br>Property: org.forgerock.agents.accept.sso.tokens.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5801,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "authExchangeCookieName" : {
          "title" : "Authentication Exchange Cookie Name",
          "description" : "This property allows the administrator to define a cooke name that will be used by 
the authn exchange endpoint. The value is empty by default and the endpoint will thus not be capable of 
examining cookie values <br>Property: org.forgerock.agents.authn.exchange.cookie.name <br>Introduced in Java 
Agent 5.7",
          "propertyOrder" : 5902,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "cdssoSecureCookies" : {
          "title" : "Transmit Cookies Securely",
          "description" : "When true, all cookies written by the Java Agent are secure. <br>Default: 
false.<br>Property: org.forgerock.agents.secure.cookies.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2541



            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "cdssoRedirectUri" : {
          "title" : "Authentication Redirect URI",
          "description" : "An intermediate URI that is used by the Agent for processing CDSSO requests. 
<br>Property: org.forgerock.agents.authn.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "authExchangeUri" : {
          "title" : "Authentication Exchange URI",
          "description" : "This property allows the administrator to enable an endpoint that will facilitate 
the exchange of SSO tokens for OIDC JWTs. The value is empty by default and thus the endpoint is not 
accessible.<br>Property: org.forgerock.agents.authn.exchange.uri <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 5901,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "cookieResetEnabled" : {
          "title" : "Cookie Reset",
          "description" : "Agent resets cookies in the response before redirecting to 
authentication.<br>Property: org.forgerock.agents.cookie.reset.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
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            }
          }
        },
        "cookieResetNames" : {
          "title" : "Reset Cookie List",
          "description" : "Cookie names that will be reset by the Agent if Cookie Reset is 
enabled.<br>Property: org.forgerock.agents.cookie.reset.name.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4700,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        }
      }
    },
    "advancedJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 5,
      "properties" : {
        "postDataPreserveCacheEntryMaxEntries" : {
          "title" : "Max Entries in POST Data Preservation Storage",
          "description" : "Maximum number of entries to hold in the POST data preservation storage. 
<br>Property: org.forgerock.agents.pdp.cache.size <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13550,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "alternativeAgentProtocol" : {
          "title" : "Alternative Agent Protocol",
          "description" : "Protocol being used (http/https) by the client browsers to communicate with the 
Agent protected server if different from the actual protocol used by the server.<br>Property name: 
org.forgerock.agents.agent.protocol <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
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            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "clientHostnameHeader" : {
          "title" : "Client Hostname Header",
          "description" : "HTTP header name that holds the Hostname of the client. <br>Property: 
org.forgerock.agents.http.header.containing.remote.hostname <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 1100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "policyCachePerUser" : {
          "title" : "Max Entries in Policy Cache per Session",
          "description" : "The number of distinct policy evaluation entries that each session (stored in the 
policy evaluation cache) can have. Thus the total number of policy evaluation results that can be stored is 
the \"Max Sessions in Policy Cache\" multiplied by the \"Max Entries in Policy Cache per 
Session\".<br>Property: org.forgerock.agents.policy.cache.per.session.size <br>Introduced in Java Agent 5.6 
<br>Requires Agent Restart",
          "propertyOrder" : 14100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "jwtCacheSize" : {
          "title" : "Max Entries in JWT Cache",
          "description" : "The maximum number of entries in the JWT cache.Property: 
org.forgerock.agents.jwt.cache.size <br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13810,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
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        },
        "postDataStickySessionMode" : {
          "title" : "POST Data Preservation Sticky Session Mode",
          "description" : "If the PDP mechanism needs sticky loadbalancing, the URL mode will append a 
querystring, while the Cookie mode will create a cookie. <br>Property: 
org.forgerock.agents.pdp.sticky.session.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "expiredSessionCacheSize" : {
          "title" : "Max Entries in Expired Session Cache",
          "description" : "The maximum number of entries in the expired session cache. When the maximum is 
reached, the oldest records are overwritten.<br> The expired session cache records sessions that have been 
killed by AM. Use the cache to reduce network traffic and load on AM. When the Agent receives a request using 
a token in the expired session cache, it rejects the request without needing to retrieve session information 
from AM.<br>Default: 500<br>Type: Integer<br> Hot swap: No<br>Property: 
org.forgerock.agents.expired.session.cache.size <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 13720,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "ssoExchangeCacheSize" : {
          "title" : "Max Entries in SSO Exchange Cache",
          "description" : "The number of entries in the SSO Exchange cache. <br>Property: 
org.forgerock.agents.sso.exchange.cache.size <br>Introduced in Java Agent 5.6.2.1 <br>Requires Agent Restart",
          "propertyOrder" : 13910,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "alternativeAgentHostname" : {
          "title" : "Alternative Agent Host Name",
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          "description" : "Host name identifying the Agent protected server to the client browsers if 
different from the actual host name. <br>Property: org.forgerock.agents.agent.hostname <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 4100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "postDataPreservation" : {
          "title" : "Enable POST Data Preservation",
          "description" : "Post Data Preservation functionality basically stores any POST data before 
redirecting the user to the login screen and after successful login the agent will generate a page that 
autosubmits the same POST to the original URL.<br>Property: 
org.forgerock.agents.post.data.preservation.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "monitoringToCSV" : {
          "title" : "Export Monitoring Metrics to CSV",
          "description" : "When set to true, the Agent will write monitoring information to CSV files. 
<br>Property: org.forgerock.agents.monitoring.to.csv.enabled <br>Introduced in Java Agent 5.5",
          "propertyOrder" : 13085,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "missingPostDataPreservationEntryUri" : {
          "title" : "Missing POST Data Preservation Entry URI Map",
          "description" : "An application-specific URI Map that is used in case the referenced PDP entry 
cannot be found in the local cache (due to ttl). In such cases it will redirect to the specified URI, 
otherwise it will show a HTTP 403 Forbidden error. <br>Examples: <br>To set a redirect target for application 
BankApp: enter Bankapp in Map Key field and enter a redirect URI in corresponding Map Value field. 
<br>Property: org.forgerock.agents.pdp.noentry.url.map <br>Valid for Java Agent 5.0 onwards",
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          "propertyOrder" : 13200,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "jwtCacheTTL" : {
          "title" : "JWT Cache TTL",
          "description" : "This sets the time in minutes after which entries in the JWT cache will timeout and 
be purged. Since all JWTs in the cache have been parsed, and parsing is a CPU intensive process, having a 
large timeout on this cache is advantageous and will save CPU cycles reparsing already seen JWTs<br>Property: 
org.forgerock.agents.jwt.cache.ttl.minutes <br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "fragmentRelayUri" : {
          "title" : "Fragment Relay URI",
          "description" : "To enable unauthenticated fragment retention within incoming requests, set this 
property to a valid dummy URI within the Agent application.<br>Example: /agentapp/pre-authn-fragment-capture 
<br>Property: org.forgerock.agents.authn.fragment.relay.uri <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 13090,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "idleTimeRefreshWindow" : {
          "title" : "Idle Time Refresh Window",
          "description" : "Once every this number of minutes, the Agent will nudge AM so it knows a particular 
session is still in use, thereby resetting its idle time. <br>Property: 
org.forgerock.agents.idle.time.window.minutes <br>Introduced in Java Agent 5.6.2.1",
          "propertyOrder" : 14200,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by agent.<br> Examples: <br> customproperty=custom-value1 <br> customlist[0]=customlist-value-0 <br> 
customlist[1]=customlist-value-1 <br> custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-value-2 
<br>Property: com.sun.identity.agents.config.freeformproperties <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 20000,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "sessionCacheTTL" : {
          "title" : "Session Cache TTL",
          "description" : "This sets the time in minutes after which entries in the session cache will timeout 
and be purged. If an entry is not cached, the Agent will need to retrieve session information from AM, hence 
by default the timeout is much longer than for the policy cache. <br>Property: 
org.forgerock.agents.session.cache.ttl.minutes<br>Introduced in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "postDataCacheTtlMin" : {
          "title" : "POST Data Preservation Cache TTL",
          "description" : "This sets the time in minutes after which entries in the Post Data Preservation 
cache will timeout and be purged. <br>Property: org.forgerock.agents.pdp.cache.ttl.minutes <br>Introduced in 
Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 13300,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "ssoExchangeCacheTTL" : {
          "title" : "Exchanged SSO Token Cache TTL",
          "description" : "This sets the time in minutes after which entries in the SSO token exchange cache 
will timeout and be purged. Since exchanging SSO tokens for JWTs is an expensive process, previously exchanged 
SSO tokens are cached so that the roundtrip to AM can be avoided in the case where an entity is unable to 
permanently store its JWT in a cookie. <br>Property: org.forgerock.agents.sso.exchange.cache.ttl.minutes 
<br>Introduced in Java Agent 5.6.2.1 <br>Requires Agent Restart",
          "propertyOrder" : 13900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "postDataPreserveCacheEntryMaxTotalSizeMb" : {
          "title" : "POST Data Preservation Storage Size",
          "description" : "The maximum number of megabytes allocated to store POST data. When the maximum is 
reached, old entries are discarded. <br>Property: org.forgerock.agents.pdp.cache.total.size.mb <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 13600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "policyClientPollingInterval" : {
          "title" : "Policy Cache TTL",
          "description" : "This sets the time in minutes after which entries in the policy cache will timeout 
and be purged.<br>Property: org.forgerock.agents.policy.cache.ttl.minutes <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 13950,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "xssDetectionRedirectUri" : {
          "title" : "XSS Redirect URI Map",
          "description" : "An application-specific Map that identifies a URI of the customized page if XSS 
code has been detected.<br>Examples: <br>To set a redirect target for application BankApp: enter BankApp in 
Map Key field, and enter a redirect URI in Corresponding Map Value field. <br>Property: 
org.forgerock.agents.xss.redirect.uri.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12900,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "possibleXssCodeElements" : {
          "title" : "XSS Code Element List",
          "description" : "If one of these strings occurs in the request, the client is redirected to an error 
page.<br>Property: org.forgerock.agents.xss.code.element.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "postDataStickySessionKeyValue" : {
          "title" : "POST Data Preservation Sticky Session Key Value",
          "description" : "The provided key-value pair will be used for adding to the URL or creating the 
cookie. <br>Example: <br>Set 'lb=server1' to append to the querystring or to have 'lb' cookie with 'server1' 
value. <br>Property: org.forgerock.agents.pdp.sticky.session.value <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 13500,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "policyCacheSize" : {
          "title" : "Max Sessions in Policy Cache",
          "description" : "The maximum number of sessions, i.e. distinct users, stored in the policy 
evaluation cache at any one time.<br>Property: org.forgerock.agents.policy.cache.session.size <br>Introduced 
in Java Agent 5.6 <br>Requires Agent Restart",
          "propertyOrder" : 14000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "alternativeAgentPort" : {
          "title" : "Alternative Agent Port Number",
          "description" : "Port number identifying the Agent protected server listening port to the client 
browsers if different from the actual listening port. <br>Property name: org.forgerock.agents.agent.port 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "expiredSessionCacheTTL" : {
          "title" : "Expired Session Cache Timeout",
          "description" : "The time in minutes after which entries in the expired session cache timeout and 
are purged.<br>The expired session cache records sessions that have been killed by AM.Use the cache to reduce 
network traffic and load on AM. When the Agent receives a request using an invalidated token, it rejects the 
request without needing to retrieve session information from AM.<br>Default: 20<br>Type: Integer<br>Hot swap: 
No<br> Property: org.forgerock.agents.sso.expired.session.cache.ttl.minutes <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 13710,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "clientIpHeader" : {
          "title" : "Client IP Address Header",
          "description" : "HTTP header name that holds the IP address of the client. <br>Property: 
org.forgerock.agents.http.header.containing.ip.address <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 1000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        }
      }
    },
    "globalJ2EEAgentConfig" : {
      "type" : "object",
      "title" : "Global",
      "propertyOrder" : 0,
      "properties" : {
        "userMappingMode" : {
          "title" : "User Mapping Mode",
          "description" : "Specifies mechanism agent uses to determine user-ID.<br>Property: 
org.forgerock.agents.user.mapping.mode <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agentgroup" : {
          "title" : "Group",
          "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
          "propertyOrder" : 50,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
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        },
        "cdssoRootUrl" : {
          "title" : "Agent Root URL for CDSSO",
          "description" : "The list of agent root URLs for CDSSO. The valid value is in the format protocol://
hostname:port/, where protocol represents the protocol used, such as http or https, hostname represents the 
host name of the system where the agent resides, and port represents the port number on which the agent is 
installed. The slash following the port number is required.<br> If your agent system also has virtual host 
names, add URLs with the virtual host names to this list as well. AM checks that goto URLs match one of the 
agent root URLs for CDSSO.<br>Property: sunIdentityServerDeviceKeyValue <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 22700,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "localAuditLogfileRetentionCount" : {
          "title" : "Audit Logfile Retention Count",
          "description" : "The number of audit log files to retain after rotation has occurred.Property: 
org.forgerock.agents.local.audit.log.retention.count <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 2100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "debugLogfileRetentionCount" : {
          "title" : "Debug File Rotation Retention Count",
          "description" : "This is the number of log files to retain after rotation, so for example, setting 
it to 10 would give you one current debug file and nine older (rotated) files.<br>Property: 
org.forgerock.agents.debug.retention.count <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10050,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
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        },
        "customResponseHeader" : {
          "title" : "Custom Response Header Map",
          "description" : "Map specifies the custom headers that are set by the Agent on the client browser. 
The key is the header name and the value represents the header value.<br> Example: <br>  To set the custom 
header Cache-Control to value no-cache: enter Cache-Control in Map Key field, and enter no-cache in 
Corresponding Map Value field. <br>Property: org.forgerock.agents.response.header.map <br>Valid for Java Agent 
5.0 onwards",
          "propertyOrder" : 7000,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "userpassword" : {
          "title" : "Password",
          "description" : "",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "preAuthCookieName" : {
          "title" : "Pre-Authentication Cookie Name",
          "description" : "Specifies the name of the cookie the agent uses to track the progress of 
authentication with AM.<br>Property: org.forgerock.agents.authn.cookie.name <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 11210,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "userAttributeName" : {
          "title" : "User Attribute Name",
          "description" : "Name of the attribute which contains the user-ID.<br>Property: 
org.forgerock.agents.user.mapping.mode.attribute.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 700,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "debugLogfileSuffix" : {
          "title" : "Debug File Rotation Suffix",
          "description" : "This is a value appended onto the end of the debug file name when it is rotated. 
The user is free to define it as they want, but if it does not involve a timestamp that produces different 
file names when the rotation time is reached, log file rotation is unlikely to function correctly<br>Property: 
org.forgerock.agents.debug.suffix <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10020,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "userTokenName" : {
          "title" : "User Session Name",
          "description" : "Session property name for user-ID of the authenticated user in 
session.<br>Property: org.forgerock.agents.userid.mapping.mode.use.session.property.name <br>Valid for Java 
Agent 5.0 onwards",
          "propertyOrder" : 900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "debugLevel" : {
          "title" : "Agent Debug Level",
          "description" : "Specifies type of agent debug messages to log.<br>Property: 
com.iplanet.services.debug.level <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 10000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
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            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "fqdnCheck" : {
          "title" : "Enable FQDN Checking",
          "description" : "Enables checking of fqdn default value and fqdn map values.<br>Property: 
org.forgerock.agents.fqdn.check.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "localAuditLogRotation" : {
          "title" : "Enable Local Audit Log Rotation",
          "description" : "Flag to indicate that audit log files should be rotated when reaching a certain 
size.<br>Property: org.forgerock.agents.local.audit.log.rotation.enabled <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 1800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "userPrincipalFlag" : {
          "title" : "Enable User Principal Flag",
          "description" : "Use principal instead of just the user-ID for authenticating the user.<br>Property: 
org.forgerock.agents.userid.mapping.mode.use.dn.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "preAuthCookieMaxAge" : {
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          "title" : "Max Age of Pre-Authentication Cookie",
          "description" : "This is the amount of time in seconds before the pre-authn cookie will 
timeout.<br>Property: org.forgerock.agents.authn.cookie.max.age.seconds <br>Valid for Java Agent 5.6.3 
onwards",
          "propertyOrder" : 11220,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "fqdnDefault" : {
          "title" : "Default FQDN",
          "description" : "Fully qualified hostname that the users should use in order to access 
resources.<br>Property: org.forgerock.agents.fqdn.default <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agentConfigChangeNotificationsEnabled" : {
          "title" : "Enable Notifications of Agent Configuration Change",
          "description" : "Enable agent to receive notification messages (via websockets) from AM server for 
configuration changes.<br>Property: org.forgerock.agents.config.change.notifications.enabled <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 12100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "localAuditRotationSize" : {
          "title" : "Local Audit Log Rotation Size",
          "description" : "Size limit when a local audit log file is rotated to a new file.<br>Property name: 
org.forgerock.agents.local.audit.log.rotation.bytes <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1900,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "fqdnMapping" : {
          "title" : "FQDN Virtual Host Map",
          "description" : "Maps virtual, invalid, or partial hostnames, and IP addresses to the FQDN to access 
protected resources.<br> Examples: <br>  To map the partial hostname myserver to myserver.mydomain.com: enter 
myserver in the Map Key field and myserver.mydomain.com in the Corresponding Map Value field. To map a virtual 
server rst.hostname.com that points to the actual server abc.hostname.com: enter valid1 in the Map Key field 
and rst.hostname.com in the Corresponding Map Value field. <br>Property: org.forgerock.agents.fqdn.map) 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 6600,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "debugLogfileRotationMinutes" : {
          "title" : "Debug File Rotation Time",
          "description" : "This is the time in minutes after which log file rotation will occur.<br>Property: 
org.forgerock.agents.debug.rotation.time.minutes <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10040,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "httpSessionBinding" : {
          "title" : "HTTP Session Binding",
          "description" : "If true will invalidate the http session when login has failed, user has no SSO 
session, or principal user name does not match SSO user name.<br>Property: 
org.forgerock.agents.http.session.binding.enabled <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3500,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "redirectAttemptLimit" : {
          "title" : "Redirect Attempt Limit",
          "description" : "Number of successive single point redirects that a user can make using a single 
browser session which will trigger the blocking of the user request. Set to 0 to disable this 
feature.<br>Property: org.forgerock.agents.redirect.attempt.limit <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "jwtName" : {
          "title" : "JWT Cookie Name",
          "description" : "The name used by the agent to set the OIDC JWT on the user's browser.<br>Property: 
org.forgerock.agents.jwt.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11201,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "lbCookieName" : {
          "title" : "Load Balancer Cookie Name",
          "description" : "The name of the load balancer cookies. This property is used only if 
\"org.forgerock.agents.load.balancer.cookies.enabled\" is true. To improve performance, make sure that this 
property has the same value as the AM property com.iplanet.amlbcookie.name.  <br>Property: 
org.forgerock.agents.load.balancer.cookie.name <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 12130,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
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              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "lbCookieEnabled" : {
          "title" : "Enable Load Balancer Cookies",
          "description" : "When true, every policy evaluation call to AM is accompanied by a load balancer 
cookie. Use this property with \"org.forgerock.agents.load.balancer.cookie.name\" to improve performance. Load 
balancer cookies can reduce the number of calls that different AM instances make to the core token service. 
<br>Property: org.forgerock.agents.load.balancer.cookies.enabled <br>Introduced in Java Agent 5.8",
          "propertyOrder" : 12125,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "recheckAmUnavailabilityInSeconds" : {
          "title" : "Recheck availability of AM",
          "description" : "The duration after which the agent rechecks AM availability, when Autonomous mode 
is false, and AM becomes unavailable at runtime. <br>Consider these points when you configure this property: 
<br> If the duration is too short, the agent checks AM availability too often, and agent performance can be 
reduced. <br> If the duration is zero, the agent checks AM availability for every call. Requests that match 
not-enforced rules can take longer. <br>Property: 
org.forgerock.agents.am.unavailability.recheck.window.in.seconds <br>Introduced in Java Agent 5.9",
          "propertyOrder" : 12115,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
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              "type" : "integer",
              "required" : false
            }
          }
        },
        "auditAccessType" : {
          "title" : "Audit Access Types",
          "description" : "Types of messages to log based on user URL access attempts.<br>Property name: 
org.forgerock.agents.audit.what <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "configurationReloadInterval" : {
          "title" : "Configuration Reload Interval",
          "description" : "Only used when websocket notifications are disabled, specifies interval in seconds 
after which config is reloaded automatically by the Agent. <br>Property: 
org.forgerock.agents.config.reload.seconds <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 1200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "loginAttemptLimit" : {
          "title" : "Login Attempt Limit",
          "description" : "Limit of failed login attempts for a user's single browser session until triggering 
the blocking of the user request. Value of 0 disables this feature.Property: 
org.forgerock.agents.login.attempt.limit.count <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "debugLogfilePrefix" : {
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          "title" : "Debug File Rotation Prefix",
          "description" : "Prefix which can be added onto the front of the debug file name when it is 
rotated.<br>Property: org.forgerock.agents.debug.prefix <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10010,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "filterMode" : {
          "title" : "Agent Filter Mode Map",
          "description" : "Specifies the mode of operation of the Filter.<br>Valid key: the web application 
name. <br>Valid values: ALL, URL_POLICY, SSO_ONLY, NONE <br>For this property, a global value can be set to 
apply to all the applications that don't have their own specific filter mode. <br>Examples: <br>To set ALL as 
the global filter mode: leave Map Key field empty, and enter ALL in Corresponding MapValue field. <br>To set 
URL_POLICY as the filter mode for application BankApp: enter BankApp in Map Key field, and enter URL_POLICY in 
Corresponding Map Value field. <br>Property: org.forgerock.agents.filter.mode.map <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 500,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "auditLogLocation" : {
          "title" : "Audit Log Location",
          "description" : "LOCAL = audit information stored in files based locally to the Agent container 
<br>REMOTE = audit information logged via AM. <br>Property: org.forgerock.agents.audit.where <br>Valid for 
Java Agent 5.0 onwards",
          "propertyOrder" : 1600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
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          }
        },
        "loginAttemptLimitCookieName" : {
          "title" : "Login Attempt Limit Cookie Name",
          "description" : "The name of the cookie used to record the number of login attempts.<br>Property: 
org.forgerock.agents.login.counter.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 4500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "redirectAttemptLimitCookieName" : {
          "title" : "Redirect Attempt Cookie Name",
          "description" : "Agent tries to detect redirect loops while authenticating, which would normally 
indicate a cookie domain problem. The Agent does this by using a cookie to holds the current redirection 
count.<br>Property: org.forgerock.agents.redirect.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 7150,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "repositoryLocation" : {
          "title" : "Location of Agent Configuration Repository",
          "description" : "Indicates agent's configuration located either on agent's host or centrally on AM 
server (property: org.forgerock.agents.config.location).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "webSocketConnectionIntervalInMinutes" : {
          "title" : "WebSocket Connection Interval",
          "description" : "The time in minutes before WebSockets to AM are killed and reopened. This property 
helps ensure a balanced distribution of connections across the AM servers on the site. <br>Default: 
30<br>Type: Integer<br>Hot-swap: Yes<br> Property: org.forgerock.agents.balance.websocket.interval.minutes 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12120,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
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            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "debugLogfileRotationSize" : {
          "title" : "Debug File Rotation Size",
          "description" : "This specifies the approximate size in bytes at which a log file will be rotated to 
a new log file.<br>Property: org.forgerock.agents.debug.rotation.size.bytes <br>Introduced in Java Agent 5.7",
          "propertyOrder" : 10030,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        }
      }
    },
    "amServicesJ2EEAgent" : {
      "type" : "object",
      "title" : "AM Services",
      "propertyOrder" : 3,
      "properties" : {
        "conditionalLogoutUrl" : {
          "title" : "Conditional Logout URL List",
          "description" : "Examples: <br> match|url?param1=value1&amp;param2=value2 <br>match/path|?
param1=value1&amp;param2=value2&amp;param3=value3 <br>Property: 
org.forgerock.agents.conditional.logout.url.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 12550,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "legacyLoginUrlList" : {
          "title" : "Legacy Login URL List",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a specified domain name, the Java agent redirects the request to a specific URL. 
Conditional redirects have the format [Domain/path]|[URL?realm=value&amp;parameter1=value1...], with no spaces 
between values. <br>Example: myapp.domain.com|https://login.example.com/apps/login.jsp?realm=sales  
<br>Property: org.forgerock.agents.legacy.login.url.list <br>Introduced in Java Agent 5.0.1",
          "propertyOrder" : 3900,
          "items" : {
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            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "authServiceHost" : {
          "title" : "AM Authentication Service Host Name",
          "description" : "Host name to be used by the AM authentication service. This property need to be 
updated in Bootstrap.properties <br>Property: org.forgerock.agents.am.hostname <br>Valid for Java Agent 5.0 
onwards <br>Requires Agent Restart",
          "propertyOrder" : 11000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "conditionalLoginUrl" : {
          "title" : "OAuth Login URL List",
          "description" : "Examples: <br> match|url?param1=value1&amp;ampparam2=value2 <br> match/path|?
param1=value1&amp;ampparam2=value2&amp;ampparam3=value3 <br>Property: 
org.forgerock.agents.oauth.login.url.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "agentAdviceEncode" : {
          "title" : "Composite Advice Encode",
          "description" : "This property is used to specify whether AM composite advices should be based64url 
encoded before sending to custom login endpoints. <br>Property: org.forgerock.agents.advice.b64.url.encode 
<br>Introduced in Java Agent 5.6.2",
          "propertyOrder" : 13050,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "authSuccessRedirectUrl" : {
          "title" : "Redirect to AM's Success URL",
          "description" : "When enabled, the Agent will redirect to the session's Success URL instead (defined 
in auth. chain) of the originally requested resource after successful authentication. <br>Property: 
org.forgerock.agents.authn.success.redirect.session.url.enabled <br>Introduced in Java Agent 5.6.3",
          "propertyOrder" : 4000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "policyNotifications" : {
          "title" : "Enable Policy Notifications",
          "description" : "Enable Notifications(via websockets) for remote policy client.<br>Property: 
org.forgerock.agents.policy.change.notifications.enabled <br>Valid for Java Agent 5.0 onwards <br>Requires 
Agent Restart",
          "propertyOrder" : 11200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "authServicePort" : {
          "title" : "AM Authentication Service Port",
          "description" : "Port to be used by the AM authentication service. This property need to be updated 
in Bootstrap.properties<br>Property: org.forgerock.agents.am.port <br>Valid for Java Agent 5.0 onwards 
<br>Requires Agent Restart",
          "propertyOrder" : 11100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",

Amster Entity Reference PingAM

2566 Copyright © 2025 Ping Identity Corporation



              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "restrictToRealm" : {
          "title" : "Restrict to Realm Map",
          "description" : "A map keyed by application name which allows users from only the specified realms 
(each entry is a CSV) to access the specified application. If no restricted realm is set, any user from any 
realm will be allowed access. Keyed by application name, value is a comma separated list of realms from which 
users may request resources. <br>Property: org.forgerock.agents.restrict.to.realm.map <br>Introduced in Java 
Agent 5.6.2.1",
          "propertyOrder" : 13080,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "amLoginUrl" : {
          "title" : "AM Login URL List",
          "description" : "AM login page URL. <br> Example: <br> http://host:port/am/UI/Login <br>Property: 
com.sun.identity.agents.config.login.url <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 3710,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "policyEvaluationRealm" : {
          "title" : "Policy Evaluation Realm Map",
          "description" : "Which realm to start evaluating from. <br>Property: 
org.forgerock.agents.policy.evaluation.realm.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5400,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "authServiceProtocol" : {
          "title" : "AM Authentication Service Protocol",
          "description" : "Protocol to be used by the AM authentication service. This property need to be 
updated in AgentBootstrap.properties <br>Property: org.forgerock.agents.am.protocol <br>Valid for Java Agent 
5.0 onwards <br>Requires Agent Restart",
          "propertyOrder" : 10900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "customLoginEnabled" : {
          "title" : "Enable Custom Login Mode",
          "description" : "Flag to enable custom login. <br>Property: 
org.forgerock.agents.legacy.login.enabled <br>Introduced in Java Agent 5.0.1",
          "propertyOrder" : 3700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "urlPolicyEnvJsessionParameters" : {
          "title" : "JSession Parameter List for URL Policy Env",
          "description" : "List of HTTP SESSION attributes whose names and values will be set in the 
environment map for URL policy evaluation at AM server. <br> Examples: <br> name <br> phonenumber 
<br>Property: org.forgerock.agents.continuous.security.http.session.list <br>Valid for Java Agent 5.0 
onwards",
          "propertyOrder" : 12000,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "urlPolicyEnvPostParameters" : {
          "title" : "POST Parameter List for URL Policy Env",
          "description" : "List of HTTP POST request parameters whose names and values will be set in the 
environment map for URL policy evaluation at AM server. <br> Examples: <br> name <br> phonenumber 
<br>Property: org.forgerock.agents.continuous.security.post.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11900,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "policyEvaluationApplication" : {
          "title" : "Policy Set Map",
          "description" : "Which application contains the policies to evaluate with. <br>Property: 
org.forgerock.agents.policy.set.map <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 5500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "urlPolicyEnvGetParameters" : {
          "title" : "GET Parameter List for URL Policy Env",
          "description" : "List of HTTP GET request parameters whose names and values will be set in the 
environment map for URL policy evaluation at AM server.<br> Examples: <br> name <br> phonenumber <br>Property: 
org.forgerock.agents.continuous.security.get.list <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 11800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "overridePolicyEvaluationRealmEnabled" : {
          "title" : "Enable Policy Evaluation in User Authentication Realm",
          "description" : "When true, user authenticated realm will be used for policy evaluation and ignores 
the value in org.forgerock.agents.policy.evaluation.realm.map. <br>Default: false<br>Type: Boolean<br>Hot-
swap: Yes<br> Property: org.forgerock.agents.user.realm.overrides.policy.evaluation.realm.enabled 
<br>Introduced in Java Agent 5.8",
          "propertyOrder" : 5410,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        }
      }
    }
  }
}

JSONStdout

Realm Operations

Resource path:

/realm-config/services/audit/JSONStdout

Resource version: 1.0

create

Usage

am> create JSONStdout --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "jsonConfig" : {
      "type" : "object",
      "title" : "JSON Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "elasticsearchCompatible" : {
          "title" : "ElasticSearch JSON Format Compatible",
          "description" : "JSON format should be transformed to be compatible with  ElasticSearch format 
restrictions.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
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        }
      }
    }
  }
}

delete

Usage

am> delete JSONStdout --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action JSONStdout --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action JSONStdout --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action JSONStdout --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query JSONStdout --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read JSONStdout --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update JSONStdout --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "jsonConfig" : {
      "type" : "object",
      "title" : "JSON Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "elasticsearchCompatible" : {
          "title" : "ElasticSearch JSON Format Compatible",
          "description" : "JSON format should be transformed to be compatible with  ElasticSearch format 
restrictions.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
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        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/services/audit/JSONStdout

Resource version: 1.0

create

Usage

am> create JSONStdout --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jsonConfig" : {
      "type" : "object",
      "title" : "JSON Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "elasticsearchCompatible" : {
          "title" : "ElasticSearch JSON Format Compatible",
          "description" : "JSON format should be transformed to be compatible with  ElasticSearch format 
restrictions.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
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        }
      }
    }
  }
}

delete

Usage

am> delete JSONStdout --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action JSONStdout --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action JSONStdout --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action JSONStdout --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query JSONStdout --global --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read JSONStdout --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update JSONStdout --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jsonConfig" : {
      "type" : "object",
      "title" : "JSON Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "elasticsearchCompatible" : {
          "title" : "ElasticSearch JSON Format Compatible",
          "description" : "JSON format should be transformed to be compatible with  ElasticSearch format 
restrictions.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
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        }
      }
    }
  }
}

Jdbc

Realm Operations

Resource path:

/realm-config/services/audit/JDBC

Resource version: 1.0

create

Usage

am> create Jdbc --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 3100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 3200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "jdbcBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "bufferingWriteInterval" : {
          "title" : "Write Interval",
          "description" : "Specifies the interval (seconds) at which buffered events are written to the 
database.",
          "propertyOrder" : 4500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingWriterThreads" : {
          "title" : "Writer Threads",
          "description" : "Specifies the number of threads used to write the buffered events.",
          "propertyOrder" : 4600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables audit event buffering.",
          "propertyOrder" : 4300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "bufferingMaxBatchedEvents" : {
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          "title" : "Max Batched Events",
          "description" : "Specifies the maximum number of batched statements the database can support per 
connection.",
          "propertyOrder" : 4700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingMaxSize" : {
          "title" : "Buffer Size (number of events)",
          "description" : "Size of the queue where events are buffered before they are written to the 
database.<br><br>This queue has to be big enough to store all incoming events that have not yet been written 
to the database.<p>If the queue reaches capacity, the process will block until a write occurs.",
          "propertyOrder" : 4400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "jdbcDatabaseConfig" : {
      "type" : "object",
      "title" : "Database Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "minIdle" : {
          "title" : "Minimum Idle Connections",
          "description" : "Specifies the minimum number of idle connections in the connection pool.",
          "propertyOrder" : 4100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jdbcUrl" : {
          "title" : "JDBC Database URL",
          "description" : "URL of the JDBC database.",
          "propertyOrder" : 3400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectionTimeout" : {
          "title" : "Connection Timeout (seconds)",
          "description" : "Specifies the maximum wait time before failing the connection, in seconds.",
          "propertyOrder" : 3800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "username" : {
          "title" : "Database Username",
          "description" : "Specifies the username to access the database server.",
          "propertyOrder" : 3600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "databaseType" : {
          "title" : "Database Type",
          "description" : "Select the database to use for logging audit events.<br><br>Identifies the database 
in use, for example MySQL, Oracle, or SQL.",
          "propertyOrder" : 3300,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "maxLifetime" : {
          "title" : "Maximum Connection Time (seconds)",
          "description" : "Specifies the maximum time a JDBC connection can be open, in seconds.",
          "propertyOrder" : 4000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "driverClassName" : {
          "title" : "JDBC Driver",
          "description" : "Fully qualified JDBC driver class name.",
          "propertyOrder" : 3500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "password" : {
          "title" : "Database Password",
          "description" : "Specifies the password to access the database server.",
          "propertyOrder" : 3700,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "maxPoolSize" : {
          "title" : "Maximum Connections",
          "description" : "Specifies the maximum number of connections in the connection pool.",
          "propertyOrder" : 4200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "idleTimeout" : {
          "title" : "Maximum Connection Idle Timeout (seconds)",
          "description" : "Specifies the maximum idle time before the connection is closed, in seconds.",
          "propertyOrder" : 3900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 4800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        }
      }
    }
  }
}

delete

Usage

am> delete Jdbc --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Jdbc --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Jdbc --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Jdbc --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Jdbc --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Jdbc --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Jdbc --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 3100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 3200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "jdbcBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "bufferingWriteInterval" : {
          "title" : "Write Interval",
          "description" : "Specifies the interval (seconds) at which buffered events are written to the 
database.",
          "propertyOrder" : 4500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingWriterThreads" : {
          "title" : "Writer Threads",
          "description" : "Specifies the number of threads used to write the buffered events.",
          "propertyOrder" : 4600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables audit event buffering.",
          "propertyOrder" : 4300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "bufferingMaxBatchedEvents" : {
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          "title" : "Max Batched Events",
          "description" : "Specifies the maximum number of batched statements the database can support per 
connection.",
          "propertyOrder" : 4700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingMaxSize" : {
          "title" : "Buffer Size (number of events)",
          "description" : "Size of the queue where events are buffered before they are written to the 
database.<br><br>This queue has to be big enough to store all incoming events that have not yet been written 
to the database.<p>If the queue reaches capacity, the process will block until a write occurs.",
          "propertyOrder" : 4400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "jdbcDatabaseConfig" : {
      "type" : "object",
      "title" : "Database Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "minIdle" : {
          "title" : "Minimum Idle Connections",
          "description" : "Specifies the minimum number of idle connections in the connection pool.",
          "propertyOrder" : 4100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jdbcUrl" : {
          "title" : "JDBC Database URL",
          "description" : "URL of the JDBC database.",
          "propertyOrder" : 3400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectionTimeout" : {
          "title" : "Connection Timeout (seconds)",
          "description" : "Specifies the maximum wait time before failing the connection, in seconds.",
          "propertyOrder" : 3800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "username" : {
          "title" : "Database Username",
          "description" : "Specifies the username to access the database server.",
          "propertyOrder" : 3600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "databaseType" : {
          "title" : "Database Type",
          "description" : "Select the database to use for logging audit events.<br><br>Identifies the database 
in use, for example MySQL, Oracle, or SQL.",
          "propertyOrder" : 3300,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "maxLifetime" : {
          "title" : "Maximum Connection Time (seconds)",
          "description" : "Specifies the maximum time a JDBC connection can be open, in seconds.",
          "propertyOrder" : 4000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "driverClassName" : {
          "title" : "JDBC Driver",
          "description" : "Fully qualified JDBC driver class name.",
          "propertyOrder" : 3500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "password" : {
          "title" : "Database Password",
          "description" : "Specifies the password to access the database server.",
          "propertyOrder" : 3700,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "maxPoolSize" : {
          "title" : "Maximum Connections",
          "description" : "Specifies the maximum number of connections in the connection pool.",
          "propertyOrder" : 4200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "idleTimeout" : {
          "title" : "Maximum Connection Idle Timeout (seconds)",
          "description" : "Specifies the maximum idle time before the connection is closed, in seconds.",
          "propertyOrder" : 3900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 4800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/services/audit/JDBC

Resource version: 1.0

create

Usage

am> create Jdbc --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jdbcDatabaseConfig" : {
      "type" : "object",
      "title" : "Database Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "jdbcUrl" : {
          "title" : "JDBC Database URL",
          "description" : "URL of the JDBC database.",
          "propertyOrder" : 3400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "databaseType" : {
          "title" : "Database Type",
          "description" : "Select the database to use for logging audit events.<br><br>Identifies the database 
in use, for example MySQL, Oracle, or SQL.",
          "propertyOrder" : 3300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "driverClassName" : {
          "title" : "JDBC Driver",
          "description" : "Fully qualified JDBC driver class name.",
          "propertyOrder" : 3500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectionTimeout" : {
          "title" : "Connection Timeout (seconds)",
          "description" : "Specifies the maximum wait time before failing the connection, in seconds.",
          "propertyOrder" : 3800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "minIdle" : {
          "title" : "Minimum Idle Connections",
          "description" : "Specifies the minimum number of idle connections in the connection pool.",
          "propertyOrder" : 4100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "maxPoolSize" : {
          "title" : "Maximum Connections",
          "description" : "Specifies the maximum number of connections in the connection pool.",
          "propertyOrder" : 4200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "maxLifetime" : {
          "title" : "Maximum Connection Time (seconds)",
          "description" : "Specifies the maximum time a JDBC connection can be open, in seconds.",
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          "propertyOrder" : 4000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "password" : {
          "title" : "Database Password",
          "description" : "Specifies the password to access the database server.",
          "propertyOrder" : 3700,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "idleTimeout" : {
          "title" : "Maximum Connection Idle Timeout (seconds)",
          "description" : "Specifies the maximum idle time before the connection is closed, in seconds.",
          "propertyOrder" : 3900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "username" : {
          "title" : "Database Username",
          "description" : "Specifies the username to access the database server.",
          "propertyOrder" : 3600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "jdbcBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "bufferingMaxSize" : {
          "title" : "Buffer Size (number of events)",
          "description" : "Size of the queue where events are buffered before they are written to the 
database.<br><br>This queue has to be big enough to store all incoming events that have not yet been written 
to the database.<p>If the queue reaches capacity, the process will block until a write occurs.",
          "propertyOrder" : 4400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables audit event buffering.",
          "propertyOrder" : 4300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "bufferingWriteInterval" : {
          "title" : "Write Interval",
          "description" : "Specifies the interval (seconds) at which buffered events are written to the 
database.",
          "propertyOrder" : 4500,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "bufferingWriterThreads" : {
          "title" : "Writer Threads",
          "description" : "Specifies the number of threads used to write the buffered events.",
          "propertyOrder" : 4600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingMaxBatchedEvents" : {
          "title" : "Max Batched Events",
          "description" : "Specifies the maximum number of batched statements the database can support per 
connection.",
          "propertyOrder" : 4700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 3200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 3100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 4800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2593



        }
      }
    }
  }
}

delete

Usage

am> delete Jdbc --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Jdbc --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Jdbc --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Jdbc --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Jdbc --global --filter filter

Amster Entity Reference PingAM

2594 Copyright © 2025 Ping Identity Corporation



Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Jdbc --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Jdbc --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jdbcDatabaseConfig" : {
      "type" : "object",
      "title" : "Database Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "jdbcUrl" : {
          "title" : "JDBC Database URL",
          "description" : "URL of the JDBC database.",
          "propertyOrder" : 3400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "databaseType" : {
          "title" : "Database Type",
          "description" : "Select the database to use for logging audit events.<br><br>Identifies the database 
in use, for example MySQL, Oracle, or SQL.",
          "propertyOrder" : 3300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "driverClassName" : {
          "title" : "JDBC Driver",
          "description" : "Fully qualified JDBC driver class name.",
          "propertyOrder" : 3500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectionTimeout" : {
          "title" : "Connection Timeout (seconds)",
          "description" : "Specifies the maximum wait time before failing the connection, in seconds.",
          "propertyOrder" : 3800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "minIdle" : {
          "title" : "Minimum Idle Connections",
          "description" : "Specifies the minimum number of idle connections in the connection pool.",
          "propertyOrder" : 4100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "maxPoolSize" : {
          "title" : "Maximum Connections",
          "description" : "Specifies the maximum number of connections in the connection pool.",
          "propertyOrder" : 4200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "maxLifetime" : {
          "title" : "Maximum Connection Time (seconds)",
          "description" : "Specifies the maximum time a JDBC connection can be open, in seconds.",
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          "propertyOrder" : 4000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "password" : {
          "title" : "Database Password",
          "description" : "Specifies the password to access the database server.",
          "propertyOrder" : 3700,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "idleTimeout" : {
          "title" : "Maximum Connection Idle Timeout (seconds)",
          "description" : "Specifies the maximum idle time before the connection is closed, in seconds.",
          "propertyOrder" : 3900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "username" : {
          "title" : "Database Username",
          "description" : "Specifies the username to access the database server.",
          "propertyOrder" : 3600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "jdbcBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "bufferingMaxSize" : {
          "title" : "Buffer Size (number of events)",
          "description" : "Size of the queue where events are buffered before they are written to the 
database.<br><br>This queue has to be big enough to store all incoming events that have not yet been written 
to the database.<p>If the queue reaches capacity, the process will block until a write occurs.",
          "propertyOrder" : 4400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables audit event buffering.",
          "propertyOrder" : 4300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "bufferingWriteInterval" : {
          "title" : "Write Interval",
          "description" : "Specifies the interval (seconds) at which buffered events are written to the 
database.",
          "propertyOrder" : 4500,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "bufferingWriterThreads" : {
          "title" : "Writer Threads",
          "description" : "Specifies the number of threads used to write the buffered events.",
          "propertyOrder" : 4600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingMaxBatchedEvents" : {
          "title" : "Max Batched Events",
          "description" : "Specifies the maximum number of batched statements the database can support per 
connection.",
          "propertyOrder" : 4700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 3200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 3100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 4800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        }
      }
    }
  }
}

JdbcModule

Realm Operations

Resource path:

/realm-config/authentication/modules/jdbc

Resource version: 1.0

create

Usage

am> create JdbcModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "password" : {
      "title" : "Database Password",
      "description" : "The password used to authenticate to the database<br><br><i>NB </i>Only used when 
connection type is JDBC",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "username" : {
      "title" : "Database Username",
      "description" : "This username will be used to authenticate to the database<br><br><i>NB </i>Only used 
when connection type is JDBC",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "passwordStatement" : {
      "title" : "Prepared Statement",
      "description" : "The SQL statement used to search the database for user passwords<br><br>The SQL 
statement used to search the database for the user password. A single property of the supplied username is 
provided by the module. The result of the search should be a single row that contains the password for the 
user under the specified column.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jdbcDriver" : {
      "title" : "JDBC Driver",
      "description" : "The classname of the JDBC driver to use.<br><br>The fully qualified class name of the 
JDBC driver to use to connect to the database. Only Oracle or MySQL drivers are supported. JDBC drivers for 
other database may work, but the database will be treated as if it was Oracle.<br/><br/><i>NB </i>Only used 
when connection type is JDBC",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "connectionType" : {
      "title" : "Connection Type",
      "description" : "Controls how the authentication module will obtain the JDBC connection to the 
database.<br><br>If the connection type is non-persistent JDBC connection then the JDBC driver must be 
available to the OpenAM web-app. If the connection type is JNDI, the OpenAM web application deployment 
descriptor <code>web.xml</code> must be updated to include the correct JNDI JDBC resource information. The 
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J2EE container must also be configured with the correct JNDI JDBC configuration.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jdbcUrl" : {
      "title" : "JDBC URL",
      "description" : "The JDBC URL used to initialise the JDBC driver<br><br><i>NB </i>Only used when 
connection type is JDBC",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "connectionPoolJndiName" : {
      "title" : "Connection Pool JNDI Name",
      "description" : "The JNDI URL to the JDBC connection pool<br><br>The JNDI URL refers to the JDBC 
connection pool created in the J2EE container for the authentication database.<br/><br/><i>NB </i>Only used 
when connection type is JNDI",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "passwordColumn" : {
      "title" : "Password Column Name",
      "description" : "The name of the column in the database containing the user passwords<br><br>This 
property will be used to retrieve the correct column containing the password from the results table returned 
by the database",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "passwordTransformClass" : {
      "title" : "Class to Transform Password Syntax",
      "description" : "This class is used to transform the supplied credentials from the database.<br><br>The 
default implementation for this property is <code>ClearTextTransform</code> that performs no transformation. 
If the supplied credentials need to be transformed before comparing with the password field retrieved from the 
database, a custom implementation should be provided. Any custom implementation must implement the following 
interface <code>com.sun.identity.authentication.modules.jdbc.JDBCPasswordSyntaxTransform</code>",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete JdbcModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action JdbcModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action JdbcModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action JdbcModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query JdbcModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read JdbcModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update JdbcModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "password" : {
      "title" : "Database Password",
      "description" : "The password used to authenticate to the database<br><br><i>NB </i>Only used when 
connection type is JDBC",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "username" : {
      "title" : "Database Username",
      "description" : "This username will be used to authenticate to the database<br><br><i>NB </i>Only used 
when connection type is JDBC",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "passwordStatement" : {
      "title" : "Prepared Statement",
      "description" : "The SQL statement used to search the database for user passwords<br><br>The SQL 
statement used to search the database for the user password. A single property of the supplied username is 
provided by the module. The result of the search should be a single row that contains the password for the 
user under the specified column.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jdbcDriver" : {
      "title" : "JDBC Driver",
      "description" : "The classname of the JDBC driver to use.<br><br>The fully qualified class name of the 
JDBC driver to use to connect to the database. Only Oracle or MySQL drivers are supported. JDBC drivers for 
other database may work, but the database will be treated as if it was Oracle.<br/><br/><i>NB </i>Only used 
when connection type is JDBC",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "connectionType" : {
      "title" : "Connection Type",
      "description" : "Controls how the authentication module will obtain the JDBC connection to the 
database.<br><br>If the connection type is non-persistent JDBC connection then the JDBC driver must be 
available to the OpenAM web-app. If the connection type is JNDI, the OpenAM web application deployment 
descriptor <code>web.xml</code> must be updated to include the correct JNDI JDBC resource information. The 
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J2EE container must also be configured with the correct JNDI JDBC configuration.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jdbcUrl" : {
      "title" : "JDBC URL",
      "description" : "The JDBC URL used to initialise the JDBC driver<br><br><i>NB </i>Only used when 
connection type is JDBC",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "connectionPoolJndiName" : {
      "title" : "Connection Pool JNDI Name",
      "description" : "The JNDI URL to the JDBC connection pool<br><br>The JNDI URL refers to the JDBC 
connection pool created in the J2EE container for the authentication database.<br/><br/><i>NB </i>Only used 
when connection type is JNDI",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "passwordColumn" : {
      "title" : "Password Column Name",
      "description" : "The name of the column in the database containing the user passwords<br><br>This 
property will be used to retrieve the correct column containing the password from the results table returned 
by the database",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "passwordTransformClass" : {
      "title" : "Class to Transform Password Syntax",
      "description" : "This class is used to transform the supplied credentials from the database.<br><br>The 
default implementation for this property is <code>ClearTextTransform</code> that performs no transformation. 
If the supplied credentials need to be transformed before comparing with the password field retrieved from the 
database, a custom implementation should be provided. Any custom implementation must implement the following 
interface <code>com.sun.identity.authentication.modules.jdbc.JDBCPasswordSyntaxTransform</code>",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/jdbc

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action JdbcModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action JdbcModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action JdbcModule --global --actionName nextdescendents

read

Usage

am> read JdbcModule --global

update

Usage

am> update JdbcModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "jdbcDriver" : {
          "title" : "JDBC Driver",
          "description" : "The classname of the JDBC driver to use.<br><br>The fully qualified class name of 
the JDBC driver to use to connect to the database. Only Oracle or MySQL drivers are supported. JDBC drivers 
for other database may work, but the database will be treated as if it was Oracle.<br/><br/><i>NB </i>Only 
used when connection type is JDBC",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectionType" : {
          "title" : "Connection Type",
          "description" : "Controls how the authentication module will obtain the JDBC connection to the 
database.<br><br>If the connection type is non-persistent JDBC connection then the JDBC driver must be 
available to the OpenAM web-app. If the connection type is JNDI, the OpenAM web application deployment 
descriptor <code>web.xml</code> must be updated to include the correct JNDI JDBC resource information. The 
J2EE container must also be configured with the correct JNDI JDBC configuration.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "passwordColumn" : {
          "title" : "Password Column Name",
          "description" : "The name of the column in the database containing the user passwords<br><br>This 
property will be used to retrieve the correct column containing the password from the results table returned 
by the database",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "username" : {
          "title" : "Database Username",
          "description" : "This username will be used to authenticate to the database<br><br><i>NB </i>Only 
used when connection type is JDBC",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectionPoolJndiName" : {
          "title" : "Connection Pool JNDI Name",
          "description" : "The JNDI URL to the JDBC connection pool<br><br>The JNDI URL refers to the JDBC 
connection pool created in the J2EE container for the authentication database.<br/><br/><i>NB </i>Only used 
when connection type is JNDI",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "passwordTransformClass" : {
          "title" : "Class to Transform Password Syntax",
          "description" : "This class is used to transform the supplied credentials from the 
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database.<br><br>The default implementation for this property is <code>ClearTextTransform</code> that performs 
no transformation. If the supplied credentials need to be transformed before comparing with the password field 
retrieved from the database, a custom implementation should be provided. Any custom implementation must 
implement the following interface 
<code>com.sun.identity.authentication.modules.jdbc.JDBCPasswordSyntaxTransform</code>",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "passwordStatement" : {
          "title" : "Prepared Statement",
          "description" : "The SQL statement used to search the database for user passwords<br><br>The SQL 
statement used to search the database for the user password. A single property of the supplied username is 
provided by the module. The result of the search should be a single row that contains the password for the 
user under the specified column.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "password" : {
          "title" : "Database Password",
          "description" : "The password used to authenticate to the database<br><br><i>NB </i>Only used when 
connection type is JDBC",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "jdbcUrl" : {
          "title" : "JDBC URL",
          "description" : "The JDBC URL used to initialise the JDBC driver<br><br><i>NB </i>Only used when 
connection type is JDBC",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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Jms

Realm Operations

Resource path:

/realm-config/services/audit/JMS

Resource version: 1.0

create

Usage

am> create Jms --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "batchEvents" : {
      "type" : "object",
      "title" : "Batch Events",
      "propertyOrder" : 3,
      "properties" : {
        "pollTimeoutSec" : {
          "title" : "Writing Interval",
          "description" : "The interval (in seconds) for reading events from the buffer to transmit via jms.",
          "propertyOrder" : 7400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxBatchedEvents" : {
          "title" : "Max Batched",
          "description" : "Maximum number of events per batch.",
          "propertyOrder" : 7100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "batchCapacity" : {
          "title" : "Capacity",
          "description" : "Maximum event count in the batch queue; additional events are dropped.",
          "propertyOrder" : 7000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "jmsConfiguration" : {
      "type" : "object",
      "title" : "JMS Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "jndiContextProperties" : {
          "title" : "JNDI Context Properties",
          "description" : "Specifies JNDI properties that OpenAM uses to connect to the JMS message broker to 
which OpenAM will publish audit events.<p><p>OpenAM acts as a JMS client, using a JMS connection factory to 
connect to your JMS message broker. In order for OpenAM to connect to the broker, the JNDI context properties 
must conform to those needed by the broker. See the documentation for your JMS message broker for required 
values.<p>The default properties are example properties for connecting to Apache ActiveMQ.",
          "propertyOrder" : 6600,
          "required" : true,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "sessionMode" : {
          "title" : "Session Mode",
          "description" : "Specifies the JMS session acknowledgement mode: <code>AUTO</code>, <code>CLIENT</
code>, or <code>DUPS_OK</code>.<p><ul><li>Auto mode guarantees once-only delivery of JMS messages used to 
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transmit audit events.</li><li>Duplicates OK mode ensures that messages are delivered at least once.</
li><li>Client mode does not ensure delivery.</li></ul><p>Use the default setting unless your JMS broker 
implementation requires otherwise. See your broker documentation for more information.",
          "propertyOrder" : 6500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jndiConnectionFactoryName" : {
          "title" : "JMS Connection Factory Name",
          "description" : "Specifies the JNDI lookup name for the connection factory exposed by your JMS 
message broker. OpenAM performs a JNDI lookup on this name to locate your broker's connection 
factory.<p><p>See the documentation for your JMS message broker for the required value.<p>The default is the 
connection factory name for Apache ActiveMQ.",
          "propertyOrder" : 6800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jndiTopicName" : {
          "title" : "JMS Topic Name",
          "description" : "JNDI lookup name for the JMS topic",
          "propertyOrder" : 6700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deliveryMode" : {
          "title" : "Delivery Mode",
          "description" : "Specifies whether JMS messages used to transmit audit events use persistent or non-
persistent delivery.<p><p>With persistent delivery, the JMS provider ensures that messages are not lost in 
transit in case of a provider failure by logging messages to storage when they are sent.<p>Specify the 
delivery mode as persistent if it is unacceptable for delivery of audit events to be lost in JMS transit. If 
the possible loss of audit events is acceptable, choose non-persistent delivery, which provides better 
performance.",
          "propertyOrder" : 6400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 6300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 6200,
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          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 7600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete Jms --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Jms --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Jms --realm Realm --actionName getCreatableTypes
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Jms --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Jms --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Jms --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Jms --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "batchEvents" : {
      "type" : "object",
      "title" : "Batch Events",
      "propertyOrder" : 3,
      "properties" : {
        "pollTimeoutSec" : {
          "title" : "Writing Interval",
          "description" : "The interval (in seconds) for reading events from the buffer to transmit via jms.",
          "propertyOrder" : 7400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxBatchedEvents" : {
          "title" : "Max Batched",
          "description" : "Maximum number of events per batch.",
          "propertyOrder" : 7100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "batchCapacity" : {
          "title" : "Capacity",
          "description" : "Maximum event count in the batch queue; additional events are dropped.",
          "propertyOrder" : 7000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "jmsConfiguration" : {
      "type" : "object",
      "title" : "JMS Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "jndiContextProperties" : {
          "title" : "JNDI Context Properties",
          "description" : "Specifies JNDI properties that OpenAM uses to connect to the JMS message broker to 
which OpenAM will publish audit events.<p><p>OpenAM acts as a JMS client, using a JMS connection factory to 
connect to your JMS message broker. In order for OpenAM to connect to the broker, the JNDI context properties 
must conform to those needed by the broker. See the documentation for your JMS message broker for required 
values.<p>The default properties are example properties for connecting to Apache ActiveMQ.",
          "propertyOrder" : 6600,
          "required" : true,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "sessionMode" : {
          "title" : "Session Mode",
          "description" : "Specifies the JMS session acknowledgement mode: <code>AUTO</code>, <code>CLIENT</
code>, or <code>DUPS_OK</code>.<p><ul><li>Auto mode guarantees once-only delivery of JMS messages used to 
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transmit audit events.</li><li>Duplicates OK mode ensures that messages are delivered at least once.</
li><li>Client mode does not ensure delivery.</li></ul><p>Use the default setting unless your JMS broker 
implementation requires otherwise. See your broker documentation for more information.",
          "propertyOrder" : 6500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jndiConnectionFactoryName" : {
          "title" : "JMS Connection Factory Name",
          "description" : "Specifies the JNDI lookup name for the connection factory exposed by your JMS 
message broker. OpenAM performs a JNDI lookup on this name to locate your broker's connection 
factory.<p><p>See the documentation for your JMS message broker for the required value.<p>The default is the 
connection factory name for Apache ActiveMQ.",
          "propertyOrder" : 6800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jndiTopicName" : {
          "title" : "JMS Topic Name",
          "description" : "JNDI lookup name for the JMS topic",
          "propertyOrder" : 6700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deliveryMode" : {
          "title" : "Delivery Mode",
          "description" : "Specifies whether JMS messages used to transmit audit events use persistent or non-
persistent delivery.<p><p>With persistent delivery, the JMS provider ensures that messages are not lost in 
transit in case of a provider failure by logging messages to storage when they are sent.<p>Specify the 
delivery mode as persistent if it is unacceptable for delivery of audit events to be lost in JMS transit. If 
the possible loss of audit events is acceptable, choose non-persistent delivery, which provides better 
performance.",
          "propertyOrder" : 6400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 6300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 6200,
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          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 7600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/services/audit/JMS

Resource version: 1.0

create

Usage

am> create Jms --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

2616 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "jmsConfiguration" : {
      "type" : "object",
      "title" : "JMS Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "deliveryMode" : {
          "title" : "Delivery Mode",
          "description" : "Specifies whether JMS messages used to transmit audit events use persistent or non-
persistent delivery.<p><p>With persistent delivery, the JMS provider ensures that messages are not lost in 
transit in case of a provider failure by logging messages to storage when they are sent.<p>Specify the 
delivery mode as persistent if it is unacceptable for delivery of audit events to be lost in JMS transit. If 
the possible loss of audit events is acceptable, choose non-persistent delivery, which provides better 
performance.",
          "propertyOrder" : 6400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jndiContextProperties" : {
          "title" : "JNDI Context Properties",
          "description" : "Specifies JNDI properties that OpenAM uses to connect to the JMS message broker to 
which OpenAM will publish audit events.<p><p>OpenAM acts as a JMS client, using a JMS connection factory to 
connect to your JMS message broker. In order for OpenAM to connect to the broker, the JNDI context properties 
must conform to those needed by the broker. See the documentation for your JMS message broker for required 
values.<p>The default properties are example properties for connecting to Apache ActiveMQ.",
          "propertyOrder" : 6600,
          "required" : true,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "jndiTopicName" : {
          "title" : "JMS Topic Name",
          "description" : "JNDI lookup name for the JMS topic",
          "propertyOrder" : 6700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jndiConnectionFactoryName" : {
          "title" : "JMS Connection Factory Name",
          "description" : "Specifies the JNDI lookup name for the connection factory exposed by your JMS 
message broker. OpenAM performs a JNDI lookup on this name to locate your broker's connection 
factory.<p><p>See the documentation for your JMS message broker for the required value.<p>The default is the 
connection factory name for Apache ActiveMQ.",
          "propertyOrder" : 6800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sessionMode" : {
          "title" : "Session Mode",
          "description" : "Specifies the JMS session acknowledgement mode: <code>AUTO</code>, <code>CLIENT</
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code>, or <code>DUPS_OK</code>.<p><ul><li>Auto mode guarantees once-only delivery of JMS messages used to 
transmit audit events.</li><li>Duplicates OK mode ensures that messages are delivered at least once.</
li><li>Client mode does not ensure delivery.</li></ul><p>Use the default setting unless your JMS broker 
implementation requires otherwise. See your broker documentation for more information.",
          "propertyOrder" : 6500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 7600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "batchEvents" : {
      "type" : "object",
      "title" : "Batch Events",
      "propertyOrder" : 3,
      "properties" : {
        "maxBatchedEvents" : {
          "title" : "Max Batched",
          "description" : "Maximum number of events per batch.",
          "propertyOrder" : 7100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "batchCapacity" : {
          "title" : "Capacity",
          "description" : "Maximum event count in the batch queue; additional events are dropped.",
          "propertyOrder" : 7000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "pollTimeoutSec" : {
          "title" : "Writing Interval",
          "description" : "The interval (in seconds) for reading events from the buffer to transmit via jms.",
          "propertyOrder" : 7400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
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      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 6300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete Jms --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Jms --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Jms --global --actionName getCreatableTypes
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Jms --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Jms --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Jms --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Jms --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jmsConfiguration" : {
      "type" : "object",
      "title" : "JMS Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "deliveryMode" : {
          "title" : "Delivery Mode",
          "description" : "Specifies whether JMS messages used to transmit audit events use persistent or non-
persistent delivery.<p><p>With persistent delivery, the JMS provider ensures that messages are not lost in 
transit in case of a provider failure by logging messages to storage when they are sent.<p>Specify the 
delivery mode as persistent if it is unacceptable for delivery of audit events to be lost in JMS transit. If 
the possible loss of audit events is acceptable, choose non-persistent delivery, which provides better 
performance.",
          "propertyOrder" : 6400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jndiContextProperties" : {
          "title" : "JNDI Context Properties",
          "description" : "Specifies JNDI properties that OpenAM uses to connect to the JMS message broker to 
which OpenAM will publish audit events.<p><p>OpenAM acts as a JMS client, using a JMS connection factory to 
connect to your JMS message broker. In order for OpenAM to connect to the broker, the JNDI context properties 
must conform to those needed by the broker. See the documentation for your JMS message broker for required 
values.<p>The default properties are example properties for connecting to Apache ActiveMQ.",
          "propertyOrder" : 6600,
          "required" : true,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "jndiTopicName" : {
          "title" : "JMS Topic Name",
          "description" : "JNDI lookup name for the JMS topic",
          "propertyOrder" : 6700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jndiConnectionFactoryName" : {
          "title" : "JMS Connection Factory Name",
          "description" : "Specifies the JNDI lookup name for the connection factory exposed by your JMS 
message broker. OpenAM performs a JNDI lookup on this name to locate your broker's connection 
factory.<p><p>See the documentation for your JMS message broker for the required value.<p>The default is the 
connection factory name for Apache ActiveMQ.",
          "propertyOrder" : 6800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sessionMode" : {
          "title" : "Session Mode",
          "description" : "Specifies the JMS session acknowledgement mode: <code>AUTO</code>, <code>CLIENT</
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code>, or <code>DUPS_OK</code>.<p><ul><li>Auto mode guarantees once-only delivery of JMS messages used to 
transmit audit events.</li><li>Duplicates OK mode ensures that messages are delivered at least once.</
li><li>Client mode does not ensure delivery.</li></ul><p>Use the default setting unless your JMS broker 
implementation requires otherwise. See your broker documentation for more information.",
          "propertyOrder" : 6500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 7600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "batchEvents" : {
      "type" : "object",
      "title" : "Batch Events",
      "propertyOrder" : 3,
      "properties" : {
        "maxBatchedEvents" : {
          "title" : "Max Batched",
          "description" : "Maximum number of events per batch.",
          "propertyOrder" : 7100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "batchCapacity" : {
          "title" : "Capacity",
          "description" : "Maximum event count in the batch queue; additional events are dropped.",
          "propertyOrder" : 7000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "pollTimeoutSec" : {
          "title" : "Writing Interval",
          "description" : "The interval (in seconds) for reading events from the buffer to transmit via jms.",
          "propertyOrder" : 7400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
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      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 6300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    }
  }
}

Json

Realm Operations

Resource path:

/realm-config/services/audit/JSON

Resource version: 1.0

create

Usage

am> create Json --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jsonFileRotation" : {
      "type" : "object",
      "title" : "File Rotation",
      "propertyOrder" : 3,
      "properties" : {
        "rotationEnabled" : {
          "title" : "Rotation Enabled",
          "description" : "Enables and disables audit file rotation.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "rotationTimes" : {
          "title" : "Rotation Times",
          "description" : "Durations after midnight to trigger file rotation, in seconds.",
          "propertyOrder" : 1100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "rotationMaxFileSize" : {
          "title" : "Maximum File Size",
          "description" : "Maximum size, in bytes, which an audit file can grow to before rotation is 
triggered. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationFileSuffix" : {
          "title" : "File Rotation Suffix",
          "description" : "Suffix to append to audit files when they are rotated. Suffix should be a 
timestamp.",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationFilePrefix" : {
          "title" : "File Rotation Prefix",
          "description" : "Prefix to prepend to audit files when rotating audit files.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationInterval" : {
          "title" : "Rotation Interval",
          "description" : "Interval to trigger audit file rotations, in seconds. A negative or zero value 
disables this feature.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        }
      }
    },
    "jsonFileRetention" : {
      "type" : "object",
      "title" : "File Retention",
      "propertyOrder" : 4,
      "properties" : {
        "retentionMaxNumberOfHistoryFiles" : {
          "title" : "Maximum Number of Historical Files",
          "description" : "Maximum number of backup audit files allowed. A value of <code>-1</code> disables 
pruning of old history files.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMaxDiskSpaceToUse" : {
          "title" : "Maximum Disk Space",
          "description" : "The maximum amount of disk space the audit files can occupy, in bytes. A negative 
or zero value indicates this policy is disabled.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMinFreeSpaceRequired" : {
          "title" : "Minimum Free Space Required",
          "description" : "Minimum amount of disk space required, in bytes, on the system where audit files 
are stored. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "jsonConfig" : {
      "type" : "object",
      "title" : "JSON Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "location" : {
          "title" : "Log Directory",
          "description" : "Directory in which to store audit log JSON files.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationRetentionCheckInterval" : {
          "title" : "File Rotation Retention Check Interval",
          "description" : "Interval to check time-based file rotation policies, in seconds.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "elasticsearchCompatible" : {
          "title" : "ElasticSearch JSON Format Compatible",
          "description" : "JSON format should be transformed to be compatible with  ElasticSearch format 
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restrictions.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "jsonBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 5,
      "properties" : {
        "bufferingMaxSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default/minimum: 100000)",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "bufferingWriteInterval" : {
          "title" : "Write interval",
          "description" : "Interval at which buffered events are written to a file, in milliseconds.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete Json --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Json --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Json --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Json --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Json --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Json --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Json --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jsonFileRotation" : {
      "type" : "object",
      "title" : "File Rotation",
      "propertyOrder" : 3,
      "properties" : {
        "rotationEnabled" : {
          "title" : "Rotation Enabled",
          "description" : "Enables and disables audit file rotation.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "rotationTimes" : {
          "title" : "Rotation Times",
          "description" : "Durations after midnight to trigger file rotation, in seconds.",
          "propertyOrder" : 1100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "rotationMaxFileSize" : {
          "title" : "Maximum File Size",
          "description" : "Maximum size, in bytes, which an audit file can grow to before rotation is 
triggered. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationFileSuffix" : {
          "title" : "File Rotation Suffix",
          "description" : "Suffix to append to audit files when they are rotated. Suffix should be a 
timestamp.",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationFilePrefix" : {
          "title" : "File Rotation Prefix",
          "description" : "Prefix to prepend to audit files when rotating audit files.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationInterval" : {
          "title" : "Rotation Interval",
          "description" : "Interval to trigger audit file rotations, in seconds. A negative or zero value 
disables this feature.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        }
      }
    },
    "jsonFileRetention" : {
      "type" : "object",
      "title" : "File Retention",
      "propertyOrder" : 4,
      "properties" : {
        "retentionMaxNumberOfHistoryFiles" : {
          "title" : "Maximum Number of Historical Files",
          "description" : "Maximum number of backup audit files allowed. A value of <code>-1</code> disables 
pruning of old history files.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMaxDiskSpaceToUse" : {
          "title" : "Maximum Disk Space",
          "description" : "The maximum amount of disk space the audit files can occupy, in bytes. A negative 
or zero value indicates this policy is disabled.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMinFreeSpaceRequired" : {
          "title" : "Minimum Free Space Required",
          "description" : "Minimum amount of disk space required, in bytes, on the system where audit files 
are stored. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "jsonConfig" : {
      "type" : "object",
      "title" : "JSON Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "location" : {
          "title" : "Log Directory",
          "description" : "Directory in which to store audit log JSON files.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationRetentionCheckInterval" : {
          "title" : "File Rotation Retention Check Interval",
          "description" : "Interval to check time-based file rotation policies, in seconds.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "elasticsearchCompatible" : {
          "title" : "ElasticSearch JSON Format Compatible",
          "description" : "JSON format should be transformed to be compatible with  ElasticSearch format 
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restrictions.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "jsonBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 5,
      "properties" : {
        "bufferingMaxSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default/minimum: 100000)",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "bufferingWriteInterval" : {
          "title" : "Write interval",
          "description" : "Interval at which buffered events are written to a file, in milliseconds.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/services/audit/JSON

Resource version: 1.0

create

Usage

am> create Json --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jsonFileRetention" : {
      "type" : "object",
      "title" : "File Retention",
      "propertyOrder" : 4,
      "properties" : {
        "retentionMaxDiskSpaceToUse" : {
          "title" : "Maximum Disk Space",
          "description" : "The maximum amount of disk space the audit files can occupy, in bytes. A negative 
or zero value indicates this policy is disabled.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMinFreeSpaceRequired" : {
          "title" : "Minimum Free Space Required",
          "description" : "Minimum amount of disk space required, in bytes, on the system where audit files 
are stored. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMaxNumberOfHistoryFiles" : {
          "title" : "Maximum Number of Historical Files",
          "description" : "Maximum number of backup audit files allowed. A value of <code>-1</code> disables 
pruning of old history files.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "jsonFileRotation" : {
      "type" : "object",
      "title" : "File Rotation",
      "propertyOrder" : 3,
      "properties" : {
        "rotationEnabled" : {
          "title" : "Rotation Enabled",
          "description" : "Enables and disables audit file rotation.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "rotationFileSuffix" : {
          "title" : "File Rotation Suffix",
          "description" : "Suffix to append to audit files when they are rotated. Suffix should be a 
timestamp.",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationMaxFileSize" : {

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2633



          "title" : "Maximum File Size",
          "description" : "Maximum size, in bytes, which an audit file can grow to before rotation is 
triggered. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationFilePrefix" : {
          "title" : "File Rotation Prefix",
          "description" : "Prefix to prepend to audit files when rotating audit files.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationTimes" : {
          "title" : "Rotation Times",
          "description" : "Durations after midnight to trigger file rotation, in seconds.",
          "propertyOrder" : 1100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "rotationInterval" : {
          "title" : "Rotation Interval",
          "description" : "Interval to trigger audit file rotations, in seconds. A negative or zero value 
disables this feature.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }

Amster Entity Reference PingAM

2634 Copyright © 2025 Ping Identity Corporation



      }
    },
    "jsonBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 5,
      "properties" : {
        "bufferingWriteInterval" : {
          "title" : "Write interval",
          "description" : "Interval at which buffered events are written to a file, in milliseconds.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingMaxSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default/minimum: 100000)",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "jsonConfig" : {
      "type" : "object",
      "title" : "JSON Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "location" : {
          "title" : "Log Directory",
          "description" : "Directory in which to store audit log JSON files.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationRetentionCheckInterval" : {
          "title" : "File Rotation Retention Check Interval",
          "description" : "Interval to check time-based file rotation policies, in seconds.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
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        "elasticsearchCompatible" : {
          "title" : "ElasticSearch JSON Format Compatible",
          "description" : "JSON format should be transformed to be compatible with  ElasticSearch format 
restrictions.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete Json --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Json --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Json --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Json --global --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Json --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Json --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Json --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jsonFileRetention" : {
      "type" : "object",
      "title" : "File Retention",
      "propertyOrder" : 4,
      "properties" : {
        "retentionMaxDiskSpaceToUse" : {
          "title" : "Maximum Disk Space",
          "description" : "The maximum amount of disk space the audit files can occupy, in bytes. A negative 
or zero value indicates this policy is disabled.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMinFreeSpaceRequired" : {
          "title" : "Minimum Free Space Required",
          "description" : "Minimum amount of disk space required, in bytes, on the system where audit files 
are stored. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "retentionMaxNumberOfHistoryFiles" : {
          "title" : "Maximum Number of Historical Files",
          "description" : "Maximum number of backup audit files allowed. A value of <code>-1</code> disables 
pruning of old history files.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "jsonFileRotation" : {
      "type" : "object",
      "title" : "File Rotation",
      "propertyOrder" : 3,
      "properties" : {
        "rotationEnabled" : {
          "title" : "Rotation Enabled",
          "description" : "Enables and disables audit file rotation.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "rotationFileSuffix" : {
          "title" : "File Rotation Suffix",
          "description" : "Suffix to append to audit files when they are rotated. Suffix should be a 
timestamp.",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationMaxFileSize" : {
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          "title" : "Maximum File Size",
          "description" : "Maximum size, in bytes, which an audit file can grow to before rotation is 
triggered. A negative or zero value indicates this policy is disabled.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationFilePrefix" : {
          "title" : "File Rotation Prefix",
          "description" : "Prefix to prepend to audit files when rotating audit files.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationTimes" : {
          "title" : "Rotation Times",
          "description" : "Durations after midnight to trigger file rotation, in seconds.",
          "propertyOrder" : 1100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "rotationInterval" : {
          "title" : "Rotation Interval",
          "description" : "Interval to trigger audit file rotations, in seconds. A negative or zero value 
disables this feature.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
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      }
    },
    "jsonBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 5,
      "properties" : {
        "bufferingWriteInterval" : {
          "title" : "Write interval",
          "description" : "Interval at which buffered events are written to a file, in milliseconds.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingMaxSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default/minimum: 100000)",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "jsonConfig" : {
      "type" : "object",
      "title" : "JSON Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "location" : {
          "title" : "Log Directory",
          "description" : "Directory in which to store audit log JSON files.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationRetentionCheckInterval" : {
          "title" : "File Rotation Retention Check Interval",
          "description" : "Interval to check time-based file rotation policies, in seconds.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
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        "elasticsearchCompatible" : {
          "title" : "ElasticSearch JSON Format Compatible",
          "description" : "JSON format should be transformed to be compatible with  ElasticSearch format 
restrictions.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    }
  }
}

JwtProofOfPossessionModule

Realm Operations

Resource path:

/realm-config/authentication/modules/authJwtPoP

Resource version: 1.0

create

Usage

am> create JwtProofOfPossessionModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "responseEncryptionMethod" : {
      "title" : "Response Encryption Scheme",
      "description" : "Key exchange method to use for responses: ephemeral elliptic curve Diffie-Hellman 
(ECDHE)key agreement or using a pre-shared key (PSK) from the subject's JWK Set.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enableTlsSessionBinding" : {
      "title" : "Use TLS Session Binding",
      "description" : "If enabled the response must arrive in the same TLS (HTTPS) session as the challenge 
was issued.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "challengeSigningKey" : {
      "title" : "Challenge Signing Key",
      "description" : "Name of the key (in the AM keystore) to use to sign challenges.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "subjectJwkSetAttr" : {
      "title" : "Subject JWK Set Attribute",
      "description" : "Subject profile attribute that contains a JWK Set of confirmation and encryption 
keys.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseEncryptionCipher" : {
      "title" : "Response Encryption Cipher",
      "description" : "The authenticated encryption (AEAD) scheme to use for the response.",
      "propertyOrder" : 350,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete JwtProofOfPossessionModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action JwtProofOfPossessionModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action JwtProofOfPossessionModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action JwtProofOfPossessionModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query JwtProofOfPossessionModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read JwtProofOfPossessionModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update JwtProofOfPossessionModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "responseEncryptionMethod" : {
      "title" : "Response Encryption Scheme",
      "description" : "Key exchange method to use for responses: ephemeral elliptic curve Diffie-Hellman 
(ECDHE)key agreement or using a pre-shared key (PSK) from the subject's JWK Set.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enableTlsSessionBinding" : {
      "title" : "Use TLS Session Binding",
      "description" : "If enabled the response must arrive in the same TLS (HTTPS) session as the challenge 
was issued.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "challengeSigningKey" : {
      "title" : "Challenge Signing Key",
      "description" : "Name of the key (in the AM keystore) to use to sign challenges.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "subjectJwkSetAttr" : {
      "title" : "Subject JWK Set Attribute",
      "description" : "Subject profile attribute that contains a JWK Set of confirmation and encryption 
keys.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseEncryptionCipher" : {
      "title" : "Response Encryption Cipher",
      "description" : "The authenticated encryption (AEAD) scheme to use for the response.",
      "propertyOrder" : 350,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}
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Global Operations

Resource path:

/global-config/authentication/modules/authJwtPoP

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action JwtProofOfPossessionModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action JwtProofOfPossessionModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action JwtProofOfPossessionModule --global --actionName nextdescendents

read

Usage

am> read JwtProofOfPossessionModule --global

update

Usage

am> update JwtProofOfPossessionModule --global --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "subjectJwkSetAttr" : {
          "title" : "Subject JWK Set Attribute",
          "description" : "Subject profile attribute that contains a JWK Set of confirmation and encryption 
keys.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "responseEncryptionMethod" : {
          "title" : "Response Encryption Scheme",
          "description" : "Key exchange method to use for responses: ephemeral elliptic curve Diffie-Hellman 
(ECDHE)key agreement or using a pre-shared key (PSK) from the subject's JWK Set.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "challengeSigningKey" : {
          "title" : "Challenge Signing Key",
          "description" : "Name of the key (in the AM keystore) to use to sign challenges.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "responseEncryptionCipher" : {
          "title" : "Response Encryption Cipher",
          "description" : "The authenticated encryption (AEAD) scheme to use for the response.",
          "propertyOrder" : 350,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.",
          "propertyOrder" : 10000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "enableTlsSessionBinding" : {
          "title" : "Use TLS Session Binding",
          "description" : "If enabled the response must arrive in the same TLS (HTTPS) session as the 
challenge was issued.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      },
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      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

KBADecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/KbaDecisionNode

Resource version: 1.0

create

Usage

am> create KBADecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute of the IDM object to use retrieve the object.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute" ]
}
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delete

Usage

am> delete KBADecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action KBADecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action KBADecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action KBADecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action KBADecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query KBADecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read KBADecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update KBADecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute of the IDM object to use retrieve the object.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute" ]
}

KBADefinition

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/KbaCreateNode

Resource version: 1.0

create

Usage

am> create KBADefinition --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "allowUserDefinedQuestions" : {
      "title" : "Allow User-Defined Questions",
      "description" : "When enabled, users are able to create their own KBA questions.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Purpose Message",
      "description" : "Localised message describing the purpose of the data requested from the user.",
      "propertyOrder" : 100,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "allowUserDefinedQuestions", "message" ]
}

delete

Usage

am> delete KBADefinition --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action KBADefinition --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action KBADefinition --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action KBADefinition --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action KBADefinition --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query KBADefinition --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read KBADefinition --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update KBADefinition --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "allowUserDefinedQuestions" : {
      "title" : "Allow User-Defined Questions",
      "description" : "When enabled, users are able to create their own KBA questions.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Purpose Message",
      "description" : "Localised message describing the purpose of the data requested from the user.",
      "propertyOrder" : 100,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "allowUserDefinedQuestions", "message" ]
}
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KBAVerification

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/KbaVerifyNode

Resource version: 1.0

create

Usage

am> create KBAVerification --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "kbaInfoAttribute" : {
      "title" : "KBA Attribute",
      "description" : "The attribute in the user object in IDM where KBA questions and answers are stored.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The IDM attribute used to identify the object in a search, e.g. userName.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "kbaInfoAttribute", "identityAttribute" ]
}

delete

Usage
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am> delete KBAVerification --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action KBAVerification --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action KBAVerification --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action KBAVerification --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action KBAVerification --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query KBAVerification --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read KBAVerification --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update KBAVerification --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "kbaInfoAttribute" : {
      "title" : "KBA Attribute",
      "description" : "The attribute in the user object in IDM where KBA questions and answers are stored.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The IDM attribute used to identify the object in a search, e.g. userName.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "kbaInfoAttribute", "identityAttribute" ]
}

KbaQuestions

Realm Operations

KBA resource is responsible for delivering up configured security questions.

Resource path:

/selfservice/kba

Resource version: 1.0

read

Read the configured security questions.

Usage

am> read KbaQuestions --realm Realm

KerberosNode

Realm Operations

Resource path:
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/realm-config/authentication/authenticationtrees/nodes/product-KerberosNode

Resource version: 1.0

create

Usage

am> create KerberosNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "keytabFileName" : {
      "title" : "Key Tab File Path",
      "description" : "The absolute pathname of the AD keytab file.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "kerberosServiceIsInitiator" : {
      "title" : "Is Initiator",
      "description" : "True, if initiator. False, if acceptor only. Default is True.",
      "propertyOrder" : 800,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "lookupUserInRealm" : {
      "title" : "Lookup User In Realm",
      "description" : "Validate that the user has a matched user profile configured in the data store.",
      "propertyOrder" : 700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "returnPrincipalWithDomainName" : {
      "title" : "Return Principal with Domain Name",
      "description" : "Returns the fully qualified name of the authenticated user rather than just the 
username.",
      "propertyOrder" : 600,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "kerberosServerName" : {
      "title" : "Kerberos Server Name",
      "description" : "The hostname/IP address of the Kerberos (Active Directory) server.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "kerberosRealm" : {
      "title" : "Kerberos Realm",
      "description" : "The name of the Kerberos (Active Directory) realm used for authentication.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "trustedKerberosRealms" : {
      "title" : "Trusted Kerberos realms",
      "description" : "List of Trusted Kerberos Realms for User Kerberos tickets.",
      "propertyOrder" : 500,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "principalName" : {
      "title" : "Service Principal",
      "description" : "The name of the Kerberos principal used during authentication. The format of the field 
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is as follows:<br/><br/><code>HTTP/openam.forgerock.com@AD_DOMAIN.COM</code>",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "keytabFileName", "kerberosServiceIsInitiator", "lookupUserInRealm", 
"returnPrincipalWithDomainName", "kerberosServerName", "kerberosRealm", "trustedKerberosRealms", 
"principalName" ]
}

delete

Usage

am> delete KerberosNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action KerberosNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action KerberosNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action KerberosNode --realm Realm --body body --actionName listOutcomes

Parameters
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action KerberosNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query KerberosNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read KerberosNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update KerberosNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "keytabFileName" : {
      "title" : "Key Tab File Path",
      "description" : "The absolute pathname of the AD keytab file.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "kerberosServiceIsInitiator" : {
      "title" : "Is Initiator",
      "description" : "True, if initiator. False, if acceptor only. Default is True.",
      "propertyOrder" : 800,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "lookupUserInRealm" : {
      "title" : "Lookup User In Realm",
      "description" : "Validate that the user has a matched user profile configured in the data store.",
      "propertyOrder" : 700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "returnPrincipalWithDomainName" : {
      "title" : "Return Principal with Domain Name",
      "description" : "Returns the fully qualified name of the authenticated user rather than just the 
username.",
      "propertyOrder" : 600,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "kerberosServerName" : {
      "title" : "Kerberos Server Name",
      "description" : "The hostname/IP address of the Kerberos (Active Directory) server.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "kerberosRealm" : {
      "title" : "Kerberos Realm",
      "description" : "The name of the Kerberos (Active Directory) realm used for authentication.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "trustedKerberosRealms" : {
      "title" : "Trusted Kerberos realms",
      "description" : "List of Trusted Kerberos Realms for User Kerberos tickets.",
      "propertyOrder" : 500,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "principalName" : {
      "title" : "Service Principal",
      "description" : "The name of the Kerberos principal used during authentication. The format of the field 
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is as follows:<br/><br/><code>HTTP/openam.forgerock.com@AD_DOMAIN.COM</code>",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "keytabFileName", "kerberosServiceIsInitiator", "lookupUserInRealm", 
"returnPrincipalWithDomainName", "kerberosServerName", "kerberosRealm", "trustedKerberosRealms", 
"principalName" ]
}

KeyStoreMappings

Realm Operations

Resource path:

/realm-config/secrets/stores/KeyStoreSecretStore/{KeyStoreSecretStore}/mappings

Resource version: 1.0

create

Usage

am> create KeyStoreMappings --realm Realm --KeyStoreSecretStore KeyStoreSecretStore --id id --body body

Parameters

--KeyStoreSecretStore
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "aliases" : {
      "title" : "Aliases",
      "description" : "The list of keystore aliases that can resolve the secret. The first element of the 
alias list determines which alias is the \"active\" one. Active secrets are used for signature generation and 
encryption, while the non-active secrets are mainly used for signature verification and decryption.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    },
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete KeyStoreMappings --realm Realm --KeyStoreSecretStore KeyStoreSecretStore --id id

Parameters

--KeyStoreSecretStore
--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action KeyStoreMappings --realm Realm --KeyStoreSecretStore KeyStoreSecretStore --actionName 
getAllTypes

Parameters
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--KeyStoreSecretStore

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action KeyStoreMappings --realm Realm --KeyStoreSecretStore KeyStoreSecretStore --actionName 
getCreatableTypes

Parameters

--KeyStoreSecretStore

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action KeyStoreMappings --realm Realm --KeyStoreSecretStore KeyStoreSecretStore --actionName 
nextdescendents

Parameters

--KeyStoreSecretStore

=== query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query KeyStoreMappings --realm Realm --KeyStoreSecretStore KeyStoreSecretStore --filter filter

Parameters

--KeyStoreSecretStore
--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read KeyStoreMappings --realm Realm --KeyStoreSecretStore KeyStoreSecretStore --id id

Parameters
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--KeyStoreSecretStore
--id

The unique identifier for the resource.

update

Usage

am> update KeyStoreMappings --realm Realm --KeyStoreSecretStore KeyStoreSecretStore --id id --body body

Parameters

--KeyStoreSecretStore
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "aliases" : {
      "title" : "Aliases",
      "description" : "The list of keystore aliases that can resolve the secret. The first element of the 
alias list determines which alias is the \"active\" one. Active secrets are used for signature generation and 
encryption, while the non-active secrets are mainly used for signature verification and decryption.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    },
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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Global Operations

Resource path:

/global-config/secrets/stores/KeyStoreSecretStore/{KeyStoreSecretStore}/mappings

Resource version: 1.0

create

Usage

am> create KeyStoreMappings --global --KeyStoreSecretStore KeyStoreSecretStore --id id --body body

Parameters

--KeyStoreSecretStore
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "aliases" : {
      "title" : "Aliases",
      "description" : "The list of keystore aliases that can resolve the secret. The first element of the 
alias list determines which alias is the \"active\" one. Active secrets are used for signature generation and 
encryption, while the non-active secrets are mainly used for signature verification and decryption.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete KeyStoreMappings --global --KeyStoreSecretStore KeyStoreSecretStore --id id

Parameters

--KeyStoreSecretStore
--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action KeyStoreMappings --global --KeyStoreSecretStore KeyStoreSecretStore --actionName getAllTypes

Parameters
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--KeyStoreSecretStore

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action KeyStoreMappings --global --KeyStoreSecretStore KeyStoreSecretStore --actionName 
getCreatableTypes

Parameters

--KeyStoreSecretStore

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action KeyStoreMappings --global --KeyStoreSecretStore KeyStoreSecretStore --actionName nextdescendents

Parameters

--KeyStoreSecretStore

=== query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query KeyStoreMappings --global --KeyStoreSecretStore KeyStoreSecretStore --filter filter

Parameters

--KeyStoreSecretStore
--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read KeyStoreMappings --global --KeyStoreSecretStore KeyStoreSecretStore --id id

Parameters
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--KeyStoreSecretStore
--id

The unique identifier for the resource.

update

Usage

am> update KeyStoreMappings --global --KeyStoreSecretStore KeyStoreSecretStore --id id --body body

Parameters

--KeyStoreSecretStore
--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "secretId" : {
      "title" : "Secret ID",
      "description" : "The secret ID that is to be associated with an alias.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "aliases" : {
      "title" : "Aliases",
      "description" : "The list of keystore aliases that can resolve the secret. The first element of the 
alias list determines which alias is the \"active\" one. Active secrets are used for signature generation and 
encryption, while the non-active secrets are mainly used for signature verification and decryption.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string",
        "minLength" : 1
      },
      "minItems" : 1,
      "uniqueItems" : true,
      "type" : "array",
      "exampleValue" : ""
    }
  }
}
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KeyStoreSecretStore

Realm Operations

Resource path:

/realm-config/secrets/stores/KeyStoreSecretStore

Resource version: 1.0

create

Usage

am> create KeyStoreSecretStore --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "storetype" : {
      "title" : "Keystore type",
      "description" : "The type of the keystore (JKS, JCEKS, PKCS11, PKCS12, others). This must be a keystore 
type known or configured on the JRE.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "leaseExpiryDuration" : {
      "title" : "Key lease expiry",
      "description" : "The amount of minutes a key can be cached from the keystore before it needs to be 
reloaded.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "providerName" : {
      "title" : "Provider name",
      "description" : "The classname of a provider to use to load the keystore. If blank, the JRE default will 
be used.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "storePassword" : {
      "title" : "Store password secret ID",
      "description" : "The secret ID from which the store password can be obtained, or none if the password is 
blank. This secret ID will be resolved using one of the other secret stores configured.<br> It must not start 
or end with the <code>.</code> character <br>The <code>.</code> character must not be followed by another 
<code>.</code> character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and <code>.</
code> characters only.",
      "propertyOrder" : 400,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "file" : {
      "title" : "File",
      "description" : "The keystore file to use",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "keyEntryPassword" : {
      "title" : "Entry password secret ID",
      "description" : "The secret value from which the entry password can be obtained, or none if the password 
is blank. This secret ID will be resolved using one of the other secret stores configured.<br> It must not 
start or end with the <code>.</code> character. <br>The <code>.</code> character must not be followed by 
another <code>.</code> character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and 
<code>.</code> characters only.",
      "propertyOrder" : 500,
      "required" : false,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete KeyStoreSecretStore --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action KeyStoreSecretStore --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action KeyStoreSecretStore --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action KeyStoreSecretStore --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query KeyStoreSecretStore --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read KeyStoreSecretStore --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update KeyStoreSecretStore --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "storetype" : {
      "title" : "Keystore type",
      "description" : "The type of the keystore (JKS, JCEKS, PKCS11, PKCS12, others). This must be a keystore 
type known or configured on the JRE.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "leaseExpiryDuration" : {
      "title" : "Key lease expiry",
      "description" : "The amount of minutes a key can be cached from the keystore before it needs to be 
reloaded.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "providerName" : {
      "title" : "Provider name",
      "description" : "The classname of a provider to use to load the keystore. If blank, the JRE default will 
be used.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "storePassword" : {
      "title" : "Store password secret ID",
      "description" : "The secret ID from which the store password can be obtained, or none if the password is 
blank. This secret ID will be resolved using one of the other secret stores configured.<br> It must not start 
or end with the <code>.</code> character <br>The <code>.</code> character must not be followed by another 
<code>.</code> character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and <code>.</
code> characters only.",
      "propertyOrder" : 400,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "file" : {
      "title" : "File",
      "description" : "The keystore file to use",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "keyEntryPassword" : {
      "title" : "Entry password secret ID",
      "description" : "The secret value from which the entry password can be obtained, or none if the password 
is blank. This secret ID will be resolved using one of the other secret stores configured.<br> It must not 
start or end with the <code>.</code> character. <br>The <code>.</code> character must not be followed by 
another <code>.</code> character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and 
<code>.</code> characters only.",
      "propertyOrder" : 500,
      "required" : false,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/secrets/stores/KeyStoreSecretStore

Resource version: 1.0

create

Usage

am> create KeyStoreSecretStore --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "keyEntryPassword" : {
      "title" : "Entry password secret ID",
      "description" : "The secret value from which the entry password can be obtained, or none if the password 
is blank. This secret ID will be resolved using one of the other secret stores configured.<br> It must not 
start or end with the <code>.</code> character. <br>The <code>.</code> character must not be followed by 
another <code>.</code> character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and 
<code>.</code> characters only.",
      "propertyOrder" : 500,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "storetype" : {
      "title" : "Keystore type",
      "description" : "The type of the keystore (JKS, JCEKS, PKCS11, PKCS12, others). This must be a keystore 
type known or configured on the JRE.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "file" : {
      "title" : "File",
      "description" : "The keystore file to use",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "storePassword" : {
      "title" : "Store password secret ID",
      "description" : "The secret ID from which the store password can be obtained, or none if the password is 
blank. This secret ID will be resolved using one of the other secret stores configured.<br> It must not start 
or end with the <code>.</code> character <br>The <code>.</code> character must not be followed by another 
<code>.</code> character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and <code>.</
code> characters only.",
      "propertyOrder" : 400,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "providerName" : {
      "title" : "Provider name",
      "description" : "The classname of a provider to use to load the keystore. If blank, the JRE default will 
be used.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "leaseExpiryDuration" : {
      "title" : "Key lease expiry",
      "description" : "The amount of minutes a key can be cached from the keystore before it needs to be 
reloaded.",
      "propertyOrder" : 600,
      "required" : true,

Amster Entity Reference PingAM

2680 Copyright © 2025 Ping Identity Corporation



      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete KeyStoreSecretStore --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action KeyStoreSecretStore --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action KeyStoreSecretStore --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action KeyStoreSecretStore --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query KeyStoreSecretStore --global --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read KeyStoreSecretStore --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update KeyStoreSecretStore --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "keyEntryPassword" : {
      "title" : "Entry password secret ID",
      "description" : "The secret value from which the entry password can be obtained, or none if the password 
is blank. This secret ID will be resolved using one of the other secret stores configured.<br> It must not 
start or end with the <code>.</code> character. <br>The <code>.</code> character must not be followed by 
another <code>.</code> character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and 
<code>.</code> characters only.",
      "propertyOrder" : 500,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "storetype" : {
      "title" : "Keystore type",
      "description" : "The type of the keystore (JKS, JCEKS, PKCS11, PKCS12, others). This must be a keystore 
type known or configured on the JRE.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "file" : {
      "title" : "File",
      "description" : "The keystore file to use",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "storePassword" : {
      "title" : "Store password secret ID",
      "description" : "The secret ID from which the store password can be obtained, or none if the password is 
blank. This secret ID will be resolved using one of the other secret stores configured.<br> It must not start 
or end with the <code>.</code> character <br>The <code>.</code> character must not be followed by another 
<code>.</code> character.<br>Must contain <code>a-z</code>, <code>A-Z</code>, <code>0-9</code> and <code>.</
code> characters only.",
      "propertyOrder" : 400,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "providerName" : {
      "title" : "Provider name",
      "description" : "The classname of a provider to use to load the keystore. If blank, the JRE default will 
be used.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "leaseExpiryDuration" : {
      "title" : "Key lease expiry",
      "description" : "The amount of minutes a key can be cached from the keystore before it needs to be 
reloaded.",
      "propertyOrder" : 600,
      "required" : true,
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      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

LDAPDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/LdapDecisionNode

Resource version: 1.0

create

Usage

am> create LDAPDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "accountSearchBaseDn" : {
      "title" : "DN to Start User Search",
      "description" : "Specify the DN from which to start the user search.<br><br>More specific DNs, such as 
<code>ou=sales,dc=example,dc=com</code>, result in better search performance.If multiple entries exist in the 
store with identical attribute values, ensure this property is specific enough to return only one entry.",
      "propertyOrder" : 300,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "searchFilterAttributes" : {
      "title" : "Attributes Used to Search for a User to be Authenticated",
      "description" : "Specifies the attributes used to match an entry in the directory server to the 
credentials provided by the user. <br><br>The default value of <code>uid</code> will form the following search 
filter of <code>uid=user</code>. Specifying multiple values such as <code>uid</code> and <code>cn</code> 
causes the node to create a search filter of <code>(|(uid=user)(cn=user))</code>. <br><br>Multiple attribute 
values allow the user to authenticate with any one of the values. For example, if you have both <code>uid</
code> and <code>mail</code>, then Barbara Jensen can authenticate with either <code>bjensen</code> or 
<code>bjensen@example.com</code>.",
      "propertyOrder" : 700,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "returnUserDn" : {
      "title" : "Return User DN to DataStore",
      "description" : "When enabled, the node returns the DN rather than the User ID.",
      "propertyOrder" : 1100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "mtlsEnabled" : {
      "title" : "mTLS Enabled",
      "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is enabled:<ul><li>Set 
connection mode to <code>LDAPS</code>. <li>The values for <code>Bind User DN</code> and <code>Bind User 
Password</code> are ignored.</li><li>You must provide an <code>mTLS Secret Label</code>.</li></ul>Instructions 
for setting up certificates and keystore mappings are in the product documentation.",
      "propertyOrder" : 1033,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "heartbeatTimeUnit" : {
      "title" : "LDAP Connection Heartbeat Time Unit",
      "description" : "Specifies the time unit corresponding to LDAP Connection Heartbeat Interval.<br><br> 
Default: Seconds",
      "propertyOrder" : 1700,
      "type" : "string",
      "exampleValue" : ""
    },
    "primaryServers" : {
      "title" : "Primary LDAP Server",
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      "description" : "Specify one or more primary directory servers. <br><br>Specify each directory server in 
the following format: <br><code>host:port</code><br><br>For example, <code>directory_services.example.com:
389</code>.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "trustAllServerCertificates" : {
      "title" : "Trust All Server Certificates",
      "description" : "When enabled, blindly trust server certificates, including self-signed test 
certificates. <br><br><em>Note:</em> Use this feature with care as it bypasses the normal certificate 
verification process.",
      "propertyOrder" : 1500,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "secondaryServers" : {
      "title" : "Secondary LDAP Server",
      "description" : "Specify one or more secondary directory servers. <br><br>Specify each directory server 
in the following format: <br><code>host:port</code><br><br>Secondary servers are used when none of the primary 
servers are available.<br><br>For example, <code>directory_services_backup.example.com</code>.",
      "propertyOrder" : 200,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "searchScope" : {
      "title" : "Search Scope",
      "description" : "Specifies the extent of searching for users in the directory server. <br><br>Scope 
<code>OBJECT</code> means search only the entry specified as the DN to Start User Search, whereas 
<code>ONELEVEL</code> means search only the entries that are directly children of that object. <code>SUBTREE</
code> means search the entry specified and every entry under it.",
      "propertyOrder" : 900,
      "type" : "string",
      "exampleValue" : ""
    },
    "userSearchFilter" : {
      "title" : "User Search Filter",
      "description" : "Specifies an additional filter to append to user searches. <br><br>For example, 
searching for <code>mail</code> and specifying a User Search Filter of <code>(objectClass=inetOrgPerson)</
code>, causes AM to use <code>(&amp;(mail=<replaceable>address</replaceable>)(objectClass=inetOrgPerson))</
code> as the resulting search filter, where <replaceable>address</replaceable> is the mail address provided by 
the user.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    },
    "beheraEnabled" : {
      "title" : "LDAP Behera Password Policy Support",
      "description" : "Enables support for modern LDAP password policies. <br><br>LDAP Behera Password 
policies are supported by modern LDAP servers such as DS. If this functionality is disabled then only the 
older Netscape VCHU password policy standard will be enforced.",
      "propertyOrder" : 1400,
      "type" : "boolean",
      "exampleValue" : ""
    },
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    "mixedCaseForPasswordChangeMessages" : {
      "title" : "Use mixed case for password change messages",
      "description" : "Defines whether password change messages returned are in mixed (sentence) case or 
uppercase. Default: false",
      "propertyOrder" : 1900,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapOperationsTimeout" : {
      "title" : "LDAP Operations Timeout",
      "description" : "Defines the timeout in milliseconds that ${am.abbr} should wait for a response from the 
directory server.<br><br> Default: <code>0</code> (No timeout).",
      "propertyOrder" : 1800,
      "type" : "integer",
      "exampleValue" : ""
    },
    "ldapConnectionMode" : {
      "title" : "LDAP Connection Mode",
      "description" : "Specifies whether to use SSL or StartTLS to connect to the LDAP user data store.  
<br><br>AM must be able to trust the certificates used.",
      "propertyOrder" : 1000,
      "type" : "string",
      "exampleValue" : ""
    },
    "userProfileAttribute" : {
      "title" : "Attribute Used to Retrieve User Profile",
      "description" : "Specifies the attribute used to retrieve the profile of a user from the directory 
server. <br><br>The user search will have already happened, as specified by the Attributes Used to Search for 
a User to be Authenticated and User Search Filter properties.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "mtlsSecretLabel" : {
      "title" : "mTLS Secret Label",
      "description" : "Label used to create a secret ID for mapping to the mTLS certificate in the secret 
store. <br>AM uses this label to create a specific secret ID for this node. The secret ID takes the form 
<code>am.authentication.nodes.ldap.decision.mtls.{{label}}.cert</code> where {{label}} is the value of mTLS 
Secret Label. The label can only contain characters {{a-z}} {{A-Z}} {{0-9}} {{.}} and cannot start or end with 
{{.}}.",
      "propertyOrder" : 1066,
      "type" : "string",
      "exampleValue" : ""
    },
    "adminPassword" : {
      "title" : "Bind User Password",
      "description" : "Specify the password of the account used to bind to the LDAP user data store.If mTLS is 
enabled, this attribute is ignored.",
      "propertyOrder" : 500,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "adminDn" : {
      "title" : "Bind User DN",
      "description" : "Specify the user DN used to bind to the LDAP user data store. <br><br><em>Note:</em> Do 
not use <code>cn=Directory Manager</code> in production systems.If mTLS is enabled, this attribute is 
ignored.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
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    "userCreationAttrs" : {
      "title" : "User Creation Attributes",
      "description" : "This list lets you map (external) attribute names from the LDAP directory server to 
(internal) attribute names used by AM. <br><br>The format of this property is: <br><code>local attr1|external 
attr1</code>",
      "propertyOrder" : 1200,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "minimumPasswordLength" : {
      "title" : "Minimum Password Length",
      "description" : "Specifies the minimum acceptable password length.",
      "propertyOrder" : 1300,
      "type" : "integer",
      "exampleValue" : ""
    },
    "heartbeatInterval" : {
      "title" : "LDAP Connection Heartbeat Interval",
      "description" : "Specifies how often AM should send a heartbeat request to the directory server to 
ensure that the connection does not remain idle. <br><br>Some network administrators configure firewalls and 
load balancers to drop connections that are idle for too long. You can turn this off by setting the value to 
<code>0</code> or to a negative number. Set the units for the interval in the LDAP Connection Heartbeat Time 
Unit property.",
      "propertyOrder" : 1600,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "accountSearchBaseDn", "searchFilterAttributes", "returnUserDn", "mtlsEnabled", 
"heartbeatTimeUnit", "primaryServers", "trustAllServerCertificates", "secondaryServers", "searchScope", 
"beheraEnabled", "mixedCaseForPasswordChangeMessages", "ldapOperationsTimeout", "ldapConnectionMode", 
"userProfileAttribute", "userCreationAttrs", "minimumPasswordLength", "heartbeatInterval" ]
}

delete

Usage

am> delete LDAPDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action LDAPDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action LDAPDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action LDAPDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action LDAPDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query LDAPDecision --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read LDAPDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update LDAPDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

2690 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "accountSearchBaseDn" : {
      "title" : "DN to Start User Search",
      "description" : "Specify the DN from which to start the user search.<br><br>More specific DNs, such as 
<code>ou=sales,dc=example,dc=com</code>, result in better search performance.If multiple entries exist in the 
store with identical attribute values, ensure this property is specific enough to return only one entry.",
      "propertyOrder" : 300,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "searchFilterAttributes" : {
      "title" : "Attributes Used to Search for a User to be Authenticated",
      "description" : "Specifies the attributes used to match an entry in the directory server to the 
credentials provided by the user. <br><br>The default value of <code>uid</code> will form the following search 
filter of <code>uid=user</code>. Specifying multiple values such as <code>uid</code> and <code>cn</code> 
causes the node to create a search filter of <code>(|(uid=user)(cn=user))</code>. <br><br>Multiple attribute 
values allow the user to authenticate with any one of the values. For example, if you have both <code>uid</
code> and <code>mail</code>, then Barbara Jensen can authenticate with either <code>bjensen</code> or 
<code>bjensen@example.com</code>.",
      "propertyOrder" : 700,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "returnUserDn" : {
      "title" : "Return User DN to DataStore",
      "description" : "When enabled, the node returns the DN rather than the User ID.",
      "propertyOrder" : 1100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "mtlsEnabled" : {
      "title" : "mTLS Enabled",
      "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is enabled:<ul><li>Set 
connection mode to <code>LDAPS</code>. <li>The values for <code>Bind User DN</code> and <code>Bind User 
Password</code> are ignored.</li><li>You must provide an <code>mTLS Secret Label</code>.</li></ul>Instructions 
for setting up certificates and keystore mappings are in the product documentation.",
      "propertyOrder" : 1033,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "heartbeatTimeUnit" : {
      "title" : "LDAP Connection Heartbeat Time Unit",
      "description" : "Specifies the time unit corresponding to LDAP Connection Heartbeat Interval.<br><br> 
Default: Seconds",
      "propertyOrder" : 1700,
      "type" : "string",
      "exampleValue" : ""
    },
    "primaryServers" : {
      "title" : "Primary LDAP Server",
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      "description" : "Specify one or more primary directory servers. <br><br>Specify each directory server in 
the following format: <br><code>host:port</code><br><br>For example, <code>directory_services.example.com:
389</code>.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "trustAllServerCertificates" : {
      "title" : "Trust All Server Certificates",
      "description" : "When enabled, blindly trust server certificates, including self-signed test 
certificates. <br><br><em>Note:</em> Use this feature with care as it bypasses the normal certificate 
verification process.",
      "propertyOrder" : 1500,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "secondaryServers" : {
      "title" : "Secondary LDAP Server",
      "description" : "Specify one or more secondary directory servers. <br><br>Specify each directory server 
in the following format: <br><code>host:port</code><br><br>Secondary servers are used when none of the primary 
servers are available.<br><br>For example, <code>directory_services_backup.example.com</code>.",
      "propertyOrder" : 200,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "searchScope" : {
      "title" : "Search Scope",
      "description" : "Specifies the extent of searching for users in the directory server. <br><br>Scope 
<code>OBJECT</code> means search only the entry specified as the DN to Start User Search, whereas 
<code>ONELEVEL</code> means search only the entries that are directly children of that object. <code>SUBTREE</
code> means search the entry specified and every entry under it.",
      "propertyOrder" : 900,
      "type" : "string",
      "exampleValue" : ""
    },
    "userSearchFilter" : {
      "title" : "User Search Filter",
      "description" : "Specifies an additional filter to append to user searches. <br><br>For example, 
searching for <code>mail</code> and specifying a User Search Filter of <code>(objectClass=inetOrgPerson)</
code>, causes AM to use <code>(&amp;(mail=<replaceable>address</replaceable>)(objectClass=inetOrgPerson))</
code> as the resulting search filter, where <replaceable>address</replaceable> is the mail address provided by 
the user.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    },
    "beheraEnabled" : {
      "title" : "LDAP Behera Password Policy Support",
      "description" : "Enables support for modern LDAP password policies. <br><br>LDAP Behera Password 
policies are supported by modern LDAP servers such as DS. If this functionality is disabled then only the 
older Netscape VCHU password policy standard will be enforced.",
      "propertyOrder" : 1400,
      "type" : "boolean",
      "exampleValue" : ""
    },
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    "mixedCaseForPasswordChangeMessages" : {
      "title" : "Use mixed case for password change messages",
      "description" : "Defines whether password change messages returned are in mixed (sentence) case or 
uppercase. Default: false",
      "propertyOrder" : 1900,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapOperationsTimeout" : {
      "title" : "LDAP Operations Timeout",
      "description" : "Defines the timeout in milliseconds that ${am.abbr} should wait for a response from the 
directory server.<br><br> Default: <code>0</code> (No timeout).",
      "propertyOrder" : 1800,
      "type" : "integer",
      "exampleValue" : ""
    },
    "ldapConnectionMode" : {
      "title" : "LDAP Connection Mode",
      "description" : "Specifies whether to use SSL or StartTLS to connect to the LDAP user data store.  
<br><br>AM must be able to trust the certificates used.",
      "propertyOrder" : 1000,
      "type" : "string",
      "exampleValue" : ""
    },
    "userProfileAttribute" : {
      "title" : "Attribute Used to Retrieve User Profile",
      "description" : "Specifies the attribute used to retrieve the profile of a user from the directory 
server. <br><br>The user search will have already happened, as specified by the Attributes Used to Search for 
a User to be Authenticated and User Search Filter properties.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "mtlsSecretLabel" : {
      "title" : "mTLS Secret Label",
      "description" : "Label used to create a secret ID for mapping to the mTLS certificate in the secret 
store. <br>AM uses this label to create a specific secret ID for this node. The secret ID takes the form 
<code>am.authentication.nodes.ldap.decision.mtls.{{label}}.cert</code> where {{label}} is the value of mTLS 
Secret Label. The label can only contain characters {{a-z}} {{A-Z}} {{0-9}} {{.}} and cannot start or end with 
{{.}}.",
      "propertyOrder" : 1066,
      "type" : "string",
      "exampleValue" : ""
    },
    "adminPassword" : {
      "title" : "Bind User Password",
      "description" : "Specify the password of the account used to bind to the LDAP user data store.If mTLS is 
enabled, this attribute is ignored.",
      "propertyOrder" : 500,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "adminDn" : {
      "title" : "Bind User DN",
      "description" : "Specify the user DN used to bind to the LDAP user data store. <br><br><em>Note:</em> Do 
not use <code>cn=Directory Manager</code> in production systems.If mTLS is enabled, this attribute is 
ignored.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
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    "userCreationAttrs" : {
      "title" : "User Creation Attributes",
      "description" : "This list lets you map (external) attribute names from the LDAP directory server to 
(internal) attribute names used by AM. <br><br>The format of this property is: <br><code>local attr1|external 
attr1</code>",
      "propertyOrder" : 1200,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "minimumPasswordLength" : {
      "title" : "Minimum Password Length",
      "description" : "Specifies the minimum acceptable password length.",
      "propertyOrder" : 1300,
      "type" : "integer",
      "exampleValue" : ""
    },
    "heartbeatInterval" : {
      "title" : "LDAP Connection Heartbeat Interval",
      "description" : "Specifies how often AM should send a heartbeat request to the directory server to 
ensure that the connection does not remain idle. <br><br>Some network administrators configure firewalls and 
load balancers to drop connections that are idle for too long. You can turn this off by setting the value to 
<code>0</code> or to a negative number. Set the units for the interval in the LDAP Connection Heartbeat Time 
Unit property.",
      "propertyOrder" : 1600,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "accountSearchBaseDn", "searchFilterAttributes", "returnUserDn", "mtlsEnabled", 
"heartbeatTimeUnit", "primaryServers", "trustAllServerCertificates", "secondaryServers", "searchScope", 
"beheraEnabled", "mixedCaseForPasswordChangeMessages", "ldapOperationsTimeout", "ldapConnectionMode", 
"userProfileAttribute", "userCreationAttrs", "minimumPasswordLength", "heartbeatInterval" ]
}

LdapModule

Realm Operations

Resource path:

/realm-config/authentication/modules/ldap

Resource version: 1.0

create

Usage

am> create LdapModule --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userSearchFilter" : {
      "title" : "User Search Filter",
      "description" : "This search filter will be appended to the standard user search filter.<br><br>This 
attribute can be used to append a custom search filter to the standard filter. For example: 
<code>(objectClass=person)</code>would result in the following user search filter:<br/><br/
><code>(&(uid=<i>user</i>)(objectClass=person))</code>",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "beheraPasswordPolicySupportEnabled" : {
      "title" : "LDAP Behera Password Policy Support",
      "description" : "Enables support for modern LDAP password policies<br><br>LDAP Behera Password policies 
are supported by modern LDAP servers such as OpenDJ. If this functionality is disabled then only the older 
Netscape VCHU password policy standard will be enforced.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userProfileRetrievalAttribute" : {
      "title" : "Attribute Used to Retrieve User Profile",
      "description" : "The LDAP module will use this attribute to search of the profile of an authenticated 
user.<br><br>This is the attribute used to find the profile of the authenticated user. Normally this will be 
the same attribute used to find the user account. The value will be the name of the user used for 
authentication.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "operationTimeout" : {
      "title" : "LDAP operations timeout",
      "description" : "Defines the timeout in seconds OpenAM should wait for a response of the Directory 
Server - <code>0</code> means no timeout.<br><br>If the Directory Server's host is down completely or the TCP 
connection became stale OpenAM waits until operation timeouts from the OS or the JVM are applied. However this 
setting allows more granular control within OpenAM itself. A value of <code>0</code> means NO timeout is 
applied on OpenAM level and the timeouts from the JVM or OS will apply.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "connectionHeartbeatInterval" : {
      "title" : "LDAP Connection Heartbeat Interval",
      "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
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      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "openam-auth-ldap-connection-mode" : {
      "title" : "LDAP Connection Mode",
      "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userSearchAttributes" : {
      "title" : "Attributes Used to Search for a User to be Authenticated",
      "description" : "The attributes specified in this list form the LDAP search filter.<br><br>The default 
value of uid will form the following search filter of <code>uid=<i>user</i></code>, if there are multiple 
values such as uid and cn, the module will create a search filter as follows <code>(|(uid=<i>user</i>)
(cn=<i>user</i>))</code>",
      "propertyOrder" : 700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "primaryLdapServer" : {
      "title" : "Primary LDAP Server",
      "description" : "Use this list to set the primary LDAP server used for authentication. <br><br>The LDAP 
authentication module will use this list as the primary server for authentication. A single entry must be in 
the format:<br/><br/><code>ldap_server:port</code><br/><br/>Multiple entries allow associations between OpenAM 
servers and a LDAP server. The format is:<br/><br/><code>local server name | server:port</code><br/><br/>The 
local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "profileAttributeMappings" : {
      "title" : "User Creation Attributes",
      "description" : "Controls the mapping of local attribute to external attribute for dynamic profile 
creation.<br><br>If dynamic profile creation is enabled; this feature allows for a mapping between the 
attribute/values retrieved from the users authenticated profile and the attribute/values that will be 
provisioned into their matching account in the data store.<br/><br/>The format of this property is: <br/><br/
><code> local attr1|external attr1</code>",
      "propertyOrder" : 1300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
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      "exampleValue" : ""
    },
    "secondaryLdapServer" : {
      "title" : "Secondary LDAP Server",
      "description" : "Use this list to set the secondary (failover) LDAP server used for 
authentication.<br><br>If the primary LDAP server fails, the LDAP authentication module will failover to the 
secondary server. A single entry must be in the format:<br/><br/><code>ldap_server:port</code><br/><br/
>Multiple entries allow associations between OpenAM servers and a LDAP server. The format is:<br/><br/
><code>local server name | server:port</code><br/><br/><i>NB </i>The local server name is the full name of the 
server from the list of servers and sites.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "minimumPasswordLength" : {
      "title" : "Minimum Password Length",
      "description" : "Enforced when the user is resetting their password as part of the 
authentication.<br><br>If the user needs to reset their password as part of the authentication process, the 
authentication module can enforce a minimum password length. This is separate from any password length 
controls from the underlying LDAP server. If the external LDAP server password policy is enforcing password 
length, set this value to 0 to avoid confusion.",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "stopLdapbindAfterInmemoryLockedEnabled" : {
      "title" : "Stop LDAP Binds after in-memory lockout",
      "description" : "If enabled, further bind requests will not be sent to LDAP Server when the user is 
locked-out using in-memory Account Lockout. ",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "trustAllServerCertificates" : {
      "title" : "Trust All Server Certificates",
      "description" : "Enables a <code>X509TrustManager</code> that trusts all certificates.<br><br>This 
feature will allow the LDAP authentication module to connect to LDAP servers protected by self signed or 
invalid certificates (such as invalid hostname).<br/><br/><i>NB </i>Use this feature with care as it bypasses 
the normal certificate verification process",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userBindPassword" : {
      "title" : "Bind User Password",
      "description" : "The password of the administration account.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "userSearchStartDN" : {
      "title" : "DN to Start User Search",
      "description" : "The search for accounts to be authenticated start from this base DN <br><br>For a 
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single server just enter the Base DN to be searched. Multiple OpenAM servers can have different base DNs for 
the search The format is as follows:<br/><br/><code>local server name | search DN</code><br/><br/><i>NB </
i>The local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "searchScope" : {
      "title" : "Search Scope",
      "description" : "The level in the Directory Server that will be searched for a matching user 
profile.<br><br>This attribute controls how the directory is searched.<br/><br/><ul><li><code>OBJECT</code>: 
Only the Base DN is searched.</li><li><code>ONELEVEL</code>: Only the single level below (and not the Base DN) 
is searched</li><li><code>SUBTREE</code>: The Base DN and all levels below are searched</li></ul>",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userBindDN" : {
      "title" : "Bind User DN",
      "description" : "The DN of an admin user used by the module to authentication to the LDAP 
server<br><br>The LDAP module requires an administration account in order to perform functionality such as 
password reset.<br/><br/><i>NB </i><code>cn=Directory Manager</code> should not be used in production 
systems.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "connectionHeartbeatTimeUnit" : {
      "title" : "LDAP Connection Heartbeat Time Unit",
      "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "returnUserDN" : {
      "title" : "Return User DN to DataStore",
      "description" : "Controls whether the DN or the username is returned as the authentication principal.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage
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am> delete LdapModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action LdapModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action LdapModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action LdapModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query LdapModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read LdapModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update LdapModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userSearchFilter" : {
      "title" : "User Search Filter",
      "description" : "This search filter will be appended to the standard user search filter.<br><br>This 
attribute can be used to append a custom search filter to the standard filter. For example: 
<code>(objectClass=person)</code>would result in the following user search filter:<br/><br/
><code>(&(uid=<i>user</i>)(objectClass=person))</code>",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "beheraPasswordPolicySupportEnabled" : {
      "title" : "LDAP Behera Password Policy Support",
      "description" : "Enables support for modern LDAP password policies<br><br>LDAP Behera Password policies 
are supported by modern LDAP servers such as OpenDJ. If this functionality is disabled then only the older 
Netscape VCHU password policy standard will be enforced.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userProfileRetrievalAttribute" : {
      "title" : "Attribute Used to Retrieve User Profile",
      "description" : "The LDAP module will use this attribute to search of the profile of an authenticated 
user.<br><br>This is the attribute used to find the profile of the authenticated user. Normally this will be 
the same attribute used to find the user account. The value will be the name of the user used for 
authentication.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "operationTimeout" : {
      "title" : "LDAP operations timeout",
      "description" : "Defines the timeout in seconds OpenAM should wait for a response of the Directory 
Server - <code>0</code> means no timeout.<br><br>If the Directory Server's host is down completely or the TCP 
connection became stale OpenAM waits until operation timeouts from the OS or the JVM are applied. However this 
setting allows more granular control within OpenAM itself. A value of <code>0</code> means NO timeout is 
applied on OpenAM level and the timeouts from the JVM or OS will apply.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "connectionHeartbeatInterval" : {
      "title" : "LDAP Connection Heartbeat Interval",
      "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
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      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "openam-auth-ldap-connection-mode" : {
      "title" : "LDAP Connection Mode",
      "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userSearchAttributes" : {
      "title" : "Attributes Used to Search for a User to be Authenticated",
      "description" : "The attributes specified in this list form the LDAP search filter.<br><br>The default 
value of uid will form the following search filter of <code>uid=<i>user</i></code>, if there are multiple 
values such as uid and cn, the module will create a search filter as follows <code>(|(uid=<i>user</i>)
(cn=<i>user</i>))</code>",
      "propertyOrder" : 700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "primaryLdapServer" : {
      "title" : "Primary LDAP Server",
      "description" : "Use this list to set the primary LDAP server used for authentication. <br><br>The LDAP 
authentication module will use this list as the primary server for authentication. A single entry must be in 
the format:<br/><br/><code>ldap_server:port</code><br/><br/>Multiple entries allow associations between OpenAM 
servers and a LDAP server. The format is:<br/><br/><code>local server name | server:port</code><br/><br/>The 
local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "profileAttributeMappings" : {
      "title" : "User Creation Attributes",
      "description" : "Controls the mapping of local attribute to external attribute for dynamic profile 
creation.<br><br>If dynamic profile creation is enabled; this feature allows for a mapping between the 
attribute/values retrieved from the users authenticated profile and the attribute/values that will be 
provisioned into their matching account in the data store.<br/><br/>The format of this property is: <br/><br/
><code> local attr1|external attr1</code>",
      "propertyOrder" : 1300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
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      "exampleValue" : ""
    },
    "secondaryLdapServer" : {
      "title" : "Secondary LDAP Server",
      "description" : "Use this list to set the secondary (failover) LDAP server used for 
authentication.<br><br>If the primary LDAP server fails, the LDAP authentication module will failover to the 
secondary server. A single entry must be in the format:<br/><br/><code>ldap_server:port</code><br/><br/
>Multiple entries allow associations between OpenAM servers and a LDAP server. The format is:<br/><br/
><code>local server name | server:port</code><br/><br/><i>NB </i>The local server name is the full name of the 
server from the list of servers and sites.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "minimumPasswordLength" : {
      "title" : "Minimum Password Length",
      "description" : "Enforced when the user is resetting their password as part of the 
authentication.<br><br>If the user needs to reset their password as part of the authentication process, the 
authentication module can enforce a minimum password length. This is separate from any password length 
controls from the underlying LDAP server. If the external LDAP server password policy is enforcing password 
length, set this value to 0 to avoid confusion.",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "stopLdapbindAfterInmemoryLockedEnabled" : {
      "title" : "Stop LDAP Binds after in-memory lockout",
      "description" : "If enabled, further bind requests will not be sent to LDAP Server when the user is 
locked-out using in-memory Account Lockout. ",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "trustAllServerCertificates" : {
      "title" : "Trust All Server Certificates",
      "description" : "Enables a <code>X509TrustManager</code> that trusts all certificates.<br><br>This 
feature will allow the LDAP authentication module to connect to LDAP servers protected by self signed or 
invalid certificates (such as invalid hostname).<br/><br/><i>NB </i>Use this feature with care as it bypasses 
the normal certificate verification process",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userBindPassword" : {
      "title" : "Bind User Password",
      "description" : "The password of the administration account.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "userSearchStartDN" : {
      "title" : "DN to Start User Search",
      "description" : "The search for accounts to be authenticated start from this base DN <br><br>For a 
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single server just enter the Base DN to be searched. Multiple OpenAM servers can have different base DNs for 
the search The format is as follows:<br/><br/><code>local server name | search DN</code><br/><br/><i>NB </
i>The local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "searchScope" : {
      "title" : "Search Scope",
      "description" : "The level in the Directory Server that will be searched for a matching user 
profile.<br><br>This attribute controls how the directory is searched.<br/><br/><ul><li><code>OBJECT</code>: 
Only the Base DN is searched.</li><li><code>ONELEVEL</code>: Only the single level below (and not the Base DN) 
is searched</li><li><code>SUBTREE</code>: The Base DN and all levels below are searched</li></ul>",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userBindDN" : {
      "title" : "Bind User DN",
      "description" : "The DN of an admin user used by the module to authentication to the LDAP 
server<br><br>The LDAP module requires an administration account in order to perform functionality such as 
password reset.<br/><br/><i>NB </i><code>cn=Directory Manager</code> should not be used in production 
systems.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "connectionHeartbeatTimeUnit" : {
      "title" : "LDAP Connection Heartbeat Time Unit",
      "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "returnUserDN" : {
      "title" : "Return User DN to DataStore",
      "description" : "Controls whether the DN or the username is returned as the authentication principal.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:
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/global-config/authentication/modules/ldap

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action LdapModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action LdapModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action LdapModule --global --actionName nextdescendents

read

Usage

am> read LdapModule --global

update

Usage

am> update LdapModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "userSearchStartDN" : {
          "title" : "DN to Start User Search",
          "description" : "The search for accounts to be authenticated start from this base DN <br><br>For a 
single server just enter the Base DN to be searched. Multiple OpenAM servers can have different base DNs for 
the search The format is as follows:<br/><br/><code>local server name | search DN</code><br/><br/><i>NB </
i>The local server name is the full name of the server from the list of servers and sites.",
          "propertyOrder" : 300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default). ",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "stopLdapbindAfterInmemoryLockedEnabled" : {
          "title" : "Stop LDAP Binds after in-memory lockout",
          "description" : "If enabled, further bind requests will not be sent to LDAP Server when the user is 
locked-out using in-memory Account Lockout. ",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "secondaryLdapServer" : {
          "title" : "Secondary LDAP Server",
          "description" : "Use this list to set the secondary (failover) LDAP server used for 
authentication.<br><br>If the primary LDAP server fails, the LDAP authentication module will failover to the 
secondary server. A single entry must be in the format:<br/><br/><code>ldap_server:port</code><br/><br/
>Multiple entries allow associations between OpenAM servers and a LDAP server. The format is:<br/><br/
><code>local server name | server:port</code><br/><br/><i>NB </i>The local server name is the full name of the 
server from the list of servers and sites.",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "searchScope" : {
          "title" : "Search Scope",
          "description" : "The level in the Directory Server that will be searched for a matching user 
profile.<br><br>This attribute controls how the directory is searched.<br/><br/><ul><li><code>OBJECT</code>: 
Only the Base DN is searched.</li><li><code>ONELEVEL</code>: Only the single level below (and not the Base DN) 
is searched</li><li><code>SUBTREE</code>: The Base DN and all levels below are searched</li></ul>",
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          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "trustAllServerCertificates" : {
          "title" : "Trust All Server Certificates",
          "description" : "Enables a <code>X509TrustManager</code> that trusts all certificates.<br><br>This 
feature will allow the LDAP authentication module to connect to LDAP servers protected by self signed or 
invalid certificates (such as invalid hostname).<br/><br/><i>NB </i>Use this feature with care as it bypasses 
the normal certificate verification process",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "profileAttributeMappings" : {
          "title" : "User Creation Attributes",
          "description" : "Controls the mapping of local attribute to external attribute for dynamic profile 
creation.<br><br>If dynamic profile creation is enabled; this feature allows for a mapping between the 
attribute/values retrieved from the users authenticated profile and the attribute/values that will be 
provisioned into their matching account in the data store.<br/><br/>The format of this property is: <br/><br/
><code> local attr1|external attr1</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "primaryLdapServer" : {
          "title" : "Primary LDAP Server",
          "description" : "Use this list to set the primary LDAP server used for authentication. <br><br>The 
LDAP authentication module will use this list as the primary server for authentication. A single entry must be 
in the format:<br/><br/><code>ldap_server:port</code><br/><br/>Multiple entries allow associations between 
OpenAM servers and a LDAP server. The format is:<br/><br/><code>local server name | server:port</code><br/
><br/>The local server name is the full name of the server from the list of servers and sites.",
          "propertyOrder" : 100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "connectionHeartbeatTimeUnit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "minimumPasswordLength" : {
          "title" : "Minimum Password Length",
          "description" : "Enforced when the user is resetting their password as part of the 
authentication.<br><br>If the user needs to reset their password as part of the authentication process, the 
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authentication module can enforce a minimum password length. This is separate from any password length 
controls from the underlying LDAP server. If the external LDAP server password policy is enforcing password 
length, set this value to 0 to avoid confusion.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userProfileRetrievalAttribute" : {
          "title" : "Attribute Used to Retrieve User Profile",
          "description" : "The LDAP module will use this attribute to search of the profile of an 
authenticated user.<br><br>This is the attribute used to find the profile of the authenticated user. Normally 
this will be the same attribute used to find the user account. The value will be the name of the user used for 
authentication.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-auth-ldap-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userBindDN" : {
          "title" : "Bind User DN",
          "description" : "The DN of an admin user used by the module to authentication to the LDAP 
server<br><br>The LDAP module requires an administration account in order to perform functionality such as 
password reset.<br/><br/><i>NB </i><code>cn=Directory Manager</code> should not be used in production 
systems.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "beheraPasswordPolicySupportEnabled" : {
          "title" : "LDAP Behera Password Policy Support",
          "description" : "Enables support for modern LDAP password policies<br><br>LDAP Behera Password 
policies are supported by modern LDAP servers such as OpenDJ. If this functionality is disabled then only the 
older Netscape VCHU password policy standard will be enforced.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "connectionHeartbeatInterval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
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        },
        "userSearchFilter" : {
          "title" : "User Search Filter",
          "description" : "This search filter will be appended to the standard user search filter.<br><br>This 
attribute can be used to append a custom search filter to the standard filter. For example: 
<code>(objectClass=person)</code>would result in the following user search filter:<br/><br/
><code>(&(uid=<i>user</i>)(objectClass=person))</code>",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "returnUserDN" : {
          "title" : "Return User DN to DataStore",
          "description" : "Controls whether the DN or the username is returned as the authentication 
principal.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userSearchAttributes" : {
          "title" : "Attributes Used to Search for a User to be Authenticated",
          "description" : "The attributes specified in this list form the LDAP search filter.<br><br>The 
default value of uid will form the following search filter of <code>uid=<i>user</i></code>, if there are 
multiple values such as uid and cn, the module will create a search filter as follows <code>(|(uid=<i>user</
i>)(cn=<i>user</i>))</code>",
          "propertyOrder" : 700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userBindPassword" : {
          "title" : "Bind User Password",
          "description" : "The password of the administration account.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "operationTimeout" : {
          "title" : "LDAP operations timeout",
          "description" : "Defines the timeout in seconds OpenAM should wait for a response of the Directory 
Server - <code>0</code> means no timeout.<br><br>If the Directory Server's host is down completely or the TCP 
connection became stale OpenAM waits until operation timeouts from the OS or the JVM are applied. However this 
setting allows more granular control within OpenAM itself. A value of <code>0</code> means NO timeout is 
applied on OpenAM level and the timeouts from the JVM or OS will apply.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
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      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

LegacyCAPTCHA

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/product-ReCaptchaNode

Resource version: 1.0

create

Usage

am> create LegacyCAPTCHA --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2711



{
  "type" : "object",
  "properties" : {
    "secretKey" : {
      "title" : "CAPTCHA Secret Key",
      "description" : "CAPTCHA Secret Key",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "apiUri" : {
      "title" : "CAPTCHA API URL",
      "description" : "The URL of the JavaScript to load the CAPTCHA verification, defaults to the Google 
ReCAPTCHA API.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "siteKey" : {
      "title" : "CAPTCHA Site Key",
      "description" : "CAPTCHA Site Key",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "divClass" : {
      "title" : "Class of CAPTCHA HTML Element",
      "description" : "The class of the HTML element required by the captcha API, defaults to the value for 
Google ReCAPTCHA.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "reCaptchaUri" : {
      "title" : "CAPTCHA Verification URL",
      "description" : "URL to Verify CAPTCHA, defaults to the Google ReCAPTCHA verification URI.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "secretKey", "apiUri", "siteKey", "divClass", "reCaptchaUri" ]
}

delete

Usage

am> delete LegacyCAPTCHA --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action LegacyCAPTCHA --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action LegacyCAPTCHA --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action LegacyCAPTCHA --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action LegacyCAPTCHA --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage
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am> query LegacyCAPTCHA --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read LegacyCAPTCHA --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update LegacyCAPTCHA --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "secretKey" : {
      "title" : "CAPTCHA Secret Key",
      "description" : "CAPTCHA Secret Key",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "apiUri" : {
      "title" : "CAPTCHA API URL",
      "description" : "The URL of the JavaScript to load the CAPTCHA verification, defaults to the Google 
ReCAPTCHA API.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "siteKey" : {
      "title" : "CAPTCHA Site Key",
      "description" : "CAPTCHA Site Key",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "divClass" : {
      "title" : "Class of CAPTCHA HTML Element",
      "description" : "The class of the HTML element required by the captcha API, defaults to the value for 
Google ReCAPTCHA.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "reCaptchaUri" : {
      "title" : "CAPTCHA Verification URL",
      "description" : "URL to Verify CAPTCHA, defaults to the Google ReCAPTCHA verification URI.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "secretKey", "apiUri", "siteKey", "divClass", "reCaptchaUri" ]
}

LegacyUserSelfService

Realm Operations

Resource path:

/realm-config/services/security

Resource version: 1.0
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create

Usage

am> create LegacyUserSelfService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "selfServiceEnabled" : {
      "title" : "Legacy Self-Service REST Endpoint",
      "description" : "Specify whether to enable the legacy self-service endpoint.<p>OpenAM supports two User 
Self-Service components: the Legacy User Self-Service, which is based on a Java SDK and is available in OpenAM 
versions prior to OpenAM 13, and a common REST-based/XUI-based User Self-Service available in OpenAM 13 and 
later.<p>The Legacy User Self-Service will be deprecated in a future release.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "selfRegistrationTokenLifetime" : {
      "title" : "Self-Registration Token LifeTime (seconds)",
      "description" : "Maximum life time for the token allowing User Self-Registration using the REST API.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "forgotPasswordEnabled" : {
      "title" : "Forgot Password for Users",
      "description" : "If enabled, users can assign themselves a new password using a REST API client.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userRegisteredDestination" : {
      "title" : "Destination After Successful Self-Registration",
      "description" : "Specifies the behavior when self-registration has successfully completed.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forgotPasswordConfirmationUrl" : {
      "title" : "Forgot Password Confirmation Email URL",
      "description" : "This page handles the HTTP GET request when the user clicks the link sent by email in 
the confirmation request.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "selfRegistrationConfirmationUrl" : {
      "title" : "Self-Registration Confirmation Email URL",
      "description" : "This page handles the HTTP GET request when the user clicks the link sent by email in 
the confirmation request.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forgotPasswordTokenLifetime" : {
      "title" : "Forgot Password Token Lifetime (seconds)",
      "description" : "Maximum life time for the token that allows a user to process a forgotten password 
using the REST API.",
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      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "selfRegistrationEnabled" : {
      "title" : "Self-Registration for Users",
      "description" : "If enabled, new users can sign up using a REST API client.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "protectedUserAttributes" : {
      "title" : "Protected User Attributes",
      "description" : "A list of user profile attributes. Users modifying any of the attributes in this list 
will be required to enter a password as confirmation before the change is accepted. This option applies to XUI 
deployments only.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "confirmationIdHmacKey" : {
      "title" : "Confirmation Id HMAC Signing Key",
      "description" : "256-bit key (base64-encoded) to use for HMAC signing of the legacy self-service 
confirmation email links.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete LegacyUserSelfService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action LegacyUserSelfService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action LegacyUserSelfService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action LegacyUserSelfService --realm Realm --actionName nextdescendents

read

Usage

am> read LegacyUserSelfService --realm Realm

update

Usage

am> update LegacyUserSelfService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "selfServiceEnabled" : {
      "title" : "Legacy Self-Service REST Endpoint",
      "description" : "Specify whether to enable the legacy self-service endpoint.<p>OpenAM supports two User 
Self-Service components: the Legacy User Self-Service, which is based on a Java SDK and is available in OpenAM 
versions prior to OpenAM 13, and a common REST-based/XUI-based User Self-Service available in OpenAM 13 and 
later.<p>The Legacy User Self-Service will be deprecated in a future release.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "selfRegistrationTokenLifetime" : {
      "title" : "Self-Registration Token LifeTime (seconds)",
      "description" : "Maximum life time for the token allowing User Self-Registration using the REST API.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "forgotPasswordEnabled" : {
      "title" : "Forgot Password for Users",
      "description" : "If enabled, users can assign themselves a new password using a REST API client.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userRegisteredDestination" : {
      "title" : "Destination After Successful Self-Registration",
      "description" : "Specifies the behavior when self-registration has successfully completed.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forgotPasswordConfirmationUrl" : {
      "title" : "Forgot Password Confirmation Email URL",
      "description" : "This page handles the HTTP GET request when the user clicks the link sent by email in 
the confirmation request.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "selfRegistrationConfirmationUrl" : {
      "title" : "Self-Registration Confirmation Email URL",
      "description" : "This page handles the HTTP GET request when the user clicks the link sent by email in 
the confirmation request.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forgotPasswordTokenLifetime" : {
      "title" : "Forgot Password Token Lifetime (seconds)",
      "description" : "Maximum life time for the token that allows a user to process a forgotten password 
using the REST API.",
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      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "selfRegistrationEnabled" : {
      "title" : "Self-Registration for Users",
      "description" : "If enabled, new users can sign up using a REST API client.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "protectedUserAttributes" : {
      "title" : "Protected User Attributes",
      "description" : "A list of user profile attributes. Users modifying any of the attributes in this list 
will be required to enter a password as confirmation before the change is accepted. This option applies to XUI 
deployments only.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "confirmationIdHmacKey" : {
      "title" : "Confirmation Id HMAC Signing Key",
      "description" : "256-bit key (base64-encoded) to use for HMAC signing of the legacy self-service 
confirmation email links.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/security

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action LegacyUserSelfService --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action LegacyUserSelfService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action LegacyUserSelfService --global --actionName nextdescendents

read

Usage

am> read LegacyUserSelfService --global

update

Usage

am> update LegacyUserSelfService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "protectedUserAttributes" : {
          "title" : "Protected User Attributes",
          "description" : "A list of user profile attributes. Users modifying any of the attributes in this 
list will be required to enter a password as confirmation before the change is accepted. This option applies 
to XUI deployments only.",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "confirmationIdHmacKey" : {
          "title" : "Confirmation Id HMAC Signing Key",
          "description" : "256-bit key (base64-encoded) to use for HMAC signing of the legacy self-service 
confirmation email links.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "selfRegistrationTokenLifetime" : {
          "title" : "Self-Registration Token LifeTime (seconds)",
          "description" : "Maximum life time for the token allowing User Self-Registration using the REST 
API.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "selfServiceEnabled" : {
          "title" : "Legacy Self-Service REST Endpoint",
          "description" : "Specify whether to enable the legacy self-service endpoint.<p>OpenAM supports two 
User Self-Service components: the Legacy User Self-Service, which is based on a Java SDK and is available in 
OpenAM versions prior to OpenAM 13, and a common REST-based/XUI-based User Self-Service available in OpenAM 13 
and later.<p>The Legacy User Self-Service will be deprecated in a future release.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgotPasswordConfirmationUrl" : {
          "title" : "Forgot Password Confirmation Email URL",
          "description" : "This page handles the HTTP GET request when the user clicks the link sent by email 
in the confirmation request.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "selfRegistrationConfirmationUrl" : {
          "title" : "Self-Registration Confirmation Email URL",
          "description" : "This page handles the HTTP GET request when the user clicks the link sent by email 
in the confirmation request.",
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          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "selfRegistrationEnabled" : {
          "title" : "Self-Registration for Users",
          "description" : "If enabled, new users can sign up using a REST API client.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgotPasswordEnabled" : {
          "title" : "Forgot Password for Users",
          "description" : "If enabled, users can assign themselves a new password using a REST API client.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegisteredDestination" : {
          "title" : "Destination After Successful Self-Registration",
          "description" : "Specifies the behavior when self-registration has successfully completed.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "forgotPasswordTokenLifetime" : {
          "title" : "Forgot Password Token Lifetime (seconds)",
          "description" : "Maximum life time for the token that allows a user to process a forgotten password 
using the REST API.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

Libraries

Realm Operations

The libraries endpoint is responsible for providing information about Library scripts in AM.

Resource path:

/libraries
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Resource version: 1.0

query

query.description

Usage

am> query Libraries --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

LinkedInClient

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/linkedInConfig

Resource version: 1.0

create

Usage

am> create LinkedInClient --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "r_liteprofile, r_emailaddress"
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://www.linkedin.com/oauth/v2/accessToken"
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
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      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://www.linkedin.com/oauth/v2/introspectToken"
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
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      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.linkedin.com/v2/me?projection=(id,firstName,lastName,profilePicture)"
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
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      "exampleValue" : "https://www.linkedin.com/oauth/v2/authorization"
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "id"
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "emailAddressEndpoint" : {
      "title" : "Email Address Endpoint",
      "description" : "The endpoint for retrieving the email address.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
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    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete LinkedInClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action LinkedInClient --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action LinkedInClient --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action LinkedInClient --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query LinkedInClient --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read LinkedInClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update LinkedInClient --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "r_liteprofile, r_emailaddress"
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://www.linkedin.com/oauth/v2/accessToken"
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
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      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://www.linkedin.com/oauth/v2/introspectToken"
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2733



      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.linkedin.com/v2/me?projection=(id,firstName,lastName,profilePicture)"
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
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      "exampleValue" : "https://www.linkedin.com/oauth/v2/authorization"
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "id"
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "emailAddressEndpoint" : {
      "title" : "Email Address Endpoint",
      "description" : "The endpoint for retrieving the email address.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
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    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Logging

Global Operations

Resource path:

/global-config/services/logging

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Logging --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Logging --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Logging --global --actionName nextdescendents
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read

Usage

am> read Logging --global

update

Usage

am> update Logging --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "file" : {
      "type" : "object",
      "title" : "File",
      "propertyOrder" : 1,
      "properties" : {
        "suffix" : {
          "title" : "Logfile Rotation Suffix",
          "description" : "The name of the log files will be suffixed with the supplied value.<br><br>This 
field defines the log file suffix. If no suffix is provided, then the following default suffix format will be 
used: <code>-MM.dd.yy-kk.mm</code>. The suffix allows use of Date and Time patterns defined in <a 
href=\"http://download.oracle.com/javase/6/docs/api/java/text/SimpleDateFormat.html\"><code>SimpleDateFormat</
code></a><p><p><i>Note:</i> This field is only used if the time based rotation is enabled.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationInterval" : {
          "title" : "Logfile Rotation Interval",
          "description" : "The rotation interval (in minutes).<br><br>The rotation interval determines the 
frequency of when the log files will be rotated. If the value is <code>-1</code>, then time based rotation is 
disabled and log file size based rotation is enabled.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "location" : {
          "title" : "Log File Location",
          "description" : "The path to the location of the log files<br><br>This property controls the 
location of the log files; the value of this property varies on whether File or DB logging is in 
use:<p><ul><li>File: The full pathname to the directory containing the log files.</li><li>DB: The JDBC URL to 
the database used to store the log file database.</li></ul>",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "numberHistoryFiles" : {
          "title" : "Number of History Files",
          "description" : "Sets the number of history files for each log that OpenAM keeps, including time-
based histories.<p><p>The previously live file is moved and is included in the history count, and a new log is 
created to serve as the live log file. Any log file in the history count that goes over the number specified 
here will be deleted.<p><p>For time-based logs, a new set of logs will be created when OpenAM is started 
because of the time-based file names that are used.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxFileSize" : {
          "title" : "Maximum Log Size",
          "description" : "Maximum size of a log file, in bytes.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
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        },
        "prefix" : {
          "title" : "Logfile Rotation Prefix",
          "description" : "The name of the log files will be prefixed with the supplied value.<br><br>This 
field defines the log file prefix. The prefix will be added to the name of all logfiles.<br/><br/><i>Note:</i> 
Only used when time-based log rotation is enabled.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "rotationEnabled" : {
          "title" : "Log Rotation",
          "description" : "Enable log rotation to cause new log files to be created when configured thresholds 
are reached, such as <i>Maximum Log Size</i> or <i>Logfile Rotation Interval</i>.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "syslog" : {
      "type" : "object",
      "title" : "Syslog",
      "propertyOrder" : 3,
      "properties" : {
        "facility" : {
          "title" : "Syslog facility",
          "description" : "Syslog uses the facility level to determine the type of program that is logging the 
message.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "timeout" : {
          "title" : "Syslog connection timeout",
          "description" : "The amount of time to wait when attempting to connect to the syslog server before 
reporting a failure, in seconds.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "protocol" : {
          "title" : "Syslog transport protocol",
          "description" : "The protocol to use to connect to the syslog server.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "port" : {
          "title" : "Syslog server port",
          "description" : "The port number the syslog server is configured to listen to.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "host" : {
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          "title" : "Syslog server host",
          "description" : "The URL or IP address of the syslog server, for example <code>http://
mysyslog.example.com</code>, or <code>localhost</code>.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "general" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 0,
      "properties" : {
        "filesPerKeystore" : {
          "title" : "Number of Files per Archive",
          "description" : "Controls the number of logs files that will be archived by the secure logging 
system.",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "signaturePeriod" : {
          "title" : "Log Signature Time",
          "description" : "The frequency (in seconds) that OpenAM will digitally sign the log 
records.<br><br>When secure logging is enabled, this is the period that OpenAM will digitally signed the 
contents of the log files. The log signatures form the basis of the log file integrity checking.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "security" : {
          "title" : "Secure Logging",
          "description" : "Enable or Disable secure logging.<br><br>Enabling this setting will cause OpenAM to 
digitally sign and verify the contents of the log files to help prevent and detect log file tampering. A 
certificate must be configured for this functionality to be enabled. ",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "type" : {
          "title" : "Logging Type",
          "description" : "Specifies whether to log to a database, Syslog, or to the filing system.<br><br>If 
you choose database then be sure to set the connection attributes correctly, including the JDBC driver to 
use.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "buffering" : {
          "title" : "Time Buffering",
          "description" : "Enable or Disable log buffering<br><br>When enabled OpenAM holds all log records in 
a memory buffer that it periodically flush to the repository. The period is set in the <i>Buffer Time</i> 
property.",
          "propertyOrder" : 3000,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "bufferSize" : {
          "title" : "Buffer Size",
          "description" : "The number of log records held in memory before the log records will be flushed to 
the logfile or the database.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "jdkLoggingLevel" : {
          "title" : "Logging Level",
          "description" : "Control the level of JDK logging within OpenAM. ",
          "propertyOrder" : 3100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "verifyPeriod" : {
          "title" : "Log Verification Frequency",
          "description" : "The frequency (in seconds) that OpenAM verifies security of the log 
files.<br><br>When secure logging is enabled, this is the period that OpenAM will check the integrity of the 
log files.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "bufferTime" : {
          "title" : "Buffer Time",
          "description" : "The maximum time (in seconds) OpenAM will hold log records in memory before 
flushing to the underlying repository.",
          "propertyOrder" : 2900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "signingAlgorithm" : {
          "title" : "Secure Logging Signing Algorithm ",
          "description" : "Determines the algorithm used to digitally sign the log records.",
          "propertyOrder" : 2300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "fields" : {
          "title" : "Configurable Log Fields",
          "description" : "Controls the fields that are logged by OpenAM.<br><br>This property is the list of 
fields that are logged by default. Administrators can choose to limit the information logged by OpenAM.",
          "propertyOrder" : 1900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "status" : {
          "title" : "Log Status",
          "description" : "Enable the OpenAM logging system.<p><p>OpenAM supports two Audit Logging Services: 
the legacy Logging Service, which is based on a Java SDK and is available in OpenAM versions prior to OpenAM 
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13.5, and a new common REST-based Audit Logging Service available from OpenAM 13.5.<p><p>The legacy Logging 
Service will be deprecated in a future release.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "certificateStore" : {
          "title" : "Logging Certificate Store Location",
          "description" : "The path to the Java keystore containing the logging system certificate.<br><br>The 
secure logging system will use the certificate alias of <code>Logger</code> to locate the certificate in the 
specified keystore.",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "database" : {
      "type" : "object",
      "title" : "Database",
      "propertyOrder" : 2,
      "properties" : {
        "databaseFailureMemoryBufferSize" : {
          "title" : "DB Failure Memory Buffer Size",
          "description" : "Max number of log records held in memory if DB logging fails.<br><br>This is the 
maximum number of log records that will be held in memory if the database is unavailable. When the buffer is 
full, new log records cause the oldest record in the buffer to be cleared. OpenAM monitoring records the 
number of log entries cleared when the database was unavailable.<br/><br/>If the value of this property is 
less than that of the <i>Buffer Size</i> then the buffer size value will take precedence. ",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "driver" : {
          "title" : "Database Driver Name",
          "description" : "When logging to a database, set this to the class name of the JDBC driver used to 
connect to the database.<br><br>The default is for Oracle. OpenAM also works with the MySQL database driver.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "maxRecords" : {
          "title" : "Maximum Number of Records",
          "description" : "The maximum number of records read from the logs via the Logging API",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "user" : {
          "title" : "Database User Name",
          "description" : "When logging to a database, set this to the user name used to connect to the 
database. If this attribute is incorrectly set, OpenAM performance suffers.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
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        "password" : {
          "title" : "Database User Password",
          "description" : "When logging to a database, set this to the password used to connect to the 
database. If this attribute is incorrectly set, OpenAM performance suffers.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      }
    }
  }
}

LoginCountDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/LoginCountDecisionNode

Resource version: 1.0

create

Usage

am> create LoginCountDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "interval" : {
      "title" : "Interval",
      "description" : "The interval type for which the decision should occur. Valid types are 'every' and 
'at'.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "amount" : {
      "title" : "Amount",
      "description" : "The amount (count) of logins for the interval.",
      "propertyOrder" : 200,
      "type" : "integer",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute of the IDM object to use retrieve the object.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "interval", "amount", "identityAttribute" ]
}

delete

Usage

am> delete LoginCountDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action LoginCountDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action LoginCountDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action LoginCountDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action LoginCountDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query LoginCountDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read LoginCountDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update LoginCountDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "interval" : {
      "title" : "Interval",
      "description" : "The interval type for which the decision should occur. Valid types are 'every' and 
'at'.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "amount" : {
      "title" : "Amount",
      "description" : "The amount (count) of logins for the interval.",
      "propertyOrder" : 200,
      "type" : "integer",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute of the IDM object to use retrieve the object.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "interval", "amount", "identityAttribute" ]
}
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MFARegistrationOptions

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/MultiFactorRegistrationOptionsNode

Resource version: 1.0

create

Usage

am> create MFARegistrationOptions --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "skipStepLabel" : {
      "title" : "Skip this Step",
      "description" : "Localisation for the Skip this Step button.",
      "propertyOrder" : 60,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "mandatory" : {
      "title" : "Remove 'skip' option",
      "description" : "If checked, users will no longer be able to skip the module, and must interact with 
it.",
      "propertyOrder" : 10,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "optOutLabel" : {
      "title" : "Opt-out",
      "description" : "Localisation for the 'Opt-out' button.",
      "propertyOrder" : 70,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "getApp" : {
      "title" : "Display Get Authenticator App",
      "description" : "If enabled, display the 'Get the App' button",
      "propertyOrder" : 20,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "getAppLabel" : {
      "title" : "Get Authenticator App",
      "description" : "Localisation for the Get Authenticator App button.",
      "propertyOrder" : 50,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Message",
      "description" : "Localised message for skip the second factor authentication",
      "propertyOrder" : 30,
      "patternProperties" : {
        ".*" : {
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          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "registerDeviceLabel" : {
      "title" : "Register Device",
      "description" : "Localisation for the Register Device button.",
      "propertyOrder" : 40,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "skipStepLabel", "mandatory", "optOutLabel", "getApp", "getAppLabel", "message", 
"registerDeviceLabel" ]
}

delete

Usage

am> delete MFARegistrationOptions --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action MFARegistrationOptions --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action MFARegistrationOptions --realm Realm --actionName getCreatableTypes
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listOutcomes

List the available outcomes for the node type.

Usage

am> action MFARegistrationOptions --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action MFARegistrationOptions --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query MFARegistrationOptions --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read MFARegistrationOptions --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update MFARegistrationOptions --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "skipStepLabel" : {
      "title" : "Skip this Step",
      "description" : "Localisation for the Skip this Step button.",
      "propertyOrder" : 60,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "mandatory" : {
      "title" : "Remove 'skip' option",
      "description" : "If checked, users will no longer be able to skip the module, and must interact with 
it.",
      "propertyOrder" : 10,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "optOutLabel" : {
      "title" : "Opt-out",
      "description" : "Localisation for the 'Opt-out' button.",
      "propertyOrder" : 70,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "getApp" : {
      "title" : "Display Get Authenticator App",
      "description" : "If enabled, display the 'Get the App' button",
      "propertyOrder" : 20,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "getAppLabel" : {
      "title" : "Get Authenticator App",
      "description" : "Localisation for the Get Authenticator App button.",
      "propertyOrder" : 50,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Message",
      "description" : "Localised message for skip the second factor authentication",
      "propertyOrder" : 30,
      "patternProperties" : {
        ".*" : {
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          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "registerDeviceLabel" : {
      "title" : "Register Device",
      "description" : "Localisation for the Register Device button.",
      "propertyOrder" : 40,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "skipStepLabel", "mandatory", "optOutLabel", "getApp", "getAppLabel", "message", 
"registerDeviceLabel" ]
}

MembershipModule

Realm Operations

Resource path:

/realm-config/authentication/modules/membership

Resource version: 1.0

create

Usage

am> create MembershipModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaultUserStatus" : {
      "title" : "User Status After Registration",
      "description" : "Determines if the user account should be automatically active after registration 
completes.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "defaultUserRoles" : {
      "title" : "Default User Roles",
      "description" : "The role DN's that will be assigned to the user.<br><br><i>NB </i>Roles are only 
supported in Sun Directory Server Enterprise Edition",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "minimumPasswordLength" : {
      "title" : "Minimum Password Length",
      "description" : "The minimum length of the user password.<br><br>Setting this value to 0 disables this 
functionality.<br/><br/><i>NB </i>This feature is separate from any password policy in the underlying data 
store",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete MembershipModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action MembershipModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action MembershipModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action MembershipModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query MembershipModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read MembershipModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update MembershipModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaultUserStatus" : {
      "title" : "User Status After Registration",
      "description" : "Determines if the user account should be automatically active after registration 
completes.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "defaultUserRoles" : {
      "title" : "Default User Roles",
      "description" : "The role DN's that will be assigned to the user.<br><br><i>NB </i>Roles are only 
supported in Sun Directory Server Enterprise Edition",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "minimumPasswordLength" : {
      "title" : "Minimum Password Length",
      "description" : "The minimum length of the user password.<br><br>Setting this value to 0 disables this 
functionality.<br/><br/><i>NB </i>This feature is separate from any password policy in the underlying data 
store",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/membership

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action MembershipModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action MembershipModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action MembershipModule --global --actionName nextdescendents

read

Usage

am> read MembershipModule --global

update

Usage

am> update MembershipModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "minimumPasswordLength" : {
          "title" : "Minimum Password Length",
          "description" : "The minimum length of the user password.<br><br>Setting this value to 0 disables 
this functionality.<br/><br/><i>NB </i>This feature is separate from any password policy in the underlying 
data store",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "defaultUserRoles" : {
          "title" : "Default User Roles",
          "description" : "The role DN's that will be assigned to the user.<br><br><i>NB </i>Roles are only 
supported in Sun Directory Server Enterprise Edition",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "defaultUserStatus" : {
          "title" : "User Status After Registration",
          "description" : "Determines if the user account should be automatically active after registration 
completes.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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MessageNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/MessageNode

Resource version: 1.0

create

Usage

am> create MessageNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "messageYes" : {
      "title" : "Positive answer",
      "description" : "Localisation overrides - as key fill shortcut for language (first will be used as 
default if not empty or \"Yes\" if empty), value is positive answer for language defined by key.",
      "propertyOrder" : 200,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "messageNo" : {
      "title" : "Negative answer",
      "description" : "Localisation overrides - as key fill shortcut for language (first will be used as 
default if not empty or \"No\" if empty), value is negative answer for language defined by key.",
      "propertyOrder" : 300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Message",
      "description" : "Localisation overrides - as key fill shortcut for language (first will be used as 
default if not empty or \"Default message\" if empty), value is message for language defined by key.",
      "propertyOrder" : 100,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "stateField" : {
      "title" : "Shared State Property Name",
      "description" : "",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "messageYes", "messageNo", "message" ]
}

delete

Usage
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am> delete MessageNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action MessageNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action MessageNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action MessageNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action MessageNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query MessageNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read MessageNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update MessageNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "messageYes" : {
      "title" : "Positive answer",
      "description" : "Localisation overrides - as key fill shortcut for language (first will be used as 
default if not empty or \"Yes\" if empty), value is positive answer for language defined by key.",
      "propertyOrder" : 200,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "messageNo" : {
      "title" : "Negative answer",
      "description" : "Localisation overrides - as key fill shortcut for language (first will be used as 
default if not empty or \"No\" if empty), value is negative answer for language defined by key.",
      "propertyOrder" : 300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "message" : {
      "title" : "Message",
      "description" : "Localisation overrides - as key fill shortcut for language (first will be used as 
default if not empty or \"Default message\" if empty), value is message for language defined by key.",
      "propertyOrder" : 100,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "stateField" : {
      "title" : "Shared State Property Name",
      "description" : "",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "messageYes", "messageNo", "message" ]
}
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Meter

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/MeterNode

Resource version: 1.0

create

Usage

am> create Meter --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "metricKey" : {
      "title" : "Metric Key",
      "description" : "Identifier of metric to update when this node is processed.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "metricKey" ]
}

delete

Usage

am> delete Meter --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Meter --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Meter --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action Meter --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Meter --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Meter --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Meter --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Meter --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "metricKey" : {
      "title" : "Metric Key",
      "description" : "Identifier of metric to update when this node is processed.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "metricKey" ]
}

MicrosoftGraphAPI

Realm Operations

Resource path:

/realm-config/services/email/microsoftRestTransports

Resource version: 1.0

create

Usage

am> create MicrosoftGraphAPI --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "tokenEndpoint" : {
      "title" : "OAuth2 Token Endpoint URL",
      "description" : "The endpoint for OAuth2 authentication",
      "propertyOrder" : 520,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.microsoftonline.com/<tennant_id>/oauth2/v2.0/token"
    },
    "emailImplClassName" : {
      "title" : "Email Message Implementation Class",
      "description" : "Specifies the class that sends email notifications, such as those sent for user 
registration and forgotten passwords.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scope" : {
      "title" : "OAuth2 Scopes",
      "description" : "The scopes to request as part of the OAuth2 authentication",
      "propertyOrder" : 540,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.microsoft.com/.default"
    },
    "clientId" : {
      "title" : "OAuth2 Client Id",
      "description" : "The Client Id for use in OAuth2 authentication",
      "propertyOrder" : 530,
      "required" : true,
      "type" : "string",
      "exampleValue" : "clientId"
    },
    "emailEndpoint" : {
      "title" : "Email Rest Endpoint URL",
      "description" : "Rest endpoint for sending emails",
      "propertyOrder" : 510,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.microsoft.com/v1.0/users/<user_id>/sendMail"
    }
  }
}

delete

Usage

am> delete MicrosoftGraphAPI --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action MicrosoftGraphAPI --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action MicrosoftGraphAPI --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action MicrosoftGraphAPI --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query MicrosoftGraphAPI --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read MicrosoftGraphAPI --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update MicrosoftGraphAPI --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "tokenEndpoint" : {
      "title" : "OAuth2 Token Endpoint URL",
      "description" : "The endpoint for OAuth2 authentication",
      "propertyOrder" : 520,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://login.microsoftonline.com/<tennant_id>/oauth2/v2.0/token"
    },
    "emailImplClassName" : {
      "title" : "Email Message Implementation Class",
      "description" : "Specifies the class that sends email notifications, such as those sent for user 
registration and forgotten passwords.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scope" : {
      "title" : "OAuth2 Scopes",
      "description" : "The scopes to request as part of the OAuth2 authentication",
      "propertyOrder" : 540,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.microsoft.com/.default"
    },
    "clientId" : {
      "title" : "OAuth2 Client Id",
      "description" : "The Client Id for use in OAuth2 authentication",
      "propertyOrder" : 530,
      "required" : true,
      "type" : "string",
      "exampleValue" : "clientId"
    },
    "emailEndpoint" : {
      "title" : "Email Rest Endpoint URL",
      "description" : "Rest endpoint for sending emails",
      "propertyOrder" : 510,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://graph.microsoft.com/v1.0/users/<user_id>/sendMail"
    }
  }
}

ModifyAuthLevel

Realm Operations

Resource path:
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/realm-config/authentication/authenticationtrees/nodes/ModifyAuthLevelNode

Resource version: 1.0

create

Usage

am> create ModifyAuthLevel --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authLevelIncrement" : {
      "title" : "Value To Add",
      "description" : "Value which is added to the authentication level.Value may be negative to decrease the 
authentication level.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "authLevelIncrement" ]
}

delete

Usage

am> delete ModifyAuthLevel --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action ModifyAuthLevel --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ModifyAuthLevel --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action ModifyAuthLevel --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ModifyAuthLevel --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ModifyAuthLevel --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ModifyAuthLevel --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ModifyAuthLevel --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authLevelIncrement" : {
      "title" : "Value To Add",
      "description" : "Value which is added to the authentication level.Value may be negative to decrease the 
authentication level.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "authLevelIncrement" ]
}
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Monitoring

Global Operations

Resource path:

/global-config/services/monitoring

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Monitoring --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Monitoring --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Monitoring --global --actionName nextdescendents

read

Usage

am> read Monitoring --global

update

Usage

am> update Monitoring --global --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "snmpEnabled" : {
      "title" : "Monitoring SNMP interface status",
      "description" : "Enable / Disable the SNMP access to the monitoring system",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "rmiPort" : {
      "title" : "Monitoring RMI Port",
      "description" : "Port number for the JMX monitoring interface",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "rmiEnabled" : {
      "title" : "Monitoring RMI interface status",
      "description" : "Enable / Disable the JMX access to the monitoring system",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Monitoring Status",
      "description" : "Enable / Disable the monitoring system",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authfilePath" : {
      "title" : "Monitoring HTTP interface authentication file path",
      "description" : "Path to the monitoring system authentication file<br><br>The <code>openam_mon_auth</
code> file contains the username and password of the account used to protect the monitoring interfaces. The 
default username is <code>demo</code> with a password of <code>changeit</code>. Use the <code>ampassword</
code> command to encrypt a new password.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "httpPort" : {
      "title" : "Monitoring HTTP Port",
      "description" : "Port number for the HTTP monitoring interface",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "policyHistoryWindowSize" : {
      "title" : "Policy evaluation monitoring history size",
      "description" : "Size of the window of most recent policy evaluations to record to expose via monitoring 
system. Valid range is 100 - 1000000.",
      "propertyOrder" : 900,
      "required" : true,
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      "type" : "integer",
      "exampleValue" : ""
    },
    "sessionHistoryWindowSize" : {
      "title" : "Session monitoring history size",
      "description" : "Size of the window of most recent session operations to record to expose via monitoring 
system. Valid range is 100 - 1000000.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "httpEnabled" : {
      "title" : "Monitoring HTTP interface status",
      "description" : "Enable / Disable the HTTP access to the monitoring system ",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "snmpPort" : {
      "title" : "Monitoring SNMP Port",
      "description" : "Port number for the SNMP monitoring interface",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

MsisdnModule

Realm Operations

Resource path:

/realm-config/authentication/modules/msisdn

Resource version: 1.0

create

Usage

am> create MsisdnModule --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "ldapUserBindDN" : {
      "title" : "LDAP Server Authentication User ",
      "description" : "DN of the user used by the module to authenticate to the LDAP server<br><br>The MSISDN 
module authenticates to the LDAP server in order to search for a matching number. The DN entered here 
represents the account used for said authentication and must have read/search access to the LDAP server.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "ldapProviderUrl" : {
      "title" : "LDAP Server and Port ",
      "description" : "Use this list to set the LDAP server used to search for the MSISDN number. <br><br>The 
MSISDN authentication module will use this list as the server that is searched for a matching MSISDN number. A 
single entry must be in the format:<br/><br/><code>ldap_server:port</code><br/><br/>Multiple entries allow 
associations between OpenAM servers and a LDAP server. The format is:<br/><br/><code>local server name | 
server:port</code><br/><br/>The local server name is the full name of the server from the list of servers and 
sites.",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "trustedGatewayIPAddresses" : {
      "title" : "Trusted Gateway IP Address",
      "description" : "The list of IP address that are trusted to send MSISDN authentication 
requests.<br><br>The client IP address of the authentication request is checked against this list, if the 
client IP is not listed then the authentication module will fail.<br/><br/><i>NB </i>If the list is empty then 
all hosts will be trusted.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "msisdnUserNamingAttribute" : {
      "title" : "LDAP Attribute Used to Retrieve User Profile",
      "description" : "The name of the attribute returned from the user profile matched against the supplied 
MSISDN number",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "msisdnRequestSearchLocations" : {
      "title" : "MSISDN Header Search Attribute",
      "description" : "Controls the elements that are searched by the authentication module ",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
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      "type" : "array",
      "exampleValue" : ""
    },
    "ldapSslEnabled" : {
      "title" : "SSL/TLS for LDAP Access",
      "description" : "",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "baseSearchDN" : {
      "title" : "LDAP Start Search DN",
      "description" : "The start point in the LDAP server for the MSISDN search<br><br>When entering multiple 
entries, each entry must be prefixed with a local server name. Multiple entries allow different search Base 
DNs depending on the OpenAM server in use. The format is:<br/><br/><code>local server name | base dn</
code><br/><br/>The local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 400,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "returnUserDN" : {
      "title" : "Return User DN to DataStore",
      "description" : "Controls whether the DN or the username is returned as the authentication principal.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "userProfileMsisdnAttribute" : {
      "title" : "Attribute To Use To Search LDAP",
      "description" : "The name of the attribute searched in the user profiles for the MSISDN number",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "ldapUserBindPassword" : {
      "title" : "LDAP Server Authentication Password",
      "description" : "The password for the authentication user",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "msisdnParameterNames" : {
      "title" : "MSISDN Number Search Parameter Name",
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      "description" : "Name of the HTTP cookie, header or query parameter containing the MSISDN 
number<br><br>The MSISDN authentication module will check the incoming HTTP cookie, header or query parameter 
of the request for the MSISDN number. The order of checking is as follows:<br/><br/><ol><li>Cookie</
li><li>Header</li><li>Query</li></ol><br/><br/><i>NB </i>The <i>MSISDN Header Search Attribute</i> controls 
what elements of the request is searched",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete MsisdnModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action MsisdnModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action MsisdnModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action MsisdnModule --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query MsisdnModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read MsisdnModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update MsisdnModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "ldapUserBindDN" : {
      "title" : "LDAP Server Authentication User ",
      "description" : "DN of the user used by the module to authenticate to the LDAP server<br><br>The MSISDN 
module authenticates to the LDAP server in order to search for a matching number. The DN entered here 
represents the account used for said authentication and must have read/search access to the LDAP server.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "ldapProviderUrl" : {
      "title" : "LDAP Server and Port ",
      "description" : "Use this list to set the LDAP server used to search for the MSISDN number. <br><br>The 
MSISDN authentication module will use this list as the server that is searched for a matching MSISDN number. A 
single entry must be in the format:<br/><br/><code>ldap_server:port</code><br/><br/>Multiple entries allow 
associations between OpenAM servers and a LDAP server. The format is:<br/><br/><code>local server name | 
server:port</code><br/><br/>The local server name is the full name of the server from the list of servers and 
sites.",
      "propertyOrder" : 300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "trustedGatewayIPAddresses" : {
      "title" : "Trusted Gateway IP Address",
      "description" : "The list of IP address that are trusted to send MSISDN authentication 
requests.<br><br>The client IP address of the authentication request is checked against this list, if the 
client IP is not listed then the authentication module will fail.<br/><br/><i>NB </i>If the list is empty then 
all hosts will be trusted.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "msisdnUserNamingAttribute" : {
      "title" : "LDAP Attribute Used to Retrieve User Profile",
      "description" : "The name of the attribute returned from the user profile matched against the supplied 
MSISDN number",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "msisdnRequestSearchLocations" : {
      "title" : "MSISDN Header Search Attribute",
      "description" : "Controls the elements that are searched by the authentication module ",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
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      "type" : "array",
      "exampleValue" : ""
    },
    "ldapSslEnabled" : {
      "title" : "SSL/TLS for LDAP Access",
      "description" : "",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "baseSearchDN" : {
      "title" : "LDAP Start Search DN",
      "description" : "The start point in the LDAP server for the MSISDN search<br><br>When entering multiple 
entries, each entry must be prefixed with a local server name. Multiple entries allow different search Base 
DNs depending on the OpenAM server in use. The format is:<br/><br/><code>local server name | base dn</
code><br/><br/>The local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 400,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "returnUserDN" : {
      "title" : "Return User DN to DataStore",
      "description" : "Controls whether the DN or the username is returned as the authentication principal.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "userProfileMsisdnAttribute" : {
      "title" : "Attribute To Use To Search LDAP",
      "description" : "The name of the attribute searched in the user profiles for the MSISDN number",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "ldapUserBindPassword" : {
      "title" : "LDAP Server Authentication Password",
      "description" : "The password for the authentication user",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "msisdnParameterNames" : {
      "title" : "MSISDN Number Search Parameter Name",
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      "description" : "Name of the HTTP cookie, header or query parameter containing the MSISDN 
number<br><br>The MSISDN authentication module will check the incoming HTTP cookie, header or query parameter 
of the request for the MSISDN number. The order of checking is as follows:<br/><br/><ol><li>Cookie</
li><li>Header</li><li>Query</li></ol><br/><br/><i>NB </i>The <i>MSISDN Header Search Attribute</i> controls 
what elements of the request is searched",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/msisdn

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action MsisdnModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action MsisdnModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action MsisdnModule --global --actionName nextdescendents

read

Usage
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am> read MsisdnModule --global

update

Usage

am> update MsisdnModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "returnUserDN" : {
          "title" : "Return User DN to DataStore",
          "description" : "Controls whether the DN or the username is returned as the authentication 
principal.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "msisdnParameterNames" : {
          "title" : "MSISDN Number Search Parameter Name",
          "description" : "Name of the HTTP cookie, header or query parameter containing the MSISDN 
number<br><br>The MSISDN authentication module will check the incoming HTTP cookie, header or query parameter 
of the request for the MSISDN number. The order of checking is as follows:<br/><br/><ol><li>Cookie</
li><li>Header</li><li>Query</li></ol><br/><br/><i>NB </i>The <i>MSISDN Header Search Attribute</i> controls 
what elements of the request is searched",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "msisdnRequestSearchLocations" : {
          "title" : "MSISDN Header Search Attribute",
          "description" : "Controls the elements that are searched by the authentication module ",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userProfileMsisdnAttribute" : {
          "title" : "Attribute To Use To Search LDAP",
          "description" : "The name of the attribute searched in the user profiles for the MSISDN number",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ldapProviderUrl" : {
          "title" : "LDAP Server and Port ",
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          "description" : "Use this list to set the LDAP server used to search for the MSISDN number. 
<br><br>The MSISDN authentication module will use this list as the server that is searched for a matching 
MSISDN number. A single entry must be in the format:<br/><br/><code>ldap_server:port</code><br/><br/>Multiple 
entries allow associations between OpenAM servers and a LDAP server. The format is:<br/><br/><code>local 
server name | server:port</code><br/><br/>The local server name is the full name of the server from the list 
of servers and sites.",
          "propertyOrder" : 300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "ldapUserBindDN" : {
          "title" : "LDAP Server Authentication User ",
          "description" : "DN of the user used by the module to authenticate to the LDAP server<br><br>The 
MSISDN module authenticates to the LDAP server in order to search for a matching number. The DN entered here 
represents the account used for said authentication and must have read/search access to the LDAP server.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "trustedGatewayIPAddresses" : {
          "title" : "Trusted Gateway IP Address",
          "description" : "The list of IP address that are trusted to send MSISDN authentication 
requests.<br><br>The client IP address of the authentication request is checked against this list, if the 
client IP is not listed then the authentication module will fail.<br/><br/><i>NB </i>If the list is empty then 
all hosts will be trusted.",
          "propertyOrder" : 100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "msisdnUserNamingAttribute" : {
          "title" : "LDAP Attribute Used to Retrieve User Profile",
          "description" : "The name of the attribute returned from the user profile matched against the 
supplied MSISDN number",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ldapUserBindPassword" : {
          "title" : "LDAP Server Authentication Password",
          "description" : "The password for the authentication user",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "ldapSslEnabled" : {
          "title" : "SSL/TLS for LDAP Access",
          "description" : "",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "boolean",
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          "exampleValue" : ""
        },
        "baseSearchDN" : {
          "title" : "LDAP Start Search DN",
          "description" : "The start point in the LDAP server for the MSISDN search<br><br>When entering 
multiple entries, each entry must be prefixed with a local server name. Multiple entries allow different 
search Base DNs depending on the OpenAM server in use. The format is:<br/><br/><code>local server name | base 
dn</code><br/><br/>The local server name is the full name of the server from the list of servers and sites.",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

MultiFederationProtocol

Global Operations

Resource path:

/global-config/services/federation/multi

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action MultiFederationProtocol --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action MultiFederationProtocol --global --actionName getCreatableTypes
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action MultiFederationProtocol --global --actionName nextdescendents

read

Usage

am> read MultiFederationProtocol --global

update

Usage

am> update MultiFederationProtocol --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "singleLogoutHandlerList" : {
      "title" : "Single Logout Handler List",
      "description" : "List of Logout handlers for each supported federation protocol<br><br>The multi-
federation protocol engine supports Single Logout. Each federation protocol requires a different single logout 
handler. Logout handler must implement the <code>com.sun.identity.multiprotocol.SingleLogoutHandler</code> 
interface.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}
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Naming

Global Operations

Resource path:

/global-config/services/naming

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Naming --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Naming --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Naming --global --actionName nextdescendents

read

Usage

am> read Naming --global

update

Usage

am> update Naming --global --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "generalConfig" : {
      "type" : "object",
      "title" : "General Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "loggingUrl" : {
          "title" : "Logging Service URL",
          "description" : "Specifies the endpoint used by the logging service.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "policyUrl" : {
          "title" : "Policy Service URL",
          "description" : "Specifies the endpoint used by the policy service.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sessionUrl" : {
          "title" : "Session Service URL",
          "description" : "Specifies the endpoint used by the session service.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authUrl" : {
          "title" : "Authentication Service URL",
          "description" : "Specifies the endpoint used by the authentication service.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "profileUrl" : {
          "title" : "Profile Service URL",
          "description" : "Specifies the endpoint used by the profile service.<p><p>This attribute is 
deprecated.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "endpointConfig" : {
      "type" : "object",
      "title" : "Endpoint Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "stsUrl" : {
          "title" : "Security Token Service Endpoint URL",
          "description" : "Specifies the STS endpoint.",
          "propertyOrder" : 1500,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2795



          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jaxwsUrl" : {
          "title" : "Identity Web Services Endpoint URL",
          "description" : "Specifies the endpoint for the Identity WSDL services.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "stsMexUrl" : {
          "title" : "Security Token Service MEX Endpoint URL",
          "description" : "Specifies the STS MEX endpoint.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "federationConfig" : {
      "type" : "object",
      "title" : "Federation Configuration",
      "propertyOrder" : 1,
      "properties" : {
        "samlPostServletUrl" : {
          "title" : "SAML Web Profile/POST Service URL",
          "description" : "Specifies the SAML v1 Web Profile endpoint.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "samlSoapReceiverUrl" : {
          "title" : "SAML SOAP Service URL",
          "description" : "Specifies the SAML v1 SOAP service endpoint.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "samlAwareServletUrl" : {
          "title" : "SAML Web Profile/Artifact Service URL",
          "description" : "Specifies the SAML v1 endpoint.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "samlAssertionManagerUrl" : {
          "title" : "SAML Assertion Manager Service URL",
          "description" : "Specifies the SAML v1 assertion service endpoint.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jaxrpcUrl" : {
          "title" : "JAXRPC Endpoint URL",
          "description" : "Specifies the JAXRPC endpoint URL used by the remote IDM/SMS APIs.",

Amster Entity Reference PingAM

2796 Copyright © 2025 Ping Identity Corporation



          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

OATHDeviceStorageNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/OathDeviceStorageNode

Resource version: 1.0

create

Usage

am> create OATHDeviceStorageNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete OATHDeviceStorageNode --realm Realm --id id

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2797



Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OATHDeviceStorageNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OATHDeviceStorageNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action OATHDeviceStorageNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OATHDeviceStorageNode --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OATHDeviceStorageNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OATHDeviceStorageNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OATHDeviceStorageNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}
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OATHRegistration

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/OathRegistrationNode

Resource version: 1.0

create

Usage

am> create OATHRegistration --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "postponeDeviceProfileStorage" : {
      "title" : "Store device data in shared state",
      "description" : "If enabled, the device data isn't stored directly in the user's profile on successful 
completion of the node. Instead, the node adds the device data, as a base64-encoded string, to the 
'oathDeviceProfile' property in the shared node state. This string is decoded as an unescaped plain string 
representation of a JSON object. Use the 'OATH Device Storage Node' to store the device data in the user's 
profile.",
      "propertyOrder" : 140,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "passwordLength" : {
      "title" : "One Time Password Length",
      "description" : "The length of the generated OTP in digits, must be at least 6 and compatible with the 
hardware/software OTP generators you expect your end-users to use. For example, Google and ForgeRock 
authenticators support values of 6 and 8.",
      "propertyOrder" : 70,
      "type" : "string",
      "exampleValue" : ""
    },
    "minSharedSecretLength" : {
      "title" : "Minimum Secret Key Length",
      "description" : "Number of hexadecimal characters allowed for the Secret Key.",
      "propertyOrder" : 80,
      "type" : "integer",
      "exampleValue" : ""
    },
    "scanQRCodeMessage" : {
      "title" : "QR code message",
      "description" : "The message with instructions to scan the QR code for registering the device.",
      "propertyOrder" : 60,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "truncationOffset" : {
      "title" : "HOTP Truncation Offset",
      "description" : "This is an option used by the HOTP algorithm that not all devices support. This should 
be left default unless you know your device uses an offset.",
      "propertyOrder" : 130,
      "type" : "integer",
      "exampleValue" : ""
    },
    "bgColor" : {
      "title" : "Background Color",
      "description" : "The background color in hex notation to display behind the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 30,
      "type" : "string",
      "exampleValue" : ""
    },
    "imgUrl" : {
      "title" : "Logo Image URL",
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      "description" : "The location of an image to download and display as the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 40,
      "type" : "string",
      "exampleValue" : ""
    },
    "algorithm" : {
      "title" : "OATH Algorithm",
      "description" : "",
      "propertyOrder" : 90,
      "type" : "string",
      "exampleValue" : ""
    },
    "totpTimeInterval" : {
      "title" : "TOTP Time Step Interval",
      "description" : "This is the time interval that one OTP is valid for. For example, if the time step is 
30 seconds, then a new OTP will be generated every 30 seconds. This makes a single OTP valid for only 30 
seconds.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "generateRecoveryCodes" : {
      "title" : "Generate Recovery Codes",
      "description" : "If enabled, the success outcome's transient state will contain a set of recovery codes. 
If this success outcome is passed into a Recovery Code Display Node, these codes will be presented to the 
user. A user may use recovery codes to bypass the Push authentication node in the event they have lost their 
authenticator.",
      "propertyOrder" : 50,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "totpHashAlgorithm" : {
      "title" : "TOTP Hash Algorithm",
      "description" : "The Hmac hash algorithm to be used on generating the OTP codes.",
      "propertyOrder" : 110,
      "type" : "string",
      "exampleValue" : ""
    },
    "accountName" : {
      "title" : "Account Name",
      "description" : "This field allows selection of the user attribute to be used as the display name for 
user's Account. It is used when the user's OATH account is stored in the device. If left blank or the selected 
attribute is empty on the user's profile, the account name will be set to the user's username.",
      "propertyOrder" : 20,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "A value that appears as an identifier on the user's device. Common choices are a 
company name, a web site, or an AM realm.",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "addChecksum" : {
      "title" : "HOTP Checksum Digit",
      "description" : "This adds a digit to the end of the OTP generated to be used as a checksum to verify 
the OTP was generated correctly. This is in addition to the actual password length. You should only set this 
if your device supports it.",
      "propertyOrder" : 120,
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      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "postponeDeviceProfileStorage", "passwordLength", "minSharedSecretLength", 
"scanQRCodeMessage", "truncationOffset", "bgColor", "imgUrl", "algorithm", "totpTimeInterval", 
"generateRecoveryCodes", "totpHashAlgorithm", "accountName", "issuer", "addChecksum" ]
}

delete

Usage

am> delete OATHRegistration --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OATHRegistration --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OATHRegistration --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action OATHRegistration --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OATHRegistration --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OATHRegistration --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OATHRegistration --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OATHRegistration --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "postponeDeviceProfileStorage" : {
      "title" : "Store device data in shared state",
      "description" : "If enabled, the device data isn't stored directly in the user's profile on successful 
completion of the node. Instead, the node adds the device data, as a base64-encoded string, to the 
'oathDeviceProfile' property in the shared node state. This string is decoded as an unescaped plain string 
representation of a JSON object. Use the 'OATH Device Storage Node' to store the device data in the user's 
profile.",
      "propertyOrder" : 140,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "passwordLength" : {
      "title" : "One Time Password Length",
      "description" : "The length of the generated OTP in digits, must be at least 6 and compatible with the 
hardware/software OTP generators you expect your end-users to use. For example, Google and ForgeRock 
authenticators support values of 6 and 8.",
      "propertyOrder" : 70,
      "type" : "string",
      "exampleValue" : ""
    },
    "minSharedSecretLength" : {
      "title" : "Minimum Secret Key Length",
      "description" : "Number of hexadecimal characters allowed for the Secret Key.",
      "propertyOrder" : 80,
      "type" : "integer",
      "exampleValue" : ""
    },
    "scanQRCodeMessage" : {
      "title" : "QR code message",
      "description" : "The message with instructions to scan the QR code for registering the device.",
      "propertyOrder" : 60,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "truncationOffset" : {
      "title" : "HOTP Truncation Offset",
      "description" : "This is an option used by the HOTP algorithm that not all devices support. This should 
be left default unless you know your device uses an offset.",
      "propertyOrder" : 130,
      "type" : "integer",
      "exampleValue" : ""
    },
    "bgColor" : {
      "title" : "Background Color",
      "description" : "The background color in hex notation to display behind the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 30,
      "type" : "string",
      "exampleValue" : ""
    },
    "imgUrl" : {
      "title" : "Logo Image URL",
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      "description" : "The location of an image to download and display as the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 40,
      "type" : "string",
      "exampleValue" : ""
    },
    "algorithm" : {
      "title" : "OATH Algorithm",
      "description" : "",
      "propertyOrder" : 90,
      "type" : "string",
      "exampleValue" : ""
    },
    "totpTimeInterval" : {
      "title" : "TOTP Time Step Interval",
      "description" : "This is the time interval that one OTP is valid for. For example, if the time step is 
30 seconds, then a new OTP will be generated every 30 seconds. This makes a single OTP valid for only 30 
seconds.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "generateRecoveryCodes" : {
      "title" : "Generate Recovery Codes",
      "description" : "If enabled, the success outcome's transient state will contain a set of recovery codes. 
If this success outcome is passed into a Recovery Code Display Node, these codes will be presented to the 
user. A user may use recovery codes to bypass the Push authentication node in the event they have lost their 
authenticator.",
      "propertyOrder" : 50,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "totpHashAlgorithm" : {
      "title" : "TOTP Hash Algorithm",
      "description" : "The Hmac hash algorithm to be used on generating the OTP codes.",
      "propertyOrder" : 110,
      "type" : "string",
      "exampleValue" : ""
    },
    "accountName" : {
      "title" : "Account Name",
      "description" : "This field allows selection of the user attribute to be used as the display name for 
user's Account. It is used when the user's OATH account is stored in the device. If left blank or the selected 
attribute is empty on the user's profile, the account name will be set to the user's username.",
      "propertyOrder" : 20,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "A value that appears as an identifier on the user's device. Common choices are a 
company name, a web site, or an AM realm.",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "addChecksum" : {
      "title" : "HOTP Checksum Digit",
      "description" : "This adds a digit to the end of the OTP generated to be used as a checksum to verify 
the OTP was generated correctly. This is in addition to the actual password length. You should only set this 
if your device supports it.",
      "propertyOrder" : 120,
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      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "postponeDeviceProfileStorage", "passwordLength", "minSharedSecretLength", 
"scanQRCodeMessage", "truncationOffset", "bgColor", "imgUrl", "algorithm", "totpTimeInterval", 
"generateRecoveryCodes", "totpHashAlgorithm", "accountName", "issuer", "addChecksum" ]
}

OATHTokenVerifier

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/OathTokenVerifierNode

Resource version: 1.0

create

Usage

am> create OATHTokenVerifier --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "totpHashAlgorithm" : {
      "title" : "TOTP Hash Algorithm",
      "description" : "The Hmac hash algorithm to be used on generating the OTP codes.",
      "propertyOrder" : 50,
      "type" : "string",
      "exampleValue" : ""
    },
    "isRecoveryCodeAllowed" : {
      "title" : "Allow recovery codes",
      "description" : "Allow users to use one of the recovery codes to proceed with the login.",
      "propertyOrder" : 70,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maximumAllowedClockDrift" : {
      "title" : "TOTP Maximum Allowed Clock Drift",
      "description" : "Number of time steps a client is allowed to get out of sync with the server before 
manual resynchronization is required. For example, with 3 allowed drifts and a time step interval of 30 
seconds the server will allow codes from up to 90 seconds from the current time to be treated as the current 
time step. The drift for a user's device is calculated each time they enter a new code. If the drift exceeds 
this value, the user's authentication code will be rejected.",
      "propertyOrder" : 60,
      "type" : "integer",
      "exampleValue" : ""
    },
    "algorithm" : {
      "title" : "OATH Algorithm",
      "description" : "",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "hotpWindowSize" : {
      "title" : "HOTP Window Size",
      "description" : "This sets the window that the OTP device and the server counter can be out of sync. For 
example, if the window size is 100 and the servers last successful login was at counter value 2, then the 
server will accept a OTP from the OTP device that is from device counter 3 to 102.",
      "propertyOrder" : 20,
      "type" : "integer",
      "exampleValue" : ""
    },
    "totpTimeInterval" : {
      "title" : "TOTP Time Step Interval",
      "description" : "This is the time interval that one OTP is valid for. For example, if the time step is 
30 seconds, then a new OTP will be generated every 30 seconds. This makes a single OTP valid for only 30 
seconds.",
      "propertyOrder" : 30,
      "type" : "integer",
      "exampleValue" : ""
    },
    "totpTimeSteps" : {
      "title" : "TOTP Time Steps",
      "description" : "This is the number of time step intervals to check the received OTP against both 
forward in time and back in time. For example, with 1 time step and a time step interval of 30 seconds the 
server will allow a code between the previous code, the current code and the next code.",
      "propertyOrder" : 40,
      "type" : "integer",
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      "exampleValue" : ""
    }
  },
  "required" : [ "totpHashAlgorithm", "isRecoveryCodeAllowed", "maximumAllowedClockDrift", "algorithm", 
"hotpWindowSize", "totpTimeInterval", "totpTimeSteps" ]
}

delete

Usage

am> delete OATHTokenVerifier --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OATHTokenVerifier --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OATHTokenVerifier --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action OATHTokenVerifier --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OATHTokenVerifier --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OATHTokenVerifier --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OATHTokenVerifier --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OATHTokenVerifier --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "totpHashAlgorithm" : {
      "title" : "TOTP Hash Algorithm",
      "description" : "The Hmac hash algorithm to be used on generating the OTP codes.",
      "propertyOrder" : 50,
      "type" : "string",
      "exampleValue" : ""
    },
    "isRecoveryCodeAllowed" : {
      "title" : "Allow recovery codes",
      "description" : "Allow users to use one of the recovery codes to proceed with the login.",
      "propertyOrder" : 70,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maximumAllowedClockDrift" : {
      "title" : "TOTP Maximum Allowed Clock Drift",
      "description" : "Number of time steps a client is allowed to get out of sync with the server before 
manual resynchronization is required. For example, with 3 allowed drifts and a time step interval of 30 
seconds the server will allow codes from up to 90 seconds from the current time to be treated as the current 
time step. The drift for a user's device is calculated each time they enter a new code. If the drift exceeds 
this value, the user's authentication code will be rejected.",
      "propertyOrder" : 60,
      "type" : "integer",
      "exampleValue" : ""
    },
    "algorithm" : {
      "title" : "OATH Algorithm",
      "description" : "",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "hotpWindowSize" : {
      "title" : "HOTP Window Size",
      "description" : "This sets the window that the OTP device and the server counter can be out of sync. For 
example, if the window size is 100 and the servers last successful login was at counter value 2, then the 
server will accept a OTP from the OTP device that is from device counter 3 to 102.",
      "propertyOrder" : 20,
      "type" : "integer",
      "exampleValue" : ""
    },
    "totpTimeInterval" : {
      "title" : "TOTP Time Step Interval",
      "description" : "This is the time interval that one OTP is valid for. For example, if the time step is 
30 seconds, then a new OTP will be generated every 30 seconds. This makes a single OTP valid for only 30 
seconds.",
      "propertyOrder" : 30,
      "type" : "integer",
      "exampleValue" : ""
    },
    "totpTimeSteps" : {
      "title" : "TOTP Time Steps",
      "description" : "This is the number of time step intervals to check the received OTP against both 
forward in time and back in time. For example, with 1 time step and a time step interval of 30 seconds the 
server will allow a code between the previous code, the current code and the next code.",
      "propertyOrder" : 40,
      "type" : "integer",
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      "exampleValue" : ""
    }
  },
  "required" : [ "totpHashAlgorithm", "isRecoveryCodeAllowed", "maximumAllowedClockDrift", "algorithm", 
"hotpWindowSize", "totpTimeInterval", "totpTimeSteps" ]
}

OAuth20

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SocialNode

Resource version: 1.0

create

Usage

am> create OAuth20 --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "",
      "propertyOrder" : 1000,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountProviderClass" : {
      "title" : "Account Provider",
      "description" : "Name of the class implementing the account provider. This class is used by the module 
to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface. String 
constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizeEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "basicAuth" : {
      "title" : "Use Basic Auth",
      "description" : "When enabled, the client will use basic auth for authenticating with the social auth 
provider. Enabled by default.",
      "propertyOrder" : 1100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "Delimiter used to separate scope values. Default value is space.",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
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    "issuer" : {
      "title" : "Token Issuer",
      "description" : "Required when the 'openid' scope is included. Value must match the iss field in issued 
ID Token e.g. accounts.google.com The issuer value MUST be provided when OAuth 2.0 Mix-Up Mitigation is 
enabled.",
      "propertyOrder" : 1900,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingClasses" : {
      "title" : "Attribute Mapper",
      "description" : "Name of the class that implements the attribute mapping This class maps the OAuth 
properties into OpenAM properties. A custom attribute mapper can be provided. A custom attribute mapper must 
implement the org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper interface. Provided 
implementations are: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the openid 
scope)",
      "propertyOrder" : 1400,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "provider" : {
      "title" : "Social Provider",
      "description" : "Social Provider for which this module is being setup.",
      "propertyOrder" : 900,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingConfiguration" : {
      "title" : "Attribute Mapper Configuration",
      "description" : "Mapping of OAuth attributes to local OpenAM attributes Attribute configuration that 
will be used to map the user info obtained from the OAuth 2.0 Provider to the local user data store in the 
OpenAM. Example: OAuth2.0_attribute=local_attribute",
      "propertyOrder" : 1600,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "cfgMixUpMitigation" : {
      "title" : "OAuth 2.0 Mix-Up Mitigation Enabled",
      "description" : "Enables OAuth 2.0 mix-up mitigation The authorization server must support the OAuth 2.0 
Mix-Up Mitigation draft (https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1), 
otherwise OpenAM will fail to validate responses from the authorization server. If only the OAuth 2.0 protocol 
is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" setting.",
      "propertyOrder" : 1800,
      "type" : "boolean",
      "exampleValue" : ""
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    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperConfiguration" : {
      "title" : "Account Mapper Configuration",
      "description" : "Mapping of OAuth account to local OpenAM account Attribute configuration that will be 
used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data store in the 
OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1500,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "scopeString" : {
      "title" : "OAuth Scope",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework, 
scope is a space-separated list of user profile attributes that the client application requires. The list 
depends on the permissions that the resource owner grants to the client application. Some authorization 
servers use non-standard separators for scopes.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperClass" : {
      "title" : "Account Mapper",
      "description" : "Name of the class implementing the attribute mapping for the account search. This class 
is used by the module to map from the account information received from the OAuth Identity Provider into 
OpenAM. The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface. Provided 
implementations are: <code>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper</code>(can only be used when using the 
openid scope) String constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1300,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "saveUserAttributesToSession" : {
      "title" : "Save Attributes in the Session",
      "description" : "If this option is enabled, the attributes configured in the attribute mapper will be 
saved into the OpenAM session.",
      "propertyOrder" : 1700,
      "type" : "boolean",
      "exampleValue" : ""
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    }
  },
  "required" : [ "authenticationIdKey", "cfgAccountProviderClass", "authorizeEndpoint", "basicAuth", 
"userInfoEndpoint", "tokenEndpoint", "scopeDelimiter", "issuer", "redirectURI", "cfgAttributeMappingClasses", 
"provider", "cfgAttributeMappingConfiguration", "cfgMixUpMitigation", "clientId", 
"cfgAccountMapperConfiguration", "scopeString", "cfgAccountMapperClass", "clientSecret", 
"saveUserAttributesToSession" ]
}

delete

Usage

am> delete OAuth20 --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OAuth20 --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth20 --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action OAuth20 --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OAuth20 --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OAuth20 --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OAuth20 --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OAuth20 --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "",
      "propertyOrder" : 1000,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountProviderClass" : {
      "title" : "Account Provider",
      "description" : "Name of the class implementing the account provider. This class is used by the module 
to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface. String 
constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizeEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "basicAuth" : {
      "title" : "Use Basic Auth",
      "description" : "When enabled, the client will use basic auth for authenticating with the social auth 
provider. Enabled by default.",
      "propertyOrder" : 1100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "Delimiter used to separate scope values. Default value is space.",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
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    "issuer" : {
      "title" : "Token Issuer",
      "description" : "Required when the 'openid' scope is included. Value must match the iss field in issued 
ID Token e.g. accounts.google.com The issuer value MUST be provided when OAuth 2.0 Mix-Up Mitigation is 
enabled.",
      "propertyOrder" : 1900,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingClasses" : {
      "title" : "Attribute Mapper",
      "description" : "Name of the class that implements the attribute mapping This class maps the OAuth 
properties into OpenAM properties. A custom attribute mapper can be provided. A custom attribute mapper must 
implement the org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper interface. Provided 
implementations are: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the openid 
scope)",
      "propertyOrder" : 1400,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "provider" : {
      "title" : "Social Provider",
      "description" : "Social Provider for which this module is being setup.",
      "propertyOrder" : 900,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingConfiguration" : {
      "title" : "Attribute Mapper Configuration",
      "description" : "Mapping of OAuth attributes to local OpenAM attributes Attribute configuration that 
will be used to map the user info obtained from the OAuth 2.0 Provider to the local user data store in the 
OpenAM. Example: OAuth2.0_attribute=local_attribute",
      "propertyOrder" : 1600,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "cfgMixUpMitigation" : {
      "title" : "OAuth 2.0 Mix-Up Mitigation Enabled",
      "description" : "Enables OAuth 2.0 mix-up mitigation The authorization server must support the OAuth 2.0 
Mix-Up Mitigation draft (https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1), 
otherwise OpenAM will fail to validate responses from the authorization server. If only the OAuth 2.0 protocol 
is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" setting.",
      "propertyOrder" : 1800,
      "type" : "boolean",
      "exampleValue" : ""
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    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperConfiguration" : {
      "title" : "Account Mapper Configuration",
      "description" : "Mapping of OAuth account to local OpenAM account Attribute configuration that will be 
used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data store in the 
OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1500,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "scopeString" : {
      "title" : "OAuth Scope",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework, 
scope is a space-separated list of user profile attributes that the client application requires. The list 
depends on the permissions that the resource owner grants to the client application. Some authorization 
servers use non-standard separators for scopes.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperClass" : {
      "title" : "Account Mapper",
      "description" : "Name of the class implementing the attribute mapping for the account search. This class 
is used by the module to map from the account information received from the OAuth Identity Provider into 
OpenAM. The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface. Provided 
implementations are: <code>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper</code>(can only be used when using the 
openid scope) String constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1300,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "saveUserAttributesToSession" : {
      "title" : "Save Attributes in the Session",
      "description" : "If this option is enabled, the attributes configured in the attribute mapper will be 
saved into the OpenAM session.",
      "propertyOrder" : 1700,
      "type" : "boolean",
      "exampleValue" : ""
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    }
  },
  "required" : [ "authenticationIdKey", "cfgAccountProviderClass", "authorizeEndpoint", "basicAuth", 
"userInfoEndpoint", "tokenEndpoint", "scopeDelimiter", "issuer", "redirectURI", "cfgAttributeMappingClasses", 
"provider", "cfgAttributeMappingConfiguration", "cfgMixUpMitigation", "clientId", 
"cfgAccountMapperConfiguration", "scopeString", "cfgAccountMapperClass", "clientSecret", 
"saveUserAttributesToSession" ]
}

OAuth2Client

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/oauth2Config

Resource version: 1.0

create

Usage

am> create OAuth2Client --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
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      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,

Amster Entity Reference PingAM

2826 Copyright © 2025 Ping Identity Corporation



      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
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      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete OAuth2Client --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OAuth2Client --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth2Client --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OAuth2Client --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OAuth2Client --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OAuth2Client --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OAuth2Client --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
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      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
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      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
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      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

OAuth2ClientAgentGroups

Realm Operations

Agent Groups handler that is responsible for managing agent groups

Resource path:

/realm-config/agents/groups/OAuth2Client

Resource version: 1.0

create

Usage

am> create OAuth2ClientAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "signEncOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Signing and Encryption",
      "propertyOrder" : 3,
      "properties" : {
        "jwksCacheTimeout" : {
          "title" : "JWKs URI content cache timeout in ms",
          "description" : "To avoid loading the JWKS URI content for every token encryption, the JWKS content 
is cached. This timeout defines the maximum of time the JWKS URI content can be cached before being 
refreshed.",
          "propertyOrder" : 24110,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "requestParameterSignedAlg" : {
          "title" : "Request parameter signing algorithm",
          "description" : "JWS algorithm for signing the request parameter.",
          "propertyOrder" : 27500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "requestParameterEncryptedEncryptionAlgorithm" : {
          "title" : "Request parameter encryption method",
          "description" : "JWE enc algorithm for encrypting the request parameter.<br><br>AM supports the 
following token encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</
code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, 
<code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for 
integrity.</li></ul>",
          "propertyOrder" : 27700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "idTokenEncryptionMethod" : {
          "title" : "ID Token Encryption Method",
          "description" : "Encryption method the ID Token for this client must be encrypted with.",
          "propertyOrder" : 24800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenEndpointAuthSigningAlgorithm" : {
          "title" : "Token Endpoint Authentication Signing Algorithm",
          "description" : "The JWS algorithm that MUST be used for signing the JWT used to authenticate the 
Client at the Token Endpointfor the private_key_jwt and client_secret_jwt authentication methods. All Token 
Requests using these authentication methods from this Client MUST be rejected, if the JWT is not signed with 
this algorithm.",
          "propertyOrder" : 24130,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "idTokenEncryptionEnabled" : {
          "title" : "Enable ID Token Encryption",
          "description" : "Select to enable ID token encryption.",
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          "propertyOrder" : 24600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientJwtPublicKey" : {
          "title" : "Client JWT Bearer Public Key",
          "description" : "A Base64 encoded X509 certificate, containing the public key, represented as a 
UTF-8 PEM file, of the key pair for signing the Client Bearer JWT.",
          "propertyOrder" : 25400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userinfoEncryptedResponseAlg" : {
          "title" : "User info encrypted response algorithm",
          "description" : "JWE algorithm for encrypting UserInfo Responses. If both signing and encryption are 
requested, the response will be signed then encrypted, with the result being a Nested JWT. The default, if 
omitted, is that no encryption is performed.",
          "propertyOrder" : 27300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenIntrospectionEncryptedResponseAlg" : {
          "title" : "Token introspection response encryption algorithm",
          "description" : "JWE \"alg\" algorithm REQUIRED for encrypting introspection responses. Sets the 
algorithm that will be used to encrypt the Content Encryption Key when the chosen introspection response 
format is 'signed then encrypted'.",
          "propertyOrder" : 27820,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jwkStoreCacheMissCacheTime" : {
          "title" : "JWKs URI content cache miss cache time",
          "description" : "To avoid loading the JWKS URI content for every token signature verification, 
especially when the kid is not in the jwks content already cached, the JWKS content will be cache for a 
minimum period of time. This cache miss cache time defines the minimum of time the JWKS URI content is 
cache.",
          "propertyOrder" : 24120,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "idTokenEncryptionAlgorithm" : {
          "title" : "ID Token Encryption Algorithm",
          "description" : "Algorithm the ID Token for this client must be encrypted with.",
          "propertyOrder" : 24700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mTLSSubjectDN" : {
          "title" : "mTLS Subject DN",
          "description" : "Expected Subject DN of certificate used for mTLS client certificate authentication. 
Defaults to CN=&lt;client_id&gt;. Only applicable when using CA-signed certificates.",
          "propertyOrder" : 25406,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "authorizationResponseSigningAlgorithm" : {
          "title" : "Authorization Response JWT Signing Algorithm",
          "description" : "Algorithm the Authorization Response JWT for this client must be signed with.",
          "propertyOrder" : 24801,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userinfoResponseFormat" : {
          "title" : "User info response format.",
          "description" : "The user info endpoint offers different output format. See http://openid.net/specs/
openid-connect-core-1_0.html#UserInfoResponse",
          "propertyOrder" : 27100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mTLSCertificateBoundAccessTokens" : {
          "title" : "Use Certificate-Bound Access Tokens",
          "description" : "Whether access tokens issued to this client should be bound to the X.509 
certificate it uses to authenticate to the token endpoint. If enabled (and the provider supports it) then an 
x5t#S256 confirmation key will be added to all access tokens with the SHA-256 hash of the client's 
certificate.",
          "propertyOrder" : 25507,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authorizationResponseEncryptionAlgorithm" : {
          "title" : "Authorization Response JWT Encryption Algorithm",
          "description" : "Algorithm the Authorization Response JWT for this client must be encrypted with.",
          "propertyOrder" : 24803,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenIntrospectionEncryptedResponseEncryptionAlgorithm" : {
          "title" : "Token introspection encrypted response encryption algorithm",
          "description" : "JWE 'enc' algorithm REQUIRED for encrypting token introspection responses. Sets the 
algorithm that will be used to encrypt the Plaintext of a JWE when the chosen introspection response format is 
'signed then encrypted'.",
          "propertyOrder" : 27830,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userinfoSignedResponseAlg" : {
          "title" : "User info signed response algorithm",
          "description" : "JWS algorithm for signing UserInfo Responses. If this is specified, the response 
will be JWT <a href=\"https://tools.ietf.org/html/rfc7519\">JWT</a> serialized, and signed using JWS. The 
default, if omitted, is for the UserInfo Response to return the Claims as a UTF-8 encoded JSON object using 
the application/json content-type.",
          "propertyOrder" : 27200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "idTokenPublicEncryptionKey" : {
          "title" : "Client ID Token Public Encryption Key",
          "description" : "A Base64 encoded public key for encrypting ID Tokens.",
          "propertyOrder" : 24900,
          "required" : false,
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          "type" : "string",
          "exampleValue" : ""
        },
        "jwksUri" : {
          "title" : "Json Web Key URI",
          "description" : "The uri that contains the client's public keys in Json Web Key format.",
          "propertyOrder" : 24100,
          "required" : false,
          "type" : "string",
          "exampleValue" : "https://{{jwks-www}}/oauth2/{{realm}}/connect/jwk_uri"
        },
        "publicKeyLocation" : {
          "title" : "Public key selector",
          "description" : "Select the public key for this client to come from either the jwks_uri, manual jwks 
or X509 field.",
          "propertyOrder" : 25700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenIntrospectionSignedResponseAlg" : {
          "title" : "Token introspection response signing algorithm",
          "description" : "Algorithm used for signing the introspection JWT response.",
          "propertyOrder" : 27810,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizationResponseEncryptionMethod" : {
          "title" : "Authorization Response JWT Encryption Method",
          "description" : "Encryption method the Authorization Response JWT for this client must be encrypted 
with.",
          "propertyOrder" : 24804,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "jwkSet" : {
          "title" : "Json Web Key",
          "description" : "Raw JSON Web Key value containing the client's public keys.",
          "propertyOrder" : 24200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "idTokenSignedResponseAlg" : {
          "title" : "ID Token Signing Algorithm",
          "description" : "Algorithm the ID Token for this client must be signed with.",
          "propertyOrder" : 24500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mTLSTrustedCert" : {
          "title" : "mTLS Self-Signed Certificate",
          "description" : "Self-signed PEM-encoded X.509 certificate for mTLS client certificate 
authentication.",
          "propertyOrder" : 25405,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "requestParameterEncryptedAlg" : {
          "title" : "Request parameter encryption algorithm",
          "description" : "JWE algorithm for encrypting the request parameter.",
          "propertyOrder" : 27600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userinfoEncryptedResponseEncryptionAlgorithm" : {
          "title" : "User info encrypted response encryption algorithm",
          "description" : "JWE enc algorithm for encrypting UserInfo Responses. If userinfo encrypted response 
algorithm is specified, the default for this value is A128CBC-HS256. When user info encrypted response 
encryption is included, user info encrypted response algorithm MUST also be provided.<br><br>AM supports the 
following token encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</
code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, 
<code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for 
integrity.</li></ul>",
          "propertyOrder" : 27400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenIntrospectionResponseFormat" : {
          "title" : "Token introspection response format",
          "description" : "The token introspection endpoint offers different output format. see https://
tools.ietf.org/html/draft-ietf-oauth-jwt-introspection-response-03",
          "propertyOrder" : 27800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "coreOpenIDClientConfig" : {
      "type" : "object",
      "title" : "OpenID Connect",
      "propertyOrder" : 2,
      "properties" : {
        "clientSessionUri" : {
          "title" : "Client Session URI",
          "description" : "This is the URI that will be used to check messages sent to the session management 
endpoints. This URI must match the origin of the message",
          "propertyOrder" : 25200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "defaultAcrValues" : {
          "title" : "Default ACR values",
          "description" : "Default requested Authentication Context Class Reference values.<br><br>Array of 
strings that specifies the default acr values that the OP is being requested to use for processing requests 
from this Client, with the values appearing in order of preference. The Authentication Context Class satisfied 
by the authentication performed is returned as the acr Claim Value in the issued ID Token. The acr Claim is 
requested as a Voluntary Claim by this parameter. The acr_values_supported discovery element contains a list 
of the acr values supported by this server. Values specified in the acr_values request parameter or an 
individual acr Claim request override these default values.",
          "propertyOrder" : 25650,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "defaultMaxAge" : {
          "title" : "Default Max Age",
          "description" : "Minimum value 0. Sets the maximum length of time in seconds a session may be active 
after the authorization service has succeeded before the user must actively re-authenticate.",
          "propertyOrder" : 25500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "backchannel_logout_uri" : {
          "title" : "Backchannel Logout URL",
          "description" : "RP URL that will cause the RP to log itself out when sent a Logout Token by the OP. 
This URL SHOULD use the https scheme and MAY contain port, path, and query parameter components; however, it 
MAY use the http scheme, provided that the Client Type is confidential, as defined in Section 2.1 of OAuth 2.0 
[RFC6749], and provided the OP allows the use of http RP URIs.",
          "propertyOrder" : 35200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "backchannel_logout_session_required" : {
          "title" : "Backchannel Logout Session Required",
          "description" : "Boolean value specifying whether the RP requires that a sid (session ID) Claim be 
included in the Logout Token to identify the RP session with the OP when the Backchannel Logout URL is used.",
          "propertyOrder" : 35300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "jwtTokenLifetime" : {
          "title" : "OpenID Connect JWT Token Lifetime (seconds)",
          "description" : "The time in seconds a JWT is valid for. <i>NB</i> If this field is set to zero, JWT 
Token Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 26100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "claims" : {
          "title" : "Claim(s)",
          "description" : "List of claim name translations, which will override those specified for the AS. 
Claims are values that are presented to the user to inform them what data is being made available to the 
Client.<br><br>Claims may be entered as simple strings or pipe separated strings representing the internal 
claim name, locale, and localized description; e.g. \"name|en|Your full name\". Locale strings are in the 
format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the locale and 
pipe is omitted, the description is displayed to all users having undefined locales. e.g. \"name|Your full 
name\". <i>NB</i> If the description is also omitted, nothing is displayed to all users, e.g. specifying 
\"name|\" would allow the claim \"name\" to be used by the client, but would not display it to the user when 
it was requested.<p>If a value is not given here, the value will be computed from the OAuth 2 Provider 
settings.</p>",
          "propertyOrder" : 23400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "postLogoutRedirectUri" : {
          "title" : "Post Logout Redirect URIs",
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          "description" : "URIs that can be redirected to after the client logout process.",
          "propertyOrder" : 25000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "defaultMaxAgeEnabled" : {
          "title" : "Default Max Age Enabled",
          "description" : "Whether or not the default max age is enforced.",
          "propertyOrder" : 25600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "coreOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "clientName" : {
          "title" : "Client Name",
          "description" : "This value is a readable name for this client.",
          "propertyOrder" : 25300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "redirectionUris" : {
          "title" : "Redirection URIs",
          "description" : "Redirection URIs (optional for confidential clients). Complete URIs or URIs 
consisting of protocol + authority + path are registered so that the OAuth 2.0 provider can trust that tokens 
are sent to trusted entities. If multiple URI's are registered, the client MUST specify the URI that the user 
should be redirected to following approval. May not contain a fragment (#).",
          "propertyOrder" : 23200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authorizationCodeLifetime" : {
          "title" : "Authorization Code Lifetime (seconds)",
          "description" : "The time in seconds an authorization code is valid for. <i>NB</i> If this field is 
set to zero, Authorization Code Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 25800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "refreshTokenLifetime" : {
          "title" : "Refresh Token Lifetime (seconds)",
          "description" : "The time in seconds a refresh token is valid for. <i>NB</i> If this field is set to 
zero, Refresh Token Lifetime of the OAuth2 Provider is used instead. If this field is set to -1, the token 
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will never expire.",
          "propertyOrder" : 25900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "accessTokenLifetime" : {
          "title" : "Access Token Lifetime (seconds)",
          "description" : "The time in seconds an access token is valid for. <i>NB</i> If this field is set to 
zero, Access Token Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 26000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "loopbackInterfaceRedirection" : {
          "title" : "Allow wildcard ports in redirect URIs",
          "description" : "This flag indicates whether wildcards can be used for port numbers in redirect 
URIs. When this toggle is set to true and a wildcard is used the only allowed combinations of protocols and 
hosts are: http://127.0.0.1, https://127.0.0.1, http://[::1], https://[::1], http://localhost, https://
localhost The wild cards are permitted only for the port values. For example - <code>http://localhost:80*</
code>, <code>http://localhost:80?0/{path}</code>, <code>http://localhost:80[8-9]0/{path}</code>",
          "propertyOrder" : 23150,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientType" : {
          "title" : "Client type",
          "description" : "Type of OAuth 2.0 client. Confidential clients can keep their password secret, and 
are typically web apps or other server-based clients. Public clients run the risk of exposing their password 
to a host or user agent, such as rich browser applications or desktop clients.",
          "propertyOrder" : 23100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scopes" : {
          "title" : "Scope(s)",
          "description" : "Scope(s). Scopes are strings that are presented to the user for approval and 
included in tokens so that the protected resource may make decisions about what to give access 
to.<br><br>Scopes may be entered as simple strings or pipe separated strings representing the internal scope 
name, locale, and localized description; e.g. \"read|en|Permission to view email messages in your account\". 
Locale strings are in the format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, 
en_US_WIN. If the locale and pipe is omitted, the description is displayed to all users having undefined 
locales. e.g. \"read|Permission to view email messages in your account\". <i>NB</i> If the description is also 
omitted, nothing is displayed to all users, e.g. specifying \"read|\" would allow the scope \"read\" to be 
used by the client, but would not display it to the user when it was requested.",
          "propertyOrder" : 23300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "defaultScopes" : {
          "title" : "Default Scope(s)",
          "description" : "Default Scope(s). Scopes automatically given to tokens.<br><br>Default Scopes may 
be entered as simple strings or pipe separated strings representing the internal scope name, locale, and 
localized description; e.g. \"read|en|Permission to view email messages in your account\". Locale strings are 
in the format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the 
locale and pipe is omitted, the description is displayed to all users having undefined locales. e.g. \"read|
Permission to view email messages in your account\". <i>NB</i> If the description is also omitted, nothing is 
displayed to all users, e.g. specifying \"read|\" would allow the scope \"read\" to be used by the client, but 
would not display it to the user when it was requested.",
          "propertyOrder" : 23700,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "advancedOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 1,
      "properties" : {
        "refreshTokenGracePeriod" : {
          "title" : "Refresh Token Grace Period (seconds)",
          "description" : "The time in seconds that a refresh token may be replayed to allow a client to 
recover if the response from the original refresh request is not received due to a network problem or other 
transient issue.<br>Only applies to stateful tokens in a one-to-one storage scheme. This value should be kept 
as short as possible, and must not exceed 120 seconds. To deactivate the grace period set the value to -1. If 
this value is set to 0, the Refresh Token Grace Period of the OAuth2 Provider will be used instead.",
          "propertyOrder" : 26150,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "descriptions" : {
          "title" : "Display description",
          "description" : "A description of the client or other information that may be relevant to the 
resource owner when considering approval.<br><br>The description may be entered as a single string or as pipe 
separated strings for locale and localized name; e.g. \"en|The company intranet is requesting the following 
access permission\". Locale strings are in the format <code>language + \"_\" + country + \"_\" + variant</
code>, e.g. en, en_GB, en_US_WIN. If the locale is omitted, the description is displayed to all users having 
undefined locales. e.g. \"The company intranet is requesting the following access permission\".",
          "propertyOrder" : 23600,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "mixUpMitigation" : {
          "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
          "description" : "Enables OAuth 2.0 mix-up mitigation on the authorization server side.<br><br>Enable 
this setting only if this OAuth 2.0 client supports the <a href=\"https://tools.ietf.org/html/draft-ietf-
oauth-mix-up-mitigation-01\">OAuth 2.0 Mix-Up Mitigation draft</a>, otherwise AM will fail to validate access 
token requests received from this client.",
          "propertyOrder" : 26300,
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          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tokenExchangeAuthLevel" : {
          "title" : "Token Exchange Auth Level",
          "description" : "Auth level granted to tokens generated as a result of a Token Exchange, where the 
input token had no original auth_level claim. (e.g. When exchanging ID Token for an Access Token)",
          "propertyOrder" : 10100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sectorIdentifierUri" : {
          "title" : "Sector Identifier URI",
          "description" : "The Host component of this URL is used in the computation of pairwise Subject 
Identifiers.",
          "propertyOrder" : 24300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "grantTypes" : {
          "title" : "Grant Types",
          "description" : "The set of Grant Types (OAuth2 Flows) that are permitted to be used by this 
client.<br><br>If no Grant Types (OAuth2 Flows) are configured then AUTHORIZATION_CODE flow would be permitted 
by default.",
          "propertyOrder" : 23800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "requestUris" : {
          "title" : "Request uris",
          "description" : "Array of request_uri values that are pre-registered by the RP for use at the 
OP.<br><br>The entire Request URI MUST NOT exceed 512 ASCII characters and MUST use either HTTP or HTTPS. 
Otherwise the value will be ignored.",
          "propertyOrder" : 23700,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "responseTypes" : {
          "title" : "Response Types",
          "description" : "Response types this client will support and use.",
          "propertyOrder" : 23800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "logoUri" : {
          "title" : "Logo URI",
          "description" : "The URI for the client's logo, for use in user-facing UIs such as consent pages and 
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application pages.",
          "propertyOrder" : 25350,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "require_pushed_authorization_requests" : {
          "title" : "Require Pushed Authorization Requests",
          "description" : "If enabled, the client must use the PAR endpoint to initiate authorization 
requests. Note that, even if this value is set to false, the authorization server may be configured to enforce 
PAR for all clients.",
          "propertyOrder" : 35600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "isConsentImplied" : {
          "title" : "Implied consent",
          "description" : "When enabled, the resource owner will not be asked for consent during authorization 
flows. The OAuth2 Provider must be configured to allow clients to skip consent.",
          "propertyOrder" : 26200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "softwareVersion" : {
          "title" : "Software Version",
          "description" : "A version identifier string for the identifier defined in the Software Identity.",
          "propertyOrder" : 35500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenEndpointAuthMethod" : {
          "title" : "Token Endpoint Authentication Method",
          "description" : "The authentication method with which a client authenticates to the authorization 
server at the token endpoint. The authentication method applies to OIDC requests with the openid scope.",
          "propertyOrder" : 24000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "updateAccessToken" : {
          "title" : "Access Token",
          "description" : "The access token used to update the client.",
          "propertyOrder" : 25100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "policyUri" : {
          "title" : "Privacy Policy URI",
          "description" : "The URI for the client's privacy policy, for use in user-facing consent pages.",
          "propertyOrder" : 25375,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "clientUri" : {
          "title" : "Client URI",
          "description" : "The URI for finding further information about the client from user-facing UIs.",
          "propertyOrder" : 25325,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "softwareIdentity" : {
          "title" : "Software Identity",
          "description" : "A unique identifier assigned by the client developer or software publisher to 
identity the client software.",
          "propertyOrder" : 35400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "name" : {
          "title" : "Display name",
          "description" : "A client name that may be relevant to the resource owner when considering 
approval.<br><br>The name may be entered as a single string or as pipe separated strings for locale and 
localized name; e.g. \"en|The ExampleCo Intranet\". Locale strings are in the format <code>language + \"_\" + 
country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the locale is omitted, the name is displayed 
to all users having undefined locales. e.g. \"The ExampleCo Intranet\".",
          "propertyOrder" : 23500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "javascriptOrigins" : {
          "title" : "JavaScript Origins",
          "description" : "",
          "propertyOrder" : 23650,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "subjectType" : {
          "title" : "Subject Type",
          "description" : "The subject type added to responses for this client. This value must be included in 
\"Subject Type Supported\" in OAuth2 Provider service setting.",
          "propertyOrder" : 24400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by the OAuth2 Client. <br> Examples: <br> customproperty=custom-value1 <br> customlist[0]=customlist-value-0 
<br> customlist[1]=customlist-value-1 <br> custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-
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value-2",
          "propertyOrder" : 35100,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "tosURI" : {
          "title" : "Terms of Service URI",
          "description" : "The URI for the client's terms of service.",
          "propertyOrder" : 25390,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "contacts" : {
          "title" : "Contacts",
          "description" : "Email addresses of users who can administrate this client.",
          "propertyOrder" : 23900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "coreUmaClientConfig" : {
      "type" : "object",
      "title" : "UMA",
      "propertyOrder" : 4,
      "properties" : {
        "claimsRedirectionUris" : {
          "title" : "Claims Redirection URIs",
          "description" : "Redirection URIs for returning to the client from UMA claims collection. If 
multiple URIs are registered, the client MUST specify the URI that the user should be redirected to following 
approval. May not contain a fragment (#).",
          "propertyOrder" : 23200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage
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am> delete OAuth2ClientAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OAuth2ClientAgentGroups --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth2ClientAgentGroups --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OAuth2ClientAgentGroups --realm Realm --actionName nextdescendents

query

Querying the agent groups of a specific type

Usage

am> query OAuth2ClientAgentGroups --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read OAuth2ClientAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OAuth2ClientAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "signEncOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Signing and Encryption",
      "propertyOrder" : 3,
      "properties" : {
        "jwksCacheTimeout" : {
          "title" : "JWKs URI content cache timeout in ms",
          "description" : "To avoid loading the JWKS URI content for every token encryption, the JWKS content 
is cached. This timeout defines the maximum of time the JWKS URI content can be cached before being 
refreshed.",
          "propertyOrder" : 24110,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "requestParameterSignedAlg" : {
          "title" : "Request parameter signing algorithm",
          "description" : "JWS algorithm for signing the request parameter.",
          "propertyOrder" : 27500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "requestParameterEncryptedEncryptionAlgorithm" : {
          "title" : "Request parameter encryption method",
          "description" : "JWE enc algorithm for encrypting the request parameter.<br><br>AM supports the 
following token encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</
code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, 
<code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for 
integrity.</li></ul>",
          "propertyOrder" : 27700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "idTokenEncryptionMethod" : {
          "title" : "ID Token Encryption Method",
          "description" : "Encryption method the ID Token for this client must be encrypted with.",
          "propertyOrder" : 24800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenEndpointAuthSigningAlgorithm" : {
          "title" : "Token Endpoint Authentication Signing Algorithm",
          "description" : "The JWS algorithm that MUST be used for signing the JWT used to authenticate the 
Client at the Token Endpointfor the private_key_jwt and client_secret_jwt authentication methods. All Token 
Requests using these authentication methods from this Client MUST be rejected, if the JWT is not signed with 
this algorithm.",
          "propertyOrder" : 24130,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "idTokenEncryptionEnabled" : {
          "title" : "Enable ID Token Encryption",
          "description" : "Select to enable ID token encryption.",
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          "propertyOrder" : 24600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientJwtPublicKey" : {
          "title" : "Client JWT Bearer Public Key",
          "description" : "A Base64 encoded X509 certificate, containing the public key, represented as a 
UTF-8 PEM file, of the key pair for signing the Client Bearer JWT.",
          "propertyOrder" : 25400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userinfoEncryptedResponseAlg" : {
          "title" : "User info encrypted response algorithm",
          "description" : "JWE algorithm for encrypting UserInfo Responses. If both signing and encryption are 
requested, the response will be signed then encrypted, with the result being a Nested JWT. The default, if 
omitted, is that no encryption is performed.",
          "propertyOrder" : 27300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenIntrospectionEncryptedResponseAlg" : {
          "title" : "Token introspection response encryption algorithm",
          "description" : "JWE \"alg\" algorithm REQUIRED for encrypting introspection responses. Sets the 
algorithm that will be used to encrypt the Content Encryption Key when the chosen introspection response 
format is 'signed then encrypted'.",
          "propertyOrder" : 27820,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jwkStoreCacheMissCacheTime" : {
          "title" : "JWKs URI content cache miss cache time",
          "description" : "To avoid loading the JWKS URI content for every token signature verification, 
especially when the kid is not in the jwks content already cached, the JWKS content will be cache for a 
minimum period of time. This cache miss cache time defines the minimum of time the JWKS URI content is 
cache.",
          "propertyOrder" : 24120,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "idTokenEncryptionAlgorithm" : {
          "title" : "ID Token Encryption Algorithm",
          "description" : "Algorithm the ID Token for this client must be encrypted with.",
          "propertyOrder" : 24700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mTLSSubjectDN" : {
          "title" : "mTLS Subject DN",
          "description" : "Expected Subject DN of certificate used for mTLS client certificate authentication. 
Defaults to CN=&lt;client_id&gt;. Only applicable when using CA-signed certificates.",
          "propertyOrder" : 25406,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "authorizationResponseSigningAlgorithm" : {
          "title" : "Authorization Response JWT Signing Algorithm",
          "description" : "Algorithm the Authorization Response JWT for this client must be signed with.",
          "propertyOrder" : 24801,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userinfoResponseFormat" : {
          "title" : "User info response format.",
          "description" : "The user info endpoint offers different output format. See http://openid.net/specs/
openid-connect-core-1_0.html#UserInfoResponse",
          "propertyOrder" : 27100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mTLSCertificateBoundAccessTokens" : {
          "title" : "Use Certificate-Bound Access Tokens",
          "description" : "Whether access tokens issued to this client should be bound to the X.509 
certificate it uses to authenticate to the token endpoint. If enabled (and the provider supports it) then an 
x5t#S256 confirmation key will be added to all access tokens with the SHA-256 hash of the client's 
certificate.",
          "propertyOrder" : 25507,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authorizationResponseEncryptionAlgorithm" : {
          "title" : "Authorization Response JWT Encryption Algorithm",
          "description" : "Algorithm the Authorization Response JWT for this client must be encrypted with.",
          "propertyOrder" : 24803,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenIntrospectionEncryptedResponseEncryptionAlgorithm" : {
          "title" : "Token introspection encrypted response encryption algorithm",
          "description" : "JWE 'enc' algorithm REQUIRED for encrypting token introspection responses. Sets the 
algorithm that will be used to encrypt the Plaintext of a JWE when the chosen introspection response format is 
'signed then encrypted'.",
          "propertyOrder" : 27830,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userinfoSignedResponseAlg" : {
          "title" : "User info signed response algorithm",
          "description" : "JWS algorithm for signing UserInfo Responses. If this is specified, the response 
will be JWT <a href=\"https://tools.ietf.org/html/rfc7519\">JWT</a> serialized, and signed using JWS. The 
default, if omitted, is for the UserInfo Response to return the Claims as a UTF-8 encoded JSON object using 
the application/json content-type.",
          "propertyOrder" : 27200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "idTokenPublicEncryptionKey" : {
          "title" : "Client ID Token Public Encryption Key",
          "description" : "A Base64 encoded public key for encrypting ID Tokens.",
          "propertyOrder" : 24900,
          "required" : false,
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          "type" : "string",
          "exampleValue" : ""
        },
        "jwksUri" : {
          "title" : "Json Web Key URI",
          "description" : "The uri that contains the client's public keys in Json Web Key format.",
          "propertyOrder" : 24100,
          "required" : false,
          "type" : "string",
          "exampleValue" : "https://{{jwks-www}}/oauth2/{{realm}}/connect/jwk_uri"
        },
        "publicKeyLocation" : {
          "title" : "Public key selector",
          "description" : "Select the public key for this client to come from either the jwks_uri, manual jwks 
or X509 field.",
          "propertyOrder" : 25700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenIntrospectionSignedResponseAlg" : {
          "title" : "Token introspection response signing algorithm",
          "description" : "Algorithm used for signing the introspection JWT response.",
          "propertyOrder" : 27810,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizationResponseEncryptionMethod" : {
          "title" : "Authorization Response JWT Encryption Method",
          "description" : "Encryption method the Authorization Response JWT for this client must be encrypted 
with.",
          "propertyOrder" : 24804,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "jwkSet" : {
          "title" : "Json Web Key",
          "description" : "Raw JSON Web Key value containing the client's public keys.",
          "propertyOrder" : 24200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "idTokenSignedResponseAlg" : {
          "title" : "ID Token Signing Algorithm",
          "description" : "Algorithm the ID Token for this client must be signed with.",
          "propertyOrder" : 24500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mTLSTrustedCert" : {
          "title" : "mTLS Self-Signed Certificate",
          "description" : "Self-signed PEM-encoded X.509 certificate for mTLS client certificate 
authentication.",
          "propertyOrder" : 25405,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "requestParameterEncryptedAlg" : {
          "title" : "Request parameter encryption algorithm",
          "description" : "JWE algorithm for encrypting the request parameter.",
          "propertyOrder" : 27600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userinfoEncryptedResponseEncryptionAlgorithm" : {
          "title" : "User info encrypted response encryption algorithm",
          "description" : "JWE enc algorithm for encrypting UserInfo Responses. If userinfo encrypted response 
algorithm is specified, the default for this value is A128CBC-HS256. When user info encrypted response 
encryption is included, user info encrypted response algorithm MUST also be provided.<br><br>AM supports the 
following token encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</
code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, 
<code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for 
integrity.</li></ul>",
          "propertyOrder" : 27400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenIntrospectionResponseFormat" : {
          "title" : "Token introspection response format",
          "description" : "The token introspection endpoint offers different output format. see https://
tools.ietf.org/html/draft-ietf-oauth-jwt-introspection-response-03",
          "propertyOrder" : 27800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "coreOpenIDClientConfig" : {
      "type" : "object",
      "title" : "OpenID Connect",
      "propertyOrder" : 2,
      "properties" : {
        "clientSessionUri" : {
          "title" : "Client Session URI",
          "description" : "This is the URI that will be used to check messages sent to the session management 
endpoints. This URI must match the origin of the message",
          "propertyOrder" : 25200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "defaultAcrValues" : {
          "title" : "Default ACR values",
          "description" : "Default requested Authentication Context Class Reference values.<br><br>Array of 
strings that specifies the default acr values that the OP is being requested to use for processing requests 
from this Client, with the values appearing in order of preference. The Authentication Context Class satisfied 
by the authentication performed is returned as the acr Claim Value in the issued ID Token. The acr Claim is 
requested as a Voluntary Claim by this parameter. The acr_values_supported discovery element contains a list 
of the acr values supported by this server. Values specified in the acr_values request parameter or an 
individual acr Claim request override these default values.",
          "propertyOrder" : 25650,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "defaultMaxAge" : {
          "title" : "Default Max Age",
          "description" : "Minimum value 0. Sets the maximum length of time in seconds a session may be active 
after the authorization service has succeeded before the user must actively re-authenticate.",
          "propertyOrder" : 25500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "backchannel_logout_uri" : {
          "title" : "Backchannel Logout URL",
          "description" : "RP URL that will cause the RP to log itself out when sent a Logout Token by the OP. 
This URL SHOULD use the https scheme and MAY contain port, path, and query parameter components; however, it 
MAY use the http scheme, provided that the Client Type is confidential, as defined in Section 2.1 of OAuth 2.0 
[RFC6749], and provided the OP allows the use of http RP URIs.",
          "propertyOrder" : 35200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "backchannel_logout_session_required" : {
          "title" : "Backchannel Logout Session Required",
          "description" : "Boolean value specifying whether the RP requires that a sid (session ID) Claim be 
included in the Logout Token to identify the RP session with the OP when the Backchannel Logout URL is used.",
          "propertyOrder" : 35300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "jwtTokenLifetime" : {
          "title" : "OpenID Connect JWT Token Lifetime (seconds)",
          "description" : "The time in seconds a JWT is valid for. <i>NB</i> If this field is set to zero, JWT 
Token Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 26100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "claims" : {
          "title" : "Claim(s)",
          "description" : "List of claim name translations, which will override those specified for the AS. 
Claims are values that are presented to the user to inform them what data is being made available to the 
Client.<br><br>Claims may be entered as simple strings or pipe separated strings representing the internal 
claim name, locale, and localized description; e.g. \"name|en|Your full name\". Locale strings are in the 
format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the locale and 
pipe is omitted, the description is displayed to all users having undefined locales. e.g. \"name|Your full 
name\". <i>NB</i> If the description is also omitted, nothing is displayed to all users, e.g. specifying 
\"name|\" would allow the claim \"name\" to be used by the client, but would not display it to the user when 
it was requested.<p>If a value is not given here, the value will be computed from the OAuth 2 Provider 
settings.</p>",
          "propertyOrder" : 23400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "postLogoutRedirectUri" : {
          "title" : "Post Logout Redirect URIs",
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          "description" : "URIs that can be redirected to after the client logout process.",
          "propertyOrder" : 25000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "defaultMaxAgeEnabled" : {
          "title" : "Default Max Age Enabled",
          "description" : "Whether or not the default max age is enforced.",
          "propertyOrder" : 25600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "coreOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "clientName" : {
          "title" : "Client Name",
          "description" : "This value is a readable name for this client.",
          "propertyOrder" : 25300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "redirectionUris" : {
          "title" : "Redirection URIs",
          "description" : "Redirection URIs (optional for confidential clients). Complete URIs or URIs 
consisting of protocol + authority + path are registered so that the OAuth 2.0 provider can trust that tokens 
are sent to trusted entities. If multiple URI's are registered, the client MUST specify the URI that the user 
should be redirected to following approval. May not contain a fragment (#).",
          "propertyOrder" : 23200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authorizationCodeLifetime" : {
          "title" : "Authorization Code Lifetime (seconds)",
          "description" : "The time in seconds an authorization code is valid for. <i>NB</i> If this field is 
set to zero, Authorization Code Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 25800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "refreshTokenLifetime" : {
          "title" : "Refresh Token Lifetime (seconds)",
          "description" : "The time in seconds a refresh token is valid for. <i>NB</i> If this field is set to 
zero, Refresh Token Lifetime of the OAuth2 Provider is used instead. If this field is set to -1, the token 
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will never expire.",
          "propertyOrder" : 25900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "accessTokenLifetime" : {
          "title" : "Access Token Lifetime (seconds)",
          "description" : "The time in seconds an access token is valid for. <i>NB</i> If this field is set to 
zero, Access Token Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 26000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "loopbackInterfaceRedirection" : {
          "title" : "Allow wildcard ports in redirect URIs",
          "description" : "This flag indicates whether wildcards can be used for port numbers in redirect 
URIs. When this toggle is set to true and a wildcard is used the only allowed combinations of protocols and 
hosts are: http://127.0.0.1, https://127.0.0.1, http://[::1], https://[::1], http://localhost, https://
localhost The wild cards are permitted only for the port values. For example - <code>http://localhost:80*</
code>, <code>http://localhost:80?0/{path}</code>, <code>http://localhost:80[8-9]0/{path}</code>",
          "propertyOrder" : 23150,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientType" : {
          "title" : "Client type",
          "description" : "Type of OAuth 2.0 client. Confidential clients can keep their password secret, and 
are typically web apps or other server-based clients. Public clients run the risk of exposing their password 
to a host or user agent, such as rich browser applications or desktop clients.",
          "propertyOrder" : 23100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scopes" : {
          "title" : "Scope(s)",
          "description" : "Scope(s). Scopes are strings that are presented to the user for approval and 
included in tokens so that the protected resource may make decisions about what to give access 
to.<br><br>Scopes may be entered as simple strings or pipe separated strings representing the internal scope 
name, locale, and localized description; e.g. \"read|en|Permission to view email messages in your account\". 
Locale strings are in the format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, 
en_US_WIN. If the locale and pipe is omitted, the description is displayed to all users having undefined 
locales. e.g. \"read|Permission to view email messages in your account\". <i>NB</i> If the description is also 
omitted, nothing is displayed to all users, e.g. specifying \"read|\" would allow the scope \"read\" to be 
used by the client, but would not display it to the user when it was requested.",
          "propertyOrder" : 23300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "defaultScopes" : {
          "title" : "Default Scope(s)",
          "description" : "Default Scope(s). Scopes automatically given to tokens.<br><br>Default Scopes may 
be entered as simple strings or pipe separated strings representing the internal scope name, locale, and 
localized description; e.g. \"read|en|Permission to view email messages in your account\". Locale strings are 
in the format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the 
locale and pipe is omitted, the description is displayed to all users having undefined locales. e.g. \"read|
Permission to view email messages in your account\". <i>NB</i> If the description is also omitted, nothing is 
displayed to all users, e.g. specifying \"read|\" would allow the scope \"read\" to be used by the client, but 
would not display it to the user when it was requested.",
          "propertyOrder" : 23700,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "advancedOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 1,
      "properties" : {
        "refreshTokenGracePeriod" : {
          "title" : "Refresh Token Grace Period (seconds)",
          "description" : "The time in seconds that a refresh token may be replayed to allow a client to 
recover if the response from the original refresh request is not received due to a network problem or other 
transient issue.<br>Only applies to stateful tokens in a one-to-one storage scheme. This value should be kept 
as short as possible, and must not exceed 120 seconds. To deactivate the grace period set the value to -1. If 
this value is set to 0, the Refresh Token Grace Period of the OAuth2 Provider will be used instead.",
          "propertyOrder" : 26150,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "descriptions" : {
          "title" : "Display description",
          "description" : "A description of the client or other information that may be relevant to the 
resource owner when considering approval.<br><br>The description may be entered as a single string or as pipe 
separated strings for locale and localized name; e.g. \"en|The company intranet is requesting the following 
access permission\". Locale strings are in the format <code>language + \"_\" + country + \"_\" + variant</
code>, e.g. en, en_GB, en_US_WIN. If the locale is omitted, the description is displayed to all users having 
undefined locales. e.g. \"The company intranet is requesting the following access permission\".",
          "propertyOrder" : 23600,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "mixUpMitigation" : {
          "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
          "description" : "Enables OAuth 2.0 mix-up mitigation on the authorization server side.<br><br>Enable 
this setting only if this OAuth 2.0 client supports the <a href=\"https://tools.ietf.org/html/draft-ietf-
oauth-mix-up-mitigation-01\">OAuth 2.0 Mix-Up Mitigation draft</a>, otherwise AM will fail to validate access 
token requests received from this client.",
          "propertyOrder" : 26300,
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          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tokenExchangeAuthLevel" : {
          "title" : "Token Exchange Auth Level",
          "description" : "Auth level granted to tokens generated as a result of a Token Exchange, where the 
input token had no original auth_level claim. (e.g. When exchanging ID Token for an Access Token)",
          "propertyOrder" : 10100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sectorIdentifierUri" : {
          "title" : "Sector Identifier URI",
          "description" : "The Host component of this URL is used in the computation of pairwise Subject 
Identifiers.",
          "propertyOrder" : 24300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "grantTypes" : {
          "title" : "Grant Types",
          "description" : "The set of Grant Types (OAuth2 Flows) that are permitted to be used by this 
client.<br><br>If no Grant Types (OAuth2 Flows) are configured then AUTHORIZATION_CODE flow would be permitted 
by default.",
          "propertyOrder" : 23800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "requestUris" : {
          "title" : "Request uris",
          "description" : "Array of request_uri values that are pre-registered by the RP for use at the 
OP.<br><br>The entire Request URI MUST NOT exceed 512 ASCII characters and MUST use either HTTP or HTTPS. 
Otherwise the value will be ignored.",
          "propertyOrder" : 23700,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "responseTypes" : {
          "title" : "Response Types",
          "description" : "Response types this client will support and use.",
          "propertyOrder" : 23800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "logoUri" : {
          "title" : "Logo URI",
          "description" : "The URI for the client's logo, for use in user-facing UIs such as consent pages and 
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application pages.",
          "propertyOrder" : 25350,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "require_pushed_authorization_requests" : {
          "title" : "Require Pushed Authorization Requests",
          "description" : "If enabled, the client must use the PAR endpoint to initiate authorization 
requests. Note that, even if this value is set to false, the authorization server may be configured to enforce 
PAR for all clients.",
          "propertyOrder" : 35600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "isConsentImplied" : {
          "title" : "Implied consent",
          "description" : "When enabled, the resource owner will not be asked for consent during authorization 
flows. The OAuth2 Provider must be configured to allow clients to skip consent.",
          "propertyOrder" : 26200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "softwareVersion" : {
          "title" : "Software Version",
          "description" : "A version identifier string for the identifier defined in the Software Identity.",
          "propertyOrder" : 35500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenEndpointAuthMethod" : {
          "title" : "Token Endpoint Authentication Method",
          "description" : "The authentication method with which a client authenticates to the authorization 
server at the token endpoint. The authentication method applies to OIDC requests with the openid scope.",
          "propertyOrder" : 24000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "updateAccessToken" : {
          "title" : "Access Token",
          "description" : "The access token used to update the client.",
          "propertyOrder" : 25100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "policyUri" : {
          "title" : "Privacy Policy URI",
          "description" : "The URI for the client's privacy policy, for use in user-facing consent pages.",
          "propertyOrder" : 25375,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "clientUri" : {
          "title" : "Client URI",
          "description" : "The URI for finding further information about the client from user-facing UIs.",
          "propertyOrder" : 25325,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "softwareIdentity" : {
          "title" : "Software Identity",
          "description" : "A unique identifier assigned by the client developer or software publisher to 
identity the client software.",
          "propertyOrder" : 35400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "name" : {
          "title" : "Display name",
          "description" : "A client name that may be relevant to the resource owner when considering 
approval.<br><br>The name may be entered as a single string or as pipe separated strings for locale and 
localized name; e.g. \"en|The ExampleCo Intranet\". Locale strings are in the format <code>language + \"_\" + 
country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the locale is omitted, the name is displayed 
to all users having undefined locales. e.g. \"The ExampleCo Intranet\".",
          "propertyOrder" : 23500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "javascriptOrigins" : {
          "title" : "JavaScript Origins",
          "description" : "",
          "propertyOrder" : 23650,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "subjectType" : {
          "title" : "Subject Type",
          "description" : "The subject type added to responses for this client. This value must be included in 
\"Subject Type Supported\" in OAuth2 Provider service setting.",
          "propertyOrder" : 24400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by the OAuth2 Client. <br> Examples: <br> customproperty=custom-value1 <br> customlist[0]=customlist-value-0 
<br> customlist[1]=customlist-value-1 <br> custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-
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value-2",
          "propertyOrder" : 35100,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "tosURI" : {
          "title" : "Terms of Service URI",
          "description" : "The URI for the client's terms of service.",
          "propertyOrder" : 25390,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "contacts" : {
          "title" : "Contacts",
          "description" : "Email addresses of users who can administrate this client.",
          "propertyOrder" : 23900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "coreUmaClientConfig" : {
      "type" : "object",
      "title" : "UMA",
      "propertyOrder" : 4,
      "properties" : {
        "claimsRedirectionUris" : {
          "title" : "Claims Redirection URIs",
          "description" : "Redirection URIs for returning to the client from UMA claims collection. If 
multiple URIs are registered, the client MUST specify the URI that the user should be redirected to following 
approval. May not contain a fragment (#).",
          "propertyOrder" : 23200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    }
  }
}
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OAuth2Clients

Realm Operations

Agents handler that is responsible for managing agents

Resource path:

/realm-config/agents/OAuth2Client

Resource version: 1.0

create

Usage

am> create OAuth2Clients --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "coreOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "refreshTokenLifetime" : {
          "title" : "Refresh Token Lifetime (seconds)",
          "description" : "The time in seconds a refresh token is valid for. <i>NB</i> If this field is set to 
zero, Refresh Token Lifetime of the OAuth2 Provider is used instead. If this field is set to -1, the token 
will never expire.",
          "propertyOrder" : 25900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "agentgroup" : {
          "title" : "Group",
          "description" : "Add the client to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
client.",
          "propertyOrder" : 100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientName" : {
          "title" : "Client Name",
          "description" : "This value is a readable name for this client.",
          "propertyOrder" : 25300,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "userpassword" : {
          "title" : "Client secret",
          "description" : "Client secret. Used when the client authenticates to AM.",
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          "propertyOrder" : 23000,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "clientType" : {
          "title" : "Client type",
          "description" : "Type of OAuth 2.0 client. Confidential clients can keep their password secret, and 
are typically web apps or other server-based clients. Public clients run the risk of exposing their password 
to a host or user agent, such as rich browser applications or desktop clients.",
          "propertyOrder" : 23100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "defaultScopes" : {
          "title" : "Default Scope(s)",
          "description" : "Default Scope(s). Scopes automatically given to tokens.<br><br>Default Scopes may 
be entered as simple strings or pipe separated strings representing the internal scope name, locale, and 
localized description; e.g. \"read|en|Permission to view email messages in your account\". Locale strings are 
in the format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the 
locale and pipe is omitted, the description is displayed to all users having undefined locales. e.g. \"read|
Permission to view email messages in your account\". <i>NB</i> If the description is also omitted, nothing is 
displayed to all users, e.g. specifying \"read|\" would allow the scope \"read\" to be used by the client, but 
would not display it to the user when it was requested.",
          "propertyOrder" : 23700,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "loopbackInterfaceRedirection" : {
          "title" : "Allow wildcard ports in redirect URIs",
          "description" : "This flag indicates whether wildcards can be used for port numbers in redirect 
URIs. When this toggle is set to true and a wildcard is used the only allowed combinations of protocols and 
hosts are: http://127.0.0.1, https://127.0.0.1, http://[::1], https://[::1], http://localhost, https://
localhost The wild cards are permitted only for the port values. For example - <code>http://localhost:80*</
code>, <code>http://localhost:80?0/{path}</code>, <code>http://localhost:80[8-9]0/{path}</code>",
          "propertyOrder" : 23150,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "accessTokenLifetime" : {
          "title" : "Access Token Lifetime (seconds)",
          "description" : "The time in seconds an access token is valid for. <i>NB</i> If this field is set to 
zero, Access Token Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 26000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "redirectionUris" : {
          "title" : "Redirection URIs",
          "description" : "Redirection URIs (optional for confidential clients). Complete URIs or URIs 
consisting of protocol + authority + path are registered so that the OAuth 2.0 provider can trust that tokens 
are sent to trusted entities. If multiple URI's are registered, the client MUST specify the URI that the user 
should be redirected to following approval. May not contain a fragment (#).",
          "propertyOrder" : 23200,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "authorizationCodeLifetime" : {
          "title" : "Authorization Code Lifetime (seconds)",
          "description" : "The time in seconds an authorization code is valid for. <i>NB</i> If this field is 
set to zero, Authorization Code Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 25800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "scopes" : {
          "title" : "Scope(s)",
          "description" : "Scope(s). Scopes are strings that are presented to the user for approval and 
included in tokens so that the protected resource may make decisions about what to give access 
to.<br><br>Scopes may be entered as simple strings or pipe separated strings representing the internal scope 
name, locale, and localized description; e.g. \"read|en|Permission to view email messages in your account\". 
Locale strings are in the format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, 
en_US_WIN. If the locale and pipe is omitted, the description is displayed to all users having undefined 
locales. e.g. \"read|Permission to view email messages in your account\". <i>NB</i> If the description is also 
omitted, nothing is displayed to all users, e.g. specifying \"read|\" would allow the scope \"read\" to be 
used by the client, but would not display it to the user when it was requested.",
          "propertyOrder" : 23300,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        }
      }
    },
    "overrideOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "OAuth2 Provider Overrides",
      "propertyOrder" : 5,
      "properties" : {
        "overrideableOIDCClaims" : {
          "title" : "Overrideable Id_Token Claims",

Amster Entity Reference PingAM

2868 Copyright © 2025 Ping Identity Corporation



          "description" : "List of claims in the id_token that may be overrideable in the OIDC Claims Script. 
These should be the subset of the core OpenID Connect Claims like aud or azp.",
          "propertyOrder" : 43300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "oidcClaimsClass" : {
          "title" : "OIDC Claims Plugin Implementation Class",
          "description" : "The plugin that is executed when issuing an ID token or making a request to the 
<i>userinfo</i> endpoint during OpenID requests.<p>The plugin gathers the scopes and populates claims, and has 
access to the access token, the user's identity and, if available, the user's session. <p>This plugin provides 
the custom implementation for the OIDC claims plugin interface: 
<code>org.forgerock.oauth2.core.plugins.OIDCClaimsPlugin</code> <p>This field cannot be empty if the Plugin 
Type of JAVA is selected. Failure to provide a valid implementation of the OIDC claims plugin interface will 
cause OAuth2 flows to fail.",
          "propertyOrder" : 40710,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderClass" : {
          "title" : "Authorize Endpoint Data Provider Plugin Implementation Class",
          "description" : "The plugin that is executed to return additional data from the authorization 
request. <<p>The provided plugin class must implement the scope evaluation plugin interface: 
<code>org.forgerock.oauth2.core.plugins.AuthorizeEndpointDataProvider</code> <p>If this field is empty and the 
Plugin Type of JAVA is selected, the default implementation will be used: 
<code>org.forgerock.oauth2.core.plugins.registry.DefaultEndpointDataProvider</code>",
          "propertyOrder" : 42900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderPluginType" : {
          "title" : "Authorize Endpoint Data Provider Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Authorize Endpoint Data Provider Script 
will be executed and when plugin type is JAVA then the Authorize Endpoint Data Provider Plugin Implementation 
Class will be executed. If the plugin type is PROVIDER the client override is disabled and the plugin 
configured on the OAuth2 Provider is used.",
          "propertyOrder" : 42700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidcClaimsPluginType" : {
          "title" : "OIDC Claims Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the OIDC Claims Script will be executed and 
when plugin type is JAVA then the OIDC Claims Plugin Implementation Class will be executed. If the plugin type 
is PROVIDER the client override is disabled and the plugin configured on the OAuth2 Provider is used.",
          "propertyOrder" : 40690,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "evaluateScopeClass" : {
          "title" : "Scope Evaluation Plugin Implementation Class",
          "description" : "The plugin that is executed when retrieving access token's information. <p>The 
plugin can provide a mechanism to associate scopes with profile attribute values, such as if one of the scopes 
is mail, the resource owner's email address is provided in the information returned. <p>The provided plugin 
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class must implement the scope evaluation plugin interface: 
<code>org.forgerock.oauth2.core.plugins.ScopeEvaluator</code> <p>If this field is empty and the Plugin Type of 
JAVA is selected, the default implementation will be used: 
<code>org.forgerock.oauth2.core.plugins.registry.DefaultScopeEvaluator</code>",
          "propertyOrder" : 42300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "scopesPolicySet" : {
          "title" : "Scopes Policy Set",
          "description" : "The policy set that defines the context in which policy evaluations occur when Use 
Policy Engine for Scope decisions is enabled on the OAuth2 provider. If blank will default to the oauth2Scopes 
policy set.",
          "propertyOrder" : 40310,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "issueRefreshTokenOnRefreshedToken" : {
          "title" : "Issue Refresh Tokens on Refreshing Access Tokens",
          "description" : "Whether to issue a refresh token when refreshing an access token.",
          "propertyOrder" : 40200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderScript" : {
          "title" : "Authorize Endpoint Data Provider Script",
          "description" : "The plugin that is executed to return additional data from the authorization 
request.",
          "propertyOrder" : 42800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopeClass" : {
          "title" : "Scope Validation Plugin Implementation Class",
          "description" : "The plugin that is executed when validating or customising the set of requested 
scopes for authorize, access token, refresh token and back channel authorize requests. <p>The provided plugin 
class must implement the scope validation plugin interface: 
<code>org.forgerock.oauth2.core.plugins.ScopeValidator</code> <p>If this field is empty and the Plugin Type of 
JAVA is selected, the default implementation will be used: 
<code>org.forgerock.oauth2.core.plugins.registry.DefaultScopeValidator</code>",
          "propertyOrder" : 42600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModificationScript" : {
          "title" : "Access Token Modification Script",
          "description" : "The plugin that is executed when issuing an access token. <p>The plugin can change 
the access token's internal data structure to include or exclude particular fields.",
          "propertyOrder" : 40400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopePluginType" : {
          "title" : "Scope Validation Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Scope Validation Script will be executed 
and when plugin type is JAVA then the Scope Validation Plugin Implementation Class will be executed. If the 
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plugin type is PROVIDER the client override is disabled and the plugin configured on the OAuth2 Provider is 
used.",
          "propertyOrder" : 42400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "customLoginUrlTemplate" : {
          "title" : "Custom Login URL Template",
          "description" : "Custom URL for handling login, to override the default OpenAM login 
page.<br><br>Supports Freemarker syntax, with the following variables:<table><tr><th>Variable</
th><th>Description</th></tr><tr><td><code>gotoUrl</code></td><td><p>The URL to redirect to after login.</p></
td></tr><tr><td><code>acrValues</code></td><td><p>The Authentication Context Class Reference (acr) values for 
the authorization request.</p></td></tr><tr><td><code>realm</code></td><td><p>The OpenAM realm the 
authorization request was made on.</p></td></tr><tr><td><code>module</code></td><td><p>The name of the OpenAM 
authentication module requested to perform resource owner authentication.</p></td></tr><tr><td><code>service</
code></td><td><p>The name of the OpenAM authentication chain requested to perform resource owner 
authentication.</p></td></tr><tr><td><code>locale</code></td><td><p>A space-separated list of locales, ordered 
by preference.</p></td></tr></table>The following example template redirects users to a non-OpenAM front end 
to handle login, which will then redirect back to the <code>/oauth2/authorize</code> endpoint with any 
required parameters:<p> <code>http://mylogin.com/login?goto=${goto}&lt;#if acrValues??&gt;&amp;acr_values=$
{acrValues}&lt;&#x2F;#if&gt;&lt;#if realm??&gt;&amp;realm=${realm}&lt;&#x2F;#if&gt;&lt;#if module??
&gt;&amp;module=${module}&lt;&#x2F;#if&gt;&lt;#if service??&gt;&amp;service=${service}&lt;&#x2F;#if&gt;&lt;#if 
locale??&gt;&amp;locale=${locale}&lt;&#x2F;#if&gt;</code><br><b>NOTE</b>: Default OpenAM login page is 
constructed using \"Base URL Source\" service.",
          "propertyOrder" : 40900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "usePolicyEngineForScope" : {
          "title" : "Use Policy Engine for Scope decisions",
          "description" : "With this setting enabled, the policy engine is consulted for each scope value that 
is requested.<br><br>If a policy returns an action of GRANT=true, the scope is consented automatically, and 
the user is not consulted in a user-interaction flow. If a policy returns an action of GRANT=false, the scope 
is not added to any resulting token, and the user will not see it in a user-interaction flow. If no policy 
returns a value for the GRANT action, then if the grant type is user-facing (i.e. authorization or device code 
flows), the user is asked for consent (or saved consent is used), and if the grant type is not user-facing 
(password or client credentials), the scope is not added to any resulting token.",
          "propertyOrder" : 40300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "enableRemoteConsent" : {
          "title" : "Enable Remote Consent",
          "description" : "",
          "propertyOrder" : 41400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "oidcMayActScript" : {
          "title" : "OIDC ID Token May Act Script",
          "description" : "The script that is executed when issuing an OIDC ID Token explicitly to modify the 
<code>may_act</code> claim placed on the token.",
          "propertyOrder" : 40600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidcClaimsScript" : {
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          "title" : "OIDC Claims Script",
          "description" : "The plugin that is executed when issuing an ID token or making a request to the 
<i>userinfo</i> endpoint during OpenID requests.<p>The plugin gathers the scopes and populates claims, and has 
access to the access token, the user's identity and, if available, the user's session.",
          "propertyOrder" : 40700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "evaluateScopeScript" : {
          "title" : "Scope Evaluation Script",
          "description" : "The plugin that is executed when retrieving access token's information. <p>The 
plugin can provide a mechanism to associate scopes with profile attribute values, such as if one of the scopes 
is mail, the resource owner's email address is provided in the information returned.",
          "propertyOrder" : 42200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModifierClass" : {
          "title" : "Access Token Modifier Plugin Implementation Class",
          "description" : "The plugin that is executed when issuing an access token. <p>The plugin can change 
the access token's internal data structure to include or exclude particular fields. <p>This plugin provides 
the custom implementation for the access token modifier plugin interface: 
<code>org.forgerock.oauth2.core.plugins.AccessTokenModifier</code> <p>This field cannot be empty if the Plugin 
Type of JAVA is selected. Failure to provide a valid implementation of the access token modifier plugin 
interface will cause OAuth2 flows to fail.",
          "propertyOrder" : 40410,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "remoteConsentServiceId" : {
          "title" : "Remote Consent Service ID",
          "description" : "The ID of an existing remote consent service agent.",
          "propertyOrder" : 41500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenMayActScript" : {
          "title" : "OAuth2 Access Token May Act Script",
          "description" : "The script that is executed when issuing an access token explicitly to modify the 
<code>may_act</code> claim placed on the token.",
          "propertyOrder" : 40500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopeScript" : {
          "title" : "Scope Validation Script",
          "description" : "The plugin that is executed when validating or customising the set of requested 
scopes for authorize, access token, refresh token and back channel authorize requests.",
          "propertyOrder" : 42500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "useForceAuthnForMaxAge" : {
          "title" : "Use Force Authentication for max_age",
          "description" : "When this setting is <code>false</code> (default)<ul><li>Attempted authorization 
when the max_age has passed will log the existing session out and start a re-authentication</li></ul> 
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<ul><li>Re-authentication triggered by the max_age parameter will create a new session</li></ul> When this 
setting is <code>true</code> <ul><li>Attempted authorization when the max_age has passed will not destroy the 
existing session</li></ul> <ul><li>Re-authentication triggered by the max_age parameter will return the same 
session. The advanced server property org.forgerock.openam.authentication.forceAuth.enabled must be set to 
<code>true</code></li></ul> <p>For security reasons, it is strongly recommended that you leave <code>Use Force 
Authentication for max_age</code> set to the default value (<code>false</code>), so that a new session is 
created when the user re-authenticates.</p>",
          "propertyOrder" : 40850,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "issueRefreshToken" : {
          "title" : "Issue Refresh Tokens",
          "description" : "Whether to issue a refresh token when returning an access token.",
          "propertyOrder" : 40100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientsCanSkipConsent" : {
          "title" : "Allow Clients to Skip Consent",
          "description" : "If enabled, clients may be configured so that the resource owner will not be asked 
for consent during authorization flows.",
          "propertyOrder" : 41300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "evaluateScopePluginType" : {
          "title" : "Scope Evaluation Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Scope Evaluation Script will be executed 
and when plugin type is JAVA then the Scope Evaluation Plugin Implementation Class will be executed. If the 
plugin type is PROVIDER the client override is disabled and the plugin configured on the OAuth2 Provider is 
used.",
          "propertyOrder" : 42100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModificationPluginType" : {
          "title" : "Access Token Modification Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Access Token Modification Script will be 
executed and when plugin type is JAVA then the Access Token Modifier Plugin Implementation Class will be 
executed. If the plugin type is PROVIDER the client override is disabled and the plugin configured on the 
OAuth2 Provider is used.",
          "propertyOrder" : 40390,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "providerOverridesEnabled" : {
          "title" : "Enable OAuth2 Provider Overrides",
          "description" : "Enabling this causes the other config in this section to override the default 
OAuth2 Provider behaviour.",
          "propertyOrder" : 40000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tokenEncryptionEnabled" : {
          "title" : "Encrypt Client-Side Tokens",

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2873



          "description" : "Whether client-side access and refresh tokens should be encrypted.<br><br>Enabling 
token encryption will disable token signing as encryption is performed using direct symmetric encryption.",
          "propertyOrder" : 41100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "statelessTokensEnabled" : {
          "title" : "Use Client-Side Access & Refresh Tokens",
          "description" : "When enabled, OpenAM issues access and refresh tokens that can be inspected by 
resource servers.",
          "propertyOrder" : 41000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "advancedOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 1,
      "properties" : {
        "updateAccessToken" : {
          "title" : "Access Token",
          "description" : "The access token used to update the client.",
          "propertyOrder" : 25100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "requestUris" : {
          "title" : "Request uris",
          "description" : "Array of request_uri values that are pre-registered by the RP for use at the 
OP.<br><br>The entire Request URI MUST NOT exceed 512 ASCII characters and MUST use either HTTP or HTTPS. 
Otherwise the value will be ignored.",
          "propertyOrder" : 23700,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
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        "refreshTokenGracePeriod" : {
          "title" : "Refresh Token Grace Period (seconds)",
          "description" : "The time in seconds that a refresh token may be replayed to allow a client to 
recover if the response from the original refresh request is not received due to a network problem or other 
transient issue.<br>Only applies to stateful tokens in a one-to-one storage scheme. This value should be kept 
as short as possible, and must not exceed 120 seconds. To deactivate the grace period set the value to -1. If 
this value is set to 0, the Refresh Token Grace Period of the OAuth2 Provider will be used instead.",
          "propertyOrder" : 26150,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "tokenExchangeAuthLevel" : {
          "title" : "Token Exchange Auth Level",
          "description" : "Auth level granted to tokens generated as a result of a Token Exchange, where the 
input token had no original auth_level claim. (e.g. When exchanging ID Token for an Access Token)",
          "propertyOrder" : 10100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "responseTypes" : {
          "title" : "Response Types",
          "description" : "Response types this client will support and use.",
          "propertyOrder" : 23800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : true
            }
          }
        },
        "softwareIdentity" : {
          "title" : "Software Identity",
          "description" : "A unique identifier assigned by the client developer or software publisher to 
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identity the client software.",
          "propertyOrder" : 35400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by the OAuth2 Client. <br> Examples: <br> customproperty=custom-value1 <br> customlist[0]=customlist-value-0 
<br> customlist[1]=customlist-value-1 <br> custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-
value-2",
          "propertyOrder" : 35100,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "sectorIdentifierUri" : {
          "title" : "Sector Identifier URI",
          "description" : "The Host component of this URL is used in the computation of pairwise Subject 
Identifiers.",
          "propertyOrder" : 24300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "mixUpMitigation" : {
          "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
          "description" : "Enables OAuth 2.0 mix-up mitigation on the authorization server side.<br><br>Enable 
this setting only if this OAuth 2.0 client supports the <a href=\"https://tools.ietf.org/html/draft-ietf-
oauth-mix-up-mitigation-01\">OAuth 2.0 Mix-Up Mitigation draft</a>, otherwise AM will fail to validate access 
token requests received from this client.",
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          "propertyOrder" : 26300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "softwareVersion" : {
          "title" : "Software Version",
          "description" : "A version identifier string for the identifier defined in the Software Identity.",
          "propertyOrder" : 35500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "logoUri" : {
          "title" : "Logo URI",
          "description" : "The URI for the client's logo, for use in user-facing UIs such as consent pages and 
application pages.",
          "propertyOrder" : 25350,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "subjectType" : {
          "title" : "Subject Type",
          "description" : "The subject type added to responses for this client. This value must be included in 
\"Subject Type Supported\" in OAuth2 Provider service setting.",
          "propertyOrder" : 24400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
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              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "require_pushed_authorization_requests" : {
          "title" : "Require Pushed Authorization Requests",
          "description" : "If enabled, the client must use the PAR endpoint to initiate authorization 
requests. Note that, even if this value is set to false, the authorization server may be configured to enforce 
PAR for all clients.",
          "propertyOrder" : 35600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "name" : {
          "title" : "Display name",
          "description" : "A client name that may be relevant to the resource owner when considering 
approval.<br><br>The name may be entered as a single string or as pipe separated strings for locale and 
localized name; e.g. \"en|The ExampleCo Intranet\". Locale strings are in the format <code>language + \"_\" + 
country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the locale is omitted, the name is displayed 
to all users having undefined locales. e.g. \"The ExampleCo Intranet\".",
          "propertyOrder" : 23500,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "contacts" : {
          "title" : "Contacts",
          "description" : "Email addresses of users who can administrate this client.",
          "propertyOrder" : 23900,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "tokenEndpointAuthMethod" : {
          "title" : "Token Endpoint Authentication Method",
          "description" : "The authentication method with which a client authenticates to the authorization 
server at the token endpoint. The authentication method applies to OIDC requests with the openid scope.",
          "propertyOrder" : 24000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "descriptions" : {
          "title" : "Display description",
          "description" : "A description of the client or other information that may be relevant to the 
resource owner when considering approval.<br><br>The description may be entered as a single string or as pipe 
separated strings for locale and localized name; e.g. \"en|The company intranet is requesting the following 
access permission\". Locale strings are in the format <code>language + \"_\" + country + \"_\" + variant</
code>, e.g. en, en_GB, en_US_WIN. If the locale is omitted, the description is displayed to all users having 
undefined locales. e.g. \"The company intranet is requesting the following access permission\".",
          "propertyOrder" : 23600,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "policyUri" : {
          "title" : "Privacy Policy URI",
          "description" : "The URI for the client's privacy policy, for use in user-facing consent pages.",
          "propertyOrder" : 25375,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "tosURI" : {
          "title" : "Terms of Service URI",
          "description" : "The URI for the client's terms of service.",
          "propertyOrder" : 25390,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "clientUri" : {
          "title" : "Client URI",
          "description" : "The URI for finding further information about the client from user-facing UIs.",
          "propertyOrder" : 25325,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "grantTypes" : {
          "title" : "Grant Types",
          "description" : "The set of Grant Types (OAuth2 Flows) that are permitted to be used by this 
client.<br><br>If no Grant Types (OAuth2 Flows) are configured then AUTHORIZATION_CODE flow would be permitted 
by default.",
          "propertyOrder" : 23800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : true
            }
          }
        },
        "isConsentImplied" : {
          "title" : "Implied consent",
          "description" : "When enabled, the resource owner will not be asked for consent during authorization 
flows. The OAuth2 Provider must be configured to allow clients to skip consent.",
          "propertyOrder" : 26200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "javascriptOrigins" : {
          "title" : "JavaScript Origins",
          "description" : "",
          "propertyOrder" : 23650,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        }
      }
    },
    "coreOpenIDClientConfig" : {
      "type" : "object",
      "title" : "OpenID Connect",
      "propertyOrder" : 2,
      "properties" : {
        "defaultMaxAgeEnabled" : {
          "title" : "Default Max Age Enabled",
          "description" : "Whether or not the default max age is enforced.",
          "propertyOrder" : 25600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "defaultMaxAge" : {
          "title" : "Default Max Age",
          "description" : "Minimum value 0. Sets the maximum length of time in seconds a session may be active 
after the authorization service has succeeded before the user must actively re-authenticate.",
          "propertyOrder" : 25500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "jwtTokenLifetime" : {
          "title" : "OpenID Connect JWT Token Lifetime (seconds)",
          "description" : "The time in seconds a JWT is valid for. <i>NB</i> If this field is set to zero, JWT 
Token Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 26100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "clientSessionUri" : {
          "title" : "Client Session URI",
          "description" : "This is the URI that will be used to check messages sent to the session management 
endpoints. This URI must match the origin of the message",
          "propertyOrder" : 25200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }

Amster Entity Reference PingAM

2882 Copyright © 2025 Ping Identity Corporation



          }
        },
        "backchannel_logout_uri" : {
          "title" : "Backchannel Logout URL",
          "description" : "RP URL that will cause the RP to log itself out when sent a Logout Token by the OP. 
This URL SHOULD use the https scheme and MAY contain port, path, and query parameter components; however, it 
MAY use the http scheme, provided that the Client Type is confidential, as defined in Section 2.1 of OAuth 2.0 
[RFC6749], and provided the OP allows the use of http RP URIs.",
          "propertyOrder" : 35200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "postLogoutRedirectUri" : {
          "title" : "Post Logout Redirect URIs",
          "description" : "URIs that can be redirected to after the client logout process.",
          "propertyOrder" : 25000,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "backchannel_logout_session_required" : {
          "title" : "Backchannel Logout Session Required",
          "description" : "Boolean value specifying whether the RP requires that a sid (session ID) Claim be 
included in the Logout Token to identify the RP session with the OP when the Backchannel Logout URL is used.",
          "propertyOrder" : 35300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "claims" : {
          "title" : "Claim(s)",
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          "description" : "List of claim name translations, which will override those specified for the AS. 
Claims are values that are presented to the user to inform them what data is being made available to the 
Client.<br><br>Claims may be entered as simple strings or pipe separated strings representing the internal 
claim name, locale, and localized description; e.g. \"name|en|Your full name\". Locale strings are in the 
format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the locale and 
pipe is omitted, the description is displayed to all users having undefined locales. e.g. \"name|Your full 
name\". <i>NB</i> If the description is also omitted, nothing is displayed to all users, e.g. specifying 
\"name|\" would allow the claim \"name\" to be used by the client, but would not display it to the user when 
it was requested.<p>If a value is not given here, the value will be computed from the OAuth 2 Provider 
settings.</p>",
          "propertyOrder" : 23400,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "defaultAcrValues" : {
          "title" : "Default ACR values",
          "description" : "Default requested Authentication Context Class Reference values.<br><br>Array of 
strings that specifies the default acr values that the OP is being requested to use for processing requests 
from this Client, with the values appearing in order of preference. The Authentication Context Class satisfied 
by the authentication performed is returned as the acr Claim Value in the issued ID Token. The acr Claim is 
requested as a Voluntary Claim by this parameter. The acr_values_supported discovery element contains a list 
of the acr values supported by this server. Values specified in the acr_values request parameter or an 
individual acr Claim request override these default values.",
          "propertyOrder" : 25650,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        }
      }
    },
    "signEncOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Signing and Encryption",
      "propertyOrder" : 3,
      "properties" : {
        "publicKeyLocation" : {
          "title" : "Public key selector",
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          "description" : "Select the public key for this client to come from either the jwks_uri, manual jwks 
or X509 field.",
          "propertyOrder" : 25700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "tokenIntrospectionEncryptedResponseAlg" : {
          "title" : "Token introspection response encryption algorithm",
          "description" : "JWE \"alg\" algorithm REQUIRED for encrypting introspection responses. Sets the 
algorithm that will be used to encrypt the Content Encryption Key when the chosen introspection response 
format is 'signed then encrypted'.",
          "propertyOrder" : 27820,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "authorizationResponseEncryptionAlgorithm" : {
          "title" : "Authorization Response JWT Encryption Algorithm",
          "description" : "Algorithm the Authorization Response JWT for this client must be encrypted with.",
          "propertyOrder" : 24803,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "jwkStoreCacheMissCacheTime" : {
          "title" : "JWKs URI content cache miss cache time",
          "description" : "To avoid loading the JWKS URI content for every token signature verification, 
especially when the kid is not in the jwks content already cached, the JWKS content will be cache for a 
minimum period of time. This cache miss cache time defines the minimum of time the JWKS URI content is 
cache.",
          "propertyOrder" : 24120,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "authorizationResponseSigningAlgorithm" : {
          "title" : "Authorization Response JWT Signing Algorithm",
          "description" : "Algorithm the Authorization Response JWT for this client must be signed with.",
          "propertyOrder" : 24801,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "idTokenPublicEncryptionKey" : {
          "title" : "Client ID Token Public Encryption Key",
          "description" : "A Base64 encoded public key for encrypting ID Tokens.",
          "propertyOrder" : 24900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "tokenIntrospectionEncryptedResponseEncryptionAlgorithm" : {
          "title" : "Token introspection encrypted response encryption algorithm",
          "description" : "JWE 'enc' algorithm REQUIRED for encrypting token introspection responses. Sets the 
algorithm that will be used to encrypt the Plaintext of a JWE when the chosen introspection response format is 
'signed then encrypted'.",
          "propertyOrder" : 27830,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
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        },
        "jwkSet" : {
          "title" : "Json Web Key",
          "description" : "Raw JSON Web Key value containing the client's public keys.",
          "propertyOrder" : 24200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "idTokenEncryptionMethod" : {
          "title" : "ID Token Encryption Method",
          "description" : "Encryption method the ID Token for this client must be encrypted with.",
          "propertyOrder" : 24800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "userinfoEncryptedResponseAlg" : {
          "title" : "User info encrypted response algorithm",
          "description" : "JWE algorithm for encrypting UserInfo Responses. If both signing and encryption are 
requested, the response will be signed then encrypted, with the result being a Nested JWT. The default, if 
omitted, is that no encryption is performed.",
          "propertyOrder" : 27300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "jwksUri" : {
          "title" : "Json Web Key URI",
          "description" : "The uri that contains the client's public keys in Json Web Key format.",
          "propertyOrder" : 24100,
          "type" : "object",
          "exampleValue" : "https://{{jwks-www}}/oauth2/{{realm}}/connect/jwk_uri",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "requestParameterEncryptedAlg" : {
          "title" : "Request parameter encryption algorithm",
          "description" : "JWE algorithm for encrypting the request parameter.",
          "propertyOrder" : 27600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "jwksCacheTimeout" : {
          "title" : "JWKs URI content cache timeout in ms",
          "description" : "To avoid loading the JWKS URI content for every token encryption, the JWKS content 
is cached. This timeout defines the maximum of time the JWKS URI content can be cached before being 
refreshed.",
          "propertyOrder" : 24110,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "idTokenEncryptionEnabled" : {
          "title" : "Enable ID Token Encryption",
          "description" : "Select to enable ID token encryption.",
          "propertyOrder" : 24600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
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        "tokenEndpointAuthSigningAlgorithm" : {
          "title" : "Token Endpoint Authentication Signing Algorithm",
          "description" : "The JWS algorithm that MUST be used for signing the JWT used to authenticate the 
Client at the Token Endpointfor the private_key_jwt and client_secret_jwt authentication methods. All Token 
Requests using these authentication methods from this Client MUST be rejected, if the JWT is not signed with 
this algorithm.",
          "propertyOrder" : 24130,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "requestParameterEncryptedEncryptionAlgorithm" : {
          "title" : "Request parameter encryption method",
          "description" : "JWE enc algorithm for encrypting the request parameter.<br><br>AM supports the 
following token encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</
code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, 
<code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for 
integrity.</li></ul>",
          "propertyOrder" : 27700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "mTLSCertificateBoundAccessTokens" : {
          "title" : "Use Certificate-Bound Access Tokens",
          "description" : "Whether access tokens issued to this client should be bound to the X.509 
certificate it uses to authenticate to the token endpoint. If enabled (and the provider supports it) then an 
x5t#S256 confirmation key will be added to all access tokens with the SHA-256 hash of the client's 
certificate.",
          "propertyOrder" : 25507,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "idTokenEncryptionAlgorithm" : {
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          "title" : "ID Token Encryption Algorithm",
          "description" : "Algorithm the ID Token for this client must be encrypted with.",
          "propertyOrder" : 24700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "userinfoSignedResponseAlg" : {
          "title" : "User info signed response algorithm",
          "description" : "JWS algorithm for signing UserInfo Responses. If this is specified, the response 
will be JWT <a href=\"https://tools.ietf.org/html/rfc7519\">JWT</a> serialized, and signed using JWS. The 
default, if omitted, is for the UserInfo Response to return the Claims as a UTF-8 encoded JSON object using 
the application/json content-type.",
          "propertyOrder" : 27200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "authorizationResponseEncryptionMethod" : {
          "title" : "Authorization Response JWT Encryption Method",
          "description" : "Encryption method the Authorization Response JWT for this client must be encrypted 
with.",
          "propertyOrder" : 24804,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "mTLSSubjectDN" : {
          "title" : "mTLS Subject DN",
          "description" : "Expected Subject DN of certificate used for mTLS client certificate authentication. 
Defaults to CN=&lt;client_id&gt;. Only applicable when using CA-signed certificates.",
          "propertyOrder" : 25406,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "clientJwtPublicKey" : {
          "title" : "Client JWT Bearer Public Key",
          "description" : "A Base64 encoded X509 certificate, containing the public key, represented as a 
UTF-8 PEM file, of the key pair for signing the Client Bearer JWT.",
          "propertyOrder" : 25400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "tokenIntrospectionSignedResponseAlg" : {
          "title" : "Token introspection response signing algorithm",
          "description" : "Algorithm used for signing the introspection JWT response.",
          "propertyOrder" : 27810,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "idTokenSignedResponseAlg" : {
          "title" : "ID Token Signing Algorithm",
          "description" : "Algorithm the ID Token for this client must be signed with.",
          "propertyOrder" : 24500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
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        "userinfoEncryptedResponseEncryptionAlgorithm" : {
          "title" : "User info encrypted response encryption algorithm",
          "description" : "JWE enc algorithm for encrypting UserInfo Responses. If userinfo encrypted response 
algorithm is specified, the default for this value is A128CBC-HS256. When user info encrypted response 
encryption is included, user info encrypted response algorithm MUST also be provided.<br><br>AM supports the 
following token encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</
code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, 
<code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for 
integrity.</li></ul>",
          "propertyOrder" : 27400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "requestParameterSignedAlg" : {
          "title" : "Request parameter signing algorithm",
          "description" : "JWS algorithm for signing the request parameter.",
          "propertyOrder" : 27500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "mTLSTrustedCert" : {
          "title" : "mTLS Self-Signed Certificate",
          "description" : "Self-signed PEM-encoded X.509 certificate for mTLS client certificate 
authentication.",
          "propertyOrder" : 25405,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "tokenIntrospectionResponseFormat" : {
          "title" : "Token introspection response format",
          "description" : "The token introspection endpoint offers different output format. see https://
tools.ietf.org/html/draft-ietf-oauth-jwt-introspection-response-03",
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          "propertyOrder" : 27800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "userinfoResponseFormat" : {
          "title" : "User info response format.",
          "description" : "The user info endpoint offers different output format. See http://openid.net/specs/
openid-connect-core-1_0.html#UserInfoResponse",
          "propertyOrder" : 27100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        }
      }
    },
    "coreUmaClientConfig" : {
      "type" : "object",
      "title" : "UMA",
      "propertyOrder" : 4,
      "properties" : {
        "claimsRedirectionUris" : {
          "title" : "Claims Redirection URIs",
          "description" : "Redirection URIs for returning to the client from UMA claims collection. If 
multiple URIs are registered, the client MUST specify the URI that the user should be redirected to following 
approval. May not contain a fragment (#).",
          "propertyOrder" : 23200,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
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        }
      }
    }
  }
}

delete

Usage

am> delete OAuth2Clients --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OAuth2Clients --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth2Clients --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OAuth2Clients --realm Realm --actionName nextdescendents

query

Querying the agents of a specific type

Usage

am> query OAuth2Clients --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OAuth2Clients --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OAuth2Clients --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "coreOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "refreshTokenLifetime" : {
          "title" : "Refresh Token Lifetime (seconds)",
          "description" : "The time in seconds a refresh token is valid for. <i>NB</i> If this field is set to 
zero, Refresh Token Lifetime of the OAuth2 Provider is used instead. If this field is set to -1, the token 
will never expire.",
          "propertyOrder" : 25900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "agentgroup" : {
          "title" : "Group",
          "description" : "Add the client to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
client.",
          "propertyOrder" : 100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientName" : {
          "title" : "Client Name",
          "description" : "This value is a readable name for this client.",
          "propertyOrder" : 25300,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "userpassword" : {
          "title" : "Client secret",
          "description" : "Client secret. Used when the client authenticates to AM.",
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          "propertyOrder" : 23000,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "clientType" : {
          "title" : "Client type",
          "description" : "Type of OAuth 2.0 client. Confidential clients can keep their password secret, and 
are typically web apps or other server-based clients. Public clients run the risk of exposing their password 
to a host or user agent, such as rich browser applications or desktop clients.",
          "propertyOrder" : 23100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "defaultScopes" : {
          "title" : "Default Scope(s)",
          "description" : "Default Scope(s). Scopes automatically given to tokens.<br><br>Default Scopes may 
be entered as simple strings or pipe separated strings representing the internal scope name, locale, and 
localized description; e.g. \"read|en|Permission to view email messages in your account\". Locale strings are 
in the format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the 
locale and pipe is omitted, the description is displayed to all users having undefined locales. e.g. \"read|
Permission to view email messages in your account\". <i>NB</i> If the description is also omitted, nothing is 
displayed to all users, e.g. specifying \"read|\" would allow the scope \"read\" to be used by the client, but 
would not display it to the user when it was requested.",
          "propertyOrder" : 23700,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "loopbackInterfaceRedirection" : {
          "title" : "Allow wildcard ports in redirect URIs",
          "description" : "This flag indicates whether wildcards can be used for port numbers in redirect 
URIs. When this toggle is set to true and a wildcard is used the only allowed combinations of protocols and 
hosts are: http://127.0.0.1, https://127.0.0.1, http://[::1], https://[::1], http://localhost, https://
localhost The wild cards are permitted only for the port values. For example - <code>http://localhost:80*</
code>, <code>http://localhost:80?0/{path}</code>, <code>http://localhost:80[8-9]0/{path}</code>",
          "propertyOrder" : 23150,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "accessTokenLifetime" : {
          "title" : "Access Token Lifetime (seconds)",
          "description" : "The time in seconds an access token is valid for. <i>NB</i> If this field is set to 
zero, Access Token Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 26000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "redirectionUris" : {
          "title" : "Redirection URIs",
          "description" : "Redirection URIs (optional for confidential clients). Complete URIs or URIs 
consisting of protocol + authority + path are registered so that the OAuth 2.0 provider can trust that tokens 
are sent to trusted entities. If multiple URI's are registered, the client MUST specify the URI that the user 
should be redirected to following approval. May not contain a fragment (#).",
          "propertyOrder" : 23200,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "authorizationCodeLifetime" : {
          "title" : "Authorization Code Lifetime (seconds)",
          "description" : "The time in seconds an authorization code is valid for. <i>NB</i> If this field is 
set to zero, Authorization Code Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 25800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "scopes" : {
          "title" : "Scope(s)",
          "description" : "Scope(s). Scopes are strings that are presented to the user for approval and 
included in tokens so that the protected resource may make decisions about what to give access 
to.<br><br>Scopes may be entered as simple strings or pipe separated strings representing the internal scope 
name, locale, and localized description; e.g. \"read|en|Permission to view email messages in your account\". 
Locale strings are in the format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, 
en_US_WIN. If the locale and pipe is omitted, the description is displayed to all users having undefined 
locales. e.g. \"read|Permission to view email messages in your account\". <i>NB</i> If the description is also 
omitted, nothing is displayed to all users, e.g. specifying \"read|\" would allow the scope \"read\" to be 
used by the client, but would not display it to the user when it was requested.",
          "propertyOrder" : 23300,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        }
      }
    },
    "overrideOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "OAuth2 Provider Overrides",
      "propertyOrder" : 5,
      "properties" : {
        "overrideableOIDCClaims" : {
          "title" : "Overrideable Id_Token Claims",
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          "description" : "List of claims in the id_token that may be overrideable in the OIDC Claims Script. 
These should be the subset of the core OpenID Connect Claims like aud or azp.",
          "propertyOrder" : 43300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "oidcClaimsClass" : {
          "title" : "OIDC Claims Plugin Implementation Class",
          "description" : "The plugin that is executed when issuing an ID token or making a request to the 
<i>userinfo</i> endpoint during OpenID requests.<p>The plugin gathers the scopes and populates claims, and has 
access to the access token, the user's identity and, if available, the user's session. <p>This plugin provides 
the custom implementation for the OIDC claims plugin interface: 
<code>org.forgerock.oauth2.core.plugins.OIDCClaimsPlugin</code> <p>This field cannot be empty if the Plugin 
Type of JAVA is selected. Failure to provide a valid implementation of the OIDC claims plugin interface will 
cause OAuth2 flows to fail.",
          "propertyOrder" : 40710,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderClass" : {
          "title" : "Authorize Endpoint Data Provider Plugin Implementation Class",
          "description" : "The plugin that is executed to return additional data from the authorization 
request. <<p>The provided plugin class must implement the scope evaluation plugin interface: 
<code>org.forgerock.oauth2.core.plugins.AuthorizeEndpointDataProvider</code> <p>If this field is empty and the 
Plugin Type of JAVA is selected, the default implementation will be used: 
<code>org.forgerock.oauth2.core.plugins.registry.DefaultEndpointDataProvider</code>",
          "propertyOrder" : 42900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderPluginType" : {
          "title" : "Authorize Endpoint Data Provider Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Authorize Endpoint Data Provider Script 
will be executed and when plugin type is JAVA then the Authorize Endpoint Data Provider Plugin Implementation 
Class will be executed. If the plugin type is PROVIDER the client override is disabled and the plugin 
configured on the OAuth2 Provider is used.",
          "propertyOrder" : 42700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidcClaimsPluginType" : {
          "title" : "OIDC Claims Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the OIDC Claims Script will be executed and 
when plugin type is JAVA then the OIDC Claims Plugin Implementation Class will be executed. If the plugin type 
is PROVIDER the client override is disabled and the plugin configured on the OAuth2 Provider is used.",
          "propertyOrder" : 40690,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "evaluateScopeClass" : {
          "title" : "Scope Evaluation Plugin Implementation Class",
          "description" : "The plugin that is executed when retrieving access token's information. <p>The 
plugin can provide a mechanism to associate scopes with profile attribute values, such as if one of the scopes 
is mail, the resource owner's email address is provided in the information returned. <p>The provided plugin 
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class must implement the scope evaluation plugin interface: 
<code>org.forgerock.oauth2.core.plugins.ScopeEvaluator</code> <p>If this field is empty and the Plugin Type of 
JAVA is selected, the default implementation will be used: 
<code>org.forgerock.oauth2.core.plugins.registry.DefaultScopeEvaluator</code>",
          "propertyOrder" : 42300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "scopesPolicySet" : {
          "title" : "Scopes Policy Set",
          "description" : "The policy set that defines the context in which policy evaluations occur when Use 
Policy Engine for Scope decisions is enabled on the OAuth2 provider. If blank will default to the oauth2Scopes 
policy set.",
          "propertyOrder" : 40310,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "issueRefreshTokenOnRefreshedToken" : {
          "title" : "Issue Refresh Tokens on Refreshing Access Tokens",
          "description" : "Whether to issue a refresh token when refreshing an access token.",
          "propertyOrder" : 40200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderScript" : {
          "title" : "Authorize Endpoint Data Provider Script",
          "description" : "The plugin that is executed to return additional data from the authorization 
request.",
          "propertyOrder" : 42800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopeClass" : {
          "title" : "Scope Validation Plugin Implementation Class",
          "description" : "The plugin that is executed when validating or customising the set of requested 
scopes for authorize, access token, refresh token and back channel authorize requests. <p>The provided plugin 
class must implement the scope validation plugin interface: 
<code>org.forgerock.oauth2.core.plugins.ScopeValidator</code> <p>If this field is empty and the Plugin Type of 
JAVA is selected, the default implementation will be used: 
<code>org.forgerock.oauth2.core.plugins.registry.DefaultScopeValidator</code>",
          "propertyOrder" : 42600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModificationScript" : {
          "title" : "Access Token Modification Script",
          "description" : "The plugin that is executed when issuing an access token. <p>The plugin can change 
the access token's internal data structure to include or exclude particular fields.",
          "propertyOrder" : 40400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopePluginType" : {
          "title" : "Scope Validation Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Scope Validation Script will be executed 
and when plugin type is JAVA then the Scope Validation Plugin Implementation Class will be executed. If the 
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plugin type is PROVIDER the client override is disabled and the plugin configured on the OAuth2 Provider is 
used.",
          "propertyOrder" : 42400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "customLoginUrlTemplate" : {
          "title" : "Custom Login URL Template",
          "description" : "Custom URL for handling login, to override the default OpenAM login 
page.<br><br>Supports Freemarker syntax, with the following variables:<table><tr><th>Variable</
th><th>Description</th></tr><tr><td><code>gotoUrl</code></td><td><p>The URL to redirect to after login.</p></
td></tr><tr><td><code>acrValues</code></td><td><p>The Authentication Context Class Reference (acr) values for 
the authorization request.</p></td></tr><tr><td><code>realm</code></td><td><p>The OpenAM realm the 
authorization request was made on.</p></td></tr><tr><td><code>module</code></td><td><p>The name of the OpenAM 
authentication module requested to perform resource owner authentication.</p></td></tr><tr><td><code>service</
code></td><td><p>The name of the OpenAM authentication chain requested to perform resource owner 
authentication.</p></td></tr><tr><td><code>locale</code></td><td><p>A space-separated list of locales, ordered 
by preference.</p></td></tr></table>The following example template redirects users to a non-OpenAM front end 
to handle login, which will then redirect back to the <code>/oauth2/authorize</code> endpoint with any 
required parameters:<p> <code>http://mylogin.com/login?goto=${goto}&lt;#if acrValues??&gt;&amp;acr_values=$
{acrValues}&lt;&#x2F;#if&gt;&lt;#if realm??&gt;&amp;realm=${realm}&lt;&#x2F;#if&gt;&lt;#if module??
&gt;&amp;module=${module}&lt;&#x2F;#if&gt;&lt;#if service??&gt;&amp;service=${service}&lt;&#x2F;#if&gt;&lt;#if 
locale??&gt;&amp;locale=${locale}&lt;&#x2F;#if&gt;</code><br><b>NOTE</b>: Default OpenAM login page is 
constructed using \"Base URL Source\" service.",
          "propertyOrder" : 40900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "usePolicyEngineForScope" : {
          "title" : "Use Policy Engine for Scope decisions",
          "description" : "With this setting enabled, the policy engine is consulted for each scope value that 
is requested.<br><br>If a policy returns an action of GRANT=true, the scope is consented automatically, and 
the user is not consulted in a user-interaction flow. If a policy returns an action of GRANT=false, the scope 
is not added to any resulting token, and the user will not see it in a user-interaction flow. If no policy 
returns a value for the GRANT action, then if the grant type is user-facing (i.e. authorization or device code 
flows), the user is asked for consent (or saved consent is used), and if the grant type is not user-facing 
(password or client credentials), the scope is not added to any resulting token.",
          "propertyOrder" : 40300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "enableRemoteConsent" : {
          "title" : "Enable Remote Consent",
          "description" : "",
          "propertyOrder" : 41400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "oidcMayActScript" : {
          "title" : "OIDC ID Token May Act Script",
          "description" : "The script that is executed when issuing an OIDC ID Token explicitly to modify the 
<code>may_act</code> claim placed on the token.",
          "propertyOrder" : 40600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidcClaimsScript" : {
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          "title" : "OIDC Claims Script",
          "description" : "The plugin that is executed when issuing an ID token or making a request to the 
<i>userinfo</i> endpoint during OpenID requests.<p>The plugin gathers the scopes and populates claims, and has 
access to the access token, the user's identity and, if available, the user's session.",
          "propertyOrder" : 40700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "evaluateScopeScript" : {
          "title" : "Scope Evaluation Script",
          "description" : "The plugin that is executed when retrieving access token's information. <p>The 
plugin can provide a mechanism to associate scopes with profile attribute values, such as if one of the scopes 
is mail, the resource owner's email address is provided in the information returned.",
          "propertyOrder" : 42200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModifierClass" : {
          "title" : "Access Token Modifier Plugin Implementation Class",
          "description" : "The plugin that is executed when issuing an access token. <p>The plugin can change 
the access token's internal data structure to include or exclude particular fields. <p>This plugin provides 
the custom implementation for the access token modifier plugin interface: 
<code>org.forgerock.oauth2.core.plugins.AccessTokenModifier</code> <p>This field cannot be empty if the Plugin 
Type of JAVA is selected. Failure to provide a valid implementation of the access token modifier plugin 
interface will cause OAuth2 flows to fail.",
          "propertyOrder" : 40410,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "remoteConsentServiceId" : {
          "title" : "Remote Consent Service ID",
          "description" : "The ID of an existing remote consent service agent.",
          "propertyOrder" : 41500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenMayActScript" : {
          "title" : "OAuth2 Access Token May Act Script",
          "description" : "The script that is executed when issuing an access token explicitly to modify the 
<code>may_act</code> claim placed on the token.",
          "propertyOrder" : 40500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopeScript" : {
          "title" : "Scope Validation Script",
          "description" : "The plugin that is executed when validating or customising the set of requested 
scopes for authorize, access token, refresh token and back channel authorize requests.",
          "propertyOrder" : 42500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "useForceAuthnForMaxAge" : {
          "title" : "Use Force Authentication for max_age",
          "description" : "When this setting is <code>false</code> (default)<ul><li>Attempted authorization 
when the max_age has passed will log the existing session out and start a re-authentication</li></ul> 
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<ul><li>Re-authentication triggered by the max_age parameter will create a new session</li></ul> When this 
setting is <code>true</code> <ul><li>Attempted authorization when the max_age has passed will not destroy the 
existing session</li></ul> <ul><li>Re-authentication triggered by the max_age parameter will return the same 
session. The advanced server property org.forgerock.openam.authentication.forceAuth.enabled must be set to 
<code>true</code></li></ul> <p>For security reasons, it is strongly recommended that you leave <code>Use Force 
Authentication for max_age</code> set to the default value (<code>false</code>), so that a new session is 
created when the user re-authenticates.</p>",
          "propertyOrder" : 40850,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "issueRefreshToken" : {
          "title" : "Issue Refresh Tokens",
          "description" : "Whether to issue a refresh token when returning an access token.",
          "propertyOrder" : 40100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientsCanSkipConsent" : {
          "title" : "Allow Clients to Skip Consent",
          "description" : "If enabled, clients may be configured so that the resource owner will not be asked 
for consent during authorization flows.",
          "propertyOrder" : 41300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "evaluateScopePluginType" : {
          "title" : "Scope Evaluation Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Scope Evaluation Script will be executed 
and when plugin type is JAVA then the Scope Evaluation Plugin Implementation Class will be executed. If the 
plugin type is PROVIDER the client override is disabled and the plugin configured on the OAuth2 Provider is 
used.",
          "propertyOrder" : 42100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModificationPluginType" : {
          "title" : "Access Token Modification Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Access Token Modification Script will be 
executed and when plugin type is JAVA then the Access Token Modifier Plugin Implementation Class will be 
executed. If the plugin type is PROVIDER the client override is disabled and the plugin configured on the 
OAuth2 Provider is used.",
          "propertyOrder" : 40390,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "providerOverridesEnabled" : {
          "title" : "Enable OAuth2 Provider Overrides",
          "description" : "Enabling this causes the other config in this section to override the default 
OAuth2 Provider behaviour.",
          "propertyOrder" : 40000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tokenEncryptionEnabled" : {
          "title" : "Encrypt Client-Side Tokens",
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          "description" : "Whether client-side access and refresh tokens should be encrypted.<br><br>Enabling 
token encryption will disable token signing as encryption is performed using direct symmetric encryption.",
          "propertyOrder" : 41100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "statelessTokensEnabled" : {
          "title" : "Use Client-Side Access & Refresh Tokens",
          "description" : "When enabled, OpenAM issues access and refresh tokens that can be inspected by 
resource servers.",
          "propertyOrder" : 41000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "advancedOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 1,
      "properties" : {
        "updateAccessToken" : {
          "title" : "Access Token",
          "description" : "The access token used to update the client.",
          "propertyOrder" : 25100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "requestUris" : {
          "title" : "Request uris",
          "description" : "Array of request_uri values that are pre-registered by the RP for use at the 
OP.<br><br>The entire Request URI MUST NOT exceed 512 ASCII characters and MUST use either HTTP or HTTPS. 
Otherwise the value will be ignored.",
          "propertyOrder" : 23700,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
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        "refreshTokenGracePeriod" : {
          "title" : "Refresh Token Grace Period (seconds)",
          "description" : "The time in seconds that a refresh token may be replayed to allow a client to 
recover if the response from the original refresh request is not received due to a network problem or other 
transient issue.<br>Only applies to stateful tokens in a one-to-one storage scheme. This value should be kept 
as short as possible, and must not exceed 120 seconds. To deactivate the grace period set the value to -1. If 
this value is set to 0, the Refresh Token Grace Period of the OAuth2 Provider will be used instead.",
          "propertyOrder" : 26150,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "tokenExchangeAuthLevel" : {
          "title" : "Token Exchange Auth Level",
          "description" : "Auth level granted to tokens generated as a result of a Token Exchange, where the 
input token had no original auth_level claim. (e.g. When exchanging ID Token for an Access Token)",
          "propertyOrder" : 10100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "responseTypes" : {
          "title" : "Response Types",
          "description" : "Response types this client will support and use.",
          "propertyOrder" : 23800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : true
            }
          }
        },
        "softwareIdentity" : {
          "title" : "Software Identity",
          "description" : "A unique identifier assigned by the client developer or software publisher to 
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identity the client software.",
          "propertyOrder" : 35400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by the OAuth2 Client. <br> Examples: <br> customproperty=custom-value1 <br> customlist[0]=customlist-value-0 
<br> customlist[1]=customlist-value-1 <br> custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-
value-2",
          "propertyOrder" : 35100,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "sectorIdentifierUri" : {
          "title" : "Sector Identifier URI",
          "description" : "The Host component of this URL is used in the computation of pairwise Subject 
Identifiers.",
          "propertyOrder" : 24300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "mixUpMitigation" : {
          "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
          "description" : "Enables OAuth 2.0 mix-up mitigation on the authorization server side.<br><br>Enable 
this setting only if this OAuth 2.0 client supports the <a href=\"https://tools.ietf.org/html/draft-ietf-
oauth-mix-up-mitigation-01\">OAuth 2.0 Mix-Up Mitigation draft</a>, otherwise AM will fail to validate access 
token requests received from this client.",
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          "propertyOrder" : 26300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "softwareVersion" : {
          "title" : "Software Version",
          "description" : "A version identifier string for the identifier defined in the Software Identity.",
          "propertyOrder" : 35500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "logoUri" : {
          "title" : "Logo URI",
          "description" : "The URI for the client's logo, for use in user-facing UIs such as consent pages and 
application pages.",
          "propertyOrder" : 25350,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "subjectType" : {
          "title" : "Subject Type",
          "description" : "The subject type added to responses for this client. This value must be included in 
\"Subject Type Supported\" in OAuth2 Provider service setting.",
          "propertyOrder" : 24400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
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              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "require_pushed_authorization_requests" : {
          "title" : "Require Pushed Authorization Requests",
          "description" : "If enabled, the client must use the PAR endpoint to initiate authorization 
requests. Note that, even if this value is set to false, the authorization server may be configured to enforce 
PAR for all clients.",
          "propertyOrder" : 35600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "name" : {
          "title" : "Display name",
          "description" : "A client name that may be relevant to the resource owner when considering 
approval.<br><br>The name may be entered as a single string or as pipe separated strings for locale and 
localized name; e.g. \"en|The ExampleCo Intranet\". Locale strings are in the format <code>language + \"_\" + 
country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the locale is omitted, the name is displayed 
to all users having undefined locales. e.g. \"The ExampleCo Intranet\".",
          "propertyOrder" : 23500,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "contacts" : {
          "title" : "Contacts",
          "description" : "Email addresses of users who can administrate this client.",
          "propertyOrder" : 23900,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "tokenEndpointAuthMethod" : {
          "title" : "Token Endpoint Authentication Method",
          "description" : "The authentication method with which a client authenticates to the authorization 
server at the token endpoint. The authentication method applies to OIDC requests with the openid scope.",
          "propertyOrder" : 24000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "descriptions" : {
          "title" : "Display description",
          "description" : "A description of the client or other information that may be relevant to the 
resource owner when considering approval.<br><br>The description may be entered as a single string or as pipe 
separated strings for locale and localized name; e.g. \"en|The company intranet is requesting the following 
access permission\". Locale strings are in the format <code>language + \"_\" + country + \"_\" + variant</
code>, e.g. en, en_GB, en_US_WIN. If the locale is omitted, the description is displayed to all users having 
undefined locales. e.g. \"The company intranet is requesting the following access permission\".",
          "propertyOrder" : 23600,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "policyUri" : {
          "title" : "Privacy Policy URI",
          "description" : "The URI for the client's privacy policy, for use in user-facing consent pages.",
          "propertyOrder" : 25375,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "tosURI" : {
          "title" : "Terms of Service URI",
          "description" : "The URI for the client's terms of service.",
          "propertyOrder" : 25390,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "clientUri" : {
          "title" : "Client URI",
          "description" : "The URI for finding further information about the client from user-facing UIs.",
          "propertyOrder" : 25325,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "grantTypes" : {
          "title" : "Grant Types",
          "description" : "The set of Grant Types (OAuth2 Flows) that are permitted to be used by this 
client.<br><br>If no Grant Types (OAuth2 Flows) are configured then AUTHORIZATION_CODE flow would be permitted 
by default.",
          "propertyOrder" : 23800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : true
            }
          }
        },
        "isConsentImplied" : {
          "title" : "Implied consent",
          "description" : "When enabled, the resource owner will not be asked for consent during authorization 
flows. The OAuth2 Provider must be configured to allow clients to skip consent.",
          "propertyOrder" : 26200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "javascriptOrigins" : {
          "title" : "JavaScript Origins",
          "description" : "",
          "propertyOrder" : 23650,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        }
      }
    },
    "coreOpenIDClientConfig" : {
      "type" : "object",
      "title" : "OpenID Connect",
      "propertyOrder" : 2,
      "properties" : {
        "defaultMaxAgeEnabled" : {
          "title" : "Default Max Age Enabled",
          "description" : "Whether or not the default max age is enforced.",
          "propertyOrder" : 25600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "defaultMaxAge" : {
          "title" : "Default Max Age",
          "description" : "Minimum value 0. Sets the maximum length of time in seconds a session may be active 
after the authorization service has succeeded before the user must actively re-authenticate.",
          "propertyOrder" : 25500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "jwtTokenLifetime" : {
          "title" : "OpenID Connect JWT Token Lifetime (seconds)",
          "description" : "The time in seconds a JWT is valid for. <i>NB</i> If this field is set to zero, JWT 
Token Lifetime of the OAuth2 Provider is used instead of.",
          "propertyOrder" : 26100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "clientSessionUri" : {
          "title" : "Client Session URI",
          "description" : "This is the URI that will be used to check messages sent to the session management 
endpoints. This URI must match the origin of the message",
          "propertyOrder" : 25200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
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          }
        },
        "backchannel_logout_uri" : {
          "title" : "Backchannel Logout URL",
          "description" : "RP URL that will cause the RP to log itself out when sent a Logout Token by the OP. 
This URL SHOULD use the https scheme and MAY contain port, path, and query parameter components; however, it 
MAY use the http scheme, provided that the Client Type is confidential, as defined in Section 2.1 of OAuth 2.0 
[RFC6749], and provided the OP allows the use of http RP URIs.",
          "propertyOrder" : 35200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "postLogoutRedirectUri" : {
          "title" : "Post Logout Redirect URIs",
          "description" : "URIs that can be redirected to after the client logout process.",
          "propertyOrder" : 25000,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "backchannel_logout_session_required" : {
          "title" : "Backchannel Logout Session Required",
          "description" : "Boolean value specifying whether the RP requires that a sid (session ID) Claim be 
included in the Logout Token to identify the RP session with the OP when the Backchannel Logout URL is used.",
          "propertyOrder" : 35300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "claims" : {
          "title" : "Claim(s)",

Amster Entity Reference PingAM

2914 Copyright © 2025 Ping Identity Corporation



          "description" : "List of claim name translations, which will override those specified for the AS. 
Claims are values that are presented to the user to inform them what data is being made available to the 
Client.<br><br>Claims may be entered as simple strings or pipe separated strings representing the internal 
claim name, locale, and localized description; e.g. \"name|en|Your full name\". Locale strings are in the 
format <code>language + \"_\" + country + \"_\" + variant</code>, e.g. en, en_GB, en_US_WIN. If the locale and 
pipe is omitted, the description is displayed to all users having undefined locales. e.g. \"name|Your full 
name\". <i>NB</i> If the description is also omitted, nothing is displayed to all users, e.g. specifying 
\"name|\" would allow the claim \"name\" to be used by the client, but would not display it to the user when 
it was requested.<p>If a value is not given here, the value will be computed from the OAuth 2 Provider 
settings.</p>",
          "propertyOrder" : 23400,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "defaultAcrValues" : {
          "title" : "Default ACR values",
          "description" : "Default requested Authentication Context Class Reference values.<br><br>Array of 
strings that specifies the default acr values that the OP is being requested to use for processing requests 
from this Client, with the values appearing in order of preference. The Authentication Context Class satisfied 
by the authentication performed is returned as the acr Claim Value in the issued ID Token. The acr Claim is 
requested as a Voluntary Claim by this parameter. The acr_values_supported discovery element contains a list 
of the acr values supported by this server. Values specified in the acr_values request parameter or an 
individual acr Claim request override these default values.",
          "propertyOrder" : 25650,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        }
      }
    },
    "signEncOAuth2ClientConfig" : {
      "type" : "object",
      "title" : "Signing and Encryption",
      "propertyOrder" : 3,
      "properties" : {
        "publicKeyLocation" : {
          "title" : "Public key selector",
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          "description" : "Select the public key for this client to come from either the jwks_uri, manual jwks 
or X509 field.",
          "propertyOrder" : 25700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "tokenIntrospectionEncryptedResponseAlg" : {
          "title" : "Token introspection response encryption algorithm",
          "description" : "JWE \"alg\" algorithm REQUIRED for encrypting introspection responses. Sets the 
algorithm that will be used to encrypt the Content Encryption Key when the chosen introspection response 
format is 'signed then encrypted'.",
          "propertyOrder" : 27820,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "authorizationResponseEncryptionAlgorithm" : {
          "title" : "Authorization Response JWT Encryption Algorithm",
          "description" : "Algorithm the Authorization Response JWT for this client must be encrypted with.",
          "propertyOrder" : 24803,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "jwkStoreCacheMissCacheTime" : {
          "title" : "JWKs URI content cache miss cache time",
          "description" : "To avoid loading the JWKS URI content for every token signature verification, 
especially when the kid is not in the jwks content already cached, the JWKS content will be cache for a 
minimum period of time. This cache miss cache time defines the minimum of time the JWKS URI content is 
cache.",
          "propertyOrder" : 24120,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "authorizationResponseSigningAlgorithm" : {
          "title" : "Authorization Response JWT Signing Algorithm",
          "description" : "Algorithm the Authorization Response JWT for this client must be signed with.",
          "propertyOrder" : 24801,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "idTokenPublicEncryptionKey" : {
          "title" : "Client ID Token Public Encryption Key",
          "description" : "A Base64 encoded public key for encrypting ID Tokens.",
          "propertyOrder" : 24900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "tokenIntrospectionEncryptedResponseEncryptionAlgorithm" : {
          "title" : "Token introspection encrypted response encryption algorithm",
          "description" : "JWE 'enc' algorithm REQUIRED for encrypting token introspection responses. Sets the 
algorithm that will be used to encrypt the Plaintext of a JWE when the chosen introspection response format is 
'signed then encrypted'.",
          "propertyOrder" : 27830,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
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        },
        "jwkSet" : {
          "title" : "Json Web Key",
          "description" : "Raw JSON Web Key value containing the client's public keys.",
          "propertyOrder" : 24200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "idTokenEncryptionMethod" : {
          "title" : "ID Token Encryption Method",
          "description" : "Encryption method the ID Token for this client must be encrypted with.",
          "propertyOrder" : 24800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "userinfoEncryptedResponseAlg" : {
          "title" : "User info encrypted response algorithm",
          "description" : "JWE algorithm for encrypting UserInfo Responses. If both signing and encryption are 
requested, the response will be signed then encrypted, with the result being a Nested JWT. The default, if 
omitted, is that no encryption is performed.",
          "propertyOrder" : 27300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "jwksUri" : {
          "title" : "Json Web Key URI",
          "description" : "The uri that contains the client's public keys in Json Web Key format.",
          "propertyOrder" : 24100,
          "type" : "object",
          "exampleValue" : "https://{{jwks-www}}/oauth2/{{realm}}/connect/jwk_uri",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "requestParameterEncryptedAlg" : {
          "title" : "Request parameter encryption algorithm",
          "description" : "JWE algorithm for encrypting the request parameter.",
          "propertyOrder" : 27600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "jwksCacheTimeout" : {
          "title" : "JWKs URI content cache timeout in ms",
          "description" : "To avoid loading the JWKS URI content for every token encryption, the JWKS content 
is cached. This timeout defines the maximum of time the JWKS URI content can be cached before being 
refreshed.",
          "propertyOrder" : 24110,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : true
            }
          }
        },
        "idTokenEncryptionEnabled" : {
          "title" : "Enable ID Token Encryption",
          "description" : "Select to enable ID token encryption.",
          "propertyOrder" : 24600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
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        "tokenEndpointAuthSigningAlgorithm" : {
          "title" : "Token Endpoint Authentication Signing Algorithm",
          "description" : "The JWS algorithm that MUST be used for signing the JWT used to authenticate the 
Client at the Token Endpointfor the private_key_jwt and client_secret_jwt authentication methods. All Token 
Requests using these authentication methods from this Client MUST be rejected, if the JWT is not signed with 
this algorithm.",
          "propertyOrder" : 24130,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "requestParameterEncryptedEncryptionAlgorithm" : {
          "title" : "Request parameter encryption method",
          "description" : "JWE enc algorithm for encrypting the request parameter.<br><br>AM supports the 
following token encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</
code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, 
<code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for 
integrity.</li></ul>",
          "propertyOrder" : 27700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "mTLSCertificateBoundAccessTokens" : {
          "title" : "Use Certificate-Bound Access Tokens",
          "description" : "Whether access tokens issued to this client should be bound to the X.509 
certificate it uses to authenticate to the token endpoint. If enabled (and the provider supports it) then an 
x5t#S256 confirmation key will be added to all access tokens with the SHA-256 hash of the client's 
certificate.",
          "propertyOrder" : 25507,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "idTokenEncryptionAlgorithm" : {
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          "title" : "ID Token Encryption Algorithm",
          "description" : "Algorithm the ID Token for this client must be encrypted with.",
          "propertyOrder" : 24700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "userinfoSignedResponseAlg" : {
          "title" : "User info signed response algorithm",
          "description" : "JWS algorithm for signing UserInfo Responses. If this is specified, the response 
will be JWT <a href=\"https://tools.ietf.org/html/rfc7519\">JWT</a> serialized, and signed using JWS. The 
default, if omitted, is for the UserInfo Response to return the Claims as a UTF-8 encoded JSON object using 
the application/json content-type.",
          "propertyOrder" : 27200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "authorizationResponseEncryptionMethod" : {
          "title" : "Authorization Response JWT Encryption Method",
          "description" : "Encryption method the Authorization Response JWT for this client must be encrypted 
with.",
          "propertyOrder" : 24804,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "mTLSSubjectDN" : {
          "title" : "mTLS Subject DN",
          "description" : "Expected Subject DN of certificate used for mTLS client certificate authentication. 
Defaults to CN=&lt;client_id&gt;. Only applicable when using CA-signed certificates.",
          "propertyOrder" : 25406,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "clientJwtPublicKey" : {
          "title" : "Client JWT Bearer Public Key",
          "description" : "A Base64 encoded X509 certificate, containing the public key, represented as a 
UTF-8 PEM file, of the key pair for signing the Client Bearer JWT.",
          "propertyOrder" : 25400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "tokenIntrospectionSignedResponseAlg" : {
          "title" : "Token introspection response signing algorithm",
          "description" : "Algorithm used for signing the introspection JWT response.",
          "propertyOrder" : 27810,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "idTokenSignedResponseAlg" : {
          "title" : "ID Token Signing Algorithm",
          "description" : "Algorithm the ID Token for this client must be signed with.",
          "propertyOrder" : 24500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
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        "userinfoEncryptedResponseEncryptionAlgorithm" : {
          "title" : "User info encrypted response encryption algorithm",
          "description" : "JWE enc algorithm for encrypting UserInfo Responses. If userinfo encrypted response 
algorithm is specified, the default for this value is A128CBC-HS256. When user info encrypted response 
encryption is included, user info encrypted response algorithm MUST also be provided.<br><br>AM supports the 
following token encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</
code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, 
<code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for 
integrity.</li></ul>",
          "propertyOrder" : 27400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "requestParameterSignedAlg" : {
          "title" : "Request parameter signing algorithm",
          "description" : "JWS algorithm for signing the request parameter.",
          "propertyOrder" : 27500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "mTLSTrustedCert" : {
          "title" : "mTLS Self-Signed Certificate",
          "description" : "Self-signed PEM-encoded X.509 certificate for mTLS client certificate 
authentication.",
          "propertyOrder" : 25405,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "tokenIntrospectionResponseFormat" : {
          "title" : "Token introspection response format",
          "description" : "The token introspection endpoint offers different output format. see https://
tools.ietf.org/html/draft-ietf-oauth-jwt-introspection-response-03",
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          "propertyOrder" : 27800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "userinfoResponseFormat" : {
          "title" : "User info response format.",
          "description" : "The user info endpoint offers different output format. See http://openid.net/specs/
openid-connect-core-1_0.html#UserInfoResponse",
          "propertyOrder" : 27100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        }
      }
    },
    "coreUmaClientConfig" : {
      "type" : "object",
      "title" : "UMA",
      "propertyOrder" : 4,
      "properties" : {
        "claimsRedirectionUris" : {
          "title" : "Claims Redirection URIs",
          "description" : "Redirection URIs for returning to the client from UMA claims collection. If 
multiple URIs are registered, the client MUST specify the URI that the user should be redirected to following 
approval. May not contain a fragment (#).",
          "propertyOrder" : 23200,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
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        }
      }
    }
  }
}

OAuth2Module

Realm Operations

Resource path:

/realm-config/authentication/modules/oauth2

Resource version: 1.0

create

Usage

am> create OAuth2Module --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "openidConnectIssuer" : {
      "title" : "Token Issuer",
      "description" : "Required when the 'openid' scope is included. Value must match the iss field in issued 
ID Token<br/>e.g. accounts.google.com<br><br>The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
      "propertyOrder" : 3200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "oauth2EmailAttribute" : {
      "title" : "Email attribute in OAuth2 Response",
      "description" : "Attribute from the OAuth2 response used to send activation code emails.<br><br>The 
attribute in the response from the profile service in the OAuth 2.0 Provider that contains the email address 
of the authenticated user. This address will be used to send an email with an activation code when the 
accounts are allowed to be created dynamically.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "openidConnectContextValue" : {
      "title" : "OpenID Connect validation configuration value",
      "description" : "Required when the 'openid' scope is included. The discovery url, or jwk url, or the 
client_secret, corresponding to the selection above.<br><br>If discovery or jwk url entered, entry must be in 
valid url format, <br/>e.g. https://accounts.google.com/.well-known/openid-configuration<br/><i>NB </i>If 
client_secret entered, entry is ignored and the value of the Client Secret is used.",
      "propertyOrder" : 3100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationEndpointUrl" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "accountMapperConfiguration" : {
      "title" : "Account Mapper Configuration",
      "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration that 
will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data store in 
the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "accountMapperClass" : {
      "title" : "Account Mapper",
      "description" : "Name of the class implementing the attribute mapping for the account 
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search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "createAccount" : {
      "title" : "Create account if it does not exist",
      "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account will be 
created dynamically.<br><br>If this is enabled, the account mapper could create the account dynamically if 
there is no account mapped. Before creating the account, a dialog prompting for a password and asking for an 
activation code can be shown if the parameter \"Prompt for password setting and activation code\" is 
enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The accounts 
need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user profile and 
the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is mapped to an 
anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "mapToAnonymousUser" : {
      "title" : "Map to anonymous user",
      "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "smtpHostPort" : {
      "title" : "SMTP port",
      "description" : "The TCP port that will be used by the SMTP gateway",
      "propertyOrder" : 2400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client Id",
      "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id parameter 
refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 6749</a>, 
section 2.3.1",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "anonymousUserName" : {
      "title" : "Anonymous User",
      "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
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      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "mixUpMitigation" : {
      "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
      "description" : "Enables OAuth 2.0 mix-up mitigation<br><br>The authorization server must support the <a 
href=\"https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1\">OAuth 2.0 Mix-Up 
Mitigation draft</a>, otherwise OpenAM will fail to validate responses from the authorization server. If only 
the OAuth 2.0 protocol is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" 
setting.",
      "propertyOrder" : 3300,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "openidConnectContextType" : {
      "title" : "OpenID Connect validation configuration type",
      "description" : "Required when the 'openid' scope is included. Please select either 1. the issuer 
discovery url, 2. the issuer jwk url, or 3. the client_secret.",
      "propertyOrder" : 3000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "oauth2LogoutServiceUrl" : {
      "title" : "OAuth 2.0 Provider logout service",
      "description" : "The URL of the OAuth Identity Providers Logout service<br><br>OAuth 2.0 Identity 
Providers can have a logout service. If this logout functionality is required then the URL of the Logout 
endpoint should configured here.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userProfileServiceUrl" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL<br><br>This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON objects in 
response",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "logoutBehaviour" : {
      "title" : "Logout options",
      "description" : "Controls how Logout options will be presented to the user.<br><br>The OAuth module has 
the following logout options for the user:<br/><br/><ul><li>Prompt: Prompt the user to logout from the OAuth 
2.0 Provider</li><li>Logout: Logout from the OAuth 2.0 Provider and do not prompt</li><li>Do not logout: Do 
not logout the user from the OAuth 2.0 Provider and do not prompt</li></ul>",
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      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "attributeMappingClasses" : {
      "title" : "Attribute Mapper",
      "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
      "propertyOrder" : 1200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "accessTokenParameterName" : {
      "title" : "OAuth2 Access Token Profile Service Parameter name",
      "description" : "The name of the parameter that will contain the access token value when accessing the 
profile service",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "mailGatewayClass" : {
      "title" : "Mail Server Gateway implementation class",
      "description" : "The class used by the module to send email.<br><br>This class is used by the module to 
send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "promptForPassword" : {
      "title" : "Prompt for password setting and activation code",
      "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "smtpSslEnabled" : {
      "title" : "SMTP SSL Enabled",
      "description" : "Tick this option if the SMTP Server provides SSL",
      "propertyOrder" : 2700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
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    },
    "smtpHostName" : {
      "title" : "SMTP host",
      "description" : "The mail host that will be used by the Email Gateway implementation",
      "propertyOrder" : 2300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "smtpPassword" : {
      "title" : "SMTP User Password",
      "description" : "The Password of the SMTP User Name",
      "propertyOrder" : 2600,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "smtpUsername" : {
      "title" : "SMTP User Name",
      "description" : "If the SMTP Service requires authentication, configure the user name here",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth client_secret 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "attributeMapperConfiguration" : {
      "title" : "Attribute Mapper Configuration",
      "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute configuration 
that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user data store in 
the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "accessTokenEndpointUrl" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "saveAttributesInSession" : {
      "title" : "Save attributes in the session",
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      "description" : "If this option is enabled, the attributes configured in the attribute mapper will be 
saved into the OpenAM session",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "scope" : {
      "title" : "Scope",
      "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/> Default: <code>email, read_stream</code> (Facebook example)",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "smtpFromAddress" : {
      "title" : "SMTP From address",
      "description" : "The email address on behalf of whom the messages will be sent",
      "propertyOrder" : 2800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "accountProviderClass" : {
      "title" : "Account Provider",
      "description" : "Name of the class implementing the account provider.<br><br>This class is used by the 
module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "ssoProxyUrl" : {
      "title" : "Proxy URL",
      "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from the 
default, if an external server is performing the GET to POST proxying. The default is <code>/openam/oauth2c/
OAuthProxy.jsp</code>",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete OAuth2Module --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OAuth2Module --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth2Module --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OAuth2Module --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OAuth2Module --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OAuth2Module --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update OAuth2Module --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "openidConnectIssuer" : {
      "title" : "Token Issuer",
      "description" : "Required when the 'openid' scope is included. Value must match the iss field in issued 
ID Token<br/>e.g. accounts.google.com<br><br>The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
      "propertyOrder" : 3200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "oauth2EmailAttribute" : {
      "title" : "Email attribute in OAuth2 Response",
      "description" : "Attribute from the OAuth2 response used to send activation code emails.<br><br>The 
attribute in the response from the profile service in the OAuth 2.0 Provider that contains the email address 
of the authenticated user. This address will be used to send an email with an activation code when the 
accounts are allowed to be created dynamically.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "openidConnectContextValue" : {
      "title" : "OpenID Connect validation configuration value",
      "description" : "Required when the 'openid' scope is included. The discovery url, or jwk url, or the 
client_secret, corresponding to the selection above.<br><br>If discovery or jwk url entered, entry must be in 
valid url format, <br/>e.g. https://accounts.google.com/.well-known/openid-configuration<br/><i>NB </i>If 
client_secret entered, entry is ignored and the value of the Client Secret is used.",
      "propertyOrder" : 3100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationEndpointUrl" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "accountMapperConfiguration" : {
      "title" : "Account Mapper Configuration",
      "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration that 
will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data store in 
the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "accountMapperClass" : {
      "title" : "Account Mapper",
      "description" : "Name of the class implementing the attribute mapping for the account 
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search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "createAccount" : {
      "title" : "Create account if it does not exist",
      "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account will be 
created dynamically.<br><br>If this is enabled, the account mapper could create the account dynamically if 
there is no account mapped. Before creating the account, a dialog prompting for a password and asking for an 
activation code can be shown if the parameter \"Prompt for password setting and activation code\" is 
enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The accounts 
need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user profile and 
the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is mapped to an 
anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "mapToAnonymousUser" : {
      "title" : "Map to anonymous user",
      "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "smtpHostPort" : {
      "title" : "SMTP port",
      "description" : "The TCP port that will be used by the SMTP gateway",
      "propertyOrder" : 2400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client Id",
      "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id parameter 
refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 6749</a>, 
section 2.3.1",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "anonymousUserName" : {
      "title" : "Anonymous User",
      "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
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      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "mixUpMitigation" : {
      "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
      "description" : "Enables OAuth 2.0 mix-up mitigation<br><br>The authorization server must support the <a 
href=\"https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1\">OAuth 2.0 Mix-Up 
Mitigation draft</a>, otherwise OpenAM will fail to validate responses from the authorization server. If only 
the OAuth 2.0 protocol is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" 
setting.",
      "propertyOrder" : 3300,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "openidConnectContextType" : {
      "title" : "OpenID Connect validation configuration type",
      "description" : "Required when the 'openid' scope is included. Please select either 1. the issuer 
discovery url, 2. the issuer jwk url, or 3. the client_secret.",
      "propertyOrder" : 3000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "oauth2LogoutServiceUrl" : {
      "title" : "OAuth 2.0 Provider logout service",
      "description" : "The URL of the OAuth Identity Providers Logout service<br><br>OAuth 2.0 Identity 
Providers can have a logout service. If this logout functionality is required then the URL of the Logout 
endpoint should configured here.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userProfileServiceUrl" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL<br><br>This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON objects in 
response",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "logoutBehaviour" : {
      "title" : "Logout options",
      "description" : "Controls how Logout options will be presented to the user.<br><br>The OAuth module has 
the following logout options for the user:<br/><br/><ul><li>Prompt: Prompt the user to logout from the OAuth 
2.0 Provider</li><li>Logout: Logout from the OAuth 2.0 Provider and do not prompt</li><li>Do not logout: Do 
not logout the user from the OAuth 2.0 Provider and do not prompt</li></ul>",
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      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "attributeMappingClasses" : {
      "title" : "Attribute Mapper",
      "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
      "propertyOrder" : 1200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "accessTokenParameterName" : {
      "title" : "OAuth2 Access Token Profile Service Parameter name",
      "description" : "The name of the parameter that will contain the access token value when accessing the 
profile service",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "mailGatewayClass" : {
      "title" : "Mail Server Gateway implementation class",
      "description" : "The class used by the module to send email.<br><br>This class is used by the module to 
send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "promptForPassword" : {
      "title" : "Prompt for password setting and activation code",
      "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "smtpSslEnabled" : {
      "title" : "SMTP SSL Enabled",
      "description" : "Tick this option if the SMTP Server provides SSL",
      "propertyOrder" : 2700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
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    },
    "smtpHostName" : {
      "title" : "SMTP host",
      "description" : "The mail host that will be used by the Email Gateway implementation",
      "propertyOrder" : 2300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "smtpPassword" : {
      "title" : "SMTP User Password",
      "description" : "The Password of the SMTP User Name",
      "propertyOrder" : 2600,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "smtpUsername" : {
      "title" : "SMTP User Name",
      "description" : "If the SMTP Service requires authentication, configure the user name here",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth client_secret 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "attributeMapperConfiguration" : {
      "title" : "Attribute Mapper Configuration",
      "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute configuration 
that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user data store in 
the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1300,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "accessTokenEndpointUrl" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "saveAttributesInSession" : {
      "title" : "Save attributes in the session",
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      "description" : "If this option is enabled, the attributes configured in the attribute mapper will be 
saved into the OpenAM session",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "scope" : {
      "title" : "Scope",
      "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/> Default: <code>email, read_stream</code> (Facebook example)",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "smtpFromAddress" : {
      "title" : "SMTP From address",
      "description" : "The email address on behalf of whom the messages will be sent",
      "propertyOrder" : 2800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "accountProviderClass" : {
      "title" : "Account Provider",
      "description" : "Name of the class implementing the account provider.<br><br>This class is used by the 
module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "ssoProxyUrl" : {
      "title" : "Proxy URL",
      "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from the 
default, if an external server is performing the GET to POST proxying. The default is <code>/openam/oauth2c/
OAuthProxy.jsp</code>",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/oauth2
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Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OAuth2Module --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth2Module --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OAuth2Module --global --actionName nextdescendents

read

Usage

am> read OAuth2Module --global

update

Usage

am> update OAuth2Module --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationEndpointUrl" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 2900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "logoutBehaviour" : {
          "title" : "Logout options",
          "description" : "Controls how Logout options will be presented to the user.<br><br>The OAuth module 
has the following logout options for the user:<br/><br/><ul><li>Prompt: Prompt the user to logout from the 
OAuth 2.0 Provider</li><li>Logout: Logout from the OAuth 2.0 Provider and do not prompt</li><li>Do not logout: 
Do not logout the user from the OAuth 2.0 Provider and do not prompt</li></ul>",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mixUpMitigation" : {
          "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
          "description" : "Enables OAuth 2.0 mix-up mitigation<br><br>The authorization server must support 
the <a href=\"https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1\">OAuth 2.0 Mix-Up 
Mitigation draft</a>, otherwise OpenAM will fail to validate responses from the authorization server. If only 
the OAuth 2.0 protocol is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" 
setting.",
          "propertyOrder" : 3300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userProfileServiceUrl" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
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objects in response",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oauth2LogoutServiceUrl" : {
          "title" : "OAuth 2.0 Provider logout service",
          "description" : "The URL of the OAuth Identity Providers Logout service<br><br>OAuth 2.0 Identity 
Providers can have a logout service. If this logout functionality is required then the URL of the Logout 
endpoint should configured here.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenEndpointUrl" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "promptForPassword" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "smtpHostName" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 2300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
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          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/> Default: <code>email, read_stream</code> (Facebook example)",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 2600,
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          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "openidConnectContextType" : {
          "title" : "OpenID Connect validation configuration type",
          "description" : "Required when the 'openid' scope is included. Please select either 1. the issuer 
discovery url, 2. the issuer jwk url, or 3. the client_secret.",
          "propertyOrder" : 3000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openidConnectIssuer" : {
          "title" : "Token Issuer",
          "description" : "Required when the 'openid' scope is included. Value must match the iss field in 
issued ID Token<br/>e.g. accounts.google.com<br><br>The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
          "propertyOrder" : 3200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "openidConnectContextValue" : {
          "title" : "OpenID Connect validation configuration value",
          "description" : "Required when the 'openid' scope is included. The discovery url, or jwk url, or the 
client_secret, corresponding to the selection above.<br><br>If discovery or jwk url entered, entry must be in 
valid url format, <br/>e.g. https://accounts.google.com/.well-known/openid-configuration<br/><i>NB </i>If 
client_secret entered, entry is ignored and the value of the Client Secret is used.",
          "propertyOrder" : 3100,
          "required" : true,

Amster Entity Reference PingAM

2944 Copyright © 2025 Ping Identity Corporation



          "type" : "string",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenParameterName" : {
          "title" : "OAuth2 Access Token Profile Service Parameter name",
          "description" : "The name of the parameter that will contain the access token value when accessing 
the profile service",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mailGatewayClass" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oauth2EmailAttribute" : {
          "title" : "Email attribute in OAuth2 Response",
          "description" : "Attribute from the OAuth2 response used to send activation code emails.<br><br>The 
attribute in the response from the profile service in the OAuth 2.0 Provider that contains the email address 
of the authenticated user. This address will be used to send an email with an activation code when the 
accounts are allowed to be created dynamically.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "smtpHostPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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OAuth2Provider

Realm Operations

Resource path:

/realm-config/services/oauth-oidc

Resource version: 1.0

create

Usage

am> create OAuth2Provider --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "coreOAuth2Config" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "statelessTokensEnabled" : {
          "title" : "Use Client-Side Access & Refresh Tokens",
          "description" : "When enabled, OpenAM issues access and refresh tokens that can be inspected by 
resource servers.",
          "propertyOrder" : 3,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accessTokenLifetime" : {
          "title" : "Access Token Lifetime (seconds)",
          "description" : "The time an access token is valid for, in seconds. Note that if you set the value 
to <code>0</code>, the access token will not be valid. A maximum lifetime of 600 seconds is recommended.",
          "propertyOrder" : 30,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "oidcMayActScript" : {
          "title" : "OIDC ID Token May Act Script",
          "description" : "The script that is executed when issuing an OIDC ID Token explicitly to modify the 
<code>may_act</code> claim placed on the token.",
          "propertyOrder" : 79,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "refreshTokenLifetime" : {
          "title" : "Refresh Token Lifetime (seconds)",
          "description" : "The time in seconds a refresh token is valid for. If this field is set to 
<code>-1</code>, the refresh token will never expire.",
          "propertyOrder" : 20,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "codeLifetime" : {
          "title" : "Authorization Code Lifetime (seconds)",
          "description" : "The time an authorization code is valid for, in seconds.",
          "propertyOrder" : 10,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "macaroonTokensEnabled" : {
          "title" : "Use Macaroon Access and Refresh Tokens",
          "description" : "When enabled, AM will issue access and refresh tokens as Macaroons with caveats.",
          "propertyOrder" : 6,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
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        "issueRefreshToken" : {
          "title" : "Issue Refresh Tokens",
          "description" : "Whether to issue a refresh token when returning an access token.",
          "propertyOrder" : 40,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "issueRefreshTokenOnRefreshedToken" : {
          "title" : "Issue Refresh Tokens on Refreshing Access Tokens",
          "description" : "Whether to issue a refresh token when refreshing an access token.",
          "propertyOrder" : 50,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "usePolicyEngineForScope" : {
          "title" : "Use Policy Engine for Scope decisions",
          "description" : "With this setting enabled, the policy engine is consulted for each scope value that 
is requested.<br><br>If a policy returns an action of GRANT=true, the scope is consented automatically, and 
the user is not consulted in a user-interaction flow. If a policy returns an action of GRANT=false, the scope 
is not added to any resulting token, and the user will not see it in a user-interaction flow. If no policy 
returns a value for the GRANT action, then if the grant type is user-facing (i.e. authorization or device code 
flows), the user is asked for consent (or saved consent is used), and if the grant type is not user-facing 
(password or client credentials), the scope is not added to any resulting token.",
          "propertyOrder" : 55,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accessTokenMayActScript" : {
          "title" : "OAuth2 Access Token May Act Script",
          "description" : "The script that is executed when issuing an access token explicitly to modify the 
<code>may_act</code> claim placed on the token.",
          "propertyOrder" : 78,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scopesPolicySet" : {
          "title" : "Scopes Policy Set",
          "description" : "The policy set that defines the context in which policy evaluations occur when Use 
Policy Engine for Scope decisions is enabled on the OAuth2 provider. If blank will default to the oauth2Scopes 
policy set.",
          "propertyOrder" : 58,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "advancedOAuth2Config" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 1,
      "properties" : {
        "codeVerifierEnforced" : {
          "title" : "Code Verifier Parameter Required",
          "description" : "If enabled, requests using the authorization code grant and device code grant 
require a <code>code_challenge</code> attribute.<br><br>For more information, read the <a href=\"https://
tools.ietf.org/html/rfc7636\">specification for this feature</a>.",
          "propertyOrder" : 270,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "modifiedTimestampAttribute" : {
          "title" : "Modified Timestamp Attribute Name",
          "description" : "The identity Data Store attribute used to return modified timestamp values.<p>This 
attribute is paired together with the <em>Created Timestamp Attribute Name</em> attribute 
(<code>createdTimestampAttribute</code>). You can leave both attributes unset (default) or set them both. If 
you set only one attribute and leave the other blank, the access token fails with a 500 error.<p>For example, 
when you configure AM as an OpenID Connect Provider in a Mobile Connect application and use DS as an identity 
data store, the client accesses the <code>userinfo</code> endpoint to obtain the <code>updated_at</code> claim 
value in the ID token. The <code>updated_at</code> claim obtains its value from the 
<code>modifiedTimestampAttribute</code> attribute in the user profile. If the profile has never been modified 
the <code>updated_at</code> claim uses the <code>createdTimestampAttribute</code> attribute. ",
          "propertyOrder" : 340,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "requestObjectProcessing" : {
          "title" : "Request Object Processing Specification",
          "description" : "The specification that should be used to validate request objects.<p><p>Adherence 
to OIDC means:<ul><li>Request objects MAY be unsigned</li><li>Authorization request parameters are assembled 
from Request Object and form/query parameters. If the same parameter exists both in the Request Object and the 
OAuth Authorization Request parameters, the parameter in the Request Object is used.</
li><li><code>response_type</code> parameter should be specified outside of the request object</
li><li><code>scope</code> parameter including <code>openid</code> should  be specified outside of the request 
object</li></ul></ul><p><p>Adherence to JAR means:<ul><li>Request objects MUST be signed or signed and 
encrypted</li><li>Only <code>client_id</code> and one of <code>request</code> or <code>request_uri</code> need 
be present in authorization request</li><li>Authorization request parameters are assembled from Request Object 
only, even if the same parameter is provided as a query/form parameter</li><li>The client ID values in the 
<code>client_id</code> request parameter and in the Request Object <code>client_id</code> claim MUST be 
identical.</li></ul><p><p>Note that this config value is only used in cases where the rules to apply cannot be 
determined based on the incoming request alone. For example, OAuth2 requests that supply a request object but 
are non-OIDC (determined by presence of <code>openid</code> <code>scope</code> and/or <code>id_token</code> 
<code>response_type</code>) will always be processed according to JAR, independent of this config value. 
Similarly, JAR rules are always applied to PAR endpoint requests.",
          "propertyOrder" : 1050,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tlsClientCertificateHeaderFormat" : {
          "title" : "TLS Client Certificate Header Format",
          "description" : "Format of the HTTP header used to communicate a client certificate from a reverse 
proxy.<br><br>The following formats are supported:<ul><li><code>URLENCODED_PEM</code> - a URL-encoded PEM 
format certificate. This is the format used by Nginx.</li><li><code>X_FORWARDED_CLIENT_CERT</code> - the <a 
target=\"_blank\" href=\"https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_conn_man/
headers#config-http-conn-man-headers-x-forwarded-client-cert\">X-Forwarded-Client-Cert</a>format used by Envoy 
and Istio.</li></ul>",
          "propertyOrder" : 605,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "hashSalt" : {
          "title" : "Subject Identifier Hash Salt",
          "description" : "If <i>pairwise</i> subject types are supported, it is <em>STRONGLY RECOMMENDED</em> 
to change this value. It is used in the salting of hashes for returning specific <code>sub</code> claims to 
individuals using the same <code>request_uri</code> or <code>sector_identifier_uri</code>.",
          "propertyOrder" : 260,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenExchangeClasses" : {
          "title" : "Token Exchanger Plugins",
          "description" : "List of plugins that handle the valid <code>requested_token_type</code> 
values.<br><br>When using the Token Exchange grant type, these handlers will be used to convert the provided 
<code>subject_token</code> and <code>actor_token</code> into the appropriate impersonation or delegation 
tokens for use with downstream services.",
          "propertyOrder" : 95,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "allowedAudienceValues" : {
          "title" : "Additional Audience Values",
          "description" : "The additional audience values that will be permitted when verifying Client 
Authentication JWTs.<br><br>These audience values will be in addition to the AS base, issuer and endpoint 
URIs.",
          "propertyOrder" : 91,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "tokenEncryptionEnabled" : {
          "title" : "Encrypt Client-Side Tokens",
          "description" : "Whether client-side access and refresh tokens should be encrypted.<br><br>Enabling 
token encryption will disable token signing as encryption is performed using direct symmetric encryption.",
          "propertyOrder" : 242,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tokenSigningAlgorithm" : {
          "title" : "OAuth2 Token Signing Algorithm",
          "description" : "Algorithm used to sign client-side OAuth 2.0 tokens in order to detect 
tampering.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li></ul>",
          "propertyOrder" : 220,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "maxDifferenceBetweenRequestObjectNbfAndExp" : {
          "title" : "Max nbf and exp difference",
          "description" : "The maximum permitted difference (in minutes) between Request Object nbf and exp 
claims. <p> A value of 0 indicates that there is no maximum time requirement.",
          "propertyOrder" : 1030,
          "required" : true,
          "type" : "integer",
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          "exampleValue" : ""
        },
        "supportedSubjectTypes" : {
          "title" : "Subject Types supported",
          "description" : "List of subject types supported. Valid values are:<ul><li><code>public</code> - 
Each client receives the same subject (<code>sub</code>) value.</li><li><code>pairwise</code> - Each client 
receives a different subject (<code>sub</code>) value, to prevent correlation between clients.</li></ul>",
          "propertyOrder" : 150,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "customLoginUrlTemplate" : {
          "title" : "Custom Login URL Template",
          "description" : "Custom URL for handling login, to override the default OpenAM login 
page.<br><br>Supports Freemarker syntax, with the following variables:<table><tr><th>Variable</
th><th>Description</th></tr><tr><td><code>gotoUrl</code></td><td><p>The URL to redirect to after login.</p></
td></tr><tr><td><code>acrValues</code></td><td><p>The Authentication Context Class Reference (acr) values for 
the authorization request.</p></td></tr><tr><td><code>realm</code></td><td><p>The OpenAM realm the 
authorization request was made on.</p></td></tr><tr><td><code>module</code></td><td><p>The name of the OpenAM 
authentication module requested to perform resource owner authentication.</p></td></tr><tr><td><code>service</
code></td><td><p>The name of the OpenAM authentication chain requested to perform resource owner 
authentication.</p></td></tr><tr><td><code>locale</code></td><td><p>A space-separated list of locales, ordered 
by preference.</p></td></tr></table>The following example template redirects users to a non-OpenAM front end 
to handle login, which will then redirect back to the <code>/oauth2/authorize</code> endpoint with any 
required parameters:<p> <code>http://mylogin.com/login?goto=${goto}&lt;#if acrValues??&gt;&amp;acr_values=$
{acrValues}&lt;&#x2F;#if&gt;&lt;#if realm??&gt;&amp;realm=${realm}&lt;&#x2F;#if&gt;&lt;#if module??
&gt;&amp;module=${module}&lt;&#x2F;#if&gt;&lt;#if service??&gt;&amp;service=${service}&lt;&#x2F;#if&gt;&lt;#if 
locale??&gt;&amp;locale=${locale}&lt;&#x2F;#if&gt;</code><br><b>NOTE</b>: Default OpenAM login page is 
constructed using \"Base URL Source\" service.",
          "propertyOrder" : 60,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationAttributes" : {
          "title" : "User Profile Attribute(s) the Resource Owner is Authenticated On",
          "description" : "Names of profile attributes that resource owners use to log in. You can add others 
to the default, for example <code>mail</code>.",
          "propertyOrder" : 100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "moduleMessageEnabledInPasswordGrant" : {
          "title" : "Enable Auth Module Messages for Password Credentials Grant",
          "description" : "If enabled, authentication module failure messages are used to create Resource 
Owner Password Credentials Grant failure messages. If disabled, a standard authentication failed message is 
used.<br><br>The Password Grant Type requires the <code>grant_type=password</code> parameter.",
          "propertyOrder" : 440,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "allowClientCredentialsInTokenRequestQueryParameters" : {
          "title" : "Allow Client Credentials in Token Endpoint Query Parameters",
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          "description" : "When this setting is true, client credentials may be included in token endpoint 
requests as query parameters.The recommended and default value for this setting is to disallow this 
behaviour.",
          "propertyOrder" : 1430,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "passwordGrantAuthService" : {
          "title" : "Password Grant Authentication Service",
          "description" : "The authentication service (chain or tree) that will be used to authenticate the 
username and password for the resource owner password credentials grant type.",
          "propertyOrder" : 430,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "grantTypes" : {
          "title" : "Grant Types",
          "description" : "The set of Grant Types (OAuth2 Flows) that are permitted to be used by this 
client.<br><br>If no Grant Types (OAuth2 Flows) are configured nothing will be permitted.",
          "propertyOrder" : 560,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "tokenValidatorClasses" : {
          "title" : "Token Validator Plugins",
          "description" : "List of plugins that validate <code>subject_token</code> and <code>actor_token</
code> values.<br><br>When using the Token Exchange grant type, these handlers will be used to convert the 
validate <code>subject_token</code> and <code>actor_token</code> values to ensure they meet the required 
criteria to be exchanged.",
          "propertyOrder" : 96,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "parRequestUriLifetime" : {
          "title" : "PAR Request URI Lifetime (seconds)",
          "description" : "The amount of time the PAR Request URI is valid for.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "nbfClaimRequiredInRequestObject" : {
          "title" : "Require nbf claim in Request Object",
          "description" : "Enforce presence of nbf claim in Request Object.",
          "propertyOrder" : 1020,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "refreshTokenGracePeriod" : {
          "title" : "Refresh Token Grace Period (seconds)",
          "description" : "The time in seconds that a refresh token may be replayed to allow a client to 
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recover if the response from the original refresh request is not received due to a network problem or other 
transient issue.<br>Only applies to stateful tokens in a one-to-one storage scheme. This value should be kept 
as short as possible, and must not exceed 120 seconds. To deactivate the grace period set the value to 0.",
          "propertyOrder" : 1420,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "includeSubnameInTokenClaims" : {
          "title" : "Include subname claim in tokens issued by the OAuth2 Provider",
          "description" : "When this setting is true, Access and ID Tokens issued will contain a claim 
\"subname\" with a value equal to the name of the token's subject.",
          "propertyOrder" : 1440,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tlsClientCertificateTrustedHeader" : {
          "title" : "Trusted TLS Client Certificate Header",
          "description" : "HTTP Header to receive TLS client certificates when TLS is terminated at a 
proxy.<br><br>Leave blank if not terminating TLS at a proxy. Ensure that the proxy is configured to strip this 
headerfrom incoming requests. Best practice is to use a random string.",
          "propertyOrder" : 600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "tlsCertificateBoundAccessTokensEnabled" : {
          "title" : "Support TLS Certificate-Bound Access Tokens",
          "description" : "Whether to bind access tokens to the client certificate when using TLS client 
certificate authentication.",
          "propertyOrder" : 610,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tlsCertificateRevocationCheckingEnabled" : {
          "title" : "Check TLS Certificate Revocation Status",
          "description" : "Whether to check if TLS client certificates have been revoked.<br><br>If enabled 
then AM will check if TLS client certificates used for client authentication have been revoked using either 
OCSP (preferred) or CRL. AM implements \"soft fail\" semantics: if the revocation status cannot be established 
due to a temporary error (e.g., network error) then the certificate is assumed to still be valid.",
          "propertyOrder" : 615,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "persistentClaims" : {
          "title" : "Persistent Claims",
          "description" : "Set of custom claims which can be persisted between token refreshes. This list 
should not include the RFC 123 OAuth2 specification defined list of claims.",
          "propertyOrder" : 85,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "tokenCompressionEnabled" : {
          "title" : "Client-Side Token Compression",
          "description" : "Whether client-side access and refresh tokens should be compressed.",
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          "propertyOrder" : 223,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "maxAgeOfRequestObjectNbfClaim" : {
          "title" : "Max nbf age",
          "description" : "The maximum permitted age (in minutes) of Request Object nbf claim. <p> A value of 
0 indicates that there is no maximum time requirement.",
          "propertyOrder" : 1040,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "requirePushedAuthorizationRequests" : {
          "title" : "Require Pushed Authorization Requests",
          "description" : "If enabled, clients must use the PAR endpoint to initiate authorization requests. 
This applies to all clients, including clients where require_pushed_authorization_requests is false.",
          "propertyOrder" : 1410,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "responseTypeClasses" : {
          "title" : "Response Type Plugins",
          "description" : "List of plugins that handle the valid <code>response_type</code> 
values.<br><br>OAuth 2.0 clients pass response types as parameters to the OAuth 2.0 Authorization endpoint 
(<code>/oauth2/authorize</code>) to indicate which grant type is requested from the provider. For example, the 
client passes <code>code</code> when requesting an authorization code, and <code>token</code> when requesting 
an access token.<p><p>Values in this list take the form <code>response-type|plugin-class-name</code>.",
          "propertyOrder" : 90,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "createdTimestampAttribute" : {
          "title" : "Created Timestamp Attribute Name",
          "description" : "The identity Data Store attribute used to return created timestamp values.",
          "propertyOrder" : 350,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "supportedScopes" : {
          "title" : "Client Registration Scope Allowlist",
          "description" : "The set of scopes allowed when registering clients dynamically, with 
translations.<br><br><p>Scopes may be entered as simple strings or pipe-separated strings representing the 
internal scope name, locale, and localized description.</p><p>For example: <code>read|en|Permission to view 
email messages in your account</code></p><p>Locale strings are in the format: <code>language_country_variant</
code>, for example <code>en</code>, <code>en_GB</code>, or <code>en_US_WIN</code>.</p><p>If the locale and 
pipe is omitted, the description is displayed to all users that have undefined locales.</p><p>If the 
description is also omitted, nothing is displayed on the consent page for the scope. For example specifying 
<code>read|</code> would allow the scope read to be used by the client, but would not display it to the user 
on the consent page when requested.</p>",
          "propertyOrder" : 130,
          "required" : true,
          "items" : {
            "type" : "string"
          },

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 2955



          "type" : "array",
          "exampleValue" : ""
        },
        "defaultScopes" : {
          "title" : "Default Client Scopes",
          "description" : "List of scopes a client will be granted if they request registration without 
specifying which scopes they want. Default scopes are NOT auto-granted to clients created through the OpenAM 
console.",
          "propertyOrder" : 200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "tlsOcspResponderCert" : {
          "title" : "OCSP Responder Certificate",
          "description" : "PEM-encoded certificate to use to verify OCSP responses.<br><br>If specified this 
certificate will be used to verify the signature on all OCSP responses. Otherwise the appropriate certificate 
will be determined from the trusted CA certificates.",
          "propertyOrder" : 617,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "displayNameAttribute" : {
          "title" : "User Display Name attribute",
          "description" : "The profile attribute that contains the name to be displayed for the user on the 
consent page.",
          "propertyOrder" : 120,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tlsOcspResponderUri" : {
          "title" : "OCSP Responder URI",
          "description" : "URI of the OCSP responder service to use for checking certificate revocation 
status.<br><br>If specified this value overrides any OCSP or CRL mechanisms specified in individual 
certificates.",
          "propertyOrder" : 616,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "expClaimRequiredInRequestObject" : {
          "title" : "Require exp claim in Request Object",
          "description" : "Enforce presence of exp claim in Request Object.",
          "propertyOrder" : 1010,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "macaroonTokenFormat" : {
          "title" : "Macaroon Token Format",
          "description" : "The format to use when serializing and parsing Macaroons. V1 is bulky and should 
only be used when compatibility with older Macaroon libraries is required.",
          "propertyOrder" : 620,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
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      }
    },
    "advancedOIDCConfig" : {
      "type" : "object",
      "title" : "Advanced OpenID Connect",
      "propertyOrder" : 4,
      "properties" : {
        "loaMapping" : {
          "title" : "OpenID Connect acr_values to Auth Chain Mapping",
          "description" : "Maps OpenID Connect ACR values to authentication chains. For more details, see the 
<a href=\"http://openid.net/specs/openid-connect-core-1_0.html#AuthRequest\" target=\"_blank\">acr_values 
parameter</a> in the OpenID Connect authentication request specification.",
          "propertyOrder" : 310,
          "required" : false,
          "patternProperties" : {
            ".*" : { }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "supportedUserInfoEncryptionEnc" : {
          "title" : "UserInfo Encryption Methods Supported",
          "description" : "Encryption methods supported by the UserInfo endpoint.<br><br>OpenAM supports the 
following UserInfo endpoint encryption methods:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and 
<code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-
HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with 
HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 458,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedRequestParameterSigningAlgorithms" : {
          "title" : "Request Parameter Signing Algorithms Supported",
          "description" : "Algorithms supported to verify signature of Request parameterOpenAM supports 
signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>HS256</code> - 
HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</li><li><code>HS512</code> - HMAC with 
SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</
li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.</li><li><code>ES512</
code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</li><li><code>RS256</code> - RSASSA-PKCS-
v1_5 using SHA-256.</li></ul>",
          "propertyOrder" : 441,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedRequestParameterEncryptionAlgorithms" : {
          "title" : "Request Parameter Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported to decrypt Request parameter.<br><br>OpenAM 
supports the following ID token encryption algorithms:<ul><li><code>RSA-OAEP</code> - RSA with Optimal 
Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP 
with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the 
client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</li><li><code>A256KW</code> - AES 
Key Wrapping with 256-bit key derived from the client secret.</li><li><code>dir</code> - Direct encryption 
with AES using the hashed client secret.</li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key 
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derived from the client secret.</li></ul>",
          "propertyOrder" : 442,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedTokenIntrospectionResponseSigningAlgorithms" : {
          "title" : "Token Introspection Response Signing Algorithms Supported",
          "description" : "Algorithms that are supported for signing the Token Introspection endpoint JWT 
response.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li><li><code>RS384</code> - RSASSA-PKCS-v1_5 
using SHA-384.</li><li><code>RS512</code> - RSASSA-PKCS-v1_5 using SHA-512.</li><li><code>EdDSA</code> - EdDSA 
with SHA-512.</li></ul>",
          "propertyOrder" : 459,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedTokenIntrospectionResponseEncryptionAlgorithms" : {
          "title" : "Token Introspection Response Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported by the Token Introspection endpoint JWT 
response.<br><br>OpenAM supports the following UserInfo endpoint encryption algorithms:<ul><li><code>RSA-
OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-
OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 
128-bit key derived from the client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li><li><code>A192KW</
code> - AES Key Wrapping with 192-bit key derived from the client secret.</li></ul>",
          "propertyOrder" : 460,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "defaultACR" : {
          "title" : "Default ACR values",
          "description" : "Default requested Authentication Context Class Reference values.<br><br>List of 
strings that specifies the default acr values that the OP is being requested to use for processing requests 
from this Client, with the values appearing in order of preference. The Authentication Context Class satisfied 
by the authentication performed is returned as the acr Claim Value in the issued ID Token. The acr Claim is 
requested as a Voluntary Claim by this parameter. The acr_values_supported discovery element contains a list 
of the acr values supported by this server. Values specified in the acr_values request parameter or an 
individual acr Claim request override these default values.",
          "propertyOrder" : 320,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "claimsParameterSupported" : {
          "title" : "Enable \"claims_parameter_supported\"",
          "description" : "If enabled, clients will be able to request individual claims using the 
<code>claims</code> request parameter, as per <a href=\"http://openid.net/specs/openid-connect-
core-1_0.html#ClaimsParameter\" target=\"_blank\">section 5.5 of the OpenID Connect specification</a>.",
          "propertyOrder" : 250,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "includeAllKtyAlgCombinationsInJwksUri" : {
          "title" : "Include all kty and alg combinations in jwks_uri",
          "description" : "By default only distinct kid entries are returned in the jwks_uri and the alg 
property is not included.Enabling this flag will result in duplicate kid entries, each one specifying a 
different kty and alg combination. <a href=\"https://tools.ietf.org/html/rfc7517#section-4.5\">RFC7517 
distinct key KIDs</a>",
          "propertyOrder" : 630,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedUserInfoEncryptionAlgorithms" : {
          "title" : "UserInfo Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported by the UserInfo endpoint.<br><br>OpenAM supports 
the following UserInfo endpoint encryption algorithms:<ul><li><code>RSA-OAEP</code> - RSA with Optimal 
Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP 
with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the 
client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</li><li><code>A256KW</code> - AES 
Key Wrapping with 256-bit key derived from the client secret.</li><li><code>dir</code> - Direct encryption 
with AES using the hashed client secret.</li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key 
derived from the client secret.</li></ul>",
          "propertyOrder" : 457,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "storeOpsTokens" : {
          "title" : "Enable Session Management",
          "description" : "If this is not enabled then OpenID Connect session management related endpoints 
will be disabled.  When enabled OpenAM will store <i>ops</i> tokens corresponding to OpenID Connect sessions 
in the CTS store and an oidc session id in the AM session. ",
          "propertyOrder" : 410,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedTokenEndpointAuthenticationSigningAlgorithms" : {
          "title" : "Supported Token Endpoint JWS Signing Algorithms.",
          "description" : "Supported JWS Signing Algorithms for 'private_key_jwt' JWT based authentication 
method.",
          "propertyOrder" : 444,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
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        },
        "useForceAuthnForPromptLogin" : {
          "title" : "Use Force Authentication for prompt=login",
          "description" : "This setting only applies when using modules or chains for authentication. When the 
setting is false, using prompt=login will enforce that a new session is created. When this setting is true, 
force authentication will be used which will result in the return of the same session. <p>If you set <code>Use 
Force Authentication for prompt=login</code> to <code>true</code>, you must also set the 
<code>org.forgerock.openam.authentication.forceAuth.enabled</code> advanced server property to <code>true</
code>.</p> <p>For security reasons, it is strongly recommended that you leave <code>Use Force Authentication 
for prompt=login</code> set to the default value (<code>false</code>), so that a new session is created when 
the user re-authenticates.</p>",
          "propertyOrder" : 640,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedAuthorizationResponseEncryptionAlgorithms" : {
          "title" : "Authorization Response Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported by the Authorize endpoint as a JWT 
response.<br><br>OpenAM supports the following UserInfo endpoint encryption algorithms:<ul><li><code>RSA-
OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-
OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 
128-bit key derived from the client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li><li><code>A192KW</
code> - AES Key Wrapping with 192-bit key derived from the client secret.</li></ul>",
          "propertyOrder" : 463,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "alwaysAddClaimsToToken" : {
          "title" : "Always Return Claims in ID Tokens",
          "description" : "If enabled, include scope-derived claims in the <code>id_token</code>, even if an 
access token is also returned that could provide access to get the claims from the <code>userinfo</code> 
endpoint.<br><br>If not enabled, if an access token is requested the client must use it to access the 
<code>userinfo</code> endpoint for scope-derived claims, as they will not be included in the ID token.",
          "propertyOrder" : 360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedAuthorizationResponseEncryptionEnc" : {
          "title" : "Authorization Response Encryption Methods Supported",
          "description" : "Encryption methods supported by the Authorize endpoint as a JWT 
response.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 464,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "amrMappings" : {
          "title" : "OpenID Connect id_token amr Values to Auth Module Mappings",

Amster Entity Reference PingAM

2960 Copyright © 2025 Ping Identity Corporation



          "description" : "Specify <code>amr</code> values to be returned in the OpenID Connect 
<code>id_token</code>. Once authentication has completed, the authentication modules that were used from the 
authentication service will be mapped to the <code>amr</code> values. If you do not require <code>amr</code> 
values, or are not providing OpenID Connect tokens, leave this field blank.",
          "propertyOrder" : 330,
          "required" : false,
          "patternProperties" : {
            ".*" : { }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "jkwsURI" : {
          "title" : "Remote JSON Web Key URL",
          "description" : "The Remote URL where the providers JSON Web Key can be retrieved.<p><p>If this 
setting is not configured, then OpenAM provides a local URL to access the public key of the private key used 
to sign ID tokens.",
          "propertyOrder" : 140,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "supportedRequestParameterEncryptionEnc" : {
          "title" : "Request Parameter Encryption Methods Supported",
          "description" : "Encryption methods supported to decrypt Request parameter.<br><br>OpenAM supports 
the following Request parameter encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and 
<code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-
HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with 
HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 443,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedAuthorizationResponseSigningAlgorithms" : {
          "title" : "Authorization Response Signing Algorithms Supported",
          "description" : "Algorithms that are supported for signing the Authorize endpoint as a JWT 
response.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li><li><code>RS384</code> - RSASSA-PKCS-v1_5 
using SHA-384.</li><li><code>RS512</code> - RSASSA-PKCS-v1_5 using SHA-512.</li><li><code>EdDSA</code> - EdDSA 
with SHA-512.</li></ul>",
          "propertyOrder" : 462,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "idTokenInfoClientAuthenticationEnabled" : {
          "title" : "Idtokeninfo Endpoint Requires Client Authentication",
          "description" : "When enabled, the <code>/oauth2/idtokeninfo</code> endpoint requires client 
authentication if the signing algorithm is set to <code>HS256</code>, <code>HS384</code>, or <code>HS512</
code>.",
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          "propertyOrder" : 225,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authorisedOpenIdConnectSSOClients" : {
          "title" : "Authorized OIDC SSO Clients",
          "description" : "Clients authorized to use OpenID Connect ID tokens as SSO Tokens.<br><br>Allows 
clients to act with the full authority of the user. Grant this permission only to trusted clients.",
          "propertyOrder" : 446,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedUserInfoSigningAlgorithms" : {
          "title" : "UserInfo Signing Algorithms Supported",
          "description" : "Algorithms supported to verify signature of the UserInfo endpoint. OpenAM supports 
signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>HS256</code> - 
HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</li><li><code>HS512</code> - HMAC with 
SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</
li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.</li><li><code>ES512</
code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</li><li><code>RS256</code> - RSASSA-PKCS-
v1_5 using SHA-256.</li></ul>",
          "propertyOrder" : 456,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "useForceAuthnForMaxAge" : {
          "title" : "Use Force Authentication for max_age",
          "description" : "When this setting is <code>false</code> (default)<ul><li>Attempted authorization 
when the max_age has passed will log the existing session out and start a re-authentication</li></ul> 
<ul><li>Re-authentication triggered by the max_age parameter will create a new session</li></ul> When this 
setting is <code>true</code> <ul><li>Attempted authorization when the max_age has passed will not destroy the 
existing session</li></ul> <ul><li>Re-authentication triggered by the max_age parameter will return the same 
session. The advanced server property org.forgerock.openam.authentication.forceAuth.enabled must be set to 
<code>true</code></li></ul> <p>For security reasons, it is strongly recommended that you leave <code>Use Force 
Authentication for max_age</code> set to the default value (<code>false</code>), so that a new session is 
created when the user re-authenticates.</p>",
          "propertyOrder" : 650,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedTokenIntrospectionResponseEncryptionEnc" : {
          "title" : "Token Introspection Response Encryption Methods Supported",
          "description" : "Encryption methods supported by the Token Introspection endpoint JWT 
response.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 461,
          "required" : true,
          "items" : {
            "type" : "string"
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          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "pluginsConfig" : {
      "type" : "object",
      "title" : "Plugins",
      "propertyOrder" : 8,
      "properties" : {
        "userCodeGeneratorClass" : {
          "title" : "Device Code Flow User Code Generator Implementation Class",
          "description" : "The class that provides the custom implementation for the device code flow user 
code generator plugin interface: <code>org.forgerock.oauth2.core.plugins.registry.DefaultUserCodeGenerator</
code>",
          "propertyOrder" : 1310,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderScript" : {
          "title" : "Authorize Endpoint Data Provider Script",
          "description" : "The plugin that is executed to return additional data from the authorization 
request.",
          "propertyOrder" : 1301,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderPluginType" : {
          "title" : "Authorize Endpoint Data Provider Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Authorize Endpoint Data Provider Script 
will be executed and when plugin type is JAVA then the Authorize Endpoint Data Provider Plugin Implementation 
Class will be executed.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModifierClass" : {
          "title" : "Access Token Modifier Plugin Implementation Class",
          "description" : "The plugin that is executed when issuing an access token. <p>The plugin can change 
the access token's internal data structure to include or exclude particular fields. <p>This plugin provides 
the custom implementation for the access token modifier plugin interface: 
<code>org.forgerock.oauth2.core.plugins.AccessTokenModifier</code>",
          "propertyOrder" : 77,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidcClaimsClass" : {
          "title" : "OIDC Claims Plugin Implementation Class",
          "description" : "The plugin that is executed when issuing an ID token or making a request to the 
<i>userinfo</i> endpoint during OpenID requests.<p>The plugin gathers the scopes and populates claims, and has 
access to the access token, the user's identity and, if available, the user's session. <p>This plugin provides 
the custom implementation for the OIDC claims plugin interface: 
<code>org.forgerock.oauth2.core.plugins.OIDCClaimsPlugin</code>",
          "propertyOrder" : 82,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "oidcClaimsScript" : {
          "title" : "OIDC Claims Script",
          "description" : "The plugin that is executed when issuing an ID token or making a request to the 
<i>userinfo</i> endpoint during OpenID requests.<p>The plugin gathers the scopes and populates claims, and has 
access to the access token, the user's identity and, if available, the user's session.",
          "propertyOrder" : 81,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenEnricherClass" : {
          "title" : "Access Token Enricher Plugin Implementation Class",
          "description" : "The class that provides the custom implementation for the access token enricher 
plugin interface: <code>org.forgerock.oauth2.core.plugins.registry.DefaultAccessTokenEnricher</code>",
          "propertyOrder" : 1303,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModificationPluginType" : {
          "title" : "Access Token Modification Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Access Token Modification Script will be 
executed and when plugin type is JAVA then the Access Token Modifier Plugin Implementation Class will be 
executed.",
          "propertyOrder" : 75,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "evaluateScopeScript" : {
          "title" : "Scope Evaluation Script",
          "description" : "The plugin that is executed when retrieving access token's information. <p>The 
plugin can provide a mechanism to associate scopes with profile attribute values, such as if one of the scopes 
is mail, the resource owner's email address is provided in the information returned.",
          "propertyOrder" : 1101,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopePluginType" : {
          "title" : "Scope Validation Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Scope Validation Script will be executed 
and when plugin type is JAVA then the Scope Validation Plugin Implementation Class will be executed.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopeClass" : {
          "title" : "Scope Validation Plugin Implementation Class",
          "description" : "The plugin that is executed when validating or customising the set of requested 
scopes for authorize, access token, refresh token and back channel authorize requests. <p>This plugin provides 
the custom implementation for the scope validation plugin interface: 
<code>org.forgerock.oauth2.core.plugins.ScopeValidator</code>",
          "propertyOrder" : 1202,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopeScript" : {
          "title" : "Scope Validation Script",
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          "description" : "The plugin that is executed when validating or customising the set of requested 
scopes for authorize, access token, refresh token and back channel authorize requests.",
          "propertyOrder" : 1201,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderClass" : {
          "title" : "Authorize Endpoint Data Provider Plugin Implementation Class",
          "description" : "The plugin that is executed to return additional data from the authorization 
request. <p>This plugin provides the custom implementation for the authorize endpoint data provider plugin 
interface: <code>org.forgerock.oauth2.core.plugins.AuthorizeEndpointDataProvider</code>",
          "propertyOrder" : 1302,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidcClaimsPluginType" : {
          "title" : "OIDC Claims Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the OIDC Claims Script will be executed and 
when plugin type is JAVA then the OIDC Claims Plugin Implementation Class will be executed.",
          "propertyOrder" : 80,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "evaluateScopePluginType" : {
          "title" : "Scope Evaluation Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Scope Evaluation Script will be executed 
and when plugin type is JAVA then the Scope Evaluation Plugin Implementation Class will be executed.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModificationScript" : {
          "title" : "Access Token Modification Script",
          "description" : "The plugin that is executed when issuing an access token. <p>The plugin can change 
the access token's internal data structure to include or exclude particular fields.",
          "propertyOrder" : 76,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "evaluateScopeClass" : {
          "title" : "Scope Evaluation Plugin Implementation Class",
          "description" : "The plugin that is executed when retrieving access token's information. <p>The 
plugin can provide a mechanism to associate scopes with profile attribute values, such as if one of the scopes 
is mail, the resource owner's email address is provided in the information returned. <p>This plugin provides 
the custom implementation for the evaluate scope plugin interface: 
<code>org.forgerock.oauth2.core.plugins.ScopeEvaluator</code>",
          "propertyOrder" : 1102,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cibaConfig" : {
      "type" : "object",
      "title" : "CIBA",
      "propertyOrder" : 7,
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      "properties" : {
        "cibaMinimumPollingInterval" : {
          "title" : "Polling Wait Interval (seconds)",
          "description" : "The minimum amount of time in seconds that the Client should wait between polling 
requests to the token endpoint",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "cibaAuthReqIdLifetime" : {
          "title" : "Back Channel Authentication ID Lifetime (seconds)",
          "description" : "The time back channel authentication request id is valid for, in seconds.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "supportedCibaSigningAlgorithms" : {
          "title" : "Signing Algorithms Supported",
          "description" : "Algorithms supported to sign the CIBA request parameter.<p><p>OpenAM supports 
signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>ES256</code> - 
ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</li><li><code>PS256</code> - RSASSA-PSS using 
SHA-256.</li></ul>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "consent" : {
      "type" : "object",
      "title" : "Consent",
      "propertyOrder" : 6,
      "properties" : {
        "supportedRcsResponseEncryptionMethods" : {
          "title" : "Remote Consent Service Response Encryption Methods Supported",
          "description" : "Encryption methods supported to decrypt Remote Consent Service 
responses.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 454,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "savedConsentAttribute" : {
          "title" : "Saved Consent Attribute Name",
          "description" : "Name of a multi-valued attribute on resource owner profiles where OpenAM can save 
authorization consent decisions.<p><p>When the resource owner chooses to save the decision to authorize access 
for a client application, then OpenAM updates the resource owner's profile to avoid having to prompt the 
resource owner to grant authorization when the client issues subsequent authorization requests.",
          "propertyOrder" : 110,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientsCanSkipConsent" : {
          "title" : "Allow Clients to Skip Consent",
          "description" : "If enabled, clients may be configured so that the resource owner will not be asked 
for consent during authorization flows.",
          "propertyOrder" : 420,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedRcsRequestEncryptionAlgorithms" : {
          "title" : "Remote Consent Service Request Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported to encrypt Remote Consent Service 
requests.<br><br>OpenAM supports the following encryption algorithms:<ul><li><code>RSA1_5</code> - RSA with 
PKCS#1 v1.5 padding.</li><li><code>RSA-OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) 
with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</
li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the client secret.</
li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key derived from the client secret.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li></ul>",
          "propertyOrder" : 450,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedRcsRequestSigningAlgorithms" : {
          "title" : "Remote Consent Service Request Signing Algorithms Supported",
          "description" : "Algorithms supported to sign consent_request JWTs for Remote Consent 
Services.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li></ul>",
          "propertyOrder" : 449,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedRcsRequestEncryptionMethods" : {
          "title" : "Remote Consent Service Request Encryption Methods Supported",
          "description" : "Encryption methods supported to encrypt Remote Consent Service 
requests.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 451,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "remoteConsentServiceId" : {
          "title" : "Remote Consent Service ID",
          "description" : "The ID of an existing remote consent service agent.",
          "propertyOrder" : 448,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "supportedRcsResponseEncryptionAlgorithms" : {
          "title" : "Remote Consent Service Response Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported to decrypt Remote Consent Service 
responses.<br><br>OpenAM supports the following encryption algorithms:<ul><li><code>RSA1_5</code> - RSA with 
PKCS#1 v1.5 padding.</li><li><code>RSA-OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) 
with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</
li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the client secret.</
li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key derived from the client secret.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li></ul>",
          "propertyOrder" : 453,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedRcsResponseSigningAlgorithms" : {
          "title" : "Remote Consent Service Response Signing Algorithms Supported",
          "description" : "Algorithms supported to verify signed consent_response JWT from Remote Consent 
Services.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li></ul>",
          "propertyOrder" : 452,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enableRemoteConsent" : {
          "title" : "Enable Remote Consent",
          "description" : "",
          "propertyOrder" : 447,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "coreOIDCConfig" : {
      "type" : "object",
      "title" : "OpenID Connect",
      "propertyOrder" : 3,
      "properties" : {
        "supportedClaims" : {
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          "title" : "Supported Claims",
          "description" : "Set of claims supported by the OpenID Connect <code>/oauth2/userinfo</code> 
endpoint, with translations.<br><br>Claims may be entered as simple strings or pipe separated strings 
representing the internal claim name, locale, and localized description.<p><p>For example: <code>name|en|Your 
full name.</code>.<p>Locale strings are in the format: <code>language + \"_\" + country + \"_\" + variant</
code>, for example <code>en</code>, <code>en_GB</code>, or <code>en_US_WIN</code>. If the locale and pipe is 
omitted, the description is displayed to all users that have undefined locales.<p><p>If the description is 
also omitted, nothing is displayed on the consent page for the claim. For example specifying 
<code>family_name|</code> would allow the claim <code>family_name</code> to be used by the client, but would 
not display it to the user on the consent page when requested.",
          "propertyOrder" : 190,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedIDTokenEncryptionAlgorithms" : {
          "title" : "ID Token Encryption Algorithms supported",
          "description" : "Encryption algorithms supported to encrypt OpenID Connect ID tokens in order to 
hide its contents.<br><br>OpenAM supports the following ID token encryption algorithms:<ul><li><code>RSA-
OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-
OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 
128-bit key derived from the client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li><li><code>A192KW</
code> - AES Key Wrapping with 192-bit key derived from the client secret.</li></ul>",
          "propertyOrder" : 170,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedIDTokenEncryptionMethods" : {
          "title" : "ID Token Encryption Methods supported",
          "description" : "Encryption methods supported to encrypt OpenID Connect ID tokens in order to hide 
its contents.<br><br>OpenAM supports the following ID token encryption algorithms:<ul><li><code>A128GCM</
code>, <code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated 
encryption mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</
code> - AES encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 180,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "overrideableOIDCClaims" : {
          "title" : "Overrideable Id_Token Claims",
          "description" : "List of claims in the id_token that may be overrideable in the OIDC Claims Script. 
These should be the subset of the core OpenID Connect Claims like aud or azp.",
          "propertyOrder" : 155,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
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        },
        "oidcDiscoveryEndpointEnabled" : {
          "title" : "OIDC Provider Discovery",
          "description" : "Turns on and off OIDC Discovery endpoint.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "jwtTokenLifetime" : {
          "title" : "OpenID Connect JWT Token Lifetime (seconds)",
          "description" : "The amount of time the JWT will be valid for, in seconds.",
          "propertyOrder" : 210,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "supportedIDTokenSigningAlgorithms" : {
          "title" : "ID Token Signing Algorithms supported",
          "description" : "Algorithms supported to sign OpenID Connect <code>id_tokens</code>.<p><p>OpenAM 
supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>HS256</code> - 
HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</li><li><code>HS512</code> - HMAC with 
SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</
li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.</li><li><code>ES512</
code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</li><li><code>RS256</code> - RSASSA-PKCS-
v1_5 using SHA-256.</li><li><code>RS384</code> - RSASSA-PKCS-v1_5 using SHA-384.</li><li><code>RS512</code> - 
RSASSA-PKCS-v1_5 using SHA-512.</li><li><code>PS256</code> - RSASSA-PSS using SHA-256.</li><li><code>PS384</
code> - RSASSA-PSS using SHA-384.</li><li><code>PS512</code> - RSASSA-PSS using SHA-512.</li></ul>",
          "propertyOrder" : 160,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "deviceCodeConfig" : {
      "type" : "object",
      "title" : "Device Flow",
      "propertyOrder" : 5,
      "properties" : {
        "deviceUserCodeLength" : {
          "title" : "User Code Character Length",
          "description" : "The character length of the generated User Code.",
          "propertyOrder" : 405,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "deviceCodeLifetime" : {
          "title" : "Device Code Lifetime (seconds)",
          "description" : "The lifetime of the device code, in seconds.",
          "propertyOrder" : 390,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "completionUrl" : {
          "title" : "Device Completion URL",

Amster Entity Reference PingAM

2970 Copyright © 2025 Ping Identity Corporation



          "description" : "The URL that the user will be sent to on completion of their OAuth 2.0 login and 
consent when using the device code flow.",
          "propertyOrder" : 380,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "verificationUrl" : {
          "title" : "Verification URL",
          "description" : "The URL that the user will be instructed to visit to complete their OAuth 2.0 login 
and consent when using the device code flow.",
          "propertyOrder" : 370,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "devicePollInterval" : {
          "title" : "Device Polling Interval",
          "description" : "The polling frequency for devices waiting for tokens when using the device code 
flow.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "deviceUserCodeCharacterSet" : {
          "title" : "User Code Character Set",
          "description" : "The set of characters that will be used to generate the user code. The common sets 
are:<ul> <li>A subset of base58 with potentially ambiguous characters 0, 1, U, u, 8, 9 l, O, I, V, v, B, g and 
I removed: <pre>234567ACDEFGHJKLMNPQRSTWXYZabcdefhijkmnopqrstwxyz</pre></li> <li>A-Z characters, with no 
digits and removing vowels: <pre>BCDFGHJKLMNPQRSTVWXZ</pre></li> <li>Numerical characters: <pre>0123456789</
pre></li> </ul>",
          "propertyOrder" : 407,
          "required" : true,
          "minLength" : 10,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "clientDynamicRegistrationConfig" : {
      "type" : "object",
      "title" : "Client Dynamic Registration",
      "propertyOrder" : 2,
      "properties" : {
        "allowDynamicRegistration" : {
          "title" : "Allow Open Dynamic Client Registration",
          "description" : "Allow clients to register without an access token. If enabled, you should consider 
adding some form of rate limiting. For more information, see  <a href=\"https://openid.net/specs/openid-
connect-registration-1_0.html#ClientRegistration\" target=\"_blank\">Client Registration</a> in the OpenID 
Connect specification.",
          "propertyOrder" : 280,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "generateRegistrationAccessTokens" : {
          "title" : "Generate Registration Access Tokens",
          "description" : "Whether to generate Registration Access Tokens for clients that register by using 
open dynamic client registration. Such tokens allow the client to access the <a href=\"https://openid.net/
specs/openid-connect-registration-1_0.html#ClientConfigurationEndpoint\" target=\"_blank\">Client 
Configuration Endpoint</a> as per the OpenID Connect specification. This setting has no effect if Allow Open 
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Dynamic Client Registration is disabled.",
          "propertyOrder" : 290,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "requiredSoftwareStatementAttestedAttributes" : {
          "title" : "Required Software Statement Attested Attributes",
          "description" : "The client attributes that are required to be present in the software statement JWT 
when registering an OAuth 2.0 client dynamically. Only applies if Require Software Statements for Dynamic 
Client Registration is enabled.<br><br>Leave blank to allow any attributes to be present.",
          "propertyOrder" : 272,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "dynamicClientRegistrationSoftwareStatementRequired" : {
          "title" : "Require Software Statement for Dynamic Client Registration",
          "description" : "When enabled, a software statement JWT containing at least the <code>iss</code> 
(issuer) claim must be provided when registering an OAuth 2.0 client dynamically.",
          "propertyOrder" : 271,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "dynamicClientRegistrationScope" : {
          "title" : "Scope to give access to dynamic client registration",
          "description" : "Mandatory scope required when registering a new OAuth2 client.",
          "propertyOrder" : 455,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete OAuth2Provider --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OAuth2Provider --realm Realm --actionName getAllTypes

Amster Entity Reference PingAM

2972 Copyright © 2025 Ping Identity Corporation



getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth2Provider --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OAuth2Provider --realm Realm --actionName nextdescendents

read

Usage

am> read OAuth2Provider --realm Realm

update

Usage

am> update OAuth2Provider --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "coreOAuth2Config" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "statelessTokensEnabled" : {
          "title" : "Use Client-Side Access & Refresh Tokens",
          "description" : "When enabled, OpenAM issues access and refresh tokens that can be inspected by 
resource servers.",
          "propertyOrder" : 3,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accessTokenLifetime" : {
          "title" : "Access Token Lifetime (seconds)",
          "description" : "The time an access token is valid for, in seconds. Note that if you set the value 
to <code>0</code>, the access token will not be valid. A maximum lifetime of 600 seconds is recommended.",
          "propertyOrder" : 30,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "oidcMayActScript" : {
          "title" : "OIDC ID Token May Act Script",
          "description" : "The script that is executed when issuing an OIDC ID Token explicitly to modify the 
<code>may_act</code> claim placed on the token.",
          "propertyOrder" : 79,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "refreshTokenLifetime" : {
          "title" : "Refresh Token Lifetime (seconds)",
          "description" : "The time in seconds a refresh token is valid for. If this field is set to 
<code>-1</code>, the refresh token will never expire.",
          "propertyOrder" : 20,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "codeLifetime" : {
          "title" : "Authorization Code Lifetime (seconds)",
          "description" : "The time an authorization code is valid for, in seconds.",
          "propertyOrder" : 10,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "macaroonTokensEnabled" : {
          "title" : "Use Macaroon Access and Refresh Tokens",
          "description" : "When enabled, AM will issue access and refresh tokens as Macaroons with caveats.",
          "propertyOrder" : 6,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
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        "issueRefreshToken" : {
          "title" : "Issue Refresh Tokens",
          "description" : "Whether to issue a refresh token when returning an access token.",
          "propertyOrder" : 40,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "issueRefreshTokenOnRefreshedToken" : {
          "title" : "Issue Refresh Tokens on Refreshing Access Tokens",
          "description" : "Whether to issue a refresh token when refreshing an access token.",
          "propertyOrder" : 50,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "usePolicyEngineForScope" : {
          "title" : "Use Policy Engine for Scope decisions",
          "description" : "With this setting enabled, the policy engine is consulted for each scope value that 
is requested.<br><br>If a policy returns an action of GRANT=true, the scope is consented automatically, and 
the user is not consulted in a user-interaction flow. If a policy returns an action of GRANT=false, the scope 
is not added to any resulting token, and the user will not see it in a user-interaction flow. If no policy 
returns a value for the GRANT action, then if the grant type is user-facing (i.e. authorization or device code 
flows), the user is asked for consent (or saved consent is used), and if the grant type is not user-facing 
(password or client credentials), the scope is not added to any resulting token.",
          "propertyOrder" : 55,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accessTokenMayActScript" : {
          "title" : "OAuth2 Access Token May Act Script",
          "description" : "The script that is executed when issuing an access token explicitly to modify the 
<code>may_act</code> claim placed on the token.",
          "propertyOrder" : 78,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scopesPolicySet" : {
          "title" : "Scopes Policy Set",
          "description" : "The policy set that defines the context in which policy evaluations occur when Use 
Policy Engine for Scope decisions is enabled on the OAuth2 provider. If blank will default to the oauth2Scopes 
policy set.",
          "propertyOrder" : 58,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "advancedOAuth2Config" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 1,
      "properties" : {
        "codeVerifierEnforced" : {
          "title" : "Code Verifier Parameter Required",
          "description" : "If enabled, requests using the authorization code grant and device code grant 
require a <code>code_challenge</code> attribute.<br><br>For more information, read the <a href=\"https://
tools.ietf.org/html/rfc7636\">specification for this feature</a>.",
          "propertyOrder" : 270,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "modifiedTimestampAttribute" : {
          "title" : "Modified Timestamp Attribute Name",
          "description" : "The identity Data Store attribute used to return modified timestamp values.<p>This 
attribute is paired together with the <em>Created Timestamp Attribute Name</em> attribute 
(<code>createdTimestampAttribute</code>). You can leave both attributes unset (default) or set them both. If 
you set only one attribute and leave the other blank, the access token fails with a 500 error.<p>For example, 
when you configure AM as an OpenID Connect Provider in a Mobile Connect application and use DS as an identity 
data store, the client accesses the <code>userinfo</code> endpoint to obtain the <code>updated_at</code> claim 
value in the ID token. The <code>updated_at</code> claim obtains its value from the 
<code>modifiedTimestampAttribute</code> attribute in the user profile. If the profile has never been modified 
the <code>updated_at</code> claim uses the <code>createdTimestampAttribute</code> attribute. ",
          "propertyOrder" : 340,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "requestObjectProcessing" : {
          "title" : "Request Object Processing Specification",
          "description" : "The specification that should be used to validate request objects.<p><p>Adherence 
to OIDC means:<ul><li>Request objects MAY be unsigned</li><li>Authorization request parameters are assembled 
from Request Object and form/query parameters. If the same parameter exists both in the Request Object and the 
OAuth Authorization Request parameters, the parameter in the Request Object is used.</
li><li><code>response_type</code> parameter should be specified outside of the request object</
li><li><code>scope</code> parameter including <code>openid</code> should  be specified outside of the request 
object</li></ul></ul><p><p>Adherence to JAR means:<ul><li>Request objects MUST be signed or signed and 
encrypted</li><li>Only <code>client_id</code> and one of <code>request</code> or <code>request_uri</code> need 
be present in authorization request</li><li>Authorization request parameters are assembled from Request Object 
only, even if the same parameter is provided as a query/form parameter</li><li>The client ID values in the 
<code>client_id</code> request parameter and in the Request Object <code>client_id</code> claim MUST be 
identical.</li></ul><p><p>Note that this config value is only used in cases where the rules to apply cannot be 
determined based on the incoming request alone. For example, OAuth2 requests that supply a request object but 
are non-OIDC (determined by presence of <code>openid</code> <code>scope</code> and/or <code>id_token</code> 
<code>response_type</code>) will always be processed according to JAR, independent of this config value. 
Similarly, JAR rules are always applied to PAR endpoint requests.",
          "propertyOrder" : 1050,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tlsClientCertificateHeaderFormat" : {
          "title" : "TLS Client Certificate Header Format",
          "description" : "Format of the HTTP header used to communicate a client certificate from a reverse 
proxy.<br><br>The following formats are supported:<ul><li><code>URLENCODED_PEM</code> - a URL-encoded PEM 
format certificate. This is the format used by Nginx.</li><li><code>X_FORWARDED_CLIENT_CERT</code> - the <a 
target=\"_blank\" href=\"https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_conn_man/
headers#config-http-conn-man-headers-x-forwarded-client-cert\">X-Forwarded-Client-Cert</a>format used by Envoy 
and Istio.</li></ul>",
          "propertyOrder" : 605,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "hashSalt" : {
          "title" : "Subject Identifier Hash Salt",
          "description" : "If <i>pairwise</i> subject types are supported, it is <em>STRONGLY RECOMMENDED</em> 
to change this value. It is used in the salting of hashes for returning specific <code>sub</code> claims to 
individuals using the same <code>request_uri</code> or <code>sector_identifier_uri</code>.",
          "propertyOrder" : 260,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenExchangeClasses" : {
          "title" : "Token Exchanger Plugins",
          "description" : "List of plugins that handle the valid <code>requested_token_type</code> 
values.<br><br>When using the Token Exchange grant type, these handlers will be used to convert the provided 
<code>subject_token</code> and <code>actor_token</code> into the appropriate impersonation or delegation 
tokens for use with downstream services.",
          "propertyOrder" : 95,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "allowedAudienceValues" : {
          "title" : "Additional Audience Values",
          "description" : "The additional audience values that will be permitted when verifying Client 
Authentication JWTs.<br><br>These audience values will be in addition to the AS base, issuer and endpoint 
URIs.",
          "propertyOrder" : 91,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "tokenEncryptionEnabled" : {
          "title" : "Encrypt Client-Side Tokens",
          "description" : "Whether client-side access and refresh tokens should be encrypted.<br><br>Enabling 
token encryption will disable token signing as encryption is performed using direct symmetric encryption.",
          "propertyOrder" : 242,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tokenSigningAlgorithm" : {
          "title" : "OAuth2 Token Signing Algorithm",
          "description" : "Algorithm used to sign client-side OAuth 2.0 tokens in order to detect 
tampering.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li></ul>",
          "propertyOrder" : 220,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "maxDifferenceBetweenRequestObjectNbfAndExp" : {
          "title" : "Max nbf and exp difference",
          "description" : "The maximum permitted difference (in minutes) between Request Object nbf and exp 
claims. <p> A value of 0 indicates that there is no maximum time requirement.",
          "propertyOrder" : 1030,
          "required" : true,
          "type" : "integer",
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          "exampleValue" : ""
        },
        "supportedSubjectTypes" : {
          "title" : "Subject Types supported",
          "description" : "List of subject types supported. Valid values are:<ul><li><code>public</code> - 
Each client receives the same subject (<code>sub</code>) value.</li><li><code>pairwise</code> - Each client 
receives a different subject (<code>sub</code>) value, to prevent correlation between clients.</li></ul>",
          "propertyOrder" : 150,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "customLoginUrlTemplate" : {
          "title" : "Custom Login URL Template",
          "description" : "Custom URL for handling login, to override the default OpenAM login 
page.<br><br>Supports Freemarker syntax, with the following variables:<table><tr><th>Variable</
th><th>Description</th></tr><tr><td><code>gotoUrl</code></td><td><p>The URL to redirect to after login.</p></
td></tr><tr><td><code>acrValues</code></td><td><p>The Authentication Context Class Reference (acr) values for 
the authorization request.</p></td></tr><tr><td><code>realm</code></td><td><p>The OpenAM realm the 
authorization request was made on.</p></td></tr><tr><td><code>module</code></td><td><p>The name of the OpenAM 
authentication module requested to perform resource owner authentication.</p></td></tr><tr><td><code>service</
code></td><td><p>The name of the OpenAM authentication chain requested to perform resource owner 
authentication.</p></td></tr><tr><td><code>locale</code></td><td><p>A space-separated list of locales, ordered 
by preference.</p></td></tr></table>The following example template redirects users to a non-OpenAM front end 
to handle login, which will then redirect back to the <code>/oauth2/authorize</code> endpoint with any 
required parameters:<p> <code>http://mylogin.com/login?goto=${goto}&lt;#if acrValues??&gt;&amp;acr_values=$
{acrValues}&lt;&#x2F;#if&gt;&lt;#if realm??&gt;&amp;realm=${realm}&lt;&#x2F;#if&gt;&lt;#if module??
&gt;&amp;module=${module}&lt;&#x2F;#if&gt;&lt;#if service??&gt;&amp;service=${service}&lt;&#x2F;#if&gt;&lt;#if 
locale??&gt;&amp;locale=${locale}&lt;&#x2F;#if&gt;</code><br><b>NOTE</b>: Default OpenAM login page is 
constructed using \"Base URL Source\" service.",
          "propertyOrder" : 60,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationAttributes" : {
          "title" : "User Profile Attribute(s) the Resource Owner is Authenticated On",
          "description" : "Names of profile attributes that resource owners use to log in. You can add others 
to the default, for example <code>mail</code>.",
          "propertyOrder" : 100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "moduleMessageEnabledInPasswordGrant" : {
          "title" : "Enable Auth Module Messages for Password Credentials Grant",
          "description" : "If enabled, authentication module failure messages are used to create Resource 
Owner Password Credentials Grant failure messages. If disabled, a standard authentication failed message is 
used.<br><br>The Password Grant Type requires the <code>grant_type=password</code> parameter.",
          "propertyOrder" : 440,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "allowClientCredentialsInTokenRequestQueryParameters" : {
          "title" : "Allow Client Credentials in Token Endpoint Query Parameters",
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          "description" : "When this setting is true, client credentials may be included in token endpoint 
requests as query parameters.The recommended and default value for this setting is to disallow this 
behaviour.",
          "propertyOrder" : 1430,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "passwordGrantAuthService" : {
          "title" : "Password Grant Authentication Service",
          "description" : "The authentication service (chain or tree) that will be used to authenticate the 
username and password for the resource owner password credentials grant type.",
          "propertyOrder" : 430,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "grantTypes" : {
          "title" : "Grant Types",
          "description" : "The set of Grant Types (OAuth2 Flows) that are permitted to be used by this 
client.<br><br>If no Grant Types (OAuth2 Flows) are configured nothing will be permitted.",
          "propertyOrder" : 560,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "tokenValidatorClasses" : {
          "title" : "Token Validator Plugins",
          "description" : "List of plugins that validate <code>subject_token</code> and <code>actor_token</
code> values.<br><br>When using the Token Exchange grant type, these handlers will be used to convert the 
validate <code>subject_token</code> and <code>actor_token</code> values to ensure they meet the required 
criteria to be exchanged.",
          "propertyOrder" : 96,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "parRequestUriLifetime" : {
          "title" : "PAR Request URI Lifetime (seconds)",
          "description" : "The amount of time the PAR Request URI is valid for.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "nbfClaimRequiredInRequestObject" : {
          "title" : "Require nbf claim in Request Object",
          "description" : "Enforce presence of nbf claim in Request Object.",
          "propertyOrder" : 1020,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "refreshTokenGracePeriod" : {
          "title" : "Refresh Token Grace Period (seconds)",
          "description" : "The time in seconds that a refresh token may be replayed to allow a client to 
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recover if the response from the original refresh request is not received due to a network problem or other 
transient issue.<br>Only applies to stateful tokens in a one-to-one storage scheme. This value should be kept 
as short as possible, and must not exceed 120 seconds. To deactivate the grace period set the value to 0.",
          "propertyOrder" : 1420,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "includeSubnameInTokenClaims" : {
          "title" : "Include subname claim in tokens issued by the OAuth2 Provider",
          "description" : "When this setting is true, Access and ID Tokens issued will contain a claim 
\"subname\" with a value equal to the name of the token's subject.",
          "propertyOrder" : 1440,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tlsClientCertificateTrustedHeader" : {
          "title" : "Trusted TLS Client Certificate Header",
          "description" : "HTTP Header to receive TLS client certificates when TLS is terminated at a 
proxy.<br><br>Leave blank if not terminating TLS at a proxy. Ensure that the proxy is configured to strip this 
headerfrom incoming requests. Best practice is to use a random string.",
          "propertyOrder" : 600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "tlsCertificateBoundAccessTokensEnabled" : {
          "title" : "Support TLS Certificate-Bound Access Tokens",
          "description" : "Whether to bind access tokens to the client certificate when using TLS client 
certificate authentication.",
          "propertyOrder" : 610,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tlsCertificateRevocationCheckingEnabled" : {
          "title" : "Check TLS Certificate Revocation Status",
          "description" : "Whether to check if TLS client certificates have been revoked.<br><br>If enabled 
then AM will check if TLS client certificates used for client authentication have been revoked using either 
OCSP (preferred) or CRL. AM implements \"soft fail\" semantics: if the revocation status cannot be established 
due to a temporary error (e.g., network error) then the certificate is assumed to still be valid.",
          "propertyOrder" : 615,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "persistentClaims" : {
          "title" : "Persistent Claims",
          "description" : "Set of custom claims which can be persisted between token refreshes. This list 
should not include the RFC 123 OAuth2 specification defined list of claims.",
          "propertyOrder" : 85,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "tokenCompressionEnabled" : {
          "title" : "Client-Side Token Compression",
          "description" : "Whether client-side access and refresh tokens should be compressed.",
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          "propertyOrder" : 223,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "maxAgeOfRequestObjectNbfClaim" : {
          "title" : "Max nbf age",
          "description" : "The maximum permitted age (in minutes) of Request Object nbf claim. <p> A value of 
0 indicates that there is no maximum time requirement.",
          "propertyOrder" : 1040,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "requirePushedAuthorizationRequests" : {
          "title" : "Require Pushed Authorization Requests",
          "description" : "If enabled, clients must use the PAR endpoint to initiate authorization requests. 
This applies to all clients, including clients where require_pushed_authorization_requests is false.",
          "propertyOrder" : 1410,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "responseTypeClasses" : {
          "title" : "Response Type Plugins",
          "description" : "List of plugins that handle the valid <code>response_type</code> 
values.<br><br>OAuth 2.0 clients pass response types as parameters to the OAuth 2.0 Authorization endpoint 
(<code>/oauth2/authorize</code>) to indicate which grant type is requested from the provider. For example, the 
client passes <code>code</code> when requesting an authorization code, and <code>token</code> when requesting 
an access token.<p><p>Values in this list take the form <code>response-type|plugin-class-name</code>.",
          "propertyOrder" : 90,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "createdTimestampAttribute" : {
          "title" : "Created Timestamp Attribute Name",
          "description" : "The identity Data Store attribute used to return created timestamp values.",
          "propertyOrder" : 350,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "supportedScopes" : {
          "title" : "Client Registration Scope Allowlist",
          "description" : "The set of scopes allowed when registering clients dynamically, with 
translations.<br><br><p>Scopes may be entered as simple strings or pipe-separated strings representing the 
internal scope name, locale, and localized description.</p><p>For example: <code>read|en|Permission to view 
email messages in your account</code></p><p>Locale strings are in the format: <code>language_country_variant</
code>, for example <code>en</code>, <code>en_GB</code>, or <code>en_US_WIN</code>.</p><p>If the locale and 
pipe is omitted, the description is displayed to all users that have undefined locales.</p><p>If the 
description is also omitted, nothing is displayed on the consent page for the scope. For example specifying 
<code>read|</code> would allow the scope read to be used by the client, but would not display it to the user 
on the consent page when requested.</p>",
          "propertyOrder" : 130,
          "required" : true,
          "items" : {
            "type" : "string"
          },
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          "type" : "array",
          "exampleValue" : ""
        },
        "defaultScopes" : {
          "title" : "Default Client Scopes",
          "description" : "List of scopes a client will be granted if they request registration without 
specifying which scopes they want. Default scopes are NOT auto-granted to clients created through the OpenAM 
console.",
          "propertyOrder" : 200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "tlsOcspResponderCert" : {
          "title" : "OCSP Responder Certificate",
          "description" : "PEM-encoded certificate to use to verify OCSP responses.<br><br>If specified this 
certificate will be used to verify the signature on all OCSP responses. Otherwise the appropriate certificate 
will be determined from the trusted CA certificates.",
          "propertyOrder" : 617,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "displayNameAttribute" : {
          "title" : "User Display Name attribute",
          "description" : "The profile attribute that contains the name to be displayed for the user on the 
consent page.",
          "propertyOrder" : 120,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tlsOcspResponderUri" : {
          "title" : "OCSP Responder URI",
          "description" : "URI of the OCSP responder service to use for checking certificate revocation 
status.<br><br>If specified this value overrides any OCSP or CRL mechanisms specified in individual 
certificates.",
          "propertyOrder" : 616,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "expClaimRequiredInRequestObject" : {
          "title" : "Require exp claim in Request Object",
          "description" : "Enforce presence of exp claim in Request Object.",
          "propertyOrder" : 1010,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "macaroonTokenFormat" : {
          "title" : "Macaroon Token Format",
          "description" : "The format to use when serializing and parsing Macaroons. V1 is bulky and should 
only be used when compatibility with older Macaroon libraries is required.",
          "propertyOrder" : 620,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
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      }
    },
    "advancedOIDCConfig" : {
      "type" : "object",
      "title" : "Advanced OpenID Connect",
      "propertyOrder" : 4,
      "properties" : {
        "loaMapping" : {
          "title" : "OpenID Connect acr_values to Auth Chain Mapping",
          "description" : "Maps OpenID Connect ACR values to authentication chains. For more details, see the 
<a href=\"http://openid.net/specs/openid-connect-core-1_0.html#AuthRequest\" target=\"_blank\">acr_values 
parameter</a> in the OpenID Connect authentication request specification.",
          "propertyOrder" : 310,
          "required" : false,
          "patternProperties" : {
            ".*" : { }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "supportedUserInfoEncryptionEnc" : {
          "title" : "UserInfo Encryption Methods Supported",
          "description" : "Encryption methods supported by the UserInfo endpoint.<br><br>OpenAM supports the 
following UserInfo endpoint encryption methods:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and 
<code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-
HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with 
HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 458,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedRequestParameterSigningAlgorithms" : {
          "title" : "Request Parameter Signing Algorithms Supported",
          "description" : "Algorithms supported to verify signature of Request parameterOpenAM supports 
signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>HS256</code> - 
HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</li><li><code>HS512</code> - HMAC with 
SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</
li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.</li><li><code>ES512</
code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</li><li><code>RS256</code> - RSASSA-PKCS-
v1_5 using SHA-256.</li></ul>",
          "propertyOrder" : 441,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedRequestParameterEncryptionAlgorithms" : {
          "title" : "Request Parameter Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported to decrypt Request parameter.<br><br>OpenAM 
supports the following ID token encryption algorithms:<ul><li><code>RSA-OAEP</code> - RSA with Optimal 
Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP 
with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the 
client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</li><li><code>A256KW</code> - AES 
Key Wrapping with 256-bit key derived from the client secret.</li><li><code>dir</code> - Direct encryption 
with AES using the hashed client secret.</li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key 
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derived from the client secret.</li></ul>",
          "propertyOrder" : 442,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedTokenIntrospectionResponseSigningAlgorithms" : {
          "title" : "Token Introspection Response Signing Algorithms Supported",
          "description" : "Algorithms that are supported for signing the Token Introspection endpoint JWT 
response.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li><li><code>RS384</code> - RSASSA-PKCS-v1_5 
using SHA-384.</li><li><code>RS512</code> - RSASSA-PKCS-v1_5 using SHA-512.</li><li><code>EdDSA</code> - EdDSA 
with SHA-512.</li></ul>",
          "propertyOrder" : 459,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedTokenIntrospectionResponseEncryptionAlgorithms" : {
          "title" : "Token Introspection Response Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported by the Token Introspection endpoint JWT 
response.<br><br>OpenAM supports the following UserInfo endpoint encryption algorithms:<ul><li><code>RSA-
OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-
OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 
128-bit key derived from the client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li><li><code>A192KW</
code> - AES Key Wrapping with 192-bit key derived from the client secret.</li></ul>",
          "propertyOrder" : 460,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "defaultACR" : {
          "title" : "Default ACR values",
          "description" : "Default requested Authentication Context Class Reference values.<br><br>List of 
strings that specifies the default acr values that the OP is being requested to use for processing requests 
from this Client, with the values appearing in order of preference. The Authentication Context Class satisfied 
by the authentication performed is returned as the acr Claim Value in the issued ID Token. The acr Claim is 
requested as a Voluntary Claim by this parameter. The acr_values_supported discovery element contains a list 
of the acr values supported by this server. Values specified in the acr_values request parameter or an 
individual acr Claim request override these default values.",
          "propertyOrder" : 320,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "claimsParameterSupported" : {
          "title" : "Enable \"claims_parameter_supported\"",
          "description" : "If enabled, clients will be able to request individual claims using the 
<code>claims</code> request parameter, as per <a href=\"http://openid.net/specs/openid-connect-
core-1_0.html#ClaimsParameter\" target=\"_blank\">section 5.5 of the OpenID Connect specification</a>.",
          "propertyOrder" : 250,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "includeAllKtyAlgCombinationsInJwksUri" : {
          "title" : "Include all kty and alg combinations in jwks_uri",
          "description" : "By default only distinct kid entries are returned in the jwks_uri and the alg 
property is not included.Enabling this flag will result in duplicate kid entries, each one specifying a 
different kty and alg combination. <a href=\"https://tools.ietf.org/html/rfc7517#section-4.5\">RFC7517 
distinct key KIDs</a>",
          "propertyOrder" : 630,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedUserInfoEncryptionAlgorithms" : {
          "title" : "UserInfo Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported by the UserInfo endpoint.<br><br>OpenAM supports 
the following UserInfo endpoint encryption algorithms:<ul><li><code>RSA-OAEP</code> - RSA with Optimal 
Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP 
with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the 
client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</li><li><code>A256KW</code> - AES 
Key Wrapping with 256-bit key derived from the client secret.</li><li><code>dir</code> - Direct encryption 
with AES using the hashed client secret.</li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key 
derived from the client secret.</li></ul>",
          "propertyOrder" : 457,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "storeOpsTokens" : {
          "title" : "Enable Session Management",
          "description" : "If this is not enabled then OpenID Connect session management related endpoints 
will be disabled.  When enabled OpenAM will store <i>ops</i> tokens corresponding to OpenID Connect sessions 
in the CTS store and an oidc session id in the AM session. ",
          "propertyOrder" : 410,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedTokenEndpointAuthenticationSigningAlgorithms" : {
          "title" : "Supported Token Endpoint JWS Signing Algorithms.",
          "description" : "Supported JWS Signing Algorithms for 'private_key_jwt' JWT based authentication 
method.",
          "propertyOrder" : 444,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
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        },
        "useForceAuthnForPromptLogin" : {
          "title" : "Use Force Authentication for prompt=login",
          "description" : "This setting only applies when using modules or chains for authentication. When the 
setting is false, using prompt=login will enforce that a new session is created. When this setting is true, 
force authentication will be used which will result in the return of the same session. <p>If you set <code>Use 
Force Authentication for prompt=login</code> to <code>true</code>, you must also set the 
<code>org.forgerock.openam.authentication.forceAuth.enabled</code> advanced server property to <code>true</
code>.</p> <p>For security reasons, it is strongly recommended that you leave <code>Use Force Authentication 
for prompt=login</code> set to the default value (<code>false</code>), so that a new session is created when 
the user re-authenticates.</p>",
          "propertyOrder" : 640,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedAuthorizationResponseEncryptionAlgorithms" : {
          "title" : "Authorization Response Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported by the Authorize endpoint as a JWT 
response.<br><br>OpenAM supports the following UserInfo endpoint encryption algorithms:<ul><li><code>RSA-
OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-
OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 
128-bit key derived from the client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li><li><code>A192KW</
code> - AES Key Wrapping with 192-bit key derived from the client secret.</li></ul>",
          "propertyOrder" : 463,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "alwaysAddClaimsToToken" : {
          "title" : "Always Return Claims in ID Tokens",
          "description" : "If enabled, include scope-derived claims in the <code>id_token</code>, even if an 
access token is also returned that could provide access to get the claims from the <code>userinfo</code> 
endpoint.<br><br>If not enabled, if an access token is requested the client must use it to access the 
<code>userinfo</code> endpoint for scope-derived claims, as they will not be included in the ID token.",
          "propertyOrder" : 360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedAuthorizationResponseEncryptionEnc" : {
          "title" : "Authorization Response Encryption Methods Supported",
          "description" : "Encryption methods supported by the Authorize endpoint as a JWT 
response.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 464,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "amrMappings" : {
          "title" : "OpenID Connect id_token amr Values to Auth Module Mappings",
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          "description" : "Specify <code>amr</code> values to be returned in the OpenID Connect 
<code>id_token</code>. Once authentication has completed, the authentication modules that were used from the 
authentication service will be mapped to the <code>amr</code> values. If you do not require <code>amr</code> 
values, or are not providing OpenID Connect tokens, leave this field blank.",
          "propertyOrder" : 330,
          "required" : false,
          "patternProperties" : {
            ".*" : { }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "jkwsURI" : {
          "title" : "Remote JSON Web Key URL",
          "description" : "The Remote URL where the providers JSON Web Key can be retrieved.<p><p>If this 
setting is not configured, then OpenAM provides a local URL to access the public key of the private key used 
to sign ID tokens.",
          "propertyOrder" : 140,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "supportedRequestParameterEncryptionEnc" : {
          "title" : "Request Parameter Encryption Methods Supported",
          "description" : "Encryption methods supported to decrypt Request parameter.<br><br>OpenAM supports 
the following Request parameter encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and 
<code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-
HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with 
HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 443,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedAuthorizationResponseSigningAlgorithms" : {
          "title" : "Authorization Response Signing Algorithms Supported",
          "description" : "Algorithms that are supported for signing the Authorize endpoint as a JWT 
response.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li><li><code>RS384</code> - RSASSA-PKCS-v1_5 
using SHA-384.</li><li><code>RS512</code> - RSASSA-PKCS-v1_5 using SHA-512.</li><li><code>EdDSA</code> - EdDSA 
with SHA-512.</li></ul>",
          "propertyOrder" : 462,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "idTokenInfoClientAuthenticationEnabled" : {
          "title" : "Idtokeninfo Endpoint Requires Client Authentication",
          "description" : "When enabled, the <code>/oauth2/idtokeninfo</code> endpoint requires client 
authentication if the signing algorithm is set to <code>HS256</code>, <code>HS384</code>, or <code>HS512</
code>.",
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          "propertyOrder" : 225,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authorisedOpenIdConnectSSOClients" : {
          "title" : "Authorized OIDC SSO Clients",
          "description" : "Clients authorized to use OpenID Connect ID tokens as SSO Tokens.<br><br>Allows 
clients to act with the full authority of the user. Grant this permission only to trusted clients.",
          "propertyOrder" : 446,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedUserInfoSigningAlgorithms" : {
          "title" : "UserInfo Signing Algorithms Supported",
          "description" : "Algorithms supported to verify signature of the UserInfo endpoint. OpenAM supports 
signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>HS256</code> - 
HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</li><li><code>HS512</code> - HMAC with 
SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</
li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.</li><li><code>ES512</
code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</li><li><code>RS256</code> - RSASSA-PKCS-
v1_5 using SHA-256.</li></ul>",
          "propertyOrder" : 456,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "useForceAuthnForMaxAge" : {
          "title" : "Use Force Authentication for max_age",
          "description" : "When this setting is <code>false</code> (default)<ul><li>Attempted authorization 
when the max_age has passed will log the existing session out and start a re-authentication</li></ul> 
<ul><li>Re-authentication triggered by the max_age parameter will create a new session</li></ul> When this 
setting is <code>true</code> <ul><li>Attempted authorization when the max_age has passed will not destroy the 
existing session</li></ul> <ul><li>Re-authentication triggered by the max_age parameter will return the same 
session. The advanced server property org.forgerock.openam.authentication.forceAuth.enabled must be set to 
<code>true</code></li></ul> <p>For security reasons, it is strongly recommended that you leave <code>Use Force 
Authentication for max_age</code> set to the default value (<code>false</code>), so that a new session is 
created when the user re-authenticates.</p>",
          "propertyOrder" : 650,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedTokenIntrospectionResponseEncryptionEnc" : {
          "title" : "Token Introspection Response Encryption Methods Supported",
          "description" : "Encryption methods supported by the Token Introspection endpoint JWT 
response.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 461,
          "required" : true,
          "items" : {
            "type" : "string"
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          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "pluginsConfig" : {
      "type" : "object",
      "title" : "Plugins",
      "propertyOrder" : 8,
      "properties" : {
        "userCodeGeneratorClass" : {
          "title" : "Device Code Flow User Code Generator Implementation Class",
          "description" : "The class that provides the custom implementation for the device code flow user 
code generator plugin interface: <code>org.forgerock.oauth2.core.plugins.registry.DefaultUserCodeGenerator</
code>",
          "propertyOrder" : 1310,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderScript" : {
          "title" : "Authorize Endpoint Data Provider Script",
          "description" : "The plugin that is executed to return additional data from the authorization 
request.",
          "propertyOrder" : 1301,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderPluginType" : {
          "title" : "Authorize Endpoint Data Provider Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Authorize Endpoint Data Provider Script 
will be executed and when plugin type is JAVA then the Authorize Endpoint Data Provider Plugin Implementation 
Class will be executed.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModifierClass" : {
          "title" : "Access Token Modifier Plugin Implementation Class",
          "description" : "The plugin that is executed when issuing an access token. <p>The plugin can change 
the access token's internal data structure to include or exclude particular fields. <p>This plugin provides 
the custom implementation for the access token modifier plugin interface: 
<code>org.forgerock.oauth2.core.plugins.AccessTokenModifier</code>",
          "propertyOrder" : 77,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidcClaimsClass" : {
          "title" : "OIDC Claims Plugin Implementation Class",
          "description" : "The plugin that is executed when issuing an ID token or making a request to the 
<i>userinfo</i> endpoint during OpenID requests.<p>The plugin gathers the scopes and populates claims, and has 
access to the access token, the user's identity and, if available, the user's session. <p>This plugin provides 
the custom implementation for the OIDC claims plugin interface: 
<code>org.forgerock.oauth2.core.plugins.OIDCClaimsPlugin</code>",
          "propertyOrder" : 82,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "oidcClaimsScript" : {
          "title" : "OIDC Claims Script",
          "description" : "The plugin that is executed when issuing an ID token or making a request to the 
<i>userinfo</i> endpoint during OpenID requests.<p>The plugin gathers the scopes and populates claims, and has 
access to the access token, the user's identity and, if available, the user's session.",
          "propertyOrder" : 81,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenEnricherClass" : {
          "title" : "Access Token Enricher Plugin Implementation Class",
          "description" : "The class that provides the custom implementation for the access token enricher 
plugin interface: <code>org.forgerock.oauth2.core.plugins.registry.DefaultAccessTokenEnricher</code>",
          "propertyOrder" : 1303,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModificationPluginType" : {
          "title" : "Access Token Modification Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Access Token Modification Script will be 
executed and when plugin type is JAVA then the Access Token Modifier Plugin Implementation Class will be 
executed.",
          "propertyOrder" : 75,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "evaluateScopeScript" : {
          "title" : "Scope Evaluation Script",
          "description" : "The plugin that is executed when retrieving access token's information. <p>The 
plugin can provide a mechanism to associate scopes with profile attribute values, such as if one of the scopes 
is mail, the resource owner's email address is provided in the information returned.",
          "propertyOrder" : 1101,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopePluginType" : {
          "title" : "Scope Validation Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Scope Validation Script will be executed 
and when plugin type is JAVA then the Scope Validation Plugin Implementation Class will be executed.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopeClass" : {
          "title" : "Scope Validation Plugin Implementation Class",
          "description" : "The plugin that is executed when validating or customising the set of requested 
scopes for authorize, access token, refresh token and back channel authorize requests. <p>This plugin provides 
the custom implementation for the scope validation plugin interface: 
<code>org.forgerock.oauth2.core.plugins.ScopeValidator</code>",
          "propertyOrder" : 1202,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "validateScopeScript" : {
          "title" : "Scope Validation Script",
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          "description" : "The plugin that is executed when validating or customising the set of requested 
scopes for authorize, access token, refresh token and back channel authorize requests.",
          "propertyOrder" : 1201,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpointDataProviderClass" : {
          "title" : "Authorize Endpoint Data Provider Plugin Implementation Class",
          "description" : "The plugin that is executed to return additional data from the authorization 
request. <p>This plugin provides the custom implementation for the authorize endpoint data provider plugin 
interface: <code>org.forgerock.oauth2.core.plugins.AuthorizeEndpointDataProvider</code>",
          "propertyOrder" : 1302,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidcClaimsPluginType" : {
          "title" : "OIDC Claims Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the OIDC Claims Script will be executed and 
when plugin type is JAVA then the OIDC Claims Plugin Implementation Class will be executed.",
          "propertyOrder" : 80,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "evaluateScopePluginType" : {
          "title" : "Scope Evaluation Plugin Type",
          "description" : "When the plugin type is SCRIPTED then the Scope Evaluation Script will be executed 
and when plugin type is JAVA then the Scope Evaluation Plugin Implementation Class will be executed.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessTokenModificationScript" : {
          "title" : "Access Token Modification Script",
          "description" : "The plugin that is executed when issuing an access token. <p>The plugin can change 
the access token's internal data structure to include or exclude particular fields.",
          "propertyOrder" : 76,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "evaluateScopeClass" : {
          "title" : "Scope Evaluation Plugin Implementation Class",
          "description" : "The plugin that is executed when retrieving access token's information. <p>The 
plugin can provide a mechanism to associate scopes with profile attribute values, such as if one of the scopes 
is mail, the resource owner's email address is provided in the information returned. <p>This plugin provides 
the custom implementation for the evaluate scope plugin interface: 
<code>org.forgerock.oauth2.core.plugins.ScopeEvaluator</code>",
          "propertyOrder" : 1102,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cibaConfig" : {
      "type" : "object",
      "title" : "CIBA",
      "propertyOrder" : 7,
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      "properties" : {
        "cibaMinimumPollingInterval" : {
          "title" : "Polling Wait Interval (seconds)",
          "description" : "The minimum amount of time in seconds that the Client should wait between polling 
requests to the token endpoint",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "cibaAuthReqIdLifetime" : {
          "title" : "Back Channel Authentication ID Lifetime (seconds)",
          "description" : "The time back channel authentication request id is valid for, in seconds.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "supportedCibaSigningAlgorithms" : {
          "title" : "Signing Algorithms Supported",
          "description" : "Algorithms supported to sign the CIBA request parameter.<p><p>OpenAM supports 
signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>ES256</code> - 
ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</li><li><code>PS256</code> - RSASSA-PSS using 
SHA-256.</li></ul>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "consent" : {
      "type" : "object",
      "title" : "Consent",
      "propertyOrder" : 6,
      "properties" : {
        "supportedRcsResponseEncryptionMethods" : {
          "title" : "Remote Consent Service Response Encryption Methods Supported",
          "description" : "Encryption methods supported to decrypt Remote Consent Service 
responses.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 454,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "savedConsentAttribute" : {
          "title" : "Saved Consent Attribute Name",
          "description" : "Name of a multi-valued attribute on resource owner profiles where OpenAM can save 
authorization consent decisions.<p><p>When the resource owner chooses to save the decision to authorize access 
for a client application, then OpenAM updates the resource owner's profile to avoid having to prompt the 
resource owner to grant authorization when the client issues subsequent authorization requests.",
          "propertyOrder" : 110,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientsCanSkipConsent" : {
          "title" : "Allow Clients to Skip Consent",
          "description" : "If enabled, clients may be configured so that the resource owner will not be asked 
for consent during authorization flows.",
          "propertyOrder" : 420,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "supportedRcsRequestEncryptionAlgorithms" : {
          "title" : "Remote Consent Service Request Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported to encrypt Remote Consent Service 
requests.<br><br>OpenAM supports the following encryption algorithms:<ul><li><code>RSA1_5</code> - RSA with 
PKCS#1 v1.5 padding.</li><li><code>RSA-OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) 
with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</
li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the client secret.</
li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key derived from the client secret.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li></ul>",
          "propertyOrder" : 450,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedRcsRequestSigningAlgorithms" : {
          "title" : "Remote Consent Service Request Signing Algorithms Supported",
          "description" : "Algorithms supported to sign consent_request JWTs for Remote Consent 
Services.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li></ul>",
          "propertyOrder" : 449,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedRcsRequestEncryptionMethods" : {
          "title" : "Remote Consent Service Request Encryption Methods Supported",
          "description" : "Encryption methods supported to encrypt Remote Consent Service 
requests.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 451,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "remoteConsentServiceId" : {
          "title" : "Remote Consent Service ID",
          "description" : "The ID of an existing remote consent service agent.",
          "propertyOrder" : 448,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "supportedRcsResponseEncryptionAlgorithms" : {
          "title" : "Remote Consent Service Response Encryption Algorithms Supported",
          "description" : "Encryption algorithms supported to decrypt Remote Consent Service 
responses.<br><br>OpenAM supports the following encryption algorithms:<ul><li><code>RSA1_5</code> - RSA with 
PKCS#1 v1.5 padding.</li><li><code>RSA-OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) 
with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</
li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the client secret.</
li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key derived from the client secret.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li></ul>",
          "propertyOrder" : 453,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedRcsResponseSigningAlgorithms" : {
          "title" : "Remote Consent Service Response Signing Algorithms Supported",
          "description" : "Algorithms supported to verify signed consent_response JWT from Remote Consent 
Services.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li></ul>",
          "propertyOrder" : 452,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enableRemoteConsent" : {
          "title" : "Enable Remote Consent",
          "description" : "",
          "propertyOrder" : 447,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "coreOIDCConfig" : {
      "type" : "object",
      "title" : "OpenID Connect",
      "propertyOrder" : 3,
      "properties" : {
        "supportedClaims" : {
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          "title" : "Supported Claims",
          "description" : "Set of claims supported by the OpenID Connect <code>/oauth2/userinfo</code> 
endpoint, with translations.<br><br>Claims may be entered as simple strings or pipe separated strings 
representing the internal claim name, locale, and localized description.<p><p>For example: <code>name|en|Your 
full name.</code>.<p>Locale strings are in the format: <code>language + \"_\" + country + \"_\" + variant</
code>, for example <code>en</code>, <code>en_GB</code>, or <code>en_US_WIN</code>. If the locale and pipe is 
omitted, the description is displayed to all users that have undefined locales.<p><p>If the description is 
also omitted, nothing is displayed on the consent page for the claim. For example specifying 
<code>family_name|</code> would allow the claim <code>family_name</code> to be used by the client, but would 
not display it to the user on the consent page when requested.",
          "propertyOrder" : 190,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedIDTokenEncryptionAlgorithms" : {
          "title" : "ID Token Encryption Algorithms supported",
          "description" : "Encryption algorithms supported to encrypt OpenID Connect ID tokens in order to 
hide its contents.<br><br>OpenAM supports the following ID token encryption algorithms:<ul><li><code>RSA-
OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-
OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 
128-bit key derived from the client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li><li><code>A192KW</
code> - AES Key Wrapping with 192-bit key derived from the client secret.</li></ul>",
          "propertyOrder" : 170,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "supportedIDTokenEncryptionMethods" : {
          "title" : "ID Token Encryption Methods supported",
          "description" : "Encryption methods supported to encrypt OpenID Connect ID tokens in order to hide 
its contents.<br><br>OpenAM supports the following ID token encryption algorithms:<ul><li><code>A128GCM</
code>, <code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated 
encryption mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</
code> - AES encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
          "propertyOrder" : 180,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "overrideableOIDCClaims" : {
          "title" : "Overrideable Id_Token Claims",
          "description" : "List of claims in the id_token that may be overrideable in the OIDC Claims Script. 
These should be the subset of the core OpenID Connect Claims like aud or azp.",
          "propertyOrder" : 155,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
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        },
        "oidcDiscoveryEndpointEnabled" : {
          "title" : "OIDC Provider Discovery",
          "description" : "Turns on and off OIDC Discovery endpoint.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "jwtTokenLifetime" : {
          "title" : "OpenID Connect JWT Token Lifetime (seconds)",
          "description" : "The amount of time the JWT will be valid for, in seconds.",
          "propertyOrder" : 210,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "supportedIDTokenSigningAlgorithms" : {
          "title" : "ID Token Signing Algorithms supported",
          "description" : "Algorithms supported to sign OpenID Connect <code>id_tokens</code>.<p><p>OpenAM 
supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>HS256</code> - 
HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</li><li><code>HS512</code> - HMAC with 
SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</
li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.</li><li><code>ES512</
code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</li><li><code>RS256</code> - RSASSA-PKCS-
v1_5 using SHA-256.</li><li><code>RS384</code> - RSASSA-PKCS-v1_5 using SHA-384.</li><li><code>RS512</code> - 
RSASSA-PKCS-v1_5 using SHA-512.</li><li><code>PS256</code> - RSASSA-PSS using SHA-256.</li><li><code>PS384</
code> - RSASSA-PSS using SHA-384.</li><li><code>PS512</code> - RSASSA-PSS using SHA-512.</li></ul>",
          "propertyOrder" : 160,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "deviceCodeConfig" : {
      "type" : "object",
      "title" : "Device Flow",
      "propertyOrder" : 5,
      "properties" : {
        "deviceUserCodeLength" : {
          "title" : "User Code Character Length",
          "description" : "The character length of the generated User Code.",
          "propertyOrder" : 405,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "deviceCodeLifetime" : {
          "title" : "Device Code Lifetime (seconds)",
          "description" : "The lifetime of the device code, in seconds.",
          "propertyOrder" : 390,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "completionUrl" : {
          "title" : "Device Completion URL",
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          "description" : "The URL that the user will be sent to on completion of their OAuth 2.0 login and 
consent when using the device code flow.",
          "propertyOrder" : 380,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "verificationUrl" : {
          "title" : "Verification URL",
          "description" : "The URL that the user will be instructed to visit to complete their OAuth 2.0 login 
and consent when using the device code flow.",
          "propertyOrder" : 370,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "devicePollInterval" : {
          "title" : "Device Polling Interval",
          "description" : "The polling frequency for devices waiting for tokens when using the device code 
flow.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "deviceUserCodeCharacterSet" : {
          "title" : "User Code Character Set",
          "description" : "The set of characters that will be used to generate the user code. The common sets 
are:<ul> <li>A subset of base58 with potentially ambiguous characters 0, 1, U, u, 8, 9 l, O, I, V, v, B, g and 
I removed: <pre>234567ACDEFGHJKLMNPQRSTWXYZabcdefhijkmnopqrstwxyz</pre></li> <li>A-Z characters, with no 
digits and removing vowels: <pre>BCDFGHJKLMNPQRSTVWXZ</pre></li> <li>Numerical characters: <pre>0123456789</
pre></li> </ul>",
          "propertyOrder" : 407,
          "required" : true,
          "minLength" : 10,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "clientDynamicRegistrationConfig" : {
      "type" : "object",
      "title" : "Client Dynamic Registration",
      "propertyOrder" : 2,
      "properties" : {
        "allowDynamicRegistration" : {
          "title" : "Allow Open Dynamic Client Registration",
          "description" : "Allow clients to register without an access token. If enabled, you should consider 
adding some form of rate limiting. For more information, see  <a href=\"https://openid.net/specs/openid-
connect-registration-1_0.html#ClientRegistration\" target=\"_blank\">Client Registration</a> in the OpenID 
Connect specification.",
          "propertyOrder" : 280,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "generateRegistrationAccessTokens" : {
          "title" : "Generate Registration Access Tokens",
          "description" : "Whether to generate Registration Access Tokens for clients that register by using 
open dynamic client registration. Such tokens allow the client to access the <a href=\"https://openid.net/
specs/openid-connect-registration-1_0.html#ClientConfigurationEndpoint\" target=\"_blank\">Client 
Configuration Endpoint</a> as per the OpenID Connect specification. This setting has no effect if Allow Open 
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Dynamic Client Registration is disabled.",
          "propertyOrder" : 290,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "requiredSoftwareStatementAttestedAttributes" : {
          "title" : "Required Software Statement Attested Attributes",
          "description" : "The client attributes that are required to be present in the software statement JWT 
when registering an OAuth 2.0 client dynamically. Only applies if Require Software Statements for Dynamic 
Client Registration is enabled.<br><br>Leave blank to allow any attributes to be present.",
          "propertyOrder" : 272,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "dynamicClientRegistrationSoftwareStatementRequired" : {
          "title" : "Require Software Statement for Dynamic Client Registration",
          "description" : "When enabled, a software statement JWT containing at least the <code>iss</code> 
(issuer) claim must be provided when registering an OAuth 2.0 client dynamically.",
          "propertyOrder" : 271,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "dynamicClientRegistrationScope" : {
          "title" : "Scope to give access to dynamic client registration",
          "description" : "Mandatory scope required when registering a new OAuth2 client.",
          "propertyOrder" : 455,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/services/oauth-oidc

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action OAuth2Provider --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth2Provider --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OAuth2Provider --global --actionName nextdescendents

read

Usage

am> read OAuth2Provider --global

update

Usage

am> update OAuth2Provider --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "blacklistCacheSize" : {
      "title" : "Token Denylist Cache Size",
      "description" : "Number of denylisted tokens to cache in memory to speed up denylist checks and reduce 
load on the CTS.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "blacklistPollInterval" : {
      "title" : "Denylist Poll Interval (seconds)",
      "description" : "How frequently to poll for token denylist changes from other servers, in 
seconds.<br><br>How often each server will poll the CTS for token denylist changes from other servers. This is 
used to maintain a highly compressed view of the overall current token denylist, improving performance. A 
lower number will reduce the delay for denylisted tokens to propagate to all servers at the cost of increased 
CTS load. Set to 0 to disable this feature completely.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "statelessGrantTokenUpgradeCompatibilityMode" : {
      "title" : "Client-Side Grant Token Upgrade Compatibility Mode",
      "description" : "Enable OpenAM to consume and create client-side OAuth 2.0 tokens in two different 
formats simultaneously.<br><br>Enable this option when upgrading OpenAM to allow the new instance to create 
and consume client-side OAuth 2.0 tokens in both the previous format, and the new format. Disable this option 
once all OpenAM instances in the cluster have been upgraded.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "storageScheme" : {
      "title" : "CTS Storage Scheme",
      "description" : "Storage scheme to be used when storing OAuth2 tokens to CTS.<br><br>In order to support 
rolling upgrades, this should be set to the latest storage scheme supported by all OpenAM instances within 
your cluster. Select the latest storage scheme once all OpenAM instances in the cluster have been 
upgraded.<br/><br/><b>One-to-One Storage Scheme</b><br/>Under this storage scheme, each OAuth2 token maps to 
an individual CTS entry.<br/><i>This storage scheme is inefficient - use the Grant-Set Storage Scheme once all 
servers have been upgraded to a version which supports it.</i><br/><br/><b>Grant-Set Storage Scheme</b><br/
>Under this storage scheme, multiple authorization codes, access tokens, and refresh tokens for a given OAuth 
2.0 client and resource owner can be stored within a single CTS entry.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "blacklistPurgeDelay" : {
      "title" : "Denylist Purge Delay (minutes)",
      "description" : "Length of time to denylist tokens beyond their expiry time.<br><br>Allows additional 
time to account for clock skew to ensure that a token has expired before it is removed from the denylist.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "allowUnauthorisedAccessToUserCodeForm" : {

Amster Entity Reference PingAM

3000 Copyright © 2025 Ping Identity Corporation



      "title" : "OAuth 2.0 allow unauthenticated user code entry",
      "description" : "If enabled, during an OAuth 2.0 device code authentication flow users will be able to 
access and input a user code without first logging in. This is for backwards compatibility and should only be 
enabled on existing installations that require this legacy functionality.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtTokenRequiredClaims" : {
      "title" : "JWT Required Claims",
      "description" : "Specify a custom list of claims that will be treated as required during validation of 
OAuth2 authorization grant and/or client authentication jwt, in addition to the default mandatory claims 
(\"iss\", \"aud\", \"exp\"). AM will throw an error if any of these claims are not present. Note that this 
attribute does not apply to a request object jwt.",
      "propertyOrder" : 800,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtTokenUnreasonableLifetime" : {
      "title" : "JWT Unreasonable Lifetime (seconds)",
      "description" : "Specify the lifetime (in seconds) of a JWT which should be considered unreasonable and 
rejected by validation.<br><br>The JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and 
Authorization Grants specification (https://tools.ietf.org/html/rfc7523#section-3) states that an 
authorization server may reject JWTs with an \"exp\" claim value that is unreasonably far in the future and an 
\"iat\" claim value that is unreasonably far in the past. During token validation AM enforces that the token 
must expire within the specified duration and if the \"iat\" claim value is present, the token must not be 
older than the specified duration.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwtTokenLifetimeValidationEnabled" : {
      "title" : "Enforce JWT Unreasonable Lifetime",
      "description" : "Enable the enforcement of JWT token unreasonable lifetime during validation.<br><br>The 
JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants specification 
(https://tools.ietf.org/html/rfc7523#section-3) states that an authorization server may reject JWTs with an 
\"exp\" claim value that is unreasonably far in the future and an \"iat\" claim value that is unreasonably far 
in the past. This enforcement may be disabled, but should only be done if the security implications have been 
evaluated.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "defaults" : {
      "properties" : {
        "advancedOAuth2Config" : {
          "type" : "object",
          "title" : "Advanced",
          "propertyOrder" : 1,
          "properties" : {
            "allowClientCredentialsInTokenRequestQueryParameters" : {
              "title" : "Allow Client Credentials in Token Endpoint Query Parameters",
              "description" : "When this setting is true, client credentials may be included in token endpoint 
requests as query parameters.The recommended and default value for this setting is to disallow this 
behaviour.",
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              "propertyOrder" : 1430,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "tlsCertificateRevocationCheckingEnabled" : {
              "title" : "Check TLS Certificate Revocation Status",
              "description" : "Whether to check if TLS client certificates have been revoked.<br><br>If 
enabled then AM will check if TLS client certificates used for client authentication have been revoked using 
either OCSP (preferred) or CRL. AM implements \"soft fail\" semantics: if the revocation status cannot be 
established due to a temporary error (e.g., network error) then the certificate is assumed to still be 
valid.",
              "propertyOrder" : 615,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "requestObjectProcessing" : {
              "title" : "Request Object Processing Specification",
              "description" : "The specification that should be used to validate request 
objects.<p><p>Adherence to OIDC means:<ul><li>Request objects MAY be unsigned</li><li>Authorization request 
parameters are assembled from Request Object and form/query parameters. If the same parameter exists both in 
the Request Object and the OAuth Authorization Request parameters, the parameter in the Request Object is 
used.</li><li><code>response_type</code> parameter should be specified outside of the request object</
li><li><code>scope</code> parameter including <code>openid</code> should  be specified outside of the request 
object</li></ul></ul><p><p>Adherence to JAR means:<ul><li>Request objects MUST be signed or signed and 
encrypted</li><li>Only <code>client_id</code> and one of <code>request</code> or <code>request_uri</code> need 
be present in authorization request</li><li>Authorization request parameters are assembled from Request Object 
only, even if the same parameter is provided as a query/form parameter</li><li>The client ID values in the 
<code>client_id</code> request parameter and in the Request Object <code>client_id</code> claim MUST be 
identical.</li></ul><p><p>Note that this config value is only used in cases where the rules to apply cannot be 
determined based on the incoming request alone. For example, OAuth2 requests that supply a request object but 
are non-OIDC (determined by presence of <code>openid</code> <code>scope</code> and/or <code>id_token</code> 
<code>response_type</code>) will always be processed according to JAR, independent of this config value. 
Similarly, JAR rules are always applied to PAR endpoint requests.",
              "propertyOrder" : 1050,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "hashSalt" : {
              "title" : "Subject Identifier Hash Salt",
              "description" : "If <i>pairwise</i> subject types are supported, it is <em>STRONGLY 
RECOMMENDED</em> to change this value. It is used in the salting of hashes for returning specific <code>sub</
code> claims to individuals using the same <code>request_uri</code> or <code>sector_identifier_uri</code>.",
              "propertyOrder" : 260,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "defaultScopes" : {
              "title" : "Default Client Scopes",
              "description" : "List of scopes a client will be granted if they request registration without 
specifying which scopes they want. Default scopes are NOT auto-granted to clients created through the OpenAM 
console.",
              "propertyOrder" : 200,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
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            },
            "tlsClientCertificateHeaderFormat" : {
              "title" : "TLS Client Certificate Header Format",
              "description" : "Format of the HTTP header used to communicate a client certificate from a 
reverse proxy.<br><br>The following formats are supported:<ul><li><code>URLENCODED_PEM</code> - a URL-encoded 
PEM format certificate. This is the format used by Nginx.</li><li><code>X_FORWARDED_CLIENT_CERT</code> - the 
<a target=\"_blank\" href=\"https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_conn_man/
headers#config-http-conn-man-headers-x-forwarded-client-cert\">X-Forwarded-Client-Cert</a>format used by Envoy 
and Istio.</li></ul>",
              "propertyOrder" : 605,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "tlsOcspResponderUri" : {
              "title" : "OCSP Responder URI",
              "description" : "URI of the OCSP responder service to use for checking certificate revocation 
status.<br><br>If specified this value overrides any OCSP or CRL mechanisms specified in individual 
certificates.",
              "propertyOrder" : 616,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "tlsClientCertificateTrustedHeader" : {
              "title" : "Trusted TLS Client Certificate Header",
              "description" : "HTTP Header to receive TLS client certificates when TLS is terminated at a 
proxy.<br><br>Leave blank if not terminating TLS at a proxy. Ensure that the proxy is configured to strip this 
headerfrom incoming requests. Best practice is to use a random string.",
              "propertyOrder" : 600,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "supportedSubjectTypes" : {
              "title" : "Subject Types supported",
              "description" : "List of subject types supported. Valid values are:<ul><li><code>public</code> - 
Each client receives the same subject (<code>sub</code>) value.</li><li><code>pairwise</code> - Each client 
receives a different subject (<code>sub</code>) value, to prevent correlation between clients.</li></ul>",
              "propertyOrder" : 150,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "tokenSigningAlgorithm" : {
              "title" : "OAuth2 Token Signing Algorithm",
              "description" : "Algorithm used to sign client-side OAuth 2.0 tokens in order to detect 
tampering.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li></ul>",
              "propertyOrder" : 220,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
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            "displayNameAttribute" : {
              "title" : "User Display Name attribute",
              "description" : "The profile attribute that contains the name to be displayed for the user on 
the consent page.",
              "propertyOrder" : 120,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "maxAgeOfRequestObjectNbfClaim" : {
              "title" : "Max nbf age",
              "description" : "The maximum permitted age (in minutes) of Request Object nbf claim. <p> A value 
of 0 indicates that there is no maximum time requirement.",
              "propertyOrder" : 1040,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "responseTypeClasses" : {
              "title" : "Response Type Plugins",
              "description" : "List of plugins that handle the valid <code>response_type</code> 
values.<br><br>OAuth 2.0 clients pass response types as parameters to the OAuth 2.0 Authorization endpoint 
(<code>/oauth2/authorize</code>) to indicate which grant type is requested from the provider. For example, the 
client passes <code>code</code> when requesting an authorization code, and <code>token</code> when requesting 
an access token.<p><p>Values in this list take the form <code>response-type|plugin-class-name</code>.",
              "propertyOrder" : 90,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "allowedAudienceValues" : {
              "title" : "Additional Audience Values",
              "description" : "The additional audience values that will be permitted when verifying Client 
Authentication JWTs.<br><br>These audience values will be in addition to the AS base, issuer and endpoint 
URIs.",
              "propertyOrder" : 91,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "tlsCertificateBoundAccessTokensEnabled" : {
              "title" : "Support TLS Certificate-Bound Access Tokens",
              "description" : "Whether to bind access tokens to the client certificate when using TLS client 
certificate authentication.",
              "propertyOrder" : 610,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "customLoginUrlTemplate" : {
              "title" : "Custom Login URL Template",
              "description" : "Custom URL for handling login, to override the default OpenAM login 
page.<br><br>Supports Freemarker syntax, with the following variables:<table><tr><th>Variable</
th><th>Description</th></tr><tr><td><code>gotoUrl</code></td><td><p>The URL to redirect to after login.</p></
td></tr><tr><td><code>acrValues</code></td><td><p>The Authentication Context Class Reference (acr) values for 
the authorization request.</p></td></tr><tr><td><code>realm</code></td><td><p>The OpenAM realm the 

Amster Entity Reference PingAM

3004 Copyright © 2025 Ping Identity Corporation



authorization request was made on.</p></td></tr><tr><td><code>module</code></td><td><p>The name of the OpenAM 
authentication module requested to perform resource owner authentication.</p></td></tr><tr><td><code>service</
code></td><td><p>The name of the OpenAM authentication chain requested to perform resource owner 
authentication.</p></td></tr><tr><td><code>locale</code></td><td><p>A space-separated list of locales, ordered 
by preference.</p></td></tr></table>The following example template redirects users to a non-OpenAM front end 
to handle login, which will then redirect back to the <code>/oauth2/authorize</code> endpoint with any 
required parameters:<p> <code>http://mylogin.com/login?goto=${goto}&lt;#if acrValues??&gt;&amp;acr_values=$
{acrValues}&lt;&#x2F;#if&gt;&lt;#if realm??&gt;&amp;realm=${realm}&lt;&#x2F;#if&gt;&lt;#if module??
&gt;&amp;module=${module}&lt;&#x2F;#if&gt;&lt;#if service??&gt;&amp;service=${service}&lt;&#x2F;#if&gt;&lt;#if 
locale??&gt;&amp;locale=${locale}&lt;&#x2F;#if&gt;</code><br><b>NOTE</b>: Default OpenAM login page is 
constructed using \"Base URL Source\" service.",
              "propertyOrder" : 60,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "modifiedTimestampAttribute" : {
              "title" : "Modified Timestamp Attribute Name",
              "description" : "The identity Data Store attribute used to return modified timestamp 
values.<p>This attribute is paired together with the <em>Created Timestamp Attribute Name</em> attribute 
(<code>createdTimestampAttribute</code>). You can leave both attributes unset (default) or set them both. If 
you set only one attribute and leave the other blank, the access token fails with a 500 error.<p>For example, 
when you configure AM as an OpenID Connect Provider in a Mobile Connect application and use DS as an identity 
data store, the client accesses the <code>userinfo</code> endpoint to obtain the <code>updated_at</code> claim 
value in the ID token. The <code>updated_at</code> claim obtains its value from the 
<code>modifiedTimestampAttribute</code> attribute in the user profile. If the profile has never been modified 
the <code>updated_at</code> claim uses the <code>createdTimestampAttribute</code> attribute. ",
              "propertyOrder" : 340,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "tokenCompressionEnabled" : {
              "title" : "Client-Side Token Compression",
              "description" : "Whether client-side access and refresh tokens should be compressed.",
              "propertyOrder" : 223,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "includeSubnameInTokenClaims" : {
              "title" : "Include subname claim in tokens issued by the OAuth2 Provider",
              "description" : "When this setting is true, Access and ID Tokens issued will contain a claim 
\"subname\" with a value equal to the name of the token's subject.",
              "propertyOrder" : 1440,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "moduleMessageEnabledInPasswordGrant" : {
              "title" : "Enable Auth Module Messages for Password Credentials Grant",
              "description" : "If enabled, authentication module failure messages are used to create Resource 
Owner Password Credentials Grant failure messages. If disabled, a standard authentication failed message is 
used.<br><br>The Password Grant Type requires the <code>grant_type=password</code> parameter.",
              "propertyOrder" : 440,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "tokenEncryptionEnabled" : {
              "title" : "Encrypt Client-Side Tokens",
              "description" : "Whether client-side access and refresh tokens should be 
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encrypted.<br><br>Enabling token encryption will disable token signing as encryption is performed using direct 
symmetric encryption.",
              "propertyOrder" : 242,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "authenticationAttributes" : {
              "title" : "User Profile Attribute(s) the Resource Owner is Authenticated On",
              "description" : "Names of profile attributes that resource owners use to log in. You can add 
others to the default, for example <code>mail</code>.",
              "propertyOrder" : 100,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "macaroonTokenFormat" : {
              "title" : "Macaroon Token Format",
              "description" : "The format to use when serializing and parsing Macaroons. V1 is bulky and 
should only be used when compatibility with older Macaroon libraries is required.",
              "propertyOrder" : 620,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "tlsOcspResponderCert" : {
              "title" : "OCSP Responder Certificate",
              "description" : "PEM-encoded certificate to use to verify OCSP responses.<br><br>If specified 
this certificate will be used to verify the signature on all OCSP responses. Otherwise the appropriate 
certificate will be determined from the trusted CA certificates.",
              "propertyOrder" : 617,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "persistentClaims" : {
              "title" : "Persistent Claims",
              "description" : "Set of custom claims which can be persisted between token refreshes. This list 
should not include the RFC 123 OAuth2 specification defined list of claims.",
              "propertyOrder" : 85,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "maxDifferenceBetweenRequestObjectNbfAndExp" : {
              "title" : "Max nbf and exp difference",
              "description" : "The maximum permitted difference (in minutes) between Request Object nbf and 
exp claims. <p> A value of 0 indicates that there is no maximum time requirement.",
              "propertyOrder" : 1030,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "expClaimRequiredInRequestObject" : {
              "title" : "Require exp claim in Request Object",
              "description" : "Enforce presence of exp claim in Request Object.",
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              "propertyOrder" : 1010,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "codeVerifierEnforced" : {
              "title" : "Code Verifier Parameter Required",
              "description" : "If enabled, requests using the authorization code grant and device code grant 
require a <code>code_challenge</code> attribute.<br><br>For more information, read the <a href=\"https://
tools.ietf.org/html/rfc7636\">specification for this feature</a>.",
              "propertyOrder" : 270,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "passwordGrantAuthService" : {
              "title" : "Password Grant Authentication Service",
              "description" : "The authentication service (chain or tree) that will be used to authenticate 
the username and password for the resource owner password credentials grant type.",
              "propertyOrder" : 430,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "supportedScopes" : {
              "title" : "Client Registration Scope Allowlist",
              "description" : "The set of scopes allowed when registering clients dynamically, with 
translations.<br><br><p>Scopes may be entered as simple strings or pipe-separated strings representing the 
internal scope name, locale, and localized description.</p><p>For example: <code>read|en|Permission to view 
email messages in your account</code></p><p>Locale strings are in the format: <code>language_country_variant</
code>, for example <code>en</code>, <code>en_GB</code>, or <code>en_US_WIN</code>.</p><p>If the locale and 
pipe is omitted, the description is displayed to all users that have undefined locales.</p><p>If the 
description is also omitted, nothing is displayed on the consent page for the scope. For example specifying 
<code>read|</code> would allow the scope read to be used by the client, but would not display it to the user 
on the consent page when requested.</p>",
              "propertyOrder" : 130,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "tokenExchangeClasses" : {
              "title" : "Token Exchanger Plugins",
              "description" : "List of plugins that handle the valid <code>requested_token_type</code> 
values.<br><br>When using the Token Exchange grant type, these handlers will be used to convert the provided 
<code>subject_token</code> and <code>actor_token</code> into the appropriate impersonation or delegation 
tokens for use with downstream services.",
              "propertyOrder" : 95,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "refreshTokenGracePeriod" : {
              "title" : "Refresh Token Grace Period (seconds)",
              "description" : "The time in seconds that a refresh token may be replayed to allow a client to 
recover if the response from the original refresh request is not received due to a network problem or other 
transient issue.<br>Only applies to stateful tokens in a one-to-one storage scheme. This value should be kept 
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as short as possible, and must not exceed 120 seconds. To deactivate the grace period set the value to 0.",
              "propertyOrder" : 1420,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "parRequestUriLifetime" : {
              "title" : "PAR Request URI Lifetime (seconds)",
              "description" : "The amount of time the PAR Request URI is valid for.",
              "propertyOrder" : 1400,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "createdTimestampAttribute" : {
              "title" : "Created Timestamp Attribute Name",
              "description" : "The identity Data Store attribute used to return created timestamp values.",
              "propertyOrder" : 350,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "grantTypes" : {
              "title" : "Grant Types",
              "description" : "The set of Grant Types (OAuth2 Flows) that are permitted to be used by this 
client.<br><br>If no Grant Types (OAuth2 Flows) are configured nothing will be permitted.",
              "propertyOrder" : 560,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "requirePushedAuthorizationRequests" : {
              "title" : "Require Pushed Authorization Requests",
              "description" : "If enabled, clients must use the PAR endpoint to initiate authorization 
requests. This applies to all clients, including clients where require_pushed_authorization_requests is 
false.",
              "propertyOrder" : 1410,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "nbfClaimRequiredInRequestObject" : {
              "title" : "Require nbf claim in Request Object",
              "description" : "Enforce presence of nbf claim in Request Object.",
              "propertyOrder" : 1020,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "tokenValidatorClasses" : {
              "title" : "Token Validator Plugins",
              "description" : "List of plugins that validate <code>subject_token</code> and 
<code>actor_token</code> values.<br><br>When using the Token Exchange grant type, these handlers will be used 
to convert the validate <code>subject_token</code> and <code>actor_token</code> values to ensure they meet the 
required criteria to be exchanged.",
              "propertyOrder" : 96,
              "required" : true,
              "items" : {
                "type" : "string"
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              },
              "type" : "array",
              "exampleValue" : ""
            }
          }
        },
        "pluginsConfig" : {
          "type" : "object",
          "title" : "Plugins",
          "propertyOrder" : 8,
          "properties" : {
            "authorizeEndpointDataProviderClass" : {
              "title" : "Authorize Endpoint Data Provider Plugin Implementation Class",
              "description" : "The plugin that is executed to return additional data from the authorization 
request. <p>This plugin provides the custom implementation for the authorize endpoint data provider plugin 
interface: <code>org.forgerock.oauth2.core.plugins.AuthorizeEndpointDataProvider</code>",
              "propertyOrder" : 1302,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "accessTokenModifierClass" : {
              "title" : "Access Token Modifier Plugin Implementation Class",
              "description" : "The plugin that is executed when issuing an access token. <p>The plugin can 
change the access token's internal data structure to include or exclude particular fields. <p>This plugin 
provides the custom implementation for the access token modifier plugin interface: 
<code>org.forgerock.oauth2.core.plugins.AccessTokenModifier</code>",
              "propertyOrder" : 77,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "authorizeEndpointDataProviderPluginType" : {
              "title" : "Authorize Endpoint Data Provider Plugin Type",
              "description" : "When the plugin type is SCRIPTED then the Authorize Endpoint Data Provider 
Script will be executed and when plugin type is JAVA then the Authorize Endpoint Data Provider Plugin 
Implementation Class will be executed.",
              "propertyOrder" : 1300,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "authorizeEndpointDataProviderScript" : {
              "title" : "Authorize Endpoint Data Provider Script",
              "description" : "The plugin that is executed to return additional data from the authorization 
request.",
              "propertyOrder" : 1301,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "oidcClaimsClass" : {
              "title" : "OIDC Claims Plugin Implementation Class",
              "description" : "The plugin that is executed when issuing an ID token or making a request to the 
<i>userinfo</i> endpoint during OpenID requests.<p>The plugin gathers the scopes and populates claims, and has 
access to the access token, the user's identity and, if available, the user's session. <p>This plugin provides 
the custom implementation for the OIDC claims plugin interface: 
<code>org.forgerock.oauth2.core.plugins.OIDCClaimsPlugin</code>",
              "propertyOrder" : 82,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
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            },
            "accessTokenEnricherClass" : {
              "title" : "Access Token Enricher Plugin Implementation Class",
              "description" : "The class that provides the custom implementation for the access token enricher 
plugin interface: <code>org.forgerock.oauth2.core.plugins.registry.DefaultAccessTokenEnricher</code>",
              "propertyOrder" : 1303,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "validateScopePluginType" : {
              "title" : "Scope Validation Plugin Type",
              "description" : "When the plugin type is SCRIPTED then the Scope Validation Script will be 
executed and when plugin type is JAVA then the Scope Validation Plugin Implementation Class will be 
executed.",
              "propertyOrder" : 1200,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "validateScopeClass" : {
              "title" : "Scope Validation Plugin Implementation Class",
              "description" : "The plugin that is executed when validating or customising the set of requested 
scopes for authorize, access token, refresh token and back channel authorize requests. <p>This plugin provides 
the custom implementation for the scope validation plugin interface: 
<code>org.forgerock.oauth2.core.plugins.ScopeValidator</code>",
              "propertyOrder" : 1202,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "validateScopeScript" : {
              "title" : "Scope Validation Script",
              "description" : "The plugin that is executed when validating or customising the set of requested 
scopes for authorize, access token, refresh token and back channel authorize requests.",
              "propertyOrder" : 1201,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "accessTokenModificationScript" : {
              "title" : "Access Token Modification Script",
              "description" : "The plugin that is executed when issuing an access token. <p>The plugin can 
change the access token's internal data structure to include or exclude particular fields.",
              "propertyOrder" : 76,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "evaluateScopeClass" : {
              "title" : "Scope Evaluation Plugin Implementation Class",
              "description" : "The plugin that is executed when retrieving access token's information. <p>The 
plugin can provide a mechanism to associate scopes with profile attribute values, such as if one of the scopes 
is mail, the resource owner's email address is provided in the information returned. <p>This plugin provides 
the custom implementation for the evaluate scope plugin interface: 
<code>org.forgerock.oauth2.core.plugins.ScopeEvaluator</code>",
              "propertyOrder" : 1102,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "evaluateScopeScript" : {
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              "title" : "Scope Evaluation Script",
              "description" : "The plugin that is executed when retrieving access token's information. <p>The 
plugin can provide a mechanism to associate scopes with profile attribute values, such as if one of the scopes 
is mail, the resource owner's email address is provided in the information returned.",
              "propertyOrder" : 1101,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "evaluateScopePluginType" : {
              "title" : "Scope Evaluation Plugin Type",
              "description" : "When the plugin type is SCRIPTED then the Scope Evaluation Script will be 
executed and when plugin type is JAVA then the Scope Evaluation Plugin Implementation Class will be 
executed.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "oidcClaimsPluginType" : {
              "title" : "OIDC Claims Plugin Type",
              "description" : "When the plugin type is SCRIPTED then the OIDC Claims Script will be executed 
and when plugin type is JAVA then the OIDC Claims Plugin Implementation Class will be executed.",
              "propertyOrder" : 80,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "accessTokenModificationPluginType" : {
              "title" : "Access Token Modification Plugin Type",
              "description" : "When the plugin type is SCRIPTED then the Access Token Modification Script will 
be executed and when plugin type is JAVA then the Access Token Modifier Plugin Implementation Class will be 
executed.",
              "propertyOrder" : 75,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "oidcClaimsScript" : {
              "title" : "OIDC Claims Script",
              "description" : "The plugin that is executed when issuing an ID token or making a request to the 
<i>userinfo</i> endpoint during OpenID requests.<p>The plugin gathers the scopes and populates claims, and has 
access to the access token, the user's identity and, if available, the user's session.",
              "propertyOrder" : 81,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "userCodeGeneratorClass" : {
              "title" : "Device Code Flow User Code Generator Implementation Class",
              "description" : "The class that provides the custom implementation for the device code flow user 
code generator plugin interface: <code>org.forgerock.oauth2.core.plugins.registry.DefaultUserCodeGenerator</
code>",
              "propertyOrder" : 1310,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "advancedOIDCConfig" : {
          "type" : "object",
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          "title" : "Advanced OpenID Connect",
          "propertyOrder" : 4,
          "properties" : {
            "authorisedOpenIdConnectSSOClients" : {
              "title" : "Authorized OIDC SSO Clients",
              "description" : "Clients authorized to use OpenID Connect ID tokens as SSO Tokens.<br><br>Allows 
clients to act with the full authority of the user. Grant this permission only to trusted clients.",
              "propertyOrder" : 446,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedAuthorizationResponseEncryptionAlgorithms" : {
              "title" : "Authorization Response Encryption Algorithms Supported",
              "description" : "Encryption algorithms supported by the Authorize endpoint as a JWT 
response.<br><br>OpenAM supports the following UserInfo endpoint encryption algorithms:<ul><li><code>RSA-
OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-
OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 
128-bit key derived from the client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li><li><code>A192KW</
code> - AES Key Wrapping with 192-bit key derived from the client secret.</li></ul>",
              "propertyOrder" : 463,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedTokenEndpointAuthenticationSigningAlgorithms" : {
              "title" : "Supported Token Endpoint JWS Signing Algorithms.",
              "description" : "Supported JWS Signing Algorithms for 'private_key_jwt' JWT based authentication 
method.",
              "propertyOrder" : 444,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedRequestParameterEncryptionAlgorithms" : {
              "title" : "Request Parameter Encryption Algorithms Supported",
              "description" : "Encryption algorithms supported to decrypt Request parameter.<br><br>OpenAM 
supports the following ID token encryption algorithms:<ul><li><code>RSA-OAEP</code> - RSA with Optimal 
Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP 
with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the 
client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</li><li><code>A256KW</code> - AES 
Key Wrapping with 256-bit key derived from the client secret.</li><li><code>dir</code> - Direct encryption 
with AES using the hashed client secret.</li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key 
derived from the client secret.</li></ul>",
              "propertyOrder" : 442,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
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            },
            "supportedTokenIntrospectionResponseEncryptionEnc" : {
              "title" : "Token Introspection Response Encryption Methods Supported",
              "description" : "Encryption methods supported by the Token Introspection endpoint JWT 
response.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
              "propertyOrder" : 461,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedRequestParameterEncryptionEnc" : {
              "title" : "Request Parameter Encryption Methods Supported",
              "description" : "Encryption methods supported to decrypt Request parameter.<br><br>OpenAM 
supports the following Request parameter encryption algorithms:<ul><li><code>A128GCM</code>, <code>A192GCM</
code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</
li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption 
in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
              "propertyOrder" : 443,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedUserInfoSigningAlgorithms" : {
              "title" : "UserInfo Signing Algorithms Supported",
              "description" : "Algorithms supported to verify signature of the UserInfo endpoint. OpenAM 
supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>HS256</code> - 
HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</li><li><code>HS512</code> - HMAC with 
SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</
li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.</li><li><code>ES512</
code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</li><li><code>RS256</code> - RSASSA-PKCS-
v1_5 using SHA-256.</li></ul>",
              "propertyOrder" : 456,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "storeOpsTokens" : {
              "title" : "Enable Session Management",
              "description" : "If this is not enabled then OpenID Connect session management related endpoints 
will be disabled.  When enabled OpenAM will store <i>ops</i> tokens corresponding to OpenID Connect sessions 
in the CTS store and an oidc session id in the AM session. ",
              "propertyOrder" : 410,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "alwaysAddClaimsToToken" : {
              "title" : "Always Return Claims in ID Tokens",
              "description" : "If enabled, include scope-derived claims in the <code>id_token</code>, even if 
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an access token is also returned that could provide access to get the claims from the <code>userinfo</code> 
endpoint.<br><br>If not enabled, if an access token is requested the client must use it to access the 
<code>userinfo</code> endpoint for scope-derived claims, as they will not be included in the ID token.",
              "propertyOrder" : 360,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "idTokenInfoClientAuthenticationEnabled" : {
              "title" : "Idtokeninfo Endpoint Requires Client Authentication",
              "description" : "When enabled, the <code>/oauth2/idtokeninfo</code> endpoint requires client 
authentication if the signing algorithm is set to <code>HS256</code>, <code>HS384</code>, or <code>HS512</
code>.",
              "propertyOrder" : 225,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "supportedRequestParameterSigningAlgorithms" : {
              "title" : "Request Parameter Signing Algorithms Supported",
              "description" : "Algorithms supported to verify signature of Request parameterOpenAM supports 
signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>HS256</code> - 
HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</li><li><code>HS512</code> - HMAC with 
SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</
li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.</li><li><code>ES512</
code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</li><li><code>RS256</code> - RSASSA-PKCS-
v1_5 using SHA-256.</li></ul>",
              "propertyOrder" : 441,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedUserInfoEncryptionEnc" : {
              "title" : "UserInfo Encryption Methods Supported",
              "description" : "Encryption methods supported by the UserInfo endpoint.<br><br>OpenAM supports 
the following UserInfo endpoint encryption methods:<ul><li><code>A128GCM</code>, <code>A192GCM</code>, and 
<code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-
HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with 
HMAC-SHA-2 for integrity.</li></ul>",
              "propertyOrder" : 458,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "includeAllKtyAlgCombinationsInJwksUri" : {
              "title" : "Include all kty and alg combinations in jwks_uri",
              "description" : "By default only distinct kid entries are returned in the jwks_uri and the alg 
property is not included.Enabling this flag will result in duplicate kid entries, each one specifying a 
different kty and alg combination. <a href=\"https://tools.ietf.org/html/rfc7517#section-4.5\">RFC7517 
distinct key KIDs</a>",
              "propertyOrder" : 630,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
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            "jkwsURI" : {
              "title" : "Remote JSON Web Key URL",
              "description" : "The Remote URL where the providers JSON Web Key can be retrieved.<p><p>If this 
setting is not configured, then OpenAM provides a local URL to access the public key of the private key used 
to sign ID tokens.",
              "propertyOrder" : 140,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "supportedAuthorizationResponseSigningAlgorithms" : {
              "title" : "Authorization Response Signing Algorithms Supported",
              "description" : "Algorithms that are supported for signing the Authorize endpoint as a JWT 
response.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li><li><code>RS384</code> - RSASSA-PKCS-v1_5 
using SHA-384.</li><li><code>RS512</code> - RSASSA-PKCS-v1_5 using SHA-512.</li><li><code>EdDSA</code> - EdDSA 
with SHA-512.</li></ul>",
              "propertyOrder" : 462,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "useForceAuthnForPromptLogin" : {
              "title" : "Use Force Authentication for prompt=login",
              "description" : "This setting only applies when using modules or chains for authentication. When 
the setting is false, using prompt=login will enforce that a new session is created. When this setting is 
true, force authentication will be used which will result in the return of the same session. <p>If you set 
<code>Use Force Authentication for prompt=login</code> to <code>true</code>, you must also set the 
<code>org.forgerock.openam.authentication.forceAuth.enabled</code> advanced server property to <code>true</
code>.</p> <p>For security reasons, it is strongly recommended that you leave <code>Use Force Authentication 
for prompt=login</code> set to the default value (<code>false</code>), so that a new session is created when 
the user re-authenticates.</p>",
              "propertyOrder" : 640,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "supportedAuthorizationResponseEncryptionEnc" : {
              "title" : "Authorization Response Encryption Methods Supported",
              "description" : "Encryption methods supported by the Authorize endpoint as a JWT 
response.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
              "propertyOrder" : 464,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "claimsParameterSupported" : {
              "title" : "Enable \"claims_parameter_supported\"",

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3015



              "description" : "If enabled, clients will be able to request individual claims using the 
<code>claims</code> request parameter, as per <a href=\"http://openid.net/specs/openid-connect-
core-1_0.html#ClaimsParameter\" target=\"_blank\">section 5.5 of the OpenID Connect specification</a>.",
              "propertyOrder" : 250,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "useForceAuthnForMaxAge" : {
              "title" : "Use Force Authentication for max_age",
              "description" : "When this setting is <code>false</code> (default)<ul><li>Attempted 
authorization when the max_age has passed will log the existing session out and start a re-authentication</
li></ul> <ul><li>Re-authentication triggered by the max_age parameter will create a new session</li></ul> When 
this setting is <code>true</code> <ul><li>Attempted authorization when the max_age has passed will not destroy 
the existing session</li></ul> <ul><li>Re-authentication triggered by the max_age parameter will return the 
same session. The advanced server property org.forgerock.openam.authentication.forceAuth.enabled must be set 
to <code>true</code></li></ul> <p>For security reasons, it is strongly recommended that you leave <code>Use 
Force Authentication for max_age</code> set to the default value (<code>false</code>), so that a new session 
is created when the user re-authenticates.</p>",
              "propertyOrder" : 650,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "supportedTokenIntrospectionResponseEncryptionAlgorithms" : {
              "title" : "Token Introspection Response Encryption Algorithms Supported",
              "description" : "Encryption algorithms supported by the Token Introspection endpoint JWT 
response.<br><br>OpenAM supports the following UserInfo endpoint encryption algorithms:<ul><li><code>RSA-
OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-
OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 
128-bit key derived from the client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li><li><code>A192KW</
code> - AES Key Wrapping with 192-bit key derived from the client secret.</li></ul>",
              "propertyOrder" : 460,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedUserInfoEncryptionAlgorithms" : {
              "title" : "UserInfo Encryption Algorithms Supported",
              "description" : "Encryption algorithms supported by the UserInfo endpoint.<br><br>OpenAM 
supports the following UserInfo endpoint encryption algorithms:<ul><li><code>RSA-OAEP</code> - RSA with 
Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA 
with OAEP with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from 
the client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</li><li><code>A256KW</code> - 
AES Key Wrapping with 256-bit key derived from the client secret.</li><li><code>dir</code> - Direct encryption 
with AES using the hashed client secret.</li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key 
derived from the client secret.</li></ul>",
              "propertyOrder" : 457,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "amrMappings" : {
              "title" : "OpenID Connect id_token amr Values to Auth Module Mappings",
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              "description" : "Specify <code>amr</code> values to be returned in the OpenID Connect 
<code>id_token</code>. Once authentication has completed, the authentication modules that were used from the 
authentication service will be mapped to the <code>amr</code> values. If you do not require <code>amr</code> 
values, or are not providing OpenID Connect tokens, leave this field blank.",
              "propertyOrder" : 330,
              "required" : false,
              "patternProperties" : {
                ".*" : { }
              },
              "type" : "object",
              "exampleValue" : ""
            },
            "loaMapping" : {
              "title" : "OpenID Connect acr_values to Auth Chain Mapping",
              "description" : "Maps OpenID Connect ACR values to authentication chains. For more details, see 
the <a href=\"http://openid.net/specs/openid-connect-core-1_0.html#AuthRequest\" target=\"_blank\">acr_values 
parameter</a> in the OpenID Connect authentication request specification.",
              "propertyOrder" : 310,
              "required" : false,
              "patternProperties" : {
                ".*" : { }
              },
              "type" : "object",
              "exampleValue" : ""
            },
            "supportedTokenIntrospectionResponseSigningAlgorithms" : {
              "title" : "Token Introspection Response Signing Algorithms Supported",
              "description" : "Algorithms that are supported for signing the Token Introspection endpoint JWT 
response.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li><li><code>RS384</code> - RSASSA-PKCS-v1_5 
using SHA-384.</li><li><code>RS512</code> - RSASSA-PKCS-v1_5 using SHA-512.</li><li><code>EdDSA</code> - EdDSA 
with SHA-512.</li></ul>",
              "propertyOrder" : 459,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "defaultACR" : {
              "title" : "Default ACR values",
              "description" : "Default requested Authentication Context Class Reference values.<br><br>List of 
strings that specifies the default acr values that the OP is being requested to use for processing requests 
from this Client, with the values appearing in order of preference. The Authentication Context Class satisfied 
by the authentication performed is returned as the acr Claim Value in the issued ID Token. The acr Claim is 
requested as a Voluntary Claim by this parameter. The acr_values_supported discovery element contains a list 
of the acr values supported by this server. Values specified in the acr_values request parameter or an 
individual acr Claim request override these default values.",
              "propertyOrder" : 320,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            }
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          }
        },
        "coreOAuth2Config" : {
          "type" : "object",
          "title" : "Core",
          "propertyOrder" : 0,
          "properties" : {
            "usePolicyEngineForScope" : {
              "title" : "Use Policy Engine for Scope decisions",
              "description" : "With this setting enabled, the policy engine is consulted for each scope value 
that is requested.<br><br>If a policy returns an action of GRANT=true, the scope is consented automatically, 
and the user is not consulted in a user-interaction flow. If a policy returns an action of GRANT=false, the 
scope is not added to any resulting token, and the user will not see it in a user-interaction flow. If no 
policy returns a value for the GRANT action, then if the grant type is user-facing (i.e. authorization or 
device code flows), the user is asked for consent (or saved consent is used), and if the grant type is not 
user-facing (password or client credentials), the scope is not added to any resulting token.",
              "propertyOrder" : 55,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "statelessTokensEnabled" : {
              "title" : "Use Client-Side Access & Refresh Tokens",
              "description" : "When enabled, OpenAM issues access and refresh tokens that can be inspected by 
resource servers.",
              "propertyOrder" : 3,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "macaroonTokensEnabled" : {
              "title" : "Use Macaroon Access and Refresh Tokens",
              "description" : "When enabled, AM will issue access and refresh tokens as Macaroons with 
caveats.",
              "propertyOrder" : 6,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "issueRefreshToken" : {
              "title" : "Issue Refresh Tokens",
              "description" : "Whether to issue a refresh token when returning an access token.",
              "propertyOrder" : 40,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "refreshTokenLifetime" : {
              "title" : "Refresh Token Lifetime (seconds)",
              "description" : "The time in seconds a refresh token is valid for. If this field is set to 
<code>-1</code>, the refresh token will never expire.",
              "propertyOrder" : 20,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "issueRefreshTokenOnRefreshedToken" : {
              "title" : "Issue Refresh Tokens on Refreshing Access Tokens",
              "description" : "Whether to issue a refresh token when refreshing an access token.",
              "propertyOrder" : 50,
              "required" : true,
              "type" : "boolean",
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              "exampleValue" : ""
            },
            "oidcMayActScript" : {
              "title" : "OIDC ID Token May Act Script",
              "description" : "The script that is executed when issuing an OIDC ID Token explicitly to modify 
the <code>may_act</code> claim placed on the token.",
              "propertyOrder" : 79,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "scopesPolicySet" : {
              "title" : "Scopes Policy Set",
              "description" : "The policy set that defines the context in which policy evaluations occur when 
Use Policy Engine for Scope decisions is enabled on the OAuth2 provider. If blank will default to the 
oauth2Scopes policy set.",
              "propertyOrder" : 58,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "codeLifetime" : {
              "title" : "Authorization Code Lifetime (seconds)",
              "description" : "The time an authorization code is valid for, in seconds.",
              "propertyOrder" : 10,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "accessTokenMayActScript" : {
              "title" : "OAuth2 Access Token May Act Script",
              "description" : "The script that is executed when issuing an access token explicitly to modify 
the <code>may_act</code> claim placed on the token.",
              "propertyOrder" : 78,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "accessTokenLifetime" : {
              "title" : "Access Token Lifetime (seconds)",
              "description" : "The time an access token is valid for, in seconds. Note that if you set the 
value to <code>0</code>, the access token will not be valid. A maximum lifetime of 600 seconds is 
recommended.",
              "propertyOrder" : 30,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            }
          }
        },
        "clientDynamicRegistrationConfig" : {
          "type" : "object",
          "title" : "Client Dynamic Registration",
          "propertyOrder" : 2,
          "properties" : {
            "allowDynamicRegistration" : {
              "title" : "Allow Open Dynamic Client Registration",
              "description" : "Allow clients to register without an access token. If enabled, you should 
consider adding some form of rate limiting. For more information, see  <a href=\"https://openid.net/specs/
openid-connect-registration-1_0.html#ClientRegistration\" target=\"_blank\">Client Registration</a> in the 
OpenID Connect specification.",
              "propertyOrder" : 280,
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              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "dynamicClientRegistrationScope" : {
              "title" : "Scope to give access to dynamic client registration",
              "description" : "Mandatory scope required when registering a new OAuth2 client.",
              "propertyOrder" : 455,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "generateRegistrationAccessTokens" : {
              "title" : "Generate Registration Access Tokens",
              "description" : "Whether to generate Registration Access Tokens for clients that register by 
using open dynamic client registration. Such tokens allow the client to access the <a href=\"https://
openid.net/specs/openid-connect-registration-1_0.html#ClientConfigurationEndpoint\" target=\"_blank\">Client 
Configuration Endpoint</a> as per the OpenID Connect specification. This setting has no effect if Allow Open 
Dynamic Client Registration is disabled.",
              "propertyOrder" : 290,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "requiredSoftwareStatementAttestedAttributes" : {
              "title" : "Required Software Statement Attested Attributes",
              "description" : "The client attributes that are required to be present in the software statement 
JWT when registering an OAuth 2.0 client dynamically. Only applies if Require Software Statements for Dynamic 
Client Registration is enabled.<br><br>Leave blank to allow any attributes to be present.",
              "propertyOrder" : 272,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "dynamicClientRegistrationSoftwareStatementRequired" : {
              "title" : "Require Software Statement for Dynamic Client Registration",
              "description" : "When enabled, a software statement JWT containing at least the <code>iss</code> 
(issuer) claim must be provided when registering an OAuth 2.0 client dynamically.",
              "propertyOrder" : 271,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "cibaConfig" : {
          "type" : "object",
          "title" : "CIBA",
          "propertyOrder" : 7,
          "properties" : {
            "supportedCibaSigningAlgorithms" : {
              "title" : "Signing Algorithms Supported",
              "description" : "Algorithms supported to sign the CIBA request parameter.<p><p>OpenAM supports 
signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>ES256</code> - 
ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</li><li><code>PS256</code> - RSASSA-PSS using 
SHA-256.</li></ul>",
              "propertyOrder" : 900,
              "required" : true,
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              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "cibaAuthReqIdLifetime" : {
              "title" : "Back Channel Authentication ID Lifetime (seconds)",
              "description" : "The time back channel authentication request id is valid for, in seconds.",
              "propertyOrder" : 700,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "cibaMinimumPollingInterval" : {
              "title" : "Polling Wait Interval (seconds)",
              "description" : "The minimum amount of time in seconds that the Client should wait between 
polling requests to the token endpoint",
              "propertyOrder" : 800,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            }
          }
        },
        "coreOIDCConfig" : {
          "type" : "object",
          "title" : "OpenID Connect",
          "propertyOrder" : 3,
          "properties" : {
            "supportedIDTokenEncryptionAlgorithms" : {
              "title" : "ID Token Encryption Algorithms supported",
              "description" : "Encryption algorithms supported to encrypt OpenID Connect ID tokens in order to 
hide its contents.<br><br>OpenAM supports the following ID token encryption algorithms:<ul><li><code>RSA-
OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.</li><li><code>RSA-
OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</li><li><code>A128KW</code> - AES Key Wrapping with 
128-bit key derived from the client secret.</li><li><code>RSA1_5</code> - RSA with PKCS#1 v1.5 padding.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li><li><code>A192KW</
code> - AES Key Wrapping with 192-bit key derived from the client secret.</li></ul>",
              "propertyOrder" : 170,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedClaims" : {
              "title" : "Supported Claims",
              "description" : "Set of claims supported by the OpenID Connect <code>/oauth2/userinfo</code> 
endpoint, with translations.<br><br>Claims may be entered as simple strings or pipe separated strings 
representing the internal claim name, locale, and localized description.<p><p>For example: <code>name|en|Your 
full name.</code>.<p>Locale strings are in the format: <code>language + \"_\" + country + \"_\" + variant</
code>, for example <code>en</code>, <code>en_GB</code>, or <code>en_US_WIN</code>. If the locale and pipe is 
omitted, the description is displayed to all users that have undefined locales.<p><p>If the description is 
also omitted, nothing is displayed on the consent page for the claim. For example specifying 
<code>family_name|</code> would allow the claim <code>family_name</code> to be used by the client, but would 
not display it to the user on the consent page when requested.",
              "propertyOrder" : 190,
              "required" : false,
              "items" : {
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                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "jwtTokenLifetime" : {
              "title" : "OpenID Connect JWT Token Lifetime (seconds)",
              "description" : "The amount of time the JWT will be valid for, in seconds.",
              "propertyOrder" : 210,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "supportedIDTokenEncryptionMethods" : {
              "title" : "ID Token Encryption Methods supported",
              "description" : "Encryption methods supported to encrypt OpenID Connect ID tokens in order to 
hide its contents.<br><br>OpenAM supports the following ID token encryption algorithms:<ul><li><code>A128GCM</
code>, <code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated 
encryption mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</
code> - AES encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
              "propertyOrder" : 180,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "overrideableOIDCClaims" : {
              "title" : "Overrideable Id_Token Claims",
              "description" : "List of claims in the id_token that may be overrideable in the OIDC Claims 
Script. These should be the subset of the core OpenID Connect Claims like aud or azp.",
              "propertyOrder" : 155,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "oidcDiscoveryEndpointEnabled" : {
              "title" : "OIDC Provider Discovery",
              "description" : "Turns on and off OIDC Discovery endpoint.",
              "propertyOrder" : 1000,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "supportedIDTokenSigningAlgorithms" : {
              "title" : "ID Token Signing Algorithms supported",
              "description" : "Algorithms supported to sign OpenID Connect <code>id_tokens</code>.<p><p>OpenAM 
supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://tools.ietf.org/html/
rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</a>:<ul><li><code>HS256</code> - 
HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</li><li><code>HS512</code> - HMAC with 
SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.</
li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.</li><li><code>ES512</
code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</li><li><code>RS256</code> - RSASSA-PKCS-
v1_5 using SHA-256.</li><li><code>RS384</code> - RSASSA-PKCS-v1_5 using SHA-384.</li><li><code>RS512</code> - 
RSASSA-PKCS-v1_5 using SHA-512.</li><li><code>PS256</code> - RSASSA-PSS using SHA-256.</li><li><code>PS384</
code> - RSASSA-PSS using SHA-384.</li><li><code>PS512</code> - RSASSA-PSS using SHA-512.</li></ul>",
              "propertyOrder" : 160,
              "required" : true,
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              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            }
          }
        },
        "consent" : {
          "type" : "object",
          "title" : "Consent",
          "propertyOrder" : 6,
          "properties" : {
            "supportedRcsResponseEncryptionAlgorithms" : {
              "title" : "Remote Consent Service Response Encryption Algorithms Supported",
              "description" : "Encryption algorithms supported to decrypt Remote Consent Service 
responses.<br><br>OpenAM supports the following encryption algorithms:<ul><li><code>RSA1_5</code> - RSA with 
PKCS#1 v1.5 padding.</li><li><code>RSA-OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) 
with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</
li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the client secret.</
li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key derived from the client secret.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li></ul>",
              "propertyOrder" : 453,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedRcsResponseEncryptionMethods" : {
              "title" : "Remote Consent Service Response Encryption Methods Supported",
              "description" : "Encryption methods supported to decrypt Remote Consent Service 
responses.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
              "propertyOrder" : 454,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedRcsResponseSigningAlgorithms" : {
              "title" : "Remote Consent Service Response Signing Algorithms Supported",
              "description" : "Algorithms supported to verify signed consent_response JWT from Remote Consent 
Services.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li></ul>",
              "propertyOrder" : 452,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
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              "exampleValue" : ""
            },
            "remoteConsentServiceId" : {
              "title" : "Remote Consent Service ID",
              "description" : "The ID of an existing remote consent service agent.",
              "propertyOrder" : 448,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "savedConsentAttribute" : {
              "title" : "Saved Consent Attribute Name",
              "description" : "Name of a multi-valued attribute on resource owner profiles where OpenAM can 
save authorization consent decisions.<p><p>When the resource owner chooses to save the decision to authorize 
access for a client application, then OpenAM updates the resource owner's profile to avoid having to prompt 
the resource owner to grant authorization when the client issues subsequent authorization requests.",
              "propertyOrder" : 110,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "clientsCanSkipConsent" : {
              "title" : "Allow Clients to Skip Consent",
              "description" : "If enabled, clients may be configured so that the resource owner will not be 
asked for consent during authorization flows.",
              "propertyOrder" : 420,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "supportedRcsRequestEncryptionMethods" : {
              "title" : "Remote Consent Service Request Encryption Methods Supported",
              "description" : "Encryption methods supported to encrypt Remote Consent Service 
requests.<br><br>OpenAM supports the following encryption methods:<ul><li><code>A128GCM</code>, 
<code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois Counter Mode (GCM) authenticated encryption 
mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</code>, and <code>A256CBC-HS512</code> - AES 
encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
              "propertyOrder" : 451,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "enableRemoteConsent" : {
              "title" : "Enable Remote Consent",
              "description" : "",
              "propertyOrder" : 447,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "supportedRcsRequestEncryptionAlgorithms" : {
              "title" : "Remote Consent Service Request Encryption Algorithms Supported",
              "description" : "Encryption algorithms supported to encrypt Remote Consent Service 
requests.<br><br>OpenAM supports the following encryption algorithms:<ul><li><code>RSA1_5</code> - RSA with 
PKCS#1 v1.5 padding.</li><li><code>RSA-OAEP</code> - RSA with Optimal Asymmetric Encryption Padding (OAEP) 
with SHA-1 and MGF-1.</li><li><code>RSA-OAEP-256</code> - RSA with OAEP with SHA-256 and MGF-1.</
li><li><code>A128KW</code> - AES Key Wrapping with 128-bit key derived from the client secret.</
li><li><code>A192KW</code> - AES Key Wrapping with 192-bit key derived from the client secret.</
li><li><code>A256KW</code> - AES Key Wrapping with 256-bit key derived from the client secret.</
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li><li><code>dir</code> - Direct encryption with AES using the hashed client secret.</li></ul>",
              "propertyOrder" : 450,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "supportedRcsRequestSigningAlgorithms" : {
              "title" : "Remote Consent Service Request Signing Algorithms Supported",
              "description" : "Algorithms supported to sign consent_request JWTs for Remote Consent 
Services.<br><br>OpenAM supports signing algorithms listed in JSON Web Algorithms (JWA): <a href=\"https://
tools.ietf.org/html/rfc7518#section-3.1\">\"alg\" (Algorithm) Header Parameter Values for JWS</
a>:<ul><li><code>HS256</code> - HMAC with SHA-256.</li><li><code>HS384</code> - HMAC with SHA-384.</
li><li><code>HS512</code> - HMAC with SHA-512.</li><li><code>ES256</code> - ECDSA with SHA-256 and NIST 
standard P-256 elliptic curve.</li><li><code>ES384</code> - ECDSA with SHA-384 and NIST standard P-384 
elliptic curve.</li><li><code>ES512</code> - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.</
li><li><code>RS256</code> - RSASSA-PKCS-v1_5 using SHA-256.</li></ul>",
              "propertyOrder" : 449,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            }
          }
        },
        "deviceCodeConfig" : {
          "type" : "object",
          "title" : "Device Flow",
          "propertyOrder" : 5,
          "properties" : {
            "deviceUserCodeCharacterSet" : {
              "title" : "User Code Character Set",
              "description" : "The set of characters that will be used to generate the user code. The common 
sets are:<ul> <li>A subset of base58 with potentially ambiguous characters 0, 1, U, u, 8, 9 l, O, I, V, v, B, 
g and I removed: <pre>234567ACDEFGHJKLMNPQRSTWXYZabcdefhijkmnopqrstwxyz</pre></li> <li>A-Z characters, with no 
digits and removing vowels: <pre>BCDFGHJKLMNPQRSTVWXZ</pre></li> <li>Numerical characters: <pre>0123456789</
pre></li> </ul>",
              "propertyOrder" : 407,
              "required" : true,
              "minLength" : 10,
              "type" : "string",
              "exampleValue" : ""
            },
            "devicePollInterval" : {
              "title" : "Device Polling Interval",
              "description" : "The polling frequency for devices waiting for tokens when using the device code 
flow.",
              "propertyOrder" : 400,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "deviceUserCodeLength" : {
              "title" : "User Code Character Length",
              "description" : "The character length of the generated User Code.",
              "propertyOrder" : 405,
              "required" : true,
              "type" : "integer",
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              "exampleValue" : ""
            },
            "deviceCodeLifetime" : {
              "title" : "Device Code Lifetime (seconds)",
              "description" : "The lifetime of the device code, in seconds.",
              "propertyOrder" : 390,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "completionUrl" : {
              "title" : "Device Completion URL",
              "description" : "The URL that the user will be sent to on completion of their OAuth 2.0 login 
and consent when using the device code flow.",
              "propertyOrder" : 380,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "verificationUrl" : {
              "title" : "Verification URL",
              "description" : "The URL that the user will be instructed to visit to complete their OAuth 2.0 
login and consent when using the device code flow.",
              "propertyOrder" : 370,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

OAuth2RemoteConsentAgentGroups

Realm Operations

Agent Groups handler that is responsible for managing agent groups

Resource path:

/realm-config/agents/groups/RemoteConsentAgent

Resource version: 1.0

create

Usage
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am> create OAuth2RemoteConsentAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "remoteConsentRedirectUrl" : {
      "title" : "Redirect URL",
      "description" : "The Remote Consent Service's URL to which the authorization server should redirect the 
user in order to obtain their consent.",
      "propertyOrder" : 34000,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentRequestEncryptionMethod" : {
      "title" : "Consent request Encryption Method",
      "description" : "Encryption method to be used when encrypting the consent request JWT.",
      "propertyOrder" : 34300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 34900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "publicKeyLocation" : {
      "title" : "Public key selector",
      "description" : "",
      "propertyOrder" : 34700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkSet" : {
      "title" : "Json Web Key",
      "description" : "Raw JSON Web Key value containing the Remote Consent Service's public keys.",
      "propertyOrder" : 35100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 35000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "remoteConsentResponseEncryptionAlgorithm" : {
      "title" : "Consent response encryption algorithm",
      "description" : "The encryption algorithm to be used by the provider when decrypting the remote consent 
response JWT received from the Remote Consent Service.",
      "propertyOrder" : 34500,
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      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUri" : {
      "title" : "Json Web Key URI",
      "description" : "The URI containing the public keys of the Remote Consent Service secret. The public 
keys are in the Json Web Key (jwk) format.",
      "propertyOrder" : 34800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentResponseEncryptionMethod" : {
      "title" : "Consent response encryption method",
      "description" : "The encryption method to be used by the provider when decrypting the remote consent 
response JWT received from the Remote Consent Service.<br><br>AM supports the following token encryption 
algorithms: <ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois 
Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</
code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
      "propertyOrder" : 34600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentRequestEncryptionAlgorithm" : {
      "title" : "Consent request Encryption Algorithm",
      "description" : "Encryption algorithm to be used when encrypting the consent request JWT.",
      "propertyOrder" : 34200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentRequestEncryptionEnabled" : {
      "title" : "Enable consent request Encryption",
      "description" : "Enables encryption of the consent request JWT.",
      "propertyOrder" : 34100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "requestTimeLimit" : {
      "title" : "Consent Request Time Limit",
      "description" : "The amount of seconds for which the consent request JWT sent to the Remote Consent 
Service should be considered valid.",
      "propertyOrder" : 35200,
      "required" : false,
      "type" : "integer",
      "exampleValue" : ""
    },
    "remoteConsentRequestSigningAlgorithm" : {
      "title" : "Consent request Signing Algorithm",
      "description" : "Signing algorithm to be used when signing the consent request JWT.",
      "propertyOrder" : 34500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentResponseSigningAlg" : {
      "title" : "Consent response signing algorithm",
      "description" : "The signing algorithm to be used by the provider when verifying the signature of the 
consent response JWT received from the Remote Consent Service.",
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      "propertyOrder" : 34400,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete OAuth2RemoteConsentAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OAuth2RemoteConsentAgentGroups --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth2RemoteConsentAgentGroups --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OAuth2RemoteConsentAgentGroups --realm Realm --actionName nextdescendents

query

Querying the agent groups of a specific type

Usage
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am> query OAuth2RemoteConsentAgentGroups --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OAuth2RemoteConsentAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OAuth2RemoteConsentAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "remoteConsentRedirectUrl" : {
      "title" : "Redirect URL",
      "description" : "The Remote Consent Service's URL to which the authorization server should redirect the 
user in order to obtain their consent.",
      "propertyOrder" : 34000,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentRequestEncryptionMethod" : {
      "title" : "Consent request Encryption Method",
      "description" : "Encryption method to be used when encrypting the consent request JWT.",
      "propertyOrder" : 34300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 34900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "publicKeyLocation" : {
      "title" : "Public key selector",
      "description" : "",
      "propertyOrder" : 34700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkSet" : {
      "title" : "Json Web Key",
      "description" : "Raw JSON Web Key value containing the Remote Consent Service's public keys.",
      "propertyOrder" : 35100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 35000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "remoteConsentResponseEncryptionAlgorithm" : {
      "title" : "Consent response encryption algorithm",
      "description" : "The encryption algorithm to be used by the provider when decrypting the remote consent 
response JWT received from the Remote Consent Service.",
      "propertyOrder" : 34500,
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      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUri" : {
      "title" : "Json Web Key URI",
      "description" : "The URI containing the public keys of the Remote Consent Service secret. The public 
keys are in the Json Web Key (jwk) format.",
      "propertyOrder" : 34800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentResponseEncryptionMethod" : {
      "title" : "Consent response encryption method",
      "description" : "The encryption method to be used by the provider when decrypting the remote consent 
response JWT received from the Remote Consent Service.<br><br>AM supports the following token encryption 
algorithms: <ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois 
Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</
code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
      "propertyOrder" : 34600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentRequestEncryptionAlgorithm" : {
      "title" : "Consent request Encryption Algorithm",
      "description" : "Encryption algorithm to be used when encrypting the consent request JWT.",
      "propertyOrder" : 34200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentRequestEncryptionEnabled" : {
      "title" : "Enable consent request Encryption",
      "description" : "Enables encryption of the consent request JWT.",
      "propertyOrder" : 34100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "requestTimeLimit" : {
      "title" : "Consent Request Time Limit",
      "description" : "The amount of seconds for which the consent request JWT sent to the Remote Consent 
Service should be considered valid.",
      "propertyOrder" : 35200,
      "required" : false,
      "type" : "integer",
      "exampleValue" : ""
    },
    "remoteConsentRequestSigningAlgorithm" : {
      "title" : "Consent request Signing Algorithm",
      "description" : "Signing algorithm to be used when signing the consent request JWT.",
      "propertyOrder" : 34500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentResponseSigningAlg" : {
      "title" : "Consent response signing algorithm",
      "description" : "The signing algorithm to be used by the provider when verifying the signature of the 
consent response JWT received from the Remote Consent Service.",
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      "propertyOrder" : 34400,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

OAuth2SoftwarePublisherAgentGroups

Realm Operations

Agent Groups handler that is responsible for managing agent groups

Resource path:

/realm-config/agents/groups/SoftwarePublisher

Resource version: 1.0

create

Usage

am> create OAuth2SoftwarePublisherAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwkSet" : {
      "title" : "Json Web Key",
      "description" : "Raw JSON Web Key value containing the Software Publisher's public keys.",
      "propertyOrder" : 35100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "publicKeyLocation" : {
      "title" : "Public key selector",
      "description" : "Select how the Software Publisher's public keys should be retrieved by the provider 
when validating software statement signatures.",
      "propertyOrder" : 34700,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 34900,
      "required" : false,
      "type" : "integer",
      "exampleValue" : ""
    },
    "softwareStatementSigningAlgorithm" : {
      "title" : "Software statement signing Algorithm",
      "description" : "Signing algorithm to be used when verifying software statement signatures.",
      "propertyOrder" : 34500,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Software publisher issuer",
      "description" : "Identifier for the software publisher, generally represented as a URL.",
      "propertyOrder" : 33001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 35000,
      "required" : false,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwksUri" : {
      "title" : "Json Web Key URI",
      "description" : "The URI that contains the Software Publisher's public keys in Json Web Key format.",
      "propertyOrder" : 34800,
      "required" : false,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3035



      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete OAuth2SoftwarePublisherAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OAuth2SoftwarePublisherAgentGroups --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth2SoftwarePublisherAgentGroups --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OAuth2SoftwarePublisherAgentGroups --realm Realm --actionName nextdescendents

query

Querying the agent groups of a specific type

Usage

am> query OAuth2SoftwarePublisherAgentGroups --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OAuth2SoftwarePublisherAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OAuth2SoftwarePublisherAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwkSet" : {
      "title" : "Json Web Key",
      "description" : "Raw JSON Web Key value containing the Software Publisher's public keys.",
      "propertyOrder" : 35100,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "publicKeyLocation" : {
      "title" : "Public key selector",
      "description" : "Select how the Software Publisher's public keys should be retrieved by the provider 
when validating software statement signatures.",
      "propertyOrder" : 34700,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 34900,
      "required" : false,
      "type" : "integer",
      "exampleValue" : ""
    },
    "softwareStatementSigningAlgorithm" : {
      "title" : "Software statement signing Algorithm",
      "description" : "Signing algorithm to be used when verifying software statement signatures.",
      "propertyOrder" : 34500,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Software publisher issuer",
      "description" : "Identifier for the software publisher, generally represented as a URL.",
      "propertyOrder" : 33001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 35000,
      "required" : false,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwksUri" : {
      "title" : "Json Web Key URI",
      "description" : "The URI that contains the Software Publisher's public keys in Json Web Key format.",
      "propertyOrder" : 34800,
      "required" : false,
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      "type" : "string",
      "exampleValue" : ""
    }
  }
}

OAuth2TrustedJWTIssuerAgentGroups

Realm Operations

Agent Groups handler that is responsible for managing agent groups

Resource path:

/realm-config/agents/groups/TrustedJwtIssuer

Resource version: 1.0

create

Usage

am> create OAuth2TrustedJWTIssuerAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "allowedSubjects" : {
      "title" : "Allowed Subjects",
      "description" : "List of subjects which this provider is allowed to provide consent for. If blank then 
the provider can provide consent for any user in this realm.",
      "propertyOrder" : 60,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "consentedScopesClaim" : {
      "title" : "Consented Scopes Claim",
      "description" : "Optional claim within the JWT that lists the scopes that the user has consented to. The 
scopes can be represented either as a JSON array of strings, or as a single space-separated string.",
      "propertyOrder" : 40,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkSet" : {
      "title" : "JWK Set",
      "description" : "Manually entered JWK Set of verification keys to validate the JWT signature.",
      "propertyOrder" : 30,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "JWT Issuer",
      "description" : "Expected 'iss' claim identifier for this JWT issuer.",
      "propertyOrder" : 10,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 70,
      "required" : false,
      "type" : "integer",
      "exampleValue" : ""
    },
    "resourceOwnerIdentityClaim" : {
      "title" : "Resource Owner Identity Claim",
      "description" : "Claim in the JWT that identifies the resource owner account in AM. Defaults to 
\"sub\".",
      "propertyOrder" : 50,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
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      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 80,
      "required" : false,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwksUri" : {
      "title" : "JWKs URI",
      "description" : "URI to retrieve JWK verification keys from to validate the JWT signature.",
      "propertyOrder" : 20,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete OAuth2TrustedJWTIssuerAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OAuth2TrustedJWTIssuerAgentGroups --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OAuth2TrustedJWTIssuerAgentGroups --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action OAuth2TrustedJWTIssuerAgentGroups --realm Realm --actionName nextdescendents

query

Querying the agent groups of a specific type

Usage

am> query OAuth2TrustedJWTIssuerAgentGroups --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OAuth2TrustedJWTIssuerAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OAuth2TrustedJWTIssuerAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "allowedSubjects" : {
      "title" : "Allowed Subjects",
      "description" : "List of subjects which this provider is allowed to provide consent for. If blank then 
the provider can provide consent for any user in this realm.",
      "propertyOrder" : 60,
      "required" : false,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "consentedScopesClaim" : {
      "title" : "Consented Scopes Claim",
      "description" : "Optional claim within the JWT that lists the scopes that the user has consented to. The 
scopes can be represented either as a JSON array of strings, or as a single space-separated string.",
      "propertyOrder" : 40,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkSet" : {
      "title" : "JWK Set",
      "description" : "Manually entered JWK Set of verification keys to validate the JWT signature.",
      "propertyOrder" : 30,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "JWT Issuer",
      "description" : "Expected 'iss' claim identifier for this JWT issuer.",
      "propertyOrder" : 10,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 70,
      "required" : false,
      "type" : "integer",
      "exampleValue" : ""
    },
    "resourceOwnerIdentityClaim" : {
      "title" : "Resource Owner Identity Claim",
      "description" : "Claim in the JWT that identifies the resource owner account in AM. Defaults to 
\"sub\".",
      "propertyOrder" : 50,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
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      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 80,
      "required" : false,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwksUri" : {
      "title" : "JWKs URI",
      "description" : "URI to retrieve JWK verification keys from to validate the JWT signature.",
      "propertyOrder" : 20,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

OAuth2UserApplications

Realm Operations

This endpoint exposes a list of all the applications (clients) that the user authorized using OAuth 2.0. Access for those applications
can then be revoked on a per-client basis.

Resource path:

/users/{user}/oauth2/applications

Resource version: 1.1

delete

Delete the tokens for the specified client ID.

Usage

am> delete OAuth2UserApplications --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

This endpoint exposes a list of all the applications (clients) that the user authorized using OAuth 2.0. Access for those
applications can then be revoked on a per-client basis.
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query

Get a list of the applications that have been granted OAuth 2.0 access. Only _queryFilter=true  is supported.

Usage

am> query OAuth2UserApplications --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

--user

This endpoint exposes a list of all the applications (clients) that the user authorized using OAuth 2.0. Access for those
applications can then be revoked on a per-client basis.

OIDCClient

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/oidcConfig

Resource version: 1.0

create

Usage

am> create OIDCClient --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "enableNativeNonce" : {
      "title" : "Enable Native Nonce",
      "description" : "When enabled, the Identity Provider Native SDK MUST include a nonce Claim in the ID 
Token with the Claim value being the nonce value sent in the Authentication Request. Enabled by default.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "acrValues" : {
      "title" : "ACR Values",
      "description" : "Space-separated string that specifies the acr values that the Authorization Server is 
being requested to use for processing this Authentication Request, with the values appearing in order of 
preference.",
      "propertyOrder" : 1150,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "requestObjectAudience" : {
      "title" : "Request Object Audience",
      "description" : "The intended audience of the request object. If unspecified, the issuer value will be 
used.",
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      "propertyOrder" : 1410,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "The Issuer of OIDC ID Tokens.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
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      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoResponseType" : {
      "title" : "User Info Response Format",
      "description" : "The expected format of UserInfo responses. Dictates how AM will process the response. 
The expected format must match the actual format.",
      "propertyOrder" : 1710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "encryptJwtRequestParameter" : {
      "title" : "Encrypt Request Parameter JWT",
      "description" : "Enable the option to send an encrypted request parameter JWT.",
      "propertyOrder" : 1130,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    },
    "redirectURI" : {
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      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "wellKnownEndpoint" : {
      "title" : "Well Known Endpoint",
      "description" : "The endpoint for retrieving a list of OAuth/OIDC endpoints.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3049



      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "claims" : {
      "title" : "Claims",
      "description" : "Claims on request object in JSON format. Must conform to the claims request parameter 
definition in the OpenID Connect specification section 5.5.",
      "propertyOrder" : 1810,
      "required" : true,
      "type" : "string",
      "format" : "textarea",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
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    "jwtRequestParameterOption" : {
      "title" : "Request Parameter JWT Option",
      "description" : "Choose how Request Parameter JWTs will be sent to the OIDC Provider. Choose REFERENCE 
for OpenID Connect Request Parameter JWTs to be passed by reference. Choose VALUE for OpenID Connect Request 
Parameter JWTs to be passed as single, self-contained parameters.Choose NONE to specify that Request Parameter 
JWTs are not used.",
      "propertyOrder" : 1125,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "encryptedIdTokens" : {
      "title" : "OP Encrypts ID Tokens",
      "description" : "Whether the OP encrypts ID Tokens. Will determine which resolver to use.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete OIDCClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OIDCClient --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OIDCClient --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OIDCClient --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OIDCClient --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OIDCClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OIDCClient --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "enableNativeNonce" : {
      "title" : "Enable Native Nonce",
      "description" : "When enabled, the Identity Provider Native SDK MUST include a nonce Claim in the ID 
Token with the Claim value being the nonce value sent in the Authentication Request. Enabled by default.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "acrValues" : {
      "title" : "ACR Values",
      "description" : "Space-separated string that specifies the acr values that the Authorization Server is 
being requested to use for processing this Authentication Request, with the values appearing in order of 
preference.",
      "propertyOrder" : 1150,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "requestObjectAudience" : {
      "title" : "Request Object Audience",
      "description" : "The intended audience of the request object. If unspecified, the issuer value will be 
used.",
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      "propertyOrder" : 1410,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "The Issuer of OIDC ID Tokens.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
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      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoResponseType" : {
      "title" : "User Info Response Format",
      "description" : "The expected format of UserInfo responses. Dictates how AM will process the response. 
The expected format must match the actual format.",
      "propertyOrder" : 1710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "encryptJwtRequestParameter" : {
      "title" : "Encrypt Request Parameter JWT",
      "description" : "Enable the option to send an encrypted request parameter JWT.",
      "propertyOrder" : 1130,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    },
    "redirectURI" : {
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      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "wellKnownEndpoint" : {
      "title" : "Well Known Endpoint",
      "description" : "The endpoint for retrieving a list of OAuth/OIDC endpoints.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
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      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "claims" : {
      "title" : "Claims",
      "description" : "Claims on request object in JSON format. Must conform to the claims request parameter 
definition in the OpenID Connect specification section 5.5.",
      "propertyOrder" : 1810,
      "required" : true,
      "type" : "string",
      "format" : "textarea",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
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    "jwtRequestParameterOption" : {
      "title" : "Request Parameter JWT Option",
      "description" : "Choose how Request Parameter JWTs will be sent to the OIDC Provider. Choose REFERENCE 
for OpenID Connect Request Parameter JWTs to be passed by reference. Choose VALUE for OpenID Connect Request 
Parameter JWTs to be passed as single, self-contained parameters.Choose NONE to specify that Request Parameter 
JWTs are not used.",
      "propertyOrder" : 1125,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "encryptedIdTokens" : {
      "title" : "OP Encrypts ID Tokens",
      "description" : "Whether the OP encrypts ID Tokens. Will determine which resolver to use.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

OIDCIDTokenValidator

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/OidcNode

Resource version: 1.0

create

Usage

am> create OIDCIDTokenValidator --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "inputs" : {
      "title" : "Script Inputs",
      "description" : "A list of state inputs that can be used by the script.",
      "propertyOrder" : 900,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "idTokenIssuer" : {
      "title" : "Token Issuer",
      "description" : "Name of the OpenID Connect ID token issuer. Value must match the iss field in issued ID 
Token e.g. <code>accounts.google.com</code>",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : "https://accounts.google.com"
    },
    "audienceName" : {
      "title" : "Audience name",
      "description" : "The audience name for this OpenID Connect node. This will be used to check that the ID 
token received is intended for this node as an audience.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "oidcValidationValue" : {
      "title" : "OpenID Connect Validation Value",
      "description" : "Specifies the full URL to the discovery or JWK location, corresponding to the 
configuration type selected in the OpenID Connect Validation Value property. If client_secret entered, entry 
is ignored and the value of the Client Secret is used.<p> Example: https://accounts.google.com/.well-known/
openid-configuration",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : "https://accounts.google.com/.well-known/openid-configuration"
    },
    "unreasonableLifetimeLimit" : {
      "title" : "Unreasonable Lifetime Limit",
      "description" : "During token validation AM enforces that the token must expire within the specified 
duration and if the \"iat\" claim value is present, the token must not be older than the specified duration. 
This value should be in minutes.",
      "propertyOrder" : 1000,
      "type" : "integer",
      "exampleValue" : ""
    },
    "secretId" : {
      "title" : "Client Secret Id",
      "description" : "Specifies the id of the client secret. One of the configured secret stores in AM should 
contain a secret with the given id. <p>For more information on the OAuth client_id parameter refer to the RFC 
6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : "clientsecret"
    },
    "oidcValidationType" : {
      "title" : "OpenID Connect Validation Type",
      "description" : "In order to validate the ID token from the OpenID Connect provider, the node needs 
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either a URL to get the public keys for the provider, or the symmetric key for an ID token signed with a HMAC-
based algorithm. <p> By default, the configuration type is .well-known/openid-configuration_url. This means 
the node should retrieve the keys based on information in the OpenID Connect Provider Configuration Document. 
<p>You can instead configure the authentication node to validate the ID token signature with the client secret 
key you provide, or to validate the ID token with the keys retrieved from the URL to the OpenID Connect 
provider's JSON web key set.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorisedParties" : {
      "title" : "Authorized parties",
      "description" : "A list of case-sensitive accepted authorized parties which can be either string or URI 
values. This will be checked against the authorized party claim of the ID token.",
      "propertyOrder" : 700,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "headerName" : {
      "title" : "ID Token Header Name",
      "description" : "Name of header referencing the ID Token.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Transformation Script",
      "description" : "A script that can transform the ID token's claims into object data.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "inputs", "idTokenIssuer", "audienceName", "oidcValidationValue", 
"unreasonableLifetimeLimit", "oidcValidationType", "authorisedParties", "headerName", "script" ]
}

delete

Usage

am> delete OIDCIDTokenValidator --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action OIDCIDTokenValidator --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OIDCIDTokenValidator --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action OIDCIDTokenValidator --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OIDCIDTokenValidator --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OIDCIDTokenValidator --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OIDCIDTokenValidator --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OIDCIDTokenValidator --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "inputs" : {
      "title" : "Script Inputs",
      "description" : "A list of state inputs that can be used by the script.",
      "propertyOrder" : 900,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "idTokenIssuer" : {
      "title" : "Token Issuer",
      "description" : "Name of the OpenID Connect ID token issuer. Value must match the iss field in issued ID 
Token e.g. <code>accounts.google.com</code>",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : "https://accounts.google.com"
    },
    "audienceName" : {
      "title" : "Audience name",
      "description" : "The audience name for this OpenID Connect node. This will be used to check that the ID 
token received is intended for this node as an audience.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "oidcValidationValue" : {
      "title" : "OpenID Connect Validation Value",
      "description" : "Specifies the full URL to the discovery or JWK location, corresponding to the 
configuration type selected in the OpenID Connect Validation Value property. If client_secret entered, entry 
is ignored and the value of the Client Secret is used.<p> Example: https://accounts.google.com/.well-known/
openid-configuration",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : "https://accounts.google.com/.well-known/openid-configuration"
    },
    "unreasonableLifetimeLimit" : {
      "title" : "Unreasonable Lifetime Limit",
      "description" : "During token validation AM enforces that the token must expire within the specified 
duration and if the \"iat\" claim value is present, the token must not be older than the specified duration. 
This value should be in minutes.",
      "propertyOrder" : 1000,
      "type" : "integer",
      "exampleValue" : ""
    },
    "secretId" : {
      "title" : "Client Secret Id",
      "description" : "Specifies the id of the client secret. One of the configured secret stores in AM should 
contain a secret with the given id. <p>For more information on the OAuth client_id parameter refer to the RFC 
6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : "clientsecret"
    },
    "oidcValidationType" : {
      "title" : "OpenID Connect Validation Type",
      "description" : "In order to validate the ID token from the OpenID Connect provider, the node needs 
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either a URL to get the public keys for the provider, or the symmetric key for an ID token signed with a HMAC-
based algorithm. <p> By default, the configuration type is .well-known/openid-configuration_url. This means 
the node should retrieve the keys based on information in the OpenID Connect Provider Configuration Document. 
<p>You can instead configure the authentication node to validate the ID token signature with the client secret 
key you provide, or to validate the ID token with the keys retrieved from the URL to the OpenID Connect 
provider's JSON web key set.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorisedParties" : {
      "title" : "Authorized parties",
      "description" : "A list of case-sensitive accepted authorized parties which can be either string or URI 
values. This will be checked against the authorized party claim of the ID token.",
      "propertyOrder" : 700,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "headerName" : {
      "title" : "ID Token Header Name",
      "description" : "Name of header referencing the ID Token.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Transformation Script",
      "description" : "A script that can transform the ID token's claims into object data.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "inputs", "idTokenIssuer", "audienceName", "oidcValidationValue", 
"unreasonableLifetimeLimit", "oidcValidationType", "authorisedParties", "headerName", "script" ]
}

OTPCollectorDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/OneTimePasswordCollectorDecisionNode

Resource version: 1.0

create

Usage
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am> create OTPCollectorDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "passwordExpiryTime" : {
      "title" : "One Time Password Validity Length",
      "description" : "This One Time Password will remain valid for this period in minutes.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "passwordExpiryTime" ]
}

delete

Usage

am> delete OTPCollectorDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OTPCollectorDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action OTPCollectorDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action OTPCollectorDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OTPCollectorDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OTPCollectorDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read OTPCollectorDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OTPCollectorDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "passwordExpiryTime" : {
      "title" : "One Time Password Validity Length",
      "description" : "This One Time Password will remain valid for this period in minutes.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "passwordExpiryTime" ]
}

OTPEmailSender

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/OneTimePasswordSmtpSenderNode

Resource version: 1.0
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create

Usage

am> create OTPEmailSender --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "emailContent" : {
      "title" : "The content of the email",
      "description" : "This is the content of the email that will be sent. All occurrence of {{OTP}} will be 
replaced with the One Time Password.",
      "propertyOrder" : 1400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "smsGatewayImplementationClass" : {
      "title" : "Gateway Implementation Class",
      "description" : "The OTP Email Sender node uses this class to send email messages. <br><br>The gateway 
class must implement the following interface: 
<br><code>com.sun.identity.authentication.modules.hotp.SMSGateway</code>",
      "propertyOrder" : 2200,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailAttribute" : {
      "title" : "Email Attribute Name",
      "description" : "This is the attribute name used by the OTP Sender to email the user.",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "sslOption" : {
      "title" : "Mail Server Secure Connection",
      "description" : "This setting controls whether the authentication module communicates with the mail 
server using SSL/TLS.",
      "propertyOrder" : 2100,
      "type" : "string",
      "exampleValue" : ""
    },
    "hostPort" : {
      "title" : "Mail Server Host Port",
      "description" : "The port of the mail server. The default port for SMTP is 25, if using SSL the default 
port is 465.",
      "propertyOrder" : 300,
      "type" : "integer",
      "exampleValue" : ""
    },
    "fromEmailAddress" : {
      "title" : "Email From Address",
      "description" : "Emails from the OTP Email Sender node will come from this address.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailSubject" : {
      "title" : "The subject of the email",
      "description" : "This is the subject of the email that will be sent.",
      "propertyOrder" : 1300,
      "patternProperties" : {
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        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "hostName" : {
      "title" : "Mail Server Host Name",
      "description" : "The name of the mail server OpenAM will use to send the messages.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "username" : {
      "title" : "Mail Server Authentication Username",
      "description" : "The username to use when the mail server is using SMTP authentication.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "password" : {
      "title" : "Mail Server Authentication Password",
      "description" : "The password to use when the mail server is using SMTP authentication.",
      "propertyOrder" : 500,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  },
  "required" : [ "emailContent", "smsGatewayImplementationClass", "emailAttribute", "sslOption", "hostPort", 
"fromEmailAddress", "emailSubject", "hostName", "username" ]
}

delete

Usage

am> delete OTPEmailSender --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OTPEmailSender --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OTPEmailSender --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action OTPEmailSender --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OTPEmailSender --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OTPEmailSender --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read OTPEmailSender --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OTPEmailSender --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

3074 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "emailContent" : {
      "title" : "The content of the email",
      "description" : "This is the content of the email that will be sent. All occurrence of {{OTP}} will be 
replaced with the One Time Password.",
      "propertyOrder" : 1400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "smsGatewayImplementationClass" : {
      "title" : "Gateway Implementation Class",
      "description" : "The OTP Email Sender node uses this class to send email messages. <br><br>The gateway 
class must implement the following interface: 
<br><code>com.sun.identity.authentication.modules.hotp.SMSGateway</code>",
      "propertyOrder" : 2200,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailAttribute" : {
      "title" : "Email Attribute Name",
      "description" : "This is the attribute name used by the OTP Sender to email the user.",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "sslOption" : {
      "title" : "Mail Server Secure Connection",
      "description" : "This setting controls whether the authentication module communicates with the mail 
server using SSL/TLS.",
      "propertyOrder" : 2100,
      "type" : "string",
      "exampleValue" : ""
    },
    "hostPort" : {
      "title" : "Mail Server Host Port",
      "description" : "The port of the mail server. The default port for SMTP is 25, if using SSL the default 
port is 465.",
      "propertyOrder" : 300,
      "type" : "integer",
      "exampleValue" : ""
    },
    "fromEmailAddress" : {
      "title" : "Email From Address",
      "description" : "Emails from the OTP Email Sender node will come from this address.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "emailSubject" : {
      "title" : "The subject of the email",
      "description" : "This is the subject of the email that will be sent.",
      "propertyOrder" : 1300,
      "patternProperties" : {
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        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "hostName" : {
      "title" : "Mail Server Host Name",
      "description" : "The name of the mail server OpenAM will use to send the messages.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "username" : {
      "title" : "Mail Server Authentication Username",
      "description" : "The username to use when the mail server is using SMTP authentication.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "password" : {
      "title" : "Mail Server Authentication Password",
      "description" : "The password to use when the mail server is using SMTP authentication.",
      "propertyOrder" : 500,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  },
  "required" : [ "emailContent", "smsGatewayImplementationClass", "emailAttribute", "sslOption", "hostPort", 
"fromEmailAddress", "emailSubject", "hostName", "username" ]
}

OTPSMSSender

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/OneTimePasswordSmsSenderNode

Resource version: 1.0

create

Usage

am> create OTPSMSSender --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "mobilePhoneAttributeName" : {
      "title" : "Mobile Phone Number Attribute Name",
      "description" : "This is the attribute name used for a requested text message.",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "smsContent" : {
      "title" : "The content of the message",
      "description" : "This is the content of the message that will be sent. All occurrence of {{OTP}} will be 
replaced with the One Time Password.",
      "propertyOrder" : 1400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "mobileCarrierAttributeName" : {
      "title" : "Mobile Carrier Attribute Name",
      "description" : "This is the attribute name used for a mobile carrier domain for sending SMS messages.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
    "hostPort" : {
      "title" : "Mail Server Host Port",
      "description" : "The port of the mail server. The default port for SMTP is 25, if using SSL the default 
port is 465.",
      "propertyOrder" : 300,
      "type" : "integer",
      "exampleValue" : ""
    },
    "hostName" : {
      "title" : "Mail Server Host Name",
      "description" : "The name of the mail server OpenAM will use to send the messages.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "username" : {
      "title" : "Mail Server Authentication Username",
      "description" : "The username to use when the mail server is using SMTP authentication.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "smsSubject" : {
      "title" : "The subject of the message",
      "description" : "This is the subject of the message that will be sent.",
      "propertyOrder" : 1300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
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      },
      "type" : "object",
      "exampleValue" : ""
    },
    "password" : {
      "title" : "Mail Server Authentication Password",
      "description" : "The password to use when the mail server is using SMTP authentication.",
      "propertyOrder" : 500,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "sslOption" : {
      "title" : "Mail Server Secure Connection",
      "description" : "This setting controls whether the authentication module communicates with the mail 
server using SSL/TLS.",
      "propertyOrder" : 2100,
      "type" : "string",
      "exampleValue" : ""
    },
    "smsGatewayImplementationClass" : {
      "title" : "Gateway Implementation Class",
      "description" : "The OTP SMS Sender node uses this class to send SMS messages. <br><br>The gateway class 
must implement the following interface: <br><code>com.sun.identity.authentication.modules.hotp.SMSGateway</
code>",
      "propertyOrder" : 2200,
      "type" : "string",
      "exampleValue" : ""
    },
    "fromEmailAddress" : {
      "title" : "Email From Address",
      "description" : "Emails from the OTP Email Sender node will come from this address.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "mobilePhoneAttributeName", "smsContent", "hostPort", "hostName", "username", "smsSubject", 
"sslOption", "smsGatewayImplementationClass", "fromEmailAddress" ]
}

delete

Usage

am> delete OTPSMSSender --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action OTPSMSSender --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OTPSMSSender --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action OTPSMSSender --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OTPSMSSender --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OTPSMSSender --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OTPSMSSender --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OTPSMSSender --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "mobilePhoneAttributeName" : {
      "title" : "Mobile Phone Number Attribute Name",
      "description" : "This is the attribute name used for a requested text message.",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "smsContent" : {
      "title" : "The content of the message",
      "description" : "This is the content of the message that will be sent. All occurrence of {{OTP}} will be 
replaced with the One Time Password.",
      "propertyOrder" : 1400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "mobileCarrierAttributeName" : {
      "title" : "Mobile Carrier Attribute Name",
      "description" : "This is the attribute name used for a mobile carrier domain for sending SMS messages.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
    "hostPort" : {
      "title" : "Mail Server Host Port",
      "description" : "The port of the mail server. The default port for SMTP is 25, if using SSL the default 
port is 465.",
      "propertyOrder" : 300,
      "type" : "integer",
      "exampleValue" : ""
    },
    "hostName" : {
      "title" : "Mail Server Host Name",
      "description" : "The name of the mail server OpenAM will use to send the messages.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "username" : {
      "title" : "Mail Server Authentication Username",
      "description" : "The username to use when the mail server is using SMTP authentication.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "smsSubject" : {
      "title" : "The subject of the message",
      "description" : "This is the subject of the message that will be sent.",
      "propertyOrder" : 1300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
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      },
      "type" : "object",
      "exampleValue" : ""
    },
    "password" : {
      "title" : "Mail Server Authentication Password",
      "description" : "The password to use when the mail server is using SMTP authentication.",
      "propertyOrder" : 500,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "sslOption" : {
      "title" : "Mail Server Secure Connection",
      "description" : "This setting controls whether the authentication module communicates with the mail 
server using SSL/TLS.",
      "propertyOrder" : 2100,
      "type" : "string",
      "exampleValue" : ""
    },
    "smsGatewayImplementationClass" : {
      "title" : "Gateway Implementation Class",
      "description" : "The OTP SMS Sender node uses this class to send SMS messages. <br><br>The gateway class 
must implement the following interface: <br><code>com.sun.identity.authentication.modules.hotp.SMSGateway</
code>",
      "propertyOrder" : 2200,
      "type" : "string",
      "exampleValue" : ""
    },
    "fromEmailAddress" : {
      "title" : "Email From Address",
      "description" : "Emails from the OTP Email Sender node will come from this address.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "mobilePhoneAttributeName", "smsContent", "hostPort", "hostName", "username", "smsSubject", 
"sslOption", "smsGatewayImplementationClass", "fromEmailAddress" ]
}

OathModule

Realm Operations

Resource path:

/realm-config/authentication/modules/oath

Resource version: 1.0

create

Usage
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am> create OathModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "stepsInWindow" : {
      "title" : "TOTP Time Steps",
      "description" : "The number of time steps to check before and after receiving a OTP.<br><br>This is the 
number of time step intervals to check the received OTP against both forward in time and back in time. For 
example, with 2 time steps and a time step interval of 30 seconds the server will allow a clock drift between 
client and server of 89 seconds. (2-30 second steps and 29 seconds for the interval that the OTP arrived in)",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "addChecksum" : {
      "title" : "Add Checksum Digit",
      "description" : "This adds a checksum digit to the OTP.<br><br>This adds a digit to the end of the OTP 
generated to be used as a checksum to verify the OTP was generated correctly. This is in addition to the 
actual password length. You should only set this if your device supports it.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "truncationOffset" : {
      "title" : "Truncation Offset",
      "description" : "This adds an offset to the generation of the OTP.<br><br>This is an option used by the 
HOTP algorithm that not all devices support. This should be left default unless you know your device uses a 
offset.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "minimumSecretKeyLength" : {
      "title" : "Minimum Secret Key Length",
      "description" : "Number of hexadecimal characters allowed for the Secret Key.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forgerock-oath-observed-clock-drift-attribute-name" : {
      "title" : "Clock Drift Attribute Name",
      "description" : "The name of the attribute in the user profile to store the clock drift. If left empty 
then clock drift checking is disabled.<br><br>The name of the attribute used to store the last observed clock 
drift which is used to indicated when a manual resynchronisation is required.",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
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      "exampleValue" : ""
    },
    "timeStepSize" : {
      "title" : "TOTP Time Step Interval",
      "description" : "The TOTP time step in seconds that the OTP device uses to generate the OTP.<br><br>This 
is the time interval that one OTP is valid for. For example, if the time step is 30 seconds, then a new OTP 
will be generated every 30 seconds. This makes a single OTP valid for only 30 seconds.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "oathOtpMaxRetry" : {
      "title" : "One Time Password Max Retry",
      "description" : "The number of times entry of the OTP may be attempted. Minimum is 1 maximum is 10 and 
default is 3.",
      "propertyOrder" : null,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "hotpWindowSize" : {
      "title" : "HOTP Window Size",
      "description" : "The size of the window to resynchronize with the client.<br><br>This sets the window 
that the OTP device and the server counter can be out of sync. For example, if the window size is 100 and the 
servers last successful login was at counter value 2, then the server will accept a OTP from the OTP device 
that is from device counter 3 to 102.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "lastLoginTimeAttribute" : {
      "title" : "Last Login Time Attribute",
      "description" : "Attribute to store the time of the users last login. This is required if TOTP is chosen 
as the OATH algorithm.<br><br>This attribute stores the last time a user logged in to prevent time based 
attacks. The value is stored as a number (Unix Time).",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "secretKeyAttribute" : {
      "title" : "Secret Key Attribute Name",
      "description" : "The name of the attribute in the user profile to store the user secret key.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "hotpCounterAttribute" : {
      "title" : "Counter Attribute Name",
      "description" : "The name of the attribute in the user profile to store the user counter. This is 
required if HOTP is chosen as the OATH algorithm.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forgerock-oath-sharedsecret-implementation-class" : {
      "title" : "The Shared Secret Provider Class",
      "description" : "The fully qualified class name for the Shared Secret Provider extension.<br><br>The 
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class that is used to process the user profile attribute used to store the user secret key.",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forgerock-oath-maximum-clock-drift" : {
      "title" : "Maximum Allowed Clock Drift",
      "description" : "Number of time steps a client is allowed to get out of sync with the server before 
manual resynchronisation is required. This should be greater than the TOTP Time Steps value.<br><br>As this 
checks the time drift over multiple requests it needs to be greater than the value specified in TOTP Time 
Steps.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "passwordLength" : {
      "title" : "One Time Password Length ",
      "description" : "The length of the generated OTP in digits. Must be 6 digits or longer.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "oathAlgorithm" : {
      "title" : "OATH Algorithm to Use",
      "description" : "Choose the algorithm your device uses to generate the OTP.<br><br>HOTP uses a counter 
value that is incremented every time a new OTP is generated. TOTP generates a new OTP every few seconds as 
specified by the time step interval.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete OathModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action OathModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OathModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OathModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OathModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OathModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update OathModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "stepsInWindow" : {
      "title" : "TOTP Time Steps",
      "description" : "The number of time steps to check before and after receiving a OTP.<br><br>This is the 
number of time step intervals to check the received OTP against both forward in time and back in time. For 
example, with 2 time steps and a time step interval of 30 seconds the server will allow a clock drift between 
client and server of 89 seconds. (2-30 second steps and 29 seconds for the interval that the OTP arrived in)",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "addChecksum" : {
      "title" : "Add Checksum Digit",
      "description" : "This adds a checksum digit to the OTP.<br><br>This adds a digit to the end of the OTP 
generated to be used as a checksum to verify the OTP was generated correctly. This is in addition to the 
actual password length. You should only set this if your device supports it.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "truncationOffset" : {
      "title" : "Truncation Offset",
      "description" : "This adds an offset to the generation of the OTP.<br><br>This is an option used by the 
HOTP algorithm that not all devices support. This should be left default unless you know your device uses a 
offset.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "minimumSecretKeyLength" : {
      "title" : "Minimum Secret Key Length",
      "description" : "Number of hexadecimal characters allowed for the Secret Key.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forgerock-oath-observed-clock-drift-attribute-name" : {
      "title" : "Clock Drift Attribute Name",
      "description" : "The name of the attribute in the user profile to store the clock drift. If left empty 
then clock drift checking is disabled.<br><br>The name of the attribute used to store the last observed clock 
drift which is used to indicated when a manual resynchronisation is required.",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
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      "exampleValue" : ""
    },
    "timeStepSize" : {
      "title" : "TOTP Time Step Interval",
      "description" : "The TOTP time step in seconds that the OTP device uses to generate the OTP.<br><br>This 
is the time interval that one OTP is valid for. For example, if the time step is 30 seconds, then a new OTP 
will be generated every 30 seconds. This makes a single OTP valid for only 30 seconds.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "oathOtpMaxRetry" : {
      "title" : "One Time Password Max Retry",
      "description" : "The number of times entry of the OTP may be attempted. Minimum is 1 maximum is 10 and 
default is 3.",
      "propertyOrder" : null,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "hotpWindowSize" : {
      "title" : "HOTP Window Size",
      "description" : "The size of the window to resynchronize with the client.<br><br>This sets the window 
that the OTP device and the server counter can be out of sync. For example, if the window size is 100 and the 
servers last successful login was at counter value 2, then the server will accept a OTP from the OTP device 
that is from device counter 3 to 102.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "lastLoginTimeAttribute" : {
      "title" : "Last Login Time Attribute",
      "description" : "Attribute to store the time of the users last login. This is required if TOTP is chosen 
as the OATH algorithm.<br><br>This attribute stores the last time a user logged in to prevent time based 
attacks. The value is stored as a number (Unix Time).",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "secretKeyAttribute" : {
      "title" : "Secret Key Attribute Name",
      "description" : "The name of the attribute in the user profile to store the user secret key.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "hotpCounterAttribute" : {
      "title" : "Counter Attribute Name",
      "description" : "The name of the attribute in the user profile to store the user counter. This is 
required if HOTP is chosen as the OATH algorithm.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forgerock-oath-sharedsecret-implementation-class" : {
      "title" : "The Shared Secret Provider Class",
      "description" : "The fully qualified class name for the Shared Secret Provider extension.<br><br>The 
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class that is used to process the user profile attribute used to store the user secret key.",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forgerock-oath-maximum-clock-drift" : {
      "title" : "Maximum Allowed Clock Drift",
      "description" : "Number of time steps a client is allowed to get out of sync with the server before 
manual resynchronisation is required. This should be greater than the TOTP Time Steps value.<br><br>As this 
checks the time drift over multiple requests it needs to be greater than the value specified in TOTP Time 
Steps.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "passwordLength" : {
      "title" : "One Time Password Length ",
      "description" : "The length of the generated OTP in digits. Must be 6 digits or longer.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "oathAlgorithm" : {
      "title" : "OATH Algorithm to Use",
      "description" : "Choose the algorithm your device uses to generate the OTP.<br><br>HOTP uses a counter 
value that is incremented every time a new OTP is generated. TOTP generates a new OTP every few seconds as 
specified by the time step interval.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/oath

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OathModule --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OathModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OathModule --global --actionName nextdescendents

read

Usage

am> read OathModule --global

update

Usage

am> update OathModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "minimumSecretKeyLength" : {
          "title" : "Minimum Secret Key Length",
          "description" : "Number of hexadecimal characters allowed for the Secret Key.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "hotpCounterAttribute" : {
          "title" : "Counter Attribute Name",
          "description" : "The name of the attribute in the user profile to store the user counter. This is 
required if HOTP is chosen as the OATH algorithm.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "lastLoginTimeAttribute" : {
          "title" : "Last Login Time Attribute",
          "description" : "Attribute to store the time of the users last login. This is required if TOTP is 
chosen as the OATH algorithm.<br><br>This attribute stores the last time a user logged in to prevent time 
based attacks. The value is stored as a number (Unix Time).",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oathAlgorithm" : {
          "title" : "OATH Algorithm to Use",
          "description" : "Choose the algorithm your device uses to generate the OTP.<br><br>HOTP uses a 
counter value that is incremented every time a new OTP is generated. TOTP generates a new OTP every few 
seconds as specified by the time step interval.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "passwordLength" : {
          "title" : "One Time Password Length ",
          "description" : "The length of the generated OTP in digits. Must be 6 digits or longer.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "addChecksum" : {
          "title" : "Add Checksum Digit",
          "description" : "This adds a checksum digit to the OTP.<br><br>This adds a digit to the end of the 
OTP generated to be used as a checksum to verify the OTP was generated correctly. This is in addition to the 
actual password length. You should only set this if your device supports it.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
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        "truncationOffset" : {
          "title" : "Truncation Offset",
          "description" : "This adds an offset to the generation of the OTP.<br><br>This is an option used by 
the HOTP algorithm that not all devices support. This should be left default unless you know your device uses 
a offset.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "secretKeyAttribute" : {
          "title" : "Secret Key Attribute Name",
          "description" : "The name of the attribute in the user profile to store the user secret key.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "timeStepSize" : {
          "title" : "TOTP Time Step Interval",
          "description" : "The TOTP time step in seconds that the OTP device uses to generate the 
OTP.<br><br>This is the time interval that one OTP is valid for. For example, if the time step is 30 seconds, 
then a new OTP will be generated every 30 seconds. This makes a single OTP valid for only 30 seconds.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "stepsInWindow" : {
          "title" : "TOTP Time Steps",
          "description" : "The number of time steps to check before and after receiving a OTP.<br><br>This is 
the number of time step intervals to check the received OTP against both forward in time and back in time. For 
example, with 2 time steps and a time step interval of 30 seconds the server will allow a clock drift between 
client and server of 89 seconds. (2-30 second steps and 29 seconds for the interval that the OTP arrived in)",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "forgerock-oath-maximum-clock-drift" : {
          "title" : "Maximum Allowed Clock Drift",
          "description" : "Number of time steps a client is allowed to get out of sync with the server before 
manual resynchronisation is required. This should be greater than the TOTP Time Steps value.<br><br>As this 
checks the time drift over multiple requests it needs to be greater than the value specified in TOTP Time 
Steps.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "forgerock-oath-sharedsecret-implementation-class" : {
          "title" : "The Shared Secret Provider Class",
          "description" : "The fully qualified class name for the Shared Secret Provider extension.<br><br>The 
class that is used to process the user profile attribute used to store the user secret key.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oathOtpMaxRetry" : {
          "title" : "One Time Password Max Retry",
          "description" : "The number of times entry of the OTP may be attempted. Minimum is 1 maximum is 10 
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and default is 3.",
          "propertyOrder" : null,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "hotpWindowSize" : {
          "title" : "HOTP Window Size",
          "description" : "The size of the window to resynchronize with the client.<br><br>This sets the 
window that the OTP device and the server counter can be out of sync. For example, if the window size is 100 
and the servers last successful login was at counter value 2, then the server will accept a OTP from the OTP 
device that is from device counter 3 to 102.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "forgerock-oath-observed-clock-drift-attribute-name" : {
          "title" : "Clock Drift Attribute Name",
          "description" : "The name of the attribute in the user profile to store the clock drift. If left 
empty then clock drift checking is disabled.<br><br>The name of the attribute used to store the last observed 
clock drift which is used to indicated when a manual resynchronisation is required.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

OathUserDevices

Realm Operations

The Oath devices service is responsible for exposing functions to change the collection of OATH authentication devices. The
supported methods are action, delete, query

Resource path:

/users/{user}/devices/2fa/oath
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Resource version: 1.0

check

Checks if the user’s Authenticator OATH module is 'skippable' and returns the result as a boolean

Usage

am> action OathUserDevices --realm Realm --body body --user user --actionName check

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "OATH user device check action request schema",
  "type" : "object",
  "title" : "OATH user device check action request schema"
}

--user

The Oath devices service is responsible for exposing functions to change the collection of OATH authentication devices.
The supported methods are action, delete, query

delete

Delete OATH user device

Usage

am> delete OathUserDevices --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

The Oath devices service is responsible for exposing functions to change the collection of OATH authentication devices.
The supported methods are action, delete, query

query

Query the user’s device profile

Usage
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am> query OathUserDevices --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

The Oath devices service is responsible for exposing functions to change the collection of OATH authentication devices.
The supported methods are action, delete, query

reset

Sets the user’s 'skippable' selection of Authenticator OATH module to default (NOT_SET) and deletes their profiles attribute

Usage

am> action OathUserDevices --realm Realm --body body --user user --actionName reset

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "description" : "OATH user device reset action request schema",
  "type" : "object",
  "title" : "OATH user device reset action request schema"
}

--user

The Oath devices service is responsible for exposing functions to change the collection of OATH authentication devices.
The supported methods are action, delete, query

skip

Sets the user’s ability to skip an Authenticator OATH module

Usage

am> action OathUserDevices --realm Realm --body body --user user --actionName skip

Parameters
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--body

The resource in JSON format, described by the following JSON schema:

{
  "description" : "OATH user device skip action request schema",
  "type" : "object",
  "title" : "OATH user device skip action request schema",
  "properties" : {
    "value" : {
      "type" : "boolean",
      "title" : "Skip OATH module response value",
      "description" : "True if the OATH device is set to skipped"
    }
  },
  "required" : [ "value" ]
}

--user

The Oath devices service is responsible for exposing functions to change the collection of OATH authentication devices.
The supported methods are action, delete, query

OpenDJ

Realm Operations

Resource path:

/realm-config/services/id-repositories/LDAPv3ForOpenDS

Resource version: 1.0

create

Usage

am> create OpenDJ --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "openam-idrepo-ldapv3-mtls-enabled" : {
          "title" : "mTLS Enabled",
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set connection mode to <code>LDAPS</code>. <li>The values for <code>Bind User DN</code> and 
<code>Bind User Password</code> are ignored.</li><li>The mTLS Secret label must be provided.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation.",
          "propertyOrder" : 6400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-mtls-secret-label" : {
          "title" : "mTLS Secret Label",
          "description" : "Label used for mapping to the mTLS certificate in the secret store. AM uses this 
label to create a specific secret ID for this identity repository. The secret ID takes the form 
<code>am.identity.repository.{{label}}.cert</code>, where {{label}} is the value of the mTLS Secret Label.  
The label can only contain characters {{a-z}} {{A-Z}} {{0-9}} {{.}} and cannot start or end with {{.}}.",
          "propertyOrder" : 6500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-trust-all-server-certificates" : {
          "title" : "Trust All Server Certificates",
          "description" : "For secure connections to the identity store (LDAPS pr StartTLS) AM will trust all 
server certificates.<br><br>Use only where you trust completely the id repo server.",
          "propertyOrder" : 1050,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-behera-support-enabled" : {
          "title" : "Behera Support Enabled",
          "description" : "When enabled, Behera draft control will be used in the outgoing requests for 
operations that may modify password value. This will allow OpenAM to display password policy related error 
messages when password policies are not met.",
          "propertyOrder" : 6100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-proxied-auth-enabled" : {
          "title" : "Proxied Authorization using Bind DN.",
          "description" : "Enable this setting if you have configured the LDAP bind DN account for proxied 
authorization (DS proxied-auth privilege). Do not enable this property if the LDAP bind DN account does not 
have the proxied-auth privilege granted because the user would not be able to reset their password. DS and AM 
log an error when this occurs.",
          "propertyOrder" : 850,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
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        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "openam-idrepo-ldapv3-proxied-auth-denied-fallback" : {
          "title" : "Fallback using Bind DN if Proxied Authorization denied",
          "description" : "Enable this setting to fallback and retry using non-proxied authorization (DS 
proxied-auth privilege) when proxied authorization is denied. Normally this happens when the attributes cannot 
be changed because the account is locked or the password has expired. This setting is effective only when 
Proxied Authorization is enabled.",
          "propertyOrder" : 860,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberurl" : {
          "title" : "Attribute Name of Group Member URL",
          "description" : "",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
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      "properties" : {
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5410,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
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          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
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      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-filter" : {
          "title" : "Persistent Search Filter",
          "description" : "",
          "propertyOrder" : 5600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""

Amster Entity Reference PingAM

3108 Copyright © 2025 Ping Identity Corporation



        }
      }
    }
  }
}

delete

Usage

am> delete OpenDJ --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OpenDJ --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OpenDJ --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OpenDJ --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OpenDJ --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OpenDJ --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OpenDJ --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "openam-idrepo-ldapv3-mtls-enabled" : {
          "title" : "mTLS Enabled",
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set connection mode to <code>LDAPS</code>. <li>The values for <code>Bind User DN</code> and 
<code>Bind User Password</code> are ignored.</li><li>The mTLS Secret label must be provided.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation.",
          "propertyOrder" : 6400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-mtls-secret-label" : {
          "title" : "mTLS Secret Label",
          "description" : "Label used for mapping to the mTLS certificate in the secret store. AM uses this 
label to create a specific secret ID for this identity repository. The secret ID takes the form 
<code>am.identity.repository.{{label}}.cert</code>, where {{label}} is the value of the mTLS Secret Label.  
The label can only contain characters {{a-z}} {{A-Z}} {{0-9}} {{.}} and cannot start or end with {{.}}.",
          "propertyOrder" : 6500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-trust-all-server-certificates" : {
          "title" : "Trust All Server Certificates",
          "description" : "For secure connections to the identity store (LDAPS pr StartTLS) AM will trust all 
server certificates.<br><br>Use only where you trust completely the id repo server.",
          "propertyOrder" : 1050,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-behera-support-enabled" : {
          "title" : "Behera Support Enabled",
          "description" : "When enabled, Behera draft control will be used in the outgoing requests for 
operations that may modify password value. This will allow OpenAM to display password policy related error 
messages when password policies are not met.",
          "propertyOrder" : 6100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-proxied-auth-enabled" : {
          "title" : "Proxied Authorization using Bind DN.",
          "description" : "Enable this setting if you have configured the LDAP bind DN account for proxied 
authorization (DS proxied-auth privilege). Do not enable this property if the LDAP bind DN account does not 
have the proxied-auth privilege granted because the user would not be able to reset their password. DS and AM 
log an error when this occurs.",
          "propertyOrder" : 850,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""

Amster Entity Reference PingAM

3112 Copyright © 2025 Ping Identity Corporation



        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "openam-idrepo-ldapv3-proxied-auth-denied-fallback" : {
          "title" : "Fallback using Bind DN if Proxied Authorization denied",
          "description" : "Enable this setting to fallback and retry using non-proxied authorization (DS 
proxied-auth privilege) when proxied authorization is denied. Normally this happens when the attributes cannot 
be changed because the account is locked or the password has expired. This setting is effective only when 
Proxied Authorization is enabled.",
          "propertyOrder" : 860,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberurl" : {
          "title" : "Attribute Name of Group Member URL",
          "description" : "",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
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      "properties" : {
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5410,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
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          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
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      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-filter" : {
          "title" : "Persistent Search Filter",
          "description" : "",
          "propertyOrder" : 5600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
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        }
      }
    }
  }
}

OpenIDConnect

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SocialOpenIdConnectNode

Resource version: 1.0

create

Usage

am> create OpenIDConnect --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "issuer" : {
      "title" : "Token Issuer",
      "description" : "Required when the 'openid' scope is included. Value must match the iss field in issued 
ID Token e.g. <code>accounts.google.com</code> The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
      "propertyOrder" : 1800,
      "type" : "string",
      "exampleValue" : ""
    },
    "basicAuth" : {
      "title" : "Use Basic Auth",
      "description" : "When enabled, the client will use basic auth for authenticating with the social auth 
provider. Enabled by default.",
      "propertyOrder" : 1000,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "cfgAccountProviderClass" : {
      "title" : "Account Provider",
      "description" : "Name of the class implementing the account provider. This class is used by the node to 
find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface. String 
constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response <p> If this 
field is left empty, attributes will be mapped from claims returned on the id_token and no call to the 
UserInfo endpoint will be made.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperClass" : {
      "title" : "Account Mapper",
      "description" : "Name of the class implementing the attribute mapping for the account search. This class 
is used by the node to map from the account information received from the OAuth Identity Provider into OpenAM. 
The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface. Provided 
implementations are: <code>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper</code> (canonly be used when using the 
openid scope) String constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
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    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingClasses" : {
      "title" : "Attribute Mapper",
      "description" : "Name of the class that implements the attribute mapping This class maps the OAuth 
properties into OpenAM properties. A custom attribute mapper can be provided. A custom attribute mapper must 
implement the org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper interface. Provided 
implementations are: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the openid 
scope)",
      "propertyOrder" : 1300,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "openIdValidationMethod" : {
      "title" : "OpenID Connect Validation Type",
      "description" : "In order to validate the ID token from the OpenID Connect provider, the node needs 
either a URL to get the public keys for the provider, or the symmetric key for an ID token signed with a HMAC-
based algorithm. <p> By default, the configuration type is .well-known/openid-configuration_url. This means 
the node should retrieve the keys based on information in the OpenID Connect Provider Configuration Document. 
<p>You can instead configure the authentication node to validate the ID token signature with the client secret 
key you provide, or to validate the ID token with the keys retrieved from the URL to the OpenID Connect 
provider's JSON web key set.",
      "propertyOrder" : 1900,
      "type" : "string",
      "exampleValue" : ""
    },
    "provider" : {
      "title" : "Social Provider",
      "description" : "Social Provider for which this node is being setup.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    },
    "openIdValidationValue" : {
      "title" : "OpenID Connect Validation Value",
      "description" : "Specifies the full URL to the discovery or JWK location, corresponding to the 
configuration type selected in the OpenID Connect validation configuration type property. <p> Example: 
https://accounts.google.com/.well-known/openid-configuration",
      "propertyOrder" : 2000,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeString" : {
      "title" : "OAuth Scope",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework, 
scope is a space-separated list of user profile attributes that the client application requires. The list 
depends on the permissions that the resource owner grants to the client application. Some authorization 
servers use non-standard separators for scopes.",
      "propertyOrder" : 600,
      "type" : "string",
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      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "",
      "propertyOrder" : 900,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingConfiguration" : {
      "title" : "Attribute Mapper Configuration",
      "description" : "Mapping of OAuth attributes to local OpenAM attributes Attribute configuration that 
will be used to map the user info obtained from the OAuth 2.0 Provider to the local user data store in the 
OpenAM. Example: OAuth2.0_attribute=local_attribute",
      "propertyOrder" : 1500,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "cfgMixUpMitigation" : {
      "title" : "OAuth 2.0 Mix-Up Mitigation Enabled",
      "description" : "Enables OAuth 2.0 mix-up mitigation The authorization server must support the OAuth 2.0 
Mix-Up Mitigation draft (https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1), 
otherwise OpenAM will fail to validate responses from the authorization server. If only the OAuth 2.0 protocol 
is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" setting.",
      "propertyOrder" : 1700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizeEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperConfiguration" : {
      "title" : "Account Mapper Configuration",
      "description" : "Mapping of OAuth account to local OpenAM account Attribute configuration that will be 
used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data store in the 

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3123



OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "saveUserAttributesToSession" : {
      "title" : "Save Attributes in the Session",
      "description" : "If this option is enabled, the attributes configured in the attribute mapper will be 
saved into the OpenAM session.",
      "propertyOrder" : 1600,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "issuer", "basicAuth", "cfgAccountProviderClass", "redirectURI", "userInfoEndpoint", 
"cfgAccountMapperClass", "tokenEndpoint", "cfgAttributeMappingClasses", "openIdValidationMethod", "provider", 
"openIdValidationValue", "scopeString", "clientSecret", "authenticationIdKey", "clientId", 
"cfgAttributeMappingConfiguration", "cfgMixUpMitigation", "authorizeEndpoint", 
"cfgAccountMapperConfiguration", "saveUserAttributesToSession" ]
}

delete

Usage

am> delete OpenIDConnect --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OpenIDConnect --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OpenIDConnect --realm Realm --actionName getCreatableTypes
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listOutcomes

List the available outcomes for the node type.

Usage

am> action OpenIDConnect --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OpenIDConnect --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OpenIDConnect --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OpenIDConnect --realm Realm --id id

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3125



Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OpenIDConnect --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "issuer" : {
      "title" : "Token Issuer",
      "description" : "Required when the 'openid' scope is included. Value must match the iss field in issued 
ID Token e.g. <code>accounts.google.com</code> The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
      "propertyOrder" : 1800,
      "type" : "string",
      "exampleValue" : ""
    },
    "basicAuth" : {
      "title" : "Use Basic Auth",
      "description" : "When enabled, the client will use basic auth for authenticating with the social auth 
provider. Enabled by default.",
      "propertyOrder" : 1000,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "cfgAccountProviderClass" : {
      "title" : "Account Provider",
      "description" : "Name of the class implementing the account provider. This class is used by the node to 
find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface. String 
constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response <p> If this 
field is left empty, attributes will be mapped from claims returned on the id_token and no call to the 
UserInfo endpoint will be made.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperClass" : {
      "title" : "Account Mapper",
      "description" : "Name of the class implementing the attribute mapping for the account search. This class 
is used by the node to map from the account information received from the OAuth Identity Provider into OpenAM. 
The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface. Provided 
implementations are: <code>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper</code> (canonly be used when using the 
openid scope) String constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
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    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingClasses" : {
      "title" : "Attribute Mapper",
      "description" : "Name of the class that implements the attribute mapping This class maps the OAuth 
properties into OpenAM properties. A custom attribute mapper can be provided. A custom attribute mapper must 
implement the org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper interface. Provided 
implementations are: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the openid 
scope)",
      "propertyOrder" : 1300,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "openIdValidationMethod" : {
      "title" : "OpenID Connect Validation Type",
      "description" : "In order to validate the ID token from the OpenID Connect provider, the node needs 
either a URL to get the public keys for the provider, or the symmetric key for an ID token signed with a HMAC-
based algorithm. <p> By default, the configuration type is .well-known/openid-configuration_url. This means 
the node should retrieve the keys based on information in the OpenID Connect Provider Configuration Document. 
<p>You can instead configure the authentication node to validate the ID token signature with the client secret 
key you provide, or to validate the ID token with the keys retrieved from the URL to the OpenID Connect 
provider's JSON web key set.",
      "propertyOrder" : 1900,
      "type" : "string",
      "exampleValue" : ""
    },
    "provider" : {
      "title" : "Social Provider",
      "description" : "Social Provider for which this node is being setup.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    },
    "openIdValidationValue" : {
      "title" : "OpenID Connect Validation Value",
      "description" : "Specifies the full URL to the discovery or JWK location, corresponding to the 
configuration type selected in the OpenID Connect validation configuration type property. <p> Example: 
https://accounts.google.com/.well-known/openid-configuration",
      "propertyOrder" : 2000,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeString" : {
      "title" : "OAuth Scope",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework, 
scope is a space-separated list of user profile attributes that the client application requires. The list 
depends on the permissions that the resource owner grants to the client application. Some authorization 
servers use non-standard separators for scopes.",
      "propertyOrder" : 600,
      "type" : "string",
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      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "",
      "propertyOrder" : 900,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingConfiguration" : {
      "title" : "Attribute Mapper Configuration",
      "description" : "Mapping of OAuth attributes to local OpenAM attributes Attribute configuration that 
will be used to map the user info obtained from the OAuth 2.0 Provider to the local user data store in the 
OpenAM. Example: OAuth2.0_attribute=local_attribute",
      "propertyOrder" : 1500,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "cfgMixUpMitigation" : {
      "title" : "OAuth 2.0 Mix-Up Mitigation Enabled",
      "description" : "Enables OAuth 2.0 mix-up mitigation The authorization server must support the OAuth 2.0 
Mix-Up Mitigation draft (https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1), 
otherwise OpenAM will fail to validate responses from the authorization server. If only the OAuth 2.0 protocol 
is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" setting.",
      "propertyOrder" : 1700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizeEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperConfiguration" : {
      "title" : "Account Mapper Configuration",
      "description" : "Mapping of OAuth account to local OpenAM account Attribute configuration that will be 
used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data store in the 
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OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "saveUserAttributesToSession" : {
      "title" : "Save Attributes in the Session",
      "description" : "If this option is enabled, the attributes configured in the attribute mapper will be 
saved into the OpenAM session.",
      "propertyOrder" : 1600,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "issuer", "basicAuth", "cfgAccountProviderClass", "redirectURI", "userInfoEndpoint", 
"cfgAccountMapperClass", "tokenEndpoint", "cfgAttributeMappingClasses", "openIdValidationMethod", "provider", 
"openIdValidationValue", "scopeString", "clientSecret", "authenticationIdKey", "clientId", 
"cfgAttributeMappingConfiguration", "cfgMixUpMitigation", "authorizeEndpoint", 
"cfgAccountMapperConfiguration", "saveUserAttributesToSession" ]
}

OpenIdConnectModule

Realm Operations

Resource path:

/realm-config/authentication/modules/openidconnect

Resource version: 1.0

create

Usage

am> create OpenIdConnectModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "accountProviderClass" : {
      "title" : "Account provider class",
      "description" : "Name of the class implementing the account provider.<br><br>This class is used by the 
module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "cryptoContextType" : {
      "title" : "OpenID Connect validation configuration type",
      "description" : "Please select either 1. the issuer discovery url, 2. the issuer jwk url, or 3. the 
client_secret.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth client_secret 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
      "propertyOrder" : 301,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "cryptoContextValue" : {
      "title" : "OpenID Connect validation configuration value",
      "description" : "The discovery url, or jwk url, or the client_secret, corresponding to the selection 
above.<br><br>If discovery or jwk url entered, entry must be in valid url format, <br/>e.g. https://
accounts.google.com/.well-known/openid-configuration<br/><i>NB </i>If client_secret entered, entry is ignored 
and the value of the Client Secret is used.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "principalMapperClass" : {
      "title" : "Principal mapper class",
      "description" : "Class which implements mapping of jwt state to a Principal in the local identity 
repository<br><br>Any custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtToLdapAttributeMappings" : {
      "title" : "Mapping of jwt attributes to local LDAP attributes",
      "description" : "Format: jwt_attribute=local_ldap_attribute<br><br>Mappings allow jwt entries to drive 
principal lookup. This entry determines how to translate between local LDAP attributes and the entries in the 
jwt. See <a href=\"http://openid.net/specs/openid-connect-core-1_0.html#ScopeClaims\" target=\"_blank\">OpenID 
Connect Core 1.0 Specification</a> section 5.4 on how to request the inclusion of additional attributes in 
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issued ID Tokens.",
      "propertyOrder" : 600,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "idTokenIssuer" : {
      "title" : "Name of OpenID Connect ID Token Issuer",
      "description" : "Value must match the iss field in issued ID Token",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useSubClaimIfNoMatch" : {
      "title" : "Use \"sub\" claim if no match",
      "description" : "If no account is found that matches, whether to use the \"sub\" claim as the principal 
name or (if false) to fail.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "idTokenHeaderName" : {
      "title" : "Name of header referencing the ID Token",
      "description" : "",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "acceptedAuthorizedParties" : {
      "title" : "List of accepted authorized parties",
      "description" : "A list of case sensitive strings which can be either string or URI values<br><br>A list 
of authorized parties which this module will accept ID tokens from. This will be checked against the 
authorized party claim of the ID token.",
      "propertyOrder" : 800,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "audienceName" : {
      "title" : "Audience name",
      "description" : "A case sensitive string<br><br>The audience name for this OpenID Connect module. This 
will be used to check that the ID token received is intended for this module as an audience.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete OpenIdConnectModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OpenIdConnectModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OpenIdConnectModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OpenIdConnectModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OpenIdConnectModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read OpenIdConnectModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OpenIdConnectModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "accountProviderClass" : {
      "title" : "Account provider class",
      "description" : "Name of the class implementing the account provider.<br><br>This class is used by the 
module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "cryptoContextType" : {
      "title" : "OpenID Connect validation configuration type",
      "description" : "Please select either 1. the issuer discovery url, 2. the issuer jwk url, or 3. the 
client_secret.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth client_secret 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
      "propertyOrder" : 301,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "cryptoContextValue" : {
      "title" : "OpenID Connect validation configuration value",
      "description" : "The discovery url, or jwk url, or the client_secret, corresponding to the selection 
above.<br><br>If discovery or jwk url entered, entry must be in valid url format, <br/>e.g. https://
accounts.google.com/.well-known/openid-configuration<br/><i>NB </i>If client_secret entered, entry is ignored 
and the value of the Client Secret is used.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "principalMapperClass" : {
      "title" : "Principal mapper class",
      "description" : "Class which implements mapping of jwt state to a Principal in the local identity 
repository<br><br>Any custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtToLdapAttributeMappings" : {
      "title" : "Mapping of jwt attributes to local LDAP attributes",
      "description" : "Format: jwt_attribute=local_ldap_attribute<br><br>Mappings allow jwt entries to drive 
principal lookup. This entry determines how to translate between local LDAP attributes and the entries in the 
jwt. See <a href=\"http://openid.net/specs/openid-connect-core-1_0.html#ScopeClaims\" target=\"_blank\">OpenID 
Connect Core 1.0 Specification</a> section 5.4 on how to request the inclusion of additional attributes in 
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issued ID Tokens.",
      "propertyOrder" : 600,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "idTokenIssuer" : {
      "title" : "Name of OpenID Connect ID Token Issuer",
      "description" : "Value must match the iss field in issued ID Token",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useSubClaimIfNoMatch" : {
      "title" : "Use \"sub\" claim if no match",
      "description" : "If no account is found that matches, whether to use the \"sub\" claim as the principal 
name or (if false) to fail.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "idTokenHeaderName" : {
      "title" : "Name of header referencing the ID Token",
      "description" : "",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "acceptedAuthorizedParties" : {
      "title" : "List of accepted authorized parties",
      "description" : "A list of case sensitive strings which can be either string or URI values<br><br>A list 
of authorized parties which this module will accept ID tokens from. This will be checked against the 
authorized party claim of the ID token.",
      "propertyOrder" : 800,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "audienceName" : {
      "title" : "Audience name",
      "description" : "A case sensitive string<br><br>The audience name for this OpenID Connect module. This 
will be used to check that the ID token received is intended for this module as an audience.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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Global Operations

Resource path:

/global-config/authentication/modules/openidconnect

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OpenIdConnectModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OpenIdConnectModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OpenIdConnectModule --global --actionName nextdescendents

read

Usage

am> read OpenIdConnectModule --global

update

Usage

am> update OpenIdConnectModule --global --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "idTokenHeaderName" : {
          "title" : "Name of header referencing the ID Token",
          "description" : "",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "cryptoContextType" : {
          "title" : "OpenID Connect validation configuration type",
          "description" : "Please select either 1. the issuer discovery url, 2. the issuer jwk url, or 3. the 
client_secret.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 301,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "audienceName" : {
          "title" : "Audience name",
          "description" : "A case sensitive string<br><br>The audience name for this OpenID Connect module. 
This will be used to check that the ID token received is intended for this module as an audience.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "acceptedAuthorizedParties" : {
          "title" : "List of accepted authorized parties",
          "description" : "A list of case sensitive strings which can be either string or URI values<br><br>A 
list of authorized parties which this module will accept ID tokens from. This will be checked against the 
authorized party claim of the ID token.",
          "propertyOrder" : 800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "cryptoContextValue" : {
          "title" : "OpenID Connect validation configuration value",
          "description" : "The discovery url, or jwk url, or the client_secret, corresponding to the selection 
above.<br><br>If discovery or jwk url entered, entry must be in valid url format, <br/>e.g. https://
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accounts.google.com/.well-known/openid-configuration<br/><i>NB </i>If client_secret entered, entry is ignored 
and the value of the Client Secret is used.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account provider class",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jwtToLdapAttributeMappings" : {
          "title" : "Mapping of jwt attributes to local LDAP attributes",
          "description" : "Format: jwt_attribute=local_ldap_attribute<br><br>Mappings allow jwt entries to 
drive principal lookup. This entry determines how to translate between local LDAP attributes and the entries 
in the jwt. See <a href=\"http://openid.net/specs/openid-connect-core-1_0.html#ScopeClaims\" 
target=\"_blank\">OpenID Connect Core 1.0 Specification</a> section 5.4 on how to request the inclusion of 
additional attributes in issued ID Tokens.",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "principalMapperClass" : {
          "title" : "Principal mapper class",
          "description" : "Class which implements mapping of jwt state to a Principal in the local identity 
repository<br><br>Any custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "useSubClaimIfNoMatch" : {
          "title" : "Use \"sub\" claim if no match",
          "description" : "If no account is found that matches, whether to use the \"sub\" claim as the 
principal name or (if false) to fail.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "idTokenIssuer" : {
          "title" : "Name of OpenID Connect ID Token Issuer",
          "description" : "Value must match the iss field in issued ID Token",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
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      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

OptOutMultiFactorAuthentication

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/OptOutMultiFactorAuthenticationNode

Resource version: 1.0

create

Usage

am> create OptOutMultiFactorAuthentication --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete OptOutMultiFactorAuthentication --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action OptOutMultiFactorAuthentication --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action OptOutMultiFactorAuthentication --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action OptOutMultiFactorAuthentication --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action OptOutMultiFactorAuthentication --realm Realm --actionName nextdescendents

Amster Entity Reference PingAM

3142 Copyright © 2025 Ping Identity Corporation



query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query OptOutMultiFactorAuthentication --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read OptOutMultiFactorAuthentication --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update OptOutMultiFactorAuthentication --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}
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PageNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/PageNode

Resource version: 1.0

create

Usage

am> create PageNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "type" : "object",
  "properties" : {
    "pageHeader" : {
      "propertyOrder" : 100,
      "type" : "object",
      "title" : "Page Header",
      "description" : "Localisation overrides - as key fill shortcut for language (first will be used as 
default if not empty or \"Default header\" if empty), value is header for language defined by key",
      "exampleValue" : "",
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      }
    },
    "pageDescription" : {
      "propertyOrder" : 200,
      "type" : "object",
      "title" : "Page Description",
      "description" : "Localisation overrides - as key fill shortcut for language (first will be used as 
default if not empty or \"Default description\" if empty), value is description for language defined by key",
      "exampleValue" : "",
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      }
    },
    "stage" : {
      "propertyOrder" : 300,
      "type" : "string",
      "title" : "Stage",
      "description" : "An optional stage name to pass to the client to aid in rendering"
    },
    "nodes" : {
      "propertyOrder" : 400,
      "type" : "array",
      "title" : "Page Nodes",
      "description" : "The child nodes, in the order they are returned to the authentication client",
      "items" : {
        "type" : "object",
        "title" : "Child Node",
        "description" : "A node that is used in the page",
        "properties" : {
          "id" : {
            "type" : "string",
            "title" : "Node ID",
            "description" : "ID of the child node"
          },
          "displayName" : {
            "type" : "string",
            "title" : "Display name",
            "description" : "The display name of the child node"
          },
          "nodeType" : {
            "type" : "string",
            "title" : "Node type",
            "description" : "The type of the child node"
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          }
        }
      }
    }
  },
  "required" : [ "nodes" ]
}

delete

Usage

am> delete PageNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PageNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PageNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action PageNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PageNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PageNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PageNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update PageNode --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "type" : "object",
  "properties" : {
    "pageHeader" : {
      "propertyOrder" : 100,
      "type" : "object",
      "title" : "Page Header",
      "description" : "Localisation overrides - as key fill shortcut for language (first will be used as 
default if not empty or \"Default header\" if empty), value is header for language defined by key",
      "exampleValue" : "",
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      }
    },
    "pageDescription" : {
      "propertyOrder" : 200,
      "type" : "object",
      "title" : "Page Description",
      "description" : "Localisation overrides - as key fill shortcut for language (first will be used as 
default if not empty or \"Default description\" if empty), value is description for language defined by key",
      "exampleValue" : "",
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      }
    },
    "stage" : {
      "propertyOrder" : 300,
      "type" : "string",
      "title" : "Stage",
      "description" : "An optional stage name to pass to the client to aid in rendering"
    },
    "nodes" : {
      "propertyOrder" : 400,
      "type" : "array",
      "title" : "Page Nodes",
      "description" : "The child nodes, in the order they are returned to the authentication client",
      "items" : {
        "type" : "object",
        "title" : "Child Node",
        "description" : "A node that is used in the page",
        "properties" : {
          "id" : {
            "type" : "string",
            "title" : "Node ID",
            "description" : "ID of the child node"
          },
          "displayName" : {
            "type" : "string",
            "title" : "Display name",
            "description" : "The display name of the child node"
          },
          "nodeType" : {
            "type" : "string",
            "title" : "Node type",
            "description" : "The type of the child node"
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          }
        }
      }
    }
  },
  "required" : [ "nodes" ]
}

PassthroughAuthentication

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/PassthroughAuthenticationNode

Resource version: 1.0

create

Usage

am> create PassthroughAuthentication --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "objectType" : {
      "title" : "Object Type",
      "description" : "The name of the ICF object type for the object being authenticated.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used as the username for passthrough authentication.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "passwordAttribute" : {
      "title" : "Password Attribute",
      "description" : "The attribute used as the password for passthrough authentication.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "systemEndpoint" : {
      "title" : "System Endpoint",
      "description" : "The name of the connector to use for passthrough authentication.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "objectType", "identityAttribute", "passwordAttribute", "systemEndpoint" ]
}

delete

Usage

am> delete PassthroughAuthentication --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action PassthroughAuthentication --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PassthroughAuthentication --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action PassthroughAuthentication --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PassthroughAuthentication --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PassthroughAuthentication --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PassthroughAuthentication --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update PassthroughAuthentication --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "objectType" : {
      "title" : "Object Type",
      "description" : "The name of the ICF object type for the object being authenticated.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used as the username for passthrough authentication.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "passwordAttribute" : {
      "title" : "Password Attribute",
      "description" : "The attribute used as the password for passthrough authentication.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "systemEndpoint" : {
      "title" : "System Endpoint",
      "description" : "The name of the connector to use for passthrough authentication.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "objectType", "identityAttribute", "passwordAttribute", "systemEndpoint" ]
}

PasswordCollector

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/PasswordCollectorNode

Resource version: 1.0

create

Usage

am> create PasswordCollector --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete PasswordCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PasswordCollector --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PasswordCollector --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage
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am> action PasswordCollector --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PasswordCollector --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PasswordCollector --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PasswordCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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update

Usage

am> update PasswordCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

PatchObject

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/PatchObjectNode

Resource version: 1.0

create

Usage

am> create PatchObject --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "ignoredFields" : {
      "title" : "Ignored Fields",
      "description" : "Fields from sharedState that should be ignored as part of patch. If empty, all fields 
are attempted as part of the patch.",
      "propertyOrder" : 200,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "identityResource" : {
      "title" : "Identity Resource",
      "description" : "The identity resource in IDM that this node will patch. This is used to aid node input 
requirement declaration.  Must match identity resource of the current tree.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to identify the the object in IDM.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "patchAsObject" : {
      "title" : "Patch As Object",
      "description" : "Whether the patch should be done as object or client. Defaults to false, which 
represents the oauth client.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "ignoredFields", "identityResource", "identityAttribute", "patchAsObject" ]
}

delete

Usage

am> delete PatchObject --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

Amster Entity Reference PingAM

3158 Copyright © 2025 Ping Identity Corporation



getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PatchObject --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PatchObject --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action PatchObject --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PatchObject --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage
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am> query PatchObject --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PatchObject --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update PatchObject --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "ignoredFields" : {
      "title" : "Ignored Fields",
      "description" : "Fields from sharedState that should be ignored as part of patch. If empty, all fields 
are attempted as part of the patch.",
      "propertyOrder" : 200,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "identityResource" : {
      "title" : "Identity Resource",
      "description" : "The identity resource in IDM that this node will patch. This is used to aid node input 
requirement declaration.  Must match identity resource of the current tree.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to identify the the object in IDM.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "patchAsObject" : {
      "title" : "Patch As Object",
      "description" : "Whether the patch should be done as object or client. Defaults to false, which 
represents the oauth client.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "ignoredFields", "identityResource", "identityAttribute", "patchAsObject" ]
}

PendingUmaRequests

Realm Operations

Pending UMA requests provider is responsible for allowing, denying and querying the guest requests for user resources.
Awailable actions are Query, Read, Deny (all requests or one request), Approve (all requests or one request)

Resource path:

/users/{user}/uma/pendingrequests

Resource version: 1.0
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approve

Approve the pending request and grant access to the requesting user.

Usage

am> action PendingUmaRequests --realm Realm --id id --body body --user user --actionName approve

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Approve action request schema.",
  "type" : "object",
  "title" : "Approve action request schema",
  "properties" : {
    "scopes" : {
      "type" : "array",
      "title" : "Approve request scopes",
      "description" : "The list of the scopes the requesting user gets access to.",
      "items" : {
        "type" : "string"
      }
    }
  },
  "required" : [ "scopes" ]
}

--user

Pending UMA requests provider is responsible for allowing, denying and querying the guest requests for user resources.
Awailable actions are Query, Read, Deny (all requests or one request), Approve (all requests or one request)

approveAll

Approve every pending requests and grant access to the requesting user.

Usage

am> action PendingUmaRequests --realm Realm --body body --user user --actionName approveAll

Parameters
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--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Approve action request schema.",
  "type" : "object",
  "title" : "Approve action request schema",
  "properties" : {
    "scopes" : {
      "type" : "array",
      "title" : "Approve request scopes",
      "description" : "The list of the scopes the requesting user gets access to.",
      "items" : {
        "type" : "string"
      }
    }
  },
  "required" : [ "scopes" ]
}

--user

Pending UMA requests provider is responsible for allowing, denying and querying the guest requests for user resources.
Awailable actions are Query, Read, Deny (all requests or one request), Approve (all requests or one request)

query

Query the collection of pending requests.

Usage

am> query PendingUmaRequests --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

Pending UMA requests provider is responsible for allowing, denying and querying the guest requests for user resources.
Awailable actions are Query, Read, Deny (all requests or one request), Approve (all requests or one request)

read

Read pending request

Usage
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am> read PendingUmaRequests --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

Pending UMA requests provider is responsible for allowing, denying and querying the guest requests for user resources.
Awailable actions are Query, Read, Deny (all requests or one request), Approve (all requests or one request)

PersistentCookieDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/PersistentCookieDecisionNode

Resource version: 1.0

create

Usage

am> create PersistentCookieDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "enforceClientIp" : {
      "title" : "Enforce Client IP",
      "description" : "Enforces that the persistent cookie can only be used from the same client IP to which 
the cookie was issued.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "hmacSigningKey" : {
      "title" : "HMAC Signing Key",
      "description" : "Base64-encoded 256-bit key to use for HMAC signing of the cookie.",
      "propertyOrder" : 500,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "idleTimeout" : {
      "title" : "Idle Timeout",
      "description" : "The maximum idle time between requests before the cookie is invalidated, in hours.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "useHttpOnlyCookie" : {
      "title" : "Use HTTP Only Cookie",
      "description" : "Sets the persistent cookie as \"HttpOnly\".",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "persistentCookieName" : {
      "title" : "Persistent Cookie Name",
      "description" : "The name of the persistent cookie.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "useSecureCookie" : {
      "title" : "Use Secure Cookie",
      "description" : "Sets the persistent cookie as \"Secure\".",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "enforceClientIp", "hmacSigningKey", "idleTimeout", "useHttpOnlyCookie", 
"persistentCookieName", "useSecureCookie" ]
}

delete

Usage
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am> delete PersistentCookieDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PersistentCookieDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PersistentCookieDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action PersistentCookieDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action PersistentCookieDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PersistentCookieDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PersistentCookieDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update PersistentCookieDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "enforceClientIp" : {
      "title" : "Enforce Client IP",
      "description" : "Enforces that the persistent cookie can only be used from the same client IP to which 
the cookie was issued.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "hmacSigningKey" : {
      "title" : "HMAC Signing Key",
      "description" : "Base64-encoded 256-bit key to use for HMAC signing of the cookie.",
      "propertyOrder" : 500,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "idleTimeout" : {
      "title" : "Idle Timeout",
      "description" : "The maximum idle time between requests before the cookie is invalidated, in hours.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "useHttpOnlyCookie" : {
      "title" : "Use HTTP Only Cookie",
      "description" : "Sets the persistent cookie as \"HttpOnly\".",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "persistentCookieName" : {
      "title" : "Persistent Cookie Name",
      "description" : "The name of the persistent cookie.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "useSecureCookie" : {
      "title" : "Use Secure Cookie",
      "description" : "Sets the persistent cookie as \"Secure\".",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "enforceClientIp", "hmacSigningKey", "idleTimeout", "useHttpOnlyCookie", 
"persistentCookieName", "useSecureCookie" ]
}
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PersistentCookieModule

Realm Operations

Resource path:

/realm-config/authentication/modules/persistentcookie

Resource version: 1.0

create

Usage

am> create PersistentCookieModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "maxLife" : {
      "title" : "Max Life",
      "description" : "The maximum length of time the persistent cookie is valid for, in hours.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "idleTimeout" : {
      "title" : "Idle Timeout",
      "description" : "The maximum idle time between requests before the cookie is invalidated, in hours.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "cookieName" : {
      "title" : "Persistent Cookie Name",
      "description" : "Sets the name of the persistent cookie",
      "propertyOrder" : null,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useSecureCookie" : {
      "title" : "Use secure cookie",
      "description" : "Sets the persistent cookie as \"Secure\"",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "useHttpOnlyCookie" : {
      "title" : "Use HTTP only cookie",
      "description" : "Sets the persistent cookie as \"HttpOnly\"",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "enforceClientIP" : {
      "title" : "Enforce Client IP",
      "description" : "Enforces that the persistent cookie can only be used from the same client IP to which 
the cookie was issued.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage
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am> delete PersistentCookieModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PersistentCookieModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PersistentCookieModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PersistentCookieModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PersistentCookieModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read PersistentCookieModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update PersistentCookieModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "maxLife" : {
      "title" : "Max Life",
      "description" : "The maximum length of time the persistent cookie is valid for, in hours.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "idleTimeout" : {
      "title" : "Idle Timeout",
      "description" : "The maximum idle time between requests before the cookie is invalidated, in hours.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "cookieName" : {
      "title" : "Persistent Cookie Name",
      "description" : "Sets the name of the persistent cookie",
      "propertyOrder" : null,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useSecureCookie" : {
      "title" : "Use secure cookie",
      "description" : "Sets the persistent cookie as \"Secure\"",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "useHttpOnlyCookie" : {
      "title" : "Use HTTP only cookie",
      "description" : "Sets the persistent cookie as \"HttpOnly\"",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "enforceClientIP" : {
      "title" : "Enforce Client IP",
      "description" : "Enforces that the persistent cookie can only be used from the same client IP to which 
the cookie was issued.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:
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/global-config/authentication/modules/persistentcookie

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PersistentCookieModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PersistentCookieModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PersistentCookieModule --global --actionName nextdescendents

read

Usage

am> read PersistentCookieModule --global

update

Usage

am> update PersistentCookieModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "useHttpOnlyCookie" : {
          "title" : "Use HTTP only cookie",
          "description" : "Sets the persistent cookie as \"HttpOnly\"",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "idleTimeout" : {
          "title" : "Idle Timeout",
          "description" : "The maximum idle time between requests before the cookie is invalidated, in 
hours.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxLife" : {
          "title" : "Max Life",
          "description" : "The maximum length of time the persistent cookie is valid for, in hours.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "enforceClientIP" : {
          "title" : "Enforce Client IP",
          "description" : "Enforces that the persistent cookie can only be used from the same client IP to 
which the cookie was issued.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "cookieName" : {
          "title" : "Persistent Cookie Name",
          "description" : "Sets the name of the persistent cookie",
          "propertyOrder" : null,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "useSecureCookie" : {
          "title" : "Use secure cookie",
          "description" : "Sets the persistent cookie as \"Secure\"",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      },
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      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

Platform

Global Operations

Resource path:

/global-config/services/platform

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Platform --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Platform --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Platform --global --actionName nextdescendents

read

Usage

am> read Platform --global
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update

Usage

am> update Platform --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "cookieDomains" : {
      "title" : "Cookie Domains",
      "description" : "Set the list of domains into which OpenAM writes cookies.<br><br>If you set multiple 
cookie domains, OpenAM still only sets the cookie in the domain the client uses to access OpenAM. If this 
property is left blank, then the fully qualified domain name of the server is used to set the cookie domain, 
meaning that a host cookie rather than a domain cookie is set.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "locale" : {
      "title" : "Platform Locale",
      "description" : "Set the fallback locale used when the user locale cannot be determined.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

PlatformPassword

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/ValidatedPasswordNode

Resource version: 1.0
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create

Usage

am> create PlatformPassword --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "passwordAttribute" : {
      "title" : "Password Attribute",
      "description" : "The name of the attribute in the IDM object that stores the password.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "validateInput" : {
      "title" : "Validate password",
      "description" : "Check IDM policy against this password and return any policy failures as errors.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "passwordAttribute", "validateInput" ]
}

delete

Usage

am> delete PlatformPassword --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action PlatformPassword --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PlatformPassword --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action PlatformPassword --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PlatformPassword --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PlatformPassword --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PlatformPassword --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update PlatformPassword --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "passwordAttribute" : {
      "title" : "Password Attribute",
      "description" : "The name of the attribute in the IDM object that stores the password.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "validateInput" : {
      "title" : "Validate password",
      "description" : "Check IDM policy against this password and return any policy failures as errors.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "passwordAttribute", "validateInput" ]
}

PlatformUsername

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/ValidatedUsernameNode

Resource version: 1.0

create

Usage

am> create PlatformUsername --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "validateInput" : {
      "title" : "Validate username",
      "description" : "Check IDM policy against this username and return any policy failures as errors.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "usernameAttribute" : {
      "title" : "Username Attribute",
      "description" : "The name of the attribute in the IDM object that stores the username.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "validateInput", "usernameAttribute" ]
}

delete

Usage

am> delete PlatformUsername --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PlatformUsername --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PlatformUsername --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Amster Entity Reference PingAM

3182 Copyright © 2025 Ping Identity Corporation



Usage

am> action PlatformUsername --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PlatformUsername --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PlatformUsername --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PlatformUsername --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update PlatformUsername --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "validateInput" : {
      "title" : "Validate username",
      "description" : "Check IDM policy against this username and return any policy failures as errors.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "usernameAttribute" : {
      "title" : "Username Attribute",
      "description" : "The name of the attribute in the IDM object that stores the username.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "validateInput", "usernameAttribute" ]
}

Policies

Realm Operations

The Policy resource with copy and move support endpoint is responsible for managing policies. It supports all the operations that
previous version of Policy resource endpoint supports - create, read, update, delete, query, evalute and evaluateTree action - with
two new actions move and copy for copying and moving policies between realms

Resource path:
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/policies

Resource version: 2.1

copy

Copy a list of policies

Usage

am> action Policies --realm Realm --body body --actionName copy

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Policy copy action schema",
  "type" : "object",
  "title" : "Policy copy action schema",
  "properties" : {
    "from" : {
      "title" : "Copy/move from",
      "description" : "Policy copy/move origin parameters",
      "type" : "object",
      "properties" : {
        "application" : {
          "title" : "Application",
          "description" : "The policy set in which the input policies are located",
          "type" : "string"
        }
      },
      "required" : [ "application" ]
    },
    "to" : {
      "type" : "object",
      "title" : "Copy/Move To",
      "description" : "Policy copy/move destination parameters",
      "properties" : {
        "application" : {
          "title" : "Application",
          "description" : "The policy set in which to place the output policy. Required when copying or moving 
a policy to a different policy set.",
          "type" : "string"
        },
        "realm" : {
          "title" : "Realm",
          "description" : "The realm in which to place the output policy. If not specified, OpenAM copies or 
moves the policy within the realm identified in the URL. Required when copying or moving a policy to a 
different realm.",
          "type" : "string"
        },
        "namePostfix" : {
          "title" : "Name postfix",
          "description" : "A value appended to output policy names in order to prevent name clashes",
          "type" : "string"
        }
      },
      "required" : [ "namePostfix" ]
    },
    "resourceTypeMapping" : {
      "title" : "Resource type mapping",
      "description" : "One or more resource types mappings, where the left side of the mapping specifies the 
UUID of a resource type used by the input policies and the right side of the mapping specifies the UUID of a 
resource type used by the output policies. The two resource types should have the same resource patterns",
      "type" : "object",
      "additionalProperties" : {
        "type" : "string"
      }
    }
  },
  "required" : [ "from", "to" ]
}
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create

Create new policy

Usage

am> create Policies --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Json schema for the policy resource",
  "title" : "Policy Resource Schema",
  "type" : "object",
  "properties" : {
    "name" : {
      "title" : "Name",
      "description" : "String matching the name of the application",
      "type" : "string"
    },
    "active" : {
      "title" : "Active flag",
      "description" : "Boolean indicating whether OpenAM considers the policy active for evaluation purposes, 
defaults to false",
      "type" : "boolean"
    },
    "description" : {
      "title" : "Description",
      "description" : "String describing the policy",
      "type" : "string"
    },
    "applicationName" : {
      "title" : "Application name",
      "description" : "String containing the application name, such as \"iPlanetAMWebAgentService\", or 
\"mypolicyset\"",
      "type" : "string"
    },
    "actionValues" : {
      "title" : "Action values",
      "description" : "Set of string action names, each set to a boolean indicating whether the action is 
allowed. Chosen from the available actions provided by the associated Managing Resource Types resource type",
      "type" : "object",
      "additionalProperties" : {
        "type" : "boolean"
      }
    },
    "resources" : {
      "title" : "Resources",
      "description" : "List of the resource name pattern strings to which the policy applies. Must conform to 
the pattern templates provided by the associated Managing Resource Types resource type",
      "type" : "array",
      "items" : {
        "type" : "string"
      }
    },
    "subject" : {
      "title" : "Subject",
      "description" : "Specifies the subject conditions to which the policy applies, where subjects can be 
combined by using the built-in types \"AND\", \"OR\", and \"NOT\", and where subject implementations are 
pluggable",
      "type" : "object"
    },
    "condition" : {
      "title" : "Condition",
      "description" : "Specifies environment conditions, where conditions can be combined by using the built-
in types \"AND\", \"OR\", and \"NOT\", and where condition implementations are pluggable",
      "type" : "object",
      "properties" : {
        "type" : {
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          "type" : "string"
        },
        "conditions" : {
          "type" : "array",
          "title" : "Condition",
          "description" : "Specifies environment conditions, where conditions can be combined by using the 
built-in types \"AND\", \"OR\", and \"NOT\", and where condition implementations are pluggable",
          "items" : {
            "type" : "object"
          }
        }
      }
    },
    "resourceTypeUuid" : {
      "title" : "Resource Type UUID",
      "description" : "The UUIDs of the resource type associated with the policy",
      "type" : "string"
    },
    "resourceAttributes" : {
      "title" : "Resource Attributes",
      "description" : "List of attributes to return with decisions. These attributes are known as response 
attributes",
      "type" : "array",
      "items" : {
        "type" : "object"
      }
    },
    "lastModifiedBy" : {
      "title" : "Last Modified By",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the policy",
      "type" : "string"
    },
    "lastModifiedDate" : {
      "title" : "Last Modified date",
      "description" : "An integer containing the last modified date and time, in number of seconds",
      "type" : "string"
    },
    "createdBy" : {
      "title" : "Created By",
      "description" : "A string containing the universal identifier DN of the subject that created the 
policy",
      "type" : "string"
    },
    "creationDate" : {
      "title" : "Creation Date",
      "description" : "An integer containing the creation date and time, in number of seconds",
      "type" : "string"
    }
  }
}

delete

Delete policy

Usage

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3189



am> delete Policies --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

evaluate

Request policy decisions for specific resources

Usage

am> action Policies --realm Realm --body body --actionName evaluate

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Evaluate action schema",
  "title" : "Evaluate action schema",
  "type" : "object",
  "properties" : {
    "resources" : {
      "type" : "array",
      "title" : "Resources",
      "description" : "Specifies the list of resources for which to return decisions",
      "items" : {
        "type" : "string"
      }
    },
    "application" : {
      "title" : "Application",
      "description" : "Holds the name of the application, and defaults to \"iPlanetAMWebAgentService\" if not 
specified",
      "type" : "string"
    },
    "subject" : {
      "title" : "Subject",
      "description" : "Holds an object that represents the subject. You can specify one or more of the 
following keys. If you specify multiple keys, the subject can have multiple associated principals, and you can 
use subject conditions corresponding to any type in the request",
      "type" : "object",
      "properties" : {
        "ssoToken" : {
          "title" : "SSOToken",
          "description" : "The value is the SSO token ID string for the subject",
          "type" : "string"
        },
        "jwt" : {
          "title" : "JWT",
          "description" : "The value is a JWT string",
          "type" : "string"
        },
        "claims" : {
          "title" : "Claims",
          "description" : "The value is an object (map) of JWT claims to their values.",
          "type" : "object",
          "additionalProperties" : {
            "type" : "string"
          }
        }
      }
    },
    "environment" : {
      "title" : "Environment",
      "description" : "Holds a map of keys to lists of values",
      "type" : "object",
      "additionalProperties" : {
        "type" : "array",
        "items" : {
          "type" : "string"
        }
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      }
    }
  },
  "required" : [ "resources", "application" ]
}

evaluateTree

Request policy decisions for a tree of resources

Usage

am> action Policies --realm Realm --body body --actionName evaluateTree

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Evaluate tree action schema",
  "title" : "Evaluate tree action schema",
  "type" : "object",
  "properties" : {
    "resource" : {
      "title" : "Resource",
      "description" : "Specifies the root resource for the decisions to return",
      "type" : "string"
    },
    "application" : {
      "title" : "Application",
      "description" : "Holds the name of the application, and defaults to \"iPlanetAMWebAgentService\" if not 
specified",
      "type" : "string"
    },
    "subject" : {
      "title" : "Subject",
      "description" : "Holds an object that represents the subject. You can specify one or more of the 
following keys. If you specify multiple keys, the subject can have multiple associated principals, and you can 
use subject conditions corresponding to any type in the request",
      "type" : "object",
      "properties" : {
        "ssoToken" : {
          "title" : "SSOToken",
          "description" : "The value is the SSO token ID string for the subject",
          "type" : "string"
        },
        "jwt" : {
          "title" : "JWT",
          "description" : "The value is a JWT string",
          "type" : "string"
        },
        "claims" : {
          "title" : "Claims",
          "description" : "The value is an object (map) of JWT claims to their values.",
          "type" : "object",
          "additionalProperties" : {
            "type" : "string"
          }
        }
      }
    },
    "environment" : {
      "title" : "Environment",
      "description" : "Holds a map of keys to lists of values",
      "type" : "object",
      "additionalProperties" : {
        "type" : "array",
        "items" : {
          "type" : "string"
        }
      }
    }
  },
  "required" : [ "resources", "application" ]
}
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move

Move a list of policies

Usage

am> action Policies --realm Realm --body body --actionName move

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Policy copy action schema",
  "type" : "object",
  "title" : "Policy copy action schema",
  "properties" : {
    "from" : {
      "title" : "Copy/move from",
      "description" : "Policy copy/move origin parameters",
      "type" : "object",
      "properties" : {
        "application" : {
          "title" : "Application",
          "description" : "The policy set in which the input policies are located",
          "type" : "string"
        }
      },
      "required" : [ "application" ]
    },
    "to" : {
      "type" : "object",
      "title" : "Copy/Move To",
      "description" : "Policy copy/move destination parameters",
      "properties" : {
        "application" : {
          "title" : "Application",
          "description" : "The policy set in which to place the output policy. Required when copying or moving 
a policy to a different policy set.",
          "type" : "string"
        },
        "realm" : {
          "title" : "Realm",
          "description" : "The realm in which to place the output policy. If not specified, OpenAM copies or 
moves the policy within the realm identified in the URL. Required when copying or moving a policy to a 
different realm.",
          "type" : "string"
        },
        "namePostfix" : {
          "title" : "Name postfix",
          "description" : "A value appended to output policy names in order to prevent name clashes",
          "type" : "string"
        }
      },
      "required" : [ "namePostfix" ]
    },
    "resourceTypeMapping" : {
      "title" : "Resource type mapping",
      "description" : "One or more resource types mappings, where the left side of the mapping specifies the 
UUID of a resource type used by the input policies and the right side of the mapping specifies the UUID of a 
resource type used by the output policies. The two resource types should have the same resource patterns",
      "type" : "object",
      "additionalProperties" : {
        "type" : "string"
      }
    }
  },
  "required" : [ "from", "to" ]
}
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query

Query the stored policies

Usage

am> query Policies --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

read

Read policy

Usage

am> read Policies --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Update an existing policy

Usage

am> update Policies --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

3196 Copyright © 2025 Ping Identity Corporation



{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Json schema for the policy resource",
  "title" : "Policy Resource Schema",
  "type" : "object",
  "properties" : {
    "name" : {
      "title" : "Name",
      "description" : "String matching the name of the application",
      "type" : "string"
    },
    "active" : {
      "title" : "Active flag",
      "description" : "Boolean indicating whether OpenAM considers the policy active for evaluation purposes, 
defaults to false",
      "type" : "boolean"
    },
    "description" : {
      "title" : "Description",
      "description" : "String describing the policy",
      "type" : "string"
    },
    "applicationName" : {
      "title" : "Application name",
      "description" : "String containing the application name, such as \"iPlanetAMWebAgentService\", or 
\"mypolicyset\"",
      "type" : "string"
    },
    "actionValues" : {
      "title" : "Action values",
      "description" : "Set of string action names, each set to a boolean indicating whether the action is 
allowed. Chosen from the available actions provided by the associated Managing Resource Types resource type",
      "type" : "object",
      "additionalProperties" : {
        "type" : "boolean"
      }
    },
    "resources" : {
      "title" : "Resources",
      "description" : "List of the resource name pattern strings to which the policy applies. Must conform to 
the pattern templates provided by the associated Managing Resource Types resource type",
      "type" : "array",
      "items" : {
        "type" : "string"
      }
    },
    "subject" : {
      "title" : "Subject",
      "description" : "Specifies the subject conditions to which the policy applies, where subjects can be 
combined by using the built-in types \"AND\", \"OR\", and \"NOT\", and where subject implementations are 
pluggable",
      "type" : "object"
    },
    "condition" : {
      "title" : "Condition",
      "description" : "Specifies environment conditions, where conditions can be combined by using the built-
in types \"AND\", \"OR\", and \"NOT\", and where condition implementations are pluggable",
      "type" : "object",
      "properties" : {
        "type" : {
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          "type" : "string"
        },
        "conditions" : {
          "type" : "array",
          "title" : "Condition",
          "description" : "Specifies environment conditions, where conditions can be combined by using the 
built-in types \"AND\", \"OR\", and \"NOT\", and where condition implementations are pluggable",
          "items" : {
            "type" : "object"
          }
        }
      }
    },
    "resourceTypeUuid" : {
      "title" : "Resource Type UUID",
      "description" : "The UUIDs of the resource type associated with the policy",
      "type" : "string"
    },
    "resourceAttributes" : {
      "title" : "Resource Attributes",
      "description" : "List of attributes to return with decisions. These attributes are known as response 
attributes",
      "type" : "array",
      "items" : {
        "type" : "object"
      }
    },
    "lastModifiedBy" : {
      "title" : "Last Modified By",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the policy",
      "type" : "string"
    },
    "lastModifiedDate" : {
      "title" : "Last Modified date",
      "description" : "An integer containing the last modified date and time, in number of seconds",
      "type" : "string"
    },
    "createdBy" : {
      "title" : "Created By",
      "description" : "A string containing the universal identifier DN of the subject that created the 
policy",
      "type" : "string"
    },
    "creationDate" : {
      "title" : "Creation Date",
      "description" : "An integer containing the creation date and time, in number of seconds",
      "type" : "string"
    }
  }
}
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PolicyAgents

Realm Operations

Agents handler that is responsible for managing agents

Resource path:

/realm-config/agents/2.2_Agent

Resource version: 1.0

create

Usage

am> create PolicyAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "cdssoRootUrl" : {
      "title" : "Agent Key Value(s)",
      "description" : "Set the agent properties with a key/value pair. This property is used by AM to receive 
agent requests for credential assertions about users. Currently, only one property is valid and all other 
properties will be ignored. Use the following format: <br> agentRootURL=protocol://hostname:port/ <br> The 
entry must be precise and agentRootURL is case sensitive.",
      "propertyOrder" : 22500,
      "items" : {
        "type" : "string"
      },
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "array",
          "required" : true
        }
      }
    },
    "status" : {
      "title" : "Status",
      "description" : "Status of the agent configuration.",
      "propertyOrder" : 200,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "description" : {
      "title" : "Description",
      "description" : "",
      "propertyOrder" : 22400,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
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    "userpassword" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete PolicyAgents --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PolicyAgents --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PolicyAgents --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PolicyAgents --realm Realm --actionName nextdescendents

query

Querying the agents of a specific type
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Usage

am> query PolicyAgents --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PolicyAgents --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update PolicyAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

3202 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "cdssoRootUrl" : {
      "title" : "Agent Key Value(s)",
      "description" : "Set the agent properties with a key/value pair. This property is used by AM to receive 
agent requests for credential assertions about users. Currently, only one property is valid and all other 
properties will be ignored. Use the following format: <br> agentRootURL=protocol://hostname:port/ <br> The 
entry must be precise and agentRootURL is case sensitive.",
      "propertyOrder" : 22500,
      "items" : {
        "type" : "string"
      },
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "array",
          "required" : true
        }
      }
    },
    "status" : {
      "title" : "Status",
      "description" : "Status of the agent configuration.",
      "propertyOrder" : 200,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "description" : {
      "title" : "Description",
      "description" : "",
      "propertyOrder" : 22400,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
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    "userpassword" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

PolicyConfiguration

Realm Operations

Resource path:

/realm-config/services/policyconfiguration

Resource version: 1.0

create

Usage

am> create PolicyConfiguration --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "maximumSearchResults" : {
      "title" : "Maximum Results Returned from Search",
      "description" : "Search limit for LDAP searches.",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "sslEnabled" : {
      "title" : "LDAP SSL/TLS",
      "description" : "If enabled, OpenAM connects securely to the directory server. This requires that you 
install the directory server certificate.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "usersBaseDn" : {
      "title" : "LDAP Users Base DN",
      "description" : "Base DN for LDAP Users subject searches.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "realmSearchFilter" : {
      "title" : "LDAP Organization Search Filter",
      "description" : "Search filter to match organization entries.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "usersSearchFilter" : {
      "title" : "LDAP Users Search Filter",
      "description" : "Search filter to match user entries.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "bindPassword" : {
      "title" : "LDAP Bind Password",
      "description" : "Bind password to connect to the directory server for policy information.This property 
is ignored if mTLS Enabled is set.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "policyHeartbeatTimeUnit" : {
      "title" : "Heartbeat Unit",
      "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>Use this 
option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will ensure 
that the connections won't become idle.",
      "propertyOrder" : 1850,
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      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "connectionPoolMinimumSize" : {
      "title" : "LDAP Connection Pool Minimum Size",
      "description" : "Minimum number of connections in the pool.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "bindDn" : {
      "title" : "LDAP Bind DN",
      "description" : "Bind DN to connect to the directory server for policy information.This property is 
ignored if mTLS Enabled is set.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "usersSearchAttribute" : {
      "title" : "LDAP Users Search Attribute",
      "description" : "Naming attribute for user entries.",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "checkIfResourceTypeExists" : {
      "title" : "Check resources exist when Resource Server is updated",
      "description" : "Check all registered resources exist when updating Resource Server. <p><p>Policy Set 
will check each registered Resource Types one by one against config datastore if enabled. Consider disabling 
this option if you have large number of Resource Types registered to a Policy Set.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapServer" : {
      "title" : "Primary LDAP Server",
      "description" : "Configuration directory server host:port that OpenAM searches for policy 
information.<p><p>Format: <code>local OpenAM server name | hostname:port</code><p><p>Multiple entries must be 
prefixed by local server name. Make sure to place the multiple entries on a single line and separate the 
hostname:port URLs with a space. <p><p>For example, openam.example.com|opendj.example.com:1389 
opendj.example.com:2389",
      "propertyOrder" : 400,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userAliasEnabled" : {
      "title" : "User Alias",
      "description" : "If enabled, OpenAM can evaluate policy for remote users aliased to local users.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
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    "subjectsResultTTL" : {
      "title" : "Subjects Result Time to Live",
      "description" : "Maximum time that OpenAM caches a subject result for evaluating policy requests, in 
minutes. A value of <code>0</code> prevents OpenAM from caching subject evaluations for policy decisions.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "connectionPoolMaximumSize" : {
      "title" : "LDAP Connection Pool Maximum Size",
      "description" : "Maximum number of connections in the pool.",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "usersSearchScope" : {
      "title" : "LDAP Users Search Scope",
      "description" : "Search scope to find user entries.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "policyHeartbeatInterval" : {
      "title" : "Heartbeat Interval",
      "description" : "Specifies how often should OpenAM send a heartbeat request to the directory.<br><br>Use 
this option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will 
ensure that the connections won't become idle.",
      "propertyOrder" : 1840,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "mtlsEnabled" : {
      "title" : "mTLS Enabled",
      "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is enabled:<ul><li>Set 
connection mode to <code>LDAPS</code>. <li>The values for <code>LDAP Bind DN</code> and <code>LDAP Bind 
Password</code> are ignored.</li>",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "searchTimeout" : {
      "title" : "Search Timeout",
      "description" : "Time after which OpenAM returns an error for an incomplete search, in seconds.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage
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am> delete PolicyConfiguration --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PolicyConfiguration --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PolicyConfiguration --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PolicyConfiguration --realm Realm --actionName nextdescendents

read

Usage

am> read PolicyConfiguration --realm Realm

update

Usage

am> update PolicyConfiguration --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "maximumSearchResults" : {
      "title" : "Maximum Results Returned from Search",
      "description" : "Search limit for LDAP searches.",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "sslEnabled" : {
      "title" : "LDAP SSL/TLS",
      "description" : "If enabled, OpenAM connects securely to the directory server. This requires that you 
install the directory server certificate.",
      "propertyOrder" : 1600,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "usersBaseDn" : {
      "title" : "LDAP Users Base DN",
      "description" : "Base DN for LDAP Users subject searches.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "realmSearchFilter" : {
      "title" : "LDAP Organization Search Filter",
      "description" : "Search filter to match organization entries.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "usersSearchFilter" : {
      "title" : "LDAP Users Search Filter",
      "description" : "Search filter to match user entries.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "bindPassword" : {
      "title" : "LDAP Bind Password",
      "description" : "Bind password to connect to the directory server for policy information.This property 
is ignored if mTLS Enabled is set.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "policyHeartbeatTimeUnit" : {
      "title" : "Heartbeat Unit",
      "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>Use this 
option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will ensure 
that the connections won't become idle.",
      "propertyOrder" : 1850,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3209



      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "connectionPoolMinimumSize" : {
      "title" : "LDAP Connection Pool Minimum Size",
      "description" : "Minimum number of connections in the pool.",
      "propertyOrder" : 1700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "bindDn" : {
      "title" : "LDAP Bind DN",
      "description" : "Bind DN to connect to the directory server for policy information.This property is 
ignored if mTLS Enabled is set.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "usersSearchAttribute" : {
      "title" : "LDAP Users Search Attribute",
      "description" : "Naming attribute for user entries.",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "checkIfResourceTypeExists" : {
      "title" : "Check resources exist when Resource Server is updated",
      "description" : "Check all registered resources exist when updating Resource Server. <p><p>Policy Set 
will check each registered Resource Types one by one against config datastore if enabled. Consider disabling 
this option if you have large number of Resource Types registered to a Policy Set.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "ldapServer" : {
      "title" : "Primary LDAP Server",
      "description" : "Configuration directory server host:port that OpenAM searches for policy 
information.<p><p>Format: <code>local OpenAM server name | hostname:port</code><p><p>Multiple entries must be 
prefixed by local server name. Make sure to place the multiple entries on a single line and separate the 
hostname:port URLs with a space. <p><p>For example, openam.example.com|opendj.example.com:1389 
opendj.example.com:2389",
      "propertyOrder" : 400,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userAliasEnabled" : {
      "title" : "User Alias",
      "description" : "If enabled, OpenAM can evaluate policy for remote users aliased to local users.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
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    "subjectsResultTTL" : {
      "title" : "Subjects Result Time to Live",
      "description" : "Maximum time that OpenAM caches a subject result for evaluating policy requests, in 
minutes. A value of <code>0</code> prevents OpenAM from caching subject evaluations for policy decisions.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "connectionPoolMaximumSize" : {
      "title" : "LDAP Connection Pool Maximum Size",
      "description" : "Maximum number of connections in the pool.",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "usersSearchScope" : {
      "title" : "LDAP Users Search Scope",
      "description" : "Search scope to find user entries.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "policyHeartbeatInterval" : {
      "title" : "Heartbeat Interval",
      "description" : "Specifies how often should OpenAM send a heartbeat request to the directory.<br><br>Use 
this option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will 
ensure that the connections won't become idle.",
      "propertyOrder" : 1840,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "mtlsEnabled" : {
      "title" : "mTLS Enabled",
      "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is enabled:<ul><li>Set 
connection mode to <code>LDAPS</code>. <li>The values for <code>LDAP Bind DN</code> and <code>LDAP Bind 
Password</code> are ignored.</li>",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "searchTimeout" : {
      "title" : "Search Timeout",
      "description" : "Time after which OpenAM returns an error for an incomplete search, in seconds.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:
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/global-config/services/policyconfiguration

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PolicyConfiguration --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PolicyConfiguration --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PolicyConfiguration --global --actionName nextdescendents

read

Usage

am> read PolicyConfiguration --global

update

Usage

am> update PolicyConfiguration --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "continueEvaluationOnDeny" : {
      "title" : "Continue Evaluation on Deny Decision",
      "description" : "If no, then OpenAM stops evaluating policy as soon as it reaches a deny decision.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "realmAliasReferrals" : {
      "title" : "Realm Alias Referrals",
      "description" : "If yes, then OpenAM allows creation of policies for HTTP and HTTPS resources whose FQDN 
matches the DNS alias for the realm even when no referral policy exists.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "resourceComparators" : {
      "title" : "Resource Comparator",
      "description" : "OpenAM uses resource comparators to match resources specified in policy rules. When 
setting comparators on the command line, separate fields with <code>|</code> characters.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "defaults" : {
      "properties" : {
        "bindDn" : {
          "title" : "LDAP Bind DN",
          "description" : "Bind DN to connect to the directory server for policy information.This property is 
ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "usersSearchAttribute" : {
          "title" : "LDAP Users Search Attribute",
          "description" : "Naming attribute for user entries.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "usersSearchFilter" : {
          "title" : "LDAP Users Search Filter",
          "description" : "Search filter to match user entries.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sslEnabled" : {
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          "title" : "LDAP SSL/TLS",
          "description" : "If enabled, OpenAM connects securely to the directory server. This requires that 
you install the directory server certificate.",
          "propertyOrder" : 1600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "realmSearchFilter" : {
          "title" : "LDAP Organization Search Filter",
          "description" : "Search filter to match organization entries.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectionPoolMaximumSize" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "Maximum number of connections in the pool.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "mtlsEnabled" : {
          "title" : "mTLS Enabled",
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set connection mode to <code>LDAPS</code>. <li>The values for <code>LDAP Bind DN</code> and 
<code>LDAP Bind Password</code> are ignored.</li>",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "usersBaseDn" : {
          "title" : "LDAP Users Base DN",
          "description" : "Base DN for LDAP Users subject searches.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ldapServer" : {
          "title" : "Primary LDAP Server",
          "description" : "Configuration directory server host:port that OpenAM searches for policy 
information.<p><p>Format: <code>local OpenAM server name | hostname:port</code><p><p>Multiple entries must be 
prefixed by local server name. Make sure to place the multiple entries on a single line and separate the 
hostname:port URLs with a space. <p><p>For example, openam.example.com|opendj.example.com:1389 
opendj.example.com:2389",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "searchTimeout" : {
          "title" : "Search Timeout",
          "description" : "Time after which OpenAM returns an error for an incomplete search, in seconds.",
          "propertyOrder" : 1500,
          "required" : true,
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          "type" : "integer",
          "exampleValue" : ""
        },
        "userAliasEnabled" : {
          "title" : "User Alias",
          "description" : "If enabled, OpenAM can evaluate policy for remote users aliased to local users.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "checkIfResourceTypeExists" : {
          "title" : "Check resources exist when Resource Server is updated",
          "description" : "Check all registered resources exist when updating Resource Server. <p><p>Policy 
Set will check each registered Resource Types one by one against config datastore if enabled. Consider 
disabling this option if you have large number of Resource Types registered to a Policy Set.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "policyHeartbeatTimeUnit" : {
          "title" : "Heartbeat Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>Use 
this option in case a firewall/loadbalancer can close idle connections, since the heartbeat requests will 
ensure that the connections won't become idle.",
          "propertyOrder" : 1850,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "usersSearchScope" : {
          "title" : "LDAP Users Search Scope",
          "description" : "Search scope to find user entries.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "policyHeartbeatInterval" : {
          "title" : "Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>Use this option in case a firewall/loadbalancer can close idle connections, since the 
heartbeat requests will ensure that the connections won't become idle.",
          "propertyOrder" : 1840,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "connectionPoolMinimumSize" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "Minimum number of connections in the pool.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "subjectsResultTTL" : {
          "title" : "Subjects Result Time to Live",
          "description" : "Maximum time that OpenAM caches a subject result for evaluating policy requests, in 
minutes. A value of <code>0</code> prevents OpenAM from caching subject evaluations for policy decisions.",
          "propertyOrder" : 1900,
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          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maximumSearchResults" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "Search limit for LDAP searches.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "bindPassword" : {
          "title" : "LDAP Bind Password",
          "description" : "Bind password to connect to the directory server for policy information.This 
property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

PollingWaitNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/PollingWaitNode

Resource version: 1.0

create

Usage

am> create PollingWaitNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "spamDetectionEnabled" : {
      "title" : "Enable Spam Detection",
      "description" : "Choose whether spam detection is enforced for this node. Creates a new outcome.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "spamDetectionTolerance" : {
      "title" : "Spam Tolerance",
      "description" : "How many times a user may resubmit to this node before the authentication is failed.",
      "propertyOrder" : 300,
      "type" : "integer",
      "exampleValue" : ""
    },
    "exitMessage" : {
      "title" : "Exit Message",
      "description" : "Localisation overrides for the exit message. The whole string will be displayed as a 
link. This is a map of locale to message.",
      "propertyOrder" : 600,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "waitingMessage" : {
      "title" : "Waiting Message",
      "description" : "Localisation overrides for the waiting message. May use {{time}} to get the number of 
seconds remaining. This is a map of locale to message.",
      "propertyOrder" : 400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "secondsToWait" : {
      "title" : "Seconds To Wait",
      "description" : "How many seconds to wait before proceeding to the next node in the tree.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "exitable" : {
      "title" : "Exitable",
      "description" : "Choose whether to display a link which allows the user to leave the node early. Creates 
a new outcome.",
      "propertyOrder" : 500,
      "type" : "boolean",
      "exampleValue" : ""
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    }
  },
  "required" : [ "spamDetectionEnabled", "spamDetectionTolerance", "exitMessage", "waitingMessage", 
"secondsToWait", "exitable" ]
}

delete

Usage

am> delete PollingWaitNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PollingWaitNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PollingWaitNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action PollingWaitNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PollingWaitNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PollingWaitNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PollingWaitNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update PollingWaitNode --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "spamDetectionEnabled" : {
      "title" : "Enable Spam Detection",
      "description" : "Choose whether spam detection is enforced for this node. Creates a new outcome.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "spamDetectionTolerance" : {
      "title" : "Spam Tolerance",
      "description" : "How many times a user may resubmit to this node before the authentication is failed.",
      "propertyOrder" : 300,
      "type" : "integer",
      "exampleValue" : ""
    },
    "exitMessage" : {
      "title" : "Exit Message",
      "description" : "Localisation overrides for the exit message. The whole string will be displayed as a 
link. This is a map of locale to message.",
      "propertyOrder" : 600,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "waitingMessage" : {
      "title" : "Waiting Message",
      "description" : "Localisation overrides for the waiting message. May use {{time}} to get the number of 
seconds remaining. This is a map of locale to message.",
      "propertyOrder" : 400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "secondsToWait" : {
      "title" : "Seconds To Wait",
      "description" : "How many seconds to wait before proceeding to the next node in the tree.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "exitable" : {
      "title" : "Exitable",
      "description" : "Choose whether to display a link which allows the user to leave the node early. Creates 
a new outcome.",
      "propertyOrder" : 500,
      "type" : "boolean",
      "exampleValue" : ""
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    }
  },
  "required" : [ "spamDetectionEnabled", "spamDetectionTolerance", "exitMessage", "waitingMessage", 
"secondsToWait", "exitable" ]
}

ProfileCompletenessDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/ProfileCompletenessDecisionNode

Resource version: 1.0

create

Usage

am> create ProfileCompletenessDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "threshold" : {
      "title" : "Profile Completeness Threshold",
      "description" : "Percentage of user-viewable and user-editable fields that must contain a value. Must be 
in the range of [0, 100].",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute to query for the IDM object.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "threshold", "identityAttribute" ]
}

delete

Usage

am> delete ProfileCompletenessDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ProfileCompletenessDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ProfileCompletenessDecision --realm Realm --actionName getCreatableTypes
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listOutcomes

List the available outcomes for the node type.

Usage

am> action ProfileCompletenessDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ProfileCompletenessDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ProfileCompletenessDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ProfileCompletenessDecision --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ProfileCompletenessDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "threshold" : {
      "title" : "Profile Completeness Threshold",
      "description" : "Percentage of user-viewable and user-editable fields that must contain a value. Must be 
in the range of [0, 100].",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute to query for the IDM object.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "threshold", "identityAttribute" ]
}

PrometheusReporter

Global Operations

Resource path:
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/global-config/services/monitoring/prometheus

Resource version: 1.0

create

Usage

am> create PrometheusReporter --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "username" : {
      "title" : "Username",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "password" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticationType" : {
      "title" : "Authentication Type",
      "description" : "",
      "propertyOrder" : 150,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete PrometheusReporter --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action PrometheusReporter --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PrometheusReporter --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PrometheusReporter --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PrometheusReporter --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PrometheusReporter --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update PrometheusReporter --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "username" : {
      "title" : "Username",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "password" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "authenticationType" : {
      "title" : "Authentication Type",
      "description" : "",
      "propertyOrder" : 150,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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ProvisionDynamicAccount

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/ProvisionDynamicAccountNode

Resource version: 1.0

create

Usage

am> create ProvisionDynamicAccount --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "accountProviderClass" : {
      "title" : "Account Provider Class",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "accountProviderClass" ]
}

delete

Usage

am> delete ProvisionDynamicAccount --realm Realm --id id

Parameters

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3231



--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ProvisionDynamicAccount --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ProvisionDynamicAccount --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action ProvisionDynamicAccount --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ProvisionDynamicAccount --realm Realm --actionName nextdescendents

Amster Entity Reference PingAM

3232 Copyright © 2025 Ping Identity Corporation



query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ProvisionDynamicAccount --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ProvisionDynamicAccount --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ProvisionDynamicAccount --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "accountProviderClass" : {
      "title" : "Account Provider Class",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "accountProviderClass" ]
}

ProvisionIDMAccount

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/ProvisionIdmAccountNode

Resource version: 1.0

create

Usage

am> create ProvisionIDMAccount --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "accountProviderClass" : {
      "title" : "Account Provider Class",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "accountProviderClass" ]
}

delete

Usage

am> delete ProvisionIDMAccount --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ProvisionIDMAccount --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ProvisionIDMAccount --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action ProvisionIDMAccount --realm Realm --body body --actionName listOutcomes
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Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ProvisionIDMAccount --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ProvisionIDMAccount --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ProvisionIDMAccount --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update ProvisionIDMAccount --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "accountProviderClass" : {
      "title" : "Account Provider Class",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "accountProviderClass" ]
}

PushNotification

Realm Operations

Resource path:

/realm-config/services/pushNotification

Resource version: 1.0

create

Usage

am> create PushNotification --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "delegateFactory" : {
      "title" : "Message Transport Delegate Factory",
      "description" : "The fully qualified class name of the factory responsible for creating the 
PushNotificationDelegate. The class must implement 
<code>org.forgerock.openam.services.push.PushNotificationDelegate</code>.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "mdCacheSize" : {
      "title" : "Response Cache Size",
      "description" : "Maximum size of the message dispatcher cache, in number of records. If set to <code>0</
code> the cache can grow indefinitely. If the number of records that need to be stored exceeds this maximum, 
then older items in the cache will be removed to make space.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "mdConcurrency" : {
      "title" : "Response Cache Concurrency",
      "description" : "Level of concurrency to use when accessing the message dispatcher cache. Defaults to 
<code>16</code>, and must be greater than <code>0</code>. Choose a value to accommodate as many threads as 
will ever concurrently access the message dispatcher cache.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "googleEndpoint" : {
      "title" : "SNS Endpoint for GCM",
      "description" : "The Simple Notification Service endpoint in Amazon Resource Name format, used to send 
push messages over Google Cloud Messaging (GCM).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "arn:aws:sns:us-east-1:1234567890:app/GCM/production"
    },
    "secret" : {
      "title" : "SNS Access Key Secret",
      "description" : "Amazon Simple Notification Service Access Key Secret. For more information, refer to <a 
href=\"https://backstage.forgerock.com/knowledge/backstagehelp/article/a92326771\">ForgeRock Knowledge Base</
a>.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "appleEndpoint" : {
      "title" : "SNS Endpoint for APNS",
      "description" : "The Simple Notification Service endpoint in Amazon Resource Name format, used to send 
push messages to the Apple Push Notification Service (APNS).",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
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      "exampleValue" : "arn:aws:sns:us-east-1:1234567890:app/APNS/production"
    },
    "mdDuration" : {
      "title" : "Response Cache Duration",
      "description" : "The minimum lifetime to keep unanswered message records in the message dispatcher 
cache, in seconds. To keep unanswered message records indefinitely, set this property to <code>0</code>.Should 
be tuned so that it is applicable to the use case of this service. For example, the ForgeRock Authenticator 
(Push) authentication module has a default timeout of 120 seconds.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "accessKey" : {
      "title" : "SNS Access Key ID",
      "description" : "Amazon Simple Notification Service Access Key ID. For more information, refer to <a 
href=\"https://backstage.forgerock.com/knowledge/backstagehelp/article/a92326771\">ForgeRock Knowledge Base</
a>.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "AKIAIOSFODNN7EXAMPLE"
    },
    "region" : {
      "title" : "SNS Client Region",
      "description" : "Region of your registered Amazon Simple Notification Service client. For more 
information, see <a href=\"https://docs.aws.amazon.com/general/latest/gr/rande.html\">https://
docs.aws.amazon.com/general/latest/gr/rande.html</a>.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete PushNotification --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PushNotification --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action PushNotification --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PushNotification --realm Realm --actionName nextdescendents

read

Usage

am> read PushNotification --realm Realm

update

Usage

am> update PushNotification --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "delegateFactory" : {
      "title" : "Message Transport Delegate Factory",
      "description" : "The fully qualified class name of the factory responsible for creating the 
PushNotificationDelegate. The class must implement 
<code>org.forgerock.openam.services.push.PushNotificationDelegate</code>.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "mdCacheSize" : {
      "title" : "Response Cache Size",
      "description" : "Maximum size of the message dispatcher cache, in number of records. If set to <code>0</
code> the cache can grow indefinitely. If the number of records that need to be stored exceeds this maximum, 
then older items in the cache will be removed to make space.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "mdConcurrency" : {
      "title" : "Response Cache Concurrency",
      "description" : "Level of concurrency to use when accessing the message dispatcher cache. Defaults to 
<code>16</code>, and must be greater than <code>0</code>. Choose a value to accommodate as many threads as 
will ever concurrently access the message dispatcher cache.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "googleEndpoint" : {
      "title" : "SNS Endpoint for GCM",
      "description" : "The Simple Notification Service endpoint in Amazon Resource Name format, used to send 
push messages over Google Cloud Messaging (GCM).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "arn:aws:sns:us-east-1:1234567890:app/GCM/production"
    },
    "secret" : {
      "title" : "SNS Access Key Secret",
      "description" : "Amazon Simple Notification Service Access Key Secret. For more information, refer to <a 
href=\"https://backstage.forgerock.com/knowledge/backstagehelp/article/a92326771\">ForgeRock Knowledge Base</
a>.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "appleEndpoint" : {
      "title" : "SNS Endpoint for APNS",
      "description" : "The Simple Notification Service endpoint in Amazon Resource Name format, used to send 
push messages to the Apple Push Notification Service (APNS).",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
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      "exampleValue" : "arn:aws:sns:us-east-1:1234567890:app/APNS/production"
    },
    "mdDuration" : {
      "title" : "Response Cache Duration",
      "description" : "The minimum lifetime to keep unanswered message records in the message dispatcher 
cache, in seconds. To keep unanswered message records indefinitely, set this property to <code>0</code>.Should 
be tuned so that it is applicable to the use case of this service. For example, the ForgeRock Authenticator 
(Push) authentication module has a default timeout of 120 seconds.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "accessKey" : {
      "title" : "SNS Access Key ID",
      "description" : "Amazon Simple Notification Service Access Key ID. For more information, refer to <a 
href=\"https://backstage.forgerock.com/knowledge/backstagehelp/article/a92326771\">ForgeRock Knowledge Base</
a>.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "AKIAIOSFODNN7EXAMPLE"
    },
    "region" : {
      "title" : "SNS Client Region",
      "description" : "Region of your registered Amazon Simple Notification Service client. For more 
information, see <a href=\"https://docs.aws.amazon.com/general/latest/gr/rande.html\">https://
docs.aws.amazon.com/general/latest/gr/rande.html</a>.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/pushNotification

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PushNotification --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Amster Entity Reference PingAM

3242 Copyright © 2025 Ping Identity Corporation



Usage

am> action PushNotification --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PushNotification --global --actionName nextdescendents

read

Usage

am> read PushNotification --global

update

Usage

am> update PushNotification --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "delegateFactory" : {
          "title" : "Message Transport Delegate Factory",
          "description" : "The fully qualified class name of the factory responsible for creating the 
PushNotificationDelegate. The class must implement 
<code>org.forgerock.openam.services.push.PushNotificationDelegate</code>.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "appleEndpoint" : {
          "title" : "SNS Endpoint for APNS",
          "description" : "The Simple Notification Service endpoint in Amazon Resource Name format, used to 
send push messages to the Apple Push Notification Service (APNS).",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : "arn:aws:sns:us-east-1:1234567890:app/APNS/production"
        },
        "secret" : {
          "title" : "SNS Access Key Secret",
          "description" : "Amazon Simple Notification Service Access Key Secret. For more information, refer 
to <a href=\"https://backstage.forgerock.com/knowledge/backstagehelp/article/a92326771\">ForgeRock Knowledge 
Base</a>.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "mdConcurrency" : {
          "title" : "Response Cache Concurrency",
          "description" : "Level of concurrency to use when accessing the message dispatcher cache. Defaults 
to <code>16</code>, and must be greater than <code>0</code>. Choose a value to accommodate as many threads as 
will ever concurrently access the message dispatcher cache.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "mdDuration" : {
          "title" : "Response Cache Duration",
          "description" : "The minimum lifetime to keep unanswered message records in the message dispatcher 
cache, in seconds. To keep unanswered message records indefinitely, set this property to <code>0</code>.Should 
be tuned so that it is applicable to the use case of this service. For example, the ForgeRock Authenticator 
(Push) authentication module has a default timeout of 120 seconds.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "mdCacheSize" : {
          "title" : "Response Cache Size",
          "description" : "Maximum size of the message dispatcher cache, in number of records. If set to 
<code>0</code> the cache can grow indefinitely. If the number of records that need to be stored exceeds this 
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maximum, then older items in the cache will be removed to make space.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "region" : {
          "title" : "SNS Client Region",
          "description" : "Region of your registered Amazon Simple Notification Service client. For more 
information, see <a href=\"https://docs.aws.amazon.com/general/latest/gr/rande.html\">https://
docs.aws.amazon.com/general/latest/gr/rande.html</a>.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accessKey" : {
          "title" : "SNS Access Key ID",
          "description" : "Amazon Simple Notification Service Access Key ID. For more information, refer to <a 
href=\"https://backstage.forgerock.com/knowledge/backstagehelp/article/a92326771\">ForgeRock Knowledge Base</
a>.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : "AKIAIOSFODNN7EXAMPLE"
        },
        "googleEndpoint" : {
          "title" : "SNS Endpoint for GCM",
          "description" : "The Simple Notification Service endpoint in Amazon Resource Name format, used to 
send push messages over Google Cloud Messaging (GCM).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : "arn:aws:sns:us-east-1:1234567890:app/GCM/production"
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

PushNotificationResponse

Realm Operations

Push Authentication depends on the secure verification of information sent from the server to the client, and from the client to
the server. This allows the server to verify that the notification was received by the original device, and for the device to verify that
only the server sent out the original request.

This endpoint provides the place for the device to return responses to the server to requests received either by QR code or by
push notification.

Resource path:
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/push/sns/message

Resource version: 1.0

authenticate

Message sent from device to server in response to a request for authentication sent to the device via Push notification. This
message is generally sent from the ForgeRock Authenticator app.

Usage

am> action PushNotificationResponse --realm Realm --body body --actionName authenticate

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "messageId" : {
      "type" : "string",
      "title" : "Message ID",
      "description" : "Unique message identifier"
    },
    "jwt" : {
      "type" : "string",
      "title" : "JWT",
      "description" : "Signed JWT containing claims:\n* `response`: Response to challenge (Base64 encoding of 
the HmacSHA256 hashing of the decoded shared secret and the decoded challenge)\n* `deny`: Indication that this 
auth attempt should be shut down (boolean)"
    }
  },
  "required" : [ "messageId", "jwt" ]
}

register

Message sent from device to server in response to a registration message received on the device via a QR code. This message is
generally sent from the ForgeRock Authenticator app.

Usage

am> action PushNotificationResponse --realm Realm --body body --actionName register

Parameters
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "messageId" : {
      "type" : "string",
      "title" : "Message ID",
      "description" : "Unique message identifier"
    },
    "jwt" : {
      "type" : "string",
      "title" : "JWT",
      "description" : "Signed JWT containing claims:\n* `response`: Response to challenge (Base64 encoding of 
the HmacSHA256 hashing of the decoded shared secret and the decoded challenge)\n* `mechanismUid`: The device-
specific identifier for the just-registered mechanism (string)\n* `deviceId`: The registration token used by 
GCM or APNS (string)\n* `deviceType`: `android` or `ios` (string)\n* `communicationType`: `gcm` or `apns` 
(string)"
    }
  },
  "required" : [ "messageId", "jwt" ]
}

PushRegistration

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/PushRegistrationNode

Resource version: 1.0

create

Usage

am> create PushRegistration --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "accountName" : {
      "title" : "Account Name",
      "description" : "This field allows select the user attribute to be used as the user's Account Name. It 
is used when the user's Push account is   stored in the device. If left blank or the selected attribute is 
empty on user's profile, the account name will be set to the user's username.",
      "propertyOrder" : 20,
      "type" : "string",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Registration Response Timeout",
      "description" : "The period of time (in seconds) to wait for a response to the registration QR code. If 
no response is received during this time the QR code times out and the registration process fails.",
      "propertyOrder" : 70,
      "type" : "integer",
      "exampleValue" : ""
    },
    "bgColor" : {
      "title" : "Background Color",
      "description" : "The background color in hex notation to display behind the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 30,
      "type" : "string",
      "exampleValue" : ""
    },
    "scanQRCodeMessage" : {
      "title" : "QR code message",
      "description" : "The message with instructions to scan the QR code for registering the device.",
      "propertyOrder" : 60,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "generateRecoveryCodes" : {
      "title" : "Generate Recovery Codes",
      "description" : "If enabled, the success outcome's transient state will contain a set of recovery codes. 
If this success outcome is passed into a Recovery Code Display Node, these codes will be presented to the 
user. A user may use recovery codes to bypass the Push authentication node in the event they have lost their 
authenticator.",
      "propertyOrder" : 50,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "A value that appears as an identifier on the user's device. Common choices are a 
company name, a web site, or an AM realm.",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "imgUrl" : {
      "title" : "Logo Image URL",
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      "description" : "The location of an image to download and display as the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 40,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "accountName", "timeout", "bgColor", "scanQRCodeMessage", "generateRecoveryCodes", "issuer", 
"imgUrl" ]
}

delete

Usage

am> delete PushRegistration --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PushRegistration --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PushRegistration --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action PushRegistration --realm Realm --body body --actionName listOutcomes

Parameters
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PushRegistration --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PushRegistration --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PushRegistration --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update PushRegistration --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "accountName" : {
      "title" : "Account Name",
      "description" : "This field allows select the user attribute to be used as the user's Account Name. It 
is used when the user's Push account is   stored in the device. If left blank or the selected attribute is 
empty on user's profile, the account name will be set to the user's username.",
      "propertyOrder" : 20,
      "type" : "string",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Registration Response Timeout",
      "description" : "The period of time (in seconds) to wait for a response to the registration QR code. If 
no response is received during this time the QR code times out and the registration process fails.",
      "propertyOrder" : 70,
      "type" : "integer",
      "exampleValue" : ""
    },
    "bgColor" : {
      "title" : "Background Color",
      "description" : "The background color in hex notation to display behind the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 30,
      "type" : "string",
      "exampleValue" : ""
    },
    "scanQRCodeMessage" : {
      "title" : "QR code message",
      "description" : "The message with instructions to scan the QR code for registering the device.",
      "propertyOrder" : 60,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "generateRecoveryCodes" : {
      "title" : "Generate Recovery Codes",
      "description" : "If enabled, the success outcome's transient state will contain a set of recovery codes. 
If this success outcome is passed into a Recovery Code Display Node, these codes will be presented to the 
user. A user may use recovery codes to bypass the Push authentication node in the event they have lost their 
authenticator.",
      "propertyOrder" : 50,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Issuer",
      "description" : "A value that appears as an identifier on the user's device. Common choices are a 
company name, a web site, or an AM realm.",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "imgUrl" : {
      "title" : "Logo Image URL",
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      "description" : "The location of an image to download and display as the issuer's logo within the 
ForgeRock Authenticator app.",
      "propertyOrder" : 40,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "accountName", "timeout", "bgColor", "scanQRCodeMessage", "generateRecoveryCodes", "issuer", 
"imgUrl" ]
}

PushResultVerifierNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/PushResultVerifierNode

Resource version: 1.0

create

Usage

am> create PushResultVerifierNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage
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am> delete PushResultVerifierNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PushResultVerifierNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PushResultVerifierNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action PushResultVerifierNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action PushResultVerifierNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PushResultVerifierNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PushResultVerifierNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update PushResultVerifierNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}
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PushSender

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/PushAuthenticationSenderNode

Resource version: 1.0

create

Usage

am> create PushSender --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "pushType" : {
      "title" : "Push Type",
      "description" : "This field allows selection of the Push notification type. The 'Tap to Accept' is the 
default notification type, it just requires the user to Accept it. The 'Display Challenge Code' requires the  
user to enter the matching code on the user's device before processing the notification. The 'Use Biometrics 
to Accept' requires local Biometric authentication to process the notification.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "userMessage" : {
      "title" : "User Message",
      "description" : "The message to send to the user. {{user}} and {{issuer}} may be used as replacements 
for the username and issuer name respectively.",
      "propertyOrder" : 200,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "customPayload" : {
      "title" : "Custom Payload Attributes",
      "description" : "Shared state objects which will be included in the message payload sent to the client. 
Maximum payload for both iOS and Android is 3KB.",
      "propertyOrder" : 500,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "captureFailure" : {
      "title" : "Capture failure",
      "description" : "If selected, failure to send the Push Notification is captured in shared state for use 
by subsequent nodes in the journey.",
      "propertyOrder" : 700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "mandatory" : {
      "title" : "Remove 'skip' option",
      "description" : "If checked, users will no longer be able to skip the module, and must interact with 
it.",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "messageTimeout" : {
      "title" : "Message Timeout",
      "description" : "The duration (in ms) that the message will time out after.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
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    "contextInfo" : {
      "title" : "Share Context Info",
      "description" : "If checked, additional context information will be added into the notification. The 
data contains remoteIp, userAgent, and location. Note that the location attribute requires the presence of 
Device Profile Collector node in the Tree with 'Collect Device Location' config enabled.",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "pushType", "userMessage", "customPayload", "captureFailure", "mandatory", "messageTimeout", 
"contextInfo" ]
}

delete

Usage

am> delete PushSender --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PushSender --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PushSender --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action PushSender --realm Realm --body body --actionName listOutcomes

Parameters
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action PushSender --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PushSender --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PushSender --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update PushSender --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "pushType" : {
      "title" : "Push Type",
      "description" : "This field allows selection of the Push notification type. The 'Tap to Accept' is the 
default notification type, it just requires the user to Accept it. The 'Display Challenge Code' requires the  
user to enter the matching code on the user's device before processing the notification. The 'Use Biometrics 
to Accept' requires local Biometric authentication to process the notification.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "userMessage" : {
      "title" : "User Message",
      "description" : "The message to send to the user. {{user}} and {{issuer}} may be used as replacements 
for the username and issuer name respectively.",
      "propertyOrder" : 200,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "customPayload" : {
      "title" : "Custom Payload Attributes",
      "description" : "Shared state objects which will be included in the message payload sent to the client. 
Maximum payload for both iOS and Android is 3KB.",
      "propertyOrder" : 500,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "captureFailure" : {
      "title" : "Capture failure",
      "description" : "If selected, failure to send the Push Notification is captured in shared state for use 
by subsequent nodes in the journey.",
      "propertyOrder" : 700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "mandatory" : {
      "title" : "Remove 'skip' option",
      "description" : "If checked, users will no longer be able to skip the module, and must interact with 
it.",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "messageTimeout" : {
      "title" : "Message Timeout",
      "description" : "The duration (in ms) that the message will time out after.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
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    "contextInfo" : {
      "title" : "Share Context Info",
      "description" : "If checked, additional context information will be added into the notification. The 
data contains remoteIp, userAgent, and location. Note that the location attribute requires the presence of 
Device Profile Collector node in the Tree with 'Collect Device Location' config enabled.",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "pushType", "userMessage", "customPayload", "captureFailure", "mandatory", "messageTimeout", 
"contextInfo" ]
}

PushUserDevices

Realm Operations

The Push devices service is responsible for exposing functions to change the collection of Push authentication devices. The
supported methods are action, delete, query

Resource path:

/users/{user}/devices/2fa/push

Resource version: 1.0

check

Checks if the user’s Authenticator Push module is 'skippable' and returns the result as a boolean

Usage

am> action PushUserDevices --realm Realm --body body --user user --actionName check

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Push user device check action request schema",
  "type" : "object",
  "title" : "Push user device check action request schema"
}
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--user

The Push devices service is responsible for exposing functions to change the collection of Push authentication devices. The
supported methods are action, delete, query

delete

Delete Push user device

Usage

am> delete PushUserDevices --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

The Push devices service is responsible for exposing functions to change the collection of Push authentication devices. The
supported methods are action, delete, query

query

Query the user’s device profile

Usage

am> query PushUserDevices --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

The Push devices service is responsible for exposing functions to change the collection of Push authentication devices. The
supported methods are action, delete, query

reset

Sets the user’s 'skippable' selection of Authenticator Push module to default (NOT_SET) and deletes their profile’s attribute

Usage

am> action PushUserDevices --realm Realm --body body --user user --actionName reset
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Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Push user device reset action request schema",
  "type" : "object",
  "title" : "Push user device reset action request schema"
}

--user

The Push devices service is responsible for exposing functions to change the collection of Push authentication devices. The
supported methods are action, delete, query

skip

Sets the user’s ability to skip an Authenticator Push module

Usage

am> action PushUserDevices --realm Realm --body body --user user --actionName skip

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "description" : "Push user device skip action request schema",
  "type" : "object",
  "title" : "Push user device skip action request schema",
  "properties" : {
    "value" : {
      "type" : "boolean",
      "title" : "Skip push module response value",
      "description" : "True if the push device is set to skipped"
    }
  },
  "required" : [ "value" ]
}

--user

The Push devices service is responsible for exposing functions to change the collection of Push authentication devices. The
supported methods are action, delete, query
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PushWaitNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/PushWaitNode

Resource version: 1.0

create

Usage

am> create PushWaitNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "challengeMessage" : {
      "title" : "Push Challenge Message",
      "description" : "Localization overrides for the push challenge message. May use {{challenge}} to get the 
challenge answer. This is a map of locale to message.",
      "propertyOrder" : 300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "exitMessage" : {
      "title" : "Exit Message",
      "description" : "Localisation overrides for the exit message. The whole string will be displayed as a 
link. This is a map of locale to message.",
      "propertyOrder" : 400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "waitingMessage" : {
      "title" : "Waiting Message",
      "description" : "Localization overrides for the waiting message. May use {{time}} to get the number of 
seconds remaining. This is a map of locale to message.",
      "propertyOrder" : 200,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "secondsToWait" : {
      "title" : "Seconds To Wait",
      "description" : "How many seconds to wait before proceeding to the next node in the tree.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "challengeMessage", "exitMessage", "waitingMessage", "secondsToWait" ]
}

delete

Usage
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am> delete PushWaitNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action PushWaitNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action PushWaitNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action PushWaitNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action PushWaitNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query PushWaitNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read PushWaitNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update PushWaitNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "challengeMessage" : {
      "title" : "Push Challenge Message",
      "description" : "Localization overrides for the push challenge message. May use {{challenge}} to get the 
challenge answer. This is a map of locale to message.",
      "propertyOrder" : 300,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "exitMessage" : {
      "title" : "Exit Message",
      "description" : "Localisation overrides for the exit message. The whole string will be displayed as a 
link. This is a map of locale to message.",
      "propertyOrder" : 400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "waitingMessage" : {
      "title" : "Waiting Message",
      "description" : "Localization overrides for the waiting message. May use {{time}} to get the number of 
seconds remaining. This is a map of locale to message.",
      "propertyOrder" : 200,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "secondsToWait" : {
      "title" : "Seconds To Wait",
      "description" : "How many seconds to wait before proceeding to the next node in the tree.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "challengeMessage", "exitMessage", "waitingMessage", "secondsToWait" ]
}
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QueryFilterDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/QueryFilterDecisionNode

Resource version: 1.0

create

Usage

am> create QueryFilterDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "queryFilter" : {
      "title" : "Query Filter",
      "description" : "A query filter tested against an object.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to retrieve the object to be tested against the query filter.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "queryFilter", "identityAttribute" ]
}

delete

Usage
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am> delete QueryFilterDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action QueryFilterDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action QueryFilterDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action QueryFilterDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action QueryFilterDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query QueryFilterDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read QueryFilterDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update QueryFilterDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "queryFilter" : {
      "title" : "Query Filter",
      "description" : "A query filter tested against an object.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to retrieve the object to be tested against the query filter.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "queryFilter", "identityAttribute" ]
}

QueryParameterNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/QueryParameterNode

Resource version: 1.0

create

Usage

am> create QueryParameterNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "allowedQueryParameters" : {
      "title" : "Allowed query parameters",
      "description" : "A list of key-value pairs. KEY is the query parameter name and VALUE is the shared 
state property name.",
      "propertyOrder" : 100,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "queryParametersToBeDelimited" : {
      "title" : "Allowed query parameters to be delimited",
      "description" : "A list of the \"Allowed query parameters\" that can take multiple values, and whose 
values you want to store in the shared state in a comma-delimited list. If you don't delimit the values of a 
multi-valued query parameter, the node stores the values in the shared state as a single string value.",
      "propertyOrder" : 200,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "allowedQueryParameters", "queryParametersToBeDelimited" ]
}

delete

Usage

am> delete QueryParameterNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action QueryParameterNode --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action QueryParameterNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action QueryParameterNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action QueryParameterNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query QueryParameterNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read QueryParameterNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update QueryParameterNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "allowedQueryParameters" : {
      "title" : "Allowed query parameters",
      "description" : "A list of key-value pairs. KEY is the query parameter name and VALUE is the shared 
state property name.",
      "propertyOrder" : 100,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "queryParametersToBeDelimited" : {
      "title" : "Allowed query parameters to be delimited",
      "description" : "A list of the \"Allowed query parameters\" that can take multiple values, and whose 
values you want to store in the shared state in a comma-delimited list. If you don't delimit the values of a 
multi-valued query parameter, the node stores the values in the shared state as a single string value.",
      "propertyOrder" : 200,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "allowedQueryParameters", "queryParametersToBeDelimited" ]
}

RESTSecurityTokenServices

Realm Operations

The REST STS endpoint is responsible for storing the configuration of instances of REST Security Token Services (STS). Available
operations are create, read, update, delete, query, schema and template.

Resource path:

/realm-config/services/sts/rest-sts

Resource version: 1.0

create

Usage

am> create RESTSecurityTokenServices --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "restStsSaml2" : {
      "type" : "object",
      "title" : "SAML2 Token",
      "propertyOrder" : 2,
      "properties" : {
        "saml2-encrypt-nameid" : {
          "title" : "Encrypt NameID",
          "description" : "Check this box if the assertion NameID should be encrypted. If this box is checked, 
the Encrypt Assertion box cannot be checked.",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-custom-authz-decision-statements-provider-class-name" : {
          "title" : "Custom Authorization Decision Statements Class Name",
          "description" : "If the AuthorizationDecisionStatements of the issued SAML2 assertion need to be 
customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthzDecisionStatementsProvider</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-attribute-map" : {
          "title" : "Attribute Mappings",
          "description" : "Contains the mapping of assertion attribute names (Map keys) to local OpenAM 
attributes (Map values) in configured data stores. Format: <code>assertion_attr_name=ldap_attr_name</
code><br><br>The DefaultAttributeMapper looks at profile attributes in configured data stores, or in Session 
properties. The keys will define the name of the attributes included in the Assertion Attribute statements, 
and the data pulled from the subject's directory entry or session state corresponding to the map value will 
define the value corresponding to this attribute name. The keys can have the format <code>[NameFomatURI|]SAML 
ATTRIBUTE NAME</code>. If the attribute value is enclosed in quotes, that quoted value will be included in the 
attribute without mapping. Binary attributes should be followed by ';binary'. <br>Examples: 
<ul><li>EmailAddress=mail</li><li>Address=postaladdress</li><li>urn:oasis:names:tc:SAML:2.0:attrname-
format:uri|urn:mace:dir:attribute-def:cn=cn</li><li>partnerID=\"staticPartnerIDValue\"</
li><li>urn:oasis:names:tc:SAML:2.0:attrname-format:uri|nameID=\"staticNameIDValue\"</
li><li>photo=photo;binary</li><li>urn:oasis:names:tc:SAML:2.0:attrname-format:uri|photo=photo;binary</li></
ul>",
          "propertyOrder" : 2300,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "saml2-custom-authn-context-mapper-class-name" : {
          "title" : "Custom Authentication Context Class Name",
          "description" : "If the AuthnContext mapping implemented by the 
<code>org.forgerock.openam.sts.rest.token.provider.saml.DefaultSaml2JsonTokenAuthnContextMapper</code> class 
needs to be customized, implement the 
<code>org.forgerock.openam.sts.rest.token.provider.saml.Saml2JsonTokenAuthnContextMapper</code> interface, and 
specify the name of the implementation here.",
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          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-sign-assertion" : {
          "title" : "Sign Assertion",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-encrypt-attributes" : {
          "title" : "Encrypt Attributes",
          "description" : "Check this box if the assertion Attributes should be encrypted. If this box is 
checked, the Encrypt Assertion box cannot be checked.",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-keystore-filename" : {
          "title" : "KeystorePath",
          "description" : "Path to keystore<br><br>Provide either the full filesystem path to a filesystem 
resident keystore, or a classpath-relative path to a keystore bundled in the OpenAM .war file. This keystore 
contains the IdP public/private keys and SP public key for signed and/or encrypted assertions. If assertions 
are neither signed nor encrypted, these values need not be specified.",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encryption-algorithm" : {
          "title" : "Encryption Algorithm",
          "description" : "Algorithm used to encrypt generated assertions.",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-conditions-provider-class-name" : {
          "title" : "Custom Conditions Provider Class Name",
          "description" : "If the Conditions of the issued SAML2 assertion need to be customized, implement 
the <code>org.forgerock.openam.sts.tokengeneration.saml2.statements.ConditionsProvider</code> interface, and 
specify the class name of the implementation here.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encryption-algorithm-strength" : {
          "title" : "Encryption Algorithm Strength",
          "description" : "",
          "propertyOrder" : 2850,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "saml2-custom-subject-provider-class-name" : {
          "title" : "Customs Subject Provider Class Name",
          "description" : "If the Subject of the issued SAML2 assertion needs to be customized, implement the 
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<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.SubjectProvider</code> interface, and specify 
the class name of the implementation here.",
          "propertyOrder" : 1700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encryption-key-alias" : {
          "title" : "Encryption Key Alias",
          "description" : "This alias corresponds to the SP's x509 Certificate identified by the SP Entity ID 
for this rest-sts instance. Not necessary unless assertions are to be encrypted.",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-sp-acs-url" : {
          "title" : "Service Provider Assertion Consumer Service Url",
          "description" : "When issuing bearer assertions, the recipient attribute of the SubjectConfirmation 
element must be set to the Service Provider Assertion Consumer Service Url. See section 4.1.4.2 of Profiles 
for the OASIS Security Assertion Markup Language (SAML) V2.0 for details. Value required when issuing Bearer 
assertions.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-signature-key-alias" : {
          "title" : "Signature Key Alias",
          "description" : "Corresponds to the private key of the IdP. Will be used to sign assertions. Value 
can remain unspecified unless assertions are signed.",
          "propertyOrder" : 3300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-key-transport-algorithm" : {
          "title" : "Key Transport Algorithm",
          "description" : "This setting controls the encryption algorithm used to encrypt the symmetric 
encryption key when SAML2 token encryption is enabled. Valid values include: <pre>http://www.w3.org/2001/04/
xmlenc#rsa-1_5</pre>, <pre>http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p</pre>, and <pre>http://www.w3.org/
2009/xmlenc11#rsa-oaep</pre>",
          "propertyOrder" : 2860,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-keystore-password" : {
          "title" : "Keystore Password",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "saml2-signature-key-password" : {
          "title" : "Signature Key Password",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "type" : "string",
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          "format" : "password",
          "exampleValue" : ""
        },
        "saml2-name-id-format" : {
          "title" : "NameIdFormat",
          "description" : "The default value is <code>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</
code><br><br>See section 8.3 of <a href=\"http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf\" 
target=\"_blank\">Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0</a> 
for details on possible values.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-sp-entity-id" : {
          "title" : "Service Provider Entity Id",
          "description" : "Values will be used to populate the Audiences of the AudienceRestriction element of 
the Conditions element. This value is required when issuing Bearer assertions. See section 4.1.4.2 of Profiles 
for the OASIS Security Assertion Markup Language (SAML) V2.0 for details.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encrypt-assertion" : {
          "title" : "Encrypt Assertion",
          "description" : "Check this box if the entire assertion should be encrypted. If this box is checked, 
the Encrypt NameID and Encrypt Attributes boxes cannot be checked.",
          "propertyOrder" : 2500,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "issuer-name" : {
          "title" : "The SAML2 Issuer Id",
          "description" : "The name of the issuer<br><br>This name will appear in some issued tokens - e.g. in 
the <code>saml:Issuer</code> of issued SAML2 assertions.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-token-lifetime-seconds" : {
          "title" : "Token Lifetime (Seconds)",
          "description" : "Set to over-ride the default of 600 (10 minutes).",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "saml2-custom-attribute-mapper-class-name" : {
          "title" : "Custom Attribute Mapper Class Name",
          "description" : "If the class implementing attribute mapping for attributes contained in the issued 
SAML2 assertion needs to be customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AttributeMapper</code> interface, and specify 
the class name of the implementation here.",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-authentication-statements-provider-class-name" : {
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          "title" : "Custom AuthenticationStatements Class Name",
          "description" : "If the AuthenticationStatements of the issued SAML2 assertion need to be 
customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthenticationStatementsProvider</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 1800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-attribute-statements-provider-class-name" : {
          "title" : "Custom AttributeStatements Class Name",
          "description" : "If the AttributeStatements of the issued SAML2 assertion need to be customized, 
implement the <code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AttributeStatementsProvider</
code> interface, and specify the class name of the implementation here.",
          "propertyOrder" : 1900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "restStsGeneral" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 0,
      "properties" : {
        "supported-token-transforms" : {
          "title" : "Supported Token Transformations",
          "description" : "Entry format:<code>input_token_type;output_token_type;{true|false}</code>, where 
true|false indicates whether the interim OpenAM session is invalidated following token 
issuance.<br><br>Example: for the transform <code>USERNAME:SAML2</code>, it is likely that the OpenAM session 
generated as part of validating the USERNAME token should be invalidated, and thus the config entry would be 
<code>USERNAME;SAML2;true</code>. If this value is false, each USERNAME->SAML2 transformation will result in a 
'left-over' OpenAM session. Note that currently, any transformation which starts with an OPENAM session, e.g. 
<code>OPENAM;SAML2</code>,  will not invalidate this OPENAM session, as it was not created as part of the 
token transformation.",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "is-remote-sts-instance" : {
          "title" : "STS Instance is running as remote instance",
          "description" : "When true, STS instance will assume it's running on the remote Java process 
separate from AM server.",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "custom-token-validators" : {
          "title" : "Custom Token Validators",
          "description" : "If validator of a custom token type is desired, specify the name of the custom 
token here, followed by '|', followed by the class name of the 
<code>org.forgerock.openam.sts.rest.token.validator.RestTokenTransformValidator</code> implementation which 
will be invoked to validate the custom tokens.<br><br>Example: <code>MY_CUSTOM_INPUT_TOKEN|
org.mycompany.tokens.MyCustomTokenValidator</code> <br>Note that MY_CUSTOM_INPUT_TOKEN would then be specified 
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as the value corresponding to the token_type key in the input_token_state json object specified in rest-sts 
token transformation invocations.",
          "propertyOrder" : 300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "persist-issued-tokens-in-cts" : {
          "title" : "Persist Issued Tokens in Core Token Store",
          "description" : "Necessary to support token validation and cancellation<br><br>Validation of STS-
issued tokens will involve determining whether the token has been issued, has not expired, and has not been 
cancelled. Token cancellation involves removing the record of this token from the CTS. Thus CTS persistence of 
STS-issued tokens is required to support these features.",
          "propertyOrder" : 100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "custom-token-providers" : {
          "title" : "Custom Token Providers",
          "description" : "If a rest-sts instance is to produce a custom token, specify the name of the custom 
token here, followed by '|', followed by the class name of the 
<code>org.forgerock.openam.sts.rest.token.provider.RestTokenProvider</code> implementation which will be 
invoked to produce an instance of the custom token.<br><br>Example: <code>MY_CUSTOM_OUTPUT_TOKEN|
org.mycompany.tokens.MyCustomTokenProvider</code> <br>Note that MY_CUSTOM_OUTPUT_TOKEN would then be specified 
as the value corresponding to the token_type key in the output_token_state json object specified in rest-sts 
token transformation invocations.",
          "propertyOrder" : 400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "custom-token-transforms" : {
          "title" : "Custom Token Transforms",
          "description" : "If either custom token validators or providers are specified, they must also be 
specified in a custom rest-sts token transformation. These input or output tokens can be specified in a 
transformation with standard, or other custom, tokens.<br><br>The format of these token transformation 
definitions is the same as the standard token transformation definitions. The first field defines the input 
token type, the second the output token type, and the third field specifies whether the OpenAM session, 
produced as part of the validation of the input token type, is invalidated following the production of the 
output token. <br><br>Example 1:<code> MY_CUSTOM_INPUT_TOKEN|SAML2|true</code> <br>Example 1 specifies a 
MY_CUSTOM_INPUT_TOKEN as the input token (requires the specification of a custom token validator) SAML2 as the 
produced token, and that the interim OpenAM Session should be invalidated after the SAML2 token is produced. 
<br><br>Example 2: <code>OPENIDCONNECT|MY_CUSTOM_OUTPUT_TOKEN|true</code> <br>Example 2 specifies that an 
OPENIDCONNECT token should be authenticated to assert the identity of a token of type MY_CUSTOM_OUTPUT_TOKEN 
(requires the specification of a custom token provider) and that the interim OpenAM Session should be 
invalidated. <br><br>Example 3: <code>MY_CUSTOM_INPUT_TOKEN|MY_CUSTOM_OUTPUT_TOKEN|false</code> <br>Example 3 
specifies that a MY_CUSTOM_INPUT_TOKEN should be transformed into a MY_CUSTOM_OUTPUT_TOKEN (requires the 
specification of both a custom provider and a custom validator), and that the interim OpenAM session should 
not be invalidated.",
          "propertyOrder" : 500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        }
      }
    },
    "restStsDeployment" : {
      "type" : "object",
      "title" : "Deployment",
      "propertyOrder" : 1,
      "properties" : {
        "deployment-tls-offload-engine-hosts" : {
          "title" : "Trusted Remote Hosts",
          "description" : "IP addresses of TLS-Offload Hosts<br><br>Token transformation which take X509 
Certificates as the input token require that the X509 Certificate be presented via two-way TLS, so that the 
TLS handshake can validate client certificate ownership. If OpenAM is deployed in a TLS-offloaded environment, 
in which the TLS-offloader must communicate the client certificate to the rest-sts via an Http header, this 
certificate will only be accepted if the ip address(es) of the TLS-offload engines are specified in this list. 
Specify 'any' if a client certificate can be presented in the specified header by any rest-sts client.",
          "propertyOrder" : 1000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "deployment-auth-target-mappings" : {
          "title" : "Authentication Target Mappings",
          "description" : "Configuration of consumption of OpenAM's rest-authN. For each validated token type 
(other than OpenAM), the REST authN elements which will validate token instances. <br>Entry format: 
<code>TokenType;authIndexType;authIndexValue;context_key=context_value,context_key1=context_value1</code>. 
<br>The <code>context_key=context_value</code> entries are optional.<br><br>Each deployed STS is configured 
with the authentication targets for each input token type for each supported token transformation. For 
example, if the transformation OPENIDCONNECT->SAML2 is supported, the STS instance must be configured with 
information specifying which elements of the OpenAM restful authentication context needs to be consumed to 
validate the OPENIDCONNECT token. The elements of the configuration tuple are separated by '|'. <br>The first 
element is the input token type in the token transform: i.e. X509, OPENIDCONNECT, USERNAME, or OPENAM. The 
second element is the authentication target - i.e. either 'module' or 'service', and the third element is the 
name of the authentication module or service. The fourth (optional) element provides the STS authentication 
context information about the to-be-consumed authentication context. <br>When transforming OpenID Connect Id 
tokens, the OpenID Connect authentication module must be consumed, and thus a deployed rest-sts instance must 
be configured with the name of the header/cookie element where the OpenID Connect Id token will be placed. For 
this example, the following string would define these configurations: <code>OPENIDCONNECT|module|oidc|
oidc_id_token_auth_target_header_key=oidc_id_token</code>. In this case, 'oidc' is the name of the OpenID 
Connect authentication module created to authenticate OpenID Connect tokens. <br>When transforming a X509 
Certificate, the Certificate module must be consumed, and the published rest-sts instance must be configured 
with the name of the Certificate module (or the service containing the module), and the header name configured 
for the Certificate module corresponding to where the Certificate module can expect to find the to-be-
validated Certificate. The following string would define these configurations: <code>X509|module|cert_module|
x509_token_auth_target_header_key=client_cert</code>. In this case 'cert_module' is the name of the 
Certificate module, and client_cert is the header name where Certificate module has been configured to find 
the client's Certificate.",
          "propertyOrder" : 800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "deployment-offloaded-two-way-tls-header-key" : {
          "title" : "Client Certificate Header Key",
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          "description" : "TLS-offload host certificate header key<br><br>Token transformation which take X509 
Certificates as the input token require that the X509 Certificate be presented via two-way TLS, so that the 
TLS handshake can validate client certificate ownership. A standard means of obtaining the client certificate 
presented via two-way TLS is via the javax.servlet.request.X509Certificate attribute in the ServletRequest. 
However, in TLS-offloaded deployments, the TLS-offloader must communicate the client certificate to its 
ultimate destination via an Http header. If this rest-sts instance is to support token transformations with 
X509 Certificate input, and OpenAM will be deployed in a TLS-offloaded context, then this value must be set to 
the header value which the TLS-offloading engine will use to set client certificates presented via the TLS 
handshake.",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "restStsOidc" : {
      "type" : "object",
      "title" : "OpenID Connect Token",
      "propertyOrder" : 3,
      "properties" : {
        "oidc-custom-authn-context-mapper-class" : {
          "title" : "Custom Authn Context Mapper Class",
          "description" : "If issued OIDC tokens are to contain acr claims, implement the 
<code>org.forgerock.openam.sts.rest.token.provider.oidc.OpenIdConnectTokenAuthnContextMapper</code> interface, 
and specify the class name of the implementation here.",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-public-key-reference-type" : {
          "title" : "Public Key Reference Type",
          "description" : "For tokens signed with RSA, how should corresponding public key be referenced in 
the issued jwt",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-audience" : {
          "title" : "Issued Tokens Audience",
          "description" : "Contents will be set in the aud claim",
          "propertyOrder" : 4600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "oidc-signature-key-alias" : {
          "title" : "KeyStore Signing Key Alias",
          "description" : "",
          "propertyOrder" : 4100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-token-lifetime-seconds" : {
          "title" : "Token Lifetime (Seconds)",
          "description" : "",
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          "propertyOrder" : 3500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "oidc-claim-map" : {
          "title" : "Claim Map",
          "description" : "Contains the mapping of OIDC token claim names (Map keys) to local OpenAM 
attributes (Map values) in configured data stores. Format: <code>claim_name=attribute_name</code><br><br>The 
keys in the map will be claim entries in the issued OIDC token, and the value of these claims will be the 
principal attribute state resulting from LDAP datastore lookup of the map values. If no values are returned 
from the LDAP datastore lookup of the attribute corresponding to the map value, no claim will be set in the 
issued OIDC token.",
          "propertyOrder" : 4800,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "oidc-client-secret" : {
          "title" : "Client Secret",
          "description" : "For HMAC-signed tokens, the client secret used as the HMAC key.<br><br>For HMAC-
signed tokens, the KeyStore location, password, signature key alias and password configurations are not 
required.",
          "propertyOrder" : 4400,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-custom-claim-mapper-class" : {
          "title" : "Custom Claim Mapper Class",
          "description" : "If the class implementing attribute mapping for attributes contained in issued 
OpenID Connect tokens needs to be customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.oidc.OpenIdConnectTokenClaimMapper</code> interface, and 
specify the class name of the implementation here.",
          "propertyOrder" : 4900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-keystore-password" : {
          "title" : "KeyStore Password",
          "description" : "",
          "propertyOrder" : 3900,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-keystore-location" : {
          "title" : "KeyStore Location",
          "description" : "For RSA-signed tokens, the filesystem or classpath location of the KeyStore 
containing signing key entry<br><br>For RSA-signed tokens, the KeyStore location, password, signing-key alias, 
and signing key password must be specified. The client secret is not required for RSA-signed tokens.",
          "propertyOrder" : 3800,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "oidc-issuer" : {
          "title" : "The OpenID Connect Token Provider Issuer Id",
          "description" : "",
          "propertyOrder" : 3450,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-signature-key-password" : {
          "title" : "Signature Key Password",
          "description" : "",
          "propertyOrder" : 4200,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-signature-algorithm" : {
          "title" : "Token Signature Algorithm",
          "description" : "Algorithm used to sign issued OIDC tokens",
          "propertyOrder" : 3600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-authorized-party" : {
          "title" : "Authorized Party",
          "description" : "",
          "propertyOrder" : 4700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-custom-authn-method-references-mapper-class" : {
          "title" : "Custom Authn Methods References Mapper Class",
          "description" : "If issued OIDC tokens are to contain amr claims, implement the 
<code>org.forgerock.openam.sts.rest.token.provider.oidc.OpenIdConnectTokenAuthMethodReferencesMapper</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete RESTSecurityTokenServices --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action RESTSecurityTokenServices --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RESTSecurityTokenServices --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RESTSecurityTokenServices --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query RESTSecurityTokenServices --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RESTSecurityTokenServices --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update RESTSecurityTokenServices --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "restStsSaml2" : {
      "type" : "object",
      "title" : "SAML2 Token",
      "propertyOrder" : 2,
      "properties" : {
        "saml2-encrypt-nameid" : {
          "title" : "Encrypt NameID",
          "description" : "Check this box if the assertion NameID should be encrypted. If this box is checked, 
the Encrypt Assertion box cannot be checked.",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-custom-authz-decision-statements-provider-class-name" : {
          "title" : "Custom Authorization Decision Statements Class Name",
          "description" : "If the AuthorizationDecisionStatements of the issued SAML2 assertion need to be 
customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthzDecisionStatementsProvider</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-attribute-map" : {
          "title" : "Attribute Mappings",
          "description" : "Contains the mapping of assertion attribute names (Map keys) to local OpenAM 
attributes (Map values) in configured data stores. Format: <code>assertion_attr_name=ldap_attr_name</
code><br><br>The DefaultAttributeMapper looks at profile attributes in configured data stores, or in Session 
properties. The keys will define the name of the attributes included in the Assertion Attribute statements, 
and the data pulled from the subject's directory entry or session state corresponding to the map value will 
define the value corresponding to this attribute name. The keys can have the format <code>[NameFomatURI|]SAML 
ATTRIBUTE NAME</code>. If the attribute value is enclosed in quotes, that quoted value will be included in the 
attribute without mapping. Binary attributes should be followed by ';binary'. <br>Examples: 
<ul><li>EmailAddress=mail</li><li>Address=postaladdress</li><li>urn:oasis:names:tc:SAML:2.0:attrname-
format:uri|urn:mace:dir:attribute-def:cn=cn</li><li>partnerID=\"staticPartnerIDValue\"</
li><li>urn:oasis:names:tc:SAML:2.0:attrname-format:uri|nameID=\"staticNameIDValue\"</
li><li>photo=photo;binary</li><li>urn:oasis:names:tc:SAML:2.0:attrname-format:uri|photo=photo;binary</li></
ul>",
          "propertyOrder" : 2300,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "saml2-custom-authn-context-mapper-class-name" : {
          "title" : "Custom Authentication Context Class Name",
          "description" : "If the AuthnContext mapping implemented by the 
<code>org.forgerock.openam.sts.rest.token.provider.saml.DefaultSaml2JsonTokenAuthnContextMapper</code> class 
needs to be customized, implement the 
<code>org.forgerock.openam.sts.rest.token.provider.saml.Saml2JsonTokenAuthnContextMapper</code> interface, and 
specify the name of the implementation here.",
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          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-sign-assertion" : {
          "title" : "Sign Assertion",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-encrypt-attributes" : {
          "title" : "Encrypt Attributes",
          "description" : "Check this box if the assertion Attributes should be encrypted. If this box is 
checked, the Encrypt Assertion box cannot be checked.",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-keystore-filename" : {
          "title" : "KeystorePath",
          "description" : "Path to keystore<br><br>Provide either the full filesystem path to a filesystem 
resident keystore, or a classpath-relative path to a keystore bundled in the OpenAM .war file. This keystore 
contains the IdP public/private keys and SP public key for signed and/or encrypted assertions. If assertions 
are neither signed nor encrypted, these values need not be specified.",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encryption-algorithm" : {
          "title" : "Encryption Algorithm",
          "description" : "Algorithm used to encrypt generated assertions.",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-conditions-provider-class-name" : {
          "title" : "Custom Conditions Provider Class Name",
          "description" : "If the Conditions of the issued SAML2 assertion need to be customized, implement 
the <code>org.forgerock.openam.sts.tokengeneration.saml2.statements.ConditionsProvider</code> interface, and 
specify the class name of the implementation here.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encryption-algorithm-strength" : {
          "title" : "Encryption Algorithm Strength",
          "description" : "",
          "propertyOrder" : 2850,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "saml2-custom-subject-provider-class-name" : {
          "title" : "Customs Subject Provider Class Name",
          "description" : "If the Subject of the issued SAML2 assertion needs to be customized, implement the 
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<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.SubjectProvider</code> interface, and specify 
the class name of the implementation here.",
          "propertyOrder" : 1700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encryption-key-alias" : {
          "title" : "Encryption Key Alias",
          "description" : "This alias corresponds to the SP's x509 Certificate identified by the SP Entity ID 
for this rest-sts instance. Not necessary unless assertions are to be encrypted.",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-sp-acs-url" : {
          "title" : "Service Provider Assertion Consumer Service Url",
          "description" : "When issuing bearer assertions, the recipient attribute of the SubjectConfirmation 
element must be set to the Service Provider Assertion Consumer Service Url. See section 4.1.4.2 of Profiles 
for the OASIS Security Assertion Markup Language (SAML) V2.0 for details. Value required when issuing Bearer 
assertions.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-signature-key-alias" : {
          "title" : "Signature Key Alias",
          "description" : "Corresponds to the private key of the IdP. Will be used to sign assertions. Value 
can remain unspecified unless assertions are signed.",
          "propertyOrder" : 3300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-key-transport-algorithm" : {
          "title" : "Key Transport Algorithm",
          "description" : "This setting controls the encryption algorithm used to encrypt the symmetric 
encryption key when SAML2 token encryption is enabled. Valid values include: <pre>http://www.w3.org/2001/04/
xmlenc#rsa-1_5</pre>, <pre>http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p</pre>, and <pre>http://www.w3.org/
2009/xmlenc11#rsa-oaep</pre>",
          "propertyOrder" : 2860,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-keystore-password" : {
          "title" : "Keystore Password",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "saml2-signature-key-password" : {
          "title" : "Signature Key Password",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "type" : "string",
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          "format" : "password",
          "exampleValue" : ""
        },
        "saml2-name-id-format" : {
          "title" : "NameIdFormat",
          "description" : "The default value is <code>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</
code><br><br>See section 8.3 of <a href=\"http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf\" 
target=\"_blank\">Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0</a> 
for details on possible values.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-sp-entity-id" : {
          "title" : "Service Provider Entity Id",
          "description" : "Values will be used to populate the Audiences of the AudienceRestriction element of 
the Conditions element. This value is required when issuing Bearer assertions. See section 4.1.4.2 of Profiles 
for the OASIS Security Assertion Markup Language (SAML) V2.0 for details.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encrypt-assertion" : {
          "title" : "Encrypt Assertion",
          "description" : "Check this box if the entire assertion should be encrypted. If this box is checked, 
the Encrypt NameID and Encrypt Attributes boxes cannot be checked.",
          "propertyOrder" : 2500,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "issuer-name" : {
          "title" : "The SAML2 Issuer Id",
          "description" : "The name of the issuer<br><br>This name will appear in some issued tokens - e.g. in 
the <code>saml:Issuer</code> of issued SAML2 assertions.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-token-lifetime-seconds" : {
          "title" : "Token Lifetime (Seconds)",
          "description" : "Set to over-ride the default of 600 (10 minutes).",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "saml2-custom-attribute-mapper-class-name" : {
          "title" : "Custom Attribute Mapper Class Name",
          "description" : "If the class implementing attribute mapping for attributes contained in the issued 
SAML2 assertion needs to be customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AttributeMapper</code> interface, and specify 
the class name of the implementation here.",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-authentication-statements-provider-class-name" : {
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          "title" : "Custom AuthenticationStatements Class Name",
          "description" : "If the AuthenticationStatements of the issued SAML2 assertion need to be 
customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthenticationStatementsProvider</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 1800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-attribute-statements-provider-class-name" : {
          "title" : "Custom AttributeStatements Class Name",
          "description" : "If the AttributeStatements of the issued SAML2 assertion need to be customized, 
implement the <code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AttributeStatementsProvider</
code> interface, and specify the class name of the implementation here.",
          "propertyOrder" : 1900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "restStsGeneral" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 0,
      "properties" : {
        "supported-token-transforms" : {
          "title" : "Supported Token Transformations",
          "description" : "Entry format:<code>input_token_type;output_token_type;{true|false}</code>, where 
true|false indicates whether the interim OpenAM session is invalidated following token 
issuance.<br><br>Example: for the transform <code>USERNAME:SAML2</code>, it is likely that the OpenAM session 
generated as part of validating the USERNAME token should be invalidated, and thus the config entry would be 
<code>USERNAME;SAML2;true</code>. If this value is false, each USERNAME->SAML2 transformation will result in a 
'left-over' OpenAM session. Note that currently, any transformation which starts with an OPENAM session, e.g. 
<code>OPENAM;SAML2</code>,  will not invalidate this OPENAM session, as it was not created as part of the 
token transformation.",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "is-remote-sts-instance" : {
          "title" : "STS Instance is running as remote instance",
          "description" : "When true, STS instance will assume it's running on the remote Java process 
separate from AM server.",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "custom-token-validators" : {
          "title" : "Custom Token Validators",
          "description" : "If validator of a custom token type is desired, specify the name of the custom 
token here, followed by '|', followed by the class name of the 
<code>org.forgerock.openam.sts.rest.token.validator.RestTokenTransformValidator</code> implementation which 
will be invoked to validate the custom tokens.<br><br>Example: <code>MY_CUSTOM_INPUT_TOKEN|
org.mycompany.tokens.MyCustomTokenValidator</code> <br>Note that MY_CUSTOM_INPUT_TOKEN would then be specified 

Amster Entity Reference PingAM

3296 Copyright © 2025 Ping Identity Corporation



as the value corresponding to the token_type key in the input_token_state json object specified in rest-sts 
token transformation invocations.",
          "propertyOrder" : 300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "persist-issued-tokens-in-cts" : {
          "title" : "Persist Issued Tokens in Core Token Store",
          "description" : "Necessary to support token validation and cancellation<br><br>Validation of STS-
issued tokens will involve determining whether the token has been issued, has not expired, and has not been 
cancelled. Token cancellation involves removing the record of this token from the CTS. Thus CTS persistence of 
STS-issued tokens is required to support these features.",
          "propertyOrder" : 100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "custom-token-providers" : {
          "title" : "Custom Token Providers",
          "description" : "If a rest-sts instance is to produce a custom token, specify the name of the custom 
token here, followed by '|', followed by the class name of the 
<code>org.forgerock.openam.sts.rest.token.provider.RestTokenProvider</code> implementation which will be 
invoked to produce an instance of the custom token.<br><br>Example: <code>MY_CUSTOM_OUTPUT_TOKEN|
org.mycompany.tokens.MyCustomTokenProvider</code> <br>Note that MY_CUSTOM_OUTPUT_TOKEN would then be specified 
as the value corresponding to the token_type key in the output_token_state json object specified in rest-sts 
token transformation invocations.",
          "propertyOrder" : 400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "custom-token-transforms" : {
          "title" : "Custom Token Transforms",
          "description" : "If either custom token validators or providers are specified, they must also be 
specified in a custom rest-sts token transformation. These input or output tokens can be specified in a 
transformation with standard, or other custom, tokens.<br><br>The format of these token transformation 
definitions is the same as the standard token transformation definitions. The first field defines the input 
token type, the second the output token type, and the third field specifies whether the OpenAM session, 
produced as part of the validation of the input token type, is invalidated following the production of the 
output token. <br><br>Example 1:<code> MY_CUSTOM_INPUT_TOKEN|SAML2|true</code> <br>Example 1 specifies a 
MY_CUSTOM_INPUT_TOKEN as the input token (requires the specification of a custom token validator) SAML2 as the 
produced token, and that the interim OpenAM Session should be invalidated after the SAML2 token is produced. 
<br><br>Example 2: <code>OPENIDCONNECT|MY_CUSTOM_OUTPUT_TOKEN|true</code> <br>Example 2 specifies that an 
OPENIDCONNECT token should be authenticated to assert the identity of a token of type MY_CUSTOM_OUTPUT_TOKEN 
(requires the specification of a custom token provider) and that the interim OpenAM Session should be 
invalidated. <br><br>Example 3: <code>MY_CUSTOM_INPUT_TOKEN|MY_CUSTOM_OUTPUT_TOKEN|false</code> <br>Example 3 
specifies that a MY_CUSTOM_INPUT_TOKEN should be transformed into a MY_CUSTOM_OUTPUT_TOKEN (requires the 
specification of both a custom provider and a custom validator), and that the interim OpenAM session should 
not be invalidated.",
          "propertyOrder" : 500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        }
      }
    },
    "restStsDeployment" : {
      "type" : "object",
      "title" : "Deployment",
      "propertyOrder" : 1,
      "properties" : {
        "deployment-tls-offload-engine-hosts" : {
          "title" : "Trusted Remote Hosts",
          "description" : "IP addresses of TLS-Offload Hosts<br><br>Token transformation which take X509 
Certificates as the input token require that the X509 Certificate be presented via two-way TLS, so that the 
TLS handshake can validate client certificate ownership. If OpenAM is deployed in a TLS-offloaded environment, 
in which the TLS-offloader must communicate the client certificate to the rest-sts via an Http header, this 
certificate will only be accepted if the ip address(es) of the TLS-offload engines are specified in this list. 
Specify 'any' if a client certificate can be presented in the specified header by any rest-sts client.",
          "propertyOrder" : 1000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "deployment-auth-target-mappings" : {
          "title" : "Authentication Target Mappings",
          "description" : "Configuration of consumption of OpenAM's rest-authN. For each validated token type 
(other than OpenAM), the REST authN elements which will validate token instances. <br>Entry format: 
<code>TokenType;authIndexType;authIndexValue;context_key=context_value,context_key1=context_value1</code>. 
<br>The <code>context_key=context_value</code> entries are optional.<br><br>Each deployed STS is configured 
with the authentication targets for each input token type for each supported token transformation. For 
example, if the transformation OPENIDCONNECT->SAML2 is supported, the STS instance must be configured with 
information specifying which elements of the OpenAM restful authentication context needs to be consumed to 
validate the OPENIDCONNECT token. The elements of the configuration tuple are separated by '|'. <br>The first 
element is the input token type in the token transform: i.e. X509, OPENIDCONNECT, USERNAME, or OPENAM. The 
second element is the authentication target - i.e. either 'module' or 'service', and the third element is the 
name of the authentication module or service. The fourth (optional) element provides the STS authentication 
context information about the to-be-consumed authentication context. <br>When transforming OpenID Connect Id 
tokens, the OpenID Connect authentication module must be consumed, and thus a deployed rest-sts instance must 
be configured with the name of the header/cookie element where the OpenID Connect Id token will be placed. For 
this example, the following string would define these configurations: <code>OPENIDCONNECT|module|oidc|
oidc_id_token_auth_target_header_key=oidc_id_token</code>. In this case, 'oidc' is the name of the OpenID 
Connect authentication module created to authenticate OpenID Connect tokens. <br>When transforming a X509 
Certificate, the Certificate module must be consumed, and the published rest-sts instance must be configured 
with the name of the Certificate module (or the service containing the module), and the header name configured 
for the Certificate module corresponding to where the Certificate module can expect to find the to-be-
validated Certificate. The following string would define these configurations: <code>X509|module|cert_module|
x509_token_auth_target_header_key=client_cert</code>. In this case 'cert_module' is the name of the 
Certificate module, and client_cert is the header name where Certificate module has been configured to find 
the client's Certificate.",
          "propertyOrder" : 800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "deployment-offloaded-two-way-tls-header-key" : {
          "title" : "Client Certificate Header Key",
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          "description" : "TLS-offload host certificate header key<br><br>Token transformation which take X509 
Certificates as the input token require that the X509 Certificate be presented via two-way TLS, so that the 
TLS handshake can validate client certificate ownership. A standard means of obtaining the client certificate 
presented via two-way TLS is via the javax.servlet.request.X509Certificate attribute in the ServletRequest. 
However, in TLS-offloaded deployments, the TLS-offloader must communicate the client certificate to its 
ultimate destination via an Http header. If this rest-sts instance is to support token transformations with 
X509 Certificate input, and OpenAM will be deployed in a TLS-offloaded context, then this value must be set to 
the header value which the TLS-offloading engine will use to set client certificates presented via the TLS 
handshake.",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "restStsOidc" : {
      "type" : "object",
      "title" : "OpenID Connect Token",
      "propertyOrder" : 3,
      "properties" : {
        "oidc-custom-authn-context-mapper-class" : {
          "title" : "Custom Authn Context Mapper Class",
          "description" : "If issued OIDC tokens are to contain acr claims, implement the 
<code>org.forgerock.openam.sts.rest.token.provider.oidc.OpenIdConnectTokenAuthnContextMapper</code> interface, 
and specify the class name of the implementation here.",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-public-key-reference-type" : {
          "title" : "Public Key Reference Type",
          "description" : "For tokens signed with RSA, how should corresponding public key be referenced in 
the issued jwt",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-audience" : {
          "title" : "Issued Tokens Audience",
          "description" : "Contents will be set in the aud claim",
          "propertyOrder" : 4600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "oidc-signature-key-alias" : {
          "title" : "KeyStore Signing Key Alias",
          "description" : "",
          "propertyOrder" : 4100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-token-lifetime-seconds" : {
          "title" : "Token Lifetime (Seconds)",
          "description" : "",

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3299



          "propertyOrder" : 3500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "oidc-claim-map" : {
          "title" : "Claim Map",
          "description" : "Contains the mapping of OIDC token claim names (Map keys) to local OpenAM 
attributes (Map values) in configured data stores. Format: <code>claim_name=attribute_name</code><br><br>The 
keys in the map will be claim entries in the issued OIDC token, and the value of these claims will be the 
principal attribute state resulting from LDAP datastore lookup of the map values. If no values are returned 
from the LDAP datastore lookup of the attribute corresponding to the map value, no claim will be set in the 
issued OIDC token.",
          "propertyOrder" : 4800,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "oidc-client-secret" : {
          "title" : "Client Secret",
          "description" : "For HMAC-signed tokens, the client secret used as the HMAC key.<br><br>For HMAC-
signed tokens, the KeyStore location, password, signature key alias and password configurations are not 
required.",
          "propertyOrder" : 4400,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-custom-claim-mapper-class" : {
          "title" : "Custom Claim Mapper Class",
          "description" : "If the class implementing attribute mapping for attributes contained in issued 
OpenID Connect tokens needs to be customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.oidc.OpenIdConnectTokenClaimMapper</code> interface, and 
specify the class name of the implementation here.",
          "propertyOrder" : 4900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-keystore-password" : {
          "title" : "KeyStore Password",
          "description" : "",
          "propertyOrder" : 3900,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-keystore-location" : {
          "title" : "KeyStore Location",
          "description" : "For RSA-signed tokens, the filesystem or classpath location of the KeyStore 
containing signing key entry<br><br>For RSA-signed tokens, the KeyStore location, password, signing-key alias, 
and signing key password must be specified. The client secret is not required for RSA-signed tokens.",
          "propertyOrder" : 3800,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "oidc-issuer" : {
          "title" : "The OpenID Connect Token Provider Issuer Id",
          "description" : "",
          "propertyOrder" : 3450,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-signature-key-password" : {
          "title" : "Signature Key Password",
          "description" : "",
          "propertyOrder" : 4200,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-signature-algorithm" : {
          "title" : "Token Signature Algorithm",
          "description" : "Algorithm used to sign issued OIDC tokens",
          "propertyOrder" : 3600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-authorized-party" : {
          "title" : "Authorized Party",
          "description" : "",
          "propertyOrder" : 4700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-custom-authn-method-references-mapper-class" : {
          "title" : "Custom Authn Methods References Mapper Class",
          "description" : "If issued OIDC tokens are to contain amr claims, implement the 
<code>org.forgerock.openam.sts.rest.token.provider.oidc.OpenIdConnectTokenAuthMethodReferencesMapper</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

RadiusClient

Global Operations

Resource path:
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/global-config/services/RadiusServerService/radiusClient

Resource version: 1.0

create

Usage

am> create RadiusClient --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "clientPacketsLogged" : {
      "title" : "Log Packet Contents for this Client",
      "description" : "Indicates if full packet contents should be dumped to the log.<br><br>When 
troubleshooting issues with RADIUS it is helpful to know what was received in a given packet. Enabling this 
feature will cause packet contents to be logged in a human consumable format. The only caveat is that the 
USER_PASSWORD field will be obfiscated by replacing with asterisks. This should only be enabled for 
troubleshooting as it adds significant content to logs and slows processing.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "handlerConfig" : {
      "title" : "Handler Class Configuration Properties",
      "description" : "Properties needed by the handler class for its configuration.<br><br>These properties 
are provided to the handler via its <code>init</code> method prior to the call to handle the request packet. 
If these values are changed the next handler instance created for an incoming request will receive the updated 
values. Each entry assumes that the first '<code>=</code>' character incurred separates a key from its value. 
All entries are placed in a properties file handed to each handler instance.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "handlerClass" : {
      "title" : "Handler Class",
      "description" : "The fully qualified name of a class to handle incoming RADIUS Access-Requests for this 
client.<br><br>This class must implement the 
<code>com.sun.identity.authentication.modules.radius.server.spi.AccessRequestHandler</code> interface to 
handle incoming Access-Request packets and provide a suitable response. An instance of this class is created 
when configuration is first loaded to validate the class and then once for each new request. The configuration 
properties will only be passed for the request handling instances and not when validating the class.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientIpAddress" : {
      "title" : "Client IP Address",
      "description" : "The IP Address of the client.<br><br><a href=\"http://tools.ietf.org/html/
rfc2865#section-5.4\" target=\"_blank\">Section 5.4 of the RADIUS Authentication Specification, RFC 2865</a>, 
indicates that the source IP address of the Access-Request packet <em>MUST</em> be used to identify a 
configured client and hence determine the shared secret to use for decrypting the User-Password 
field.<p><p>This property should hold the source IP address of the client. This should match the value 
obtained from Java's <code>InetSocketAddress.getAddress().toString()</code> function.<p><p>To verify the 
value, send an Access-Request packet to OpenAM's RADIUS port and watch for a message stating: <code>\"No 
Defined RADIUS Client matches IP address '/127.0.0.1'. Dropping request.\"</code>. The value used in this 
property should match the IP address returned in the single quotes.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
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      "title" : "Client Secret",
      "description" : "This secret shared between server and client for encryption of the user 
password.<br><br>This secret must be conveyed to the RADIUS client and entered into its configuration before 
the User-Password field of incoming Access-Request packets can be decrypted to validate the password for the 
represented by that packet.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete RadiusClient --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action RadiusClient --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RadiusClient --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RadiusClient --global --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query RadiusClient --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RadiusClient --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update RadiusClient --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "clientPacketsLogged" : {
      "title" : "Log Packet Contents for this Client",
      "description" : "Indicates if full packet contents should be dumped to the log.<br><br>When 
troubleshooting issues with RADIUS it is helpful to know what was received in a given packet. Enabling this 
feature will cause packet contents to be logged in a human consumable format. The only caveat is that the 
USER_PASSWORD field will be obfiscated by replacing with asterisks. This should only be enabled for 
troubleshooting as it adds significant content to logs and slows processing.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "handlerConfig" : {
      "title" : "Handler Class Configuration Properties",
      "description" : "Properties needed by the handler class for its configuration.<br><br>These properties 
are provided to the handler via its <code>init</code> method prior to the call to handle the request packet. 
If these values are changed the next handler instance created for an incoming request will receive the updated 
values. Each entry assumes that the first '<code>=</code>' character incurred separates a key from its value. 
All entries are placed in a properties file handed to each handler instance.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "handlerClass" : {
      "title" : "Handler Class",
      "description" : "The fully qualified name of a class to handle incoming RADIUS Access-Requests for this 
client.<br><br>This class must implement the 
<code>com.sun.identity.authentication.modules.radius.server.spi.AccessRequestHandler</code> interface to 
handle incoming Access-Request packets and provide a suitable response. An instance of this class is created 
when configuration is first loaded to validate the class and then once for each new request. The configuration 
properties will only be passed for the request handling instances and not when validating the class.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientIpAddress" : {
      "title" : "Client IP Address",
      "description" : "The IP Address of the client.<br><br><a href=\"http://tools.ietf.org/html/
rfc2865#section-5.4\" target=\"_blank\">Section 5.4 of the RADIUS Authentication Specification, RFC 2865</a>, 
indicates that the source IP address of the Access-Request packet <em>MUST</em> be used to identify a 
configured client and hence determine the shared secret to use for decrypting the User-Password 
field.<p><p>This property should hold the source IP address of the client. This should match the value 
obtained from Java's <code>InetSocketAddress.getAddress().toString()</code> function.<p><p>To verify the 
value, send an Access-Request packet to OpenAM's RADIUS port and watch for a message stating: <code>\"No 
Defined RADIUS Client matches IP address '/127.0.0.1'. Dropping request.\"</code>. The value used in this 
property should match the IP address returned in the single quotes.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
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      "title" : "Client Secret",
      "description" : "This secret shared between server and client for encryption of the user 
password.<br><br>This secret must be conveyed to the RADIUS client and entered into its configuration before 
the User-Password field of incoming Access-Request packets can be decrypted to validate the password for the 
represented by that packet.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}

RadiusModule

Realm Operations

Resource path:

/realm-config/authentication/modules/radius

Resource version: 1.0

create

Usage

am> create RadiusModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "primaryRadiusServers" : {
      "title" : "Primary Radius Servers",
      "description" : "A list of primary Radius servers that will be used for authentication<br><br>The module 
will use these servers in preference to the secondary servers. For a single entry, specify the IP address or 
fully qualified domain name of the Radius server.<br/><br/>Multiple entries allow associations between AM 
servers and a Radius server. The format is:<br/><br/><code>local server name | radius_server</code><br/><br/
><i>NB </i>The local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "serverPortNumber" : {
      "title" : "Port Number",
      "description" : "Port number on which the RADIUS server is listening.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "serverTimeout" : {
      "title" : "Timeout",
      "description" : "Amount of time in seconds to wait for the RADIUS server response.<br><br>This sets the 
<code>SO_TIMEOUT</code> timeout on the packet. ",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "sharedSecret" : {
      "title" : "Shared Secret",
      "description" : "The secret shared between the RADIUS server and the authentication module.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "healthCheckInterval" : {
      "title" : "Health check interval",
      "description" : "The interval between checks to unavailable RADIUS servers, in minutes. 
<br><br>Determines how often AM checks an offline server's status. The check will send an invalid 
authentication request to the RADIUS server. Offline servers will not be used until the healthcheck was 
successful. Primary servers that become available will be used in preference to secondary servers.",
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      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "secondaryRadiusServers" : {
      "title" : "Secondary Radius Servers",
      "description" : "A list of secondary Radius servers that will be used for authentication, in case the 
primary servers are unavailable.<br><br>The module will use secondary servers for authentication if all 
primary servers are unavailable. For a single entry, specify the IP address, or fully qualified domain name of 
the Radius server.<br/><br/>Multiple entries allow associations between AM servers and a Radius server. The 
format is:<br/><br/><code>local server name | radius_server</code><br/><br/><i>NB </i>The local server name is 
the full name of the server from the list of servers and sites.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "stopRadiusbindAfterInmemoryLockedEnabled" : {
      "title" : "Stop RADIUS Binds after in-memory lockout",
      "description" : "If enabled, further bind requests will not be sent to Radius Server when the user is 
locked-out using in-memory Account Lockout.",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete RadiusModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action RadiusModule --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RadiusModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RadiusModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query RadiusModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RadiusModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update RadiusModule --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "primaryRadiusServers" : {
      "title" : "Primary Radius Servers",
      "description" : "A list of primary Radius servers that will be used for authentication<br><br>The module 
will use these servers in preference to the secondary servers. For a single entry, specify the IP address or 
fully qualified domain name of the Radius server.<br/><br/>Multiple entries allow associations between AM 
servers and a Radius server. The format is:<br/><br/><code>local server name | radius_server</code><br/><br/
><i>NB </i>The local server name is the full name of the server from the list of servers and sites.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "serverPortNumber" : {
      "title" : "Port Number",
      "description" : "Port number on which the RADIUS server is listening.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "serverTimeout" : {
      "title" : "Timeout",
      "description" : "Amount of time in seconds to wait for the RADIUS server response.<br><br>This sets the 
<code>SO_TIMEOUT</code> timeout on the packet. ",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "sharedSecret" : {
      "title" : "Shared Secret",
      "description" : "The secret shared between the RADIUS server and the authentication module.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "healthCheckInterval" : {
      "title" : "Health check interval",
      "description" : "The interval between checks to unavailable RADIUS servers, in minutes. 
<br><br>Determines how often AM checks an offline server's status. The check will send an invalid 
authentication request to the RADIUS server. Offline servers will not be used until the healthcheck was 
successful. Primary servers that become available will be used in preference to secondary servers.",
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      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "secondaryRadiusServers" : {
      "title" : "Secondary Radius Servers",
      "description" : "A list of secondary Radius servers that will be used for authentication, in case the 
primary servers are unavailable.<br><br>The module will use secondary servers for authentication if all 
primary servers are unavailable. For a single entry, specify the IP address, or fully qualified domain name of 
the Radius server.<br/><br/>Multiple entries allow associations between AM servers and a Radius server. The 
format is:<br/><br/><code>local server name | radius_server</code><br/><br/><i>NB </i>The local server name is 
the full name of the server from the list of servers and sites.",
      "propertyOrder" : 200,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "stopRadiusbindAfterInmemoryLockedEnabled" : {
      "title" : "Stop RADIUS Binds after in-memory lockout",
      "description" : "If enabled, further bind requests will not be sent to Radius Server when the user is 
locked-out using in-memory Account Lockout.",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/radius

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action RadiusModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action RadiusModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RadiusModule --global --actionName nextdescendents

read

Usage

am> read RadiusModule --global

update

Usage

am> update RadiusModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

3314 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default). ",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "serverTimeout" : {
          "title" : "Timeout",
          "description" : "Amount of time in seconds to wait for the RADIUS server response.<br><br>This sets 
the <code>SO_TIMEOUT</code> timeout on the packet. ",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "serverPortNumber" : {
          "title" : "Port Number",
          "description" : "Port number on which the RADIUS server is listening.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "primaryRadiusServers" : {
          "title" : "Primary Radius Servers",
          "description" : "A list of primary Radius servers that will be used for authentication<br><br>The 
module will use these servers in preference to the secondary servers. For a single entry, specify the IP 
address or fully qualified domain name of the Radius server.<br/><br/>Multiple entries allow associations 
between AM servers and a Radius server. The format is:<br/><br/><code>local server name | radius_server</
code><br/><br/><i>NB </i>The local server name is the full name of the server from the list of servers and 
sites.",
          "propertyOrder" : 100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "healthCheckInterval" : {
          "title" : "Health check interval",
          "description" : "The interval between checks to unavailable RADIUS servers, in minutes. 
<br><br>Determines how often AM checks an offline server's status. The check will send an invalid 
authentication request to the RADIUS server. Offline servers will not be used until the healthcheck was 
successful. Primary servers that become available will be used in preference to secondary servers.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "stopRadiusbindAfterInmemoryLockedEnabled" : {
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          "title" : "Stop RADIUS Binds after in-memory lockout",
          "description" : "If enabled, further bind requests will not be sent to Radius Server when the user 
is locked-out using in-memory Account Lockout.",
          "propertyOrder" : 650,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sharedSecret" : {
          "title" : "Shared Secret",
          "description" : "The secret shared between the RADIUS server and the authentication module.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "secondaryRadiusServers" : {
          "title" : "Secondary Radius Servers",
          "description" : "A list of secondary Radius servers that will be used for authentication, in case 
the primary servers are unavailable.<br><br>The module will use secondary servers for authentication if all 
primary servers are unavailable. For a single entry, specify the IP address, or fully qualified domain name of 
the Radius server.<br/><br/>Multiple entries allow associations between AM servers and a Radius server. The 
format is:<br/><br/><code>local server name | radius_server</code><br/><br/><i>NB </i>The local server name is 
the full name of the server from the list of servers and sites.",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

RadiusServer

Global Operations

Resource path:

/global-config/services/RadiusServerService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action RadiusServer --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RadiusServer --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RadiusServer --global --actionName nextdescendents

read

Usage

am> read RadiusServer --global

update

Usage

am> update RadiusServer --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "radiusThreadPoolMaxSize" : {
      "title" : "Thread Pool Max Size",
      "description" : "Maximum number of threads allowed in the pool. See also \"Thread Pool Core Size\".",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "radiusThreadPoolCoreSize" : {
      "title" : "Thread Pool Core Size",
      "description" : "When a RADIUS request is received and fewer than <code>corePoolSize</code> threads are 
running, a new thread is created to handle the request, even if other worker threads are idle. If there are 
more than \"Thread Pool Core Size\" but less than \"Thread Pool Max Size\" threads running, a new thread will 
be created only if the queue is full. By setting \"Thread Pool Core Size\" and \"Thread Pool Max Size\" to the 
same value, you create a fixed-size thread pool. Specify a value from <code>1</code> to <code>100</code>.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "radiusThreadPoolKeepaliveSeconds" : {
      "title" : "Thread Pool Keep-Alive Seconds",
      "description" : "If the pool currently has more than Thread Pool Core Size threads, excess threads will 
be terminated if they have been idle for more than the Keep-Alive Seconds. Specify a value from <code>1</code> 
to <code>3600</code>.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "radiusThreadPoolQueueSize" : {
      "title" : "Thread Pool Queue Size",
      "description" : "The number of requests that can be queued for the pool before further requests will be 
silently dropped. See also \"Thread Pool Core Size\" and \"Thread Pool Max Size\". Specify a value from 
<code>1</code> to <code>1000</code>.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "radiusListenerEnabled" : {
      "title" : "Enabled",
      "description" : "Enables the OpenAM RADIUS server to listen for requests on the listener port and to 
handle the requests.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "radiusServerPort" : {
      "title" : "Listener Port",
      "description" : "The UDP port on which each OpenAM server will listen for RADIUS Access-Request 
packets<br><br>According to the RADIUS Authentication Specification, <a href=\"http://tools.ietf.org/html/
rfc2865\" target=\"_blank\">RFC 2865</a>, the officially assigned port number for RADIUS is <code>1812</code>. 
Specify a value from <code>1024</code> to <code>65535</code>. All client requests are handled through the same 
port.",
      "propertyOrder" : 400,
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      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Realms

Global Operations

The endpoint for Realm operations

Resource path:

/global-config/realms

Resource version: 1.0

create

Create a Realm

Usage

am> create Realms --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Represents a Realm Resource",
  "type" : "object",
  "title" : "Realm",
  "properties" : {
    "name" : {
      "type" : "string",
      "title" : "Name",
      "description" : "The name of the Realm"
    },
    "active" : {
      "type" : "boolean",
      "title" : "Active",
      "description" : "True if the Realm is active"
    },
    "parentPath" : {
      "type" : "string",
      "title" : "Parent",
      "description" : "The path of the Realm's parent Realm"
    },
    "aliases" : {
      "type" : "array",
      "title" : "Aliases",
      "description" : "Aliases which can be used reference to the Realm",
      "items" : {
        "type" : "string"
      }
    }
  },
  "required" : [ "name", "active", "parentPath", "aliases" ]
}

delete

Delete a Realm

Usage

am> delete Realms --global --id id

Parameters

--id

The unique identifier for the resource.

query

Usage

am> query Realms --global --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Read a Realm

Usage

am> read Realms --global --id id

Parameters

--id

The unique identifier for the resource.

update

Update a Realm

Usage

am> update Realms --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Represents a Realm Resource",
  "type" : "object",
  "title" : "Realm",
  "properties" : {
    "name" : {
      "type" : "string",
      "title" : "Name",
      "description" : "The name of the Realm"
    },
    "active" : {
      "type" : "boolean",
      "title" : "Active",
      "description" : "True if the Realm is active"
    },
    "parentPath" : {
      "type" : "string",
      "title" : "Parent",
      "description" : "The path of the Realm's parent Realm"
    },
    "aliases" : {
      "type" : "array",
      "title" : "Aliases",
      "description" : "Aliases which can be used reference to the Realm",
      "items" : {
        "type" : "string"
      }
    }
  },
  "required" : [ "name", "active", "parentPath", "aliases" ]
}

Records

Realm Operations

Service for creating records.

Resource path:

/records

Resource version: 1.0

start

Starts recording.

Usage
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am> action Records --realm Realm --body body --actionName start

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "description" : "The properties of a Record, which can deserialized from json.",
  "type" : "object",
  "title" : "Record properties",
  "properties" : {
    "issueID" : {
      "description" : "A case number is a good choice for the issueID value.",
      "title" : "Issue ID",
      "type" : "integer",
      "format" : "int64"
    },
    "referenceID" : {
      "description" : "A second identifier to segregate multiple recording events for the same issue.",
      "title" : "Reference ID",
      "type" : "string"
    },
    "description" : {
      "description" : "A textual description of the recording event.",
      "title" : "Description",
      "type" : "string"
    },
    "threadDump" : {
      "description" : "Object used to specify thread dump settings.",
      "title" : "Thread dump settings",
      "type" : "object",
      "properties" : {
        "enable" : {
          "description" : "Whether to dump threads during the recording event.",
          "title" : "Thread dump enabled",
          "type" : "boolean"
        },
        "delay" : {
          "description" : "Object used to specify an interval at which thread dumps are taken. The initial 
thread dump is taken at the start of the recording event; subsequent thread dumps are taken at multiples of 
the delay interval.",
          "title" : "Thread dump delay",
          "type" : "object",
          "properties" : {
            "timeUnit" : {
              "description" : "The time unit being used to specify the delay for the thread dumps.",
              "title" : "Thread dump delay time unit",
              "type" : "string",
              "enum" : [ "DAYS", "HOURS", "MINUTES", "SECONDS", "MILLISECONDS", "MICROSECONDS", 
"NANOSECONDS" ]
            },
            "value" : {
              "description" : "The value for the thread dump delay, in the specified thread dump delay time 
unit. The initial thread dump is taken at the start of the recording event; subsequent thread dumps are taken 
at multiples of the delay interval.",
              "title" : "Thread dump delay value",
              "type" : "integer",
              "format" : "int64"
            }
          }
        }
      }
    },
    "configExport" : {
      "description" : "Configuration Export properties.",
      "title" : "Configuration export properties",
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      "type" : "object",
      "properties" : {
        "enable" : {
          "description" : "Whether to export the OpenAM configuration upon completion of the recording 
event.",
          "title" : "Config export enabled",
          "type" : "boolean"
        },
        "password" : {
          "description" : "A key required to import the exported configuration.",
          "title" : "Config export password",
          "type" : "string"
        },
        "sharePassword" : {
          "description" : "Whether to show the password value in the ssoadm start-recording, ssoadm get-
recording-status, ssoadm stop-recording output and in the info.json file.",
          "title" : "Config export share password enabled",
          "type" : "boolean"
        }
      }
    },
    "debugLogs" : {
      "description" : "The debug level settings for the recording event.",
      "title" : "Debug level settings",
      "type" : "object",
      "properties" : {
        "debugLevel" : {
          "description" : "The debug level to set for the recording event.",
          "title" : "Debug level",
          "type" : "string",
          "enum" : [ "OFF", "ERROR", "WARNING", "MESSAGE", "ON" ]
        },
        "autoStop" : {
          "description" : "Used to specify an event that automatically ends a recording period. For time-based 
termination, specify a time object; for termination based on uncompressed file size, specify a fileSize 
object. If you specify both time and fileSize objects, the event that occurs first causes recording to stop.",
          "title" : "Auto stop configuration",
          "type" : "object",
          "properties" : {
            "time" : {
              "description" : "Auto stop time based settings.",
              "title" : "Auto stop time configuration",
              "type" : "object",
              "properties" : {
                "timeUnit" : {
                  "description" : "The time unit that the auto stop time will be measured in, e.g. MINUTES.",
                  "title" : "Auto stop time unit",
                  "type" : "string",
                  "enum" : [ "DAYS", "HOURS", "MINUTES", "SECONDS", "MILLISECONDS", "MICROSECONDS", 
"NANOSECONDS" ]
                },
                "value" : {
                  "description" : "The time value for auto stop.",
                  "title" : "Auto stop time value",
                  "type" : "integer",
                  "format" : "int64"
                }
              }
            },
            "fileSize" : {
              "description" : "Configures a recording period to terminate after the aggregate size of 
uncompressed debug logs has reached this size.",
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              "title" : "Auto stop file size configuration",
              "type" : "object",
              "properties" : {
                "sizeUnit" : {
                  "description" : "The size unit that the auto stop will be measured in, e.g. GB.",
                  "title" : "Auto stop file size measurement unit",
                  "type" : "string",
                  "enum" : [ "GB", "MB", "KB", "B" ]
                },
                "value" : {
                  "description" : "The size value after which auto stop will occur",
                  "title" : "Auto stop file size value",
                  "type" : "integer",
                  "format" : "int64"
                }
              }
            }
          }
        }
      }
    },
    "zipEnable" : {
      "description" : "Whether to compress the output directory into a zip file when recording has stopped.",
      "title" : "Zip enabled",
      "type" : "boolean"
    }
  }
}

status

Returns status of recording.

Usage

am> action Records --realm Realm --actionName status

stop

Stops recording.

Usage

am> action Records --realm Realm --actionName stop

RecoveryCodeCollectorDecision

Realm Operations

Resource path:
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/realm-config/authentication/authenticationtrees/nodes/RecoveryCodeCollectorDecisionNode

Resource version: 1.0

create

Usage

am> create RecoveryCodeCollectorDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "recoveryCodeType" : {
      "title" : "Recovery Code Type",
      "description" : "Determines which type of recovery codes are going to be validated for the user.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "recoveryCodeType" ]
}

delete

Usage

am> delete RecoveryCodeCollectorDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action RecoveryCodeCollectorDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RecoveryCodeCollectorDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action RecoveryCodeCollectorDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RecoveryCodeCollectorDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query RecoveryCodeCollectorDecision --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RecoveryCodeCollectorDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update RecoveryCodeCollectorDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "recoveryCodeType" : {
      "title" : "Recovery Code Type",
      "description" : "Determines which type of recovery codes are going to be validated for the user.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "recoveryCodeType" ]
}
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RecoveryCodeDisplayNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/RecoveryCodeDisplayNode

Resource version: 1.0

create

Usage

am> create RecoveryCodeDisplayNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete RecoveryCodeDisplayNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action RecoveryCodeDisplayNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RecoveryCodeDisplayNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action RecoveryCodeDisplayNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RecoveryCodeDisplayNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query RecoveryCodeDisplayNode --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RecoveryCodeDisplayNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update RecoveryCodeDisplayNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

RegisterLogoutWebhook

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/RegisterLogoutWebhookNode
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Resource version: 1.0

create

Usage

am> create RegisterLogoutWebhook --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "webhookName" : {
      "title" : "Webhook Name",
      "description" : "The name of the webhook stored using the webhook service.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "webhookName" ]
}

delete

Usage

am> delete RegisterLogoutWebhook --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action RegisterLogoutWebhook --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RegisterLogoutWebhook --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action RegisterLogoutWebhook --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RegisterLogoutWebhook --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query RegisterLogoutWebhook --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RegisterLogoutWebhook --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update RegisterLogoutWebhook --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "webhookName" : {
      "title" : "Webhook Name",
      "description" : "The name of the webhook stored using the webhook service.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "webhookName" ]
}
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RegisterThing

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/IotRegistrationNode

Resource version: 1.0

create

Usage

am> create RegisterThing --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "verifySubject" : {
      "title" : "Verify Certificate Subject",
      "description" : "Verify that the subject provided in the JWT is the same as either the X.509 certificate 
subject CN or UID. Only applies when \"Proof of Possession & Certificate\" JWT Registration Method is 
selected.",
      "propertyOrder" : 10,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "allowKeyRotation" : {
      "title" : "Rotate Confirmation Key",
      "description" : "Allow multiple confirmation keys to be registered for a thing.",
      "propertyOrder" : 30,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "allowAttributeOverwrite" : {
      "title" : "Overwrite Attributes",
      "description" : "Allow existing identity attributes to be overwritten when new claims are provided for 
the thing.",
      "propertyOrder" : 50,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtRegistrationMethod" : {
      "title" : "JWT Registration Method",
      "description" : "Choose the required JWT registration method.</br><p>Proof of Possession & Certificate: 
Register using a Proof of Possession JWT that includes an X.509 certificate for providing trust. A challenge 
nonce will be presented in the callback that must be included in the signed JWT.</p><p>Proof of Possession & 
Software Statement: Register using a Proof of Possession JWT and a Software Statement for providing trust. A 
challenge nonce will be presented in the callback that must be included in the signed Proof of Possession JWT. 
The claims in the Software Statement will take precedence over the claims in the Proof of Possession JWT.</
p><p>Proof of Possession: Register using a Proof of Possession JWT without using a trusted third party. A 
challenge nonce will be presented in the callback that must be included in the signed JWT.</p><p>Software 
Statement: Register using a Software Statement without doing proof of possession. If this registration method 
is chosen then the resultant session token will not include a proof of possession restriction.</p>",
      "propertyOrder" : 5,
      "type" : "string",
      "exampleValue" : ""
    },
    "createIdentity" : {
      "title" : "Create Identity",
      "description" : "Create a new identity for the thing if one does not exist already.",
      "propertyOrder" : 20,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "defaultAttributeValues" : {
      "title" : "Default Attribute Values",
      "description" : "Provide default values for the thing's attributes. The key is the name of the attribute 
in the data store. The value is the value of the attribute.",
      "propertyOrder" : 35,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
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      "type" : "object",
      "exampleValue" : ""
    },
    "claimToAttributeMapping" : {
      "title" : "Claim to Attribute Mapping",
      "description" : "Map the verified claims to the thing's attributes. The key is the name of the claim in 
the JWT. The value is the name of the attribute in the data store.",
      "propertyOrder" : 40,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "verifySubject", "allowKeyRotation", "allowAttributeOverwrite", "jwtRegistrationMethod", 
"createIdentity", "defaultAttributeValues", "claimToAttributeMapping" ]
}

delete

Usage

am> delete RegisterThing --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action RegisterThing --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RegisterThing --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.
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Usage

am> action RegisterThing --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RegisterThing --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query RegisterThing --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RegisterThing --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update RegisterThing --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "verifySubject" : {
      "title" : "Verify Certificate Subject",
      "description" : "Verify that the subject provided in the JWT is the same as either the X.509 certificate 
subject CN or UID. Only applies when \"Proof of Possession & Certificate\" JWT Registration Method is 
selected.",
      "propertyOrder" : 10,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "allowKeyRotation" : {
      "title" : "Rotate Confirmation Key",
      "description" : "Allow multiple confirmation keys to be registered for a thing.",
      "propertyOrder" : 30,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "allowAttributeOverwrite" : {
      "title" : "Overwrite Attributes",
      "description" : "Allow existing identity attributes to be overwritten when new claims are provided for 
the thing.",
      "propertyOrder" : 50,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtRegistrationMethod" : {
      "title" : "JWT Registration Method",
      "description" : "Choose the required JWT registration method.</br><p>Proof of Possession & Certificate: 
Register using a Proof of Possession JWT that includes an X.509 certificate for providing trust. A challenge 
nonce will be presented in the callback that must be included in the signed JWT.</p><p>Proof of Possession & 
Software Statement: Register using a Proof of Possession JWT and a Software Statement for providing trust. A 
challenge nonce will be presented in the callback that must be included in the signed Proof of Possession JWT. 
The claims in the Software Statement will take precedence over the claims in the Proof of Possession JWT.</
p><p>Proof of Possession: Register using a Proof of Possession JWT without using a trusted third party. A 
challenge nonce will be presented in the callback that must be included in the signed JWT.</p><p>Software 
Statement: Register using a Software Statement without doing proof of possession. If this registration method 
is chosen then the resultant session token will not include a proof of possession restriction.</p>",
      "propertyOrder" : 5,
      "type" : "string",
      "exampleValue" : ""
    },
    "createIdentity" : {
      "title" : "Create Identity",
      "description" : "Create a new identity for the thing if one does not exist already.",
      "propertyOrder" : 20,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "defaultAttributeValues" : {
      "title" : "Default Attribute Values",
      "description" : "Provide default values for the thing's attributes. The key is the name of the attribute 
in the data store. The value is the value of the attribute.",
      "propertyOrder" : 35,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
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      "type" : "object",
      "exampleValue" : ""
    },
    "claimToAttributeMapping" : {
      "title" : "Claim to Attribute Mapping",
      "description" : "Map the verified claims to the thing's attributes. The key is the name of the claim in 
the JWT. The value is the name of the attribute in the data store.",
      "propertyOrder" : 40,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "verifySubject", "allowKeyRotation", "allowAttributeOverwrite", "jwtRegistrationMethod", 
"createIdentity", "defaultAttributeValues", "claimToAttributeMapping" ]
}

RemoteConsentAgent

Realm Operations

Agents handler that is responsible for managing agents

Resource path:

/realm-config/agents/RemoteConsentAgent

Resource version: 1.0

create

Usage

am> create RemoteConsentAgent --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 34900,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : true
        }
      }
    },
    "remoteConsentRequestEncryptionEnabled" : {
      "title" : "Enable consent request Encryption",
      "description" : "Enables encryption of the consent request JWT.",
      "propertyOrder" : 34100,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "boolean",
          "required" : true
        }
      }
    },
    "jwkSet" : {
      "title" : "Json Web Key",
      "description" : "Raw JSON Web Key value containing the Remote Consent Service's public keys.",
      "propertyOrder" : 35100,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "agentgroup" : {
      "title" : "Group",
      "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
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      "propertyOrder" : 50,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentRequestSigningAlgorithm" : {
      "title" : "Consent request Signing Algorithm",
      "description" : "Signing algorithm to be used when signing the consent request JWT.",
      "propertyOrder" : 34500,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "jwksUri" : {
      "title" : "Json Web Key URI",
      "description" : "The URI containing the public keys of the Remote Consent Service secret. The public 
keys are in the Json Web Key (jwk) format.",
      "propertyOrder" : 34800,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "remoteConsentResponseEncryptionAlgorithm" : {
      "title" : "Consent response encryption algorithm",
      "description" : "The encryption algorithm to be used by the provider when decrypting the remote consent 
response JWT received from the Remote Consent Service.",
      "propertyOrder" : 34500,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "remoteConsentResponseSigningAlg" : {
      "title" : "Consent response signing algorithm",
      "description" : "The signing algorithm to be used by the provider when verifying the signature of the 
consent response JWT received from the Remote Consent Service.",
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      "propertyOrder" : 34400,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "userpassword" : {
      "title" : "Remote Consent Service secret",
      "description" : "Used when the Remote Consent Service authenticates to AM.",
      "propertyOrder" : 33000,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "remoteConsentRequestEncryptionMethod" : {
      "title" : "Consent request Encryption Method",
      "description" : "Encryption method to be used when encrypting the consent request JWT.",
      "propertyOrder" : 34300,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "publicKeyLocation" : {
      "title" : "Public key selector",
      "description" : "",
      "propertyOrder" : 34700,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "remoteConsentRedirectUrl" : {
      "title" : "Redirect URL",
      "description" : "The Remote Consent Service's URL to which the authorization server should redirect the 
user in order to obtain their consent.",
      "propertyOrder" : 34000,
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      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "remoteConsentResponseEncryptionMethod" : {
      "title" : "Consent response encryption method",
      "description" : "The encryption method to be used by the provider when decrypting the remote consent 
response JWT received from the Remote Consent Service.<br><br>AM supports the following token encryption 
algorithms: <ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois 
Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</
code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
      "propertyOrder" : 34600,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "remoteConsentRequestEncryptionAlgorithm" : {
      "title" : "Consent request Encryption Algorithm",
      "description" : "Encryption algorithm to be used when encrypting the consent request JWT.",
      "propertyOrder" : 34200,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "requestTimeLimit" : {
      "title" : "Consent Request Time Limit",
      "description" : "The amount of seconds for which the consent request JWT sent to the Remote Consent 
Service should be considered valid.",
      "propertyOrder" : 35200,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
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        },
        "value" : {
          "type" : "integer",
          "required" : false
        }
      }
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 35000,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : true
        }
      }
    }
  }
}

delete

Usage

am> delete RemoteConsentAgent --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action RemoteConsentAgent --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action RemoteConsentAgent --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RemoteConsentAgent --realm Realm --actionName nextdescendents

query

Querying the agents of a specific type

Usage

am> query RemoteConsentAgent --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RemoteConsentAgent --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update RemoteConsentAgent --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 34900,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : true
        }
      }
    },
    "remoteConsentRequestEncryptionEnabled" : {
      "title" : "Enable consent request Encryption",
      "description" : "Enables encryption of the consent request JWT.",
      "propertyOrder" : 34100,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "boolean",
          "required" : true
        }
      }
    },
    "jwkSet" : {
      "title" : "Json Web Key",
      "description" : "Raw JSON Web Key value containing the Remote Consent Service's public keys.",
      "propertyOrder" : 35100,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "agentgroup" : {
      "title" : "Group",
      "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
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      "propertyOrder" : 50,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "remoteConsentRequestSigningAlgorithm" : {
      "title" : "Consent request Signing Algorithm",
      "description" : "Signing algorithm to be used when signing the consent request JWT.",
      "propertyOrder" : 34500,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "jwksUri" : {
      "title" : "Json Web Key URI",
      "description" : "The URI containing the public keys of the Remote Consent Service secret. The public 
keys are in the Json Web Key (jwk) format.",
      "propertyOrder" : 34800,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "remoteConsentResponseEncryptionAlgorithm" : {
      "title" : "Consent response encryption algorithm",
      "description" : "The encryption algorithm to be used by the provider when decrypting the remote consent 
response JWT received from the Remote Consent Service.",
      "propertyOrder" : 34500,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "remoteConsentResponseSigningAlg" : {
      "title" : "Consent response signing algorithm",
      "description" : "The signing algorithm to be used by the provider when verifying the signature of the 
consent response JWT received from the Remote Consent Service.",
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      "propertyOrder" : 34400,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "userpassword" : {
      "title" : "Remote Consent Service secret",
      "description" : "Used when the Remote Consent Service authenticates to AM.",
      "propertyOrder" : 33000,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "remoteConsentRequestEncryptionMethod" : {
      "title" : "Consent request Encryption Method",
      "description" : "Encryption method to be used when encrypting the consent request JWT.",
      "propertyOrder" : 34300,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "publicKeyLocation" : {
      "title" : "Public key selector",
      "description" : "",
      "propertyOrder" : 34700,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "remoteConsentRedirectUrl" : {
      "title" : "Redirect URL",
      "description" : "The Remote Consent Service's URL to which the authorization server should redirect the 
user in order to obtain their consent.",
      "propertyOrder" : 34000,
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      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "remoteConsentResponseEncryptionMethod" : {
      "title" : "Consent response encryption method",
      "description" : "The encryption method to be used by the provider when decrypting the remote consent 
response JWT received from the Remote Consent Service.<br><br>AM supports the following token encryption 
algorithms: <ul><li><code>A128GCM</code>, <code>A192GCM</code>, and <code>A256GCM</code> - AES in Galois 
Counter Mode (GCM) authenticated encryption mode.</li><li><code>A128CBC-HS256</code>, <code>A192CBC-HS384</
code>, and <code>A256CBC-HS512</code> - AES encryption in CBC mode, with HMAC-SHA-2 for integrity.</li></ul>",
      "propertyOrder" : 34600,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "remoteConsentRequestEncryptionAlgorithm" : {
      "title" : "Consent request Encryption Algorithm",
      "description" : "Encryption algorithm to be used when encrypting the consent request JWT.",
      "propertyOrder" : 34200,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "requestTimeLimit" : {
      "title" : "Consent Request Time Limit",
      "description" : "The amount of seconds for which the consent request JWT sent to the Remote Consent 
Service should be considered valid.",
      "propertyOrder" : 35200,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
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        },
        "value" : {
          "type" : "integer",
          "required" : false
        }
      }
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 35000,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : true
        }
      }
    }
  }
}

RemoteConsentService

Realm Operations

Resource path:

/realm-config/services/RemoteConsentService

Resource version: 1.0

create

Usage

am> create RemoteConsentService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwksUriAS" : {
      "title" : "Authorization Server jwk_uri",
      "description" : "The jwk_uri for retrieving the authorization server signing and encryption keys.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkStoreCacheTimeout" : {
      "title" : "JWK Store Cache Timeout (in minutes)",
      "description" : "The cache timeout for the JWK store of the authorization server, in minutes.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client Name",
      "description" : "The name used to identify this OAuth 2.0 remote consent service when referencedin other 
services.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWK Store Cache Miss Cache Time (in minutes)",
      "description" : "The length of time a cache miss is cached, in minutes.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "consentResponseTimeLimit" : {
      "title" : "Consent Response Time Limit (in minutes)",
      "description" : "The time limit set on the consent response JWT before it expires, in minutes.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete RemoteConsentService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action RemoteConsentService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RemoteConsentService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RemoteConsentService --realm Realm --actionName nextdescendents

read

Usage

am> read RemoteConsentService --realm Realm

update

Usage

am> update RemoteConsentService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "jwksUriAS" : {
      "title" : "Authorization Server jwk_uri",
      "description" : "The jwk_uri for retrieving the authorization server signing and encryption keys.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkStoreCacheTimeout" : {
      "title" : "JWK Store Cache Timeout (in minutes)",
      "description" : "The cache timeout for the JWK store of the authorization server, in minutes.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client Name",
      "description" : "The name used to identify this OAuth 2.0 remote consent service when referencedin other 
services.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWK Store Cache Miss Cache Time (in minutes)",
      "description" : "The length of time a cache miss is cached, in minutes.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "consentResponseTimeLimit" : {
      "title" : "Consent Response Time Limit (in minutes)",
      "description" : "The time limit set on the consent response JWT before it expires, in minutes.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/RemoteConsentService

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action RemoteConsentService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RemoteConsentService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RemoteConsentService --global --actionName nextdescendents

read

Usage

am> read RemoteConsentService --global

update

Usage

am> update RemoteConsentService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "jwksUriAS" : {
          "title" : "Authorization Server jwk_uri",
          "description" : "The jwk_uri for retrieving the authorization server signing and encryption keys.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "jwkStoreCacheTimeout" : {
          "title" : "JWK Store Cache Timeout (in minutes)",
          "description" : "The cache timeout for the JWK store of the authorization server, in minutes.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "consentResponseTimeLimit" : {
          "title" : "Consent Response Time Limit (in minutes)",
          "description" : "The time limit set on the consent response JWT before it expires, in minutes.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "jwkStoreCacheMissCacheTime" : {
          "title" : "JWK Store Cache Miss Cache Time (in minutes)",
          "description" : "The length of time a cache miss is cached, in minutes.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "clientId" : {
          "title" : "Client Name",
          "description" : "The name used to identify this OAuth 2.0 remote consent service when referencedin 
other services.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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RemoteSaml2EntityProvider

Realm Operations

Allows the management of remote SAML2 entity providers.

Resource path:

/realm-config/saml2/remote

Resource version: 1.0

delete

Removes the SAML2 entity provider from the configuration including all of its associated roles.

Usage

am> delete RemoteSaml2EntityProvider --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

importEntity

Import the standard metadata of a remote entity provider.

Usage

am> action RemoteSaml2EntityProvider --realm Realm --body body --actionName importEntity

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "The JSON schema for importEntity action requests.",
  "type" : "object",
  "title" : "Import remote entity provider request",
  "properties" : {
    "standardMetadata" : {
      "type" : "string",
      "title" : "Standard Metadata",
      "description" : "The standard SAML metadata for the remote entity provider. The value should be 
Base64url encoded."
    }
  },
  "required" : [ "standardMetadata" ]
}

read

Returns the roles of the SAML2 entity provider.

Usage

am> read RemoteSaml2EntityProvider --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Updates details of the SAML2 entity provider role.

Usage

am> update RemoteSaml2EntityProvider --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-07/schema#",
  "ignoredProperties" : [ "_id", "_rev" ],
  "description" : "This schema describes a remote SAML2 entity provider.",
  "title" : "SAML2 Remote Entity Provider",
  "type" : "object",
  "properties" : {
    "entityId" : {
      "type" : "string"
    },
    "identityProvider" : {
      "title" : "Remote Identity Provider",
      "description" : "This schema describes a SAML2 remote identity provider.",
      "type" : "object",
      "traverseObject" : true,
      "properties" : {
        "assertionContent" : {
          "propertyOrder" : 0,
          "traverseObject" : true,
          "title" : "Assertion Content",
          "type" : "object",
          "properties" : {
            "signingAndEncryption" : {
              "traverseObject" : true,
              "title" : "Signing And Encryption",
              "type" : "object",
              "properties" : {
                "requestResponseSigning" : {
                  "traverseObject" : true,
                  "title" : "Request/Response Signing",
                  "description" : "Select the checkbox for each request/response that should be signed",
                  "type" : "object",
                  "properties" : {
                    "authenticationRequest" : {
                      "attributePath" : {
                        "value" : "/wantAuthnRequestsSigned"
                      },
                      "title" : "Authentication Request",
                      "type" : "boolean"
                    },
                    "artifactResolve" : {
                      "attributeKey" : "wantArtifactResolveSigned",
                      "title" : "Artifact Resolve",
                      "type" : "boolean"
                    },
                    "logoutRequest" : {
                      "attributeKey" : "wantLogoutRequestSigned",
                      "title" : "Logout Request",
                      "type" : "boolean"
                    },
                    "logoutResponse" : {
                      "attributeKey" : "wantLogoutResponseSigned",
                      "title" : "Logout Response",
                      "type" : "boolean"
                    },
                    "manageNameIdRequest" : {
                      "attributeKey" : "wantMNIRequestSigned",
                      "title" : "Manage NameID Request",
                      "type" : "boolean"
                    },
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                    "manageNameIdResponse" : {
                      "attributeKey" : "wantMNIResponseSigned",
                      "title" : "Manage NameID Response",
                      "type" : "boolean"
                    }
                  },
                  "required" : [ "authenticationRequest", "artifactResolve", "logoutRequest", 
"logoutResponse", "manageNameIdRequest", "manageNameIdResponse" ]
                },
                "encryption" : {
                  "traverseObject" : true,
                  "title" : "Encryption",
                  "type" : "object",
                  "properties" : {
                    "nameIdEncryption" : {
                      "attributeKey" : "wantNameIDEncrypted",
                      "title" : "NameID Encryption",
                      "type" : "boolean"
                    }
                  },
                  "required" : [ "nameIdEncryption" ]
                },
                "secretIdAndAlgorithms" : {
                  "traverseObject" : true,
                  "title" : "Algorithms",
                  "type" : "object",
                  "properties" : {
                    "signingAlgorithm" : {
                      "title" : "Signing Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.SigningAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/2001/04/
xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/2009/
xmldsig11#dsa-sha256" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/
2001/04/xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/
2001/04/xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/
2001/04/xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/
2009/xmldsig11#dsa-sha256" ]
                      }
                    },
                    "digestAlgorithm" : {
                      "title" : "Digest Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.DigestAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
www.w3.org/2007/05/xmldsig-more#sha3-512" ],
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                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
www.w3.org/2007/05/xmldsig-more#sha3-512" ]
                      }
                    },
                    "encryptionAlgorithm" : {
                      "title" : "Encryption Algorithm",
                      "type" : "array",
                      "attributeKey" : {
                        "value" : "encryptionAlgorithms",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.EncryptionAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ],
                        "enumNames" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ]
                      }
                    }
                  }
                }
              }
            },
            "nameIdFormat" : {
              "traverseObject" : true,
              "title" : "NameID Format",
              "type" : "object",
              "properties" : {
                "nameIdFormatList" : {
                  "description" : "List of NameID formats the requestor will use to contact. Order listed 
shows the order of preference",
                  "title" : "NameID Format List",
                  "attributePath" : {
                    "value" : "/nameIDFormat"
                  },
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  },
                  "default" : [ "urn:oasis:names:tc:SAML:2.0:nameid-format:persistent", 
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", "urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress", "urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified", "urn:oasis:names:tc:SAML:
1.1:nameid-format:WindowsDomainQualifiedName", "urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos", 
"urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName" ]
                }
              }
            },
            "basicAuthentication" : {
              "traverseObject" : true,
              "description" : "Configure basic authentication setting for Soap based binding",
              "title" : "Basic Authentication",
              "type" : "object",
              "properties" : {
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                "enabled" : {
                  "attributeKey" : "basicAuthOn",
                  "title" : "Enabled",
                  "type" : "boolean",
                  "default" : false
                },
                "userName" : {
                  "attributeKey" : "basicAuthUser",
                  "title" : "User Name",
                  "type" : "string"
                },
                "password" : {
                  "title" : "Password",
                  "attributeKey" : {
                    "value" : "basicAuthPassword",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.PasswordMapper"
                  },
                  "type" : "string",
                  "format" : "password"
                }
              }
            }
          }
        },
        "services" : {
          "propertyOrder" : 1,
          "traverseObject" : true,
          "title" : "Services",
          "type" : "object",
          "properties" : {
            "serviceAttributes" : {
              "type" : "object",
              "title" : "IDP Service Attributes",
              "traverseObject" : true,
              "properties" : {
                "artifactResolutionService" : {
                  "title" : "Artifact Resolution Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "artifactResolutionService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.IndexedEndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
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                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  }
                },
                "singleLogoutService" : {
                  "title" : "Single Logout Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "singleLogoutService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  }
                },
                "nameIdService" : {
                  "title" : "Manage NameID Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "manageNameIDService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
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"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  }
                },
                "singleSignOnService" : {
                  "title" : "Single SignOn Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "singleSignOnService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  }
                }
              }
            },
            "nameIdMapping" : {
              "title" : "NameID Mapping",
              "type" : "array",
              "attributePath" : {
                "value" : "nameIDMappingService",
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                "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
              },
              "items" : {
                "type" : "object",
                "properties" : {
                  "binding" : {
                    "title" : "Binding",
                    "anyOf" : [ {
                      "title" : "Predefined Binding",
                      "type" : "string",
                      "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                      "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                    }, {
                      "title" : "Custom Binding",
                      "type" : "string"
                    } ]
                  },
                  "location" : {
                    "title" : "Location",
                    "type" : "string"
                  },
                  "responseLocation" : {
                    "title" : "Response Location",
                    "type" : "string"
                  }
                },
                "required" : [ "location" ]
              }
            }
          }
        }
      }
    },
    "serviceProvider" : {
      "title" : "Remote Service Provider",
      "description" : "This schema describes a SAML2 remote service provider.",
      "type" : "object",
      "traverseObject" : true,
      "properties" : {
        "assertionContent" : {
          "propertyOrder" : 0,
          "traverseObject" : true,
          "title" : "Assertion Content",
          "type" : "object",
          "properties" : {
            "signingAndEncryption" : {
              "traverseObject" : true,
              "title" : "Signing And Encryption",
              "type" : "object",
              "properties" : {
                "requestResponseSigning" : {
                  "traverseObject" : true,
                  "description" : "Select the checkbox for each request/response that should be signed",
                  "title" : "Request/Response Signing",
                  "type" : "object",
                  "properties" : {
                    "authenticationRequest" : {
                      "attributePath" : {
                        "value" : "/authnRequestsSigned"
                      },
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                      "title" : "Authentication Requests Signed",
                      "type" : "boolean"
                    },
                    "assertion" : {
                      "attributePath" : "/wantAssertionsSigned",
                      "title" : "Assertions Signed",
                      "type" : "boolean"
                    },
                    "postResponse" : {
                      "attributeKey" : "wantPOSTResponseSigned",
                      "title" : "POST Response Signed",
                      "type" : "boolean"
                    },
                    "artifactResponse" : {
                      "attributeKey" : "wantArtifactResponseSigned",
                      "title" : "Artifact Response Signed",
                      "type" : "boolean"
                    },
                    "logoutRequest" : {
                      "attributeKey" : "wantLogoutRequestSigned",
                      "title" : "Logout Request Signed",
                      "type" : "boolean"
                    },
                    "logoutResponse" : {
                      "attributeKey" : "wantLogoutResponseSigned",
                      "title" : "Logout Response Signed",
                      "type" : "boolean"
                    },
                    "manageNameIdRequest" : {
                      "attributeKey" : "wantMNIRequestSigned",
                      "title" : "Manage NameID Request Signed",
                      "type" : "boolean"
                    },
                    "manageNameIdResponse" : {
                      "attributeKey" : "wantMNIResponseSigned",
                      "title" : "Manage NameID Response Signed",
                      "type" : "boolean"
                    }
                  }
                },
                "encryption" : {
                  "traverseObject" : true,
                  "title" : "Encryption",
                  "type" : "object",
                  "properties" : {
                    "attributeEncryption" : {
                      "attributeKey" : "wantAttributeEncrypted",
                      "title" : "Attribute Encryption",
                      "type" : "boolean"
                    },
                    "assertionEncryption" : {
                      "attributeKey" : "wantAssertionEncrypted",
                      "title" : "Assertion Encryption",
                      "type" : "boolean"
                    },
                    "nameIdEncryption" : {
                      "attributeKey" : "wantNameIDEncrypted",
                      "title" : "NameID Encryption",
                      "type" : "boolean"
                    }
                  }
                },
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                "secretIdAndAlgorithms" : {
                  "traverseObject" : true,
                  "title" : "Algorithms",
                  "type" : "object",
                  "properties" : {
                    "signingAlgorithm" : {
                      "title" : "Signing Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.SigningAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/2001/04/
xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/2001/04/
xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/2009/
xmldsig11#dsa-sha256" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#rsa-sha1", "http://www.w3.org/
2001/04/xmldsig-more#ecdsa-sha256", "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha384", "http://www.w3.org/
2001/04/xmldsig-more#ecdsa-sha512", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256", "http://www.w3.org/
2001/04/xmldsig-more#rsa-sha384", "http://www.w3.org/2001/04/xmldsig-more#rsa-sha512", "http://www.w3.org/
2009/xmldsig11#dsa-sha256" ]
                      }
                    },
                    "digestAlgorithm" : {
                      "title" : "Digest Algorithm",
                      "type" : "array",
                      "attributePath" : {
                        "value" : "extensions",
                        "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.DigestAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
www.w3.org/2007/05/xmldsig-more#sha3-512" ],
                        "enumNames" : [ "http://www.w3.org/2000/09/xmldsig#sha1", "http://www.w3.org/2001/04/
xmldsig-more#sha384", "http://www.w3.org/2001/04/xmlenc#sha256", "http://www.w3.org/2001/04/xmlenc#sha512", 
"http://www.w3.org/2007/05/xmldsig-more#sha3-256", "http://www.w3.org/2007/05/xmldsig-more#sha3-384", "http://
www.w3.org/2007/05/xmldsig-more#sha3-512" ]
                      }
                    },
                    "encryptionAlgorithm" : {
                      "title" : "Encryption Algorithm",
                      "type" : "array",
                      "attributeKey" : {
                        "value" : "encryptionAlgorithms",
                        "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.EncryptionAlgorithmMapper"
                      },
                      "items" : {
                        "type" : "string",
                        "enum" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ],
                        "enumNames" : [ "http://www.w3.org/2009/xmlenc11#aes128-gcm", "http://www.w3.org/2009/
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xmlenc11#aes192-gcm", "http://www.w3.org/2009/xmlenc11#aes256-gcm", "http://www.w3.org/2001/04/xmlenc#aes128-
cbc", "http://www.w3.org/2001/04/xmlenc#aes192-cbc", "http://www.w3.org/2001/04/xmlenc#aes256-cbc", "http://
www.w3.org/2001/04/xmlenc#rsa-1_5", "http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p", "http://www.w3.org/
2009/xmlenc11#rsa-oaep" ]
                      }
                    }
                  }
                }
              }
            },
            "nameIdFormat" : {
              "traverseObject" : true,
              "title" : "NameID Format",
              "type" : "object",
              "properties" : {
                "nameIdFormatList" : {
                  "description" : "List of NameID formats the requestor will use to contact. Order listed 
shows the order of preference",
                  "title" : "NameID Format List",
                  "attributePath" : {
                    "value" : "/nameIDFormat"
                  },
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  },
                  "default" : [ "urn:oasis:names:tc:SAML:2.0:nameid-format:persistent", 
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", "urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress", "urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified", "urn:oasis:names:tc:SAML:
1.1:nameid-format:WindowsDomainQualifiedName", "urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos", 
"urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName" ]
                },
                "disableNameIdPersistence" : {
                  "attributeKey" : "spDoNotWriteFederationInfo",
                  "title" : "Disable NameID persistence",
                  "description" : "Instructs the hosted IdP to not persist the NameID into the User Data Store 
even if the NameID Format is urn:oasis:names:tc:SAML:2.0:nameid-format:persistent in the Assertion.",
                  "type" : "boolean"
                }
              }
            },
            "basicAuthentication" : {
              "traverseObject" : true,
              "description" : "Configure basic authentication setting for Soap based binding",
              "title" : "Basic Authentication",
              "type" : "object",
              "properties" : {
                "enabled" : {
                  "attributeKey" : "basicAuthOn",
                  "title" : "Enabled",
                  "type" : "boolean",
                  "default" : false
                },
                "userName" : {
                  "attributeKey" : "basicAuthUser",
                  "title" : "User Name",
                  "type" : "string"
                },
                "password" : {
                  "title" : "Password",
                  "attributeKey" : {
                    "value" : "basicAuthPassword",
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                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.PasswordMapper"
                  },
                  "type" : "string",
                  "format" : "password"
                }
              }
            }
          }
        },
        "assertionProcessing" : {
          "propertyOrder" : 1,
          "traverseObject" : true,
          "title" : "Assertion Processing",
          "type" : "object",
          "properties" : {
            "attributeMapper" : {
              "traverseObject" : true,
              "title" : "Attribute Mapper",
              "type" : "object",
              "properties" : {
                "attributeMap" : {
                  "title" : "Attribute Map",
                  "description" : "This mapping is the configuration used by the Attribue Mapper. Mapping 
should be defined as SAML ATTRIBUTE NAME=PROFILE ATTRIBUTE NAME in assertion. Example: EmailAddress=mail, 
Address=postaladdress.",
                  "type" : "array",
                  "attributeKey" : {
                    "value" : "attributeMap",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.AttributeMapMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "nameFormatUri" : {
                        "title" : "Name Format Uri",
                        "propertyOrder" : 0,
                        "type" : "string"
                      },
                      "samlAttribute" : {
                        "title" : "SAML Attribute",
                        "propertyOrder" : 1,
                        "type" : "string"
                      },
                      "localAttribute" : {
                        "title" : "Local Attribute",
                        "propertyOrder" : 2,
                        "type" : "string"
                      },
                      "binary" : {
                        "title" : "Binary",
                        "propertyOrder" : 3,
                        "type" : "boolean"
                      }
                    },
                    "required" : [ "samlAttribute", "localAttribute" ]
                  }
                }
              }
            },
            "responseArtifactMessageEncoding" : {
              "traverseObject" : true,
              "title" : "Artifact Message Encoding",
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              "type" : "object",
              "properties" : {
                "encoding" : {
                  "attributeKey" : {
                    "value" : "responseArtifactMessageEncoding",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.MessageEncodingMapper"
                  },
                  "title" : "Artifact Message Encoding",
                  "type" : "string",
                  "enum" : [ "URI", "FORM" ],
                  "default" : "URI"
                }
              }
            }
          }
        },
        "services" : {
          "propertyOrder" : 2,
          "traverseObject" : true,
          "title" : "Services",
          "type" : "object",
          "properties" : {
            "serviceAttributes" : {
              "traverseObject" : true,
              "title" : "SP Service Attributes",
              "type" : "object",
              "properties" : {
                "singleLogoutService" : {
                  "title" : "Single Logout Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "singleLogoutService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
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                  "post" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "soap" : {
                    "type" : "object",
                    "properties" : {
                      "location" : {
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  }
                },
                "nameIdService" : {
                  "title" : "Manage NameID Service",
                  "type" : "array",
                  "attributePath" : {
                    "value" : "manageNameIDService",
                    "mapper" : "org.forgerock.openam.federation.rest.schema.mappers.EndpointMapper"
                  },
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:SOAP", 
"urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-REDIRECT", "HTTP-POST", "SOAP", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
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                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "responseLocation" : {
                        "title" : "Response Location",
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  },
                  "soap" : {
                    "type" : "object",
                    "properties" : {
                      "location" : {
                        "type" : "string"
                      }
                    },
                    "required" : [ "location" ]
                  }
                },
                "assertionConsumerService" : {
                  "attributePath" : {
                    "value" : "assertionConsumerService",
                    "mapper" : 
"org.forgerock.openam.federation.rest.schema.mappers.ExtendedIndexedEndpointMapper"
                  },
                  "title" : "Assertion Consumer Service",
                  "description" : "Location denotes the URL to accept the respective request type. Index 
denotes the index of the URL in the standard metadata",
                  "type" : "array",
                  "items" : {
                    "type" : "object",
                    "properties" : {
                      "isDefault" : {
                        "type" : "boolean"
                      },
                      "binding" : {
                        "title" : "Binding",
                        "anyOf" : [ {
                          "title" : "Predefined Binding",
                          "type" : "string",
                          "enum" : [ "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact", 
"urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST", "urn:oasis:names:tc:SAML:2.0:bindings:PAOS" ],
                          "enumNames" : [ "HTTP-Artifact", "HTTP-POST", "PAOS" ]
                        }, {
                          "title" : "Custom Binding",
                          "type" : "string"
                        } ]
                      },
                      "location" : {
                        "title" : "Location",
                        "type" : "string"
                      },
                      "index" : {
                        "type" : "integer"
                      }
                    }
                  }
                }
              }
            }
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          }
        },
        "advanced" : {
          "propertyOrder" : 3,
          "traverseObject" : true,
          "title" : "Advanced",
          "type" : "object",
          "properties" : {
            "skipEndpointValidationWhenSigned" : {
              "title" : "Skip Endpoint Validation For Signed Requests",
              "description" : "When enabled, AM will not attempt to verify the AssertionConsumerServiceURL 
value provided in the SAML AuthnRequest. This SP MUST also be configured to sign authentication requests",
              "type" : "boolean",
              "attributeKey" : "skipEndpointValidationWhenSigned"
            },
            "saeConfiguration" : {
              "traverseObject" : true,
              "title" : "SAE Configuration",
              "type" : "object",
              "properties" : {
                "spUrl" : {
                  "attributeKey" : "saeSPUrl",
                  "title" : "SP URL",
                  "description" : "URL endpoint on Service Provider that can handle SAE requests. If this URL 
is empty (not configured), SAE single sign-on will not be enabled. Normal samlv2 single sign-on response will 
be sent to SP",
                  "type" : "string"
                },
                "spLogoutUrl" : {
                  "attributeKey" : "saeSPLogoutUrl",
                  "title" : "SP Logout URL",
                  "description" : "URL endpoint on the Service Provider that can handle SAE global logout 
requests",
                  "type" : "string"
                }
              }
            },
            "idpProxy" : {
              "traverseObject" : true,
              "title" : "IDP Proxy",
              "type" : "object",
              "properties" : {
                "enableIdpProxy" : {
                  "attributeKey" : "enableIDPProxy",
                  "title" : "IDP Proxy enabled",
                  "description" : "Enable IDP Proxy if not enabled",
                  "type" : "boolean"
                },
                "alwaysIdpProxy" : {
                  "attributeKey" : "alwaysIdpProxy",
                  "title" : "Proxy all requests",
                  "description" : "When this option is enabled, the IdP will proxy every single authentication 
request no matter it contains the Scoping element or not.",
                  "type" : "boolean"
                },
                "useIntroductionForIdpProxy" : {
                  "attributeKey" : "useIntroductionForIDPProxy",
                  "title" : "Introduction enabled",
                  "type" : "boolean"
                },
                "useIDPFinder" : {
                  "attributeKey" : "useIDPFinder",
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                  "title" : "Use IDP Finder",
                  "type" : "boolean"
                },
                "idpProxyCount" : {
                  "attributeKey" : "idpProxyCount",
                  "title" : "Proxy Count",
                  "description" : "Number of IDP proxies that the SP can have",
                  "type" : "integer",
                  "default" : 0
                },
                "idpProxyList" : {
                  "attributeKey" : "idpProxyList",
                  "description" : "A list of preferred IDPs that the SP would proxy to",
                  "title" : "IDP Proxy List",
                  "type" : "array",
                  "items" : {
                    "type" : "string"
                  }
                }
              }
            }
          }
        }
      }
    }
  },
  "required" : [ "entityId" ],
  "$id" : "https://www.forgerock.com/remoteSaml2EntityProvider.schema.json"
}

RemoveSessionProperties

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/RemoveSessionPropertiesNode

Resource version: 1.0

create

Usage

am> create RemoveSessionProperties --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "propertyNames" : {
      "title" : "Property Names",
      "description" : "The names of session properties to remove that may have been contributed by nodes that 
executedearlier in the tree. If the properties do not exist, no error will be thrown. Names are case 
sensitive.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "propertyNames" ]
}

delete

Usage

am> delete RemoveSessionProperties --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action RemoveSessionProperties --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RemoveSessionProperties --realm Realm --actionName getCreatableTypes
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listOutcomes

List the available outcomes for the node type.

Usage

am> action RemoveSessionProperties --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RemoveSessionProperties --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query RemoveSessionProperties --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RemoveSessionProperties --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update RemoveSessionProperties --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "propertyNames" : {
      "title" : "Property Names",
      "description" : "The names of session properties to remove that may have been contributed by nodes that 
executedearlier in the tree. If the properties do not exist, no error will be thrown. Names are case 
sensitive.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "propertyNames" ]
}

RequiredAttributesPresent

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/RequiredAttributesDecisionNode
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Resource version: 1.0

create

Usage

am> create RequiredAttributesPresent --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "identityResource" : {
      "title" : "Identity Resource",
      "description" : "The identity resource in IDM for which the required attributes list will be fetched. 
Must match identity resource of the current tree.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityResource" ]
}

delete

Usage

am> delete RequiredAttributesPresent --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action RequiredAttributesPresent --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RequiredAttributesPresent --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action RequiredAttributesPresent --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RequiredAttributesPresent --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query RequiredAttributesPresent --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RequiredAttributesPresent --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update RequiredAttributesPresent --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "identityResource" : {
      "title" : "Identity Resource",
      "description" : "The identity resource in IDM for which the required attributes list will be fetched. 
Must match identity resource of the current tree.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityResource" ]
}
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ResourceSets

Realm Operations

Resource set resource provider is responsible for managing Resource Sets belonging to a user. Available operations are update,
query, read, revoke all action.

Resource path:

/users/{user}/oauth2/resources/sets

Resource version: 1.0

query

Query the collection of the user’s Resource Set.

Usage

am> query ResourceSets --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

Resource set resource provider is responsible for managing Resource Sets belonging to a user. Available operations are
update, query, read, revoke all action.

read

Read Resource Set from the collection by id.

Usage

am> read ResourceSets --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.
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--user

Resource set resource provider is responsible for managing Resource Sets belonging to a user. Available operations are
update, query, read, revoke all action.

update

Update a Resource Set record.

Usage

am> update ResourceSets --realm Realm --id id --body body --user user

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Describes the structure of the OpenAM representation of a user's OAuth Resource Set. For 
further  information see [insert link to the RSR standard], and documentation about UMA in OpenAM.",
  "type" : "object",
  "title" : "Resource Set resource schema",
  "properties" : {
    "scopes" : {
      "type" : "array",
      "title" : "Scopes",
      "description" : "List of Resource Set scopes.",
      "items" : {
        "type" : "string"
      }
    },
    "_id" : {
      "type" : "string",
      "title" : "Resource set id",
      "description" : "Unique identifier of the Resource Set."
    },
    "resourceServer" : {
      "type" : "string",
      "title" : "Resource server",
      "description" : "The resources server name."
    },
    "labels" : {
      "type" : "array",
      "title" : "Resource labels",
      "description" : "Labels of the resource.",
      "items" : {
        "type" : "string"
      }
    },
    "name" : {
      "type" : "string",
      "title" : "Resource name",
      "description" : "Name of the resource."
    },
    "icon_uri" : {
      "type" : "string",
      "title" : "Icon uri",
      "description" : "Resource icon uri."
    },
    "resourceOwnerId" : {
      "type" : "string",
      "title" : "Resource owner",
      "description" : "Name of the resource owner."
    },
    "type" : {
      "type" : "string",
      "title" : "Resource type",
      "description" : "Type of the resources."
    }
  }
}
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--user

Resource set resource provider is responsible for managing Resource Sets belonging to a user. Available operations are
update, query, read, revoke all action.

ResourceTypes

Realm Operations

The Resource Types resource is responsible for managing resource types, which define a template for the resources that
Managing Policies policies apply to, and the actions associated with those resources. Available operations are Query, Read,
Create, Update, Delete

Resource path:

/resourcetypes

Resource version: 1.0

create

Create new resource type

Usage

am> create ResourceTypes --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Resource Types Resource schema",
  "type" : "object",
  "title" : "Resource Types Resource schema",
  "properties" : {
    "uuid" : {
      "title" : "UUID",
      "description" : "Unique identifier of the record",
      "type" : "string"
    },
    "name" : {
      "title" : "Name",
      "description" : "Resource type name",
      "type" : "string"
    },
    "description" : {
      "title" : "Description",
      "description" : "Resource type description",
      "type" : "string"
    },
    "patterns" : {
      "title" : "Patterns",
      "description" : "Resource type patterns",
      "type" : "array",
      "items" : {
        "type" : "string"
      }
    },
    "actions" : {
      "title" : "Actions",
      "description" : "Resource type actions",
      "type" : "object",
      "additionalProperties" : {
        "type" : "boolean"
      }
    },
    "createdBy" : {
      "title" : "Created by",
      "description" : "A string containing the universal identifier DN of the subject created the resource 
type",
      "type" : "string"
    },
    "creationDate" : {
      "title" : "Creation date",
      "description" : "An integer containing the creation date and time, in ISO 8601 format",
      "type" : "number"
    },
    "lastModifiedBy" : {
      "title" : "Last modifier",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the resource type. If the resource type has not been modified since it was created, this property will 
have the same value as createdBy",
      "type" : "string"
    },
    "lastModifiedDate" : {
      "title" : "Last modification date",
      "description" : "A string containing the last modified date and time, in ISO 8601 format. If the 
resource typ has not been modified since it was created, this property will have the same value as 
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creationDate",
      "type" : "number"
    }
  }
}

delete

Delete resource type

Usage

am> delete ResourceTypes --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

query

Query the collection of resource types

Usage

am> query ResourceTypes --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

read

Read from the resource types collection by unique identifier

Usage

am> read ResourceTypes --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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update

Update an existing resource type

Usage

am> update ResourceTypes --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Resource Types Resource schema",
  "type" : "object",
  "title" : "Resource Types Resource schema",
  "properties" : {
    "uuid" : {
      "title" : "UUID",
      "description" : "Unique identifier of the record",
      "type" : "string"
    },
    "name" : {
      "title" : "Name",
      "description" : "Resource type name",
      "type" : "string"
    },
    "description" : {
      "title" : "Description",
      "description" : "Resource type description",
      "type" : "string"
    },
    "patterns" : {
      "title" : "Patterns",
      "description" : "Resource type patterns",
      "type" : "array",
      "items" : {
        "type" : "string"
      }
    },
    "actions" : {
      "title" : "Actions",
      "description" : "Resource type actions",
      "type" : "object",
      "additionalProperties" : {
        "type" : "boolean"
      }
    },
    "createdBy" : {
      "title" : "Created by",
      "description" : "A string containing the universal identifier DN of the subject created the resource 
type",
      "type" : "string"
    },
    "creationDate" : {
      "title" : "Creation date",
      "description" : "An integer containing the creation date and time, in ISO 8601 format",
      "type" : "number"
    },
    "lastModifiedBy" : {
      "title" : "Last modifier",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the resource type. If the resource type has not been modified since it was created, this property will 
have the same value as createdBy",
      "type" : "string"
    },
    "lastModifiedDate" : {
      "title" : "Last modification date",
      "description" : "A string containing the last modified date and time, in ISO 8601 format. If the 
resource typ has not been modified since it was created, this property will have the same value as 
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creationDate",
      "type" : "number"
    }
  }
}

RestApis

Global Operations

Resource path:

/global-config/services/rest

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action RestApis --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RestApis --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RestApis --global --actionName nextdescendents

read

Usage

am> read RestApis --global
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update

Usage

am> update RestApis --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "csrfFilterEnabled" : {
      "title" : "Enable CSRF Protection",
      "description" : "If enabled, all non-read/query requests will require the X-Requested-With header to be 
present.<br><br>Requiring a non-standard header ensures requests can only be made via methods (XHR) that have 
stricter same-origin policy protections in Web browsers, preventing Cross-Site Request Forgery (CSRF) attacks. 
Without this filter, cross-origin requests are prevented by the use of the application/json Content-Type 
header, which is less robust.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "descriptionsState" : {
      "title" : "API Descriptions",
      "description" : "Whether API Explorer and API Docs are enabled in OpenAM and how the documentation for 
them is generated. Dynamic generation includes descriptions from any custom services and authentication 
modules you may have added. Static generation only includes services and authentication modules that were 
present when OpenAM was built. Note that dynamic documentation generation may not work in some application 
containers.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "defaultVersion" : {
      "title" : "Default Resource Version",
      "description" : "The API resource version to use when the REST request does not specify an explicit 
version. Choose from:<br><br><ul><li><code>Latest</code>. If an explicit version is not specified, the latest 
resource version of an API is used.</li><li><code>Oldest</code>. If an explicit version is not specified, the 
oldest supported resource version of an API is used. Note that since APIs may be deprecated and fall out of 
support, the oldest <i>supported</i> version may not be the first version.</li><li><code>None</code>. If an 
explicit version is not specified, the request will not be handled and an error status is returned.</li></
ul>",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "defaultProtocolVersion" : {
      "title" : "Default Protocol Version",
      "description" : "The API protocol version to use when a REST request does not specify an explicit 
version. Choose from:<br><br><ul><li><code>Oldest</code>. If an explicit version is not specified, the oldest 
protocol version is used.</li><li><code>Latest</code>. If an explicit version is not specified, the latest 
protocol version is used.</li><li><code>None</code>. If an explicit version is not specified, the request will 
not be handled and an error status is returned.</li></ul>",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "warningHeader" : {
      "title" : "Warning Header",
      "description" : "Whether to include a warning header in the response to a request which fails to include 
the <code>Accept-API-Version</code> header.",
      "propertyOrder" : 200,
      "required" : true,

Amster Entity Reference PingAM

3394 Copyright © 2025 Ping Identity Corporation



      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

RetryLimitDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/RetryLimitDecisionNode

Resource version: 1.0

create

Usage

am> create RetryLimitDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "retryLimit" : {
      "title" : "Retry Limit",
      "description" : "The number of times to allow a retry.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "incrementUserAttributeOnFailure" : {
      "title" : "Save Retry Limit to User",
      "description" : "If true the number of failures will be persisted beyond the scope of the execution of 
this tree by saving them to an attribute on the user. If no user can be identified as part of the tree context 
then the execution of the tree will end with an error. If this is false then failures will be only be stored 
in the context of the current tree execution and will be lost if the tree execution is restarted.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "retryLimit", "incrementUserAttributeOnFailure" ]
}

delete

Usage

am> delete RetryLimitDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action RetryLimitDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action RetryLimitDecision --realm Realm --actionName getCreatableTypes
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listOutcomes

List the available outcomes for the node type.

Usage

am> action RetryLimitDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action RetryLimitDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query RetryLimitDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read RetryLimitDecision --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update RetryLimitDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "retryLimit" : {
      "title" : "Retry Limit",
      "description" : "The number of times to allow a retry.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "incrementUserAttributeOnFailure" : {
      "title" : "Save Retry Limit to User",
      "description" : "If true the number of failures will be persisted beyond the scope of the execution of 
this tree by saving them to an attribute on the user. If no user can be identified as part of the tree context 
then the execution of the tree will end with an error. If this is false then failures will be only be stored 
in the context of the current tree execution and will be lost if the tree execution is restarted.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "retryLimit", "incrementUserAttributeOnFailure" ]
}

SAML2Authentication

Realm Operations

Resource path:
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/realm-config/authentication/authenticationtrees/nodes/product-Saml2Node

Resource version: 1.0

create

Usage

am> create SAML2Authentication --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authnContextClassRef" : {
      "title" : "Authentication Context Class Reference",
      "description" : "(Optional) Use this parameter to specify authentication context class references.",
      "propertyOrder" : 500,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "idpEntityId" : {
      "title" : "IdP Entity ID",
      "description" : "The entity name of the SAML2 IdP Service to use for this module (must be configured).",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "authComparison" : {
      "title" : "Comparison Type",
      "description" : "(Optional) Use this parameter to specify a comparison method to evaluate the requested 
context classes or statements. OpenAM accepts the following values: <pre>better</pre>, <pre>exact</pre>, 
<pre>maximum</pre>, and <pre>minimum</pre>.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "authnContextDeclRef" : {
      "title" : "Authentication Context Declaration Reference",
      "description" : "(Optional) Use this parameter to specify authentication context declaration 
references.",
      "propertyOrder" : 600,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "isPassive" : {
      "title" : "Passive Authentication",
      "description" : "Use this parameter to indicate whether the identity provider should authenticate 
passively (true) or not (false).",
      "propertyOrder" : 1000,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "requestBinding" : {
      "title" : "Request Binding",
      "description" : "Use this parameter to indicate what binding the SP should use when communicating with 
the IdP.",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
    "nameIdFormat" : {
      "title" : "NameID Format",
      "description" : "(Optional) Use this parameter to specify a SAML Name Identifier format identifier such 
as <pre>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</pre> <pre>urn:oasis:names:tc:SAML:2.0:nameid-
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format:transient</pre> <pre>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</pre>",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "forceAuthn" : {
      "title" : "Force IdP Authentication",
      "description" : "Use this parameter to indicate whether the identity provider should force 
authentication (true) or can reuse existing security contexts (false).",
      "propertyOrder" : 900,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "binding" : {
      "title" : "Response Binding",
      "description" : "Use this parameter to indicate what binding the IdP should use when communicating with 
this SP.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    },
    "metaAlias" : {
      "title" : "SP MetaAlias",
      "description" : "MetaAlias for Service Provider. The format of this parameter is <pre>/realm_name/SP</
pre>",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "allowCreate" : {
      "title" : "Allow IdP to Create NameID",
      "description" : "Use this parameter to indicate whether the identity provider can create a new 
identifier for the principal if none exists (true) or not (false).",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "authnContextClassRef", "idpEntityId", "authComparison", "authnContextDeclRef", "isPassive", 
"requestBinding", "nameIdFormat", "forceAuthn", "binding", "metaAlias", "allowCreate" ]
}

delete

Usage

am> delete SAML2Authentication --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action SAML2Authentication --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SAML2Authentication --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action SAML2Authentication --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SAML2Authentication --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SAML2Authentication --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SAML2Authentication --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SAML2Authentication --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authnContextClassRef" : {
      "title" : "Authentication Context Class Reference",
      "description" : "(Optional) Use this parameter to specify authentication context class references.",
      "propertyOrder" : 500,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "idpEntityId" : {
      "title" : "IdP Entity ID",
      "description" : "The entity name of the SAML2 IdP Service to use for this module (must be configured).",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "authComparison" : {
      "title" : "Comparison Type",
      "description" : "(Optional) Use this parameter to specify a comparison method to evaluate the requested 
context classes or statements. OpenAM accepts the following values: <pre>better</pre>, <pre>exact</pre>, 
<pre>maximum</pre>, and <pre>minimum</pre>.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "authnContextDeclRef" : {
      "title" : "Authentication Context Declaration Reference",
      "description" : "(Optional) Use this parameter to specify authentication context declaration 
references.",
      "propertyOrder" : 600,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "isPassive" : {
      "title" : "Passive Authentication",
      "description" : "Use this parameter to indicate whether the identity provider should authenticate 
passively (true) or not (false).",
      "propertyOrder" : 1000,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "requestBinding" : {
      "title" : "Request Binding",
      "description" : "Use this parameter to indicate what binding the SP should use when communicating with 
the IdP.",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
    "nameIdFormat" : {
      "title" : "NameID Format",
      "description" : "(Optional) Use this parameter to specify a SAML Name Identifier format identifier such 
as <pre>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</pre> <pre>urn:oasis:names:tc:SAML:2.0:nameid-
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format:transient</pre> <pre>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</pre>",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "forceAuthn" : {
      "title" : "Force IdP Authentication",
      "description" : "Use this parameter to indicate whether the identity provider should force 
authentication (true) or can reuse existing security contexts (false).",
      "propertyOrder" : 900,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "binding" : {
      "title" : "Response Binding",
      "description" : "Use this parameter to indicate what binding the IdP should use when communicating with 
this SP.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    },
    "metaAlias" : {
      "title" : "SP MetaAlias",
      "description" : "MetaAlias for Service Provider. The format of this parameter is <pre>/realm_name/SP</
pre>",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "allowCreate" : {
      "title" : "Allow IdP to Create NameID",
      "description" : "Use this parameter to indicate whether the identity provider can create a new 
identifier for the principal if none exists (true) or not (false).",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "authnContextClassRef", "idpEntityId", "authComparison", "authnContextDeclRef", "isPassive", 
"requestBinding", "nameIdFormat", "forceAuthn", "binding", "metaAlias", "allowCreate" ]
}

SOAPSecurityTokenServices

Realm Operations

The SOAP STS endpoint is responsible for storing the configuration of instances of REST Security Token Services (STS). Available
operations are create, read, update, delete, query, schema and template.

Resource path:

/realm-config/services/sts/soap-sts

Resource version: 1.0
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create

Usage

am> create SOAPSecurityTokenServices --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "soapStsSaml2" : {
      "type" : "object",
      "title" : "SAML2 Token",
      "propertyOrder" : 3,
      "properties" : {
        "saml2-encrypt-nameid" : {
          "title" : "Encrypt NameID",
          "description" : "Check this box if the assertion NameID should be encrypted. If this box is checked, 
the Encrypt Assertion box cannot be checked.",
          "propertyOrder" : 3900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-custom-attribute-mapper-class-name" : {
          "title" : "Custom Attribute Mapper Class Name",
          "description" : "If the class implementing attribute mapping for attributes contained in the issued 
SAML2 assertion needs to be customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AttributeMapper</code> interface, and specify 
the class name of the implementation here.",
          "propertyOrder" : 3300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encryption-algorithm" : {
          "title" : "Encryption Algorithm",
          "description" : "Algorithm used to encrypt generated assertions.",
          "propertyOrder" : 4000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-keystore-filename" : {
          "title" : "KeystorePath",
          "description" : "Path to keystore<br><br>Provide either the full filesystem path to a filesystem 
resident keystore, or a classpath-relative path to a keystore bundled in the OpenAM .war file. This keystore 
contains the IdP public/private keys and SP public key for signed and/or encrypted assertions. If assertions 
are neither signed nor encrypted, these values need not be specified.",
          "propertyOrder" : 4100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-key-transport-algorithm" : {
          "title" : "Key Transport Algorithm",
          "description" : "This setting controls the encryption algorithm used to encrypt the symmetric 
encryption key when SAML2 token encryption is enabled. Valid values include: <pre>http://www.w3.org/2001/04/
xmlenc#rsa-1_5</pre>, <pre>http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p</pre>, and <pre>http://www.w3.org/
2009/xmlenc11#rsa-oaep</pre>",
          "propertyOrder" : 4060,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encrypt-assertion" : {
          "title" : "Encrypt Assertion",
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          "description" : "Check this box if the entire assertion should be encrypted. If this box is checked, 
the Encrypt NameID and Encrypt Attributes boxes cannot be checked.",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-name-id-format" : {
          "title" : "NameIdFormat",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-keystore-password" : {
          "title" : "Keystore Password",
          "description" : "",
          "propertyOrder" : 4200,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "saml2-custom-authentication-statements-provider-class-name" : {
          "title" : "Custom AuthenticationStatements Class Name",
          "description" : "If the AuthenticationStatements of the issued SAML2 assertion need to be 
customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthenticationStatementsProvider</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-conditions-provider-class-name" : {
          "title" : "Custom Conditions Provider Class Name ",
          "description" : "If the Conditions of the issued SAML2 assertion need to be customized, implement 
the org.forgerock.openam.sts.tokengeneration.saml2.statements.ConditionsProvider interface, and specify the 
class name of the implementation here.",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-sign-assertion" : {
          "title" : "Sign Assertion",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-token-lifetime-seconds" : {
          "title" : "Token Lifetime (Seconds)",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "saml2-custom-subject-provider-class-name" : {
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          "title" : "Custom Subject Provider Class Name ",
          "description" : "If the Subject of the issued SAML2 assertion needs to be customized, implement the 
org.forgerock.openam.sts.tokengeneration.saml2.statements.SubjectProvider interface, and specify the class 
name of the implementation here.",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-authz-decision-statements-provider-class-name" : {
          "title" : "Custom Authorization Decision Statements Class Name",
          "description" : "If the AuthorizationDecisionStatements of the issued SAML2 assertion need to be 
customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthzDecisionStatementsProvider</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-attribute-statements-provider-class-name" : {
          "title" : "Custom AttributeStatements Class Name",
          "description" : "If the AttributeStatements of the issued SAML2 assertion need to be customized, 
implement the <code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AttributeStatementsProvider</
code> interface, and specify the class name of the implementation here.",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-authn-context-mapper-class-name" : {
          "title" : "Custom Authentication Context Class Name",
          "description" : "If the AuthnContext mapping implemented by the 
<code>org.forgerock.openam.sts.soap.token.provider.saml2.DefaultSaml2XmlTokenAuthnContextMapper</code> class 
needs to be customized, implement the 
<code>org.forgerock.openam.sts.soap.token.provider.saml2.Saml2XmlTokenAuthnContextMapper</code> interface, and 
specify the name of the implementation here.",
          "propertyOrder" : 3400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-sp-entity-id" : {
          "title" : "Service Provider Entity Id",
          "description" : "Values will be used to populate the Audiences of the AudienceRestriction element of 
the Conditions element. This value is required when issuing Bearer assertions. See section 4.1.4.2 of Profiles 
for the OASIS Security Assertion Markup Language (SAML) V2.0 for details.",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "issuer-name" : {
          "title" : "SAML2 issuer Id",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-signature-key-password" : {
          "title" : "Signature Key Password",
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          "description" : "",
          "propertyOrder" : 4600,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "saml2-encrypt-attributes" : {
          "title" : "Encrypt Attributes",
          "description" : "Check this box if the assertion Attributes should be encrypted. If this box is 
checked, the Encrypt Assertion box cannot be checked.",
          "propertyOrder" : 3800,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-signature-key-alias" : {
          "title" : "Signature Key Alias",
          "description" : "Corresponds to the private key of the IdP. Will be used to sign assertions. Value 
can remain unspecified unless assertions are signed.",
          "propertyOrder" : 4500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encryption-key-alias" : {
          "title" : "Encryption Key Alias",
          "description" : "This alias corresponds to the SP's x509 Certificate identified by the SP Entity ID 
for this rest-sts instance. Not necessary unless assertions are to be encrypted.",
          "propertyOrder" : 4400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-attribute-map" : {
          "title" : "Attribute Mappings",
          "description" : "Contains the mapping of assertion attribute names (Map keys) to local OpenAM 
attributes (Map values) in configured data stores.<br>Format: <code>assertion_attr_name=ldap_attr_name</
code><br><br>The DefaultAttributeMapper looks at profile attributes in configured data stores, or in Session 
properties. The keys will define the name of the attributes included in the Assertion Attribute statements, 
and the data pulled from the subject's directory entry or session state corresponding to the map value will 
define the value corresponding to this attribute name. The keys can have the format <code>[NameFomatURI|]SAML 
ATTRIBUTE NAME.</code> If the attribute value is enclosed in quotes, that quoted value will be included in the 
attribute without mapping. Binary attributes should be followed by ';binary'.<br>Examples: 
<ul><li>EmailAddress=mail</li><li>Address=postaladdress</li><li>urn:oasis:names:tc:SAML:2.0:attrname-
format:uri|urn:mace:dir:attribute-def:cn=cn</li><li>partnerID=\"staticPartnerIDValue\"</
li><li>urn:oasis:names:tc:SAML:2.0:attrname-format:uri|nameID=\"staticNameIDValue\"</
li><li>photo=photo;binary</li><li>urn:oasis:names:tc:SAML:2.0:attrname-format:uri|photo=photo;binary</li></
ul>",
          "propertyOrder" : 3500,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "saml2-sp-acs-url" : {
          "title" : "Service Provider Assertion Consumer Service Url",
          "description" : "When issuing bearer assertions, the recipient attribute of the SubjectConfirmation 
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element must be set to the Service Provider Assertion Consumer Service Url. See section 4.1.4.2 of Profiles 
for the OASIS Security Assertion Markup Language (SAML) V2.0 for details. Value required when issuing Bearer 
assertions.",
          "propertyOrder" : 2500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "soapStsOidc" : {
      "type" : "object",
      "title" : "OpenID Connect Token ",
      "propertyOrder" : 4,
      "properties" : {
        "oidc-issuer" : {
          "title" : "OpenID Connect Token Provider ID",
          "description" : "",
          "propertyOrder" : 4700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-claim-map" : {
          "title" : "Claim Map",
          "description" : "Contains the mapping of OIDC token claim names (Map keys) to local OpenAM 
attributes (Map values) in configured data stores. Format: <code>claim_name=attribute_name</code><br><br>The 
keys in the map will be claim entries in the issued OIDC token, and the value of these claims will be the 
principal attribute state resulting from LDAP datastore lookup of the map values. If no values are returned 
from the LDAP datastore lookup of the attribute corresponding to the map value, no claim will be set in the 
issued OIDC token.",
          "propertyOrder" : 6100,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "oidc-custom-authn-method-references-mapper-class" : {
          "title" : "Custom Authn Methods References Mapper Class",
          "description" : "If issued OIDC tokens are to contain amr claims, implement the 
<code>org.forgerock.openam.sts.rest.token.provider.oidc.OpenIdConnectTokenAuthMethodReferencesMapper</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 6400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-authorized-party" : {
          "title" : "Authorized Party ",
          "description" : "Optional. Will be set in the azp claim",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-client-secret" : {
          "title" : "Client Secret",
          "description" : "For HMAC-signed tokens, the client secret used as the HMAC key<br><br>For HMAC-
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signed tokens, the KeyStore location, password, signature key alias and password configurations are not 
required.",
          "propertyOrder" : 5700,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-keystore-location" : {
          "title" : "KeyStore Location",
          "description" : "For RSA-signed tokens, the filesystem or classpath location of the KeyStore 
containing signing key entry<br><br>For RSA-signed tokens, the KeyStore location, password, signing-key alias, 
and signing key password must be specified. The client secret is not required for RSA-signed tokens.",
          "propertyOrder" : 5100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-public-key-reference-type" : {
          "title" : "Public Key Reference Type",
          "description" : "For tokens signed with RSA, how should corresponding public key be referenced in 
the issued jwt",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-signature-key-password" : {
          "title" : "Signature Key Password",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-signature-key-alias" : {
          "title" : "KeyStore Signing Key Alias",
          "description" : "For RSA-signed tokens, corresponds to the private key of the OIDC OP. Will be used 
to sign assertions.",
          "propertyOrder" : 5400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-keystore-password" : {
          "title" : "KeyStore Password",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-custom-authn-context-mapper-class" : {
          "title" : "Custom Authn Context Mapper Class",
          "description" : "If issued OIDC tokens are to contain acr claims, implement the 
<code>org.forgerock.openam.sts.rest.token.provider.oidc.OpenIdConnectTokenAuthnContextMapper</code> interface, 
and specify the class name of the implementation here.",
          "propertyOrder" : 6300,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "oidc-signature-algorithm" : {
          "title" : "Token Signature Algorithm",
          "description" : "Algorithm used to sign issued OIDC tokens",
          "propertyOrder" : 4900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-audience" : {
          "title" : "Issued Tokens Audience",
          "description" : "Contents will be set in the aud claim",
          "propertyOrder" : 5900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "oidc-token-lifetime-seconds" : {
          "title" : "Token Lifetime (Seconds)",
          "description" : "",
          "propertyOrder" : 4800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "oidc-custom-claim-mapper-class" : {
          "title" : "Custom Claim Mapper Class",
          "description" : "",
          "propertyOrder" : 6200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "soapStsDeployment" : {
      "type" : "object",
      "title" : "Deployment",
      "propertyOrder" : 1,
      "properties" : {
        "deployment-auth-target-mappings" : {
          "title" : "Authentication Target Mappings",
          "description" : "Configuration of consumption of OpenAM's rest-authN<br><br>Each deployed STS is 
configured with the authentication targets for each input token type for each supported token transformation. 
For example, if the transformation OPENIDCONNECT->SAML2 is supported, the STS instance must be configured with 
information specifying which elements of the OpenAM restful authentication context needs to be consumed to 
validate the OPENIDCONNECT token. The elements of the configuration tuple are separated by '|'. <br>The first 
element is the input token type in the token transform: i.e. X509, OPENIDCONNECT, USERNAME, or OPENAM. The 
second element is the authentication target - i.e. either 'module' or 'service', and the third element is the 
name of the authentication module or service. The fourth (optional) element provides the STS authentication 
context information about the to-be-consumed authentication context. <r>When transforming OpenID Connect Id 
tokens, the OpenID Connect authentication module must be consumed, and thus a deployed rest-sts instance must 
be configured with the name of the header/cookie element where the OpenID Connect Id token will be placed. For 
this example, the following string would define these configurations: <code>OPENIDCONNECT|module|oidc|
oidc_id_token_auth_target_header_key=oidc_id_token</code>. In this case, 'oidc' is the name of the OpenID 
Connect authentication module created to authenticate OpenID Connect tokens. <br>When transforming a X509 
Certificate, the Certificate module must be consumed, and the published rest-sts instance must be configured 
with the name of the Certificate module (or the service containing the module), and the header name configured 
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for the Certificate module corresponding to where the Certificate module can expect to find the to-be-
validated Certificate. The following string would define these configurations: <code>X509|module|cert_module|
x509_token_auth_target_header_key=client_cert</code>. In this case 'cert_module' is the name of the 
Certificate module, and client_cert is the header name where Certificate module has been configured to find 
the client's Certificate.",
          "propertyOrder" : 500,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "deployment-wsdl-location" : {
          "title" : "Wsdl File Referencing Security Policy Binding Selection",
          "description" : "Choose the SupportingToken type and corresponding SecurityPolicy binding which will 
protect your sts instance. This choice will determine the SecurityPolicy bindings in the wsdl file defining 
the WS-Trust API<br><br>Note that the SupportingToken type selected must correspond to the Security Policy 
Validated Token selection. Note if a custom wsdl file is chose, the user is responsible for providing a 
properly formatted wsdl file. See documentation for details.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deployment-custom-wsdl-location" : {
          "title" : "Custom wsdl File",
          "description" : "The location (on soap-sts .war accessible filesystem or soap-sts .war classpath) of 
the custom wsdl file.<br><br>If the signing and/or encryption of the request and/or response messages 
specified in the SecurityPolicy bindings of standard soap-sts wdsl files must be customized, specify the name 
of the customized wsdl file here. See documentation for additional details.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "delegation-validated-token-types" : {
          "title" : "Delegated Token Types",
          "description" : "If delegation relationships are supported, out-of-the-box validation support for 
the validation of username and OpenAM session tokens included as the ActAs/OnBehalfOf element is configured 
here. If delegation relationships are supported, out-of-the-box validation support for the validation of 
username and OpenAM session tokens included as the ActAs/OnBehalfOf element is configured here.<br><br>If a 
value is selected in this list, then no Custom Delegation Handlers must be specified. The true/false value 
indicates whether the interim OpenAM session, created as part of delegated token validation, should be 
invalidated following token creation.",
          "propertyOrder" : 1200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "deployment-custom-service-name" : {
          "title" : "Custom Service QName",
          "description" : "The name attribute of the wsdl:Service element referenced in the Custom wsdl File, 
in QName format.<br><br>Example: <code>{http://docs.oasis-open.org/ws-sx/ws-trust/200512/}service_name</
code>",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "delegation-relationship-supported" : {
          "title" : "Delegation Relationships Supported",
          "description" : "Check if the RST will include ActAs/OnBehalfOf token elements<br><br>If SAML2 
assertions with SenderVouches SubjectConfirmation are to be issued, this box must be checked.",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "deployment-am-url" : {
          "title" : "OpenAM URL",
          "description" : "Set to URL of the OpenAM instance or site deployment.<br><br>The OpenAM deployment 
will be consulted for published soap-sts instances, and to authenticate and issue tokens.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "delegation-custom-token-handlers" : {
          "title" : "Custom Delegation Handlers ",
          "description" : "If delegation relationships are supported, the class names soap-sts .war file 
classpath resident implementations of the <code>org.apache.cxf.sts.token.delegation.TokenDelegationHandler</
code> interface can be specified here.<br><br>Custom TokenDelegationHandler implementations will be invoked to 
validate the potentially custom token element included in the ActAs/OnBehalfOf element in the 
RequestSecurityToken invocation. Note that a TokenDelegationHandler does not need to be supplied to validate 
username or OpenAM session tokens. The validation of these tokens are supported out-of-the-box by selecting 
them in the Delegated Token Types list.",
          "propertyOrder" : 1300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "deployment-custom-service-port" : {
          "title" : "Custom Port QName",
          "description" : "The name attribute of the wsdl:Port element referenced in the Custom wsdl File, in 
QName format.<br><br>Example: <code>{http://docs.oasis-open.org/ws-sx/ws-trust/200512/}service_port_name</
code>",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "soapStsGeneral" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 0,
      "properties" : {
        "issued-token-types" : {
          "title" : "Issued Tokens",
          "description" : "Determines which tokens this soap STS instance will issue",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
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          "type" : "array",
          "exampleValue" : ""
        },
        "persist-issued-tokens-in-cts" : {
          "title" : "Persist Issued Tokens in Core Token Store",
          "description" : "Necessary to support token validation and cancellation<br><br>Validation of STS-
issued tokens will involve determining whether the token has been issued, has not expired, and has not been 
cancelled. Token cancellation involves removing the record of this token from the CTS. Thus CTS persistence of 
STS-issued tokens is required to support these features.",
          "propertyOrder" : 100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "security-policy-validated-token-config" : {
          "title" : "Security Policy Validated Token",
          "description" : "Determines the SupportingToken type in the WS-SecurityPolicy bindings in the soap 
STS' wsdl, and whether the interim OpenAM session resulting from successful SupportingToken validation, should 
be invalidated following token issue.",
          "propertyOrder" : 300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "soapStsSoap" : {
      "type" : "object",
      "title" : "Soap Keystore",
      "propertyOrder" : 2,
      "properties" : {
        "soap-encryption-key-password" : {
          "title" : "Decryption Key Password",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "soap-signature-key-alias" : {
          "title" : "Signature Key Alias",
          "description" : "Alias of key used to sign messages from STS. Necessary for asymmetric binding.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "soap-signature-key-password" : {
          "title" : "Signature Key Password",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "soap-keystore-filename" : {
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          "title" : "Soap Keystore Location",
          "description" : "The location of the keystore which contains the key state necessary for the CXF and 
WSS4j runtime to enforce the SecurityPolicy bindings associated with this STS instance.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "soap-keystore-password" : {
          "title" : "Keystore Password",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "soap-encryption-key-alias" : {
          "title" : "Decryption Key Alias",
          "description" : "Alias of key used by the STS to decrypt client messages in the asymmetric binding, 
and to decrypt the client-generated symmetric key in the symmetric binding. Corresponds to an STS 
PrivateKeyEntry.",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete SOAPSecurityTokenServices --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SOAPSecurityTokenServices --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action SOAPSecurityTokenServices --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SOAPSecurityTokenServices --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SOAPSecurityTokenServices --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SOAPSecurityTokenServices --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SOAPSecurityTokenServices --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "soapStsSaml2" : {
      "type" : "object",
      "title" : "SAML2 Token",
      "propertyOrder" : 3,
      "properties" : {
        "saml2-encrypt-nameid" : {
          "title" : "Encrypt NameID",
          "description" : "Check this box if the assertion NameID should be encrypted. If this box is checked, 
the Encrypt Assertion box cannot be checked.",
          "propertyOrder" : 3900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-custom-attribute-mapper-class-name" : {
          "title" : "Custom Attribute Mapper Class Name",
          "description" : "If the class implementing attribute mapping for attributes contained in the issued 
SAML2 assertion needs to be customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AttributeMapper</code> interface, and specify 
the class name of the implementation here.",
          "propertyOrder" : 3300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encryption-algorithm" : {
          "title" : "Encryption Algorithm",
          "description" : "Algorithm used to encrypt generated assertions.",
          "propertyOrder" : 4000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-keystore-filename" : {
          "title" : "KeystorePath",
          "description" : "Path to keystore<br><br>Provide either the full filesystem path to a filesystem 
resident keystore, or a classpath-relative path to a keystore bundled in the OpenAM .war file. This keystore 
contains the IdP public/private keys and SP public key for signed and/or encrypted assertions. If assertions 
are neither signed nor encrypted, these values need not be specified.",
          "propertyOrder" : 4100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-key-transport-algorithm" : {
          "title" : "Key Transport Algorithm",
          "description" : "This setting controls the encryption algorithm used to encrypt the symmetric 
encryption key when SAML2 token encryption is enabled. Valid values include: <pre>http://www.w3.org/2001/04/
xmlenc#rsa-1_5</pre>, <pre>http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p</pre>, and <pre>http://www.w3.org/
2009/xmlenc11#rsa-oaep</pre>",
          "propertyOrder" : 4060,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encrypt-assertion" : {
          "title" : "Encrypt Assertion",
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          "description" : "Check this box if the entire assertion should be encrypted. If this box is checked, 
the Encrypt NameID and Encrypt Attributes boxes cannot be checked.",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-name-id-format" : {
          "title" : "NameIdFormat",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-keystore-password" : {
          "title" : "Keystore Password",
          "description" : "",
          "propertyOrder" : 4200,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "saml2-custom-authentication-statements-provider-class-name" : {
          "title" : "Custom AuthenticationStatements Class Name",
          "description" : "If the AuthenticationStatements of the issued SAML2 assertion need to be 
customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthenticationStatementsProvider</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-conditions-provider-class-name" : {
          "title" : "Custom Conditions Provider Class Name ",
          "description" : "If the Conditions of the issued SAML2 assertion need to be customized, implement 
the org.forgerock.openam.sts.tokengeneration.saml2.statements.ConditionsProvider interface, and specify the 
class name of the implementation here.",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-sign-assertion" : {
          "title" : "Sign Assertion",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-token-lifetime-seconds" : {
          "title" : "Token Lifetime (Seconds)",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "saml2-custom-subject-provider-class-name" : {
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          "title" : "Custom Subject Provider Class Name ",
          "description" : "If the Subject of the issued SAML2 assertion needs to be customized, implement the 
org.forgerock.openam.sts.tokengeneration.saml2.statements.SubjectProvider interface, and specify the class 
name of the implementation here.",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-authz-decision-statements-provider-class-name" : {
          "title" : "Custom Authorization Decision Statements Class Name",
          "description" : "If the AuthorizationDecisionStatements of the issued SAML2 assertion need to be 
customized, implement the 
<code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthzDecisionStatementsProvider</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-attribute-statements-provider-class-name" : {
          "title" : "Custom AttributeStatements Class Name",
          "description" : "If the AttributeStatements of the issued SAML2 assertion need to be customized, 
implement the <code>org.forgerock.openam.sts.tokengeneration.saml2.statements.AttributeStatementsProvider</
code> interface, and specify the class name of the implementation here.",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-custom-authn-context-mapper-class-name" : {
          "title" : "Custom Authentication Context Class Name",
          "description" : "If the AuthnContext mapping implemented by the 
<code>org.forgerock.openam.sts.soap.token.provider.saml2.DefaultSaml2XmlTokenAuthnContextMapper</code> class 
needs to be customized, implement the 
<code>org.forgerock.openam.sts.soap.token.provider.saml2.Saml2XmlTokenAuthnContextMapper</code> interface, and 
specify the name of the implementation here.",
          "propertyOrder" : 3400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-sp-entity-id" : {
          "title" : "Service Provider Entity Id",
          "description" : "Values will be used to populate the Audiences of the AudienceRestriction element of 
the Conditions element. This value is required when issuing Bearer assertions. See section 4.1.4.2 of Profiles 
for the OASIS Security Assertion Markup Language (SAML) V2.0 for details.",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "issuer-name" : {
          "title" : "SAML2 issuer Id",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-signature-key-password" : {
          "title" : "Signature Key Password",
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          "description" : "",
          "propertyOrder" : 4600,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "saml2-encrypt-attributes" : {
          "title" : "Encrypt Attributes",
          "description" : "Check this box if the assertion Attributes should be encrypted. If this box is 
checked, the Encrypt Assertion box cannot be checked.",
          "propertyOrder" : 3800,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saml2-signature-key-alias" : {
          "title" : "Signature Key Alias",
          "description" : "Corresponds to the private key of the IdP. Will be used to sign assertions. Value 
can remain unspecified unless assertions are signed.",
          "propertyOrder" : 4500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-encryption-key-alias" : {
          "title" : "Encryption Key Alias",
          "description" : "This alias corresponds to the SP's x509 Certificate identified by the SP Entity ID 
for this rest-sts instance. Not necessary unless assertions are to be encrypted.",
          "propertyOrder" : 4400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "saml2-attribute-map" : {
          "title" : "Attribute Mappings",
          "description" : "Contains the mapping of assertion attribute names (Map keys) to local OpenAM 
attributes (Map values) in configured data stores.<br>Format: <code>assertion_attr_name=ldap_attr_name</
code><br><br>The DefaultAttributeMapper looks at profile attributes in configured data stores, or in Session 
properties. The keys will define the name of the attributes included in the Assertion Attribute statements, 
and the data pulled from the subject's directory entry or session state corresponding to the map value will 
define the value corresponding to this attribute name. The keys can have the format <code>[NameFomatURI|]SAML 
ATTRIBUTE NAME.</code> If the attribute value is enclosed in quotes, that quoted value will be included in the 
attribute without mapping. Binary attributes should be followed by ';binary'.<br>Examples: 
<ul><li>EmailAddress=mail</li><li>Address=postaladdress</li><li>urn:oasis:names:tc:SAML:2.0:attrname-
format:uri|urn:mace:dir:attribute-def:cn=cn</li><li>partnerID=\"staticPartnerIDValue\"</
li><li>urn:oasis:names:tc:SAML:2.0:attrname-format:uri|nameID=\"staticNameIDValue\"</
li><li>photo=photo;binary</li><li>urn:oasis:names:tc:SAML:2.0:attrname-format:uri|photo=photo;binary</li></
ul>",
          "propertyOrder" : 3500,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "saml2-sp-acs-url" : {
          "title" : "Service Provider Assertion Consumer Service Url",
          "description" : "When issuing bearer assertions, the recipient attribute of the SubjectConfirmation 
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element must be set to the Service Provider Assertion Consumer Service Url. See section 4.1.4.2 of Profiles 
for the OASIS Security Assertion Markup Language (SAML) V2.0 for details. Value required when issuing Bearer 
assertions.",
          "propertyOrder" : 2500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "soapStsOidc" : {
      "type" : "object",
      "title" : "OpenID Connect Token ",
      "propertyOrder" : 4,
      "properties" : {
        "oidc-issuer" : {
          "title" : "OpenID Connect Token Provider ID",
          "description" : "",
          "propertyOrder" : 4700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-claim-map" : {
          "title" : "Claim Map",
          "description" : "Contains the mapping of OIDC token claim names (Map keys) to local OpenAM 
attributes (Map values) in configured data stores. Format: <code>claim_name=attribute_name</code><br><br>The 
keys in the map will be claim entries in the issued OIDC token, and the value of these claims will be the 
principal attribute state resulting from LDAP datastore lookup of the map values. If no values are returned 
from the LDAP datastore lookup of the attribute corresponding to the map value, no claim will be set in the 
issued OIDC token.",
          "propertyOrder" : 6100,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "oidc-custom-authn-method-references-mapper-class" : {
          "title" : "Custom Authn Methods References Mapper Class",
          "description" : "If issued OIDC tokens are to contain amr claims, implement the 
<code>org.forgerock.openam.sts.rest.token.provider.oidc.OpenIdConnectTokenAuthMethodReferencesMapper</code> 
interface, and specify the class name of the implementation here.",
          "propertyOrder" : 6400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-authorized-party" : {
          "title" : "Authorized Party ",
          "description" : "Optional. Will be set in the azp claim",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-client-secret" : {
          "title" : "Client Secret",
          "description" : "For HMAC-signed tokens, the client secret used as the HMAC key<br><br>For HMAC-

Amster Entity Reference PingAM

3424 Copyright © 2025 Ping Identity Corporation



signed tokens, the KeyStore location, password, signature key alias and password configurations are not 
required.",
          "propertyOrder" : 5700,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-keystore-location" : {
          "title" : "KeyStore Location",
          "description" : "For RSA-signed tokens, the filesystem or classpath location of the KeyStore 
containing signing key entry<br><br>For RSA-signed tokens, the KeyStore location, password, signing-key alias, 
and signing key password must be specified. The client secret is not required for RSA-signed tokens.",
          "propertyOrder" : 5100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-public-key-reference-type" : {
          "title" : "Public Key Reference Type",
          "description" : "For tokens signed with RSA, how should corresponding public key be referenced in 
the issued jwt",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-signature-key-password" : {
          "title" : "Signature Key Password",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-signature-key-alias" : {
          "title" : "KeyStore Signing Key Alias",
          "description" : "For RSA-signed tokens, corresponds to the private key of the OIDC OP. Will be used 
to sign assertions.",
          "propertyOrder" : 5400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-keystore-password" : {
          "title" : "KeyStore Password",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "oidc-custom-authn-context-mapper-class" : {
          "title" : "Custom Authn Context Mapper Class",
          "description" : "If issued OIDC tokens are to contain acr claims, implement the 
<code>org.forgerock.openam.sts.rest.token.provider.oidc.OpenIdConnectTokenAuthnContextMapper</code> interface, 
and specify the class name of the implementation here.",
          "propertyOrder" : 6300,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "oidc-signature-algorithm" : {
          "title" : "Token Signature Algorithm",
          "description" : "Algorithm used to sign issued OIDC tokens",
          "propertyOrder" : 4900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "oidc-audience" : {
          "title" : "Issued Tokens Audience",
          "description" : "Contents will be set in the aud claim",
          "propertyOrder" : 5900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "oidc-token-lifetime-seconds" : {
          "title" : "Token Lifetime (Seconds)",
          "description" : "",
          "propertyOrder" : 4800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "oidc-custom-claim-mapper-class" : {
          "title" : "Custom Claim Mapper Class",
          "description" : "",
          "propertyOrder" : 6200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "soapStsDeployment" : {
      "type" : "object",
      "title" : "Deployment",
      "propertyOrder" : 1,
      "properties" : {
        "deployment-auth-target-mappings" : {
          "title" : "Authentication Target Mappings",
          "description" : "Configuration of consumption of OpenAM's rest-authN<br><br>Each deployed STS is 
configured with the authentication targets for each input token type for each supported token transformation. 
For example, if the transformation OPENIDCONNECT->SAML2 is supported, the STS instance must be configured with 
information specifying which elements of the OpenAM restful authentication context needs to be consumed to 
validate the OPENIDCONNECT token. The elements of the configuration tuple are separated by '|'. <br>The first 
element is the input token type in the token transform: i.e. X509, OPENIDCONNECT, USERNAME, or OPENAM. The 
second element is the authentication target - i.e. either 'module' or 'service', and the third element is the 
name of the authentication module or service. The fourth (optional) element provides the STS authentication 
context information about the to-be-consumed authentication context. <r>When transforming OpenID Connect Id 
tokens, the OpenID Connect authentication module must be consumed, and thus a deployed rest-sts instance must 
be configured with the name of the header/cookie element where the OpenID Connect Id token will be placed. For 
this example, the following string would define these configurations: <code>OPENIDCONNECT|module|oidc|
oidc_id_token_auth_target_header_key=oidc_id_token</code>. In this case, 'oidc' is the name of the OpenID 
Connect authentication module created to authenticate OpenID Connect tokens. <br>When transforming a X509 
Certificate, the Certificate module must be consumed, and the published rest-sts instance must be configured 
with the name of the Certificate module (or the service containing the module), and the header name configured 
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for the Certificate module corresponding to where the Certificate module can expect to find the to-be-
validated Certificate. The following string would define these configurations: <code>X509|module|cert_module|
x509_token_auth_target_header_key=client_cert</code>. In this case 'cert_module' is the name of the 
Certificate module, and client_cert is the header name where Certificate module has been configured to find 
the client's Certificate.",
          "propertyOrder" : 500,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "deployment-wsdl-location" : {
          "title" : "Wsdl File Referencing Security Policy Binding Selection",
          "description" : "Choose the SupportingToken type and corresponding SecurityPolicy binding which will 
protect your sts instance. This choice will determine the SecurityPolicy bindings in the wsdl file defining 
the WS-Trust API<br><br>Note that the SupportingToken type selected must correspond to the Security Policy 
Validated Token selection. Note if a custom wsdl file is chose, the user is responsible for providing a 
properly formatted wsdl file. See documentation for details.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "deployment-custom-wsdl-location" : {
          "title" : "Custom wsdl File",
          "description" : "The location (on soap-sts .war accessible filesystem or soap-sts .war classpath) of 
the custom wsdl file.<br><br>If the signing and/or encryption of the request and/or response messages 
specified in the SecurityPolicy bindings of standard soap-sts wdsl files must be customized, specify the name 
of the customized wsdl file here. See documentation for additional details.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "delegation-validated-token-types" : {
          "title" : "Delegated Token Types",
          "description" : "If delegation relationships are supported, out-of-the-box validation support for 
the validation of username and OpenAM session tokens included as the ActAs/OnBehalfOf element is configured 
here. If delegation relationships are supported, out-of-the-box validation support for the validation of 
username and OpenAM session tokens included as the ActAs/OnBehalfOf element is configured here.<br><br>If a 
value is selected in this list, then no Custom Delegation Handlers must be specified. The true/false value 
indicates whether the interim OpenAM session, created as part of delegated token validation, should be 
invalidated following token creation.",
          "propertyOrder" : 1200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "deployment-custom-service-name" : {
          "title" : "Custom Service QName",
          "description" : "The name attribute of the wsdl:Service element referenced in the Custom wsdl File, 
in QName format.<br><br>Example: <code>{http://docs.oasis-open.org/ws-sx/ws-trust/200512/}service_name</
code>",
          "propertyOrder" : 900,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "delegation-relationship-supported" : {
          "title" : "Delegation Relationships Supported",
          "description" : "Check if the RST will include ActAs/OnBehalfOf token elements<br><br>If SAML2 
assertions with SenderVouches SubjectConfirmation are to be issued, this box must be checked.",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "deployment-am-url" : {
          "title" : "OpenAM URL",
          "description" : "Set to URL of the OpenAM instance or site deployment.<br><br>The OpenAM deployment 
will be consulted for published soap-sts instances, and to authenticate and issue tokens.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "delegation-custom-token-handlers" : {
          "title" : "Custom Delegation Handlers ",
          "description" : "If delegation relationships are supported, the class names soap-sts .war file 
classpath resident implementations of the <code>org.apache.cxf.sts.token.delegation.TokenDelegationHandler</
code> interface can be specified here.<br><br>Custom TokenDelegationHandler implementations will be invoked to 
validate the potentially custom token element included in the ActAs/OnBehalfOf element in the 
RequestSecurityToken invocation. Note that a TokenDelegationHandler does not need to be supplied to validate 
username or OpenAM session tokens. The validation of these tokens are supported out-of-the-box by selecting 
them in the Delegated Token Types list.",
          "propertyOrder" : 1300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "deployment-custom-service-port" : {
          "title" : "Custom Port QName",
          "description" : "The name attribute of the wsdl:Port element referenced in the Custom wsdl File, in 
QName format.<br><br>Example: <code>{http://docs.oasis-open.org/ws-sx/ws-trust/200512/}service_port_name</
code>",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "soapStsGeneral" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 0,
      "properties" : {
        "issued-token-types" : {
          "title" : "Issued Tokens",
          "description" : "Determines which tokens this soap STS instance will issue",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
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          "type" : "array",
          "exampleValue" : ""
        },
        "persist-issued-tokens-in-cts" : {
          "title" : "Persist Issued Tokens in Core Token Store",
          "description" : "Necessary to support token validation and cancellation<br><br>Validation of STS-
issued tokens will involve determining whether the token has been issued, has not expired, and has not been 
cancelled. Token cancellation involves removing the record of this token from the CTS. Thus CTS persistence of 
STS-issued tokens is required to support these features.",
          "propertyOrder" : 100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "security-policy-validated-token-config" : {
          "title" : "Security Policy Validated Token",
          "description" : "Determines the SupportingToken type in the WS-SecurityPolicy bindings in the soap 
STS' wsdl, and whether the interim OpenAM session resulting from successful SupportingToken validation, should 
be invalidated following token issue.",
          "propertyOrder" : 300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "soapStsSoap" : {
      "type" : "object",
      "title" : "Soap Keystore",
      "propertyOrder" : 2,
      "properties" : {
        "soap-encryption-key-password" : {
          "title" : "Decryption Key Password",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "soap-signature-key-alias" : {
          "title" : "Signature Key Alias",
          "description" : "Alias of key used to sign messages from STS. Necessary for asymmetric binding.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "soap-signature-key-password" : {
          "title" : "Signature Key Password",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "soap-keystore-filename" : {
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          "title" : "Soap Keystore Location",
          "description" : "The location of the keystore which contains the key state necessary for the CXF and 
WSS4j runtime to enforce the SecurityPolicy bindings associated with this STS instance.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "soap-keystore-password" : {
          "title" : "Keystore Password",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "soap-encryption-key-alias" : {
          "title" : "Decryption Key Alias",
          "description" : "Alias of key used by the STS to decrypt client messages in the asymmetric binding, 
and to decrypt the client-generated symmetric key in the symmetric binding. Corresponds to an STS 
PrivateKeyEntry.",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

SaeModule

Realm Operations

Resource path:

/realm-config/authentication/modules/sae

Resource version: 1.0

create

Usage

am> create SaeModule --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete SaeModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SaeModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SaeModule --realm Realm --actionName getCreatableTypes
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SaeModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SaeModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SaeModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SaeModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/sae

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SaeModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SaeModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SaeModule --global --actionName nextdescendents
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read

Usage

am> read SaeModule --global

update

Usage

am> update SaeModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

Saml2Entities

Realm Operations

This endpoint allows querying SAML2 entities configured in the system regardless of whether they are hosted or remote

Resource path:
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/realm-config/saml2

Resource version: 1.0

query

Usage

am> query Saml2Entities --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

Saml2Entity

Realm Operations

Resource path:

/realm-config/federation/entityproviders/saml2

Resource version: 1.0

create

Usage

am> create Saml2Entity --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "metadata" : {
      "title" : "Metadata",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "entityConfig" : {
      "title" : "Entity Configuration",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete Saml2Entity --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Saml2Entity --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

Amster Entity Reference PingAM

3436 Copyright © 2025 Ping Identity Corporation



am> read Saml2Entity --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Saml2Entity --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "metadata" : {
      "title" : "Metadata",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "entityConfig" : {
      "title" : "Entity Configuration",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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Saml2Module

Realm Operations

Resource path:

/realm-config/authentication/modules/authSaml

Resource version: 1.0

create

Usage

am> create Saml2Module --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "sloRelay" : {
      "title" : "Single Logout URL",
      "description" : "If Single Logout is enabled, this is the URL to which the user should be forwarded 
after successful IdP logout. This must be a fully-qualified URL (start with http...), or the redirect will not 
function.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "nameIdFormat" : {
      "title" : "NameID Format",
      "description" : "(Optional) Use this parameter to specify a SAML Name Identifier format identifier such 
as <pre>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</pre> <pre>urn:oasis:names:tc:SAML:2.0:nameid-
format:transient</pre> <pre>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</pre>",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "isPassive" : {
      "title" : "Passive Authentication",
      "description" : "Use this parameter to indicate whether the identity provider should authenticate 
passively (true) or not (false).",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authnContextDeclRef" : {
      "title" : "Authentication Context Declaration Reference",
      "description" : "(Optional) Use this parameter to specify authentication context declaration references. 
Separate multiple values with pipe characters (|).",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "entityName" : {
      "title" : "IdP Entity ID",
      "description" : "The entity name of the SAML2 IdP Service to use for this module (must be configured).",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "metaAlias" : {
      "title" : "SP MetaAlias",
      "description" : "MetaAlias for Service Provider. The format of this parameter is <pre>/realm_name/SP</
pre>",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authComparison" : {
      "title" : "Comparison Type",
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      "description" : "(Optional) Use this parameter to specify a comparison method to evaluate the requested 
context classes or statements. OpenAM accepts the following values: <pre>better</pre>, <pre>exact</pre>, 
<pre>maximum</pre>, and <pre>minimum</pre>.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "reqBinding" : {
      "title" : "Request Binding",
      "description" : "Use this parameter to indicate what binding the SP should use when communicating with 
the IdP.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "binding" : {
      "title" : "Response Binding",
      "description" : "Use this parameter to indicate what binding the IdP should use when communicating with 
this SP.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authnContextClassRef" : {
      "title" : "Authentication Context Class Reference",
      "description" : "(Optional) Use this parameter to specify authentication context class references. 
Separate multiple values with pipe characters (|).",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "loginChain" : {
      "title" : "Linking Authentication Chain",
      "description" : "The authentication chain that will be executed when a user is required to be 
authenticated locally to match their user account with that of a remotely authenticated assertion.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "allowCreate" : {
      "title" : "Allow IdP to Create NameID",
      "description" : "Use this parameter to indicate whether the identity provider can create a new 
identifier for the principal if none exists (true) or not (false).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
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    },
    "sloEnabled" : {
      "title" : "Single Logout Enabled",
      "description" : "Enable to attempt logout of the user's IdP session at the point of session logout. 
Required the  <pre>org.forgerock.openam.authentication.modules.saml2.SAML2PostAuthenticationPlugin</pre> to be 
active on the chain that includes this SAML2 module.",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forceAuthn" : {
      "title" : "Force IdP Authentication",
      "description" : "Use this parameter to indicate whether the identity provider should force 
authentication (true) or can reuse existing security contexts (false).",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete Saml2Module --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Saml2Module --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Saml2Module --realm Realm --actionName getCreatableTypes
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Saml2Module --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Saml2Module --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read Saml2Module --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Saml2Module --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "sloRelay" : {
      "title" : "Single Logout URL",
      "description" : "If Single Logout is enabled, this is the URL to which the user should be forwarded 
after successful IdP logout. This must be a fully-qualified URL (start with http...), or the redirect will not 
function.",
      "propertyOrder" : 1500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "nameIdFormat" : {
      "title" : "NameID Format",
      "description" : "(Optional) Use this parameter to specify a SAML Name Identifier format identifier such 
as <pre>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</pre> <pre>urn:oasis:names:tc:SAML:2.0:nameid-
format:transient</pre> <pre>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</pre>",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "isPassive" : {
      "title" : "Passive Authentication",
      "description" : "Use this parameter to indicate whether the identity provider should authenticate 
passively (true) or not (false).",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authnContextDeclRef" : {
      "title" : "Authentication Context Declaration Reference",
      "description" : "(Optional) Use this parameter to specify authentication context declaration references. 
Separate multiple values with pipe characters (|).",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "entityName" : {
      "title" : "IdP Entity ID",
      "description" : "The entity name of the SAML2 IdP Service to use for this module (must be configured).",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "metaAlias" : {
      "title" : "SP MetaAlias",
      "description" : "MetaAlias for Service Provider. The format of this parameter is <pre>/realm_name/SP</
pre>",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authComparison" : {
      "title" : "Comparison Type",
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      "description" : "(Optional) Use this parameter to specify a comparison method to evaluate the requested 
context classes or statements. OpenAM accepts the following values: <pre>better</pre>, <pre>exact</pre>, 
<pre>maximum</pre>, and <pre>minimum</pre>.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "reqBinding" : {
      "title" : "Request Binding",
      "description" : "Use this parameter to indicate what binding the SP should use when communicating with 
the IdP.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "binding" : {
      "title" : "Response Binding",
      "description" : "Use this parameter to indicate what binding the IdP should use when communicating with 
this SP.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authnContextClassRef" : {
      "title" : "Authentication Context Class Reference",
      "description" : "(Optional) Use this parameter to specify authentication context class references. 
Separate multiple values with pipe characters (|).",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "loginChain" : {
      "title" : "Linking Authentication Chain",
      "description" : "The authentication chain that will be executed when a user is required to be 
authenticated locally to match their user account with that of a remotely authenticated assertion.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "allowCreate" : {
      "title" : "Allow IdP to Create NameID",
      "description" : "Use this parameter to indicate whether the identity provider can create a new 
identifier for the principal if none exists (true) or not (false).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
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    },
    "sloEnabled" : {
      "title" : "Single Logout Enabled",
      "description" : "Enable to attempt logout of the user's IdP session at the point of session logout. 
Required the  <pre>org.forgerock.openam.authentication.modules.saml2.SAML2PostAuthenticationPlugin</pre> to be 
active on the chain that includes this SAML2 module.",
      "propertyOrder" : 1400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "forceAuthn" : {
      "title" : "Force IdP Authentication",
      "description" : "Use this parameter to indicate whether the identity provider should force 
authentication (true) or can reuse existing security contexts (false).",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/authSaml

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Saml2Module --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Saml2Module --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action Saml2Module --global --actionName nextdescendents

read

Usage

am> read Saml2Module --global

update

Usage

am> update Saml2Module --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "nameIdFormat" : {
          "title" : "NameID Format",
          "description" : "(Optional) Use this parameter to specify a SAML Name Identifier format identifier 
such as <pre>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</pre> <pre>urn:oasis:names:tc:SAML:
2.0:nameid-format:transient</pre> <pre>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</pre>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "metaAlias" : {
          "title" : "SP MetaAlias",
          "description" : "MetaAlias for Service Provider. The format of this parameter is <pre>/realm_name/
SP</pre>",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "loginChain" : {
          "title" : "Linking Authentication Chain",
          "description" : "The authentication chain that will be executed when a user is required to be 
authenticated locally to match their user account with that of a remotely authenticated assertion.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sloEnabled" : {
          "title" : "Single Logout Enabled",
          "description" : "Enable to attempt logout of the user's IdP session at the point of session logout. 
Required the  <pre>org.forgerock.openam.authentication.modules.saml2.SAML2PostAuthenticationPlugin</pre> to be 
active on the chain that includes this SAML2 module.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authnContextClassRef" : {
          "title" : "Authentication Context Class Reference",
          "description" : "(Optional) Use this parameter to specify authentication context class references. 
Separate multiple values with pipe characters (|).",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "reqBinding" : {
          "title" : "Request Binding",
          "description" : "Use this parameter to indicate what binding the SP should use when communicating 
with the IdP.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sloRelay" : {
          "title" : "Single Logout URL",
          "description" : "If Single Logout is enabled, this is the URL to which the user should be forwarded 
after successful IdP logout. This must be a fully-qualified URL (start with http...), or the redirect will not 
function.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authnContextDeclRef" : {
          "title" : "Authentication Context Declaration Reference",
          "description" : "(Optional) Use this parameter to specify authentication context declaration 
references. Separate multiple values with pipe characters (|).",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "allowCreate" : {
          "title" : "Allow IdP to Create NameID",
          "description" : "Use this parameter to indicate whether the identity provider can create a new 
identifier for the principal if none exists (true) or not (false).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "forceAuthn" : {
          "title" : "Force IdP Authentication",
          "description" : "Use this parameter to indicate whether the identity provider should force 
authentication (true) or can reuse existing security contexts (false).",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authComparison" : {
          "title" : "Comparison Type",
          "description" : "(Optional) Use this parameter to specify a comparison method to evaluate the 
requested context classes or statements. OpenAM accepts the following values: <pre>better</pre>, <pre>exact</
pre>, <pre>maximum</pre>, and <pre>minimum</pre>.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "isPassive" : {
          "title" : "Passive Authentication",
          "description" : "Use this parameter to indicate whether the identity provider should authenticate 
passively (true) or not (false).",
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          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "binding" : {
          "title" : "Response Binding",
          "description" : "Use this parameter to indicate what binding the IdP should use when communicating 
with this SP.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "entityName" : {
          "title" : "IdP Entity ID",
          "description" : "The entity name of the SAML2 IdP Service to use for this module (must be 
configured).",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

SamlV2ServiceConfiguration

Global Operations

Resource path:

/global-config/services/saml2

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SamlV2ServiceConfiguration --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action SamlV2ServiceConfiguration --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SamlV2ServiceConfiguration --global --actionName nextdescendents

read

Usage

am> read SamlV2ServiceConfiguration --global

update

Usage

am> update SamlV2ServiceConfiguration --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "encryptedKeyInKeyInfo" : {
      "title" : "Include xenc:EncryptedKey inside ds:KeyInfo Element",
      "description" : "Specify whether to include the <code>xenc:EncryptedKey</code> property inside the 
<code>ds:KeyInfo</code> element.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "idpDiscoveryCookieDomain" : {
      "title" : "Cookie domain for IdP Discovery Service",
      "description" : "Specifies the cookie domain for the IDP discovery service.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "idpDiscoveryCookieType" : {
      "title" : "Cookie type for IdP Discovery Service",
      "description" : "Specifies the cookie type to use.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "xmlSigningClass" : {
      "title" : "XML Signing SPI implementation class",
      "description" : "Used by the SAML2 engine to <em>sign</em> documents.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "cacheCleanupInterval" : {
      "title" : "Cache cleanup interval (in seconds)",
      "description" : "Time between cache cleanup operations, in seconds.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "idpDiscoveryUrlSchema" : {
      "title" : "URL scheme for IdP Discovery Service",
      "description" : "Specifies the URL scheme to use.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "bufferLength" : {
      "title" : "Buffer length (in bytes) to decompress request",
      "description" : "Specify the size of the buffer used for decompressing requests, in bytes.",
      "propertyOrder" : 1300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
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    "nameIDInfoKeyAttribute" : {
      "title" : "Attribute name for Name ID information key",
      "description" : "User entry attribute to store the name identifier key.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "caCertValidation" : {
      "title" : "CA Certificate Validation",
      "description" : "If enabled, then validate CA certificates.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "signingCertValidation" : {
      "title" : "XML Signing Certificate Validation",
      "description" : "If enabled, then validate certificates used to sign documents.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "xmlEncryptionClass" : {
      "title" : "XML Encryption SPI implementation class",
      "description" : "Used by the SAML2 engine to <em>encrypt</em> and <em>decrypt</em> documents.",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "nameIDInfoAttribute" : {
      "title" : "Attribute name for Name ID information",
      "description" : "User entry attribute to store name identifier information.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

SamlV2SoapBinding

Global Operations

Resource path:

/global-config/services/federation/saml2soapbinding

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SamlV2SoapBinding --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SamlV2SoapBinding --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SamlV2SoapBinding --global --actionName nextdescendents

read

Usage

am> read SamlV2SoapBinding --global

update

Usage

am> update SamlV2SoapBinding --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "requestHandlers" : {
      "title" : "Request Handler List",
      "description" : "List of handlers to deal with SAML v2.0 requests bound to SOAP. <p><p>The required 
format is: <code>key=<em>Meta Alias</em>|class=<em>Handler Class</em></code> <p><p>Set the <em>key</em> 
property for a request handler to the meta alias, and the <em>class</em> property to the name of the class 
that implements the handler.<p><p> For example: <code>key=/pdp|
class=com.sun.identity.xacml.plugins.XACMLAuthzDecisionQueryHandler</code>",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

ScriptStore

Realm Operations

Resource path:

/realm-config/services/scripts

Resource version: 1.0

create

Usage

am> create ScriptStore --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "createdBy" : {
      "title" : "Created by",
      "description" : "A string containing the universal identifier DN of the subject that created the 
script",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "lastModifiedDate" : {
      "title" : "Last modification date",
      "description" : "A string containing the last modified date and time, in ISO 8601 format. If the script 
has not been modified since it was created, this property will have the same value as creationDate",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "name" : {
      "title" : "Script name",
      "description" : "The name provided for the script",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "creationDate" : {
      "title" : "Creation date",
      "description" : "An integer containing the creation date and time, in ISO 8601 format",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Script",
      "description" : "The source code of the script. The source code is in UTF-8 format and encoded into 
Base64",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "description" : {
      "title" : "Script description",
      "description" : "An optional text string to help identify the script",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "evaluatorVersion" : {
      "title" : "Script evaluator version",
      "description" : "",
      "propertyOrder" : 410,
      "required" : true,
      "type" : "string",
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      "exampleValue" : ""
    },
    "language" : {
      "title" : "Script language",
      "description" : "The language the script is written in - JAVASCRIPT or GROOVY",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "lastModifiedBy" : {
      "title" : "Last modifier",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the script. If the script has not been modified since it was created, this property will have the same 
value as createdBy",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "context" : {
      "title" : "script.type",
      "description" : "The script type. Supported values are: POLICY_CONDITION : Policy Condition  
AUTHENTICATION_SERVER_SIDE : Server-side Authentication  AUTHENTICATION_CLIENT_SIDE : Client-side 
Authentication - Note Client-side scripts must be written in JavaScript OIDC_CLAIMS : OIDC Claims 
SOCIAL_IDP_PROFILE_TRANSFORMATION : Social Identity Provider Profile Transformation",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ScriptStore --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ScriptStore --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ScriptStore --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ScriptStore --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ScriptStore --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ScriptStore --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ScriptStore --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "createdBy" : {
      "title" : "Created by",
      "description" : "A string containing the universal identifier DN of the subject that created the 
script",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "lastModifiedDate" : {
      "title" : "Last modification date",
      "description" : "A string containing the last modified date and time, in ISO 8601 format. If the script 
has not been modified since it was created, this property will have the same value as creationDate",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "name" : {
      "title" : "Script name",
      "description" : "The name provided for the script",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "creationDate" : {
      "title" : "Creation date",
      "description" : "An integer containing the creation date and time, in ISO 8601 format",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Script",
      "description" : "The source code of the script. The source code is in UTF-8 format and encoded into 
Base64",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "description" : {
      "title" : "Script description",
      "description" : "An optional text string to help identify the script",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "evaluatorVersion" : {
      "title" : "Script evaluator version",
      "description" : "",
      "propertyOrder" : 410,
      "required" : true,
      "type" : "string",
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      "exampleValue" : ""
    },
    "language" : {
      "title" : "Script language",
      "description" : "The language the script is written in - JAVASCRIPT or GROOVY",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "lastModifiedBy" : {
      "title" : "Last modifier",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the script. If the script has not been modified since it was created, this property will have the same 
value as createdBy",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "context" : {
      "title" : "script.type",
      "description" : "The script type. Supported values are: POLICY_CONDITION : Policy Condition  
AUTHENTICATION_SERVER_SIDE : Server-side Authentication  AUTHENTICATION_CLIENT_SIDE : Client-side 
Authentication - Note Client-side scripts must be written in JavaScript OIDC_CLAIMS : OIDC Claims 
SOCIAL_IDP_PROFILE_TRANSFORMATION : Social Identity Provider Profile Transformation",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

ScriptTypes

Global Operations

Resource path:

/global-config/services/scripting/contexts

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ScriptTypes --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ScriptTypes --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ScriptTypes --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ScriptTypes --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ScriptTypes --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ScriptTypes --global --id id --body body

Parameters

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3461



--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "defaultScript" : {
      "title" : "Default Script",
      "description" : "The source code that is presented as the default when creating a new script of this 
type.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "languages" : {
      "title" : "Scripting languages",
      "description" : "The language the script is written in.<br><br>This is used to determine how to validate 
the script, as well as which engine to run the script within.",
      "propertyOrder" : 1100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

ScriptedDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/ScriptedDecisionNode

Resource version: 1.0

create

Usage

am> create ScriptedDecision --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "inputs" : {
      "title" : "Script Inputs",
      "description" : "A list of state inputs required by the script.",
      "propertyOrder" : 300,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Script",
      "description" : "The script to evaluate.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "outcomes" : {
      "title" : "Outcomes",
      "description" : "",
      "propertyOrder" : 200,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "outputs" : {
      "title" : "Script Outputs",
      "description" : "A list of state outputs produced by the script.",
      "propertyOrder" : 400,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "inputs", "script", "outcomes", "outputs" ]
}

delete

Usage
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am> delete ScriptedDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ScriptedDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ScriptedDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action ScriptedDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action ScriptedDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ScriptedDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ScriptedDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ScriptedDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "inputs" : {
      "title" : "Script Inputs",
      "description" : "A list of state inputs required by the script.",
      "propertyOrder" : 300,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "script" : {
      "title" : "Script",
      "description" : "The script to evaluate.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "outcomes" : {
      "title" : "Outcomes",
      "description" : "",
      "propertyOrder" : 200,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "outputs" : {
      "title" : "Script Outputs",
      "description" : "A list of state outputs produced by the script.",
      "propertyOrder" : 400,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "inputs", "script", "outcomes", "outputs" ]
}

ScriptedModule

Realm Operations

Resource path:

/realm-config/authentication/modules/scripted

Resource version: 1.0
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create

Usage

am> create ScriptedModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "serverScript" : {
      "title" : "Server-side Script",
      "description" : "The server-side script to execute.<br><br>This script will be run on the server, 
subsequent to any client script having returned.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientScript" : {
      "title" : "Client-side Script",
      "description" : "The client-side script.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientScriptEnabled" : {
      "title" : "Client-side Script Enabled",
      "description" : "Enable this setting if the client-side script should be executed.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with the authentication module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ScriptedModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ScriptedModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ScriptedModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ScriptedModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ScriptedModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ScriptedModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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update

Usage

am> update ScriptedModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "serverScript" : {
      "title" : "Server-side Script",
      "description" : "The server-side script to execute.<br><br>This script will be run on the server, 
subsequent to any client script having returned.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientScript" : {
      "title" : "Client-side Script",
      "description" : "The client-side script.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientScriptEnabled" : {
      "title" : "Client-side Script Enabled",
      "description" : "Enable this setting if the client-side script should be executed.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with the authentication module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/scripted

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action ScriptedModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ScriptedModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ScriptedModule --global --actionName nextdescendents

read

Usage

am> read ScriptedModule --global

update

Usage

am> update ScriptedModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with the authentication module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "serverScript" : {
          "title" : "Server-side Script",
          "description" : "The server-side script to execute.<br><br>This script will be run on the server, 
subsequent to any client script having returned.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientScript" : {
          "title" : "Client-side Script",
          "description" : "The client-side script.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientScriptEnabled" : {
          "title" : "Client-side Script Enabled",
          "description" : "Enable this setting if the client-side script should be executed.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

Scripting

Global Operations

Resource path:
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/global-config/services/scripting

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Scripting --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Scripting --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Scripting --global --actionName nextdescendents

read

Usage

am> read Scripting --global

update

Usage

am> update Scripting --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaultContext" : {
      "title" : "Default Script Type",
      "description" : "The default script context type when creating a new script.",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

ScriptingEngineConfiguration

Global Operations

Resource path:

/global-config/services/scripting/contexts/{contexts}/engineConfiguration

Resource version: 1.0

create

Usage

am> create ScriptingEngineConfiguration --global --contexts contexts --body body

Parameters

--contexts
--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "serverTimeout" : {
      "title" : "Server-side Script Timeout",
      "description" : "The maximum execution time any individual script should take on the server (in 
seconds).<br><br>Server-side scripts will be forcibly stopped after this amount of execution time.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "whiteList" : {
      "title" : "Java class whitelist",
      "description" : "List of patterns of allowed Java classes that may be loaded/accessed by 
scripts.<br><br>Each Java class accessed by a script must match at least one of these patterns. Use '*' as a 
wildcard, e.g. <code>java.lang.*</code>",
      "propertyOrder" : 600,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "idleTimeout" : {
      "title" : "Thread idle timeout (seconds)",
      "description" : "Length of time (in seconds) to wait before terminating threads.<br><br>Length of time 
(in seconds) to wait before terminating threads that were started when the queue reached capacity. Only 
applies to threads beyond the core pool size (up to the maximum size).",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "maxThreads" : {
      "title" : "Maximum thread pool size",
      "description" : "The maximum size of the thread pool from which scripts will operate.<br><br>New threads 
will be created up to this size once the task queue reaches capacity. Has no effect if the queue is 
unbounded.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "propertyNamePrefix" : {
      "title" : "Property Name Prefix",
      "description" : "The prefix must match the property name prefix used in the script (eg. 
custom.script.property, the prefix in this case is 'custom.script').",
      "propertyOrder" : 50,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useSecurityManager" : {
      "title" : "Use system SecurityManager",
      "description" : "Indicates whether the system SecurityManager should also be consulted when checking 
access to Java classes.<br><br>If enabled, then the checkPackageAccess method will be called for each Java 
class accessed. If no SecurityManager is configured, then this has no effect.",
      "propertyOrder" : 800,
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      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "blackList" : {
      "title" : "Java class blacklist",
      "description" : "List of patterns of Java classes that must not be accessed by a script.<br><br>This 
blacklist is applied after the whitelist to apply additional restrictions. For instance you may whitelist 
java.lang.* and then blacklist java.lang.System and java.lang.Runtime. It is recommended to always prefer 
specific whitelists where possible.",
      "propertyOrder" : 700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "coreThreads" : {
      "title" : "Core thread pool size",
      "description" : "The core size of the thread pool from which scripts will operate.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "queueSize" : {
      "title" : "Thread pool queue size",
      "description" : "Size of queue to use for buffering script execution request when core pool is at 
capacity.<br><br>Use -1 for an unbounded queue (this disables the maximum pool size setting). For short, CPU-
bound scripts, consider a small pool size and larger queue length. For I/O-bound scripts (e.g., REST calls) 
consider a larger maximum pool size and a smaller queue. Not hot-swappable: restart server for changes to take 
effect.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ScriptingEngineConfiguration --global --contexts contexts

Parameters

--contexts

=== getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action ScriptingEngineConfiguration --global --contexts contexts --actionName getAllTypes

Parameters

--contexts

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ScriptingEngineConfiguration --global --contexts contexts --actionName getCreatableTypes

Parameters

--contexts

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ScriptingEngineConfiguration --global --contexts contexts --actionName nextdescendents

Parameters

--contexts

=== read

Usage

am> read ScriptingEngineConfiguration --global --contexts contexts

Parameters

--contexts

=== update

Usage

am> update ScriptingEngineConfiguration --global --contexts contexts --body body

Parameters
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--contexts
--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "serverTimeout" : {
      "title" : "Server-side Script Timeout",
      "description" : "The maximum execution time any individual script should take on the server (in 
seconds).<br><br>Server-side scripts will be forcibly stopped after this amount of execution time.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "whiteList" : {
      "title" : "Java class whitelist",
      "description" : "List of patterns of allowed Java classes that may be loaded/accessed by 
scripts.<br><br>Each Java class accessed by a script must match at least one of these patterns. Use '*' as a 
wildcard, e.g. <code>java.lang.*</code>",
      "propertyOrder" : 600,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "idleTimeout" : {
      "title" : "Thread idle timeout (seconds)",
      "description" : "Length of time (in seconds) to wait before terminating threads.<br><br>Length of time 
(in seconds) to wait before terminating threads that were started when the queue reached capacity. Only 
applies to threads beyond the core pool size (up to the maximum size).",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "maxThreads" : {
      "title" : "Maximum thread pool size",
      "description" : "The maximum size of the thread pool from which scripts will operate.<br><br>New threads 
will be created up to this size once the task queue reaches capacity. Has no effect if the queue is 
unbounded.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "propertyNamePrefix" : {
      "title" : "Property Name Prefix",
      "description" : "The prefix must match the property name prefix used in the script (eg. 
custom.script.property, the prefix in this case is 'custom.script').",
      "propertyOrder" : 50,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useSecurityManager" : {
      "title" : "Use system SecurityManager",
      "description" : "Indicates whether the system SecurityManager should also be consulted when checking 
access to Java classes.<br><br>If enabled, then the checkPackageAccess method will be called for each Java 
class accessed. If no SecurityManager is configured, then this has no effect.",
      "propertyOrder" : 800,
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      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "blackList" : {
      "title" : "Java class blacklist",
      "description" : "List of patterns of Java classes that must not be accessed by a script.<br><br>This 
blacklist is applied after the whitelist to apply additional restrictions. For instance you may whitelist 
java.lang.* and then blacklist java.lang.System and java.lang.Runtime. It is recommended to always prefer 
specific whitelists where possible.",
      "propertyOrder" : 700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "coreThreads" : {
      "title" : "Core thread pool size",
      "description" : "The core size of the thread pool from which scripts will operate.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "queueSize" : {
      "title" : "Thread pool queue size",
      "description" : "Size of queue to use for buffering script execution request when core pool is at 
capacity.<br><br>Use -1 for an unbounded queue (this disables the maximum pool size setting). For short, CPU-
bound scripts, consider a small pool size and larger queue length. For I/O-bound scripts (e.g., REST calls) 
consider a larger maximum pool size and a smaller queue. Not hot-swappable: restart server for changes to take 
effect.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Scripts

Realm Operations

The script resources service is responsible for managing scripts used for client-side and server-side scripted authentication,
custom policy conditions, and handling OpenID Connect claims. Scripts are represented in JSON and take the following form.
Scripts are built from standard JSON objects and values (strings, numbers, objects, sets, arrays, true, false, and null). Each script
has a system-generated universally unique identifier (UUID), which must be used when modifying existing scripts. Renaming a
script will not affect the UUID

Resource path:
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/scripts

Resource version: 1.1

create

Create a script in a realm. The value for script must be in UTF-8 format and then encoded into Base64.

Usage

am> create Scripts --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "description" : "Script resource endpoint json schema",
  "type" : "object",
  "title" : "Script resource schema",
  "properties" : {
    "_id" : {
      "title" : "Script unique ID",
      "description" : "A unique ID for a script configuration, provided by the server",
      "type" : "string"
    },
    "name" : {
      "title" : "Script name",
      "description" : "The name provided for the script",
      "type" : "string"
    },
    "description" : {
      "title" : "Script description",
      "description" : "An optional text string to help identify the script",
      "type" : "string"
    },
    "script" : {
      "title" : "Script",
      "description" : "The source code of the script. The source code is in UTF-8 format and encoded into 
Base64",
      "type" : "string"
    },
    "language" : {
      "title" : "Script language",
      "description" : "The language the script is written in - JAVASCRIPT or GROOVY",
      "type" : "string"
    },
    "context" : {
      "title" : "Script type",
      "description" : "The script type. Supported values are: POLICY_CONDITION : Policy Condition  
AUTHENTICATION_SERVER_SIDE : Server-side Authentication  AUTHENTICATION_CLIENT_SIDE : Client-side 
Authentication - Note Client-side scripts must be written in JavaScript OIDC_CLAIMS : OIDC Claims",
      "type" : "string"
    },
    "createdBy" : {
      "title" : "Created by",
      "description" : "A string containing the universal identifier DN of the subject that created the 
script",
      "type" : "string"
    },
    "creationDate" : {
      "title" : "Creation date",
      "description" : "An integer containing the creation date and time, in ISO 8601 format",
      "type" : "number"
    },
    "lastModifiedBy" : {
      "title" : "Last modifier",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the script. If the script has not been modified since it was created, this property will have the same 
value as createdBy",
      "type" : "string"
    },
    "lastModifiedDate" : {
      "title" : "Last modification date",
      "description" : "A string containing the last modified date and time, in ISO 8601 format. If the script 
has not been modified since it was created, this property will have the same value as creationDate",
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      "type" : "number"
    }
  },
  "required" : [ "name", "description", "script", "language", "context" ]
}

delete

Delete an individual script in a realm specified by the UUID parameter

Usage

am> delete Scripts --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

query

List all the scripts in a realm, as well as any global scripts

Usage

am> query Scripts --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

read

Read an individual script in a realm by specifying the UUID parameter

Usage

am> read Scripts --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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update

Update an individual script in a realm specified by the UUID parameter

Usage

am> update Scripts --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "description" : "Script resource endpoint json schema",
  "type" : "object",
  "title" : "Script resource schema",
  "properties" : {
    "_id" : {
      "title" : "Script unique ID",
      "description" : "A unique ID for a script configuration, provided by the server",
      "type" : "string"
    },
    "name" : {
      "title" : "Script name",
      "description" : "The name provided for the script",
      "type" : "string"
    },
    "description" : {
      "title" : "Script description",
      "description" : "An optional text string to help identify the script",
      "type" : "string"
    },
    "script" : {
      "title" : "Script",
      "description" : "The source code of the script. The source code is in UTF-8 format and encoded into 
Base64",
      "type" : "string"
    },
    "language" : {
      "title" : "Script language",
      "description" : "The language the script is written in - JAVASCRIPT or GROOVY",
      "type" : "string"
    },
    "context" : {
      "title" : "Script type",
      "description" : "The script type. Supported values are: POLICY_CONDITION : Policy Condition  
AUTHENTICATION_SERVER_SIDE : Server-side Authentication  AUTHENTICATION_CLIENT_SIDE : Client-side 
Authentication - Note Client-side scripts must be written in JavaScript OIDC_CLAIMS : OIDC Claims",
      "type" : "string"
    },
    "createdBy" : {
      "title" : "Created by",
      "description" : "A string containing the universal identifier DN of the subject that created the 
script",
      "type" : "string"
    },
    "creationDate" : {
      "title" : "Creation date",
      "description" : "An integer containing the creation date and time, in ISO 8601 format",
      "type" : "number"
    },
    "lastModifiedBy" : {
      "title" : "Last modifier",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the script. If the script has not been modified since it was created, this property will have the same 
value as createdBy",
      "type" : "string"
    },
    "lastModifiedDate" : {
      "title" : "Last modification date",
      "description" : "A string containing the last modified date and time, in ISO 8601 format. If the script 
has not been modified since it was created, this property will have the same value as creationDate",
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      "type" : "number"
    }
  },
  "required" : [ "name", "description", "script", "language", "context" ]
}

validate

Validate a script. Include a JSON representation of the script and the script language, JAVASCRIPT or GROOVY, in the POST data.
The value for script must be in UTF-8 format and then encoded into Base64

Usage

am> action Scripts --realm Realm --body body --actionName validate

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "description" : "Validate action request schema",
  "type" : "object",
  "title" : "Validate request schema",
  "properties" : {
    "script" : {
      "title" : "Script",
      "description" : "The source code of the script. The source code is in UTF-8 format and encoded into 
Base64",
      "type" : "string"
    },
    "language" : {
      "title" : "Script language",
      "description" : "The language the script is written in - JAVASCRIPT or GROOVY",
      "type" : "string"
    }
  },
  "required" : [ "script", "language" ]
}

SdkProperties

Global Operations

An object of property key-value pairs

Resource path:
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/global-config/servers/{serverName}/properties/sdk

Resource version: 1.0

read

Usage

am> read SdkProperties --global --serverName serverName

Parameters

--serverName

An object of property key-value pairs

update

Usage

am> update SdkProperties --global --serverName serverName --body body

Parameters

--serverName

An object of property key-value pairs

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

3488 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "amconfig.header.datastore" : {
      "title" : "Data Store",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "com.sun.identity.sm.enableDataStoreNotification" : {
          "title" : "Enable Datastore Notification",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Specifies if backend datastore notification is enabled. If this value is set to 
'false', then in-memory notification is enabled. (property name: 
com.sun.identity.sm.enableDataStoreNotification)",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.sm.notification.threadpool.size" : {
          "title" : "Notification Pool Size",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Specifies the size of the sm notification thread pool (total number of threads). 
(property name: com.sun.identity.sm.notification.threadpool.size)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.eventservice" : {
      "title" : "Event Service",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "com.iplanet.am.event.connection.num.retries" : {
          "title" : "Number of retries for Event Service connections",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Specifies the number of attempts made to successfully re-establish the Event 
Service connections. (property name: com.iplanet.am.event.connection.num.retries)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
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            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.event.connection.delay.between.retries" : {
          "title" : "Delay between Event Service connection retries",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Specifies the delay in milliseconds between retries to re-establish the Event 
Service connections. (property name: com.iplanet.am.event.connection.delay.between.retries)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.event.connection.ldap.error.codes.retries" : {
          "title" : "Error codes for Event Service connection retries",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "This secifies the LDAP exception error codes for which retries to re-establish 
Event Service connections will trigger. (property name: 
com.iplanet.am.event.connection.ldap.error.codes.retries)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.am.event.connection.disable.list" : {
          "title" : "Disabled Event Service Connection",
          "type" : "object",
          "propertyOrder" : 3,
          "description" : "Specifies which event connection (persistent search) to be disabled. There are 
three valid values - aci, sm and um (case insensitive). Multiple values should be separated with \",\". 
(property name: com.sun.am.event.connection.disable.list)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
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    "amconfig.header.ldapconnection" : {
      "title" : "LDAP Connection",
      "type" : "object",
      "propertyOrder" : 2,
      "properties" : {
        "com.iplanet.am.ldap.connection.num.retries" : {
          "title" : "Number of retries for LDAP Connection",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Specifies the number of attempts made to successfully re-establish LDAP Connection. 
(property name: com.iplanet.am.ldap.connection.num.retries)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "Delay between LDAP connection retries",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Specifies the delay in milliseconds between retries to re-establish the LDAP 
connections. (property name: com.iplanet.am.ldap.connection.delay.between.retries)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.ldap.connection.ldap.error.codes.retries" : {
          "title" : "Error codes for LDAP connection retries",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "This secifies the LDAP exception error codes for which retries to re-establish LDAP 
connections will trigger. (property name: com.iplanet.am.ldap.connection.ldap.error.codes.retries)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.cachingreplica" : {
      "title" : "Caching and Replica",
      "type" : "object",
      "propertyOrder" : 3,
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      "properties" : {
        "com.iplanet.am.sdk.cache.maxSize" : {
          "title" : "SDK Caching Max. Size",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Specifies the size of the cache when SDK caching is enabled. The size should be an 
integer greater than 0, or default size (10000) will be used. Changing this value will reset (clear) the 
contents of the cache. (property name: com.iplanet.am.sdk.cache.maxSize)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.sdktimetoliveconfig" : {
      "title" : "Time To Live Configuration",
      "type" : "object",
      "propertyOrder" : 4,
      "properties" : {
        "com.iplanet.am.sdk.cache.entry.expire.enabled" : {
          "title" : "Cache Entry Expiration Enabled",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "If this property is set, the cache entries will expire based on the time specified 
in User Entry Expiration Time property. (property name: com.iplanet.am.sdk.cache.entry.expire.enabled)",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.sdk.cache.entry.user.expire.time" : {
          "title" : "User Entry Expiration Time",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "This property specifies time in minutes for which the user entries remain valid in 
cache after their last modification. After this specified period of time elapses (after the last modification/
read from the directory), the data for the entry that is cached will expire. At that instant new requests for 
data for these user entries will result in reading from the Directory. (property name: 
com.iplanet.am.sdk.cache.entry.user.expire.time)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
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        },
        "com.iplanet.am.sdk.cache.entry.default.expire.time" : {
          "title" : "Default Entry Expiration Time",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "This property specifies time in minutes for which the non-user entries remain valid 
in cache after their last modification. After this specified period of time elapses (after the last 
modification/read from the directory), the data for the entry that is cached will expire. At that instant new 
requests for data for these non-user entries will result in reading from the Directory. (property name: 
com.iplanet.am.sdk.cache.entry.default.expire.time)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    }
  }
}

SecretStores

Realm Operations

Services that provide sources of secret values

Resource path:

/realm-config/secrets/stores

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SecretStores --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3493



am> action SecretStores --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SecretStores --realm Realm --actionName nextdescendents

Global Operations

Services that provide sources of secret values

Resource path:

/global-config/secrets/stores

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SecretStores --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SecretStores --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SecretStores --global --actionName nextdescendents
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Secrets

Realm Operations

Secrets represent cryptographic values such as private keys

Resource path:

/realm-config/secrets

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Secrets --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Secrets --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Secrets --realm Realm --actionName nextdescendents

Global Operations

Secrets represent cryptographic values such as private keys

Resource path:

/global-config/secrets

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Secrets --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Secrets --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Secrets --global --actionName nextdescendents

SecurID

Realm Operations

Resource path:

/realm-config/authentication/modules/securid

Resource version: 1.0

create

Usage

am> create SecurID --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "serverConfigPath" : {
      "title" : "ACE/Server Configuration Path",
      "description" : "The path to the ACE/Server configuration files",
      "propertyOrder" : null,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : null,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete SecurID --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SecurID --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action SecurID --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SecurID --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SecurID --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SecurID --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SecurID --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "serverConfigPath" : {
      "title" : "ACE/Server Configuration Path",
      "description" : "The path to the ACE/Server configuration files",
      "propertyOrder" : null,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : null,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/securid

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SecurID --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SecurID --global --actionName getCreatableTypes
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SecurID --global --actionName nextdescendents

read

Usage

am> read SecurID --global

update

Usage

am> update SecurID --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default). ",
          "propertyOrder" : null,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "serverConfigPath" : {
          "title" : "ACE/Server Configuration Path",
          "description" : "The path to the ACE/Server configuration files",
          "propertyOrder" : null,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

SecurityProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/{serverName}/properties/security

Resource version: 1.0

read

Usage

am> read SecurityProperties --global --serverName serverName

Parameters
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--serverName

An object of property key-value pairs

update

Usage

am> update SecurityProperties --global --serverName serverName --body body

Parameters

--serverName

An object of property key-value pairs

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "amconfig.header.encryption" : {
      "title" : "Encryption",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "am.encryption.pwd" : {
          "title" : "Password Encryption Key",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "The encryption key value for decrypting passwords stored in the Service Management 
System configuration. (property name: am.encryption.pwd)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.security.encryptor" : {
          "title" : "Encryption class",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "The default encryption class. (property name: com.iplanet.security.encryptor)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.security.SecureRandomFactoryImpl" : {
          "title" : "Secure Random Factory Class",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "This property is used for specifying SecureRandomFactory class. Available values 
for this property are com.iplanet.am.util.JSSSecureRandomFactoryImpl that is using JSS and 
com.iplanet.am.util.SecureRandomFactoryImpl that is using pure Java only. (property name: 
com.iplanet.security.SecureRandomFactoryImpl)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
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      }
    },
    "amconfig.header.validation" : {
      "title" : "Validation",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "com.iplanet.services.comm.server.pllrequest.maxContentLength" : {
          "title" : "Platform Low Level Comm. Max. Content Length",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Maximum content-length for an HttpRequest. (property name: 
com.iplanet.services.comm.server.pllrequest.maxContentLength)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.clientIPCheckEnabled" : {
          "title" : "Client IP Address Check",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Specifies whether or not the IP address of the client is checked in all single sign 
on token creations or validations. (property name: com.iplanet.am.clientIPCheckEnabled)",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.cookie" : {
      "title" : "Cookie",
      "type" : "object",
      "propertyOrder" : 2,
      "properties" : {
        "com.iplanet.am.cookie.name" : {
          "title" : "Cookie Name",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "The cookie name used by Authentication Service to set the valid session handler ID. 
This name is used to retrieve the valid session information. (property name: com.iplanet.am.cookie.name)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            }
          }
        },
        "com.iplanet.am.cookie.secure" : {
          "title" : "Secure Cookie",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Specifies whether to set cookie in a secure mode in which the browser will only 
return the cookie when a secure protocol such as HTTP(s) is used. (property name: 
com.iplanet.am.cookie.secure)",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.cookie.encode" : {
          "title" : "Encode Cookie Value",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "Specifies whether to URL encode the cookie value. (property name: 
com.iplanet.am.cookie.encode)",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.securitykey" : {
      "title" : "Key Store",
      "type" : "object",
      "propertyOrder" : 3,
      "properties" : {
        "com.sun.identity.saml.xmlsig.keystore" : {
          "title" : "Keystore File",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Specifies the location of the keystore file. (property name: 
com.sun.identity.saml.xmlsig.keystore)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
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        "com.sun.identity.saml.xmlsig.storetype" : {
          "title" : "Keystore Type",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Specifies the keystore type. (property name: 
com.sun.identity.saml.xmlsig.storetype)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.saml.xmlsig.storepass" : {
          "title" : "Keystore Password File",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "Specifies the location of the file that contains the password used to access the 
keystore file. (property name: com.sun.identity.saml.xmlsig.storepass)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.saml.xmlsig.keypass" : {
          "title" : "Private Key Password File",
          "type" : "object",
          "propertyOrder" : 3,
          "description" : "Specifies the location of the file that contains the password used to protect the 
private key of a generated key pair. (property name: com.sun.identity.saml.xmlsig.keypass)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.saml.xmlsig.certalias" : {
          "title" : "Certificate Alias",
          "type" : "object",
          "propertyOrder" : 4,
          "description" : "(property name: com.sun.identity.saml.xmlsig.certalias)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.crlcache" : {
      "title" : "Certificate Revocation List Caching",
      "type" : "object",
      "propertyOrder" : 4,
      "properties" : {
        "com.sun.identity.crl.cache.directory.host" : {
          "title" : "LDAP server host name",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.crl.cache.directory.port" : {
          "title" : "LDAP server port number",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.crl.cache.directory.ssl" : {
          "title" : "SSL/TLS Enabled",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.crl.cache.directory.user" : {
          "title" : "LDAP server bind user name",
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          "type" : "object",
          "propertyOrder" : 3,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.crl.cache.directory.password" : {
          "title" : "LDAP server bind password",
          "type" : "object",
          "propertyOrder" : 4,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false,
              "format" : "password"
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.crl.cache.directory.searchlocs" : {
          "title" : "LDAP search base DN",
          "type" : "object",
          "propertyOrder" : 5,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.crl.cache.directory.searchattr" : {
          "title" : "Search Attributes",
          "type" : "object",
          "propertyOrder" : 6,
          "description" : "Any DN component of issuer's subjectDN can be used to retrieve CRL from local LDAP 
server. It is single value string, like, \"cn\". All Root CA need to use the same search attribute.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
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          }
        }
      }
    },
    "amconfig.header.ocsp.check" : {
      "title" : "Online Certificate Status Protocol Check",
      "type" : "object",
      "propertyOrder" : 5,
      "properties" : {
        "com.sun.identity.authentication.ocspCheck" : {
          "title" : "Check Enabled",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.authentication.ocsp.responder.url" : {
          "title" : "Responder URL",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.identity.authentication.ocsp.responder.nickname" : {
          "title" : "Certificate Nickname",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.deserialisationwhitelist" : {
      "title" : "Object Deserialisation Class Whitelist",
      "type" : "object",
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      "propertyOrder" : 6,
      "properties" : {
        "openam.deserialisation.classes.whitelist" : {
          "title" : "Whitelist",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "The list of classes that are considered valid when OpenAM performs Object 
deserialisation operations. The defaults should work for most installations. (property name: 
openam.deserialisation.classes.whitelist)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    }
  }
}

SecurityTokenServices

Realm Operations

Security Token Services configuration

Resource path:

/realm-config/services/sts

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SecurityTokenServices --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action SecurityTokenServices --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SecurityTokenServices --realm Realm --actionName nextdescendents

SelectIdentityProvider

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SelectIdPNode

Resource version: 1.0

create

Usage

am> create SelectIdentityProvider --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "passwordAttribute" : {
      "title" : "Password attribute",
      "description" : "The attribute in the user object that verifies that user during local authentication. 
Requires Platform deployment with IDM present.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "offerOnlyExisting" : {
      "title" : "Offer only existing providers",
      "description" : "Choices offered should be limited to those already associated with a user object. 
Requires Platform deployment with IDM present.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "includeLocalAuthentication" : {
      "title" : "Include local authentication",
      "description" : "Whether local authentication will be included as an available identity provider.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "filteredProviders" : {
      "title" : "Filter Enabled Providers",
      "description" : "Add the names of enabled identity providers to use. If not specified, the node uses all 
providers enabled in the \"Social Identity Provider Service\".",
      "propertyOrder" : 600,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to retrieve an existing user. Required to support the offer of only 
existing providers. Requires Platform deployment with IDM present.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "passwordAttribute", "offerOnlyExisting", "includeLocalAuthentication", "filteredProviders", 
"identityAttribute" ]
}

delete

Usage

am> delete SelectIdentityProvider --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SelectIdentityProvider --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SelectIdentityProvider --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action SelectIdentityProvider --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SelectIdentityProvider --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SelectIdentityProvider --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SelectIdentityProvider --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SelectIdentityProvider --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "passwordAttribute" : {
      "title" : "Password attribute",
      "description" : "The attribute in the user object that verifies that user during local authentication. 
Requires Platform deployment with IDM present.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "offerOnlyExisting" : {
      "title" : "Offer only existing providers",
      "description" : "Choices offered should be limited to those already associated with a user object. 
Requires Platform deployment with IDM present.",
      "propertyOrder" : 200,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "includeLocalAuthentication" : {
      "title" : "Include local authentication",
      "description" : "Whether local authentication will be included as an available identity provider.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "filteredProviders" : {
      "title" : "Filter Enabled Providers",
      "description" : "Add the names of enabled identity providers to use. If not specified, the node uses all 
providers enabled in the \"Social Identity Provider Service\".",
      "propertyOrder" : 600,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute used to retrieve an existing user. Required to support the offer of only 
existing providers. Requires Platform deployment with IDM present.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "passwordAttribute", "offerOnlyExisting", "includeLocalAuthentication", "filteredProviders", 
"identityAttribute" ]
}

SelfServiceTreeConfig

Realm Operations

Resource path:
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/realm-config/services/selfServiceTrees

Resource version: 1.0

create

Usage

am> create SelfServiceTreeConfig --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "treeMapping" : {
      "title" : "Tree Mapping",
      "description" : "Maps the self service function name (the key) to an Authentication Tree (the value).",
      "propertyOrder" : 100,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 90,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete SelfServiceTreeConfig --realm Realm
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SelfServiceTreeConfig --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SelfServiceTreeConfig --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SelfServiceTreeConfig --realm Realm --actionName nextdescendents

read

Usage

am> read SelfServiceTreeConfig --realm Realm

update

Usage

am> update SelfServiceTreeConfig --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "treeMapping" : {
      "title" : "Tree Mapping",
      "description" : "Maps the self service function name (the key) to an Authentication Tree (the value).",
      "propertyOrder" : 100,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 90,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

SelfServiceTrees

Realm Operations

Self Service Tree resource contains a mapping between self service and authentication trees.

Resource path:

/selfservice/trees

Resource version: 1.0

read

Read the configured tree mapping.

Usage

am> read SelfServiceTrees --realm Realm
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Global Operations

Resource path:

/global-config/services/selfServiceTrees

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SelfServiceTrees --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SelfServiceTrees --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SelfServiceTrees --global --actionName nextdescendents

read

Usage

am> read SelfServiceTrees --global

update

Usage

am> update SelfServiceTrees --global --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "treeMapping" : {
          "title" : "Tree Mapping",
          "description" : "Maps the self service function name (the key) to an Authentication Tree (the 
value).",
          "propertyOrder" : 100,
          "required" : true,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "",
          "propertyOrder" : 90,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

ServerInformation

Realm Operations

Provides information about the server.

Resource path:

/serverinfo

Resource version: 2.0
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read

Read the server information.

Usage

am> read ServerInformation --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

ServerVersion

Realm Operations

Server Version schema

Resource path:

/serverinfo/version

Resource version: 1.0

read

It returns information about OpenAM such as: version, revision and date

Usage

am> read ServerVersion --realm Realm

Servers

Global Operations

Servers resource provider is responsible for managing Servers and their configuration for an OpenAM instance.

Resource path:

/global-config/servers

Resource version: 1.0
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clone

Clone the specified Server, keeping it’s settings but using a different URL.

Usage

am> action Servers --global --body body --actionName clone

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Container for required data to clone a Server.",
  "type" : "object",
  "title" : "Clone Server Request schema",
  "properties" : {
    "clonedUrl" : {
      "type" : "string",
      "title" : "Cloned Server URL",
      "description" : "The new URL of the cloned server. Must be unique."
    }
  }
}

create

Create a Server.

Usage

am> create Servers --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Describes the data that a Server Resource could contain.",
  "type" : "object",
  "title" : "Server resource schema",
  "properties" : {
    "_id" : {
      "type" : "string",
      "title" : "Server id",
      "description" : "Unique identifier of the Server."
    },
    "siteName" : {
      "type" : "string",
      "title" : "Site name",
      "description" : "The Server's name."
    },
    "url" : {
      "type" : "string",
      "title" : "Url",
      "description" : "The URL of the Server."
    }
  }
}

delete

Delete a Server.

Usage

am> delete Servers --global --id id

Parameters

--id

The unique identifier for the resource.

query

Query the collection of the Servers.

Usage

am> query Servers --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]
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read

Read a Server.

Usage

am> read Servers --global --id id

Parameters

--id

The unique identifier for the resource.

ServiceConfigCache

Realm Operations

The service config cache resource.

Resource path:

/cache

Resource version: 1.0

Services

Realm Operations

The collection of services available on a realm.

Resource path:

/realm-config/services

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action Services --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Services --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Services --realm Realm --actionName nextdescendents

query

Find services provisioned for the realm - query for a particular service by identifier, or request all services using 
_queryFilter=true

Usage

am> query Services --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [_id]

Global Operations

Global and default configuration for services

Resource path:

/global-config/services

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action Services --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Services --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Services --global --actionName nextdescendents

Session

Realm Operations

Resource path:

/realm-config/services/session

Resource version: 1.0

create

Usage

am> create Session --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "dynamic" : {
      "properties" : {
        "maxIdleTime" : {
          "title" : "Maximum Idle Time",
          "description" : "Maximum time a server-side session can remain idle before OpenAM requires the user 
to authenticate again, in minutes.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "quotaLimit" : {
          "title" : "Active User Sessions",
          "description" : "Maximum number of concurrent server-side sessions OpenAM allows a user to have.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxSessionTime" : {
          "title" : "Maximum Session Time",
          "description" : "Maximum time a session can remain valid before OpenAM requires the user to 
authenticate again, in minutes.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxCachingTime" : {
          "title" : "Maximum Caching Time",
          "description" : "Maximum time that external clients of AM are recommended to cache the session for, 
in minutes.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Dynamic Attributes"
    }
  }
}

delete

Usage

am> delete Session --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action Session --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Session --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Session --realm Realm --actionName nextdescendents

read

Usage

am> read Session --realm Realm

update

Usage

am> update Session --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "dynamic" : {
      "properties" : {
        "maxIdleTime" : {
          "title" : "Maximum Idle Time",
          "description" : "Maximum time a server-side session can remain idle before OpenAM requires the user 
to authenticate again, in minutes.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "quotaLimit" : {
          "title" : "Active User Sessions",
          "description" : "Maximum number of concurrent server-side sessions OpenAM allows a user to have.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxSessionTime" : {
          "title" : "Maximum Session Time",
          "description" : "Maximum time a session can remain valid before OpenAM requires the user to 
authenticate again, in minutes.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxCachingTime" : {
          "title" : "Maximum Caching Time",
          "description" : "Maximum time that external clients of AM are recommended to cache the session for, 
in minutes.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Dynamic Attributes"
    }
  }
}

Global Operations

Resource path:

/global-config/services/session

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Session --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Session --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Session --global --actionName nextdescendents

read

Usage

am> read Session --global

update

Usage

am> update Session --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

3530 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "stateless" : {
      "type" : "object",
      "title" : "Client-Side Sessions",
      "propertyOrder" : 4,
      "properties" : {
        "openam-session-stateless-logout-poll-interval" : {
          "title" : "Invalidated Sessions Poll Interval (seconds)",
          "description" : "The interval (in seconds) between queries to the CTS to update AM's copy of users 
whose sessions have been invalidated.<br><br>A very long polling interval gives malicious users time to 
connect to other AM servers within a site and use stolen session cookies.<br>A very short polling interval 
improves security by invalidating user sessions across servers in a shorter time-frame, but can incur a 
performance cost.<br> A value of <code>0</code> disables polling of the CTS. Do not disable polling in a 
multi-server site, as this prevents 'logoutByUser' session invalidation data from being shared between 
servers.",
          "propertyOrder" : 2920,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-session-stateless-blacklist-purge-delay" : {
          "title" : "Denylist Purge Delay (minutes)",
          "description" : "When added to the maximum session time, specifies the amount of time that AM tracks 
logged out sessions.<br><br>Increase the denylist purge delay if you expect system clock skews in a deployment 
of AM servers to be greater than one minute. There is no need to increase the denylist purge delay for servers 
running a clock synchronization protocol, such as Network Time Protocol.",
          "propertyOrder" : 2900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-session-stateless-blacklist-cache-size" : {
          "title" : "Session Denylist Cache Size",
          "description" : "Number of denylisted sessions to cache in memory to speed up denylist checks and 
reduce load on the CTS. The cache size should be approximately the number of logouts expected in the maximum 
session time.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-session-stateless-enable-session-blacklisting" : {
          "title" : "Enable Session Denylisting",
          "description" : "Denylists client-side sessions that log out.<br><br>We recommend enabling this 
setting if the maximum session time is high. Denylist state is stored in the Core Token Service (CTS) token 
store until the session expires, in order to ensure that sessions cannot continue to be used.",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "statelessEncryptionType" : {
          "title" : "Encryption Algorithm",
          "description" : "Specifies the algorithm that AM uses to encrypt the JSON Web Token (JWT) containing 
the session content.<br><br>AM supports the following encryption algorithms:<ul><li><strong>NONE</strong>. No 
encryption is selected.</li><li><strong>RSA</strong>. Session content is encrypted with AES using a unique 
key. The key is then encrypted with an RSA public key and appended to the JWT.<p><p>AM supports the following 
padding modes, which you can set using the <code>org.forgerock.openam.session.stateless.rsa.padding</code> 
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advanced property:<ul><li><code>RSA1_5</code>. RSA with PKCS#1 v1.5 padding.</li><li><code>RSA-OAEP</code>. 
RSA with optimal asymmetric encryption padding (OAEP) and SHA-1.</li><li><code>RSA-OAEP-256</code>. RSA with 
OAEP padding and SHA-256.</li></ul></li><li><strong>AES KeyWrapping</strong>. Session content is encrypted 
with AES using a unique key and is then wrapped using AES KeyWrap and the master key. This provides additional 
security, compared to RSA, at the cost of 128 or 256 bits (or 32 bytes) depending on the size of the master 
key. This method provides authenticated encryption, which removes the need for a separate signature and 
decreases the byte size of the JWT. See <a href=\"https://tools.ietf.org/html/rfc3394\" target=\"_blank\">RFC 
3394</a>.</li><li><strong>Direct AES Encryption</strong>.  Session content is encrypted with direct AES 
encryption with a symmetric key. This method provides authenticated encryption, which removes the need for a 
separate signature and decreases the byte size of the JWT. </li></ul><p><p><strong>Important</strong>: To 
prevent users from accidentally disabling all authentication support, which can be accomplished by disabling 
signing and not using an authenticated encryption mode, you must set the 
<code>org.forgerock.openam.session.stateless.signing.allownone</code> system property to <code>true</code> to 
turn off signing completely.",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "statelessCompressionType" : {
          "title" : "Compression Algorithm",
          "description" : "If enabled the session state is compressed before signing and 
encryption.<br><br><strong>WARNING</strong>: Enabling compression may compromise encryption. This may leak 
information about the content of the session state if encryption is enabled.",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-session-stateless-blacklist-poll-interval" : {
          "title" : "Denylist Poll Interval (seconds)",
          "description" : "Specifies the interval at which AM polls the Core Token Service to update the list 
of logged out sessions, in seconds.<br><br>The longer the polling interval, the more time a malicious user has 
to connect to other AM servers in a deployment and make use of a stolen session cookie. Shortening the polling 
interval improves the security for logged out sessions, but might incur a minimal decrease in overall AM 
performance due to increased network activity. Set to <code>0</code> to disable this feature completely.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "statelessSigningHmacSecret" : {
          "title" : "Signing HMAC Shared Secret",
          "description" : "Specifies the shared secret that AM uses when performing HMAC signing on the 
session JWT.<p><p>Specify a shared secret when using a \"Signing Algorithm Type\" of <code>HS256</code>, 
<code>HS384</code>, or <code>HS512</code>.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "statelessEncryptionAesKey" : {
          "title" : "Encryption Symmetric AES Key",
          "description" : "AES key for use with Direct or AES KeyWrap encryption modes.<br><br>The symmetric 
AES key is a base64-encoded random key.<p><p>For direct encryption with <code>AES-GCM</code> or for <code>AES-
KeyWrap</code> with any content encryption method, this should be 128, 192, or 256 bits.<p><p>For direct 
encryption with <code>AES-CBC-HMAC</code>, the key should be double those sizes (one half for the AES key, the 
other have for the HMAC key).<p><p>AES key sizes greater than 128 bits require installation of the JCE 
Unlimited Strength policy files in your JRE.",
          "propertyOrder" : 2400,
          "required" : true,
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          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "statelessSigningType" : {
          "title" : "Signing Algorithm Type",
          "description" : "Specifies the algorithm that AM uses to sign the JSON Web Token (JWT) containing 
the session content. Signing the JWT enables tampering detection.<br><br>AM supports the following signing 
algorithms: <ul><li><strong>HS256</strong>. HMAC using SHA-256.</li><li><strong>HS384</strong>. HMAC using 
SHA-384.</li><li><strong>HS512</strong>. HMAC using SHA-512.</li><li><strong>RS256</strong>. RSASSA-PKCS1-v1_5 
using SHA-256.</li><li><strong>ES256</strong>. ECDSA using SHA-256 and NIST standard P-256 elliptic curve.</
li><li><strong>ES384</strong>. ECDSA using SHA-384 and NIST standard P-384 elliptic curve.</
li><li><strong>ES512</strong>. ECDSA using SHA-512 and NIST standard P-521 elliptic curve.</li></ul>",
          "propertyOrder" : 1900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "statelessLogoutByUser" : {
          "title" : "Enable Invalidation of Sessions Based on User Identifier",
          "description" : "Specifies whether AM permits logging out all client-side sessions for a given user 
via the logoutByUser action. <li> This will introduce a performance impact at session verification.",
          "propertyOrder" : 2910,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "quotas" : {
      "type" : "object",
      "title" : "Session Quotas",
      "propertyOrder" : 3,
      "properties" : {
        "iplanet-am-session-enable-session-constraint" : {
          "title" : "Enable Quota Constraints",
          "description" : "If on, then OpenAM allows you to set quota constraints on server-side sessions.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "quotaConstraintMaxWaitTime" : {
          "title" : "Read Timeout for Quota Constraint",
          "description" : "Maximum wait time after which OpenAM considers a search for live session count as 
having failed if quota constraints are enabled, in milliseconds.",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "denyLoginWhenRepoDown" : {
          "title" : "Deny user login when session repository is down",
          "description" : "This property only takes effect when the session quota constraint is enabled, and 
the session data store is unavailable.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "behaviourWhenQuotaExhausted" : {
          "title" : "Resulting behavior if session quota exhausted",
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          "description" : "Specify the action to take if a session quota is exhausted:<ul><li><strong>Deny 
Access</strong>. New session creation requests will be denied.</li><li><strong>Destroy Next Expiring</strong>. 
The session that would expire next will be destroyed.</li><li><strong>Destroy Oldest</strong>. The oldest 
session will be destroyed.</li><li><strong>Destroy All</strong>. All previous sessions will be destroyed.</
li></ul>",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "search" : {
      "type" : "object",
      "title" : "Session Search",
      "propertyOrder" : 1,
      "properties" : {
        "sessionListRetrievalTimeout" : {
          "title" : "Timeout for Search",
          "description" : "Time after which OpenAM sees an incomplete search as having failed, in seconds.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxSessionListSize" : {
          "title" : "Maximum Number of Search Results",
          "description" : "Maximum number of results from a session search. Do not set this attribute to a 
large value, for example more than 1000, unless sufficient system resources are allocated.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "general" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 0,
      "properties" : {
        "crossUpgradeReferenceFlag" : {
          "title" : "Enable Cross Upgrade Session Reference",
          "description" : "Specifies whether the sessions created by AM will contain an additional session 
reference property which is persisted across session upgrade.",
          "propertyOrder" : 1910,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "dnRestrictionOnly" : {
          "title" : "DN Restriction Only Enabled",
          "description" : "If enabled, OpenAM will not perform DNS lookups when checking restrictions in 
cookie hijacking mode.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "timeoutHandlers" : {
          "title" : "Session Timeout Handler implementations",
          "description" : "Lists plugin classes implementing session timeout handlers. Specify the fully 

Amster Entity Reference PingAM

3534 Copyright © 2025 Ping Identity Corporation



qualified name.",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "latestAccessTimeUpdateFrequency" : {
          "title" : "Latest Access Time Update Frequency",
          "description" : "Defaults to <code>60</code> seconds. At most, AM updates a session's latest access 
time this often.<br><br>Subsequent touches to the session that occur within the specified number of seconds 
after an update will not cause additional updates to the session's access time.<p><p>Refreshing a session 
returns the idle time as the number of seconds since an update has occurred, which will be between <code>0</
code> and the specified Latest Access Time Update Frequency.",
          "propertyOrder" : null,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "notifications" : {
      "type" : "object",
      "title" : "Session Property Change Notifications",
      "propertyOrder" : 2,
      "properties" : {
        "notificationPropertyList" : {
          "title" : "Notification Properties",
          "description" : "Lists session properties for which OpenAM can send notifications upon modification. 
Session notification applies to server-side sessions only.",
          "propertyOrder" : 1200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "propertyChangeNotifications" : {
          "title" : "Enable Property Change Notifications",
          "description" : "If on, then OpenAM notifies other applications participating in SSO when a session 
property in the Notification Properties list changes on a server-side session.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "dynamic" : {
      "properties" : {
        "maxSessionTime" : {
          "title" : "Maximum Session Time",
          "description" : "Maximum time a session can remain valid before OpenAM requires the user to 
authenticate again, in minutes.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
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        "maxCachingTime" : {
          "title" : "Maximum Caching Time",
          "description" : "Maximum time that external clients of AM are recommended to cache the session for, 
in minutes.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "quotaLimit" : {
          "title" : "Active User Sessions",
          "description" : "Maximum number of concurrent server-side sessions OpenAM allows a user to have.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxIdleTime" : {
          "title" : "Maximum Idle Time",
          "description" : "Maximum time a server-side session can remain idle before OpenAM requires the user 
to authenticate again, in minutes.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Dynamic Attributes"
    }
  }
}

SessionProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/{serverName}/properties/session

Resource version: 1.0

read

Usage

am> read SessionProperties --global --serverName serverName

Parameters
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--serverName

An object of property key-value pairs

update

Usage

am> update SessionProperties --global --serverName serverName --body body

Parameters

--serverName

An object of property key-value pairs

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "amconfig.header.sessionthresholds" : {
      "title" : "Session Limits",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "org.forgerock.openam.session.service.access.persistence.caching.maxsize" : {
          "title" : "Maximum Session Cache Size",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "The maximum number of sessions to cache in the per-server internal session cache. 
(property name: org.forgerock.openam.session.service.access.persistence.caching.maxsize)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.session.invalidsessionmaxtime" : {
          "title" : "Invalidate Session Max Time",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Duration in minutes after which the invalid session will be removed from the 
session table if it is created and the user does not login. This value should always be greater than the 
timeout value in the Authentication module properties file. (property name: 
com.iplanet.am.session.invalidsessionmaxtime)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.sessionlogging" : {
      "title" : "Statistics",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "com.iplanet.am.stats.interval" : {
          "title" : "Logging Interval (in seconds)",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Number of seconds to elapse between statistics logging. The interval should be at 
least 5 seconds to avoid CPU saturation. An interval value less than 5 seconds will be interpreted as 5 
seconds. (property name: com.iplanet.am.stats.interval)",
          "properties" : {
            "value" : {
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              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.services.stats.state" : {
          "title" : "State",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Statistics state 'file' will write to a file under the specified directory, and 
'console' will write into webserver log files. (property name: com.iplanet.services.stats.state)",
          "properties" : {
            "value" : {
              "enum" : [ "off", "file", "console" ],
              "options" : {
                "enum_titles" : [ "Off", "File", "Console" ]
              },
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.services.stats.directory" : {
          "title" : "Directory",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "Directory where the statistic files will be created. Use forward slashes \"/\" to 
separate directories, not backslash \"\\\". Spaces in the file name are allowed for Windows. (property name: 
com.iplanet.services.stats.directory)",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.sun.am.session.enableHostLookUp" : {
          "title" : "Enable Host Lookup",
          "type" : "object",
          "propertyOrder" : 3,
          "description" : "Enables or disables host lookup during session logging. (property name: 
com.sun.am.session.enableHostLookUp)",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            }
          }
        }
      }
    },
    "amconfig.header.sessionnotification" : {
      "title" : "Notification",
      "type" : "object",
      "propertyOrder" : 2,
      "properties" : {
        "com.iplanet.am.notification.threadpool.size" : {
          "title" : "Notification Pool Size",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Specifies the size of the notification thread pool (total number of threads). 
(property name: com.iplanet.am.notification.threadpool.size)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "com.iplanet.am.notification.threadpool.threshold" : {
          "title" : "Notification Thread Pool Threshold",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Specifies the maximum task queue length for serving notification threads. (property 
name: com.iplanet.am.notification.threadpool.threshold)",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.header.sessionvalidation" : {
      "title" : "Validation",
      "type" : "object",
      "propertyOrder" : 3,
      "properties" : {
        "com.sun.am.session.caseInsensitiveDN" : {
          "title" : "Case Insensitive client DN comparison",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "Specifies if client distinguished name comparison is case insensitive/sensitive. 
(property name: com.sun.am.session.caseInsensitiveDN)",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },

Amster Entity Reference PingAM

3540 Copyright © 2025 Ping Identity Corporation



            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    }
  }
}

SessionPropertyWhiteList

Realm Operations

Resource path:

/realm-config/services/amSessionPropertyWhitelist

Resource version: 1.0

create

Usage

am> create SessionPropertyWhiteList --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "sessionPropertyWhitelist" : {
      "title" : "Allowlisted Session Property Names",
      "description" : "A list of properties that users may read, edit the value of, or delete from their 
session.<p><p> Adding properties to sessions can impact OpenAM's performance. Because there is no size 
constraint limiting the set of properties that you can add to sessions, and no limit on the number of session 
properties you can add, keep in mind that adding session properties can increase the load on an OpenAM 
deployment in the following areas: <ul><li>OpenAM server memory</li><li>OpenDJ storage</li><li>OpenDJ 
replication</li></ul><p>Protected attributes will NOT be allowed to be set, edited or deleted, even if they 
are included in this allowlist.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "whitelistedQueryProperties" : {
      "title" : "Session Properties to return for session queries",
      "description" : "A list of session properties that can be returned to admins in a REST session query 
response.<p><p>This setting may impact REST query performance - when session properties are added, the CTS 
token must be retrieved, and will be the subject of decryption and decompression, if configured.<p><p> 
Protected attributes will NOT be allowed to be set, edited or deleted, even if they are included in this 
list.",
      "propertyOrder" : 110,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete SessionPropertyWhiteList --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SessionPropertyWhiteList --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action SessionPropertyWhiteList --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SessionPropertyWhiteList --realm Realm --actionName nextdescendents

read

Usage

am> read SessionPropertyWhiteList --realm Realm

update

Usage

am> update SessionPropertyWhiteList --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "sessionPropertyWhitelist" : {
      "title" : "Allowlisted Session Property Names",
      "description" : "A list of properties that users may read, edit the value of, or delete from their 
session.<p><p> Adding properties to sessions can impact OpenAM's performance. Because there is no size 
constraint limiting the set of properties that you can add to sessions, and no limit on the number of session 
properties you can add, keep in mind that adding session properties can increase the load on an OpenAM 
deployment in the following areas: <ul><li>OpenAM server memory</li><li>OpenDJ storage</li><li>OpenDJ 
replication</li></ul><p>Protected attributes will NOT be allowed to be set, edited or deleted, even if they 
are included in this allowlist.",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "whitelistedQueryProperties" : {
      "title" : "Session Properties to return for session queries",
      "description" : "A list of session properties that can be returned to admins in a REST session query 
response.<p><p>This setting may impact REST query performance - when session properties are added, the CTS 
token must be retrieved, and will be the subject of decryption and decompression, if configured.<p><p> 
Protected attributes will NOT be allowed to be set, edited or deleted, even if they are included in this 
list.",
      "propertyOrder" : 110,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/amSessionPropertyWhitelist

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SessionPropertyWhiteList --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SessionPropertyWhiteList --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SessionPropertyWhiteList --global --actionName nextdescendents

read

Usage

am> read SessionPropertyWhiteList --global

update

Usage

am> update SessionPropertyWhiteList --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "sessionPropertyWhitelist" : {
          "title" : "Allowlisted Session Property Names",
          "description" : "A list of properties that users may read, edit the value of, or delete from their 
session.<p><p> Adding properties to sessions can impact OpenAM's performance. Because there is no size 
constraint limiting the set of properties that you can add to sessions, and no limit on the number of session 
properties you can add, keep in mind that adding session properties can increase the load on an OpenAM 
deployment in the following areas: <ul><li>OpenAM server memory</li><li>OpenDJ storage</li><li>OpenDJ 
replication</li></ul><p>Protected attributes will NOT be allowed to be set, edited or deleted, even if they 
are included in this allowlist.",
          "propertyOrder" : 100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "whitelistedQueryProperties" : {
          "title" : "Session Properties to return for session queries",
          "description" : "A list of session properties that can be returned to admins in a REST session query 
response.<p><p>This setting may impact REST query performance - when session properties are added, the CTS 
token must be retrieved, and will be the subject of decryption and decompression, if configured.<p><p> 
Protected attributes will NOT be allowed to be set, edited or deleted, even if they are included in this 
list.",
          "propertyOrder" : 110,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

SessionUserService

Realm Operations

Resource path:

/users/{user}/services/session

Resource version: 1.0
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create

Usage

am> create SessionUserService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "iplanet-am-session-max-idle-time" : {
      "title" : "Maximum Idle Time",
      "description" : "Maximum time a server-side session can remain idle before OpenAM requires the user to 
authenticate again, in minutes.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "iplanet-am-session-max-session-time" : {
      "title" : "Maximum Session Time",
      "description" : "Maximum time a session can remain valid before OpenAM requires the user to authenticate 
again, in minutes.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "iplanet-am-session-quota-limit" : {
      "title" : "Active User Sessions",
      "description" : "Maximum number of concurrent server-side sessions OpenAM allows a user to have.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "iplanet-am-session-max-caching-time" : {
      "title" : "Maximum Caching Time",
      "description" : "Maximum time that external clients of AM are recommended to cache the session for, in 
minutes.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete SessionUserService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SessionUserService --realm Realm --user user --actionName getAllTypes

Parameters

--user

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SessionUserService --realm Realm --user user --actionName getCreatableTypes

Parameters

--user

=== nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SessionUserService --realm Realm --user user --actionName nextdescendents

Parameters

--user

=== read

Usage

am> read SessionUserService --realm Realm
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unassignServices

action.unassignServices.description

Usage

am> action SessionUserService --realm Realm --body body --user user --actionName unassignServices

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "description" : "i18n:api-descriptor/UserServicesResource#schema.description",
  "type" : "object",
  "title" : "i18n:api-descriptor/UserServicesResource#schema.title",
  "properties" : {
    "serviceNames" : {
      "type" : "array",
      "title" : "i18n:api-descriptor/UserServicesResource#schema.servicename.title",
      "description" : "i18n:api-descriptor/UserServicesResource#schema.servicename.description",
      "items" : {
        "type" : "string"
      }
    }
  }
}

--user

=== update

Usage

am> update SessionUserService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "iplanet-am-session-max-idle-time" : {
      "title" : "Maximum Idle Time",
      "description" : "Maximum time a server-side session can remain idle before OpenAM requires the user to 
authenticate again, in minutes.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "iplanet-am-session-max-session-time" : {
      "title" : "Maximum Session Time",
      "description" : "Maximum time a session can remain valid before OpenAM requires the user to authenticate 
again, in minutes.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "iplanet-am-session-quota-limit" : {
      "title" : "Active User Sessions",
      "description" : "Maximum number of concurrent server-side sessions OpenAM allows a user to have.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "iplanet-am-session-max-caching-time" : {
      "title" : "Maximum Caching Time",
      "description" : "Maximum time that external clients of AM are recommended to cache the session for, in 
minutes.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

Sessions

Realm Operations

Represents Sessions that can queried via a REST interface.

Resource path:

/sessions

Resource version: 5.1
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getSessionInfo

It reads and returns the information about the requested session.

Usage

am> action Sessions --realm Realm --body body --actionName getSessionInfo

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Action request",
  "title" : "Action request",
  "type" : "object",
  "properties" : {
    "tokenId" : {
      "title" : "The tokenId",
      "description" : "The tokenId of the user you request information for",
      "type" : "string"
    }
  },
  "required" : [ "tokenId" ]
}

getSessionInfoAndResetIdleTime

It reads and returns the information about the requested session. It also resets the session idle time.

Usage

am> action Sessions --realm Realm --body body --actionName getSessionInfoAndResetIdleTime

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Action request",
  "title" : "Action request",
  "type" : "object",
  "properties" : {
    "tokenId" : {
      "title" : "The tokenId",
      "description" : "The tokenId of the user you request information for",
      "type" : "string"
    }
  },
  "required" : [ "tokenId" ]
}

getSessionProperties

It reads and returns all of the allowlisted properties for the requested session.

Usage

am> action Sessions --realm Realm --body body --actionName getSessionProperties

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Action request",
  "title" : "Action request",
  "type" : "object",
  "properties" : {
    "tokenId" : {
      "title" : "The tokenId",
      "description" : "The tokenId of the user you request information for",
      "type" : "string"
    }
  },
  "required" : [ "tokenId" ]
}

logout

It logs out from OpenAM

Usage

am> action Sessions --realm Realm --body body --actionName logout
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Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Action request",
  "title" : "Action request",
  "type" : "object",
  "properties" : {
    "tokenId" : {
      "title" : "The tokenId",
      "description" : "The tokenId of the user you request information for",
      "type" : "string"
    }
  },
  "required" : [ "tokenId" ]
}

logoutByHandle

It logs out sessions based on the provided session handles.

Usage

am> action Sessions --realm Realm --body body --actionName logoutByHandle

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Logout By Handle request",
  "type" : "object",
  "title" : "Logout By Handle request",
  "properties" : {
    "sessionHandles" : {
      "title" : "Session handles",
      "description" : "The array of session handles that needs to be invalidated.",
      "type" : "array",
      "items" : {
        "type" : "string"
      }
    }
  },
  "required" : [ "sessionHandles" ]
}
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logoutByUser

No yet implemented, it will log out sessions based on the provided username and realm.

Usage

am> action Sessions --realm Realm --body body --actionName logoutByUser

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Logout By User request [not functional yet]",
  "type" : "object",
  "title" : "Logout By User request [not functional yet]",
  "properties" : {
    "username" : {
      "title" : "Username",
      "description" : "The username to identify the user whose sessions should be invalidated.",
      "type" : "string"
    }
  },
  "required" : [ "username" ]
}

query

It queries all sessions using the provided query filter.

Usage

am> query Sessions --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [username, realm]

refresh

Suggests to OpenAM that it should refresh this session (update it’s latest access time and reset its idleTime to 0). This will only be
obeyed if the time between the session’s previous latest access time and now is greater than the value configured for the server’s
Latest Access Time Update Frequency setting, which defaults to 60 seconds.

Usage
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am> action Sessions --realm Realm --body body --actionName refresh

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Action request",
  "title" : "Action request",
  "type" : "object",
  "properties" : {
    "tokenId" : {
      "title" : "The tokenId",
      "description" : "The tokenId of the user you request information for",
      "type" : "string"
    }
  },
  "required" : [ "tokenId" ]
}

updateSessionProperties

It updates and returns all of the allowlisted properties for the requested session.

Usage

am> action Sessions --realm Realm --body body --actionName updateSessionProperties

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Action request",
  "title" : "Action request",
  "type" : "object",
  "properties" : {
    "tokenId" : {
      "title" : "The tokenId",
      "description" : "The tokenId of the user you request information for",
      "type" : "string"
    }
  },
  "required" : [ "tokenId" ]
}
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validate

It checks whether the specified SSO Token Id is valid or not. If there is any problem getting or validating the token which causes
an exception, the JSON response will be false. In addition, if the token is expired then the JSON response will be set to false.
Otherwise it will be set to true.

Usage

am> action Sessions --realm Realm --body body --actionName validate

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Action request",
  "title" : "Action request",
  "type" : "object",
  "properties" : {
    "tokenId" : {
      "title" : "The tokenId",
      "description" : "The tokenId of the user you request information for",
      "type" : "string"
    }
  },
  "required" : [ "tokenId" ]
}

SetCustomCookie

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SetCustomCookieNode

Resource version: 1.0

create

Usage

am> create SetCustomCookie --realm Realm --id id --body body

Amster Entity Reference PingAM

3556 Copyright © 2025 Ping Identity Corporation



Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "domain" : {
      "title" : "Custom Cookie Domain",
      "description" : "Sets the domain of the custom cookie.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "name" : {
      "title" : "Custom Cookie Name",
      "description" : "Sets the name of the custom cookie.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "value" : {
      "title" : "Custom Cookie Value",
      "description" : "Sets the value of the custom cookie.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "maxAge" : {
      "title" : "Max Age",
      "description" : "The maximum length of time the custom cookie is valid for, in seconds. Both the Max Age 
and Expires attribute of the cookie are set behind the scenes for compatibility purposes.",
      "propertyOrder" : 300,
      "type" : "integer",
      "exampleValue" : ""
    },
    "useSecureCookie" : {
      "title" : "Use Secure Cookie",
      "description" : "Sets the custom cookie as \"Secure\".",
      "propertyOrder" : 600,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "path" : {
      "title" : "Custom Cookie Path",
      "description" : "Sets the path of the custom cookie.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "useHttpOnlyCookie" : {
      "title" : "Use HTTP Only Cookie",
      "description" : "Sets the custom cookie as \"HttpOnly\".",
      "propertyOrder" : 700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "sameSite" : {
      "title" : "Custom Cookie SameSite attribute",
      "description" : "Sets the same site attribute of the custom cookie.",
      "propertyOrder" : 800,
      "type" : "string",
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      "exampleValue" : ""
    }
  },
  "required" : [ "name", "value", "useSecureCookie", "useHttpOnlyCookie", "sameSite" ]
}

delete

Usage

am> delete SetCustomCookie --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SetCustomCookie --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SetCustomCookie --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action SetCustomCookie --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SetCustomCookie --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SetCustomCookie --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SetCustomCookie --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SetCustomCookie --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "domain" : {
      "title" : "Custom Cookie Domain",
      "description" : "Sets the domain of the custom cookie.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "name" : {
      "title" : "Custom Cookie Name",
      "description" : "Sets the name of the custom cookie.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "value" : {
      "title" : "Custom Cookie Value",
      "description" : "Sets the value of the custom cookie.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "maxAge" : {
      "title" : "Max Age",
      "description" : "The maximum length of time the custom cookie is valid for, in seconds. Both the Max Age 
and Expires attribute of the cookie are set behind the scenes for compatibility purposes.",
      "propertyOrder" : 300,
      "type" : "integer",
      "exampleValue" : ""
    },
    "useSecureCookie" : {
      "title" : "Use Secure Cookie",
      "description" : "Sets the custom cookie as \"Secure\".",
      "propertyOrder" : 600,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "path" : {
      "title" : "Custom Cookie Path",
      "description" : "Sets the path of the custom cookie.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "useHttpOnlyCookie" : {
      "title" : "Use HTTP Only Cookie",
      "description" : "Sets the custom cookie as \"HttpOnly\".",
      "propertyOrder" : 700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "sameSite" : {
      "title" : "Custom Cookie SameSite attribute",
      "description" : "Sets the same site attribute of the custom cookie.",
      "propertyOrder" : 800,
      "type" : "string",
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      "exampleValue" : ""
    }
  },
  "required" : [ "name", "value", "useSecureCookie", "useHttpOnlyCookie", "sameSite" ]
}

SetPersistentCookie

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SetPersistentCookieNode

Resource version: 1.0

create

Usage

am> create SetPersistentCookie --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "useHttpOnlyCookie" : {
      "title" : "Use HTTP Only Cookie",
      "description" : "Sets the persistent cookie as \"HttpOnly\".",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "persistentCookieName" : {
      "title" : "Persistent Cookie Name",
      "description" : "Sets the name of the persistent cookie.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "idleTimeout" : {
      "title" : "Idle Timeout",
      "description" : "The maximum idle time between requests before the cookie is invalidated, in hours.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "hmacSigningKey" : {
      "title" : "HMAC Signing Key",
      "description" : "Base64-encoded 256-bit key to use for HMAC signing of the cookie.",
      "propertyOrder" : 500,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "useSecureCookie" : {
      "title" : "Use Secure Cookie",
      "description" : "Sets the persistent cookie as \"Secure\".",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maxLife" : {
      "title" : "Max Life",
      "description" : "The maximum length of time the persistent cookie is valid for, in hours.",
      "propertyOrder" : 200,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "useHttpOnlyCookie", "persistentCookieName", "idleTimeout", "hmacSigningKey", 
"useSecureCookie", "maxLife" ]
}

delete

Usage

am> delete SetPersistentCookie --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SetPersistentCookie --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SetPersistentCookie --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action SetPersistentCookie --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SetPersistentCookie --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SetPersistentCookie --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SetPersistentCookie --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SetPersistentCookie --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "useHttpOnlyCookie" : {
      "title" : "Use HTTP Only Cookie",
      "description" : "Sets the persistent cookie as \"HttpOnly\".",
      "propertyOrder" : 400,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "persistentCookieName" : {
      "title" : "Persistent Cookie Name",
      "description" : "Sets the name of the persistent cookie.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "idleTimeout" : {
      "title" : "Idle Timeout",
      "description" : "The maximum idle time between requests before the cookie is invalidated, in hours.",
      "propertyOrder" : 100,
      "type" : "integer",
      "exampleValue" : ""
    },
    "hmacSigningKey" : {
      "title" : "HMAC Signing Key",
      "description" : "Base64-encoded 256-bit key to use for HMAC signing of the cookie.",
      "propertyOrder" : 500,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "useSecureCookie" : {
      "title" : "Use Secure Cookie",
      "description" : "Sets the persistent cookie as \"Secure\".",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maxLife" : {
      "title" : "Max Life",
      "description" : "The maximum length of time the persistent cookie is valid for, in hours.",
      "propertyOrder" : 200,
      "type" : "integer",
      "exampleValue" : ""
    }
  },
  "required" : [ "useHttpOnlyCookie", "persistentCookieName", "idleTimeout", "hmacSigningKey", 
"useSecureCookie", "maxLife" ]
}
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SetSessionProperties

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SetSessionPropertiesNode

Resource version: 1.0

create

Usage

am> create SetSessionProperties --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "properties" : {
      "title" : "Properties",
      "description" : "The properties to set on the user's session if/when it is created.",
      "propertyOrder" : 100,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "properties" ]
}

delete

Usage
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am> delete SetSessionProperties --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SetSessionProperties --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SetSessionProperties --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action SetSessionProperties --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action SetSessionProperties --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SetSessionProperties --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SetSessionProperties --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SetSessionProperties --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "properties" : {
      "title" : "Properties",
      "description" : "The properties to set on the user's session if/when it is created.",
      "propertyOrder" : 100,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  },
  "required" : [ "properties" ]
}

SharedAgents

Realm Operations

Agents handler that is responsible for managing agents

Resource path:

/realm-config/agents/SharedAgent

Resource version: 1.0

create

Usage

am> create SharedAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "status" : {
      "title" : "Status",
      "description" : "Status of the agent configuration.",
      "propertyOrder" : 200,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "userpassword" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "agentProfilesAllowedToRead" : {
      "title" : "Agent Profiles allowed to Read.",
      "description" : "",
      "propertyOrder" : 22600,
      "items" : {
        "type" : "string"
      },
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "array",
          "required" : true
        }
      }
    },
    "cdssoRootUrl" : {
      "title" : "Agent Root URL for CDSSO",
      "description" : "The list of agent root URLs for CDSSO. The valid value is in the format protocol://
hostname:port/, where protocol represents the protocol used, such as http or https, hostname represents the 
host name of the system where the agent resides, and port represents the port number on which the agent is 
installed. The slash following the port number is required.<br> If your agent system also has virtual host 
names, add URLs with the virtual host names to this list as well. AM checks that goto URLs match one of the 
agent root URLs for CDSSO.<br>Property: sunIdentityServerDeviceKeyValue <br>Valid for Agent 5.0 onwards",
      "propertyOrder" : 22700,
      "items" : {
        "type" : "string"
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      },
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "array",
          "required" : true
        }
      }
    }
  }
}

delete

Usage

am> delete SharedAgents --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SharedAgents --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SharedAgents --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action SharedAgents --realm Realm --actionName nextdescendents

query

Querying the agents of a specific type

Usage

am> query SharedAgents --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SharedAgents --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SharedAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "status" : {
      "title" : "Status",
      "description" : "Status of the agent configuration.",
      "propertyOrder" : 200,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "userpassword" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "agentProfilesAllowedToRead" : {
      "title" : "Agent Profiles allowed to Read.",
      "description" : "",
      "propertyOrder" : 22600,
      "items" : {
        "type" : "string"
      },
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "array",
          "required" : true
        }
      }
    },
    "cdssoRootUrl" : {
      "title" : "Agent Root URL for CDSSO",
      "description" : "The list of agent root URLs for CDSSO. The valid value is in the format protocol://
hostname:port/, where protocol represents the protocol used, such as http or https, hostname represents the 
host name of the system where the agent resides, and port represents the port number on which the agent is 
installed. The slash following the port number is required.<br> If your agent system also has virtual host 
names, add URLs with the virtual host names to this list as well. AM checks that goto URLs match one of the 
agent root URLs for CDSSO.<br>Property: sunIdentityServerDeviceKeyValue <br>Valid for Agent 5.0 onwards",
      "propertyOrder" : 22700,
      "items" : {
        "type" : "string"
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      },
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "array",
          "required" : true
        }
      }
    }
  }
}

Sites

Global Operations

This version 1.0 sites service represents a Sites resource with CQ operations on the users collection and CRUDPA operations
available for the site item. Items can have server version 1.0 subresources.

Resource path:

/global-config/sites

Resource version: 1.0

create

Create new site entry

Usage

am> create Sites --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Site schema.",
  "type" : "object",
  "title" : "Site schema",
  "properties" : {
    "_id" : {
      "type" : "string",
      "title" : "Name",
      "description" : "Site name."
    },
    "id" : {
      "type" : "string",
      "title" : "Site id",
      "description" : "Site's unique identifier.",
      "javaName" : "siteId"
    },
    "url" : {
      "type" : "string",
      "title" : "Primary URL",
      "description" : "Site primary URL."
    },
    "secondaryURLs" : {
      "type" : "array",
      "title" : "Secondary URLs",
      "description" : "Secondary URLs for this site.",
      "items" : {
        "type" : "string"
      }
    },
    "servers" : {
      "type" : "array",
      "title" : "Assigned Servers",
      "description" : "Servers assigned to this site.",
      "items" : {
        "type" : "object",
        "properties" : {
          "id" : {
            "type" : "string",
            "title" : "Server id",
            "description" : "Server's unique identifier for the site."
          },
          "url" : {
            "type" : "string",
            "title" : "Server URL",
            "description" : "Server URL of the site"
          }
        }
      }
    }
  }
}

delete

Delete site entry

Usage
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am> delete Sites --global --id id

Parameters

--id

The unique identifier for the resource.

query

Query the collection of site entries

Usage

am> query Sites --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [_id, url]

read

Read a site entry

Usage

am> read Sites --global --id id

Parameters

--id

The unique identifier for the resource.

schema

Sites schema action that returns the sites schema json

Usage

am> action Sites --global --actionName schema

template

Sites template action that returns a template json object for site insert

Usage
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am> action Sites --global --actionName template

update

Update a site entry

Usage

am> update Sites --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Site schema.",
  "type" : "object",
  "title" : "Site schema",
  "properties" : {
    "_id" : {
      "type" : "string",
      "title" : "Name",
      "description" : "Site name."
    },
    "id" : {
      "type" : "string",
      "title" : "Site id",
      "description" : "Site's unique identifier.",
      "javaName" : "siteId"
    },
    "url" : {
      "type" : "string",
      "title" : "Primary URL",
      "description" : "Site primary URL."
    },
    "secondaryURLs" : {
      "type" : "array",
      "title" : "Secondary URLs",
      "description" : "Secondary URLs for this site.",
      "items" : {
        "type" : "string"
      }
    },
    "servers" : {
      "type" : "array",
      "title" : "Assigned Servers",
      "description" : "Servers assigned to this site.",
      "items" : {
        "type" : "object",
        "properties" : {
          "id" : {
            "type" : "string",
            "title" : "Server id",
            "description" : "Server's unique identifier for the site."
          },
          "url" : {
            "type" : "string",
            "title" : "Server URL",
            "description" : "Server URL of the site"
          }
        }
      }
    }
  }
}
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Smtp

Realm Operations

Resource path:

/realm-config/services/email/smtpTransports

Resource version: 1.0

create

Usage

am> create Smtp --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "hostname" : {
      "title" : "Mail Server Host Name",
      "description" : "Specifies the fully qualified domain name of the SMTP mail server through which to send 
email notifications.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : "smtp.example.com"
    },
    "sslState" : {
      "title" : "Mail Server Secure Connection",
      "description" : "Specifies whether to connect to the SMTP mail server using SSL.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "username" : {
      "title" : "Mail Server Authentication Username",
      "description" : "Specifies the user name for the SMTP mail server.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "username"
    },
    "port" : {
      "title" : "Mail Server Host Port",
      "description" : "Specifies the port number for the SMTP mail server.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "emailImplClassName" : {
      "title" : "Email Message Implementation Class",
      "description" : "Specifies the class that sends email notifications, such as those sent for user 
registration and forgotten passwords.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "password" : {
      "title" : "Mail Server Authentication Password",
      "description" : "Specifies the password for the SMTP user name.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete Smtp --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Smtp --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Smtp --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Smtp --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Smtp --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read Smtp --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Smtp --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "hostname" : {
      "title" : "Mail Server Host Name",
      "description" : "Specifies the fully qualified domain name of the SMTP mail server through which to send 
email notifications.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : "smtp.example.com"
    },
    "sslState" : {
      "title" : "Mail Server Secure Connection",
      "description" : "Specifies whether to connect to the SMTP mail server using SSL.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "username" : {
      "title" : "Mail Server Authentication Username",
      "description" : "Specifies the user name for the SMTP mail server.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "username"
    },
    "port" : {
      "title" : "Mail Server Host Port",
      "description" : "Specifies the port number for the SMTP mail server.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "emailImplClassName" : {
      "title" : "Email Message Implementation Class",
      "description" : "Specifies the class that sends email notifications, such as those sent for user 
registration and forgotten passwords.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "password" : {
      "title" : "Mail Server Authentication Password",
      "description" : "Specifies the password for the SMTP user name.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  }
}
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SoapSTSAgentGroups

Realm Operations

Agent Groups handler that is responsible for managing agent groups

Resource path:

/realm-config/agents/groups/SoapSTSAgent

Resource version: 1.0

create

Usage

am> create SoapSTSAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "publishServicePollInterval" : {
      "title" : "Poll Interval",
      "description" : "Interval, in seconds, to poll the sts publish service for newly-published SOAP STS 
instances.",
      "propertyOrder" : 26300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete SoapSTSAgentGroups --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SoapSTSAgentGroups --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SoapSTSAgentGroups --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SoapSTSAgentGroups --realm Realm --actionName nextdescendents

query

Querying the agent groups of a specific type

Usage

am> query SoapSTSAgentGroups --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SoapSTSAgentGroups --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SoapSTSAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "publishServicePollInterval" : {
      "title" : "Poll Interval",
      "description" : "Interval, in seconds, to poll the sts publish service for newly-published SOAP STS 
instances.",
      "propertyOrder" : 26300,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    }
  }
}

SoapStsAgents

Realm Operations

Agents handler that is responsible for managing agents

Resource path:

/realm-config/agents/SoapSTSAgent

Resource version: 1.0
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create

Usage

am> create SoapStsAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userpassword" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "publishServicePollInterval" : {
      "title" : "Poll Interval",
      "description" : "Interval, in seconds, to poll the sts publish service for newly-published SOAP STS 
instances.",
      "propertyOrder" : 26300,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : true
        }
      }
    },
    "agentgroup" : {
      "title" : "Group",
      "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
      "propertyOrder" : 50,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete SoapStsAgents --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SoapStsAgents --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SoapStsAgents --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SoapStsAgents --realm Realm --actionName nextdescendents

query

Querying the agents of a specific type

Usage

am> query SoapStsAgents --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SoapStsAgents --realm Realm --id id

Parameters

--id

The unique identifier for the resource.
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update

Usage

am> update SoapStsAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userpassword" : {
      "title" : "Password",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "publishServicePollInterval" : {
      "title" : "Poll Interval",
      "description" : "Interval, in seconds, to poll the sts publish service for newly-published SOAP STS 
instances.",
      "propertyOrder" : 26300,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : true
        }
      }
    },
    "agentgroup" : {
      "title" : "Group",
      "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
      "propertyOrder" : 50,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

SocialAuthInstagramModule

Realm Operations

Resource path:

/realm-config/authentication/modules/authSocialInstagram

Resource version: 1.0
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create

Usage

am> create SocialAuthInstagramModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "logoutBehaviour" : {
          "title" : "Logout Options",
          "description" : "Specify logout behavior.<br><br>The following options are available for logging out 
of the OAuth 2.0 Provider when the user logs out of AM:<br/><ul><li>prompt: Ask the user whether to log out 
from the OAuth 2.0 Provider</li><li>logout: Log out from the OAuth 2.0 Provider without asking the user</
li><li>donotlogout: Do not log out the user from the OAuth 2.0 Provider</li></ul><br/>To enable IdP logout, 
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you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2155,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "usesBasicAuth" : {
          "title" : "Use Basic Auth",
          "description" : "When enabled, the client will use basic auth for authenticating with  the social 
auth provider. Enabled by default.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "logoutServiceUrl" : {
          "title" : "OAuth 2.0 Provider Logout Service",
          "description" : "The URL of the Identity Provider's logout service.<br><br>To enable IdP logout, you 
must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2150,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scopeDelimiter" : {
          "title" : "Scope Delimiter",
          "description" : "Delimiter used to separate scope values. Default value is space.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete SocialAuthInstagramModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthInstagramModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthInstagramModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthInstagramModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SocialAuthInstagramModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SocialAuthInstagramModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update SocialAuthInstagramModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "logoutBehaviour" : {
          "title" : "Logout Options",
          "description" : "Specify logout behavior.<br><br>The following options are available for logging out 
of the OAuth 2.0 Provider when the user logs out of AM:<br/><ul><li>prompt: Ask the user whether to log out 
from the OAuth 2.0 Provider</li><li>logout: Log out from the OAuth 2.0 Provider without asking the user</
li><li>donotlogout: Do not log out the user from the OAuth 2.0 Provider</li></ul><br/>To enable IdP logout, 
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you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2155,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "usesBasicAuth" : {
          "title" : "Use Basic Auth",
          "description" : "When enabled, the client will use basic auth for authenticating with  the social 
auth provider. Enabled by default.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "logoutServiceUrl" : {
          "title" : "OAuth 2.0 Provider Logout Service",
          "description" : "The URL of the Identity Provider's logout service.<br><br>To enable IdP logout, you 
must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2150,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scopeDelimiter" : {
          "title" : "Scope Delimiter",
          "description" : "Delimiter used to separate scope values. Default value is space.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/authSocialInstagram

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthInstagramModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthInstagramModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthInstagramModule --global --actionName nextdescendents

read

Usage

am> read SocialAuthInstagramModule --global

update

Usage

am> update SocialAuthInstagramModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "accountProvisioning" : {
          "type" : "object",
          "title" : "Account Provisioning",
          "propertyOrder" : 1,
          "properties" : {
            "attributeMappingClasses" : {
              "title" : "Attribute Mapper",
              "description" : "Name of the class that implements the attribute mapping<br><br>This class maps 
the OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1700,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "createAccount" : {
              "title" : "Create account if it does not exist",
              "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
              "propertyOrder" : 1360,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "enableRegistrationService" : {
              "title" : "Use IDM as Registration Service",
              "description" : "Whether to use IDM as an external Registration Service to complete registration 
for new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
              "propertyOrder" : 1350,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "mapToAnonymousUser" : {
              "title" : "Map to anonymous user",
              "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
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the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
              "propertyOrder" : 2000,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "anonymousUserName" : {
              "title" : "Anonymous User",
              "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
              "propertyOrder" : 2100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "accountMapperClass" : {
              "title" : "Account Mapper",
              "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1500,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "accountMapperConfiguration" : {
              "title" : "Account Mapper Configuration",
              "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1600,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "accountProviderClass" : {
              "title" : "Account Provider",
              "description" : "Name of the class implementing the account provider.<br><br>This class is used 
by the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
              "propertyOrder" : 1400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "saveAttributesInSession" : {
              "title" : "Save attributes in the session",
              "description" : "If this option is enabled, the attributes configured in the attribute mapper 
will be saved into the OpenAM session",
              "propertyOrder" : 2400,
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              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "attributeMapperConfiguration" : {
              "title" : "Attribute Mapper Configuration",
              "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1800,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            }
          }
        },
        "core" : {
          "type" : "object",
          "title" : "Core",
          "propertyOrder" : 0,
          "properties" : {
            "ssoProxyUrl" : {
              "title" : "Proxy URL",
              "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed 
from the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
              "propertyOrder" : 1300,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "usesBasicAuth" : {
              "title" : "Use Basic Auth",
              "description" : "When enabled, the client will use basic auth for authenticating with  the 
social auth provider. Enabled by default.",
              "propertyOrder" : 1200,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "authenticationLevel" : {
              "title" : "Authentication Level",
              "description" : "The authentication level associated with this module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
              "propertyOrder" : 100,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "scopeDelimiter" : {
              "title" : "Scope Delimiter",
              "description" : "Delimiter used to separate scope values. Default value is space.",
              "propertyOrder" : 1000,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "tokenEndpoint" : {
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              "title" : "Access Token Endpoint URL",
              "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access 
token retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
              "propertyOrder" : 700,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "userInfoEndpoint" : {
              "title" : "User Profile Service URL",
              "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
              "propertyOrder" : 800,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "subjectProperty" : {
              "title" : "Subject Property",
              "description" : "Property used to identify which attribute an auth server identifies a user 
by.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "clientId" : {
              "title" : "Client Id",
              "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
              "propertyOrder" : 400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "provider" : {
              "title" : "Social Provider",
              "description" : "Social Provider for which this module is being setup.",
              "propertyOrder" : 200,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "scope" : {
              "title" : "Scope",
              "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
              "propertyOrder" : 900,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "logoutBehaviour" : {
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              "title" : "Logout Options",
              "description" : "Specify logout behavior.<br><br>The following options are available for logging 
out of the OAuth 2.0 Provider when the user logs out of AM:<br/><ul><li>prompt: Ask the user whether to log 
out from the OAuth 2.0 Provider</li><li>logout: Log out from the OAuth 2.0 Provider without asking the user</
li><li>donotlogout: Do not log out the user from the OAuth 2.0 Provider</li></ul><br/>To enable IdP logout, 
you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
              "propertyOrder" : 2155,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "clientSecret" : {
              "title" : "Client Secret",
              "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
              "propertyOrder" : 500,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "logoutServiceUrl" : {
              "title" : "OAuth 2.0 Provider Logout Service",
              "description" : "The URL of the Identity Provider's logout service.<br><br>To enable IdP logout, 
you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
              "propertyOrder" : 2150,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "authorizeEndpoint" : {
              "title" : "Authentication Endpoint URL",
              "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
              "propertyOrder" : 600,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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SocialAuthOAuth2Module

Realm Operations

Resource path:

/realm-config/authentication/modules/authSocialOAuth2

Resource version: 1.0

create

Usage

am> create SocialAuthOAuth2Module --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "usesBasicAuth" : {
          "title" : "Use Basic Auth",
          "description" : "When enabled, the client will use basic auth for authenticating with  the social 
auth provider. Enabled by default.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "logoutBehaviour" : {
          "title" : "Logout Options",
          "description" : "Specify logout behavior.<br><br>The following options are available for logging out 
of the OAuth 2.0 Provider when the user logs out of AM:<br/><ul><li>prompt: Ask the user whether to log out 
from the OAuth 2.0 Provider</li><li>logout: Log out from the OAuth 2.0 Provider without asking the user</
li><li>donotlogout: Do not log out the user from the OAuth 2.0 Provider</li></ul><br/>To enable IdP logout, 
you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2155,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : "sub"
        },
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
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        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://www.googleapis.com/oauth2/v3/userinfo"
        },
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://www.googleapis.com/oauth2/v4/token"
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "issuerName" : {
          "title" : "Token Issuer",
          "description" : "Required when the 'openid' scope is included. Value must match the iss field in 
issued ID Token<br/>e.g. accounts.google.com<br><br>The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://accounts.google.com"
        },
        "logoutServiceUrl" : {
          "title" : "OAuth 2.0 Provider Logout Service",
          "description" : "The URL of the Identity Provider's logout service.<br><br>To enable IdP logout, you 
must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2150,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mixUpMitigation" : {
          "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
          "description" : "Enables OAuth 2.0 mix-up mitigation<br><br>The authorization server must support 
the <a href=\"https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1\">OAuth 2.0 Mix-Up 
Mitigation draft</a>, otherwise OpenAM will fail to validate responses from the authorization server. If only 
the OAuth 2.0 protocol is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" 
setting.",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
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        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://accounts.google.com/o/oauth2/v2/auth"
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : "profile email"
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : "Google"
        },
        "scopeDelimiter" : {
          "title" : "Scope Delimiter",
          "description" : "Delimiter used to separate scope values. Default value is space.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
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that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "sub=uid"
        },
        "promptPasswordFlag" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1905,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : "org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|
google-"
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
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parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|
uid|google-"
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
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          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "given_name=givenName family_name=sn name=cn email=mail sub=uid"
        }
      }
    },
    "emailSettings" : {
      "type" : "object",
      "title" : "Email",
      "propertyOrder" : 2,
      "properties" : {
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 1940,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 1930,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpHost" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 1920,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 1945,
          "required" : true,
          "type" : "string",
          "exampleValue" : "info@forgerock.com"
        },
        "emailGateway" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 1915,
          "required" : true,
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          "type" : "string",
          "exampleValue" : ""
        },
        "emailAttribute" : {
          "title" : "Email attribute in the Response",
          "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
          "propertyOrder" : 1910,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 1925,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 1935,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete SocialAuthOAuth2Module --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthOAuth2Module --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthOAuth2Module --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthOAuth2Module --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SocialAuthOAuth2Module --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SocialAuthOAuth2Module --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SocialAuthOAuth2Module --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "usesBasicAuth" : {
          "title" : "Use Basic Auth",
          "description" : "When enabled, the client will use basic auth for authenticating with  the social 
auth provider. Enabled by default.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "logoutBehaviour" : {
          "title" : "Logout Options",
          "description" : "Specify logout behavior.<br><br>The following options are available for logging out 
of the OAuth 2.0 Provider when the user logs out of AM:<br/><ul><li>prompt: Ask the user whether to log out 
from the OAuth 2.0 Provider</li><li>logout: Log out from the OAuth 2.0 Provider without asking the user</
li><li>donotlogout: Do not log out the user from the OAuth 2.0 Provider</li></ul><br/>To enable IdP logout, 
you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2155,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : "sub"
        },
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
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        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://www.googleapis.com/oauth2/v3/userinfo"
        },
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://www.googleapis.com/oauth2/v4/token"
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "issuerName" : {
          "title" : "Token Issuer",
          "description" : "Required when the 'openid' scope is included. Value must match the iss field in 
issued ID Token<br/>e.g. accounts.google.com<br><br>The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://accounts.google.com"
        },
        "logoutServiceUrl" : {
          "title" : "OAuth 2.0 Provider Logout Service",
          "description" : "The URL of the Identity Provider's logout service.<br><br>To enable IdP logout, you 
must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2150,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mixUpMitigation" : {
          "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
          "description" : "Enables OAuth 2.0 mix-up mitigation<br><br>The authorization server must support 
the <a href=\"https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1\">OAuth 2.0 Mix-Up 
Mitigation draft</a>, otherwise OpenAM will fail to validate responses from the authorization server. If only 
the OAuth 2.0 protocol is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" 
setting.",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
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        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://accounts.google.com/o/oauth2/v2/auth"
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : "profile email"
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : "Google"
        },
        "scopeDelimiter" : {
          "title" : "Scope Delimiter",
          "description" : "Delimiter used to separate scope values. Default value is space.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
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that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "sub=uid"
        },
        "promptPasswordFlag" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1905,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : "org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|
google-"
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
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parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|
uid|google-"
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
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          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "given_name=givenName family_name=sn name=cn email=mail sub=uid"
        }
      }
    },
    "emailSettings" : {
      "type" : "object",
      "title" : "Email",
      "propertyOrder" : 2,
      "properties" : {
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 1940,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 1930,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpHost" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 1920,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 1945,
          "required" : true,
          "type" : "string",
          "exampleValue" : "info@forgerock.com"
        },
        "emailGateway" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 1915,
          "required" : true,
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          "type" : "string",
          "exampleValue" : ""
        },
        "emailAttribute" : {
          "title" : "Email attribute in the Response",
          "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
          "propertyOrder" : 1910,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 1925,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 1935,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/authSocialOAuth2

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthOAuth2Module --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action SocialAuthOAuth2Module --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthOAuth2Module --global --actionName nextdescendents

read

Usage

am> read SocialAuthOAuth2Module --global

update

Usage

am> update SocialAuthOAuth2Module --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "core" : {
          "type" : "object",
          "title" : "Core",
          "propertyOrder" : 0,
          "properties" : {
            "authenticationLevel" : {
              "title" : "Authentication Level",
              "description" : "The authentication level associated with this module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
              "propertyOrder" : 100,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "logoutServiceUrl" : {
              "title" : "OAuth 2.0 Provider Logout Service",
              "description" : "The URL of the Identity Provider's logout service.<br><br>To enable IdP logout, 
you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
              "propertyOrder" : 2150,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "clientId" : {
              "title" : "Client Id",
              "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
              "propertyOrder" : 400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "subjectProperty" : {
              "title" : "Subject Property",
              "description" : "Property used to identify which attribute an auth server identifies a user 
by.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "string",
              "exampleValue" : "sub"
            },
            "provider" : {
              "title" : "Social Provider",
              "description" : "Social Provider for which this module is being setup.",
              "propertyOrder" : 200,
              "required" : true,
              "type" : "string",
              "exampleValue" : "Google"
            },
            "issuerName" : {
              "title" : "Token Issuer",
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              "description" : "Required when the 'openid' scope is included. Value must match the iss field in 
issued ID Token<br/>e.g. accounts.google.com<br><br>The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
              "propertyOrder" : 2500,
              "required" : true,
              "type" : "string",
              "exampleValue" : "https://accounts.google.com"
            },
            "usesBasicAuth" : {
              "title" : "Use Basic Auth",
              "description" : "When enabled, the client will use basic auth for authenticating with  the 
social auth provider. Enabled by default.",
              "propertyOrder" : 1200,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "authorizeEndpoint" : {
              "title" : "Authentication Endpoint URL",
              "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
              "propertyOrder" : 600,
              "required" : true,
              "type" : "string",
              "exampleValue" : "https://accounts.google.com/o/oauth2/v2/auth"
            },
            "mixUpMitigation" : {
              "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
              "description" : "Enables OAuth 2.0 mix-up mitigation<br><br>The authorization server must 
support the <a href=\"https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1\">OAuth 
2.0 Mix-Up Mitigation draft</a>, otherwise OpenAM will fail to validate responses from the authorization 
server. If only the OAuth 2.0 protocol is utilized, make sure that the accepted issuer value is set in the 
\"Token Issuer\" setting.",
              "propertyOrder" : 2600,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "ssoProxyUrl" : {
              "title" : "Proxy URL",
              "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed 
from the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
              "propertyOrder" : 1300,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "scopeDelimiter" : {
              "title" : "Scope Delimiter",
              "description" : "Delimiter used to separate scope values. Default value is space.",
              "propertyOrder" : 1000,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "clientSecret" : {
              "title" : "Client Secret",
              "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
              "propertyOrder" : 500,
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              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "scope" : {
              "title" : "Scope",
              "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
              "propertyOrder" : 900,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : "profile email"
            },
            "logoutBehaviour" : {
              "title" : "Logout Options",
              "description" : "Specify logout behavior.<br><br>The following options are available for logging 
out of the OAuth 2.0 Provider when the user logs out of AM:<br/><ul><li>prompt: Ask the user whether to log 
out from the OAuth 2.0 Provider</li><li>logout: Log out from the OAuth 2.0 Provider without asking the user</
li><li>donotlogout: Do not log out the user from the OAuth 2.0 Provider</li></ul><br/>To enable IdP logout, 
you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
              "propertyOrder" : 2155,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "userInfoEndpoint" : {
              "title" : "User Profile Service URL",
              "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
              "propertyOrder" : 800,
              "required" : true,
              "type" : "string",
              "exampleValue" : "https://www.googleapis.com/oauth2/v3/userinfo"
            },
            "tokenEndpoint" : {
              "title" : "Access Token Endpoint URL",
              "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access 
token retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
              "propertyOrder" : 700,
              "required" : true,
              "type" : "string",
              "exampleValue" : "https://www.googleapis.com/oauth2/v4/token"
            }
          }
        },
        "emailSettings" : {
          "type" : "object",
          "title" : "Email",
          "propertyOrder" : 2,
          "properties" : {
            "smtpPassword" : {
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              "title" : "SMTP User Password",
              "description" : "The Password of the SMTP User Name",
              "propertyOrder" : 1935,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "smtpFromAddress" : {
              "title" : "SMTP From address",
              "description" : "The email address on behalf of whom the messages will be sent",
              "propertyOrder" : 1945,
              "required" : true,
              "type" : "string",
              "exampleValue" : "info@forgerock.com"
            },
            "emailGateway" : {
              "title" : "Mail Server Gateway implementation class",
              "description" : "The class used by the module to send email.<br><br>This class is used by the 
module to send email. A custom implementation can be provided.<br/><br/>The custom implementation must 
implement the <code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
              "propertyOrder" : 1915,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpSslEnabled" : {
              "title" : "SMTP SSL Enabled",
              "description" : "Tick this option if the SMTP Server provides SSL",
              "propertyOrder" : 1940,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "smtpHost" : {
              "title" : "SMTP host",
              "description" : "The mail host that will be used by the Email Gateway implementation",
              "propertyOrder" : 1920,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpUsername" : {
              "title" : "SMTP User Name",
              "description" : "If the SMTP Service requires authentication, configure the user name here",
              "propertyOrder" : 1930,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "emailAttribute" : {
              "title" : "Email attribute in the Response",
              "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
              "propertyOrder" : 1910,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpPort" : {
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              "title" : "SMTP port",
              "description" : "The TCP port that will be used by the SMTP gateway",
              "propertyOrder" : 1925,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "accountProvisioning" : {
          "type" : "object",
          "title" : "Account Provisioning",
          "propertyOrder" : 1,
          "properties" : {
            "attributeMapperConfiguration" : {
              "title" : "Attribute Mapper Configuration",
              "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1800,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : "given_name=givenName family_name=sn name=cn email=mail sub=uid"
            },
            "accountMapperConfiguration" : {
              "title" : "Account Mapper Configuration",
              "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1600,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : "sub=uid"
            },
            "accountProviderClass" : {
              "title" : "Account Provider",
              "description" : "Name of the class implementing the account provider.<br><br>This class is used 
by the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
              "propertyOrder" : 1400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "promptPasswordFlag" : {
              "title" : "Prompt for password setting and activation code",
              "description" : "Users must set a password and complete the activation flow during dynamic 
profile creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
              "propertyOrder" : 1905,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3635



            },
            "attributeMappingClasses" : {
              "title" : "Attribute Mapper",
              "description" : "Name of the class that implements the attribute mapping<br><br>This class maps 
the OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1700,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : 
"org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|uid|google-"
            },
            "createAccount" : {
              "title" : "Create account if it does not exist",
              "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
              "propertyOrder" : 1360,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "accountMapperClass" : {
              "title" : "Account Mapper",
              "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1500,
              "required" : true,
              "type" : "string",
              "exampleValue" : 
"org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|google-"
            },
            "anonymousUserName" : {
              "title" : "Anonymous User",
              "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
              "propertyOrder" : 2100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
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            "enableRegistrationService" : {
              "title" : "Use IDM as Registration Service",
              "description" : "Whether to use IDM as an external Registration Service to complete registration 
for new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
              "propertyOrder" : 1350,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "saveAttributesInSession" : {
              "title" : "Save attributes in the session",
              "description" : "If this option is enabled, the attributes configured in the attribute mapper 
will be saved into the OpenAM session",
              "propertyOrder" : 2400,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "mapToAnonymousUser" : {
              "title" : "Map to anonymous user",
              "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
              "propertyOrder" : 2000,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

SocialAuthOpenIDModule

Realm Operations

Resource path:

/realm-config/authentication/modules/authSocialOpenID

Resource version: 1.0
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create

Usage

am> create SocialAuthOpenIDModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://www.googleapis.com/oauth2/v4/token"
        },
        "usesBasicAuth" : {
          "title" : "Use Basic Auth",
          "description" : "When enabled, the client will use basic auth for authenticating with  the social 
auth provider. Enabled by default.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "scopeDelimiter" : {
          "title" : "Scope Delimiter",
          "description" : "Delimiter used to separate scope values. Default value is space.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mixUpMitigation" : {
          "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
          "description" : "Enables OAuth 2.0 mix-up mitigation<br><br>The authorization server must support 
the <a href=\"https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1\">OAuth 2.0 Mix-Up 
Mitigation draft</a>, otherwise OpenAM will fail to validate responses from the authorization server. If only 
the OAuth 2.0 protocol is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" 
setting.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "logoutBehaviour" : {
          "title" : "Logout Options",
          "description" : "Specify logout behavior.<br><br>The following options are available for logging out 
of the OAuth 2.0 Provider when the user logs out of AM:<br/><ul><li>prompt: Ask the user whether to log out 
from the OAuth 2.0 Provider</li><li>logout: Log out from the OAuth 2.0 Provider without asking the user</
li><li>donotlogout: Do not log out the user from the OAuth 2.0 Provider</li></ul><br/>To enable IdP logout, 
you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2155,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://accounts.google.com/o/oauth2/v2/auth"
        },
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : "profile email openid"
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : "Google"
        },
        "logoutServiceUrl" : {
          "title" : "OAuth 2.0 Provider Logout Service",
          "description" : "The URL of the Identity Provider's logout service.<br><br>To enable IdP logout, you 
must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2150,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : "sub"
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "issuerName" : {
          "title" : "Token Issuer",
          "description" : "Required when the 'openid' scope is included. Value must match the iss field in 
issued ID Token<br/>e.g. accounts.google.com<br><br>The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://accounts.google.com"
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://www.googleapis.com/oauth2/v3/userinfo"
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 2,
      "properties" : {
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
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selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "promptPasswordFlag" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1905,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
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li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : "org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|
google-"
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "sub=uid"
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|
uid|google-"
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
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          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "given_name=givenName family_name=sn name=cn email=mail sub=uid"
        }
      }
    },
    "emailSettings" : {
      "type" : "object",
      "title" : "Email",
      "propertyOrder" : 3,
      "properties" : {
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 1940,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "smtpPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 1925,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "emailAttribute" : {
          "title" : "Email attribute in the Response",
          "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
          "propertyOrder" : 1910,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 1930,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 1945,
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          "required" : true,
          "type" : "string",
          "exampleValue" : "info@forgerock.com"
        },
        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 1935,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "smtpHost" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 1920,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "emailGateway" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 1915,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "openId" : {
      "type" : "object",
      "title" : "OpenID Connect",
      "propertyOrder" : 1,
      "properties" : {
        "cryptoContextValue" : {
          "title" : "OpenID Connect validation configuration value",
          "description" : "Required when the 'openid' scope is included. The discovery url, or jwk url, or the 
client_secret, corresponding to the selection above.<br><br>If discovery or jwk url entered, entry must be in 
valid url format, <br/>e.g. https://accounts.google.com/.well-known/openid-configuration<br/><i>NB </i>If 
client_secret entered, entry is ignored and the value of the Client Secret is used.",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "cryptoContextType" : {
          "title" : "OpenID Connect validation configuration type",
          "description" : "Required when the 'openid' scope is included. Please select either 1. the issuer 
discovery url, 2. the issuer jwk url, or 3. the client_secret.",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        }
      }
    }
  }
}

delete

Usage

am> delete SocialAuthOpenIDModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthOpenIDModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthOpenIDModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthOpenIDModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SocialAuthOpenIDModule --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SocialAuthOpenIDModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SocialAuthOpenIDModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://www.googleapis.com/oauth2/v4/token"
        },
        "usesBasicAuth" : {
          "title" : "Use Basic Auth",
          "description" : "When enabled, the client will use basic auth for authenticating with  the social 
auth provider. Enabled by default.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "scopeDelimiter" : {
          "title" : "Scope Delimiter",
          "description" : "Delimiter used to separate scope values. Default value is space.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "mixUpMitigation" : {
          "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
          "description" : "Enables OAuth 2.0 mix-up mitigation<br><br>The authorization server must support 
the <a href=\"https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1\">OAuth 2.0 Mix-Up 
Mitigation draft</a>, otherwise OpenAM will fail to validate responses from the authorization server. If only 
the OAuth 2.0 protocol is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" 
setting.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "logoutBehaviour" : {
          "title" : "Logout Options",
          "description" : "Specify logout behavior.<br><br>The following options are available for logging out 
of the OAuth 2.0 Provider when the user logs out of AM:<br/><ul><li>prompt: Ask the user whether to log out 
from the OAuth 2.0 Provider</li><li>logout: Log out from the OAuth 2.0 Provider without asking the user</
li><li>donotlogout: Do not log out the user from the OAuth 2.0 Provider</li></ul><br/>To enable IdP logout, 
you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2155,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://accounts.google.com/o/oauth2/v2/auth"
        },
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : "profile email openid"
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : "Google"
        },
        "logoutServiceUrl" : {
          "title" : "OAuth 2.0 Provider Logout Service",
          "description" : "The URL of the Identity Provider's logout service.<br><br>To enable IdP logout, you 
must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
          "propertyOrder" : 2150,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : "sub"
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "issuerName" : {
          "title" : "Token Issuer",
          "description" : "Required when the 'openid' scope is included. Value must match the iss field in 
issued ID Token<br/>e.g. accounts.google.com<br><br>The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://accounts.google.com"
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : "https://www.googleapis.com/oauth2/v3/userinfo"
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 2,
      "properties" : {
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
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selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "promptPasswordFlag" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1905,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
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li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : "org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|
google-"
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "sub=uid"
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|
uid|google-"
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
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          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : "given_name=givenName family_name=sn name=cn email=mail sub=uid"
        }
      }
    },
    "emailSettings" : {
      "type" : "object",
      "title" : "Email",
      "propertyOrder" : 3,
      "properties" : {
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 1940,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "smtpPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 1925,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "emailAttribute" : {
          "title" : "Email attribute in the Response",
          "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
          "propertyOrder" : 1910,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 1930,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 1945,
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          "required" : true,
          "type" : "string",
          "exampleValue" : "info@forgerock.com"
        },
        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 1935,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "smtpHost" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 1920,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "emailGateway" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 1915,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "openId" : {
      "type" : "object",
      "title" : "OpenID Connect",
      "propertyOrder" : 1,
      "properties" : {
        "cryptoContextValue" : {
          "title" : "OpenID Connect validation configuration value",
          "description" : "Required when the 'openid' scope is included. The discovery url, or jwk url, or the 
client_secret, corresponding to the selection above.<br><br>If discovery or jwk url entered, entry must be in 
valid url format, <br/>e.g. https://accounts.google.com/.well-known/openid-configuration<br/><i>NB </i>If 
client_secret entered, entry is ignored and the value of the Client Secret is used.",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "cryptoContextType" : {
          "title" : "OpenID Connect validation configuration type",
          "description" : "Required when the 'openid' scope is included. Please select either 1. the issuer 
discovery url, 2. the issuer jwk url, or 3. the client_secret.",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
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        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/authSocialOpenID

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthOpenIDModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthOpenIDModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthOpenIDModule --global --actionName nextdescendents

read

Usage

am> read SocialAuthOpenIDModule --global

update

Usage
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am> update SocialAuthOpenIDModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "openId" : {
          "type" : "object",
          "title" : "OpenID Connect",
          "propertyOrder" : 1,
          "properties" : {
            "cryptoContextType" : {
              "title" : "OpenID Connect validation configuration type",
              "description" : "Required when the 'openid' scope is included. Please select either 1. the 
issuer discovery url, 2. the issuer jwk url, or 3. the client_secret.",
              "propertyOrder" : 2500,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "cryptoContextValue" : {
              "title" : "OpenID Connect validation configuration value",
              "description" : "Required when the 'openid' scope is included. The discovery url, or jwk url, or 
the client_secret, corresponding to the selection above.<br><br>If discovery or jwk url entered, entry must be 
in valid url format, <br/>e.g. https://accounts.google.com/.well-known/openid-configuration<br/><i>NB </i>If 
client_secret entered, entry is ignored and the value of the Client Secret is used.",
              "propertyOrder" : 2600,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "core" : {
          "type" : "object",
          "title" : "Core",
          "propertyOrder" : 0,
          "properties" : {
            "usesBasicAuth" : {
              "title" : "Use Basic Auth",
              "description" : "When enabled, the client will use basic auth for authenticating with  the 
social auth provider. Enabled by default.",
              "propertyOrder" : 1200,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "scope" : {
              "title" : "Scope",
              "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
              "propertyOrder" : 900,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : "profile email openid"
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            },
            "logoutBehaviour" : {
              "title" : "Logout Options",
              "description" : "Specify logout behavior.<br><br>The following options are available for logging 
out of the OAuth 2.0 Provider when the user logs out of AM:<br/><ul><li>prompt: Ask the user whether to log 
out from the OAuth 2.0 Provider</li><li>logout: Log out from the OAuth 2.0 Provider without asking the user</
li><li>donotlogout: Do not log out the user from the OAuth 2.0 Provider</li></ul><br/>To enable IdP logout, 
you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
              "propertyOrder" : 2155,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "issuerName" : {
              "title" : "Token Issuer",
              "description" : "Required when the 'openid' scope is included. Value must match the iss field in 
issued ID Token<br/>e.g. accounts.google.com<br><br>The issuer value MUST be provided when OAuth 2.0 Mix-Up 
Mitigation is enabled.",
              "propertyOrder" : 2700,
              "required" : true,
              "type" : "string",
              "exampleValue" : "https://accounts.google.com"
            },
            "logoutServiceUrl" : {
              "title" : "OAuth 2.0 Provider Logout Service",
              "description" : "The URL of the Identity Provider's logout service.<br><br>To enable IdP logout, 
you must also add <code>org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin</code> to the 
<em>Authentication Post Processing Classes</em> setting. Navigate to Authentication > Settings > Post 
Authentication Processing.",
              "propertyOrder" : 2150,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "authenticationLevel" : {
              "title" : "Authentication Level",
              "description" : "The authentication level associated with this module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
              "propertyOrder" : 400,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "subjectProperty" : {
              "title" : "Subject Property",
              "description" : "Property used to identify which attribute an auth server identifies a user 
by.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "string",
              "exampleValue" : "sub"
            },
            "provider" : {
              "title" : "Social Provider",
              "description" : "Social Provider for which this module is being setup.",
              "propertyOrder" : 100,
              "required" : true,
              "type" : "string",
              "exampleValue" : "Google"
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            },
            "ssoProxyUrl" : {
              "title" : "Proxy URL",
              "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed 
from the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
              "propertyOrder" : 1300,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "tokenEndpoint" : {
              "title" : "Access Token Endpoint URL",
              "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access 
token retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
              "propertyOrder" : 700,
              "required" : true,
              "type" : "string",
              "exampleValue" : "https://www.googleapis.com/oauth2/v4/token"
            },
            "scopeDelimiter" : {
              "title" : "Scope Delimiter",
              "description" : "Delimiter used to separate scope values. Default value is space.",
              "propertyOrder" : 1000,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "userInfoEndpoint" : {
              "title" : "User Profile Service URL",
              "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
              "propertyOrder" : 800,
              "required" : true,
              "type" : "string",
              "exampleValue" : "https://www.googleapis.com/oauth2/v3/userinfo"
            },
            "clientId" : {
              "title" : "Client Id",
              "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
              "propertyOrder" : 200,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "clientSecret" : {
              "title" : "Client Secret",
              "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
              "propertyOrder" : 300,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "authorizeEndpoint" : {
              "title" : "Authentication Endpoint URL",
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              "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
              "propertyOrder" : 600,
              "required" : true,
              "type" : "string",
              "exampleValue" : "https://accounts.google.com/o/oauth2/v2/auth"
            },
            "mixUpMitigation" : {
              "title" : "OAuth 2.0 Mix-Up Mitigation enabled",
              "description" : "Enables OAuth 2.0 mix-up mitigation<br><br>The authorization server must 
support the <a href=\"https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1\">OAuth 
2.0 Mix-Up Mitigation draft</a>, otherwise OpenAM will fail to validate responses from the authorization 
server. If only the OAuth 2.0 protocol is utilized, make sure that the accepted issuer value is set in the 
\"Token Issuer\" setting.",
              "propertyOrder" : 2800,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "accountProvisioning" : {
          "type" : "object",
          "title" : "Account Provisioning",
          "propertyOrder" : 2,
          "properties" : {
            "attributeMappingClasses" : {
              "title" : "Attribute Mapper",
              "description" : "Name of the class that implements the attribute mapping<br><br>This class maps 
the OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1700,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : 
"org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|uid|google-"
            },
            "enableRegistrationService" : {
              "title" : "Use IDM as Registration Service",
              "description" : "Whether to use IDM as an external Registration Service to complete registration 
for new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
              "propertyOrder" : 1350,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "saveAttributesInSession" : {
              "title" : "Save attributes in the session",
              "description" : "If this option is enabled, the attributes configured in the attribute mapper 
will be saved into the OpenAM session",
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              "propertyOrder" : 2400,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "promptPasswordFlag" : {
              "title" : "Prompt for password setting and activation code",
              "description" : "Users must set a password and complete the activation flow during dynamic 
profile creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
              "propertyOrder" : 1905,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "accountProviderClass" : {
              "title" : "Account Provider",
              "description" : "Name of the class implementing the account provider.<br><br>This class is used 
by the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
              "propertyOrder" : 1400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "createAccount" : {
              "title" : "Create account if it does not exist",
              "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
              "propertyOrder" : 1360,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "accountMapperClass" : {
              "title" : "Account Mapper",
              "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1500,
              "required" : true,
              "type" : "string",
              "exampleValue" : 
"org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|google-"
            },
            "accountMapperConfiguration" : {
              "title" : "Account Mapper Configuration",
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              "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1600,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : "sub=uid"
            },
            "mapToAnonymousUser" : {
              "title" : "Map to anonymous user",
              "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
              "propertyOrder" : 2000,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "anonymousUserName" : {
              "title" : "Anonymous User",
              "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
              "propertyOrder" : 2100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "attributeMapperConfiguration" : {
              "title" : "Attribute Mapper Configuration",
              "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1800,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : "given_name=givenName family_name=sn name=cn email=mail sub=uid"
            }
          }
        },
        "emailSettings" : {
          "type" : "object",
          "title" : "Email",
          "propertyOrder" : 3,
          "properties" : {
            "emailGateway" : {
              "title" : "Mail Server Gateway implementation class",
              "description" : "The class used by the module to send email.<br><br>This class is used by the 
module to send email. A custom implementation can be provided.<br/><br/>The custom implementation must 
implement the <code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
              "propertyOrder" : 1915,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
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            "smtpFromAddress" : {
              "title" : "SMTP From address",
              "description" : "The email address on behalf of whom the messages will be sent",
              "propertyOrder" : 1945,
              "required" : true,
              "type" : "string",
              "exampleValue" : "info@forgerock.com"
            },
            "emailAttribute" : {
              "title" : "Email attribute in the Response",
              "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
              "propertyOrder" : 1910,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpSslEnabled" : {
              "title" : "SMTP SSL Enabled",
              "description" : "Tick this option if the SMTP Server provides SSL",
              "propertyOrder" : 1940,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "smtpUsername" : {
              "title" : "SMTP User Name",
              "description" : "If the SMTP Service requires authentication, configure the user name here",
              "propertyOrder" : 1930,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpPassword" : {
              "title" : "SMTP User Password",
              "description" : "The Password of the SMTP User Name",
              "propertyOrder" : 1935,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "smtpHost" : {
              "title" : "SMTP host",
              "description" : "The mail host that will be used by the Email Gateway implementation",
              "propertyOrder" : 1920,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpPort" : {
              "title" : "SMTP port",
              "description" : "The TCP port that will be used by the SMTP gateway",
              "propertyOrder" : 1925,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        }

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3663



      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

SocialAuthTwitterModule

Realm Operations

Resource path:

/realm-config/authentication/modules/authSocialTwitter

Resource version: 1.0

create

Usage

am> create SocialAuthTwitterModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
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          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
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attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
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module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "requestTokenEndpoint" : {
          "title" : "Request Token Endpoint URL",
          "description" : "OAuth request token endpoint URL<br><br>This is the URL endpoint for OAuth request 
token provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "usesBasicAuth" : {
          "title" : "Use Basic Auth",
          "description" : "When enabled, the client will use basic auth for authenticating with  the social 
auth provider. Enabled by default.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete SocialAuthTwitterModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthTwitterModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthTwitterModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthTwitterModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage
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am> query SocialAuthTwitterModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SocialAuthTwitterModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SocialAuthTwitterModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

Amster Entity Reference PingAM

3670 Copyright © 2025 Ping Identity Corporation



{
  "type" : "object",
  "properties" : {
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
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          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
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attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
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module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "requestTokenEndpoint" : {
          "title" : "Request Token Endpoint URL",
          "description" : "OAuth request token endpoint URL<br><br>This is the URL endpoint for OAuth request 
token provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "usesBasicAuth" : {
          "title" : "Use Basic Auth",
          "description" : "When enabled, the client will use basic auth for authenticating with  the social 
auth provider. Enabled by default.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/authSocialTwitter

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthTwitterModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthTwitterModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthTwitterModule --global --actionName nextdescendents

read

Usage

am> read SocialAuthTwitterModule --global

update

Usage
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am> update SocialAuthTwitterModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "core" : {
          "type" : "object",
          "title" : "Core",
          "propertyOrder" : 0,
          "properties" : {
            "authenticationLevel" : {
              "title" : "Authentication Level",
              "description" : "The authentication level associated with this module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
              "propertyOrder" : 100,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "subjectProperty" : {
              "title" : "Subject Property",
              "description" : "Property used to identify which attribute an auth server identifies a user 
by.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "requestTokenEndpoint" : {
              "title" : "Request Token Endpoint URL",
              "description" : "OAuth request token endpoint URL<br><br>This is the URL endpoint for OAuth 
request token provided by the OAuth Identity Provider",
              "propertyOrder" : 600,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "clientSecret" : {
              "title" : "Client Secret",
              "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
              "propertyOrder" : 500,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "authorizeEndpoint" : {
              "title" : "Authentication Endpoint URL",
              "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
              "propertyOrder" : 600,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "ssoProxyUrl" : {
              "title" : "Proxy URL",
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              "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed 
from the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
              "propertyOrder" : 1300,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "tokenEndpoint" : {
              "title" : "Access Token Endpoint URL",
              "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access 
token retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
              "propertyOrder" : 700,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "userInfoEndpoint" : {
              "title" : "User Profile Service URL",
              "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
              "propertyOrder" : 800,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "provider" : {
              "title" : "Social Provider",
              "description" : "Social Provider for which this module is being setup.",
              "propertyOrder" : 200,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "usesBasicAuth" : {
              "title" : "Use Basic Auth",
              "description" : "When enabled, the client will use basic auth for authenticating with  the 
social auth provider. Enabled by default.",
              "propertyOrder" : 1200,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "clientId" : {
              "title" : "Client Id",
              "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
              "propertyOrder" : 400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "accountProvisioning" : {
          "type" : "object",
          "title" : "Account Provisioning",
          "propertyOrder" : 1,
          "properties" : {
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            "attributeMapperConfiguration" : {
              "title" : "Attribute Mapper Configuration",
              "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1800,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "attributeMappingClasses" : {
              "title" : "Attribute Mapper",
              "description" : "Name of the class that implements the attribute mapping<br><br>This class maps 
the OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1700,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "enableRegistrationService" : {
              "title" : "Use IDM as Registration Service",
              "description" : "Whether to use IDM as an external Registration Service to complete registration 
for new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
              "propertyOrder" : 1350,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "createAccount" : {
              "title" : "Create account if it does not exist",
              "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
              "propertyOrder" : 1360,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "anonymousUserName" : {
              "title" : "Anonymous User",
              "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
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represent the anonymous user. This user account must already exist in the realm.",
              "propertyOrder" : 2100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "accountMapperClass" : {
              "title" : "Account Mapper",
              "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1500,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "mapToAnonymousUser" : {
              "title" : "Map to anonymous user",
              "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
              "propertyOrder" : 2000,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "accountProviderClass" : {
              "title" : "Account Provider",
              "description" : "Name of the class implementing the account provider.<br><br>This class is used 
by the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
              "propertyOrder" : 1400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "accountMapperConfiguration" : {
              "title" : "Account Mapper Configuration",
              "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1600,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "saveAttributesInSession" : {
              "title" : "Save attributes in the session",
              "description" : "If this option is enabled, the attributes configured in the attribute mapper 
will be saved into the OpenAM session",
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              "propertyOrder" : 2400,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

SocialAuthVKontakteModule

Realm Operations

Resource path:

/realm-config/authentication/modules/authSocialVk

Resource version: 1.0

create

Usage

am> create SocialAuthVKontakteModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "apiVersion" : {
          "title" : "API Version",
          "description" : "Specifies the version of the auth server API",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "forgerock-am-auth-socialauthvk-auth-level" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
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information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
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      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1150,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "promptPasswordFlag" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1605,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
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represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1160,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3685



the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1500,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "emailSettings" : {
      "type" : "object",
      "title" : "Email",
      "propertyOrder" : 2,
      "properties" : {
        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 1635,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "emailAttribute" : {
          "title" : "Email attribute in the Response",
          "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
          "propertyOrder" : 1610,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 1645,
          "required" : true,
          "type" : "string",
          "exampleValue" : "info@forgerock.com"
        },
        "emailGateway" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 1615,
          "required" : true,
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          "type" : "string",
          "exampleValue" : ""
        },
        "smtpPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 1625,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 1630,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpHost" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 1620,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 1640,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete SocialAuthVKontakteModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action SocialAuthVKontakteModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthVKontakteModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthVKontakteModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SocialAuthVKontakteModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SocialAuthVKontakteModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update SocialAuthVKontakteModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "apiVersion" : {
          "title" : "API Version",
          "description" : "Specifies the version of the auth server API",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "forgerock-am-auth-socialauthvk-auth-level" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
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information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3691



      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1150,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "promptPasswordFlag" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1605,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
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represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 1800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1160,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
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the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1500,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "emailSettings" : {
      "type" : "object",
      "title" : "Email",
      "propertyOrder" : 2,
      "properties" : {
        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 1635,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "emailAttribute" : {
          "title" : "Email attribute in the Response",
          "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
          "propertyOrder" : 1610,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 1645,
          "required" : true,
          "type" : "string",
          "exampleValue" : "info@forgerock.com"
        },
        "emailGateway" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 1615,
          "required" : true,
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          "type" : "string",
          "exampleValue" : ""
        },
        "smtpPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 1625,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 1630,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpHost" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 1620,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 1640,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/authSocialVk

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action SocialAuthVKontakteModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthVKontakteModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthVKontakteModule --global --actionName nextdescendents

read

Usage

am> read SocialAuthVKontakteModule --global

update

Usage

am> update SocialAuthVKontakteModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "accountProvisioning" : {
          "type" : "object",
          "title" : "Account Provisioning",
          "propertyOrder" : 1,
          "properties" : {
            "attributeMappingClasses" : {
              "title" : "Attribute Mapper",
              "description" : "Name of the class that implements the attribute mapping<br><br>This class maps 
the OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1400,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "accountMapperConfiguration" : {
              "title" : "Account Mapper Configuration",
              "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1300,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "createAccount" : {
              "title" : "Create account if it does not exist",
              "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
              "propertyOrder" : 1160,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "attributeMapperConfiguration" : {
              "title" : "Attribute Mapper Configuration",
              "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
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configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1500,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "anonymousUserName" : {
              "title" : "Anonymous User",
              "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
              "propertyOrder" : 1800,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "enableRegistrationService" : {
              "title" : "Use IDM as Registration Service",
              "description" : "Whether to use IDM as an external Registration Service to complete registration 
for new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
              "propertyOrder" : 1150,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "saveAttributesInSession" : {
              "title" : "Save attributes in the session",
              "description" : "If this option is enabled, the attributes configured in the attribute mapper 
will be saved into the OpenAM session",
              "propertyOrder" : 2000,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "accountMapperClass" : {
              "title" : "Account Mapper",
              "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1200,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "promptPasswordFlag" : {
              "title" : "Prompt for password setting and activation code",
              "description" : "Users must set a password and complete the activation flow during dynamic 
profile creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
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transparently without prompting the user.",
              "propertyOrder" : 1605,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "accountProviderClass" : {
              "title" : "Account Provider",
              "description" : "Name of the class implementing the account provider.<br><br>This class is used 
by the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "mapToAnonymousUser" : {
              "title" : "Map to anonymous user",
              "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
              "propertyOrder" : 1700,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "emailSettings" : {
          "type" : "object",
          "title" : "Email",
          "propertyOrder" : 2,
          "properties" : {
            "smtpHost" : {
              "title" : "SMTP host",
              "description" : "The mail host that will be used by the Email Gateway implementation",
              "propertyOrder" : 1620,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpPassword" : {
              "title" : "SMTP User Password",
              "description" : "The Password of the SMTP User Name",
              "propertyOrder" : 1635,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "smtpPort" : {
              "title" : "SMTP port",
              "description" : "The TCP port that will be used by the SMTP gateway",
              "propertyOrder" : 1625,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpSslEnabled" : {
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              "title" : "SMTP SSL Enabled",
              "description" : "Tick this option if the SMTP Server provides SSL",
              "propertyOrder" : 1640,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "emailGateway" : {
              "title" : "Mail Server Gateway implementation class",
              "description" : "The class used by the module to send email.<br><br>This class is used by the 
module to send email. A custom implementation can be provided.<br/><br/>The custom implementation must 
implement the <code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
              "propertyOrder" : 1615,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpFromAddress" : {
              "title" : "SMTP From address",
              "description" : "The email address on behalf of whom the messages will be sent",
              "propertyOrder" : 1645,
              "required" : true,
              "type" : "string",
              "exampleValue" : "info@forgerock.com"
            },
            "smtpUsername" : {
              "title" : "SMTP User Name",
              "description" : "If the SMTP Service requires authentication, configure the user name here",
              "propertyOrder" : 1630,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "emailAttribute" : {
              "title" : "Email attribute in the Response",
              "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
              "propertyOrder" : 1610,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "core" : {
          "type" : "object",
          "title" : "Core",
          "propertyOrder" : 0,
          "properties" : {
            "clientId" : {
              "title" : "Client Id",
              "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
              "propertyOrder" : 200,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "subjectProperty" : {
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              "title" : "Subject Property",
              "description" : "Property used to identify which attribute an auth server identifies a user 
by.",
              "propertyOrder" : 1000,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "scope" : {
              "title" : "Scope",
              "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
              "propertyOrder" : 800,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "provider" : {
              "title" : "Social Provider",
              "description" : "Social Provider for which this module is being setup.",
              "propertyOrder" : 100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "apiVersion" : {
              "title" : "API Version",
              "description" : "Specifies the version of the auth server API",
              "propertyOrder" : 2100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "ssoProxyUrl" : {
              "title" : "Proxy URL",
              "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed 
from the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
              "propertyOrder" : 900,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "authorizeEndpoint" : {
              "title" : "Authentication Endpoint URL",
              "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
              "propertyOrder" : 500,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "clientSecret" : {
              "title" : "Client Secret",
              "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
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target=\"_blank\">RFC 6749</a>, section 2.3.1",
              "propertyOrder" : 300,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "userInfoEndpoint" : {
              "title" : "User Profile Service URL",
              "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
              "propertyOrder" : 700,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "tokenEndpoint" : {
              "title" : "Access Token Endpoint URL",
              "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access 
token retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
              "propertyOrder" : 600,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "forgerock-am-auth-socialauthvk-auth-level" : {
              "title" : "Authentication Level",
              "description" : "The authentication level associated with this module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
              "propertyOrder" : 400,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

SocialAuthWeChatMobileModule

Realm Operations

Resource path:

/realm-config/authentication/modules/authSocialWeChatMobile
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Resource version: 1.0

create

Usage

am> create SocialAuthWeChatMobileModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
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        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
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        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
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openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "promptPasswordFlag" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1905,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "emailSettings" : {
      "type" : "object",
      "title" : "Email",
      "propertyOrder" : 2,
      "properties" : {
        "emailGateway" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 1915,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "emailAttribute" : {
          "title" : "Email attribute in the Response",
          "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
          "propertyOrder" : 1910,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3707



        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 1935,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 1940,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 1945,
          "required" : true,
          "type" : "string",
          "exampleValue" : "info@forgerock.com"
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 1930,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpHost" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 1920,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 1925,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage
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am> delete SocialAuthWeChatMobileModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthWeChatMobileModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthWeChatMobileModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthWeChatMobileModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SocialAuthWeChatMobileModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read SocialAuthWeChatMobileModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SocialAuthWeChatMobileModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
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        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
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        "anonymousUserName" : {
          "title" : "Anonymous User",
          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
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openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "promptPasswordFlag" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1905,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "emailSettings" : {
      "type" : "object",
      "title" : "Email",
      "propertyOrder" : 2,
      "properties" : {
        "emailGateway" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 1915,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "emailAttribute" : {
          "title" : "Email attribute in the Response",
          "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
          "propertyOrder" : 1910,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
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        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 1935,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 1940,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 1945,
          "required" : true,
          "type" : "string",
          "exampleValue" : "info@forgerock.com"
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 1930,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpHost" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 1920,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 1925,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:
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/global-config/authentication/modules/authSocialWeChatMobile

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthWeChatMobileModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthWeChatMobileModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthWeChatMobileModule --global --actionName nextdescendents

read

Usage

am> read SocialAuthWeChatMobileModule --global

update

Usage

am> update SocialAuthWeChatMobileModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "emailSettings" : {
          "type" : "object",
          "title" : "Email",
          "propertyOrder" : 2,
          "properties" : {
            "smtpHost" : {
              "title" : "SMTP host",
              "description" : "The mail host that will be used by the Email Gateway implementation",
              "propertyOrder" : 1920,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "emailAttribute" : {
              "title" : "Email attribute in the Response",
              "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
              "propertyOrder" : 1910,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpPassword" : {
              "title" : "SMTP User Password",
              "description" : "The Password of the SMTP User Name",
              "propertyOrder" : 1935,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "smtpSslEnabled" : {
              "title" : "SMTP SSL Enabled",
              "description" : "Tick this option if the SMTP Server provides SSL",
              "propertyOrder" : 1940,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "smtpFromAddress" : {
              "title" : "SMTP From address",
              "description" : "The email address on behalf of whom the messages will be sent",
              "propertyOrder" : 1945,
              "required" : true,
              "type" : "string",
              "exampleValue" : "info@forgerock.com"
            },
            "smtpUsername" : {
              "title" : "SMTP User Name",
              "description" : "If the SMTP Service requires authentication, configure the user name here",
              "propertyOrder" : 1930,
              "required" : true,
              "type" : "string",
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              "exampleValue" : ""
            },
            "smtpPort" : {
              "title" : "SMTP port",
              "description" : "The TCP port that will be used by the SMTP gateway",
              "propertyOrder" : 1925,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "emailGateway" : {
              "title" : "Mail Server Gateway implementation class",
              "description" : "The class used by the module to send email.<br><br>This class is used by the 
module to send email. A custom implementation can be provided.<br/><br/>The custom implementation must 
implement the <code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
              "propertyOrder" : 1915,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "accountProvisioning" : {
          "type" : "object",
          "title" : "Account Provisioning",
          "propertyOrder" : 1,
          "properties" : {
            "attributeMappingClasses" : {
              "title" : "Attribute Mapper",
              "description" : "Name of the class that implements the attribute mapping<br><br>This class maps 
the OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1700,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "createAccount" : {
              "title" : "Create account if it does not exist",
              "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
              "propertyOrder" : 1360,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "mapToAnonymousUser" : {
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              "title" : "Map to anonymous user",
              "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
              "propertyOrder" : 2000,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "anonymousUserName" : {
              "title" : "Anonymous User",
              "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
              "propertyOrder" : 2100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "promptPasswordFlag" : {
              "title" : "Prompt for password setting and activation code",
              "description" : "Users must set a password and complete the activation flow during dynamic 
profile creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
              "propertyOrder" : 1905,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "accountProviderClass" : {
              "title" : "Account Provider",
              "description" : "Name of the class implementing the account provider.<br><br>This class is used 
by the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
              "propertyOrder" : 1400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "enableRegistrationService" : {
              "title" : "Use IDM as Registration Service",
              "description" : "Whether to use IDM as an external Registration Service to complete registration 
for new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
              "propertyOrder" : 1350,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "attributeMapperConfiguration" : {
              "title" : "Attribute Mapper Configuration",
              "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1800,
              "required" : true,
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              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "accountMapperClass" : {
              "title" : "Account Mapper",
              "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1500,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "accountMapperConfiguration" : {
              "title" : "Account Mapper Configuration",
              "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1600,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "saveAttributesInSession" : {
              "title" : "Save attributes in the session",
              "description" : "If this option is enabled, the attributes configured in the attribute mapper 
will be saved into the OpenAM session",
              "propertyOrder" : 2400,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "core" : {
          "type" : "object",
          "title" : "Core",
          "propertyOrder" : 0,
          "properties" : {
            "scope" : {
              "title" : "Scope",
              "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
              "propertyOrder" : 900,
              "required" : true,
              "items" : {
                "type" : "string"
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              },
              "type" : "array",
              "exampleValue" : ""
            },
            "provider" : {
              "title" : "Social Provider",
              "description" : "Social Provider for which this module is being setup.",
              "propertyOrder" : 200,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "authenticationLevel" : {
              "title" : "Authentication Level",
              "description" : "The authentication level associated with this module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
              "propertyOrder" : 100,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "subjectProperty" : {
              "title" : "Subject Property",
              "description" : "Property used to identify which attribute an auth server identifies a user 
by.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "userInfoEndpoint" : {
              "title" : "User Profile Service URL",
              "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
              "propertyOrder" : 800,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "ssoProxyUrl" : {
              "title" : "Proxy URL",
              "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed 
from the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
              "propertyOrder" : 1300,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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SocialAuthWeChatModule

Realm Operations

Resource path:

/realm-config/authentication/modules/authSocialWeChat

Resource version: 1.0

create

Usage

am> create SocialAuthWeChatModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "emailSettings" : {
      "type" : "object",
      "title" : "Email",
      "propertyOrder" : 2,
      "properties" : {
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 1940,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "emailGateway" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 1915,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpHost" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 1920,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 1935,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 1945,
          "required" : true,
          "type" : "string",
          "exampleValue" : "info@forgerock.com"
        },
        "emailAttribute" : {
          "title" : "Email attribute in the Response",
          "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
          "propertyOrder" : 1910,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "smtpPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 1925,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 1930,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",
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          "exampleValue" : ""
        },
        "usesBasicAuth" : {
          "title" : "Use Basic Auth",
          "description" : "When enabled, the client will use basic auth for authenticating with  the social 
auth provider. Enabled by default.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scopeDelimiter" : {
          "title" : "Scope Delimiter",
          "description" : "Delimiter used to separate scope values. Default value is space.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "promptPasswordFlag" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1905,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
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the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
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          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete SocialAuthWeChatModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthWeChatModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthWeChatModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthWeChatModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SocialAuthWeChatModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SocialAuthWeChatModule --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update SocialAuthWeChatModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "emailSettings" : {
      "type" : "object",
      "title" : "Email",
      "propertyOrder" : 2,
      "properties" : {
        "smtpSslEnabled" : {
          "title" : "SMTP SSL Enabled",
          "description" : "Tick this option if the SMTP Server provides SSL",
          "propertyOrder" : 1940,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "emailGateway" : {
          "title" : "Mail Server Gateway implementation class",
          "description" : "The class used by the module to send email.<br><br>This class is used by the module 
to send email. A custom implementation can be provided.<br/><br/>The custom implementation must implement the 
<code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
          "propertyOrder" : 1915,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpHost" : {
          "title" : "SMTP host",
          "description" : "The mail host that will be used by the Email Gateway implementation",
          "propertyOrder" : 1920,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpPassword" : {
          "title" : "SMTP User Password",
          "description" : "The Password of the SMTP User Name",
          "propertyOrder" : 1935,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "smtpFromAddress" : {
          "title" : "SMTP From address",
          "description" : "The email address on behalf of whom the messages will be sent",
          "propertyOrder" : 1945,
          "required" : true,
          "type" : "string",
          "exampleValue" : "info@forgerock.com"
        },
        "emailAttribute" : {
          "title" : "Email attribute in the Response",
          "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
          "propertyOrder" : 1910,
          "required" : true,
          "type" : "string",
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          "exampleValue" : ""
        },
        "smtpPort" : {
          "title" : "SMTP port",
          "description" : "The TCP port that will be used by the SMTP gateway",
          "propertyOrder" : 1925,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "smtpUsername" : {
          "title" : "SMTP User Name",
          "description" : "If the SMTP Service requires authentication, configure the user name here",
          "propertyOrder" : 1930,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "core" : {
      "type" : "object",
      "title" : "Core",
      "propertyOrder" : 0,
      "properties" : {
        "clientSecret" : {
          "title" : "Client Secret",
          "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "subjectProperty" : {
          "title" : "Subject Property",
          "description" : "Property used to identify which attribute an auth server identifies a user by.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "tokenEndpoint" : {
          "title" : "Access Token Endpoint URL",
          "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access token 
retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "integer",

Amster Entity Reference PingAM

3732 Copyright © 2025 Ping Identity Corporation



          "exampleValue" : ""
        },
        "usesBasicAuth" : {
          "title" : "Use Basic Auth",
          "description" : "When enabled, the client will use basic auth for authenticating with  the social 
auth provider. Enabled by default.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ssoProxyUrl" : {
          "title" : "Proxy URL",
          "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed from 
the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authorizeEndpoint" : {
          "title" : "Authentication Endpoint URL",
          "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "clientId" : {
          "title" : "Client Id",
          "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scope" : {
          "title" : "Scope",
          "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "userInfoEndpoint" : {
          "title" : "User Profile Service URL",
          "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
          "propertyOrder" : 800,
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          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "provider" : {
          "title" : "Social Provider",
          "description" : "Social Provider for which this module is being setup.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "scopeDelimiter" : {
          "title" : "Scope Delimiter",
          "description" : "Delimiter used to separate scope values. Default value is space.",
          "propertyOrder" : 1000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "accountProvisioning" : {
      "type" : "object",
      "title" : "Account Provisioning",
      "propertyOrder" : 1,
      "properties" : {
        "attributeMappingClasses" : {
          "title" : "Attribute Mapper",
          "description" : "Name of the class that implements the attribute mapping<br><br>This class maps the 
OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "promptPasswordFlag" : {
          "title" : "Prompt for password setting and activation code",
          "description" : "Users must set a password and complete the activation flow during dynamic profile 
creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
          "propertyOrder" : 1905,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mapToAnonymousUser" : {
          "title" : "Map to anonymous user",
          "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
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the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
          "propertyOrder" : 2000,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "createAccount" : {
          "title" : "Create account if it does not exist",
          "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
          "propertyOrder" : 1360,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accountMapperClass" : {
          "title" : "Account Mapper",
          "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
          "propertyOrder" : 1500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "enableRegistrationService" : {
          "title" : "Use IDM as Registration Service",
          "description" : "Whether to use IDM as an external Registration Service to complete registration for 
new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
          "propertyOrder" : 1350,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "saveAttributesInSession" : {
          "title" : "Save attributes in the session",
          "description" : "If this option is enabled, the attributes configured in the attribute mapper will 
be saved into the OpenAM session",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "anonymousUserName" : {
          "title" : "Anonymous User",
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          "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
          "propertyOrder" : 2100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "attributeMapperConfiguration" : {
          "title" : "Attribute Mapper Configuration",
          "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1800,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "accountMapperConfiguration" : {
          "title" : "Account Mapper Configuration",
          "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
          "propertyOrder" : 1600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "accountProviderClass" : {
          "title" : "Account Provider",
          "description" : "Name of the class implementing the account provider.<br><br>This class is used by 
the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/authSocialWeChat

Resource version: 1.0

Amster Entity Reference PingAM

3736 Copyright © 2025 Ping Identity Corporation



getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthWeChatModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthWeChatModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthWeChatModule --global --actionName nextdescendents

read

Usage

am> read SocialAuthWeChatModule --global

update

Usage

am> update SocialAuthWeChatModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "core" : {
          "type" : "object",
          "title" : "Core",
          "propertyOrder" : 0,
          "properties" : {
            "usesBasicAuth" : {
              "title" : "Use Basic Auth",
              "description" : "When enabled, the client will use basic auth for authenticating with  the 
social auth provider. Enabled by default.",
              "propertyOrder" : 1200,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "scopeDelimiter" : {
              "title" : "Scope Delimiter",
              "description" : "Delimiter used to separate scope values. Default value is space.",
              "propertyOrder" : 1000,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "provider" : {
              "title" : "Social Provider",
              "description" : "Social Provider for which this module is being setup.",
              "propertyOrder" : 200,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "authorizeEndpoint" : {
              "title" : "Authentication Endpoint URL",
              "description" : "OAuth authentication endpoint URL<br><br>This is the URL endpoint for OAuth 
authentication provided by the OAuth Identity Provider",
              "propertyOrder" : 600,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "subjectProperty" : {
              "title" : "Subject Property",
              "description" : "Property used to identify which attribute an auth server identifies a user 
by.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "userInfoEndpoint" : {
              "title" : "User Profile Service URL",
              "description" : "User profile information URL<br><br>This URL endpoint provides user profile 
information and is provided by the OAuth Identity Provider<br/><br/><i>NB </i>This URL should return JSON 
objects in response",
              "propertyOrder" : 800,
              "required" : true,
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              "type" : "string",
              "exampleValue" : ""
            },
            "scope" : {
              "title" : "Scope",
              "description" : "OAuth scope; list of user profile properties<br><br>According to the OAuth 2.0 
Authorization Framework, scope is a space-separated list of user profile attributes that the client 
application requires. The list depends on the permissions that the resource owner grants to the client 
application.<br/><br/> Some authorization servers use non-standard separators for scopes. For example, 
Facebook takes a comma-separated list.<br/><br/>",
              "propertyOrder" : 900,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "clientSecret" : {
              "title" : "Client Secret",
              "description" : "OAuth client_secret parameter<br><br>For more information on the OAuth 
client_secret parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" 
target=\"_blank\">RFC 6749</a>, section 2.3.1",
              "propertyOrder" : 500,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "tokenEndpoint" : {
              "title" : "Access Token Endpoint URL",
              "description" : "OAuth access token endpoint URL<br><br>This is the URL endpoint for access 
token retrieval provided by the OAuth Identity Provider. Refer to the <a href=\"http://tools.ietf.org/html/
rfc6749#section-3.2\" target=\"_blank\">RFC 6749</a>, section 3.2",
              "propertyOrder" : 700,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "authenticationLevel" : {
              "title" : "Authentication Level",
              "description" : "The authentication level associated with this module.<br><br>Each 
authentication module has an authentication level that can be used to indicate the level of security 
associated with the module; 0 is the lowest (and the default).",
              "propertyOrder" : 100,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "clientId" : {
              "title" : "Client Id",
              "description" : "OAuth client_id parameter<br><br>For more information on the OAuth client_id 
parameter refer to the <a href=\"http://tools.ietf.org/html/rfc6749#section-2.3.1\" target=\"_blank\">RFC 
6749</a>, section 2.3.1",
              "propertyOrder" : 400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "ssoProxyUrl" : {
              "title" : "Proxy URL",
              "description" : "The URL to the OpenAM OAuth proxy JSP<br><br>This URL should only be changed 
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from the default, if an external server is performing the GET to POST proxying. The default is <code>/openam/
oauth2c/OAuthProxy.jsp</code>",
              "propertyOrder" : 1300,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "emailSettings" : {
          "type" : "object",
          "title" : "Email",
          "propertyOrder" : 2,
          "properties" : {
            "smtpFromAddress" : {
              "title" : "SMTP From address",
              "description" : "The email address on behalf of whom the messages will be sent",
              "propertyOrder" : 1945,
              "required" : true,
              "type" : "string",
              "exampleValue" : "info@forgerock.com"
            },
            "smtpPassword" : {
              "title" : "SMTP User Password",
              "description" : "The Password of the SMTP User Name",
              "propertyOrder" : 1935,
              "required" : true,
              "type" : "string",
              "format" : "password",
              "exampleValue" : ""
            },
            "smtpPort" : {
              "title" : "SMTP port",
              "description" : "The TCP port that will be used by the SMTP gateway",
              "propertyOrder" : 1925,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpSslEnabled" : {
              "title" : "SMTP SSL Enabled",
              "description" : "Tick this option if the SMTP Server provides SSL",
              "propertyOrder" : 1940,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "emailAttribute" : {
              "title" : "Email attribute in the Response",
              "description" : "Attribute from the response used to send activation code emails.<br><br>The 
attribute in the response from the profile service of the Provider that contains the email address of the 
authenticated user. This address will be used to send an email with an activation code when the accounts are 
allowed to be created dynamically.",
              "propertyOrder" : 1910,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpHost" : {
              "title" : "SMTP host",
              "description" : "The mail host that will be used by the Email Gateway implementation",
              "propertyOrder" : 1920,
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              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "emailGateway" : {
              "title" : "Mail Server Gateway implementation class",
              "description" : "The class used by the module to send email.<br><br>This class is used by the 
module to send email. A custom implementation can be provided.<br/><br/>The custom implementation must 
implement the <code>org.forgerock.openam.authentication.modules.oauth2.EmailGateway</code>",
              "propertyOrder" : 1915,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "smtpUsername" : {
              "title" : "SMTP User Name",
              "description" : "If the SMTP Service requires authentication, configure the user name here",
              "propertyOrder" : 1930,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "accountProvisioning" : {
          "type" : "object",
          "title" : "Account Provisioning",
          "propertyOrder" : 1,
          "properties" : {
            "promptPasswordFlag" : {
              "title" : "Prompt for password setting and activation code",
              "description" : "Users must set a password and complete the activation flow during dynamic 
profile creation.<br><br>If this is enabled, the user must set a password before the system creates an account 
dynamically and an activation code will be sent to the user's email address. The account will be created only 
if the password and activation code are properly set. <br />If this is disabled, the account will be created 
transparently without prompting the user.",
              "propertyOrder" : 1905,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "accountProviderClass" : {
              "title" : "Account Provider",
              "description" : "Name of the class implementing the account provider.<br><br>This class is used 
by the module to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface.<br/>String 
constructor parameters can be provided by appending <code>|</code> separated values.",
              "propertyOrder" : 1400,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "accountMapperConfiguration" : {
              "title" : "Account Mapper Configuration",
              "description" : "Mapping of OAuth account to local OpenAM account<br><br>Attribute configuration 
that will be used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data 
store in the OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1600,
              "required" : true,
              "items" : {
                "type" : "string"
              },
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              "type" : "array",
              "exampleValue" : ""
            },
            "mapToAnonymousUser" : {
              "title" : "Map to anonymous user",
              "description" : "Enabled anonymous user access to OpenAM for OAuth authenticated users<br><br>If 
selected, the authenticated users in the OAuth 2.0 Provider will be mapped to the anonymous user configured in 
the next parameter.<br/>If not selected the users authenticated will be mapped by the parameters configured in 
the account mapper.<br/><br/><i>NB </i>If <i>Create account if it does not exist</i> is enabled, that 
parameter takes precedence.",
              "propertyOrder" : 2000,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "saveAttributesInSession" : {
              "title" : "Save attributes in the session",
              "description" : "If this option is enabled, the attributes configured in the attribute mapper 
will be saved into the OpenAM session",
              "propertyOrder" : 2400,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "enableRegistrationService" : {
              "title" : "Use IDM as Registration Service",
              "description" : "Whether to use IDM as an external Registration Service to complete registration 
for new users.<br><br>IDM is called and passed these parameters:<br/><br/><ul><li><code>clientToken</code>: 
Signed, encrypted JWT of the OAuth 2.0 authentication state.</li><li><code>returnParams</code>: Encoded URL 
parameters, required to be returned to AM to resume authentication after registration in IDM is complete.</
li></ul>",
              "propertyOrder" : 1350,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "anonymousUserName" : {
              "title" : "Anonymous User",
              "description" : "Username of the OpenAM anonymous user<br><br>The username of the user that will 
represent the anonymous user. This user account must already exist in the realm.",
              "propertyOrder" : 2100,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "attributeMappingClasses" : {
              "title" : "Attribute Mapper",
              "description" : "Name of the class that implements the attribute mapping<br><br>This class maps 
the OAuth properties into OpenAM properties. A custom attribute mapper can be provided.<br/><br/>A custom 
attribute mapper must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1700,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
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              "exampleValue" : ""
            },
            "attributeMapperConfiguration" : {
              "title" : "Attribute Mapper Configuration",
              "description" : "Mapping of OAuth attributes to local OpenAM attributes<br><br>Attribute 
configuration that will be used to map the user info obtained from the OAuth 2.0 Provider to the local user 
data store in the OpenAM.<br/><br/>Example: <code>OAuth2.0_attribute=local_attribute</code>",
              "propertyOrder" : 1800,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "createAccount" : {
              "title" : "Create account if it does not exist",
              "description" : "If the OAuth2 account does not exist in the local OpenAM data store, an account 
will be created dynamically.<br><br>If this is enabled, the account mapper could create the account 
dynamically if there is no account mapped. Before creating the account, a dialog prompting for a password and 
asking for an activation code can be shown if the parameter \"Prompt for password setting and activation 
code\" is enabled.<br /><br />If this flag is not enabled, 3 alternative options exist:<br/><br/><ol><li>The 
accounts need to have a user profile in the OpenAM User Data Store</li><li>The user does not have a user 
profile and the \"Ignore Profile\" is set in the Authentication Service of the realm.</li><li>The account is 
mapped to an anonymous account (see parameter \"Map to anonymous user\" and \"Anonymous User\")</li></ol>",
              "propertyOrder" : 1360,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "accountMapperClass" : {
              "title" : "Account Mapper",
              "description" : "Name of the class implementing the attribute mapping for the account 
search.<br><br>This class is used by the module to map from the account information received from the OAuth 
Identity Provider into OpenAM.<br/><br/>The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface.<br/
>Provided implementations 
are:<ul><li>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper</
li><li>org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the 
openid scope)</li></ul>String constructor parameters can be provided by appending <code>|</code> separated 
values.",
              "propertyOrder" : 1500,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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SocialAuthentication

Realm Operations

Resource path:

/realm-config/services/socialauthentication

Resource version: 1.0

create

Usage

am> create SocialAuthentication --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticationChains" : {
      "title" : "Authentication Chains",
      "description" : "The name of the authentication chains that are the entry points to being authenticated 
by each respective social authentication provider. The key should correspond to a key used to define a Display 
Name above.<br><br>For example:<table><tr><th>Key</th><th>Value</th></tr><tr><td>google</
td><td>socialAuthChainGoogle</td></tr></table>",
      "propertyOrder" : 200,
      "required" : false,
      "patternProperties" : {
        ".*" : { }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "displayNames" : {
      "title" : "Display Names",
      "description" : "The display names for the implementations - this will be used to provide a name for the 
icon displayed on the login page. The key should be used across all the settings on this page to join them 
together.<br><br>For example:<table><tr><th>Key</th><th>Value</th></tr><tr><td>google</td><td>Google</td></
tr></table>",
      "propertyOrder" : 100,
      "required" : false,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "icons" : {
      "title" : "Icons",
      "description" : "Either a full URL or a path relative to the base of the site/server where the image can 
be found. The image will be used on the login page to link to the authentication chain defined above. The key 
should correspond to a key used to define a Display Name above.<br><br>For example:<table><tr><th>Key</
th><th>Value</th></tr><tr><td>google</td><td>/images/google-sign-in.png</td></tr></table>",
      "propertyOrder" : 300,
      "required" : false,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enabledKeys" : {
      "title" : "Enabled Implementations",
      "description" : "Provide a key that has been used to define the settings above to enable that set of 
settings.<br><br>For example: google",
      "propertyOrder" : 400,
      "required" : true,
      "items" : {
        "type" : "string"
      },
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      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete SocialAuthentication --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthentication --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthentication --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthentication --realm Realm --actionName nextdescendents

read

Usage

am> read SocialAuthentication --realm Realm

update

Usage

am> update SocialAuthentication --realm Realm --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "authenticationChains" : {
      "title" : "Authentication Chains",
      "description" : "The name of the authentication chains that are the entry points to being authenticated 
by each respective social authentication provider. The key should correspond to a key used to define a Display 
Name above.<br><br>For example:<table><tr><th>Key</th><th>Value</th></tr><tr><td>google</
td><td>socialAuthChainGoogle</td></tr></table>",
      "propertyOrder" : 200,
      "required" : false,
      "patternProperties" : {
        ".*" : { }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "displayNames" : {
      "title" : "Display Names",
      "description" : "The display names for the implementations - this will be used to provide a name for the 
icon displayed on the login page. The key should be used across all the settings on this page to join them 
together.<br><br>For example:<table><tr><th>Key</th><th>Value</th></tr><tr><td>google</td><td>Google</td></
tr></table>",
      "propertyOrder" : 100,
      "required" : false,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "icons" : {
      "title" : "Icons",
      "description" : "Either a full URL or a path relative to the base of the site/server where the image can 
be found. The image will be used on the login page to link to the authentication chain defined above. The key 
should correspond to a key used to define a Display Name above.<br><br>For example:<table><tr><th>Key</
th><th>Value</th></tr><tr><td>google</td><td>/images/google-sign-in.png</td></tr></table>",
      "propertyOrder" : 300,
      "required" : false,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "enabledKeys" : {
      "title" : "Enabled Implementations",
      "description" : "Provide a key that has been used to define the settings above to enable that set of 
settings.<br><br>For example: google",
      "propertyOrder" : 400,
      "required" : true,
      "items" : {
        "type" : "string"
      },
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      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/socialauthentication

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialAuthentication --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialAuthentication --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialAuthentication --global --actionName nextdescendents

read

Usage

am> read SocialAuthentication --global

update

Usage
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am> update SocialAuthentication --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "icons" : {
          "title" : "Icons",
          "description" : "Either a full URL or a path relative to the base of the site/server where the image 
can be found. The image will be used on the login page to link to the authentication chain defined above. The 
key should correspond to a key used to define a Display Name above.<br><br>For example:<table><tr><th>Key</
th><th>Value</th></tr><tr><td>google</td><td>/images/google-sign-in.png</td></tr></table>",
          "propertyOrder" : 300,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "displayNames" : {
          "title" : "Display Names",
          "description" : "The display names for the implementations - this will be used to provide a name for 
the icon displayed on the login page. The key should be used across all the settings on this page to join them 
together.<br><br>For example:<table><tr><th>Key</th><th>Value</th></tr><tr><td>google</td><td>Google</td></
tr></table>",
          "propertyOrder" : 100,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "enabledKeys" : {
          "title" : "Enabled Implementations",
          "description" : "Provide a key that has been used to define the settings above to enable that set of 
settings.<br><br>For example: google",
          "propertyOrder" : 400,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "authenticationChains" : {
          "title" : "Authentication Chains",
          "description" : "The name of the authentication chains that are the entry points to being 
authenticated by each respective social authentication provider. The key should correspond to a key used to 
define a Display Name above.<br><br>For example:<table><tr><th>Key</th><th>Value</th></tr><tr><td>google</
td><td>socialAuthChainGoogle</td></tr></table>",
          "propertyOrder" : 200,
          "required" : false,
          "patternProperties" : {
            ".*" : { }
          },
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          "type" : "object",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

SocialFacebook

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SocialFacebookNode

Resource version: 1.0

create

Usage

am> create SocialFacebook --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Token Issuer",
      "description" : "Required when the 'openid' scope is included. Value must match the iss field in issued 
ID Token e.g. accounts.google.com The issuer value MUST be provided when OAuth 2.0 Mix-Up Mitigation is 
enabled.",
      "propertyOrder" : 1800,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountProviderClass" : {
      "title" : "Account Provider",
      "description" : "Name of the class implementing the account provider. This class is used by the module 
to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface. String 
constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeString" : {
      "title" : "OAuth Scope",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework, 
scope is a space-separated list of user profile attributes that the client application requires. The list 
depends on the permissions that the resource owner grants to the client application. Some authorization 
servers use non-standard separators for scopes.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
    "saveUserAttributesToSession" : {
      "title" : "Save Attributes in the Session",
      "description" : "If this option is enabled, the attributes configured in the attribute mapper will be 
saved into the OpenAM session.",
      "propertyOrder" : 1600,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "",
      "propertyOrder" : 900,
      "type" : "string",
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      "exampleValue" : ""
    },
    "cfgAccountMapperClass" : {
      "title" : "Account Mapper",
      "description" : "Name of the class implementing the attribute mapping for the account search. This class 
is used by the module to map from the account information received from the OAuth Identity Provider into 
OpenAM. The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface. Provided 
implementations are: <code>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper</code>(can only be used when using the 
openid scope) String constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
    "provider" : {
      "title" : "Social Provider",
      "description" : "Social Provider for which this module is being setup.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizeEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperConfiguration" : {
      "title" : "Account Mapper Configuration",
      "description" : "Mapping of OAuth account to local OpenAM account Attribute configuration that will be 
used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data store in the 
OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingClasses" : {
      "title" : "Attribute Mapper",
      "description" : "Name of the class that implements the attribute mapping This class maps the OAuth 
properties into OpenAM properties. A custom attribute mapper can be provided. A custom attribute mapper must 
implement the org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper interface. Provided 
implementations are: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the openid 
scope)",
      "propertyOrder" : 1300,
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      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "basicAuth" : {
      "title" : "Use Basic Auth",
      "description" : "When enabled, the client will use basic auth for authenticating with the social auth 
provider. Enabled by default.",
      "propertyOrder" : 1000,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "cfgMixUpMitigation" : {
      "title" : "OAuth 2.0 Mix-Up Mitigation Enabled",
      "description" : "Enables OAuth 2.0 mix-up mitigation The authorization server must support the OAuth 2.0 
Mix-Up Mitigation draft (https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1), 
otherwise OpenAM will fail to validate responses from the authorization server. If only the OAuth 2.0 protocol 
is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" setting.",
      "propertyOrder" : 1700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingConfiguration" : {
      "title" : "Attribute Mapper Configuration",
      "description" : "Mapping of OAuth attributes to local OpenAM attributes Attribute configuration that 
will be used to map the user info obtained from the OAuth 2.0 Provider to the local user data store in the 
OpenAM. Example: OAuth2.0_attribute=local_attribute",
      "propertyOrder" : 1500,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  },
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  "required" : [ "userInfoEndpoint", "issuer", "cfgAccountProviderClass", "scopeString", "redirectURI", 
"saveUserAttributesToSession", "authenticationIdKey", "cfgAccountMapperClass", "provider", 
"authorizeEndpoint", "cfgAccountMapperConfiguration", "tokenEndpoint", "cfgAttributeMappingClasses", 
"basicAuth", "cfgMixUpMitigation", "clientId", "cfgAttributeMappingConfiguration", "clientSecret" ]
}

delete

Usage

am> delete SocialFacebook --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialFacebook --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialFacebook --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action SocialFacebook --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialFacebook --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SocialFacebook --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SocialFacebook --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SocialFacebook --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Token Issuer",
      "description" : "Required when the 'openid' scope is included. Value must match the iss field in issued 
ID Token e.g. accounts.google.com The issuer value MUST be provided when OAuth 2.0 Mix-Up Mitigation is 
enabled.",
      "propertyOrder" : 1800,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountProviderClass" : {
      "title" : "Account Provider",
      "description" : "Name of the class implementing the account provider. This class is used by the module 
to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface. String 
constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeString" : {
      "title" : "OAuth Scope",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework, 
scope is a space-separated list of user profile attributes that the client application requires. The list 
depends on the permissions that the resource owner grants to the client application. Some authorization 
servers use non-standard separators for scopes.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
    "saveUserAttributesToSession" : {
      "title" : "Save Attributes in the Session",
      "description" : "If this option is enabled, the attributes configured in the attribute mapper will be 
saved into the OpenAM session.",
      "propertyOrder" : 1600,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "",
      "propertyOrder" : 900,
      "type" : "string",
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      "exampleValue" : ""
    },
    "cfgAccountMapperClass" : {
      "title" : "Account Mapper",
      "description" : "Name of the class implementing the attribute mapping for the account search. This class 
is used by the module to map from the account information received from the OAuth Identity Provider into 
OpenAM. The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface. Provided 
implementations are: <code>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper</code>(can only be used when using the 
openid scope) String constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
    "provider" : {
      "title" : "Social Provider",
      "description" : "Social Provider for which this module is being setup.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizeEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperConfiguration" : {
      "title" : "Account Mapper Configuration",
      "description" : "Mapping of OAuth account to local OpenAM account Attribute configuration that will be 
used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data store in the 
OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingClasses" : {
      "title" : "Attribute Mapper",
      "description" : "Name of the class that implements the attribute mapping This class maps the OAuth 
properties into OpenAM properties. A custom attribute mapper can be provided. A custom attribute mapper must 
implement the org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper interface. Provided 
implementations are: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the openid 
scope)",
      "propertyOrder" : 1300,
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      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "basicAuth" : {
      "title" : "Use Basic Auth",
      "description" : "When enabled, the client will use basic auth for authenticating with the social auth 
provider. Enabled by default.",
      "propertyOrder" : 1000,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "cfgMixUpMitigation" : {
      "title" : "OAuth 2.0 Mix-Up Mitigation Enabled",
      "description" : "Enables OAuth 2.0 mix-up mitigation The authorization server must support the OAuth 2.0 
Mix-Up Mitigation draft (https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1), 
otherwise OpenAM will fail to validate responses from the authorization server. If only the OAuth 2.0 protocol 
is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" setting.",
      "propertyOrder" : 1700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingConfiguration" : {
      "title" : "Attribute Mapper Configuration",
      "description" : "Mapping of OAuth attributes to local OpenAM attributes Attribute configuration that 
will be used to map the user info obtained from the OAuth 2.0 Provider to the local user data store in the 
OpenAM. Example: OAuth2.0_attribute=local_attribute",
      "propertyOrder" : 1500,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    }
  },
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  "required" : [ "userInfoEndpoint", "issuer", "cfgAccountProviderClass", "scopeString", "redirectURI", 
"saveUserAttributesToSession", "authenticationIdKey", "cfgAccountMapperClass", "provider", 
"authorizeEndpoint", "cfgAccountMapperConfiguration", "tokenEndpoint", "cfgAttributeMappingClasses", 
"basicAuth", "cfgMixUpMitigation", "clientId", "cfgAttributeMappingConfiguration", "clientSecret" ]
}

SocialGoogle

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SocialGoogleNode

Resource version: 1.0

create

Usage

am> create SocialGoogle --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "cfgMixUpMitigation" : {
      "title" : "OAuth 2.0 Mix-Up Mitigation Enabled",
      "description" : "Enables OAuth 2.0 mix-up mitigation The authorization server must support the OAuth 2.0 
Mix-Up Mitigation draft (https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1), 
otherwise OpenAM will fail to validate responses from the authorization server. If only the OAuth 2.0 protocol 
is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" setting.",
      "propertyOrder" : 1700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Token Issuer",
      "description" : "Required when the 'openid' scope is included. Value must match the iss field in issued 
ID Token e.g. accounts.google.com The issuer value MUST be provided when OAuth 2.0 Mix-Up Mitigation is 
enabled.",
      "propertyOrder" : 1800,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingConfiguration" : {
      "title" : "Attribute Mapper Configuration",
      "description" : "Mapping of OAuth attributes to local OpenAM attributes Attribute configuration that 
will be used to map the user info obtained from the OAuth 2.0 Provider to the local user data store in the 
OpenAM. Example: OAuth2.0_attribute=local_attribute",
      "propertyOrder" : 1500,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "cfgAccountProviderClass" : {
      "title" : "Account Provider",
      "description" : "Name of the class implementing the account provider. This class is used by the module 
to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface. String 
constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "provider" : {
      "title" : "Social Provider",
      "description" : "Social Provider for which this module is being setup.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
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    },
    "authorizeEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeString" : {
      "title" : "OAuth Scope",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework, 
scope is a space-separated list of user profile attributes that the client application requires. The list 
depends on the permissions that the resource owner grants to the client application. Some authorization 
servers use non-standard separators for scopes.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "saveUserAttributesToSession" : {
      "title" : "Save Attributes in the Session",
      "description" : "If this option is enabled, the attributes configured in the attribute mapper will be 
saved into the OpenAM session.",
      "propertyOrder" : 1600,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "",
      "propertyOrder" : 900,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperClass" : {
      "title" : "Account Mapper",
      "description" : "Name of the class implementing the attribute mapping for the account search. This class 
is used by the module to map from the account information received from the OAuth Identity Provider into 
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OpenAM. The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface. Provided 
implementations are: <code>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper</code>(can only be used when using the 
openid scope) String constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
    "basicAuth" : {
      "title" : "Use Basic Auth",
      "description" : "When enabled, the client will use basic auth for authenticating with the social auth 
provider. Enabled by default.",
      "propertyOrder" : 1000,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "cfgAttributeMappingClasses" : {
      "title" : "Attribute Mapper",
      "description" : "Name of the class that implements the attribute mapping This class maps the OAuth 
properties into OpenAM properties. A custom attribute mapper can be provided. A custom attribute mapper must 
implement the org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper interface. Provided 
implementations are: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the openid 
scope)",
      "propertyOrder" : 1300,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "cfgAccountMapperConfiguration" : {
      "title" : "Account Mapper Configuration",
      "description" : "Mapping of OAuth account to local OpenAM account Attribute configuration that will be 
used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data store in the 
OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    }
  },
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  "required" : [ "cfgMixUpMitigation", "clientId", "issuer", "cfgAttributeMappingConfiguration", 
"cfgAccountProviderClass", "provider", "authorizeEndpoint", "redirectURI", "scopeString", "userInfoEndpoint", 
"clientSecret", "saveUserAttributesToSession", "authenticationIdKey", "cfgAccountMapperClass", "basicAuth", 
"cfgAttributeMappingClasses", "cfgAccountMapperConfiguration", "tokenEndpoint" ]
}

delete

Usage

am> delete SocialGoogle --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialGoogle --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialGoogle --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action SocialGoogle --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialGoogle --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SocialGoogle --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SocialGoogle --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SocialGoogle --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "cfgMixUpMitigation" : {
      "title" : "OAuth 2.0 Mix-Up Mitigation Enabled",
      "description" : "Enables OAuth 2.0 mix-up mitigation The authorization server must support the OAuth 2.0 
Mix-Up Mitigation draft (https://tools.ietf.org/html/draft-ietf-oauth-mix-up-mitigation-01#section-3.1), 
otherwise OpenAM will fail to validate responses from the authorization server. If only the OAuth 2.0 protocol 
is utilized, make sure that the accepted issuer value is set in the \"Token Issuer\" setting.",
      "propertyOrder" : 1700,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuer" : {
      "title" : "Token Issuer",
      "description" : "Required when the 'openid' scope is included. Value must match the iss field in issued 
ID Token e.g. accounts.google.com The issuer value MUST be provided when OAuth 2.0 Mix-Up Mitigation is 
enabled.",
      "propertyOrder" : 1800,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAttributeMappingConfiguration" : {
      "title" : "Attribute Mapper Configuration",
      "description" : "Mapping of OAuth attributes to local OpenAM attributes Attribute configuration that 
will be used to map the user info obtained from the OAuth 2.0 Provider to the local user data store in the 
OpenAM. Example: OAuth2.0_attribute=local_attribute",
      "propertyOrder" : 1500,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "cfgAccountProviderClass" : {
      "title" : "Account Provider",
      "description" : "Name of the class implementing the account provider. This class is used by the module 
to find the account from the attributes mapped by the Account Mapper 
<code>org.forgerock.openam.authentication.modules.common.mapping.AccountProvider</code> interface. String 
constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1100,
      "type" : "string",
      "exampleValue" : ""
    },
    "provider" : {
      "title" : "Social Provider",
      "description" : "Social Provider for which this module is being setup.",
      "propertyOrder" : 800,
      "type" : "string",
      "exampleValue" : ""
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    },
    "authorizeEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeString" : {
      "title" : "OAuth Scope",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework, 
scope is a space-separated list of user profile attributes that the client application requires. The list 
depends on the permissions that the resource owner grants to the client application. Some authorization 
servers use non-standard separators for scopes.",
      "propertyOrder" : 600,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 500,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "saveUserAttributesToSession" : {
      "title" : "Save Attributes in the Session",
      "description" : "If this option is enabled, the attributes configured in the attribute mapper will be 
saved into the OpenAM session.",
      "propertyOrder" : 1600,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "",
      "propertyOrder" : 900,
      "type" : "string",
      "exampleValue" : ""
    },
    "cfgAccountMapperClass" : {
      "title" : "Account Mapper",
      "description" : "Name of the class implementing the attribute mapping for the account search. This class 
is used by the module to map from the account information received from the OAuth Identity Provider into 
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OpenAM. The class must implement the 
<code>org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper</code> interface. Provided 
implementations are: <code>org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper</code>(can only be used when using the 
openid scope) String constructor parameters can be provided by appending | separated values.",
      "propertyOrder" : 1200,
      "type" : "string",
      "exampleValue" : ""
    },
    "basicAuth" : {
      "title" : "Use Basic Auth",
      "description" : "When enabled, the client will use basic auth for authenticating with the social auth 
provider. Enabled by default.",
      "propertyOrder" : 1000,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "cfgAttributeMappingClasses" : {
      "title" : "Attribute Mapper",
      "description" : "Name of the class that implements the attribute mapping This class maps the OAuth 
properties into OpenAM properties. A custom attribute mapper can be provided. A custom attribute mapper must 
implement the org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper interface. Provided 
implementations are: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper (can only be used when using the openid 
scope)",
      "propertyOrder" : 1300,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : ""
    },
    "cfgAccountMapperConfiguration" : {
      "title" : "Account Mapper Configuration",
      "description" : "Mapping of OAuth account to local OpenAM account Attribute configuration that will be 
used to map the account of the user authenticated in the OAuth 2.0 Provider to the local data store in the 
OpenAM. Example: <code>OAuth2.0_attribute=local_attribute</code>",
      "propertyOrder" : 1400,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    }
  },
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  "required" : [ "cfgMixUpMitigation", "clientId", "issuer", "cfgAttributeMappingConfiguration", 
"cfgAccountProviderClass", "provider", "authorizeEndpoint", "redirectURI", "scopeString", "userInfoEndpoint", 
"clientSecret", "saveUserAttributesToSession", "authenticationIdKey", "cfgAccountMapperClass", "basicAuth", 
"cfgAttributeMappingClasses", "cfgAccountMapperConfiguration", "tokenEndpoint" ]
}

SocialIdentityProviders

Realm Operations

Collection of configured social identity providers.

Resource path:

/selfservice/socialIdentityProviders

Resource version: 1.0

read

Reads the list of configured social identity providers.

Usage

am> read SocialIdentityProviders --realm Realm

SocialIdentityProvidersConfig

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders

Resource version: 1.0

create

Usage

am> create SocialIdentityProvidersConfig --realm Realm --body body

Parameters
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--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete SocialIdentityProvidersConfig --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialIdentityProvidersConfig --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialIdentityProvidersConfig --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialIdentityProvidersConfig --realm Realm --actionName nextdescendents

read

Usage
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am> read SocialIdentityProvidersConfig --realm Realm

update

Usage

am> update SocialIdentityProvidersConfig --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/SocialIdentityProviders

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialIdentityProvidersConfig --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action SocialIdentityProvidersConfig --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialIdentityProvidersConfig --global --actionName nextdescendents

read

Usage

am> read SocialIdentityProvidersConfig --global

update

Usage

am> update SocialIdentityProvidersConfig --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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SocialIgnoreProfile

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SocialOAuthIgnoreProfileNode

Resource version: 1.0

create

Usage

am> create SocialIgnoreProfile --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete SocialIgnoreProfile --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Amster Entity Reference PingAM

3776 Copyright © 2025 Ping Identity Corporation



Usage

am> action SocialIgnoreProfile --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialIgnoreProfile --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action SocialIgnoreProfile --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialIgnoreProfile --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SocialIgnoreProfile --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SocialIgnoreProfile --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SocialIgnoreProfile --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

SocialProviderHandlerNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/SocialProviderHandlerNode
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Resource version: 1.0

create

Usage

am> create SocialProviderHandlerNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "script" : {
      "title" : "Transformation Script",
      "description" : "A script that can transform a normalized social profile to object data.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "usernameAttribute" : {
      "title" : "Username Attribute",
      "description" : "The attribute in IDM that contains the username for this object.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientType" : {
      "title" : "Client Type",
      "description" : "Select the client type you are using to authenticate to the provider. Select \"Native\" 
if you are using the ForgeRock Android or iOS SDK.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "script", "usernameAttribute", "clientType" ]
}

delete

Usage

am> delete SocialProviderHandlerNode --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SocialProviderHandlerNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SocialProviderHandlerNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action SocialProviderHandlerNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SocialProviderHandlerNode --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SocialProviderHandlerNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SocialProviderHandlerNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SocialProviderHandlerNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "script" : {
      "title" : "Transformation Script",
      "description" : "A script that can transform a normalized social profile to object data.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    },
    "usernameAttribute" : {
      "title" : "Username Attribute",
      "description" : "The attribute in IDM that contains the username for this object.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientType" : {
      "title" : "Client Type",
      "description" : "Select the client type you are using to authenticate to the provider. Select \"Native\" 
if you are using the ForgeRock Android or iOS SDK.",
      "propertyOrder" : 400,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "script", "usernameAttribute", "clientType" ]
}

SoftwarePublisher

Realm Operations

Agents handler that is responsible for managing agents

Resource path:

/realm-config/agents/SoftwarePublisher

Resource version: 1.0

create

Usage

am> create SoftwarePublisher --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "publicKeyLocation" : {
      "title" : "Public key selector",
      "description" : "Select how the Software Publisher's public keys should be retrieved by the provider 
when validating software statement signatures.",
      "propertyOrder" : 34700,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "jwkSet" : {
      "title" : "Json Web Key",
      "description" : "Raw JSON Web Key value containing the Software Publisher's public keys.",
      "propertyOrder" : 35100,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 35000,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : false
        }
      }
    },
    "softwareStatementSigningAlgorithm" : {
      "title" : "Software statement signing Algorithm",
      "description" : "Signing algorithm to be used when verifying software statement signatures.",
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      "propertyOrder" : 34500,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "issuer" : {
      "title" : "Software publisher issuer",
      "description" : "Identifier for the software publisher, generally represented as a URL.",
      "propertyOrder" : 33001,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 34900,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : false
        }
      }
    },
    "agentgroup" : {
      "title" : "Group",
      "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
      "propertyOrder" : 50,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "userpassword" : {
      "title" : "Software publisher secret",
      "description" : "Software publisher secret. Used when software statement signatures are HMAC based.",
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      "propertyOrder" : 33000,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "jwksUri" : {
      "title" : "Json Web Key URI",
      "description" : "The URI that contains the Software Publisher's public keys in Json Web Key format.",
      "propertyOrder" : 34800,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    }
  }
}

delete

Usage

am> delete SoftwarePublisher --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SoftwarePublisher --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SoftwarePublisher --realm Realm --actionName getCreatableTypes
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SoftwarePublisher --realm Realm --actionName nextdescendents

query

Querying the agents of a specific type

Usage

am> query SoftwarePublisher --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SoftwarePublisher --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SoftwarePublisher --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "publicKeyLocation" : {
      "title" : "Public key selector",
      "description" : "Select how the Software Publisher's public keys should be retrieved by the provider 
when validating software statement signatures.",
      "propertyOrder" : 34700,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "jwkSet" : {
      "title" : "Json Web Key",
      "description" : "Raw JSON Web Key value containing the Software Publisher's public keys.",
      "propertyOrder" : 35100,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 35000,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : false
        }
      }
    },
    "softwareStatementSigningAlgorithm" : {
      "title" : "Software statement signing Algorithm",
      "description" : "Signing algorithm to be used when verifying software statement signatures.",
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      "propertyOrder" : 34500,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "issuer" : {
      "title" : "Software publisher issuer",
      "description" : "Identifier for the software publisher, generally represented as a URL.",
      "propertyOrder" : 33001,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 34900,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : false
        }
      }
    },
    "agentgroup" : {
      "title" : "Group",
      "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
      "propertyOrder" : 50,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "userpassword" : {
      "title" : "Software publisher secret",
      "description" : "Software publisher secret. Used when software statement signatures are HMAC based.",

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3789



      "propertyOrder" : 33000,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "jwksUri" : {
      "title" : "Json Web Key URI",
      "description" : "The URI that contains the Software Publisher's public keys in Json Web Key format.",
      "propertyOrder" : 34800,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    }
  }
}

Splunk

Realm Operations

Resource path:

/realm-config/services/audit/Splunk

Resource version: 1.0

create

Usage

am> create Splunk --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "splunkBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "maxEvents" : {
          "title" : "Queue Capacity",
          "description" : "Maximum number of audit evens in the batch queue; additional events are dropped.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "writeInterval" : {
          "title" : "Write interval (in milliseconds)",
          "description" : "Interval at which buffered events are written to Splunk.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "batchSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default: 10000).",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "splunkConfig" : {
      "type" : "object",
      "title" : "Splunk Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "port" : {
          "title" : "Server Port",
          "description" : "Port number of Splunk server.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "host" : {
          "title" : "Server Hostname",
          "description" : "Host name or IP address of Splunk server.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authzToken" : {
          "title" : "Authorization Token",
          "description" : "Authorization token used to connect to Splunk HTTP Event Collector endpoint.",
          "propertyOrder" : null,
          "required" : true,
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          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sslEnabled" : {
          "title" : "SSL Enabled",
          "description" : "Use HTTPS protocol for communication with Splunk.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : null,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}
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delete

Usage

am> delete Splunk --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Splunk --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Splunk --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Splunk --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Splunk --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read Splunk --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Splunk --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "splunkBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "maxEvents" : {
          "title" : "Queue Capacity",
          "description" : "Maximum number of audit evens in the batch queue; additional events are dropped.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "writeInterval" : {
          "title" : "Write interval (in milliseconds)",
          "description" : "Interval at which buffered events are written to Splunk.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "batchSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default: 10000).",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "splunkConfig" : {
      "type" : "object",
      "title" : "Splunk Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "port" : {
          "title" : "Server Port",
          "description" : "Port number of Splunk server.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "host" : {
          "title" : "Server Hostname",
          "description" : "Host name or IP address of Splunk server.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authzToken" : {
          "title" : "Authorization Token",
          "description" : "Authorization token used to connect to Splunk HTTP Event Collector endpoint.",
          "propertyOrder" : null,
          "required" : true,

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3795



          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sslEnabled" : {
          "title" : "SSL Enabled",
          "description" : "Use HTTPS protocol for communication with Splunk.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : null,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}
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Global Operations

Resource path:

/global-config/services/audit/Splunk

Resource version: 1.0

create

Usage

am> create Splunk --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "splunkBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "writeInterval" : {
          "title" : "Write interval (in milliseconds)",
          "description" : "Interval at which buffered events are written to Splunk.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "batchSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default: 10000).",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxEvents" : {
          "title" : "Queue Capacity",
          "description" : "Maximum number of audit evens in the batch queue; additional events are dropped.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
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    "splunkConfig" : {
      "type" : "object",
      "title" : "Splunk Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sslEnabled" : {
          "title" : "SSL Enabled",
          "description" : "Use HTTPS protocol for communication with Splunk.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "host" : {
          "title" : "Server Hostname",
          "description" : "Host name or IP address of Splunk server.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authzToken" : {
          "title" : "Authorization Token",
          "description" : "Authorization token used to connect to Splunk HTTP Event Collector endpoint.",
          "propertyOrder" : null,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "port" : {
          "title" : "Server Port",
          "description" : "Port number of Splunk server.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : null,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}
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delete

Usage

am> delete Splunk --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Splunk --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Splunk --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Splunk --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Splunk --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read Splunk --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Splunk --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "splunkBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "writeInterval" : {
          "title" : "Write interval (in milliseconds)",
          "description" : "Interval at which buffered events are written to Splunk.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "batchSize" : {
          "title" : "Batch Size",
          "description" : "Maximum number of events that can be buffered (default: 10000).",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "maxEvents" : {
          "title" : "Queue Capacity",
          "description" : "Maximum number of audit evens in the batch queue; additional events are dropped.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 200,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
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    "splunkConfig" : {
      "type" : "object",
      "title" : "Splunk Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sslEnabled" : {
          "title" : "SSL Enabled",
          "description" : "Use HTTPS protocol for communication with Splunk.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "host" : {
          "title" : "Server Hostname",
          "description" : "Host name or IP address of Splunk server.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authzToken" : {
          "title" : "Authorization Token",
          "description" : "Authorization token used to connect to Splunk HTTP Event Collector endpoint.",
          "propertyOrder" : null,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "port" : {
          "title" : "Server Port",
          "description" : "Port number of Splunk server.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : null,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}
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StateMetadata

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/MetadataNode

Resource version: 1.0

create

Usage

am> create StateMetadata --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "attributes" : {
      "title" : "Attributes",
      "description" : "List of attributes that will be selected from the shared state (if they exist) and will 
be returned to the user-agent in a metadata callback.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "attributes" ]
}

delete

Usage
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am> delete StateMetadata --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action StateMetadata --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action StateMetadata --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action StateMetadata --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action StateMetadata --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query StateMetadata --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read StateMetadata --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update StateMetadata --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "attributes" : {
      "title" : "Attributes",
      "description" : "List of attributes that will be selected from the shared state (if they exist) and will 
be returned to the user-agent in a metadata callback.",
      "propertyOrder" : 100,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  },
  "required" : [ "attributes" ]
}

SubjectAttributes

Realm Operations

Service for querying subject attributes stored in OpenAM. When you define a policy subject condition, the condition can depend
on values of subject attributes stored in a user’s profile. The list of possible subject attributes that you can use depends on the
LDAP User Attributes configured for the Identity data store where OpenAM looks up the user’s profile

Resource path:

/subjectattributes

Resource version: 1.0

query

Query the list of subject attributes stored in OpenAM

Usage

am> query SubjectAttributes --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]
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SubjectTypes

Realm Operations

Service for querying and reading the subject types stored in OpenAM. Subject condition types describe the JSON representation
of subject conditions that you can use in policy definitions

Resource path:

/subjecttypes

Resource version: 1.0

query

Query the list of subject condition types

Usage

am> query SubjectTypes --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

read

Read an individual subject condition type by providing the unique identifier title

Usage

am> read SubjectTypes --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

SuccessURL

Realm Operations

Resource path:
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/realm-config/authentication/authenticationtrees/nodes/SetSuccessUrlNode

Resource version: 1.0

create

Usage

am> create SuccessURL --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "successUrl" : {
      "title" : "Success URL",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "successUrl" ]
}

delete

Usage

am> delete SuccessURL --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action SuccessURL --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SuccessURL --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action SuccessURL --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SuccessURL --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SuccessURL --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SuccessURL --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SuccessURL --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "successUrl" : {
      "title" : "Success URL",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "successUrl" ]
}
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SunDSWithOpenAMSchema

Realm Operations

Resource path:

/realm-config/services/id-repositories/LDAPv3ForAMDS

Resource version: 1.0

create

Usage

am> create SunDSWithOpenAMSchema --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5410,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        }
      }
    },
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
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          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-behera-support-enabled" : {
          "title" : "Behera Support Enabled",
          "description" : "When enabled, Behera draft control will be used in the outgoing requests for 
operations that may modify password value. This will allow OpenAM to display password policy related error 
messages when password policies are not met.",
          "propertyOrder" : 6100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
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directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberurl" : {
          "title" : "Attribute Name of Group Member URL",
          "description" : "",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-filter" : {
          "title" : "Persistent Search Filter",
          "description" : "",
          "propertyOrder" : 5600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "roleconfig" : {
      "type" : "object",
      "title" : "Role Configuration",
      "propertyOrder" : 6,
      "properties" : {
        "sun-idrepo-ldapv3-config-filterrole-objectclass" : {
          "title" : "LDAP Filter Roles Object Class",
          "description" : "",
          "propertyOrder" : 4500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-roles-search-attribute" : {
          "title" : "LDAP Roles Search Attribute",
          "description" : "",
          "propertyOrder" : 3900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-filterrole-attributes" : {
          "title" : "LDAP Filter Roles Attributes",
          "description" : "",
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          "propertyOrder" : 4600,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-filterroles-search-filter" : {
          "title" : "LDAP Filter Roles Search Filter",
          "description" : "",
          "propertyOrder" : 4400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-role-objectclass" : {
          "title" : "LDAP Roles Object Class",
          "description" : "",
          "propertyOrder" : 4100,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-roles-search-filter" : {
          "title" : "LDAP Roles Search Filter",
          "description" : "",
          "propertyOrder" : 4000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-nsroledn" : {
          "title" : "Attribute Name of Role Membership.",
          "description" : "",
          "propertyOrder" : 4800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-role-attributes" : {
          "title" : "LDAP Roles Attributes",
          "description" : "",
          "propertyOrder" : 4200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-nsrolefilter" : {
          "title" : "Attribute Name of Filtered Role Filter",
          "description" : "",
          "propertyOrder" : 4900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "sun-idrepo-ldapv3-config-nsrole" : {
          "title" : "Attribute Name for Filtered Role Membership",
          "description" : "",
          "propertyOrder" : 4700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-filterroles-search-attribute" : {
          "title" : "LDAP Filter Roles Search Attribute",
          "description" : "",
          "propertyOrder" : 4300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
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      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete SunDSWithOpenAMSchema --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action SunDSWithOpenAMSchema --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SunDSWithOpenAMSchema --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SunDSWithOpenAMSchema --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SunDSWithOpenAMSchema --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SunDSWithOpenAMSchema --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update SunDSWithOpenAMSchema --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5410,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        }
      }
    },
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
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          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-behera-support-enabled" : {
          "title" : "Behera Support Enabled",
          "description" : "When enabled, Behera draft control will be used in the outgoing requests for 
operations that may modify password value. This will allow OpenAM to display password policy related error 
messages when password policies are not met.",
          "propertyOrder" : 6100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
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directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberurl" : {
          "title" : "Attribute Name of Group Member URL",
          "description" : "",
          "propertyOrder" : 3700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-filter" : {
          "title" : "Persistent Search Filter",
          "description" : "",
          "propertyOrder" : 5600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "roleconfig" : {
      "type" : "object",
      "title" : "Role Configuration",
      "propertyOrder" : 6,
      "properties" : {
        "sun-idrepo-ldapv3-config-filterrole-objectclass" : {
          "title" : "LDAP Filter Roles Object Class",
          "description" : "",
          "propertyOrder" : 4500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-roles-search-attribute" : {
          "title" : "LDAP Roles Search Attribute",
          "description" : "",
          "propertyOrder" : 3900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-filterrole-attributes" : {
          "title" : "LDAP Filter Roles Attributes",
          "description" : "",
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          "propertyOrder" : 4600,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-filterroles-search-filter" : {
          "title" : "LDAP Filter Roles Search Filter",
          "description" : "",
          "propertyOrder" : 4400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-role-objectclass" : {
          "title" : "LDAP Roles Object Class",
          "description" : "",
          "propertyOrder" : 4100,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-roles-search-filter" : {
          "title" : "LDAP Roles Search Filter",
          "description" : "",
          "propertyOrder" : 4000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-nsroledn" : {
          "title" : "Attribute Name of Role Membership.",
          "description" : "",
          "propertyOrder" : 4800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-role-attributes" : {
          "title" : "LDAP Roles Attributes",
          "description" : "",
          "propertyOrder" : 4200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-nsrolefilter" : {
          "title" : "Attribute Name of Filtered Role Filter",
          "description" : "",
          "propertyOrder" : 4900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "sun-idrepo-ldapv3-config-nsrole" : {
          "title" : "Attribute Name for Filtered Role Membership",
          "description" : "",
          "propertyOrder" : 4700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-filterroles-search-attribute" : {
          "title" : "LDAP Filter Roles Search Attribute",
          "description" : "",
          "propertyOrder" : 4300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
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      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    }
  }
}
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SupportedIds

Global Operations

Resource path:

/global-config/services/id-repositories/SupportedIdentities

Resource version: 1.0

create

Usage

am> create SupportedIds --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object"
}

delete

Usage

am> delete SupportedIds --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action SupportedIds --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action SupportedIds --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action SupportedIds --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query SupportedIds --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read SupportedIds --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update SupportedIds --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object"
}

Syslog

Realm Operations

Resource path:

/realm-config/services/audit/Syslog

Resource version: 1.0

create

Usage

am> create Syslog --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 2300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "sysLogConfig" : {
      "type" : "object",
      "title" : "Syslog Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "transportProtocol" : {
          "title" : "Transport Protocol",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectTimeout" : {
          "title" : "Connection timeout",
          "description" : "Timeout for connecting to syslog server, in seconds.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "host" : {
          "title" : "Server hostname",
          "description" : "Host name or IP address of receiving syslog server.",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "port" : {
          "title" : "Server port",
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          "description" : "Port number of receiving syslog server.",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "facility" : {
          "title" : "Facility",
          "description" : "Syslog facility value to apply to all events.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 3000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "sysLogBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "bufferingMaxSize" : {
          "title" : "Buffer Size",
          "description" : "Maximum number of events that can be buffered (default/minimum: 5000)",
          "propertyOrder" : 2950,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables audit event buffering.",
          "propertyOrder" : 2900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    }
  }
}
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delete

Usage

am> delete Syslog --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Syslog --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Syslog --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Syslog --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Syslog --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read Syslog --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Syslog --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 2300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "sysLogConfig" : {
      "type" : "object",
      "title" : "Syslog Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "transportProtocol" : {
          "title" : "Transport Protocol",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectTimeout" : {
          "title" : "Connection timeout",
          "description" : "Timeout for connecting to syslog server, in seconds.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "host" : {
          "title" : "Server hostname",
          "description" : "Host name or IP address of receiving syslog server.",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "port" : {
          "title" : "Server port",
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          "description" : "Port number of receiving syslog server.",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "facility" : {
          "title" : "Facility",
          "description" : "Syslog facility value to apply to all events.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 3000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "sysLogBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "bufferingMaxSize" : {
          "title" : "Buffer Size",
          "description" : "Maximum number of events that can be buffered (default/minimum: 5000)",
          "propertyOrder" : 2950,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables audit event buffering.",
          "propertyOrder" : 2900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    }
  }
}
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Global Operations

Resource path:

/global-config/services/audit/Syslog

Resource version: 1.0

create

Usage

am> create Syslog --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "sysLogBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables audit event buffering.",
          "propertyOrder" : 2900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "bufferingMaxSize" : {
          "title" : "Buffer Size",
          "description" : "Maximum number of events that can be buffered (default/minimum: 5000)",
          "propertyOrder" : 2950,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 2300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3845



Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 3000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "sysLogConfig" : {
      "type" : "object",
      "title" : "Syslog Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "port" : {
          "title" : "Server port",
          "description" : "Port number of receiving syslog server.",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "host" : {
          "title" : "Server hostname",
          "description" : "Host name or IP address of receiving syslog server.",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "transportProtocol" : {
          "title" : "Transport Protocol",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectTimeout" : {
          "title" : "Connection timeout",
          "description" : "Timeout for connecting to syslog server, in seconds.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "facility" : {
          "title" : "Facility",
          "description" : "Syslog facility value to apply to all events.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}
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delete

Usage

am> delete Syslog --global --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action Syslog --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action Syslog --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action Syslog --global --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query Syslog --global --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read Syslog --global --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update Syslog --global --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "sysLogBuffering" : {
      "type" : "object",
      "title" : "Buffering",
      "propertyOrder" : 3,
      "properties" : {
        "bufferingEnabled" : {
          "title" : "Buffering Enabled",
          "description" : "Enables or disables audit event buffering.",
          "propertyOrder" : 2900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "bufferingMaxSize" : {
          "title" : "Buffer Size",
          "description" : "Maximum number of events that can be buffered (default/minimum: 5000)",
          "propertyOrder" : 2950,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "commonHandler" : {
      "type" : "object",
      "title" : "General Handler Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "topics" : {
          "title" : "Topics",
          "description" : "List of topics handled by an audit event handler.",
          "propertyOrder" : 2300,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "enabled" : {
          "title" : "Enabled",
          "description" : "Enables or disables an audit event handler.",
          "propertyOrder" : 2200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "commonHandlerPlugin" : {
      "type" : "object",
      "title" : "Audit Event Handler Factory",
      "propertyOrder" : 1,
      "properties" : {
        "handlerFactory" : {
          "title" : "Factory Class Name",
          "description" : "The fully qualified class name of the factory responsible for creating the Audit 
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Event Handler. The class must implement <code>org.forgerock.openam.audit.AuditEventHandlerFactory</code>.",
          "propertyOrder" : 3000,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "sysLogConfig" : {
      "type" : "object",
      "title" : "Syslog Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "port" : {
          "title" : "Server port",
          "description" : "Port number of receiving syslog server.",
          "propertyOrder" : 2500,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "host" : {
          "title" : "Server hostname",
          "description" : "Host name or IP address of receiving syslog server.",
          "propertyOrder" : 2400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "transportProtocol" : {
          "title" : "Transport Protocol",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "connectTimeout" : {
          "title" : "Connection timeout",
          "description" : "Timeout for connecting to syslog server, in seconds.",
          "propertyOrder" : 2700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "facility" : {
          "title" : "Facility",
          "description" : "Syslog facility value to apply to all events.",
          "propertyOrder" : 2800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}
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TermsAndConditionsDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/TermsAndConditionsDecisionNode

Resource version: 1.0

create

Usage

am> create TermsAndConditionsDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute to query for the IDM object.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute" ]
}

delete

Usage

am> delete TermsAndConditionsDecision --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action TermsAndConditionsDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action TermsAndConditionsDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action TermsAndConditionsDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action TermsAndConditionsDecision --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query TermsAndConditionsDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read TermsAndConditionsDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update TermsAndConditionsDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute to query for the IDM object.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute" ]
}

TimeSinceDecision

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/TimeSinceDecisionNode

Resource version: 1.0

create

Usage

am> create TimeSinceDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute to query in the IDM object.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "elapsedTime" : {
      "title" : "Elapsed Time",
      "description" : "The amount of elapsed time, in minutes, to compare.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute", "elapsedTime" ]
}

delete

Usage

am> delete TimeSinceDecision --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action TimeSinceDecision --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action TimeSinceDecision --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.
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Usage

am> action TimeSinceDecision --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action TimeSinceDecision --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query TimeSinceDecision --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read TimeSinceDecision --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

update

Usage

am> update TimeSinceDecision --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "identityAttribute" : {
      "title" : "Identity Attribute",
      "description" : "The attribute to query in the IDM object.",
      "propertyOrder" : 300,
      "type" : "string",
      "exampleValue" : ""
    },
    "elapsedTime" : {
      "title" : "Elapsed Time",
      "description" : "The amount of elapsed time, in minutes, to compare.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "identityAttribute", "elapsedTime" ]
}

TimerStart

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/TimerStartNode
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Resource version: 1.0

create

Usage

am> create TimerStart --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "startTimeProperty" : {
      "title" : "Start Time Property",
      "description" : "Identifier of property into which start time should be stored by this node.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "startTimeProperty" ]
}

delete

Usage

am> delete TimerStart --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action TimerStart --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action TimerStart --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action TimerStart --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action TimerStart --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query TimerStart --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read TimerStart --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update TimerStart --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "startTimeProperty" : {
      "title" : "Start Time Property",
      "description" : "Identifier of property into which start time should be stored by this node.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "startTimeProperty" ]
}
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TimerStop

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/TimerStopNode

Resource version: 1.0

create

Usage

am> create TimerStop --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "metricKey" : {
      "title" : "Metric Key",
      "description" : "Identifier of metric to update when this node is processed.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "startTimeProperty" : {
      "title" : "Start Time Property",
      "description" : "Identifier of property in which start time should have been stored by a \"Timer Start\" 
node.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "metricKey", "startTimeProperty" ]
}
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delete

Usage

am> delete TimerStop --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action TimerStop --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action TimerStop --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action TimerStop --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action TimerStop --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query TimerStop --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read TimerStop --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update TimerStop --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "metricKey" : {
      "title" : "Metric Key",
      "description" : "Identifier of metric to update when this node is processed.",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "startTimeProperty" : {
      "title" : "Start Time Property",
      "description" : "Identifier of property in which start time should have been stored by a \"Timer Start\" 
node.",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "metricKey", "startTimeProperty" ]
}

TivoliDirectoryServer

Realm Operations

Resource path:

/realm-config/services/id-repositories/LDAPv3ForTivoli

Resource version: 1.0

create

Usage

am> create TivoliDirectoryServer --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-dftgroupmember" : {
          "title" : "Default Group Member's User DN",
          "description" : "User automatically added when group is created.",
          "propertyOrder" : 3800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "items" : {
            "type" : "string"
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          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
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        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5340,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
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          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
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default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-behera-support-enabled" : {
          "title" : "Behera Support Enabled",
          "description" : "When enabled, Behera draft control will be used in the outgoing requests for 
operations that may modify password value. This will allow OpenAM to display password policy related error 
messages when password policies are not met.",
          "propertyOrder" : 6100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
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          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearch-filter" : {
          "title" : "Persistent Search Filter",
          "description" : "",
          "propertyOrder" : 5600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
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      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete TivoliDirectoryServer --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action TivoliDirectoryServer --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action TivoliDirectoryServer --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action TivoliDirectoryServer --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query TivoliDirectoryServer --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read TivoliDirectoryServer --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update TivoliDirectoryServer --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "groupconfig" : {
      "type" : "object",
      "title" : "Group Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "sun-idrepo-ldapv3-config-group-container-name" : {
          "title" : "LDAP Groups Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 3100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-filter" : {
          "title" : "LDAP Groups Search Filter",
          "description" : "",
          "propertyOrder" : 3000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-dftgroupmember" : {
          "title" : "Default Group Member's User DN",
          "description" : "User automatically added when group is created.",
          "propertyOrder" : 3800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-uniquemember" : {
          "title" : "Attribute Name of Unique Member",
          "description" : "",
          "propertyOrder" : 3600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-container-value" : {
          "title" : "LDAP Groups Container Value",
          "description" : "",
          "propertyOrder" : 3200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-groups-search-attribute" : {
          "title" : "LDAP Groups Search Attribute",
          "description" : "",
          "propertyOrder" : 2900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-memberof" : {
          "title" : "Attribute Name for Group Membership",
          "description" : "",
          "propertyOrder" : 3500,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-objectclass" : {
          "title" : "LDAP Groups Object Class",
          "description" : "",
          "propertyOrder" : 3300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-group-attributes" : {
          "title" : "LDAP Groups Attributes",
          "description" : "",
          "propertyOrder" : 3400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "userconfig" : {
      "type" : "object",
      "title" : "User Configuration",
      "propertyOrder" : 3,
      "properties" : {
        "sun-idrepo-ldapv3-config-createuser-attr-mapping" : {
          "title" : "Create User Attribute Mapping",
          "description" : "Format: attribute name or TargetAttributeName=SourceAttributeName",
          "propertyOrder" : 2500,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-objectclass" : {
          "title" : "LDAP User Object Class",
          "description" : "",
          "propertyOrder" : 2300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-index-attr" : {
          "title" : "Knowledge Based Authentication Active Index",
          "description" : "",
          "propertyOrder" : 5400,
          "required" : false,
          "items" : {
            "type" : "string"
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          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-value" : {
          "title" : "LDAP People Container Value",
          "description" : "",
          "propertyOrder" : 5100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-isactive" : {
          "title" : "Attribute Name of User Status",
          "description" : "",
          "propertyOrder" : 2600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-filter" : {
          "title" : "LDAP Users  Search Filter",
          "description" : "",
          "propertyOrder" : 2200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-inactive" : {
          "title" : "User Status Inactive Value",
          "description" : "",
          "propertyOrder" : 2800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-users-search-attribute" : {
          "title" : "LDAP Users  Search Attribute",
          "description" : "",
          "propertyOrder" : 2100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-active" : {
          "title" : "User Status Active Value",
          "description" : "",
          "propertyOrder" : 2700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-auth-kba-attr" : {
          "title" : "Knowledge Based Authentication Attribute Name",
          "description" : "",
          "propertyOrder" : 5300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
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        },
        "sun-idrepo-ldapv3-config-auth-kba-attempts-attr" : {
          "title" : "Knowledge Based Authentication Attempts Attribute Name",
          "description" : "",
          "propertyOrder" : 5340,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-people-container-name" : {
          "title" : "LDAP People Container Naming Attribute",
          "description" : "",
          "propertyOrder" : 5000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-user-attributes" : {
          "title" : "LDAP User Attributes",
          "description" : "",
          "propertyOrder" : 2400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "ldapsettings" : {
      "type" : "object",
      "title" : "Server Settings",
      "propertyOrder" : 0,
      "properties" : {
        "sun-idrepo-ldapv3-config-organization_name" : {
          "title" : "LDAP Organization DN",
          "description" : "",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection_pool_max_size" : {
          "title" : "LDAP Connection Pool Maximum Size",
          "description" : "",
          "propertyOrder" : 1200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-interval" : {
          "title" : "LDAP Connection Heartbeat Interval",
          "description" : "Specifies how often should OpenAM send a heartbeat request to the 
directory.<br><br>This setting controls how often OpenAM <b>should</b> send a heartbeat search request to the 
configured directory. If a connection becomes unresponsive (e.g. due to a network error) then it may take up 
to the interval period before the problem is detected. Use along with the Heartbeat Time Unit parameter to 
define the exact interval. Zero or negative value will result in disabling heartbeat requests.",
          "propertyOrder" : 1300,
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          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-ldap-server" : {
          "title" : "LDAP Server",
          "description" : "Format: LDAP server host name:port | server_ID | site_ID",
          "propertyOrder" : 600,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "minItems" : 1,
          "type" : "array",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-heartbeat-timeunit" : {
          "title" : "LDAP Connection Heartbeat Time Unit",
          "description" : "Defines the time unit corresponding to the Heartbeat Interval setting.<br><br>This 
setting controls how often OpenAM <b>should</b> send a heartbeat search request to the configured directory. 
If a connection becomes unresponsive (e.g. due to a network error) then it may take up to the interval period 
before the problem is detected. Use along with the Heartbeat Interval parameter to define the exact 
interval.",
          "propertyOrder" : 1400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-affinity-enabled" : {
          "title" : "Affinity Enabled",
          "description" : "Enables affinity based request load balancing when accessing the user store servers 
(based on DN). It is imperative that the connection string setting is set to the same value for all OpenAM 
servers in the deployment when this feature is enabled.",
          "propertyOrder" : 6200,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-connection-mode" : {
          "title" : "LDAP Connection Mode",
          "description" : "Defines which protocol/operation is used to establish the connection to the LDAP 
Directory Server.<br><br>If 'LDAP' is selected, the connection <b>won't be secured</b> and passwords are 
transferred in <b>cleartext</b> over the network.<br/> If 'LDAPS' is selected, the connection is secured via 
SSL or TLS. <br/> If 'StartTLS' is selected, the connection is secured by using StartTLS extended operation.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authpw" : {
          "title" : "LDAP Bind Password",
          "description" : "This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 800,
          "required" : false,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchfilter" : {
          "title" : "LDAP Connection Heartbeat Search Filter",
          "description" : "Defines the search filter to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search filter to the KeepAlive and Availability search request. The 
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default value for search filter is \"(objectClass=*)\". The Absolute True and False filter \"(&)\" can also be 
used. The LDAP server connection pool will be marked as unavailable if the search fails with an error, returns 
no entries, or if more than one entry is returned.",
          "propertyOrder" : 1302,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-keepalive-searchbase" : {
          "title" : "LDAP Connection Heartbeat Search Base",
          "description" : "Defines the search base to the KeepAlive and Availability Search 
request.<br><br>This setting controls the search base to the KeepAlive and Availability search request. The 
default value for search base DN is \"\". The LDAP server connection pool will be marked as unavailable if the 
search fails with an error, returns no entries, or if more than one entry is returned.",
          "propertyOrder" : 1301,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-max-result" : {
          "title" : "Maximum Results Returned from Search",
          "description" : "",
          "propertyOrder" : 1500,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-search-scope" : {
          "title" : "LDAPv3 Plug-in Search Scope",
          "description" : "",
          "propertyOrder" : 2000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "openam-idrepo-ldapv3-behera-support-enabled" : {
          "title" : "Behera Support Enabled",
          "description" : "When enabled, Behera draft control will be used in the outgoing requests for 
operations that may modify password value. This will allow OpenAM to display password policy related error 
messages when password policies are not met.",
          "propertyOrder" : 6100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-time-limit" : {
          "title" : "Search Timeout",
          "description" : "In seconds.",
          "propertyOrder" : 1600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-authid" : {
          "title" : "LDAP Bind DN",
          "description" : "A user or admin with sufficient access rights to perform the supported operations. 
This property is ignored if mTLS Enabled is set.",
          "propertyOrder" : 700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
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        "sun-idrepo-ldapv3-config-connection_pool_min_size" : {
          "title" : "LDAP Connection Pool Minimum Size",
          "description" : "",
          "propertyOrder" : 1100,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "pluginconfig" : {
      "type" : "object",
      "title" : "Plug-in Configuration",
      "propertyOrder" : 2,
      "properties" : {
        "sunIdRepoAttributeMapping" : {
          "title" : "Attribute Name Mapping",
          "description" : "",
          "propertyOrder" : 1800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoSupportedOperations" : {
          "title" : "LDAPv3 Plug-in Supported Types and Operations",
          "description" : "",
          "propertyOrder" : 1900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sunIdRepoClass" : {
          "title" : "LDAPv3 Repository Plug-in Class Name",
          "description" : "",
          "propertyOrder" : 1700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "cachecontrol" : {
      "type" : "object",
      "title" : "Cache Control",
      "propertyOrder" : 9,
      "properties" : {
        "sun-idrepo-ldapv3-dncache-size" : {
          "title" : "DN Cache Size",
          "description" : "In DN items, only used when DN Cache is enabled.",
          "propertyOrder" : 6000,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-dncache-enabled" : {
          "title" : "DN Cache",
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          "description" : "Used to enable/disable the DN Cache within the OpenAM repository 
implementation.<br><br>The DN Cache is used to cache DN lookups which tend to happen in bursts during 
authentication. The DN Cache can become out of date when a user is moved or renamed in the underlying LDAP 
store and this is not reflected in a persistent search result. Enable when the underlying LDAP store supports 
persistent search and move/rename (mod_dn) results are available.",
          "propertyOrder" : 5900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "errorhandling" : {
      "type" : "object",
      "title" : "Error Handling Configuration",
      "propertyOrder" : 8,
      "properties" : {
        "com.iplanet.am.ldap.connection.delay.between.retries" : {
          "title" : "The Delay Time Between Retries",
          "description" : "In milliseconds.",
          "propertyOrder" : 5800,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    },
    "persistentsearch" : {
      "type" : "object",
      "title" : "Persistent Search Controls",
      "propertyOrder" : 7,
      "properties" : {
        "sun-idrepo-ldapv3-config-psearch-filter" : {
          "title" : "Persistent Search Filter",
          "description" : "",
          "propertyOrder" : 5600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearch-scope" : {
          "title" : "Persistent Search Scope",
          "description" : "",
          "propertyOrder" : 5700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "sun-idrepo-ldapv3-config-psearchbase" : {
          "title" : "Persistent Search Base DN",
          "description" : "",
          "propertyOrder" : 5500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "authentication" : {
      "type" : "object",
      "title" : "Authentication Configuration",
      "propertyOrder" : 4,
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      "properties" : {
        "sun-idrepo-ldapv3-config-auth-naming-attr" : {
          "title" : "Authentication Naming Attribute",
          "description" : "",
          "propertyOrder" : 5200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

TransactionAuthentication

Realm Operations

Resource path:

/realm-config/services/transaction

Resource version: 1.0

create

Usage

am> create TransactionAuthentication --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "timeToLive" : {
      "title" : "Time to Live",
      "description" : "The number of seconds within which the transaction must be completed.",
      "propertyOrder" : 0,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete TransactionAuthentication --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action TransactionAuthentication --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action TransactionAuthentication --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action TransactionAuthentication --realm Realm --actionName nextdescendents

read

Usage

am> read TransactionAuthentication --realm Realm

update

Usage

am> update TransactionAuthentication --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "timeToLive" : {
      "title" : "Time to Live",
      "description" : "The number of seconds within which the transaction must be completed.",
      "propertyOrder" : 0,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/transaction

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action TransactionAuthentication --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action TransactionAuthentication --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action TransactionAuthentication --global --actionName nextdescendents

read

Usage
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am> read TransactionAuthentication --global

update

Usage

am> update TransactionAuthentication --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "timeToLive" : {
          "title" : "Time to Live",
          "description" : "The number of seconds within which the transaction must be completed.",
          "propertyOrder" : 0,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

TrustedJwtIssuer

Realm Operations

Agents handler that is responsible for managing agents

Resource path:

/realm-config/agents/TrustedJwtIssuer

Resource version: 1.0
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create

Usage

am> create TrustedJwtIssuer --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "agentgroup" : {
      "title" : "Group",
      "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
      "propertyOrder" : 5,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "allowedSubjects" : {
      "title" : "Allowed Subjects",
      "description" : "List of subjects which this provider is allowed to provide consent for. If blank then 
the provider can provide consent for any user in this realm.",
      "propertyOrder" : 60,
      "items" : {
        "type" : "string"
      },
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "array",
          "required" : false
        }
      }
    },
    "consentedScopesClaim" : {
      "title" : "Consented Scopes Claim",
      "description" : "Optional claim within the JWT that lists the scopes that the user has consented to. The 
scopes can be represented either as a JSON array of strings, or as a single space-separated string.",
      "propertyOrder" : 40,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "issuer" : {
      "title" : "JWT Issuer",
      "description" : "Expected 'iss' claim identifier for this JWT issuer.",
      "propertyOrder" : 10,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
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          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 80,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : false
        }
      }
    },
    "resourceOwnerIdentityClaim" : {
      "title" : "Resource Owner Identity Claim",
      "description" : "Claim in the JWT that identifies the resource owner account in AM. Defaults to 
\"sub\".",
      "propertyOrder" : 50,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 70,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : false
        }
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      }
    },
    "jwkSet" : {
      "title" : "JWK Set",
      "description" : "Manually entered JWK Set of verification keys to validate the JWT signature.",
      "propertyOrder" : 30,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "jwksUri" : {
      "title" : "JWKs URI",
      "description" : "URI to retrieve JWK verification keys from to validate the JWT signature.",
      "propertyOrder" : 20,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    }
  }
}

delete

Usage

am> delete TrustedJwtIssuer --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action TrustedJwtIssuer --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action TrustedJwtIssuer --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action TrustedJwtIssuer --realm Realm --actionName nextdescendents

query

Querying the agents of a specific type

Usage

am> query TrustedJwtIssuer --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read TrustedJwtIssuer --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update TrustedJwtIssuer --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "agentgroup" : {
      "title" : "Group",
      "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
      "propertyOrder" : 5,
      "required" : false,
      "type" : "string",
      "exampleValue" : ""
    },
    "allowedSubjects" : {
      "title" : "Allowed Subjects",
      "description" : "List of subjects which this provider is allowed to provide consent for. If blank then 
the provider can provide consent for any user in this realm.",
      "propertyOrder" : 60,
      "items" : {
        "type" : "string"
      },
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "array",
          "required" : false
        }
      }
    },
    "consentedScopesClaim" : {
      "title" : "Consented Scopes Claim",
      "description" : "Optional claim within the JWT that lists the scopes that the user has consented to. The 
scopes can be represented either as a JSON array of strings, or as a single space-separated string.",
      "propertyOrder" : 40,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "issuer" : {
      "title" : "JWT Issuer",
      "description" : "Expected 'iss' claim identifier for this JWT issuer.",
      "propertyOrder" : 10,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
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          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : true
        }
      }
    },
    "jwkStoreCacheMissCacheTime" : {
      "title" : "JWKs URI content cache miss cache time",
      "description" : "To avoid loading the JWKS URI content for every operation, especially when the kid is 
not in the jwks content already cached, the JWKS content will be cached for a minimum period of time. This 
cache miss cache time defines the minimum amount of time the JWKS URI content is cached.",
      "propertyOrder" : 80,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : false
        }
      }
    },
    "resourceOwnerIdentityClaim" : {
      "title" : "Resource Owner Identity Claim",
      "description" : "Claim in the JWT that identifies the resource owner account in AM. Defaults to 
\"sub\".",
      "propertyOrder" : 50,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "jwksCacheTimeout" : {
      "title" : "JWKs URI content cache timeout in ms",
      "description" : "To avoid loading the JWKS URI content for every operation, the JWKS content is cached. 
This timeout defines the maximum amount of time the JWKS URI content can be cached before being refreshed.",
      "propertyOrder" : 70,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "integer",
          "required" : false
        }
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      }
    },
    "jwkSet" : {
      "title" : "JWK Set",
      "description" : "Manually entered JWK Set of verification keys to validate the JWT signature.",
      "propertyOrder" : 30,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    },
    "jwksUri" : {
      "title" : "JWKs URI",
      "description" : "URI to retrieve JWK verification keys from to validate the JWT signature.",
      "propertyOrder" : 20,
      "type" : "object",
      "exampleValue" : "",
      "properties" : {
        "inherited" : {
          "type" : "boolean",
          "required" : true
        },
        "value" : {
          "type" : "string",
          "required" : false
        }
      }
    }
  }
}

TrustedUserDevices

Realm Operations

Trusted devices service is responsible for querying and deleting trusted devices.

Resource path:

/users/{user}/devices/trusted

Resource version: 1.0

delete

Delete trusted user device
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Usage

am> delete TrustedUserDevices --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

Trusted devices service is responsible for querying and deleting trusted devices.

query

Query trusted user devices

Usage

am> query TrustedUserDevices --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

Trusted devices service is responsible for querying and deleting trusted devices.

TwitterClient

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/twitterConfig

Resource version: 1.0

create

Usage

am> create TwitterClient --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "requestTokenEndpoint" : {
      "title" : "Request Token Endpoint",
      "description" : "The endpoint for obtaining an access token.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
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    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "id_str"
    }
  }
}
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delete

Usage

am> delete TwitterClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action TwitterClient --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action TwitterClient --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action TwitterClient --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query TwitterClient --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read TwitterClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update TwitterClient --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "requestTokenEndpoint" : {
      "title" : "Request Token Endpoint",
      "description" : "The endpoint for obtaining an access token.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""

Amster Entity Reference PingAM

3902 Copyright © 2025 Ping Identity Corporation



    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "id_str"
    }
  }
}
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UmaDataStoreProperties

Global Operations

An object of property key-value pairs

Resource path:

/global-config/servers/{serverName}/properties/uma

Resource version: 1.0

read

Usage

am> read UmaDataStoreProperties --global --serverName serverName

Parameters

--serverName

An object of property key-value pairs

update

Usage

am> update UmaDataStoreProperties --global --serverName serverName --body body

Parameters

--serverName

An object of property key-value pairs

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "amconfig.org.forgerock.services.resourcesets.store.common.section" : {
      "title" : "UMA Resource Store",
      "type" : "object",
      "propertyOrder" : 0,
      "properties" : {
        "org.forgerock.services.resourcesets.store.location" : {
          "title" : "Store Mode",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "enum" : [ "default", "external" ],
              "options" : {
                "enum_titles" : [ "Default Token Store", "External Token Store" ]
              },
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.resourcesets.store.root.suffix" : {
          "title" : "Root Suffix",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.resourcesets.store.max.connections" : {
          "title" : "Max Connections",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
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      }
    },
    "amconfig.org.forgerock.services.resourcesets.store.external.section" : {
      "title" : "External UMA Resource Store Configuration",
      "type" : "object",
      "propertyOrder" : 1,
      "properties" : {
        "org.forgerock.services.resourcesets.store.ssl.enabled" : {
          "title" : "SSL/TLS Enabled",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.resourcesets.store.mtls.enabled" : {
          "title" : "mTLS Enabled",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set <code>SSL/TLS Enabled</code>. <li>Set a secure port in <code>Connection String(s)</
code>.</li> <li>The values for <code>Login Id</code> and <code>Password</code> are ignored.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.resourcesets.store.starttls.enabled" : {
          "title" : "Start TLS",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "Specifies whether to use StartTLS for the connection.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.resourcesets.store.directory.name" : {
          "title" : "Connection String(s)",
          "type" : "object",
          "propertyOrder" : 3,
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          "description" : "An ordered list of connection strings for LDAP directories. Each connection string 
is composed as follows: <code>HOST:PORT[|SERVERID[|SITEID]]</code>, where server and site IDs are optional 
parameters that will prioritize that connection to use from the specified nodes. Multiple connection strings 
should be comma-separated, e.g. <code>host1:389,host2:50389|server1|site1,host3:50389</code>.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.resourcesets.store.loginid" : {
          "title" : "Login Id",
          "type" : "object",
          "propertyOrder" : 4,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.resourcesets.store.password" : {
          "title" : "Password",
          "type" : "object",
          "propertyOrder" : 5,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false,
              "format" : "password"
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.resourcesets.store.heartbeat" : {
          "title" : "Heartbeat",
          "type" : "object",
          "propertyOrder" : 6,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
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          }
        }
      }
    },
    "amconfig.org.forgerock.services.umaaudit.store.common.section" : {
      "title" : "UMA Audit Store",
      "type" : "object",
      "propertyOrder" : 2,
      "properties" : {
        "org.forgerock.services.umaaudit.store.location" : {
          "title" : "Store Mode",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "enum" : [ "default", "external" ],
              "options" : {
                "enum_titles" : [ "Default Token Store", "External Token Store" ]
              },
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.umaaudit.store.root.suffix" : {
          "title" : "Root Suffix",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.umaaudit.store.max.connections" : {
          "title" : "Max Connections",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
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    },
    "amconfig.org.forgerock.services.umaaudit.store.external.section" : {
      "title" : "External UMA Audit Store Configuration",
      "type" : "object",
      "propertyOrder" : 3,
      "properties" : {
        "org.forgerock.services.umaaudit.store.ssl.enabled" : {
          "title" : "SSL/TLS Enabled",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.umaaudit.store.mtls.enabled" : {
          "title" : "mTLS Enabled",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set <code>SSL/TLS Enabled</code>. <li>Set a secure port in <code>Connection String(s)</
code>.</li> <li>The values for <code>Login Id</code> and <code>Password</code> are ignored.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.umaaudit.store.starttls.enabled" : {
          "title" : "Start TLS",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "Specifies whether to use StartTLS for the connection.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.umaaudit.store.directory.name" : {
          "title" : "Connection String(s)",
          "type" : "object",
          "propertyOrder" : 3,
          "description" : "An ordered list of connection strings for LDAP directories. Each connection string 
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is composed as follows: <code>HOST:PORT[|SERVERID[|SITEID]]</code>, where server and site IDs are optional 
parameters that will prioritize that connection to use from the specified nodes. Multiple connection strings 
should be comma-separated, e.g. <code>host1:389,host2:50389|server1|site1,host3:50389</code>.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.umaaudit.store.loginid" : {
          "title" : "Login Id",
          "type" : "object",
          "propertyOrder" : 4,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.umaaudit.store.password" : {
          "title" : "Password",
          "type" : "object",
          "propertyOrder" : 5,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false,
              "format" : "password"
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.umaaudit.store.heartbeat" : {
          "title" : "Heartbeat",
          "type" : "object",
          "propertyOrder" : 6,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
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        }
      }
    },
    "amconfig.org.forgerock.services.uma.pendingrequests.store.common.section" : {
      "title" : "Pending Requests Store",
      "type" : "object",
      "propertyOrder" : 4,
      "properties" : {
        "org.forgerock.services.uma.pendingrequests.store.location" : {
          "title" : "Store Mode",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "enum" : [ "default", "external" ],
              "options" : {
                "enum_titles" : [ "Default Token Store", "External Token Store" ]
              },
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.pendingrequests.store.root.suffix" : {
          "title" : "Root Suffix",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.pendingrequests.store.max.connections" : {
          "title" : "Max Connections",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
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    "amconfig.org.forgerock.services.uma.pendingrequests.store.external.section" : {
      "title" : "External Pending Requests Store Configuration",
      "type" : "object",
      "propertyOrder" : 5,
      "properties" : {
        "org.forgerock.services.uma.pendingrequests.store.ssl.enabled" : {
          "title" : "SSL/TLS Enabled",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.pendingrequests.store.mtls.enabled" : {
          "title" : "mTLS Enabled",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set <code>SSL/TLS Enabled</code>. <li>Set a secure port in <code>Connection String(s)</
code>.</li> <li>The values for <code>Login Id</code> and <code>Password</code> are ignored.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.pendingrequests.store.starttls.enabled" : {
          "title" : "Start TLS",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "Specifies whether to use StartTLS for the connection.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.pendingrequests.store.directory.name" : {
          "title" : "Connection String(s)",
          "type" : "object",
          "propertyOrder" : 3,
          "description" : "An ordered list of connection strings for LDAP directories. Each connection string 
is composed as follows: <code>HOST:PORT[|SERVERID[|SITEID]]</code>, where server and site IDs are optional 
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parameters that will prioritize that connection to use from the specified nodes. Multiple connection strings 
should be comma-separated, e.g. <code>host1:389,host2:50389|server1|site1,host3:50389</code>.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.pendingrequests.store.loginid" : {
          "title" : "Login Id",
          "type" : "object",
          "propertyOrder" : 4,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.pendingrequests.store.password" : {
          "title" : "Password",
          "type" : "object",
          "propertyOrder" : 5,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false,
              "format" : "password"
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.pendingrequests.store.heartbeat" : {
          "title" : "Heartbeat",
          "type" : "object",
          "propertyOrder" : 6,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
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      }
    },
    "amconfig.org.forgerock.services.uma.labels.store.common.section" : {
      "title" : "UMA Resource Labels Store",
      "type" : "object",
      "propertyOrder" : 6,
      "properties" : {
        "org.forgerock.services.uma.labels.store.location" : {
          "title" : "Store Mode",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "enum" : [ "default", "external" ],
              "options" : {
                "enum_titles" : [ "Default Token Store", "External Token Store" ]
              },
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.labels.store.root.suffix" : {
          "title" : "Root Suffix",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.labels.store.max.connections" : {
          "title" : "Max Connections",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        }
      }
    },
    "amconfig.org.forgerock.services.uma.labels.store.external.section" : {
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      "title" : "External UMA Resource Labels Store Configuration",
      "type" : "object",
      "propertyOrder" : 7,
      "properties" : {
        "org.forgerock.services.uma.labels.store.ssl.enabled" : {
          "title" : "SSL/TLS Enabled",
          "type" : "object",
          "propertyOrder" : 0,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.labels.store.mtls.enabled" : {
          "title" : "mTLS Enabled",
          "type" : "object",
          "propertyOrder" : 1,
          "description" : "Enables mTLS (mutual TLS) between AM and this store. When mTLS is 
enabled:<ul><li>Set <code>SSL/TLS Enabled</code>. <li>Set a secure port in <code>Connection String(s)</
code>.</li> <li>The values for <code>Login Id</code> and <code>Password</code> are ignored.</li></
ul>Instructions for setting up certificates and keystore mappings are in the product documentation.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.labels.store.starttls.enabled" : {
          "title" : "Start TLS",
          "type" : "object",
          "propertyOrder" : 2,
          "description" : "Specifies whether to use StartTLS for the connection.",
          "properties" : {
            "value" : {
              "type" : "boolean",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.labels.store.directory.name" : {
          "title" : "Connection String(s)",
          "type" : "object",
          "propertyOrder" : 3,
          "description" : "An ordered list of connection strings for LDAP directories. Each connection string 
is composed as follows: <code>HOST:PORT[|SERVERID[|SITEID]]</code>, where server and site IDs are optional 
parameters that will prioritize that connection to use from the specified nodes. Multiple connection strings 
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should be comma-separated, e.g. <code>host1:389,host2:50389|server1|site1,host3:50389</code>.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.labels.store.loginid" : {
          "title" : "Login Id",
          "type" : "object",
          "propertyOrder" : 4,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.labels.store.password" : {
          "title" : "Password",
          "type" : "object",
          "propertyOrder" : 5,
          "description" : "This property is ignored if <code>mTLS Enabled</code> is set.",
          "properties" : {
            "value" : {
              "type" : "string",
              "required" : false,
              "format" : "password"
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
        },
        "org.forgerock.services.uma.labels.store.heartbeat" : {
          "title" : "Heartbeat",
          "type" : "object",
          "propertyOrder" : 6,
          "description" : "",
          "properties" : {
            "value" : {
              "type" : "integer",
              "required" : false
            },
            "inherited" : {
              "type" : "boolean",
              "required" : true
            }
          }
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        }
      }
    }
  }
}

UmaPolicies

Realm Operations

Provides create, delete and query operations for UMA Policies

Resource path:

/users/{user}/uma/policies

Resource version: 1.0

create

Creates an UMA Policy

Usage

am> create UmaPolicies --realm Realm --id id --body body --user user

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "A policy defining who can access a particular resource set",
  "type" : "object",
  "title" : "UMA Policy",
  "properties" : {
    "policyId" : {
      "type" : "string",
      "title" : "Policy ID",
      "description" : "The ID must correspond with an existing resource set ID"
    },
    "permissions" : {
      "type" : "array",
      "title" : "Permissions",
      "description" : "A list of subjects and the scopes they are allowed access to",
      "items" : {
        "type" : "object",
        "properties" : {
          "subject" : {
            "type" : "string",
            "title" : "Subject",
            "description" : "The username of the subject"
          },
          "scopes" : {
            "type" : "array",
            "title" : "Scopes",
            "description" : "The scopes that the user is allowed access to",
            "items" : {
              "type" : "string"
            }
          }
        }
      }
    }
  }
}

--user

Provides create, delete and query operations for UMA Policies

delete

Deletes an UMA Policy

Usage

am> delete UmaPolicies --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.
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--user

Provides create, delete and query operations for UMA Policies

query

Queries an UMA Policy

Usage

am> query UmaPolicies --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

Provides create, delete and query operations for UMA Policies

read

Reads an UMA Policy

Usage

am> read UmaPolicies --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

Provides create, delete and query operations for UMA Policies

update

Updates an UMA Policy

Usage

am> update UmaPolicies --realm Realm --id id --body body --user user

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "A policy defining who can access a particular resource set",
  "type" : "object",
  "title" : "UMA Policy",
  "properties" : {
    "policyId" : {
      "type" : "string",
      "title" : "Policy ID",
      "description" : "The ID must correspond with an existing resource set ID"
    },
    "permissions" : {
      "type" : "array",
      "title" : "Permissions",
      "description" : "A list of subjects and the scopes they are allowed access to",
      "items" : {
        "type" : "object",
        "properties" : {
          "subject" : {
            "type" : "string",
            "title" : "Subject",
            "description" : "The username of the subject"
          },
          "scopes" : {
            "type" : "array",
            "title" : "Scopes",
            "description" : "The scopes that the user is allowed access to",
            "items" : {
              "type" : "string"
            }
          }
        }
      }
    }
  }
}

--user

Provides create, delete and query operations for UMA Policies

UmaProvider

Realm Operations

Resource path:
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/realm-config/services/uma

Resource version: 1.0

create

Usage

am> create UmaProvider --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "generalSettings" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 0,
      "properties" : {
        "grantResourceOwnerImplicitConsent" : {
          "title" : "Grant Resource Owner Implicit Consent",
          "description" : "Specifies whether the resource owner is implicitly granted access to the resource, 
regardless of policy conditions.",
          "propertyOrder" : 650,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "resharingMode" : {
          "title" : "Re-Sharing Mode",
          "description" : "Specifies whether re-sharing is off or on implicitly for all users, allowing all 
users to re-share resources that have been shared with them.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userProfileLocaleAttribute" : {
          "title" : "User profile preferred Locale attribute",
          "description" : "User profile attribute storing the user's preferred locale.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "grantRptConditions" : {
          "title" : "Grant RPTs...",
          "description" : "In UMA, scope comes from both the permission ticket and from the token request. An 
RPT is always granted when all scope matches, and is never granted when no scope matches. You can configure 
when RPTs are granted for partial match conditions here. For more information, see the UMA Grant Type 
specification section onAuthorization Assessment and Results Determination.",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "warnIfConfusablesInUsername" : {
          "title" : "Warn on confusable characters in username",
          "description" : "When enabled, the UI displays a warning on pending share requests or existing 
resource permissions, if the username of the requesting party contains confusable characters from different 
unicode scripts. Pending Request and Resource Set REST responses may include an additional field to indicate 
that confusable characters are present.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "pendingRequestsEnabled" : {
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          "title" : "Pending Requests Enabled",
          "description" : "Specifies whether to use the Pending Requests subsystem that notifies the resource 
owner that an attempt to access a resource was made.",
          "propertyOrder" : 450,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "permissionTicketLifetime" : {
          "title" : "Permission Ticket Lifetime (seconds)",
          "description" : "The maximum life of a permission ticket before it expires, in seconds.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "usernameAttribute" : {
          "title" : "Username attribute",
          "description" : "Specify the name of the attribute whose value needs to be specified by end-users 
when sharing resources. For example when Alice wants to share a resource with Bob, and the username Bob is 
only stored under the <pre>uid</pre> attribute in the data store, set this setting to <pre>uid</pre>. When 
left unspecified, AM will fall back to using the data store's search attribute instead. Changing this setting 
may invalidate existing UMA authorizations.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "emailRequestingPartyOnPendingRequestApproval" : {
          "title" : "Email Requesting Party on Pending Request approval",
          "description" : "Specifies whether to send an email to the Requesting Party when a Pending Request 
is approved by the Resource Owner.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "deletePoliciesOnDeleteRS" : {
          "title" : "Delete user policies when Resource Server is removed",
          "description" : "Delete all user policies that relate to a Resource Server when removing the OAuth2 
agent entry or removing the <code>uma_protection</code> scope from the OAuth2 agent.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "emailResourceOwnerOnPendingRequestCreation" : {
          "title" : "Email Resource Owner on Pending Request creation",
          "description" : "Specifies whether to send an email to the Resource Owner when a Pending Request is 
created when a Requesting Party requests authorization to a resource.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "deleteResourceSetsOnDeleteRS" : {
          "title" : "Delete resources when Resource Server is removed",
          "description" : "Delete all resources that relate to a Resource Server when removing the OAuth2 
agent entry or removing the <code>uma_protection</code> scope from the OAuth2 agent.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "boolean",
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          "exampleValue" : ""
        }
      }
    },
    "claimsGathering" : {
      "type" : "object",
      "title" : "Claims Gathering",
      "propertyOrder" : 1,
      "properties" : {
        "claimsGatheringService" : {
          "title" : "Claims Gathering Authentication Tree",
          "description" : "Select the authentication tree to be used for interactive claims gathering. Ideally 
the authentication tree should collect all claims necessary for the UMA authorization to be successful.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "interactiveClaimsGatheringEnabled" : {
          "title" : "Interactive Claims Gathering Enabled",
          "description" : "When enabled, in the absence of a Persisted Claims Token (PCT) on the request, the 
UMA provider will return a redirect_user hint to the client where the requesting party can authenticate 
themselves. Interactive Claims Gathering also enables the issuance of Persisted Claims Tokens (PCT), which 
clients can use later on during RPT flows, so that users don't have to go through the interactive claims 
gathering process too frequently.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "pctLifetime" : {
          "title" : "Persisted Claims Token Lifetime (seconds)",
          "description" : "The time in seconds a persisted claims token is valid for.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete UmaProvider --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action UmaProvider --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action UmaProvider --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action UmaProvider --realm Realm --actionName nextdescendents

read

Usage

am> read UmaProvider --realm Realm

update

Usage

am> update UmaProvider --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "generalSettings" : {
      "type" : "object",
      "title" : "General",
      "propertyOrder" : 0,
      "properties" : {
        "grantResourceOwnerImplicitConsent" : {
          "title" : "Grant Resource Owner Implicit Consent",
          "description" : "Specifies whether the resource owner is implicitly granted access to the resource, 
regardless of policy conditions.",
          "propertyOrder" : 650,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "resharingMode" : {
          "title" : "Re-Sharing Mode",
          "description" : "Specifies whether re-sharing is off or on implicitly for all users, allowing all 
users to re-share resources that have been shared with them.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userProfileLocaleAttribute" : {
          "title" : "User profile preferred Locale attribute",
          "description" : "User profile attribute storing the user's preferred locale.",
          "propertyOrder" : 700,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "grantRptConditions" : {
          "title" : "Grant RPTs...",
          "description" : "In UMA, scope comes from both the permission ticket and from the token request. An 
RPT is always granted when all scope matches, and is never granted when no scope matches. You can configure 
when RPTs are granted for partial match conditions here. For more information, see the UMA Grant Type 
specification section onAuthorization Assessment and Results Determination.",
          "propertyOrder" : 900,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "warnIfConfusablesInUsername" : {
          "title" : "Warn on confusable characters in username",
          "description" : "When enabled, the UI displays a warning on pending share requests or existing 
resource permissions, if the username of the requesting party contains confusable characters from different 
unicode scripts. Pending Request and Resource Set REST responses may include an additional field to indicate 
that confusable characters are present.",
          "propertyOrder" : 1400,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "pendingRequestsEnabled" : {
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          "title" : "Pending Requests Enabled",
          "description" : "Specifies whether to use the Pending Requests subsystem that notifies the resource 
owner that an attempt to access a resource was made.",
          "propertyOrder" : 450,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "permissionTicketLifetime" : {
          "title" : "Permission Ticket Lifetime (seconds)",
          "description" : "The maximum life of a permission ticket before it expires, in seconds.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "usernameAttribute" : {
          "title" : "Username attribute",
          "description" : "Specify the name of the attribute whose value needs to be specified by end-users 
when sharing resources. For example when Alice wants to share a resource with Bob, and the username Bob is 
only stored under the <pre>uid</pre> attribute in the data store, set this setting to <pre>uid</pre>. When 
left unspecified, AM will fall back to using the data store's search attribute instead. Changing this setting 
may invalidate existing UMA authorizations.",
          "propertyOrder" : 1000,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "emailRequestingPartyOnPendingRequestApproval" : {
          "title" : "Email Requesting Party on Pending Request approval",
          "description" : "Specifies whether to send an email to the Requesting Party when a Pending Request 
is approved by the Resource Owner.",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "deletePoliciesOnDeleteRS" : {
          "title" : "Delete user policies when Resource Server is removed",
          "description" : "Delete all user policies that relate to a Resource Server when removing the OAuth2 
agent entry or removing the <code>uma_protection</code> scope from the OAuth2 agent.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "emailResourceOwnerOnPendingRequestCreation" : {
          "title" : "Email Resource Owner on Pending Request creation",
          "description" : "Specifies whether to send an email to the Resource Owner when a Pending Request is 
created when a Requesting Party requests authorization to a resource.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "deleteResourceSetsOnDeleteRS" : {
          "title" : "Delete resources when Resource Server is removed",
          "description" : "Delete all resources that relate to a Resource Server when removing the OAuth2 
agent entry or removing the <code>uma_protection</code> scope from the OAuth2 agent.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "boolean",
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          "exampleValue" : ""
        }
      }
    },
    "claimsGathering" : {
      "type" : "object",
      "title" : "Claims Gathering",
      "propertyOrder" : 1,
      "properties" : {
        "claimsGatheringService" : {
          "title" : "Claims Gathering Authentication Tree",
          "description" : "Select the authentication tree to be used for interactive claims gathering. Ideally 
the authentication tree should collect all claims necessary for the UMA authorization to be successful.",
          "propertyOrder" : 1200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "interactiveClaimsGatheringEnabled" : {
          "title" : "Interactive Claims Gathering Enabled",
          "description" : "When enabled, in the absence of a Persisted Claims Token (PCT) on the request, the 
UMA provider will return a redirect_user hint to the client where the requesting party can authenticate 
themselves. Interactive Claims Gathering also enables the issuance of Persisted Claims Tokens (PCT), which 
clients can use later on during RPT flows, so that users don't have to go through the interactive claims 
gathering process too frequently.",
          "propertyOrder" : 1100,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "pctLifetime" : {
          "title" : "Persisted Claims Token Lifetime (seconds)",
          "description" : "The time in seconds a persisted claims token is valid for.",
          "propertyOrder" : 1300,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/services/uma

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action UmaProvider --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action UmaProvider --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action UmaProvider --global --actionName nextdescendents

read

Usage

am> read UmaProvider --global

update

Usage

am> update UmaProvider --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "umaPolicyUpgradeCompatibilityMode" : {
      "title" : "UMA Policy Upgrade Compatibility Mode",
      "description" : "When upgrade compatibility mode is enabled, AM will create backwards-compatible UMA 
policies. <br><br>Use this setting when you are upgrading multiple AM instances in a deployment at different 
times. Enable this option for upgrades from servers prior to 7.2.0.Disable this option once all AM instances 
have been upgraded.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "defaults" : {
      "properties" : {
        "generalSettings" : {
          "type" : "object",
          "title" : "General",
          "propertyOrder" : 0,
          "properties" : {
            "warnIfConfusablesInUsername" : {
              "title" : "Warn on confusable characters in username",
              "description" : "When enabled, the UI displays a warning on pending share requests or existing 
resource permissions, if the username of the requesting party contains confusable characters from different 
unicode scripts. Pending Request and Resource Set REST responses may include an additional field to indicate 
that confusable characters are present.",
              "propertyOrder" : 1400,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "resharingMode" : {
              "title" : "Re-Sharing Mode",
              "description" : "Specifies whether re-sharing is off or on implicitly for all users, allowing 
all users to re-share resources that have been shared with them.",
              "propertyOrder" : 800,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "emailResourceOwnerOnPendingRequestCreation" : {
              "title" : "Email Resource Owner on Pending Request creation",
              "description" : "Specifies whether to send an email to the Resource Owner when a Pending Request 
is created when a Requesting Party requests authorization to a resource.",
              "propertyOrder" : 500,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "pendingRequestsEnabled" : {
              "title" : "Pending Requests Enabled",
              "description" : "Specifies whether to use the Pending Requests subsystem that notifies the 
resource owner that an attempt to access a resource was made.",
              "propertyOrder" : 450,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "userProfileLocaleAttribute" : {

Amster Entity Reference PingAM

3930 Copyright © 2025 Ping Identity Corporation



              "title" : "User profile preferred Locale attribute",
              "description" : "User profile attribute storing the user's preferred locale.",
              "propertyOrder" : 700,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "grantRptConditions" : {
              "title" : "Grant RPTs...",
              "description" : "In UMA, scope comes from both the permission ticket and from the token request. 
An RPT is always granted when all scope matches, and is never granted when no scope matches. You can configure 
when RPTs are granted for partial match conditions here. For more information, see the UMA Grant Type 
specification section onAuthorization Assessment and Results Determination.",
              "propertyOrder" : 900,
              "required" : true,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "permissionTicketLifetime" : {
              "title" : "Permission Ticket Lifetime (seconds)",
              "description" : "The maximum life of a permission ticket before it expires, in seconds.",
              "propertyOrder" : 200,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "emailRequestingPartyOnPendingRequestApproval" : {
              "title" : "Email Requesting Party on Pending Request approval",
              "description" : "Specifies whether to send an email to the Requesting Party when a Pending 
Request is approved by the Resource Owner.",
              "propertyOrder" : 600,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "deleteResourceSetsOnDeleteRS" : {
              "title" : "Delete resources when Resource Server is removed",
              "description" : "Delete all resources that relate to a Resource Server when removing the OAuth2 
agent entry or removing the <code>uma_protection</code> scope from the OAuth2 agent.",
              "propertyOrder" : 400,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "grantResourceOwnerImplicitConsent" : {
              "title" : "Grant Resource Owner Implicit Consent",
              "description" : "Specifies whether the resource owner is implicitly granted access to the 
resource, regardless of policy conditions.",
              "propertyOrder" : 650,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "usernameAttribute" : {
              "title" : "Username attribute",
              "description" : "Specify the name of the attribute whose value needs to be specified by end-
users when sharing resources. For example when Alice wants to share a resource with Bob, and the username Bob 
is only stored under the <pre>uid</pre> attribute in the data store, set this setting to <pre>uid</pre>. When 
left unspecified, AM will fall back to using the data store's search attribute instead. Changing this setting 
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may invalidate existing UMA authorizations.",
              "propertyOrder" : 1000,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "deletePoliciesOnDeleteRS" : {
              "title" : "Delete user policies when Resource Server is removed",
              "description" : "Delete all user policies that relate to a Resource Server when removing the 
OAuth2 agent entry or removing the <code>uma_protection</code> scope from the OAuth2 agent.",
              "propertyOrder" : 300,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "claimsGathering" : {
          "type" : "object",
          "title" : "Claims Gathering",
          "propertyOrder" : 1,
          "properties" : {
            "pctLifetime" : {
              "title" : "Persisted Claims Token Lifetime (seconds)",
              "description" : "The time in seconds a persisted claims token is valid for.",
              "propertyOrder" : 1300,
              "required" : true,
              "type" : "integer",
              "exampleValue" : ""
            },
            "interactiveClaimsGatheringEnabled" : {
              "title" : "Interactive Claims Gathering Enabled",
              "description" : "When enabled, in the absence of a Persisted Claims Token (PCT) on the request, 
the UMA provider will return a redirect_user hint to the client where the requesting party can authenticate 
themselves. Interactive Claims Gathering also enables the issuance of Persisted Claims Tokens (PCT), which 
clients can use later on during RPT flows, so that users don't have to go through the interactive claims 
gathering process too frequently.",
              "propertyOrder" : 1100,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "claimsGatheringService" : {
              "title" : "Claims Gathering Authentication Tree",
              "description" : "Select the authentication tree to be used for interactive claims gathering. 
Ideally the authentication tree should collect all claims necessary for the UMA authorization to be 
successful.",
              "propertyOrder" : 1200,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}
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UmaResourceSetLabels

Realm Operations

Provides create, delete and query operations for UMA resource set labels

Resource path:

/users/{user}/oauth2/resources/labels

Resource version: 1.0

create

Creates a UMA Resource Set Label

Usage

am> create UmaResourceSetLabels --realm Realm --id id --body body --user user

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "description" : "Represents a UMA Resource Set Label",
  "id" : "urn:jsonschema:org:forgerock:openam:oauth2:resources:labels:ResourceSetLabel",
  "type" : "object",
  "title" : "UMA Resource Set Label",
  "properties" : {
    "id" : {
      "type" : "string",
      "description" : "The unique identifier of the resource set label",
      "title" : "Id"
    },
    "name" : {
      "type" : "string",
      "description" : "The displayed text of the label",
      "title" : "Name"
    },
    "type" : {
      "type" : "string",
      "description" : "The type of the label e.g. 'System'",
      "title" : "Type",
      "enum" : [ "STAR", "USER", "SYSTEM" ]
    },
    "resourceSetIds" : {
      "type" : "array",
      "items" : {
        "type" : "string"
      }
    }
  }
}

--user

Provides create, delete and query operations for UMA resource set labels

delete

Deletes a UMA Resource Set Label

Usage

am> delete UmaResourceSetLabels --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

Provides create, delete and query operations for UMA resource set labels
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query

Queries the collection of UMA labels

Usage

am> query UmaResourceSetLabels --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

Provides create, delete and query operations for UMA resource set labels

UmaUserAuditHistory

Realm Operations

Provides access to UMA auditing history for a user

Resource path:

/users/{user}/uma/auditHistory

Resource version: 1.0

getHistory

Returns the audit history of a user

Usage

am> action UmaUserAuditHistory --realm Realm --user user --actionName getHistory

Parameters

--user

Provides access to UMA auditing history for a user

query

Queries the collection of auditing history
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Usage

am> query UmaUserAuditHistory --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

Provides access to UMA auditing history for a user

User

Realm Operations

Resource path:

/realm-config/services/user

Resource version: 1.0

create

Usage

am> create User --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "dynamic" : {
      "properties" : {
        "preferredTimezone" : {
          "title" : "User Preferred Timezone",
          "description" : "Time zone for accessing OpenAM console.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "defaultUserStatus" : {
          "title" : "Default User Status",
          "description" : "Inactive users cannot authenticate, though OpenAM stores their profiles.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "adminDNStartingView" : {
          "title" : "Administrator DN Starting View",
          "description" : "Specifies the DN for the initial screen when the OpenAM administrator successfully 
logs in to the OpenAM console.",
          "propertyOrder" : 200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Dynamic Attributes"
    }
  }
}

delete

Usage

am> delete User --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action User --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action User --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action User --realm Realm --actionName nextdescendents

read

Usage

am> read User --realm Realm

update

Usage

am> update User --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "dynamic" : {
      "properties" : {
        "preferredTimezone" : {
          "title" : "User Preferred Timezone",
          "description" : "Time zone for accessing OpenAM console.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "defaultUserStatus" : {
          "title" : "Default User Status",
          "description" : "Inactive users cannot authenticate, though OpenAM stores their profiles.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "adminDNStartingView" : {
          "title" : "Administrator DN Starting View",
          "description" : "Specifies the DN for the initial screen when the OpenAM administrator successfully 
logs in to the OpenAM console.",
          "propertyOrder" : 200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Dynamic Attributes"
    }
  }
}

Global Operations

Resource path:

/global-config/services/user

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action User --global --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action User --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action User --global --actionName nextdescendents

read

Usage

am> read User --global

update

Usage

am> update User --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "dynamic" : {
      "properties" : {
        "defaultUserStatus" : {
          "title" : "Default User Status",
          "description" : "Inactive users cannot authenticate, though OpenAM stores their profiles.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "adminDNStartingView" : {
          "title" : "Administrator DN Starting View",
          "description" : "Specifies the DN for the initial screen when the OpenAM administrator successfully 
logs in to the OpenAM console.",
          "propertyOrder" : 200,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "preferredTimezone" : {
          "title" : "User Preferred Timezone",
          "description" : "Time zone for accessing OpenAM console.",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Dynamic Attributes"
    }
  }
}

UserGroups

Realm Operations

The User Groups resource allows an admin to query which groups a particular user belongs to. The only supported method is
query

Resource path:

/users/{user}/groups

Resource version: 1.0
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query

Query the user’s groups

Usage

am> query UserGroups --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

The User Groups resource allows an admin to query which groups a particular user belongs to. The only supported
method is query

updateMemberships

Usage

am> action UserGroups --realm Realm --body body --user user --actionName updateMemberships

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "",
  "title" : "User groups schema",
  "type" : "object",
  "properties" : {
    "groups" : {
      "type" : "array",
      "title" : "Name",
      "description" : "The name of the group",
      "items" : {
        "type" : "string"
      }
    }
  }
}

--user

The User Groups resource allows an admin to query which groups a particular user belongs to. The only supported
method is query
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UserPolicies

Realm Operations

The User Policy resource endpoint is responsible for managing a user’s policies. The available operations are create, read, update,
delete, query. Policies are realm specific, hence the URI for the policies API can contain a realm component. If the realm is not
specified in the URI, the top level realm is used.

Resource path:

/users/{user}/policies

Resource version: 1.0

create

Create new policy

Usage

am> create UserPolicies --realm Realm --id id --body body --user user

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Json schema for the policy resource",
  "title" : "Policy Resource Schema",
  "type" : "object",
  "properties" : {
    "name" : {
      "title" : "Name",
      "description" : "String matching the name of the application",
      "type" : "string"
    },
    "active" : {
      "title" : "Active flag",
      "description" : "Boolean indicating whether OpenAM considers the policy active for evaluation purposes, 
defaults to false",
      "type" : "boolean"
    },
    "description" : {
      "title" : "Description",
      "description" : "String describing the policy",
      "type" : "string"
    },
    "applicationName" : {
      "title" : "Application name",
      "description" : "String containing the application name, such as \"iPlanetAMWebAgentService\", or 
\"mypolicyset\"",
      "type" : "string"
    },
    "actionValues" : {
      "title" : "Action values",
      "description" : "Set of string action names, each set to a boolean indicating whether the action is 
allowed. Chosen from the available actions provided by the associated Managing Resource Types resource type",
      "type" : "object",
      "additionalProperties" : {
        "type" : "boolean"
      }
    },
    "resources" : {
      "title" : "Resources",
      "description" : "List of the resource name pattern strings to which the policy applies. Must conform to 
the pattern templates provided by the associated Managing Resource Types resource type",
      "type" : "array",
      "items" : {
        "type" : "string"
      }
    },
    "subject" : {
      "title" : "Subject",
      "description" : "Specifies the subject conditions to which the policy applies, where subjects can be 
combined by using the built-in types \"AND\", \"OR\", and \"NOT\", and where subject implementations are 
pluggable",
      "type" : "object"
    },
    "condition" : {
      "title" : "Condition",
      "description" : "Specifies environment conditions, where conditions can be combined by using the built-
in types \"AND\", \"OR\", and \"NOT\", and where condition implementations are pluggable",
      "type" : "object",
      "properties" : {
        "type" : {
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          "type" : "string"
        },
        "conditions" : {
          "type" : "array",
          "title" : "Condition",
          "description" : "Specifies environment conditions, where conditions can be combined by using the 
built-in types \"AND\", \"OR\", and \"NOT\", and where condition implementations are pluggable",
          "items" : {
            "type" : "object"
          }
        }
      }
    },
    "resourceTypeUuid" : {
      "title" : "Resource Type UUID",
      "description" : "The UUIDs of the resource type associated with the policy",
      "type" : "string"
    },
    "resourceAttributes" : {
      "title" : "Resource Attributes",
      "description" : "List of attributes to return with decisions. These attributes are known as response 
attributes",
      "type" : "array",
      "items" : {
        "type" : "object"
      }
    },
    "lastModifiedBy" : {
      "title" : "Last Modified By",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the policy",
      "type" : "string"
    },
    "lastModifiedDate" : {
      "title" : "Last Modified date",
      "description" : "An integer containing the last modified date and time, in number of seconds",
      "type" : "string"
    },
    "createdBy" : {
      "title" : "Created By",
      "description" : "A string containing the universal identifier DN of the subject that created the 
policy",
      "type" : "string"
    },
    "creationDate" : {
      "title" : "Creation Date",
      "description" : "An integer containing the creation date and time, in number of seconds",
      "type" : "string"
    }
  }
}

--user

The User Policy resource endpoint is responsible for managing a user’s policies. The available operations are create, read,
update, delete, query. Policies are realm specific, hence the URI for the policies API can contain a realm component. If the
realm is not specified in the URI, the top level realm is used.
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delete

Delete policy

Usage

am> delete UserPolicies --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

The User Policy resource endpoint is responsible for managing a user’s policies. The available operations are create, read,
update, delete, query. Policies are realm specific, hence the URI for the policies API can contain a realm component. If the
realm is not specified in the URI, the top level realm is used.

query

Query the stored policies

Usage

am> query UserPolicies --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]

--user

The User Policy resource endpoint is responsible for managing a user’s policies. The available operations are create, read,
update, delete, query. Policies are realm specific, hence the URI for the policies API can contain a realm component. If the
realm is not specified in the URI, the top level realm is used.

read

Read policy

Usage

am> read UserPolicies --realm Realm --id id --user user

Parameters
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--id

The unique identifier for the resource.

--user

The User Policy resource endpoint is responsible for managing a user’s policies. The available operations are create, read,
update, delete, query. Policies are realm specific, hence the URI for the policies API can contain a realm component. If the
realm is not specified in the URI, the top level realm is used.

update

Update an existing policy

Usage

am> update UserPolicies --realm Realm --id id --body body --user user

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "Json schema for the policy resource",
  "title" : "Policy Resource Schema",
  "type" : "object",
  "properties" : {
    "name" : {
      "title" : "Name",
      "description" : "String matching the name of the application",
      "type" : "string"
    },
    "active" : {
      "title" : "Active flag",
      "description" : "Boolean indicating whether OpenAM considers the policy active for evaluation purposes, 
defaults to false",
      "type" : "boolean"
    },
    "description" : {
      "title" : "Description",
      "description" : "String describing the policy",
      "type" : "string"
    },
    "applicationName" : {
      "title" : "Application name",
      "description" : "String containing the application name, such as \"iPlanetAMWebAgentService\", or 
\"mypolicyset\"",
      "type" : "string"
    },
    "actionValues" : {
      "title" : "Action values",
      "description" : "Set of string action names, each set to a boolean indicating whether the action is 
allowed. Chosen from the available actions provided by the associated Managing Resource Types resource type",
      "type" : "object",
      "additionalProperties" : {
        "type" : "boolean"
      }
    },
    "resources" : {
      "title" : "Resources",
      "description" : "List of the resource name pattern strings to which the policy applies. Must conform to 
the pattern templates provided by the associated Managing Resource Types resource type",
      "type" : "array",
      "items" : {
        "type" : "string"
      }
    },
    "subject" : {
      "title" : "Subject",
      "description" : "Specifies the subject conditions to which the policy applies, where subjects can be 
combined by using the built-in types \"AND\", \"OR\", and \"NOT\", and where subject implementations are 
pluggable",
      "type" : "object"
    },
    "condition" : {
      "title" : "Condition",
      "description" : "Specifies environment conditions, where conditions can be combined by using the built-
in types \"AND\", \"OR\", and \"NOT\", and where condition implementations are pluggable",
      "type" : "object",
      "properties" : {
        "type" : {
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          "type" : "string"
        },
        "conditions" : {
          "type" : "array",
          "title" : "Condition",
          "description" : "Specifies environment conditions, where conditions can be combined by using the 
built-in types \"AND\", \"OR\", and \"NOT\", and where condition implementations are pluggable",
          "items" : {
            "type" : "object"
          }
        }
      }
    },
    "resourceTypeUuid" : {
      "title" : "Resource Type UUID",
      "description" : "The UUIDs of the resource type associated with the policy",
      "type" : "string"
    },
    "resourceAttributes" : {
      "title" : "Resource Attributes",
      "description" : "List of attributes to return with decisions. These attributes are known as response 
attributes",
      "type" : "array",
      "items" : {
        "type" : "object"
      }
    },
    "lastModifiedBy" : {
      "title" : "Last Modified By",
      "description" : "A string containing the universal identifier DN of the subject that most recently 
updated the policy",
      "type" : "string"
    },
    "lastModifiedDate" : {
      "title" : "Last Modified date",
      "description" : "An integer containing the last modified date and time, in number of seconds",
      "type" : "string"
    },
    "createdBy" : {
      "title" : "Created By",
      "description" : "A string containing the universal identifier DN of the subject that created the 
policy",
      "type" : "string"
    },
    "creationDate" : {
      "title" : "Creation Date",
      "description" : "An integer containing the creation date and time, in number of seconds",
      "type" : "string"
    }
  }
}

--user

The User Policy resource endpoint is responsible for managing a user’s policies. The available operations are create, read,
update, delete, query. Policies are realm specific, hence the URI for the policies API can contain a realm component. If the
realm is not specified in the URI, the top level realm is used.
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UserRegistration

Realm Operations

Self Service endpoint for registering a new user

Resource path:

/selfservice/userRegistration

Resource version: 1.0

read

Initialise the user registration process.A set of requirements will be returned that will need to be fulfilled and sent to the
submitRequirements action.

Usage

am> read UserRegistration --realm Realm

submitRequirements

Submit some fulfilled requirements. Returns either a completion status, or a token along with some more requirements. If
requirements are returned, they should be submitted with the token as a fresh request to this action.

Usage

am> action UserRegistration --realm Realm --body body --actionName submitRequirements

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "The structure of a request to the submitRequirements action.",
  "type" : "object",
  "title" : "Submit requirements structure",
  "properties" : {
    "token" : {
      "type" : "string",
      "title" : "Token",
      "description" : "The token returned from the previous submitRequirements request."
    },
    "input" : {
      "type" : "object",
      "title" : "Input",
      "description" : "The input as collected from the new user. This object must conform to the JSON Schema 
of the requirements property from the last response.",
      "patternProperties" : {
        ".*" : {
          "type" : "any",
          "title" : "Input Property",
          "description" : "Valid content according to the received JSON Schema."
        }
      }
    }
  },
  "required" : [ "input" ]
}

UserSelfService

Realm Operations

Resource path:

/realm-config/services/selfService

Resource version: 1.0

create

Usage

am> create UserSelfService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userRegistration" : {
      "type" : "object",
      "title" : "User Registration",
      "propertyOrder" : 1,
      "properties" : {
        "userRegistrationEnabled" : {
          "title" : "User Registration",
          "description" : "If enabled, new users can sign up for an account.",
          "propertyOrder" : 90,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegistrationEmailVerificationFirstEnabled" : {
          "title" : "Verify Email before User Detail",
          "description" : "If enabled, email address verification will be performed first before user details 
screen is displayed. This will take effect only if Verify Email is enabled.",
          "propertyOrder" : 105,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegistrationCaptchaEnabled" : {
          "title" : "Captcha",
          "description" : "If enabled, users must pass a Google reCAPTCHA challenge during user self-
registration to mitigate against software bots.",
          "propertyOrder" : 100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegistrationValidUserAttributes" : {
          "title" : "Valid Creation Attributes",
          "description" : "Specifies a whitelist of user attributes that can be set during user creation.",
          "propertyOrder" : 160,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userRegisteredDestination" : {
          "title" : "Destination After Successful Self-Registration",
          "description" : "Specifies the action to be taken after a user successfully registers a new account. 
Choose from:<ul><li><code>default</code>. User is sent to a success page without being logged in.</
li><li><code>login</code>. User is sent to the login page to authenticate.</li><li><code>autologin</code>. 
User is automatically logged in and sent to the appropriate page.</li></ul>",
          "propertyOrder" : 161,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userRegistrationEmailSubject" : {
          "title" : "Outgoing Email Subject",
          "description" : "Customize the User Self-Registration verification email subject text. Format is 
<code>locale|subject text</code>.",
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          "propertyOrder" : 140,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userRegistrationKbaEnabled" : {
          "title" : "Security Questions",
          "description" : "If enabled, users must set up their security questions during the self-registration 
process.",
          "propertyOrder" : 120,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegistrationEmailVerificationEnabled" : {
          "title" : "Email Verification",
          "description" : "If enabled, users who self-register must perform email address verification.",
          "propertyOrder" : 110,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegistrationTokenTTL" : {
          "title" : "Token Lifetime (seconds)",
          "description" : "Maximum lifetime of the token allowing User Self-Registration, in seconds.",
          "propertyOrder" : 130,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userRegistrationEmailBody" : {
          "title" : "Outgoing Email Body",
          "description" : "Customize the User Self-Registration verification email body text. Format is: 
<code>locale|body text</code>.",
          "propertyOrder" : 150,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "generalConfig" : {
      "type" : "object",
      "title" : "General Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "minimumAnswersToDefine" : {
          "title" : "Minimum Answers to Define",
          "description" : "Specifies the minimum number of KBA answers that users must define.",
          "propertyOrder" : 60,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "encryptionKeyPairAlias" : {
          "title" : "Encryption Key Pair Alias",
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          "description" : "An encryption key alias in the OpenAM server's JCEKS keystore. Used to encrypt the 
JWT token that OpenAM uses to track end users during User Self-Service operations.",
          "propertyOrder" : 0,
          "required" : true,
          "type" : "string",
          "exampleValue" : "selfserviceenctest"
        },
        "minimumAnswersToVerify" : {
          "title" : "Minimum Answers to Verify",
          "description" : "Specifies the minimum number of KBA questions that users need to answer to be 
granted the privilege to carry out an action, such as registering for an account, resetting a password, or 
retrieving a username. Specify a value from <code>0</code> to <code>50</code>.",
          "propertyOrder" : 70,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "kbaQuestions" : {
          "title" : "Security Questions",
          "description" : "Specifies the default set of knowledge-based authentication (KBA) security 
questions. The security questions can be set for the User Self-Registration, forgotten password reset, and 
forgotten username services, respectively.<p><p>Format is <code>unique key|locale|question</code>.",
          "propertyOrder" : 50,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "captchaVerificationUrl" : {
          "title" : "Google Re-captcha Verification URL",
          "description" : "Google reCAPTCHA plugin verification URL.",
          "propertyOrder" : 40,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "validQueryAttributes" : {
          "title" : "Valid Query Attributes",
          "description" : "Specifies the valid query attributes used to search for the user. This is a list of 
attributes used to identify your account for forgotten password and forgotten username.",
          "propertyOrder" : 80,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "captchaSecretKey" : {
          "title" : "Google reCAPTCHA Secret Key",
          "description" : "Google reCAPTCHA plugin secret key.",
          "propertyOrder" : 30,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "captchaSiteKey" : {
          "title" : "Google reCAPTCHA Site Key",
          "description" : "Google reCAPTCHA plugin site key.",
          "propertyOrder" : 20,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "signingSecretKeyAlias" : {
          "title" : "Signing Secret Key Alias",
          "description" : "A signing secret key alias in the OpenAM server's JCEKS keystore. Used to sign the 
JWT token that OpenAM uses to track end users during User Self-Service operations.",
          "propertyOrder" : 10,
          "required" : true,
          "type" : "string",
          "exampleValue" : "selfservicesigntest"
        }
      }
    },
    "forgottenUsername" : {
      "type" : "object",
      "title" : "Forgotten Username",
      "propertyOrder" : 3,
      "properties" : {
        "forgottenUsernameShowUsernameEnabled" : {
          "title" : "Show Username",
          "description" : "If enabled, users see their forgotten username on the browser page.",
          "propertyOrder" : 280,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenUsernameEmailUsernameEnabled" : {
          "title" : "Email Username",
          "description" : "If enabled, users receive their forgotten username by email.",
          "propertyOrder" : 270,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenUsernameKbaEnabled" : {
          "title" : "Security Questions",
          "description" : "If enabled, users must answer their security questions during the forgotten 
username process.",
          "propertyOrder" : 260,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenUsernameEnabled" : {
          "title" : "Forgotten Username",
          "description" : "If enabled, users can retrieve their forgotten username.",
          "propertyOrder" : 240,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenUsernameTokenTTL" : {
          "title" : "Token LifeTime (seconds)",
          "description" : "Maximum lifetime for the token allowing forgotten username, in seconds.",
          "propertyOrder" : 290,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "forgottenUsernameCaptchaEnabled" : {
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          "title" : "Captcha",
          "description" : "If enabled, users must pass a Google reCAPTCHA challenge during the forgotten 
username retrieval process to mitigate against software bots.",
          "propertyOrder" : 250,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenUsernameEmailBody" : {
          "title" : "Outgoing Email Body",
          "description" : "Customizes the forgotten username email body text. Format is <code>locale|body 
text</code>.",
          "propertyOrder" : 310,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "forgottenUsernameEmailSubject" : {
          "title" : "Outgoing Email Subject",
          "description" : "Customizes the forgotten username email subject text. Format is <code>locale|
subject text</code>.",
          "propertyOrder" : 300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "advancedConfig" : {
      "type" : "object",
      "title" : "Advanced Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "userRegistrationServiceConfigClass" : {
          "title" : "User Registration Service Config Provider Class",
          "description" : "Specifies the provider class to configure any custom plugins.",
          "propertyOrder" : 350,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userRegistrationConfirmationUrl" : {
          "title" : "User Registration Confirmation Email URL",
          "description" : "Specifies the confirmation URL that the user receives during the self-registration 
process. The <code>${realm}</code> string is replaced with the current realm.",
          "propertyOrder" : 330,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "forgottenPasswordConfirmationUrl" : {
          "title" : "Forgotten Password Confirmation Email URL",
          "description" : "Specifies the confirmation URL that the user receives after confirming their 
identity during the forgotten password process. The <code>${realm}</code> string is replaced with the current 
realm.",
          "propertyOrder" : 340,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "forgottenPasswordServiceConfigClass" : {
          "title" : "Forgotten Password Service Config Provider Class",
          "description" : "Specifies the provider class to configure any custom plugins.",
          "propertyOrder" : 360,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "forgottenUsernameServiceConfigClass" : {
          "title" : "Forgotten Username Service Config Provider Class",
          "description" : "Specifies the provider class to configure any custom plugins.",
          "propertyOrder" : 370,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "profileManagement" : {
      "type" : "object",
      "title" : "Profile Management",
      "propertyOrder" : 4,
      "properties" : {
        "profileProtectedUserAttributes" : {
          "title" : "Protected Update Attributes",
          "description" : "Specifies a profile's protected user attributes, which causes re-authentication 
when the user attempts to modify these attributes.",
          "propertyOrder" : 320,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "profileAttributeWhitelist" : {
          "title" : "Self readable attributes",
          "description" : "Specifies the list of attributes that users can view when accessing their user 
profile.",
          "propertyOrder" : 325,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "forgottenPassword" : {
      "type" : "object",
      "title" : "Forgotten Password",
      "propertyOrder" : 2,
      "properties" : {
        "forgottenPasswordKbaEnabled" : {
          "title" : "Security Questions",
          "description" : "If enabled, users must answer their security questions during the forgotten 
password process.",
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          "propertyOrder" : 200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenPasswordTokenTTL" : {
          "title" : "Token Lifetime (seconds)",
          "description" : "Maximum lifetime for the token allowing forgotten password reset, in 
seconds.<p><p>Specify a value from <code>0</code> to <code>2147483647</code>.",
          "propertyOrder" : 210,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "forgottenPasswordEmailVerificationEnabled" : {
          "title" : "Email Verification",
          "description" : "If enabled, users who reset passwords must perform email address verification.",
          "propertyOrder" : 190,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenPasswordTokenPaddingLength" : {
          "title" : "Token Padding Length (bytes)",
          "description" : "Desired length of the 'state' parameter in the JWT after padding. This should be 
greater than the highest possible sum of lengths for a username + userId + email to avoid the possibility of 
account enumeration based on the JWT length.",
          "propertyOrder" : 215,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "numberOfAttemptsEnforced" : {
          "title" : "Enforce password reset lockout",
          "description" : "If enabled, users will be prevented from resetting their password after the 
configured number of failed attempts.",
          "propertyOrder" : 201,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenPasswordEmailSubject" : {
          "title" : "Outgoing Email Subject",
          "description" : "Customize the forgotten password email subject text. Format is <code>locale|subject 
text</code>.",
          "propertyOrder" : 220,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "forgottenPasswordEnabled" : {
          "title" : "Forgotten Password",
          "description" : "If enabled, users can reset their forgotten password.",
          "propertyOrder" : 170,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "numberOfAllowedAttempts" : {
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          "title" : "Lock Out After number of attempts",
          "description" : "Can be set to 1 or more attempts for a user to correctly answer all their security 
questions. After the number of configured attempts the user has not correctly answered them the password reset 
feature will be disabled.",
          "propertyOrder" : 202,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "forgottenPasswordEmailBody" : {
          "title" : "Outgoing Email Body",
          "description" : "Customize the forgotten password email body text. Format is <code>locale|body 
text</code>.",
          "propertyOrder" : 230,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "forgottenPasswordCaptchaEnabled" : {
          "title" : "Captcha",
          "description" : "If enabled, users must pass a Google reCAPTCHA challenge during password reset to 
mitigate against software bots.",
          "propertyOrder" : 180,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete UserSelfService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action UserSelfService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action UserSelfService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action UserSelfService --realm Realm --actionName nextdescendents

read

Usage

am> read UserSelfService --realm Realm

update

Usage

am> update UserSelfService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userRegistration" : {
      "type" : "object",
      "title" : "User Registration",
      "propertyOrder" : 1,
      "properties" : {
        "userRegistrationEnabled" : {
          "title" : "User Registration",
          "description" : "If enabled, new users can sign up for an account.",
          "propertyOrder" : 90,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegistrationEmailVerificationFirstEnabled" : {
          "title" : "Verify Email before User Detail",
          "description" : "If enabled, email address verification will be performed first before user details 
screen is displayed. This will take effect only if Verify Email is enabled.",
          "propertyOrder" : 105,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegistrationCaptchaEnabled" : {
          "title" : "Captcha",
          "description" : "If enabled, users must pass a Google reCAPTCHA challenge during user self-
registration to mitigate against software bots.",
          "propertyOrder" : 100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegistrationValidUserAttributes" : {
          "title" : "Valid Creation Attributes",
          "description" : "Specifies a whitelist of user attributes that can be set during user creation.",
          "propertyOrder" : 160,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userRegisteredDestination" : {
          "title" : "Destination After Successful Self-Registration",
          "description" : "Specifies the action to be taken after a user successfully registers a new account. 
Choose from:<ul><li><code>default</code>. User is sent to a success page without being logged in.</
li><li><code>login</code>. User is sent to the login page to authenticate.</li><li><code>autologin</code>. 
User is automatically logged in and sent to the appropriate page.</li></ul>",
          "propertyOrder" : 161,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "userRegistrationEmailSubject" : {
          "title" : "Outgoing Email Subject",
          "description" : "Customize the User Self-Registration verification email subject text. Format is 
<code>locale|subject text</code>.",
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          "propertyOrder" : 140,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userRegistrationKbaEnabled" : {
          "title" : "Security Questions",
          "description" : "If enabled, users must set up their security questions during the self-registration 
process.",
          "propertyOrder" : 120,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegistrationEmailVerificationEnabled" : {
          "title" : "Email Verification",
          "description" : "If enabled, users who self-register must perform email address verification.",
          "propertyOrder" : 110,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "userRegistrationTokenTTL" : {
          "title" : "Token Lifetime (seconds)",
          "description" : "Maximum lifetime of the token allowing User Self-Registration, in seconds.",
          "propertyOrder" : 130,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "userRegistrationEmailBody" : {
          "title" : "Outgoing Email Body",
          "description" : "Customize the User Self-Registration verification email body text. Format is: 
<code>locale|body text</code>.",
          "propertyOrder" : 150,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "generalConfig" : {
      "type" : "object",
      "title" : "General Configuration",
      "propertyOrder" : 0,
      "properties" : {
        "minimumAnswersToDefine" : {
          "title" : "Minimum Answers to Define",
          "description" : "Specifies the minimum number of KBA answers that users must define.",
          "propertyOrder" : 60,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "encryptionKeyPairAlias" : {
          "title" : "Encryption Key Pair Alias",
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          "description" : "An encryption key alias in the OpenAM server's JCEKS keystore. Used to encrypt the 
JWT token that OpenAM uses to track end users during User Self-Service operations.",
          "propertyOrder" : 0,
          "required" : true,
          "type" : "string",
          "exampleValue" : "selfserviceenctest"
        },
        "minimumAnswersToVerify" : {
          "title" : "Minimum Answers to Verify",
          "description" : "Specifies the minimum number of KBA questions that users need to answer to be 
granted the privilege to carry out an action, such as registering for an account, resetting a password, or 
retrieving a username. Specify a value from <code>0</code> to <code>50</code>.",
          "propertyOrder" : 70,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "kbaQuestions" : {
          "title" : "Security Questions",
          "description" : "Specifies the default set of knowledge-based authentication (KBA) security 
questions. The security questions can be set for the User Self-Registration, forgotten password reset, and 
forgotten username services, respectively.<p><p>Format is <code>unique key|locale|question</code>.",
          "propertyOrder" : 50,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "captchaVerificationUrl" : {
          "title" : "Google Re-captcha Verification URL",
          "description" : "Google reCAPTCHA plugin verification URL.",
          "propertyOrder" : 40,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "validQueryAttributes" : {
          "title" : "Valid Query Attributes",
          "description" : "Specifies the valid query attributes used to search for the user. This is a list of 
attributes used to identify your account for forgotten password and forgotten username.",
          "propertyOrder" : 80,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "captchaSecretKey" : {
          "title" : "Google reCAPTCHA Secret Key",
          "description" : "Google reCAPTCHA plugin secret key.",
          "propertyOrder" : 30,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "captchaSiteKey" : {
          "title" : "Google reCAPTCHA Site Key",
          "description" : "Google reCAPTCHA plugin site key.",
          "propertyOrder" : 20,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "signingSecretKeyAlias" : {
          "title" : "Signing Secret Key Alias",
          "description" : "A signing secret key alias in the OpenAM server's JCEKS keystore. Used to sign the 
JWT token that OpenAM uses to track end users during User Self-Service operations.",
          "propertyOrder" : 10,
          "required" : true,
          "type" : "string",
          "exampleValue" : "selfservicesigntest"
        }
      }
    },
    "forgottenUsername" : {
      "type" : "object",
      "title" : "Forgotten Username",
      "propertyOrder" : 3,
      "properties" : {
        "forgottenUsernameShowUsernameEnabled" : {
          "title" : "Show Username",
          "description" : "If enabled, users see their forgotten username on the browser page.",
          "propertyOrder" : 280,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenUsernameEmailUsernameEnabled" : {
          "title" : "Email Username",
          "description" : "If enabled, users receive their forgotten username by email.",
          "propertyOrder" : 270,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenUsernameKbaEnabled" : {
          "title" : "Security Questions",
          "description" : "If enabled, users must answer their security questions during the forgotten 
username process.",
          "propertyOrder" : 260,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenUsernameEnabled" : {
          "title" : "Forgotten Username",
          "description" : "If enabled, users can retrieve their forgotten username.",
          "propertyOrder" : 240,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenUsernameTokenTTL" : {
          "title" : "Token LifeTime (seconds)",
          "description" : "Maximum lifetime for the token allowing forgotten username, in seconds.",
          "propertyOrder" : 290,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "forgottenUsernameCaptchaEnabled" : {
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          "title" : "Captcha",
          "description" : "If enabled, users must pass a Google reCAPTCHA challenge during the forgotten 
username retrieval process to mitigate against software bots.",
          "propertyOrder" : 250,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenUsernameEmailBody" : {
          "title" : "Outgoing Email Body",
          "description" : "Customizes the forgotten username email body text. Format is <code>locale|body 
text</code>.",
          "propertyOrder" : 310,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "forgottenUsernameEmailSubject" : {
          "title" : "Outgoing Email Subject",
          "description" : "Customizes the forgotten username email subject text. Format is <code>locale|
subject text</code>.",
          "propertyOrder" : 300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "advancedConfig" : {
      "type" : "object",
      "title" : "Advanced Configuration",
      "propertyOrder" : 5,
      "properties" : {
        "userRegistrationServiceConfigClass" : {
          "title" : "User Registration Service Config Provider Class",
          "description" : "Specifies the provider class to configure any custom plugins.",
          "propertyOrder" : 350,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userRegistrationConfirmationUrl" : {
          "title" : "User Registration Confirmation Email URL",
          "description" : "Specifies the confirmation URL that the user receives during the self-registration 
process. The <code>${realm}</code> string is replaced with the current realm.",
          "propertyOrder" : 330,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "forgottenPasswordConfirmationUrl" : {
          "title" : "Forgotten Password Confirmation Email URL",
          "description" : "Specifies the confirmation URL that the user receives after confirming their 
identity during the forgotten password process. The <code>${realm}</code> string is replaced with the current 
realm.",
          "propertyOrder" : 340,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "forgottenPasswordServiceConfigClass" : {
          "title" : "Forgotten Password Service Config Provider Class",
          "description" : "Specifies the provider class to configure any custom plugins.",
          "propertyOrder" : 360,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "forgottenUsernameServiceConfigClass" : {
          "title" : "Forgotten Username Service Config Provider Class",
          "description" : "Specifies the provider class to configure any custom plugins.",
          "propertyOrder" : 370,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "profileManagement" : {
      "type" : "object",
      "title" : "Profile Management",
      "propertyOrder" : 4,
      "properties" : {
        "profileProtectedUserAttributes" : {
          "title" : "Protected Update Attributes",
          "description" : "Specifies a profile's protected user attributes, which causes re-authentication 
when the user attempts to modify these attributes.",
          "propertyOrder" : 320,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "profileAttributeWhitelist" : {
          "title" : "Self readable attributes",
          "description" : "Specifies the list of attributes that users can view when accessing their user 
profile.",
          "propertyOrder" : 325,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      }
    },
    "forgottenPassword" : {
      "type" : "object",
      "title" : "Forgotten Password",
      "propertyOrder" : 2,
      "properties" : {
        "forgottenPasswordKbaEnabled" : {
          "title" : "Security Questions",
          "description" : "If enabled, users must answer their security questions during the forgotten 
password process.",
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          "propertyOrder" : 200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenPasswordTokenTTL" : {
          "title" : "Token Lifetime (seconds)",
          "description" : "Maximum lifetime for the token allowing forgotten password reset, in 
seconds.<p><p>Specify a value from <code>0</code> to <code>2147483647</code>.",
          "propertyOrder" : 210,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "forgottenPasswordEmailVerificationEnabled" : {
          "title" : "Email Verification",
          "description" : "If enabled, users who reset passwords must perform email address verification.",
          "propertyOrder" : 190,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenPasswordTokenPaddingLength" : {
          "title" : "Token Padding Length (bytes)",
          "description" : "Desired length of the 'state' parameter in the JWT after padding. This should be 
greater than the highest possible sum of lengths for a username + userId + email to avoid the possibility of 
account enumeration based on the JWT length.",
          "propertyOrder" : 215,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "numberOfAttemptsEnforced" : {
          "title" : "Enforce password reset lockout",
          "description" : "If enabled, users will be prevented from resetting their password after the 
configured number of failed attempts.",
          "propertyOrder" : 201,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "forgottenPasswordEmailSubject" : {
          "title" : "Outgoing Email Subject",
          "description" : "Customize the forgotten password email subject text. Format is <code>locale|subject 
text</code>.",
          "propertyOrder" : 220,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "forgottenPasswordEnabled" : {
          "title" : "Forgotten Password",
          "description" : "If enabled, users can reset their forgotten password.",
          "propertyOrder" : 170,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "numberOfAllowedAttempts" : {
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          "title" : "Lock Out After number of attempts",
          "description" : "Can be set to 1 or more attempts for a user to correctly answer all their security 
questions. After the number of configured attempts the user has not correctly answered them the password reset 
feature will be disabled.",
          "propertyOrder" : 202,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "forgottenPasswordEmailBody" : {
          "title" : "Outgoing Email Body",
          "description" : "Customize the forgotten password email body text. Format is <code>locale|body 
text</code>.",
          "propertyOrder" : 230,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "forgottenPasswordCaptchaEnabled" : {
          "title" : "Captcha",
          "description" : "If enabled, users must pass a Google reCAPTCHA challenge during password reset to 
mitigate against software bots.",
          "propertyOrder" : 180,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    }
  }
}

Global Operations

Resource path:

/global-config/services/selfService

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action UserSelfService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action UserSelfService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action UserSelfService --global --actionName nextdescendents

read

Usage

am> read UserSelfService --global

update

Usage

am> update UserSelfService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 3969



{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "generalConfig" : {
          "type" : "object",
          "title" : "General Configuration",
          "propertyOrder" : 0,
          "properties" : {
            "captchaSecretKey" : {
              "title" : "Google reCAPTCHA Secret Key",
              "description" : "Google reCAPTCHA plugin secret key.",
              "propertyOrder" : 30,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "minimumAnswersToDefine" : {
              "title" : "Minimum Answers to Define",
              "description" : "Specifies the minimum number of KBA answers that users must define.",
              "propertyOrder" : 60,
              "required" : false,
              "type" : "integer",
              "exampleValue" : ""
            },
            "encryptionKeyPairAlias" : {
              "title" : "Encryption Key Pair Alias",
              "description" : "An encryption key alias in the OpenAM server's JCEKS keystore. Used to encrypt 
the JWT token that OpenAM uses to track end users during User Self-Service operations.",
              "propertyOrder" : 0,
              "required" : true,
              "type" : "string",
              "exampleValue" : "selfserviceenctest"
            },
            "signingSecretKeyAlias" : {
              "title" : "Signing Secret Key Alias",
              "description" : "A signing secret key alias in the OpenAM server's JCEKS keystore. Used to sign 
the JWT token that OpenAM uses to track end users during User Self-Service operations.",
              "propertyOrder" : 10,
              "required" : true,
              "type" : "string",
              "exampleValue" : "selfservicesigntest"
            },
            "minimumAnswersToVerify" : {
              "title" : "Minimum Answers to Verify",
              "description" : "Specifies the minimum number of KBA questions that users need to answer to be 
granted the privilege to carry out an action, such as registering for an account, resetting a password, or 
retrieving a username. Specify a value from <code>0</code> to <code>50</code>.",
              "propertyOrder" : 70,
              "required" : false,
              "type" : "integer",
              "exampleValue" : ""
            },
            "validQueryAttributes" : {
              "title" : "Valid Query Attributes",
              "description" : "Specifies the valid query attributes used to search for the user. This is a 
list of attributes used to identify your account for forgotten password and forgotten username.",
              "propertyOrder" : 80,
              "required" : false,
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              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "captchaSiteKey" : {
              "title" : "Google reCAPTCHA Site Key",
              "description" : "Google reCAPTCHA plugin site key.",
              "propertyOrder" : 20,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "kbaQuestions" : {
              "title" : "Security Questions",
              "description" : "Specifies the default set of knowledge-based authentication (KBA) security 
questions. The security questions can be set for the User Self-Registration, forgotten password reset, and 
forgotten username services, respectively.<p><p>Format is <code>unique key|locale|question</code>.",
              "propertyOrder" : 50,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "captchaVerificationUrl" : {
              "title" : "Google Re-captcha Verification URL",
              "description" : "Google reCAPTCHA plugin verification URL.",
              "propertyOrder" : 40,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "forgottenUsername" : {
          "type" : "object",
          "title" : "Forgotten Username",
          "propertyOrder" : 3,
          "properties" : {
            "forgottenUsernameTokenTTL" : {
              "title" : "Token LifeTime (seconds)",
              "description" : "Maximum lifetime for the token allowing forgotten username, in seconds.",
              "propertyOrder" : 290,
              "required" : false,
              "type" : "integer",
              "exampleValue" : ""
            },
            "forgottenUsernameKbaEnabled" : {
              "title" : "Security Questions",
              "description" : "If enabled, users must answer their security questions during the forgotten 
username process.",
              "propertyOrder" : 260,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "forgottenUsernameShowUsernameEnabled" : {
              "title" : "Show Username",
              "description" : "If enabled, users see their forgotten username on the browser page.",
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              "propertyOrder" : 280,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "forgottenUsernameEmailSubject" : {
              "title" : "Outgoing Email Subject",
              "description" : "Customizes the forgotten username email subject text. Format is <code>locale|
subject text</code>.",
              "propertyOrder" : 300,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "forgottenUsernameEnabled" : {
              "title" : "Forgotten Username",
              "description" : "If enabled, users can retrieve their forgotten username.",
              "propertyOrder" : 240,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "forgottenUsernameEmailUsernameEnabled" : {
              "title" : "Email Username",
              "description" : "If enabled, users receive their forgotten username by email.",
              "propertyOrder" : 270,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "forgottenUsernameEmailBody" : {
              "title" : "Outgoing Email Body",
              "description" : "Customizes the forgotten username email body text. Format is <code>locale|body 
text</code>.",
              "propertyOrder" : 310,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "forgottenUsernameCaptchaEnabled" : {
              "title" : "Captcha",
              "description" : "If enabled, users must pass a Google reCAPTCHA challenge during the forgotten 
username retrieval process to mitigate against software bots.",
              "propertyOrder" : 250,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "advancedConfig" : {
          "type" : "object",
          "title" : "Advanced Configuration",
          "propertyOrder" : 5,
          "properties" : {
            "userRegistrationServiceConfigClass" : {
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              "title" : "User Registration Service Config Provider Class",
              "description" : "Specifies the provider class to configure any custom plugins.",
              "propertyOrder" : 350,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "userRegistrationConfirmationUrl" : {
              "title" : "User Registration Confirmation Email URL",
              "description" : "Specifies the confirmation URL that the user receives during the self-
registration process. The <code>${realm}</code> string is replaced with the current realm.",
              "propertyOrder" : 330,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "forgottenUsernameServiceConfigClass" : {
              "title" : "Forgotten Username Service Config Provider Class",
              "description" : "Specifies the provider class to configure any custom plugins.",
              "propertyOrder" : 370,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "forgottenPasswordConfirmationUrl" : {
              "title" : "Forgotten Password Confirmation Email URL",
              "description" : "Specifies the confirmation URL that the user receives after confirming their 
identity during the forgotten password process. The <code>${realm}</code> string is replaced with the current 
realm.",
              "propertyOrder" : 340,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            },
            "forgottenPasswordServiceConfigClass" : {
              "title" : "Forgotten Password Service Config Provider Class",
              "description" : "Specifies the provider class to configure any custom plugins.",
              "propertyOrder" : 360,
              "required" : false,
              "type" : "string",
              "exampleValue" : ""
            }
          }
        },
        "userRegistration" : {
          "type" : "object",
          "title" : "User Registration",
          "propertyOrder" : 1,
          "properties" : {
            "userRegistrationValidUserAttributes" : {
              "title" : "Valid Creation Attributes",
              "description" : "Specifies a whitelist of user attributes that can be set during user 
creation.",
              "propertyOrder" : 160,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "userRegistrationEmailBody" : {
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              "title" : "Outgoing Email Body",
              "description" : "Customize the User Self-Registration verification email body text. Format is: 
<code>locale|body text</code>.",
              "propertyOrder" : 150,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "userRegistrationEnabled" : {
              "title" : "User Registration",
              "description" : "If enabled, new users can sign up for an account.",
              "propertyOrder" : 90,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "userRegistrationTokenTTL" : {
              "title" : "Token Lifetime (seconds)",
              "description" : "Maximum lifetime of the token allowing User Self-Registration, in seconds.",
              "propertyOrder" : 130,
              "required" : false,
              "type" : "integer",
              "exampleValue" : ""
            },
            "userRegisteredDestination" : {
              "title" : "Destination After Successful Self-Registration",
              "description" : "Specifies the action to be taken after a user successfully registers a new 
account. Choose from:<ul><li><code>default</code>. User is sent to a success page without being logged in.</
li><li><code>login</code>. User is sent to the login page to authenticate.</li><li><code>autologin</code>. 
User is automatically logged in and sent to the appropriate page.</li></ul>",
              "propertyOrder" : 161,
              "required" : true,
              "type" : "string",
              "exampleValue" : ""
            },
            "userRegistrationEmailVerificationEnabled" : {
              "title" : "Email Verification",
              "description" : "If enabled, users who self-register must perform email address verification.",
              "propertyOrder" : 110,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "userRegistrationEmailSubject" : {
              "title" : "Outgoing Email Subject",
              "description" : "Customize the User Self-Registration verification email subject text. Format is 
<code>locale|subject text</code>.",
              "propertyOrder" : 140,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "userRegistrationCaptchaEnabled" : {
              "title" : "Captcha",
              "description" : "If enabled, users must pass a Google reCAPTCHA challenge during user self-
registration to mitigate against software bots.",
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              "propertyOrder" : 100,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "userRegistrationEmailVerificationFirstEnabled" : {
              "title" : "Verify Email before User Detail",
              "description" : "If enabled, email address verification will be performed first before user 
details screen is displayed. This will take effect only if Verify Email is enabled.",
              "propertyOrder" : 105,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "userRegistrationKbaEnabled" : {
              "title" : "Security Questions",
              "description" : "If enabled, users must set up their security questions during the self-
registration process.",
              "propertyOrder" : 120,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            }
          }
        },
        "forgottenPassword" : {
          "type" : "object",
          "title" : "Forgotten Password",
          "propertyOrder" : 2,
          "properties" : {
            "forgottenPasswordEmailSubject" : {
              "title" : "Outgoing Email Subject",
              "description" : "Customize the forgotten password email subject text. Format is <code>locale|
subject text</code>.",
              "propertyOrder" : 220,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "numberOfAllowedAttempts" : {
              "title" : "Lock Out After number of attempts",
              "description" : "Can be set to 1 or more attempts for a user to correctly answer all their 
security questions. After the number of configured attempts the user has not correctly answered them the 
password reset feature will be disabled.",
              "propertyOrder" : 202,
              "required" : false,
              "type" : "integer",
              "exampleValue" : ""
            },
            "forgottenPasswordEnabled" : {
              "title" : "Forgotten Password",
              "description" : "If enabled, users can reset their forgotten password.",
              "propertyOrder" : 170,
              "required" : true,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "forgottenPasswordTokenTTL" : {
              "title" : "Token Lifetime (seconds)",
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              "description" : "Maximum lifetime for the token allowing forgotten password reset, in 
seconds.<p><p>Specify a value from <code>0</code> to <code>2147483647</code>.",
              "propertyOrder" : 210,
              "required" : false,
              "type" : "integer",
              "exampleValue" : ""
            },
            "forgottenPasswordKbaEnabled" : {
              "title" : "Security Questions",
              "description" : "If enabled, users must answer their security questions during the forgotten 
password process.",
              "propertyOrder" : 200,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "forgottenPasswordCaptchaEnabled" : {
              "title" : "Captcha",
              "description" : "If enabled, users must pass a Google reCAPTCHA challenge during password reset 
to mitigate against software bots.",
              "propertyOrder" : 180,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "numberOfAttemptsEnforced" : {
              "title" : "Enforce password reset lockout",
              "description" : "If enabled, users will be prevented from resetting their password after the 
configured number of failed attempts.",
              "propertyOrder" : 201,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "forgottenPasswordEmailVerificationEnabled" : {
              "title" : "Email Verification",
              "description" : "If enabled, users who reset passwords must perform email address 
verification.",
              "propertyOrder" : 190,
              "required" : false,
              "type" : "boolean",
              "exampleValue" : ""
            },
            "forgottenPasswordTokenPaddingLength" : {
              "title" : "Token Padding Length (bytes)",
              "description" : "Desired length of the 'state' parameter in the JWT after padding. This should 
be greater than the highest possible sum of lengths for a username + userId + email to avoid the possibility 
of account enumeration based on the JWT length.",
              "propertyOrder" : 215,
              "required" : false,
              "type" : "integer",
              "exampleValue" : ""
            },
            "forgottenPasswordEmailBody" : {
              "title" : "Outgoing Email Body",
              "description" : "Customize the forgotten password email body text. Format is <code>locale|body 
text</code>.",
              "propertyOrder" : 230,
              "required" : false,
              "items" : {
                "type" : "string"
              },
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              "type" : "array",
              "exampleValue" : ""
            }
          }
        },
        "profileManagement" : {
          "type" : "object",
          "title" : "Profile Management",
          "propertyOrder" : 4,
          "properties" : {
            "profileAttributeWhitelist" : {
              "title" : "Self readable attributes",
              "description" : "Specifies the list of attributes that users can view when accessing their user 
profile.",
              "propertyOrder" : 325,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            },
            "profileProtectedUserAttributes" : {
              "title" : "Protected Update Attributes",
              "description" : "Specifies a profile's protected user attributes, which causes re-authentication 
when the user attempts to modify these attributes.",
              "propertyOrder" : 320,
              "required" : false,
              "items" : {
                "type" : "string"
              },
              "type" : "array",
              "exampleValue" : ""
            }
          }
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

UserServices

Realm Operations

Resource path:

/users/{user}/services

Resource version: 1.0
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create

Usage

am> create UserServices --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object"
}

delete

Usage

am> delete UserServices --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action UserServices --realm Realm --user user --actionName getAllTypes

Parameters

--user

=== getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action UserServices --realm Realm --user user --actionName getCreatableTypes

Parameters

--user

=== nextdescendents
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Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action UserServices --realm Realm --user user --actionName nextdescendents

Parameters

--user

=== read

Usage

am> read UserServices --realm Realm

unassignServices

action.unassignServices.description

Usage

am> action UserServices --realm Realm --body body --user user --actionName unassignServices

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "description" : "i18n:api-descriptor/UserServicesResource#schema.description",
  "type" : "object",
  "title" : "i18n:api-descriptor/UserServicesResource#schema.title",
  "properties" : {
    "serviceNames" : {
      "type" : "array",
      "title" : "i18n:api-descriptor/UserServicesResource#schema.servicename.title",
      "description" : "i18n:api-descriptor/UserServicesResource#schema.servicename.description",
      "items" : {
        "type" : "string"
      }
    }
  }
}

--user

=== update

Usage
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am> update UserServices --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object"
}

UsernameCollector

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/UsernameCollectorNode

Resource version: 1.0

create

Usage

am> create UsernameCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}
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delete

Usage

am> delete UsernameCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action UsernameCollector --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action UsernameCollector --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action UsernameCollector --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}
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nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action UsernameCollector --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query UsernameCollector --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read UsernameCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update UsernameCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "required" : [ ]
}

VKClient

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/vkConfig

Resource version: 1.0

create

Usage

am> create VKClient --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.vk.com/method/users.get?fields=photo_50"
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "email"
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
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      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://oauth.vk.com/authorize"
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
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      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "apiVersion" : {
      "title" : "API Version",
      "description" : "Version of the applicable VKontakte API.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
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      "exampleValue" : "https://oauth.vk.com/access_token"
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete VKClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action VKClient --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action VKClient --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action VKClient --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query VKClient --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read VKClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update VKClient --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.vk.com/method/users.get?fields=photo_50"
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "email"
    },
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
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      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://oauth.vk.com/authorize"
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "sub"
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
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      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    },
    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
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      "type" : "string",
      "exampleValue" : ""
    },
    "apiVersion" : {
      "title" : "API Version",
      "description" : "Version of the applicable VKontakte API.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
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      "exampleValue" : "https://oauth.vk.com/access_token"
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    }
  }
}

ValidationService

Realm Operations

Resource path:

/realm-config/services/validation

Resource version: 1.0

create

Usage

am> create ValidationService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "validGotoDestinations" : {
      "title" : "Valid goto URL Resources",
      "description" : "List of valid goto URL resources.<br><br>Specifies a list of valid URLs for the 
<code>goto</code> and <code>gotoOnFail</code> query string parameters. AM only redirects a user after log in 
or log out to a URL in this list. If the URL is not in the list, AM redirects to either the user profile page, 
or the administration console. If this property is not set, AM will only allow URLs that match its domain; for 
example, <code>domain-of-am-instance.com</code>. Use the <code>*</code> wildcard to match all characters 
except <code>?</code>.<p> Examples: </p> <ul><li><code>http://app.example.com:80/*</code></li> 
<li><code>http://app.example.com:80/*?*</code></li></ul>",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete ValidationService --realm Realm

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ValidationService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ValidationService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action ValidationService --realm Realm --actionName nextdescendents

read

Usage

am> read ValidationService --realm Realm

update

Usage

am> update ValidationService --realm Realm --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "validGotoDestinations" : {
      "title" : "Valid goto URL Resources",
      "description" : "List of valid goto URL resources.<br><br>Specifies a list of valid URLs for the 
<code>goto</code> and <code>gotoOnFail</code> query string parameters. AM only redirects a user after log in 
or log out to a URL in this list. If the URL is not in the list, AM redirects to either the user profile page, 
or the administration console. If this property is not set, AM will only allow URLs that match its domain; for 
example, <code>domain-of-am-instance.com</code>. Use the <code>*</code> wildcard to match all characters 
except <code>?</code>.<p> Examples: </p> <ul><li><code>http://app.example.com:80/*</code></li> 
<li><code>http://app.example.com:80/*?*</code></li></ul>",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/services/validation

Resource version: 1.0
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getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action ValidationService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ValidationService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ValidationService --global --actionName nextdescendents

read

Usage

am> read ValidationService --global

update

Usage

am> update ValidationService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "validGotoDestinations" : {
      "title" : "Valid goto URL Resources",
      "description" : "List of valid goto URL resources.<br><br>Specifies a list of valid URLs for the 
<code>goto</code> and <code>gotoOnFail</code> query string parameters. AM only redirects a user after log in 
or log out to a URL in this list. If the URL is not in the list, AM redirects to either the user profile page, 
or the administration console. If this property is not set, AM will only allow URLs that match its domain; for 
example, <code>domain-of-am-instance.com</code>. Use the <code>*</code> wildcard to match all characters 
except <code>?</code>.<p> Examples: </p> <ul><li><code>http://app.example.com:80/*</code></li> 
<li><code>http://app.example.com:80/*?*</code></li></ul>",
      "propertyOrder" : 100,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "defaults" : {
      "properties" : {
        "validGotoDestinations" : {
          "title" : "Valid goto URL Resources",
          "description" : "List of valid goto URL resources.<br><br>Specifies a list of valid URLs for the 
<code>goto</code> and <code>gotoOnFail</code> query string parameters. AM only redirects a user after log in 
or log out to a URL in this list. If the URL is not in the list, AM redirects to either the user profile page, 
or the administration console. If this property is not set, AM will only allow URLs that match its domain; for 
example, <code>domain-of-am-instance.com</code>. Use the <code>*</code> wildcard to match all characters 
except <code>?</code>.<p> Examples: </p> <ul><li><code>http://app.example.com:80/*</code></li> 
<li><code>http://app.example.com:80/*?*</code></li></ul>",
          "propertyOrder" : 100,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

WeChatClient

Realm Operations

Resource path:

/realm-config/services/SocialIdentityProviders/weChatConfig
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Resource version: 1.0

create

Usage

am> create WeChatClient --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
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    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://open.weixin.qq.com/connect/qrconnect"
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "openid"
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
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    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "snsapi_login"
    },
    "refreshTokenEndpoint" : {
      "title" : "Refresh Token Endpoint",
      "description" : "The endpoint for obtaining a refresh token.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
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      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.wechat.com/sns/userinfo"
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.wechat.com/sns/oauth2/access_token"
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
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      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete WeChatClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WeChatClient --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action WeChatClient --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WeChatClient --realm Realm --actionName nextdescendents
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query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query WeChatClient --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read WeChatClient --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update WeChatClient --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 4005



{
  "type" : "object",
  "properties" : {
    "pkceMethod" : {
      "title" : "PKCE Method",
      "description" : "The PKCE transformation method to use when making requests to the authorization 
endpoint.",
      "propertyOrder" : 1100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectURI" : {
      "title" : "Redirect URL",
      "description" : "",
      "propertyOrder" : 700,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "useCustomTrustStore" : {
      "title" : "Use Custom TrustStore",
      "description" : "Indicates whether a custom TrustStore should be used to verify the server certificate 
of the OP's well known endpoint/JWKs URI in a TLS handshake.<p> If enabled a Secret id would be generated 
using the name of this client configuration.<p> For example, if the name of this client configuration is 
sampleOidcConfig,a secret id 'am.services.oidc.reliant.party.sampleOidcConfig.truststore' will be generated 
and available for mapping to an alias on the realm secret stores. The administrator has to make sure that a 
secret mapping is configured for this to work. If this flag is disabled, the verification of the server 
certificate is done using the default TrustStore",
      "propertyOrder" : 2900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "transform" : {
      "title" : "Transform Script",
      "description" : "A script that takes the raw profile object as input and outputs the normalized profile 
object.",
      "propertyOrder" : 10000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "privateKeyJwtExpTime" : {
      "title" : "Private Key JWT Expiration Time (seconds)",
      "description" : "The expiration time on or after which the private key JWT must not be accepted for 
processing.",
      "propertyOrder" : 2200,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "jwksUriEndpoint" : {
      "title" : "JWKS URI Endpoint",
      "description" : "The JWKS URL endpoint for the RP to use when encrypting or validating",
      "propertyOrder" : 1800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
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    "revocationCheckOptions" : {
      "title" : "Certificate Revocation Checking Options",
      "description" : "The option(s) that will be used by the TLS certificate revocation checking mechanism. 
<p> Including DISABLE_REVOCATION_CHECKING in the options will prevent any revocation checking. <p> If no 
options are selected the default behaviour is that it enables revocation checking with SOFT_FAIL. <p> If the 
certificate doesn't specify any OCSP/CRL endpoints, then the revocation checking will hard fail, even if the 
SOFT_FAIL option is enabled. An option in this case is for admins to disable revocation checking. <p> The 
revocation options follow the revocation checking mechanism as mentioned in https://docs.oracle.com/en/java/
javase/11/docs/api/java.base/java/security/cert/PKIXRevocationChecker.Option.html",
      "propertyOrder" : 2700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "scopeDelimiter" : {
      "title" : "Scope Delimiter",
      "description" : "The delimiter used by an auth server to separate scopes.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "enabled" : {
      "title" : "Enabled",
      "description" : "",
      "propertyOrder" : 1,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authorizationEndpoint" : {
      "title" : "Authentication Endpoint URL",
      "description" : "OAuth authentication endpoint URL <p> This is the URL endpoint for OAuth authentication 
provided by the OAuth Identity Provider.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://open.weixin.qq.com/connect/qrconnect"
    },
    "authenticationIdKey" : {
      "title" : "Auth ID Key",
      "description" : "Field used to identify a user by the social provider.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : "openid"
    },
    "uiConfig" : {
      "title" : "UI Config Properties",
      "description" : "Mapping of display properties to be defined and consumed by the UI.",
      "propertyOrder" : 9999,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
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    },
    "clientId" : {
      "title" : "Client ID",
      "description" : "OAuth client_id parameter<p> For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionMethod" : {
      "title" : "JWT Encryption Method",
      "description" : "The encryption method to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "scopes" : {
      "title" : "OAuth Scopes",
      "description" : "List of user profile properties<p>According to the OAuth 2.0 Authorization Framework 
that the client application requires. The list depends on the permissions that the resource owner grants to 
the client application. Some authorization servers use non-standard separators for scopes.",
      "propertyOrder" : 900,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "minItems" : 1,
      "type" : "array",
      "exampleValue" : "snsapi_login"
    },
    "refreshTokenEndpoint" : {
      "title" : "Refresh Token Endpoint",
      "description" : "The endpoint for obtaining a refresh token.",
      "propertyOrder" : 1200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtSigningAlgorithm" : {
      "title" : "JWT Signing Algorithm",
      "description" : "The signing algorithm to use when signing the client assertion and request object jwt 
sent to social provider.",
      "propertyOrder" : 1900,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "redirectAfterFormPostURI" : {
      "title" : "Redirect after form post URL",
      "description" : "Specify URL to redirect the form post parameters to.",
      "propertyOrder" : 710,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "clientSecret" : {
      "title" : "Client Secret",
      "description" : "OAuth client_secret parameter <p>For more information on the OAuth client_id parameter 
refer to the RFC 6749 (http://tools.ietf.org/html/rfc6749#section-2.3.1), section 2.3.1.",
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      "propertyOrder" : 300,
      "required" : false,
      "type" : "string",
      "format" : "password",
      "exampleValue" : ""
    },
    "userInfoEndpoint" : {
      "title" : "User Profile Service URL",
      "description" : "User profile information URL <p> This URL endpoint provides user profile information 
and is provided by the OAuth Identity Provider NB This URL should return JSON objects in response.",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.wechat.com/sns/userinfo"
    },
    "clientAuthenticationMethod" : {
      "title" : "Client Authentication Method",
      "description" : "Field used to define how the client would be identified by the social provider.",
      "propertyOrder" : 1000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "introspectEndpoint" : {
      "title" : "Token Introspection Endpoint URL",
      "description" : "OAuth Token Introspection endpoint URL This is the URL endpoint for access token 
validation using the OAuth Identity Provider.Refer to the RFC 7662 (http://tools.ietf.org/html/rfc7662).",
      "propertyOrder" : 650,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "jwtEncryptionAlgorithm" : {
      "title" : "JWT Encryption Algorithm",
      "description" : "The encryption algorithm to use when encrypting the client assertion and request object 
jwt sent to social provider.",
      "propertyOrder" : 2000,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "tokenEndpoint" : {
      "title" : "Access Token Endpoint URL",
      "description" : "OAuth access token endpoint URL This is the URL endpoint for access token retrieval 
provided by the OAuth Identity Provider.Refer to the RFC 6749 (http://tools.ietf.org/html/
rfc6749#section-3.2), section 3.2.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "string",
      "exampleValue" : "https://api.wechat.com/sns/oauth2/access_token"
    },
    "responseMode" : {
      "title" : "Response Mode",
      "description" : "Informs the Authorization Server of the mechanism to use for returning Authorization 
Response parameters.",
      "propertyOrder" : 2500,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "issuerComparisonCheckType" : {
      "title" : "Issuer comparison check",
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      "description" : "Controls whether the comparison of the expected issuer value in IdToken matches the 
actual value of the \"iss\" claim. EXACT performs a spec compliant exact string comparison. REGEX takes the 
expected issuer value as a regular expression and performs a regular expression evaluation to determine if the 
actual issuer value is a match. If using the REGEX comparison take care in what the regular expression will 
allow and the performance characteristics of the provided regex.",
      "propertyOrder" : 10001,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

WebAgentGroups

Realm Operations

Agent Groups handler that is responsible for managing agent groups

Resource path:

/realm-config/agents/groups/WebAgent

Resource version: 1.0

create

Usage

am> create WebAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "globalWebAgentConfig" : {
      "type" : "object",
      "title" : "Global",
      "propertyOrder" : 0,
      "properties" : {
        "jwtAuditWhitelist" : {
          "title" : "Agent Profile ID Allow List",
          "description" : "Specifies a comma-separated list of profile IDs that the agent will consider as 
valid values for the audience claim. This claim is represented in the JWT containing the end user's session. 
<br>Example: <br>agentprofile1,agentprofile2,.... <br>When several agents configured with different agent 
profiles protect the same application, set this property to a list of the agent profiles that are protecting 
the same application. <br>Property: com.forgerock.agents.jwt.aud.whitelist <br>Introduced in Web Agent 5.6.2",
          "propertyOrder" : 25520,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoOnlyMode" : {
          "title" : "SSO Only Mode",
          "description" : "Agent will just enforce authentication (SSO), but no authorization for policies. 
(property name: com.sun.identity.agents.config.sso.only)",
          "propertyOrder" : 26200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "agentConfigChangeNotificationsEnabled" : {
          "title" : "Enable Notifications of Agent Configuration Change",
          "description" : "Enable agent to receive notification messages (via websockets) from AM server for 
configuration changes.<br>Property: com.sun.identity.agents.config.change.notification.enable <br>Valid for 
Web Agent 5.0 onwards",
          "propertyOrder" : 25300,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "auditLogLocation" : {
          "title" : "Audit Log Location",
          "description" : "Specifies where audit messages should be logged. (property name: 
com.sun.identity.agents.config.log.disposition)",
          "propertyOrder" : 26800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "webSocketConnectionIntervalInMinutes" : {
          "title" : "WebSocket Connection Interval",
          "description" : "The time in minutes before WebSockets to AM are killed and reopened. This property 
helps ensure a balanced distribution of connections across the AM servers on the site. <br>Default: 
30<br>Type: Integer<br>Hot-swap: Yes<br> Property: org.forgerock.agents.balance.websocket.interval.minutes 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 25400,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "cdssoRootUrl" : {
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          "title" : "Agent Root URL for CDSSO",
          "description" : "The list of agent root URLs for CDSSO. The valid value is in the format protocol://
hostname:port/, where protocol represents the protocol used, such as http or https, hostname represents the 
host name of the system where the agent resides, and port represents the port number on which the agent is 
installed. The slash following the port number is required.<br> If your agent system also has virtual host 
names, add URLs with the virtual host names to this list as well. AM checks that goto URLs match one of the 
agent root URLs for CDSSO.<br>Property: sunIdentityServerDeviceKeyValue <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 26100,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "agentUriPrefix" : {
          "title" : "Agent Deployment URI Prefix",
          "description" : "(property name: com.sun.identity.agents.config.agenturi.prefix)",
          "propertyOrder" : 25800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "fqdnCheck" : {
          "title" : "FQDN Check",
          "description" : "Enables checking of fqdn default value and fqdn map values. (property name: 
com.sun.identity.agents.config.fqdn.check.enable)",
          "propertyOrder" : 27300,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accessDeniedUrl" : {
          "title" : "Resources Access Denied URL",
          "description" : "The URL of the customized access denied page. (property name: 
com.sun.identity.agents.config.access.denied.url)",
          "propertyOrder" : 26300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "fqdnMapping" : {
          "title" : "FQDN Virtual Host Map",
          "description" : "Maps virtual, invalid, or partial hostnames, and IP addresses to the FQDN to access 
protected resources. (property name: com.sun.identity.agents.config.fqdn.mapping) <br> Examples: <br>  To map 
the partial hostname myserver to myserver.mydomain.com: enter myserver in the Map Key field and 
myserver.mydomain.com in the Corresponding Map Value field. To map a virtual server rst.hostname.com that 
points to the actual server abc.hostname.com: enter valid1 in the Map Key field and rst.hostname.com in the 
Corresponding Map Value field.",
          "propertyOrder" : 27500,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "auditAccessType" : {
          "title" : "Audit Access Types",
          "description" : "Types of messages to log based on user URL access attempts. (property name: 
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com.sun.identity.agents.config.audit.accesstype)",
          "propertyOrder" : 26700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 25100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "disableJwtAudit" : {
          "title" : "Disable validation of the audience claim",
          "description" : "Specifies whether the agent should validate the audience claim matches the agent 
profile ID represented in the JWT containing the end user's session. <br>Possible values are: <br>  false = 
The agent validates audience claim. <br>  true = The agent does not validate audience claim.<br> (property: 
com.forgerock.agents.jwt.aud.disable)",
          "propertyOrder" : 25510,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "amLbCookieEnable" : {
          "title" : "AM Load Balancer Cookie Enabled",
          "description" : "When true, the Web Agent passes the amlbcookie to AM. Use this property to improve 
performance. AM Load balancer cookies can reduce the number of calls that different AM instances make to the 
Core Token Service (CTS). <br>Property: com.forgerock.agents.config.add.amlbcookie <br>Introduced in Web Agent 
5.8",
          "propertyOrder" : 26150,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "notificationsEnabled" : {
          "title" : "Enable Notifications",
          "description" : "The notifications help in maintaining agent's sso, policy and configuration caches. 
(property name: com.sun.identity.agents.config.notification.enable) <br>Requires Agent Restart",
          "propertyOrder" : 25600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "fqdnDefault" : {
          "title" : "FQDN Default",
          "description" : "Fully qualified hostname that the users should use in order to access resources. 
(property name: com.sun.identity.agents.config.fqdn.default)",
          "propertyOrder" : 27400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "configurationPollingInterval" : {
          "title" : "Configuration Reload Interval",
          "description" : "Interval in minutes to fetch agent configuration from AM. (property name: 
com.sun.identity.agents.config.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 25900,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
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        },
        "jwtName" : {
          "title" : "JWT Cookie Name",
          "description" : "The name used by the agent to set the OIDC JWT on the user's browser.<br>Property: 
org.forgerock.agents.jwt.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 25500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "resetIdleTime" : {
          "title" : "Reset Idle Timeout",
          "description" : "If the agent is configured in SSO-only mode, the session may unexpectedly expire in 
AM due to idle timeout before the user has finished accessing the application. <br>Set this property to true 
to refresh the timeout when the user performs an action. <br>When set to true, the agent makes an additional 
call to AM, this may cause a performance impact. Configure this property only if: <br>   The agent is 
configured in SSO-only mode. <br>   User's sessions are timing out in AM because they are unexpectedly 
reaching the maximum idle timeout value. <br>(property: com.forgerock.agents.call.session.refresh)",
          "propertyOrder" : 26250,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "agentDebugLevel" : {
          "title" : "Agent Debug Level",
          "description" : "Agent debug level. (property name: com.sun.identity.agents.config.debug.level)",
          "propertyOrder" : 26400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "ssoWebAgentConfig" : {
      "type" : "object",
      "title" : "SSO",
      "propertyOrder" : 2,
      "properties" : {
        "cdssoCookieDomain" : {
          "title" : "Cookies Domain List",
          "description" : "List of domains in which cookies have to be set in CDSSO. (property name: 
com.sun.identity.agents.config.cdsso.cookie.domain) <br> Example: <br> .example.com",
          "propertyOrder" : 29600,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "cookieName" : {
          "title" : "Cookie Name",
          "description" : "Name of the SSO Token cookie used between the AM server and the Agent. (property 
name: com.sun.identity.agents.config.cookie.name)<br>Requires Agent Restart",
          "propertyOrder" : 29100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "secureCookies" : {
          "title" : "Cookie Security",
          "description" : "Agent sends secure cookies if communication is secure. (property name: 
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com.sun.identity.agents.config.cookie.secure) <br>Requires Agent Restart",
          "propertyOrder" : 29200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sameSite" : {
          "title" : "SameSite Cookie Attribute",
          "description" : "If set, agent will add SameSite attribute to all cookies created by agent with 
value which is provided in this property. <br>Example: Strict, Lax, None (property: 
com.forgerock.agents.cdsso.cookie.samesite)",
          "propertyOrder" : 29260,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "cookieResetOnRedirect" : {
          "title" : "Session Cookie Reset on Authentication Redirect",
          "description" : "When set to true. the agent will not reset the session cookie on an authentication 
redirect if there is a policy advice present.By default, the agent resets the session cookie in all configured 
domains on every authentication redirect when a policy advice is present. (property: 
org.forgerock.agents.config.cdsso.advice.cleanup.disable)",
          "propertyOrder" : 29400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "multivaluePreAuthnCookie" : {
          "title" : "Multivalue for Pre-Authn Cookie",
          "description" : "With this set, the agent will use a legacy mode to create cookies that are used to 
track unauthenticated requests that have been redirected to login. This mode should only be used for backward 
compatibility, where the pre-5.7 way of tracking redirected requests is required, perhaps because the cookie 
names are referenced in proxy configuration. This property need not be set in any other situation. (property: 
org.forgerock.openam.agents.config.multivalue.pre.authn.cookies)",
          "propertyOrder" : 29280,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "httpOnly" : {
          "title" : "HTTP Only Mode",
          "description" : "Agents with this property set to true mark cookies as HTTPOnly to prevent scripts 
and third-party programs from accessing the cookies. (property: com.sun.identity.cookie.httponly)",
          "propertyOrder" : 29250,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "persistentJwtCookie" : {
          "title" : "Persistent JWT Cookie",
          "description" : "Enable persistence for JWT cookie. If true JWT cookie will not be set as Session 
Cookie. (property: org.forgerock.agents.config.cdsso.persistent.cookie.enable)",
          "propertyOrder" : 29270,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "cdssoRedirectUri" : {
          "title" : "Authentication Redirect URI",
          "description" : "An intermediate URI that is used by the Agent for processing CDSSO requests. 
<br>Property: org.forgerock.agents.authn.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 29300,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "cookieResetList" : {
          "title" : "Cookies Reset Name List",
          "description" : "List of cookies in the format: name[=value][;Domain=value]. (property name: 
com.sun.identity.agents.config.cookie.reset) <br> Examples: <br> Cookie1 <br> 
Cookie2=value;Domain=subdomain.domain.com",
          "propertyOrder" : 29800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "cookieResetEnabled" : {
          "title" : "Cookie Reset",
          "description" : "Agent resets cookies in the response before redirecting to authentication. 
(property name: com.sun.identity.agents.config.cookie.reset.enable)",
          "propertyOrder" : 29700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "acceptSsoToken" : {
          "title" : "Accept SSO Token",
          "description" : "Specifies whether the agent should accept SSO tokens as session cookies alongside 
with ID tokens. Possible values: <br>- false. The agent does not accept SSO Tokens <br>- true. The agent 
accepts both SSO tokens and ID tokens as session tokens during the login flow, and afterwards. SSO tokens are 
not converted to ID tokens <br>Set this property to \"true\" only for specific migration cases (see 
documentation for more info) <br>(property: com.forgerock.agents.accept.sso.token) (Agent 5.7+ only)",
          "propertyOrder" : 29850,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "advancedWebAgentConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 5,
      "properties" : {
        "postDataPreservation" : {
          "title" : "POST Data Preservation",
          "description" : "Enables POST data preservation. (property name: 
com.sun.identity.agents.config.postdata.preserve.enable) <br> Note that this feature is not supported in all 
the web agents. Please refer individual agents documentation for more details.",
          "propertyOrder" : 33500,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "replayPasswordKey" : {
          "title" : "Replay Password Key",
          "description" : "DES key for decrypting the basic authentication password in the session. (property 
name: com.sun.identity.agents.config.replaypasswd.key)",
          "propertyOrder" : 33900,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by agent. (property name: com.sun.identity.agents.config.freeformproperties)  <br> Examples: <br> 
customproperty=custom-value1 <br> customlist[0]=customlist-value-0 <br> customlist[1]=customlist-value-1 <br> 
custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-value-2",
          "propertyOrder" : 35100,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "retainSessionCache" : {
          "title" : "Retain Session Cache After Configuration Change",
          "description" : "Use this property to manage how the session cache is used after a change to the 
agent configuration: <br> False: Purge the session cache, and re-read the user session data. <br> True: Do not 
purge the session cache, and do not re-read the user session data. <br><br>Use this value to prevent the agent 
from flooding AM instances with requests, when the agent configuration changes regularly, and the changes do 
not affect the agent authorisation decisions. <br><br>Property: 
com.forgerock.agents.session.cache.eventually.consistent <br>Introduced in Web Agent 5.9.0",
          "propertyOrder" : 34700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "pdpJavascriptRepost" : {
          "title" : "Submit POST Data using JavaScript",
          "description" : "When set to true, preserved POST data will be resubmitted to the destination server 
after authentication by using JavaScript. (property: org.forgerock.agents.pdp.javascript.repost)",
          "propertyOrder" : 33730,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "postDataCachePeriod" : {
          "title" : "POST Data Entries Cache Period",
          "description" : "POST cache entry lifetime in minutes. (property name: 
com.sun.identity.agents.config.postcache.entry.lifetime)",
          "propertyOrder" : 33600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "pdpStickySessionCookieName" : {
          "title" : "POST Data Sticky Load Balancing Cookie Name",
          "description" : "Specifies the name of a cookie to use for enabling sticky load balancing when the 
\"POST Data Sticky Load Balancing Mode\" property is set to COOKIE. Set the cookie name to the same value 
configured in the \"POST Data Sticky Load Balancing Value\" property. (property: 
com.sun.identity.agents.config.postdata.preserve.lbcookie)",
          "propertyOrder" : 33720,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "pdpStickySessionValue" : {
          "title" : "POST Data Sticky Load Balancing Value",
          "description" : "Specifies a key-value pair separated by the = character that the web agent creates 
when evaluating the \"POST Data Sticky Load Balancing Mode\". For example, a setting of lb=myserver either 
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sets an lb cookie with myserver value, or adds lb=myserver to the URL query string. When configuring POST data 
preservation with cookies, set the cookie name in the cookie pair to the same value configured in the \"POST 
Data Sticky Load Balancing Cookie Name\". (property: 
com.sun.identity.agents.config.postdata.preserve.stickysession.value)",
          "propertyOrder" : 33710,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "overrideRequestHost" : {
          "title" : "Override Request URL Host",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the host with the value from the property com.sun.identity.agents.config.agenturi.prefix. 
(property name: com.sun.identity.agents.config.override.host)",
          "propertyOrder" : 33200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "apacheAuthDirectives" : {
          "title" : "Use Built-in Apache HTTPD Authentication Directives",
          "description" : "A regular expression pattern to specify which not-enforced URLs can use built-in 
Apache authentication directives, such as AuthName, FilesMatch, and Require, for basic authentication. 
<br>Requests with not-enforced URLs that match the expression can use built-in Apache authentication 
directives. <br><br>Property: com.forgerock.agents.no.remoteuser.module.compatibility <br>Introduced in Web 
Agent 5.9.0",
          "propertyOrder" : 34600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "hostnameToIpAddress" : {
          "title" : "Hostname to IP Address Map",
          "description" : "Map of a hostname to an IP address. The mapped hostname is automatically resolved 
to the IP address. <br>Format: Hostname|IP <br>Example: am.example.com|10.199.0.2 <br><br>Property: 
com.forgerock.agents.config.hostmap <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32950,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "clientHostnameHeader" : {
          "title" : "Client Hostname Header",
          "description" : "HTTP header name that holds the Hostname of the client. <br>Property: 
org.forgerock.agents.http.header.containing.remote.hostname <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "overrideRequestProtocol" : {
          "title" : "Override Request URL Protocol",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the protocol with the value from the property 
com.sun.identity.agents.config.agenturi.prefix. (property name: 
com.sun.identity.agents.config.override.protocol)",
          "propertyOrder" : 33100,
          "required" : false,
          "type" : "boolean",
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          "exampleValue" : ""
        },
        "showPasswordInHeader" : {
          "title" : "Show Password in HTTP Header",
          "description" : "Set to true if encrypted password should be set in HTTP header AUTH_PASSWORD. 
(property name: com.sun.identity.agents.config.iis.password.header)",
          "propertyOrder" : 34400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "pdpSkipPostUrl" : {
          "title" : "URLs Ignored by the Agent POST Data Inspector",
          "description" : "Specifies a list of URLs that will not be processed by the web agent POST data 
inspector. This allows other modules on the same server to access the POST data directly. <br>The following 
example uses wildcards to add a file named postreader.jsp in the root of any protected website to the list of 
URLs that will not have their POST data inspected: <br>http*://*:*/postreader.jsp <br>Any URLs added to this 
property should also be added to the Not-Enforced URLs <br> (property: 
org.forgerock.agents.config.skip.post.url)",
          "propertyOrder" : 33740,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "overrideRequestPort" : {
          "title" : "Override Request URL Port",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the port with the value from the property com.sun.identity.agents.config.agenturi.prefix. 
(property name: com.sun.identity.agents.config.override.port)",
          "propertyOrder" : 33300,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "pdpStickySessionMode" : {
          "title" : "POST Data Sticky Load Balancing Mode",
          "description" : "Specifies whether to create a cookie, or to append a query string to the URL to 
assist with sticky load balancing. Possible values are: <br>COOKIE. The web agent creates a cookie with the 
value specified in the com.sun.identity.agents.config.postdata.preserve.stickysession.value property. <br>URL. 
The web agent appends the value specified in the 
com.sun.identity.agents.config.postdata.preserve.stickysession.value to the URL query string. <br> (property: 
com.sun.identity.agents.config.postdata.preserve.stickysession.mode)",
          "propertyOrder" : 33700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "fragmentRedirectEnabled" : {
          "title" : "Fragment Redirect Enabled",
          "description" : "Enable to save the browser's URL fragment during authentication. <br>(property: 
org.forgerock.agents.config.fragment.redirect.enable) (Agent 5.7+ only)",
          "propertyOrder" : 33400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "logonAndImpersonation" : {
          "title" : "Logon and Impersonation",
          "description" : "Set to true if agent should do Windows Logon and User Impersonation. (property 
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name: com.sun.identity.agents.config.iis.logonuser)",
          "propertyOrder" : 34500,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientIpHeader" : {
          "title" : "Client IP Address Header",
          "description" : "HTTP header name that holds the IP address of the client. <br>Property: 
org.forgerock.agents.http.header.containing.ip.address <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "amServicesWebAgent" : {
      "type" : "object",
      "title" : "AM Services",
      "propertyOrder" : 3,
      "properties" : {
        "policyClockSkew" : {
          "title" : "Policy Clock Skew",
          "description" : "Time in seconds used adjust time difference between Agent machine and AM. Clock 
skew in seconds = AgentTime - AMServerTime. (property name: com.sun.identity.agents.config.policy.clock.skew) 
<br>Requires Agent Restart",
          "propertyOrder" : 31200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "conditionalLoginUrl" : {
          "title" : "AM Conditional Login URL",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a specified domain name, the web agent redirects the request to a specific URL. That 
specific URL can be an AM instance, site, or a different website. <br>Example: <br>  example.com|https://
am.example.com/am/oauth2/authorize <br>  myapp.domain.com|https://am2.example.com/am/oauth2/authorize?
realm=sales <br><br>Property: com.forgerock.agents.conditional.login.url",
          "propertyOrder" : 30000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "logoutRedirectDisabled" : {
          "title" : "Disabled Logout Redirection",
          "description" : "When disabled, instead of redirecting the user-agent, the web agent performs 
session logout in the background and then continues processing access to the current URL. (property: 
com.forgerock.agents.config.logout.redirect.disable)",
          "propertyOrder" : 30510,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "fetchPoliciesFromRootResource" : {
          "title" : "Fetch Policies from Root Resource",
          "description" : "Agent caches policy decision of the resource and all resources from the root of the 
resource down. (property name: com.sun.identity.agents.config.fetch.from.root.resource) <br>Requires Agent 
Restart",
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          "propertyOrder" : 31000,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "policyEvaluationApplication" : {
          "title" : "Policy Set",
          "description" : "Which application contains the policies to evaluate with. (property name: 
org.forgerock.openam.agents.config.policy.evaluation.application)",
          "propertyOrder" : 31400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "retrieveClientHostname" : {
          "title" : "Retrieve Client Hostname",
          "description" : "Gets the client's hostname through DNS reverse lookup for use in policy evaluation. 
(property name: com.sun.identity.agents.config.get.client.host.name)",
          "propertyOrder" : 31100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "applicationLogoutUrls" : {
          "title" : "Logout URL List",
          "description" : "List of application logout URLs. User gets logged out from AM session when these 
urls accessed. (property name: com.sun.identity.agents.config.agent.logout.url). If this property is used, 
user should specify a value for the below Logout Redirect URL property. <br> Example: <br> http://
myagent.mydomain.com/logout.html",
          "propertyOrder" : 30300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "customLoginMode" : {
          "title" : "Custom Login Mode",
          "description" : "Specifies whether the agent should use the default or the custom login mode when 
redirecting unauthenticated users.<br>Possible values are: <br>0. Disabled. Default login redirection mode 
enabled <br>  1. Custom login mode enabled based on converts the SSO token into an ID token <br>  2. Legacy 
Custom login mode. Can be used in specific migration cases from agent 4 <br>(property: 
org.forgerock.openam.agents.config.allow.custom.login)",
          "propertyOrder" : 29890,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "enableLogoutRegex" : {
          "title" : "Enable Regex for Logout URL List",
          "description" : "This property allows regular expressions in \"Logout URL List\" (property: 
org.forgerock.agents.config.logout.regex.enable)",
          "propertyOrder" : 30530,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "amLogoutUrl" : {
          "title" : "AM Logout URL",
          "description" : "AM logout page URL. (property name: com.sun.identity.agents.config.logout.url)  
<br> Example: <br> http://host:port/am/UI/Logout",
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          "propertyOrder" : 30200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "policyCachePollingInterval" : {
          "title" : "Policy Cache Polling Period",
          "description" : "Polling interval in minutes to refresh agent's policy cache. (property name: 
com.sun.identity.agents.config.policy.cache.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 30600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "publicAmUrl" : {
          "title" : "Public AM URL",
          "description" : "Overrides the agent's behavior of finding a suitable AM server and specifies the 
public URL of the AM to redirect to. <br> Use this property if: <br>  - Your environment uses custom login 
pages (OIDC-compliant and non-OIDC-compliant flows). <br>  - Your environment's custom login pages are in a 
network that can only access AM using a proxy, a firewall, or any other technology that remaps the AM URL to 
one accessible by the custom login pages. <br>  -End-users cannot log in due to their cookies being set in the 
wrong domains. <br>(property: com.forgerock.agents.public.am.url) ",
          "propertyOrder" : 29950,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "amLoginUrl" : {
          "title" : "AM Login URL",
          "description" : "AM login page URL. (property name: com.sun.identity.agents.config.login.url)  <br> 
Example: <br> http://host:port/am/UI/Login",
          "propertyOrder" : 29900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "regexConditionalLoginUrl" : {
          "title" : "Regular Expression Conditional Login URL",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a regular expression, the web agent redirects the request to a specific URL. That specific 
URL can be an AM instance, site, or a different website. Specifies the redirection URL and its parameters. 
This property needs to configure \"Regular Expression Conditional Login Pattern\" <br>Example: <br>  
org.forgerock.agents.config.conditional.login.pattern[0] = .*shop <br>  
org.forgerock.agents.config.conditional.login.url[0] = http://am.example.com/am/oauth2/authorize?realm=sales 
<br><br>Property: org.forgerock.agents.config.conditional.login.url",
          "propertyOrder" : 30100,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "logoutRedirectUrl" : {
          "title" : "Logout Redirect URL",
          "description" : "User gets redirected to this url after logout. (property name: 
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com.sun.identity.agents.config.logout.redirect.url). This property should be specified along with the above 
Logout URL List.",
          "propertyOrder" : 30500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoCachePollingInterval" : {
          "title" : "SSO Cache Polling Period",
          "description" : "Polling interval in minutes to refresh agent's sso cache. (property name: 
com.sun.identity.agents.config.sso.cache.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 30700,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "logoutUrlRegex" : {
          "title" : "Logout URL Regular Expression",
          "description" : "Perl-compatible regular expression that matches logout URLs. For example, to match 
URLs with protectedA or protectedB in the path and op=logout in the query string, use the following setting: 
<br>*(/protectedA\\?|/protectedB\\?/).*(\\&op=logout\\&)(.*|$)  <br>When you use this property, the agent 
ignores the settings for Logout URL List. (property: com.forgerock.agents.agent.logout.url.regex)",
          "propertyOrder" : 30540,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userIdParameter" : {
          "title" : "User ID Parameter",
          "description" : "Agent sets value of User Id to REMOTE_USER server variable. (property name: 
com.sun.identity.agents.config.userid.param)",
          "propertyOrder" : 30800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "invalidateLogoutSession" : {
          "title" : "Invalidate Logout Session",
          "description" : "Specifies whether the agent must invalidate the user session in AM when redirecting 
to the logout URL specified either by the Logout URL list (com.sun.identity.agents.config.agent.logout.url) or 
the AM logout URL (com.sun.identity.agents.config.logout.url) properties. (property: 
org.forgerock.agents.config.logout.session.invalidate)",
          "propertyOrder" : 30520,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "regexConditionalLoginPattern" : {
          "title" : "Regular Expression Conditional Login Pattern",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a regular expression, the web agent redirects the request to a specific URL. That specific 
URL can be an AM instance, site, or a different website. Specifies the regular expression that the domain name 
must match. This property needs to configure \"Regular Expression Conditional Login URL\" <br>Example: <br>  
org.forgerock.agents.config.conditional.login.pattern[0] = .*shop <br>  
org.forgerock.agents.config.conditional.login.url[0] = http://am.example.com/am/oauth2/authorize?realm=sales 
<br><br>Property: org.forgerock.agents.config.conditional.login.pattern",
          "propertyOrder" : 30050,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "policyEvaluationRealm" : {
          "title" : "Policy Evaluation Realm",
          "description" : "Which realm to start evaluating from. (property name: 
org.forgerock.openam.agents.config.policy.evaluation.realm)",
          "propertyOrder" : 31300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "logoutResetCookies" : {
          "title" : "Logout Cookies List for Reset",
          "description" : "Any cookies to be reset upon logout in the same format as cookie reset list. 
(property name: com.sun.identity.agents.config.logout.cookie.reset) <br> Cookie1 <br> 
Cookie2=value;Domain=subdomain.domain.com",
          "propertyOrder" : 30400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userIdParameterType" : {
          "title" : "User ID Parameter Type",
          "description" : "User ID can be fetched from either SESSION and LDAP attributes. (property name: 
com.sun.identity.agents.config.userid.param.type)",
          "propertyOrder" : 30900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "applicationWebAgentConfig" : {
      "type" : "object",
      "title" : "Application",
      "propertyOrder" : 1,
      "properties" : {
        "responseAttributeFetchMode" : {
          "title" : "Response Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.response.attribute.fetch.mode)",
          "propertyOrder" : 28400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "continuousSecurityCookies" : {
          "title" : "Continuous Security Cookie Map",
          "description" : "The name of the cookies to be sent as part of the payload during policy evaluation, 
which can be accessed via the 'environment' variable in a policy script. The 'key' is the name of the cookie 
to be sent, and the 'value' is the name which it will appear as in the policy evaluation script. It is 
possible to map multiple cookies to the same name (they will simply appear as an array in the evaluation 
script). If the cookie doesn't exist, then the empty string will be sent. <br>Property: 
org.forgerock.agents.continuous.security.cookies.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 28900,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
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          },
          "type" : "object",
          "exampleValue" : ""
        },
        "clientIpValidation" : {
          "title" : "Client IP Validation",
          "description" : "This validates if the subsequent browser requests come from the same ip address 
that the SSO token is initially issued against. (property name: 
com.sun.identity.agents.config.client.ip.validation.enable)",
          "propertyOrder" : 28100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "responseAttributeMap" : {
          "title" : "Response Attribute Map",
          "description" : "Maps the policy response attributes to be populated under specific names for the 
currently authenticated user. (property name: com.sun.identity.agents.config.response.attribute.mapping)  <br> 
Example: <br> To populate the value of response attribute uid under name CUSTOM-USER-NAME: enter uid in Map 
Key field, and enter CUSTOM-USER-NAME in Corresponding Map Value field.",
          "propertyOrder" : 28500,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "continuousSecurityHeaders" : {
          "title" : "Continuous Security Header Map",
          "description" : "The name of the headers in the user's original request, that will be sent as part 
of the payload during policy evaluation, which can then be accessed via the 'environment' variable in a policy 
script. The 'key' is the name of the header to be sent, and the 'value' is the name which it will appear as in 
the policy evaluation script.It is possible to map multiple headers to the same name (they will simply appear 
as an array in the evaluation script). If the header doesn't exist, then the empty string will be sent. 
<br>Property: org.forgerock.agents.continuous.security.headers.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 29000,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "ignorePathInfoForNotEnforcedUrls" : {
          "title" : "Ignore Path Info for Not Enforced URLs",
          "description" : "Indicate whether the path info and query should be stripped from the request URL 
before being compared with the URLs of the not enforced list when those URLs have a wildcard '*' character.  
(property name: com.sun.identity.agents.config.ignore.path.info.for.not.enforced.list)  ",
          "propertyOrder" : 27600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "profileAttributeMap" : {
          "title" : "Profile Attribute Map",
          "description" : "Maps the profile attributes to be populated under specific names for the currently 
authenticated user. (property name: com.sun.identity.agents.config.profile.attribute.mapping)  <br> Example: 
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<br> To populate the value of profile attribute cn under name CUSTOM-Common-Name: enter cn in Map Key field, 
and enter CUSTOM-Common-Name in Corresponding Map Value field. <br> To populate the value of profile attribute 
mail under name CUSTOM-Email: enter mail in Map Key field, and enter CUSTOM-Email in Corresponding Map Value 
field.",
          "propertyOrder" : 28300,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "fetchAttributesForNotEnforcedUrls" : {
          "title" : "Fetch Attributes for Not Enforced URLs",
          "description" : "Agent fetches profile attributes for not enforced urls by doing policy evaluation. 
(property name: com.sun.identity.agents.config.notenforced.url.attributes.enable)",
          "propertyOrder" : 27900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "notEnforcedIpsList" : {
          "title" : "Not-Enforced URL from IP Processing List",
          "description" : "Specifies a list of client IP addresses that do not require authentication when 
requesting the indicated URLs. <br>The supported format requires a list of IP addresses separated by spaces, 
the horizontal bar (|) character, and a list of URLs separated by spaces. <br>For example: <br>  10.1.2.1 
192.168.0.2|/public/* <br>In the preceding example, the IP addresses 10.1.2.1 and  192.168.0.2 can access any 
resource inside /public without authenticating. (property: org.forgerock.agents.config.notenforced.ipurl)",
          "propertyOrder" : 28050,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "notEnforcedUrls" : {
          "title" : "Not Enforced URLs",
          "description" : "List of urls for which no authentication required. (property name: 
com.sun.identity.agents.config.notenforced.url) <br> Example: <br> http://myagent.mydomain.com/*.gif",
          "propertyOrder" : 27700,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sessionAttributeFetchMode" : {
          "title" : "Session Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.session.attribute.fetch.mode)",
          "propertyOrder" : 28600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "profileAttributeFetchMode" : {
          "title" : "Profile Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.profile.attribute.fetch.mode)",
          "propertyOrder" : 28200,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "notEnforcedIpsRegex" : {
          "title" : "Regular Expressions for Not-Enforced IPs",
          "description" : "Enable use of Perl-compatible regular expressions in Not-Enforced URL from IP 
settings. (property: org.forgerock.agents.config.notenforced.ext.regex.enable)",
          "propertyOrder" : 28150,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sessionAttributeMap" : {
          "title" : "Session Attribute Map",
          "description" : "Maps the session attributes to be populated under specific names for the currently 
authenticated user. (property name: com.sun.identity.agents.config.session.attribute.mapping)   <br> Example: 
<br>  To populate the value of session attribute UserToken under name CUSTOM-userid: enter UserToken in Map 
Key field, and enter CUSTOM-userid in Corresponding Map Value field.",
          "propertyOrder" : 28700,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "attributeMultiValueSeparator" : {
          "title" : "Attribute Multi Value Separator",
          "description" : "Specifies separator for multiple values. Applies to all types of attributes i.e. 
profile, session and response attributes. (property name: 
com.sun.identity.agents.config.attribute.multi.value.separator)",
          "propertyOrder" : 28800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "invertNotEnforcedUrls" : {
          "title" : "Invert Not Enforced URLs",
          "description" : "Only not enforced list of urls will be enforced. (property name: 
com.sun.identity.agents.config.notenforced.url.invert)",
          "propertyOrder" : 27800,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "notEnforcedIps" : {
          "title" : "Not Enforced Client IP List",
          "description" : "No authentication and authorization are required for the requests coming from these 
client IP addresses. (property name: com.sun.identity.agents.config.notenforced.ip) <br> Examples: <br> 
192.18.145.* <br> 192.18.146.123",
          "propertyOrder" : 28000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "notEnforcedUrlsRegex" : {
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          "title" : "Regular Expressions for Not-Enforced URLs",
          "description" : "When true, enables use of Perl-compatible regular expressions in Not-enforced URL 
settings. (property: com.forgerock.agents.notenforced.url.regex.enable)",
          "propertyOrder" : 27850,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "miscWebAgentConfig" : {
      "type" : "object",
      "title" : "Miscellaneous",
      "propertyOrder" : 4,
      "properties" : {
        "gotoParameterName" : {
          "title" : "Goto Parameter Name",
          "description" : "This is the name of the HTTP query \"goto\" parameter. It is not recommended to 
change it.<br>Property: com.sun.identity.agents.config.redirect.param <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 32600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "caseInsensitiveUrlComparison" : {
          "title" : "URL Comparison Case Sensitivity Check",
          "description" : "Enforces case insensitivity in both policy and not enforced url evaluation. 
(property name: com.sun.identity.agents.config.url.comparison.case.ignore)",
          "propertyOrder" : 32000,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "urlJsonResponse" : {
          "title" : "URLs to Receive JSON-Formatted Responses",
          "description" : "Returning the responses in JSON format is useful for non-browser-based, or AJAX 
applications, that may not want to redirect users to the AM user interface for authentication. <br>Example: 
org.forgerock.agents.config.json.url[0]=http*://*.example.com:*/api/* 
<br>org.forgerock.agents.config.json.response.code=202 <br>(property: org.forgerock.agents.config.json.url)",
          "propertyOrder" : 32730,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "encodeSpecialCharsInCookies" : {
          "title" : "Encode special chars in Cookies",
          "description" : "Encode special chars in cookie by URL encoding. Useful when profile, session and 
response attributes contain special chars and attributes fetch mode is set to HTTP_COOKIE. (property name: 
com.sun.identity.agents.config.encode.cookie.special.chars.enable)  ",
          "propertyOrder" : 31700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "compositeAdviceEncode" : {
          "title" : "Composite Advice Encode",
          "description" : "This property is used to specify whether AM composite advices should be based64url 
encoded before sending to custom login endpoints. (property: com.forgerock.agents.advice.b64.url.encode)",
          "propertyOrder" : 32300,
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          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invertUrlJsonResponse" : {
          "title" : "Invert Properties That Receive JSON-Formatted Responses",
          "description" : "Set to true to invert the meaning of both the org.forgerock.agents.config.json.url 
and org.forgerock.agents.config.json.header properties. When inverted the specified values in those two 
properties will not trigger JSON-formatted responses. Any non-specified value will trigger JSON-formatted 
responses, instead. (property: org.forgerock.agents.config.json.url.invert)",
          "propertyOrder" : 32750,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "anonymousUserEnabled" : {
          "title" : "Anonymous User",
          "description" : "Enable/Disable REMOTE_USER processing for anonymous users. (property name: 
com.sun.identity.agents.config.anonymous.user.enable)",
          "propertyOrder" : 31600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "headerJsonResponse" : {
          "title" : "Headers and Values to Receive JSON-Formatted Responses",
          "description" : "Specify HTTP headers and associated values that trigger JSON-formatted errors to be 
returned. <br>Example: <br>org.forgerock.agents.config.json.header[enableJsonResponse]=true 
<br>org.forgerock.agents.config.json.response.code=202 <br>(property: 
org.forgerock.agents.config.json.header[Header]=Value)",
          "propertyOrder" : 32740,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "profileAttributesCookieMaxAge" : {
          "title" : "Profile Attributes Cookie Maxage",
          "description" : "Maxage of attributes cookie headers. (property name: 
com.sun.identity.agents.config.profile.attribute.cookie.maxage)",
          "propertyOrder" : 31900,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "compositeAdviceRedirect" : {
          "title" : "Composite Advice Handling",
          "description" : "When set to true, the agent sends composite advice in the query (GET request) 
instead of sending it through a POST request. (property: com.sun.am.use_redirect_for_advice)",
          "propertyOrder" : 32200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ignorePathInfo" : {
          "title" : "Ignore Path Info in Request URL",
          "description" : "The path info will be stripped from the request URL while doing Not Enforced List 
check and url policy evaluation if the value is set to true. <br>Property: 

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 4029



com.sun.identity.agents.config.ignore.path.info <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invalidUrlRegex" : {
          "title" : "Invalid URL Regular Expression",
          "description" : "Specifies a Perl-compatible regular expression to parse valid request URLs. The web 
agent rejects requests to invalid URLs with HTTP 403 Forbidden status without further processing. <br>Example, 
to filter out URLs containing a list of characters and words such as ./ /. / . %00-%1f, %7f-%ff, %25, %2B, 
%2C, %7E, .info, configure the following regular expression: <br>^(\\?!.\\/|\\/.|.|.info|%2B|%00-%1f|%7f-%ff|
%25|%2C|%7E).*$ <br>(property: com.forgerock.agents.agent.invalid.url.regex)",
          "propertyOrder" : 32500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "statusCodeJsonResponse" : {
          "title" : "HTTP Return Code for JSON-Formatted Responses",
          "description" : "Specifies an HTTP response code to return when a JSON-formatted error is triggered. 
(property: org.forgerock.agents.config.json.response.code)",
          "propertyOrder" : 32760,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "encodeUrlSpecialCharacters" : {
          "title" : "Encode URL's Special Characters",
          "description" : "Encodes the url which has special characters before doing policy evaluation. 
(property name: com.sun.identity.agents.config.encode.url.special.chars.enable)",
          "propertyOrder" : 32100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mineEncodeHeader" : {
          "title" : "MIME-Encode HTTP Header Values",
          "description" : "Specifies whether the agent must MIME-encode HTTP header values, and when to do it. 
Possible values are: <br>  0. The agent MIME-encodes the value of HTTP headers if said value is a multi-byte 
Unicode string. <br>  1. The agent MIME-encodes the value of every HTTP header. <br>  2. The agent does not 
MIME-encode the value of any HTTP header. <br> (property: com.forgerock.agents.header.mime.encode)",
          "propertyOrder" : 32720,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "addCacheControlHeader" : {
          "title" : "Add Cache-Control Headers",
          "description" : "Set this property to true to enable use of Cache-Control headers that prevent 
proxies from caching resources accessed by unauthenticated users. (property: 
com.forgerock.agents.cache_control_header.enable)",
          "propertyOrder" : 32710,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "anonymousUserId" : {
          "title" : "Anonymous User Default Value",
          "description" : "User id of unauthenticated users. (property name: 
com.sun.identity.agents.config.anonymous.user.id)",
          "propertyOrder" : 32700,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "profileAttributesCookiePrefix" : {
          "title" : "Profile Attributes Cookie Prefix",
          "description" : "Sets cookie prefix in the attributes headers. (property name: 
com.sun.identity.agents.config.profile.attribute.cookie.prefix)",
          "propertyOrder" : 31800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

delete

Usage

am> delete WebAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WebAgentGroups --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action WebAgentGroups --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage
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am> action WebAgentGroups --realm Realm --actionName nextdescendents

query

Querying the agent groups of a specific type

Usage

am> query WebAgentGroups --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read WebAgentGroups --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update WebAgentGroups --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "globalWebAgentConfig" : {
      "type" : "object",
      "title" : "Global",
      "propertyOrder" : 0,
      "properties" : {
        "jwtAuditWhitelist" : {
          "title" : "Agent Profile ID Allow List",
          "description" : "Specifies a comma-separated list of profile IDs that the agent will consider as 
valid values for the audience claim. This claim is represented in the JWT containing the end user's session. 
<br>Example: <br>agentprofile1,agentprofile2,.... <br>When several agents configured with different agent 
profiles protect the same application, set this property to a list of the agent profiles that are protecting 
the same application. <br>Property: com.forgerock.agents.jwt.aud.whitelist <br>Introduced in Web Agent 5.6.2",
          "propertyOrder" : 25520,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoOnlyMode" : {
          "title" : "SSO Only Mode",
          "description" : "Agent will just enforce authentication (SSO), but no authorization for policies. 
(property name: com.sun.identity.agents.config.sso.only)",
          "propertyOrder" : 26200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "agentConfigChangeNotificationsEnabled" : {
          "title" : "Enable Notifications of Agent Configuration Change",
          "description" : "Enable agent to receive notification messages (via websockets) from AM server for 
configuration changes.<br>Property: com.sun.identity.agents.config.change.notification.enable <br>Valid for 
Web Agent 5.0 onwards",
          "propertyOrder" : 25300,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "auditLogLocation" : {
          "title" : "Audit Log Location",
          "description" : "Specifies where audit messages should be logged. (property name: 
com.sun.identity.agents.config.log.disposition)",
          "propertyOrder" : 26800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "webSocketConnectionIntervalInMinutes" : {
          "title" : "WebSocket Connection Interval",
          "description" : "The time in minutes before WebSockets to AM are killed and reopened. This property 
helps ensure a balanced distribution of connections across the AM servers on the site. <br>Default: 
30<br>Type: Integer<br>Hot-swap: Yes<br> Property: org.forgerock.agents.balance.websocket.interval.minutes 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 25400,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "cdssoRootUrl" : {
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          "title" : "Agent Root URL for CDSSO",
          "description" : "The list of agent root URLs for CDSSO. The valid value is in the format protocol://
hostname:port/, where protocol represents the protocol used, such as http or https, hostname represents the 
host name of the system where the agent resides, and port represents the port number on which the agent is 
installed. The slash following the port number is required.<br> If your agent system also has virtual host 
names, add URLs with the virtual host names to this list as well. AM checks that goto URLs match one of the 
agent root URLs for CDSSO.<br>Property: sunIdentityServerDeviceKeyValue <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 26100,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "agentUriPrefix" : {
          "title" : "Agent Deployment URI Prefix",
          "description" : "(property name: com.sun.identity.agents.config.agenturi.prefix)",
          "propertyOrder" : 25800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "fqdnCheck" : {
          "title" : "FQDN Check",
          "description" : "Enables checking of fqdn default value and fqdn map values. (property name: 
com.sun.identity.agents.config.fqdn.check.enable)",
          "propertyOrder" : 27300,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "accessDeniedUrl" : {
          "title" : "Resources Access Denied URL",
          "description" : "The URL of the customized access denied page. (property name: 
com.sun.identity.agents.config.access.denied.url)",
          "propertyOrder" : 26300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "fqdnMapping" : {
          "title" : "FQDN Virtual Host Map",
          "description" : "Maps virtual, invalid, or partial hostnames, and IP addresses to the FQDN to access 
protected resources. (property name: com.sun.identity.agents.config.fqdn.mapping) <br> Examples: <br>  To map 
the partial hostname myserver to myserver.mydomain.com: enter myserver in the Map Key field and 
myserver.mydomain.com in the Corresponding Map Value field. To map a virtual server rst.hostname.com that 
points to the actual server abc.hostname.com: enter valid1 in the Map Key field and rst.hostname.com in the 
Corresponding Map Value field.",
          "propertyOrder" : 27500,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "auditAccessType" : {
          "title" : "Audit Access Types",
          "description" : "Types of messages to log based on user URL access attempts. (property name: 
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com.sun.identity.agents.config.audit.accesstype)",
          "propertyOrder" : 26700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 25100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "disableJwtAudit" : {
          "title" : "Disable validation of the audience claim",
          "description" : "Specifies whether the agent should validate the audience claim matches the agent 
profile ID represented in the JWT containing the end user's session. <br>Possible values are: <br>  false = 
The agent validates audience claim. <br>  true = The agent does not validate audience claim.<br> (property: 
com.forgerock.agents.jwt.aud.disable)",
          "propertyOrder" : 25510,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "amLbCookieEnable" : {
          "title" : "AM Load Balancer Cookie Enabled",
          "description" : "When true, the Web Agent passes the amlbcookie to AM. Use this property to improve 
performance. AM Load balancer cookies can reduce the number of calls that different AM instances make to the 
Core Token Service (CTS). <br>Property: com.forgerock.agents.config.add.amlbcookie <br>Introduced in Web Agent 
5.8",
          "propertyOrder" : 26150,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "notificationsEnabled" : {
          "title" : "Enable Notifications",
          "description" : "The notifications help in maintaining agent's sso, policy and configuration caches. 
(property name: com.sun.identity.agents.config.notification.enable) <br>Requires Agent Restart",
          "propertyOrder" : 25600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "fqdnDefault" : {
          "title" : "FQDN Default",
          "description" : "Fully qualified hostname that the users should use in order to access resources. 
(property name: com.sun.identity.agents.config.fqdn.default)",
          "propertyOrder" : 27400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "configurationPollingInterval" : {
          "title" : "Configuration Reload Interval",
          "description" : "Interval in minutes to fetch agent configuration from AM. (property name: 
com.sun.identity.agents.config.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 25900,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
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        },
        "jwtName" : {
          "title" : "JWT Cookie Name",
          "description" : "The name used by the agent to set the OIDC JWT on the user's browser.<br>Property: 
org.forgerock.agents.jwt.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 25500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "resetIdleTime" : {
          "title" : "Reset Idle Timeout",
          "description" : "If the agent is configured in SSO-only mode, the session may unexpectedly expire in 
AM due to idle timeout before the user has finished accessing the application. <br>Set this property to true 
to refresh the timeout when the user performs an action. <br>When set to true, the agent makes an additional 
call to AM, this may cause a performance impact. Configure this property only if: <br>   The agent is 
configured in SSO-only mode. <br>   User's sessions are timing out in AM because they are unexpectedly 
reaching the maximum idle timeout value. <br>(property: com.forgerock.agents.call.session.refresh)",
          "propertyOrder" : 26250,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "agentDebugLevel" : {
          "title" : "Agent Debug Level",
          "description" : "Agent debug level. (property name: com.sun.identity.agents.config.debug.level)",
          "propertyOrder" : 26400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "ssoWebAgentConfig" : {
      "type" : "object",
      "title" : "SSO",
      "propertyOrder" : 2,
      "properties" : {
        "cdssoCookieDomain" : {
          "title" : "Cookies Domain List",
          "description" : "List of domains in which cookies have to be set in CDSSO. (property name: 
com.sun.identity.agents.config.cdsso.cookie.domain) <br> Example: <br> .example.com",
          "propertyOrder" : 29600,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "cookieName" : {
          "title" : "Cookie Name",
          "description" : "Name of the SSO Token cookie used between the AM server and the Agent. (property 
name: com.sun.identity.agents.config.cookie.name)<br>Requires Agent Restart",
          "propertyOrder" : 29100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "secureCookies" : {
          "title" : "Cookie Security",
          "description" : "Agent sends secure cookies if communication is secure. (property name: 
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com.sun.identity.agents.config.cookie.secure) <br>Requires Agent Restart",
          "propertyOrder" : 29200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sameSite" : {
          "title" : "SameSite Cookie Attribute",
          "description" : "If set, agent will add SameSite attribute to all cookies created by agent with 
value which is provided in this property. <br>Example: Strict, Lax, None (property: 
com.forgerock.agents.cdsso.cookie.samesite)",
          "propertyOrder" : 29260,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "cookieResetOnRedirect" : {
          "title" : "Session Cookie Reset on Authentication Redirect",
          "description" : "When set to true. the agent will not reset the session cookie on an authentication 
redirect if there is a policy advice present.By default, the agent resets the session cookie in all configured 
domains on every authentication redirect when a policy advice is present. (property: 
org.forgerock.agents.config.cdsso.advice.cleanup.disable)",
          "propertyOrder" : 29400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "multivaluePreAuthnCookie" : {
          "title" : "Multivalue for Pre-Authn Cookie",
          "description" : "With this set, the agent will use a legacy mode to create cookies that are used to 
track unauthenticated requests that have been redirected to login. This mode should only be used for backward 
compatibility, where the pre-5.7 way of tracking redirected requests is required, perhaps because the cookie 
names are referenced in proxy configuration. This property need not be set in any other situation. (property: 
org.forgerock.openam.agents.config.multivalue.pre.authn.cookies)",
          "propertyOrder" : 29280,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "httpOnly" : {
          "title" : "HTTP Only Mode",
          "description" : "Agents with this property set to true mark cookies as HTTPOnly to prevent scripts 
and third-party programs from accessing the cookies. (property: com.sun.identity.cookie.httponly)",
          "propertyOrder" : 29250,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "persistentJwtCookie" : {
          "title" : "Persistent JWT Cookie",
          "description" : "Enable persistence for JWT cookie. If true JWT cookie will not be set as Session 
Cookie. (property: org.forgerock.agents.config.cdsso.persistent.cookie.enable)",
          "propertyOrder" : 29270,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "cdssoRedirectUri" : {
          "title" : "Authentication Redirect URI",
          "description" : "An intermediate URI that is used by the Agent for processing CDSSO requests. 
<br>Property: org.forgerock.agents.authn.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 29300,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "cookieResetList" : {
          "title" : "Cookies Reset Name List",
          "description" : "List of cookies in the format: name[=value][;Domain=value]. (property name: 
com.sun.identity.agents.config.cookie.reset) <br> Examples: <br> Cookie1 <br> 
Cookie2=value;Domain=subdomain.domain.com",
          "propertyOrder" : 29800,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "cookieResetEnabled" : {
          "title" : "Cookie Reset",
          "description" : "Agent resets cookies in the response before redirecting to authentication. 
(property name: com.sun.identity.agents.config.cookie.reset.enable)",
          "propertyOrder" : 29700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "acceptSsoToken" : {
          "title" : "Accept SSO Token",
          "description" : "Specifies whether the agent should accept SSO tokens as session cookies alongside 
with ID tokens. Possible values: <br>- false. The agent does not accept SSO Tokens <br>- true. The agent 
accepts both SSO tokens and ID tokens as session tokens during the login flow, and afterwards. SSO tokens are 
not converted to ID tokens <br>Set this property to \"true\" only for specific migration cases (see 
documentation for more info) <br>(property: com.forgerock.agents.accept.sso.token) (Agent 5.7+ only)",
          "propertyOrder" : 29850,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "advancedWebAgentConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 5,
      "properties" : {
        "postDataPreservation" : {
          "title" : "POST Data Preservation",
          "description" : "Enables POST data preservation. (property name: 
com.sun.identity.agents.config.postdata.preserve.enable) <br> Note that this feature is not supported in all 
the web agents. Please refer individual agents documentation for more details.",
          "propertyOrder" : 33500,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "replayPasswordKey" : {
          "title" : "Replay Password Key",
          "description" : "DES key for decrypting the basic authentication password in the session. (property 
name: com.sun.identity.agents.config.replaypasswd.key)",
          "propertyOrder" : 33900,
          "required" : false,
          "type" : "string",
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          "exampleValue" : ""
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by agent. (property name: com.sun.identity.agents.config.freeformproperties)  <br> Examples: <br> 
customproperty=custom-value1 <br> customlist[0]=customlist-value-0 <br> customlist[1]=customlist-value-1 <br> 
custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-value-2",
          "propertyOrder" : 35100,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "retainSessionCache" : {
          "title" : "Retain Session Cache After Configuration Change",
          "description" : "Use this property to manage how the session cache is used after a change to the 
agent configuration: <br> False: Purge the session cache, and re-read the user session data. <br> True: Do not 
purge the session cache, and do not re-read the user session data. <br><br>Use this value to prevent the agent 
from flooding AM instances with requests, when the agent configuration changes regularly, and the changes do 
not affect the agent authorisation decisions. <br><br>Property: 
com.forgerock.agents.session.cache.eventually.consistent <br>Introduced in Web Agent 5.9.0",
          "propertyOrder" : 34700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "pdpJavascriptRepost" : {
          "title" : "Submit POST Data using JavaScript",
          "description" : "When set to true, preserved POST data will be resubmitted to the destination server 
after authentication by using JavaScript. (property: org.forgerock.agents.pdp.javascript.repost)",
          "propertyOrder" : 33730,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "postDataCachePeriod" : {
          "title" : "POST Data Entries Cache Period",
          "description" : "POST cache entry lifetime in minutes. (property name: 
com.sun.identity.agents.config.postcache.entry.lifetime)",
          "propertyOrder" : 33600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "pdpStickySessionCookieName" : {
          "title" : "POST Data Sticky Load Balancing Cookie Name",
          "description" : "Specifies the name of a cookie to use for enabling sticky load balancing when the 
\"POST Data Sticky Load Balancing Mode\" property is set to COOKIE. Set the cookie name to the same value 
configured in the \"POST Data Sticky Load Balancing Value\" property. (property: 
com.sun.identity.agents.config.postdata.preserve.lbcookie)",
          "propertyOrder" : 33720,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "pdpStickySessionValue" : {
          "title" : "POST Data Sticky Load Balancing Value",
          "description" : "Specifies a key-value pair separated by the = character that the web agent creates 
when evaluating the \"POST Data Sticky Load Balancing Mode\". For example, a setting of lb=myserver either 
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sets an lb cookie with myserver value, or adds lb=myserver to the URL query string. When configuring POST data 
preservation with cookies, set the cookie name in the cookie pair to the same value configured in the \"POST 
Data Sticky Load Balancing Cookie Name\". (property: 
com.sun.identity.agents.config.postdata.preserve.stickysession.value)",
          "propertyOrder" : 33710,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "overrideRequestHost" : {
          "title" : "Override Request URL Host",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the host with the value from the property com.sun.identity.agents.config.agenturi.prefix. 
(property name: com.sun.identity.agents.config.override.host)",
          "propertyOrder" : 33200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "apacheAuthDirectives" : {
          "title" : "Use Built-in Apache HTTPD Authentication Directives",
          "description" : "A regular expression pattern to specify which not-enforced URLs can use built-in 
Apache authentication directives, such as AuthName, FilesMatch, and Require, for basic authentication. 
<br>Requests with not-enforced URLs that match the expression can use built-in Apache authentication 
directives. <br><br>Property: com.forgerock.agents.no.remoteuser.module.compatibility <br>Introduced in Web 
Agent 5.9.0",
          "propertyOrder" : 34600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "hostnameToIpAddress" : {
          "title" : "Hostname to IP Address Map",
          "description" : "Map of a hostname to an IP address. The mapped hostname is automatically resolved 
to the IP address. <br>Format: Hostname|IP <br>Example: am.example.com|10.199.0.2 <br><br>Property: 
com.forgerock.agents.config.hostmap <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32950,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "clientHostnameHeader" : {
          "title" : "Client Hostname Header",
          "description" : "HTTP header name that holds the Hostname of the client. <br>Property: 
org.forgerock.agents.http.header.containing.remote.hostname <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "overrideRequestProtocol" : {
          "title" : "Override Request URL Protocol",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the protocol with the value from the property 
com.sun.identity.agents.config.agenturi.prefix. (property name: 
com.sun.identity.agents.config.override.protocol)",
          "propertyOrder" : 33100,
          "required" : false,
          "type" : "boolean",
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          "exampleValue" : ""
        },
        "showPasswordInHeader" : {
          "title" : "Show Password in HTTP Header",
          "description" : "Set to true if encrypted password should be set in HTTP header AUTH_PASSWORD. 
(property name: com.sun.identity.agents.config.iis.password.header)",
          "propertyOrder" : 34400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "pdpSkipPostUrl" : {
          "title" : "URLs Ignored by the Agent POST Data Inspector",
          "description" : "Specifies a list of URLs that will not be processed by the web agent POST data 
inspector. This allows other modules on the same server to access the POST data directly. <br>The following 
example uses wildcards to add a file named postreader.jsp in the root of any protected website to the list of 
URLs that will not have their POST data inspected: <br>http*://*:*/postreader.jsp <br>Any URLs added to this 
property should also be added to the Not-Enforced URLs <br> (property: 
org.forgerock.agents.config.skip.post.url)",
          "propertyOrder" : 33740,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "overrideRequestPort" : {
          "title" : "Override Request URL Port",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the port with the value from the property com.sun.identity.agents.config.agenturi.prefix. 
(property name: com.sun.identity.agents.config.override.port)",
          "propertyOrder" : 33300,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "pdpStickySessionMode" : {
          "title" : "POST Data Sticky Load Balancing Mode",
          "description" : "Specifies whether to create a cookie, or to append a query string to the URL to 
assist with sticky load balancing. Possible values are: <br>COOKIE. The web agent creates a cookie with the 
value specified in the com.sun.identity.agents.config.postdata.preserve.stickysession.value property. <br>URL. 
The web agent appends the value specified in the 
com.sun.identity.agents.config.postdata.preserve.stickysession.value to the URL query string. <br> (property: 
com.sun.identity.agents.config.postdata.preserve.stickysession.mode)",
          "propertyOrder" : 33700,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "fragmentRedirectEnabled" : {
          "title" : "Fragment Redirect Enabled",
          "description" : "Enable to save the browser's URL fragment during authentication. <br>(property: 
org.forgerock.agents.config.fragment.redirect.enable) (Agent 5.7+ only)",
          "propertyOrder" : 33400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "logonAndImpersonation" : {
          "title" : "Logon and Impersonation",
          "description" : "Set to true if agent should do Windows Logon and User Impersonation. (property 

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 4041



name: com.sun.identity.agents.config.iis.logonuser)",
          "propertyOrder" : 34500,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "clientIpHeader" : {
          "title" : "Client IP Address Header",
          "description" : "HTTP header name that holds the IP address of the client. <br>Property: 
org.forgerock.agents.http.header.containing.ip.address <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "amServicesWebAgent" : {
      "type" : "object",
      "title" : "AM Services",
      "propertyOrder" : 3,
      "properties" : {
        "policyClockSkew" : {
          "title" : "Policy Clock Skew",
          "description" : "Time in seconds used adjust time difference between Agent machine and AM. Clock 
skew in seconds = AgentTime - AMServerTime. (property name: com.sun.identity.agents.config.policy.clock.skew) 
<br>Requires Agent Restart",
          "propertyOrder" : 31200,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "conditionalLoginUrl" : {
          "title" : "AM Conditional Login URL",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a specified domain name, the web agent redirects the request to a specific URL. That 
specific URL can be an AM instance, site, or a different website. <br>Example: <br>  example.com|https://
am.example.com/am/oauth2/authorize <br>  myapp.domain.com|https://am2.example.com/am/oauth2/authorize?
realm=sales <br><br>Property: com.forgerock.agents.conditional.login.url",
          "propertyOrder" : 30000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "logoutRedirectDisabled" : {
          "title" : "Disabled Logout Redirection",
          "description" : "When disabled, instead of redirecting the user-agent, the web agent performs 
session logout in the background and then continues processing access to the current URL. (property: 
com.forgerock.agents.config.logout.redirect.disable)",
          "propertyOrder" : 30510,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "fetchPoliciesFromRootResource" : {
          "title" : "Fetch Policies from Root Resource",
          "description" : "Agent caches policy decision of the resource and all resources from the root of the 
resource down. (property name: com.sun.identity.agents.config.fetch.from.root.resource) <br>Requires Agent 
Restart",
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          "propertyOrder" : 31000,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "policyEvaluationApplication" : {
          "title" : "Policy Set",
          "description" : "Which application contains the policies to evaluate with. (property name: 
org.forgerock.openam.agents.config.policy.evaluation.application)",
          "propertyOrder" : 31400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "retrieveClientHostname" : {
          "title" : "Retrieve Client Hostname",
          "description" : "Gets the client's hostname through DNS reverse lookup for use in policy evaluation. 
(property name: com.sun.identity.agents.config.get.client.host.name)",
          "propertyOrder" : 31100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "applicationLogoutUrls" : {
          "title" : "Logout URL List",
          "description" : "List of application logout URLs. User gets logged out from AM session when these 
urls accessed. (property name: com.sun.identity.agents.config.agent.logout.url). If this property is used, 
user should specify a value for the below Logout Redirect URL property. <br> Example: <br> http://
myagent.mydomain.com/logout.html",
          "propertyOrder" : 30300,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "customLoginMode" : {
          "title" : "Custom Login Mode",
          "description" : "Specifies whether the agent should use the default or the custom login mode when 
redirecting unauthenticated users.<br>Possible values are: <br>0. Disabled. Default login redirection mode 
enabled <br>  1. Custom login mode enabled based on converts the SSO token into an ID token <br>  2. Legacy 
Custom login mode. Can be used in specific migration cases from agent 4 <br>(property: 
org.forgerock.openam.agents.config.allow.custom.login)",
          "propertyOrder" : 29890,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "enableLogoutRegex" : {
          "title" : "Enable Regex for Logout URL List",
          "description" : "This property allows regular expressions in \"Logout URL List\" (property: 
org.forgerock.agents.config.logout.regex.enable)",
          "propertyOrder" : 30530,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "amLogoutUrl" : {
          "title" : "AM Logout URL",
          "description" : "AM logout page URL. (property name: com.sun.identity.agents.config.logout.url)  
<br> Example: <br> http://host:port/am/UI/Logout",
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          "propertyOrder" : 30200,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "policyCachePollingInterval" : {
          "title" : "Policy Cache Polling Period",
          "description" : "Polling interval in minutes to refresh agent's policy cache. (property name: 
com.sun.identity.agents.config.policy.cache.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 30600,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "publicAmUrl" : {
          "title" : "Public AM URL",
          "description" : "Overrides the agent's behavior of finding a suitable AM server and specifies the 
public URL of the AM to redirect to. <br> Use this property if: <br>  - Your environment uses custom login 
pages (OIDC-compliant and non-OIDC-compliant flows). <br>  - Your environment's custom login pages are in a 
network that can only access AM using a proxy, a firewall, or any other technology that remaps the AM URL to 
one accessible by the custom login pages. <br>  -End-users cannot log in due to their cookies being set in the 
wrong domains. <br>(property: com.forgerock.agents.public.am.url) ",
          "propertyOrder" : 29950,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "amLoginUrl" : {
          "title" : "AM Login URL",
          "description" : "AM login page URL. (property name: com.sun.identity.agents.config.login.url)  <br> 
Example: <br> http://host:port/am/UI/Login",
          "propertyOrder" : 29900,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "regexConditionalLoginUrl" : {
          "title" : "Regular Expression Conditional Login URL",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a regular expression, the web agent redirects the request to a specific URL. That specific 
URL can be an AM instance, site, or a different website. Specifies the redirection URL and its parameters. 
This property needs to configure \"Regular Expression Conditional Login Pattern\" <br>Example: <br>  
org.forgerock.agents.config.conditional.login.pattern[0] = .*shop <br>  
org.forgerock.agents.config.conditional.login.url[0] = http://am.example.com/am/oauth2/authorize?realm=sales 
<br><br>Property: org.forgerock.agents.config.conditional.login.url",
          "propertyOrder" : 30100,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "logoutRedirectUrl" : {
          "title" : "Logout Redirect URL",
          "description" : "User gets redirected to this url after logout. (property name: 
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com.sun.identity.agents.config.logout.redirect.url). This property should be specified along with the above 
Logout URL List.",
          "propertyOrder" : 30500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "ssoCachePollingInterval" : {
          "title" : "SSO Cache Polling Period",
          "description" : "Polling interval in minutes to refresh agent's sso cache. (property name: 
com.sun.identity.agents.config.sso.cache.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 30700,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "logoutUrlRegex" : {
          "title" : "Logout URL Regular Expression",
          "description" : "Perl-compatible regular expression that matches logout URLs. For example, to match 
URLs with protectedA or protectedB in the path and op=logout in the query string, use the following setting: 
<br>*(/protectedA\\?|/protectedB\\?/).*(\\&op=logout\\&)(.*|$)  <br>When you use this property, the agent 
ignores the settings for Logout URL List. (property: com.forgerock.agents.agent.logout.url.regex)",
          "propertyOrder" : 30540,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "userIdParameter" : {
          "title" : "User ID Parameter",
          "description" : "Agent sets value of User Id to REMOTE_USER server variable. (property name: 
com.sun.identity.agents.config.userid.param)",
          "propertyOrder" : 30800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "invalidateLogoutSession" : {
          "title" : "Invalidate Logout Session",
          "description" : "Specifies whether the agent must invalidate the user session in AM when redirecting 
to the logout URL specified either by the Logout URL list (com.sun.identity.agents.config.agent.logout.url) or 
the AM logout URL (com.sun.identity.agents.config.logout.url) properties. (property: 
org.forgerock.agents.config.logout.session.invalidate)",
          "propertyOrder" : 30520,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "regexConditionalLoginPattern" : {
          "title" : "Regular Expression Conditional Login Pattern",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a regular expression, the web agent redirects the request to a specific URL. That specific 
URL can be an AM instance, site, or a different website. Specifies the regular expression that the domain name 
must match. This property needs to configure \"Regular Expression Conditional Login URL\" <br>Example: <br>  
org.forgerock.agents.config.conditional.login.pattern[0] = .*shop <br>  
org.forgerock.agents.config.conditional.login.url[0] = http://am.example.com/am/oauth2/authorize?realm=sales 
<br><br>Property: org.forgerock.agents.config.conditional.login.pattern",
          "propertyOrder" : 30050,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
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          "exampleValue" : ""
        },
        "policyEvaluationRealm" : {
          "title" : "Policy Evaluation Realm",
          "description" : "Which realm to start evaluating from. (property name: 
org.forgerock.openam.agents.config.policy.evaluation.realm)",
          "propertyOrder" : 31300,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "logoutResetCookies" : {
          "title" : "Logout Cookies List for Reset",
          "description" : "Any cookies to be reset upon logout in the same format as cookie reset list. 
(property name: com.sun.identity.agents.config.logout.cookie.reset) <br> Cookie1 <br> 
Cookie2=value;Domain=subdomain.domain.com",
          "propertyOrder" : 30400,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "userIdParameterType" : {
          "title" : "User ID Parameter Type",
          "description" : "User ID can be fetched from either SESSION and LDAP attributes. (property name: 
com.sun.identity.agents.config.userid.param.type)",
          "propertyOrder" : 30900,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    },
    "applicationWebAgentConfig" : {
      "type" : "object",
      "title" : "Application",
      "propertyOrder" : 1,
      "properties" : {
        "responseAttributeFetchMode" : {
          "title" : "Response Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.response.attribute.fetch.mode)",
          "propertyOrder" : 28400,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "continuousSecurityCookies" : {
          "title" : "Continuous Security Cookie Map",
          "description" : "The name of the cookies to be sent as part of the payload during policy evaluation, 
which can be accessed via the 'environment' variable in a policy script. The 'key' is the name of the cookie 
to be sent, and the 'value' is the name which it will appear as in the policy evaluation script. It is 
possible to map multiple cookies to the same name (they will simply appear as an array in the evaluation 
script). If the cookie doesn't exist, then the empty string will be sent. <br>Property: 
org.forgerock.agents.continuous.security.cookies.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 28900,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
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          },
          "type" : "object",
          "exampleValue" : ""
        },
        "clientIpValidation" : {
          "title" : "Client IP Validation",
          "description" : "This validates if the subsequent browser requests come from the same ip address 
that the SSO token is initially issued against. (property name: 
com.sun.identity.agents.config.client.ip.validation.enable)",
          "propertyOrder" : 28100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "responseAttributeMap" : {
          "title" : "Response Attribute Map",
          "description" : "Maps the policy response attributes to be populated under specific names for the 
currently authenticated user. (property name: com.sun.identity.agents.config.response.attribute.mapping)  <br> 
Example: <br> To populate the value of response attribute uid under name CUSTOM-USER-NAME: enter uid in Map 
Key field, and enter CUSTOM-USER-NAME in Corresponding Map Value field.",
          "propertyOrder" : 28500,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "continuousSecurityHeaders" : {
          "title" : "Continuous Security Header Map",
          "description" : "The name of the headers in the user's original request, that will be sent as part 
of the payload during policy evaluation, which can then be accessed via the 'environment' variable in a policy 
script. The 'key' is the name of the header to be sent, and the 'value' is the name which it will appear as in 
the policy evaluation script.It is possible to map multiple headers to the same name (they will simply appear 
as an array in the evaluation script). If the header doesn't exist, then the empty string will be sent. 
<br>Property: org.forgerock.agents.continuous.security.headers.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 29000,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "ignorePathInfoForNotEnforcedUrls" : {
          "title" : "Ignore Path Info for Not Enforced URLs",
          "description" : "Indicate whether the path info and query should be stripped from the request URL 
before being compared with the URLs of the not enforced list when those URLs have a wildcard '*' character.  
(property name: com.sun.identity.agents.config.ignore.path.info.for.not.enforced.list)  ",
          "propertyOrder" : 27600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "profileAttributeMap" : {
          "title" : "Profile Attribute Map",
          "description" : "Maps the profile attributes to be populated under specific names for the currently 
authenticated user. (property name: com.sun.identity.agents.config.profile.attribute.mapping)  <br> Example: 
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<br> To populate the value of profile attribute cn under name CUSTOM-Common-Name: enter cn in Map Key field, 
and enter CUSTOM-Common-Name in Corresponding Map Value field. <br> To populate the value of profile attribute 
mail under name CUSTOM-Email: enter mail in Map Key field, and enter CUSTOM-Email in Corresponding Map Value 
field.",
          "propertyOrder" : 28300,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "fetchAttributesForNotEnforcedUrls" : {
          "title" : "Fetch Attributes for Not Enforced URLs",
          "description" : "Agent fetches profile attributes for not enforced urls by doing policy evaluation. 
(property name: com.sun.identity.agents.config.notenforced.url.attributes.enable)",
          "propertyOrder" : 27900,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "notEnforcedIpsList" : {
          "title" : "Not-Enforced URL from IP Processing List",
          "description" : "Specifies a list of client IP addresses that do not require authentication when 
requesting the indicated URLs. <br>The supported format requires a list of IP addresses separated by spaces, 
the horizontal bar (|) character, and a list of URLs separated by spaces. <br>For example: <br>  10.1.2.1 
192.168.0.2|/public/* <br>In the preceding example, the IP addresses 10.1.2.1 and  192.168.0.2 can access any 
resource inside /public without authenticating. (property: org.forgerock.agents.config.notenforced.ipurl)",
          "propertyOrder" : 28050,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "notEnforcedUrls" : {
          "title" : "Not Enforced URLs",
          "description" : "List of urls for which no authentication required. (property name: 
com.sun.identity.agents.config.notenforced.url) <br> Example: <br> http://myagent.mydomain.com/*.gif",
          "propertyOrder" : 27700,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "sessionAttributeFetchMode" : {
          "title" : "Session Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.session.attribute.fetch.mode)",
          "propertyOrder" : 28600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "profileAttributeFetchMode" : {
          "title" : "Profile Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.profile.attribute.fetch.mode)",
          "propertyOrder" : 28200,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "notEnforcedIpsRegex" : {
          "title" : "Regular Expressions for Not-Enforced IPs",
          "description" : "Enable use of Perl-compatible regular expressions in Not-Enforced URL from IP 
settings. (property: org.forgerock.agents.config.notenforced.ext.regex.enable)",
          "propertyOrder" : 28150,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "sessionAttributeMap" : {
          "title" : "Session Attribute Map",
          "description" : "Maps the session attributes to be populated under specific names for the currently 
authenticated user. (property name: com.sun.identity.agents.config.session.attribute.mapping)   <br> Example: 
<br>  To populate the value of session attribute UserToken under name CUSTOM-userid: enter UserToken in Map 
Key field, and enter CUSTOM-userid in Corresponding Map Value field.",
          "propertyOrder" : 28700,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "attributeMultiValueSeparator" : {
          "title" : "Attribute Multi Value Separator",
          "description" : "Specifies separator for multiple values. Applies to all types of attributes i.e. 
profile, session and response attributes. (property name: 
com.sun.identity.agents.config.attribute.multi.value.separator)",
          "propertyOrder" : 28800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "invertNotEnforcedUrls" : {
          "title" : "Invert Not Enforced URLs",
          "description" : "Only not enforced list of urls will be enforced. (property name: 
com.sun.identity.agents.config.notenforced.url.invert)",
          "propertyOrder" : 27800,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "notEnforcedIps" : {
          "title" : "Not Enforced Client IP List",
          "description" : "No authentication and authorization are required for the requests coming from these 
client IP addresses. (property name: com.sun.identity.agents.config.notenforced.ip) <br> Examples: <br> 
192.18.145.* <br> 192.18.146.123",
          "propertyOrder" : 28000,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "notEnforcedUrlsRegex" : {
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          "title" : "Regular Expressions for Not-Enforced URLs",
          "description" : "When true, enables use of Perl-compatible regular expressions in Not-enforced URL 
settings. (property: com.forgerock.agents.notenforced.url.regex.enable)",
          "propertyOrder" : 27850,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        }
      }
    },
    "miscWebAgentConfig" : {
      "type" : "object",
      "title" : "Miscellaneous",
      "propertyOrder" : 4,
      "properties" : {
        "gotoParameterName" : {
          "title" : "Goto Parameter Name",
          "description" : "This is the name of the HTTP query \"goto\" parameter. It is not recommended to 
change it.<br>Property: com.sun.identity.agents.config.redirect.param <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 32600,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "caseInsensitiveUrlComparison" : {
          "title" : "URL Comparison Case Sensitivity Check",
          "description" : "Enforces case insensitivity in both policy and not enforced url evaluation. 
(property name: com.sun.identity.agents.config.url.comparison.case.ignore)",
          "propertyOrder" : 32000,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "urlJsonResponse" : {
          "title" : "URLs to Receive JSON-Formatted Responses",
          "description" : "Returning the responses in JSON format is useful for non-browser-based, or AJAX 
applications, that may not want to redirect users to the AM user interface for authentication. <br>Example: 
org.forgerock.agents.config.json.url[0]=http*://*.example.com:*/api/* 
<br>org.forgerock.agents.config.json.response.code=202 <br>(property: org.forgerock.agents.config.json.url)",
          "propertyOrder" : 32730,
          "required" : false,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "encodeSpecialCharsInCookies" : {
          "title" : "Encode special chars in Cookies",
          "description" : "Encode special chars in cookie by URL encoding. Useful when profile, session and 
response attributes contain special chars and attributes fetch mode is set to HTTP_COOKIE. (property name: 
com.sun.identity.agents.config.encode.cookie.special.chars.enable)  ",
          "propertyOrder" : 31700,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "compositeAdviceEncode" : {
          "title" : "Composite Advice Encode",
          "description" : "This property is used to specify whether AM composite advices should be based64url 
encoded before sending to custom login endpoints. (property: com.forgerock.agents.advice.b64.url.encode)",
          "propertyOrder" : 32300,
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          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invertUrlJsonResponse" : {
          "title" : "Invert Properties That Receive JSON-Formatted Responses",
          "description" : "Set to true to invert the meaning of both the org.forgerock.agents.config.json.url 
and org.forgerock.agents.config.json.header properties. When inverted the specified values in those two 
properties will not trigger JSON-formatted responses. Any non-specified value will trigger JSON-formatted 
responses, instead. (property: org.forgerock.agents.config.json.url.invert)",
          "propertyOrder" : 32750,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "anonymousUserEnabled" : {
          "title" : "Anonymous User",
          "description" : "Enable/Disable REMOTE_USER processing for anonymous users. (property name: 
com.sun.identity.agents.config.anonymous.user.enable)",
          "propertyOrder" : 31600,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "headerJsonResponse" : {
          "title" : "Headers and Values to Receive JSON-Formatted Responses",
          "description" : "Specify HTTP headers and associated values that trigger JSON-formatted errors to be 
returned. <br>Example: <br>org.forgerock.agents.config.json.header[enableJsonResponse]=true 
<br>org.forgerock.agents.config.json.response.code=202 <br>(property: 
org.forgerock.agents.config.json.header[Header]=Value)",
          "propertyOrder" : 32740,
          "required" : false,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : ""
        },
        "profileAttributesCookieMaxAge" : {
          "title" : "Profile Attributes Cookie Maxage",
          "description" : "Maxage of attributes cookie headers. (property name: 
com.sun.identity.agents.config.profile.attribute.cookie.maxage)",
          "propertyOrder" : 31900,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "compositeAdviceRedirect" : {
          "title" : "Composite Advice Handling",
          "description" : "When set to true, the agent sends composite advice in the query (GET request) 
instead of sending it through a POST request. (property: com.sun.am.use_redirect_for_advice)",
          "propertyOrder" : 32200,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "ignorePathInfo" : {
          "title" : "Ignore Path Info in Request URL",
          "description" : "The path info will be stripped from the request URL while doing Not Enforced List 
check and url policy evaluation if the value is set to true. <br>Property: 
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com.sun.identity.agents.config.ignore.path.info <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32400,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "invalidUrlRegex" : {
          "title" : "Invalid URL Regular Expression",
          "description" : "Specifies a Perl-compatible regular expression to parse valid request URLs. The web 
agent rejects requests to invalid URLs with HTTP 403 Forbidden status without further processing. <br>Example, 
to filter out URLs containing a list of characters and words such as ./ /. / . %00-%1f, %7f-%ff, %25, %2B, 
%2C, %7E, .info, configure the following regular expression: <br>^(\\?!.\\/|\\/.|.|.info|%2B|%00-%1f|%7f-%ff|
%25|%2C|%7E).*$ <br>(property: com.forgerock.agents.agent.invalid.url.regex)",
          "propertyOrder" : 32500,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "statusCodeJsonResponse" : {
          "title" : "HTTP Return Code for JSON-Formatted Responses",
          "description" : "Specifies an HTTP response code to return when a JSON-formatted error is triggered. 
(property: org.forgerock.agents.config.json.response.code)",
          "propertyOrder" : 32760,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "encodeUrlSpecialCharacters" : {
          "title" : "Encode URL's Special Characters",
          "description" : "Encodes the url which has special characters before doing policy evaluation. 
(property name: com.sun.identity.agents.config.encode.url.special.chars.enable)",
          "propertyOrder" : 32100,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "mineEncodeHeader" : {
          "title" : "MIME-Encode HTTP Header Values",
          "description" : "Specifies whether the agent must MIME-encode HTTP header values, and when to do it. 
Possible values are: <br>  0. The agent MIME-encodes the value of HTTP headers if said value is a multi-byte 
Unicode string. <br>  1. The agent MIME-encodes the value of every HTTP header. <br>  2. The agent does not 
MIME-encode the value of any HTTP header. <br> (property: com.forgerock.agents.header.mime.encode)",
          "propertyOrder" : 32720,
          "required" : false,
          "type" : "integer",
          "exampleValue" : ""
        },
        "addCacheControlHeader" : {
          "title" : "Add Cache-Control Headers",
          "description" : "Set this property to true to enable use of Cache-Control headers that prevent 
proxies from caching resources accessed by unauthenticated users. (property: 
com.forgerock.agents.cache_control_header.enable)",
          "propertyOrder" : 32710,
          "required" : false,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "anonymousUserId" : {
          "title" : "Anonymous User Default Value",
          "description" : "User id of unauthenticated users. (property name: 
com.sun.identity.agents.config.anonymous.user.id)",
          "propertyOrder" : 32700,
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          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "profileAttributesCookiePrefix" : {
          "title" : "Profile Attributes Cookie Prefix",
          "description" : "Sets cookie prefix in the attributes headers. (property name: 
com.sun.identity.agents.config.profile.attribute.cookie.prefix)",
          "propertyOrder" : 31800,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        }
      }
    }
  }
}

WebAgents

Realm Operations

Agents handler that is responsible for managing agents

Resource path:

/realm-config/agents/WebAgent

Resource version: 1.0

create

Usage

am> create WebAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 4053



{
  "type" : "object",
  "properties" : {
    "advancedWebAgentConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 5,
      "properties" : {
        "pdpSkipPostUrl" : {
          "title" : "URLs Ignored by the Agent POST Data Inspector",
          "description" : "Specifies a list of URLs that will not be processed by the web agent POST data 
inspector. This allows other modules on the same server to access the POST data directly. <br>The following 
example uses wildcards to add a file named postreader.jsp in the root of any protected website to the list of 
URLs that will not have their POST data inspected: <br>http*://*:*/postreader.jsp <br>Any URLs added to this 
property should also be added to the Not-Enforced URLs <br> (property: 
org.forgerock.agents.config.skip.post.url)",
          "propertyOrder" : 33740,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "pdpStickySessionCookieName" : {
          "title" : "POST Data Sticky Load Balancing Cookie Name",
          "description" : "Specifies the name of a cookie to use for enabling sticky load balancing when the 
\"POST Data Sticky Load Balancing Mode\" property is set to COOKIE. Set the cookie name to the same value 
configured in the \"POST Data Sticky Load Balancing Value\" property. (property: 
com.sun.identity.agents.config.postdata.preserve.lbcookie)",
          "propertyOrder" : 33720,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "retainSessionCache" : {
          "title" : "Retain Session Cache After Configuration Change",
          "description" : "Use this property to manage how the session cache is used after a change to the 
agent configuration: <br> False: Purge the session cache, and re-read the user session data. <br> True: Do not 
purge the session cache, and do not re-read the user session data. <br><br>Use this value to prevent the agent 
from flooding AM instances with requests, when the agent configuration changes regularly, and the changes do 
not affect the agent authorisation decisions. <br><br>Property: 
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com.forgerock.agents.session.cache.eventually.consistent <br>Introduced in Web Agent 5.9.0",
          "propertyOrder" : 34700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "clientHostnameHeader" : {
          "title" : "Client Hostname Header",
          "description" : "HTTP header name that holds the Hostname of the client. <br>Property: 
org.forgerock.agents.http.header.containing.remote.hostname <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "replayPasswordKey" : {
          "title" : "Replay Password Key",
          "description" : "DES key for decrypting the basic authentication password in the session. (property 
name: com.sun.identity.agents.config.replaypasswd.key)",
          "propertyOrder" : 33900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "hostnameToIpAddress" : {
          "title" : "Hostname to IP Address Map",
          "description" : "Map of a hostname to an IP address. The mapped hostname is automatically resolved 
to the IP address. <br>Format: Hostname|IP <br>Example: am.example.com|10.199.0.2 <br><br>Property: 
com.forgerock.agents.config.hostmap <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32950,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "postDataPreservation" : {
          "title" : "POST Data Preservation",
          "description" : "Enables POST data preservation. (property name: 
com.sun.identity.agents.config.postdata.preserve.enable) <br> Note that this feature is not supported in all 
the web agents. Please refer individual agents documentation for more details.",
          "propertyOrder" : 33500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by agent. (property name: com.sun.identity.agents.config.freeformproperties)  <br> Examples: <br> 
customproperty=custom-value1 <br> customlist[0]=customlist-value-0 <br> customlist[1]=customlist-value-1 <br> 
custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-value-2",
          "propertyOrder" : 35100,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "overrideRequestProtocol" : {
          "title" : "Override Request URL Protocol",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the protocol with the value from the property 
com.sun.identity.agents.config.agenturi.prefix. (property name: 
com.sun.identity.agents.config.override.protocol)",
          "propertyOrder" : 33100,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "overrideRequestPort" : {
          "title" : "Override Request URL Port",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the port with the value from the property com.sun.identity.agents.config.agenturi.prefix. 
(property name: com.sun.identity.agents.config.override.port)",
          "propertyOrder" : 33300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "postDataCachePeriod" : {
          "title" : "POST Data Entries Cache Period",
          "description" : "POST cache entry lifetime in minutes. (property name: 
com.sun.identity.agents.config.postcache.entry.lifetime)",
          "propertyOrder" : 33600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "apacheAuthDirectives" : {
          "title" : "Use Built-in Apache HTTPD Authentication Directives",
          "description" : "A regular expression pattern to specify which not-enforced URLs can use built-in 
Apache authentication directives, such as AuthName, FilesMatch, and Require, for basic authentication. 
<br>Requests with not-enforced URLs that match the expression can use built-in Apache authentication 
directives. <br><br>Property: com.forgerock.agents.no.remoteuser.module.compatibility <br>Introduced in Web 
Agent 5.9.0",
          "propertyOrder" : 34600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "fragmentRedirectEnabled" : {
          "title" : "Fragment Redirect Enabled",
          "description" : "Enable to save the browser's URL fragment during authentication. <br>(property: 
org.forgerock.agents.config.fragment.redirect.enable) (Agent 5.7+ only)",
          "propertyOrder" : 33400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "pdpStickySessionValue" : {
          "title" : "POST Data Sticky Load Balancing Value",
          "description" : "Specifies a key-value pair separated by the = character that the web agent creates 
when evaluating the \"POST Data Sticky Load Balancing Mode\". For example, a setting of lb=myserver either 
sets an lb cookie with myserver value, or adds lb=myserver to the URL query string. When configuring POST data 
preservation with cookies, set the cookie name in the cookie pair to the same value configured in the \"POST 
Data Sticky Load Balancing Cookie Name\". (property: 
com.sun.identity.agents.config.postdata.preserve.stickysession.value)",
          "propertyOrder" : 33710,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "clientIpHeader" : {
          "title" : "Client IP Address Header",
          "description" : "HTTP header name that holds the IP address of the client. <br>Property: 
org.forgerock.agents.http.header.containing.ip.address <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
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            }
          }
        },
        "showPasswordInHeader" : {
          "title" : "Show Password in HTTP Header",
          "description" : "Set to true if encrypted password should be set in HTTP header AUTH_PASSWORD. 
(property name: com.sun.identity.agents.config.iis.password.header)",
          "propertyOrder" : 34400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "logonAndImpersonation" : {
          "title" : "Logon and Impersonation",
          "description" : "Set to true if agent should do Windows Logon and User Impersonation. (property 
name: com.sun.identity.agents.config.iis.logonuser)",
          "propertyOrder" : 34500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "overrideRequestHost" : {
          "title" : "Override Request URL Host",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the host with the value from the property com.sun.identity.agents.config.agenturi.prefix. 
(property name: com.sun.identity.agents.config.override.host)",
          "propertyOrder" : 33200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "pdpStickySessionMode" : {
          "title" : "POST Data Sticky Load Balancing Mode",
          "description" : "Specifies whether to create a cookie, or to append a query string to the URL to 
assist with sticky load balancing. Possible values are: <br>COOKIE. The web agent creates a cookie with the 
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value specified in the com.sun.identity.agents.config.postdata.preserve.stickysession.value property. <br>URL. 
The web agent appends the value specified in the 
com.sun.identity.agents.config.postdata.preserve.stickysession.value to the URL query string. <br> (property: 
com.sun.identity.agents.config.postdata.preserve.stickysession.mode)",
          "propertyOrder" : 33700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "pdpJavascriptRepost" : {
          "title" : "Submit POST Data using JavaScript",
          "description" : "When set to true, preserved POST data will be resubmitted to the destination server 
after authentication by using JavaScript. (property: org.forgerock.agents.pdp.javascript.repost)",
          "propertyOrder" : 33730,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        }
      }
    },
    "miscWebAgentConfig" : {
      "type" : "object",
      "title" : "Miscellaneous",
      "propertyOrder" : 4,
      "properties" : {
        "profileAttributesCookieMaxAge" : {
          "title" : "Profile Attributes Cookie Maxage",
          "description" : "Maxage of attributes cookie headers. (property name: 
com.sun.identity.agents.config.profile.attribute.cookie.maxage)",
          "propertyOrder" : 31900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "encodeUrlSpecialCharacters" : {
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          "title" : "Encode URL's Special Characters",
          "description" : "Encodes the url which has special characters before doing policy evaluation. 
(property name: com.sun.identity.agents.config.encode.url.special.chars.enable)",
          "propertyOrder" : 32100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "ignorePathInfo" : {
          "title" : "Ignore Path Info in Request URL",
          "description" : "The path info will be stripped from the request URL while doing Not Enforced List 
check and url policy evaluation if the value is set to true. <br>Property: 
com.sun.identity.agents.config.ignore.path.info <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "caseInsensitiveUrlComparison" : {
          "title" : "URL Comparison Case Sensitivity Check",
          "description" : "Enforces case insensitivity in both policy and not enforced url evaluation. 
(property name: com.sun.identity.agents.config.url.comparison.case.ignore)",
          "propertyOrder" : 32000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "headerJsonResponse" : {
          "title" : "Headers and Values to Receive JSON-Formatted Responses",
          "description" : "Specify HTTP headers and associated values that trigger JSON-formatted errors to be 
returned. <br>Example: <br>org.forgerock.agents.config.json.header[enableJsonResponse]=true 
<br>org.forgerock.agents.config.json.response.code=202 <br>(property: 
org.forgerock.agents.config.json.header[Header]=Value)",
          "propertyOrder" : 32740,
          "patternProperties" : {
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            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "gotoParameterName" : {
          "title" : "Goto Parameter Name",
          "description" : "This is the name of the HTTP query \"goto\" parameter. It is not recommended to 
change it.<br>Property: com.sun.identity.agents.config.redirect.param <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 32600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "mineEncodeHeader" : {
          "title" : "MIME-Encode HTTP Header Values",
          "description" : "Specifies whether the agent must MIME-encode HTTP header values, and when to do it. 
Possible values are: <br>  0. The agent MIME-encodes the value of HTTP headers if said value is a multi-byte 
Unicode string. <br>  1. The agent MIME-encodes the value of every HTTP header. <br>  2. The agent does not 
MIME-encode the value of any HTTP header. <br> (property: com.forgerock.agents.header.mime.encode)",
          "propertyOrder" : 32720,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "invertUrlJsonResponse" : {
          "title" : "Invert Properties That Receive JSON-Formatted Responses",
          "description" : "Set to true to invert the meaning of both the org.forgerock.agents.config.json.url 
and org.forgerock.agents.config.json.header properties. When inverted the specified values in those two 
properties will not trigger JSON-formatted responses. Any non-specified value will trigger JSON-formatted 
responses, instead. (property: org.forgerock.agents.config.json.url.invert)",
          "propertyOrder" : 32750,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "invalidUrlRegex" : {
          "title" : "Invalid URL Regular Expression",
          "description" : "Specifies a Perl-compatible regular expression to parse valid request URLs. The web 
agent rejects requests to invalid URLs with HTTP 403 Forbidden status without further processing. <br>Example, 
to filter out URLs containing a list of characters and words such as ./ /. / . %00-%1f, %7f-%ff, %25, %2B, 
%2C, %7E, .info, configure the following regular expression: <br>^(\\?!.\\/|\\/.|.|.info|%2B|%00-%1f|%7f-%ff|
%25|%2C|%7E).*$ <br>(property: com.forgerock.agents.agent.invalid.url.regex)",
          "propertyOrder" : 32500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "statusCodeJsonResponse" : {
          "title" : "HTTP Return Code for JSON-Formatted Responses",
          "description" : "Specifies an HTTP response code to return when a JSON-formatted error is triggered. 
(property: org.forgerock.agents.config.json.response.code)",
          "propertyOrder" : 32760,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "urlJsonResponse" : {
          "title" : "URLs to Receive JSON-Formatted Responses",
          "description" : "Returning the responses in JSON format is useful for non-browser-based, or AJAX 
applications, that may not want to redirect users to the AM user interface for authentication. <br>Example: 
org.forgerock.agents.config.json.url[0]=http*://*.example.com:*/api/* 
<br>org.forgerock.agents.config.json.response.code=202 <br>(property: org.forgerock.agents.config.json.url)",
          "propertyOrder" : 32730,
          "items" : {
            "type" : "string"
          },
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "profileAttributesCookiePrefix" : {
          "title" : "Profile Attributes Cookie Prefix",
          "description" : "Sets cookie prefix in the attributes headers. (property name: 
com.sun.identity.agents.config.profile.attribute.cookie.prefix)",
          "propertyOrder" : 31800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "encodeSpecialCharsInCookies" : {
          "title" : "Encode special chars in Cookies",
          "description" : "Encode special chars in cookie by URL encoding. Useful when profile, session and 
response attributes contain special chars and attributes fetch mode is set to HTTP_COOKIE. (property name: 
com.sun.identity.agents.config.encode.cookie.special.chars.enable)  ",
          "propertyOrder" : 31700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "anonymousUserId" : {
          "title" : "Anonymous User Default Value",
          "description" : "User id of unauthenticated users. (property name: 
com.sun.identity.agents.config.anonymous.user.id)",
          "propertyOrder" : 32700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
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            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "compositeAdviceEncode" : {
          "title" : "Composite Advice Encode",
          "description" : "This property is used to specify whether AM composite advices should be based64url 
encoded before sending to custom login endpoints. (property: com.forgerock.agents.advice.b64.url.encode)",
          "propertyOrder" : 32300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "addCacheControlHeader" : {
          "title" : "Add Cache-Control Headers",
          "description" : "Set this property to true to enable use of Cache-Control headers that prevent 
proxies from caching resources accessed by unauthenticated users. (property: 
com.forgerock.agents.cache_control_header.enable)",
          "propertyOrder" : 32710,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "anonymousUserEnabled" : {
          "title" : "Anonymous User",
          "description" : "Enable/Disable REMOTE_USER processing for anonymous users. (property name: 
com.sun.identity.agents.config.anonymous.user.enable)",
          "propertyOrder" : 31600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "compositeAdviceRedirect" : {
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          "title" : "Composite Advice Handling",
          "description" : "When set to true, the agent sends composite advice in the query (GET request) 
instead of sending it through a POST request. (property: com.sun.am.use_redirect_for_advice)",
          "propertyOrder" : 32200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        }
      }
    },
    "globalWebAgentConfig" : {
      "type" : "object",
      "title" : "Global",
      "propertyOrder" : 0,
      "properties" : {
        "ssoOnlyMode" : {
          "title" : "SSO Only Mode",
          "description" : "Agent will just enforce authentication (SSO), but no authorization for policies. 
(property name: com.sun.identity.agents.config.sso.only)",
          "propertyOrder" : 26200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "fqdnCheck" : {
          "title" : "FQDN Check",
          "description" : "Enables checking of fqdn default value and fqdn map values. (property name: 
com.sun.identity.agents.config.fqdn.check.enable)",
          "propertyOrder" : 27300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "jwtName" : {
          "title" : "JWT Cookie Name",
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          "description" : "The name used by the agent to set the OIDC JWT on the user's browser.<br>Property: 
org.forgerock.agents.jwt.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 25500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "userpassword" : {
          "title" : "Password",
          "description" : "",
          "propertyOrder" : 25000,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "agentUriPrefix" : {
          "title" : "Agent Deployment URI Prefix",
          "description" : "(property name: com.sun.identity.agents.config.agenturi.prefix)",
          "propertyOrder" : 25800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agentConfigChangeNotificationsEnabled" : {
          "title" : "Enable Notifications of Agent Configuration Change",
          "description" : "Enable agent to receive notification messages (via websockets) from AM server for 
configuration changes.<br>Property: com.sun.identity.agents.config.change.notification.enable <br>Valid for 
Web Agent 5.0 onwards",
          "propertyOrder" : 25300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "resetIdleTime" : {
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          "title" : "Reset Idle Timeout",
          "description" : "If the agent is configured in SSO-only mode, the session may unexpectedly expire in 
AM due to idle timeout before the user has finished accessing the application. <br>Set this property to true 
to refresh the timeout when the user performs an action. <br>When set to true, the agent makes an additional 
call to AM, this may cause a performance impact. Configure this property only if: <br>   The agent is 
configured in SSO-only mode. <br>   User's sessions are timing out in AM because they are unexpectedly 
reaching the maximum idle timeout value. <br>(property: com.forgerock.agents.call.session.refresh)",
          "propertyOrder" : 26250,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "disableJwtAudit" : {
          "title" : "Disable validation of the audience claim",
          "description" : "Specifies whether the agent should validate the audience claim matches the agent 
profile ID represented in the JWT containing the end user's session. <br>Possible values are: <br>  false = 
The agent validates audience claim. <br>  true = The agent does not validate audience claim.<br> (property: 
com.forgerock.agents.jwt.aud.disable)",
          "propertyOrder" : 25510,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "repositoryLocation" : {
          "title" : "Location of Agent Configuration Repository",
          "description" : "Indicates agent's configuration located either on agent's host or centrally on AM 
server (property: org.forgerock.agents.config.location).",
          "propertyOrder" : 25200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "agentgroup" : {
          "title" : "Group",
          "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
          "propertyOrder" : 100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "cdssoRootUrl" : {
          "title" : "Agent Root URL for CDSSO",
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          "description" : "The list of agent root URLs for CDSSO. The valid value is in the format protocol://
hostname:port/, where protocol represents the protocol used, such as http or https, hostname represents the 
host name of the system where the agent resides, and port represents the port number on which the agent is 
installed. The slash following the port number is required.<br> If your agent system also has virtual host 
names, add URLs with the virtual host names to this list as well. AM checks that goto URLs match one of the 
agent root URLs for CDSSO.<br>Property: sunIdentityServerDeviceKeyValue <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 26100,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 25100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "amLbCookieEnable" : {
          "title" : "AM Load Balancer Cookie Enabled",
          "description" : "When true, the Web Agent passes the amlbcookie to AM. Use this property to improve 
performance. AM Load balancer cookies can reduce the number of calls that different AM instances make to the 
Core Token Service (CTS). <br>Property: com.forgerock.agents.config.add.amlbcookie <br>Introduced in Web Agent 
5.8",
          "propertyOrder" : 26150,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "fqdnDefault" : {
          "title" : "FQDN Default",
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          "description" : "Fully qualified hostname that the users should use in order to access resources. 
(property name: com.sun.identity.agents.config.fqdn.default)",
          "propertyOrder" : 27400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "notificationsEnabled" : {
          "title" : "Enable Notifications",
          "description" : "The notifications help in maintaining agent's sso, policy and configuration caches. 
(property name: com.sun.identity.agents.config.notification.enable) <br>Requires Agent Restart",
          "propertyOrder" : 25600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "fqdnMapping" : {
          "title" : "FQDN Virtual Host Map",
          "description" : "Maps virtual, invalid, or partial hostnames, and IP addresses to the FQDN to access 
protected resources. (property name: com.sun.identity.agents.config.fqdn.mapping) <br> Examples: <br>  To map 
the partial hostname myserver to myserver.mydomain.com: enter myserver in the Map Key field and 
myserver.mydomain.com in the Corresponding Map Value field. To map a virtual server rst.hostname.com that 
points to the actual server abc.hostname.com: enter valid1 in the Map Key field and rst.hostname.com in the 
Corresponding Map Value field.",
          "propertyOrder" : 27500,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "auditLogLocation" : {
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          "title" : "Audit Log Location",
          "description" : "Specifies where audit messages should be logged. (property name: 
com.sun.identity.agents.config.log.disposition)",
          "propertyOrder" : 26800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agentDebugLevel" : {
          "title" : "Agent Debug Level",
          "description" : "Agent debug level. (property name: com.sun.identity.agents.config.debug.level)",
          "propertyOrder" : 26400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "configurationPollingInterval" : {
          "title" : "Configuration Reload Interval",
          "description" : "Interval in minutes to fetch agent configuration from AM. (property name: 
com.sun.identity.agents.config.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 25900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "jwtAuditWhitelist" : {
          "title" : "Agent Profile ID Allow List",
          "description" : "Specifies a comma-separated list of profile IDs that the agent will consider as 
valid values for the audience claim. This claim is represented in the JWT containing the end user's session. 
<br>Example: <br>agentprofile1,agentprofile2,.... <br>When several agents configured with different agent 
profiles protect the same application, set this property to a list of the agent profiles that are protecting 
the same application. <br>Property: com.forgerock.agents.jwt.aud.whitelist <br>Introduced in Web Agent 5.6.2",
          "propertyOrder" : 25520,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "webSocketConnectionIntervalInMinutes" : {
          "title" : "WebSocket Connection Interval",
          "description" : "The time in minutes before WebSockets to AM are killed and reopened. This property 
helps ensure a balanced distribution of connections across the AM servers on the site. <br>Default: 
30<br>Type: Integer<br>Hot-swap: Yes<br> Property: org.forgerock.agents.balance.websocket.interval.minutes 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 25400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "accessDeniedUrl" : {
          "title" : "Resources Access Denied URL",
          "description" : "The URL of the customized access denied page. (property name: 
com.sun.identity.agents.config.access.denied.url)",
          "propertyOrder" : 26300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "auditAccessType" : {
          "title" : "Audit Access Types",
          "description" : "Types of messages to log based on user URL access attempts. (property name: 
com.sun.identity.agents.config.audit.accesstype)",
          "propertyOrder" : 26700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
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              "type" : "string",
              "required" : false
            }
          }
        }
      }
    },
    "amServicesWebAgent" : {
      "type" : "object",
      "title" : "AM Services",
      "propertyOrder" : 3,
      "properties" : {
        "amLogoutUrl" : {
          "title" : "AM Logout URL",
          "description" : "AM logout page URL. (property name: com.sun.identity.agents.config.logout.url)  
<br> Example: <br> http://host:port/am/UI/Logout",
          "propertyOrder" : 30200,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "policyCachePollingInterval" : {
          "title" : "Policy Cache Polling Period",
          "description" : "Polling interval in minutes to refresh agent's policy cache. (property name: 
com.sun.identity.agents.config.policy.cache.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 30600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "amLoginUrl" : {
          "title" : "AM Login URL",
          "description" : "AM login page URL. (property name: com.sun.identity.agents.config.login.url)  <br> 
Example: <br> http://host:port/am/UI/Login",
          "propertyOrder" : 29900,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "fetchPoliciesFromRootResource" : {
          "title" : "Fetch Policies from Root Resource",
          "description" : "Agent caches policy decision of the resource and all resources from the root of the 
resource down. (property name: com.sun.identity.agents.config.fetch.from.root.resource) <br>Requires Agent 
Restart",
          "propertyOrder" : 31000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "userIdParameter" : {
          "title" : "User ID Parameter",
          "description" : "Agent sets value of User Id to REMOTE_USER server variable. (property name: 
com.sun.identity.agents.config.userid.param)",
          "propertyOrder" : 30800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "publicAmUrl" : {
          "title" : "Public AM URL",
          "description" : "Overrides the agent's behavior of finding a suitable AM server and specifies the 
public URL of the AM to redirect to. <br> Use this property if: <br>  - Your environment uses custom login 
pages (OIDC-compliant and non-OIDC-compliant flows). <br>  - Your environment's custom login pages are in a 
network that can only access AM using a proxy, a firewall, or any other technology that remaps the AM URL to 
one accessible by the custom login pages. <br>  -End-users cannot log in due to their cookies being set in the 
wrong domains. <br>(property: com.forgerock.agents.public.am.url) ",
          "propertyOrder" : 29950,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "retrieveClientHostname" : {
          "title" : "Retrieve Client Hostname",
          "description" : "Gets the client's hostname through DNS reverse lookup for use in policy evaluation. 
(property name: com.sun.identity.agents.config.get.client.host.name)",
          "propertyOrder" : 31100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "invalidateLogoutSession" : {
          "title" : "Invalidate Logout Session",
          "description" : "Specifies whether the agent must invalidate the user session in AM when redirecting 
to the logout URL specified either by the Logout URL list (com.sun.identity.agents.config.agent.logout.url) or 
the AM logout URL (com.sun.identity.agents.config.logout.url) properties. (property: 
org.forgerock.agents.config.logout.session.invalidate)",
          "propertyOrder" : 30520,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "logoutResetCookies" : {
          "title" : "Logout Cookies List for Reset",
          "description" : "Any cookies to be reset upon logout in the same format as cookie reset list. 
(property name: com.sun.identity.agents.config.logout.cookie.reset) <br> Cookie1 <br> 
Cookie2=value;Domain=subdomain.domain.com",
          "propertyOrder" : 30400,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
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              "type" : "array",
              "required" : false
            }
          }
        },
        "conditionalLoginUrl" : {
          "title" : "AM Conditional Login URL",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a specified domain name, the web agent redirects the request to a specific URL. That 
specific URL can be an AM instance, site, or a different website. <br>Example: <br>  example.com|https://
am.example.com/am/oauth2/authorize <br>  myapp.domain.com|https://am2.example.com/am/oauth2/authorize?
realm=sales <br><br>Property: com.forgerock.agents.conditional.login.url",
          "propertyOrder" : 30000,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "regexConditionalLoginUrl" : {
          "title" : "Regular Expression Conditional Login URL",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a regular expression, the web agent redirects the request to a specific URL. That specific 
URL can be an AM instance, site, or a different website. Specifies the redirection URL and its parameters. 
This property needs to configure \"Regular Expression Conditional Login Pattern\" <br>Example: <br>  
org.forgerock.agents.config.conditional.login.pattern[0] = .*shop <br>  
org.forgerock.agents.config.conditional.login.url[0] = http://am.example.com/am/oauth2/authorize?realm=sales 
<br><br>Property: org.forgerock.agents.config.conditional.login.url",
          "propertyOrder" : 30100,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "policyClockSkew" : {
          "title" : "Policy Clock Skew",
          "description" : "Time in seconds used adjust time difference between Agent machine and AM. Clock 
skew in seconds = AgentTime - AMServerTime. (property name: com.sun.identity.agents.config.policy.clock.skew) 
<br>Requires Agent Restart",
          "propertyOrder" : 31200,
          "type" : "object",
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          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "userIdParameterType" : {
          "title" : "User ID Parameter Type",
          "description" : "User ID can be fetched from either SESSION and LDAP attributes. (property name: 
com.sun.identity.agents.config.userid.param.type)",
          "propertyOrder" : 30900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "enableLogoutRegex" : {
          "title" : "Enable Regex for Logout URL List",
          "description" : "This property allows regular expressions in \"Logout URL List\" (property: 
org.forgerock.agents.config.logout.regex.enable)",
          "propertyOrder" : 30530,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "policyEvaluationRealm" : {
          "title" : "Policy Evaluation Realm",
          "description" : "Which realm to start evaluating from. (property name: 
org.forgerock.openam.agents.config.policy.evaluation.realm)",
          "propertyOrder" : 31300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
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              "required" : false
            }
          }
        },
        "policyEvaluationApplication" : {
          "title" : "Policy Set",
          "description" : "Which application contains the policies to evaluate with. (property name: 
org.forgerock.openam.agents.config.policy.evaluation.application)",
          "propertyOrder" : 31400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "regexConditionalLoginPattern" : {
          "title" : "Regular Expression Conditional Login Pattern",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a regular expression, the web agent redirects the request to a specific URL. That specific 
URL can be an AM instance, site, or a different website. Specifies the regular expression that the domain name 
must match. This property needs to configure \"Regular Expression Conditional Login URL\" <br>Example: <br>  
org.forgerock.agents.config.conditional.login.pattern[0] = .*shop <br>  
org.forgerock.agents.config.conditional.login.url[0] = http://am.example.com/am/oauth2/authorize?realm=sales 
<br><br>Property: org.forgerock.agents.config.conditional.login.pattern",
          "propertyOrder" : 30050,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "logoutRedirectUrl" : {
          "title" : "Logout Redirect URL",
          "description" : "User gets redirected to this url after logout. (property name: 
com.sun.identity.agents.config.logout.redirect.url). This property should be specified along with the above 
Logout URL List.",
          "propertyOrder" : 30500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
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              "type" : "string",
              "required" : false
            }
          }
        },
        "ssoCachePollingInterval" : {
          "title" : "SSO Cache Polling Period",
          "description" : "Polling interval in minutes to refresh agent's sso cache. (property name: 
com.sun.identity.agents.config.sso.cache.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 30700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "logoutRedirectDisabled" : {
          "title" : "Disabled Logout Redirection",
          "description" : "When disabled, instead of redirecting the user-agent, the web agent performs 
session logout in the background and then continues processing access to the current URL. (property: 
com.forgerock.agents.config.logout.redirect.disable)",
          "propertyOrder" : 30510,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "customLoginMode" : {
          "title" : "Custom Login Mode",
          "description" : "Specifies whether the agent should use the default or the custom login mode when 
redirecting unauthenticated users.<br>Possible values are: <br>0. Disabled. Default login redirection mode 
enabled <br>  1. Custom login mode enabled based on converts the SSO token into an ID token <br>  2. Legacy 
Custom login mode. Can be used in specific migration cases from agent 4 <br>(property: 
org.forgerock.openam.agents.config.allow.custom.login)",
          "propertyOrder" : 29890,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
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        },
        "applicationLogoutUrls" : {
          "title" : "Logout URL List",
          "description" : "List of application logout URLs. User gets logged out from AM session when these 
urls accessed. (property name: com.sun.identity.agents.config.agent.logout.url). If this property is used, 
user should specify a value for the below Logout Redirect URL property. <br> Example: <br> http://
myagent.mydomain.com/logout.html",
          "propertyOrder" : 30300,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "logoutUrlRegex" : {
          "title" : "Logout URL Regular Expression",
          "description" : "Perl-compatible regular expression that matches logout URLs. For example, to match 
URLs with protectedA or protectedB in the path and op=logout in the query string, use the following setting: 
<br>*(/protectedA\\?|/protectedB\\?/).*(\\&op=logout\\&)(.*|$)  <br>When you use this property, the agent 
ignores the settings for Logout URL List. (property: com.forgerock.agents.agent.logout.url.regex)",
          "propertyOrder" : 30540,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        }
      }
    },
    "applicationWebAgentConfig" : {
      "type" : "object",
      "title" : "Application",
      "propertyOrder" : 1,
      "properties" : {
        "invertNotEnforcedUrls" : {
          "title" : "Invert Not Enforced URLs",
          "description" : "Only not enforced list of urls will be enforced. (property name: 
com.sun.identity.agents.config.notenforced.url.invert)",
          "propertyOrder" : 27800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "sessionAttributeFetchMode" : {
          "title" : "Session Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.session.attribute.fetch.mode)",
          "propertyOrder" : 28600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "responseAttributeFetchMode" : {
          "title" : "Response Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.response.attribute.fetch.mode)",
          "propertyOrder" : 28400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "sessionAttributeMap" : {
          "title" : "Session Attribute Map",
          "description" : "Maps the session attributes to be populated under specific names for the currently 
authenticated user. (property name: com.sun.identity.agents.config.session.attribute.mapping)   <br> Example: 
<br>  To populate the value of session attribute UserToken under name CUSTOM-userid: enter UserToken in Map 
Key field, and enter CUSTOM-userid in Corresponding Map Value field.",
          "propertyOrder" : 28700,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
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              "required" : false
            }
          }
        },
        "ignorePathInfoForNotEnforcedUrls" : {
          "title" : "Ignore Path Info for Not Enforced URLs",
          "description" : "Indicate whether the path info and query should be stripped from the request URL 
before being compared with the URLs of the not enforced list when those URLs have a wildcard '*' character.  
(property name: com.sun.identity.agents.config.ignore.path.info.for.not.enforced.list)  ",
          "propertyOrder" : 27600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "notEnforcedIps" : {
          "title" : "Not Enforced Client IP List",
          "description" : "No authentication and authorization are required for the requests coming from these 
client IP addresses. (property name: com.sun.identity.agents.config.notenforced.ip) <br> Examples: <br> 
192.18.145.* <br> 192.18.146.123",
          "propertyOrder" : 28000,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "fetchAttributesForNotEnforcedUrls" : {
          "title" : "Fetch Attributes for Not Enforced URLs",
          "description" : "Agent fetches profile attributes for not enforced urls by doing policy evaluation. 
(property name: com.sun.identity.agents.config.notenforced.url.attributes.enable)",
          "propertyOrder" : 27900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
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        },
        "profileAttributeMap" : {
          "title" : "Profile Attribute Map",
          "description" : "Maps the profile attributes to be populated under specific names for the currently 
authenticated user. (property name: com.sun.identity.agents.config.profile.attribute.mapping)  <br> Example: 
<br> To populate the value of profile attribute cn under name CUSTOM-Common-Name: enter cn in Map Key field, 
and enter CUSTOM-Common-Name in Corresponding Map Value field. <br> To populate the value of profile attribute 
mail under name CUSTOM-Email: enter mail in Map Key field, and enter CUSTOM-Email in Corresponding Map Value 
field.",
          "propertyOrder" : 28300,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "clientIpValidation" : {
          "title" : "Client IP Validation",
          "description" : "This validates if the subsequent browser requests come from the same ip address 
that the SSO token is initially issued against. (property name: 
com.sun.identity.agents.config.client.ip.validation.enable)",
          "propertyOrder" : 28100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "notEnforcedIpsList" : {
          "title" : "Not-Enforced URL from IP Processing List",
          "description" : "Specifies a list of client IP addresses that do not require authentication when 
requesting the indicated URLs. <br>The supported format requires a list of IP addresses separated by spaces, 
the horizontal bar (|) character, and a list of URLs separated by spaces. <br>For example: <br>  10.1.2.1 
192.168.0.2|/public/* <br>In the preceding example, the IP addresses 10.1.2.1 and  192.168.0.2 can access any 
resource inside /public without authenticating. (property: org.forgerock.agents.config.notenforced.ipurl)",
          "propertyOrder" : 28050,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {

PingAM Amster Entity Reference

Copyright © 2025 Ping Identity Corporation 4083



              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "continuousSecurityCookies" : {
          "title" : "Continuous Security Cookie Map",
          "description" : "The name of the cookies to be sent as part of the payload during policy evaluation, 
which can be accessed via the 'environment' variable in a policy script. The 'key' is the name of the cookie 
to be sent, and the 'value' is the name which it will appear as in the policy evaluation script. It is 
possible to map multiple cookies to the same name (they will simply appear as an array in the evaluation 
script). If the cookie doesn't exist, then the empty string will be sent. <br>Property: 
org.forgerock.agents.continuous.security.cookies.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 28900,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "attributeMultiValueSeparator" : {
          "title" : "Attribute Multi Value Separator",
          "description" : "Specifies separator for multiple values. Applies to all types of attributes i.e. 
profile, session and response attributes. (property name: 
com.sun.identity.agents.config.attribute.multi.value.separator)",
          "propertyOrder" : 28800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "profileAttributeFetchMode" : {
          "title" : "Profile Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.profile.attribute.fetch.mode)",
          "propertyOrder" : 28200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "continuousSecurityHeaders" : {
          "title" : "Continuous Security Header Map",
          "description" : "The name of the headers in the user's original request, that will be sent as part 
of the payload during policy evaluation, which can then be accessed via the 'environment' variable in a policy 
script. The 'key' is the name of the header to be sent, and the 'value' is the name which it will appear as in 
the policy evaluation script.It is possible to map multiple headers to the same name (they will simply appear 
as an array in the evaluation script). If the header doesn't exist, then the empty string will be sent. 
<br>Property: org.forgerock.agents.continuous.security.headers.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 29000,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "notEnforcedUrls" : {
          "title" : "Not Enforced URLs",
          "description" : "List of urls for which no authentication required. (property name: 
com.sun.identity.agents.config.notenforced.url) <br> Example: <br> http://myagent.mydomain.com/*.gif",
          "propertyOrder" : 27700,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "notEnforcedIpsRegex" : {
          "title" : "Regular Expressions for Not-Enforced IPs",
          "description" : "Enable use of Perl-compatible regular expressions in Not-Enforced URL from IP 
settings. (property: org.forgerock.agents.config.notenforced.ext.regex.enable)",
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          "propertyOrder" : 28150,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "notEnforcedUrlsRegex" : {
          "title" : "Regular Expressions for Not-Enforced URLs",
          "description" : "When true, enables use of Perl-compatible regular expressions in Not-enforced URL 
settings. (property: com.forgerock.agents.notenforced.url.regex.enable)",
          "propertyOrder" : 27850,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "responseAttributeMap" : {
          "title" : "Response Attribute Map",
          "description" : "Maps the policy response attributes to be populated under specific names for the 
currently authenticated user. (property name: com.sun.identity.agents.config.response.attribute.mapping)  <br> 
Example: <br> To populate the value of response attribute uid under name CUSTOM-USER-NAME: enter uid in Map 
Key field, and enter CUSTOM-USER-NAME in Corresponding Map Value field.",
          "propertyOrder" : 28500,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        }
      }
    },
    "ssoWebAgentConfig" : {
      "type" : "object",
      "title" : "SSO",
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      "propertyOrder" : 2,
      "properties" : {
        "cdssoCookieDomain" : {
          "title" : "Cookies Domain List",
          "description" : "List of domains in which cookies have to be set in CDSSO. (property name: 
com.sun.identity.agents.config.cdsso.cookie.domain) <br> Example: <br> .example.com",
          "propertyOrder" : 29600,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "cookieResetList" : {
          "title" : "Cookies Reset Name List",
          "description" : "List of cookies in the format: name[=value][;Domain=value]. (property name: 
com.sun.identity.agents.config.cookie.reset) <br> Examples: <br> Cookie1 <br> 
Cookie2=value;Domain=subdomain.domain.com",
          "propertyOrder" : 29800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "multivaluePreAuthnCookie" : {
          "title" : "Multivalue for Pre-Authn Cookie",
          "description" : "With this set, the agent will use a legacy mode to create cookies that are used to 
track unauthenticated requests that have been redirected to login. This mode should only be used for backward 
compatibility, where the pre-5.7 way of tracking redirected requests is required, perhaps because the cookie 
names are referenced in proxy configuration. This property need not be set in any other situation. (property: 
org.forgerock.openam.agents.config.multivalue.pre.authn.cookies)",
          "propertyOrder" : 29280,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
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              "required" : false
            }
          }
        },
        "acceptSsoToken" : {
          "title" : "Accept SSO Token",
          "description" : "Specifies whether the agent should accept SSO tokens as session cookies alongside 
with ID tokens. Possible values: <br>- false. The agent does not accept SSO Tokens <br>- true. The agent 
accepts both SSO tokens and ID tokens as session tokens during the login flow, and afterwards. SSO tokens are 
not converted to ID tokens <br>Set this property to \"true\" only for specific migration cases (see 
documentation for more info) <br>(property: com.forgerock.agents.accept.sso.token) (Agent 5.7+ only)",
          "propertyOrder" : 29850,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "persistentJwtCookie" : {
          "title" : "Persistent JWT Cookie",
          "description" : "Enable persistence for JWT cookie. If true JWT cookie will not be set as Session 
Cookie. (property: org.forgerock.agents.config.cdsso.persistent.cookie.enable)",
          "propertyOrder" : 29270,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "httpOnly" : {
          "title" : "HTTP Only Mode",
          "description" : "Agents with this property set to true mark cookies as HTTPOnly to prevent scripts 
and third-party programs from accessing the cookies. (property: com.sun.identity.cookie.httponly)",
          "propertyOrder" : 29250,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "cookieName" : {
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          "title" : "Cookie Name",
          "description" : "Name of the SSO Token cookie used between the AM server and the Agent. (property 
name: com.sun.identity.agents.config.cookie.name)<br>Requires Agent Restart",
          "propertyOrder" : 29100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "cookieResetOnRedirect" : {
          "title" : "Session Cookie Reset on Authentication Redirect",
          "description" : "When set to true. the agent will not reset the session cookie on an authentication 
redirect if there is a policy advice present.By default, the agent resets the session cookie in all configured 
domains on every authentication redirect when a policy advice is present. (property: 
org.forgerock.agents.config.cdsso.advice.cleanup.disable)",
          "propertyOrder" : 29400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "cdssoRedirectUri" : {
          "title" : "Authentication Redirect URI",
          "description" : "An intermediate URI that is used by the Agent for processing CDSSO requests. 
<br>Property: org.forgerock.agents.authn.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 29300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "cookieResetEnabled" : {
          "title" : "Cookie Reset",
          "description" : "Agent resets cookies in the response before redirecting to authentication. 
(property name: com.sun.identity.agents.config.cookie.reset.enable)",
          "propertyOrder" : 29700,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "sameSite" : {
          "title" : "SameSite Cookie Attribute",
          "description" : "If set, agent will add SameSite attribute to all cookies created by agent with 
value which is provided in this property. <br>Example: Strict, Lax, None (property: 
com.forgerock.agents.cdsso.cookie.samesite)",
          "propertyOrder" : 29260,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "secureCookies" : {
          "title" : "Cookie Security",
          "description" : "Agent sends secure cookies if communication is secure. (property name: 
com.sun.identity.agents.config.cookie.secure) <br>Requires Agent Restart",
          "propertyOrder" : 29200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        }
      }
    }
  }
}

delete

Usage

am> delete WebAgents --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WebAgents --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action WebAgents --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WebAgents --realm Realm --actionName nextdescendents

query

Querying the agents of a specific type

Usage

am> query WebAgents --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read WebAgents --realm Realm --id id
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Parameters

--id

The unique identifier for the resource.

update

Usage

am> update WebAgents --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "advancedWebAgentConfig" : {
      "type" : "object",
      "title" : "Advanced",
      "propertyOrder" : 5,
      "properties" : {
        "pdpSkipPostUrl" : {
          "title" : "URLs Ignored by the Agent POST Data Inspector",
          "description" : "Specifies a list of URLs that will not be processed by the web agent POST data 
inspector. This allows other modules on the same server to access the POST data directly. <br>The following 
example uses wildcards to add a file named postreader.jsp in the root of any protected website to the list of 
URLs that will not have their POST data inspected: <br>http*://*:*/postreader.jsp <br>Any URLs added to this 
property should also be added to the Not-Enforced URLs <br> (property: 
org.forgerock.agents.config.skip.post.url)",
          "propertyOrder" : 33740,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "pdpStickySessionCookieName" : {
          "title" : "POST Data Sticky Load Balancing Cookie Name",
          "description" : "Specifies the name of a cookie to use for enabling sticky load balancing when the 
\"POST Data Sticky Load Balancing Mode\" property is set to COOKIE. Set the cookie name to the same value 
configured in the \"POST Data Sticky Load Balancing Value\" property. (property: 
com.sun.identity.agents.config.postdata.preserve.lbcookie)",
          "propertyOrder" : 33720,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "retainSessionCache" : {
          "title" : "Retain Session Cache After Configuration Change",
          "description" : "Use this property to manage how the session cache is used after a change to the 
agent configuration: <br> False: Purge the session cache, and re-read the user session data. <br> True: Do not 
purge the session cache, and do not re-read the user session data. <br><br>Use this value to prevent the agent 
from flooding AM instances with requests, when the agent configuration changes regularly, and the changes do 
not affect the agent authorisation decisions. <br><br>Property: 
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com.forgerock.agents.session.cache.eventually.consistent <br>Introduced in Web Agent 5.9.0",
          "propertyOrder" : 34700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "clientHostnameHeader" : {
          "title" : "Client Hostname Header",
          "description" : "HTTP header name that holds the Hostname of the client. <br>Property: 
org.forgerock.agents.http.header.containing.remote.hostname <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "replayPasswordKey" : {
          "title" : "Replay Password Key",
          "description" : "DES key for decrypting the basic authentication password in the session. (property 
name: com.sun.identity.agents.config.replaypasswd.key)",
          "propertyOrder" : 33900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "hostnameToIpAddress" : {
          "title" : "Hostname to IP Address Map",
          "description" : "Map of a hostname to an IP address. The mapped hostname is automatically resolved 
to the IP address. <br>Format: Hostname|IP <br>Example: am.example.com|10.199.0.2 <br><br>Property: 
com.forgerock.agents.config.hostmap <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32950,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "postDataPreservation" : {
          "title" : "POST Data Preservation",
          "description" : "Enables POST data preservation. (property name: 
com.sun.identity.agents.config.postdata.preserve.enable) <br> Note that this feature is not supported in all 
the web agents. Please refer individual agents documentation for more details.",
          "propertyOrder" : 33500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "customProperties" : {
          "title" : "Custom Properties",
          "description" : "Additional properties that allow users to augment the set of properties supported 
by agent. (property name: com.sun.identity.agents.config.freeformproperties)  <br> Examples: <br> 
customproperty=custom-value1 <br> customlist[0]=customlist-value-0 <br> customlist[1]=customlist-value-1 <br> 
custommap[key1]=custommap-value-1 <br> custommap[key2]=custommap-value-2",
          "propertyOrder" : 35100,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "overrideRequestProtocol" : {
          "title" : "Override Request URL Protocol",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the protocol with the value from the property 
com.sun.identity.agents.config.agenturi.prefix. (property name: 
com.sun.identity.agents.config.override.protocol)",
          "propertyOrder" : 33100,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "overrideRequestPort" : {
          "title" : "Override Request URL Port",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the port with the value from the property com.sun.identity.agents.config.agenturi.prefix. 
(property name: com.sun.identity.agents.config.override.port)",
          "propertyOrder" : 33300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "postDataCachePeriod" : {
          "title" : "POST Data Entries Cache Period",
          "description" : "POST cache entry lifetime in minutes. (property name: 
com.sun.identity.agents.config.postcache.entry.lifetime)",
          "propertyOrder" : 33600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "apacheAuthDirectives" : {
          "title" : "Use Built-in Apache HTTPD Authentication Directives",
          "description" : "A regular expression pattern to specify which not-enforced URLs can use built-in 
Apache authentication directives, such as AuthName, FilesMatch, and Require, for basic authentication. 
<br>Requests with not-enforced URLs that match the expression can use built-in Apache authentication 
directives. <br><br>Property: com.forgerock.agents.no.remoteuser.module.compatibility <br>Introduced in Web 
Agent 5.9.0",
          "propertyOrder" : 34600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "fragmentRedirectEnabled" : {
          "title" : "Fragment Redirect Enabled",
          "description" : "Enable to save the browser's URL fragment during authentication. <br>(property: 
org.forgerock.agents.config.fragment.redirect.enable) (Agent 5.7+ only)",
          "propertyOrder" : 33400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "pdpStickySessionValue" : {
          "title" : "POST Data Sticky Load Balancing Value",
          "description" : "Specifies a key-value pair separated by the = character that the web agent creates 
when evaluating the \"POST Data Sticky Load Balancing Mode\". For example, a setting of lb=myserver either 
sets an lb cookie with myserver value, or adds lb=myserver to the URL query string. When configuring POST data 
preservation with cookies, set the cookie name in the cookie pair to the same value configured in the \"POST 
Data Sticky Load Balancing Cookie Name\". (property: 
com.sun.identity.agents.config.postdata.preserve.stickysession.value)",
          "propertyOrder" : 33710,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "clientIpHeader" : {
          "title" : "Client IP Address Header",
          "description" : "HTTP header name that holds the IP address of the client. <br>Property: 
org.forgerock.agents.http.header.containing.ip.address <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
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            }
          }
        },
        "showPasswordInHeader" : {
          "title" : "Show Password in HTTP Header",
          "description" : "Set to true if encrypted password should be set in HTTP header AUTH_PASSWORD. 
(property name: com.sun.identity.agents.config.iis.password.header)",
          "propertyOrder" : 34400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "logonAndImpersonation" : {
          "title" : "Logon and Impersonation",
          "description" : "Set to true if agent should do Windows Logon and User Impersonation. (property 
name: com.sun.identity.agents.config.iis.logonuser)",
          "propertyOrder" : 34500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "overrideRequestHost" : {
          "title" : "Override Request URL Host",
          "description" : "Set to true if the agent is sitting behind a ssl/tls off-loader, load balancer, or 
proxy to override the host with the value from the property com.sun.identity.agents.config.agenturi.prefix. 
(property name: com.sun.identity.agents.config.override.host)",
          "propertyOrder" : 33200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "pdpStickySessionMode" : {
          "title" : "POST Data Sticky Load Balancing Mode",
          "description" : "Specifies whether to create a cookie, or to append a query string to the URL to 
assist with sticky load balancing. Possible values are: <br>COOKIE. The web agent creates a cookie with the 
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value specified in the com.sun.identity.agents.config.postdata.preserve.stickysession.value property. <br>URL. 
The web agent appends the value specified in the 
com.sun.identity.agents.config.postdata.preserve.stickysession.value to the URL query string. <br> (property: 
com.sun.identity.agents.config.postdata.preserve.stickysession.mode)",
          "propertyOrder" : 33700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "pdpJavascriptRepost" : {
          "title" : "Submit POST Data using JavaScript",
          "description" : "When set to true, preserved POST data will be resubmitted to the destination server 
after authentication by using JavaScript. (property: org.forgerock.agents.pdp.javascript.repost)",
          "propertyOrder" : 33730,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        }
      }
    },
    "miscWebAgentConfig" : {
      "type" : "object",
      "title" : "Miscellaneous",
      "propertyOrder" : 4,
      "properties" : {
        "profileAttributesCookieMaxAge" : {
          "title" : "Profile Attributes Cookie Maxage",
          "description" : "Maxage of attributes cookie headers. (property name: 
com.sun.identity.agents.config.profile.attribute.cookie.maxage)",
          "propertyOrder" : 31900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "encodeUrlSpecialCharacters" : {
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          "title" : "Encode URL's Special Characters",
          "description" : "Encodes the url which has special characters before doing policy evaluation. 
(property name: com.sun.identity.agents.config.encode.url.special.chars.enable)",
          "propertyOrder" : 32100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "ignorePathInfo" : {
          "title" : "Ignore Path Info in Request URL",
          "description" : "The path info will be stripped from the request URL while doing Not Enforced List 
check and url policy evaluation if the value is set to true. <br>Property: 
com.sun.identity.agents.config.ignore.path.info <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 32400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "caseInsensitiveUrlComparison" : {
          "title" : "URL Comparison Case Sensitivity Check",
          "description" : "Enforces case insensitivity in both policy and not enforced url evaluation. 
(property name: com.sun.identity.agents.config.url.comparison.case.ignore)",
          "propertyOrder" : 32000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "headerJsonResponse" : {
          "title" : "Headers and Values to Receive JSON-Formatted Responses",
          "description" : "Specify HTTP headers and associated values that trigger JSON-formatted errors to be 
returned. <br>Example: <br>org.forgerock.agents.config.json.header[enableJsonResponse]=true 
<br>org.forgerock.agents.config.json.response.code=202 <br>(property: 
org.forgerock.agents.config.json.header[Header]=Value)",
          "propertyOrder" : 32740,
          "patternProperties" : {
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            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "gotoParameterName" : {
          "title" : "Goto Parameter Name",
          "description" : "This is the name of the HTTP query \"goto\" parameter. It is not recommended to 
change it.<br>Property: com.sun.identity.agents.config.redirect.param <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 32600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "mineEncodeHeader" : {
          "title" : "MIME-Encode HTTP Header Values",
          "description" : "Specifies whether the agent must MIME-encode HTTP header values, and when to do it. 
Possible values are: <br>  0. The agent MIME-encodes the value of HTTP headers if said value is a multi-byte 
Unicode string. <br>  1. The agent MIME-encodes the value of every HTTP header. <br>  2. The agent does not 
MIME-encode the value of any HTTP header. <br> (property: com.forgerock.agents.header.mime.encode)",
          "propertyOrder" : 32720,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "invertUrlJsonResponse" : {
          "title" : "Invert Properties That Receive JSON-Formatted Responses",
          "description" : "Set to true to invert the meaning of both the org.forgerock.agents.config.json.url 
and org.forgerock.agents.config.json.header properties. When inverted the specified values in those two 
properties will not trigger JSON-formatted responses. Any non-specified value will trigger JSON-formatted 
responses, instead. (property: org.forgerock.agents.config.json.url.invert)",
          "propertyOrder" : 32750,
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "invalidUrlRegex" : {
          "title" : "Invalid URL Regular Expression",
          "description" : "Specifies a Perl-compatible regular expression to parse valid request URLs. The web 
agent rejects requests to invalid URLs with HTTP 403 Forbidden status without further processing. <br>Example, 
to filter out URLs containing a list of characters and words such as ./ /. / . %00-%1f, %7f-%ff, %25, %2B, 
%2C, %7E, .info, configure the following regular expression: <br>^(\\?!.\\/|\\/.|.|.info|%2B|%00-%1f|%7f-%ff|
%25|%2C|%7E).*$ <br>(property: com.forgerock.agents.agent.invalid.url.regex)",
          "propertyOrder" : 32500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "statusCodeJsonResponse" : {
          "title" : "HTTP Return Code for JSON-Formatted Responses",
          "description" : "Specifies an HTTP response code to return when a JSON-formatted error is triggered. 
(property: org.forgerock.agents.config.json.response.code)",
          "propertyOrder" : 32760,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "urlJsonResponse" : {
          "title" : "URLs to Receive JSON-Formatted Responses",
          "description" : "Returning the responses in JSON format is useful for non-browser-based, or AJAX 
applications, that may not want to redirect users to the AM user interface for authentication. <br>Example: 
org.forgerock.agents.config.json.url[0]=http*://*.example.com:*/api/* 
<br>org.forgerock.agents.config.json.response.code=202 <br>(property: org.forgerock.agents.config.json.url)",
          "propertyOrder" : 32730,
          "items" : {
            "type" : "string"
          },
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          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "profileAttributesCookiePrefix" : {
          "title" : "Profile Attributes Cookie Prefix",
          "description" : "Sets cookie prefix in the attributes headers. (property name: 
com.sun.identity.agents.config.profile.attribute.cookie.prefix)",
          "propertyOrder" : 31800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "encodeSpecialCharsInCookies" : {
          "title" : "Encode special chars in Cookies",
          "description" : "Encode special chars in cookie by URL encoding. Useful when profile, session and 
response attributes contain special chars and attributes fetch mode is set to HTTP_COOKIE. (property name: 
com.sun.identity.agents.config.encode.cookie.special.chars.enable)  ",
          "propertyOrder" : 31700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "anonymousUserId" : {
          "title" : "Anonymous User Default Value",
          "description" : "User id of unauthenticated users. (property name: 
com.sun.identity.agents.config.anonymous.user.id)",
          "propertyOrder" : 32700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
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            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "compositeAdviceEncode" : {
          "title" : "Composite Advice Encode",
          "description" : "This property is used to specify whether AM composite advices should be based64url 
encoded before sending to custom login endpoints. (property: com.forgerock.agents.advice.b64.url.encode)",
          "propertyOrder" : 32300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "addCacheControlHeader" : {
          "title" : "Add Cache-Control Headers",
          "description" : "Set this property to true to enable use of Cache-Control headers that prevent 
proxies from caching resources accessed by unauthenticated users. (property: 
com.forgerock.agents.cache_control_header.enable)",
          "propertyOrder" : 32710,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "anonymousUserEnabled" : {
          "title" : "Anonymous User",
          "description" : "Enable/Disable REMOTE_USER processing for anonymous users. (property name: 
com.sun.identity.agents.config.anonymous.user.enable)",
          "propertyOrder" : 31600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "compositeAdviceRedirect" : {
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          "title" : "Composite Advice Handling",
          "description" : "When set to true, the agent sends composite advice in the query (GET request) 
instead of sending it through a POST request. (property: com.sun.am.use_redirect_for_advice)",
          "propertyOrder" : 32200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        }
      }
    },
    "globalWebAgentConfig" : {
      "type" : "object",
      "title" : "Global",
      "propertyOrder" : 0,
      "properties" : {
        "ssoOnlyMode" : {
          "title" : "SSO Only Mode",
          "description" : "Agent will just enforce authentication (SSO), but no authorization for policies. 
(property name: com.sun.identity.agents.config.sso.only)",
          "propertyOrder" : 26200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "fqdnCheck" : {
          "title" : "FQDN Check",
          "description" : "Enables checking of fqdn default value and fqdn map values. (property name: 
com.sun.identity.agents.config.fqdn.check.enable)",
          "propertyOrder" : 27300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "jwtName" : {
          "title" : "JWT Cookie Name",
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          "description" : "The name used by the agent to set the OIDC JWT on the user's browser.<br>Property: 
org.forgerock.agents.jwt.cookie.name <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 25500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "userpassword" : {
          "title" : "Password",
          "description" : "",
          "propertyOrder" : 25000,
          "required" : true,
          "type" : "string",
          "format" : "password",
          "exampleValue" : ""
        },
        "agentUriPrefix" : {
          "title" : "Agent Deployment URI Prefix",
          "description" : "(property name: com.sun.identity.agents.config.agenturi.prefix)",
          "propertyOrder" : 25800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agentConfigChangeNotificationsEnabled" : {
          "title" : "Enable Notifications of Agent Configuration Change",
          "description" : "Enable agent to receive notification messages (via websockets) from AM server for 
configuration changes.<br>Property: com.sun.identity.agents.config.change.notification.enable <br>Valid for 
Web Agent 5.0 onwards",
          "propertyOrder" : 25300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "resetIdleTime" : {
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          "title" : "Reset Idle Timeout",
          "description" : "If the agent is configured in SSO-only mode, the session may unexpectedly expire in 
AM due to idle timeout before the user has finished accessing the application. <br>Set this property to true 
to refresh the timeout when the user performs an action. <br>When set to true, the agent makes an additional 
call to AM, this may cause a performance impact. Configure this property only if: <br>   The agent is 
configured in SSO-only mode. <br>   User's sessions are timing out in AM because they are unexpectedly 
reaching the maximum idle timeout value. <br>(property: com.forgerock.agents.call.session.refresh)",
          "propertyOrder" : 26250,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "disableJwtAudit" : {
          "title" : "Disable validation of the audience claim",
          "description" : "Specifies whether the agent should validate the audience claim matches the agent 
profile ID represented in the JWT containing the end user's session. <br>Possible values are: <br>  false = 
The agent validates audience claim. <br>  true = The agent does not validate audience claim.<br> (property: 
com.forgerock.agents.jwt.aud.disable)",
          "propertyOrder" : 25510,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "repositoryLocation" : {
          "title" : "Location of Agent Configuration Repository",
          "description" : "Indicates agent's configuration located either on agent's host or centrally on AM 
server (property: org.forgerock.agents.config.location).",
          "propertyOrder" : 25200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "agentgroup" : {
          "title" : "Group",
          "description" : "Add the agent to a group to allow inheritance of property values from the group. 
<br>Changing the group will update inherited property values. <br>Inherited property values are copied to the 
agent.",
          "propertyOrder" : 100,
          "required" : false,
          "type" : "string",
          "exampleValue" : ""
        },
        "cdssoRootUrl" : {
          "title" : "Agent Root URL for CDSSO",
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          "description" : "The list of agent root URLs for CDSSO. The valid value is in the format protocol://
hostname:port/, where protocol represents the protocol used, such as http or https, hostname represents the 
host name of the system where the agent resides, and port represents the port number on which the agent is 
installed. The slash following the port number is required.<br> If your agent system also has virtual host 
names, add URLs with the virtual host names to this list as well. AM checks that goto URLs match one of the 
agent root URLs for CDSSO.<br>Property: sunIdentityServerDeviceKeyValue <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 26100,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "status" : {
          "title" : "Status",
          "description" : "Status of the agent configuration.",
          "propertyOrder" : 25100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : true
            }
          }
        },
        "amLbCookieEnable" : {
          "title" : "AM Load Balancer Cookie Enabled",
          "description" : "When true, the Web Agent passes the amlbcookie to AM. Use this property to improve 
performance. AM Load balancer cookies can reduce the number of calls that different AM instances make to the 
Core Token Service (CTS). <br>Property: com.forgerock.agents.config.add.amlbcookie <br>Introduced in Web Agent 
5.8",
          "propertyOrder" : 26150,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "fqdnDefault" : {
          "title" : "FQDN Default",
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          "description" : "Fully qualified hostname that the users should use in order to access resources. 
(property name: com.sun.identity.agents.config.fqdn.default)",
          "propertyOrder" : 27400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "notificationsEnabled" : {
          "title" : "Enable Notifications",
          "description" : "The notifications help in maintaining agent's sso, policy and configuration caches. 
(property name: com.sun.identity.agents.config.notification.enable) <br>Requires Agent Restart",
          "propertyOrder" : 25600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "fqdnMapping" : {
          "title" : "FQDN Virtual Host Map",
          "description" : "Maps virtual, invalid, or partial hostnames, and IP addresses to the FQDN to access 
protected resources. (property name: com.sun.identity.agents.config.fqdn.mapping) <br> Examples: <br>  To map 
the partial hostname myserver to myserver.mydomain.com: enter myserver in the Map Key field and 
myserver.mydomain.com in the Corresponding Map Value field. To map a virtual server rst.hostname.com that 
points to the actual server abc.hostname.com: enter valid1 in the Map Key field and rst.hostname.com in the 
Corresponding Map Value field.",
          "propertyOrder" : 27500,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "auditLogLocation" : {
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          "title" : "Audit Log Location",
          "description" : "Specifies where audit messages should be logged. (property name: 
com.sun.identity.agents.config.log.disposition)",
          "propertyOrder" : 26800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "agentDebugLevel" : {
          "title" : "Agent Debug Level",
          "description" : "Agent debug level. (property name: com.sun.identity.agents.config.debug.level)",
          "propertyOrder" : 26400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "configurationPollingInterval" : {
          "title" : "Configuration Reload Interval",
          "description" : "Interval in minutes to fetch agent configuration from AM. (property name: 
com.sun.identity.agents.config.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 25900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "jwtAuditWhitelist" : {
          "title" : "Agent Profile ID Allow List",
          "description" : "Specifies a comma-separated list of profile IDs that the agent will consider as 
valid values for the audience claim. This claim is represented in the JWT containing the end user's session. 
<br>Example: <br>agentprofile1,agentprofile2,.... <br>When several agents configured with different agent 
profiles protect the same application, set this property to a list of the agent profiles that are protecting 
the same application. <br>Property: com.forgerock.agents.jwt.aud.whitelist <br>Introduced in Web Agent 5.6.2",
          "propertyOrder" : 25520,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "webSocketConnectionIntervalInMinutes" : {
          "title" : "WebSocket Connection Interval",
          "description" : "The time in minutes before WebSockets to AM are killed and reopened. This property 
helps ensure a balanced distribution of connections across the AM servers on the site. <br>Default: 
30<br>Type: Integer<br>Hot-swap: Yes<br> Property: org.forgerock.agents.balance.websocket.interval.minutes 
<br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 25400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "accessDeniedUrl" : {
          "title" : "Resources Access Denied URL",
          "description" : "The URL of the customized access denied page. (property name: 
com.sun.identity.agents.config.access.denied.url)",
          "propertyOrder" : 26300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "auditAccessType" : {
          "title" : "Audit Access Types",
          "description" : "Types of messages to log based on user URL access attempts. (property name: 
com.sun.identity.agents.config.audit.accesstype)",
          "propertyOrder" : 26700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
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              "type" : "string",
              "required" : false
            }
          }
        }
      }
    },
    "amServicesWebAgent" : {
      "type" : "object",
      "title" : "AM Services",
      "propertyOrder" : 3,
      "properties" : {
        "amLogoutUrl" : {
          "title" : "AM Logout URL",
          "description" : "AM logout page URL. (property name: com.sun.identity.agents.config.logout.url)  
<br> Example: <br> http://host:port/am/UI/Logout",
          "propertyOrder" : 30200,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "policyCachePollingInterval" : {
          "title" : "Policy Cache Polling Period",
          "description" : "Polling interval in minutes to refresh agent's policy cache. (property name: 
com.sun.identity.agents.config.policy.cache.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 30600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "amLoginUrl" : {
          "title" : "AM Login URL",
          "description" : "AM login page URL. (property name: com.sun.identity.agents.config.login.url)  <br> 
Example: <br> http://host:port/am/UI/Login",
          "propertyOrder" : 29900,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "fetchPoliciesFromRootResource" : {
          "title" : "Fetch Policies from Root Resource",
          "description" : "Agent caches policy decision of the resource and all resources from the root of the 
resource down. (property name: com.sun.identity.agents.config.fetch.from.root.resource) <br>Requires Agent 
Restart",
          "propertyOrder" : 31000,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "userIdParameter" : {
          "title" : "User ID Parameter",
          "description" : "Agent sets value of User Id to REMOTE_USER server variable. (property name: 
com.sun.identity.agents.config.userid.param)",
          "propertyOrder" : 30800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "publicAmUrl" : {
          "title" : "Public AM URL",
          "description" : "Overrides the agent's behavior of finding a suitable AM server and specifies the 
public URL of the AM to redirect to. <br> Use this property if: <br>  - Your environment uses custom login 
pages (OIDC-compliant and non-OIDC-compliant flows). <br>  - Your environment's custom login pages are in a 
network that can only access AM using a proxy, a firewall, or any other technology that remaps the AM URL to 
one accessible by the custom login pages. <br>  -End-users cannot log in due to their cookies being set in the 
wrong domains. <br>(property: com.forgerock.agents.public.am.url) ",
          "propertyOrder" : 29950,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "retrieveClientHostname" : {
          "title" : "Retrieve Client Hostname",
          "description" : "Gets the client's hostname through DNS reverse lookup for use in policy evaluation. 
(property name: com.sun.identity.agents.config.get.client.host.name)",
          "propertyOrder" : 31100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "invalidateLogoutSession" : {
          "title" : "Invalidate Logout Session",
          "description" : "Specifies whether the agent must invalidate the user session in AM when redirecting 
to the logout URL specified either by the Logout URL list (com.sun.identity.agents.config.agent.logout.url) or 
the AM logout URL (com.sun.identity.agents.config.logout.url) properties. (property: 
org.forgerock.agents.config.logout.session.invalidate)",
          "propertyOrder" : 30520,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "logoutResetCookies" : {
          "title" : "Logout Cookies List for Reset",
          "description" : "Any cookies to be reset upon logout in the same format as cookie reset list. 
(property name: com.sun.identity.agents.config.logout.cookie.reset) <br> Cookie1 <br> 
Cookie2=value;Domain=subdomain.domain.com",
          "propertyOrder" : 30400,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
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              "type" : "array",
              "required" : false
            }
          }
        },
        "conditionalLoginUrl" : {
          "title" : "AM Conditional Login URL",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a specified domain name, the web agent redirects the request to a specific URL. That 
specific URL can be an AM instance, site, or a different website. <br>Example: <br>  example.com|https://
am.example.com/am/oauth2/authorize <br>  myapp.domain.com|https://am2.example.com/am/oauth2/authorize?
realm=sales <br><br>Property: com.forgerock.agents.conditional.login.url",
          "propertyOrder" : 30000,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "regexConditionalLoginUrl" : {
          "title" : "Regular Expression Conditional Login URL",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a regular expression, the web agent redirects the request to a specific URL. That specific 
URL can be an AM instance, site, or a different website. Specifies the redirection URL and its parameters. 
This property needs to configure \"Regular Expression Conditional Login Pattern\" <br>Example: <br>  
org.forgerock.agents.config.conditional.login.pattern[0] = .*shop <br>  
org.forgerock.agents.config.conditional.login.url[0] = http://am.example.com/am/oauth2/authorize?realm=sales 
<br><br>Property: org.forgerock.agents.config.conditional.login.url",
          "propertyOrder" : 30100,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "policyClockSkew" : {
          "title" : "Policy Clock Skew",
          "description" : "Time in seconds used adjust time difference between Agent machine and AM. Clock 
skew in seconds = AgentTime - AMServerTime. (property name: com.sun.identity.agents.config.policy.clock.skew) 
<br>Requires Agent Restart",
          "propertyOrder" : 31200,
          "type" : "object",
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          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "userIdParameterType" : {
          "title" : "User ID Parameter Type",
          "description" : "User ID can be fetched from either SESSION and LDAP attributes. (property name: 
com.sun.identity.agents.config.userid.param.type)",
          "propertyOrder" : 30900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "enableLogoutRegex" : {
          "title" : "Enable Regex for Logout URL List",
          "description" : "This property allows regular expressions in \"Logout URL List\" (property: 
org.forgerock.agents.config.logout.regex.enable)",
          "propertyOrder" : 30530,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "policyEvaluationRealm" : {
          "title" : "Policy Evaluation Realm",
          "description" : "Which realm to start evaluating from. (property name: 
org.forgerock.openam.agents.config.policy.evaluation.realm)",
          "propertyOrder" : 31300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
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              "required" : false
            }
          }
        },
        "policyEvaluationApplication" : {
          "title" : "Policy Set",
          "description" : "Which application contains the policies to evaluate with. (property name: 
org.forgerock.openam.agents.config.policy.evaluation.application)",
          "propertyOrder" : 31400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "regexConditionalLoginPattern" : {
          "title" : "Regular Expression Conditional Login Pattern",
          "description" : "Conditionally redirect users based on the incoming request URL. If the incoming 
request URL matches a regular expression, the web agent redirects the request to a specific URL. That specific 
URL can be an AM instance, site, or a different website. Specifies the regular expression that the domain name 
must match. This property needs to configure \"Regular Expression Conditional Login URL\" <br>Example: <br>  
org.forgerock.agents.config.conditional.login.pattern[0] = .*shop <br>  
org.forgerock.agents.config.conditional.login.url[0] = http://am.example.com/am/oauth2/authorize?realm=sales 
<br><br>Property: org.forgerock.agents.config.conditional.login.pattern",
          "propertyOrder" : 30050,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "logoutRedirectUrl" : {
          "title" : "Logout Redirect URL",
          "description" : "User gets redirected to this url after logout. (property name: 
com.sun.identity.agents.config.logout.redirect.url). This property should be specified along with the above 
Logout URL List.",
          "propertyOrder" : 30500,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
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              "type" : "string",
              "required" : false
            }
          }
        },
        "ssoCachePollingInterval" : {
          "title" : "SSO Cache Polling Period",
          "description" : "Polling interval in minutes to refresh agent's sso cache. (property name: 
com.sun.identity.agents.config.sso.cache.polling.interval) <br>Requires Agent Restart",
          "propertyOrder" : 30700,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
        },
        "logoutRedirectDisabled" : {
          "title" : "Disabled Logout Redirection",
          "description" : "When disabled, instead of redirecting the user-agent, the web agent performs 
session logout in the background and then continues processing access to the current URL. (property: 
com.forgerock.agents.config.logout.redirect.disable)",
          "propertyOrder" : 30510,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "customLoginMode" : {
          "title" : "Custom Login Mode",
          "description" : "Specifies whether the agent should use the default or the custom login mode when 
redirecting unauthenticated users.<br>Possible values are: <br>0. Disabled. Default login redirection mode 
enabled <br>  1. Custom login mode enabled based on converts the SSO token into an ID token <br>  2. Legacy 
Custom login mode. Can be used in specific migration cases from agent 4 <br>(property: 
org.forgerock.openam.agents.config.allow.custom.login)",
          "propertyOrder" : 29890,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "integer",
              "required" : false
            }
          }
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        },
        "applicationLogoutUrls" : {
          "title" : "Logout URL List",
          "description" : "List of application logout URLs. User gets logged out from AM session when these 
urls accessed. (property name: com.sun.identity.agents.config.agent.logout.url). If this property is used, 
user should specify a value for the below Logout Redirect URL property. <br> Example: <br> http://
myagent.mydomain.com/logout.html",
          "propertyOrder" : 30300,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "logoutUrlRegex" : {
          "title" : "Logout URL Regular Expression",
          "description" : "Perl-compatible regular expression that matches logout URLs. For example, to match 
URLs with protectedA or protectedB in the path and op=logout in the query string, use the following setting: 
<br>*(/protectedA\\?|/protectedB\\?/).*(\\&op=logout\\&)(.*|$)  <br>When you use this property, the agent 
ignores the settings for Logout URL List. (property: com.forgerock.agents.agent.logout.url.regex)",
          "propertyOrder" : 30540,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        }
      }
    },
    "applicationWebAgentConfig" : {
      "type" : "object",
      "title" : "Application",
      "propertyOrder" : 1,
      "properties" : {
        "invertNotEnforcedUrls" : {
          "title" : "Invert Not Enforced URLs",
          "description" : "Only not enforced list of urls will be enforced. (property name: 
com.sun.identity.agents.config.notenforced.url.invert)",
          "propertyOrder" : 27800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
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            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "sessionAttributeFetchMode" : {
          "title" : "Session Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.session.attribute.fetch.mode)",
          "propertyOrder" : 28600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "responseAttributeFetchMode" : {
          "title" : "Response Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.response.attribute.fetch.mode)",
          "propertyOrder" : 28400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "sessionAttributeMap" : {
          "title" : "Session Attribute Map",
          "description" : "Maps the session attributes to be populated under specific names for the currently 
authenticated user. (property name: com.sun.identity.agents.config.session.attribute.mapping)   <br> Example: 
<br>  To populate the value of session attribute UserToken under name CUSTOM-userid: enter UserToken in Map 
Key field, and enter CUSTOM-userid in Corresponding Map Value field.",
          "propertyOrder" : 28700,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
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              "required" : false
            }
          }
        },
        "ignorePathInfoForNotEnforcedUrls" : {
          "title" : "Ignore Path Info for Not Enforced URLs",
          "description" : "Indicate whether the path info and query should be stripped from the request URL 
before being compared with the URLs of the not enforced list when those URLs have a wildcard '*' character.  
(property name: com.sun.identity.agents.config.ignore.path.info.for.not.enforced.list)  ",
          "propertyOrder" : 27600,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "notEnforcedIps" : {
          "title" : "Not Enforced Client IP List",
          "description" : "No authentication and authorization are required for the requests coming from these 
client IP addresses. (property name: com.sun.identity.agents.config.notenforced.ip) <br> Examples: <br> 
192.18.145.* <br> 192.18.146.123",
          "propertyOrder" : 28000,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "fetchAttributesForNotEnforcedUrls" : {
          "title" : "Fetch Attributes for Not Enforced URLs",
          "description" : "Agent fetches profile attributes for not enforced urls by doing policy evaluation. 
(property name: com.sun.identity.agents.config.notenforced.url.attributes.enable)",
          "propertyOrder" : 27900,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
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        },
        "profileAttributeMap" : {
          "title" : "Profile Attribute Map",
          "description" : "Maps the profile attributes to be populated under specific names for the currently 
authenticated user. (property name: com.sun.identity.agents.config.profile.attribute.mapping)  <br> Example: 
<br> To populate the value of profile attribute cn under name CUSTOM-Common-Name: enter cn in Map Key field, 
and enter CUSTOM-Common-Name in Corresponding Map Value field. <br> To populate the value of profile attribute 
mail under name CUSTOM-Email: enter mail in Map Key field, and enter CUSTOM-Email in Corresponding Map Value 
field.",
          "propertyOrder" : 28300,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "clientIpValidation" : {
          "title" : "Client IP Validation",
          "description" : "This validates if the subsequent browser requests come from the same ip address 
that the SSO token is initially issued against. (property name: 
com.sun.identity.agents.config.client.ip.validation.enable)",
          "propertyOrder" : 28100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "notEnforcedIpsList" : {
          "title" : "Not-Enforced URL from IP Processing List",
          "description" : "Specifies a list of client IP addresses that do not require authentication when 
requesting the indicated URLs. <br>The supported format requires a list of IP addresses separated by spaces, 
the horizontal bar (|) character, and a list of URLs separated by spaces. <br>For example: <br>  10.1.2.1 
192.168.0.2|/public/* <br>In the preceding example, the IP addresses 10.1.2.1 and  192.168.0.2 can access any 
resource inside /public without authenticating. (property: org.forgerock.agents.config.notenforced.ipurl)",
          "propertyOrder" : 28050,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
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              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "continuousSecurityCookies" : {
          "title" : "Continuous Security Cookie Map",
          "description" : "The name of the cookies to be sent as part of the payload during policy evaluation, 
which can be accessed via the 'environment' variable in a policy script. The 'key' is the name of the cookie 
to be sent, and the 'value' is the name which it will appear as in the policy evaluation script. It is 
possible to map multiple cookies to the same name (they will simply appear as an array in the evaluation 
script). If the cookie doesn't exist, then the empty string will be sent. <br>Property: 
org.forgerock.agents.continuous.security.cookies.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 28900,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "attributeMultiValueSeparator" : {
          "title" : "Attribute Multi Value Separator",
          "description" : "Specifies separator for multiple values. Applies to all types of attributes i.e. 
profile, session and response attributes. (property name: 
com.sun.identity.agents.config.attribute.multi.value.separator)",
          "propertyOrder" : 28800,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "profileAttributeFetchMode" : {
          "title" : "Profile Attribute Fetch Mode",
          "description" : "(property name: com.sun.identity.agents.config.profile.attribute.fetch.mode)",
          "propertyOrder" : 28200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
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            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "continuousSecurityHeaders" : {
          "title" : "Continuous Security Header Map",
          "description" : "The name of the headers in the user's original request, that will be sent as part 
of the payload during policy evaluation, which can then be accessed via the 'environment' variable in a policy 
script. The 'key' is the name of the header to be sent, and the 'value' is the name which it will appear as in 
the policy evaluation script.It is possible to map multiple headers to the same name (they will simply appear 
as an array in the evaluation script). If the header doesn't exist, then the empty string will be sent. 
<br>Property: org.forgerock.agents.continuous.security.headers.map <br>Valid for Agent 5.0 onwards",
          "propertyOrder" : 29000,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        },
        "notEnforcedUrls" : {
          "title" : "Not Enforced URLs",
          "description" : "List of urls for which no authentication required. (property name: 
com.sun.identity.agents.config.notenforced.url) <br> Example: <br> http://myagent.mydomain.com/*.gif",
          "propertyOrder" : 27700,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "notEnforcedIpsRegex" : {
          "title" : "Regular Expressions for Not-Enforced IPs",
          "description" : "Enable use of Perl-compatible regular expressions in Not-Enforced URL from IP 
settings. (property: org.forgerock.agents.config.notenforced.ext.regex.enable)",

Amster Entity Reference PingAM

4124 Copyright © 2025 Ping Identity Corporation



          "propertyOrder" : 28150,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "notEnforcedUrlsRegex" : {
          "title" : "Regular Expressions for Not-Enforced URLs",
          "description" : "When true, enables use of Perl-compatible regular expressions in Not-enforced URL 
settings. (property: com.forgerock.agents.notenforced.url.regex.enable)",
          "propertyOrder" : 27850,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "responseAttributeMap" : {
          "title" : "Response Attribute Map",
          "description" : "Maps the policy response attributes to be populated under specific names for the 
currently authenticated user. (property name: com.sun.identity.agents.config.response.attribute.mapping)  <br> 
Example: <br> To populate the value of response attribute uid under name CUSTOM-USER-NAME: enter uid in Map 
Key field, and enter CUSTOM-USER-NAME in Corresponding Map Value field.",
          "propertyOrder" : 28500,
          "patternProperties" : {
            ".*" : {
              "type" : "string"
            }
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "object",
              "required" : false
            }
          }
        }
      }
    },
    "ssoWebAgentConfig" : {
      "type" : "object",
      "title" : "SSO",
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      "propertyOrder" : 2,
      "properties" : {
        "cdssoCookieDomain" : {
          "title" : "Cookies Domain List",
          "description" : "List of domains in which cookies have to be set in CDSSO. (property name: 
com.sun.identity.agents.config.cdsso.cookie.domain) <br> Example: <br> .example.com",
          "propertyOrder" : 29600,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "cookieResetList" : {
          "title" : "Cookies Reset Name List",
          "description" : "List of cookies in the format: name[=value][;Domain=value]. (property name: 
com.sun.identity.agents.config.cookie.reset) <br> Examples: <br> Cookie1 <br> 
Cookie2=value;Domain=subdomain.domain.com",
          "propertyOrder" : 29800,
          "items" : {
            "type" : "string"
          },
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "array",
              "required" : false
            }
          }
        },
        "multivaluePreAuthnCookie" : {
          "title" : "Multivalue for Pre-Authn Cookie",
          "description" : "With this set, the agent will use a legacy mode to create cookies that are used to 
track unauthenticated requests that have been redirected to login. This mode should only be used for backward 
compatibility, where the pre-5.7 way of tracking redirected requests is required, perhaps because the cookie 
names are referenced in proxy configuration. This property need not be set in any other situation. (property: 
org.forgerock.openam.agents.config.multivalue.pre.authn.cookies)",
          "propertyOrder" : 29280,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
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              "required" : false
            }
          }
        },
        "acceptSsoToken" : {
          "title" : "Accept SSO Token",
          "description" : "Specifies whether the agent should accept SSO tokens as session cookies alongside 
with ID tokens. Possible values: <br>- false. The agent does not accept SSO Tokens <br>- true. The agent 
accepts both SSO tokens and ID tokens as session tokens during the login flow, and afterwards. SSO tokens are 
not converted to ID tokens <br>Set this property to \"true\" only for specific migration cases (see 
documentation for more info) <br>(property: com.forgerock.agents.accept.sso.token) (Agent 5.7+ only)",
          "propertyOrder" : 29850,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "persistentJwtCookie" : {
          "title" : "Persistent JWT Cookie",
          "description" : "Enable persistence for JWT cookie. If true JWT cookie will not be set as Session 
Cookie. (property: org.forgerock.agents.config.cdsso.persistent.cookie.enable)",
          "propertyOrder" : 29270,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "httpOnly" : {
          "title" : "HTTP Only Mode",
          "description" : "Agents with this property set to true mark cookies as HTTPOnly to prevent scripts 
and third-party programs from accessing the cookies. (property: com.sun.identity.cookie.httponly)",
          "propertyOrder" : 29250,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "cookieName" : {
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          "title" : "Cookie Name",
          "description" : "Name of the SSO Token cookie used between the AM server and the Agent. (property 
name: com.sun.identity.agents.config.cookie.name)<br>Requires Agent Restart",
          "propertyOrder" : 29100,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "cookieResetOnRedirect" : {
          "title" : "Session Cookie Reset on Authentication Redirect",
          "description" : "When set to true. the agent will not reset the session cookie on an authentication 
redirect if there is a policy advice present.By default, the agent resets the session cookie in all configured 
domains on every authentication redirect when a policy advice is present. (property: 
org.forgerock.agents.config.cdsso.advice.cleanup.disable)",
          "propertyOrder" : 29400,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "cdssoRedirectUri" : {
          "title" : "Authentication Redirect URI",
          "description" : "An intermediate URI that is used by the Agent for processing CDSSO requests. 
<br>Property: org.forgerock.agents.authn.redirect.uri <br>Valid for Java Agent 5.0 onwards",
          "propertyOrder" : 29300,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "cookieResetEnabled" : {
          "title" : "Cookie Reset",
          "description" : "Agent resets cookies in the response before redirecting to authentication. 
(property name: com.sun.identity.agents.config.cookie.reset.enable)",
          "propertyOrder" : 29700,
          "type" : "object",
          "exampleValue" : "",
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          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        },
        "sameSite" : {
          "title" : "SameSite Cookie Attribute",
          "description" : "If set, agent will add SameSite attribute to all cookies created by agent with 
value which is provided in this property. <br>Example: Strict, Lax, None (property: 
com.forgerock.agents.cdsso.cookie.samesite)",
          "propertyOrder" : 29260,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "string",
              "required" : false
            }
          }
        },
        "secureCookies" : {
          "title" : "Cookie Security",
          "description" : "Agent sends secure cookies if communication is secure. (property name: 
com.sun.identity.agents.config.cookie.secure) <br>Requires Agent Restart",
          "propertyOrder" : 29200,
          "type" : "object",
          "exampleValue" : "",
          "properties" : {
            "inherited" : {
              "type" : "boolean",
              "required" : true
            },
            "value" : {
              "type" : "boolean",
              "required" : false
            }
          }
        }
      }
    }
  }
}
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WebAuthnAuthenticationNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/WebAuthnAuthenticationNode

Resource version: 1.0

create

Usage

am> create WebAuthnAuthenticationNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userVerificationRequirement" : {
      "title" : "User verification requirement",
      "description" : "If specified as REQUIRED, authenticators that don't verify user identity are filtered 
out and should not be selectable by the user.",
      "propertyOrder" : 20,
      "type" : "string",
      "exampleValue" : ""
    },
    "relyingPartyDomain" : {
      "title" : "Relying party identifier",
      "description" : "The domain against which to register devices, if blank AM will make a best guess at the 
domain.",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "origins" : {
      "title" : "Origin domains",
      "description" : "A set of fully-qualified URLs of accepted origins, e.g. http://app.example.com:443. If 
empty, the accepted origin is the incoming request origin.",
      "propertyOrder" : 15,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Timeout",
      "description" : "The number of seconds to wait for a valid WebAuthn authenticator to be registered 
before failing.",
      "propertyOrder" : 40,
      "type" : "integer",
      "exampleValue" : ""
    },
    "requiresResidentKey" : {
      "title" : "Username from device",
      "description" : "Requests that the username is selected by the device. Devices which do not support 
storing and providing the username will be unable to utilise the node while it is operating in this mode.",
      "propertyOrder" : 50,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "isRecoveryCodeAllowed" : {
      "title" : "Allow recovery codes",
      "description" : "",
      "propertyOrder" : 30,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "asScript" : {
      "title" : "Return challenge as JavaScript",
      "description" : "If enabled, the node will return its challenge as a fully encapsulated client-side 
JavaScript that will interact directly with the WebAuthn API and submit the response back. If disabled, the 
node will return the challenge and associated data in a metadata node, and the custom UI will use that to 
interact with the WebAuthn API itself.",
      "propertyOrder" : 60,
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      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "userVerificationRequirement", "origins", "timeout", "requiresResidentKey", 
"isRecoveryCodeAllowed", "asScript" ]
}

delete

Usage

am> delete WebAuthnAuthenticationNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WebAuthnAuthenticationNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action WebAuthnAuthenticationNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action WebAuthnAuthenticationNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WebAuthnAuthenticationNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query WebAuthnAuthenticationNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read WebAuthnAuthenticationNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update WebAuthnAuthenticationNode --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "userVerificationRequirement" : {
      "title" : "User verification requirement",
      "description" : "If specified as REQUIRED, authenticators that don't verify user identity are filtered 
out and should not be selectable by the user.",
      "propertyOrder" : 20,
      "type" : "string",
      "exampleValue" : ""
    },
    "relyingPartyDomain" : {
      "title" : "Relying party identifier",
      "description" : "The domain against which to register devices, if blank AM will make a best guess at the 
domain.",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "origins" : {
      "title" : "Origin domains",
      "description" : "A set of fully-qualified URLs of accepted origins, e.g. http://app.example.com:443. If 
empty, the accepted origin is the incoming request origin.",
      "propertyOrder" : 15,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Timeout",
      "description" : "The number of seconds to wait for a valid WebAuthn authenticator to be registered 
before failing.",
      "propertyOrder" : 40,
      "type" : "integer",
      "exampleValue" : ""
    },
    "requiresResidentKey" : {
      "title" : "Username from device",
      "description" : "Requests that the username is selected by the device. Devices which do not support 
storing and providing the username will be unable to utilise the node while it is operating in this mode.",
      "propertyOrder" : 50,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "isRecoveryCodeAllowed" : {
      "title" : "Allow recovery codes",
      "description" : "",
      "propertyOrder" : 30,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "asScript" : {
      "title" : "Return challenge as JavaScript",
      "description" : "If enabled, the node will return its challenge as a fully encapsulated client-side 
JavaScript that will interact directly with the WebAuthn API and submit the response back. If disabled, the 
node will return the challenge and associated data in a metadata node, and the custom UI will use that to 
interact with the WebAuthn API itself.",
      "propertyOrder" : 60,
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      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "userVerificationRequirement", "origins", "timeout", "requiresResidentKey", 
"isRecoveryCodeAllowed", "asScript" ]
}

WebAuthnDeviceStorageNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/WebAuthnDeviceStorageNode

Resource version: 1.0

create

Usage

am> create WebAuthnDeviceStorageNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "maxSavedDevices" : {
      "title" : "Maximum Saved Devices",
      "description" : "Specify the maximum number of WebAuthn devices to save in a user's profile. 0 for 
unlimited.",
      "propertyOrder" : 20,
      "type" : "integer",
      "exampleValue" : ""
    },
    "generateRecoveryCodes" : {
      "title" : "Generate recovery codes",
      "description" : "If enabled, the success outcome's transient state will contain a set of recovery codes. 
If this success outcome is passed into a Recovery Code Display Node, these codes will be presented to the 
user. A user may use recovery codes to bypass the WebAuthn authentication node in the event they have lost 
their authenticator. A set of recovery codes is shared among all registered WebAuthn authenticators, with the 
latest-generated set being the only valid set of codes.",
      "propertyOrder" : 10,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "maxSavedDevices", "generateRecoveryCodes" ]
}

delete

Usage

am> delete WebAuthnDeviceStorageNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WebAuthnDeviceStorageNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action WebAuthnDeviceStorageNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action WebAuthnDeviceStorageNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WebAuthnDeviceStorageNode --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query WebAuthnDeviceStorageNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read WebAuthnDeviceStorageNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update WebAuthnDeviceStorageNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "maxSavedDevices" : {
      "title" : "Maximum Saved Devices",
      "description" : "Specify the maximum number of WebAuthn devices to save in a user's profile. 0 for 
unlimited.",
      "propertyOrder" : 20,
      "type" : "integer",
      "exampleValue" : ""
    },
    "generateRecoveryCodes" : {
      "title" : "Generate recovery codes",
      "description" : "If enabled, the success outcome's transient state will contain a set of recovery codes. 
If this success outcome is passed into a Recovery Code Display Node, these codes will be presented to the 
user. A user may use recovery codes to bypass the WebAuthn authentication node in the event they have lost 
their authenticator. A set of recovery codes is shared among all registered WebAuthn authenticators, with the 
latest-generated set being the only valid set of codes.",
      "propertyOrder" : 10,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "maxSavedDevices", "generateRecoveryCodes" ]
}
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WebAuthnRegistrationNode

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/WebAuthnRegistrationNode

Resource version: 1.0

create

Usage

am> create WebAuthnRegistrationNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "asScript" : {
      "title" : "Return challenge as JavaScript",
      "description" : "If enabled, the node will return its challenge as a fully encapsulated client-side 
JavaScript that will interact directly with the WebAuthn API and submit the response back. If disabled, the 
node will return the challenge and associated data in a metadata node, and the custom UI will use that to 
interact with the WebAuthn API itself.",
      "propertyOrder" : 140,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "acceptedSigningAlgorithms" : {
      "title" : "Accepted signing algorithms",
      "description" : "",
      "propertyOrder" : 50,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "attestationPreference" : {
      "title" : "Preferred mode of attestation",
      "description" : "",
      "propertyOrder" : 40,
      "type" : "string",
      "exampleValue" : ""
    },
    "relyingPartyDomain" : {
      "title" : "Relying party identifier",
      "description" : "The domain against which to register devices, if blank AM will make a best guess at the 
domain.",
      "propertyOrder" : 20,
      "type" : "string",
      "exampleValue" : ""
    },
    "displayNameSharedState" : {
      "title" : "Shared state attribute for display name",
      "description" : "This field determines the value of the user's displayName, used when the user's 
username is stored in the device. If left blank, the display name will be set to the same as the user's 
username. If set to a value the corresponding shared state value will be used instead. If there is no value 
found in the shared state for the provided key, the display name will be set to the same as the user's 
username.",
      "propertyOrder" : 130,
      "type" : "string",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Timeout",
      "description" : "The number of seconds to wait for a valid WebAuthn authenticator to be registered 
before failing.",
      "propertyOrder" : 70,
      "type" : "integer",
      "exampleValue" : ""
    },
    "excludeCredentials" : {
      "title" : "Limit registrations",
      "description" : "If enabled, each authenticator may only be registered against a user's profile once.",
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      "propertyOrder" : 80,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "storeAttestationDataInTransientState" : {
      "title" : "Store data in transient state",
      "description" : "If enabled, the information provided by the device to the node will be stored in the 
transient state for later analysis by subsequent nodes using the key 'webauthnData'. Additionally the type of 
attestation achieved (BASIC, CA, SELF, etc.) will be stored using the key 'webauthnAttestationType'.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "origins" : {
      "title" : "Origin domains",
      "description" : "A set of fully-qualified URLs of accepted origins, e.g. http://app.example.com:443. If 
empty, the accepted origin is the incoming request origin.",
      "propertyOrder" : 25,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userVerificationRequirement" : {
      "title" : "User verification requirement",
      "description" : "If specified as REQUIRED, authenticators that don't verify user identity are filtered 
out and should not be selectable by the user.",
      "propertyOrder" : 30,
      "type" : "string",
      "exampleValue" : ""
    },
    "requiresResidentKey" : {
      "title" : "Username to device",
      "description" : "Requests that the username is stored by the device. Devices which do not support 
storing and providing the username will be unable to utilise the node while it is operating in this mode.",
      "propertyOrder" : 120,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "postponeDeviceProfileStorage" : {
      "title" : "Store device data in transient state",
      "description" : "If enabled, the device will not be stored directly to the user profile upon successful 
completion of the node. Rather, the device information will be placed into the transient state for later 
storage by subsequent nodes using the key 'webauthnDeviceData'. The provided 'WebAuthn Device Storage Node' 
can be used for this purpose.",
      "propertyOrder" : 110,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maxSavedDevices" : {
      "title" : "Maximum Saved Devices",
      "description" : "Specify the maximum number of WebAuthn devices to save in a user's profile. 0 for 
unlimited.",
      "propertyOrder" : 150,
      "type" : "integer",
      "exampleValue" : ""
    },
    "authenticatorAttachment" : {
      "title" : "Authentication attachment",
      "description" : "If specified, the authenticators will be filtered out that don't match the attachment 
type. A PLATFORM authenticator is part of the device, and CROSS_PLATFORM authenticator can be removed from a 
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device and used elsewhere, e.g. via USB.",
      "propertyOrder" : 60,
      "type" : "string",
      "exampleValue" : ""
    },
    "relyingPartyName" : {
      "title" : "Relying party",
      "description" : "The name of the Relying Party to present, this could be the name of the organisation, 
realm, etc.",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "trustStoreAlias" : {
      "title" : "Trust Store alias",
      "description" : "The alias of the realm trust store which contains the secrets necessary for performing 
validation of a supplied attestation certificate. The alias name must only contain the characters a-z and 
the . symbol.",
      "propertyOrder" : 65,
      "type" : "string",
      "exampleValue" : ""
    },
    "enforceRevocationCheck" : {
      "title" : "Enforce revocation check",
      "description" : "Whether to enforce the checking of revocation entries from certificates. If this is set 
to true, then any attestation certificate's trust chain MUST have a CRL or OCSP entry that can be verified by 
AM during processing. If this is set to false, then presented certificates will not be checked for revocation. 
Certificates downloaded from the FIDO Metadata Service may not have a CRL/OCSP entry.",
      "propertyOrder" : 68,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "generateRecoveryCodes" : {
      "title" : "Generate recovery codes",
      "description" : "If enabled, the success outcome's transient state will contain a set of recovery codes. 
If this success outcome is passed into a Recovery Code Display Node, these codes will be presented to the 
user. A user may use recovery codes to bypass the WebAuthn authentication node in the event they have lost 
their authenticator. A set of recovery codes is shared among all registered WebAuthn authenticators, with the 
latest-generated set being the only valid set of codes. This will not occur if the option to store the device 
data in the transient state is also selected.",
      "propertyOrder" : 90,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "asScript", "acceptedSigningAlgorithms", "attestationPreference", "timeout", 
"excludeCredentials", "storeAttestationDataInTransientState", "origins", "userVerificationRequirement", 
"requiresResidentKey", "postponeDeviceProfileStorage", "maxSavedDevices", "authenticatorAttachment", 
"relyingPartyName", "enforceRevocationCheck", "generateRecoveryCodes" ]
}

delete

Usage

am> delete WebAuthnRegistrationNode --realm Realm --id id

Parameters
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--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WebAuthnRegistrationNode --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action WebAuthnRegistrationNode --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action WebAuthnRegistrationNode --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WebAuthnRegistrationNode --realm Realm --actionName nextdescendents

Amster Entity Reference PingAM

4144 Copyright © 2025 Ping Identity Corporation



query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query WebAuthnRegistrationNode --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read WebAuthnRegistrationNode --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update WebAuthnRegistrationNode --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "asScript" : {
      "title" : "Return challenge as JavaScript",
      "description" : "If enabled, the node will return its challenge as a fully encapsulated client-side 
JavaScript that will interact directly with the WebAuthn API and submit the response back. If disabled, the 
node will return the challenge and associated data in a metadata node, and the custom UI will use that to 
interact with the WebAuthn API itself.",
      "propertyOrder" : 140,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "acceptedSigningAlgorithms" : {
      "title" : "Accepted signing algorithms",
      "description" : "",
      "propertyOrder" : 50,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "attestationPreference" : {
      "title" : "Preferred mode of attestation",
      "description" : "",
      "propertyOrder" : 40,
      "type" : "string",
      "exampleValue" : ""
    },
    "relyingPartyDomain" : {
      "title" : "Relying party identifier",
      "description" : "The domain against which to register devices, if blank AM will make a best guess at the 
domain.",
      "propertyOrder" : 20,
      "type" : "string",
      "exampleValue" : ""
    },
    "displayNameSharedState" : {
      "title" : "Shared state attribute for display name",
      "description" : "This field determines the value of the user's displayName, used when the user's 
username is stored in the device. If left blank, the display name will be set to the same as the user's 
username. If set to a value the corresponding shared state value will be used instead. If there is no value 
found in the shared state for the provided key, the display name will be set to the same as the user's 
username.",
      "propertyOrder" : 130,
      "type" : "string",
      "exampleValue" : ""
    },
    "timeout" : {
      "title" : "Timeout",
      "description" : "The number of seconds to wait for a valid WebAuthn authenticator to be registered 
before failing.",
      "propertyOrder" : 70,
      "type" : "integer",
      "exampleValue" : ""
    },
    "excludeCredentials" : {
      "title" : "Limit registrations",
      "description" : "If enabled, each authenticator may only be registered against a user's profile once.",
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      "propertyOrder" : 80,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "storeAttestationDataInTransientState" : {
      "title" : "Store data in transient state",
      "description" : "If enabled, the information provided by the device to the node will be stored in the 
transient state for later analysis by subsequent nodes using the key 'webauthnData'. Additionally the type of 
attestation achieved (BASIC, CA, SELF, etc.) will be stored using the key 'webauthnAttestationType'.",
      "propertyOrder" : 100,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "origins" : {
      "title" : "Origin domains",
      "description" : "A set of fully-qualified URLs of accepted origins, e.g. http://app.example.com:443. If 
empty, the accepted origin is the incoming request origin.",
      "propertyOrder" : 25,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "userVerificationRequirement" : {
      "title" : "User verification requirement",
      "description" : "If specified as REQUIRED, authenticators that don't verify user identity are filtered 
out and should not be selectable by the user.",
      "propertyOrder" : 30,
      "type" : "string",
      "exampleValue" : ""
    },
    "requiresResidentKey" : {
      "title" : "Username to device",
      "description" : "Requests that the username is stored by the device. Devices which do not support 
storing and providing the username will be unable to utilise the node while it is operating in this mode.",
      "propertyOrder" : 120,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "postponeDeviceProfileStorage" : {
      "title" : "Store device data in transient state",
      "description" : "If enabled, the device will not be stored directly to the user profile upon successful 
completion of the node. Rather, the device information will be placed into the transient state for later 
storage by subsequent nodes using the key 'webauthnDeviceData'. The provided 'WebAuthn Device Storage Node' 
can be used for this purpose.",
      "propertyOrder" : 110,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "maxSavedDevices" : {
      "title" : "Maximum Saved Devices",
      "description" : "Specify the maximum number of WebAuthn devices to save in a user's profile. 0 for 
unlimited.",
      "propertyOrder" : 150,
      "type" : "integer",
      "exampleValue" : ""
    },
    "authenticatorAttachment" : {
      "title" : "Authentication attachment",
      "description" : "If specified, the authenticators will be filtered out that don't match the attachment 
type. A PLATFORM authenticator is part of the device, and CROSS_PLATFORM authenticator can be removed from a 
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device and used elsewhere, e.g. via USB.",
      "propertyOrder" : 60,
      "type" : "string",
      "exampleValue" : ""
    },
    "relyingPartyName" : {
      "title" : "Relying party",
      "description" : "The name of the Relying Party to present, this could be the name of the organisation, 
realm, etc.",
      "propertyOrder" : 10,
      "type" : "string",
      "exampleValue" : ""
    },
    "trustStoreAlias" : {
      "title" : "Trust Store alias",
      "description" : "The alias of the realm trust store which contains the secrets necessary for performing 
validation of a supplied attestation certificate. The alias name must only contain the characters a-z and 
the . symbol.",
      "propertyOrder" : 65,
      "type" : "string",
      "exampleValue" : ""
    },
    "enforceRevocationCheck" : {
      "title" : "Enforce revocation check",
      "description" : "Whether to enforce the checking of revocation entries from certificates. If this is set 
to true, then any attestation certificate's trust chain MUST have a CRL or OCSP entry that can be verified by 
AM during processing. If this is set to false, then presented certificates will not be checked for revocation. 
Certificates downloaded from the FIDO Metadata Service may not have a CRL/OCSP entry.",
      "propertyOrder" : 68,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "generateRecoveryCodes" : {
      "title" : "Generate recovery codes",
      "description" : "If enabled, the success outcome's transient state will contain a set of recovery codes. 
If this success outcome is passed into a Recovery Code Display Node, these codes will be presented to the 
user. A user may use recovery codes to bypass the WebAuthn authentication node in the event they have lost 
their authenticator. A set of recovery codes is shared among all registered WebAuthn authenticators, with the 
latest-generated set being the only valid set of codes. This will not occur if the option to store the device 
data in the transient state is also selected.",
      "propertyOrder" : 90,
      "type" : "boolean",
      "exampleValue" : ""
    }
  },
  "required" : [ "asScript", "acceptedSigningAlgorithms", "attestationPreference", "timeout", 
"excludeCredentials", "storeAttestationDataInTransientState", "origins", "userVerificationRequirement", 
"requiresResidentKey", "postponeDeviceProfileStorage", "maxSavedDevices", "authenticatorAttachment", 
"relyingPartyName", "enforceRevocationCheck", "generateRecoveryCodes" ]
}

Amster Entity Reference PingAM

4148 Copyright © 2025 Ping Identity Corporation



WebAuthnUserDevices

Realm Operations

The WebAuthn devices service is responsible for exposing functions to change the collection of WebAuthn authentication devices.
The supported methods are update, delete, query

Resource path:

/users/{user}/devices/2fa/webauthn

Resource version: 1.0

delete

Delete WebAuthn user device

Usage

am> delete WebAuthnUserDevices --realm Realm --id id --user user

Parameters

--id

The unique identifier for the resource.

--user

The WebAuthn devices service is responsible for exposing functions to change the collection of WebAuthn authentication
devices. The supported methods are update, delete, query

query

Query the user’s WebAuthn devices

Usage

am> query WebAuthnUserDevices --realm Realm --filter filter --user user

Parameters

--filter

A CREST formatted query filter, where "true" will query all. Fields that can be queried: [*]
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--user

The WebAuthn devices service is responsible for exposing functions to change the collection of WebAuthn authentication
devices. The supported methods are update, delete, query

update

Update an existing WebAuthn user device

Usage

am> update WebAuthnUserDevices --realm Realm --id id --body body --user user

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "$schema" : "http://json-schema.org/draft-04/schema#",
  "description" : "User devices schema that is used for WebAuthn authentication devices",
  "type" : "object",
  "title" : "User devices schema",
  "properties" : {
    "deviceName" : {
      "type" : "string",
      "title" : "Device Name",
      "description" : "The name of the WebAuthn device."
    },
    "uuid" : {
      "type" : "string",
      "title" : "UUID",
      "description" : "The unique identifier for this device."
    }
  }
}

--user

The WebAuthn devices service is responsible for exposing functions to change the collection of WebAuthn authentication
devices. The supported methods are update, delete, query
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WebhookService

Realm Operations

Resource path:

/realm-config/webhooks

Resource version: 1.0

create

Usage

am> create WebhookService --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "url" : {
      "title" : "Url",
      "description" : "The webhook url that is used to create the http call for this webhook.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "body" : {
      "title" : "Body",
      "description" : "The webhook body to be sent in the http request.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "headers" : {
      "title" : "Headers",
      "description" : "The webhook headers added to the http request.",
      "propertyOrder" : 300,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete WebhookService --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action WebhookService --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action WebhookService --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WebhookService --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query WebhookService --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read WebhookService --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage
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am> update WebhookService --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "url" : {
      "title" : "Url",
      "description" : "The webhook url that is used to create the http call for this webhook.",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "body" : {
      "title" : "Body",
      "description" : "The webhook body to be sent in the http request.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "headers" : {
      "title" : "Headers",
      "description" : "The webhook headers added to the http request.",
      "propertyOrder" : 300,
      "required" : true,
      "patternProperties" : {
        ".*" : {
          "type" : "string"
        }
      },
      "type" : "object",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/webhooks
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Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WebhookService --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action WebhookService --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WebhookService --global --actionName nextdescendents

read

Usage

am> read WebhookService --global

update

Usage

am> update WebhookService --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object"
}
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WindowsDesktopSsoModule

Realm Operations

Resource path:

/realm-config/authentication/modules/windowsdesktopsso

Resource version: 1.0

create

Usage

am> create WindowsDesktopSsoModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "kerberosServerName" : {
      "title" : "Kerberos Server Name",
      "description" : "The hostname/IP address of the Kerberos (Active Directory) server.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "kerberosRealm" : {
      "title" : "Kerberos Realm",
      "description" : "The name of the Kerberos (Active Directory) realm used for authentication",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "trustedKerberosRealms" : {
      "title" : "Trusted Kerberos realms",
      "description" : "List of trusted Kerberos realms for User Kerberos tickets.<br><br>If realms are 
configured, then Kerberos tickets are only accepted if the realm part of the UserPrincipalName of the Users 
Kerberos ticket matches a realm from the list.",
      "propertyOrder" : 700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "returnPrincipalWithDomainName" : {
      "title" : "Return Principal with Domain Name",
      "description" : "Returns the fully qualified name of the authenticated user rather than just the 
username.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "keytabFileName" : {
      "title" : "Keytab File Name",
      "description" : "The path of the AD keytab file<br><br>This is the absolute pathname of the AD keytab 
file. The keytab file is generated by the Active Directory server.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "kerberosServiceIsinitiator" : {
      "title" : "isInitiator",
      "description" : "Configuration used for JDK Kerbrose LoginModule. True, if initiator. False, if acceptor 
only. Default is true",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
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      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "lookupUserInRealm" : {
      "title" : "Search for the user in the realm",
      "description" : "Validate that the user has a matched user profile configured in the data 
store.<br><br>If this option is enabled, the module validates whether the account corresponds to a user 
profile in the Data Store for the realm. The attributes to perform the search are configured under <i>Access 
Control > Realm Name > Authentication > All Core settings > Alias Search Attribute Name</i>.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "principalName" : {
      "title" : "Service Principal",
      "description" : "The name of the Kerberos principal used during authentication<br><br>This principal 
must match the name used in the keytab file created from the Active Directory server.<br/>The format of the 
field is as follows:<br/><br/><code>HTTP/openam.forgerock.com@AD_DOMAIN.COM</code>",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete WindowsDesktopSsoModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WindowsDesktopSsoModule --realm Realm --actionName getAllTypes
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getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action WindowsDesktopSsoModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WindowsDesktopSsoModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query WindowsDesktopSsoModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read WindowsDesktopSsoModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update WindowsDesktopSsoModule --realm Realm --id id --body body

Parameters
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--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "kerberosServerName" : {
      "title" : "Kerberos Server Name",
      "description" : "The hostname/IP address of the Kerberos (Active Directory) server.",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "kerberosRealm" : {
      "title" : "Kerberos Realm",
      "description" : "The name of the Kerberos (Active Directory) realm used for authentication",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "trustedKerberosRealms" : {
      "title" : "Trusted Kerberos realms",
      "description" : "List of trusted Kerberos realms for User Kerberos tickets.<br><br>If realms are 
configured, then Kerberos tickets are only accepted if the realm part of the UserPrincipalName of the Users 
Kerberos ticket matches a realm from the list.",
      "propertyOrder" : 700,
      "required" : true,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "returnPrincipalWithDomainName" : {
      "title" : "Return Principal with Domain Name",
      "description" : "Returns the fully qualified name of the authenticated user rather than just the 
username.",
      "propertyOrder" : 500,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "keytabFileName" : {
      "title" : "Keytab File Name",
      "description" : "The path of the AD keytab file<br><br>This is the absolute pathname of the AD keytab 
file. The keytab file is generated by the Active Directory server.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "kerberosServiceIsinitiator" : {
      "title" : "isInitiator",
      "description" : "Configuration used for JDK Kerbrose LoginModule. True, if initiator. False, if acceptor 
only. Default is true",
      "propertyOrder" : 900,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
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      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default).",
      "propertyOrder" : 600,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "lookupUserInRealm" : {
      "title" : "Search for the user in the realm",
      "description" : "Validate that the user has a matched user profile configured in the data 
store.<br><br>If this option is enabled, the module validates whether the account corresponds to a user 
profile in the Data Store for the realm. The attributes to perform the search are configured under <i>Access 
Control > Realm Name > Authentication > All Core settings > Alias Search Attribute Name</i>.",
      "propertyOrder" : 800,
      "required" : true,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "principalName" : {
      "title" : "Service Principal",
      "description" : "The name of the Kerberos principal used during authentication<br><br>This principal 
must match the name used in the keytab file created from the Active Directory server.<br/>The format of the 
field is as follows:<br/><br/><code>HTTP/openam.forgerock.com@AD_DOMAIN.COM</code>",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/windowsdesktopsso

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WindowsDesktopSsoModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage
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am> action WindowsDesktopSsoModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WindowsDesktopSsoModule --global --actionName nextdescendents

read

Usage

am> read WindowsDesktopSsoModule --global

update

Usage

am> update WindowsDesktopSsoModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "lookupUserInRealm" : {
          "title" : "Search for the user in the realm",
          "description" : "Validate that the user has a matched user profile configured in the data 
store.<br><br>If this option is enabled, the module validates whether the account corresponds to a user 
profile in the Data Store for the realm. The attributes to perform the search are configured under <i>Access 
Control > Realm Name > Authentication > All Core settings > Alias Search Attribute Name</i>.",
          "propertyOrder" : 800,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default).",
          "propertyOrder" : 600,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "trustedKerberosRealms" : {
          "title" : "Trusted Kerberos realms",
          "description" : "List of trusted Kerberos realms for User Kerberos tickets.<br><br>If realms are 
configured, then Kerberos tickets are only accepted if the realm part of the UserPrincipalName of the Users 
Kerberos ticket matches a realm from the list.",
          "propertyOrder" : 700,
          "required" : true,
          "items" : {
            "type" : "string"
          },
          "type" : "array",
          "exampleValue" : ""
        },
        "kerberosServiceIsinitiator" : {
          "title" : "isInitiator",
          "description" : "Configuration used for JDK Kerbrose LoginModule. True, if initiator. False, if 
acceptor only. Default is true",
          "propertyOrder" : 900,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "returnPrincipalWithDomainName" : {
          "title" : "Return Principal with Domain Name",
          "description" : "Returns the fully qualified name of the authenticated user rather than just the 
username.",
          "propertyOrder" : 500,
          "required" : true,
          "type" : "boolean",
          "exampleValue" : ""
        },
        "keytabFileName" : {
          "title" : "Keytab File Name",
          "description" : "The path of the AD keytab file<br><br>This is the absolute pathname of the AD 
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keytab file. The keytab file is generated by the Active Directory server.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "kerberosServerName" : {
          "title" : "Kerberos Server Name",
          "description" : "The hostname/IP address of the Kerberos (Active Directory) server.",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "kerberosRealm" : {
          "title" : "Kerberos Realm",
          "description" : "The name of the Kerberos (Active Directory) realm used for authentication",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "principalName" : {
          "title" : "Service Principal",
          "description" : "The name of the Kerberos principal used during authentication<br><br>This principal 
must match the name used in the keytab file created from the Active Directory server.<br/>The format of the 
field is as follows:<br/><br/><code>HTTP/openam.forgerock.com@AD_DOMAIN.COM</code>",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

WindowsNtModule

Realm Operations

Resource path:

/realm-config/authentication/modules/windowsnt

Resource version: 1.0

create

Usage
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am> create WindowsNtModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "sambaConfigurationFileName" : {
      "title" : "Samba Configuration File Name",
      "description" : "The path to the Samba configuration file.<br><br>The Windows NT authentication module 
uses the <code>smbclient</code> command to validate the user credentials against the Windows domain 
controller. <br/><br/>For example: <code>/opt/openam/smb.conf</code><br/><br/><i>NB </i>The <code>smbclient</
code> command must be available in the <code>PATH</code> environmental variable associated with OpenAM.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationDomain" : {
      "title" : "Authentication Domain",
      "description" : "The name of the Windows Domain used for authentication",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "authenticationHost" : {
      "title" : "Authentication Host",
      "description" : "The name of the Windows NT Domain Controller.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}
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delete

Usage

am> delete WindowsNtModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WindowsNtModule --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action WindowsNtModule --realm Realm --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WindowsNtModule --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query WindowsNtModule --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.
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read

Usage

am> read WindowsNtModule --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update WindowsNtModule --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "sambaConfigurationFileName" : {
      "title" : "Samba Configuration File Name",
      "description" : "The path to the Samba configuration file.<br><br>The Windows NT authentication module 
uses the <code>smbclient</code> command to validate the user credentials against the Windows domain 
controller. <br/><br/>For example: <code>/opt/openam/smb.conf</code><br/><br/><i>NB </i>The <code>smbclient</
code> command must be available in the <code>PATH</code> environmental variable associated with OpenAM.",
      "propertyOrder" : 300,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationDomain" : {
      "title" : "Authentication Domain",
      "description" : "The name of the Windows Domain used for authentication",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "authenticationLevel" : {
      "title" : "Authentication Level",
      "description" : "The authentication level associated with this module.<br><br>Each authentication module 
has an authentication level that can be used to indicate the level of security associated with the module; 0 
is the lowest (and the default). ",
      "propertyOrder" : 400,
      "required" : true,
      "type" : "integer",
      "exampleValue" : ""
    },
    "authenticationHost" : {
      "title" : "Authentication Host",
      "description" : "The name of the Windows NT Domain Controller.",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

Global Operations

Resource path:

/global-config/authentication/modules/windowsnt

Resource version: 1.0

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.
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Usage

am> action WindowsNtModule --global --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action WindowsNtModule --global --actionName getCreatableTypes

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WindowsNtModule --global --actionName nextdescendents

read

Usage

am> read WindowsNtModule --global

update

Usage

am> update WindowsNtModule --global --body body

Parameters

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "defaults" : {
      "properties" : {
        "authenticationLevel" : {
          "title" : "Authentication Level",
          "description" : "The authentication level associated with this module.<br><br>Each authentication 
module has an authentication level that can be used to indicate the level of security associated with the 
module; 0 is the lowest (and the default). ",
          "propertyOrder" : 400,
          "required" : true,
          "type" : "integer",
          "exampleValue" : ""
        },
        "authenticationDomain" : {
          "title" : "Authentication Domain",
          "description" : "The name of the Windows Domain used for authentication",
          "propertyOrder" : 100,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "sambaConfigurationFileName" : {
          "title" : "Samba Configuration File Name",
          "description" : "The path to the Samba configuration file.<br><br>The Windows NT authentication 
module uses the <code>smbclient</code> command to validate the user credentials against the Windows domain 
controller. <br/><br/>For example: <code>/opt/openam/smb.conf</code><br/><br/><i>NB </i>The <code>smbclient</
code> command must be available in the <code>PATH</code> environmental variable associated with OpenAM.",
          "propertyOrder" : 300,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        },
        "authenticationHost" : {
          "title" : "Authentication Host",
          "description" : "The name of the Windows NT Domain Controller.",
          "propertyOrder" : 200,
          "required" : true,
          "type" : "string",
          "exampleValue" : ""
        }
      },
      "type" : "object",
      "title" : "Realm Defaults"
    }
  }
}

WriteFederationInformation

Realm Operations

Resource path:
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/realm-config/authentication/authenticationtrees/nodes/product-WriteFederationInformationNode

Resource version: 1.0

create

Usage

am> create WriteFederationInformation --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

delete

Usage

am> delete WriteFederationInformation --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage

am> action WriteFederationInformation --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.
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Usage

am> action WriteFederationInformation --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action WriteFederationInformation --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action WriteFederationInformation --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query WriteFederationInformation --realm Realm --filter filter

Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage
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am> read WriteFederationInformation --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update WriteFederationInformation --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "required" : [ ]
}

WsEntity

Realm Operations

Resource path:

/realm-config/federation/entityproviders/ws

Resource version: 1.0

create

Usage

am> create WsEntity --realm Realm --id id --body body
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Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "properties" : {
    "metadata" : {
      "title" : "Metadata",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "entityConfig" : {
      "title" : "Entity Configuration",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

delete

Usage

am> delete WsEntity --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query WsEntity --realm Realm --filter filter
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Parameters

--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read WsEntity --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update WsEntity --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "metadata" : {
      "title" : "Metadata",
      "description" : "",
      "propertyOrder" : 100,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    },
    "entityConfig" : {
      "title" : "Entity Configuration",
      "description" : "",
      "propertyOrder" : 200,
      "required" : true,
      "type" : "string",
      "exampleValue" : ""
    }
  }
}

ZeroPageLoginCollector

Realm Operations

Resource path:

/realm-config/authentication/authenticationtrees/nodes/ZeroPageLoginNode

Resource version: 1.0

create

Usage

am> create ZeroPageLoginCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "allowWithoutReferer" : {
      "title" : "Allow Without Referer",
      "description" : "",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "passwordHeader" : {
      "title" : "Password Header Name",
      "description" : "",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "referrerWhiteList" : {
      "title" : "Referer Whitelist",
      "description" : "",
      "propertyOrder" : 400,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "usernameHeader" : {
      "title" : "Username Header Name",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "allowWithoutReferer", "passwordHeader", "referrerWhiteList", "usernameHeader" ]
}

delete

Usage

am> delete ZeroPageLoginCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

getAllTypes

Obtain the collection of all secondary configuration types related to the resource.

Usage
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am> action ZeroPageLoginCollector --realm Realm --actionName getAllTypes

getCreatableTypes

Obtain the collection of secondary configuration types that have yet to be added to the resource.

Usage

am> action ZeroPageLoginCollector --realm Realm --actionName getCreatableTypes

listOutcomes

List the available outcomes for the node type.

Usage

am> action ZeroPageLoginCollector --realm Realm --body body --actionName listOutcomes

Parameters

--body

The resource in JSON format, described by the following JSON schema:

{
  "type" : "object",
  "title" : "Some configuration of the node. This does not need to be complete against the configuration 
schema."
}

nextdescendents

Obtain the collection of secondary configuration instances that have been added to the resource.

Usage

am> action ZeroPageLoginCollector --realm Realm --actionName nextdescendents

query

Get the full list of instances of this collection. This query only supports _queryFilter=true  filter.

Usage

am> query ZeroPageLoginCollector --realm Realm --filter filter

Parameters
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--filter

A CREST formatted query filter, where "true" will query all.

read

Usage

am> read ZeroPageLoginCollector --realm Realm --id id

Parameters

--id

The unique identifier for the resource.

update

Usage

am> update ZeroPageLoginCollector --realm Realm --id id --body body

Parameters

--id

The unique identifier for the resource.

--body

The resource in JSON format, described by the following JSON schema:
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{
  "type" : "object",
  "properties" : {
    "allowWithoutReferer" : {
      "title" : "Allow Without Referer",
      "description" : "",
      "propertyOrder" : 300,
      "type" : "boolean",
      "exampleValue" : ""
    },
    "passwordHeader" : {
      "title" : "Password Header Name",
      "description" : "",
      "propertyOrder" : 200,
      "type" : "string",
      "exampleValue" : ""
    },
    "referrerWhiteList" : {
      "title" : "Referer Whitelist",
      "description" : "",
      "propertyOrder" : 400,
      "items" : {
        "type" : "string"
      },
      "type" : "array",
      "exampleValue" : ""
    },
    "usernameHeader" : {
      "title" : "Username Header Name",
      "description" : "",
      "propertyOrder" : 100,
      "type" : "string",
      "exampleValue" : ""
    }
  },
  "required" : [ "allowWithoutReferer", "passwordHeader", "referrerWhiteList", "usernameHeader" ]
}
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Authentication and SSO



These topics cover concepts, implementation procedures, and customization techniques for working with the authentication and
single sign-on (SSO) features of ForgeRock Access Management.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

Introduction to authentication

Authentication is the act of confirming a user’s identity, for example, by providing a set of credentials.

In access management, authentication is tightly coupled with authorization. Usually, it is important to confirm that a user is who
they say they are, and to ensure that they can access only a subset of information.

Consider a user who wants to access an online shop. As the owner of the shop, you want to ensure the user identity is confirmed
(since it is tied to their shipping and email addresses and payment information) and you also want to ensure that they can only
access their own information.

With AM, you can deploy a ForgeRock web agent on the web server hosting the online shop. The agent redirects the user’s
request to an AM login page, where the user enters their credentials, such as username and password. AM determines who the
user is, and whether the user has the right to access the protected page. AM then redirects the user back to the protected page
with authorization credentials that can be verified by the agent. The agent allows the user authorized by AM to access the page.



Configure AM for authentication

Learn about AM’s authentication mechanisms.



Multi-factor authentication

Require that users provide multiple forms of
identification when logging in to services.



Single sign-on

Enable single sign-on (SSO) so that users can log
in once with a single set of credentials.



Social authentication

Allow users to authenticate to your services by
using third-party identity providers.
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In the same way, you can also use AM to protect physical devices connected on the Internet of Things (IoT). For example, a
delivery van tracking system could have its proxying gateway authenticate to a brokering system using an X.509 certificate to
allow it to enable an HTTPS protocol and then connect to sensors in its delivery trucks. If the X.509 certificate is valid, the
brokering system can monitor a van’s fuel consumption, speed, mileage, and overall engine condition to maximize each van’s
operating efficiency.

AM supports authentication modules and chains and authentication nodes and trees to implement authentication.

AM creates an authentication session to track the user’s authentication progress through an authentication chain or tree. Once
the user has authenticated, AM creates a session to manage the user’s access to resources. To learn more about sessions, see 
Sessions.

Multi-factor authentication

Multi-factor authentication (MFA) is an authentication technique that requires users to provide multiple forms of identification
when logging in to AM.

Multi-factor authentication provides a more secure method for users to access their accounts with the help of a device. Note that
the word device is used in this section to mean a piece of equipment that can display a one-time password or that supports push
notifications using protocols supported by AM multi-factor authentication. Devices are most commonly mobile phones with
authenticator apps that support the OATH protocol or push notifications, but could also include other equipment.

The following is an example scenario of multi-factor authentication in AM:

An AM administrator configures an authentication tree to capture the user’s username and password and to create one-
time passwords.

An end user authenticates to AM using that authentication tree.

AM prompts the user to enter the username and password—the first factor in multi-factor authentication.

If the user ID and password were correct, AM sends the user an email with a one-time password.

The user provides the one-time password to AM to successfully complete authentication—the second factor in multi-factor
authentication.

AM supports the following multi-factor authentication protocols:

MFA: Open Authentication (OATH) to enable one-time password authentication.

MFA: Push authentication to receive push notifications in a device as part of the authentication process.

MFA: Web authentication (WebAuthn) to enable authentication using an authenticator device, such as a fingerprint
scanner.

Configure AM for authentication

AM provides the following features to authenticate users:

emergency_home
Authentication nodes and trees are replacing authentication modules and chains. We recommend that you
implement nodes and trees when possible.

Important

1. 

2. 

3. 

4. 

5. 

• 

• 

• 
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Authentication nodes and trees

AM provides a large variety of authentication nodes, and lets you develop custom nodes, based on your authentication
requirements. You connect these nodes to create a tree that guides users through the authentication process.

Authentication modules and chains

AM provides a number of authentication modules to handle different methods of authenticating users. The modules can
be chained together to provide multiple authentication mechanisms. A user’s credentials must be evaluated by one
module before control passes to the next module in the chain.

The authentication process is extremely flexible, and can be adapted to suit your specific deployment. Although the number of
choices can seem daunting, once you understand the basic process, you will be able to configure an authentication path to
protect access to most applications in your organization.

Authentication is configured per realm. When a new realm is created, it inherits the authentication configuration of the parent
realm. This can save time, especially if you are configuring several subrealms.

The following table summarizes the high-level tasks required to configure authentication in a realm:

emergency_home
Authentication nodes and trees are replacing authentication modules and chains. If your deployment uses modules
and chains, you should consider moving to nodes and trees when possible.

Important

Task Resources

Configure the required authentication mechanisms
You need to decide how your users are going to log in. For
example, you may require your users to provide multiple
credentials, or to log in using third-party identity providers,
such as Facebook or Google.

Authentication nodes and trees
Authentication modules and chains

Configure the realm defaults for authentication
Authentication chains and trees use several defaults that are
configured at realm level. Review and configure them to suit
your environment.

Realm authentication configuration

Configure the success and failure URLs for the realm
By default, AM redirects users to the UI after successful
authentication. No failure URL is defined by default.

Success and failure redirection URLs

Configure an identity store in your realm.
The identity store you configure in the realm should contain
those users that would log in to the realm.

Identity stores

• 
• 

• 

• 

• 
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Authentication nodes and trees

Authentication trees (also referred to as Intelligent Authentication) provide fine-grained authentication by allowing multiple paths
and decision points throughout the authentication flow. Use them to build complex authorization scenarios, while offering a
streamlined login experience to users.

Authentication trees are made up of authentication nodes, which define actions taken during authentication. Each node performs
a single task during authentication, for example, collecting a username or making a simple decision based on a cookie.

Nodes can have multiple outcomes rather than just success or failure. This allows you to create complex yet customer-friendly
authentication experiences by linking nodes together, creating loops, branching the tree for different authentication scenarios,
and nesting nodes within a tree:

Figure 1. Example authentication tree

To further control the authentication process, you can assign authentication levels to branches on a tree, with higher levels being
used typically to allow access to more restricted resources.

Authentication trees differ in the following ways from traditional authentication chains:

Authentication nodes are not yet available for all the functionality provided by authentication modules.

Authentication trees cannot mix with authentication chains. Each authentication to AM can use either a tree or a chain, but
not both together.

The functionality derived from post-authentication plugins, used traditionally with authentication chains, is handled
differently when using trees. For example:

Session property management is handled by individual nodes. See Set Session Properties node.

Calling out to third-party systems is handled by scripted nodes. See Scripted Decision node.

Registering events to make HTTP POST calls to a server is handled by webhooks. See Configure authentication
webhooks. Note that post-authentication plugins do not get triggered when authenticating to a tree, only to a
chain.

Authentication levels for trees

When a user successfully authenticates, AM creates a session, which allows AM to manage the user’s access to resources. The
session is assigned an authentication level. The authentication level is often used as a measure of the strength of the
authentication performed. For example, simple username and password may be assigned a low authentication level, whereas
multi-factor with Push and webAuthn, a high one.

• 

• 

• 

◦ 

◦ 

◦ 
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Authorization policies may require a particular authentication level to access protected resources. When an authenticated user
tries to access a protected resource without satisfying the authentication level requirement, AM denies access to the resource
and returns an advice indicating that the user needs to reauthenticate at the required authentication level to access the resource.

The web or Java agent or policy enforcement point can then send the user back to AM for session upgrade. For more information,
refer to Session upgrade

AM provides the following nodes to manage authentication levels:

The Authentication Level Decision  node, that checks that the current authentication level is equal or greater than the
one specified in the node.

The Modify Authentication Level  node, that can raise or lower the authentication level.

Position these nodes to alter the authentication level depending on the route take through the authentication tree.

Account lockout for trees

Use account lockout to limit the number of times an end user can attempt to authenticate with invalid credentials before
rendering their account inactive. Limiting the number of attempts helps to prevent password-guessing and brute-force attacks.

By default, authentication trees support account lockout and provide nodes for checking and changing a user’s status:

Account Active Decision node

Use this node to determine whether an account is locked or unlocked.

An account is considered locked under these conditions:

The status is inactive .

The status is active  and a duration lockout is set on the account.

An account is considered unlocked under this condition:

The status is active  and no duration lockout is set on the account.

Account Lockout node

Use this node to change the account’s status to inactive or active.

When setting an account to inactive, the node doesn’t consider the realm’s account lockout settings, so effectively sets a 
persistent lockout on the account.

When setting an account to active, the node also resets the failed attempts and lockout duration counters.

In addition to the lockout-specific nodes above, the Success and Failure nodes include account lockout functionality, when lockout
is enabled in a realm, as follows:

Success node

Checks the User Status property of the user profile, when reached, and fails the authentication with an error
message, if the account is marked as Inactive :

• 

• 

• 

◦ 

◦ 

• 

◦ 

• 
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The error message is returned in the JSON response if authenticating to the tree by using REST:

{
    "code":401,
    "reason":"Unauthorized",
    "message":"User Locked Out."
}

Resets the failure count in the user profile, when reached, if the User Status property is set to Active .

Failure node

Checks the invalid attempts property of the user profile, and returns a warning message if the number of failed
attempts is equal to or greater than the configured Warn User After N Failures value in the realm:

The error message is returned in the JSON response if authenticating to the tree by using REST:

{
    "code":401,
    "reason":"Unauthorized",
    "message":"Warning: You will be locked out after 1 more failure(s)."
}

Increments the failure count in the user profile, when reached.

Returns an error message if the account is marked as Inactive :

The error message is returned in the JSON response if authenticating to the tree by using REST:

{
    "code":401,
    "reason":"Unauthorized",
    "message":"User Locked Out."
}

For information on configuring account lockout in a realm, refer to Account lockout.

• 

• 

• 

• 
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Specify IDM identity resources in trees

When running AM as part of an integrated platform with IDM, trees configured to use the platform need to identify the type of
identity resource or object the tree is working with. To do this, use the identityResource  configuration property. If the property
is not included in the tree configuration, it defaults to managed/user .

To update identityResource  on a tree, use the REST API to update the tree:

$ curl \
 --request PUT \
 --header 'Accept-API-Version: protocol=2.1,resource=1.0' \
 --header 'Accept: application/json' \
 --header 'If-None-Match: *' \
 --header 'Content-Type: application/json' \
 --header 'Cookie: <omitted for length>' \
 --data '{
   "entryNodeId":"e301438c-0bd0-429c-ab0c-66126501069a",
   "nodes":{},
   "staticNodes":{},
   "description":"Example tree description",
   "identityResource":"managed/newObjectType"
 }' \
 "https://default.iam.example.com/am/json/realms/root/realm-config/authentication/authenticationtrees/trees/
ExampleTree"

In the above example, the tree ExampleTree  has no nodes added to it yet. It includes the identityResource  property, set to use
a managed object in IDM called newObjectType .

Because this is a PUT  request, you must include the entire tree as part of the request. For more information about using the REST
API, refer to REST in AM.

Configure authentication trees

The following table summarizes the high-level tasks required to configure authentication trees:
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Task Resources

Design your user authentication journey
Authentication trees are flexible. For example, the same tree
can branch for different use cases, or users can be forced to
loop though branches until they’re able to present the
required credentials.
It’s easy to create a massive tree that’s difficult to understand,
read, and maintain in the UI. For this reason, AM lets you nest
trees within trees.
The best way to tackle the design decision is to write down a
list of required steps users would need to take to log in to
your environment. Then, check the list of nodes available in
AM.

Authentication nodes configuration reference, for a
list of nodes delivered with AM.
Marketplace website, for additional nodes certified
by ForgeRock or our partners.
Multi-factor authentication, to understand how multi-
factor authentication works with trees.
Social authentication, to understand how social
authentication works with trees.

Decide if you need custom authentication nodes and
webhooks
If the nodes available in AM or in the ForgeRock Marketplace
don’t suit your needs, you can build your own nodes.
In the same way, you can create custom webhooks for nodes
that need them.

Node development.
Create post-authentication hooks for trees.

Configure your authentication trees
Use the authentication tree designer to put together your
trees quickly.

Create an authentication tree.

Configure webhooks, if required
If you have configured the Register Logout Webhook  node,
configure its webhook.

Configure authentication webhooks.

lightbulb_2
Evaluation installations using the embedded data store
include sample authentication trees that show how
you can connect nodes to achieve a specific
authentication scenario.
These sample trees aren’t installed by default in
instances of AM that use an external configuration
store, or if you are upgrading an existing instance of
AM. To obtain a copy of the sample trees that you can
import into your instance, see How do I access and
build the sample code provided for PingAM? in the 
ForgeRock Knowledge Base.
For information about importing sample tree JSON files
by using Amster, refer to Import configuration data

in the Amster documentation.

Tip

• 

• 

• 

• 

• 
• 

• 

• 
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Create an authentication tree

In the AM admin UI, go to Realms > Realm Name > Authentication > Trees and click Create Tree.

Enter a tree name, for example myAuthTree , and click Create.

The authentication tree designer displays with the Start entry point connected to the Failure exit point.

The authentication tree designer provides the following features on the toolbar:

Add a node to the tree by dragging the node from the Components panel on the left-hand side, and dropping it into the
designer area.

The list of authentication nodes is divided into categories. Click the category title to expand and collapse the categories.

Use the filter text field to restrict the list of authentication nodes. This will match on the node’s name and any tags applied
to the node:

1. 

2. 

Authentication tree designer toolbar

Button Usage

Lay out and align nodes according to the order they’re connected.

Toggle the designer window between normal and full screen layout.

Remove the selected node. Note that you can’t delete the Start entry point.

3. 
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Configure the node properties by using the right-hand panel.

For more information on the available properties for each node, see Authentication nodes configuration reference.

Connect the node to the tree as follows:

Select and drag the output connector from an existing node and drop it onto the new node.

Select and drag the output connector from the new node and drop it onto an existing node.

Nodes have one or more connectors, displayed as dots on the node. Unconnected connectors appear red until you
connect them to other nodes in the tree.

A line is drawn between the connectors of connected nodes, and the connectors no longer appear red.

To change a connection, select and drag the green connector in the connection and drop it onto the new location.

Continue adding, connecting and removing nodes until the tree is complete, then click Save.

Test your authentication tree by navigating to a URL similar to the following: https://openam.example.com:8443/openam/
XUI/?realm=/alpha&service=myAuthTree#login

4. 

5. 

1. 

2. 

lightbulb_2
Input connectors appear on the left of the node, output connectors appear on the right. 

Tip

6. 

7. 

8. 
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Enable and disable an authentication tree

Custom authentication trees are enabled by default when you save them. For security purposes, you can disable custom
authentication trees during development and testing to prevent accidentally allowing access through these trees. Rather than
having unused authentication trees enabled, you should disable the default authentication trees until you need them.

When a user attempts to authenticate through a disabled tree, AM returns a No configuration found  error.

To enable or disable an authentication tree, send a PUT request to update the tree configuration. Include the tree ID and all the
nodes in the tree, and set the enabled  property. Refer to the online REST API reference for information on required parameters.
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$ curl \
--header "Content-Type: application/json" \
--header 'Cookie: iPlanetDirectoryPro=<cookie>' \
--header 'accept-api-version: protocol=2.1,resource=1.0' \
--header "If-Match: *" \
--request PUT \
--data '
  {
  "entryNodeId": "c11e9cf8-ef48-4740-876f-6300e2f46aef",
  "nodes": {
    "c11e9cf8-ef48-4740-876f-6300e2f46aef": {
      "displayName": "Page Node",
      "nodeType": "PageNode",
      "x": 147,
      "y": 25,
      "connections": {
        "outcome": "15839e1c-5085-4f58-bc94-c4cc848a0ae8"
      }
    },
    "15839e1c-5085-4f58-bc94-c4cc848a0ae8": {
      "displayName": "Data Store Decision",
      "nodeType": "DataStoreDecisionNode",
      "x": 349,
      "y": 25,
      "connections": {
        "true": "70e691a5-1e33-4ac3-a356-e7b6d60d92e0",
        "false": "e301438c-0bd0-429c-ab0c-66126501069a"
      }
    }
  },
  "enabled": false
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/realm-config/authentication/
authenticationtrees/trees/myAuthTree"
{
  "_id": "myAuthTree",
  "_rev": "2070284866",
  "uiConfig": {},
  "entryNodeId": "c11e9cf8-ef48-4740-876f-6300e2f46aef",
  "nodes": {
    "c11e9cf8-ef48-4740-876f-6300e2f46aef": {
      "displayName": "Page Node",
      "nodeType": "PageNode",
      "x": 147,
      "y": 25,
      "connections": {
        "outcome": "15839e1c-5085-4f58-bc94-c4cc848a0ae8"
      }
    },
    "15839e1c-5085-4f58-bc94-c4cc848a0ae8": {
      "displayName": "Data Store Decision",
      "nodeType": "DataStoreDecisionNode",
      "x": 349,
      "y": 25,
      "connections": {
        "true": "70e691a5-1e33-4ac3-a356-e7b6d60d92e0",
        "false": "e301438c-0bd0-429c-ab0c-66126501069a"
      }
    }
  },
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  "staticNodes": {
    "startNode": {
      "x": 50,
      "y": 25
    },
    "70e691a5-1e33-4ac3-a356-e7b6d60d92e0": {
      "x": 570,
      "y": 30
    },
    "e301438c-0bd0-429c-ab0c-66126501069a": {
      "x": 573,
      "y": 107
    }
  },
  "innerTreeOnly": false,
  "enabled": false
}

Disable direct access through an inner tree

An inner tree or child tree lets you nest authentication logic. There is no limit to the depth of nesting.

You configure an inner tree like any other tree then call it from a parent tree using an Inner Tree Evaluator node.

You may want to hide inner trees as complete services. In other words, you may want to prevent users from authenticating
directly through an inner tree, either for security reasons or simply because the inner tree is insufficient as a complete
authentication service.

To prevent a tree from being used outside of its parent tree, set the innerTreeOnly  property to true  in the tree configuration.
Send a PUT request to update the tree configuration, including the tree ID and all the nodes in the tree. Refer to the online REST
API reference for information on required parameters.
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$ curl \
--header "Content-Type: application/json" \
--header 'Cookie: iPlanetDirectoryPro=<cookie>' \
--header 'accept-api-version: protocol=2.1,resource=1.0' \
--header "If-Match: *" \
--request PUT \
--data '
  {
  "entryNodeId": "c11e9cf8-ef48-4740-876f-6300e2f46aef",
  "nodes": {
    "c11e9cf8-ef48-4740-876f-6300e2f46aef": {
      "displayName": "Page Node",
      "nodeType": "PageNode",
      "x": 147,
      "y": 25,
      "connections": {
        "outcome": "15839e1c-5085-4f58-bc94-c4cc848a0ae8"
      }
    },
    "15839e1c-5085-4f58-bc94-c4cc848a0ae8": {
      "displayName": "Data Store Decision",
      "nodeType": "DataStoreDecisionNode",
      "x": 349,
      "y": 25,
      "connections": {
        "true": "70e691a5-1e33-4ac3-a356-e7b6d60d92e0",
        "false": "e301438c-0bd0-429c-ab0c-66126501069a"
      }
    }
  },
  "innerTreeOnly": true
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/realm-config/authentication/
authenticationtrees/trees/myAuthTree"
{
  "_id": "myAuthTree",
  "_rev": "1081620278",
  "uiConfig": {},
  "entryNodeId": "c11e9cf8-ef48-4740-876f-6300e2f46aef",
  "innerTreeOnly": true,
  "nodes": {
    "c11e9cf8-ef48-4740-876f-6300e2f46aef": {
      "displayName": "Page Node",
      "nodeType": "PageNode",
      "x": 147,
      "y": 25,
      "connections": {
        "outcome": "15839e1c-5085-4f58-bc94-c4cc848a0ae8"
      }
    },
    "15839e1c-5085-4f58-bc94-c4cc848a0ae8": {
      "displayName": "Data Store Decision",
      "nodeType": "DataStoreDecisionNode",
      "x": 349,
      "y": 25,
      "connections": {
        "true": "70e691a5-1e33-4ac3-a356-e7b6d60d92e0",
        "false": "e301438c-0bd0-429c-ab0c-66126501069a"
      }
    }
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  },
  "staticNodes": {
    "startNode": {
      "x": 50,
      "y": 25
    },
    "70e691a5-1e33-4ac3-a356-e7b6d60d92e0": {
      "x": 570,
      "y": 30
    },
    "e301438c-0bd0-429c-ab0c-66126501069a": {
      "x": 573,
      "y": 107
    }
  },
  "enabled": true
}

Configure authentication webhooks

Webhooks are used to send HTTP POST calls to a server with contextual information about an authentication session when a
predefined event occurs, for example, logging out.

Webhooks are used from within authentication trees by the Register Logout Webhook node.

Create a webhook

In the AM admin UI, go to Realms > Realm Name > Authentication > Webhooks.

To create a new webhook, select Create Webhook, specify a webhook name, and click Create.

To edit an existing webhook, select the name of the webhook.

1. 

1. 

2. 
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Complete the fields as required:

Url

Specifies the URL to which the HTTP POST is sent when the event occurs.

Body

Specifies the body of the HTTP POST. You can send different formats by also setting the correct Content-Type
header in the Header  property, for example:

Form Data. Enter the body value in the format parameter=value&parameter2=value2 , and set a Content-
Type  header of application/x-www-form-urlencoded .

JSON Data. Enter the body value in the format {"parameter":"value","parameter2":"value2"} , and set a 
Content-Type  header of application/json .

Headers

Specifies any HTTP headers to add to the POST.

To add a header, enter the name of the header in the Key  field, and the value, and click Add (➕).

To remove a header, click Delete (✖).

The fields in a webhook support variables for retrieving values from the user’s session after successfully authenticating.

2. 

◦ 

◦ 
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Specify a variable in the following format:

${variable_name}

To access the type of webhook event, use the WebhookEventType  parameter key to return one of the following possible
values:

LOGOUT

UPGRADE

DESTROY

MAX_TIMEOUT

IDLE_TIMEOUT

For example, to retrieve the event type as a query parameter: &event=${WebhookEventType}

You can use a variable to access custom properties added to the session with the Set Session Properties node as well as
the following default session properties:

◦ 

◦ 

◦ 

◦ 

◦ 

Property Example value Description

AMCtxId 22e73c81-708e-4849-b064-db29b68ef943-105372 The audit ID for the session.
This is logged as the 
trackingIds  field in AM
access audit logs.

amlbcooki

e

01 The cookie that identifies the
AM server that generated
the session. For
environments with multiple
AM servers, this can be used
for load balancer stickiness.

authInsta

nt

2022-02-28T14:06:31Z The exact time that
authentication completed.
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Property Example value Description

AuthLevel 5 The authentication level of
the session, determined by
the login mechanism used to
create the session. For
example, a tree can have an
authentication level of 10.
Step-up authentication is
triggered if an authentication
level specified by an agent or
policy that is designed to
protect a resource, is greater
than or equal to the value of
the AuthLevel  session
property.
For more information, see 
Session upgrade.

AuthType DataStore A pipe-separated list of
modules to which the user
has authenticated. For
example, module1|module2|
module3 (authentication
chains only).

CharSet UTF-8 The character set for the
session, set to UTF-8 .

clientTyp

e

genericHTML The type of client, set to 
genericHTML .

FullLogin

URL

/openam/XUI/?realm=%2Falpha The full login URL, including
query parameters.

Host 192.0.2.1 The originating IP address of
the authentication request
(authentication trees only).

HostName 192.0.2.1 The host name that was
used when the session was
authenticated.

IndexType service Based on the value of the 
authIndexValue  query
parameter during
authentication. Typically, this
is set to service .
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Property Example value Description

Locale en_US The session locale.

loginURL /openam/XUI The base login URL. A subset
of FullLoginURL .

OidcSid g0wmSpoAIwH6HAwCnurvRcfYqh4 Unique session ID used by
AM to determine whether
OIDC ID tokens granted for
the same client relate to the
same session. This appears
when Enable Session
Management

( storeOpsToken ) is set to
true in the OAuth 2.0
provider settings.

Organizat

ion

o=alpha,ou=services,dc=openam,dc=forgerock,dc=org The DN of the realm where
authentication took place.

Principal id=demo,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org The value of 
sun.am.UniversalIdentifie

r .

Principal

s

demo The username of the user.
For multiple principals, this
can be a pipe-separated list
(authentication chains only).

Service ldapService The name of the tree or
chain that was used to
authenticate this session.

successUR

L

/openam/console The URL that was redirected
to, upon a successful login
request.

sun.am.Un

iversalId

entifier

id=demo,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org The DN of the user
(username is lowercase).

UserId demo The id  value from the 
Principal  property.
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Example webhook

The following figure shows an example webhook using variable substitutions:

Property Example value Description

UserProfi

le

Required Can be one of: Required , 
Create , Ignore , or 
CreateWithAlias . Based on
the value of the 
dynamicProfileCreation

authentication configuration.
Values other than Ignore
indicates that user profile
attributes were mapped
based on the User
Attribute Mapping to

Session Attribute  setting.
See authentication
configuration for details.
Default: Required .

UserToken demo The username, as defined in
the Principals  property.
For authentication chains,
this is the last principal
value.

XUSRef 8700f1a5-904e-4849-8b2b-cb25296ef453-291173 If the cross-upgrade session
reference property is
enabled, this value identifies
the session through its
lifecycle. This is logged in the 
trackingIds  field in AM
audit logs for session
creation and upgrade events.
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Customize authentication trees

Your deployment might require customizing standard authentication trees.

For information on customizing authentication nodes, refer to Node development.

Create post-authentication hooks for trees

This section explains how to create a hook used by a node within an authentication tree. These tree hooks can perform custom
processing after an authentication tree has successfully completed, and a session created.

AM includes the following authentication tree hooks:

CreatePersistentCookieJwt

Used by the SetPersistentCookieNode  authentication node.

warning
Specifying a variable that is not present in the user’s session places the literal variable text in the HTTP POST, for
example user=${UserId} , rather than user=demo .

Warning
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UpdatePersistentCookieJwt

Used by the PersistentCookieDecisionNode  authentication node.

The core class of an authentication tree hook

The following example shows the UpdatePersistentCookieTreehook  class, as used by the Persistent Cookie Decision node:
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package org.forgerock.openam.auth.nodes.treehook;

import java.util.List;
import java.util.concurrent.TimeUnit;

import javax.inject.Inject;

import org.forgerock.guice.core.InjectorHolder;
import org.forgerock.http.protocol.Cookie;
import org.forgerock.http.protocol.Request;
import org.forgerock.http.protocol.Response;
import org.forgerock.openam.auth.node.api.TreeHook;
import org.forgerock.openam.auth.node.api.TreeHookException;
import org.forgerock.openam.auth.nodes.PersistentCookieDecisionNode;
import org.forgerock.openam.auth.nodes.jwt.InvalidPersistentJwtException;
import org.forgerock.openam.auth.nodes.jwt.PersistentJwtStringSupplier;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.google.inject.assistedinject.Assisted;

/**
 * A TreeHook for updating a persistent cookie.
 */
@TreeHook.Metadata(configClass = PersistentCookieDecisionNode.Config.class) (1)
public class UpdatePersistentCookieTreeHook implements TreeHook { (2)

    private final Request request;
    private final Response response;
    private final PersistentCookieDecisionNode.Config config;
    private final PersistentJwtStringSupplier persistentJwtStringSupplier;
    private final PersistentCookieResponseHandler persistentCookieResponseHandler;
    private final Logger logger = LoggerFactory.getLogger("amAuth");

    /**
     * The UpdatePersistentCookieTreeHook Constructor.
     *
     * @param request The request.
     * @param response The response.
     * @param config the config for updating the cookie.
     */
    @Inject (3)
    public UpdatePersistentCookieTreeHook(@Assisted Request request, @Assisted Response response,
                                          @Assisted PersistentCookieDecisionNode.Config config) {
        this.request = request;
        this.response = response;
        this.config = config;
        this.persistentJwtStringSupplier = InjectorHolder.getInstance(PersistentJwtStringSupplier.class);
        this.persistentCookieResponseHandler = InjectorHolder.getInstance(PersistentCookieResponseHandler.class);
    }

    @Override
    public void accept() throws TreeHookException { (4)
        logger.debug("UpdatePersistentCookieTreeHook.accept");
        String orgName = PersistentCookieResponseHandler.getOrgName(response);
        Cookie originalJwt = getJwtCookie(request, config.persistentCookieName());
        if (originalJwt != null) {
            String jwtString;
            try {
                jwtString = persistentJwtStringSupplier.getUpdatedJwt(originalJwt.getValue(), orgName,
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                        String.valueOf(config.hmacSigningKey()), config.idleTimeout().to(TimeUnit.HOURS));
            } catch (InvalidPersistentJwtException e) {
                logger.error("Invalid jwt", e);
                throw new TreeHookException(e);
            }

            if (jwtString != null && !jwtString.isEmpty()) {
                persistentCookieResponseHandler.setCookieOnResponse(response, request, config.persistentCookieName(),
                        jwtString, originalJwt.getExpires(), config.useSecureCookie(), config.useHttpOnlyCookie());
            }
        }
    }

    private Cookie getJwtCookie(Request request, String cookieName) {
        if (request.getCookies().containsKey(cookieName)) {
            List<Cookie> cookies = request.getCookies().get(cookieName);
            for (Cookie cookie : cookies) {
                if (cookie.getName().equals(cookieName)) {
                    return cookie;
                }
            }
        }
        return null;
    }
}

1

The @TreeHook.Metadata annotation. Before defining the core class, use a Java @TreeHook.Metadata annotation to specify the
class the tree hook uses for its configuration. Use the configClass property to specify the configuration class of the node that
will be using the tree hook. 

2
The core class must implement the TreeHook interface. 
For more information, see the TreeHook interface in the AM Public API Javadoc.

3

AM uses Google’s Guice dependency injection framework for authentication nodes and tree hooks. Use the @Inject annotation
to construct a new instance of the tree hook, specifying the configuration interface set up earlier and any other required
parameters. For more information, see the Inject annotation type and the Assisted annotation type in the Google Guice
Javadoc.

4 Creating an Accept instance. The main logic of a tree hook is handled by the Accept function.

info
The node class must invoke ActionBuilder's addSessionHook  method to specify the treehook class to be run after
a successful login.
For example, in the PersistentCookieDecisionNode.class :

@Override
public Action process(TreeContext context) throws NodeProcessException {
    ...
    actionBuilder = actionBuilder
        .addSessionHook(UpdatePersistentCookieTreeHook.class, nodeId, getClass().getSimpleName());
}

Note
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Authentication modules and chains

AM uses authentication modules to handle different ways of authenticating. Basically, each authentication module handles one
way of obtaining and verifying credentials. You can chain different authentication modules together. In AM, this is called 
authentication chaining. Each authentication module can be configured to specify the continuation and failure semantics with one
of the following four criteria: requisite, sufficient, required, or optional.

Authentication modules in a chain can assign a pass or fail flag to the authorization request. To successfully complete an
authentication chain at least one pass flag must have been achieved, and there must be no fail flags.

Flags are assigned when completing a module as shown in the table below:

Authentication Criteria, Flags, and Continuation Semantics

Criteria Fail Pass Example

Requisite Assigns fail flag.

Exits chain.

Assigns pass flag.

Continues chain.

Active Directory, Data Store,
and LDAP authentication
modules are often set as
requisite because of a
subsequent requirement in
the chain to identify the user.
For example, the Device ID
(Match) authentication
module needs a user’s ID
before it can retrieve
information about the user’s
devices.

Sufficient Assigns no flag.
Continues chain.

Assigns pass flag.

Exits chain.

You could set Windows
Desktop SSO as sufficient, so
authenticated Windows
users are let through,
whereas web users must
traverse another
authentication module, such
as one requiring a username
and password.
One exception is that if you
pass a sufficient module
after having failed a required
module, you will continue
through the chain and will
not exit at that point.
Consider using a requisite
module instead of a required
module in this situation.
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The AM authentication chain editor displays the flags that could be assigned by each module in the chain, and whether execution
of the chain continues downwards through the chain or exits out, as shown below:

Criteria Fail Pass Example

Required Assigns fail flag.

Continues chain.

Assigns pass flag.

Continues chain.

You could use a required
module for login with email
and password, so that it can
fail through to another
module to handle new users
who have not yet signed up.

Optional Assigns no flag.
Continues chain.

Assigns pass flag.

Continues chain.

You could use an optional
module to assign a higher
authentication level if it
passes. Consider a chain
with a requisite Data Store
module and an optional
Certificate module. Users
who only passed the Data
Store module could be
assigned a lower
authentication level than
users who passed both the
Data Store and Certificate
modules. The users with the
higher authentication level
could be granted access to
more highly-secured
resources.

lightbulb_2
In authentication chains with a single module, requisite  and required  are equivalent. For authentication chains
with multiple modules, use required  only when you want the authentication chain to continue evaluating modules
even after the required criterion fails.

Tip
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Figure 1. Authentication Chain with Each Criteria

With AM, you can further set authentication levels per module, with higher levels being used typically to allow access to more
restricted resources. The AM SPIs also let you develop your own authentication modules, and post-authentication plugins. Client
applications can specify the authentication level, module, user, and authentication service to use among those you have
configured. As described later in this guide, you can use realms to organize which authentication process applies for different
applications or different domains, perhaps managed by different people.

Authentication levels for chains

When a user successfully authenticates, AM creates a session, which allows AM to manage the user’s access to resources. The
session is assigned an authentication level, which is calculated to be the highest authentication level of any authentication module
that passed. If the user’s session does not have the appropriate authentication level, then the user may need to reauthenticate
again at a higher authentication level to access the requested resource.

The authentication level sets the level of security associated with a module. Typically, the strongest form of authentication is
assigned the highest authentication level.

If an authentication chain contains requisite  or required  modules that were not executed due to the presence of a passing 
sufficient  module in front of them, the session’s authentication level is calculated to be whichever is greater: the highest
authentication level of any authentication module that passed, or the highest authentication level of requisite  or required
modules that were not executed.
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You can modify AM’s default behavior, so that a session’s authentication level is always the highest authentication level of any
authentication module that passed, even if there are requisite  or required  modules in the authentication chain that were not
executed.

To modify the default behavior, set the org.forgerock.openam.authLevel.excludeRequiredOrRequisite  property to true
under Deployment > Servers > Server Name > Advanced and restart the AM server.

Authorization policies may also require a particular authentication level to access protected resources. When an authenticated
user tries to access a protected resource without satisfying the authentication level requirement, AM denies access to the
resource and returns an advice indicating that the user needs to reauthenticate at the required authentication level to access the
resource.

The web or Java agent or policy enforcement point can then send the user back to AM for Session upgrade.

Configure authentication chains

The following table summarizes the high-level tasks required to configure authentication chains:

Task Resources

Design the authentication journey of your users
The best way to tackle the design decision is to write down a
list of required steps users would need to take to log in to
your environment, and then check the list of modules
available in AM.

Authentication modules configuration reference, for
a list of modules delivered with AM.
About Multi-Factor Authentication, to understand
how multi-factor authentication works with chains.
Social authentication, to understand how social
authentication works with chains.

Decide if you need custom authentication modules, server-
side Scripts, or post-authentication plugins
If the default authentication modules and plugins do not suit
your needs, consider coding your own.

Customize authentication chains.

Configure authentication modules
Before setting up your chains, configure the authentication
modules you need.

Configure authentication modules.

Configure authentication chains
Use the chain designer to put together your chains quickly. Create an authentication chain.

• 

• 

• 

info
You can find information on implementing
authentication using WS-Federation in How do I
configure PingAM as an Identity Provider for
Microsoft Office 365 and Azure using WS-Federation?
 in the Knowledge Base.

Note

• 

• 

• 
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Configure authentication modules

The AM admin UI provides two places where you can configure authentication modules:

Under Configure > Authentication, you configure default properties for global authentication modules.

Under Realms > Realm Name > Authentication v Modules, you configure modules for your realm.

To configure the authentication modules required by your environment, refer to the following resources:

MFA: Open Authentication (OATH)

MFA: Push authentication

MFA: Web authentication (WebAuthn)

Social authentication

For module reference information, see Authentication modules configuration reference.

Create an authentication chain

After you have configured authentication modules and added the modules to the list of module instances, you can configure
authentication chains. Authentication chains let you handle cases where alternate modules or credentials are needed. If you need
modules in the chain to share user credentials, then set options for the module.

In the AM admin UI, go to Realms > Realm Name > Authentication > Chains.

On the Authentication Chains page, click Add Chain. Enter a chain name, and click Create.

In the Edit Chain dialog, click Add a Module.

Choose the authentication module in the drop-down list, and then assign appropriate criteria (Optional, Required,
Requisite, Sufficient).

Add as many modules as required.

If you need modules in the chain to share user credentials, consider the following available options:

iplanet-am-auth-store-shared-state-enabled

Set iplanet-am-auth-store-shared-state-enabled=true  to store the credentials captured by this module in
shared state. This enables subsequent modules in the chain to access the credentials captured by this module. The
shared state is cleared when the user successfully authenticates, quits the chain, or logs out.

Default: true

Task Resources

Configure post-authentication plugins
Post-authentication plugins allow you to manage session
properties and run scripts after authentication, or after the
user has logged out.

Post-authentication plugins.• 

• 

• 

• 

• 

• 

• 

1. 

2. 

3. 

4. 
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iplanet-am-auth-shared-state-enabled

Set iplanet-am-auth-shared-state-enabled=true  to allow this module to access the credentials, such as user
name and password, that have been stored in shared state by previous modules in the authentication chain.

Default: false

iplanet-am-auth-shared-state-behavior-pattern

Set iplanet-am-auth-shared-state-behavior-pattern=tryFirstPass  to try authenticating with the username
and password stored in shared state. If authentication fails, AM displays the login screen of this module for the
user to re-enter their credentials.

Set iplanet-am-auth-shared-state-behavior-pattern=useFirstPass  to prevent the user from entering the
username and password twice during authentication. Typically, you set the property to useFirstPass  for all
modules in the chain except the first module. If authentication fails, then the module fails.

Default: tryFirstPass

Enter the key and its value, and click Plus (+). When you finish entering the options, click OK.

For example, consider a chain with two modules sharing credentials according to the following settings: the first module in
the chain has the option iplanet-am-auth-store-shared-state-enabled=true , and criteria REQUIRED .

info
OATH and OTP codes are never added to the shared state, and cannot be shared between other
modules in the chain. 

Note
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Figure 2. Authentication chain first module

The second module in the chain has options iplanet-am-auth-shared-state-enabled=true , iplanet-am-auth-shared-
state-behavior-pattern=useFirstPass  with criteria REQUIRED .
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Figure 3. Authentication chain second module

On the Settings tab, configure where AM redirects the user upon successful and failed authentication, and plug in your
post-authentication processing classes as necessary.

If you configure absolute URLs that are not in the same scheme, FQDN, and port as AM, you must also configure the 
Success and failure redirection URLs.

Save your work.

The following authentication sequence would occur: the user enters their credentials for the first module and successfully
authenticates. The first module shares the credentials with the second module, successfully authenticating the user
without prompting again for their credentials, unless the credentials for the first module do not successfully authenticate
the user to the second module.

Login session timeouts for chains

Login pages have a session timeout that specifies the number of minutes before the session times out, if the user has not logged
in. The login session timeout has two components:

The timeout of the specific authentication module.

The default session timeout for an authentication module is two minutes.

The overall session timeout, set in Configure > Server Defaults > Session > Session Limits > Invalidate Session Max Time.

5. 

6. 

• 

• 
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The default overall session timeout is three minutes.

You must set the overall session timeout to a value greater than the complete authentication process (including any multi-page
authentication processes). If you have chained authentication modules, with different timeouts, you must set the overall session
timeout to a value greater than the sum of these timeouts.

Learn more in How do I configure login page session timeouts in PingAM when using authentication modules? in the 
Knowledge Base.

Post-authentication plugins

Post-authentication plugins (PAP) let you include custom processing at the end of the authentication process and when users log
out of AM.

In the AM admin UI, you add post-authentication plugins to an authentication chain. Go to Realms > Realm Name > Authentication
> Chains > Auth Chain Name > Settings > Post Authentication Processing Class > Class Name.

See Create post-authentication plugins for chains for more information about post-authentication plugins.

Standard post-authentication plugins

AM provides some post-authentication plugins as part of the standard product delivery.

Class name: 
org.forgerock.openam.authentication.modules.adaptive.AdaptivePostAuthenticationPlugin

The adaptive authentication plugin serves to save cookies and profile attributes after successful authentication.

Add it to your authentication chains that use the adaptive authentication module configured to save cookies and profile
attributes.

Class name: 
org.forgerock.openam.authentication.modules.common.JaspiAuthLoginModulePostAuthenticationPl

ugin

The Java Authentication Service Provider Interface (JASPI) post-authentication plugin initializes the underlying JASPI 
ServerAuth  module.

JASPI defines a standard service provider interface (SPI) where developers can write message level authentication agents
for Java containers on either the client side or the server side.

Class name: org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin

The OAuth 2.0 post-authentication plugin builds a global logout URL used by /oauth2c/OAuthLogout.jsp  after successful
OAuth 2.0 client authentication. This logs the resource owner out with the OAuth 2.0 provider when logging out of AM.

Before using this plugin, configure the OAuth 2.0 authentication module with the correct OAuth 2.0 Provider logout service
URL, and set the Logout options to Log out or Prompt. This plugin cannot succeed unless those parameters are correctly
set.

Sometimes OAuth 2.0 providers change their endpoints, including their logout URLs. When using a provider like Facebook,
Google, or MSN, make sure you are aware when they change their endpoint locations so that you can change your client
configuration accordingly.
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Class name: org.forgerock.openam.authentication.modules.saml2.SAML2PostAuthenticationPlugin

The SAML v2.0 post-authentication plugin that gets activated for single logout. Supports HTTP-Redirect for logout-sending
messages only.

Set the post-authentication processing class for the authentication chain that contains the SAML v2.0 authentication
module.

Class name: 
org.forgerock.openam.authentication.modules.persistentcookie.PersistentCookieAuthModule

The Persistent Cookie Authentication Module provides logic for persistent cookie authentication in AM. It makes use of the
JASPI JwtSession  module to create and verify the persistent cookie.

Class name: com.sun.identity.authentication.spi.ReplayPasswd

Password replay post-authentication plugin class that uses a DES/ECB/NoPadding encryption algorithm. This class is
deprecated in favor of the com.sun.identity.authentication.spi.JwtReplayPassword  class. (Only one password replay
post-authentication plugin class can be active for a given AM deployment.)

The plugin encrypts the password captured by AM during the authentication process and stores it in a session property. IG
or a web agent looks up the property, decrypts it, and replays the password into legacy applications.

To configure password replay for AM and IG, refer to Password replay from AM in the ForgeRock Identity Gateway
documentation.

Class name: com.sun.identity.authentication.spi.JwtReplayPassword

Password replay post-authentication plugin class that uses a JWT-based AES A128CBC-HS256 encryption algorithm. (Only
one password replay post-authentication plugin class can be active for a given AM deployment.)

The plugin encrypts the password captured by AM during the authentication process and stores it in a session property. IG
looks up the property, decrypts it, and replays the password into legacy applications.

Only IG 6 or later is supported.

To configure password replay for AM and IG, refer to Password replay from AM in the ForgeRock Identity Gateway
documentation.

If necessary, you can also write your own custom post-authentication plugin as described in Create post-authentication plugins
for chains.

Customize authentication chains

Your deployment might require customizing standard authentication chain features.

Create a custom authentication module

This section shows how to customize authentication with a sample custom authentication module. For deployments with
particular requirements not met by existing AM authentication modules, determine whether you can adapt one of the built-in or
extension modules for your needs. If not, build the functionality into a custom authentication module.
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The sample custom authentication module

The sample custom authentication module prompts for a user name and password to authenticate the user, and handles error
conditions. The sample shows how you integrate an authentication module into AM such that you can configure the module
through the AM admin UI, and also localize the user interface.

For information on downloading and building AM sample source code, see How do I access and build the sample code provided
for PingAM? in the Knowledge Base.

Get a local clone so that you can try the sample on your system. In the sources, you find the following files under the /path/to/
openam-samples-external/custom-authentication-module  directory:

pom.xml

Apache Maven project file for the module

This file specifies how to build the sample authentication module, and also specifies its dependencies on AM components
and on the Java Servlet API.

src/main/java/org/forgerock/openam/examples/SampleAuth.java

Core class for the sample authentication module

This class is called by AM to initialize the module and to process authentication. See Sample authentication logic for
details.

src/main/java/org/forgerock/openam/examples/SampleAuthPrincipal.java

Class implementing java.security.Principal  interface that defines how to map credentials to identities

This class is used to process authentication. See The Sample Auth Principal for details.

src/main/resources/amAuthSampleAuth.properties

Properties file mapping UI strings to property values

This file makes it easier to localize the UI. See Sample Auth properties for details.

src/main/resources/amAuthSampleAuth.xml

Configuration file for the sample authentication service

This file is used when registering the authentication module with AM. See The Sample Auth Service Configuration for
details.

src/main/resources/config/auth/default/SampleAuth.xml

Callback file for deprecated AM classic UI authentication pages

The sample authentication module does not include localized versions of this file. See Sample Auth callbacks for details.

src/main/java/org/forgerock/openam/examples/SampleAuthPlugin.java

These files serve to register the plugin with AM.
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The Java class, SampleAuthPlugin , implements the org.forgerock.openam.plugins.AmPlugin  interface. In the sample,
this class registers the SampleAuth  implementation, and the amAuthSampleAuth  service schema for configuration.

The services file, org.forgerock.openam.plugins.AmPlugin , holds the fully qualified class name of the AmPlugin  that
registers the custom implementations. In this case, org.forgerock.openam.examples.SampleAuthPlugin .

For an explanation of service loading, see the ServiceLoader Javadoc.

Sample Auth properties

AM uses a Java properties file per locale to retrieve the appropriate, localized strings for the authentication module.

The following is the Sample Authentication Module properties file, amAuthSampleAuth.properties .

#
# The contents of this file are subject to the terms of the Common Development and
# Distribution License (the License). You may not use this file except in compliance with the
# License.
#
# You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
# specific language governing permission and limitations under the License.
#
# When distributing Covered Software, include this CDDL Header Notice in each file and include
# the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
# Header, with the fields enclosed by brackets [] replaced by your own identifying
# information: "Portions copyright [year] [name of copyright owner]".
#
# Copyright 2011-2017 ForgeRock AS. All Rights Reserved
#

sampleauth-service-description=Sample Authentication Module
a500=Authentication Level
a501=Service Specific Attribute

sampleauth-ui-login-header=Login
sampleauth-ui-username-prompt=User Name:
sampleauth-ui-password-prompt=Password:

sampleauth-error-1=Error 1 occurred during the authentication
sampleauth-error-2=Error 2 occurred during the authentication

Sample Auth callbacks

AM callbacks XML files are used to build the deprecated classic UI to prompt the user for identity information needed to process
the authentication. The document type for a callback XML file is described in WEB-INF/Auth_Module_Properties.dtd  where AM
is deployed.
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The value of the moduleName  property in the callbacks file must match your custom authentication module’s class name. Observe
that the module name SampleAuth , shown in the example below, matches the class name in SampleAuth.java .

<?xml version="1.0" encoding="UTF-8"?>
<!--
 * The contents of this file are subject to the terms of the Common Development and
 * Distribution License (the License). You may not use this file except in compliance with the
 * License.
 *
 * You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
 * specific language governing permission and limitations under the License.
 *
 * When distributing Covered Software, include this CDDL Header Notice in each file and include
 * the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
 * Header, with the fields enclosed by brackets [] replaced by your own identifying
 * information: "Portions copyright [year] [name of copyright owner]".
 *
 * Copyright 2011-2017 ForgeRock AS. All Rights Reserved
 * 
-->
<!DOCTYPE ModuleProperties PUBLIC
 "=//iPlanet//Authentication Module Properties XML Interface 1.0 DTD//EN"
        "jar://com/sun/identity/authentication/Auth_Module_Properties.dtd">

<ModuleProperties moduleName="SampleAuth" version="1.0" >
    <Callbacks length="0" order="1" timeout="600" header="#NOT SHOWN#" />
    <Callbacks length="2" order="2" timeout="600" header="#TO BE SUBSTITUTED#">
        <NameCallback isRequired="true">
            <Prompt>#USERNAME#</Prompt>
        </NameCallback>
        <PasswordCallback echoPassword="false" >
            <Prompt>#PASSWORD#</Prompt>
        </PasswordCallback>
    </Callbacks>
    <Callbacks length="1" order="3" timeout="600" header="#TO BE SUBSTITUTED#"
        error="true" >
        <NameCallback>
            <Prompt>#THE DUMMY WILL NEVER BE SHOWN#</Prompt>
        </NameCallback>
    </Callbacks>
</ModuleProperties>

This file specifies three states.

The initial state (order="1") is used dynamically to replace the dummy strings shown between hashes (for example, 
#USERNAME# ) by the substituteUIStrings()  method in SampleAuth.java .

The next state (order="2") handles prompting the user for authentication information.

The last state (order="3") has the attribute error="true" . If the authentication module state machine reaches this order
then the authentication has failed. The NameCallback  is not used and not displayed to user. AM requires that the
callbacks array have at least one element. Otherwise AM does not permit header substitution.

1. 

2. 

3. 
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Sample authentication logic

An AM authentication module must extend the com.sun.identity.authentication.spi.AMLoginModule  abstract class, and
must implement the methods shown below.

See the ForgeRock Access Management Java SDK API Specification for reference.

public void init(Subject subject, Map sharedState, Map options)

// OpenAM calls the process() method when the user submits authentication
// information. The process() method determines what happens next:
// success, failure, or the next state specified by the order
// attribute in the callbacks XML file.
public int process(Callback[] callbacks, int state) throws LoginException

// OpenAM expects the getPrincipal() method to return an implementation of
// the java.security.Principal interface.
public Principal getPrincipal()

AM does not reuse authentication module instances. This means that you can store information specific to the authentication
process in the instance.

The implementation, SampleAuth.java , is shown below:

lightbulb_2
The account lockout functionality in AM is triggered by counting invalid password exceptions, rather than invalid login
exceptions.
To trigger account lockouts after repeated failed attempts, ensure your modules throw InvalidPasswordException
exceptions instead of AuthLoginException  exceptions when appropriate, as per the code below.

Tip
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/*
 * The contents of this file are subject to the terms of the Common Development and
 * Distribution License (the License). You may not use this file except in compliance with the
 * License.
 *
 * You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
 * specific language governing permission and limitations under the License.
 *
 * When distributing Covered Software, include this CDDL Header Notice in each file and include
 * the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
 * Header, with the fields enclosed by brackets [] replaced by your own identifying
 * information: "Portions copyright [year] [name of copyright owner]".
 *
 * Copyright 2011-2023 ForgeRock AS. All Rights Reserved
 */

package org.forgerock.openam.examples;

import java.security.Principal;
import java.util.Map;
import java.util.ResourceBundle;
import java.util.Set;

import javax.security.auth.Subject;
import javax.security.auth.callback.Callback;
import javax.security.auth.callback.NameCallback;
import javax.security.auth.callback.PasswordCallback;
import javax.security.auth.login.LoginException;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.sun.identity.authentication.spi.AMLoginModule;
import com.sun.identity.authentication.spi.AuthLoginException;
import com.sun.identity.authentication.spi.InvalidPasswordException;
import com.sun.identity.authentication.util.ISAuthConstants;
import com.sun.identity.shared.datastruct.CollectionHelper;

/**
 * SampleAuth authentication module example.
 *
 * If you create your own module based on this example, you must modify all
 * occurrences of "SampleAuth" in addition to changing the name of the class.
 *
 * Please refer to OpenAM documentation for further information.
 *
 * Feel free to look at the code for authentication modules delivered with
 * OpenAM, as they implement this same API.
 */
public class SampleAuth extends AMLoginModule {

    // Name for the debug-log
    private final static String DEBUG_NAME = "SampleAuth";
    private final static Logger debug = LoggerFactory.getLogger(SampleAuth.class);

    // Name of the resource bundle
    private final static String amAuthSampleAuth = "amAuthSampleAuth";

    // User names for authentication logic
    private final static String USERNAME = "demo";
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    private final static String PASSWORD = "Ch4ng31t";

    private final static String ERROR_1_USERNAME = "test1";
    private final static String ERROR_2_USERNAME = "test2";

    // Orders defined in the callbacks file
    private final static int STATE_BEGIN = 1;
    private final static int STATE_AUTH = 2;
    private final static int STATE_ERROR = 3;

    // Errors properties
    private final static String SAMPLE_AUTH_ERROR_1 = "sampleauth-error-1";
    private final static String SAMPLE_AUTH_ERROR_2 = "sampleauth-error-2";

    private Map<String, Set<String>> options;
    private ResourceBundle bundle;
    private Map<String, String> sharedState;

    public SampleAuth() {
        super();
    }

    /**
     * This method stores service attributes and localized properties for later
     * use.
     * @param subject
     * @param sharedState
     * @param options
     */
    @Override
    public void init(Subject subject, Map sharedState, Map options) {

        debug.debug("SampleAuth::init");

        this.options = options;
        this.sharedState = sharedState;
        this.bundle = amCache.getResBundle(amAuthSampleAuth, getLoginLocale());
    }

    @Override
    public int process(Callback[] callbacks, int state) throws LoginException {

        debug.debug("SampleAuth::process state: {}", state);

        switch (state) {

            case STATE_BEGIN:
                // Intialize Callback list if used in chain with
                // iplanet-am-auth-shared-state-enabled=true
                setForceCallbacksRead(true);
                forceCallbacksInit();

                // No time wasted here - simply modify the UI and
                // proceed to next state
                substituteUIStrings();
                return STATE_AUTH;

            case STATE_AUTH:
                // Get data from callbacks. Refer to callbacks XML file.
                NameCallback nc = (NameCallback) callbacks[0];
                PasswordCallback pc = (PasswordCallback) callbacks[1];
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                String username = nc.getName();
                String password = String.valueOf(pc.getPassword());

                //First errorstring is stored in "sampleauth-error-1" property.
                if (ERROR_1_USERNAME.equals(username)) {
                    setErrorText(SAMPLE_AUTH_ERROR_1);
                    return STATE_ERROR;
                }

                //Second errorstring is stored in "sampleauth-error-2" property.
                if (ERROR_2_USERNAME.equals(username)) {
                    setErrorText(SAMPLE_AUTH_ERROR_2);
                    return STATE_ERROR;
                }

                if (USERNAME.equals(username) && PASSWORD.equals(password)) {
                    debug.debug("SampleAuth::process User '{}' " +
                            "authenticated with success.", username);
                    return ISAuthConstants.LOGIN_SUCCEED;
                }

                throw new InvalidPasswordException("password is wrong",
                        USERNAME, isReturningPrincipalAsDn());

            case STATE_ERROR:
                return STATE_ERROR;
            default:
                throw new AuthLoginException("invalid state");
        }
    }

    @Override
    public Principal getPrincipal() {
        return new SampleAuthPrincipal(USERNAME);
    }

    private void setErrorText(String err) throws AuthLoginException {
        // Receive correct string from properties and substitute the
        // header in callbacks order 3.
        substituteHeader(STATE_ERROR, bundle.getString(err));
    }

    private void substituteUIStrings() throws AuthLoginException {
        // Get service specific attribute configured in OpenAM
        String ssa = CollectionHelper.getMapAttr(options, "specificAttribute");

        // Get property from bundle
        String new_hdr = ssa + " " +
                bundle.getString("sampleauth-ui-login-header");
        substituteHeader(STATE_AUTH, new_hdr);

        replaceCallback(STATE_AUTH, 0, new NameCallback(
                bundle.getString("sampleauth-ui-username-prompt")));
        replaceCallback(STATE_AUTH, 1, new PasswordCallback(
                bundle.getString("sampleauth-ui-password-prompt"), false));
    }
}
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The Sample Auth Principal

The implementation, SampleAuthPrincipal.java , is shown below:
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/*
 * The contents of this file are subject to the terms of the Common Development and
 * Distribution License (the License). You may not use this file except in compliance with the
 * License.
 *
 * You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
 * specific language governing permission and limitations under the License.
 *
 * When distributing Covered Software, include this CDDL Header Notice in each file and include
 * the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
 * Header, with the fields enclosed by brackets [] replaced by your own identifying
 * information: "Portions copyright [year] [name of copyright owner]".
 *
 * Copyright 2011-2017 ForgeRock AS. All Rights Reserved
 */

package org.forgerock.openam.examples;

import java.io.Serializable;
import java.security.Principal;

/**
 * SampleAuthPrincipal represents the user entity.
 */
public class SampleAuthPrincipal implements Principal, Serializable {
    private final static String COLON = " : ";

    private final String name;

    public SampleAuthPrincipal(String name) {

        if (name == null) {
            throw new NullPointerException("illegal null input");
        }

        this.name = name;
    }

    /**
     * Return the LDAP username for this <code>SampleAuthPrincipal</code>.
     *
     * @return the LDAP username for this <code>SampleAuthPrincipal</code>
     */
    @Override
    public String getName() {
        return name;
    }

    /**
     * Return a string representation of this <code>SampleAuthPrincipal</code>.
     *
     * @return a string representation of this
     *         <code>TestAuthModulePrincipal</code>.
     */
    @Override
    public String toString() {
        return new StringBuilder().append(this.getClass().getName())
                .append(COLON).append(name).toString();
    }
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    /**
     * Compares the specified Object with this <code>SampleAuthPrincipal</code>
     * for equality. Returns true if the given object is also a
     * <code> SampleAuthPrincipal </code> and the two SampleAuthPrincipal have
     * the same username.
     *
     * @param o Object to be compared for equality with this
     *          <code>SampleAuthPrincipal</code>.
     * @return true if the specified Object is equal equal to this
     *         <code>SampleAuthPrincipal</code>.
     */
    @Override
    public boolean equals(Object o) {
        if (o == null) {
            return false;
        }

        if (this == o) {
            return true;
        }

        if (!(o instanceof SampleAuthPrincipal)) {
            return false;
        }
        SampleAuthPrincipal that = (SampleAuthPrincipal) o;

        if (this.getName().equals(that.getName())) {
            return true;
        }
        return false;
    }

    /**
     * Return a hash code for this <code>SampleAuthPrincipal</code>.
     *
     * @return a hash code for this <code>SampleAuthPrincipal</code>.
     */
    @Override
    public int hashCode() {
        return name.hashCode();
    }
}

The Sample Auth Service Configuration

AM requires that all authentication modules be configured by means of an AM service. At minimum, the service must include an
authentication level attribute. Your module can access these configuration attributes in the options  parameter passed to the 
init()  method.

Some observations about the service configuration file follow in the list below.

The document type for a service configuration file is described in WEB-INF/sms.dtd  where AM is deployed.• 
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The service name is derived from the module name. The service name must have the following format:

It must start with either iPlanetAMAuth  or sunAMAuth .

The module name must follow. The case of the module name must match the case of the class that implements the
custom authentication module.

It must end with Service .

In the Sample Auth service configuration, the module name is SampleAuth  and the service name is 
iPlanetAMAuthSampleAuthService .

The service must have a localized description, retrieved from a properties file.

The i18nFileName  attribute in the service configuration holds the default (non-localized) base name of the Java properties
file. The i18nKey  attributes indicate properties keys to string values in the Java properties file.

The authentication level attribute name must have the following format:

It must start with iplanet-am-auth- , sun-am-auth- , or forgerock-am-auth- .

The module name must follow, and must appear in lower case if the attribute name starts with iplanet-am-auth-
or forgerock-am-auth- . If the attribute name starts with sun-am-auth- , it must exactly match the case of the
module name as it appears in the service name.

It must end with -auth-level .

In the Sample Auth service configuration, the authentication level attribute name is iplanet-am-auth-sampleauth-auth-
level .

The Sample Auth service configuration includes an example sampleauth-service-specific-attribute , which can be
configured through the AM admin UI.

The service configuration file, amAuthSampleAuth.xml , is shown below. Save a local copy of this file, which you use when
registering the module.

• 

◦ 

◦ 

◦ 

• 

• 

• 

◦ 

◦ 

◦ 

• 
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<?xml version="1.0" encoding="UTF-8"?>
<!--
 * The contents of this file are subject to the terms of the Common Development and
 * Distribution License (the License). You may not use this file except in compliance with the
 * License.
 *
 * You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
 * specific language governing permission and limitations under the License.
 *
 * When distributing Covered Software, include this CDDL Header Notice in each file and include
 * the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
 * Header, with the fields enclosed by brackets [] replaced by your own identifying
 * information: "Portions copyright [year] [name of copyright owner]".
 *
 * Copyright 2011-2020 ForgeRock AS. All Rights Reserved
 * 
-->
<!DOCTYPE ServicesConfiguration
    PUBLIC "=//iPlanet//Service Management Services (SMS) 1.0 DTD//EN"
    "jar://com/sun/identity/sm/sms.dtd">

<ServicesConfiguration>
 <Service name="iPlanetAMAuthSampleAuthService" version="1.0">
  <Schema
   serviceHierarchy="/DSAMEConfig/authentication/iPlanetAMAuthSampleAuthService"
   i18nFileName="amAuthSampleAuth" revisionNumber="10"
   i18nKey="sampleauth-service-description" resourceName="sample">
   <Organization>
    <!-- Specify resourceName for a JSON-friendly property in the REST SMS -->
    <AttributeSchema name="iplanet-am-auth-sampleauth-auth-level" resourceName="authLevel"
     type="single" syntax="number_range" rangeStart="0" rangeEnd="2147483647"
     i18nKey="a500">
     <DefaultValues>
      <Value>1</Value>
     </DefaultValues>
    </AttributeSchema>

    <!-- No need for resourceName when the name is JSON-compatible -->
    <AttributeSchema name="specificAttribute"
     type="single" syntax="string" validator="no" i18nKey="a501" />

    <!--
     For Auth Modules, the parent Schema element specifies the REST SMS resourceName,
     and the nested SubSchema must have resourceName="USE-PARENT"
    -->
    <SubSchema name="serverconfig" inheritance="multiple" resourceName="USE-PARENT">
     <AttributeSchema name="iplanet-am-auth-sampleauth-auth-level" resourceName="authLevel"
      type="single" syntax="number_range" rangeStart="0" rangeEnd="2147483647"
      i18nKey="a500">
      <DefaultValues>
       <Value>1</Value>
      </DefaultValues>
     </AttributeSchema>

     <!-- No need for a DefaultValues element when the default is blank -->
     <AttributeSchema name="specificAttribute"
      type="single" syntax="string" validator="no" i18nKey="a501" />
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    </SubSchema>
   </Organization>
  </Schema>
 </Service>
</ServicesConfiguration>

Building and Installing the Sample Custom Auth Module

Build the module with Apache Maven, and install the module in AM.

For information on downloading and building AM sample source code, see How do I access and build the sample code provided
for PingAM? in the Knowledge Base.

Installing the Module

Installing the sample authentication module consists of copying the .jar  file to AM’s WEB-INF/lib/  directory, registering the
module with AM, and then restarting AM or the web application container where it runs.

Copy the sample authentication module .jar  file to WEB-INF/lib/  where AM is deployed.

$ cp target/custom*.jar /path/to/tomcat/webapps/openam/WEB-INF/lib/

Restart AM or the container in which it runs.

For example if you deployed AM in Apache Tomcat, then you shut down Tomcat and start it again.

$ /path/to/tomcat/bin/shutdown.sh
$ /path/to/tomcat/bin/startup.sh
$ tail -1 /path/to/tomcat/logs/catalina.out
INFO: Server startup in 14736 ms

Configure and test the Sample Auth module

Authentication modules are registered as services with AM globally, and then set up for use in a particular realm. In this example,
you set up the sample authentication module for use in the realm / (Top Level Realm).

In the AM admin UI, go to Realms > Top Level Realm > Authentication > Modules. Click Add Module to create an instance of the
Sample Authentication Module. Name the module Sample .

1. 

2. 
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Click Create, and then configure the authentication module as appropriate.

Now that the module is configured, log out of the AM admin UI.

Finally, try the module by specifying the Sample  module. Browse to the login URL such as https://openam.example.com:8443/
openam/XUI/?realm=/&module=Sample#login , and then authenticate with user name demo  and password Ch4ng31t .
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After authentication you are redirected to the end user page for the demo user. You can logout of the AM admin UI, and then try
to authenticate as the non-existent user test123  to see what the error handling looks like to the user.

Server-side authentication scripts in authentication modules

This section demonstrates how to use the default server-side authentication script. An authentication script can be called from a
Scripted authentication module.

The default server-side authentication script only authenticates a subject when the current time on the AM server is between
09:00 and 17:00. The script also uses the logger  and httpClient  functionality provided in the scripting API.

To examine the contents of the default server-side authentication script in the AM admin UI, go to Realms > Top Level Realm >
Scripts, and click Scripted Module - Server Side.

For general information about scripting in AM, see Scripting.

Prepare AM to use server-side authentication scripts

AM requires a small amount of configuration before trying the example server-side authentication script. You must create an
authentication module of the Scripted type, and then include it in an authentication chain, which can then be used when logging
in to AM. You must also ensure the demo  user has an associated postal address.

Create a scripted authentication module that uses the default server-side authentication acript
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In this procedure, create a Scripted Authentication module, and link it to the default server-side authentication script.

Log in as an AM administrator, for example amAdmin .

Go to Realms > Top Level Realm > Authentication > Modules.

On the Authentication Modules page, click Add Module.

On the New Module page, enter a module name, such as myScriptedAuthModule , from the Type drop-down list, select 
Scripted Module , and click Create.

On the module configuration page:

Uncheck the Client-side Script Enabled checkbox.

From the Server-side Script drop-down list, select Scripted Module - Server Side .

Click Save Changes.

Create an authentication chain that uses a Scripted Authentication module

In this procedure, create an authentication chain that uses a Data Store authentication module and the Scripted authentication
module created in the previous procedure.

Log in as an AM administrator, for example amAdmin .

Go to Realms > Top Level Realm > Authentication > Chains.

On the Authentication Chains page, click Add Chain.

On the Add Chain page, enter a name, such as myScriptedChain , and click Create.

On the Edit Chain tab, click Add a Module.

In the New Module dialog box:

From the Select Module drop-down list, select DataStore .

From the Select Criteria drop-down list, select Required .

Click OK.

On the Edit Chain tab, click Add Module.

In the New Module dialog box:

From the Select Module drop-down list, select the Scripted Module from the previous procedure, for example 
myScriptedAuthModule .

From the Select Criteria drop-down list, select Required .

1. 

2. 

3. 

4. 

5. 

◦ 

◦ 

◦ 

1. 

2. 

3. 

4. 

5. 

6. 

◦ 

◦ 

◦ 

info
The Data Store authentication module checks the user credentials, whereas the Scripted authentication
module does not check credentials, but instead only checks that the authentication request is
processed during working hours. Without the Data Store module, the username in the Scripted
authentication module cannot be determined. Therefore, do not configure the Scripted authentication
module (server-side script) as the first module in an authentication chain, because it needs a username.

Note

7. 

8. 

◦ 

◦ 

Authentication and SSO PingAM

4232 Copyright © 2025 Ping Identity Corporation



Click OK.

The resulting chain resembles the following:

On the Edit Chain tab, click Save Changes.

Add a postal address to the demo user

Log in as an AM administrator, for example amAdmin .

Go to Realms > Top Level Realm > Identities.

On the Identities tab, click the demo  user.

In the Home Address field, enter a valid postal address, with lines separated by commas.

For example:

ForgeRock Inc., 201 Mission St #2900, San Francisco, CA 94105, USA

Save your changes.

◦ 

9. 

1. 

2. 

3. 

4. 

5. 
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Trying the default server-side authentication script

This section shows how to log in using an authentication chain that contains a Scripted authentication module, which in turn uses
the default server-side authentication script.

The default server-side authentication script gets the postal address of a user after they authenticate using a Data Store
authentication module, and then makes an HTTP call to an external web service to determine the longitude and latitude of the
address. Using these details, a second HTTP call is performed to get the local time at those coordinates. If that time is between
two preset limits, authentication is allowed, and the user is given a session and redirected to the profile page.

Log in using a chain containing a Scripted Authentication module

Log out of AM.

In a browser, go to the AM login URL, and specify the authentication chain created in the previous procedure as the value
of the service  parameter.

For example:

https://openam.example.com:8443/openam/XUI/?service=myScriptedChain#login

Log in as user demo  with password Ch4ng31t .

If login is successful, the user profile page is displayed. The script will also output messages, such as the following in the 
debug/Authentication  log file:

1. 

2. 

3. 
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Starting scripted authentication
amScript:02/27/2017 03:22:42:881 PM GMT: Thread[ScriptEvaluator-5,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
User: demo
amScript:02/27/2017 03:22:42:882 PM GMT: Thread[ScriptEvaluator-5,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
User address: ForgeRock Inc., 201 Mission St #2900, San Francisco, CA 94105, USA
amScript:02/27/2017 03:22:42:929 PM GMT: Thread[ScriptEvaluator-5,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
User REST Call. Status: [Status: 200 OK]
amScript:02/27/2017 03:27:31:646 PM GMT: Thread[ScriptEvaluator-7,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
latitude:37.7914374 longitude:-122.3950694
amScript:02/27/2017 03:27:31:676 PM GMT: Thread[ScriptEvaluator-7,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
User REST Call. Status: [Status: 200 OK]
amScript:02/27/2017 03:27:31:676 PM GMT: Thread[ScriptEvaluator-7,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
Current time at the users location: 10
amScript:02/27/2017 03:27:31:676 PM GMT: Thread[ScriptEvaluator-7,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
Authentication allowed!
amLoginModule:02/27/2017 03:27:31:676 PM GMT: Thread[http-nio-8080-exec-4,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
Login NEXT State : -1
amLoginModule:02/27/2017 03:27:31:676 PM GMT: Thread[http-nio-8080-exec-4,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
SETTING Module name.... :myScriptedAuthModule
amAuth:02/27/2017 03:27:31:676 PM GMT: Thread[http-nio-8080-exec-4,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
Module name is .. myScriptedAuthModule
amAuth:02/27/2017 03:27:31:676 PM GMT: Thread[http-nio-8080-exec-4,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
successModuleSet is : [DataStore, myScriptedAuthModule]
amJAAS:02/27/2017 03:27:31:676 PM GMT: Thread[http-nio-8080-exec-4,5,main]: TransactionId[7635cd7c-
ea97-4be6-8694-9e2be8642d56-8581]
login success

To test that the script is being used as part of the login process, edit the script to alter the times when authentication is
allowed:

Log out the demo  user.

Log in as an AM administrator, for example amAdmin .

Go to Realms > Top Level Realm > Scripts > Scripted Module - Server Side.

In the script, swap the values for START_TIME  and END_TIME , for example:

lightbulb_2
The default server-side authentication script outputs log messages at the message  and error  level.
AM does not log debug messages from scripts by default. You can configure AM to log such messages by
setting the debug log level for the amScript  service. For details, see Debug logging.

Tip
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var START_TIME = 17;
var END_TIME   = 9;

Click Save.

Repeat steps 1, 2, and 3 above, logging into the module as the demo  user as before. The authentication result will
be the opposite of the previous result, as the allowed times have inverted.

Create post-authentication plugins for chains

Post-authentication plugins (PAP) let you include custom processing at the following places in the authentication cycle:

At the end of the authentication process, immediately before a user is authenticated.

When a user logs out of an AM session.

A common use of post-authentication plugins is to set state information in the session object in conjunction with web or Java
agents. The post-authentication plugin sets custom session properties, and then the web or Java agent injects the custom
properties into the header sent to the protected application.

Two issues should be considered when writing a post-authentication plugin for an AM deployment that uses client-side sessions:

Cookie size

You can set an unlimited number of session properties in a post-authentication plugin. When AM creates a client-side
session, it writes the session properties into the session cookie, increasing the size of the cookie. Very large session
cookies can exceed browser limitations. Therefore, when implementing a post-authentication plugin in a deployment with
client-side sessions, be sure to monitor the session cookie size and verify that you have not exceeded browser cookie size
limits.

For more information about client-side session cookies, see Session cookies and session security.

Cookie security

The AM administrator secures custom session properties in sessions residing in the CTS token store by using firewalls and
other typical security techniques.

However, when using client-side sessions, custom session properties are written in cookies and reside on end users'
systems. Cookies can be long-lasting and might represent a security issue if any session properties are of a sensitive
nature. When developing a post-authentication plugin for a deployment that uses client-side sessions, be sure that you are
aware of the measures securing the session contained within the cookie.

For more information about client-side session cookie security, see Configure client-side session security.

Design your post-authentication plugin

Your post-authentication plugin class implements the AMPostAuthProcessInterface  interface, and in particular the following
three methods.

◦ 

◦ 

• 

• 
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public void onLoginSuccess(
  Map requestParamsMap,
  HttpServletRequest request,
  HttpServletResponse response,
  SSOToken token
) throws AuthenticationException

public void onLoginFailure(
  Map requestParamsMap,
  HttpServletRequest request,
  HttpServletResponse response
) throws AuthenticationException

public void onLogout(
  HttpServletRequest request,
  HttpServletResponse response,
  SSOToken token
) throws AuthenticationException

AM calls the onLoginSuccess()  and onLoginFailure()  methods immediately before informing the user of login success or
failure, respectively. AM calls the onLogout()  method only when the user actively logs out, not when a user’s session times out.

See the ForgeRock Access Management Java SDK API Specification for reference.

These methods can perform whatever processing you require. Yet, know that AM calls your methods synchronously as part of the
authentication process. Therefore, if your methods take a long time to complete, you will keep users waiting. Minimize the
processing done in your post-authentication methods.

Post-authentication plugins must be stateless: they do not maintain state between login and logout. Store any information that
you want to save between login and logout in a session property. AM stores session properties in the CTS token store after login,
and retrieves them from the token store as part of the logout process.

Build your sample post-authentication plugin

The following example post-authentication plugin sets a session property during successful login, writing to its debug log if the
operation fails.

emergency_home
Implementing a post-authentication plugin in the top level realm can have unexpected effects. At the top level realm,
AM invokes the post-authentication plugin for all types of authentication during startup, including user logins and
internal administrative logins. The best practice is to let end users into subrealms only, and administrators into the
top level realm. If you must execute the post-authentication plugin for administrative logins, make sure that the plugin
can also handle internal authentications.
An alternate solution is to configure the post-authentication plugin on a per authentication chain basis, which can be
configured separately for user logins or internal administrative logins.
Realm-level post-authentication plugins are only called when no post-authentication plugin is configured for the
authentication chain.

Important
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/*
 * The contents of this file are subject to the terms of the Common Development and
 * Distribution License (the License). You may not use this file except in compliance with the
 * License.
 *
 * You can obtain a copy of the License at legal/CDDLv1.0.txt. See the License for the
 * specific language governing permission and limitations under the License.
 *
 * When distributing Covered Software, include this CDDL Header Notice in each file and include
 * the License file at legal/CDDLv1.0.txt. If applicable, add the following below the CDDL
 * Header, with the fields enclosed by brackets [] replaced by your own identifying
 * information: "Portions copyright [year] [name of copyright owner]".
 *
 * Copyright 2011-2019 ForgeRock AS. All Rights Reserved
 */

package com.forgerock.openam.examples;

import java.util.Map;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.iplanet.sso.SSOException;
import com.iplanet.sso.SSOToken;
import com.sun.identity.authentication.spi.AMPostAuthProcessInterface;
import com.sun.identity.authentication.spi.AuthenticationException;

/**
 * Set a session property on successful authentication.
 * If authentication fails, log a debug message.
 */
public class SamplePAP implements AMPostAuthProcessInterface {
    private final static String PROP_NAME = "MyProperty";
    private final static String PROP_VALUE = "MyValue";
    private final static String DEBUG_FILE = "SamplePAP";

    private Logger debug = LoggerFactory.getLogger(SamplePAP.class);

    public void onLoginSuccess(
            Map requestParamsMap,
            HttpServletRequest request,
            HttpServletResponse response,
            SSOToken token
    ) throws AuthenticationException {
        try {
            token.setProperty(PROP_NAME, PROP_VALUE);
        } catch (SSOException e) {
            debug.error("Unable to set property");
        }
    }

    public void onLoginFailure(
            Map requestParamsMap,
            HttpServletRequest request,
            HttpServletResponse response
    ) throws AuthenticationException {
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        // Not used
    }

    public void onLogout(
            HttpServletRequest request,
            HttpServletResponse response,
            SSOToken token
    ) throws AuthenticationException {
        // Not used
    }
}

If you have not already done so, download and build the sample code.

For information on downloading and building AM sample source code, see How do I access and build the sample code provided
for PingAM? in the Knowledge Base.

In the sources, you find the following files:

pom.xml

Apache Maven project file for the module

This file specifies how to build the sample post-authentication plugin, and also specifies its dependencies on AM
components and on the Servlet API.

src/main/java/com/forgerock/openam/examples/SamplePAP.java

Core class for the sample post-authentication plugin

Once built, copy the .jar to the WEB-INF/lib  directory where you deployed AM.

$ cp target/*.jar /path/to/tomcat/webapps/openam/WEB-INF/lib/

Restart AM or the container in which it runs.

Configure your post-authentication plugin

You can associate post-authentication plugins with realms or services (authentication chains). Where you configure the plugin
depends on the scope to which the plugin should apply:

Plugins configured at the realm level are executed when authenticating to any authentication chain in the realm, provided
the authentication chain does not have an associated plugin.

Plugins configured at the service level are executed if that authentication chain is used for authentication. Any plugins
configured at the realm level will not execute.

In the AM admin UI, go to Realms > Realm Name > Authentication > Settings > Post Authentication Processing. In the 
Authentication Post Processing Classes list, add the sample plugin class, com.forgerock.openam.examples.SamplePAP , and
click Save.

• 

• 
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Alternatively, you can configure sample plugin for the realm by using the ssoadm  command.

$ ssoadm set-svc-attrs \
 --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
 --password-file /tmp/pwd.txt \
 --servicename iPlanetAMAuthService \
 --realm /myRealm \
 --attributevalues iplanet-am-auth-post-login-process-class=
 com.forgerock.openam.examples.SamplePAP
iPlanetAMAuthService under /myRealm was
 modified.

Test your post-authentication plugin

To test the sample post-authentication plugin, login successfully to AM in the scope where the plugin is configured. For example,
if you configured your plugin for the realm, /myRealm , specify the realm in the login URL.

https://openam.example.com:8443/openam/XUI/?realm=/myRealm#login

Although you will not notice anywhere in the user interface that AM calls your plugin, a web or Java agent or custom client code
could retrieve the session property that your plugin added to the user session.

Success and failure redirection URLs

AM determines the redirection URL based on authentication success or failure.

You can configure success and failure URLs in a number of places in AM. For each authentication outcome, the user is redirected
to the URL with the highest precedence, which is determined by where it is defined in AM.

Success URL precedence

When a user authenticates successfully, AM evaluates the redirection URL according to the following order of precedence:

The URL set in the goto  login URL parameter. For example:

https://openam.example.com:8443/openam/XUI/?realm=/alpha&goto=http%3A%2F%2Fwww.example.com#login

The URL set in the authentication tree or authentication chain.

To specify a URL in an authentication tree, add a Success URL node to the tree and configure the Success URL in
the node properties.

1. 

info
Unless the URLs are in the same domain as Access Management, any URLs specified in the goto parameter
must be explicitly listed in the Valid goto URL Resources property of the Validation Service. Otherwise, they’re
ignored. 

Note

2. 

◦ 
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To specify a URL in an authentication chain, in the AM admin UI, go to Realm Name > Authentication > Chains > 
chain > Settings. Enter a URL in the Successful Login URL field and save your changes.

The URL set in the Success URL attribute in the user’s profile.

In the AM admin UI, go to Realm Name > Identities > identity. In the Success URL field, enter a URL, and save your
changes.

You can also specify the client type by entering ClientType|URL  as the property value. If the client type is specified, it
takes precedence over a regular URL in the user’s profile.

The URL set in the Default Success Login URL attribute in the Top Level Realm.

Go to Configure > Authentication > Core Attributes > Post Authentication Processing. In the Default Success Login URL
field, enter a URL, and save your changes.

You can also specify the client type by entering ClientType|URL  as the property value. If the client type is specified, it will
have precedence over a Default Success Login URL in the Top Level realm.

Failure URL precedence

When a user fails to authenticate, AM evaluates the redirection URL according to the following order of precedence:

The URL set in the gotoOnFail  parameter. For example:

https://openam.example.com:8443/openam/XUI/?realm=/alpha&gotoOnFail=http%3A%2F%2Fwww.example.com#login

The URL set in the authentication tree or authentication chain.

To specify a URL in an authentication tree, add a Failure URL node to the tree and configure the failure URL in
the node properties.

To specify a URL in an authentication chain, in the AM admin UI, go to Realm Name > Authentication > Chains > 
chain > Settings. Enter a URL in the Failed Login URL field and save your changes.

The URL set in the Failure URL attribute in the user’s profile.

In the AM admin UI, go to Realm Name > Identities > identity. In the Failure URL field, enter a URL, and save your changes.

You can also specify the client type by entering ClientType|URL  as the property value. If the client type is specified, it will
have precedence over a regular URL in the user’s profile.

The URL set in the Default Failure Login URL attribute in the Top Level Realm.

In the AM admin UI, go to Configure > Authentication > Core Attributes > Post Authentication Processing. In the Default
Failure Login URL field, enter a URL, and save your changes.

You can also specify the client type by entering ClientType|URL  as the property value. If the client type is specified, it will
have precedence over a Default Failure Login URL in the Top Level realm.

◦ 
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info
Unless the URLs are in the same domain as Access Management, any URLs specified in the gotoOnFail parameter
must be explicitly listed in the Valid goto URL Resources property of the Validation Service. Otherwise, they’re ignored.

Note
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Configure trusted URLs

Redirection URLs can be relative to AM’s URL, or absolute.

By default, AM trusts all relative URLs and those absolute URLs that are in the same scheme, FQDN, and port as AM. This
increases security against possible phishing attacks through an open redirect.

To configure AM to trust other absolute URLs, add them to the validation service. If they are not added, AM will redirect to the
user profile or to the administrator console on log in, and to the default logout page in the UI on log out.

Consider these example URLS for a deployment configured at https://am.example.com:8443/am :

Add a URL to the validation service

In the AM admin UI, go to Realms > Realm Name > Services.

Note that you can add an instance of the validation service on the Top Level Realm, too.

If the Validation Service is not in the list of services, configure a new service:

Click Add a Service.

From the Choose a service type drop-down list, select Validation Service.

In the Valid goto URL Resources field, enter one or more valid URL patterns to allow.

For example, http://app.example.com:80/*?* .

If no port is specified, http://www.example.com  canonicalizes to http://www.example.com:80  and https://
www.example.com  canonicalizes to https://www.example.com:443 .

A wildcard before "://" only matches up to "://"

For example, http*://*.com/*  matches http://www.example.com/hello/world  and 
https://www.example.com/hello .

A wildcard between "://" and ":" matches up to ":"

For example, http://*:85  matches http://www.example.com:85 .

A wildcard between ":" and "/" only matches up to the first "/"

URL Add to the validation service?

http://am.example.com:8080/am/XUI/#login Yes, the scheme and port are different.

https://am.example.com:443/am/XUI/#login Yes, the port is different.

/am/XUI/#login No, the paths relative to the AM URL are trusted.

https://mypage.example.com/app/logout.jsp Yes, the scheme, port, and FQDN are different.

1. 

2. 

1. 
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For example, http://www.:/  matches http://www.example.com:80 . In another example, http://
www.example.com:*  matches http://www.example.com:<any port>  and http://www.example.com:<any port> ,
but nothing more.

A wildcard after "/" matches anything, depending on whether it is single-level or a wildcard appropriately.

For example, https://www.example.com/*  matches https://www.example.com:443/foo/bar/baz/me .

If you do not use any wildcards, AM exactly matches the string, so http://www.example.com  only matches 
http://www.example.com , but NOT http://www.example.com/  (trailing slash).

If you put the wildcard after the path, AM expects a path (even if it is blank), so http://www.example.com/*
matches http://www.example.com/  and http://www.example.com/foo/bar/baz.html , but NOT http://
www.example.com .

http://www.example.com:*/  matches http://www.example.com/ , which also canonicalizes to http://
www.example.com:80/ .

https://www.example.com:*/  matches https://www.example.com/ , which also canonicalizes to https://
www.example.com:443/ .

For more information on pattern matching and wildcard rules, refer to Specifying resource patterns with wildcards.

Click Create to save your settings.

Validate a goto URL

To validate a goto  URL over REST, use the /json/users?_action=validateGoto  endpoint (or /json/realms/root/realms/
_Realm Name_/users?_action=validateGoto  to specify a sub realm). For example:

$ curl \
--request POST \
--header "Accept-API-Version: protocol=2.1,resource=3.0" \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQIC5…ACMDE.*" \
--data '{"goto":"https://www.example.com/"}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users?_action=validateGoto'
{
    "successURL":"https://www.example.com/"
}

If the URL is valid, the endpoint returns the specified URL as the successURL  response parameter.

A goto  URL is considered valid if one of the following is true:

The URL is configured in the validation service

The URL is relative

The URL is encoded

Encoded URLs are treated as relative URLs for the purposes of validation. To be treated as an absolute URL, the URL must not be
encoded.

If the specified URL is invalid, the endpoint returns the default success URL.

◦ 
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Note that a valid session is optional; you can still call the validateGoto  endpoint with an expired session.

Realm authentication configuration

AM users always authenticate to a realm. Each realm has a set of authentication settings that apply to all authentication
performed to that realm. The settings are referred to as core authentication attributes.

To configure core authentication attributes for an entire AM deployment, go to Configure > Authentication in the AM admin UI,
and click Core Attributes.

Figure 1. The Core Authentication Attributes Page

Each realm has a set of authentication settings that apply to all authentication performed to that realm. The settings are referred
to as core authentication attributes. To override the global core authentication configuration in a realm, go to Realms > Realm
Name > Authentication > Settings in the AM admin UI. Note that when you configure core authentication attributes in a realm,
the Global tab does not appear.

Use core authentication attributes to configure:

The list of available authentication modules

Which types of clients can authenticate with which modules

Connection pools for access to directory servers

Whether to retain objects used during authentication so they can be used at logout

Defaults for configuring authentication in a particular realm

For detailed information about the core configuration attributes, see Core authentication attributes.

• 

• 

• 
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Authenticate with a browser

When using AM’s extended user interface (XUI), the base URL to authenticate to points to /XUI/#login  under the deployment
URL, such as https://openam.example.com:8443/openam/XUI/#login .

The base URL to log out is similar, for example, https://openam.example.com:8443/openam/XUI/#logout/ .

When authenticating using a browser, you can send AM a realm and also different authentication parameters that would help
you customize the user’s experience.

Specify the realm in the URL

When making a request to the UI, specify the realm or realm alias as the value of a realm  parameter in the query string, or the
DNS alias in the domain component of the URL. If you do not use a realm alias, then you must specify the entire hierarchy of the
realm. For example: https://openam.example.com:8443/openam/XUI/?realm=/customers/europe#login/ .

The following table demonstrates additional examples:

The DNS alias is overridden by any use of either the full path or a realm alias as a query string parameter.

Authentication parameters

AM accepts the following parameters in the query string. Except for the IDToken  parameters, do not set a parameter more than
once in a single query.

arg=newsession

Request that AM end the user’s current session and start a new session.

authlevel

Request that AM authenticate the user using a module with at least the specified authentication level that you have
configured.

As this parameter determines authentication module selection, do not use it with module , service , or user .

Options for Specifying the Realm in UI Login URLs

Description Example URL

Full path of the realm as a parameter of XUI https://openam.example.com:8443/openam/XUI/?realm=/

customers/europe#login

Realm alias of the realm as a parameter of XUI https://openam.example.com:8443/openam/XUI/?realm=alp

ha#login

DNS Alias of the realm as the fully qualified host name in the
URL

http://myRealm.example.com:8080/openam/XUI/#login
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ForceAuth

If ForceAuth=true , request that AM force the user to authenticate even if they already have a valid session.

When ForceAuth=true , on successful authentication AM does one of the following:

(Authentication trees only) AM issues new session tokens to users on reauthentication, even if the current session
already meets the security requirements.

(Authentication chains only) AM does not issue new session tokens on reauthentication, regardless of the security
level they are authenticating to. Instead, it updates the session token with the new authentication information, if
required. In this configuration, session upgrade is not supported for client-side sessions. When a user attempts to
reauthenticate with a client-side session, they will see a ForceAuth fails since session is stateless  dialog.

goto

On successful authentication, or successful logout, request that AM redirect the user to the specified location. Values must
be URL-encoded. For more information, refer to Success and failure redirection URLs.

gotoOnFail

On authentication failure, request that AM redirect the user to the specified location. Values must be URL-encoded. For
more information, refer to Success and failure redirection URLs.

IDToken1, IDToken2, …, IDTokenN

Pass the specified credentials as IDToken  parameters in the URL. The IDToken  credentials map to the fields in the Login
page for the authentication module, such as IDToken1  as user ID and IDToken2  as password for basic user name,
password authentication. The order depends on the callbacks in Login page for the module; IDTokenN  represents the Nth

callback of the Login page.

locale

Request that AM display the user interface in the specified, supported locale. Locale can also be set in the user’s profile, in
the HTTP header from her browser, configured in AM, and so on.

module

Request that AM use the authentication module instance as configured for the realm where the user is authenticating.

As this parameter determines authentication module selection, do not use it with authlevel , service , or user .

realm

Request that AM authenticate the user to the specified realm.

resource

Set this parameter to true  to request resource-based authentication.

• 

• 

emergency_home
For authentication chains, the forceAuth.enabled  advanced server property controls whether the value of
the ForceAuth  parameter is respected.

Important
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For resource-based authentication, also set the resourceURL  parameter.

resourceURL

Authentication chains only. This parameter does not apply to authentication trees.

Set the resourceURL  to the URL of the resource for resource-based authentication.

Resource-based authentication applies when an authorization policy has an environment condition of type Authentication
by Service or Authentication by Module Instance. When the resource URL matches a policy resource, AM finds the chain
or module configured in the policy environment settings and uses the specified chain or module to perform
authentication.

For example, if you configure a policy with the resource https://www.example.com:443/index.html  and the
environment condition Authentication by Service: DataStore, the following login URL causes AM to use the DataStore
service to authenticate the user:

https://openam.example.com:8443/openam/XUI/#login?resource=true&resourceURL=https://www.example.com:443/
index.html&goto=https://www.example.com/

On successful authentication, AM redirects the user-agent to https://www.example.com/ .

As shown in the example, when setting the resourceURL  parameter, also set resource=true .

service

Request that AM authenticate the user with the specified authentication chain.

As this parameter determines authentication module selection, do not use it with authlevel , module , or user .

user

Request that the user, specified by their AM universal ID, authenticate according to the chain specified by the User
Authentication Configuration property in their user profile. You can configure this property for a user under Realms > 
Realm Name > Identities > UserName.

In order for the User Authentication Configuration property to appear in user profiles, the iplanet-am-user-service
object class must contain the iplanet-am-user-auth-config  attribute in the identity repository schema. The default
identity repository schema provided with AM includes this object class and attribute.

For information about identity repository schema, refer to Prepare identity repositories .

As this parameter determines authentication module selection, do not use it with authlevel , module , or service .

Example UI login URLs

Use any of the options listed in Authentication parameters as URL parameters. Note that URL parameters must appear before

any occurrences of the pound or hash character ( # ). The following are example URLs with parameters:
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Authenticate over REST

AM provides the /json/authenticate  endpoint for authentication, and the /json/sessions  endpoint for managing sessions
and logging out.

The following table summarizes authentication operations you can perform using REST:

Example UI Login URLs

Description Example URL

Log in to the $Top Level Realm, requesting that AM display
the user interface in German.

https://openam.example.com:8443/openam/XUI/?realm=/

&locale=de#login

Log in to the alpha  realm, requesting that AM display the
user interface in German.

https://openam.example.com:8443/openam/XUI/?realm=/

alpha&locale=de#login

Log in to the alpha  realm using the myTree  authentication
tree, requesting that AM display the user interface in
German.

https://openam.example.com:8443/openam/XUI/?realm=/

alpha&locale=de&service=myTree#login

Task Resources

Authenticate to AM
Authenticating to AM means logging in to a specific realm and
receiving a session token from AM. Add parameters to the
authentication request to provide AM with more information
about how you want to authenticate.

Log in to AM over REST

Use the session token
AM provides you with a session token after authenticating to
a realm. Use this token in subsequent calls to AM. For
example, when using REST calls to create, modify, or delete
configuration objects.

Session token after authentication

Log out of AM
Log out your users by sending a logout  action to the /json/
sessions  endpoint.

Log out of AM over REST

Invalidate sessions
Obtain all the sessions for a given user and invalidate them to
ensure they are logged out of AM.

sessions-guide:managing-sessions-REST.adoc#invalidate-
sessions.adoc
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Log in to AM over REST

To authenticate to AM using REST, make an HTTP POST request to the json/authenticate  endpoint. You must specify the entire
hierarchy of the realm, starting at the Top Level Realm. Prefix each realm in the hierarchy with the realms/  keyword. For
example, /realms/root/realms/customers/realms/europe .

AM uses the default authentication service configured for the realm. You can override the default by specifying authentication
services and other options in the REST request.

AM provides both simple authentication methods, such as providing username and password, and complex authentication
journeys that may involve a tree with inner tree evaluation and/or multi-factor authentication.

For authentication journeys where providing a username and password is enough, you can log in to AM using a curl  command
similar to the following:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId": "AQIC5w…NTcy*",
    "successUrl": "/openam/console",
    "realm":"/alpha"
}

The username and password are sent in headers. This zero page login mechanism works only for name/password authentication.

Note that the POST body is empty; otherwise, AM interprets the body as a continuation of an existing authentication attempt, one
that uses a supported callback mechanism. AM implements callback mechanisms to support complex authentication journeys,
such as those where the user needs to be redirected to a third party or interact with a device as part of multi-factor
authentication.

After a successful authentication, AM returns a tokenId  object that applications can present as a cookie value for other
operations that require authentication. This object is known as the session token. For more information about how applications
can use the session token, see Session token after authentication.

If HttpOnly  cookies are enabled and a client calls the /json/authenticate  endpoint with a valid SSO token, AM returns the 
tokenId  field empty.

For example:

info
The /json/authenticate  endpoint doesn’t support the CRUDPAQ verbs and therefore doesn’t technically satisfy
REST architectural requirements. The term REST-like describes this endpoint better than REST.

Note
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{
    "tokenId":"",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

UTF-8 usernames

To use UTF-8 usernames and passwords in calls to the /json/authenticate  endpoint, base64-encode the string, and wrap the
string as described in RFC 2047:

encoded-word = "=?" charset "?" encoding "?" encoded-text "?="

For example, to authenticate using a UTF-8 username, such as ɗëɱø , perform the following steps:

Encode the string in base64 format: yZfDq8mxw7g= .

Wrap the base64-encoded string as per RFC 2047: =?UTF-8?B?yZfDq8mxw7g=?= .

Use the result in the X-OpenAM-Username  header passed to the authentication endpoint as follows:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: =?UTF-8?B?yZfDq8mxw7g=?=" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId": "AQIC5w…NTcy*",
    "successUrl": "/openam/console",
    "realm":"/alpha"
}

Authenticate to specific authentication services

You can provide AM with additional information about how you are authenticating. For example, you can specify the
authentication tree you want to use, or request from AM a list of the authentication services that would satisfy a particular
authentication condition.

The following example shows how to specify the ldapService  chain by using the authIndexType  and authIndexValue  query
string parameters:

lightbulb_2
You can request AM to authenticate a user without providing them a session by using the noSession  parameter. For
more information, see Authenticate endpoint parameters.

Tip

1. 

2. 

3. 
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$ curl \
--request POST \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate?
authIndexType=service&authIndexValue=ldapService'

You can exchange the ldapService  chain with any other chain or tree.

For more information about using the authIndexType  parameter to authenticate to specific services, see Authenticate endpoint
parameters.

Return callback information to AM

The /json/authenticate  endpoint supports callback mechanisms to perform complex authentication journeys. Whenever AM
needs to return or request information, it will return a JSON object with the authentication step, the authentication identifier, and
the related callbacks.

The following types of callbacks are available:

Read-only callbacks. AM uses read-only callbacks to provide information to the user, such as text messages or the amount
of time that the user needs to wait before continuing their authentication journey.

Interactive callbacks. Interactive callbacks request information from the user. Use these, for example, to request a user’s
username and password or to request that the user select between options.

Backchannel callbacks. AM uses backchannel callbacks when it needs to access additional information from the user’s
request. For example, when it requires a particular header or a certificate.

Read-only and interactive callbacks have an array of output  elements suitable for displaying to the end user. The JSON returned
in interactive callbacks also contains an array of link:input elements, which must be completed and returned to AM. For example:

"output": [
    {
        "name": "prompt",
        "value": " User Name: "
    }
    ],
"input": [
    {
        "name": "IDToken1",
        "value": ""
    }
]

The value of some interactive callbacks can be returned as headers, such as the X-OpenAM-Username  and X-OpenAM-Password
headers, but most of them must be returned in JSON as a response to the request.

Depending on how complex the authentication journey is, AM may return several callbacks sequentially. Each must be completed
and returned to AM until authentication is successful.

• 

• 

• 
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The following example shows a request for authentication, and AM’s response of the NameCallback  and PasswordCallback
callbacks:

$ **curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
  "authId": "eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJvdGsiOiJ…", (1)
  "template": "", (2)
  "stage": "DataStore1", (3)
  "callbacks": [
    {
      "type": "NameCallback", (4)
      "output": [ (5)
        {
          "name": "prompt",
          "value": " User Name: "
        }
      ],
      "input": [ (6)
        {
          "name": "IDToken1",
          "value": ""
        }
      ]
    },
    {
      "type": "PasswordCallback",
      "output": [
        {
          "name": "prompt",
          "value": " Password: "
        }
      ],
      "input": [
        {
          "name": "IDToken2",
          "value": ""
        }
      ]
    }
  ]
}

To respond to a callback, send back the whole JSON object with the missing values filled. The following example shows how to
respond to the NameCallback  and PasswordCallback  callbacks, with the demo  and Ch4ng31t  values filled:

1 The JWT that uniquely identifies the authentication context to AM.

2
A template to customize the look of the authentication module, if it exists. Learn more in How do I customize the Login page?
 in the Knowledge Base.

3 The authentication module stage where the authentication journey is at the moment.
4 The type of callback. It must be listed under Supported callbacks.
5 The information AM offers about this callback. Usually, this information would be displayed to the user in the UI.
6 The information AM is requesting. The user must fill the "value": "" object with the required information.
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
--data '{
   "authId":""eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJvdGsiOiJ…",
   "template":"",
   "stage":"DataStore1",
   "callbacks":[
      {
         "type":"NameCallback",
         "output":[
            {
               "name":"prompt",
               "value":" User Name: "
            }
         ],
         "input":[
            {
               "name":"IDToken1",
               "value":"demo"
            }
         ]
      },
      {
         "type":"PasswordCallback",
         "output":[
            {
               "name":"prompt",
               "value":" Password: "
            }
         ],
         "input":[
            {
               "name":"IDToken2",
               "value":"Ch4ng31t"
            }
         ]
      }
   ]
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2…U3MTE4NA..*",
    "successUrl": "/openam/console",
    "realm":"/alpha"
}

On complex authentication journeys, AM may send several callbacks sequentially. Each must be completed and returned to AM
until authentication is successful.

For more information about the callbacks AM may return, refer to Supported callbacks.
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Session token after authentication

After a successful authentication, AM returns a tokenId  object that applications can present as a cookie value for other
operations that require authentication. This object is a session token—a representation of the exchange of information and
credentials between AM and the user or identity.

The type of tokenId  returned varies depending on where AM stores the sessions for the realm to which the user authenticates:

If server-side sessions are enabled, the tokenId  object is a reference to the session state stored in the CTS token store.

If client-side sessions are enabled, the tokenId  object is the session state for that particular user or identity.

Developers should be aware that the size of the tokenId  for client-side sessions—2000 bytes or greater—is considerably longer
than for server-side sessions—approximately 100 bytes. For more information about session tokens, see Session cookies and
session security.

The following is a common scenario when accessing AM by using REST API calls:

Call the /json/authenticate  endpoint to log a user in to AM.

This REST API call returns a tokenID  value, which is used in subsequent REST API calls to identify the user:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The returned tokenID  is known as a session token (also referred to as an SSO token). REST API calls made after successful
authentication to AM must present the session token in the HTTP header as proof of authentication.

Call one or more additional REST APIs on behalf of the logged-in user.

Each REST API call passes the user’s tokenID  back to AM in the HTTP header as proof of previous authentication.

The following is a partial example of a curl  command that inserts the token ID returned from a prior successful AM
authentication attempt into the HTTP header:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQIC5w…NTcy*" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
--data '{
  …

• 

• 

1. 

2. 
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Observe that the session token is inserted into a header field named iPlanetDirectoryPro . This header field name must
correspond to the name of the AM session cookie—by default, iPlanetDirectoryPro . You can find the cookie name in
the AM admin UI, by navigating to Deployment > Servers > Server Name > Security > Cookie, in the Cookie Name field of
the AM admin UI.

Once a user has authenticated, it is not necessary to insert login credentials in the HTTP header in subsequent REST API
calls. Note the absence of X-OpenAM-Username  and X-OpenAM-Password  headers in the preceding example.

Users are required to have appropriate privileges in order to access AM functionality using the REST API. For example,
users who lack administrative privileges cannot create AM realms. For more information on the AM privilege model, see 
Delegating Privileges.

Call the REST API to log the user out of AM, as described in Authenticate over REST.

As with other REST API calls made after a user has authenticated, the REST API call to log out of AM requires the user’s 
tokenID  in the HTTP header.

Log out of AM over REST

Authenticated users can log out with the token cookie value and an HTTP POST to /json/sessions/?_action=logout :

$ curl \
--request POST \
--header "Content-type: application/json" \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.1, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/sessions/?_action=logout'
{
    "result": "Successfully logged out"
}

For information about using an administrator token to force the logout of other authenticated users, refer to Invalidate sessions.

Single sign-on

Single sign-on (SSO) lets users who have authenticated to AM access multiple independent services from a single login session by
storing user sessions as HTTP cookies. (If you are unfamiliar with HTTP cookies, see HTTP cookies for more information.)

Cross-domain single sign-on (CDSSO) is an AM-specific capability that provides SSO inside the same organization within a single
domain or across domains. For example, CDSSO allows your AM servers in the DNS domain .internal.net  to provide
authentication and authorization to web and Java agents from the .internal.net  domain and other DNS domains, such
as .example.net .

Since CDSSO removes the constraint of configuring SSO depending on the DNS domain, it simplifies the deployment of SSO in
your environment.

When implementing CDSSO, take into account the following points:

For SSO across multiple organizations or when integrating with other access management software, use AM’s federation
capabilities, such as OAuth 2.0 or SAML v2.0.

3. 

• 
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Web agents and Java agents both support CDSSO.

AM also supports CDSSO with IG version 6 or later. For more information, see Single Sign-On and Cross-Domain Single
Sign-On in the IG documentation.

CDSSO supports server-side and client-side sessions. For more information about session state impact on CDSSO, see 
Impact of storage location for sessions.

Web agents and Java agents wrap the SSO session token inside an OpenID Connect (OIDC) JSON Web Token (JWT). During the
CDSSO flow, the agents create cookies for the different domains specified in the agent profile, and the oauth2/authorize
endpoint authorizes the different cookie domains as required.

The following diagram illustrates the CDSSO flow for web agents and Java agents:

Figure 1. Web and Java agents CDSSO flow

Realms and SSO

When changing authentication realms, a subject leaves the current SSO realm. The new SSO realm might apply to different
applications, and use a different authentication process. For AM, logging in to a new realm means logging out of the current
realm.

When a user interactively changes realms through the end user UI, AM offers the option of logging out of the current realm to log
in to the new realm, or choosing to remain logged in to the current realm.

• 

• 
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The result depends on the user’s choice:

If the user cancels the change at this point, the user remains logged in to the current realm, and is not logged in to the
new realm.

If the user chooses to log in to the new realm, AM first logs the user out of the current realm, and then prompts the user
to log in to the new realm.

HTTP cookies

To understand how SSO works, you need to understand some key elements of the HTTP cookie, as described in RFC 6525, HTTP
State Management Mechanism.

Within an HTTP cookie, you can store a single custom name=value  pair, such as sessionid=value . Other properties within a
cookie are as follows:

Domain

Normally set to the full URL that was used to access the configurator. To work with multiple subdomains, the Domain
should be set to a URL like Domain=server.example.net . This is also known as the cookie domain.

Path

The directory in the URL to which the cookie applies. If the Path=/openam , the cookie applies to the /openam  subdirectory
of the URL, and lower level directories, including openam/XUI .

Secure

If the Secure  name is included, the cookie can be transferred only over HTTPS. When a request is made over HTTP, the
cookie is not made available to the application.

For more information, see Secure cookies by default.

HttpOnly

When the HttpOnly  flag is included, that cookie will not be accessible through JavaScript. According to RFC 6265, the
noted flag "instructs the user agent to omit the cookie when providing access to cookies via 'non-HTTP' APIs (for example,
a web browser API that exposes cookies to scripts)."

For more information, see HttpOnly session cookies.

Expires

The lifetime of a cookie can be limited, with an Expires  name configured with a time, based on UTC (GMT).

• 

• 

warning
Do not take a shortcut with a top-level domain. Web browser clients today are designed to ignore cookies set to top-
level domains including com , net , and co.uk . In addition, a cookie with a value like Domain=app1.example.net  will
not work for similar subdomains, such as `app2.example.net .

Warning
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Implement CDSSO

CDSSO provides SSO capabilities for AM servers and web or Java agents within a single domain or across domains in the same
organization.

CDSSO is the only mode of operation for web and Java agents, so no additional configuration is required to make it work.

You must, however, protect the session cookie against hijacking. For more information, see Restrict tokens for CDSSO session
cookies.

Troubleshoot SSO

In general, problems with single sign-on relate to some sort of mismatch of domain names. For example, a cookie that is
configured on a third-level domain, such as sso.example.net , will not work with an application on a similar domain, such as 
app.example.net . The following list describes scenarios that may lead to similar problems:

When a cookie domain does not match a domain for the protected application.

Assume the application is configured on a domain named example.org . That application will not receive an SSO token
configured on the example.net  domain.

When a third-level domain is used for the SSO token.

If an SSO token is configured on sso.example.net , an application on app.example.net  does not receive the
corresponding session token. In this case, the solution is to configure the SSO token on example.net .

When the Cookie Security  or the CDSSO Secure Enable  properties are configured in the agent profile with a regular
HTTP application.

If you need encrypted communications for an application protected by AM, use the Cookie Security  or the CDSSO
Secure Enable  properties and make sure the application is accessible over HTTPS.

When the path listed in the cookie does not match the path for the application.

Perhaps the cookie is configured with a /helloworld  path; that will not match an application that might be configured
with a /hellomars  path. In that case, the application will not receive the cookie.

When an inappropriate name is used for the cookie domain.

As noted earlier, client browsers are configured to ignore first-level domains, such as com  and net  as well as functional
equivalents, such as co.uk  and co.jp .

When working with different browsers.

The name=value  pairs described earlier may not apply to all browsers. The requirements for an HTTP cookie sent to an IE
browser may differ from the requirements for other standard browsers, such as Firefox and Chrome. Based on anecdotal
reports, IE does not recognize domain names that start with a number. In addition, IE reportedly refuses cookies that
include the underscore ( _ ) character in the FQDN.

When a client-side session cookie exceeds the maximum size permitted by the browser.

lightbulb_2
IG also supports CDSSO with AM. For more information, see the ForgeRock Identity Gateway Gateway Guide.

Tip

• 

• 

• 

• 

• 

• 

• 
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As described in Session cookies and session security, the default size of the iPlanetDirectoryPro  cookie is
approximately 2,000 bytes. When you customize AM sessions by adding attributes, the cookie size grows. Browsers allow
cookie sizes between 4,000 and 5,200 bytes, depending on the browser. AM single sign-on does not support a cookie size
that exceeds the maximum cookie size allowed by the browser.

Social authentication

AM supports delegated authentication through third-party identity providers, such as Facebook, and Google. This lets users log in
to AM using their social provider credentials.

These topics describe the high-level steps to configure social authentication.

Configure social identity providers

Access Management supports social identity providers that are OAuth 2.0 or OIDC 1.0-compliant. A number of social identity
providers are configured by default:

lightbulb_2
This page shows you how to configure social authentication in a standalone AM deployment. To configure social
authentication in the Ping Identity Platform, refer to the Ping Identity Platform Self-Service Guide.

Tip

Default social identity provider configurations

Identity provider Specification

Amazon OAuth 2.0

Apple OIDC

Facebook OAuth 2.0

Google OIDC

Instagram OAuth 2.0

itsme(1) OIDC

LinkedIn OAuth 2.0

Microsoft OAuth 2.0

Salesforce OAuth 2.0

Twitter OAuth 2.0

VK (Vkontakte) OAuth 2.0
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(1) To integrate with itsme, you must obtain an Organization Validation (OV) certificate.

You must also configure it in the container where AM runs, or in the reverse proxy offloading SSL.

You can add providers that are not configured by default, as long as these providers have a solution implemented using either
OAuth 2.0, or OpenID Connect.

Add identity providers

Register a service in the identity provider, and keep the provider’s documentation within reach. You will use it during this
procedure.

To register a service in a provider, you must at least create a client ID and add the redirect URL to Access Management.

A redirect URL is a path in Access Management to which the identity provider redirects the user on successful
authentication. For example, https://platform.example.com:8443/am .

Depending on the social identity provider and on your environment, you might need to make changes to the redirect URL
later.

Configure the same redirect URL in the identity provider service and in the Access Management client.

In the AM admin UI, go to Realms > Realm Name > Services.

Check if the Social Identity Provider Service  appears in the list of services configured for the realm.

If it does not, click Add a Service, select Social Identity Provider Service  from the drop-down list, and click Create.

Ensure that the Enabled switch is on.

Go to the Secondary Configurations tab.

Access Management includes scripts and configurations for several common identity providers.

Identity provider Specification

WeChat OAuth 2.0

WordPress OAuth 2.0

Yahoo OIDC

1. 

emergency_home
Some providers require that you enable a specific API in their service:

Google
Enable the Gmail API  in the Google Cloud Platform.

Apple
You must have access to the Apple Development Program (Enterprise program is not eligible), and you
must enable Sign In With Apple  in the Apple Developer site.

Twitter
You must have an Elevated Developer Twitter Account to obtain a token, and you must set up an
application at https://developer.twitter.com/en/portal/dashboard.

Important

2. 

3. 

4. 

5. 
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In the Add a Secondary Configuration drop-down list, select the required identity provider.

If the required provider is not available, select one of the following to add a custom identity provider client:

Client Configuration for providers that implement the OAuth2 specification

Client Configuration for providers that implement the OpenID Connect specification

Provide the details of the service you registered with the social provider:

In the Client ID field, enter the client ID of the service. This field might have a different name, depending on the
social identity provider. For example, for Twitter, this field is the API key.

In the Client Secret field, enter the client secret of the service. This field might have a different name, depending on
the social identity provider. For example, for Twitter, this field is the API secret.

Enter the same Redirect URL that you set in the social provider service.

A redirect URL is a path in Access Management to which the identity provider redirects the user on successful
authentication. For example, https://platform.example.com:8443/am .

Depending on the social identity provider and on your environment, you might need to make changes to the
redirect URL later.

Configure the same redirect URL in the identity provider service and in the Access Management client.

Don’t worry if you are missing some of the details; you’ll be able to edit the configuration later, after saving the
client profile for the first time.

Click Create your changes to access all the configuration fields for the client.

Provide the client’s advanced configuration details, and edit any required configuration details if needed.

Refer to the provider’s documentation.

Providers must specify their integration needs in their documentation, as well as their API endpoints.

For example, providers usually have different scopes that you can configure depending on your service’s needs.

Financial-grade providers usually also require additional security-related configuration, such as acr  values, PKCE-
related settings, and more.

Keep their documentation close while configuring the client profile.

Visit the provider’s .well-known  endpoint.

OAuth 2.0/OpenID Connect-compliant providers will display much of the information you need to configure the
identity provider client in their .well-known  endpoint. For example, the endpoint should expose their endpoint
URLs, and the signing and encryption algorithms they support.

Access Management provides a default configuration for the supported social identity providers based on each provider’s
requirements. Providers sometimes change their requirements over time. Make sure the settings for the provider have
not changed.

6. 

◦ 

◦ 

7. 

1. 

2. 

3. 

8. 

◦ 

◦ 
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The important preconfigured fields are:

The provider’s URLs; for example, Authentication Endpoint URL, Access Token Endpoint URL, and User Profile
Service URL.

The OAuth Scopes field.

The configuration in the UI Config Properties section.

For common UI properties, refer to UI Config Properties.

The script selected in the Transform Script drop-down list.

This script is responsible for mapping attributes provided by the identity providers to a profile format compatible
with Access Management.

For details, refer to Transform Script.

For details on client configuration settings, refer to Client configuration reference.

Save your changes.

You are now ready to Configure basic social registration trees.

Configure basic social registration trees

There are two nodes associated with Identity Providers:

◦ 

◦ 

◦ 

◦ 

info
Some features require choosing algorithms from those supported by the provider, as well as creating secrets.
Consider the following points before configuring the client:

Several capabilities in the identity provider client share the same secret IDs. For example, signing
request objects and signing client authentication JWTs.
Every identity provider client in a realm shares the same secrets.

Therefore, ensure that you configure features requiring secrets in a way that they are compatible across clients
in the same realm.
For more information, see the page about the /oauth2/connect/rp/jwk_uri endpoint.

Note

◦ 

◦ 

9. 

lightbulb_2
To let AM contact Internet services through a proxy, refer to Configure AM behind a reverse proxy.
You can control the behavior of the connection factory that AM uses as a client of the social identity providers:
The following advanced server properties control different aspects of the connection factory:

org.forgerock.openam.httpclienthandler.system.clients.connection.timeout

org.forgerock.openam.httpclienthandler.system.clients.max.connections

org.forgerock.openam.httpclienthandler.system.clients.pool.ttl

org.forgerock.openam.httpclienthandler.system.clients.response.timeout

org.forgerock.openam.httpclienthandler.system.clients.retry.failed.requests.enabled

org.forgerock.openam.httpclienthandler.system.clients.reuse.connections.enabled

They have sensible defaults configured, but if you need to change them, see Advanced Properties.

Tip

• 
• 
• 
• 
• 
• 

Authentication and SSO PingAM

4262 Copyright © 2025 Ping Identity Corporation

https://docs.pingidentity.com/pingam/7.4/reference/deployment-configuration-reference.html#server-advanced
https://docs.pingidentity.com/pingam/7.4/reference/deployment-configuration-reference.html#server-advanced


Select Identity Provider node

The Select Identity Provider node prompts the user to select a social identity provider to register or log in with, or
(optionally) continue on with a local registration or login flow. When a provider is selected, the flow continues on to the
Social Provider Handler node.

Social Provider Handler node

The Social Provider Handler node is used in combination with the Select Identity Provider node. It communicates with
the selected provider and collects the information provided after the user has authorized the service. It runs the provider’s
configured normalization script to map the information into a format that Access Management can consume.

Next, the node uses a transformation script provided by Access Management called Normalized Profile to Identity  to
transform the profile information into an identity object.

The node then queries the identity store available for the realm to verify the user already exists. If the user exists, they are
logged in. If the user does not exist, the user will need to be created.

Set up a basic social registration tree

In the AM admin UI, go to Realms > Realm Name > Authentication > Trees, and create a new tree.

Decide whether users can log in with their AM credentials, and add the relevant nodes to the tree:

Social authentication trees allowing local authentication might look like the following:

Social authentication trees enforcing social authentication login might look like the following:

1. 

2. 

1. 

2. 
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To configure either option, use the Include local authentication switch in the Select Identity Provider node.

To support both local and social authentication in the same page, you must use the Page node as shown in the
example.

Configure the Social Provider Handler node:

In the Transformation Script field, select Normalized Profile to Identity . This script transforms the
normalized identity provider’s profile object into the appropriate user profile attributes of the realm’s identity store.

If you are not using DS as the identity store, or if you added customized fields to it, you may need to modify the
script.

To view the script and the available bindings, refer to normalized-profile-to-identity.js.]

In Client Type, select BROWSER  when using the Access Management UI, or NATIVE  when using the ForgeRock SDK.

Suspended authentication

Suspended authentication lets you save a user’s progress through an authentication tree, and later resume from the same point.

Any input provided during authentication is saved when the authentication tree is suspended, and restored when the
authentication tree is resumed. This lets the authentication tree continue after closing the browser, using a different browser, or
even on a different device.

When suspending an authentication tree, you provide the user with a URL they must visit to resume their authentication. That
URL contains a unique identifier for retrieving the saved progress, and can only be used once. These URLs are sometimes
referred to as magic links.

The Email Suspend node supports suspended authentication.

Typical use cases include passwordless authentication, and email verification during progressive profile completion.

The following example lets a user authenticate if they have forgotten their username:

3. 

◦ 

◦ 
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After obtaining the user’s email address in the Attribute Collector node, the example tree attempts to identify the user. Then,
the tree attempts to email the user, and suspends itself.

Note that both the True and False outcomes are mapped into the Email Suspend node to reduce potential data leakage. If the
username is found, it is included in the email sent to the user, along with the link to use to resume the authentication tree.

When the user follows the link, the authentication tree resumes at the Inner Tree Evaluator node, which lets the user
authenticate with their recovered username and credentials.

Configure suspended authentication

You can configure the length of time an authentication session can last for in AM, so that resources can be freed up from
incomplete authentications. You can also configure the length of time that a tree can be suspended.

You should set this value to the minimum reasonable time required to complete the authentication. For example, if you are
sending an email, 10 minutes might be reasonable. The time allowed for suspending authentication must be the same or less
than the maximum duration for the tree.

To configure these timeouts, in the AM admin UI, go to Configure > Authentication > Core Attributes > Trees. For more
information about the properties, see Trees.

Add suspended authentication to custom nodes

You can enable suspended authentication in your custom nodes. For more information, see Action class.
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MFA: Web authentication (WebAuthn)

WebAuthn lets users authenticate with an authenticator device, such as the fingerprint scanner on their laptop or phone. The
user’s browser communicates with the authenticator device.

AM can request the browser to activate the authenticator device with certain criteria; for example:

The authenticator device must be built-in, not a USB device that the user can eject

The device must verify the user’s identity, not just the user’s presence

To use WebAuthn with AM, users must first register their authenticators. If recovery codes are enabled, users should copy their
codes on successful registration.

Registration involves the selected authenticator creating, or minting, a key pair. The public key of the pair is returned to AM and
stored in the user’s profile. The private key is stored securely in the authenticator itself or in the platform that manages the
authenticators. The private key does not leave the client at any time.

When authenticating with WebAuthn, the authenticator device locks data with its stored private key and sends it to AM. AM
verifies the data using the public key stored in the user’s profile. If the data verification succeeds and passes any attestation
checks, AM considers the authentication successful.

AM supports WebAuthn for the following user agents on the specified platforms:

(1) Latest stable versions are supported.

Create trees for WebAuthn

The example tree that follows registers the user’s device if necessary, and authenticates the user with the device. If the user has
already registered their device, they only need to enter their username, and then perform the authorization gesture with their
registered device to complete authentication.

• 

• 

emergency_home
The user must connect over HTTPS to use WebAuthn. 

Important

Browsers and platforms supported for WebAuthn

Browser(1) Platform

Google Chrome
Desktop

Android

Safari
Desktop

iOS

Microsoft Edge Desktop

Mozilla Firefox Desktop
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If the user does not have a registered device, they must provide both their username and their password. The Data Store
Decision node confirms their identity before allowing them to register their device. The user then authenticates with the new
device to complete authentication.

Configure the WebAuthn Profile Encryption service

In the AM admin UI, configure the WebAuthn Profile Encryption service for the realm where you create the tree.

This service configures how AM stores registered device metadata.

In the AM admin UI for the realm, click Services > + Add a Service.

Select WebAuthn Profile Encryption Service in the service type drop-down list, and create the new service configuration.

Accept the default configuration unless you must encrypt the device metadata in user profiles:

Profile Storage Attribute

webauthnDeviceProfiles  (default)

Device Profile Encryption Scheme

If you choose an encryption scheme, also edit the settings to access the keys.

For details, read Secrets, certificates, and keys.

Default: No encryption of device settings.

For detailed information about the available properties, refer to WebAuthn profile encryption service.

Create the WebAuthn tree

Configure the WebAuthn Profile Encryption service for the realm if you have not already done so.

In the AM admin UI, create a tree for WebAuthn under Realms > Realm Name > Authentication > Trees.

Add the following nodes to your tree:

Data Store Decision node

Username Collector node

Password Collector node

Recovery Code Collector Decision node

Recovery Code Display node

WebAuthn Authentication node

WebAuthn Registration node

info
The tree created here does not include user-friendly features, such as letting the user retry their password if they
mistype it.

Note

1. 

2. 

3. 

1. 

2. 

3. 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 
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Connect the nodes as demonstrated in the following figure:

On the WebAuthn Authentication node, select Allow recovery codes.

On the WebAuthn Registration node, select Generate recovery codes.

Save your changes.

Test the WebAuthn tree

Register a test user account unless you have already done so.

In an incognito browser window, browse to the WebAuthn tree.

The URL looks something like:
https://openam.example.com:8443/openam/XUI/?realm=/alpha&service=myWebAuthnTree#login

A login screen prompts for the username.

Enter the username for the test user account.

If the user does not have a registered device:

Enter the test user’s password when prompted.

Register a WebAuthn authenticator by performing an authorization gesture.

For example, press the button on a connected YubiKey or scan your fingerprint.

4. 

5. 

6. 

7. 

1. 

2. 

3. 

4. 

1. 

2. 
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If the device registration is successful, the tree returns to the WebAuthn Authentication node.

When prompted, authenticate by performing an authorization gesture with a registered device.

The UI displays the user profile page.

The dashboard page lists the registered devices that you can rename or delete.

The default name for a new WebAuthn device is New Security Key .

Configure usernameless authentication with ForgeRock Go

With ForgeRock Go, you can create a secure and seamless login experience by authenticating with any credential on the user’s
device that supports FIDO2 WebAuthn.

You can also extend passwordless authentication to include usernameless authentication with popular authenticators that
support resident keys; for example, Windows Hello (biometric authenticators).

To use usernameless authentication, you must register an authenticator that supports resident keys to the user’s profile, and
enable the option to associate a certificate on the device with the user’s username.

info
The browser may present a consent pop-up to allow access to the available authenticators.
When you grant consent, the browser activates the relevant authenticators, ready for registration.

Note

5. 
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Once registered, that device can be used to authenticate the user without them having to provide their credentials; they need to
select the appropriate entry to use from the list their device provides.

To configure usernameless authentication with ForgeRock Go, create a web authentication registration tree to associate a device
that supports resident keys with a user. The registration tree is similar to that described in Create trees for WebAuthn.

Create a second tree that lets users authenticate to AM without entering their username or password, by using ForgeRock Go.

Create the ForgeRock Go registration tree

Configure the WebAuthn Profile Encryption service for the realm if you have not already done so.

In the AM admin UI, create a tree for ForgeRock Go registration under Realms > Realm Name > Authentication > Trees.

Add the following nodes to your tree:

Data Store Decision node

Page node

Username Collector node

Password Collector node

WebAuthn Registration node

(Optional) Scripted Decision node

When configured for ForgeRock Go, by default the WebAuthn Registration node stores the tree’s shared state
variable username  on the device. During authentication, this value later identifies the user.

Use a Scripted Decision node to customize the display name or string to be saved in the shared state.

Script to set the display name

info
The trees created here do not include user-friendly features, such as allowing retries or redirecting for further help on
failures.

Note

1. 

2. 

3. 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 
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var user = nodeState.get('username');
var identity = idRepository.getIdentity(user);

var displayName = '';

var givenName = identity.getAttributeValues('givenName')[0];
var surname = identity.getAttributeValues('sn')[0];
var email = identity.getAttributeValues('mail')[0];

if (givenName) {
  displayName += givenName;
}

if (surname) {
  displayName += ' ' + surname;
}

if (email) {
  displayName += ' (' + email + ')';
}

if (displayName) {
  nodeState.putShared('displayName', displayName);
} else {
  nodeState.putShared('displayName', user);
}
action.goTo("true");

Next-generation
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var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

var user = nodeState.get('username').asString();
var displayName = '';

var givenName = idRepository.getAttribute(user, 'givenName');
var surname = idRepository.getAttribute(user, 'sn');
var email = idRepository.getAttribute(user, 'mail');

if (givenName) {
  displayName += givenName.toArray()[0];
}

if (surname) {
  displayName += ' ' + surname.toArray()[0];
}

if (email) {
  displayName += ' (' + email.toArray()[0] + ')';
}

if (displayName) {
  nodeState.putShared('displayName', displayName.toString());
} else {
  nodeState.putShared('displayName', user.toString());
}
action = fr.Action.goTo("true").build();

Connect the nodes as demonstrated in the following figure:

If you do not use the Scripted Decision node, connect the Data Store Decision node True  output directly to the 
WebAuthn Registration node.

If you use the Scripted Decision node:

Select your script in the Script dropdown.

Add the outcome of your script, true  in this example, in the Outcomes field.

Legacy

4. 

5. 

1. 

2. 
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On the WebAuthn Registration node:

Select Username to device.

If you do not use the Scripted Decision node, add userName  in the Shared state attribute for display name field.

If you use the Scripted Decision node, add the shared state variable name, such as displayName , in the Shared
state attribute for display name field.

Save your changes.

Create the ForgeRock Go authentication tree

Configure the WebAuthn Profile Encryption service for the realm if you have not already done so.

In the AM admin UI, create a tree for ForgeRock Go authentication under Realms > Realm Name > Authentication > Trees.

Add a WebAuthn Authentication node to your tree.

Connect the nodes as demonstrated in the following figure:

On the WebAuthn Authentication node, ensure Username from device is enabled.

Save your changes.

Register with ForgeRock Go

Follow these steps to register a device for usernameless authentication, and then authenticate with no username or password,
only an authorization gesture.

Register a test user account unless you have already done so.

In an incognito browser window, browse to the ForgeRock Go registration tree.

The URL looks something like:
https://openam.example.com:8443/openam/XUI/?realm=/alpha&service=myForgeRockGoRegistrationTree#login

A login screen prompts for your credentials.

Sign in with the username and password of the test user.

If you are authenticating from a FIDO2-enabled device, it prompts you for the method to verify your identity.

For example, you might use a USB security key or a built-in biometric sensor.

6. 

1. 
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Select the option to associate with the user.

Perform the authorization gesture of the chosen option when asked to do so.

For example, press the button on your USB security key or scan your fingerprint.

The UI displays the user profile page.

The dashboard page lists the registered devices that you can rename or delete.

Authenticate with ForgeRock Go

After registering, authenticate with ForgeRock Go without your username or password:

Sign out.

In the same browser window, browse to the ForgeRock Go authentication tree.

The URL looks something like:
https://openam.example.com:8443/openam/XUI/?realm=/alpha&service=myForgeRockGoAuthenticationTree#login

Perform the authorization gesture of the chosen option when prompted.

A list of the accounts associated with the authentication device displays:

In this example, the user’s full name and email address appear. The Scripted Decision node gathered them during
registration.

Select the account to sign in.

The UI displays the user profile page without you having to enter your username or password.
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Configure WebAuthn trust anchors

AM 7 added support for a new CA attestation type, whereby the attestation data received from a device can be verified as
authentic by using the relevant CA certificates.

If the trust chains defined by the CA certificates have CRL or OCSP entries, AM is also able to check for revocation.

To configure trust anchors in AM, you should obtain the CA-issued certificate chains for the devices you intend to verify, and
make them available to AM in a secret store.

When the relevant certificate chains are in place, configure the WebAuthn Registration node with the alias of the secret store,
and set Preferred mode of attestation to either DIRECT  or INDIRECT .

Perform the following steps to enable trust anchors and achieve CA  attestation for trusted devices:

Obtain the CA-issued certificate chains for the devices you want to verify.

You may need to consult the device manufacturer to obtain the certificate chains.

Import the certificate chains into a keystore:

$ keytool -import \
  -file /Downloads/vendor-a-ca.crt \
  -alias "vendor-a-devices" \
  -storetype JCEKS \
  -storepass changeit \
  -keystore /path/to/openam/security/keystores/webauthnTrustStore.jceks

The command above imports a hypothetical trust chain from "Vendor A" into a secret store named 
webauthnTrustStore.jceks , located in the default AM path for keystores, /path/to/openam/security/keystores .

If the keystore does not exist, the command creates it and sets the store password to changeit ; otherwise, it adds the
specified certificate to the secret store.

Repeat the previous step until the webauthnTrustStore.jceks  secret store contains all of the CA-issued certificate chains
for the devices you want to verify.

Ensure that the password to access the new webauthnTrustStore.jceks  secret store is available to your AM instance; for
example, by encrypting the password and adding the result to a new file named webauthnStorepass , in /path/to/
openam/security/secrets/encrypted .

For more information, see File System Secret Volumes Secret Stores.

In the AM admin UI, go to the realm containing the web authentication registration tree that will attempt CA-level
attestation, go to Authentication > Trees, and click your registration tree.

Select the WebAuthn Registration Node, and in the properties pane:

Set the Preferred mode of attestation property to DIRECT  or INDIRECT .

Set the Trust Store alias property to a string that will identify both the name of the trust store, and will be the suffix
of the secret ID used for mappings; for example, webauthnTrustStore .
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If you want to act upon the attestation type achieved when registering a device; for example, using a script, then
you should enable the Store data in transient state property.

When this is enabled, the WebAuthn Registration Node stores the level of attestation achieved in a variable named 
webauthnAttestationType , in the transient state of the tree.

Save your changes.

For more information on the available properties, see WebAuthn Registration node.

Navigate back to the realm page, select Secret Stores, and click Add Secret Store.

In Secret Store ID, enter the alias you specified in the registration node earlier; for example, webauthnTrustStore .

Select the store type, specify the path to the store, and click Create.

Set the Store password secret ID to the name of the file you created earlier with the encrypted value of the store
password in; for example, webauthnStorepass .

◦ 

lightbulb_2
Use code similar to the following JavaScript to read the value of webauthnAttestationType :

var attestationLevel = transientState.get("webauthnAttestationType");

Tip

◦ 
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Save your changes.

On the Mappings tab, click Add Mapping.

In Secret ID, select the ID that begins with am.authentication.nodes.webauthn.truststore , and has the alias you
specified earlier as the suffix.

For example, am.authentication.nodes.webauthn.truststore.webauthnTrustStore .

Enter the alias of the certificate chains you want to use for verification, and click Add.

Repeat this step to add all the aliases of certificate chains you want to use for CA-level attestation:

Save your changes.

Your registration tree is now ready to verify the attestation data against the list of configured certificate chains.

MFA: Push authentication

You can use push notifications as part of the authentication process in AM.
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To receive push notifications when authenticating, end users must register an Android or iOS device with AM. The registered
device can then be used as an additional factor when authenticating to AM. AM can send the device a push notification, which can
be accepted by the ForgeRock Authenticator app. In the app, the user can allow or deny the request that generated the push
notification and return the response to AM.

About push

Figure 1. Overview of Push Authentication

The following steps occur as a user completes a push notification journey:

The user provides credentials to enable AM to locate the user profile and determine if they have a registered mobile
device.

AM prompts the user to register a mobile device if they have not done so already.

The user registers their device through the ForgeRock Authenticator application. The application supports a variety of
methods to respond to push notifications from tapping a button to biometrics if the device supports them.

Registering a device stores device metadata in the user profile that is required for push notifications. AM uses the
configured ForgeRock Authenticator (Push) service, which supports encrypting the metadata.

For more information, refer to Manage devices for MFA.

Once the user has a registered device, AM creates a push message specific to the device.

The message has a unique ID that AM stores while waiting for the response.

AM writes a pending record with the same message ID to the CTS store for redundancy should an individual server go
offline during the authentication process.

AM sends the push message to the registered device.

AM delivers the message through the configured push notification service.

Depending on the registered device, AM uses either Apple Push Notification Services (APNS) or Google Cloud Messaging
(GCM) to deliver the message.

AM begins to poll the CTS for an accepted response from the registered device.
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The user responds to the notification through the ForgeRock Authenticator application on the device, for example,
approving or rejecting the notification.

The application responds to the push notification message with the user’s choice.

AM verifies the message is from the correct registered device and has not been tampered with, and marks the pending
record as accepted if valid.

AM detects the accepted record and redirects the user to their profile page, completing the authentication.

Implement push

The following table summarizes the tasks to perform to implement push authentication in your environment:

Push authentication journeys

Configure authentication journeys (trees) for passwordless authentication and to receive push notifications.

When configured for passwordless authentication, the authentication flow requires the user to enter their user ID, but not their
password. AM sends a push notification to their registered device to complete authentication with the ForgeRock Authenticator
application.

Before implementing passwordless push authentication, consider the Limitations when using passwordless push authentication.

Configure the ForgeRock Authenticator (Push) service

In the AM admin UI, configure the ForgeRock Authenticator (Push) service for the realm where you create the tree.

This service specifies the user profile attribute that stores registered device metadata.

In the AM admin UI for the realm, click Services > + Add a Service.

Select ForgeRock Authenticator (Push) Service in the service type drop-down list, and create the new service
configuration.

Accept the default configuration unless you must encrypt the device metadata in user profiles:

5. 

6. 

Task Resources

Configure authentication ForgeRock recommends that you
implement authentication trees.
If you are planning to implement passwordless push
authentication, also refer to Limitations when using
passwordless push authentication.

Push authentication journeys

Test push authentication
After configuring AM, download the ForgeRock Authenticator
application and test your configuration.

Test push authentication
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Profile Storage Attribute

pushDeviceProfiles  (default)

Device Profile Encryption Scheme

If you choose an encryption scheme, also edit the settings to access the keys. For details about access to AM keys,
read Secrets, certificates, and keys.

Default: No encryption of device settings.

ForgeRock Authenticator (Push) Device Skippable Attribute Name

push2faEnabled  (default)

For additional details, refer to the reference documentation, ForgeRock Authenticator (Push) Service.

Configure the Push Notification service

In the AM admin UI, configure the Push Notification service for the realm.

In the AM admin UI for the realm, click Services > + Add a Service.

Select Push Notification Service in the service type drop-down list.

Update the following fields with the data you generated on Backstage, then create the new service configuration:

SNS Access Key ID

The generated Key ID; the "accessKeyId"  in the JSON

SNS Access Key Secret

The generated Secret; the "accessKeySecret"  in the JSON

SNS Endpoint for APNS

The generated APNS; the "APNS"  in the JSON

SNS Endpoint for GCM

The generated GCM; the "GCM"  in the JSON

For additional details, refer to the reference documentation, ForgeRock Authenticator (Push) Service.

emergency_home
AM uses an external AWS service to send push notifications. Its configuration requires access keys and other
metadata. As a Ping Identity customer, you have streamlined access to the required metadata.
Before you start, log in to Backstage, then follow the instructions in How To Configure Service Credentials (Push
Auth, Docker) in Backstage.
Download the AWS credential data in JSON format and refer to that as you configure the service.

Important
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Create a push authentication journey

The procedure assumes the following:

Users provide user IDs and passwords as the first step of multi-factor authentication (MFA).

AM sends the push notification to the device as an additional factor to complete authentication.

You have prepared the prerequisite services, described in Configure the ForgeRock Authenticator (Push) service and 
Configure the Push Notification service.

In the AM admin UI under Realms > Realm Name > Authentication > Trees, create a tree for push notification.

Add the following nodes to your tree:

Page node

Username Collector node

Password Collector node

Data Store Decision node

Push Sender node

Push Wait node

Push Result Verifier node

Recovery Code Collector Decision node

Retry Limit Decision node

MFA Registration Options node

Push Registration node

Recovery Code Display node

Get Authenticator App node

Opt-out Multi-Factor Authentication node

Connect the nodes as demonstrated in the following figure:
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Figure 1. Example push authentication tree

List of node connections

Source node Outcome path Target node

Page Node containing:
Username Collector /
Platform Username
Password Collector /
Platform Password

→ Data Store Decision

Data Store Decision True Push Sender

False Failure

Push Sender Sent Push Wait

Not Registered MFA Registration Options

Push Wait Done Push Result Verifier

Exit Recovery Code Collector Decision

Push Result Verifier Success Success

Failure Failure

Expired Push Sender

Waiting Push Wait

MFA Registration Options Register Push Registration

▪ 

▪ 
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Save your changes.

Test your authentication tree as follows:

Copy and paste the Preview URL into a browser in incognito mode. The URL looks something like: 
https://openam.example.com:8443/openam/XUI/?

realm=alpha&authIndexType=service&authIndexValue=myPushAuthTree .

A login screen prompting you to enter your user ID and password appears.

Verify that you can use the ForgeRock Authenticator application to perform MFA.

If the authentication tree is correctly configured, authentication is successful and AM displays the
user profile page. For details, refer to Test push authentication.

Create a passwordless authentication journey

The procedure assumes the following:

Users provide only their user IDs as the first step of MFA.

Users have pre-registered a device for push authentication.

Source node Outcome path Target node

Get App Get Authenticator App

Skip Success

Opt-out Opt-out Multi-Factor
Authentication

Recovery Code Collector Decision True Success

False Retry Limit Decision

Push Registration Success Recovery Code Display Node

Failure Failure

Time Out MFA Registration Options

Get Authenticator App → MFA Registration Options

Opt-out Multi-Factor
Authentication

→ Success

Retry Limit Decision Retry Recovery Code Collector Decision

Reject Failure

Recovery Code Display Node → Push Sender
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AM sends the push notification to the device as an additional factor to complete authentication, without the need for the
user’s password.

You have prepared the prerequisite services, described in Configure the ForgeRock Authenticator (Push) service and 
Configure the Push Notification service.

In the AM admin UI under Realms > Realm Name > Authentication > Trees, create a tree for passwordless
authentication.

Add the following nodes to your tree:

Page node

Username Collector node

Push Sender node

Push Result Verifier node

Polling Wait node

Connect the nodes as demonstrated in the following figure:

Figure 2. Passwordless push authentication

Save your changes.

Test your authentication tree as follows:

Copy and paste the Preview URL into a browser in incognito mode. The URL looks something like: 
https://openam.example.com:8443/openam/XUI/?

realm=alpha&authIndexType=service&authIndexValue=myPasswordlessAuthTree .

A login screen appears, prompting you to enter your user ID.

Verify that you can use the ForgeRock Authenticator application to perform MFA.

If the authentication tree is correctly configured, authentication is successful and AM displays the
user profile page without the user entering their password.

For details, refer to Test push authentication.
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Test push authentication

AM presents you with a page for entering only your user ID, or user ID and password. After you provide those credentials, AM
verifies them. If your credentials are valid and the account has a device registered for push notifications, AM sends a push
notification to the registered device.

If the user does not yet have a device registered for push authentication, refer to Register.

Receive push notifications

On your registered device, you receive a push notification from AM. Depending on the state of the device and the ForgeRock
Authenticator application, respond to the notification as follows:

Unlock the device, if necessary, when you receive a device notification from the application.

The ForgeRock Authenticator application opens and displays the push notification.

If the device is unlocked, but the ForgeRock Authenticator application is not open, select the device notification to open
the application and display the push notification.

Open the ForgeRock Authenticator application to respond quickly to notifications.

Approve requests

How you approve requests depends on the ForgeRock Authenticator application settings, and on what the device supports.

Default settings for push notifications use a simple pop up in the application, similar to the following:

info
The device needs access to the Internet to receive push notifications, and the AM server must be able to receive
responses from the device.

Note

• 

• 

• 
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Deny requests

Deny the request by tapping the cancel icon in the top-right of the screen or, if Touch ID or face recognition are enabled, tap the 
Reject button.

Register

If your credentials are valid but your profile is missing the metadata for a registered device registered, the MFA Registration
Options node of the tree governs what happens:

info
If you do not approve or deny the request on the registered device, the AM Push Authentication page times out and
authentication fails.
You can configure this through the Message Timeout in the Push Sender node for the tree.

Note
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Register Device

Configure the journey to continue to the Push Registration node.

When completing the journey, scan the QR code it displays with the ForgeRock Authenticator application.

For additional details, refer to Register the ForgeRock Authenticator for multi-factor authentication.

Get the application

Configure the journey to continue to the Get Authenticator App node.

When completing the journey, follow the link needed to obtain the ForgeRock Authenticator application for your device.

Skip this step

Displayed only if the node configuration allows the user to skip. (Optional) In the example journey, skipping is linked to the
Success node.

Opt-out

Configure the journey to continue to the Opt-out Multi-Factor Authentication node and let the user not use push.

In the example journey, opting out is linked to the Success node.
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Configure successful registration to return to the Push Sender node, which starts the actual push notification stage of the
journey, and the user can receive push notifications.

Limitations when using passwordless push authentication

When authenticating to a passwordless push authentication journey, the user enters their user ID, but not their password. AM
sends a push notification to their device to complete the authentication.

Be aware of the following limitations when you implement passwordless push authentication:

Unsolicited push messages could be sent to a user’s registered device by anyone who knew or was able to guess their user
ID.

If a malicious user attempted to authenticate by using push at the same time as a legitimate user, the legitimate user
might unintentionally approve the malicious attempt. This is because push notifications only contain the username and
issuer in the text, and it is not easy to determine which notification relates to which authentication attempt.

Consider using push notifications as part of MFA, and not on their own.

MFA: Open Authentication (OATH)

The ForgeRock Authenticator (OATH) module supports HMAC one-time password (HOTP) and time-based one-time password
(TOTP) authentication as defined in the OATH standard protocols for HOTP (RFC 4226) and TOTP (RFC 6238). Both HOTP
and TOTP authentication require an OATH-compliant device that can provide the password.

About one-time password support

HOTP authentication generates the one-time password (OTP) every time the user requests a new password on their device. The
device tracks the number of times the user requests a new one-time password with a counter. The one-time password displays
for a period of time you designate in the setup, so the user may be further in the counter on their device than on their account.

AM will resynchronize the counter when the user finally logs in. To accommodate this, you set the number of passwords a user
can generate before their device cannot be resynchronized. For example, if you set the number of HOTP Window Size to 50 and
someone presses the button 30 times on the user’s device to generate a new password, the counter in AM will review the
passwords until it reaches the one-time password entered by the user. If someone presses the button 51 times, you will need to
reset the counter to match the number on the device’s counter before the user can log in to AM. HOTP authentication does not
check earlier passwords, so if the user attempts to reset the counter on their device, they will not be able to log in until you reset
the counter in AM to match their device. For more information, refer to Reset registered devices over REST.

TOTP authentication constantly generates a new one-time password based on a time interval you specify. The device tracks the
last several passwords generated and the current password. The TOTP Time Steps setting configures the number of passwords
tracked. The Last Login Time setting monitors the time when a user logs in to make sure that user is not logged in several times
within the present time period. The TOTP Time-Step Interval should not be so long as to lock users out, with a recommended time
of 30 seconds.
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Create a tree for one-time password authentication

To create an example authentication tree that uses OATH authentication, perform the following steps:

In the AM admin UI, select the realm that will contain the authentication tree.

Select Authentication > Trees, and click +Create Tree.

Type a name for your tree in the New Tree page; for example, myAuthTree , and click Create.

The authentication tree designer page is displayed with default Start, Failure, and Success nodes.

For information about using the authentication tree designer, see Create an authentication tree.

Add the following nodes to the designer area:

Page node

Username Collector node

Password Collector node

Data Store Decision node

Connect the nodes as shown:

Type 'OATH' to filter the list of nodes in the Components panel box:

1. 

2. 

3. 

4. 

◦ 

◦ 

◦ 

◦ 

5. 

6. 

PingAM Authentication and SSO

Copyright © 2025 Ping Identity Corporation 4289

https://docs.pingidentity.com/auth-node-ref/7.4/auth-node-page.html
https://docs.pingidentity.com/auth-node-ref/7.4/auth-node-page.html
https://docs.pingidentity.com/auth-node-ref/7.4/am-only/auth-node-username-collector.html
https://docs.pingidentity.com/auth-node-ref/7.4/am-only/auth-node-username-collector.html
https://docs.pingidentity.com/auth-node-ref/7.4/am-only/auth-node-password-collector.html
https://docs.pingidentity.com/auth-node-ref/7.4/am-only/auth-node-password-collector.html
https://docs.pingidentity.com/auth-node-ref/7.4/auth-node-data-store-decision.html
https://docs.pingidentity.com/auth-node-ref/7.4/auth-node-data-store-decision.html


Drag an OATH Token Verifier node and an OATH Registration node onto the designer area.

For both OATH nodes, set the OATH Algorithm property to TOTP, and connect to the existing nodes as follows:

The value for OATH Algorithm must be the same for both nodes. For this example, select TOTP to generate a new OTP at a
specified time step interval.

Save your changes.

Note that the tree you have created is a simple example for the purposes of demonstrating a basic OATH authentication
journey. In a production environment, you could include additional nodes, such as:

MFA Registration Options node

Provides options for users to register a multi-factor authentication device, get the authenticator app, or skip the
registration process.

Opt-out Multi-Factor Authentication node

Sets an attribute in the user’s profile which lets them skip multi-factor authentication.

7. 

8. 

9. 
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Recovery Code Display node

Lets a user view recovery codes to use in case they have lost or damaged their registered authenticator device.

Retry Limit Decision node

Lets a journey loop a specified number of times, for example, to allow a user to retry entering their OATH token.

For information about how to configure these nodes, see Authentication nodes configuration reference.

Test your authentication tree as follows:

Log out of AM, and then go to a URL similar to the following: https://openam.example.com:8443/openam/XUI/?
realm=alpha&service=myAuthTree#login

Log in using the username and password. For example, enter demo , and the password Ch4ng31t .

On successful login, if the screen displays a QR code, you will need to register your device.

To register the device with the ForgeRock Authenticator, follow the instructions in The ForgeRock Authenticator
application.

Follow the procedure described in Authenticate with a one-time password to verify that you can authenticate
using the ForgeRock Authenticator app.

Authenticate with a one-time password

This example task assumes the following prerequisites:

The authentication tree is set up as described in Create a tree for one-time password authentication.

You have successfully logged in with valid credentials.

You have registered your device for ForgeRock Authenticator (OATH) authentication.

Follow these steps to complete one-time password (OTP) authentication:

On your registered device, open the ForgeRock Authenticator app, and then tap the OTP section for the account matching
the user ID:

Note the OTP that is displayed on the screen. This is automatically refreshed at an interval defined in the OATH Token
Verifier node. If the animated timer indicates the OTP is close to expiry, wait until a new OTP is generated.

10. 
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On the ForgeRock Authenticator (OATH) page in AM, enter the OTP that the authenticator app generated on your phone,
and click Submit:

AM displays the user’s profile page.

Manage devices for MFA

Multi-factor authentication requires you to register a device, which is used as an additional factor when you log in to AM.

The following table summarizes different tasks related to devices used for multi-factor authentication:

3. 

Task Resources

Learn about the ForgeRock authenticator
Download the ForgeRock Authenticator app, which supports
push authentication notifications and one-time passwords,
and register it in AM.

The ForgeRock Authenticator application

Recover user accounts
Learn how to recover a user account when the user has lost
their registered device, or when their device has become out
of sync with AM.

Recover after replacing a lost device
Recover after a device becomes out of sync

• 

• 
• 
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The ForgeRock Authenticator application

The ForgeRock Authenticator application supports push authentication notifications and one-time passwords.

Download and install the ForgeRock Authenticator application to perform multi-factor authentication. The application is available
for both Android and iOS devices, and is free to download from:

Google Play

Apple App Store

Register the ForgeRock Authenticator for MFA

Register the ForgeRock Authenticator application to use it as an additional factor when logging in.

The ForgeRock Authenticator application supports registration of multiple accounts and multiple different authentication
methods in each account, such as push notifications and one-time passwords.

For information on registering Web Authentication (WebAuthn) devices with AM, refer to Create trees for WebAuthn.

You register the ForgeRock Authenticator application once per authentication method with an identity provider. For example, if
one tree uses push notifications and another uses one-time passwords, you must register the application separately for push
notifications and one-time passwords.

The ForgeRock Authenticator application must access the internet to register for push notifications. Registering for one-time
password authentication does not require a connection to the internet.

When accessing a protected resource that requires multi-factor authentication, AM prompts you to register a device, and
displays a QR code screen:

Task Resources

Reset registered devices
In some scenarios, for example, when users are not able to
access their recovery codes, you may need to reset their
registered devices to allow them to register again.

Reset registered devices over REST• 

• 

• 

lightbulb_2
To build your own authenticator application, integrate the ForgeRock Authenticator module using ForgeRock SDKs.
Refer to the instructions for Android or iOS.

Tip
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If you are logging in on the device and cannot scan the screen, click the On a mobile device? link to launch the
application and register the device, bypassing the QR code.

If you are logging in on a computer, start the ForgeRock Authenticator application and click its plus icon (+) to
register the device.

The screen on the device changes to an interface similar to your camera app.

Scan the QR code with the ForgeRock authenticator app.

The application displays the account you registered in the list of accounts.

After registering your device, you MUST make a copy of the recovery codes for the account.

◦ 

◦ 

2. 

Authentication and SSO PingAM

4294 Copyright © 2025 Ping Identity Corporation



Store the recovery codes separately from your device. The recovery codes will never be displayed again. They serve as one
time verification codes to log in if your registered device is lost, stolen, or broken.

When you have safely stored the recovery codes for your newly registered push device, click Done.

If prompted, respond to the push notification or enter a one-time password from the app.

Your device is now registered. You can use it to perform multi-factor authentication.

Recover after replacing a lost device

If you register a device with AM and then lose it, you must authenticate to AM using a recovery code. After deleting the lost
device, you can register a new device.

Access the list of recovery codes you saved when registering the lost device.

If you did not save the recovery codes when you registered the device, contact your administrator to remove the device
from your user profile instead of following these steps.

Administrators can refer to Reset registered devices over REST for details.

Begin to sign in as you normally would.

When prompted to use a multi-factor option, click the Use Recovery Code link.

3. 
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Enter the recovery code when prompted.

Because recovery codes are valid for a single use only, remove the code you used from your list.

AM lets you sign in to access your profile page.

Under Dashboard > Authentication Devices, click the context menu button for the lost device, and click Delete.

Register your new device by signing out, then accessing the protected resource that requires MFA.

When registering for push notifications or one-time passwords, refer to The ForgeRock Authenticator application.

Recover after a device becomes out of sync

A device that generates one-time passwords can get out of sync with the OATH authentication service in some cases. If you
repeatedly enter valid one-time passwords that appear to be valid passwords, but AM rejects the passwords as unauthorized,
your device is likely out of sync.

To resynchronize your device, you must authenticate with a recovery code, and register the device again. Follow the steps in 
Recover after replacing a lost device.

If you did not save the recovery codes when you registered the device, contact your administrator to remove the device from your
user profile instead.

Reset registered devices over REST

As described in Recover after replacing a lost device, a user who has lost a mobile phone registered with AM can register a
replacement device by authenticating using a recovery code, deleting their existing device, and then registering a new device.

Additional support is required for users who lose mobile devices but did not save their recovery codes when they initially
registered the device, and for users who have used up all their recovery codes.

AM provides a REST API to reset a device profile by deleting information about a user’s registered device. Both the user and
administrator accounts can use the REST API to reset a device profile. Administrators can:

Provide authenticated users with a self-service page that calls the REST API to reset their devices.

Call the REST API themselves to reset a user’s device profiles.

Call the REST API themselves to reset a device that is out of sync, where the HOTP counter exceeds the HOTP threshold
window and requires a reset.

When making a REST API call, specify the realm in the path component of the endpoint. You must specify the entire hierarchy of
the realm, starting at the Top Level Realm. Prefix each realm in the hierarchy with the realms/  keyword. For example, /realms/
root/realms/customers/realms/europe .

Reset OATH devices

To reset a user’s OATH device profile, send an HTTP POST request to the /users/user/devices/2fa/oath?_action=reset
endpoint.

The following example resets the OATH devices of a user named myUser  in a realm called mySubrealm :

3. 

4. 

5. 

• 

• 

• 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0" \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--data '{}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/mySubrealm/users/myUser/devices/2fa/oath?
_action=reset'
{
    "result":true
}

The reset action deletes the OATH device profile, which by default has a limit of one profile per device, and sets the Select to
Enable Skip option to its default value of Not Set .

Reset push devices

To reset push devices over REST, send an HTTP POST request to the /users/user/devices/2fa/push?_action=reset  endpoint.

The following example resets push devices for a user named myUser  in a realm called mySubrealm :

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0" \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
--data '{}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/mySubrealm/users/myUser/devices/2fa/push?
_action=reset'
{
    "result":true
}

Delete WebAuthn devices

The reset  action is not implemented on the webauthn  endpoint.

You can delete a WebAuthn device over REST as follows:

Retrieve a list of WebAuthn devices associated with a user by querying the users/user/devices/2fa/webauthn  endpoint.

The following example retrieves a list of WebAuthn devices for a user named myUser  in a realm called mySubrealm :

1. 
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$ curl \
--request GET \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
'https://openam.example.com:8443/openam/json/realms/root/realms/mySubrealm/users/myUser/devices/2fa/webauthn?
_queryFilter=true'
{
  "result": [
    {
      "_id": "ff1db8bf-d2d7-46e1-926a-568b877f87a5",
      "_rev": "163664231",
      "deviceName": "New Security Key",
      "uuid": "ff1db8bf-d2d7-46e1-926a-568b877f87a5",
      "deviceManagementStatus": false
    }
  ],
  "resultCount": 1,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": -1
}

Delete the required WebAuthn device from the user by sending an HTTP DELETE request to the 
users/user/devices/2fa/webauthn/device-id  endpoint, including the ID of the WebAuthn device you want to delete:

$ curl \
--request DELETE \
--header "Accept-API-Version: resource=1.0" \
--header "iplanetDirectoryPro: AQIC5w…2NzEz*" \
'https://openam.example.com:8443/openam/json/realms/root/realms/mySubrealm/users/myUser/devices/2fa/webauthn/
ff1db8bf-d2d7-46e1-926a-568b877f87a5'
{
  "_id": "ff1db8bf-d2d7-46e1-926a-568b877f87a5",
  "_rev": "1642022518",
  "uuid": "ff1db8bf-d2d7-46e1-926a-568b877f87a5",
  "recoveryCodes": [
    ...
  ],
  "credentialId": "XGJpYNYv4AHG9sHHgxFfTw",
  "algorithm": "SHA256withECDSA",
  "deviceName": "New Security Key",
  "key": {
    "kty": "EC",
    "x": "zMDAfFwRQR_5HIGfK1iJQ0kYwtudesx_UXocoBVrWbo",
    "y": "UgRBOBlpq6QYsXlqfHDzY8XNv-5DEMajRp9_3klkhDU",
    "crv": "P-256"
  }
}

Repeat step 2 to delete additional WebAuthn devices for the user, if needed.

2. 
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CAPTCHA support

CAPTCHA is a way to challenge a user to verify that they are human, and includes a number of different services. Choose the
CAPTCHA service that best suits your requirements. The default configuration in the CAPTCHA node is for Google’s reCAPTCHA
service. You must provide a CAPTCHA Site Key and CAPTCHA Secret Key to use the node.

Test the CAPTCHA node

ForgeRock provides a Postman collection to configure AM to test the CAPTCHA node. The Postman collection contains the
queries to demonstrate the CAPTCHA node with reCAPTCHA V2, V3 and with hCaptcha. Before you start, set up a reCAPTCHA V2
and V3 site, and an hCaptcha site, and copy their site and secret keys.

Download and install Postman.

Download the ForgeRock CAPTCHA Collection.

Import the collection into Postman:

Select File > Import … > Upload Files.

Select the CAPTCHA collection, and click Open, then click Import.

Change the collection variables to suit your environment:

On the Collections tab, select the ForgeRock CAPTCHA Collection.

Click on the Variables tab, and set the value of at least the following variables:

URL_base

admin_password

demo_username

demo_password

Click Update to save your changes.

You are ready to run the collection.

After creating the authentication trees, visit the following URLs in your browser to demonstrate the login flow for each
CAPTCHA type:

URL_base/XUI/?realm=sub_realm&service=recaptchav3

URL_base/XUI/?realm=sub_realm&service=recaptchav2

URL_base/XUI/?realm=sub_realm&service=hcaptcha

Use the demo_username and demo_password to log in.

1. 
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Reference

This reference covers settings and the scripting API for authentication in AM.

For global services and global authentication reference, see Global services configuration.

Core authentication attributes

Every AM realm has a set of authentication properties that applies to all authentication performed to that realm. The settings are
referred to as core authentication attributes.

To configure core authentication attributes for an entire AM deployment, go to Configure > Authentication in the AM admin UI,
and click Core Attributes.

To override the global core authentication configuration in a realm, go to Realms > Realm Name > Authentication > Settings in
the AM admin UI.

amster  service name: Authentication

ssoadm  service name: iPlanetAMAuthService

The following properties are available under the Global Attributes tab:

Pluggable Authentication Module Classes

Lists the authentication modules classes available to AM. If you have custom authentication modules, add classes to this
list that extend from the com.sun.identity.authentication.spi.AMLoginModule  class.

For more information about custom authentication modules, see Creating a Custom Authentication Module.

amster  attribute: authenticators

ssoadm  attribute: iplanet-am-auth-authenticators

LDAP Connection Pool Size

Sets a minimum and a maximum number of LDAP connections to be used by any authentication module that connects to
a specific directory server. This connection pool is different than the SDK connection pool configured in 
serverconfig.xml  file.

Format is host:port:minimum:maximum .

This attribute is for LDAP and Membership authentication modules only.

amster  attribute: ldapConnectionPoolSize

ssoadm  attribute: iplanet-am-auth-ldap-connection-pool-size

info
This setting applies only to modules within authentication chains.

Note
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Default LDAP Connection Pool Size

Sets the default minimum and maximum number of LDAP connections to be used by any authentication module that
connects to any directory server. This connection pool is different than the SDK connection pool configured in 
serverconfig.xml  file.

Format is minimum:maximum .

When tuning for production, start with 10 minimum, 65 maximum. For example, 10:65 .

This attribute is for LDAP and Membership authentication modules only.

amster  attribute: ldapConnectionPoolDefaultSize

ssoadm  attribute: iplanet-am-auth-ldap-connection-pool-default-size

Remote Auth Security

When enabled, AM requires the authenticating application to send its SSO token. This allows AM to obtain the username
and password associated with the application.

amster  attribute: remoteAuthSecurityEnabled

ssoadm  attribute: sunRemoteAuthSecurityEnabled

Keep Post Process Objects for Logout Processing

When enabled, AM stores instances of post-processing classes into the user session. When the user logs out, the original
post-processing classes are called instead of new instances. This may be required for special logout processing.

Enabling this setting increases the memory usage of AM.

amster  attribute: keepPostProcessInstances

ssoadm  attribute: sunAMAuthKeepPostProcessInstances

The following properties are available under the Core tab:

Administrator Authentication Configuration

Specifies the default authentication chain or tree used when an administrative user, such as amAdmin , logs in to the AM
admin UI.

ssoadm  attribute: iplanet-am-auth-admin-auth-module

Organization Authentication Configuration

Specifies the default authentication chain or tree used when a non-administrative user logs in to AM.

amster  attribute: orgConfig

ssoadm  attribute: iplanet-am-auth-org-config

The following properties are available under the User Profile tab:
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User Profile

Specifies whether a user profile needs to exist in the user data store, or should be created on successful authentication.
The possible values are:

true. Dynamic.

After successful authentication, AM creates a user profile if one does not already exist. AM then issues the SSO
token. AM creates the user profile in the user data store configured for the realm.

createAlias. Dynamic with User Alias.

After successful authentication, AM creates a user profile that contains the User Alias List  attribute, which
defines one or more aliases for mapping a user’s multiple profiles.

ignore. Ignored.

After successful authentication, AM issues an SSO token regardless of whether a user profile exists in the data
store. The presence of a user profile is not checked.

false. Required.

After successful authentication, the user must have a user profile in the user data store configured for the realm in
order for AM to issue an SSO token.

ssoadm  attribute: iplanet-am-auth-dynamic-profile-creation . Set this attribute’s value to one of the following: 
true , createAlias , ignore , or false .

User Profile Dynamic Creation Default Roles

Specifies the distinguished name (DN) of a role to be assigned to a new user whose profile is created when either the 
true  or createAlias  options are selected under the User Profile property. There are no default values. The role
specified must be within the realm for which the authentication process is configured.

This role can be either an AM or Sun DSEE role, but it cannot be a filtered role. If you wish to automatically assign specific
services to the user, you have to configure the Required Services property in the user profile.

amster  attribute: defaultRole

ssoadm  attribute: iplanet-am-auth-default-role

warning
Any functionality which needs to map values to profile attributes, such as SAML or OAuth 2.0, will not
operate correctly if the User Profile property is set to ignore .

Warning

info
This functionality is deprecated.

Note
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Alias Search Attribute Name

After a user is successfully authenticated, the user’s profile is retrieved. AM first searches for the user based on the data
store settings. If that fails to find the user, AM will use the attributes listed here to look up the user profile. This setting
accepts any data store specific attribute name.

amster  attribute: aliasAttributeName

ssoadm  attribute: iplanet-am-auth-alias-attr-name

The following properties are available under the Account Lockout tab:

Login Failure Lockout Mode

When enabled, AM deactivates the LDAP attribute defined in the Lockout Attribute Name property in the user’s profile
upon login failure. This attribute works in conjunction with the other account lockout and notification attributes.

amster  attribute: loginFailureLockoutMode

ssoadm  attribute: iplanet-am-auth-login-failure-lockout-mode

Login Failure Lockout Count

Defines the number of attempts that a user has to authenticate within the time interval defined in Login Failure Lockout
Interval before being locked out.

amster  attribute: loginFailureCount

ssoadm  attribute: iplanet-am-auth-login-failure-count

Login Failure Lockout Interval

Defines the time in minutes during which failed login attempts are counted. If one failed login attempt is followed by a
second failed attempt within this defined lockout interval time, the lockout count starts, and the user is locked out if the
number of attempts reaches the number defined by the Login Failure Lockout Count property. If an attempt within the
defined lockout interval time proves successful before the number of attempts reaches the number defined by the Login
Failure Lockout Count property, the lockout count is reset.

info
If the Alias Search Attribute Name  property is empty, AM uses the iplanet-am-auth-user-naming-attr
property from the iPlanetAmAuthService . The iplanet-am-auth-user-naming-attr  property is only
configurable through the ssoadm  command-line tool and not through the AM admin UI.

$ ssoadm get-realm-svc-attrs \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file PATH_TO_PWDFILE \
--realm REALM \
--servicename iPlanetAMAuthService$ ssoadm set-realm-svc-attrs \
 --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
 --password-file PATH_TO_PWDFILE \
 --realm REALM \
 --servicename iPlanetAMAuthService \
 --attributevalues iplanet-am-auth-user-naming-attr=SEARCH_ATTRIBUTE

Note
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amster  attribute: loginFailureDuration

ssoadm  attribute: iplanet-am-auth-login-failure-duration

Email Address to Send Lockout Notification

Specifies one or more email addresses to which notification is sent if a user lockout occurs.

Separate multiple addresses with spaces, and append |locale|charset  to addresses for recipients in non-English
locales.

amster  attribute: lockoutEmailAddress

ssoadm  attribute: iplanet-am-auth-lockout-email-address

Warn User After N Failures

Specifies the number of authentication failures after which AM displays a warning message that the user will be locked
out.

ssoadm  attribute: iplanet-am-auth-lockout-warn-user

Login Failure Lockout Duration

Defines how many minutes a user must wait after a lockout before attempting to authenticate again. Entering a value
greater than 0 enables duration lockout and disables persistent (physical) lockout. Duration lockout means the user’s
account is locked for the number of minutes specified. The account is unlocked after the time period has passed.

amster  attribute: lockoutDuration

ssoadm  attribute: iplanet-am-auth-lockout-duration

Lockout Duration Multiplier

For duration lockout, this attribute defines a multiplier that is applied to the value of the Login Failure Lockout Duration for
each successive lockout. For example, if Login Failure Lockout Duration is set to 3 minutes, and the Lockout Duration
Multiplier is set to 2, the user is locked out of the account for 6 minutes. After the 6 minutes has elapsed, if the user again
provides the wrong credentials, the lockout duration is then 12 minutes. With the Lockout Duration Multiplier, the lockout
duration is incrementally increased based on the number of times the user has been locked out.

amster  attribute: lockoutDurationMultiplier

ssoadm  attribute: sunLockoutDurationMultiplier

Lockout Attribute Name

Defines the LDAP attribute used for physical lockout. The default attribute is inetuserstatus , although the field in the
AM admin UI is empty. The Lockout Attribute Value field must also contain an appropriate value.

amster  attribute: lockoutAttributeName

ssoadm  attribute: iplanet-am-auth-lockout-attribute-name

Authentication and SSO PingAM

4304 Copyright © 2025 Ping Identity Corporation



Lockout Attribute Value

Specifies the action to take on the attribute defined in Lockout Attribute Name. The default value is inactive , although
the field in the AM admin UI is empty. The Lockout Attribute Name field must also contain an appropriate value.

amster  attribute: lockoutAttributeValue

ssoadm  attribute: iplanet-am-auth-lockout-attribute-value

Invalid Attempts Data Attribute Name

Specifies the LDAP attribute used to hold the number of failed authentication attempts towards Login Failure Lockout
Count. Although the field appears empty in the AM admin UI, AM stores this data in the 
sunAMAuthInvalidAttemptsDataAttrName  attribute defined in the sunAMAuthAccountLockout  objectclass by default.

amster  attribute: invalidAttemptsDataAttributeName

ssoadm  attribute: sunAMAuthInvalidAttemptsDataAttrName

Store Invalid Attempts in Data Store

When enabled, AM stores the information regarding failed authentication attempts as the value of the Invalid Attempts
Data Attribute Name in the user data store. Information stored includes number of invalid attempts, time of last failed
attempt, lockout time and lockout duration. Storing this information in the identity repository allows it to be shared among
multiple instances of AM.

Enable this property to track invalid log in attempts when using server-side or client-side authentication sessions.

amster  attribute: storeInvalidAttemptsInDataStore

ssoadm  attribute: sunStoreInvalidAttemptsInDS

The following properties are available under the General tab:

Default Authentication Locale

Specifies the default language subtype to be used by the Authentication service. The default value is en_US .

amster  attribute: locale

ssoadm  attribute: iplanet-am-auth-locale

Identity Types

Lists the type or types of identities used during a profile lookup. You can choose more than one to search on multiple
types if you would like AM to conduct a second lookup if the first lookup fails.

amster  attribute: identityType

ssoadm  attribute: sunAMIdentityType

The possible values are:

info
This setting applies only to modules within authentication chains.

Note
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Agent

Searches for identities under your agents.

agentgroup

Searches for identities according to your established agent group.

agentonly

Searches for identities only under your agents.

Group

Searches for identities according to your established groups.

User

Searches for identities according to your users.

Default: Agent  and User .

Pluggable User Status Event Classes

Specifies one or more Java classes used to provide a callback mechanism for user status changes during the
authentication process. The Java class must implement the com.sun.identity.authentication.spi.AMAuthCallBack
interface. AM supports account lockout and password changes. AM supports password changes through the LDAP
authentication module, and so the feature is only available for the LDAP module.

A .jar  file containing the user status event class belongs in the WEB-INF/lib  directory of the deployed AM instance. If
you do not build a .jar  file, add the class files under WEB-INF/classes .

amster  attribute: userStatusCallbackPlugins

ssoadm  attribute: sunAMUserStatusCallbackPlugins

Use Client-Side Sessions

When enabled, AM assigns client-side sessions to users authenticating to this realm. Otherwise, AM users authenticating to
this realm are assigned server-side sessions.

For more information about sessions, see Introduction to sessions.

amster  attribute: statelessSessionsEnabled

ssoadm  attribute: openam-auth-stateless-sessions

Two Factor Authentication Mandatory

When enabled, users authenticating to a chain that includes a ForgeRock Authenticator (OATH) module are always
required to perform authentication using a registered device before they can access AM. When not selected, users can opt
to forego registering a device and providing a token and still successfully authenticate.

Letting users choose not to provide a verification token while authenticating carries implications beyond the required , 
optional , requisite , or sufficient  flag settings on the ForgeRock Authenticator (OATH) module in the authentication
chain.
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amster  attribute: twoFactorRequired

ssoadm  attribute: forgerockTwoFactorAuthMandatory

For example, suppose you configured authentication as follows:

The ForgeRock Authenticator (OATH) module is in an authentication chain.

The ForgeRock Authenticator (OATH) module has the required  flag set.

Two Factor Authentication Mandatory is not selected.

Users authenticating to the chain can authenticate successfully without providing tokens from their devices. The reason for
successful authentication in this case is that the required  setting relates to the execution of the ForgeRock Authenticator
(OATH) module itself. Internally, the ForgeRock Authenticator (OATH) module has the ability to forego processing a token
while still returning a passing status to the authentication chain.

External Login Page URL

Specifies the URL of the external login user interface, if the authentication user interface is hosted separately from AM.

When set, AM will use the provided URL as the base of the resume URI, rather than using the Base URL Source Service to
obtain the base URL. AM will use this URL when constructing the resume URI if authentication is suspended in an
authentication tree.

For more information about the Base URL Source Service, see Configure the Base URL source service.

amster  attribute: externalLoginPageUrl

ssoadm  attribute: externalLoginPageUrl

Default Authentication Level

Specifies the default authentication level for authentication modules.

amster  attribute: defaultAuthLevel

ssoadm  attribute: iplanet-am-auth-default-auth-level

The following properties are available under the Trees tab, and apply only to authentication nodes and trees:

info
The Two Factor Authentication Mandatory  property only applies to modules within authentication chains,
and does not affect nodes within authentication trees.

Note

• 

• 

• 

info
This setting only applies to nodes within authentication trees, and does not affect modules within
authentication chains.

Note

info
This setting applies only to modules within authentication chains.

Note
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Authentication session state management scheme

Specifies the location where AM stores authentication sessions.

Possible values are:

CTS . AM stores authentication sessions server-side, in the CTS token store.

JWT . AM sends the authentication session to the client as a JWT.

In-Memory . AM stores authentication sessions in its memory.

For more information on authentication session storage locations, and the requirements for each, see Introduction to
sessions.

Default: JWT  (new installations), In-Memory  (after upgrade)

amster  attribute: authenticationSessionsStateManagement

ssoadm  attribute: openam-auth-authentication-sessions-state-management-scheme

Max duration (minutes)

Specifies the maximum allowed duration of an authentication session, including any time spent in the suspended state, in
minutes.

Values from 1  to 2147483647  are allowed.

Default: 5

amster  attribute: authenticationSessionsMaxDuration

ssoadm  attribute: openam-auth-authentication-sessions-max-duration

Suspended authentication duration (minutes)

Specifies the length of time an authentication session can be suspended, in minutes.

Suspending an authentication session allows time for out-of-band authentication methods, such as responding to emailed
codes or performing an action on an additional device. The value must be less than or equal to the total time allowed for
an authentication session, specified in the Max duration (minutes)  property.

Values from 1  to 2147483647  are allowed.

Default: 5

ssoadm  attribute: suspendedAuthenticationTimeout

Enable Allowlisting

When enabled, AM allowlists authentication sessions to protect them against replay attacks.

Default: Disabled

amster  attribute: authenticationSessionsWhitelist

ssoadm  attribute: openam-auth-authentication-sessions-whitelist

• 

• 

• 
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Stops sending tokenId

When HttpOnly session cookies are enabled and a client calls the /json/authenticate  endpoint with a valid SSO token,
AM returns an empty tokenId  field.

Disable this property to have AM send a valid token ID in this scenario.

Default: Enabled

amster  attribute: authenticationTreeCookieHttpOnly

ssoadm  attribute: authenticationTreeCookieHttpOnly

The following properties are available under the Security tab:

Module Based Authentication

When enabled, users can authenticate using module-based authentication. Otherwise, all attempts at authentication using
the module=module-name  login parameter result in failure.

ForgeRock recommends disabling module-based authentication in production environments.

amster  attribute: moduleBasedAuthEnabled

ssoadm  attribute: sunEnableModuleBasedAuth

Persistent Cookie Encryption Certificate Alias

Specifies the key pair alias in the AM keystore to use for encrypting persistent cookies.

Default: test

amster  attribute: keyAlias

ssoadm  attribute: iplanet-am-auth-key-alias

Zero Page Login

When enabled, AM allows users to authenticate using only GET request parameters without showing a login screen.

error
For security reasons, you should leave this property enabled. If you have migrated an existing deployment,
adjust your clients to expect an empty token ID, then enable this property. 

Caution

info
This setting applies only to modules within authentication chains.

Note

info
This setting only applies to nodes within authentication trees, and does not affect modules within
authentication chains.

Note

PingAM Authentication and SSO

Copyright © 2025 Ping Identity Corporation 4309



AM always allows HTTP POST requests for zero page login.

Default: false (disabled)

amster  attribute: zeroPageLoginEnabled

ssoadm  attribute: openam.auth.zero.page.login.enabled

Zero Page Login Referer Allowlist

Lists the HTTP referer URLs for which AM allows zero page login. These URLs are supplied in the Referer  HTTP request
header, allowing clients to specify the web page that provided the link to the requested resource.

When zero page login is enabled, including the URLs for the pages from which to allow zero page login will provide some
mitigation against Login Cross-Site Request Forgery (CSRF) attacks. Leave this list blank to allow zero page login from any
Referer.

This setting applies for both HTTP GET and also HTTP POST requests for zero page login.

amster  attribute: zeroPageLoginReferrerWhiteList

ssoadm  attribute: openam.auth.zero.page.login.referer.whitelist

Zero Page Login Allowed Without Referer?

When enabled, allows zero page login for requests without an HTTP Referer  request header. Zero page login must also
be enabled.

Enabling this setting reduces the risk of login CSRF attacks with zero page login enabled, but may potentially deny
legitimate requests.

amster  attribute: zeroPageLoginAllowedWithoutReferrer

ssoadm  attribute: openam.auth.zero.page.login.allow.null.referer

Add clear-site-data Header on Logout

When enabled, AM adds the Clear-Site-Data header to successful logout responses. The Clear-Site-Data  directive
instructs the browser to delete relevant site data on logout. This directive includes cache , cookies , storage , and 
executionContexts .

Default: true (enabled)

error
Enable with caution as browsers can cache credentials and servers can log credentials when they are part of
the URL.

Caution

info
This setting applies only to modules within authentication chains.

Note

info
This setting applies only to modules within authentication chains.

Note
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amster  attribute: addClearSiteDataHeader

Organization Authentication Signing Secret

Specifies a cryptographically-secure random-generated HMAC shared secret for signing RESTful authentication requests.
When users attempt to authenticate to the UI, AM signs a JSON Web Token (JWT) containing this shared secret. The JWT
contains the authentication session ID, realm, and authentication index type value, but does not contain the user’s
credentials.

When modifying this value, ensure the new shared secret is Base-64 encoded and at least 128 bits in length.

amster  attribute: sharedSecret

ssoadm  attribute: iplanet-am-auth-hmac-signing-shared-secret

The following properties are available under the Post Authentication Processing tab:

Default Success Login URL

Accepts a list of values that specifies where users are directed after successful authentication. The format of this attribute
is client-type|URL  although the only value you can specify at this time is a URL which assumes the type HTML. The
default value is /openam/console . Values that do not specify HTTP have that appended to the deployment URI.

amster  attribute: loginSuccessUrl

ssoadm  attribute: iplanet-am-auth-login-success-url

Default Failure Login URL

Accepts a list of values that specifies where users are directed after authentication has failed. The format of this attribute
is client-type|URL  although the only value you can specify at this time is a URL which assumes the type HTML. Values
that do not specify HTTP have that appended to the deployment URI.

amster  attribute: loginFailureUrl

ssoadm  attribute: iplanet-am-auth-login-failure-url

Authentication Post Processing Classes

Specifies one or more Java classes used to customize post-authentication processes for successful or unsuccessful logins.
The Java class must implement the com.sun.identity.authentication.spi.AMPostAuthProcessInterface  AM interface.

A .jar  file containing the post processing class belongs in the WEB-INF/lib  directory of the deployed AM instance. If you
do not build a .jar  file, add the class files under WEB-INF/classes . For deployment, add the .jar  file or classes into a
custom AM .war  file.

For information on creating post-authentication plugins, see Create Post-Authentication Plugins for Chains.

amster  attribute: loginPostProcessClass

info
This setting applies only to modules within authentication chains.
For information about post-authentication processing for trees, see Create post-authentication hooks for
trees.

Note
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ssoadm  attribute: iplanet-am-auth-post-login-process-class

Generate UserID Mode

When enabled, the Membership module generates a list of alternate user identifiers if the one entered by a user during
the self-registration process is not valid or already exists. The user IDs are generated by the class specified in the
Pluggable User Name Generator Class property.

amster  attribute: usernameGeneratorEnabled

ssoadm  attribute: iplanet-am-auth-username-generator-enabled

Pluggable User Name Generator Class

Specifies the name of the class used to generate alternate user identifiers when Generate UserID Mode is enabled. The
default value is com.sun.identity.authentication.spi.DefaultUserIDGenerator .

amster  attribute: usernameGeneratorClass

ssoadm  attribute: iplanet-am-auth-username-generator-class

User Attribute Mapping to Session Attribute

Enables the authenticating user’s identity attributes (stored in the identity repository) to be set as session properties in the
user’s SSO token. The value takes the format User-Profile-Attribute|Session-Attribute-Name . If Session-Attribute-
Name is not specified, the value of User-Profile-Attribute is used. All session attributes contain the am.protected  prefix to
ensure that they cannot be edited by the client applications.

For example, if you define the user profile attribute as mail  and the user’s email address, available in the user session, as 
user.mail , the entry for this attribute would be mail|user.mail . After a successful authentication, the 
SSOToken.getProperty(String)  method is used to retrieve the user profile attribute set in the session. The user’s email
address is retrieved from the user’s session using the SSOToken.getProperty("am.protected.user.mail")  method call.

Properties that are set in the user session using User Attribute Mapping to Session Attributes cannot be modified (for
example, SSOToken.setProperty(String, String) ). This results in an SSOException . Multivalued attributes, such as 
memberOf , are listed as a single session variable with a |  separator.

When configuring authentication for a realm configured for client-side sessions, be careful not to add so many session
attributes that the session cookie size exceeds the maximum allowable cookie size. For more information about client-side
session cookies, see Session cookies and session security.

info
This setting applies only to modules within authentication chains.

Note

info
This setting applies only to modules within authentication chains.

Note
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amster  attribute: userAttributeSessionMapping

ssoadm  attribute: sunAMUserAttributesSessionMapping

Supported callbacks

For an example using callbacks to authenticate to AM, refer to Returning callback information to AM.

AM supports the following callback types.

Interactive callbacks

Nodes return the following callbacks to request information.

BooleanAttributeInputCallback

Collects a boolean-style confirmation, such as yes/no or true/false.

The Attribute Collector node uses this instead of a ConfirmationCallback to apply IDM policies and validate the response.

info
The User Attribute Mapping to Session Attribute  property only applies to modules within authentication
chains.
For authentication trees, use the Scripted Decision node to retrieve user attributes and session properties,
or the Set Session Properties node for session properties only.

Note

Callback type Use

Interactive Request information.

Read-only Return information to the client application, potentially for display to the user.

Backchannel Recover additional information from the user’s request.

Callback output field Description

failedPolicies An array of JSON objects describing validation policies that the input failed. The object is
empty until the input is provided and validation fails.

name A string containing the name of the attribute in the user profile.

policies An array of JSON objects describing IDM validation policies the input must pass. An empty
JSON object if the node does not require validation.
The node collects policy information from IDM. For more information about the policies
available by default, refer to Default policy for managed objects in the IDM documentation.
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Example

{
  "callbacks": [{
    "type": "BooleanAttributeInputCallback",
    "output": [{
      "name": "name",
      "value": "preferences/marketing"
    }, {
      "name": "prompt",
      "value": "Send me special offers and services"
    }, {
      "name": "required",
      "value": true
    }, {
      "name": "policies",
      "value": {}
    }, {
      "name": "failedPolicies",
      "value": []
    }, {
      "name": "validateOnly",
      "value": false
    }, {
      "name": "value",
      "value": false
    }],
    "input": [{
      "name": "IDToken1",
      "value": false
    }, {
      "name": "IDToken1validateOnly",
      "value": false
    }]
  }]
}

In the input, return the value and a boolean to set validateOnly .

Callback output field Description

prompt A string containing the description of the information required from the user.

required A boolean indicating whether input is required for this attribute.

validateOnly When the node requires validation, this boolean indicates whether to apply validation policies
only, or to validate the input and continue to the next node. When true , the node only
performs input validation and does not continue to the next node.
When true , this lets the UI validate input as the user types instead of validating the input
once and continuing the journey to the next node.

value A string containing a default value for the attribute, if required.
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Class to import

org.forgerock.openam.authentication.callbacks.BooleanAttributeInputCallback

ChoiceCallback

Provides a list of choices and collects the selected choice.

In the input, return 0  if the user selected the first choice, 1  for the second choice, and so forth.

Example

{
  "callbacks": [{
    "type": "ChoiceCallback",
    "output": [{
      "name": "prompt",
      "value": "Choose one"
    }, {
      "name": "choices",
      "value": ["Choice A", "Choice B", "Choice C"]
    }, {
      "name": "defaultChoice",
      "value": 2
    }],
    "input": [{
      "name": "IDToken1",
      "value": 0
    }]
  }]
}

Class to import

javax.security.auth.callback.ChoiceCallback

ConfirmationCallback

Collects a boolean-style confirmation, such as yes/no or true/false with an optional "Cancel" choice.

Callback output field Description

defaultOption A number identifying the default option in the array of options , counting from 0 .

messageType A number indicating the severity of the message:

0 : Information
1 : Warning
2 : Error

• 
• 
• 

PingAM Authentication and SSO

Copyright © 2025 Ping Identity Corporation 4315



Example

{
  "callbacks": [{
    "type": "ConfirmationCallback",
    "output": [{
      "name": "prompt",
      "value": ""
    }, {
      "name": "messageType",
      "value": 0
    }, {
      "name": "options",
      "value": ["Submit", "Start Over", "Cancel"]
    }, {
      "name": "optionType",
      "value": -1
    }, {
      "name": "defaultOption",
      "value": 1
    }],
    "input": [{
      "name": "IDToken1",
      "value": 0
    }]
  }]
}

In the input, return 0  if the user selected the first choice, 1  for the second choice, and so forth.

Class to import

javax.security.auth.callback.ConfirmationCallback

ConsentMappingCallback

Provides profile attributes that require user consent and collects consent from the user.

Callback output field Description

optionType A number indicating the type of confirmation:

-1 : Unspecified
0 : Yes/no
1 : Yes/no/cancel
2 : OK/cancel

options An array of strings containing the option text for display to the user.

prompt A string containing the description of the choice to display to the user.

• 
• 
• 
• 

Authentication and SSO PingAM

4316 Copyright © 2025 Ping Identity Corporation



Example

{
  "callbacks": [{
    "type": "ConsentMappingCallback",
    "output": [{
      "name": "name",
      "value": "managedUser_managedUser"
    }, {
      "name": "displayName",
      "value": "Test Mapping"
    }, {
      "name": "icon",
      "value": ""
    }, {
      "name": "accessLevel",
      "value": "Actual Profile"
    }, {
      "name": "isRequired",
      "value": true
    }, {
      "name": "message",
      "value": "You consent to your data being shared with external services."
    }, {
      "name": "fields",
      "value": []
    }],
    "input": [{
      "name": "IDToken1",
      "value": false
    }]
  }]
}

The user must give consent to all attributes or to none; in the input, return a single boolean value.

Callback output field Description

accessLevel A string containing the access level description for display to the user.

displayName A string containing the name for display to the user.

fields An array containing names of the attributes to share.

icon A string containing an icon specification for the privacy and consent notice.

isRequired A boolean indicating whether consent is required.

message A string containing the privacy and consent notice for display to the user.

name A string containing the name of the mapping.
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Class to import

org.forgerock.openam.authentication.callbacks.ConsentMappingCallback

DeviceBindingCallback

Binds a client device to a user.

Callback output field Description

userId The ID of the user to bind the device to.

username The username of the user to bind the device to.

authenticationType Specifies how the client secures access to the private key. Available options are:

BIOMETRIC
Request that the client secures access to the cryptography keys with biometric
security, such as a fingerprint.

BIOMETRIC_ALLOW_FALLBACK
Request that the client secures access to the cryptography keys with biometric
security, such as a fingerprint, but allow use of the device PIN if biometric is
unavailable.

APPLICATION_PIN
Request that the client secures access to the cryptography keys with an application-
specific PIN.

NONE
Request that the client generates a keypair, but does not secure access to them.

challenge A string containing the challenge the client should sign with the private key and return for
validation.

title A string containing an optional title to display when requesting biometric authentication to
secure access to the keypair.

subtitle A string containing an optional subtitle to display when requesting biometric authentication to
secure access to the keypair.

description A string containing optional descriptive text to display when requesting biometric
authentication to secure access to the keypair.

timeout An integer specifying the number of seconds to wait for device binding to complete before
reporting a timeout error.
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Example response data

{
  "authId": "...",
  "callbacks": [
    {
      "type": "DeviceBindingCallback",
      "output": [
        {
          "name": "userId",
          "value": "id=demo,ou=user,dc=openam,dc=forgerock,dc=org"
        },
        {
          "name": "username",
          "value": "demo"
        },
        {
          "name": "authenticationType",
          "value": "BIOMETRIC_ALLOW_FALLBACK"
        },
        {
          "name": "challenge",
          "value": "6IBkTEPcMQ0xCghIclmDLost2ssGO5cPDs0AjUhmDTo="
        },
        {
          "name": "title",
          "value": "Authentication required"
        },
        {
          "name": "subtitle",
          "value": "Cryptography device binding"
        },
        {
          "name": "description",
          "value": "Please authenticate with biometrics to proceed"
        },
        {
          "name": "timeout",
          "value": 60
        }
      ],
      "input": [
        {
          "name": "IDToken1jws",
          "value": ""
        },
        {
          "name": "IDToken1deviceName",
          "value": ""
        },
        {
          "name": "IDToken1deviceId",
          "value": ""
        },
        {
          "name": "IDToken1clientError",
          "value": ""
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        }
      ]
    }
  ]
}

The client device should perform the following high-level steps to fulfil this callback:

Generate a keypair and secure access to it as defined by the authenticationType  field.

Generate a JSON web token (JWT) that has the ID of the user in the subject ( sub ) field and the original value of the 
challenge .

For example:

{
    "sub": "id=demo,ou=user,dc=openam,dc=forgerock,dc=org",
    "challenge": "6IBkTEPcMQ0xCghIclmDLost2ssGO5cPDs0AjUhmDTo="
}

Sign the JWT using the RS512 algorithm to create a JSON Web Signature (JWS).

Complete the callback, returning the JWS, the key ID ( KID ) of the keypair, the public key, and the name and the unique ID
of the device.

The server verifies the returned information and persists it in the user’s profile if correct.

1. 

2. 

3. 

4. 
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Example response data

{
  "authId": "...",
  "callbacks": [
    {
      "type": "DeviceBindingCallback",
      "output": [...],
      "input": [
        {
          "name": "IDToken1jws",
          "value": "eyJhbGciOiJIUzI1NiI....JV_adQssw5cB6aDS6m_kwIiw"
        },
        {
          "name": "IDToken1deviceName",
          "value": "Example Brand Version Android Device"
        },
        {
          "name": "IDToken1deviceId",
          "value": "ae9573dbbf442e7f-8e0c8b428409e0f1c"
        },
        {
          "name": "IDToken1clientError",
          "value": ""
        }
      ]
    }
  ]
}

Class to import in scripts: org.forgerock.openam.authentication.callbacks.DeviceBindingCallback

DeviceProfileCallback

Collects information about the device used to authenticate.

Callback output field Description

metadata A boolean indicating whether to collect device metadata.

location A boolean indicating whether to collect the device location.

message A string containing optional text to display while collecting device information.
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Example

{
  "callbacks": [{
    "type": "DeviceProfileCallback",
    "output": [{
      "name": "metadata",
      "value": true
    }, {
      "name": "location",
      "value": true
    }, {
      "name": "message",
      "value": "Collecting....."
    }],
    "input": [{
      "name": "IDToken1",
      "value": ""
    }]
  }]
}

In the input, return escaped JSON resembling the following example response data.
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Example response data

{
  "identifier": "aec3fe784...o3Xjiizyb9=",
  "alias": "Pixel 3 XL",
  "metadata": {
    "platform": {
      "platform": "Android",
      "version": 28,
      "device": "generic_x86_arm",
      "deviceName": "AOSP on IA Emulator",
      "model": "AOSP on IA Emulator",
      "brand": "google",
      "locale": "en_US",
      "timeZone": "America/Vancouver",
      "jailBreakScore": 1
    },
    "hardware": {
      "hardware": "ranchu",
      "manufacturer": "Google",
      "storage": 774,
      "memory": 1494,
      "cpu": 4,
      "display": {
        "width": 1440,
        "height": 2621,
        "orientation": 1
      },
      "camera": {
        "numberOfCameras": 2
      }
    },
    "browser": {
      "agent": "Dalvik/2.1.0 (Linux; U; Android 9; AOSP on IA Emulator Build/PSR1.180720.117)"
    },
    "bluetooth": {
      "supported": false
    },
    "network": {
      "connected": true
    },
    "telephony": {
      "networkCountryIso": "us",
      "carrierName": "Android"
    }
  },
  "location": {
    "latitude": 51.431534,
    "Longitude": -2.622353
  }
}

The location  and metadata  fields are required when their values are true  in the output. The alias  and identifier  fields
are optional and provided when the client uses the ForgeRock SDKs.
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alias

A friendly name for the device often derived from the make and model.

identifier

A unique identifier string that can be used to later match the device.

location

Latitude and longitude of the device.

metadata

Refer to the example response data for details.

Class to import

org.forgerock.openam.authentication.callbacks.DeviceProfileCallback

DeviceSigningVerifierCallback

Verifies the signature of data from a registered device.

Callback output field Description

userId The ID of the user authenticating, if already determined by the authentication journey.

challenge A string containing the challenge the client should sign with the private key and return for
validation.

title A string containing an optional title to display when requesting biometric authentication to
access the keypair.

subtitle A string containing an optional subtitle to display when requesting biometric authentication to
access the keypair.

description A string containing optional descriptive text to display when requesting biometric
authentication to access the keypair.

timeout An integer specifying the number of seconds to wait for device signing to complete before
reporting a timeout error.
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Example response data

{
  "authId": "...",
  "callbacks": [
    {
      "type": "DeviceSigningVerifierCallback",
      "output": [
        {
          "name": "userId",
          "value": ""
        },
        {
          "name": "challenge",
          "value": "Kc4dc14on98DYFzr5SoP2n3TC/JWAcAqTJMjCM+T27Y="
        },
        {
          "name": "title",
          "value": "Authentication required"
        },
        {
          "name": "subtitle",
          "value": "Cryptography device binding"
        },
        {
          "name": "description",
          "value": "Please complete with biometric to proceed"
        },
        {
          "name": "timeout",
          "value": 60
        }
      ],
      "input": [
        {
          "name": "IDToken1jws",
          "value": ""
        },
        {
          "name": "IDToken1clientError",
          "value": ""
        }
      ]
    }
  ]
}

The client device should perform the following high-level steps to fulfill this callback:

Generate a JSON web token (JWT) that has the ID of the user in the subject ( sub ) field) and the original value of the 
challenge .

For example:

1. 
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{
    "sub": "id=demo,ou=user,dc=openam,dc=forgerock,dc=org",
    "challenge": "6IBkTEPcMQ0xCghIclmDLost2ssGO5cPDs0AjUhmDTo="
}

Sign the JWT using the RS512 algorithm to create a JSON Web Signature (JWS).

Complete the callback, returning the JWS.

The server verifies the signature against the stored public key.

Example response data

{
  "authId": "...",
  "callbacks": [
    {
      "type": "DeviceSigningVerifierCallback",
      "output": [...],
      "input": [
        {
          "name": "IDToken1jws",
          "value": "eyJhbGciOiJIUzI1NiI....JV_adQssw5cB6aDS6m_kwIiw"
        },
        {
          "name": "IDToken1clientError",
          "value": ""
        }
      ]
    }
  ]
}

Class to import in scripts: org.forgerock.openam.authentication.callbacks.DeviceSigningVerifierCallback

HiddenValueCallback

Provides form values that are to remain hidden from the user.

2. 

3. 
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Example

{
  "callbacks": [{
    "type": "HiddenValueCallback",
    "output": [{
      "name": "value",
      "value": "6186c911-b3be-4dbc-8192-bdf251392072"
    }, {
      "name": "id",
      "value": "jwt"
    }],
    "input": [{
      "name": "IDToken1",
      "value": "jwt"
    }]
  }]
}

Class to import

com.sun.identity.authentication.callbacks.HiddenValueCallback

IdPCallback

Collects the result of a native OAuth 2.0 or OpenID Connect request to a social identity provider.

The Social Provider Handler node returns this callback when its Client Type is set to NATIVE .

The output provides the information required to perform the request. Clients built using the ForgeRock SDK for Android or iOS
use this to authenticate to the social identity provider with the mobile OS native APIs.

Callback output field Description

acrValues An array containing the Authentication Context Class Reference values for the native
authentication request.

clientId A string containing the identifier for the native authentication request.

nonce A string containing the nonce for the native authentication request.

provider A string containing a name for the provider.

redirectUri A string containing the redirection URI for the native authentication request.

request A string containing the Request Object for the native authentication request.

requestUri A string containing a URL that references a resource containing the Request Object for the
native authentication request.

scopes An array containing the scopes for the native authentication request.
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Example

{
  "callbacks": [{
    "type": "IdPCallback",
    "output": [{
      "name": "provider",
      "value": "amazon"
    }, {
      "name": "clientId",
      "value": "amzn1.application-oa2-client.f0c11aa1f8504f8da26a346ccc55a39e"
    }, {
      "name": "redirectUri",
      "value": "https://localhost:8443/openam"
    }, {
      "name": "scopes",
      "value": ["profile"]
    }, {
      "name": "nonce",
      "value": ""
    }, {
      "name": "acrValues",
      "value": []
    }, {
      "name": "request",
      "value": ""
    }, {
      "name": "requestUri",
      "value": ""
    }],
    "input": [{
      "name": "IDToken1token",
      "value": ""
    }, {
      "name": "IDToken1token_type",
      "value": ""
    }]
  }]
}

In the input, return a JWT id_token , access_token  or authorization code for the token, and id_token , access_token  or 
authorization_code  for the token type.

Class to import

org.forgerock.openam.authentication.callbacks.IdPCallback

KbaCreateCallback

Collects knowledge-based authentication (KBA) answers to questions defined in the user profile, or user-defined question and
answer pairs.
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Example

{
  "callbacks": [{
    "type": "KbaCreateCallback",
    "output": [{
      "name": "prompt",
      "value": "Select a security question"
    }, {
      "name": "predefinedQuestions",
      "value": ["What's your favorite color?"]
    }],
    "input": [{
      "name": "IDToken1question",
      "value": ""
    }, {
      "name": "IDToken1answer",
      "value": ""
    }]
  }]
}

In the input, return an empty IDTokenNumberquestion  value when IDTokenNumberanswer  corresponds to 
predefinedQuestions[Number] . For user-provided questions, return both.

Class to import

org.forgerock.openam.authentication.callbacks.KbaCreateCallback

NameCallback

Collects a string entered by the user, such as a username.

Example

{
  "callbacks": [{
    "type": "NameCallback",
    "output": [{
      "name": "prompt",
      "value": "User Name"
    }],
    "input": [{
      "name": "IDToken1",
      "value": ""
    }]
  }]
}

Class to import

javax.security.auth.callback.NameCallback
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NumberAttributeInputCallback

Collects a numeric attribute, such as size or age.

The Attribute Collector node uses this to apply IDM policies and validate the response.

In the input, return the value and a boolean to set validateOnly .

Class to import

org.forgerock.openam.authentication.callbacks.NumberAttributeInputCallback

PasswordCallback

Collects a password value.

Callback output field Description

failedPolicies An array of JSON objects describing validation policies that the input failed. The object is
empty until the input is provided and validation fails.

name A string containing the name of the attribute in the user profile.

policies An array of JSON objects describing IDM validation policies the input must pass. An empty
JSON object if the node does not require validation.
The node collects policy information from IDM. For more information about the policies
available by default, refer to Default policy for managed objects in the IDM documentation.

prompt A string containing the description of the information required from the user.

required A boolean indicating whether input is required for this attribute.

validateOnly When the node requires validation, this boolean indicates whether to apply validation policies
only, or to validate the input and continue to the next node. When true , the node only
performs input validation and does not continue to the next node.
When true , this lets the UI validate input as the user types instead of validating the input
once and continuing the journey to the next node.

value A string containing a default value for the attribute, if required.
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Example

{
  "callbacks": [{
    "type": "PasswordCallback",
    "output": [{
      "name": "prompt",
      "value": "Password"
    }],
    "input": [{
      "name": "IDToken1",
      "value": ""
    }]
  }]
}

Class to import

javax.security.auth.callback.PasswordCallback

SelectIdPCallback

Collects a choice of an enabled social identity provider or local authentication.

The Select Identity Provider node returns this callback when multiple social identity providers are enabled, or when Local
Authentication is enabled alongside at least one provider.

In the input, return the provider name, such as amazon  or localAuthentication .
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Example

{
  "callbacks": [{
    "type": "SelectIdPCallback",
    "output": [{
      "name": "providers",
      "value": [{
        "provider": "amazon",
        "uiConfig": {
          "buttonCustomStyle": "background: linear-gradient(to bottom, #f7e09f 15%,#f5c646 85%);color: black;border-
color: #b48c24;",
          "buttonImage": "",
          "buttonClass": "fa-amazon",
          "buttonDisplayName": "Amazon",
          "buttonCustomStyleHover": "background: linear-gradient(to bottom, #f6c94e 15%,#f6c94e 85%);color: 
black;border-color: #b48c24;",
          "iconClass": "fa-amazon",
          "iconFontColor": "black",
          "iconBackground": "#f0c14b"
        }
      }, {
        "provider": "google",
        "uiConfig": {
          "buttonImage": "images/g-logo.png",
          "buttonCustomStyle": "background-color: #fff; color: #757575; border-color: #ddd;",
          "buttonClass": "",
          "buttonCustomStyleHover": "color: #6d6d6d; background-color: #eee; border-color: #ccc;",
          "buttonDisplayName": "Google",
          "iconFontColor": "white",
          "iconClass": "fa-google",
          "iconBackground": "#4184f3"
        }
      }, {
        "provider": "localAuthentication"
      }]
    }, {
      "name": "value",
      "value": ""
    }],
    "input": [{
      "name": "IDToken1",
      "value": ""
    }]
  }]
}

Class to import

org.forgerock.openam.authentication.callbacks.SelectIdPCallback

StringAttributeInputCallback

Collects string attributes, such as city names, telephone numbers, and postcodes.

The Attribute Collector node uses this instead of a TextInputCallback to apply IDM policies and validate the response.
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Callback output field Description

failedPolicies An array of JSON objects describing validation policies that the input failed. The object is
empty until the input is provided and validation fails.

name A string containing the name of the attribute in the user profile.

policies An array of JSON objects describing IDM validation policies the input must pass. An empty
JSON object if the node does not require validation.
The node collects policy information from IDM. For more information about the policies
available by default, refer to Default policy for managed objects in the IDM documentation.

prompt A string containing the description of the information required from the user.

required A boolean indicating whether input is required for this attribute.

validateOnly When the node requires validation, this boolean indicates whether to apply validation policies
only, or to validate the input and continue to the next node. When true , the node only
performs input validation and does not continue to the next node.
When true , this lets the UI validate input as the user types instead of validating the input
once and continuing the journey to the next node.

value A string containing a default value for the attribute, if required.
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Example

{
  "callbacks": [{
    "type": "StringAttributeInputCallback",
    "output": [{
      "name": "name",
      "value": "givenName"
    }, {
      "name": "prompt",
      "value": "First Name"
    }, {
      "name": "required",
      "value": true
    }, {
      "name": "policies",
      "value": {
        "policyRequirements": ["REQUIRED", "VALID_TYPE"],
        "fallbackPolicies": null,
        "name": "givenName",
        "policies": [{
          "policyRequirements": ["REQUIRED"],
          "policyId": "required"
        }, {
          "policyRequirements": ["VALID_TYPE"],
          "policyId": "valid-type",
          "params": {
            "types": ["string"]
          }
        }],
        "conditionalPolicies": null
      }
    }, {
      "name": "failedPolicies",
      "value": []
    }, {
      "name": "validateOnly",
      "value": false
    }, {
      "name": "value",
      "value": ""
    }],
    "input": [{
      "name": "IDToken1",
      "value": ""
    }, {
      "name": "IDToken1validateOnly",
      "value": false
    }]
  }]
}

When input validation is not required, the policies  contain an empty object:
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{
  "name": "policies",
  "value": {}
}

In the input, return the value and a boolean to set validateOnly .

Class to import

org.forgerock.openam.authentication.callbacks.StringAttributeInputCallback

TermsAndConditionsCallback

Displays the current terms and conditions and collects the user’s agreement to them.

Example

{
  "callbacks": [
    {
      "type": "TermsAndConditionsCallback",
      "output": [
        {
          "name": "version",
          "value": "0.0"
        },
        {
          "name": "terms",
          "value": "Terms and conditions text that you must agree to."
        },
        {
          "name": "createDate",
          "value": "2022-10-28T04:20:11.320Z"
        }
      ],
      "input": [
        {
          "name": "IDToken1",
          "value": false
        }
      ]
    }
  ]
}

In the input, return true  if the user agrees to the terms and conditions.

Class to import

org.forgerock.openam.authentication.callbacks.TermsAndConditionsCallback
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TextInputCallback

Collects text input from the user.

Example

{
  "callbacks": [{
    "type": "TextInputCallback",
    "output": [{
      "name": "prompt",
      "value": "Provide a nickname for this account"
    }],
    "input": [{
      "name": "IDToken1",
      "value": ""
    }]
  }]
}

Class to import

javax.security.auth.callback.TextInputCallback

ValidatedCreatePasswordCallback

Collects a password value.

The Platform Password node uses this instead of a PasswordCallback to apply IDM policies and validate the response.

Callback output field Description

failedPolicies An array of JSON objects describing validation policies that the input failed. The object is
empty until the input is provided and validation fails.

name A string containing the name of the attribute in the user profile.

policies An array of objects describing IDM validation policies the input must pass. An empty JSON
object if the node does not require validation.
The node collects policy information from IDM. For more information about the policies
available by default, refer to Default policy for managed objects in the IDM documentation.

prompt A string containing the description of the information required from the user.

validateOnly When the node requires validation, this boolean indicates whether to apply validation policies
only, or to validate the input and continue to the next node. When true , the node only
performs input validation and does not continue to the next node.
When true , this lets the UI validate input as the user types instead of validating the input
once and continuing the journey to the next node.
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Example

{
  "callbacks": [{
    "type": "ValidatedCreatePasswordCallback",
    "output": [{
      "name": "echoOn",
      "value": false
    }, {
      "name": "policies",
      "value": {
        "policyRequirements": ["VALID_TYPE", "MIN_LENGTH", "AT_LEAST_X_CAPITAL_LETTERS", "AT_LEAST_X_NUMBERS", 
"CANNOT_CONTAIN_OTHERS"],
        "fallbackPolicies": null,
        "name": "password",
        "policies": [{
          "policyRequirements": ["VALID_TYPE"],
          "policyId": "valid-type",
          "params": {
            "types": ["string"]
          }
        }, {
          "policyId": "minimum-length",
          "params": {
            "minLength": 8
          },
          "policyRequirements": ["MIN_LENGTH"]
        }, {
          "policyId": "at-least-X-capitals",
          "params": {
            "numCaps": 1
          },
          "policyRequirements": ["AT_LEAST_X_CAPITAL_LETTERS"]
        }, {
          "policyId": "at-least-X-numbers",
          "params": {
            "numNums": 1
          },
          "policyRequirements": ["AT_LEAST_X_NUMBERS"]
        }, {
          "policyId": "cannot-contain-others",
          "params": {
            "disallowedFields": ["userName", "givenName", "sn"]
          },
          "policyRequirements": ["CANNOT_CONTAIN_OTHERS"]
        }],
        "conditionalPolicies": null
      }
    }, {
      "name": "failedPolicies",
      "value": []
    }, {
      "name": "validateOnly",
      "value": false
    }, {
      "name": "prompt",
      "value": "Password"
    }],
    "input": [{
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      "name": "IDToken1",
      "value": ""
    }, {
      "name": "IDToken1validateOnly",
      "value": false
    }]
  }]
}

In the input, return the value and a boolean to set validateOnly .

Class to import

org.forgerock.openam.authentication.callbacks.ValidatedPasswordCallback

ValidatedCreateUsernameCallback

Collects a username.

The Platform Username node uses this instead of a NameCallback to apply IDM policies and validate the response.

Callback output field Description

failedPolicies An array of JSON objects describing validation policies that the input failed. The object is
empty until the input is provided and validation fails.

name A string containing the name of the attribute in the user profile.

policies An array of objects describing IDM validation policies the input must pass. An empty JSON
object if the node does not require validation.
The node collects policy information from IDM. For more information about the policies
available by default, refer to Default policy for managed objects in the IDM documentation.

prompt A string containing the description of the information required from the user.

validateOnly When the node requires validation, this boolean indicates whether to apply validation policies
only, or to validate the input and continue to the next node. When true , the node only
performs input validation and does not continue to the next node.
When true , this lets the UI validate input as the user types instead of validating the input
once and continuing the journey to the next node.
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Example

{
  "callbacks": [{
    "type": "ValidatedCreateUsernameCallback",
    "output": [{
      "name": "policies",
      "value": {
        "policyRequirements": ["REQUIRED", "VALID_TYPE", "VALID_USERNAME", "CANNOT_CONTAIN_CHARACTERS", "MIN_LENGTH", 
"MAX_LENGTH"],
        "fallbackPolicies": null,
        "name": "userName",
        "policies": [{
          "policyRequirements": ["REQUIRED"],
          "policyId": "required"
        }, {
          "policyRequirements": ["VALID_TYPE"],
          "policyId": "valid-type",
          "params": {
            "types": ["string"]
          }
        }, {
          "policyId": "valid-username",
          "policyRequirements": ["VALID_USERNAME"]
        }, {
          "policyId": "cannot-contain-characters",
          "params": {
            "forbiddenChars": ["/"]
          },
          "policyRequirements": ["CANNOT_CONTAIN_CHARACTERS"]
        }, {
          "policyId": "minimum-length",
          "params": {
            "minLength": 1
          },
          "policyRequirements": ["MIN_LENGTH"]
        }, {
          "policyId": "maximum-length",
          "params": {
            "maxLength": 255
          },
          "policyRequirements": ["MAX_LENGTH"]
        }],
        "conditionalPolicies": null
      }
    }, {
      "name": "failedPolicies",
      "value": []
    }, {
      "name": "validateOnly",
      "value": false
    }, {
      "name": "prompt",
      "value": "Username"
    }],
    "input": [{
      "name": "IDToken1",
      "value": ""
    }, {
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      "name": "IDToken1validateOnly",
      "value": false
    }]
  }]
}

In the input, return the value and a boolean to set validateOnly .

Class to import

org.forgerock.openam.authentication.callbacks.ValidatedUsernameCallback

Read-only callbacks

Nodes use these callbacks to return information to the client application or to display information to the user.

MetadataCallback

Injects key-value pairs into the authentication process by adding extra metadata to the JSON response.

Example

{
  "callbacks": [{
    "type": "MetadataCallback",
    "output": [{
      "name": "data",
      "value": {
        "myParameter": "MyValue"
      }
    }]
  }]
}

Class to import

com.sun.identity.authentication.spi.MetadataCallback

PollingWaitCallback

Indicates the number of milliseconds to wait before responding to the callback.
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Example

{
  "callbacks": [{
    "type": "PollingWaitCallback",
    "output": [{
      "name": "waitTime",
      "value": "8000"
    }, {
      "name": "message",
      "value": "Waiting for response..."
    }]
  }]
}

Class to import

org.forgerock.openam.authentication.callbacks.PollingWaitCallback

RedirectCallback

Redirects the user-agent.

The Social Provider Handler node returns this callback when its Client Type is set to BROWSER , and the client must redirect the
user to the social provider for authentication.

Example

{
  "callbacks": [{
    "type": "RedirectCallback",
    "output": [{
      "name": "redirectUrl",
      "value": "https://accounts.google.com/o/oauth2/v2/auth?nonce..."
    }, {
      "name": "redirectMethod",
      "value": "GET"
    }, {
      "name": "trackingCookie",
      "value": true
    }]
  }]
}

AM uses a trackingCookie  to store the authentication identifier that reflects the client’s place in the authentication process.

Class to import

com.sun.identity.authentication.spi.RedirectCallback
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SuspendedTextOutputCallback

Provides a message to display to the user when the authentication journey is suspended.

Example

{
  "callbacks": [{
    "type": "SuspendedTextOutputCallback",
    "output": [{
      "name": "message",
      "value": "An email has been sent to your inbox."
    }, {
      "name": "messageType",
      "value": "0"
    }]
  }]
}

Class to import

org.forgerock.openam.auth.node.api.SuspendedTextOutputCallback

TextOutputCallback

Provides a message to display to the user.

Callback output field Description

message A string containing a message to display to the user.

messageType A number indicating the severity of the message:

0 : Information
1 : Warning
2 : Error

• 
• 
• 

Callback output field Description

message A string containing a message to display to the user.

messageType A number indicating the severity of the message:

0 : Information
1 : Warning
2 : Error

• 
• 
• 
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Example

{
  "callbacks": [{
    "type": "TextOutputCallback",
    "output": [{
      "name": "message",
      "value": "Default message"
    }, {
      "name": "messageType",
      "value": "0"
    }]
  }]
}

Class to import

javax.security.auth.callback.TextOutputCallback

Backchannel callbacks

Nodes use these callbacks to recover additional information from the request, such as a header or a certificate.

HttpCallback

Accesses user credentials sent in the Authorization  header:

Authorization: Basic bXlDbGllbnQ6Zm9yZ2Vyb2Nr

Class to import

com.sun.identity.authentication.spi.HttpCallback

LanguageCallback

Retrieves the locale from the request header for localizing text presented to the user.

Class to import

javax.security.auth.callback.LanguageCallback

ScriptTextOutputCallback

Inserts a script into the page presented to the user; for example, to collect data about the user’s environment.

Class to import

com.sun.identity.authentication.callbacks.ScriptTextOutputCallback
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X509CertificateCallback

Retrieves an X.509 certificate, for example, from a header.

Class to import

com.sun.identity.authentication.spi.X509CertificateCallback

Authenticate endpoint parameters

To authenticate to AM using REST, send an HTTP POST request to the json/authenticate  endpoint. Specify the realm hierarchy,
starting at the Top Level Realm and prefix each realm in the hierarchy with the realms/  keyword. For example, /realms/root/
realms/customers/realms/europe .

The following list describes the json/authenticate  endpoint parameters:

authIndexType

The authIndexType  specifies the type of authentication the user will perform. Always use this parameter in conjunction with the 
authIndexValue  to provide additional information about how the user is authenticating.

If not specified, AM authenticates the user against the default authentication service configured for the realm.

The authIndexType  can be one of the following:

composite_advice

When the authIndexType  is composite_advice , the authIndexValue  must be a URL-encoded composite advice string.

Use the composite_advice  type to indicate which authentication services to use when logging in a user.

This example indicates that the user should authenticate with an authentication level of at least 10:

$ curl -G \
--request POST \
--header "Content-Type: application/json" \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
--data-urlencode 'authIndexType=composite_advice' \
--data-urlencode 'authIndexValue=<Advices>
    <AttributeValuePair>
        <Attribute name="AuthLevelConditionAdvice"/>
        <Value>10</Value>
    </AttributeValuePair>
</Advices>' \
'https://openam.example.com:8443/openam/json/realms/root/authenticate'

info
This curl command URL-encodes the XML values. The --get option appends them as query string parameters
to the URL. 

Note
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Possible options for Advices  are:

TransactionConditionAdvice . Requires the unique ID of a transaction token. For example:

<Advices>
  <AttributeValuePair>
    <Attribute name="TransactionConditionAdvice"/>
    <Value>9dae2c80-fe7a-4a36-b57b-4fb1271b0687</Value>
  </AttributeValuePair>
</Advices>

For more information, refer to Transactional authorization.

AuthenticateToServiceConditionAdvice . Requires the name of an authentication chain or tree. For example:

<Advices>
  <AttributeValuePair>
    <Attribute name="AuthenticateToServiceConditionAdvice"/>
    <Value>myExampleTree</Value>
  </AttributeValuePair>
</Advices>

AuthSchemeConditionAdvice . Requires the name of an authentication module. For example:

<Advices>
  <AttributeValuePair>
    <Attribute name="AuthSchemeConditionAdvice"/>
    <Value>DataStoreModule</Value>
  </AttributeValuePair>
</Advices>

AuthenticateToRealmConditionAdvice . Requires the name of a realm. For example:

<Advices>
  <AttributeValuePair>
    <Attribute name="AuthenticateToRealmConditionAdvice"/>
    <Value>myRealm</Value>
  </AttributeValuePair>
</Advices>

AuthLevelConditionAdvice . Requires an authentication level.

For example:

• 

• 

• 

• 

• 
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<Advices>
  <AttributeValuePair>
    <Attribute name="AuthLevelConditionAdvice"/>
    <Value>10</Value>
  </AttributeValuePair>
</Advices>

AuthenticateToTreeConditionAdvice . Requires the name of an authentication tree. For example:

<Advices>
  <AttributeValuePair>
    <Attribute name="AuthenticateToTreeConditionAdvice"/>
    <Value>PersistentCookieTree</Value>
  </AttributeValuePair>
</Advices>

You can specify multiple advice conditions and combine them. For example:

<Advices>
  <AttributeValuePair>
    <Attribute name="AuthenticateToServiceConditionAdvice"/>
    <Value>ldapService</Value>
  </AttributeValuePair>
  <AttributeValuePair>
    <Attribute name="AuthenticateToServiceConditionAdvice"/>
    <Value>Example</Value>
  </AttributeValuePair>
  <AttributeValuePair>
    <Attribute name="AuthLevelConditionAdvice"/>
    <Value>10</Value>
  </AttributeValuePair>
</Advices>

level

When the authIndexType  is level , the authIndexValue  sets the minimum authentication level an authentication
service must satisfy to log in the user.

For example, to log into AM using an authentication service that provides a minimum authentication level of 10, you could
use the following:

$ curl \
--request POST \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate?
authIndexType=level&authIndexValue=10'

• 

info
This mechanism is supported for authentication chains only. 

Note
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module

Specifies that the value of the authIndexValue  parameter is the name of the authentication module AM must use to log
in the user.

For example, to log into AM using the built-in DataStore  authentication module, you could use the following:

$ curl \
--request POST \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate?
authIndexType=module&authIndexValue=DataStore'

resource

When the authIndexType  is resource , the authIndexValue  must be a URL protected by an AM policy.

For example, to log into AM using a policy matching the https://www.example.com  resource, you could use the following:

$ curl \
--request POST \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate?
authIndexType=resource&authIndexValue=https%3A%2F%2Fwww.example.com'

Note that the resource must be URL-encoded. Authentication will fail if no policy matches the resource.

service

When the authIndexType  is service , the authIndexValue  is the tree or chain AM must use to authenticate the user.

For example, to authenticate using the Login  authentication tree, you could use the following:

$ curl \
--request POST \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate?
authIndexType=service&authIndexValue=Login'

If authIndexType=service  and no authIndexValue  is specified, the default service is used. This is similar to no 
authIndexType  being set.

emergency_home
For security reasons, you should disable module-based authentication. For more information, refer to Secure
realms. 

Important
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user

When the authIndexType  is user , the authIndexValue  must be a valid user ID. AM authenticates the user against the
authentication chain configured in the User Authentication Configuration field of that user’s profile.

Authentication fails if the User Authentication Configuration field is empty for the user.

For example, for user bjensen  to log into AM using the chain specified in their user profile, you could use the following:

$ curl \
--request POST \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate?
authIndexType=user&authIndexValue=bjensen'

If there are several authentication services that satisfy the authentication requirements, AM presents them as a choice
callback to the user. Return the required callbacks to AM to authenticate.

Required: No.

authIndexValue

This parameter sets a value for the specific authIndexType .

Required: Yes, when using the authIndexType  parameter.

noSession

When set to true , this parameter specifies that AM should not return a session when authenticating a user.

For example:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate?noSession=true'
{
    "message":"Authentication Successful",
    "successUrl":"/openam/console",
    "realm":"/"
}

Required: No.

info
This mechanism is supported for authentication chains only. 

Note
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Authentication nodes configuration reference

This page covers the configuration of the authentication nodes that are built into AM.

Basic authentication nodes

Use the following nodes for basic authentication tasks, such as collecting usernames and passwords:

Data Store Decision node

Failure node

Kerberos node

LDAP Decision node

Password Collector node

Success node

Username Collector node

Zero Page Login Collector node

Multi-factor authentication nodes

Use the following nodes to configure trees with multi-factor authentication capabilities, such as web authentication and push
authentication:

Combined MFA Registration node

Device Binding node

Device Binding Storage node

Device Signing Verifier node

Get Authenticator App node

HOTP Generator node

MFA Registration Options node

OATH Device Storage node

OATH Registration node

OATH Token Verifier node

Opt-out Multi-Factor Authentication node

OTP Collector Decision node

lightbulb_2
A number of additional authentication nodes are available from the Marketplace.

Tip

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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OTP Email Sender node

OTP SMS Sender node

Push Registration node

Push Result Verifier node

Push Sender node

Push Wait node

Recovery Code Collector Decision node

Recovery Code Display node

WebAuthn Authentication node

WebAuthn Device Storage node

WebAuthn Registration node

Risk management authentication nodes

Use the following nodes to examine the perceived risk associated to the authentication and act on it:

Account Active Decision node

Account Lockout node

Auth Level Decision node

CAPTCHA node

Legacy CAPTCHA node

Modify Auth Level node

reCAPTCHA Enterprise node

Behavioral authentication nodes

Use the following nodes to adjust the behavior of authentication trees:

Increment Login Count node

Login Count Decision node

Contextual authentication nodes

Use the following nodes to authenticate with a digital certificate, change the flow, or set a cookie based on the authentication
context:

Certificate Collector node

Certificate User Extractor node

Certificate Validation node

• 

• 

• 

• 

• 

• 

• 

• 
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Cookie Presence Decision node

Device Geofencing node

Device Location Match node

Device Match node

Device Profile Collector node

Device Profile Save node

Device Tampering Verification node

Persistent Cookie Decision node

Set Custom Cookie node

Set Persistent Cookie node

Federation authentication nodes

Use the following nodes to configure trees with federation capabilities, such as OAuth 2.0, social authentication, and account
provisioning:

OAuth 2.0 node

OpenID Connect node

OIDC ID Token Validator node

Provision Dynamic Account node

Provision IDM Account node

SAML2 Authentication node

Social Facebook node

Social Google node

Social Ignore Profile node

Social Provider Handler node

Write Federation Information node

Identity management authentication nodes

Use the following nodes to perform identity management during an authentication tree flow, such as mapping anonymous users
to a session.

Accept Terms and Conditions node

Attribute Collector node

Attribute Present Decision node

• 

• 
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Attribute Value Decision node

Consent Collector node

Create Object node

Create Password node

Display Username node

Identify Existing User node

KBA Decision node

KBA Definition node

KBA Verification node

Pass-through Authentication node

Patch Object node

Platform Password node

Platform Username node

Profile Completeness Decision node

Query Filter Decision node

Required Attributes Present node

Select Identity Provider node

Terms and Conditions Decision node

Time Since Decision node

Utility authentication nodes

Use the following nodes to perform various tasks during the authentication flow:

Data Store Decision node

Anonymous Session Upgrade node

Anonymous User Mapping node

Choice Collector node

Configuration Provider node

Email Suspend node

Email Template node

Failure URL node

Get Session Data node
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Inner Tree Evaluator node

Message node

Meter node

Page node

Polling Wait node

Query Parameter node

Register Logout Webhook node

Remove Session Properties node

Retry Limit Decision node

Scripted Decision node

Set Session Properties node

State Metadata node

Success URL node

Timer Start node

Timer Stop node

Thing authentication nodes

Use the following nodes to perform various tasks related to authenticating IoT things:

Authenticate Thing node

Register Thing node

Uncategorized authentication nodes

Debug node

Client configuration reference

Enabled

Specifies whether the provider is enabled.

Required: Yes.

Auth ID Key

Specifies the attribute the social identity provider uses to identify an authenticated individual. For example, id , sub , and 
user_id .

Required: Yes.
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Client ID

Specifies the client_id  parameter as described in section 2.2 of The OAuth 2.0 Authorization Framework specification.

Required: Yes.

Client Secret

Specifies the client_secret  parameter as described in section 2.3 of The OAuth 2.0 Authorization Framework
specification.

Required: No.

Authentication Endpoint URL

Specifies the URL to the social provider’s endpoint handling authentication as described in section 3.1 of The OAuth 2.0
Authorization Framework. For example, https://accounts.google.com/oauth2/v2/auth .

Required: Yes.

Access Token Endpoint URL

Specifies the URL to the endpoint handling access tokens as described in section 3.2 of The OAuth 2.0 Authorization
Framework specification. For example, https://www.googleapis.com/oauth2/v4/token .

Required: Yes.

User Profile Service URL

Specifies the user profile URL that returns profile information. For example, https://www.googleapis.com/oauth2/v3/
userinfo .

This URL should return JSON objects in its response.

Required: No.

Token Introspection Endpoint URL

Specifies the URL to the endpoint handling access token validation, as described in the OAuth 2.0 Token Introspection

specification. For example, https://oauth2.googleapis.com/tokeninfo .

Required: No.

Redirect URL

Specifies the URL the identity provider will redirect the user to after authenticating, as described in Section 3.1.2 of The
OAuth 2.0 Authorization Framework specification.

This URL is usually a page or path in AM; for example, https://am.example.com:8443/am?_realm=alpha , The URL is also
registered in the IDP’s service.

If you’re using an app built with the ForgeRock SDKs for Android or iOS, you can also use a custom URI scheme as the
redirect; for example, com.example.sdkapp:redirect_uri_path  or frauth://com.forgerock.ios.sdkapp .
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Required: Yes.

Redirect after form post URL

Specifies the URL of a custom login page or application. Access Management will send processed form post data related to
social login authentication to that URL as the value of the form_post_entry  query parameter.

To continue the authentication journey, the custom login page is responsible for making a call to the Access
Management /json/authenticate  endpoint with the authentication ID ( authID ) and the processed form data
( form_post_entry ).

Configure this property when the following is true:

The FORM_POST Response Mode is configured.

Your users log in to Access Management using custom login pages, such as apps using the ForgeRock SDKs, instead
of the Access Management UI.

Required: No.

Scope Delimiter

Specifies the delimiter used to separate scope values. For example, a blank space ( ), or a comma character ( , ).

Most providers use a blank space.

Required: Yes.

OAuth Scopes

Specifies the list of scopes to request from the provider.

The scopes that the provider returns depends on the permissions that the resource owner, such as the end user, grants to
the client application.

For example, Google exposes its supported scopes in their OAuth 2.0 Scopes for Google APIs documentation.

Required: Yes.

Client Authentication Method

Specifies how the client should authenticate to the provider. Possible values are:

CLIENT_SECRET_POST

The client sends the client ID and the secret in the client_ID  and the client_secret  parameters in the body of
the request.

lightbulb_2
When using the FORM_POST Response Mode, you must specify the form_post  endpoint in the redirection
URL. Refer to Response Mode for more information.

Tip

• 

• 
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CLIENT_SECRET_BASIC

The client sends the client ID and the secret in a basic authorization header with the base64-encoded value of 
client-id:client-secret.

PRIVATE_KEY_JWT

The client sends its credentials to the provider in a signed JWT as specified in the JSON Web Token (JWT) Profile for
OAuth 2.0 Client Authentication and Authorization Grants.

ENCRYPTED_PRIVATE_KEY_JWT

The client sends its credentials to the provider in a signed, then encrypted JWT as specified in the JSON Web Token
(JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants.

TLS_CLIENT_AUTH

The client presents a X.509 certificate that uses public key infrastructure (PKI), as specified in the OAuth 2.0 Mutual
TLS (mTLS) Client Authentication and Certificate Bound Access Tokens.

SELF_SIGNED_TLS_CLIENT_AUTH

The client presents a X.509 self-signed certificate, as specified in the OAuth 2.0 Mutual TLS (mTLS) Client
Authentication and Certificate Bound Access Tokens.

Some of the authentication methods require additional configuration:

Obtain a list of supported signing algorithms from the provider’s .well-known  endpoint, and decide which
one you will use.

In the Private Key JWT Signing Algorithm field, enter the signing algorithm that Access Management will use
to sign the JWT. For example, RSA256 .

This field may already be configured if the client is sending request objects.

Create a signing secret, and map it to the am.services.oauth2.oidc.rp.jwt.authenticity.signing
secret ID in an AM secret store.

The secret ID may already have secrets mapped to it if the client is sending signed request objects to the
provider, or if another client in the realm is already using it.

For more information, refer to Secret stores, and /oauth2/connect/rp/jwk_uri.

Provide a JWK with the public key to the identity provider. Refer to their documentation for more
information.

For example, you could copy the contents of the public JWK in a field in the provider’s service configuration,
or you could configure the realm’s /oauth2/connect/rp/jwk_uri  endpoint, which exposes the client’s
public keys.

Configure the realm’s /oauth2/connect/rp/jwk_uri  endpoint in the provider, which exposes the client’s
public keys. Refer to the provider’s documentation for more information.

1. 

2. 

3. 
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Change the value in the Private Key JWT Expiration Time (seconds) field, if needed. It has a sensible value
preconfigured, but you may need to tune it for your provider.

Follow the steps in How do I configure JWT authentication with signed JWTs? to configure Access
Management to sign authentication JWTs.

Now you are ready to configure Access Management to encrypted authentication JWTs.

Obtain a list of supported encryption algorithms and methods from the provider’s .well-known  endpoint,
and decide which one you will use.

In the JWT Encryption Algorithm field, select the encryption algorithm.

If the required encryption algorithm does not appear in the drop-down, check the reference entry for the 
JWT Encryption Algorithm field for information on how to add it.

This field may already be configured if the client is encrypting request objects.

In the JWT Encryption Method field, select the encryption method.

This field may already be configured if the client is encrypting request objects.

In the JWKS URI Endpoint field, configure the URI containing the provider’s public JWK set.

Obtain the URI from the provider’s .well-known  endpoint, or their documentation.

Access Management will use the JWK URI to fetch the provider’s public encryption key.

Perform one of the following steps depending on the encryption method you configured:

If you chose Direct AES Encryption method, select NONE  in the JWT Signing Algorithm field. Signing is
redundant with this encryption method.

If you chose an encryption method different from the Direct AES Encryption method, configure
signing. For more information, refer to How do I configure JWT authentication with signed JWTs?.

Obtain a certificate for Access Management to use as a client. This certificate must be signed by a certificate
authority (CA).

You can use the same certificate for different social identity provider client configurations, and you can only
have one mTLS certificate by realm (either PKI-related, or self-signed).

Make the certificate available to Access Management configuring it in an AM secret store, and map its alias
to the am.services.oauth2.mtls.client.authentication  secret ID.

For example, you can create a PKCS12  keystore secret store.

For more information, refer to Secret stores.

Even though the identity provider should trust the CA certificate automatically, the client certificate will
appear in the /oauth2/connect/rp/jwk_uri endpoint.

Obtain a self-signed certificate that Access Management will use as a client.

You can use the same certificate for different social identity provider client configurations, and you can only
have one mTLS certificate by realm (either PKI-related, or self-signed).
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Make the certificate available to Access Management configuring it in an AM secret store, and map its alias
to the am.services.oauth2.mtls.client.authentication  secret ID.

For example, you can create a PKCS12  keystore secret store.

For more information, refer to Secret stores.

To trust the self-signed certificate, the social identity provider must be able to access its public key and
certificate. Social identity providers may have different ways of accessing public keys; for example, you may
be able to configure the public JWK directly in the provider, or you may be able to provide Access
Management’s /oauth2/connect/rp/jwk_uri endpoint, which exposes it.

Refer to your social identity provider documentation for more information.

Required: Yes.

PKCE Method

Specifies the PKCE transformation method Access Management uses when making requests to the provider’s
authorization endpoint, as specified in Section 4.2 of the Proof Key for Code Exchange by OAuth Public Clients specification.

Select NONE  to disable PKCE transformations.

Required: No.

Request Parameter JWT Option

(OpenID Connect providers only) Specifies whether Access Management should provide a request object JWT to the
provider. Possible values are:

NONE

Access Management does not send a request object to the provider.

REFERENCE

The request object JWT is stored in AM’s CTS token store, and Access Management exposes a unique identifier for it
using the oauth2/request_uri  endpoint for the realm. The URL to the endpoint and the JWT’s unique identifier
are passed to the provider in the request_uri  parameter of the request.

Ensure that the provider can reach the endpoint.

An example of the URL is https://platform.example.com:8443/am/realms/root/realms/myRealm/oauth2/
request_uri/requestobjectID
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VALUE

Access Management appends the JWT as the value of the request  parameter of the request.

In the Request Parameter JWT Option field, select either VALUE  or REFERENCE .

Refer to your identity provider’s documentation for more information.

Obtain a list of supported signing algorithms from the provider’s .well-known  endpoint, and decide which
one you will use.

In the JWT Signing Algorithm field, select the signing algorithm that Access Management will use to sign the
request object. For example, RS256 .

This field may already be configured if the client is using JWT client authentication.

Create a signing secret that uses the algorithm you selected previously, and map it to
the`am.services.oauth2.oidc.rp.jwt.authenticity.signing` secret ID in an AM secret store.

The secret ID may already have secrets mapped to it if the client is using JWT client authentication, or if
another client in the realm is already using it.

For more information, refer to Secret stores, and /oauth2/connect/rp/jwk_uri.

info
When integrating with itsme, ensure that the base URL of AM contains the 443  port. For example, 
https://platform.example.com:443/am .
To do this, configure the reverse proxy or load balancer to expose the port, or the Base URL Source
Service:

In the AM admin UI, go to Realms > Realm Name > Services.
Add a Base URL Source service if one is not already configured, or select it to change its
properties:

Note
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Provide a JWK with the public key to the identity provider. Refer to their documentation for more
information.

For example, you could copy the contents of the public JWK in a field in the provider’s service configuration,
or you could configure the realm’s /oauth2/connect/rp/jwk_uri  endpoint, which exposes the client’s
public keys.

Configure the realm’s /oauth2/connect/rp/jwk_uri  endpoint in the provider, which exposes the client’s
public keys. Refer to the provider’s documentation for more information.

Follow the steps in How do I configure the client to send signed request objects? to configure Access
Management to send signed request objects.

Now you are ready to configure Access Management to send encrypted request objects.

Enable Encrypt Request Parameter JWT.

Obtain a list of supported encryption algorithms and methods from the provider’s .well-known  endpoint,
and decide which one you will use.

In the JWT Encryption Algorithm field, select the encryption algorithm.

If the required encryption algorithm does not appear in the drop-down, check the reference entry for the 
JWT Encryption Algorithm field for information on how to add it.

This field may already be configured if the client is encrypting authentication JWTs.

In the JWT Encryption Method field, select the encryption method.

This field may already be configured if the client is encrypting authentication JWTs.

In the JWKS URI Endpoint field, configure the URI containing the provider’s public JWK set.

Obtain the URI from the provider’s .well-known  endpoint.

Access Management will use the JWK URI to fetch the provider’s public encryption key.

Perform one of the following steps depending on the encryption method you configured:

If you chose Direct AES Encryption method, select NONE  in the JWT Signing Algorithm field. Signing is
redundant with this encryption method.

If you chose an encryption method different from the Direct AES Encryption method, configure
signing. For more information, refer to How do I configure the client to send signed request
objects?.

Encrypt Request Parameter JWT

Specifies whether the request parameter must be encrypted when Request Parameter JWT Option is set to REFERENCE  or
VALUE .

ACR Values

(OpenID Connect providers only) Specifies a space-separated list, in order of preference, of the client’s acr  values.

Required: No.

5. 
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Well Known Endpoint

(OpenID Connect providers only) Specifies the URL for retrieving information about the provider, such as endpoints, and
public keys. For example, https://accounts.google.com/.well-known/openid-configuration .

Required: Yes.

Request Object Audience

(OpenID Connect providers only) Specifies the intended audience ( aud ) of the request object when the Request
Parameter JWT Option field is set to VALUE  or REFERENCE .

When not configured, the value of the Issuer field will be used as the audience of the request object.

OP Encrypts ID Tokens

(OpenID Connect providers only) Specifies whether the provider encrypts ID Tokens.

Obtain a list of supported ID token encryption algorithms from the provider’s .well-known  endpoint, and decide
which one the client will use.

Create a suitable secret for the algorithm that you chose, and map it to the 
am.services.oauth2.oidc.rp.idtoken.encryption  secret ID in an AM secret store.

The secret ID may already have secrets mapped if another client in the realm is already using it.

For more information, refer to Secret stores and /oauth2/connect/rp/jwk_uri.

Provide a JWK with the public key to the identity provider. Refer to their documentation for more information.

For example, you could copy the contents of the public JWK in a field in the provider’s service configuration, or you
could configure the realm’s /oauth2/connect/rp/jwk_uri  endpoint, which exposes the client’s public keys.

Configure the realm’s /oauth2/connect/rp/jwk_uri  endpoint in the provider, which exposes the client’s public
keys. Refer to the provider’s documentation for more information.

Required: No.

Issuer

(OpenID Connect providers only) Specifies the issuer of ID Tokens.

Either specify a regular expression or a string value that must exactly match the value returned in the ID token, depending
on the configuration of the Issuer comparison check setting.

Obtain the issuer  value from the provider’s .well-known  endpoint.

Required: Yes.

Enable Native Nonce

(OpenID Connect providers only) When enabled, the provider native SDK must include a nonce  claim in the ID token. The
value of the claim must be the value of the nonce  claim sent in the Authentication Request.

Required: No.

1. 

2. 

3. 
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User Info Response Format

(OpenID Connect providers only) Specifies the format in which the provider’s userinfo  endpoint returns data.

Some of the options require additional configuration:

In the JWKS URI Endpoint field, configure the URL containing the provider’s public JWK set. Obtain it from the
provider’s .well-known  endpoint, or their documentation.

Access Management will use this URL to fetch the provider’s public signing key.

Follow the steps in How do I configure the client to receive signed userinfo JWTs? to configure Access Management
to receive signed JWTs.

Now you are ready to configure Access Management to receive encrypted JWTs.

Obtain a list of supported ID token encryption algorithms from the provider’s .well-known  endpoint, and decide
which one the client will use.

Create a suitable secret for the algorithm that you chose, and map it to the 
am.services.oauth2.oidc.rp.idtoken.encryption  secret ID in an AM secret store.

The secret ID may already have secrets mapped if another client in the realm is already using it, or if the provider
encrypts ID tokens.

For more information, refer to Secret stores and /oauth2/connect/rp/jwk_uri.

Provide a JWK with the public key to the identity provider. Refer to the identity provider’s documentation for more
information.

For example, you could copy the contents of the public JWK in a field in the provider’s service configuration, or you
could configure the realm’s /oauth2/connect/rp/jwk_uri  endpoint, which exposes the client’s public keys.

Configure the realm’s /oauth2/connect/rp/jwk_uri  endpoint in the provider, which exposes the client’s public
keys. Refer to the provider’s documentation for more information.

Possible values are:

JSON

The provider’s userinfo  endpoint returns a JSON object.

SIGNED_JWT

The provider’s userinfo  endpoint returns a signed JWT.

SIGNED_THEN_ENCRYPTED_JWT

The provider’s userinfo  endpoint returns a signed, then encrypted JWT.

JWKS URI Endpoint

Specifies the URI that contains the public keys of the identity provider. Access Management will use these keys to verify
signatures, or to encrypt objects.

1. 

1. 

2. 
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Configure this field when:

Client Authentication Method is set to ENCRYPTED_PRIVATE_KEY_JWT .

Encrypt Request Parameter JWT is enabled.

User Info Response Format is set to SIGNED_JWT  or SIGNED_THEN_ENCRYPTED_JWT .

Required: No.

Claims

Any claims on the request object, in JSON format. These claims must conform to the claims request parameter, as
defined in the OpenID Connect specification.

JWT Signing Algorithm

Specifies the signing algorithm supported by the provider that Access Management use to sign the following:

Client authentication JWTs when Client Authentication Method is set to PRIVATE_KEY_JWT .

(OpenID Connect providers only) Request JWTs when Request Parameter JWT Option is set to VALUE  or 
REFERENCE .

Obtain a list of the supported algorithms from the provider’s .well-known  endpoint. Select NONE  if the client will encrypt
the JWT with the Direct AES Encryption method, because the signature will be redundant.
Required: No.

JWT Encryption Algorithm

Specifies the encryption algorithm supported by the provider that Access Management should use to encrypt client
authentication JWTs when Client Authentication Method is set to PRIVATE_KEY_JWT , and (OpenID Connect providers
only) request JWTs when Request Parameter JWT Option is set to VALUE  or REFERENCE .

If set to NONE , Access Management will not encrypt the JWTs. Obtain a list of the supported algorithms from the
provider’s .well-known  endpoint. Configure the algorithms exposed in this field using the AM advanced server property, 
openam.private.key.jwt.encryption.algorithm.whitelist.

To configure advanced server properties for all instances in the AM environment, go to Configure > Server
Defaults > Advanced in the AM admin UI.

To configure advanced server properties for a specific instance, go to Deployment > Servers > Server Name >
Advanced.

If the property you want to add or edit is already configured, click on the pencil () button to edit it. When you are
finished, click on the tick () button.

Save your changes.

Required: No.

• 

• 

• 

• 

• 

• 

• 
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JWT Encryption Method

Specifies the encryption algorithm supported by the provider that Access Management should use to encrypt the
following:

Client authentication JWTs when Client Authentication Method is set to PRIVATE_KEY_JWT .

(OpenID Connect providers only) Request JWTs when Request Parameter JWT Option is set to VALUE  or 
REFERENCE .

Use in conjunction with JWT Encryption Algorithm . Obtain a list of the supported methods from the provider’s .well-
known  endpoint.

Required: No.

Private Key JWT Expiration Time (seconds)

Specifies the amount of time, in seconds, that Access Management will cache the client authentication JWT before creating
a new one.

Caching the JWT avoids creating a new one for every client authentication. However, it may also become invalid if the
provider changes it configuration.

Required: No.

Response Mode

(OpenID Connect providers only) Specify the way the provider will return ID tokens to Access Management. Possible values
are:

DEFAULT . The provider returns the ID token as query parameters, as explained in the OpenID Connect Core 1.0
incorporating errata set 1 specification.

Most preconfigured providers use the DEFAULT  response mode.

FORM_POST . The provider returns the ID token by submitting an HTML form using the HTTP POST method, as
explained in the OAuth 2.0 Form Post Response Mode specification.

When using this response mode, add the /oauth2/client/form_post/ClientConfigName  URI to the Redirect URL,
where ClientConfigName is the name of the social identity provider client that you are configuring. For example, 
https://platform.example.com:8443/am/oauth2/client/form_post/myAppleClient .

By default, the form_post  endpoint processes the post data, encrypts it, and redirects with it back to the
authentication tree to resume authentication.

However, environments using custom login pages need to configure the Redirect after form post URL property to
redirect back to the custom login pages.

• 

• 

• 

• 

emergency_home
The /oauth2/client/form_post  does not require authentication. Protect it from denial of service
(DoS) attacks by limiting the rate at which it can take connections in your load balancer or proxy.
If you configured Access Management with AES Key Wrap encryption, you must configure the 
org.forgerock.openam.encryption.useextractandexpand  property.
For more information, refer to Use stronger encryption algorithms.

Important
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Required: Yes.

Certificate Revocation Checking Options

Specify one or more options to be used by the TLS certificate revocation checking mechanism.

The possible values are:

ONLY_END_ENTITY : Only check the revocation status of end-entity certificates.

PREFER_CRLS : Prefer certificate revocation lists (CRLs) to Online Certificate Status Protocol (OCSP).

NO_FALLBACK : Disable the fallback mechanism.

SOFT_FAIL : Allow revocation check to succeed if the revocation status cannot be determined due to a network
error.

DISABLE_REVOCATION_CHECKING : Disable all revocation checking.

Including DISABLE_REVOCATION_CHECKING  as one of the options will prevent any revocation checking. For further details of
the other options, refer to: PKIXRevocationChecker.Option.

If no options are selected, the default behavior is to enable revocation checking with SOFT_FAIL .

If the certificate does not specify any OCSP or CRL endpoints, the revocation checking will hard fail even if the SOFT_FAIL
option is enabled. In this case, an administrator could disable revocation checking.

Use custom trust store

Specifies whether a custom truststore is used to verify the server certificate of the .well-known  endpoint or JWKs URI of
an OpenID provider (OP) in a TLS handshake.

If enabled, a secret ID is dynamically generated using the alphanumeric characters of the client configuration name. For
example, a client configuration called sampleOidcConfig  results in a secret ID named 
am.services.oidc.reliant.party.sampleOidcConfig.truststore .

Note that the generated secret ID must then be mapped to an alias that exists in the realm secret store.

If this setting is not enabled, the default truststore is used to verify the server certificate.

Request Native App for UserInfo

(Apple SSO) When enabled, this flag indicates that the native app can send the user’s userinfo  in JSON format.

Apple returns the userinfo  only once, when the user first consents to send their details, and not on subsequent
authentication attempts. In addition, the user has the option not to consent to Apple sending their userinfo .

If you are progressively profiling the userinfo  with data from other social providers—usually, using a Patch Object node
--there is a risk of overwriting the user’s details with blank values when the user authenticates through Apple SSO.

To mitigate this risk, you can add a Scripted Decision node to your authentication journey to assess whether userinfo
is provided.

The normalized-profile-to-managed-user.js and normalized-profile-to-managed-user.groovy scripts set a boolean flag
( nameEmptyOrNull ) that indicates whether Apple returned the user’s firstName  and lastName .

Add a Scripted Decision node to your journey that evaluates the flag and sets the outcome accordingly; for example:

• 

• 

• 

• 

• 
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if (nodeState.get('nameEmptyOrNull')) {
  action.goTo("true");
} else {
  action.goTo("false");
}

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

if (nodeState.get('nameEmptyOrNull')) {
  action = fr.Action.goTo("true").build();
} else {
action = fr.Action.goTo("false").build();
}

You can now configure your journey to patch the userinfo  object based on the outcome of the Scripted Decision node.

If you need to progressively profile the user information on every authentication, regardless of whether the user’s first name
and last name are returned by the OIDC provider, you can use another Scripted Decision node that does the following:

If the user details aren’t present, route the userinfo  patch through a Patch Object node configured to ignore
the firstName  and lastName . (In the Ignored Fields list, add givenName  to ignore the firstName  and sn  to
ignore the lastName .)

If the user details are present, route the userinfo  patch through a Patch Object node that patches the full
object.

Learn more in First name and last name get blanked out when signing in to Advanced Identity Cloud or PingAM using
Apple social sign-on in the Knowledge Base.

Required: No.

UI Config Properties

Specifies a map of properties defined and consumed in the UI. The map affects how the identity provider’s logo will show
on the login page.

buttonImage : A relative path to an image in the End User UI.

buttonCustomStyle : Any custom CSS you wish to apply to the button outside of normal End User UI styling.

buttonClass : Adds the specified class to the identity provider button, for any additional styling you want to apply.

buttonCustomStyleHover : Adds custom styling when the cursor is hovering over the button.

Next-generation

Legacy

• 

• 

• 

• 

• 

• 
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buttonDisplayName : The name of the identity provider, which will be included either on the button or in the
button’s alt  attribute, depending on styling.

iconFontColor : Specifies the color of the icon. You can use methods supported in CSS (such as white , or 
#ffffff ).

iconClass : Adds the specified class to the identity provider icon, for any additional styling you want to apply.

iconBackground : The color for the background of the icon. You can use methods supported in CSS (such as 
white , or #ffffff ).

Required: Yes.

Transform Script

A script to convert the provider’s raw profile object into a normalized object.

Each social identity provider returns different user profile information using their own attribute names.

For example, Google’s OIDC /userinfo  endpoint returns claims, which AM stores in a rawProfile  object. The following 
google-profile-normalization.groovy  script maps the attributes of this object to AM profile attributes:

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
  field("id", rawProfile.sub),
  field("displayName", rawProfile.name),
  field("givenName", rawProfile.given_name),
  field("familyName", rawProfile.family_name),
  field("photoUrl", rawProfile.picture),
  field("email", rawProfile.email),
  field("username", rawProfile.email),
  field("locale", rawProfile.locale)))

The script returns a JSON object containing normalized attributes in the following format:

("<platformAttributeName>", rawProfile.<providerAttributeName>)

For example, id  is the platform attribute name, while rawProfile.sub  is the field received from the provider.

Even if field names are the same, such as email  and rawProfile.email , they still need to be mapped for them to be
included in the returned JSON object.

Access Management provides default scripts for other preconfigured identity providers. To view the bindings and
expected return values, find the <identity provider>-profile-normalization.*  scripts in Sample scripts.

To write your own script in Groovy or Javascript for an identity provider, go to Realms > Realm Name > Scripts, and use the
provided scripts as a reference.

When a user authenticates, the social authentication journey calls another transformation script set in the Social Provider
Handler node to convert the attributes again; this time into an identity object that AM can process.

• 

• 

• 

• 
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Required: Yes

Issuer comparison check

(OpenID Connect providers only) Determines how the expected issuer value should match the actual value of the iss
claim:

EXACT : AM performs a string comparison between the expected and actual issuer values, which must result in an
exact match.

REGEX : AM evaluates the expected issuer value as a regular expression, against which the actual value must match.

This lets social identity providers use a common issuer value for multiple tenants, which is replaced with a unique
value during the OpenID Connection authentication flow. For example, ^https://login.microsoftonline.com/
(.*)/v2.0$  is successfully matched against https://login.microsoftonline.com/tenant-d5c6a592-eec6-47f0/
v2.0 .

Authentication module properties

This page provides a reference to configuration properties for AM authentication modules.

Active Directory module properties

amster  service name: ActiveDirectoryModule

ssoadm  service name: sunAMAuthADService

Primary ActiveDirectory Server, Secondary ActiveDirectory Server

Specify the primary and secondary directory server(s).

Both properties take more than one value, allowing more than one primary or secondary remote server, respectively.

emergency_home
Social authentication nodes expect every attribute to have a value. In other words, the attributes returned by
the identity provider cannot be empty or null , or the journey will end with an error.
For example, if a user tries to log in using Google as the identity provider, but they did not configure a surname
in their account, Google returns null  as the value of the familyName  for the identity, and social
authentication fails.
Ensure all users have their social profiles configured correctly, or modify the transformation scripts so that
they don’t collect null or empty attributes.

Important

• 

• 

info
Consider the performance impact when constructing regular expressions as the comparison is
performed for each social identity provider interaction.
Also, ensure the regular expression is as specific as possible to avoid matching against incorrect issuer
values.

Note
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Directory servers generally use built-in data replication for high availability. Thus, a directory service typically consists of a
pool of replicas to which AM can connect to retrieve and update directory data. AM attempts to contact the primary
server(s) first, but if unavailable, AM attempts to contact the secondary servers.

For the current AM server, specify each directory server in the format server:port . For other AM servers in the
deployment, define each server as local_server_name | server:port . For example, if the server  is https://
openam.example.com:8443/openam , and the directory server is accessible at opendj.example.com:1636 , enter the value
as openam.example.com|opendj.example.com:1636 .

Assuming a multi-data center environment, AM determines priority within the primary and secondary remote servers as
follows:

LDAP servers that are mapped to the current AM instance have the highest priority.

For example, if you are connected to openam1.example.com  and ldap1.example.com  is mapped to that AM
instance, then AM uses ldap1.example.com .

LDAP servers that are not specifically mapped to a given AM instance have the next highest priority.

For example, if you have another LDAP server, ldap2.example.com , that is not connected to a specific AM server
and if ldap1.example.com  is unavailable, AM connects to the next highest priority LDAP server, 
ldap2.example.com .

LDAP servers that are mapped to different AM instances have the lowest priority.

For example, if ldap3.example.com  is connected to openam3.example.com  and ldap1.example.com  and 
ldap2.example.com  are unavailable, then openam1.example.com  connects to ldap3.example.com .

ssoadm  attributes are: primary is iplanet-am-auth-ldap-server ; secondary is iplanet-am-auth-ldap-server2 .

DN to Start User Search

Specifies the base DN from which AM searches for users to authenticate.

LDAP data is organized hierarchically, similar to a file system on Windows or UNIX. More specific DNs likely result in better
performance. When configuring the module for a particular part of the organization, you can start searches from a specific
organizational unit, such as OU=sales,DC=example,DC=com .

If multiple entries exist with identical search attribute values, ensure this value is specific enough to return a single entry.

amster  attribute: userSearchStartDN

ssoadm  attribute: iplanet-am-auth-ldap-base-dn

Bind User DN, Bind User Password

Specify the user and password of the administration account used for authentication to the directory server.

If AM stores attributes in the directory, for example, to manage account lockout, or if the directory requires that AM
authenticate in order to read users' attributes, then AM needs the DN and password to authenticate to the directory.

Make sure that the password is correct before you logout. If it is incorrect, you will be locked out and you will need to log
in with the superuser DN. By default, this is uid=amAdmin,ou=People,AM-deploy-base , where AM-deploy-base  was set
during AM configuration.

amster  attributes: userBindDN  and userBindPassword

• 

• 

• 
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ssoadm  attributes: iplanet-am-auth-ldap-bind-dn  and iplanet-am-auth-ldap-bind-passwd

Attribute Used to Retrieve User Profile

LDAP uses this attribute to search for the profile of an authenticated user. Usually, this is the same attribute used to find
the user account, such as the value set as the uid  in AM. For example, where the attribute is set to mail , the LDAP
module searches CN=Users,DC=example,DC=com  with a filter "(MAIL=bjensen@example.com)" , and the directory returns
the user profile that matches MAIL=bjensen@example.com .

The attribute is only used if User Profile is set to Required  and Return User DN to DataStore  is not enabled.

amster  attribute: userProfileRetrievalAttribute

ssoadm  attribute: iplanet-am-auth-ldap-user-naming-attribute

Attributes Used to Search for a User to be Authenticated

The attributes specified in this list define the LDAP search filter. Multiple attribute values mean the user can authenticate
with any one of the values. For example, if you have both uid  and mail , then Barbara Jensen can authenticate with
either bjensen  or bjensen@example.com .

amster  attribute: userSearchAttributes

ssoadm  attribute: iplanet-am-auth-ldap-user-search-attributes

User Search Filter

The User Search Filter text box provides a more complex filter. For example, if you search using mail  and add the User
Search Filter (objectClass=inetOrgPerson) , then AM uses the resulting search filter (&(mail=address)
(objectClass=inetOrgPerson)) , where address is the mail address provided by the user.

amster  attribute: userSearchAttributes

ssoadm  attribute: iplanet-am-auth-ldap-search-filter

Search Scope

This attribute defines the level of directory that will be searched for a matching profile. You can set the search to run at a
high level or against a specific area:

OBJECT searches only for the entry specified as the 'DN to Start User Search'.

ONELEVEL searches only the entries that are direct children of that object.

SUBTREE searches the entry specified and all entries at levels below.

ssoadm  attribute: iplanet-am-auth-ldap-search-scope

LDAP Connection Mode

If you want to initiate secure communications to data stores using SSL or StartTLS, AM must be able to trust the server’s
certificates, either because the certificates were signed by a CA whose certificate is already included in the trust store used
by the container where AM runs, or because you imported the certificates into the trust store.

To let users change passwords through AM, Active Directory requires that you connect over SSL. The default LDAP port is
389. If you are connecting to Active Directory over SSL, the default LDAPS port is 636.

• 

• 

• 
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For SSL or TLS security, enable the SSL/TLS Access to Active Directory Server property.

ssoadm  attribute: openam-auth-ldap-connection-mode

Possible values: LDAP , LDAPS , and StartTLS

Return User DN to DataStore

If User Profile is set to Required , this attribute determines whether the DN or the username is returned as the
authentication principal.

When enabled, the module returns the DN rather than the User ID or the value set in Attribute Used to Retrieve User
Profile . The returned value is then used to make the request to retrieve the profile attributes from the user store.

amster  attribute: returnUserDN

ssoadm  attribute: iplanet-am-auth-ldap-return-user-dn

User Creation Attributes

This list of attributes defines the mapping of internal attribute names to external attribute names for dynamic profile
creation. The attributes retrieved from the user’s authenticated profile are mapped against the values that will be
provisioned into their matching account in the data store. This list does not include uid  mappings.

The format of the list is internal_attr1|external_attr1 .

amster  attribute: profileAttributeMappings

ssoadm  attribute: iplanet-am-ldap-user-creation-attr-list

Trust All Server Certificates

When enabled, the module trusts all server certificates, including self-signed certificates.

amster  attribute: trustAllServerCertificates

ssoadm  attribute: iplanet-am-auth-ldap-ssl-trust-all

LDAP Connection Heartbeat Interval

Specifies how often AM should send a heartbeat request to the directory server to ensure that the connection does not
remain idle. Some network administrators configure firewalls and load balancers to drop connections that are idle for too
long. You can turn this off by setting the value to 0. To set the units for the interval, use LDAP Connection Heartbeat Time
Unit.

Default: 1

amster  attribute: connectionHeartbeatInterval

ssoadm  attribute: openam-auth-ldap-heartbeat-interval

LDAP Connection Heartbeat Time Unit

Specifies the time unit corresponding to LDAP Connection Heartbeat Interval. Possible values are SECONDS , MINUTES , and 
HOURS .

amster  attribute: connectionHeartbeatTimeUnit
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ssoadm  attribute: openam-auth-ldap-heartbeat-timeunit

LDAP operations timeout

Defines the timeout, in seconds, that AM should wait for a response from the directory server.

Default: 0 (means no timeout)

amster  attribute: operationTimeout

ssoadm  attribute: openam-auth-ldap-operation-timeout

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-ldap-auth-level

Stop LDAP Binds after in-memory lockout

If enabled, prevent AM from sending further bind requests to the LDAP Server when the user is locked out through a
duration lockout.

amster  attribute: stopLdapbindAfterInmemoryLockedEnabled

ssoadm  attribute: openam-auth-stop-ldap-bind-after-inmemory-locked-enabled

Adaptive Risk authentication module properties

amster  service name: AdaptiveRiskModule

ssoadm  service name: sunAMAuthAdaptiveService

General

The following properties are available under the General tab:

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: openam-auth-adaptive-auth-level

Risk Threshold

Sets the risk threshold score. If the sum of the scores is greater than the threshold, the Adaptive Risk module fails.

Default: 1

amster  attribute: riskThreshold
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ssoadm  attribute: openam-auth-adaptive-auth-threshold

Failed Authentications

The following properties are available under the Failed Authentications tab:

Failed Authentication Check

When enabled, checks the user profile for authentication failures since the last successful login. This check therefore
requires AM to have access to the user profile, and Account Lockout to be enabled (otherwise, AM does not record
authentication failures).

amster  attribute: failedAuthenticationCheckEnabled

ssoadm  attribute: openam-auth-adaptive-failure-check

Score

Sets the value to add to the total score if the user fails the Failed Authentication Check. Default: 1

amster  attribute: failureScore

ssoadm  attribute: openam-auth-adaptive-failure-score

Invert Result

When enabled, adds the score to the total score if the user passes the Failed Authentication Check.

amster  attribute: invertFailureScore

ssoadm  attribute: openam-auth-adaptive-failure-invert

IP Address Range

The following properties are available under the IP Address Range tab:

IP Range Check

When enabled, checks whether the client IP address is within one of the specified IP Ranges.

amster  attribute: ipRangeCheckEnabled

ssoadm  attribute: openam-auth-adaptive-ip-range-check

IP Range

For IPv4, specifies a list of IP ranges either in CIDR-style notation ( x.x.x.x/YY ) or as a range from one address to another
( x.x.x.x-y.y.y.y , meaning from x.x.x.x to y.y.y.y).

For IPv6, specifies a list of IP ranges either in CIDR-style notation ( X:X:X:X:X:X:X:X/YY ) or as a range from one address to
another ( X:X:X:X:X:X:X:X-Y:Y:Y:Y:Y:Y:Y:Y , meaning from X:X:X:X:X:X:X:X to Y:Y:Y:Y:Y:Y:Y:Y).

amster  attribute: ipRange

ssoadm  attribute: openam-auth-adaptive-ip-range-range
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Score

Sets the value to add to the total score if the user fails the IP Range Check.

amster  attribute: ipRangeScore

ssoadm  attribute: openam-auth-adaptive-ip-range-score

Invert Result

When enabled, adds the Score to the total score if the user passes the IP Range Check.

amster  attribute: invertIPRangeScoreEnabled

ssoadm  attribute: openam-auth-adaptive-ip-range-invert

IP Address History

The following properties are available under the IP Address History tab:

IP History Check

When enabled, checks whether the client IP address matches one of the known values stored on the profile attribute you
specify. This check therefore requires that AM have access to the user profile.

amster  attribute: ipHistoryCheckEnabled

ssoadm  attribute: openam-auth-adaptive-ip-history-check

History size

Specifies how many IP address values to retain on the profile attribute you specify.

Default: 5

amster  attribute: ipHistoryCount

ssoadm  attribute: openam-auth-ip-adaptive-history-count

Profile Attribute Name

Specifies the name of the user profile attribute in which to store known IP addresses. Ensure the specified attribute exists
in your user data store; the iphistory  attribute does not exist by default, and it is not created when performing AM
schema updates.

Default: iphistory

amster  attribute: ipHistoryProfileAttribute

ssoadm  attribute: openam-auth-adaptive-ip-history-attribute

Save Successful IP Address

When enabled, saves new client IP addresses to the known IP address list following successful authentication.

amster  attribute: saveSuccessfulIP
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ssoadm  attribute: openam-auth-adaptive-ip-history-save

Score

Sets the value to add to the total score if the user fails the IP History Check.

Default: 1

amster  attribute: ipHistoryScore

ssoadm  attribute: openam-auth-adaptive-ip-history-score

Invert Result

When enabled, adds the Score to the total score if the user passes the IP History Check.

amster  attribute: invertIPHistoryScore

ssoadm  attribute: openam-auth-adaptive-ip-history-invert

Known Cookie

The following properties are available under the Known Cookie tab:

Cookie Value Check

When enabled, checks whether the client browser request has the specified cookie and optional cookie value.

amster  attribute: knownCookieCheckEnabled

ssoadm  attribute: openam-auth-adaptive-known-cookie-check

Cookie Name

Specifies the name of the cookie for which AM checks when you enable the Cookie Value Check.

amster  attribute: knownCookieName

ssoadm  attribute: openam-auth-adaptive-known-cookie-name

Cookie Value

Specifies the value of the cookie for which AM checks. If no value is specified, AM does not check the cookie value.

amster  attribute: knownCookieValue

ssoadm  attribute: openam-auth-adaptive-known-cookie-value

Save Cookie Value on Successful Login

When enabled, saves the cookie as specified in the client’s browser following successful authentication. If no Cookie Value
is specified, the value is set to 1.

amster  attribute: createKnownCookieOnSuccessfulLogin

ssoadm  attribute: openam-auth-adaptive-known-cookie-save
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Score

Sets the value to add to the total score if user passes the Cookie Value Check.

Default: 1

amster  attribute: knownCookieScore

ssoadm  attribute: openam-auth-adaptive-known-cookie-score

Invert Result

When enabled, adds the Score to the total score if the user passes the Cookie Value Check.

amster  attribute: invertKnownCookieScore

ssoadm  attribute: openam-auth-adaptive-known-cookie-invert

Device Cookie

The following properties are available under the Device Cookie tab:

Device Registration Cookie Check

When enabled, the cookie check passes if the client request contains the cookie specified in Cookie Name.

amster  attribute: deviceCookieCheckEnabled

ssoadm  attribute: openam-auth-adaptive-device-cookie-check

Cookie Name

Specifies the name of the cookie for the Device Registration Cookie Check.

Default: Device

amster  attribute: deviceCookieName

ssoadm  attribute: openam-auth-adaptive-device-cookie-name

Save Device Registration on Successful Login

When enabled, saves the specified cookie with a hashed device identifier value in the client’s browser following successful
authentication.

amster  attribute: saveDeviceCookieValueOnSuccessfulLogin

ssoadm  attribute: openam-auth-adaptive-device-cookie-save

Score

Sets the value to add to the total score if the user fails the Device Registration Cookie Check.

Default: 1

amster  attribute: deviceCookieScore
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ssoadm  attribute: openam-auth-adaptive-device-cookie-score

Invert Result

When enabled, adds the Score to the total score if the user passes the Device Registration Cookie Check.

amster  attribute: invertDeviceCookieScore

ssoadm  attribute: openam-auth-adaptive-device-cookie-invert

Time Since Last Login

The following properties are available under the Time Since Last Login tab:

Time since Last login Check

When enabled, checks whether the client browser request has the specified cookie that holds the encrypted last login
time, and check that the last login time is more recent than a maximum number of days you specify.

amster  attribute: timeSinceLastLoginCheckEnabled

ssoadm  attribute: openam-auth-adaptive-time-since-last-login-check

Cookie Name

Specifies the name of the cookie holding the encrypted last login time value.

amster  attribute: timeSinceLastLoginCookieName

ssoadm  attribute: openam-auth-adaptive-time-since-last-login-cookie-name

Max Time since Last login

Specifies a threshold age of the last login time in days. If the client’s last login time is more recent than the number of days
specified, then the client successfully passes the check.

amster  attribute: maxTimeSinceLastLogin

ssoadm  attribute: openam-auth-adaptive-time-since-last-login-value

Save time of Successful Login

When enabled, saves the specified cookie with the current time encrypted as the last login value in the client’s browser
following successful authentication.

amster  attribute: saveLastLoginTimeOnSuccessfulLogin

ssoadm  attribute: openam-auth-adaptive-time-since-last-login-save

Score

Sets the value to add to the total score if the user fails the Time Since Last Login Check.

Default: 1

amster  attribute: timeSinceLastLoginScore
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ssoadm  attribute: openam-auth-adaptive-time-since-last-login-score

Invert Result

When enabled, adds the Score to the total score if the user passes the Time Since Last Login Check.

amster  attribute: invertTimeSinceLastLoginScore

ssoadm  attribute: openam-auth-adaptive-time-since-last-login-invert

Profile Attribute

The following properties are available under the Profile Attribute tab:

Profile Risk Attribute check

When enabled, checks whether the user profile contains the specified attribute and value.

amster  attribute: profileRiskAttributeCheckEnabled

ssoadm  attribute: openam-auth-adaptive-risk-attribute-check

Attribute Name

Specifies the attribute to check on the user profile for the specified value.

amster  attribute: profileRiskAttributeName

ssoadm  attribute: openam-auth-adaptive-risk-attribute-name

Attribute Value

Specifies the value to match on the profile attribute. If the attribute is multi-valued, a single match is sufficient to pass the
check.

amster  attribute: profileRiskAttributeValue

ssoadm  attribute: openam-auth-adaptive-risk-attribute-value

Score

Sets the value to add to the total score if the user fails the Profile Risk Attribute Check.

Default: 1

amster  attribute: profileRiskAttributeScore

ssoadm  attribute: openam-auth-adaptive-risk-attribute-score

Invert Result

When enabled, adds the Score to the total score if the user passes the Profile Risk Attribute Check.

amster  attribute: invertProfileRiskAttributeScore

ssoadm  attribute: openam-auth-adaptive-risk-attribute-invert
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Geo Location

The following properties are available under the Geo Location tab:

Geolocation Country Code Check

When enabled, checks whether the client IP address location matches a country specified in the Valid Country Codes list.

ssoadm  attribute: forgerock-am-auth-adaptive-geo-location-check

Geolocation Database Location

Path to GeoIP data file used to convert IP addresses to country locations. The geolocation database is not packaged with
AM. You can download the GeoIP Country database from MaxMind. Use the binary .mmdb  file format, rather
than .csv . You can use the GeoLite Country database for testing.

amster  attribute: geolocationDatabaseLocation

ssoadm  attribute: openam-auth-adaptive-geo-location-database

Valid Country Codes

Specifies the list of country codes to match. Use |  to separate multiple values.

ssoadm  attribute: openam-auth-adaptive-geo-location-values .

Score

Value to add to the total score if the user fails the Geolocation Country Code Check.

Default: 1

amster  attribute: geolocationScore

ssoadm  attribute: openam-auth-adaptive-geo-location-score

Invert Result

When enabled, adds the Score to the total score if the user passes the Geolocation Country Code Check.

amster  attribute: invertGeolocationScore

ssoadm  attribute: openam-auth-adaptive-geo-location-invert

Request Header

The following properties are available under the Request Header tab:

Request Header Check

When enabled, checks whether the client browser request has the specified header with the correct value.

amster  attribute: requestHeaderCheckEnabled

ssoadm  attribute: openam-auth-adaptive-req-header-check
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Request Header Name

Specifies the name of the request header for the Request Header Check.

amster  attribute: requestHeaderName

ssoadm  attribute: openam-auth-adaptive-req-header-name

Request Header Value

Specifies the value of the request header for the Request Header Check.

amster  attribute: requestHeaderValue

ssoadm  attribute: openam-auth-adaptive-req-header-value

Score

Value to add to the total score if the user fails the Request Header Check.

Default: 1

amster  attribute: requestHeaderScore

ssoadm  attribute: openam-auth-adaptive-req-header-score

Invert Result

When enabled, adds the Score to the total score if the user passes the Request Header Check.

amster  attribute: invertRequestHeaderScore

ssoadm  attribute: openam-auth-adaptive-req-header-invert

Amster authentication module properties

amster  service name: AmsterModule

ssoadm  service name: iPlanetAMAuthAmsterService

Authorized Keys

Specifies the location of the authorized_keys  file that contains the private and public keys used to validate remote 
amster  client connections.

The default location for the authorized_keys  file is the /path/to/openam/security/keys/amster/  directory. Its content
is similar to an OpenSSH authorized_keys  file.

amster  attribute: forgerock-am-auth-amster-authorized-keys

Enabled

When enabled, allows amster  clients to authenticate using PKI. When disabled, allows amster  clients to authenticate
using interactive login only.

amster  attribute: forgerock-am-auth-amster-enabled
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Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: forgerock-am-auth-amster-auth-level

Anonymous authentication module properties

amster  service name: AnonymousModule

ssoadm  service name: iPlanetAMAuthAnonymousService

Valid Anonymous Users

Specifies the list of valid anonymous user IDs that can log in without submitting a password.

amster  attribute: validAnonymousUsers

ssoadm  attribute: iplanet-am-auth-anonymous-users-list

When a user accesses the default module instance login URL, the module prompts the user to enter a valid anonymous
user name.

The default module instance login URL is defined as follows:

protocol://hostname:port/deploy_URI/XUI/?module=Anonymous&org=org_name#login

Default Anonymous User Name

Specifies the user ID assigned by the module if the Valid Anonymous Users list is empty. The default value is anonymous .
Note that the anonymous user must be defined in the realm, and its user status must be Active .

amster  attribute: defaultAnonymousUsername

ssoadm  attribute: iplanet-am-auth-anonymous-default-user-name

Case Sensitive User IDs

When enabled, determines whether case matters for anonymous user IDs.

amster  attribute: caseSensitiveUsernameMatchingEnabled

ssoadm  attribute: iplanet-am-auth-anonymous-case-sensitive

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
(default) to any positive integer and is set for each authentication method. The higher number corresponds to a higher
level of authentication. If you configured your authentication levels from a 0 to 5 scale, then an authentication level of 5
will require the highest level of authentication.

After a user has authenticated, AM stores the authentication level in the session token. When the user attempts to access
a protected resource, the token is presented to the application. The application uses the token’s value to determine if the
user has the correct authentication level required to access the resource. If the user does not have the required
authentication level, the application can prompt the user to authenticate with a higher authentication level.
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amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-anonymous-auth-level

Certificate authentication module properties

amster  service name: CertificateModule

ssoadm  service name: iPlanetAMAuthCertService

Match Certificate in LDAP

When enabled, AM searches for a match for the user’s certificate in the LDAP directory. If a match is found and not
revoked according to a CRL or OCSP validation, then authentication succeeds.

amster  attribute: matchCertificateInLdap

ssoadm  attribute: iplanet-am-auth-cert-check-cert-in-ldap

Subject DN Attribute Used to Search LDAP for Certificates

Indicates which attribute and value in the certificate Subject DN is used to find the LDAP entry holding the certificate.

Default: CN

amster  attribute: ldapCertificateAttribute

ssoadm  attribute: iplanet-am-auth-cert-attr-check-ldap

Match Certificate to CRL

When enabled, AM checks whether the certificate has been revoked according to a CRL in the LDAP directory.

amster  attribute: matchCertificateToCRL

ssoadm  attribute: iplanet-am-auth-cert-check-crl

Issuer DN Attribute Used to Search LDAP for CRLs

Indicates which attribute and value in the certificate Issuer DN is used to find the CRL in the LDAP directory.

Default: CN

If only one attribute is specified, the LDAP search filter used to find the CRL based on the Subject DN of the CA certificate is 
(attr-name=attr-value-in-subject-DN) .

For example, if the subject DN of the issuer certificate is C=US, CN=Some CA, serialNumber=123456 , and the attribute
specified is CN , then the LDAP search filter used to find the CRL is (CN=Some CA) .

In order to distinguish among different CRLs for the same CA issuer, specify multiple attributes separated by commas ( , )
in the same order they occur in the subject DN. When multiple attribute names are provided in a comma-separated list,
the LDAP search filter used is (cn=attr1=attr1-value-in-subject-DN,attr2=attr2-value-in-subject-DN,…
,attrN=attrN-value-in-subject-DN) .

For example, if the subject DN of the issuer certificate is C=US, CN=Some CA, serialNumber=123456 , and the attributes
specified are CN,serialNumber , then the LDAP search filter used to find the CRL is (cn=CN=Some
CA,serialNumber=123456) .
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amster  attribute: crlMatchingCertificateAttribute

ssoadm  attribute: iplanet-am-auth-cert-attr-check-crl

HTTP Parameters for CRL Update

Specifies parameters to be included in any HTTP CRL call to the CA that issued the certificate.

This property supports key pairs of values separated by commas, for example, param1=value1,param2=value2 .

If the client or CA contains the Issuing Distribution Point Extension, AM uses this information to retrieve the CRL from the
distribution point.

amster  attribute: crlHttpParameters

ssoadm  attribute: iplanet-am-auth-cert-param-get-crl

Match CA Certificate to CRL

When enabled, AM checks the CRL against the CA certificate to ensure it has not been compromised.

amster  attribute: matchCACertificateToCRL

ssoadm  attribute: sunAMValidateCACert

Cache CRLs in memory

(LDAP distribution points only) When enabled, AM caches CRLs.

amster  attribute: cacheCRLsInMemory

ssoadm  attribute: openam-am-auth-cert-attr-cache-crl

Update CA CRLs from CRLDistributionPoint

When enabled, AM updates the CRLs stored in the LDAP directory store.

amster  attribute: updateCRLsFromDistributionPoint

ssoadm  attribute: openam-am-auth-cert-update-crl

OCSP Validation

When enabled, AM checks the revocation status of certificates using the Online Certificate Status Protocol (OCSP).

You must configure OSCP for AM under Configure > Server Defaults or Deployment > Servers > Server Name > Security.

amster  attribute: ocspValidationEnabled

ssoadm  attribute: iplanet-am-auth-cert-check-ocsp

LDAP Server Where Certificates are Stored

Identifies the LDAP server that holds users; certificates. The property has the format ldap-server:port , for example, 
ldap1.example.com:636 . To configure a secure connection, enable the Use SSL/TLS for LDAP Access property.
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AM servers can be associated with LDAP servers by writing multiple chains with the format openam_server|ldap-
server:port , for example, openam.example.com|ldap1.example.com:636 .

amster  attribute: certificateLdapServers

ssoadm  attribute: iplanet-am-auth-cert-ldap-provider-url

LDAP Search Start or Base DN

Valid base DN for the LDAP search, such as dc=example,dc=com . To associate AM servers with§ different search base DNs,
use the format openam_server|base_dn , for example, openam.example.com|dc=example,dc=com openam1.test.com|
dc=test,dc=com .`

amster  attribute: ldapSearchStartDN

ssoadm  attribute: iplanet-am-auth-cert-start-search-loc

LDAP Server Authentication User, LDAP Server Authentication Password

If AM stores attributes in the LDAP directory, for example to manage account lockout, or if the LDAP directory requires
that AM authenticate in order to read users' attributes, then AM needs the DN and password to authenticate to the LDAP
directory.

ssoadm  attributes: iplanet-am-auth-cert-principal-user , and iplanet-am-auth-cert-principal-passwd

Use SSL/TLS for LDAP Access

If you use SSL/TLS for LDAP access, AM must be able to trust the LDAP server certificate.

amster  attribute: sslEnabled

ssoadm  attribute: iplanet-am-auth-cert-use-ssl

Certificate Field Used to Access User Profile

If the user profile is in a different entry from the user certificate, then this can be different from subject DN attribute used
to find the entry with the certificate. When you select other, provide an attribute name in the Other Certificate Field Used
to Access User Profile text box.

amster  attribute: certificateAttributeToProfileMapping

ssoadm  attribute: iplanet-am-auth-cert-user-profile-mapper

Valid values: subject DN , subject CN , subject UID , email address , other , and none .

Other Certificate Field Used to Access User Profile

This field is only used if the Certificate Field Used to Access User Profile attribute is set to other. This field allows a custom
certificate field to be used as the basis of the user search.

amster  attribute: otherCertificateAttributeToProfileMapping

ssoadm  attribute: iplanet-am-auth-cert-user-profile-mapper-other
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SubjectAltNameExt Value Type to Access User Profile

Specifies how to look up the user profile:

Let the property default to none  to give preference to the Certificate Field Used to Access User Profile or Other
Certificate Field Used to Access User Profile attributes when looking up the user profile.

Select RFC822Name  if you want AM to look up the user profile from an RFC 822 style name.

Select UPN  if you want AM to look up the user profile as the User Principal Name attribute used in Active Directory.

amster  attribute: certificateAttributeProfileMappingExtension

ssoadm  attribute: iplanet-am-auth-cert-user-profile-mapper-ext

Trusted Remote Hosts

Defines a list of hosts trusted to send certificates to AM, such as load balancers doing SSL termination.

Valid values are none , any , and IP_ADDR , where IP_ADDR  is one or more IP addresses of trusted hosts that can send
client certificates to AM.

amster  attribute: trustedRemoteHosts

ssoadm  attribute: iplanet-am-auth-cert-gw-cert-auth-enabled

HTTP Header Name for Client Certificates

Specifies the name of the HTTP request header containing the certificate, which can be in one of the following formats:

Raw PEM-encoded.

PEM-encoded first, and then URL-encoded.

If Trusted Remote Hosts is set to any  or specifies the IP address of the trusted host (for example, an SSL-terminated load
balancer) that can supply client certificates to AM, the administrator must specify the header name in this attribute.

amster  attribute: clientCertificateHttpHeaderName

ssoadm  attribute: sunAMHttpParamName

Use only Certificate from HTTP request header

When enabled, AM always uses the client certificate from the HTTP header rather than the certificate the servlet container
receives during the SSL handshake.

Default: false

ssoadm  attribute: iplanet-am-auth-cert-gw-cert-preferred

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

• 

• 

• 

• 

• 
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ssoadm  attribute: iplanet-am-auth-cert-auth-level

Data Store authentication module properties

amster  service name: DataStoreModule

ssoadm  service name: sunAMAuthDataStoreService

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: sunAMAuthDataStoreAuthLevel

Device ID (Match) authentication module properties

amster  service name: DeviceIdMatchModule

ssoadm  service name: iPlanetAMAuthDeviceIdMatchService

Client-Side Script Enabled

Enable Device ID (Match) to send JavaScript in an authentication page to the device to collect data about the device by a
self-submitting form.

amster  attribute: clientScriptEnabled

ssoadm  attribute: iplanet-am-auth-scripted-client-script-enabled

Client-Side Script, Server-Side Script

Specify the client-side and server-side Javascript scripts to use with the Device Id (Match) module.

To view and modify the contents of the scripts, go to Realms > Realm Name > Scripts and select the name of the script.

If you change the client-side script, you must make a corresponding change in the server-side script to account for the
specific addition or removal of an element.

ssoadm  attribute: iplanet-am-auth-scripted-client-script  and iplanet-am-auth-scripted-server-script

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-scripted-auth-level

Device ID (Save) authentication module properties

amster  service name: DeviceIdSaveModule
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ssoadm  service name: iPlanetAMAuthDeviceIdSaveService

Automatically store new profiles

When enabled, AM assumes user consent to store new profiles. After successful HOTP confirmation, AM stores the new
profile automatically.

amster  attribute: autoStoreProfiles

ssoadm  attribute: iplanet-am-auth-device-id-save-auto-store-profile

Maximum stored profile quantity

Sets the maximum number of stored profiles on the user’s record.

amster  attribute: maxProfilesAllowed

ssoadm  attribute: iplanet-am-auth-device-id-save-max-profiles-allowed

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-device-id-save-auth-level

Federation authentication module properties

amster  service name: FederationModule

ssoadm  service name: sunAMAuthFederationService

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: sunAMAuthFederationAuthLevel

ForgeRock Authenticator (OATH) authentication module properties

amster  service name: AuthenticatorOathModule

ssoadm  service name: iPlanetAMAuthAuthenticatorOATHService

Also refer to Differences between authentication modules that support HOTP.

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

ssoadm  attribute: iplanet-am-auth-fr-oath-auth-level
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One-Time Password Length

Sets the length of the OTP to six digits or longer. The default value is six.

amster  attribute: passwordLength

ssoadm  attribute: iplanet-am-auth-fr-oath-password-length

Minimum Secret Key Length

The minimum number of hexadecimal characters allowed for the secret key.

amster  attribute: minimumSecretKeyLength

ssoadm  attribute: iplanet-am-auth-fr-oath-min-secret-key-length

OATH Algorithm to Use

Select whether to use HOTP or TOTP. You can create an authentication chain to allow for a greater variety of devices. The
default value is HOTP.

amster  attribute: oathAlgorithm

ssoadm  attribute: iplanet-am-auth-fr-oath-algorithm

HOTP Window Size

The window that the OTP device and the server counter can be out of sync. For example, if the window size is 100 and the
server’s last successful login was at counter value 2, then the server will accept an OTP from device counter 3 to 102. The
default value is 100.

amster  attribute: hotpWindowSize

ssoadm  attribute: iplanet-am-auth-fr-oath-hotp-window-size

Add Checksum Digit

Adds a checksum digit at the end of the HOTP password to verify the OTP was generated correctly. This is in addition to
the actual password length. Set this only if your device supports it. The default value is No.

amster  attribute: addChecksumToOtpEnabled

ssoadm  attribute: iplanet-am-auth-fr-oath-add-checksum

Truncation Offset

Advanced feature that is device-specific. Let this value default unless you know your device uses a truncation offset. The
default value is -1.

amster  attribute: truncationOffset

ssoadm  attribute: iplanet-am-auth-fr-oath-truncation-offset

TOTP Time Step Interval

The time interval for which an OTP is valid. For example, if the time step interval is 30 seconds, a new OTP will be
generated every 30 seconds, and an OTP will be valid for 30 seconds. The default value is 30 seconds.
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amster  attribute: totpTimeStepInterval

ssoadm  attribute: iplanet-am-auth-fr-oath-size-of-time-step

TOTP Time Steps

The number of time step intervals that the system and the device can be off before password resynchronization is
required. For example, if the number of TOTP time steps is 2 and the TOTP time step interval is 30 seconds, the server will
allow an 89 second clock skew between the client and the server—two 30 second steps plus 29 seconds for the interval in
which the OTP arrived. The default value is 2.

amster  attribute: totpTimeStepsInWindow

ssoadm  attribute: iplanet-am-auth-fr-oath-steps-in-window

One Time Password Max Retry

The number of times entry of the OTP may be attempted. Minimum is 1, maximum is 10.

Default: 3

amster  attribute: oathOtpMaxRetry

ssoadm  attribute: forgerock-oath-max-retry

Maximum Allowed Clock Drift

The maximum acceptable clock skew before authentication fails. When this value is exceeded, the user must re-register
the device.

amster  attribute: totpMaximumClockDrift

ssoadm  attribute: openam-auth-fr-oath-maximum-clock-drift

Name of the Issuer

A value that appears as an identifier on the user’s device. Common choices are a company name, a web site, or an AM
realm.

amster  attribute: oathIssuerName

ssoadm  attribute: openam-auth-fr-oath-issuer-name

ForgeRock Authenticator (Push) authentication module properties

amster  service name: AuthenticatorPushModule

ssoadm  service name: iPlanetAMAuthAuthenticatorPushService

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: forgerock-am-auth-authenticatorpush-auth-level
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Return Message Timeout (ms)

The period of time (in milliseconds) within which a push notification should be replied to.

Default: 120000

amster  attribute: timeoutInMilliSecconds

ssoadm  attribute: forgerock-am-auth-push-message-response-timeout

Login Message

Text content of the push message, which is used for the notification displayed on the registered device. The following
variables can be used in the message:

{{user}}

Replaced with the username value of the account registered in the ForgeRock Authenticator app, for example 
Demo.

{{issuer}}

Replaced with the issuer value of the account registered in the ForgeRock Authenticator app, for example 
ForgeRock.

Default: Login attempt from {{user}} at {{issuer}}

amster  attribute: pushMessage

ssoadm  attribute: forgerock-am-auth-push-message

ForgeRock Authenticator (Push) registration authentication module properties

amster  service name: AuthenticatorPushRegistrationModule

ssoadm  service name: iPlanetAMAuthAuthenticatorPushRegistrationService

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: forgerock-am-auth-push-reg-auth-level

Issuer Name

A value that appears as an identifier on the user’s device. Common choices are a company name, a web site, or an AM
realm.

amster  attribute: issuer

ssoadm  attribute: forgerock-am-auth-push-reg-issuer
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Registration Response Timeout (ms)

The period of time (in milliseconds) to wait for a response to the registration QR code. If no response is received during
this time the QR code times out and the registration process fails.

Default: 120000

amster  attribute: timeoutInMilliSecconds

ssoadm  attribute: forgerock-am-auth-push-message-registration-response-timeout

Background Color

The background color in hex notation to display behind the issuer’s logo within the ForgeRock Authenticator app.

Default: #519387

amster  attribute: bgcolour

ssoadm  attribute: forgerock-am-auth-hex-bgcolour

Image URL

The location of an image to download and display as the issuer’s logo within the ForgeRock Authenticator app.

amster  attribute: imgUrl

ssoadm  attribute: forgerock-am-auth-img-url

App Store App URL

URL of the app to download on the App Store.

Default: https://itunes.apple.com/app/forgerock-authenticator/id1038442926  (the ForgeRock Authenticator app)

amster  attribute: appleLink

ssoadm  attribute: forgerock-am-auth-apple-link

Google Play URL

URL of the app to download on Google Play.

Default: https://play.google.com/store/apps/details?id=com.forgerock.authenticator  (the ForgeRock
Authenticator app)

amster  attribute: googleLink

ssoadm  attribute: forgerock-am-auth-google-link

HOTP authentication module properties

amster  service name: HotpModule

ssoadm  service name: sunAMAuthHOTPService
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Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: sunAMAuthHOTPAuthLevel

SMS Gateway Implementation Class

Specifies the class the HOTP module uses to send SMS or email messages. Specify a class that implements the 
com.sun.identity.authentication.modules.hotp.SMSGateway  interface to customize the SMS gateway implementation.

amster  attribute: smsGatewayClass

ssoadm  attribute: sunAMAuthHOTPSMSGatewayImplClassName

Mail Server Host Name

Specifies the hostname of the mail server supporting SMTP for electronic mail.

amster  attribute: smtpHostname

ssoadm  attribute: sunAMAuthHOTPSMTPHostName

Mail Server Host Port

Specifies the outgoing mail server port. The default port is 25, 465 (when connecting over SSL), or 587 (for StartTLS).

amster  attribute: smtpHostPort

ssoadm  attribute: sunAMAuthHOTPSMTPHostPort

Mail Server Authentication Username

Specifies the username for AM to connect to the mail server.

amster  attribute: smtpUsername

ssoadm  attribute: sunAMAuthHOTPSMTPUserName

Mail Server Authentication Password

Specifies the password for AM to connect to the mail server.

amster  attribute: smtpUserPassword

ssoadm  attribute: sunAMAuthHOTPSMTPUserPassword

Mail Server Secure Connection

Specifies whether to connect to the mail server securely. If enabled, AM must be able to trust the server certificate.

The possible values for this property are:
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SSL

Non SSL

Start TLS

amster  attribute: smtpSslEnabled

ssoadm  attribute: sunAMAuthHOTPSMTPSSLEnabled

Email From Address

Specifies the From:  address when sending a one-time password by mail.

amster  attribute: smtpFromAddress

ssoadm  attribute: sunAMAuthHOTPSMTPFromAddress

One-Time Password Validity Length (in minutes)

Specifies the amount of time, in minutes, the one-time passwords are valid after they are generated. The default is 5
minutes.

amster  attribute: otpValidityDuration

ssoadm  attribute: sunAMAuthHOTPPasswordValidityDuration

One-Time Password Length

Sets the length of one-time passwords.

amster  attribute: otpLength

ssoadm  attribute: sunAMAuthHOTPPasswordLength

Valid values: 6  and 8 .

One Time Password Max Retry

The number of times entry of the OTP may be attempted. Minimum is 1, maximum is 10.

Default: 3

amster  attribute: oathOtpMaxRetry

ssoadm  attribute: forgerock-oath-max-retry

One-Time Password Delivery

Specifies whether to send the one-time password by SMS, by mail, or both.

amster  attribute: otpDeliveryMethod

ssoadm  attribute: sunAMAuthHOTPasswordDelivery

Valid values: SMS , E-mail , and SMS and E-mail .
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Mobile Phone Number Attribute Name

Provides the attribute name used for the text message. The default value is telephoneNumber .

amster  attribute: userProfileTelephoneAttribute

ssoadm  attribute: openamTelephoneAttribute

Mobile Carrier Attribute Name

Specifies a user profile attribute that contains a mobile carrier domain for sending SMS messages.

The uncustomized AM user profile does not have an attribute for the mobile carrier domain. You can:

Customize the AM user profile by adding a new attribute to it. Then you can populate the new attribute with users'
SMS messaging domains.

All mobile carriers and bulk SMS messaging services have associated SMS messaging domains. For example,
Verizon uses vtext.com , T-Mobile uses tmomail.net , and the TextMagic service uses textmagic.com . If you plan
to send text messages internationally, determine whether the messaging service requires a country code.

Leave the value for Mobile Carrier Attribute Name blank, and let AM default to sending SMS messages using 
txt.att.net  for all users.

amster  attribute: mobileCarrierAttribute

ssoadm  attribute: openamSMSCarrierAttribute

Email Attribute Name

Provides the attribute name used to email the OTP. The default value is mail  (email).

amster  attribute: userProfileEmailAttribute

ssoadm  attribute: openamEmailAttribute

Auto Send OTP Code

When enabled, configures the HOTP module to automatically generate an email or text message when users begin the
login process.

ssoadm  attribute: sunAMAuthHOTPAutoClicking

HTTP Basic authentication module properties

amster  service name: HttpBasicModule

ssoadm  service name: iPlanetAMAuthHTTPBasicService

Backend Module Name

Specifies the module that checks the user credentials. The credentials are then supplied to either a data store or other
identity repository module for authentication.

amster  attribute: backendModuleName

ssoadm  attribute: iplanet-am-auth-http-basic-module-configured

• 

• 
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Valid values: LDAP  and DataStore .

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-httpbasic-auth-level

JDBC authentication module properties

amster  service name: JdbcModule

ssoadm  service name: sunAMAuthJDBCService

Connection Type

Determines how the module obtains the connection to the database.

amster  attribute: connectionType

ssoadm  attribute: sunAMAuthJDBCConnectionType

Valid values: JNDI  and JDBC .

Connection Pool JNDI Name

Specifies the URL of the connection pool for JNDI connections. Refer to your web container’s documentation for
instructions on setting up the connection pool.

amster  attribute: connectionPoolJndiName

ssoadm  attribute: sunAMAuthJDBCJndiName

JDBC Driver

Specifies the JDBC driver to use for JDBC connections.

Install a suitable Oracle or MySQL driver in the container where AM is installed, for example in the /path/to/tomcat/
webapps/openam/WEB-INF/lib  path. You can add it to the AM .war  file when you deploy AM.

amster  attribute: jdbcDriver

ssoadm  attribute: sunAMAuthJDBCDriver

JDBC URL

Specifies the URL to connect to the database when using a JDBC connection.

amster  attribute: jdbcUrl

ssoadm  attribute: sunAMAuthJDBCUrl
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Database Username, Database Password

Specifies the user name and password used to authenticate to the database when using a JDBC connection.

ssoadm  attribute: sunAMAuthJDBCDbuser  and sunAMAuthJDBCDbpassword

Password Column Name

Specifies the database column name where passwords are stored.

amster  attribute: passwordColumn

ssoadm  attribute: sunAMAuthJDBCPasswordColumn

Prepared Statement

Specifies the SQL query to return the password corresponding to the user to authenticate.

amster  attribute: passwordStatement

ssoadm  attribute: sunAMAuthJDBCStatement

Class to Transform Password Syntax

Specifies the class that transforms the password retrieved to the same format as provided by the user.

The default class expects the password in cleartext. Custom classes must implement the JDBCPasswordSyntaxTransform
interface.

amster  attribute: passwordTransformClass

ssoadm  attribute: sunAMAuthJDBCPasswordSyntaxTransformPlugin

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: sunAMAuthJDBCAuthLevel

LDAP authentication module properties

amster  service name: LdapModule

ssoadm  service name: iPlanetAMAuthLDAPService

info
AM provides two properties, iplanet-am-admin-console-invalid-chars  and iplanet-am-auth-ldap-invalid-
chars , that store LDAP-related special characters that are not allowed in username searches.
When using JDBC databases, consider adding the %  wildcard character to the iplanet-am-admin-console-invalid-
chars  and iplanet-am-auth-ldap-invalid-chars  properties. By default, the %  character is not included in the
properties.

Note
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Primary LDAP Server, Secondary LDAP Server

Specify the primary and secondary directory server(s).

Both properties take more than one value, allowing more than one primary or secondary remote server, respectively.

Directory servers generally use built-in data replication for high availability. Thus, a directory service typically consists of a
pool of replicas to which AM can connect to retrieve and update directory data. AM attempts to contact the primary
server(s) first, but if unavailable, AM attempts to contact the secondary servers.

For the current AM server, specify each directory server in the format server:port . For other AM servers in the
deployment, define each server as local_server_name | server:port . For example, if the server  is https://
openam.example.com:8443/openam , and the directory server is accessible at opendj.example.com:1636 , enter the value
as openam.example.com|opendj.example.com:1636 .

Assuming a multi-data center environment, AM determines priority within the primary and secondary remote servers as
follows:

LDAP servers that are mapped to the current AM instance have the highest priority.

For example, if you are connected to openam1.example.com  and ldap1.example.com  is mapped to that AM
instance, then AM uses ldap1.example.com .

LDAP servers that are not specifically mapped to a given AM instance have the next highest priority.

For example, if you have another LDAP server, ldap2.example.com , that is not connected to a specific AM server
and if ldap1.example.com  is unavailable, AM connects to the next highest priority LDAP server, 
ldap2.example.com .

LDAP servers that are mapped to different AM instances have the lowest priority.

For example, if ldap3.example.com  is connected to openam3.example.com  and ldap1.example.com  and 
ldap2.example.com  are unavailable, then openam1.example.com  connects to ldap3.example.com .

ssoadm  attributes are: primary is iplanet-am-auth-ldap-server ; secondary is iplanet-am-auth-ldap-server2 .

DN to Start User Search

Specifies the base DN from which AM searches for users to authenticate.

LDAP data is organized hierarchically, similar to a file system on Windows or UNIX. More specific DNs likely result in better
performance. When configuring the module for a particular part of the organization, you can start searches from a specific
organizational unit, such as OU=sales,DC=example,DC=com .

If multiple entries exist with identical search attribute values, ensure this value is specific enough to return a single entry.

amster  attribute: userSearchStartDN

ssoadm  attribute: iplanet-am-auth-ldap-base-dn

Bind User DN, Bind User Password

Specify the user and password of the administration account used for authentication to the directory server.

If AM stores attributes in the directory, for example, to manage account lockout, or if the directory requires that AM
authenticate in order to read users' attributes, then AM needs the DN and password to authenticate to the directory.

• 

• 

• 
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Make sure that the password is correct before you logout. If it is incorrect, you will be locked out and you will need to log
in with the superuser DN. By default, this is uid=amAdmin,ou=People,AM-deploy-base , where AM-deploy-base  was set
during AM configuration.

amster  attributes: userBindDN  and userBindPassword

ssoadm  attributes: iplanet-am-auth-ldap-bind-dn  and iplanet-am-auth-ldap-bind-passwd

Attribute Used to Retrieve User Profile

LDAP uses this attribute to search for the profile of an authenticated user. Usually, this is the same attribute used to find
the user account, such as the value set as the uid  in AM. For example, where the attribute is set to mail , the LDAP
module searches CN=Users,DC=example,DC=com  with a filter "(MAIL=bjensen@example.com)" , and the directory returns
the user profile that matches MAIL=bjensen@example.com .

The attribute is only used if User Profile is set to Required  and Return User DN to DataStore  is not enabled.

amster  attribute: userProfileRetrievalAttribute

ssoadm  attribute: iplanet-am-auth-ldap-user-naming-attribute

Attributes Used to Search for a User to be Authenticated

The attributes specified in this list define the LDAP search filter. Multiple attribute values mean the user can authenticate
with any one of the values. For example, if you have both uid  and mail , then Barbara Jensen can authenticate with
either bjensen  or bjensen@example.com .

amster  attribute: userSearchAttributes

ssoadm  attribute: iplanet-am-auth-ldap-user-search-attributes

User Search Filter

The User Search Filter text box provides a more complex filter. For example, if you search using mail  and add the User
Search Filter (objectClass=inetOrgPerson) , then AM uses the resulting search filter (&(mail=address)
(objectClass=inetOrgPerson)) , where address is the mail address provided by the user.

amster  attribute: userSearchAttributes

ssoadm  attribute: iplanet-am-auth-ldap-search-filter

Search Scope

This attribute defines the level of directory that will be searched for a matching profile. You can set the search to run at a
high level or against a specific area:

OBJECT searches only for the entry specified as the 'DN to Start User Search'.

ONELEVEL searches only the entries that are direct children of that object.

SUBTREE searches the entry specified and all entries at levels below.

ssoadm  attribute: iplanet-am-auth-ldap-search-scope

• 

• 

• 
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LDAP Connection Mode

If you want to initiate secure communications to data stores using SSL or StartTLS, AM must be able to trust the server’s
certificates, either because the certificates were signed by a CA whose certificate is already included in the trust store used
by the container where AM runs, or because you imported the certificates into the trust store.

ssoadm  attribute: openam-auth-ldap-connection-mode

Possible values: LDAP , LDAPS , and StartTLS

Return User DN to DataStore

If User Profile is set to Required , this attribute determines whether the DN or the username is returned as the
authentication principal.

When enabled, the module returns the DN rather than the User ID or the value set in Attribute Used to Retrieve User
Profile . The returned value is then used to make the request to retrieve the profile attributes from the user store.

amster  attribute: returnUserDN

ssoadm  attribute: iplanet-am-auth-ldap-return-user-dn

User Creation Attributes

This list of attributes defines the mapping of internal attribute names to external attribute names for dynamic profile
creation. The attributes retrieved from the user’s authenticated profile are mapped against the values that will be
provisioned into their matching account in the data store. This list does not include uid  mappings.

The format of the list is internal_attr1|external_attr1 .

amster  attribute: profileAttributeMappings

ssoadm  attribute: iplanet-am-ldap-user-creation-attr-list

Minimum Password Length

Set the minimum length required for a valid password when a user needs to reset their password during authentication.

This value is distinct from password requirements set by the underlying directory server. To avoid confusion, set the value
to 0 if an external LDAP server is enforcing password policy.

amster  attribute: minimumPasswordLength

ssoadm  attribute: iplanet-am-auth-ldap-min-password-length

LDAP Behera Password Policy Support

Determines whether LDAP Behera password policies are supported by a directory server such as ForgeRock Directory
Services. If the property is set to false, then only the older Netscape VCHU password policy standard will be enforced.

amster  attribute: beheraPasswordPolicySupportEnabled

ssoadm  attribute: iplanet-am-auth-ldap-behera-password-policy-enabled
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Trust All Server Certificates

When enabled, the module trusts all server certificates, including self-signed certificates.

amster  attribute: trustAllServerCertificates

ssoadm  attribute: iplanet-am-auth-ldap-ssl-trust-all

LDAP Connection Heartbeat Interval

Specifies how often AM should send a heartbeat request to the directory server to ensure that the connection does not
remain idle. Some network administrators configure firewalls and load balancers to drop connections that are idle for too
long. You can turn this off by setting the value to 0. To set the units for the interval, use LDAP Connection Heartbeat Time
Unit.

Default: 1

amster  attribute: connectionHeartbeatInterval

ssoadm  attribute: openam-auth-ldap-heartbeat-interval

LDAP Connection Heartbeat Time Unit

Specifies the time unit corresponding to LDAP Connection Heartbeat Interval. Possible values are SECONDS , MINUTES , and 
HOURS .

amster  attribute: connectionHeartbeatTimeUnit

ssoadm  attribute: openam-auth-ldap-heartbeat-timeunit

LDAP operations timeout

Defines the timeout, in seconds, that AM should wait for a response from the directory server.

Default: 0 (means no timeout)

amster  attribute: operationTimeout

ssoadm  attribute: openam-auth-ldap-operation-timeout

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-ldap-auth-level

Stop LDAP Binds after in-memory lockout

If enabled, prevent AM from sending further bind requests to the LDAP Server when the user is locked out through a
duration lockout.

amster  attribute: stopLdapbindAfterInmemoryLockedEnabled

ssoadm  attribute: openam-auth-stop-ldap-bind-after-inmemory-locked-enabled
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Legacy OAuth 2.0/OpenID Connect authentication module properties

The default settings are for Facebook.

amster  service name: OAuth2Module

ssoadm  service name: sunAMAuthOAuthService

Client id

Specifies the OAuth 2.0 client_id  parameter as described in section 2.2 of RFC 6749.

amster  attribute: clientId

ssoadm  attribute: iplanet-am-auth-oauth-client-id

Client Secret

Specifies the OAuth 2.0 client_secret  parameter as described in section 2.3 of RFC 6749.

amster  attribute: clientSecret

ssoadm  attribute: iplanet-am-auth-oauth-client-secret

Authentication Endpoint URL

Specifies the URL to the endpoint handling OAuth 2.0 authentication as described in section 3.1 of RFC 6749.

Default: https://www.facebook.com/dialog/oauth .

amster  attribute: authenticationEndpointUrl

ssoadm  attribute: iplanet-am-auth-oauth-auth-service

Access Token Endpoint URL

Specifies the URL to the endpoint handling access tokens as described in section 3.2 of RFC 6749.

Default: https://graph.facebook.com/oauth/access_token .

amster  attribute: accessTokenEndpointUrl

ssoadm  attribute: iplanet-am-auth-oauth-token-service

emergency_home
This authentication module is labelled as legacy. Equivalent functionality is provided by the following authentication
modules:

Social authentication module properties - OAuth 2.0
Social authentication module properties - OpenID Connect 1.0

The Legacy OAuth 2.0/OpenID Connect Authentication Module will only be available in AM when upgrading from a
previous version that was making use of the module in a chain. It is not available in new, clean installations since AM
5.5.

Important

• 
• 

PingAM Authentication and SSO

Copyright © 2025 Ping Identity Corporation 4401

https://docs.pingidentity.com/amster/7.4/entity-reference/sec-amster-entity-oauth2module.html
https://docs.pingidentity.com/amster/7.4/entity-reference/sec-amster-entity-oauth2module.html
https://www.rfc-editor.org/rfc/rfc6749.html#section-2.2
https://www.rfc-editor.org/rfc/rfc6749.html#section-2.2
https://www.rfc-editor.org/rfc/rfc6749.html#section-2.3
https://www.rfc-editor.org/rfc/rfc6749.html#section-2.3
https://www.rfc-editor.org/rfc/rfc6749.html#section-3.1
https://www.rfc-editor.org/rfc/rfc6749.html#section-3.1
https://www.facebook.com/dialog/oauth
https://www.facebook.com/dialog/oauth
https://www.rfc-editor.org/rfc/rfc6749.html#section-3.2
https://www.rfc-editor.org/rfc/rfc6749.html#section-3.2
https://graph.facebook.com/oauth/access_token
https://graph.facebook.com/oauth/access_token


User Profile Service URL

Specifies the user profile URL that returns profile information in JSON format.

Default: https://graph.facebook.com/me .

amster  attribute: userProfileServiceUrl

ssoadm  attribute: iplanet-am-auth-oauth-user-profile-service

Scope

Specifies a space-delimited list of user profile attributes that the client application requires, according to The OAuth 2.0
Authorization Framework. The list depends on the permissions that the resource owner, such as the end user, grants to
the client application.

Some authorization servers use non-standard separators for scopes. Facebook, for example, takes a comma-separated
list.

Default: email,read_stream  (Facebook example)

amster  attribute: scope

ssoadm  attribute: iplanet-am-auth-oauth-scope

OAuth2 Access Token Profile Service Parameter name

Specifies the name of the parameter that contains the access token value when accessing the profile service.

Default: access_token .

amster  attribute: accessTokenParameterName

ssoadm  attribute: iplanet-am-auth-oauth-user-profile-param

Proxy URL

Sets the URL to the /oauth2c/OAuthProxy.jsp  file, which provides AM with GET to POST proxying capabilities. Change
this URL only if an external server performs the GET to POST proxying.

Default: @SERVER_PROTO@://@SERVER_HOST@:@SERVER_PORT@/@SERVER_URI@/oauth2c/OAuthProxy.jsp .

amster  attribute: ssoProxyUrl

ssoadm  attribute: iplanet-am-auth-oauth-sso-proxy-url

Account Provider

Specifies the name of the class that implements the account provider.

Default: org.forgerock.openam.authentication.modules.common.mapping.DefaultAccountProvider

amster  attribute: accountProviderClass

ssoadm  attribute: org-forgerock-auth-oauth-account-provider
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Account Mapper

Specifies the name of the class that implements the attribute mapping for the account search.

For Google implementations, use _org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper|*|
Google-+ .

For Facebook implementations, use 
org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|facebook- .

Default: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper

amster  attribute: accountMapperClass

ssoadm  attribute: org-forgerock-auth-oauth-account-mapper

Account Mapper Configuration

Specifies the attribute configuration used to map the account of the user authenticated in the OAuth 2.0 provider to the
local data store in AM. Valid values are in the form provider-attr=local-attr .

Default: email=mail  and id=facebook-id .

amster  attribute: accountMapperConfiguration

ssoadm  attribute: org-forgerock-auth-oauth-account-mapper-configuration

Attribute Mapper

Specifies the list of fully qualified class names for implementations that map attributes from the OAuth 2.0 authorization
server or OpenID Connect provider to AM profile attributes.

Default: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper

Provided implementations are: 
org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper , 
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  (can only be used when using the openid
scope)

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip
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amster  attribute: attributeMappingClasses

ssoadm  attribute: org-forgerock-auth-oauth-attribute-mapper

Attribute Mapper Configuration

Map of OAuth 2.0 provider user account attributes to local user profile attributes, with values in the form provider-
attr=local-attr .

Default: first_name=givenname , last_name=sn , name=cn , email=mail , id=facebook-id , 
first_name=facebook-fname , last_name=facebook-lname , email=facebook-email .

amster  attribute: attributeMapperConfiguration

ssoadm  attribute: org-forgerock-auth-oauth-attribute-mapper-configuration

Save attributes in the session

When enabled, saves the attributes in the Attribute Mapper Configuration field to the AM session.

amster  attribute: saveAttributesInSession

ssoadm  attribute: org-forgerock-auth-oauth-save-attributes-to-session-flag

Email attribute in OAuth2 Response

Specifies the attribute identifying the authenticated user’s email address in the response from the profile service in the
OAuth 2.0 provider. This setting is used to send an email message with an activation code for accounts created
dynamically.

amster  attribute: oauth2EmailAttribute

lightbulb_2
You can provide string constructor parameters by appending pipe ( | ) separated values.
For example, the org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  class can take
two constructor parameters: a comma-separated list of attributes and a prefix to apply to their values. Specify
these as follows:
org.forgerock.openam.authentication.modules.oidc.JsonAttributeMapper

Tip

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip
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ssoadm  attribute: org-forgerock-auth-oauth-mail-attribute

Create account if it does not exist

When enabled, AM creates an account for the user if the user profile does not exist. If the Prompt for password setting
and activation code attribute is enabled, AM prompts the user for a password and activation code before creating the
account.

When the OAuth 2.0/OpenID Connect client is configured to create new accounts, the SMTP settings must also be valid. As
part of account creation, the OAuth 2.0/OpenID Connect client authentication module sends the resource owner an email
with an account activation code. To send the mail, AM uses the SMTP settings you provide here in the OAuth 2.0/OpenID
Connect client configuration.

When disabled, a user without a profile may still log into AM if the Ignore Profile attribute is set in the authentication
service of the realm, or if the account is mapped to an anonymous account.

amster  attribute: createAccount

ssoadm  attribute: org-forgerock-auth-oauth-createaccount-flag

Prompt for password setting and activation code

When enabled, the user must set a password before AM creates an account dynamically. An activation code is also sent to
the user’s email address. Both the password and the code are required before the account is created.

amster  attribute: promptForPassword

ssoadm  attribute: org-forgerock-auth-oauth-prompt-password-flag

Map to anonymous user

When enabled, maps the OAuth 2.0 authenticated user to the specified anonymous user. If the Create account if it does
not exist property is enabled, AM creates an account for the authenticated user instead of mapping the account to the
anonymous user.

amster  attribute: mapToAnonymousUser

ssoadm  attribute: org-forgerock-auth-oauth-map-to-anonymous-flag

Anonymous User

Specifies an anonymous user that exists in the current realm. The user status of this anonymous user must be Active .
The Map to anonymous user  property maps authorized users without a profile to this anonyomus user, if enabled.

Default: anonymous .

amster  attribute: anonymousUserName

ssoadm  attribute: org-forgerock-auth-oauth-anonymous-user

OAuth 2.0 Provider logout service

Specifies the optional URL of the OAuth 2.0 provider’s logout service, if required.

amster  attribute: oauth2LogoutServiceUrl

PingAM Authentication and SSO

Copyright © 2025 Ping Identity Corporation 4405



ssoadm  attribute: org-forgerock-auth-oauth-logout-service-url

Logout options

Specifies whether not to log the user out without prompting from the OAuth 2.0 provider on logout, to log the user out
without prompting, or to prompt the user regarding whether to log out from the OAuth 2.0 provider.

Valid values are:

prompt , to ask the user whether or not to log out from the OAuth 2.0 provider.

logout , to log the user out of the OAuth 2.0 provider without prompting.

donotlogout , to keep the user logged in to the OAuth 2.0 provider. There is no prompt to the user.

Default: prompt .

amster  attribute: logoutBehaviour

ssoadm  attribute: org-forgerock-auth-oauth-logout-behaviour

Mail Server Gateway implementation class

Specifies the class used by the module to send email. A custom subclass of 
org.forgerock.openam.authentication.modules.oauth2.EmailGateway  class can be provided.

Default: org.forgerock.openam.authentication.modules.oauth2.DefaultEmailGatewayImpl

amster  attribute: mailGatewayClass

ssoadm  attribute: org-forgerock-auth-oauth-email-gwy-impl

SMTP host

Specifies the host name of the mail server.

Default: localhost .

amster  attribute: smtpHostName

ssoadm  attribute: org-forgerock-auth-oauth-smtp-hostname

SMTP port

Specifies the SMTP port number for the mail server.

Default: 25 .

amster  attribute: smtpHostPort

ssoadm  attribute: org-forgerock-auth-oauth-smtp-port

SMTP User Name, SMTP User Password

Specifies the username and password AM uses to authenticate to the mail server.

ssoadm  attribute: org-forgerock-auth-oauth-smtp-username  and org-forgerock-auth-oauth-smtp-password .

• 

• 

• 

Authentication and SSO PingAM

4406 Copyright © 2025 Ping Identity Corporation



SMTP SSL Enabled

When enabled, connects to the mail server over SSL. AM must be able to trust the SMTP server certificate.

amster  attribute: smtpSslEnabled

ssoadm  attribute: org-forgerock-auth-oauth-smtp-ssl_enabled

SMTP From address

Specifies the address of the email sender, such as no-reply@example.com .

Default: info@forgerock.com .

amster  attribute: smtpFromAddress

ssoadm  attribute: org-forgerock-auth-oauth-smtp-email-from

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

Default: 0.

amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-oauth-auth-level

OpenID Connect validation configuration type

Validates the ID token from the OpenID Connect provider. The module needs either a URL to get the public keys for the
provider or the symmetric key for an ID token signed with a HMAC-based algorithm.

By default, the configuration type is .well-known/openid-configuration_url . This means the module should retrieve
the keys based on information in the OpenID Connect provider configuration document.

You can instead configure the authentication module to validate the ID token signature with the client secret key you
provide, or to validate the ID token with the keys retrieved from the URL to the OpenID Connect provider’s JSON web key
set.

/oauth2/realms/root/.well-known/openid-configuration_url (Default)

Retrieve the provider keys based on the information provided in the OpenID Connect Provider Configuration
Document.

Specify the URL to the document as the discovery URL.

client_secret

Use the client secret that you specify as the key to validate the ID token signature according to the HMAC by using
the client secret to the decrypt the hash, and then checking that the hash matches the hash of the ID token JWT.

jwk_url

Retrieve the provider’s JSON web key set as the URL that you specify.
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amster  attribute: cryptoContextType

ssoadm  attribute: openam-auth-openidconnect-crypto-context-type

OpenID Connect validation configuration value

Edit this field depending on the Configuration type you specified in the OpenId Connect validation configuration type field.

amster  attribute: cryptoContextValue

ssoadm  attribute: openam-auth-openidconnect-crypto-context-value

Token Issuer

Required when the openid  scope is included. Value must match the iss  field in the issued ID token. For example, 
accounts.google.com .

The issuer value MUST be provided when OAuth 2.0 Mix-Up Mitigation is enabled. For more information, see OAuth 2.0
Mix-Up Mitigation.

amster  attribute: idTokenIssuer

ssoadm  attribute: openam-auth-openidconnect-issuer-name

The following table shows endpoint URLs for AM when configured as an OAuth 2.0 provider. For details, see OAuth 2.0. The
default endpoints are for Facebook as the OAuth 2.0 provider.

In addition to the endpoint URLs you can set other fields, like scope and attribute mapping, depending on the provider you use:

info
Old uses of DefaultAccountMapper  are automatically upgraded to the equivalent default implementations.

Note
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Endpoint URLs

AM Field Details

Authorization Endpoint URL /oauth2/authorize  under the deployment URL.
This AM endpoint can take additional parameters. In
particular, you must specify the realm if the AM OAuth 2.0
provider is configured for a subrealm rather than the Top
Level Realm.
When making a REST API call, specify the realm in the path
component of the endpoint. You must specify the entire
hierarchy of the realm, starting at the Top Level Realm. Prefix
each realm in the hierarchy with the realms/  keyword. For
example, /realms/root/realms/customers/realms/europe .
For example, if the OAuth 2.0 provider is configured for the
subrealm customers  within the Top Level Realm, then the
authentication endpoint URL is as follows: https://
openam.example.com:8443/openam/oauth2/realms/root/

realms/customers/authorize

The /oauth2/authorize  endpoint can also take module  and
service  parameters. Use either as described in 
Authenticate with a browser, where module  specifies the
authentication module instance to use or service  specifies
the authentication chain to use when authenticating the
resource owner.
Example: https://openam.example.com:8443/openam/
oauth2/realms/root/authorize .
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OAuth 2.0 Mix-Up Mitigation

AM has added a new property to the OAuth 2.0 authentication module, openam-auth-oauth-mix-up-mitigation-enabled . This
OAuth 2.0 Mix-Up Mitigation property controls whether the OAuth 2.0 authentication module carries out additional verification
steps when it receives the authorization code from the authorization server. This setting should be only enabled when the
authorization server also supports OAuth 2.0 Mix-Up Mitigation.

OAuth 2.0 Mix-Up Mitigation Enabled

Specifies that the client must compare the issuer identifier of the authorization server upon registration with the issuer
value returned in the iss  response parameter. If they do not match, the client must abort the authorization process. The
client must also confirm that the authorization server’s response is intended for the client by comparing the client’s client
identifier to the value of the client_id  response parameter.

For more information, see section 4 of OAuth 2.0 Mix-Up Mitigation Draft.

AM Field Details

Access Token Endpoint URL /oauth2/access_token  under the deployment URL.
This AM endpoint can take additional parameters. In
particular, you must specify the realm if the AM OAuth 2.0
provider is configured for a subrealm rather than the Top
Level Realm.
When making a REST API call, specify the realm in the path
component of the endpoint. You must specify the entire
hierarchy of the realm, starting at the Top Level Realm. Prefix
each realm in the hierarchy with the realms/  keyword. For
example, /realms/root/realms/customers/realms/europe .
For example, if the OAuth 2.0 provider is configured for the
subrealm customers  within the Top Level Realm, then the
authentication endpoint URL is as follows: https://
openam.example.com:8443/openam/oauth2/realms/root/

realms/customers/authorize .
The /oauth2/authorize  endpoint can also take module  and
service  parameters. Use either as described in 
Authenticate with a browser, where module  specifies the
authentication module instance to use or service  specifies
the authentication chain to use when authenticating the
resource owner.
Example: https://openam.example.com:8443/openam/
oauth2/realms/root/access_token .

User Profile Service URL /oauth2/tokeninfo  under the deployment URL.
Example: https://openam.example.com:8443/openam/
oauth2/realms/root/tokeninfo .

info
At the time of this release, Facebook, Google, and Microsoft identity providers do not support this draft. 

Note
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amster  attribute: mixUpMitigation

ssoadm  attribute: openam-auth-oauth-mix-up-mitigation-enabled

In the AM admin UI, the field Token Issuer must be provided when the OAuth 2.0 Mix-Up Mitigation feature is enabled. The
authorization code response will contain an issuer value ( iss ) that will be validated by the client. When the module is an
OAuth2-only module (that is, OIDC is not used), the issuer value needs to be explicitly set in the Token Issuer field, so that
the validation can succeed.

MSISDN authentication module properties

amster  service name: MsisdnModule

ssoadm  service name: sunAMAuthMSISDNService

Trusted Gateway IP Address

Specifies a list of IP addresses of trusted clients that can access MSISDN modules. Either restrict the clients allowed to
access the MSISDN module by adding each IPv4 or IPv6 address here, or leave the list empty to allow all clients to access
the module. If you specify the value none , no clients are allowed access.

amster  attribute: trustedGatewayIPAddresses

ssoadm  attribute: sunAMAuthMSISDNTrustedGatewayList

MSISDN Number Search Parameter Name

Specifies a list of parameter names that identify which parameters to search in the request header or cookie header for
the MSISDN number. For example, if you define x-Cookie-Param, AM_NUMBER, and COOKIE-ID, the MSISDN
authentication service checks those parameters for the MSISDN number.

amster  attribute: msisdnParameterNames

ssoadm  attribute: sunAMAuthMSISDNParameterNameList

LDAP Server and Port

Specifies the LDAP server FQDN and its port in the format ldap-server:port . AM servers can be paired with LDAP
servers and ports by adding entries of the form AM-server|ldap_server:port , for example, openam.example.com|
ldap1.example.com:649 .

To use SSL or TLS for security, enable the SSL/TLS Access to LDAP property. Make sure that AM can trust the servers'
certificates when using this option.

amster  attribute: ldapProviderUrl

ssoadm  attribute: sunAMAuthMSISDNLdapProviderUrl

info
Consult with the authorization server’s documentation on what value it uses for the issuer field. 

Note
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LDAP Start Search DN

Specifies the DN of the entry where the search for the user’s MSISDN number should start. AM servers can be paired with
search base DNs by adding entries with the format AM-server|base-dn . For example, openam.example.com|
dc=openam,dc=forgerock,dc=com .

amster  attribute: baseSearchDN

ssoadm  attribute: sunAMAuthMSISDNBaseDn

Attribute To Use To Search LDAP

Specifies the name of the attribute in the user’s profile that contains the MSISDN number to search for the user. The
default is sunIdentityMSISDNNumber .

amster  attribute: userProfileMsisdnAttribute

ssoadm  attribute: sunAMAuthMSISDNUserSearchAttribute

LDAP Server Authentication User, LDAP Server Authentication Password

Specifies the bind DN and password of the service account AM uses to authenticate to the directory server. The default is 
uid=admin .

ssoadm  attribute: sunAMAuthMSISDNPrincipalUser  and sunAMAuthMSISDNPrincipalPasswd .

SSL/TLS for LDAP Access

When enabled, AM uses LDAPS or StartTLS to connect to the directory server. If you choose to enable SSL or TLS, then
make sure that AM can trust the servers' certificates.

amster  attribute: ldapSslEnabled

ssoadm  attribute: sunAMAuthMSISDNUseSsl

MSISDN Header Search Attribute

Specifies which elements are searched for the MSISDN number. The possible values are:

searchCookie

To search the cookie.

searchRequest

To search the request header.

searchParam

To search the request parameters.

amster  attribute: msisdnRequestSearchLocations

ssoadm  attribute: sunAMAuthMSISDNHeaderSearch
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LDAP Attribute Used to Retrieve User Profile

Specify the LDAP attribute that is used during a search to return the user profile for MSISDN authentication service. The
default is uid .

amster  attribute: msisdnUserNamingAttribute

ssoadm  attribute: sunAMAuthMSISDNUserNamingAttribute

Return User DN to DataStore

When enabled, this option allows the authentication module to return the DN instead of the User ID. AM thus does not
need to perform an additional search with the user ID to find the user’s entry.

Enable this option only when the AM directory is the same as the directory configured for MSISDN searches.

amster  attribute: returnUserDN

ssoadm  attribute: sunAMAuthMSISDNReturnUserDN

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: sunAMAuthMSISDNAuthLevel

OATH authentication module properties

amster  service name: OathModule

ssoadm  service name: iPlanetAMAuthOATHService

Also refer to Differences between authentication modules that support HOTP.

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-oath-auth-level

One Time Password Length

Sets the length of the OTP to six digits or longer. The default value is six.

amster  attribute: passwordLength

ssoadm  attribute: iplanet-am-auth-oath-password-length

Minimum Secret Key Length

The minimum number of hexadecimal characters allowed for the secret key.
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amster  attribute: minimumSecretKeyLength

ssoadm  attribute: iplanet-am-auth-oath-min-secret-key-length

Secret Key Attribute Name

The name of the attribute where the key will be stored in the user profile.

amster  attribute: secretKeyAttribute

ssoadm  attribute: iplanet-am-auth-oath-secret-key-attribute

OATH Algorithm to Use

Select whether to use HOTP or TOTP. You can create an authentication chain to allow for a greater variety of devices. The
default value is HOTP.

amster  attribute: oathAlgorithm

ssoadm  attribute: iplanet-am-auth-oath-algorithm

HOTP Window Size

The window that the OTP device and the server counter can be out of sync. For example, if the window size is 100 and the
server’s last successful login was at counter value 2, then the server will accept an OTP from device counter 3 to 102. The
default value is 100.

amster  attribute: hotpWindowSize

ssoadm  attribute: iplanet-am-auth-oath-hotp-window-size

Counter Attribute Name

The name of the HOTP attribute where the counter will be stored in the user profile.

amster  attribute: hotpCounterAttribute

ssoadm  attribute: iplanet-am-auth-oath-hotp-counter-attribute

Add Checksum Digit

Adds a checksum digit at the end of the HOTP password to verify the OTP was generated correctly. This is in addition to
the actual password length. Set this only if your device supports it. The default value is No.

amster  attribute: addChecksum

ssoadm  attribute: iplanet-am-auth-oath-add-checksum

Truncation Offset

Advanced feature that is device-specific. Let this value default unless you know your device uses a truncation offset. The
default value is -1.

info
For information on resetting the HOTP counter, see Reset registered devices over REST. 

Note
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amster  attribute: truncationOffset

ssoadm  attribute: iplanet-am-auth-oath-truncation-offset

TOTP Time Step Interval

The time interval for which an OTP is valid. For example, if the time step interval is 30 seconds, a new OTP will be
generated every 30 seconds, and an OTP will be valid for 30 seconds. The default value is 30 seconds.

amster  attribute: timeStepSize

ssoadm  attribute: iplanet-am-auth-oath-size-of-time-step

One Time Password Max Retry

The number of times entry of the OTP may be attempted. Minimum is 1, maximum is 10.

Default: 3

amster  attribute: oathOtpMaxRetry

ssoadm  attribute: forgerock-oath-max-retry

TOTP Time Steps

The number of time step intervals that the system and the device can be off before password resynchronization is
required. For example, if the number of TOTP time steps is 2 and the TOTP time step interval is 30 seconds, the server will
allow an 89 second clock skew between the client and the server—two 30 second steps plus 29 seconds for the interval in
which the OTP arrived. The default value is 2.

amster  attribute: stepsInWindow

ssoadm  attribute: iplanet-am-auth-oath-steps-in-window

Last Login Time Attribute

The name of the attribute where both HOTP and TOTP authentication will store information on when a person last logged
in.

amster  attribute: lastLoginTimeAttribute

ssoadm  attribute: iplanet-am-auth-oath-last-login-time-attribute-name

The Shared Secret Provider Class

The class that processes the user profile attribute where the user’s secret key is stored. The name of this attribute is
specified in the Secret Key Attribute Name property.

Default: org.forgerock.openam.authentication.modules.oath.plugins.DefaultSharedSecretProvider

ssoadm  attribute: forgerock-oath-sharedsecret-implementation-class

Clock Drift Attribute Name

The user profile attribute where the clock drift is stored. If this field is not specified, then AM does not check for clock drift.

ssoadm  attribute: forgerock-oath-observed-clock-drift-attribute-name
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Maximum Allowed Clock Drift

The maximum acceptable clock drift before authentication fails. If this value is exceeded, the user must register their
device again.

The Maximum Allowed Clock Drift value should be greater than the TOTP Time Steps value.

ssoadm  attribute: forgerock-oath-maximum-clock-drift

OpenID Connect id_token bearer authentication module properties

The default settings are for Google’s provider.

amster  service name: SocialAuthOpenIDModule

ssoadm  service name: amAuthOpenIdConnect

Account provider class

The account provider provides the means to search for and create OpenID Connect users given a set of attributes.

Default: org.forgerock.openam.authentication.modules.common.mapping.DefaultAccountProvider

amster  attribute: accountProviderClass

ssoadm  attribute: openam-auth-openidconnect-account-provider-class

OpenID Connect validation configuration type

In order to validate the ID token from the OpenID Connect provider, the module needs either a URL to get the public keys
for the provider, or the symmetric key for an ID token signed with a HMAC-based algorithm; AM ignores keys specified in
JWT headers, such as `jku` and `jwe`.

By default, the configuration type is .well-known/openid-configuration_url . This means the module should retrieve
the keys based on information in the OpenID Connect Provider Configuration Document.

You can instead configure the authentication module to validate the ID token signature with the client secret key you
provide, or to validate the ID token with the keys retrieved from the URL to the OpenID Connect provider’s JSON web key
set.

.well-known/openid-configuration_url (Default)

Retrieve the provider keys based on the information provided in the OpenID Connect Provider Configuration
Document.

Specify the URL to the document as the discovery URL.

client_secret

Use the client secret that you specify as the key to validate the ID token signature according to the HMAC, using the
client secret to the decrypt the hash and checking that the hash matches the hash of the ID token JWT.

jwk_url

Retrieve the provider’s JSON web key set at the URL that you specify.
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amster  attribute: cryptoContextType

ssoadm  attribute: openam-auth-openidconnect-crypto-context-type

OpenID Connect validation configuration value

Specifies the discovery URL, JWK or the client secret corresponding to the configuration type selected in the OpenID
Connect validation configuration type property.

amster  attribute: cryptoContextValue

ssoadm  attribute: openam-auth-openidconnect-crypto-context-value

Name of header referencing the ID Token

Specifies the name of the HTTP request header to search for the ID token.

Default: oidc_id_token

amster  attribute: idTokenHeaderName

ssoadm  attribute: openam-auth-openidconnect-header-name

Name of OpenID Connect ID Token Issuer

Corresponds to the expected issue identifier value in the iss  field of the ID token.

Default: accounts.google.com

amster  attribute: idTokenIssuer

ssoadm  attribute: openam-auth-openidconnect-issuer-name

Mapping of jwt attributes to local LDAP attributes

Maps OpenID Connect ID token claims to local user profile attributes, allowing the module to retrieve the user profile
based on the ID token.

In OpenID Connect, an ID token is represented as a JSON Web Token (JWT). The ID Token section of the OpenID Connect
Core 1.0 specification defines a number of claims included in the ID token for all flows. Additional claims depend on the
scopes requested of the OpenID Connect provider.

For each item in the map, the key is the ID token field name and the value is the local user profile attribute name.

Default: mail=email , uid=sub

ssoadm  attribute: openam-auth-openidconnect-jwt-to-local-attribute-mappings

Audience name

Specifies a case-sensitive audience name for this OpenID Connect authentication module. Used to check that the ID token
received is intended for this module as an audience.

Default: example

amster  attribute: audienceName
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ssoadm  attribute: openam-auth-openidconnect-audience-name

List of accepted authorized parties

Specifies a list of case-sensitive strings and/or URIs from which this authentication module accepts ID tokens. This list is
checked against the authorized party claim of the ID token.

Default: AuthorizedPartyExample http://www.example.com/authorized/party

amster  attribute: acceptedAuthorizedParties

ssoadm  attribute: openam-auth-openidconnect-accepted-authorized-parties

Principal Mapper class

Specifies the class that implements the mapping of the OpenID Connect end user to an AM account. The default principal
mapper uses the mapping of local attributes to ID token attributes to find a user profile.

Default: org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper

amster  attribute: principalMapperClass

ssoadm  attribute: openam-auth-openidconnect-principal-mapper-class

Persistent Cookie authentication module properties

amster  service name: PersistentCookieModule

ssoadm  service name: iPlanetAMAuthPersistentCookieService

Idle Timeout

Specifies the maximum idle time between requests in hours. If that time is exceeded, the cookie is no longer valid.

ssoadm  attribute: openam-auth-persistent-cookie-idle-time

Max Life

Specifies the maximum life of the cookie in hours.

ssoadm  attribute: openam-auth-persistent-cookie-max-life

Enforce Client IP

When enabled, enforces that the persistent cookie can only be used from the same client IP to which the cookie was
issued.

ssoadm  attribute: openam-auth-persistent-cookie-enforce-ip

Use secure cookie

When enabled, adds the "Secure" attribute to the persistent cookie.

ssoadm  attribute: openam-auth-persistent-cookie-secure-cookie
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Use HTTP only cookie

When enabled, adds the HttpOnly  attribute to the persistent cookie.

ssoadm  attribute: openam-auth-persistent-cookie-http-only-cookie

Persistent Cookie Name

Set the name of the persistent cookie.

Default: session-jwt

ssoadm  attribute: openam-auth-persistent-cookie-name

RADIUS authentication module properties

amster  service name: RadiusModule

ssoadm  service name: iPlanetAMAuthRadiusService

Primary Radius Servers, Secondary Radius Servers

Specify one or more primary and secondary RADIUS servers.

When configuring RADIUS servers, specify their IP address or FQDN. Configuring multiple servers allows you to map a
RADIUS server to a specific AM instance of the form AM-instance | RADIUS-server , where the AM instance is also
specified by its IP address or FQDN.

When authenticating users from a directory server that is remote to AM, set the primary values and, optionally, the
secondary server values. Assuming a multi-data center environment, AM determines priority within the primary and
secondary remote servers, respectively, as follows:

Every RADIUS server that is mapped to the current AM instance has highest priority.

Every RADIUS server that was not specifically mapped to a given AM instance has the next highest priority.

RADIUS servers that are mapped to different AM instances have the lowest priority.

ssoadm  attribute: primary is iplanet-am-auth-radius-server1 ; secondary is iplanet-am-auth-radius-server2

Shared Secret

Specify the shared secret for RADIUS authentication. The shared secret should be as secure as a well-chosen password.

amster  attribute: sharedSecret

lightbulb_2
Ensure each RADIUS server listens to the port specified in the Port Number field. 

Tip

• 

• 

• 

info
AM does not use round-robin load balancing to set priority. AM uses an active-passive algorithm, determining
the highest priority to the first available server within the primary server list. If no primary servers are
available, AM uses the secondary remote server.

Note
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ssoadm  attribute: iplanet-am-auth-radius-secret

Port Number

Specify the RADIUS server port.

Default is 1645.

amster  attribute: serverPortNumber

ssoadm  attribute: iplanet-am-auth-radius-server-port

Timeout

Specify how many seconds to wait for the RADIUS server to respond. The default value is 3 seconds.

amster  attribute: serverTimeout

ssoadm  attribute: iplanet-am-auth-radius-timeout

Health Check Interval

Used for failover. Specify how often AM performs a health check on a previously unavailable RADIUS server by sending an
invalid authentication request.

Default: 5 minutes

amster  attribute: healthCheckInterval

ssoadm  attribute: openam-auth-radius-healthcheck-interval

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-radius-auth-level

SAE authentication module properties

amster  service name: SaeModule

ssoadm  service name: sunAMAuthSAEService

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

ssoadm  service name: sunAMAuthSAEAuthLevel

SAML2 authentication module properties

amster  service name: Saml2Module
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ssoadm  service name: iPlanetAMAuthSAML2Service

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

ssoadm  attribute: iplanet-am-auth-saml2-auth-level

IDP Entity ID

Specifies the identity provider (IDP) for authentication requests to this module. Specify the name of a SAML v2.0 entity
provider that is defined in the SAML2 authentication module’s realm.

You can find configured entity providers in the AM admin UI under Federation. The Realm column identifies the realm in
which an entity provider has been configured.

amster  attribute: entityName

ssoadm  attribute: forgerock-am-auth-saml2-entity-name

SP MetaAlias

Specifies the local alias for the service provider (SP).

For service providers configured in the Top Level Realm, use the format /SP Name .

For service providers configured in subrealms, use the format /Realm Name/SP Name .

To find the local aliases for entity providers in the AM admin UI, go to Realms > Realm Name > Applications > Federation >
Entity Providers > Entity Provider Name > Services.

amster  attribute: metaAlias

ssoadm  attribute: forgerock-am-auth-saml2-meta-alias

Allow IDP to Create NameID

Specifies whether the IDP should create a new identifier for the authenticating user if none exists.

A value of true  permits the IDP to create an identifier for the authenticating user if none exists. A value of false
indicates a request to constrain the IDP from creating an identifier.

For detailed information, see the section on the AllowCreate  property in SAML Version 2.0 Errata 05.

Default: true

amster  attribute: allowCreate

ssoadm  attribute: forgerock-am-auth-saml2-allow-create

Linking Authentication Chain

Specifies an authentication chain that is invoked when a user requires authentication to the SP.
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Authentication to the SP is required when the authentication module running on the SP is unable to determine the user’s
identity based on the assertion received from the IDP. In this case, the linking authentication chain is invoked to allow the
end user to link their remote and local accounts.

amster  attribute: loginChain

ssoadm  attribute: forgerock-am-auth-saml2-login-chain

Comparison Type

Specifies a comparison method to evaluate authentication context classes or statements. The value specified in this
property overrides the value set in the SP configuration under Realms > Realm Name > Applications > Federation > Entity
Providers > Service Provider Name > Assertion Content > Authentication Context > Comparison Type.

Valid comparison methods are exact , minimum , maximum , or better .

For more information about the comparison methods, see the section on the <RequestedAuthnContext>  element in 
Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0.

Default: exact

amster  attribute: authComparison

ssoadm  attribute: forgerock-am-auth-saml2-auth-comparison

Authentication Context Class Reference

Specifies one or more URIs for authentication context classes to be included in the SAML request. Authentication context
classes are unique identifiers for an authentication mechanism. The SAML v2.0 protocol supports a standard set of
authentication context classes, defined in Authentication Context for the OASIS Security Assertion Markup Language
(SAML) V2.0. In addition to the standard authentication context classes, you can specify customized authentication
context classes.

Any authentication context class that you specify in this field must be supported for the service provider. To determine
which authentication context classes are supported, locate the list of authentication context classes that are available to
the SP under Realms > Realm Name > Applications > Federation > Entity Providers > Service Provider Name > Assertion
Content > Authentication Context, and then review the values in the Supported column.

When specifying multiple authentication context classes, use the |  character to separate the classes.

Example value: urn:oasis:names:tc:SAML:2.0:ac:classes:Password|urn:oasis:names:tc:SAML:
2.0:ac:classes:TimesyncToken

amster  attribute: authnContextClassRef

ssoadm  attribute: forgerock-am-auth-saml2-authn-context-class-ref

Authentication Context Declaration Reference

Specifies one or more URIs that identify authentication context declarations.

This field is optional.

When specifying multiple URIs, use the |  character to separate the URIs.
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For more information, see the section on the <RequestedAuthnContext>  element in Assertions and Protocols for the
OASIS Security Assertion Markup Language (SAML) V2.0.

amster  attribute: authnContextDeclRef

ssoadm  attribute: forgerock-am-auth-saml2-authn-context-decl-ref

Request Binding

Specifies the format used to send the authentication request from the SP to the IDP.

Valid values are HTTP-Redirect  and HTTP-POST .

Default: HTTP-Redirect

ssoadm  attribute: forgerock-am-auth-saml2-req-binding .

When using the ssoadm  command, set this attribute’s value to urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect
or urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST .

Response Binding

Specifies the format used to send the response from the IDP to the SP.

A value of HTTP-POST  indicates that the HTTP POST binding with a self-submitting form should be used in assertion
processing. A value of HTTP-Artifact  indicates that the HTTP Artifact binding should be used.

Default: HTTP-Artifact

ssoadm  attribute: forgerock-am-auth-saml2-binding .

When using the ssoadm  command, set this attribute’s value to urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact
or urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST .

Force IDP Authentication

Specifies whether the IDP should force authentication or can reuse existing security contexts.

A value of true  indicates that the IDP should force authentication. A value of false  indicates that the IDP can reuse
existing security contexts.

amster  attribute: forceAuthn

ssoadm  attribute: forgerock-am-auth-saml2-force-authn

Passive Authentication

Specifies whether the IDP should use passive authentication or not. Passive authentication requires the IDP to only use
authentication methods that do not require user interaction. For example, authenticating using an X.509 certificate.

A value of true  indicates that the IDP should authenticate passively. A value of false  indicates that the IDP should not
authenticate passively.

amster  attribute: isPassive

ssoadm  attribute: forgerock-am-auth-saml2-is-passive
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NameID Format

Specifies a SAML name ID format to be requested in the SAML authentication request.

Default: urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

amster  attribute: nameIdFormat

ssoadm  attribute: forgerock-am-auth-saml2-name-id-format

Single Logout Enabled

Specifies whether AM should attempt to log out of the user’s IDP session during session logout.

When enabling SAML v2.0 single logout, you must also configure the post-authentication processing class for the
authentication chain containing the SAML2 authentication module to 
org.forgerock.openam.authentication.modules.saml2.SAML2PostAuthenticationPlugin .

For more information about configuring single logout when implementing SAML v2.0 federation using the SAML2
authentication module, see Configuring SLO in Integrated Mode (Chains).

Default: false

amster  attribute: sloEnabled

ssoadm  attribute: forgerock-am-auth-saml2-slo-enabled

Single Logout URL

Specifies the URL to which the user is forwarded after successful IDP logout. Configure this property only if you have
enabled SAML v2.0 single logout by selecting the Single Logout Enabled check box.

amster  attribute: sloRelay

ssoadm  attribute: forgerock-am-auth-saml2-slo-relay

Scripted authentication module properties

amster  service name: scripted

ssoadm  service name: iPlanetAMAuthScriptedService

Use the following settings at the realm level when configuring an individual scripted authentication module, in the AM admin UI
under Realms > Realm Name > Authentication > Modules.

Client-side Script Enabled

When enabled, the module includes the specified client-side script in the login page to be executed on the user-agent prior
to the server-side script.

amster  attribute: clientScriptEnabled

ssoadm  attribute: iplanet-am-auth-scripted-client-script-enabled
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Client-side Script

Specifies the ID of the script to include in the login page. This script is run on the user-agent prior to the server-side script.
This script must be written in a language the user-agent can interpret, such as JavaScript, even if the server-side script is
written in Groovy.

To create, view, or modify the content of the scripts, go to Realms > Realm Name > Scripts.

amster  attribute: clientScript

ssoadm  attribute: iplanet-am-auth-scripted-client-script

Server-side Script

Specifies the ID of the script to run in AM after the client-side script has completed.

To create, view, or modify the content of the scripts, go to Realms > Realm Name > Scripts.

amster  attribute: serverScript

ssoadm  attribute: iplanet-am-auth-scripted-server-script

Authentication Level

Sets the authentication level used to indicate the level of security associated with the scripted authentication module.

The value can range from 0 to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-scripted-auth-level

In the AM admin UI, go to Configure > Global Services > Scripting > Secondary Configurations > Server-Side Script Type >
Secondary Configurations > engineConfiguration.

On the engineConfiguration page, configure the following settings for the scripting engine of the selected type:

Server-side Script Timeout

Specifies the maximum execution time any individual script should take on the server (in seconds). AM terminates scripts
which take longer to run than this value.

ssoadm  attribute: serverTimeout

Core thread pool size

Specifies the initial number of threads in the thread pool from which scripts operate. AM will ensure the pool contains at
least this many threads.

ssoadm  attribute: coreThreads

Maximum thread pool size

Specifies the maximum number of threads in the thread pool from which scripts operate. If no free thread is available in
the pool, AM creates new threads in the pool for script execution up to the configured maximum. It is recommended to
set the maximum number of threads to 300.
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ssoadm  attribute: maxThreads

Thread pool queue size

Specifies the number of threads to use for buffering script execution requests when the maximum thread pool size is
reached.

For short, CPU-bound scripts, consider a small pool size and larger queue length. For I/O-bound scripts, for example, REST
calls, consider a larger maximum pool size and a smaller queue.

Not hot-swappable: restart server for changes to take effect.

ssoadm  attribute: queueSize

Thread idle timeout (seconds)

Specifies the length of time (in seconds) for a thread to be idle before AM terminates created threads. If the current pool
size contains the number of threads set in Core thread pool size , then idle threads will not be terminated, maintaining
the initial pool size.

ssoadm  attribute: idleTimeout

Java class whitelist

Specifies the list of class name patterns allowed to be invoked by the script. Every class accessed by the script must match
at least one of these patterns.

You can specify the class name as-is or use a regular expression.

ssoadm  attribute: whiteList

Java class blacklist

Specifies the list of class name patterns that are NOT allowed to be invoked by the script. The denylist is applied AFTER the
allowlist to exclude those classes. Access to a class specified in both the allowlist and the denylist will be denied.

You can specify the class name to exclude as-is or use a regular expression.

ssoadm  attribute: blackList

Use system SecurityManager

When enabled, AM makes a call to the System.getSecurityManager().checkPackageAccess(…)  method for each class
that is accessed. The method throws SecurityException  if the calling thread is not allowed to access the package.

ssoadm  attribute: useSecurityManager

info
This feature only takes effect if the security manager is enabled for the JVM. 

Note
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SecurID Authentication Module Properties

amster  service name: securid

ssoadm  service name: iPlanetAMAuthSecurIDService

ACE/Server Configuration Path

Specify the directory where the SecurID ACE/Server sdconf.rec  file is located, which by default is expected under the AM
configuration directory, such as /path/to/openam/config/auth/ace/data . The directory must exist before AM can use
SecurID authentication.

amster  attribute: serverConfigPath

ssoadm  attribute: iplanet-am-auth-securid-server-config-path

Authentication Level

Sets the authentication level used to indicate the level of security associated with the module. The value can range from 0
to any positive integer.

amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-securid-auth-level

Social authentication module properties - Instagram

amster  service name: SocialAuthInstagramModule

ssoadm  service name: iPlanetAMAuthSocialAuthInstagramService

Core

The following properties are available under the Core tab:

Authentication Level

Specifies the authentication level used to indicate the level of security associated with the module. The value can range
from 0 to any positive integer.

Default: 0

amster  data attribute: authenticationLevel

Social Provider

Specifies the name of the social provider for which this module is being set up.

Default: Instagram

emergency_home
To use the SecurID authentication module, you must first build an AM .war  file that includes the supporting library.
For more information, see Enabling RSA SecurID Support.
By default, the module uses the following TCP/IP ports: 57943 , 58943 .

Important
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amster  data attribute: provider

Client Id

Specifies the client_id  parameter as described in section 2.2 of The OAuth 2.0 Authorization Framework (RFC 6749).

amster  attribute: clientId

Client Secret

Specifies the client_secret  parameter as described in section 2.3 of The OAuth 2.0 Authorization Framework (RFC
6749).

amster  attribute: clientSecret

Authentication Endpoint URL

Specifies the URL to the social provider’s endpoint handling authentication as described in section 3.1 of The OAuth 2.0
Authorization Framework (RFC 6749).

Default: https://api.instagram.com/oauth/authorize

amster  attribute: authorizeEndpoint

Access Token Endpoint URL

Specifies the URL to the endpoint handling access tokens as described in section 3.2 of The OAuth 2.0 Authorization
Framework (RFC 6749).

Default: https://api.instagram.com/oauth/access_token

amster  attribute: tokenEndpoint

User Profile Service URL

Specifies the user profile URL that returns profile information in JSON format.

Default: https://api.instagram.com/v1/users/self

amster  attribute: userInfoEndpoint

Scope

Specifies a list of user profile attributes that the client application requires, according to The OAuth 2.0 Authorization
Framework (RFC 6749). The list depends on the permissions that the resource owner, such as the end user, grants to
the client application.

Default: basic

amster  attribute: scope

lightbulb_2
To register an application with Instagram and obtain an OAuth 2.0 client_id  and client_secret , visit 
https://www.instagram.com/developer/.

Tip
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Scope Delimiter

Specifies the delimiter used to separate scope values.

Some authorization servers use non-standard separators for scopes. Facebook, for example, uses commas.

Default: space character

amster  attribute: scopeDelimiter

Subject Property

Specifies the attribute the social provider uses to identify a user.

Default: id

amster  attribute: subjectProperty

Use Basic Auth

Specifies that the client uses HTTP Basic authentication when authenticating to the social provider.

Valid values are:

true

false

Default: false

amster  attribute: usesBasicAuth

Proxy URL

Specifies the URL to the /oauth2c/OAuthProxy.jsp  file, which provides AM with GET to POST proxying capabilities.
Change this URL only if an external server performs the GET to POST proxying.

Default: @SERVER_PROTO@://@SERVER_HOST@:@SERVER_PORT@/@SERVER_URI@/oauth2c/OAuthProxy.jsp

Example: https://openam.example.com:8443/openam/oauth2c/OAuthProxy.jsp

amster  attribute: ssoProxyUrl

OAuth 2.0 Provider Logout Service

Specifies the URL of the social provider’s logout service.

To enable logout of the social authentication provider when logging out of AM, you must add 
org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin  to the Authentication Post
Processing Classes property. To add the class, go to Authentication > Settings > Post Authentication Processing.

Default: https://instagram.com/accounts/logout

amster  attribute: logoutServiceUrl

• 

• 
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Logout Options

Specifies the social provider logout actions to take when logging out of AM.

Valid options are:

prompt

Asks the user whether or not to log out from the social provider.

logout

Logs the user out of the social provider without prompting.

donotlogout

Keeps the user logged in to the social provider. There is no prompt to the user.

Default: prompt

amster  attribute: logoutBehaviour

Account Provisioning

The following properties are available under the Account Provisioning tab:

Use IDM as Registration Service

Whether to use IDM as an external registration service to complete registration for new users. You must configure and
enable the IDM Provisioning service to use this option. See IDM Provisioning.

AM passes IDM these parameters:

clientToken : Signed, encrypted JWT of the OAuth 2.0 authentication state.

returnParams : Encoded URL parameters, required to be returned to AM to resume authentication after
registration in IDM is complete.

Default: False

amster  attribute: enableRegistrationService

Create account if it does not exist

When enabled, AM creates an account for the user if the user profile does not exist.

When disabled, a user without a profile may still log into AM if the Ignore Profile attribute is set in the authentication
service of the realm, or if the account is mapped to an anonymous account.

Valid values are:

true

false

Default: true

• 

• 

• 

• 
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amster  attribute: createAccount

Account Provider

Specifies the name of the class that implements the account provider.

Default: org.forgerock.openam.authentication.modules.common.mapping.DefaultAccountProvider

amster  attribute: accountProviderClass

Account Mapper

Specifies the name of the class that implements the attribute mapping for the account search.

Default: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|instagram-

amster  attribute: accountMapperClass

Account Mapper Configuration

Specifies the attribute configuration used to map the account of the user authenticated in the social provider to the local
data store in AM. Valid values take the form provider-attr=local-attr` .

Default: id=uid

amster  attribute: accountMapperConfiguration

Attribute Mapper

Specifies the list of fully qualified class names for implementations that map attributes from the social provider to AM
profile attributes.

You can provide a custom attribute mapper. A custom attribute mapper must implement the 
org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper  interface.

lightbulb_2
You can provide string constructor parameters by appending pipe-separated ( | ) values. 

Tip

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip
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Provided implementations are:

org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper

org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  - can only be used when using the 
openid  scope

Default: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|uid|instagram-

amster  attribute: attributeMappingClasses

Attribute Mapper Configuration

Specifies a map of social provider user account attributes to local user profile attributes with values in the form provider-
attr=local-attr .

Default:

id=uid

full_name=sn

username=cn

username=givenName

amster  attribute: attributeMapperConfiguration

Map to anonymous user

When enabled, maps the social provider authenticated user to a specified anonymous user. If the Create account if it does
not exist property is enabled, AM creates an account for the authenticated user instead of mapping the account to an
anonymous user.

• 

• 

lightbulb_2
You can provide string constructor parameters by appending pipe-separated ( | ) values.
For example, the org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  class can take
two constructor parameters:a comma-separated list of attributes, and a prefix to apply to their values. Specify
these as follows:
org.forgerock.openam.authentication.modules.oidc.JsonAttributeMapper|uid|instagram-

Tip

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper  class, you
can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip
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Valid values are:

true

false

Default: false

amster  attribute: mapToAnonymousUser

Anonymous User

Specifies an anonymous user that exists in the current realm. The user status of this anonymous user must be Active .
The Map to anonymous user property  maps authorized users without a profile to this anonyomus user, if enabled.

Default: anonymous

amster  attribute: anonymousUserName

Save attributes in the session

When enabled, saves the values of attributes specified in the Attribute Mapper Configuration property in the AM session.

Valid values are:

true

false

Default: true

amster  attribute: saveAttributesInSession

Social authentication module properties - OAuth 2.0

amster  service name: SocialAuthOAuth2Module

ssoadm  service name: iPlanetAMAuthSocialAuthOAuth2Service

Core

The following properties are available under the Core tab:

Authentication Level

Specifies the authentication level used to indicate the level of security associated with the module. The value can range
from 0 to any positive integer.

Default: 0

amster  data attribute: authenticationLevel

Social Provider

Specifies the name of the social provider for which this module is being set up.

Example: Google

• 

• 

• 

• 
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amster  data attribute: provider

Client Id

Specifies the client_id  parameter as described in section 2.2 of The OAuth 2.0 Authorization Framework (RFC 6749).

amster  attribute: clientId

Client Secret

Specifies the client_secret  parameter as described in section 2.3 of The OAuth 2.0 Authorization Framework (RFC
6749).

amster  attribute: clientSecret

Authentication Endpoint URL

Specifies the URL to the social provider’s endpoint handling authentication as described in section 3.1 of The OAuth 2.0
Authorization Framework (RFC 6749).

Example: https://accounts.google.com/o/oauth2/v2/auth

amster  attribute: authorizeEndpoint

Access Token Endpoint URL

Specifies the URL to the endpoint handling access tokens as described in section 3.2 of The OAuth 2.0 Authorization
Framework (RFC 6749).

Example: https://www.googleapis.com/oauth2/v4/token

amster  attribute: tokenEndpoint

User Profile Service URL

Specifies the user profile URL that returns profile information in JSON format.

Exaple: https://www.googleapis.com/oauth2/v3/userinfo

amster  attribute: userInfoEndpoint

Scope

Specifies a list of user profile attributes that the client application requires, according to The OAuth 2.0 Authorization
Framework (RFC 6749). The list depends on the permissions that the resource owner, such as the end user, grants to
the client application.

amster  attribute: scope

Scope Delimiter

Specifies the delimiter used to separate scope values.

Some authorization servers use non-standard separators for scopes. Facebook, for example, uses commas.

amster  attribute: scopeDelimiter
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Subject Property

Specifies the attribute the social provider uses to identify a user.

Example: sub

amster  attribute: subjectProperty

Use Basic Auth

Specifies that the client uses HTTP Basic authentication when authenticating to the social provider.

Valid values are:

true

false

Default: true

amster  attribute: usesBasicAuth

Proxy URL

Specifies the URL to the /oauth2c/OAuthProxy.jsp  file, which provides AM with GET to POST proxying capabilities.
Change this URL only if an external server performs the GET to POST proxying.

Default: @SERVER_PROTO@://@SERVER_HOST@:@SERVER_PORT@/@SERVER_URI@/oauth2c/OAuthProxy.jsp

Example: https://openam.example.com:8443/openam/oauth2c/OAuthProxy.jsp

amster  attribute: ssoProxyUrl

OAuth 2.0 Provider Logout Service

Specifies the URL of the social provider’s logout service.

To enable logout of the social authentication provider when logging out of AM, you must add 
org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin  to the Authentication Post
Processing Classes property. To add the class, go to Authentication > Settings > Post Authentication Processing.

amster  attribute: logoutServiceUrl

Logout Options

Specifies the social provider logout actions to take when logging out of AM.

Valid options are:

prompt

Asks the user whether or not to log out from the social provider.

logout

Logs the user out of the social provider without prompting.

• 

• 
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donotlogout

Keeps the user logged in to the social provider. There is no prompt to the user.

Default: prompt

amster  attribute: logoutBehaviour

Token Issuer

Corresponds to the expected issue identifier value in the iss  field of the ID token.

Example: https://accounts.google.com

amster  attribute: issuerName

OAuth 2.0 Mix-Up Mitigation Enabled

Controls whether the OAuth 2.0 authentication module carries out additional verification steps when it receives the
authorization code from the authorization server.

Specifies that the client must compare the issuer identifier of the authorization server upon registration with the issuer
value returned in the iss  response parameter. If they do not match, the client must abort the authorization process. The
client must also confirm that the authorization server’s response is intended for the client by comparing the client’s client
identifier to the value of the client_id  response parameter.

The Token Issuer property must be entered when the OAuth 2.0 Mix-Up Mitigation feature is enabled, so that the
validation can succeed. The authorization code response will contain an issuer value ( iss ) that will be validated by the
client.

For more information, see section 4 of OAuth 2.0 Mix-Up Mitigation Draft.

amster  attribute: mixUpMitigation

Account Provisioning

The following properties are available under the Account Provisioning tab:

Use IDM as Registration Service

Whether to use IDM as an external registration service to complete registration for new users. You must configure and
enable the IDM Provisioning service to use this option. See IDM Provisioning

AM passes IDM these parameters:

clientToken : Signed, encrypted JWT of the OAuth 2.0 authentication state.

returnParams : Encoded URL parameters, required to be returned to AM to resume authentication after
registration in IDM is complete.

Default: False

info
Consult with the authorization server’s documentation on what value it uses for the issuer field. 

Note

• 

• 
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amster  attribute: enableRegistrationService

Create account if it does not exist

When enabled, AM creates an account for the user if the user profile does not exist. If the Prompt for password setting
and activation code attribute is enabled, AM prompts the user for a password and activation code before creating the
account.

When disabled, a user without a profile may still log into AM if the Ignore Profile attribute is set in the authentication
service of the realm, or if the account is mapped to an anonymous account.

Valid values are:

true

false

Default: true

amster  attribute: createAccount

Account Provider

Specifies the name of the class that implements the account provider.

Default: org.forgerock.openam.authentication.modules.common.mapping.DefaultAccountProvider

amster  attribute: accountProviderClass

Account Mapper

Specifies the name of the class that implements the attribute mapping for the account search.

Example: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|google-

amster  attribute: accountMapperClass

Account Mapper Configuration

Specifies the attribute configuration used to map the account of the user authenticated in the social provider to the local
data store in AM. Valid values take the form provider-attr=local-attr .

emergency_home
When configured to create new accounts, the SMTP settings must also be valid. As part of account creation, the
authentication module sends the resource owner an email with an account activation code. To send the mail,
AM uses the SMTP settings you provide in the module configuration.

Important

• 

• 
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amster  attribute: accountMapperConfiguration

Attribute Mapper

Specifies the list of fully qualified class names for implementations that map attributes from the social provider to AM
profile attributes.

You can provide a custom attribute mapper. A custom attribute mapper must implement the 
org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper  interface.

Provided implementations are:

org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper

org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  - can only be used when using the 
openid  scope

amster  attribute: attributeMappingClasses

Attribute Mapper Configuration

Specifies a map of social provider user account attributes to local user profile attributes with values in the form provider-
attr=local-attr .

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip

• 

• 

lightbulb_2
You can provide string constructor parameters by appending pipe-separated ( | ) values.
For example, the org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  class can take
two constructor parameters: a comma-separated list of attributes, and a prefix to apply to their values. Specify
these as follows:
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper|*|google-

Tip
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amster  attribute: attributeMapperConfiguration

Prompt for password setting and activation code

When enabled, the user must set a password before AM creates an account dynamically. An activation code is also sent to
the user’s email address. Both the password and the code are required before the account is created.

Valid values are:

true

false

Default: false

amster  attribute: promptPasswordFlag

Map to anonymous user

When enabled, maps the social provider authenticated user to a specified anonymous user. If the Create account if it does
not exist property is enabled, AM creates an account for the authenticated user instead of mapping the account to an
anonymous user.

Valid values are:

true

false

Default: false

amster  attribute: mapToAnonymousUser

Anonymous User

Specifies an anonymous user that exists in the current realm. The user status of this anonymous user must be Active .
The Map to anonymous user  property maps authorized users without a profile to this anonymous user, if enabled.

Default: anonymous

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip

• 

• 

• 

• 
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amster  attribute: anonymousUserName

Save attributes in the session

When enabled, saves the values of attributes specified in the Attribute Mapper Configuration property in the AM session.

Valid values are:

true

false

Default: true

amster  attribute: saveAttributesInSession

Email

The following properties are available under the Email tab:

Email attribute in the Response

Specifies the attribute identifying the authenticated user’s email address in the response from the profile service in the
social provider. This setting is used to send an email message with an activation code for accounts created dynamically.

amster  attribute: emailAttribute

Mail Server Gateway implementation class

Specifies the class used by the module to send email. A custom subclass of 
org.forgerock.openam.authentication.modules.oauth2.EmailGateway  class can be provided.

Default: org.forgerock.openam.authentication.modules.oauth2.DefaultEmailGatewayImpl

amster  attribute: emailGateway

SMTP host

Specifies the host name of the mail server.

Default: localhost

amster  attribute: smtpHost

SMTP port

Specifies the SMTP port number for the mail server.

Default: 25

amster  attribute: smtpPort

SMTP User Name

Specifies the username AM uses to authenticate to the mail server.

amster  attribute: smtpUsername

• 

• 
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SMTP User Password

Specifies the password AM uses to authenticate to the mail server.

amster  attribute: smtpPassword

SMTP SSL Enabled

When enabled, connects to the mail server over SSL. AM must be able to trust the SMTP server certificate.

Valid values are:

true

false

Default: false

amster  attribute: smtpSslEnabled

SMTP From address

Specifies the address of the email sender, such as no-reply@example.com .

amster  attribute: smtpFromAddress

Social authentication module properties - OpenID Connect 1.0

The example settings are for Google.

amster  service name: SocialAuthOpenIDModule

ssoadm  service name: iPlanetAMAuthSocialAuthOpenIDService

Core

The following properties are available under the Core tab:

Social Provider

Specifies the name of the social provider for which this module is being set up.

Example: Google

amster  data attribute: provider

Client Id

Specifies the client_id  parameter as described in section 2.2 of The OAuth 2.0 Authorization Framework (RFC 6749).

amster  attribute: clientId

Client Secret

Specifies the client_secret  parameter as described in section 2.3 of The OAuth 2.0 Authorization Framework (RFC
6749).

• 

• 
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amster  attribute: clientSecret

Authentication Level

Specifies the authentication level used to indicate the level of security associated with the module. The value can range
from 0 to any positive integer.

Default: 0

amster  data attribute: authenticationLevel

Authentication Endpoint URL

Specifies the URL to the social provider’s endpoint handling authentication as described in section 3.1 of The OAuth 2.0
Authorization Framework (RFC 6749).

Example: https://accounts.google.com/o/oauth2/v2/auth

amster  attribute: authorizeEndpoint

Access Token Endpoint URL

Specifies the URL to the endpoint handling access tokens as described in section 3.2 of The OAuth 2.0 Authorization
Framework (RFC 6749).

Example: https://www.googleapis.com/oauth2/v4/token

amster  attribute: tokenEndpoint

User Profile Service URL

Specifies the user profile URL that returns profile information in JSON format.

Exaple: https://www.googleapis.com/oauth2/v3/userinfo

amster  attribute: userInfoEndpoint

Scope

Specifies a list of user profile attributes that the client application requires, according to The OAuth 2.0 Authorization
Framework (RFC 6749). The list depends on the permissions that the resource owner, such as the end user, grants to
the client application.

Default: openid

amster  attribute: scope

Scope Delimiter

Specifies the delimiter used to separate scope values.

Some authorization servers use non-standard separators for scopes. Facebook, for example, uses commas.

amster  attribute: scopeDelimiter
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Subject Property

Specifies the attribute the social provider uses to identify a user.

Example: sub

amster  attribute: subjectProperty

Use Basic Auth

Specifies that the client uses HTTP Basic authentication when authenticating to the social provider.

Valid values are:

true

false

Default: true

amster  attribute: usesBasicAuth

Proxy URL

Specifies the URL to the /oauth2c/OAuthProxy.jsp  file, which provides AM with GET to POST proxying capabilities.
Change this URL only if an external server performs the GET to POST proxying.

Default: @SERVER_PROTO@://@SERVER_HOST@:@SERVER_PORT@/@SERVER_URI@/oauth2c/OAuthProxy.jsp

Example: https://openam.example.com:8443/openam/oauth2c/OAuthProxy.jsp

amster  attribute: ssoProxyUrl

OAuth 2.0 Provider Logout Service

Specifies the URL of the social provider’s logout service.

To enable logout of the social authentication provider when logging out of AM, you must add 
org.forgerock.openam.authentication.modules.oauth2.OAuth2PostAuthnPlugin  to the Authentication Post
Processing Classes property. To add the class, go to Authentication > Settings > Post Authentication Processing.

amster  attribute: logoutServiceUrl

Logout Options

Specifies the social provider logout actions to take when logging out of AM.

Valid options are:

prompt

Asks the user whether or not to log out from the social provider.

logout

Logs the user out of the social provider without prompting.

• 

• 

PingAM Authentication and SSO

Copyright © 2025 Ping Identity Corporation 4443



donotlogout

Keeps the user logged in to the social provider. There is no prompt to the user.

Default: prompt

amster  attribute: logoutBehaviour

Token Issuer

Corresponds to the expected issue identifier value in the iss  field of the ID token.

Example: https://accounts.google.com

amster  attribute: issuerName

OAuth 2.0 Mix-Up Mitigation Enabled

Controls whether the OAuth 2.0 authentication module carries out additional verification steps when it receives the
authorization code from the authorization server.

Specifies that the client must compare the issuer identifier of the authorization server upon registration with the issuer
value returned in the iss  response parameter. If they do not match, the client must abort the authorization process. The
client must also confirm that the authorization server’s response is intended for the client by comparing the client’s client
identifier to the value of the client_id  response parameter.

The Token Issuer property must be entered when the OAuth 2.0 Mix-Up Mitigation feature is enabled, so that the
validation can succeed. The authorization code response will contain an issuer value ( iss ) that will be validated by the
client.

For more information, see section 4 of OAuth 2.0 Mix-Up Mitigation Draft.

amster  attribute: mixUpMitigation

OpenID Connect

The following properties are available under the OpenID Connect tab:

OpenID Connect validation configuration type

In order to validate the ID token from the OpenID Connect provider, the module needs either a URL to get the public keys
for the provider, or the symmetric key for an ID token signed with a HMAC-based algorithm.

By default, the configuration type is .well-known/openid-configuration_url . This means the module should retrieve the keys
based on information in the OpenID Connect Provider Configuration Document.

You can instead configure the authentication module to validate the ID token signature with the client secret key you provide, or
to validate the ID token with the keys retrieved from the URL to the OpenID Connect provider’s JSON web key set.

info
Consult with the authorization server’s documentation on what value it uses for the issuer field. 

Note
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.well-known/openid-configuration_url (Default)

Retrieve the provider keys based on the information provided in the OpenID Connect Provider Configuration Document.

Specify the URL to the document in the OpenID Connect validation configuration value property

client_secret

Use the client secret that you specify in the Client Secret property (not the OpenID Connect validation configuration value
property, which is ignored) as the key to validate the ID token signature according to the HMAC, using the client secret to
the decrypt the hash and then checking that the hash matches the hash of the ID token JWT.

jwk_url

Retrieve the provider’s JSON web key set at the URL that you specify in the OpenID Connect validation configuration value
property.

amster  attribute: cryptoContextType

OpenID Connect validation configuration value

Specifies the full URL to the discovery or JWK location, corresponding to the configuration type selected in the
OpenID Connect validation configuration type property.

Example: https://accounts.google.com/.well-known/openid-configuration

amster  attribute: cryptoContextValue

Account Provisioning

The following properties are available under the Account Provisioning tab:

Use IDM as Registration Service

Whether to use IDM as an external registration service to complete registration for new users. You must configure and
enable the IDM Provisioning service to use this option. See IDM Provisioning.

AM passes IDM these parameters:

clientToken : Signed, encrypted JWT of the OAuth 2.0 authentication state.

returnParams : Encoded URL parameters, required to be returned to AM to resume authentication after
registration in IDM is complete.

Default: False

amster  attribute: enableRegistrationService

Create account if it does not exist

When enabled, AM creates an account for the user if the user profile does not exist. If the Prompt for password setting
and activation code attribute is enabled, AM prompts the user for a password and activation code before creating the
account.

• 

• 
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When disabled, a user without a profile may still log into AM if the Ignore Profile attribute is set in the authentication
service of the realm, or if the account is mapped to an anonymous account.

Valid values are:

true

false

Default: true

amster  attribute: createAccount

Account Provider

Specifies the name of the class that implements the account provider.

Default: org.forgerock.openam.authentication.modules.common.mapping.DefaultAccountProvider

amster  attribute: accountProviderClass

Account Mapper

Specifies the name of the class that implements the attribute mapping for the account search.

Example: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|google-

amster  attribute: accountMapperClass

Account Mapper Configuration

Specifies the attribute configuration used to map the account of the user authenticated in the social provider to the local
data store in AM. Valid values take the form provider-attr=local-attr .

emergency_home
When configured to create new accounts, the SMTP settings must also be valid. As part of account creation, the
authentication module sends the resource owner an email with an account activation code. To send the mail,
AM uses the SMTP settings you provide in the module configuration.

Important

• 

• 

lightbulb_2
You can provide string constructor parameters by appending pipe-separated ( | ) values. 

Tip
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amster  attribute: accountMapperConfiguration

Attribute Mapper

Specifies the list of fully qualified class names for implementations that map attributes from the social provider to AM
profile attributes.

You can provide a custom attribute mapper. A custom attribute mapper must implement the 
org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper  interface.

Provided implementations are:

org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper

org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  - can only be used when using the 
openid  scope

amster  attribute: attributeMappingClasses

Attribute Mapper Configuration

Specifies a map of social provider user account attributes to local user profile attributes with values in the form provider-
attr=local-attr .

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip

• 

• 

lightbulb_2
You can provide string constructor parameters by appending pipe-separated ( | ) values.
For example, the org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  class can take
two constructor parameters: a comma-separated list of attributes, and a prefix to apply to their values. Specify
these as follows:
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper|*|google-

Tip
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amster  attribute: attributeMapperConfiguration

Prompt for password setting and activation code

When enabled, the user must set a password before AM creates an account dynamically. An activation code is also sent to
the user’s email address. Both the password and the code are required before the account is created.

Valid values are:

true

false

Default: false

amster  attribute: promptPasswordFlag

Map to anonymous user

When enabled, maps the social provider authenticated user to a specified anonymous user. If the Create account if it does
not exist property is enabled, AM creates an account for the authenticated user instead of mapping the account to an
anonymous user.

Valid values are:

true

false

Default: false

amster  attribute: mapToAnonymousUser

Anonymous User

Specifies an anonymous user that exists in the current realm. The user status of this anonymous user must be Active .
The Map to anonymous user  property maps authorized users without a profile to this anonyomus user, if enabled.

Default: anonymous

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip

• 

• 

• 

• 
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amster  attribute: anonymousUserName

Save attributes in the session

When enabled, saves the values of attributes specified in the Attribute Mapper Configuration property in the AM session.

Valid values are:

true

false

Default: true

amster  attribute: saveAttributesInSession

Email

The following properties are available under the Email tab:

Email attribute in the Response

Specifies the attribute identifying the authenticated user’s email address in the response from the profile service in the
social provider. This setting is used to send an email message with an activation code for accounts created dynamically.

amster  attribute: emailAttribute

Mail Server Gateway implementation class

Specifies the class used by the module to send email. A custom subclass of 
org.forgerock.openam.authentication.modules.oauth2.EmailGateway  class can be provided.

Default: org.forgerock.openam.authentication.modules.oauth2.DefaultEmailGatewayImpl

amster  attribute: emailGateway

SMTP host

Specifies the host name of the mail server.

Default: localhost

amster  attribute: smtpHost

SMTP port

Specifies the SMTP port number for the mail server.

Default: 25

amster  attribute: smtpPort

SMTP User Name

Specifies the username AM uses to authenticate to the mail server.

amster  attribute: smtpUsername

• 

• 
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SMTP User Password

Specifies the password AM uses to authenticate to the mail server.

amster  attribute: smtpPassword

SMTP SSL Enabled

When enabled, connects to the mail server over SSL. AM must be able to trust the SMTP server certificate.

Valid values are:

true

false

Default: false

amster  attribute: smtpSslEnabled

SMTP From address

Specifies the address of the email sender, such as no-reply@example.com .

amster  attribute: smtpFromAddress

Social authentication module properties - VKontakte

amster  service name: SocialAuthVKontakteModule

ssoadm  service name: iPlanetAMAuthSocialAuthVKService

Core

The following properties are available under the Core tab:

Social Provider

Specifies the name of the social provider for which this module is being set up.

Default: VKontakte

amster  data attribute: provider

Client Id

Specifies the client_id  parameter as described in section 2.2 of The OAuth 2.0 Authorization Framework (RFC 6749).

amster  attribute: clientId

• 

• 

lightbulb_2
To register an application with VKontakte and obtain an OAuth 2.0 client_id  and client_secret , visit 
https://vk.com/apps?act=manage.

Tip
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Client Secret

Specifies the client_secret  parameter as described in section 2.3 of The OAuth 2.0 Authorization Framework (RFC
6749).

amster  attribute: clientSecret

Authentication Level

Specifies the authentication level used to indicate the level of security associated with the module. The value can range
from 0 to any positive integer.

Default: 0

amster  data attribute: authenticationLevel

Authentication Endpoint URL

Specifies the URL to the endpoint handling authentication as described in section 3.1 of The OAuth 2.0 Authorization
Framework (RFC 6749).

Default: https://oauth.vk.com/authorize

amster  attribute: authorizeEndpoint

Access Token Endpoint URL

Specifies the URL to the social provider’s endpoint handling access tokens as described in section 3.2 of The OAuth 2.0
Authorization Framework (RFC 6749).

Default: https://oauth.vk.com/access_token

amster  attribute: tokenEndpoint

User Profile Service URL

Specifies the user profile URL that returns profile information in JSON format.

Default: https://api.vk.com/method/users.get

amster  attribute: userInfoEndpoint

Scope

Specifies a list of user profile attributes that the client application requires, according to The OAuth 2.0 Authorization
Framework (RFC 6749). The list depends on the permissions that the resource owner, such as the end user, grants to
the client application.

amster  attribute: scope

Proxy URL

Specifies the URL to the /oauth2c/OAuthProxy.jsp  file, which provides AM with GET to POST proxying capabilities.
Change this URL only if an external server performs the GET to POST proxying.

Default: @SERVER_PROTO@://@SERVER_HOST@:@SERVER_PORT@/@SERVER_URI@/oauth2c/OAuthProxy.jsp
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Example: https://openam.example.com:8443/openam/oauth2c/OAuthProxy.jsp

amster  attribute: ssoProxyUrl

Subject Property

Specifies the attribute the social provider uses to identify a user.

Default: id

amster  attribute: subjectProperty

Account Provisioning

The following properties are available under the Account Provisioning tab:

Account Provider

Specifies the name of the class that implements the account provider.

Default: org.forgerock.openam.authentication.modules.common.mapping.DefaultAccountProvider

amster  attribute: accountProviderClass

Use IDM as Registration Service

Whether to use IDM as an external registration service to complete registration for new users. You must configure and
enable the IDM Provisioning service to use this option. See IDM Provisioning.

AM passes IDM these parameters:

clientToken : Signed, encrypted JWT of the OAuth 2.0 authentication state.

returnParams : Encoded URL parameters, required to be returned to AM to resume authentication after
registration in IDM is complete.

Default: False

amster  attribute: enableRegistrationService

Create account if it does not exist

When enabled, AM creates an account for the user if the user profile does not exist. If the Prompt for password setting
and activation code attribute is enabled, AM prompts the user for a password and activation code before creating the
account.

When disabled, a user without a profile may still log into AM if the Ignore Profile attribute is set in the authentication
service of the realm, or if the account is mapped to an anonymous account.

• 

• 

emergency_home
When configured to create new accounts, the SMTP settings must also be valid. As part of account creation, the
authentication module sends the resource owner an email with an account activation code. To send the mail,
AM uses the SMTP settings you provide in the module configuration.

Important
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Valid values are:

true

false

Default: true

amster  attribute: createAccount

Account Mapper

Specifies the name of the class that implements the attribute mapping for the account search.

Default: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|uid|vkontakte-

amster  attribute: accountMapperClass

Account Mapper Configuration

Specifies the attribute configuration used to map the account of the user authenticated in the social provider to the local
data store in AM. Valid values take the form provider-attr=local-attr .

Default: uid=uid

amster  attribute: accountMapperConfiguration

Attribute Mapper

Specifies the list of fully qualified class names for implementations that map attributes from the social provider to AM
profile attributes.

You can provide a custom attribute mapper. A custom attribute mapper must implement the 
org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper  interface.

Provided implementations are:

org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper

• 

• 

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip

• 
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org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  - can only be used when using the 
openid  scope

Default: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|uid|vkontakte-

amster  attribute: attributeMappingClasses

Attribute Mapper Configuration

Specifies a map of social provider user account attributes to local user profile attributes with values in the form provider-
attr=local-attr .

Default:

uid=uid

full_name=givenName

first_name=cn

last_name=sn

email=mail

amster  attribute: attributeMapperConfiguration

Prompt for password setting and activation code

When enabled, the user must set a password before AM creates an account dynamically. An activation code is also sent to
the user’s email address. Both the password and the code are required before the account is created.

Valid values are:

true

• 

lightbulb_2
You can provide string constructor parameters by appending pipe-separated ( | ) values.
For example, the org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  class can take
two constructor parameters: a comma-separated list of attributes, and a prefix to apply to their values. Specify
these as follows:
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper|uid|vkontakte-

Tip

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip

• 
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false

Default: false

amster  attribute: promptPasswordFlag

Map to anonymous user

When enabled, maps the social provider authenticated user to a specified anonymous user. If the Create account if it does
not exist property is enabled, AM creates an account for the authenticated user instead of mapping the account to an
anonymous user.

Valid values are:

true

false

Default: false

amster  attribute: mapToAnonymousUser

Anonymous User

Specifies an anonymous user that exists in the current realm. The user status of this anonymous user must be Active .
The Map to anonymous user  property maps authorized users without a profile to this anonyomus user, if enabled.

Default: anonymous

amster  attribute: anonymousUserName

Save attributes in the session

When enabled, saves the values of attributes specified in the Attribute Mapper Configuration property in the AM session.

Valid values are:

true

false

Default: true

amster  attribute: saveAttributesInSession

Email

The following properties are available under the Email tab:

Email attribute in the Response

Specifies the attribute identifying the authenticated user’s email address in the response from the profile service in the
social provider. This setting is used to send an email message with an activation code for accounts created dynamically.

amster  attribute: emailAttribute

• 

• 

• 

• 

• 
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Mail Server Gateway implementation class

Specifies the class used by the module to send email. A custom subclass of 
org.forgerock.openam.authentication.modules.oauth2.EmailGateway  class can be provided.

Default: org.forgerock.openam.authentication.modules.oauth2.DefaultEmailGatewayImpl

amster  attribute: emailGateway

SMTP host

Specifies the host name of the mail server.

Default: localhost

amster  attribute: smtpHost

SMTP port

Specifies the SMTP port number for the mail server.

Default: 25

amster  attribute: smtpPort

SMTP User Name

Specifies the username AM uses to authenticate to the mail server.

amster  attribute: smtpUsername

SMTP User Password

Specifies the password AM uses to authenticate to the mail server.

amster  attribute: smtpPassword

SMTP SSL Enabled

When enabled, connects to the mail server over SSL. AM must be able to trust the SMTP server certificate.

Valid values are:

true

false

Default: false

amster  attribute: smtpSslEnabled

SMTP From address

Specifies the address of the email sender, such as no-reply@example.com .

Default: info@forgerock.com

amster  attribute: smtpFromAddress

• 

• 
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Social authentication module properties - WeChat

amster  service name: SocialAuthWeChatModule

ssoadm  service name: iPlanetAMAuthSocialAuthWeChatService

Core

The following properties are available under the Core tab:

Authentication Level

Specifies the authentication level used to indicate the level of security associated with the module. The value can range
from 0 to any positive integer.

Default: 0

amster  data attribute: authenticationLevel

Social Provider

Specifies the name of the social provider for which this module is being set up.

Default: WeChat

amster  data attribute: provider

Client Id

Specifies the client_id  parameter as described in section 2.2 of The OAuth 2.0 Authorization Framework (RFC 6749).

amster  attribute: clientId

Client Secret

Specifies the client_secret  parameter as described in section 2.3 of The OAuth 2.0 Authorization Framework (RFC
6749).

amster  attribute: clientSecret

Authentication Endpoint URL

Specifies the URL to the social provider’s endpoint handling authentication as described in section 3.1 of The OAuth 2.0
Authorization Framework (RFC 6749).

Default: https://open.weixin.qq.com/connect/qrconnect

amster  attribute: authorizeEndpoint

lightbulb_2
To register an application with WeChat and obtain an OAuth 2.0 client_id  and client_secret , visit https://
open.weixin.qq.com/cgi-bin/frame?t=home/web_tmpl.

Tip
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Access Token Endpoint URL

Specifies the URL to the endpoint handling access tokens as described in section 3.2 of The OAuth 2.0 Authorization
Framework (RFC 6749).

Default: https://api.wechat.com/sns/oauth2/access_token

amster  attribute: tokenEndpoint

User Profile Service URL

Specifies the user profile URL that returns profile information in JSON format.

Default: https://api.wechat.com/sns/userinfo

amster  attribute: userInfoEndpoint

Scope

Specifies a list of user profile attributes that the client application requires, according to The OAuth 2.0 Authorization
Framework (RFC 6749). The list depends on the permissions that the resource owner, such as the end user, grants to
the client application.

amster  attribute: scope

Scope Delimiter

Specifies the delimiter used to separate scope values.

Some authorization servers use non-standard separators for scopes. Facebook, for example, uses commas.

Default: space character

amster  attribute: scopeDelimiter

Subject Property

Specifies the attribute the social provider uses to identify a user.

Default: openid

amster  attribute: subjectProperty

Use Basic Auth

Specifies that the client uses HTTP Basic authentication when authenticating to the social provider.

Valid values are:

true

false

Default: false

amster  attribute: usesBasicAuth

• 

• 
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Proxy URL

Specifies the URL to the /oauth2c/OAuthProxy.jsp  file, which provides AM with GET to POST proxying capabilities.
Change this URL only if an external server performs the GET to POST proxying.

Default: @SERVER_PROTO@://@SERVER_HOST@:@SERVER_PORT@/@SERVER_URI@/oauth2c/OAuthProxy.jsp

Example: https://openam.example.com:8443/openam/oauth2c/OAuthProxy.jsp

amster  attribute: ssoProxyUrl

Account Provisioning

The following properties are available under the Account Provisioning tab:

Use IDM as Registration Service

Whether to use IDM as an external registration service to complete registration for new users. You must configure and
enable the IDM Provisioning service to use this option. See IDM Provisioning.

AM passes IDM these parameters:

clientToken : Signed, encrypted JWT of the OAuth 2.0 authentication state.

returnParams : Encoded URL parameters, required to be returned to AM to resume authentication after
registration in IDM is complete.

Default: False

amster  attribute: enableRegistrationService

Create account if it does not exist

When enabled, AM creates an account for the user if the user profile does not exist. If the Prompt for password setting
and activation code attribute is enabled, AM prompts the user for a password and activation code before creating the
account.

When disabled, a user without a profile may still log into AM if the Ignore Profile attribute is set in the authentication
service of the realm, or if the account is mapped to an anonymous account.

Valid values are:

true

false

Default: true

amster  attribute: createAccount

• 

• 

emergency_home
When configured to create new accounts, the SMTP settings must also be valid. As part of account creation, the
authentication module sends the resource owner an email with an account activation code. To send the mail,
AM uses the SMTP settings you provide in the module configuration.

Important

• 

• 
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Account Provider

Specifies the name of the class that implements the account provider.

Default: org.forgerock.openam.authentication.modules.common.mapping.DefaultAccountProvider

amster  attribute: accountProviderClass

Account Mapper

Specifies the name of the class that implements the attribute mapping for the account search.

Default: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|wechat-

amster  attribute: accountMapperClass

Account Mapper Configuration

Specifies the attribute configuration used to map the account of the user authenticated in the social provider to the local
data store in AM. Valid values take the form provider-attr=local-attr .

Default: openid=uid

amster  attribute: accountMapperConfiguration

Attribute Mapper

Specifies the list of fully qualified class names for implementations that map attributes from the social provider to AM
profile attributes.

You can provide a custom attribute mapper. A custom attribute mapper must implement the 
org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper  interface.

Provided implementations are:

org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper

org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  - can only be used when using the 
openid  scope

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip

• 

• 
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Default: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|wechat-

amster  attribute: attributeMappingClasses

Attribute Mapper Configuration

Specifies a map of social provider user account attributes to local user profile attributes with values in the form provider-
attr=local-attr .

Default:

openid=uid

nickname=sn

nickname=cn

nickname=givenName

amster  attribute: attributeMapperConfiguration

Prompt for password setting and activation code

When enabled, the user must set a password before AM creates an account dynamically. An activation code is also sent to
the user’s email address. Both the password and the code are required before the account is created.

Valid values are:

true

false

Default: false

lightbulb_2
You can provide string constructor parameters by appending pipe-separated ( | ) values.
For example, the org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  class can take
two constructor parameters: a comma-separated list of attributes, and a prefix to apply to their values. Specify
these as follows:
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper|*|wechat-

Tip

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip

• 

• 
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amster  attribute: promptPasswordFlag

Map to anonymous user

When enabled, maps the social provider authenticated user to a specified anonymous user. If the Create account if it does
not exist property is enabled, AM creates an account for the authenticated user instead of mapping the account to an
anonymous user.

Valid values are:

true

false

Default: false

amster  attribute: mapToAnonymousUser

Anonymous User

Specifies an anonymous user that exists in the current realm. The user status of this anonymous user must be Active .
The Map to anonymous user  property maps authorized users without a profile to this anonyomus user, if enabled.

Default: anonymous

amster  attribute: anonymousUserName

Save attributes in the session

When enabled, saves the values of attributes specified in the Attribute Mapper Configuration property in the AM session.

Valid values are:

true

false

Default: true

amster  attribute: saveAttributesInSession

Email

The following properties are available under the Email tab:

Email attribute in the Response

Specifies the attribute identifying the authenticated user’s email address in the response from the profile service in the
social provider. This setting is used to send an email message with an activation code for accounts created dynamically.

amster  attribute: emailAttribute

Mail Server Gateway implementation class

Specifies the class used by the module to send email. A custom subclass of 
org.forgerock.openam.authentication.modules.oauth2.EmailGateway  class can be provided.

• 

• 

• 

• 
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Default: org.forgerock.openam.authentication.modules.oauth2.DefaultEmailGatewayImpl

amster  attribute: emailGateway

SMTP host

Specifies the host name of the mail server.

Default: localhost

amster  attribute: smtpHost

SMTP port

Specifies the SMTP port number for the mail server.

Default: 25

amster  attribute: smtpPort

SMTP User Name

Specifies the username AM uses to authenticate to the mail server.

amster  attribute: smtpUsername

SMTP User Password

Specifies the password AM uses to authenticate to the mail server.

amster  attribute: smtpPassword

SMTP SSL Enabled

When enabled, connects to the mail server over SSL. AM must be able to trust the SMTP server certificate.

Valid values are:

true

false

Default: false

amster  attribute: smtpSslEnabled

SMTP From address

Specifies the address of the email sender, such as no-reply@example.com .

Default: info@forgerock.com

amster  attribute: smtpFromAddress

Social authentication module properties - WeChat Mobile

amster  service name: SocialAuthWeChatMobileModule

• 

• 
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ssoadm  service name: iPlanetAMAuthSocialAuthWeChatMobileService

Core

The following properties are available under the Core tab:

Authentication Level

Specifies the authentication level used to indicate the level of security associated with the module. The value can range
from 0 to any positive integer.

Default: 0

amster  data attribute: authenticationLevel

Social Provider

Specifies the name of the social provider for which this module is being set up.

Default: WeChat

amster  data attribute: provider

User Profile Service URL

Specifies the user profile URL that returns profile information in JSON format.

Default: https://api.wechat.com/sns/userinfo

amster  attribute: userInfoEndpoint

Scope

Specifies a list of user profile attributes that the client application requires, according to The OAuth 2.0 Authorization
Framework (RFC 6749). The list depends on the permissions that the resource owner, such as the end user, grants to
the client application.

Default: snsapi_userinfo

amster  attribute: scope

Subject Property

Specifies the attribute the social provider uses to identify a user.

Default: openid

amster  attribute: subjectProperty

Proxy URL

Specifies the URL to the /oauth2c/OAuthProxy.jsp  file, which provides AM with GET to POST proxying capabilities.
Change this URL only if an external server performs the GET to POST proxying.

Default: @SERVER_PROTO@://@SERVER_HOST@:@SERVER_PORT@/@SERVER_URI@/oauth2c/OAuthProxy.jsp
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Example: https://openam.example.com:8443/openam/oauth2c/OAuthProxy.jsp

amster  attribute: ssoProxyUrl

Account Provisioning

The following properties are available under the Account Provisioning tab:

Use IDM as Registration Service

Whether to use IDM as an external registration service to complete registration for new users. You must configure and
enable the IDM Provisioning service to use this option. See IDM Provisioning.

AM passes IDM these parameters:

clientToken : Signed, encrypted JWT of the OAuth 2.0 authentication state.

returnParams : Encoded URL parameters, required to be returned to AM to resume authentication after
registration in IDM is complete.

Default: False

amster  attribute: enableRegistrationService

Create account if it does not exist

When enabled, AM creates an account for the user if the user profile does not exist. If the Prompt for password setting
and activation code attribute is enabled, AM prompts the user for a password and activation code before creating the
account.

When disabled, a user without a profile may still log into AM if the Ignore Profile attribute is set in the authentication
service of the realm, or if the account is mapped to an anonymous account.

Valid values are:

true

false

Default: true

amster  attribute: createAccount

Account Provider

Specifies the name of the class that implements the account provider.

Default: org.forgerock.openam.authentication.modules.common.mapping.DefaultAccountProvider

amster  attribute: accountProviderClass

• 

• 

emergency_home
When configured to create new accounts, the SMTP settings must also be valid. As part of account creation, the
authentication module sends the resource owner an email with an account activation code. To send the mail,
AM uses the SMTP settings you provide in the module configuration.

Important

• 

• 
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Account Mapper

Specifies the name of the class that implements the attribute mapping for the account search.

Default: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|wechat-

amster  attribute: accountMapperClass

Account Mapper Configuration

Specifies the attribute configuration used to map the account of the user authenticated in the social provider to the local
data store in AM. Valid values take the form provider-attr=local-attr .

Default: openid=uid

amster  attribute: accountMapperConfiguration

Attribute Mapper

Specifies the list of fully qualified class names for implementations that map attributes from the social provider to AM
profile attributes.

You can provide a custom attribute mapper. A custom attribute mapper must implement the 
org.forgerock.openam.authentication.modules.common.mapping.AttributeMapper  interface.

Provided implementations are:

org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper

org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  - can only be used when using the 
openid  scope

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip

• 

• 

lightbulb_2
You can provide string constructor parameters by appending pipe-separated ( | ) values.
For example, the org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper  class can take
two constructor parameters: a comma-separated list of attributes, and a prefix to apply to their values. Specify
these as follows:
org.forgerock.openam.authentication.modules.oidc.JwtAttributeMapper|*|wechat-

Tip
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Default: org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper|*|wechat-

amster  attribute: attributeMappingClasses

Attribute Mapper Configuration

Specifies a map of social provider user account attributes to local user profile attributes with values in the form provider-
attr=local-attr .

Default:

openid=uid

nickname=sn

nickname=cn

nickname=givenName

amster  attribute: attributeMapperConfiguration

Prompt for password setting and activation code

When enabled, the user must set a password before AM creates an account dynamically. An activation code is also sent to
the user’s email address. Both the password and the code are required before the account is created.

Valid values are:

true

false

Default: false

amster  attribute: promptPasswordFlag

Map to anonymous user

When enabled, maps the social provider authenticated user to a specified anonymous user. If the Create account if it does
not exist property is enabled, AM creates an account for the authenticated user instead of mapping the account to an
anonymous user.

lightbulb_2
When using the org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper
class, you can parse JSON objects in mappings, by using dot notation.
For example, given a JSON payload of:

{
  "sub" : "12345",
  "name" : {
    "first_name" : "Demo",
    "last_name" : "User"
  }
}

You can create a mapper, such as name.first_name=cn .

Tip

• 

• 
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Valid values are:

true

false

Default: false

amster  attribute: mapToAnonymousUser

Anonymous User

Specifies an anonymous user that exists in the current realm. The user status of this anonymous user must be Active .
The Map to anonymous user property  maps authorized users without a profile to this anonyomus user, if enabled.

Default: anonymous

amster  attribute: anonymousUserName

Save attributes in the session

When enabled, saves the values of attributes specified in the Attribute Mapper Configuration property in the AM session.

Valid values are:

true

false

Default: true

amster  attribute: saveAttributesInSession

Email

The following properties are available under the Email tab:

Email attribute in the Response

Specifies the attribute identifying the authenticated user’s email address in the response from the profile service in the
social provider. This setting is used to send an email message with an activation code for accounts created dynamically.

amster  attribute: emailAttribute

Mail Server Gateway implementation class

Specifies the class used by the module to send email. A custom subclass of 
org.forgerock.openam.authentication.modules.oauth2.EmailGateway  class can be provided.

Default: org.forgerock.openam.authentication.modules.oauth2.DefaultEmailGatewayImpl

amster  attribute: emailGateway

SMTP host

Specifies the host name of the mail server.

• 

• 

• 

• 
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Default: localhost

amster  attribute: smtpHost

SMTP port

Specifies the SMTP port number for the mail server.

Default: 25

amster  attribute: smtpPort

SMTP User Name

Specifies the username AM uses to authenticate to the mail server.

amster  attribute: smtpUsername

SMTP User Password

Specifies the password AM uses to authenticate to the mail server.

amster  attribute: smtpPassword

SMTP SSL Enabled

When enabled, connects to the mail server over SSL. AM must be able to trust the SMTP server certificate.

Valid values are:

true

false

Default: false

amster  attribute: smtpSslEnabled

SMTP From address

Specifies the address of the email sender, such as no-reply@example.com .

Default: info@forgerock.com

amster  attribute: smtpFromAddress

Windows Desktop SSO authentication module properties

amster  service name: WindowsDesktopSsoModule

ssoadm  service name: iPlanetAMAuthWindowsDesktopSSOService

• 

• 

lightbulb_2
Before configuring the authentication module, create an Active Directory account and a keytab  file.

Tip
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Service Principal

The Kerberos principal for authentication in the format HTTP/host.domain@DC-DOMAIN-NAME .

host.domain corresponds to the host and domain names of the AM instance and DC-DOMAIN-NAME is the domain name of
the Kerberos realm (the FQDN of the Active Directory domain).

DC-DOMAIN-NAME can differ from the domain name for AM.

In multi-server deployments, configure host.domain as the load balancer FQDN or IP address in front of the AM instances.
For example, HTTP/openamLB.example.com@KERBEROSREALM.INTERNAL.COM .

Learn more in How do I set up the WDSSO authentication module in PingAM in a load-balanced environment?.

amster  attribute: principalName

ssoadm  attribute: iplanet-am-auth-windowsdesktopsso-principal-name

Keytab File Name

The full path to the keytab file for the Service Principal. Generate the keytab file using the Windows ktpass  utility.

amster  attribute: keytabFileName

ssoadm  attribute: iplanet-am-auth-windowsdesktopsso-keytab-file

Kerberos Realm

The Kerberos Key Distribution Center realm. For the Windows Kerberos service, this is the domain controller server
domain name.

amster  attribute: kerberosRealm

ssoadm  attribute: iplanet-am-auth-windowsdesktopsso-kerberos-realm

Kerberos Server Name

The FQDN of the Kerberos Key Distribution Center server; for example, the FQDN of the domain controller server.

amster  attribute: kerberosServerName

ssoadm  attribute: iplanet-am-auth-windowsdesktopsso-kdc

Return Principal with Domain Name

When enabled, AM automatically returns the Kerberos principal with the domain controller’s domain name during
authentication.

amster  attribute: returnPrincipalWithDomainName

ssoadm  attribute: iplanet-am-auth-windowsdesktopsso-returnRealm

Authentication Level

The authentication level used to indicate the level of security associated with the module. The value can range from 0 to
any positive integer.
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amster  attribute: authenticationLevel

ssoadm  attribute: iplanet-am-auth-windowsdesktopsso-auth-level

Trusted Kerberos realms

List of trusted Kerberos realms for user Kerberos tickets. When realms are configured, Kerberos tickets are only accepted
if the realm part of the user principal name of the user’s Kerberos ticket matches a realm from the list.

amster  attribute: trustedKerberosRealms

ssoadm  attribute: iplanet-am-auth-windowsdesktopsso-kerberos-realms-trusted

isInitiator

Configuration used for the JDK Kerberos LoginModule ( Krb5LoginModule ), which authenticates users using Kerberos
principals. Possible values are true  for initiator credentials, and false  for acceptor credentials.

Default value: true

amster  attribute: kerberosServiceIsinitiator

ssoadm  attribute: iplanet-am-auth-windowsdesktopsso-kerberos-isinitiator

Search for the user in the realm

Validates the user against the configured data stores. If the user from the Kerberos token isn’t found, authentication fails.
If an authentication chain is set, the user can authenticate through another module. This search uses the Alias Search
Attribute Name  from the core realm attributes. For details, refer to User Profile.

amster  attribute: lookupUserInRealm

ssoadm  attribute: iplanet-am-auth-windowsdesktopsso-lookupUserInRealm

Authenticating with Windows Desktop SSO over REST

To authenticate with Windows Desktop SSO over REST, add an Authorization  header containing the string Basic , followed by a
base64-encoded string of the username, a colon character, and the password. For example, if the credentials demo:Ch4ng31t  are
base64-encoded, the resulting string is ZGVtbzpDaDRuZzMxdA== .

The REST request would then be as follows:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
--header "Authorization: Basic ZGVtbzpDaDRuZzMxdA==" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5w…NTcy*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}
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Differences between authentication modules that support HOTP

The ForgeRock Authenticator (OATH), OATH, and HOTP authentication modules let you configure authentication that prompts
users to enter HMAC one-time passwords. It is important that administrators understand the differences among these
authentication modules:

The ForgeRock Authenticator (OATH) and OATH authentication modules accept one-time passwords generated by the end
user’s device, while the HOTP authentication module generates passwords and sends them to users by e-mail or SMS.

All three of the authentication modules support HOTP passwords. The ForgeRock Authenticator (OATH) and OATH
authentication modules also support TOTP passwords.

The ForgeRock Authenticator (OATH) and OATH authentication modules require users to register their devices, and store
the device registration details in the user profile. The HOTP authentication module requires the presence of mobile phone
numbers and/or e-mail addresses in user profiles.

The ForgeRock Authenticator (OATH) authentication module can encrypt stored device registration details.

Before deciding on an implementation strategy, assess your requirements against the following capabilities in AM:

info
AM provides two authentication modules that support OATH:

The ForgeRock Authenticator (OATH) authentication module, which is optimized for use with the ForgeRock
Authenticator app and provides device profile encryption.
The OATH authentication module, which is a raw OATH implementation requiring more configuration for users
and the AM administrator.

We recommend using the ForgeRock Authenticator (OATH) authentication module when possible.

Note

• 

• 

• 

• 

• 

• 

Comparing the ForgeRock Authenticator (OATH) to the HOTP Authentication Module

Requirement Available With the ForgeRock
Authenticator (OATH) Authentication
Module?

Available With the HOTP
Authentication Module?

End users can authenticate using a
HOTP password

✔ ✔

AM can generate a HOTP password and
send it to end users in a text message
or an e-mail

✖ ✔

End users can register a mobile phone
with AM, and an authenticator app on
the phone can generate a HOTP or
TOTP password that AM accepts as
proof of authentication

✔ ✖

End users can authenticate with a TOTP
password

✔ ✖
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Authentication modules configuration reference

The AM admin UI provides two places where you can configure authentication modules:

Under Configure > Authentication, you configure default properties for global authentication modules.

Under Realms > Realm Name > Authentication > Modules, you configure modules for your realm.

The configuration of individual modules depend on its function. The configuration of an Active Directory instead of the LDAP
authentication module requires connection information and details about where to search for users. In contrast, the
configuration of the HOTP module for OTP authentication requires data about the password length and the mail server or SMS
gateway to send the password during authentication.

Account Active Check module

The Account Active Check module lets you determine whether an account is marked as active, or locked.

By default, AM checks if a user account is active or locked after processing an entire authentication chain. This means users with
locked accounts may be asked to perform unnecessary authentication steps, such as providing a one-time password before
authentication fails.

Use the Account Active Check module to check for active or locked status immediately after determining the user account; for
example, after a DataStore or LDAP module. If the account is locked, the chain fails early without processing modules that appear
after the Account Active Check module.

For more information, refer to Account lockout.

Active Directory authentication module

AM connects to Active Directory over Lightweight Directory Access Protocol (LDAP). AM provides separate Active Directory and
LDAP modules to support the use of both Active Directory and another directory service in an authentication chain.

For detailed information about this module’s configuration properties, refer to Active Directory Module properties.

Adaptive Risk authentication module

The Adaptive Risk module is designed to assess risk during authentication, so that AM can determine whether to require the user
to complete further authentication steps. After configuring the Adaptive Risk module, insert it in your authentication chain with
criteria set to Sufficient as shown in the following example:

Requirement Available With the ForgeRock
Authenticator (OATH) Authentication
Module?

Available With the HOTP
Authentication Module?

End users can opt out of providing a
one-time password

✔ ✖

End users can authenticate using XUI ✔ ✔

1. 

2. 
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Figure 1. Adaptive Risk Module in an Authentication Chain

In the example authentication chain shown, AM has users authenticate first using the LDAP module providing a user ID and
password combination. Upon success, AM calls the Adaptive Risk module. The Adaptive Risk module assesses the risk based on
your configured parameters. If the Adaptive Risk module calculates a total score below the threshold you set, the module returns
success, and AM finishes authentication processing without requiring further credentials. Otherwise, the Adaptive Risk module
evaluates the score to be above the risk threshold, and returns failure. AM then calls the HOTP module, requiring the user to
authenticate with a one-time password delivered to her by email or by SMS to her mobile phone.

When you configure the Adaptive Risk module to save cookies and profile attributes after successful authentication, AM performs
the save as post-authentication processing, only after the entire authentication chain returns success. You must set up AM to
save the data as part of post-authentication processing by editing the authentication chain to add 
org.forgerock.openam.authentication.modules.adaptive.AdaptivePostAuthenticationPlugin  to the list of post-
authentication plugins.

When the Adaptive Risk module relies on the client IP address, and AM lies behind a load balancer or proxy layer, configure the
load balancer or proxy to send the address by using the X-Forwarded-For  header, and configure AM to consume and forward
the header as necessary. For details, refer to Handling HTTP Request Headers.

For detailed information about this module’s configuration properties, refer to Adaptive Risk authentication module properties.

Amster authentication module

This module lets Amster clients authenticate using established SSH keys.
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The Amster client signs a JWT (containing subject and expiration claims) using a local private key. The subject claim is interpreted
as the username of the principal. AM verifies the signature, using the list of public keys in its authorized keys file, and finding a
key that matches the JWT’s key identifier claim. If the entry in the authorized keys file contains a from  parameter, only
connections that originate from the qualifying host are permitted.

For detailed information about this module’s configuration properties, refer to Amster authentication module properties.

Anonymous authentication module

This module lets you configure and track anonymous users, who can log in to your application or web site without login
credentials. Typically, you would provide these users with very limited access, for example, an anonymous user may have access
to public downloads on your site. When the user attempts to access resources that require more protection, the module can
force further authentication for those resources.

For detailed information about this module’s configuration properties, refer to Anonymous authentication module properties.

Certificate authentication module

X.509 digital certificates can enable secure authentication without the need for usernames and passwords or other credentials.
Certificate authentication can be used to manage authentication by applications. If all certificates are signed by a recognized
Certificate Authority (CA), then you might not need additional configuration. If you need to look up public keys of AM clients, this
module can also look up public keys in an LDAP directory server.

When you store certificates and certificate revocation lists (CRL) in an LDAP directory service, you must configure:

How to access the directory service.

How to look up the certificates and CRLs, based on the fields in the certificates that AM clients present to authenticate.

Access to the LDAP server and how to search for users is similar to LDAP module configuration as in LDAP authentication
module. The primary difference is that unlike LDAP configuration, AM retrieves the user identifier from a field in the certificate
that the client application presents, then uses that identifier to search for the LDAP directory entry that holds the certificate,
which should match the certificate presented. For example, if the Subject field of a typical certificate has a DN C=FR, O=Example
Corp, CN=Barbara Jensen , and Barbara Jensen’s entry in the directory has cn=Barbara Jensen , then you can use CN=Barbara
Jensen  from the Subject DN to search for the entry with cn=Barbara Jensen  in the directory.

You can find more information on configuring certificate authentication in How do I configure certificate-based authentication in
PingAM? and How do I troubleshoot certificate-based authentication issues in PingAM?

For detailed information about this module’s configuration properties, refer to Certificate authentication module properties.

Data Store authentication module

The Data Store authentication module allows a login using the identity repository of the realm to authenticate users. The Data
Store module removes the requirement to write an authentication plugin module, load, and then configure the authentication
module if you need to authenticate against the same data store repository. Additionally, you do not need to write a custom
authentication module where flat file authentication is needed for the corresponding repository in that realm.

The Data Store module is generic. It does not implement data store-specific capabilities, such as the password policy and
password reset features provided by LDAP modules. Therefore, the Data Store module returns failure when such capabilities are
invoked.

For detailed information about this module’s configuration properties, refer to Data Store authentication module properties.

• 

• 
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Device ID (Match) authentication module

The Device ID (Match) module provides device fingerprinting functionality for risk-based authentication. The Device ID (Match)
module collects the unique characteristics of a remote user’s computing device and compares them to characteristics on a saved
device profile. The module computes any variances between the collected characteristics to those stored on the saved device
profile and assigns penalty points for each difference.

For detailed information about this module’s configuration properties, refer to Device ID (Match) authentication module
properties.

In general, you can configure and gather the following device characteristics:

User agents associated with the configuration of a web browser

Installed fonts

Plugins installed for the web browser

Resolution and color depth associated with a display

Timezone or geolocation of a device

For example, when a user who typically authenticates to AM using Firefox and then logs on using Chrome, the Device ID (Match)
module notes the difference and assigns penalty points to this change in behavior. If the module detects additional differences in
behavior, such as browser fonts, geolocation, and so forth, then additional points are assessed and calculated.

If the total number of penalty points exceeds a pre-configured threshold value, the Device ID (Match) module fails and control is
determined by how you configured your authentication chain. If you include the HOTP module in your authentication chain, and if
the Device ID (Match) module fails after the maximum number of penalty points have been exceeded, then the authentication
chain issues a HOTP request to the user, requiring the user to identify themselves using two-factor authentication.

The Device ID (Match) module comes pre-configured with default client-side and server-side JavaScript code, supplying the logic
necessary to fingerprint the user agent and computer. Scripting allows you to customize the code, providing more control over
the device fingerprint elements that you would like to collect. While AM scripting supports both the JavaScript (default) and
Groovy languages, only server-side scripts can be written in either language. The client-side scripts must be written in the
JavaScript language.

The Device ID (Match) module does not stand on its own within an authentication chain and requires additional modules. For
example, you can have any module that identifies the user (for example, DataStore, Active Directory or others), Device ID (Match),
any module that provides two-factor authentication, for example the ForgeRock Authenticator (OATH) or ForgeRock Authenticator
(Push) authentication modules, and Device ID (Save) within your authentication chain.

As an example, you can configure the following modules with the specified criteria:

• 

• 

• 

• 

• 

emergency_home
By default, the maximum penalty points is set to 0, which you can adjust in the server-side script.

Important

error
The Device ID (Match) module’s default JavaScript client-side and server-side scripts are fully functional. If you change
the client-side script, you must also make a corresponding change to the server-side script. For a safer option, if you
want to change the behavior of the module, you can make a copy of the scripts, customize the behavior, and update
the Device ID (Match) modules to use the new scripts.

Caution
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DataStore - Requisite

The Device ID (Match) module requires user authentication information to validate the username. You can also use other
modules that identify the username, such as LDAP, Active Directory, or RADIUS.

Device ID (Match) - Sufficient

The Device ID (Match) runs the client-side script, which invokes the device fingerprint collectors, captures the data, and
converts it into a JSON string. It then auto-submits the data in a JSP page to the server-side scripting engine.

The server-side script calculates the penalty points based on differences between the client device and stored device
profile, and whether the client device successfully "matches" the stored profile. If a match is successful, AM determines
that the client’s device has the required attributes for a successful authentication.

If the device does not have a match, then the module fails and falls through to the HOTP module for further processing.

HOTP - Requisite

If the user’s device does not match a stored profile, AM presents the user with a HMAC One-Time Password (HOTP) screen
either by SMS or email, prompting the user to enter a password.

You can also use any other module that provides two-factor authentication.

After the HOTP has successfully validated the user, the Device ID (Save) module gathers additional data from the user. For
specific information about the HOTP module, refer to HOTP authentication module.

Device ID (Save) - Required

The Device ID (Save) module provides configuration options to enable an auto-save feature on the device profile as well as
set a maximum number of stored device profiles on the user entry or record. Once the maximum number of stored device
profiles is reached, AM deletes the old data from the user record as new ones are added. User records could thus contain
both old and new device profiles.

If the auto-save feature is not enabled, AM presents the user with a screen to save the new device profile.

The module also takes the device print and creates a JSON object that includes the ID, name, last selected date, selection
counter, and device print. For specific information about the Device ID (Save) module, refer to Device ID (Save) module.

Configure the Device ID (Match) authentication module

In the AM admin UI, go to Realms > Realm Name > Authentication > Modules.

Click Add Module.

In the Module Name box, enter Device-ID-Match .

In the Type box, select Device Id (Match) , and click Create.

Save your changes.

info
If a user has multiple device profiles, the profile that is the closest match to the current client details is used for
the comparison result.

Note

1. 

◦ 

◦ 

◦ 

◦ 
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Figure 2. Device ID (Match) Module

To make adjustments to the default scripts, click the Scripts drop-down list, and click Device Id (Match) - Client Side.

To make corresponding changes to the server-side script, click the Scripts drop-down list, and click Device Id (Match) -
Server Side .

For more information, refer to Manage scripts (UI).

Configure an authentication chain with a Device ID (Match) authentication module

In the AM admin UI, go to Realms > Realm Name > Authentication > Chains.

On the Authentication Chains page, do the following steps:

Click Add Chain. In the Chain Name box, enter a descriptive label for your authentication chain, and click Create.

Click Add Module.

On the New Module dialog, select the authentication module, select the criteria, and click OK to save your changes.
Repeat the last two steps to enter each module to your chain.

For example, you can enter the following modules and criteria:

2. 

3. 

1. 

2. 

◦ 

◦ 

◦ 

Authentication and SSO PingAM

4478 Copyright © 2025 Ping Identity Corporation



It is assumed that you have added the Device Id (Match) and Device Id (Save) modules. If you have not added these
modules, refer to Configure the Device ID (Match) authentication module and To Configure the Device ID (Save)
authentication module.

Review your authentication chain, and save your changes.

What the user sees during authentication

When the user logs on to the AM admin UI, AM determines if the user’s device differs from that of the stored profile. If the
differences exceed the maximum number of penalty points or a device profile has not yet been stored, AM sends an "Enter OTP"
page, requiring the user to enter a one-time password, which is sent to the user via email or SMS. The user also has the option to
request a one-time password.

Next, because the Device ID (Save) module is present, AM presents the user with a "Add to Trusted Devices?" page, asking if the
user wants to add the device to the list of trusted device profiles. If the user clicks "Yes", AM prompts the user to enter a
descriptive name for the trusted device.

Next, AM presents the user with the User Profile page, where the user can click the Dashboard link at top to access the My
Applications and Authentication Devices page. Once on the Dashboard, the user can view the list of trusted devices or remove the
device by clicking the Delete Device link.

Device ID (Save) module

The Device ID (Save) module saves a user’s device profile. The module can save the profile upon request, requiring the user to
provide a name for the device and explicitly save it or it can save the profile automatically. If a user has multiple device profiles,
the profile that is the closest match to the current client details is used for the comparison result.

For detailed information about this module’s configuration properties, refer to Device ID (Save) authentication module
properties.

Within its configured authentication chain, the Device ID (Save) module also takes the device print and creates a JSON object that
consists of the ID, name, last selected date, selection counter, and device print itself.

To Configure the Device ID (Save) authentication module

In the AM admin UI, go to Realms > Realm Name, > Authentication > Modules.

To add the Device ID (Save) module, click Add Module.

In the Module Name box, enter Device-ID-Save .

Device ID Chain

Module Criteria

DataStore REQUISITE

Device-ID-Match SUFFICIENT

HOTP REQUISITE

Device-ID-Save REQUIRED

3. 

1. 

2. 

3. 

PingAM Authentication and SSO

Copyright © 2025 Ping Identity Corporation 4479



In the Type box, select Device Id (Save) , and click Create.

To configure the Device-Id (Save) module, do the following:

Click the Automatically store new profiles checkbox. If this box is left unchecked, the user will be prompted to give
consent to store new profiles.

In the Maximum stored profile quantity box, enter the max number of stored profiles. Any profile that exceeds
this number will not be stored.

In the Authentication Level box, enter a number corresponding to the authentication level of the module.

Click Save Changes.

Figure 3. Device ID (Save) Module

Federation authentication module

The Federation authentication module is used by a service provider to create a user session after validating single sign-on
protocol messages. This authentication module is used by the SAML, SAMLv2, ID-FF, and WS-Federation protocols.

For detailed information about this module’s configuration properties, refer to Federation authentication module properties.

4. 

5. 

◦ 

◦ 

◦ 

◦ 
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ForgeRock Authenticator (OATH) authentication module

The ForgeRock Authenticator (OATH) module provides a more secure method for users to access their accounts with the help of a
device such as a mobile phone.

For detailed information about this module’s configuration properties, refer to ForgeRock Authenticator (OATH) authentication
module properties.

ForgeRock Authenticator (Push) authentication module

The ForgeRock Authenticator (Push) module provides a way to send push notification messages to a device, such as a mobile
phone, enabling multi-factor authentication. For detailed information about multi-factor authentication with the ForgeRock
Authenticator (Push) module in AM, refer to Multi-factor authentication.

For detailed information about this module’s configuration properties, refer to ForgeRock Authenticator (Push) authentication
module properties.

ForgeRock Authenticator (Push) Registration authentication module

The ForgeRock Authenticator (Push) Registration module provides a way to register a device such as a mobile phone for multi-
factor authentication. For detailed information about multi-factor authentication with the ForgeRock Authenticator (Push) module
in AM, refer to Manage devices for MFA.

For detailed information about this module’s configuration properties, refer to ForgeRock Authenticator (Push) Registration
authentication module properties.

info
When configuring AM to use WS-Federation, you must:

Add the hosted and remote entity SP/RP token issuer endpoint URLs to the hosted IDP’s Valid WReply List
parameter to ensure successful validation of the wreply  URL.
Add the URL specified in the com.sun.identity.wsfederation.logout.wreply  query parameter to the 
validation service; otherwise, redirection will fail.

You can find information on implementing authentication using WS-Federation in How do I configure PingAM as an
Identity Provider for Microsoft Office 365 and Azure using WS-Federation? in the Knowledge Base.

Note

• 

• 

info
AM provides two authentication modules that support OATH:

The ForgeRock Authenticator (OATH) authentication module, which is optimized for use with the ForgeRock
Authenticator app and provides device profile encryption.
The OATH authentication module, which is a raw OATH implementation requiring more configuration for users
and the AM administrator.

We recommend using the ForgeRock Authenticator (OATH) authentication module when possible.
Also, the ForgeRock Authenticator (OATH), HOTP, and OATH authentication modules all support HOTP passwords, but
the way that users obtain passwords differs. Refer to Comparing the ForgeRock Authenticator (OATH) to the HOTP
authentication module for more information.

Note

• 

• 
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HOTP authentication module

The HOTP authentication module works with an authentication chain with any module that stores the username  attribute. The
module uses the username  from the sharedState  set by the previous module in the chain and retrieves the user’s email
address or telephone number to send a one-time password to the user. The user then enters the password on a Login page and
completes the authentication process if successful.

For example, to set up HOTP in an authentication chain, you can configure the Data Store module (or any module that stores the
user’s username ) as the requisite  first module, and the HOTP module as the second requisite  module. When authentication
succeeds against the Data Store module, the HOTP module retrieves the Email Address and Telephone Number attributes from
the data store based on the username  value. For the HOTP module to use either attribute, the Email Address must contain a valid
email address, or the Telephone Number must contain a valid SMS telephone number.

You can set the HOTP module to generate a password when users begin logging into the system. You can also set up mobile
phone, mobile carrier, and email attributes for tighter controls over where the messages are generated and what provider the
messages go through to reach the user.

For detailed information about this module’s configuration properties, refer to HOTP authentication module properties.

HTTP Basic authentication module

HTTP basic authentication takes a user name and password from HTTP authentication and tries authentication against the
backend module in AM, depending on what you configure as the Backend module Name.

For detailed information about this module’s configuration properties, refer to HTTP Basic authentication module properties.

JDBC authentication module

The Java Database Connectivity (JDBC) module lets AM connect to a database, such as MySQL or Oracle DB to authenticate users.

For detailed information about this module’s configuration properties, refer to JDBC authentication module properties.

LDAP authentication module

AM connects to directory servers using Lightweight Directory Access Protocol (LDAP). To build an easy-to-manage, high-
performance, pure Java directory service, try ForgeRock Directory Services.

For detailed information about this module’s configuration properties, refer to LDAP authentication module properties.

Legacy OAuth 2.0/OpenID Connect authentication module

info
The ForgeRock Authenticator (OATH), HOTP, and OATH authentication modules all support HOTP passwords, but the
way that users obtain passwords differs. Refer to Comparing the ForgeRock Authenticator (OATH) to the HOTP
authentication module for more information.

Note

info
This authentication module is labeled as legacy. Use the replacements instead, as described in Social
authentication modules.

Note

Authentication and SSO PingAM

4482 Copyright © 2025 Ping Identity Corporation

https://docs.pingidentity.com/pingds/7.4
https://docs.pingidentity.com/pingds/7.4
https://docs.pingidentity.com/pingam/release-notes/stability.html#interface-stability
https://docs.pingidentity.com/pingam/release-notes/stability.html#interface-stability


The Legacy OAuth 2.0/OpenID Connect authentication module lets AM authenticate clients of OAuth resource servers. References
in this section are to RFC 6749, The OAuth 2.0 Authorization Framework.

If the module is configured to create an account if none exists, then you must provide valid SMTP settings. As part of account
creation, the OAuth 2.0/OpenID Connect client authentication module sends the resource owner an email with an account
activation code. To send an email, AM uses the SMTP settings from the configuration for the OAuth 2.0/OpenID Connect
authentication module.

For detailed information about this module’s configuration properties, refer to Legacy OAuth 2.0/OpenID Connect authentication
module properties.

MSISDN authentication module

The Mobile Station Integrated Services Digital Network (MSISDN) authentication module enables non-interactive authentication
using a mobile subscriber ISDN associated with a terminal, such as a mobile phone. The module checks the subscriber ISDN
against the value found on a user’s entry in an LDAP directory service.

For detailed information about this module’s configuration properties, refer to MSISDN authentication module properties.

OATH authentication module

The Open Authentication (OATH) module provides a more secure method for users to access their accounts with the help of a
device, such as their mobile phone or Yubikey. Users can log into AM and update their information more securely from a one-
time password (OTP) displayed on their device. The OATH module includes the OATH standard protocols (RFC 4226 and RFC
6238). The OATH module has several enhancements to the HMAC One-Time Password (HOTP) authentication module, but does
not replace the original module for those already using HOTP prior to the 10.1.0 release. The OATH module includes HOTP
authentication and Time-Based One-Time Password (TOTP) authentication. Both types of authentication require an OATH
compliant device that can provide the OTP.

HOTP authentication generates the OTP every time the user requests a new OTP on their device. The device tracks the number of
times the user requests a new OTP, called the counter. The OTP displays for a period of time you designate in the setup, so the
user may be further in the counter on their device than on their account. AM resynchronizes the counter when the user finally
logs in. To accommodate this, you set the number of passwords a user can generate before their device cannot be
resynchronized. For example, if you set the number of HOTP Window Size to 50 and someone presses the button 30 on the user’s
device to generate a new OTP, the counter in AM review the OTPs until it reaches the OTP entered by the user. If someone
presses the button 51 times, you will need to reset the counter to match the number on the device’s counter before the user can
log in to AM. HOTP authentication does not check earlier passwords, so if the user attempts to reset the counter on their device,
they will not be able to log in until you reset the counter in AM to match their device. Refer to Reset registered devices over REST
for more information.

TOTP authentication constantly generates a new OTP based on a time interval you specify. The device tracks the last two
passwords generated and the current password. The Last Login Time monitors the time when a user logs in to make sure that
user is not logged in several times within the present time period. Once a user logs into AM, they must wait for the time it takes
TOTP to generate the next two passwords and display them. This prevents others from being able to access the user’s account
using the OTP they entered. The user’s account can be accessed again after the generation of the third new OTP is generated and
displayed on their device. For this reason, the TOTP Time-Step Interval should not be so long as to lock users out, with a
recommended time of 30 seconds.

An authentication chain can be created to generate an OTP from HOTP or TOTP.

For detailed information about this module’s configuration properties, refer to OATH authentication module properties.
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OpenID Connect id_token bearer module

The OpenID Connect id_token bearer module lets AM rely on an OpenID Connect 1.0 provider’s ID Token to authenticate an
end user.

The OpenID Connect id_token bearer module expects an OpenID Connect ID Token in an HTTP request header. It validates the ID
Token, and if successful, looks up the AM user profile corresponding to the end user for whom the ID Token was issued.
Assuming the ID Token is valid, and the profile is found, the module authenticates the AM user.

You configure the OpenID Connect id_token bearer module to specify how AM gets the information needed to validate the ID
Token, which request header contains the ID Token, the issuer identifier for the provider who issued the ID Token, and how to
map the ID Token claims to an AM user profile.

OpenID Connect id_token bearer example

The OpenID Connect id_token bearer module configuration must match the claims returned in the id_token  JWT used to
authenticate.

Before configuring the module, use an OpenID Connect client to obtain an id_token . Decode the id_token  value to see the
claims in the middle portion of the JWT. The claims in the decoded id_token  look something like the following example:

info
AM provides two authentication modules that support OATH:

The ForgeRock Authenticator (OATH) authentication module, which is optimized for use with the ForgeRock
Authenticator app and provides device profile encryption.
The OATH authentication module, which is a raw OATH implementation requiring more configuration for users
and the AM administrator.

We recommend using the ForgeRock Authenticator (OATH) authentication module when possible.
Also, the ForgeRock Authenticator (OATH), HOTP, and OATH authentication modules all support HOTP passwords, but
the way that users obtain passwords differs. Refer to Comparing the ForgeRock Authenticator (OATH) to the HOTP
authentication module for more information.

Note

• 

• 

info
This module validates an OpenID Connect ID token and matches it with a user profile. You should not use this module
if you want AM to act as a client in the full OpenID Connect authentication flow.
To provision AM as an OpenID Connect client, you should instead configure an OAuth 2.0 or OpenID Connect social
auth module. For more information, refer to Social authentication.

Note
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{
    "at_hash":"GZofHqaewBJ2hRjkKiT8Ew",
    "sub":"demo",
    "auditTrackingId":"0d836a8d-af4c-4b33-a3a2-bf06cd590b91-3937",
    "iss":"https://openam.example.com:8443/openam/oauth2",
    "tokenName":"id_token",
    "aud":"myClientID",
    "azp":"myClientID",
    "auth_time":1538675226,
    "name":"demo",
    "realm":"/",
    "exp":1538733152,
    "tokenType":"JWTToken",
    "family_name":"demo",
    "iat":1538675226,
    "jti":"bb18a404-f08c-446e-8e01-8b70c8d48192"
}

The azp , aud , and iss  values are literally reused in the module configuration. The following figure shows an example
configuration for this id_token  format.

Figure 4. Sample OpenID Connect id_token Bearer Module Configuration

The following example command demonstrates a REST call that authenticates the user using the module:
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
--header "oidc_id_token: eyJ…ifQ.eyJ…In0.BT1…iZA" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate?
authIndexType=module&authIndexValue=OIDC'
{
    "tokenId": "nIq…AA*",
    "successUrl": "/openam/console",
    "realm": "/alpha"
}

The id_token  value, abbreviated as eyJ…ifQ.eyJ…In0.BT1…iZA , is the value of the oidc_id_token  header in the configuration.
The request targets a module named OIDC  as specified by the authIndexType  and authIndexValue  parameters. For detailed
information about the authentication REST API, refer to Authenticate over REST.

For detailed information about this module’s configuration properties, refer to OpenID Connect id_token bearer authentication
module properties.

Persistent Cookie module

The Persistent Cookie module supports the configuration of cookie lifetimes based on requests and a maximum time. By default,
the persistent cookie is called session-jwt .

The module signs and encrypts the JSON Web Token (JWT) that is inserted as the value of the persistent cookie. The relevant
secret IDs and the default public key and HMAC key aliases are shown in the table below:

The following table shows the secret ID mappings used to encrypt and then sign persistent cookies:

For each instance of a persistent cookie module available in a realm, there is a dynamic secret ID associated with that module
configuration instance.

For example, in a single realm you can have a Persistent Cookie module instance with the name helloworld, and a separate
Persistent Cookie module instance with the name hellomars.

The following secret ID mappings could be used to encrypt and then sign persistent cookies:

emergency_home
If Secure Cookie is enabled (Deployment > Servers > Server Name > Security > Cookie), the Persistent Cookie module
only works over HTTPS.

Important

Secret ID Default alias Algorithms

am.default.authentication.modules.

persistentcookie.encryption

test RSA (at least 2048 bits)

am.default.authentication.modules.

persistentcookie.signing

hmacsigningtest HS256
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AM will attempt to look up the secrets with the Persistent Cookie module instance name. If unsuccessful, AM will look up the
secrets using the default secret ID.

For information on mapping certificate aliases to secret IDs in secret stores, refer to Mapping and Rotating Secrets.

When the Persistent Cookie module enforces the client IP address, and AM lies behind a load balancer or proxy layer, configure
the load balancer or proxy to send the address by using the X-Forwarded-For  header, and configure AM to consume and
forward the header as necessary.

For details, refer to Handling HTTP Request Headers.

The Persistent Cookie module belongs with a second module in an authentication chain. To understand how this works, go to 
Realms > Realm Name > Authentication > Chains. Create a new chain and add modules, as shown in the figure. The following
example shows how a Persistent Cookie module is sufficient. If the persistent cookie does not yet exist, authentication relies on
LDAP:

Secret ID Default alias

am.authentication.modules.persistentcookie.helloworld.

encryption

helloworld

am.authentication.modules.persistentcookie.helloworld.

signing

hmacsigninghelloworld

am.authentication.modules.persistentcookie.hellomars.

encryption

hellomars

am.authentication.modules.persistentcookie.hellomars.

signing

hmacsigninghellomars
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Figure 5. Persistent Cookie Module in an Authentication Chain

Select the Settings tab and locate settings for the post-authentication processing class. Set the Class Name to 
org.forgerock.openam.authentication.modules.persistentcookie.PersistentCookieAuthModulePostAuthenticationPlugin ,
as shown in the following figure:
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You should now be able to authenticate automatically, as long as the cookie exists for the associated domain.

For detailed information about this module’s configuration properties, refer to Persistent Cookie authentication module
properties.

RADIUS authentication module

The Remote Authentication Dial-In User Service (RADIUS) module lets AM authenticate users against RADIUS servers.

For detailed information about this module’s configuration properties, refer to RADIUS authentication module properties.

SAE authentication module

The Secure Attribute Exchange (SAE) module lets AM authenticate a user who has already authenticated with an entity that can
vouch for the user to AM, so that AM creates a session for the user. This module is useful in virtual federation, where an existing
entity instructs the local AM instance to use federation protocols to transfer authentication and attribute information to a partner
application.

For detailed information about this module’s configuration properties, refer to SAE authentication module properties.

lightbulb_2
To configure the Persistent Cookie module globally in the AM admin UI, go to Configure > Authentication, and click 
Persistent Cookie.

Tip
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SAML2 authentication module

The SAML2 authentication module lets administrators integrate SAML v2.0 single sign-on and single logout into an AM
authentication chain.

You use the SAML2 authentication module when deploying SAML v2.0 single sign-on in integrated mode. In addition to
configuring SAML2 authentication module properties, integrated mode deployment requires that you make several changes to
service provider configurations. Before attempting to configure a SAML2 authentication module instance, review Implement SSO
in integrated mode (chains) and make sure you have made all required changes to your service provider configuration.

For detailed information about this module’s configuration properties, refer to SAML2 authentication module properties.

Scripted authentication module

A scripted authentication module runs scripts to authenticate a user. The configuration for the module can hold two scripts, one
to include in the web page run on the client user-agent, and another to run in AM on the server side.

The client-side script is intended to retrieve data from the user-agent. This must be in a language the user-agent can run, such as
JavaScript, even if the server-side script is written in Groovy.

The server-side script is intended to handle authentication.

Scripts are stored not as files, but instead as AM configuration data. This makes it easy to update a script on one AM server, and
then to allow replication to copy it to other servers. You can manage the scripts through the AM admin UI, where you can write
them in the text boxes provided or upload them from files.

You can also upload scripts and associate them with a scripted authentication module by using the ssoadm  command.

The following example shows how to upload a server-side script from a file, create a scripted authentication module, and then
associate the uploaded script with the new module.
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#
# Upload a server-side script from a script file, myscript.groovy.
#

ssoadm create-sub-cfg \
--realm / \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \
--servicename ScriptingService \
--subconfigname scriptConfigurations/scriptConfiguration \
--subconfigid myScriptId \
--attributevalues \
"name=My Scripted Auth Module Script" \
"script-file=myscript.groovy" \
"context=AUTHENTICATION_SERVER_SIDE" \
"language=GROOVY"
#
# Create a scripted authentication module, myScriptedAuthModule.
#

ssoadm create-auth-instance \
--realm / \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \
--authtype Scripted \
--name myScriptedAuthModule

#
# Associate the script with the auth module, and disable client-side scripts.
#

ssoadm update-auth-instance \
--realm / \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \
--name myScriptedAuthModule \
--attributevalues \
"iplanet-am-auth-scripted-server-script=myScriptId" \
"iplanet-am-auth-scripted-client-script-enabled=false"

If you have multiple separate sets of client-side and server-side scripts, then configure multiple modules, one for each set of
scripts.

For details on writing authentication module scripts, refer to Using server-side authentication Scripts in authentication modules.

For detailed information about this module’s configuration properties, refer to Scripted authentication module properties.

SecurID Authentication Module

The SecurID module lets AM authenticate users with RSA Authentication Manager software and RSA SecurID authenticators.

For detailed information about this module’s configuration properties, see SecurID Authentication Module Properties.

emergency_home
To use the SecurID authentication module, you must first build an AM .war  file that includes the supporting library.
For more information, see Enabling RSA SecurID Support.

Important
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Social authentication modules

The social authentication modules let AM authenticate clients of OAuth 2.0 or OpenID Connect 1.0 resource servers. References
in this section are to RFC 6749, The OAuth 2.0 Authorization Framework.

AM provides pre-configured authentication modules for the following social identity providers:

Instagram

VKontakte

WeChat

AM provides two authentication modules for the WeChat social identity provider. The Social Auth WeChat authentication module
implements a login flow that requires the user to scan an on-screen QR code with the WeChat app. The Social Auth WeChat Mobile
authentication module implements an alternative login flow for users authenticating on their mobile device, who would not be
able to scan a QR code displayed on the mobile device’s screen.

AM provides two generic authentication modules, one for OAuth 2.0, and another for OpenID Connect 1.0, for authenticating
users of standards-compliant social identity providers, for example Facebook and Google.

If the social authentication module is configured to create an account when none exists, then you must provide valid SMTP
settings in the Email tab. The social identity provider must also provide the user’s email address. As part of account creation, the
social authentication module sends the resource owner an email with an account activation code. To send email, AM uses the
SMTP settings from the Email tab of the configuration of the social authentication module.

For detailed information about the social authentication module’s configuration properties, refer to the following sections:

Social authentication module properties - OAuth 2.0

Social authentication module properties - OpenID Connect 1.0

Social authentication module properties - Instagram

Social authentication module properties - VKontakte

Social authentication module properties - WeChat

Social authentication module properties - WeChat Mobile

Windows Desktop SSO authentication module

The Windows Desktop SSO module uses Kerberos authentication. The user presents a Kerberos token to AM through the Simple
and Protected GSS-API Negotiation Mechanism (SPNEGO) protocol. The Windows Desktop SSO authentication module enables
desktop single sign-on such that a user who has already authenticated with a Kerberos Key Distribution Center can authenticate
to AM without having to provide the login information again. Users might need to set up Integrated Windows Authentication in
Microsoft Edge to benefit from single sign-on when logged on to a Windows desktop.

For detailed information about this module’s configuration properties, refer to Windows Desktop SSO authentication module
properties.

• 

• 

• 

• 

• 

• 

• 

• 

• 

Authentication and SSO PingAM

4492 Copyright © 2025 Ping Identity Corporation

https://www.rfc-editor.org/info/rfc6749
https://www.rfc-editor.org/info/rfc6749


Scripted module API

In addition to the functionality provided by the HTTP client and the logging API, authentication modules that use server-side
scripts can access the authentication state of a request, information about the session, and the login request itself.

Client-side scripts in modules gather data into a string, which is returned to AM in a self-submitting form.

Authentication state

AM passes authState  and sharedState  objects to server-side scripts in order for the scripts to access authentication state.

Server-side scripts can access the current authentication state through the authState  object.

The authState  value is SUCCESS  if the authentication is currently successful, or FAILED  if authentication has failed. Server-side
scripts must set a value for authState  before completing.

If an earlier authentication module in the authentication chain has set the login name of the user, server-side scripts can access
the login name through username .

The following authentication modules set the login name of the user:

Anonymous

Certificate

Data Store

Federation

HTTP Basic

JDBC

LDAP

Membership

RADIUS

SecurID

Windows Desktop SSO

warning
If you are using the Windows Desktop SSO module as part of an authentication chain and Windows Desktop SSO fails,
you may no longer be able to POST  data to non-NTLM-authenticated websites. For information on a possible
workaround, refer to Microsoft knowledge base article KB251404.

Warning

lightbulb_2
When developing server-side scripts, it can be useful to increase the debug level of the org.apache.http.wire  and 
org.apache.http.headers  appenders to Message .
By default, these appenders are always set to the Warning  level unless logging is disabled. For more information, see
the org.forgerock.allow.http.client.debug advanced server property.

Tip

• 

• 

• 
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Profile data

Server-side authentication scripts can access profile data through the methods of the idRepository  object.

Client-side script output data

Client-side scripts add data they gather into a string object named clientScriptOutputData . Client-side scripts then cause the
user-agent automatically to return the data to AM by HTTP POST of a self-submitting form.

Request data

Server-side scripts can access the login request by using the methods of the requestData  object.

The following table lists the methods of the requestData  object. Note that this object differs from the client-side requestData
object and contains information about the original authentication request made by the user.

Profile data methods

Method Parameters Return Type Description

idRepository.getAttribut

e

User Name  (type: String )
Attribute Name  (type: 
String )

Set Return the values of the
named attribute for the
named user.

idRepository.setAttribut

e

User Name  (type: String )
Attribute Name  (type: 
String )
Attribute Values  (type: 
Array )

Void Set the named attribute as
specified by the attribute
value for the named user,
and persist the result in the
user’s profile.

idRepository.addAttribut

e

User Name  (type: String )
Attribute Name  (type: 
String )
Attribute Value  (type: 
String )

Void Add an attribute value to the
list of attribute values
associated with the attribute
name for a particular user.

Request data methods

Method Parameters Return Type Description

requestData.getHeader Header Name  (type: String ) String Return the String value of
the named request header,
or null  if parameter is not
set.

requestData.getHeaders Header Name  (type: String ) String[] Return the array of String
values of the named request
header, or null  if
parameter is not set.
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Redirect users after authentication failure

Server-side scripts can redirect the user to a specific URL in case of authentication failure by adding a gotoOnFailureUrl
property to the chain’s shared state.

When the script reaches a FAILED  authentication state (defined by the authState  variable), it checks if the gotoOnFailureUrl
property is stored in the shared state. If so, the script redirects the user to the specified URL.

You can redirect the user to a page relative to AM’s URL, or to an absolute URL:

...
sharedState.put("gotoOnFailureUrl","/am/XUI/?service=testChain#failedLogin");
authState = FAILED;
...

...
sharedState.put("gotoOnFailureUrl","http://www.example.com");
authState = FAILED;
...

Note that the failure URL relative to AM’s domain includes the authentication service; this is so that when the user clicks on the
link to log in again, AM constructs the login page with the appropriate service instead of with the default one for the realm.

When redirecting the user to an absolute URL different from AM’s scheme, FQDN, and port, you must configure the URL in the 
validation service of the realm; otherwise, AM ignores the redirect.

Method Parameters Return Type Description

requestData.getParameter Parameter Name  (type: 
String )

String Return the String value of
the named request
parameter, or null  if
parameter is not set.

requestData.getParameter

s

Parameter Name  (type: 
String )

String[] Return the array of String
values of the named request
parameter, or null  if
parameter is not set.

Relative URL

Absolute URL
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Authorization



This guide covers concepts, implementation procedures, and customization techniques for working with the authorization
features of ForgeRock Access Management.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

Authorization and policy decisions

AM provides access management, which consists of:

Authentication: determining who is trying to access a resource

Authorization: determining whether to grant or deny access to the resource

The decision to grant access depends on a number of factors:

the policies governing access

who is trying to gain access

possible additional conditions, such as whether the access needs to happen over a secure channel or what time of day it
is.



Authorization

Learn how AM determines access according to
policies.



Create policies

Define resources, and protect them by creating
authorization policies.



What is transactional authorization?

Use transactional authorization to require
additional authorization.



Dynamic OAuth 2.0 Scopes

Learn how to grant OAuth 2.0 scopes
dynamically.

• 

• 

• 

• 

• 
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AM relies on policies to reach authorization decisions, such as whether to grant or deny access to a resource, or to grant or deny
OAuth 2.0 scopes.

Related information: Dynamic OAuth 2.0 authorization

Protect resources

When you configure policy sets to protect resources, AM acts as the policy decision point (PDP), whereas AM web and Java agents
act as policy enforcement points (PEP). In other words, an agent or other PEP takes responsibility only for enforcing a policy
decision rendered by AM. When you configured applications and their policies in AM, you used AM as a policy administration point
(PAP).

Concretely speaking, when a PEP requests a policy decision from AM, it specifies the target resource(s), the policy set (default: 
iPlanetAMWebAgentService ), and information about the subject and the environment. AM as the PDP retrieves policies within
the specified policy set that apply to the target resource(s). AM then evaluates those policies to make a decision based on the
conditions matching those of the subject and environment. When multiple policies apply for a particular resource, the default
logic for combining decisions is that the first evaluation resulting in a decision to deny access takes precedence over all other
evaluations. AM only allows access if all applicable policies evaluate to a decision to allow access.

AM communicates the policy decision to the PEP. The concrete decision, applying policy for a subject under the specified
conditions, is called an entitlement.

The entitlement indicates the resource(s) it applies to, the actions permitted and denied for each resource, and optionally,
response attributes and advice.
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Figure 1. Protecting pages or applications

When AM denies a request due to a failed condition, AM can send advice to the PEP, and the PEP can then take remedial action.
For instance, suppose a user comes to a website after authenticating with an email address and password, which is configured as
authentication level 0. Had the user authenticated using a one-time password, the user would have had authentication level 1 in
their session. Yet, because they have authentication level 0, they currently cannot access the desired page, as the policy governing
access requires authentication level 1. AM sends advice, prompting the PEP to have the user re-authenticate using a one-time
password, gaining authentication level 1, and thus having AM grant access to the protected page.

Policy decisions

AM has to match policies to resources to take policy decisions. For a policy to match, the resource has to match one of the
resource patterns defined in the policy. The user making the request has to match a subject. Furthermore, at least one condition
for each condition type has to be satisfied.

If more than one policy matches, AM has to reconcile differences. When multiple policies match, the order in which AM uses them
to make a policy decision is not deterministic. However, a deny decision overrides an allow decision and so, by default, once AM
reaches a deny decision, it stops checking further policies. If you want AM to continue checking despite the deny decision, go to 
Configure > Global Services > Policy Configuration, and enable Continue Evaluation on Deny Decision.

Consider the case where AM protects a user profile web page. An AM web agent installed in the web server intercepts client
requests to enforce policy. The policy says that only authenticated users can access the page to view and to update their profiles.

Realms

Policy Sets

Policies

Request

GET
https://www.example.com/hr/index.html
User: bjensen
Time: 13:00

PingAMAgent

MyPolicy

Resources
https://www.example.com/hr/*

Actions
GET, POST

Subjects
All Authenticated Users

Conditions
Between 09:00 and 17:00

Response Attributes
givenName=Babs

Response

{
"resource" : "https://www.example.com:443/hr/index.html",
"actions" : {

"POST" : true,
"GET" : true

},
"attributes" : {

"givenName" : [ “Babs ]
},
"advices" : {
}

}

Resource Types

URL

Patterns
*://*:*/*?*

Actions
POST
PATCH
GET
DELETE
OPTIONS
HEAD
PUT
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When a user browses to the profile page, the AM agent intercepts the request. The web agent notices that the request is to
access a protected resource, but the request is coming from a user who has not yet logged in and consequently has no
authorization to visit the page. The web agent therefore redirects the user’s browser to AM to authenticate.

AM receives the redirected user, serving a login page that collects the user’s email and password. With the email and password
credentials, AM authenticates the user, and creates a session for the user. AM then redirects the user to the web agent, which
gets the policy decision from AM for the page to access, and grants access to the page.

While the user has a valid session with AM, the user can go away to another page in the browser, come back to the profile page,
and gain access without having to enter their email and password again.

Notice how AM and the web agent handle the access in the example. The website developer can offer a profile page, but the
website developer never has to manage login, or handle who can access a page. As AM administrator, you can change
authentication and authorization independently of updates to the website. You might need to agree with website developers on
how AM identifies users, so web developers can identify users by their own names when they log in. By using AM and web or Java
agents for authentication and authorization, your organization no longer needs to update web applications when you want to add
external access to your Intranet for roaming users, open some of your sites to partners, only let managers access certain pages of
your HR website, or allow users already logged in to their desktops to visit protected sites without having to type their credentials
again.

Policies

Authorization policies let AM determine whether to grant a subject access to a resource.

A policy defines the following:

resources

The resource to which access is restricted, such as a web page, a mobile app, or a boarding area in an airport.

actions

The verbs that describe what users can do to the resource, such as read a web page, submit a web form, or access a
boarding area.

subject conditions

Who the policy applies to, such as all authenticated users, only administrators, or only passengers with valid tickets for
planes leaving soon.

environment conditions

The circumstances under which the policy applies, such as only during work hours, only when accessing from a specific IP
address, or only when the flight is scheduled to leave within the next four hours.

response attributes

Information that AM attaches to a response following a policy decision, such as a name, email address, or frequent flyer
status.
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Policies in the UI

A policy can only be created as part of a policy set.

You manage policies through the AM admin UI. Go to Realms > Realm Name > Authorization > Policy Sets and select the name of
the policy set in which to configure a policy.

Policy type names

Do not use any of the following characters in policy, policy set, or resource type names:

Double quotes ( " )
Plus sign ( + )
Comma ( , )
Less than ( < )
Equals ( = )
Greater than ( > )
Backslash ( \ )
Forward slash ( / )
Semicolon ( ; )
Null ( \u0000 )

Resources

To define resources that the policy applies to:

Click the Resources pencil icon () or the Resources tab.

Select a resource type from the Resource Type drop-down list.

The resource type determines which resource patterns are available. The OAuth2 Scope  resource type contains the same
resource patterns as the URL  resource type, as well as the *  pattern.

emergency_home
Policy conditions don’t determine the outcome of the policy but determine whether a specific policy is applicable and
whether its actions should contribute towards the overall policy decision. If a condition fails (due to authentication
failure, for example), AM disregards the corresponding policy and assesses any other configured policies to make the
authorization decision. 

Important

To… Action

Create a policy Click Add a Policy.
When creating a policy, specify a name, a resource type, and at least one resource.
Click Create.

Modify a policy Click the policy name or the pencil icon ().

Delete a policy Click the delete icon () or click the policy name then x Delete.

1. 

2. 
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Use the resource patterns that are most relevant for the scopes in your environment.

For information on configuring resource types, refer to Resource types.

Select a resource pattern from the Resources drop-down list.

Replace the asterisks with values for matching resources, and click Add.

For information on configuring resource patterns, refer to Resource type patterns.

Optionally, click Add Resource to add further resource patterns, or click () to delete a resource pattern.

Save your changes.

Policy actions

To define policy actions that allow or deny access to a resource:

Click the Actions pencil icon () or the Actions tab.

Click Add an Action to select an action from the drop-down list.

Select whether to allow or deny the action on the resources.

Optionally, add further actions, or click () to delete actions.

Save your changes.

Conditions

To define subject and environment conditions:

Combine logical operators with blocks of configured parameters to create a rule set. The policy uses this rule set to filter
requests for resources.

Use drag and drop to nest logical operators at multiple levels to create complex rule sets.

3. 

4. 

5. 

6. 

1. 

2. 

3. 

4. 

5. 

• 

• 
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A gray horizontal bar indicates a valid point to drop a block.

Subjects

To define the subject conditions the policy applies to:

Click Add a Subject Condition, choose the type from the drop-down menu, and provide any required subject values.

When complete, click the check icon () and drag the block into a valid drop point in the rule set.

To add a logical operator, click Add a Logical Operator, choose between All Of , Not , and Any Of  from the drop-down
list, and drag the block into a valid drop point in the rule set.

To edit a condition, click the edit icon (), or click () to delete.

Continue combining logical operators and subject conditions and click Save Changes when you’ve finished.

• 

1. 

2. 

3. 

4. 

5. 
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Environments

To define the environment conditions the policy applies to:

Click Add an Environment Condition, choose the type from the drop-down menu, and provide any required subject
values.

When complete, click the check icon () button and drag the block into a valid drop point in the rule set.

To add a logical operator, click Add a Logical Operator, choose between All Of , Not , and Any Of  from the drop-down
list, and drag the block into a valid drop point in the rule set.

To edit a condition, click the edit icon (), or click () to delete.

Continue combining logical operators and subject conditions and click Save Changes when you’ve finished.

Subject condition types Description

Authenticated Users Any user that has successfully authenticated with AM.

Users & Groups Search for and select one or more users or groups that are defined in AM admin UI under the 
Realms > Realm Name > Identities or the Groups tab.

OpenID Connect/Jwt Claim Validate a claim within a JSON Web Token (JWT).
Type the name of the claim to validate in the Claim Name field, for example, sub , and the
required value in the Claim Value field, and click the check icon ().
Repeat the step to enter additional claims.
The claim(s) will be part of the JWT payload together with the JWT header and signature. The
JWT is sent in the authorization header of the bearer token.
This condition type only supports string equality comparisons, and is case-sensitive.

Never Match Never match any subject. This disables the policy.
If you do not set a subject condition, Never Match  is the default. In other words, you must set
a subject condition for the policy to apply.
To match regardless of the subject, configure a Never Match  subject condition inside a logical
Not  block.

1. 

info
Script is the only environmental condition available for OAuth 2.0 policies. 

Note

2. 

3. 

4. 

5. 

Environment condition
types

Description

Active Session Time Set a condition for the maximum duration the user’s session has been active. To end the
session if it has been active for longer than Max Session Time , set Terminate Sessions  to 
True . The user will need to reauthenticate.

Authentication by Module
Chain

Make the policy test the service that was used to authenticate the user.
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Environment condition
types

Description

Authentication by Module
Instance

Make the policy test the authentication module used to authenticate, specified in 
Authentication Scheme . Specify a timeout for application authentication in Application
Idle Timeout Scheme , and the name of the application in Application Name .

Authentication Level (greater
than or equal to)

The minimum acceptable authentication level required by the policy.

Authentication Level (less
than or equal to)

The maximum acceptable authentication level required by the policy.

Authentication to a Realm Make the policy test the realm to which the user authenticated.
A session can only belong to one realm, and session upgrade between realms is not allowed.

Current Session Properties Evaluate property values set in the user’s session.
Set Ignore Value Case to True  to make the test case-insensitive.
Specify one or more pairs of session properties and values using the format property:value .
For example, use clientType:genericHTML  to test whether the value of the clientType
property is equal to genericHTML .

Identity Membership The policy evaluates the user’s universal ID, in the format id=name,ou=identity-type,realm-
DN . For example, id=bjensen,ou=user,dc=am,dc=example,dc=com  or 
id=admins,ou=group,dc=am,dc=example,dc=com . The policy applies if the user’s universal ID
is a member of at least one of the AMIdentity objects specified here. For example, use this
type to filter requests on the identity of a Web Service Client (WSC).

IPv4 Address/DNS Name The IP version 4 address from which the request originated.
The IP address is taken from the requestIp  value of policy decision requests. If this is not
provided, the IP address stored in the SSO token is used instead.
Specify a range of addresses to test against by entering four sets of up to three digits,
separated by periods ( . ) in both Start IP  and End IP .
If only one of these values is provided, it is used as a single IP address to match.
Optionally, specify a DNS name in DNS Name to filter requests to that domain.

info

This condition requires the user’s universal ID to be provided as part of the
evaluation request (with the invocatorPrincipalUuid  key in the environment
object). Java agents and web agents don’t provide the universal ID and therefore
don’t support the Identity Membership  environment condition. Use the Users
& Groups  subject condition instead.
This condition works slightly differently to the Users & Groups  subject
condition. For that condition, the universal ID is inferred from the username
provided, so you don’t have to provide the full universal ID.

Note

• 

• 
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Environment condition
types

Description

IPv6 Address/DNS Name The IP version 6 address from which the request originated.
The IP address is taken from the requestIp  value of policy decision requests. If this is not
provided, the IP address stored in the SSO token is used instead.
Specify a range of addresses to test against by entering eight sets of four hexadecimal
characters, separated by a colon ( : ) in both Start IP  and End IP .
If only one of these values is provided, it is used as a single IP address to match.
Optionally, specify a DNS name in DNS Name  to filter requests to those from the specified
domain.
Use an asterisk (*) in the DNS name to match multiple subdomains. For example, 
*.example.com  applies to requests from www.example.com , secure.example.com , or any
other subdomain of example.com .

LDAP Filter Condition Make the policy test whether the user’s entry can be found using the LDAP search filter you
specify in the directory configured for the policy service.

OAuth2 Scope Set a condition that an authorization request includes all the specified OAuth 2.0 scopes.
Scope names must follow OAuth 2.0 scope syntax described in RFC 6749, Access Token Scope
. Separate multiple scope strings with spaces, such as openid profile .
The scope strings match regardless of order in which they occur, so openid profile  is
equivalent to profile openid .
The condition is also met when additional scope strings are provided beyond those required
to match the specified list. For example, if the condition specifies openid profile , then 
openid profile email  also matches.

info
If you define a filter condition that uses LDAP accounts or groups in a different identity
repository, you must configure the LDAP settings under Realms > Realm Name >
Services > Policy Configuration.

Note
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Environment condition
types

Description

Resource/Environment/IP
Address

Define a complex condition, such as whether the user is making a request from the localhost,
and has also authenticated in a particular way.
Entries must take the form of an IF…ELSE  statement. The IF  statement can specify either 
IP  to match the user’s IP address, or dnsName  to match their DNS name.
If the IF  statement is true, the THEN  statement must also be true for the condition to be
fulfilled. If not, relevant advice is returned in the policy evaluation request.
The available parameters for the THEN  statement are as follows:

module : The module used to authenticate the user, for example, DataStore .
service : The service that was used to authenticate the user
authlevel : The minimum required authentication level
role : The role of the authenticated user
user : The name of the authenticated user
redirectURL : The URL the user was redirected from.
realm : The realm that was used to authenticate the user.

The IP address can be IPv4, IPv6, or a hybrid of the two. Example: IF IP=[127.0.0.1] THEN
role=admins .

Script Make the policy depend on the outcome of a JavaScript executed at the time of the policy
evaluation.
For information on scripting policy conditions, refer to Scripted policy conditions.
Script  is the only environmental condition available for OAuth 2.0 policies. Use scripts to
capture the ClientId  environmental attribute.

Time (day, date, time, and
timezone)

Make the policy test when the policy is evaluated.
The values for day, date and time must be set in pairs that comprise a start and an end.

• 
• 
• 
• 
• 
• 
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Response attributes

Add user attributes from the identity repository as response attributes—either as subject attribute or static attributes—to the
request header at policy decision time.

Note that response attributes are not available for the OAuth2 Scope  resource type.

The web or Java agent for the protected resources/applications, or the protected resources/applications themselves, retrieve the
policy response attributes to customize the application.

To define response attributes in the policy:

Click the Response Attributes edit icon () or the Response Attributes tab.

To add subject attributes, select them from the Subject attributes drop-down list.

To remove an entry, select the value, and then press Delete (Windows/GNU/Linux) or Backspace (Mac OS X).

To add a static attribute, specify the key-value pair for each static attribute. Enter the Property Name and its

corresponding Property Value in the fields, and click Add ( + ).

To edit a static attribute, click the edit icon (), or click () to delete.

Continue adding subject and static attributes, and when finished, click Save Changes.

Environment condition
types

Description

Transaction Make the policy depend on the successful completion of transactional authorization.
Transactional authorization requires the user to authenticate for each access to the resource.
Transactions support the following authentication strategies:

Authenticate to Chain : The authentication chain the user must successfully
complete to access the protected resource.
Authenticate to Realm : The full path of a realm in which the user must successfully
authenticate to access the protected resource. For example, /alpha .
Authenticate to Tree : The authentication journey the user must successfully
traverse to access the protected resource.
Authenticate to Module : The authentication module the user must successfully
authenticate against to access the protected resource.
Auth Level :The minimum authentication level the user must achieve to access the
protected resource.

• 

• 

• 

• 

• 

info
If you specify a minimum, you must ensure there are methods available to users to
reach that level.
If none are found, the policy returns a 400 Bad request  error when attempting to
complete the transaction.

Note

1. 

2. 

3. 

4. 
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Example

This example policy requires authenticated users to have a session no longer than 30 minutes to access resources at https://
www.example.com:*/* .

Policies over REST

You can manage policies over REST at the policies  endpoint.

Policies belong to a policy set.

Policy resource objects

The policy resources are JSON objects. A policy object can include the following fields. The fields have JSON values—strings,
numbers, objects, sets, arrays, true , false , and null .

emergency_home
Before testing your OAuth 2.0 policies, ensure your OAuth 2.0 provider is configured to interact with AM’s
authorization service:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider.
Ensure Use Policy Engine for Scope decisions is enabled.

For more information about testing OAuth 2.0 policies, refer to Dynamic OAuth 2.0 authorization.

Important

1. 
2. 
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Policy field Description

_id , name (1) A string identifying the policy.
This string matches the policy name part of the URL path to the resource.
Do not use any of the following characters in policy, policy set, or resource type
names:

Double quotes ( " )
Plus sign ( + )
Comma ( , )
Less than ( < )
Equals ( = )
Greater than ( > )
Backslash ( \ )
Forward slash ( / )
Semicolon ( ; )
Null ( \u0000 )

_rev (1) A system-generated revision string.

actionValues An object where each field is an action name.
The resource type of the policy set governs the available actions.
The value for each action name field is a boolean indicating whether to allow the
action by default. (AM also accepts 0  for false  and any non-zero numeric value
for true .)

active A boolean indicating whether AM considers the policy active for evaluation
purposes.
Default: false .

applicationName A string identifying the policy set that contains the policy.

condition An optional object specifying the environment conditions where the policy applies.

description A string describing the policy.

Authorization PingAM
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(1) Do not change the value of this field.

Environment conditions

Environment conditions clarify where the policy applies.

Express environment conditions as single conditions or combine them using boolean operators. The following example
demonstrates a single environment condition that requires an access  OAuth 2.0 scope:

{
  "type": "OAuth2Scope",
  "requiredScopes": ["access"]
}

The following example demonstrates a combined subject condition that excludes Saturday, Sunday, and a range of IP addresses:

Policy field Description

resourceAttributes An optional array of response attribute objects; does not apply to OAuth2 Scope
resource types.
The default implementation returns statically defined attributes and attributes
from user profiles. A response attribute object has these fields:

type
The implementation type:

Static  for statically defined attributes
User  for attributes from the user profile

propertyName
The attribute name.

propertyValues
For static attributes, the attribute values.
For user attributes, not used; AM determines the values when
evaluating the policy.

resources An array of the resource name pattern strings to which the policy applies.
The resource type must allow the patterns.

resourceTypeUuid An optional string identifying the resource type that governs the policy.

subject An optional object specifying the subject conditions where the policy applies.

createdBy (1) A string indicating who created the policy.

creationDate (1) An integer containing the creation time in milliseconds since January 1, 1970.

lastModifiedBy (1) A string indicating who last changed the policy.

lastModifiedDate (1) An integer containing the last modified time in milliseconds since January 1, 1970.

• 
• 

• 
• 
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{
  "type": "NOT",
  "condition": {
    "type": "OR",
    "conditions": [{
      "type": "SimpleTime",
      "startDay": "sat",
      "endDay": "sun",
      "enforcementTimeZone": "GMT+8:00"
    }, {
      "type": "IPv4",
      "startIp": "192.168.0.1",
      "endIp": "192.168.0.255"
    }]
  }
}

The boolean operator strings to combine conditions in JSON correspond to these in the AM admin UI:

AND  is All of.

OR  is Any of.

NOT  is Not.

Use the following environment conditions in your policies:

AMIdentityMembership

Applies to this array of users and groups.

{
  "type": "AMIdentityMembership",
  "amIdentityName": ["id=bjensen,ou=user,o=alpha,ou=services,ou=am-config"]
}

AM Java and web agents do not support the AMIdentityMembership  environment condition. Use the Identity  subject
condition instead.

AuthLevel

Requires at least the specified authentication level.

{
  "type": "AuthLevel",
  "authLevel": 2
}

AuthScheme

Requires authentication with the specified module, policy set, and timeout.

• 

• 

• 
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{
  "type": "AuthScheme",
  "authScheme": ["DataStore"],
  "applicationName": "iPlanetAMWebAgentService",
  "applicationIdleTimeout": 10
}

AuthenticateToRealm

Requires authentication to the specified realm.

{
  "type": "AuthenticateToRealm",
  "authenticateToRealm": "alpha"
}

AuthenticateToService

Requires authentication with the specified journey (tree).

{
    "type": "AuthenticateToService",
    "authenticateToService": "PushAuthentication"
}

IPv4 or IPv6

Requires a request from the specified IP address range or domain name.

{
  "type": "IPv4",
  "startIp": "127.0.0.1",
  "endIp": "127.0.0.255"
}

Omit startIp  and endIp  and use the dnsName  field to specify an array of domain name strings:

{
  "type": "IPv4",
  "dnsName": ["*.example.com"]
}

LDAPFilter

Requires the LDAP representation of the user’s profile matches the specified LDAP search filter.
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{
  "type": "LDAPFilter",
  "ldapFilter": "(&(c=US)(preferredLanguage=en-us))"
}

LEAuthLevel

Requires at most the specified authentication level.

{
  "type": "LEAuthLevel",
  "authLevel": 2
}

OAuth2Scope

Requires the specified OAuth 2.0 scopes.

{
  "type": "OAuth2Scope",
  "requiredScopes": ["access"]
}

ResourceEnvIP

Requires a complex condition.

The following example requires an authentication level of at least 4 for requests from an IP address in 127.168.10.* :

{
  "type": "ResourceEnvIP",
  "resourceEnvIPConditionValue": ["IF IP=[127.168.10.*] THEN authlevel=4"]
}

Each resourceEnvIPConditionValue  has one or more IF...THEN...[ELSE...THEN]  statements.

When the IF  statement is true, a true THEN  statement fulfills the condition.

The IF  statement specifies either:

An IPv4, IPv6, or hybrid address to match the IP address. The IP address can include wildcards.

A dnsName  to match DNS name. The IP address can be IPv4 or IPv6 format, or a hybrid of the two, and can include
wildcard characters.

• 

• 

THEN parameter Description

authlevel The minimum required authentication level

realm The realm where authentication completed
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Session

Sets a maximum age of the session, and whether to terminate old sessions, forcing re-authentication.

{
  "type": "Session",
  "maxSessionTime": "10",
  "terminateSession": false
}

SessionProperty

Require attributes set in the user’s session.

{
  "type": "SessionProperty",
  "ignoreValueCase": true,
  "properties": {
    "CharSet": ["UTF-8"],
    "clientType": ["genericHTML"]
  }
}

SimpleTime

Set a time range. The type  is the only required field.

{
  "type": "SimpleTime",
  "startTime": "07:00",
  "endTime": "19:00",
  "startDay": "mon",
  "endDay": "fri",
  "startDate": "2023:01:01",
  "endDate": "2023:12:31",
  "enforcementTimeZone": "GMT+0:00"
}

THEN parameter Description

redirectURL The URL the user was redirected from

role The role of the authenticated user

service The authentication journey

user The name of the authenticated user
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Subject conditions

Subject conditions specify who the policy targets.

Express subject conditions as single conditions or combine them using boolean operators. The following example of a single
subject condition means the policy applies to all authenticated users:

{"type": "AuthenticatedUsers"}

The following example of a combined subject condition means the policy applies to either of two users:

{
  "type": "OR",
  "subjects": [{
    "type": "Identity",
    "subjectValues": ["id=scarter,ou=user,o=alpha,ou=services,ou=am-config"]
  }, {
    "type": "Identity",
    "subjectValues": ["id=bjensen,ou=user,o=alpha,ou=services,ou=am-config"]
  }]
}

The boolean operator strings to combine conditions in JSON correspond to these in the AM admin UI:

AND  is All of.

OR  is Any of.

NOT  is Not.

The type  field specifies the subject:

AuthenticatedUsers

Applies to any user that successfully authenticated to AM regardless of the realm.

To limit this to a specific realm, add an AuthenticateToRealm  environment condition to the policy.

Identity

Applies to the specified users or groups.

The following example means the policy applies to members of the account administrators group:

{
  "type": "Identity",
  "subjectValues": ["id=account-administrators,ou=group,o=alpha,ou=services,ou=am-config"]
}

JwtClaim

Applies based on a claim in a user’s JSON web token (JWT).

• 

• 

• 
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{
  "type": "JwtClaim",
  "claimName": "sub",
  "claimValue": "bjensen"
}

NONE

Never applies; AM never evaluates the policy as part of a decision.

Access the endpoints

The REST calls to manage policies rely on an account with the appropriate privileges:

Create a resource type administrator.

In the AM admin UI, select Realm > Realm Name > Identities > + Add Identity and fill the required fields.

Record the username and password.

Create a group that grants the privileges to the policy administrator.

In the AM admin UI, select Realms > Realm Name > Identities > Groups > + Add Group to create a group with the following
settings:

Group ID

am-policy-admins

Members

The policy administrator whose username you recorded

Privileges

Policy Admin
Condition Types Read Access
Decision Combiners Read Access
Entitlement Rest Access
Subject Types Read Access

Before making REST calls to manage policies, authenticate as the policy administrator:

$ curl \
--request POST \
--header 'Content-Type: application/json' \
--header 'X-OpenAM-Username: <policy-admin-username>' \
--header 'X-OpenAM-Password: <policy-admin-password>' \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{"tokenId":"<policy-admin-tokenId>","successUrl":"/enduser/?realm=/alpha","realm":"/alpha"}

For additional details, refer to Session token after authentication.

1. 

2. 

3. 
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Use the <policy-admin-tokenId>  as the value of the AM session cookie (default name: iPlanetDirectoryPro ) to access
the REST endpoints.

Query policies

To list all the policy sets defined for a realm, send an HTTP GET request to
the /json/realms/root/realms/Realm Name/policies  endpoint with _queryFilter=true  as the query string parameter.

$ curl \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0, protocol=2.1" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?_queryFilter=true'
{
  "result": [{
    "_id": "myExamplePolicy",
    "_rev": "1669650078159",
    "name": "myExamplePolicy",
    "active": true,
    "description": "",
    "resources": ["*://*:*/*", "*://*:*/*?*"],
    "applicationName": "myPolicySet",
    "actionValues": {
      "GET": true,
      "PUT": true
    },
    "subject": {
      "type": "Identity",
      "subjectValues": ["id=bjensen,ou=user,o=alpha,ou=services,ou=am-config"]
    },
    "lastModifiedBy": "id=policy-administrator,ou=user,ou=alpha,ou=services,ou=am-config",
    "lastModifiedDate": "2022-11-28T15:41:18.159Z",
    "createdBy": "id=policy-administrator,ou=user,ou=alpha,ou=services,ou=am-config",
    "creationDate": "2022-11-28T15:39:04.82Z"
  }],
  "resultCount": 1,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": 0
}

Adapt the query string parameters to refine the results.

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note

Field Supported _queryFilter operators

name Equals ( eq )

applicationName

description
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(1) Do not use regular expression patterns with eq .

To list policies that explicitly reference a user or group as part of a subject condition, send an HTTP GET request to the /json/
realms/root/realms/Realm Name/policies  endpoint with the query string parameters _queryId=queryByIdentityUid  and 
uid=universal-uid , where universal-uid is the universal ID for the user or group.

$ curl \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
--header "Content-Type: application/json" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?
_queryId=queryByIdentityUid&uid=id=bjensen,ou=user,o=alpha,ou=services,ou=am-config'
{
  "result": [{
    "_id": "myExamplePolicy",
    "_rev": "1669650078159",
    "name": "myExamplePolicy",
    "active": true,
    "description": "",
    "resources": ["*://*:*/*", "*://*:*/*?*"],
    "applicationName": "myPolicySet",
    "actionValues": {
      "GET": true,
      "PUT": true
    },
    "subject": {
      "type": "Identity",
      "subjectValues": ["id=bjensen,ou=user,o=alpha,ou=services,ou=am-config"]
    },
    "lastModifiedBy": "id=policy-administrator,ou=user,ou=alpha,ou=services,ou=am-config",
    "lastModifiedDate": "2022-11-28T15:41:18.159Z",
    "createdBy": "id=policy-administrator,ou=user,ou=alpha,ou=services,ou=am-config",
    "creationDate": "2022-11-28T15:39:04.82Z"
  }],
  "resultCount": 1,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": 0
}

Field Supported _queryFilter operators

createdBy

lastModifiedBy

creationDate Equals ( eq )(1)

Greater than or equal to ( ge )
Greater than ( gt )
Less than or equal to ( le )
Less than ( lt )

lastModifiedDate
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The following caveats apply when querying policies by user or group:

AM does not evaluate group membership.

When you specify only groups in the condition, AM does not also return policies for users who are members of the
specified groups.

AM supports only exact matches for users and groups; you cannot use wildcards.

AM only returns policies with Identity  subject conditions—not AMIdentityMembership  environment conditions.

AM does not return policies with subject conditions that only contain the user or group in a logical NOT operator.

Read a policy

To read an individual policy in a realm, send an HTTP GET request to the /json/realms/root/realms/Realm Name/policies/
policy-name  endpoint.

$ curl \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies/myExamplePolicy'
{
  "_id": "myExamplePolicy",
  "_rev": "1669650078159",
  "name": "myExamplePolicy",
  "active": true,
  "description": "",
  "resources": ["*://*:*/*", "*://*:*/*?*"],
  "applicationName": "myPolicySet",
  "actionValues": {
    "GET": true,
    "PUT": true
  },
  "subject": {
    "type": "Identity",
    "subjectValues": ["id=bjensen,ou=user,o=alpha,ou=services,ou=am-config"]
  },
  "lastModifiedBy": "id=policy-administrator,ou=user,ou=alpha,ou=services,ou=am-config",
  "lastModifiedDate": "2022-11-28T15:41:18.159Z",
  "createdBy": "id=policy-administrator,ou=user,ou=alpha,ou=services,ou=am-config",
  "creationDate": "2022-11-28T15:39:04.82Z"
}

Create a policy

To create a policy in a realm, send an HTTP POST request to the /json/realms/root/realms/Realm Name/policies  endpoint
with _action=create  as the query string parameter and a JSON representation of the policy as the POST data.

• 

• 

• 

• 

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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$ curl \
--request POST \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
--header "Content-Type: application/json" \
--data '{
  "name": "myNewExamplePolicy",
  "active": true,
  "description": "Example policy",
  "applicationName": "myPolicySet",
  "actionValues": {
    "POST": false,
    "GET": true
  },
  "resources": ["https://www.example.com:443/*", "https://www.example.com:443/*?*"],
  "subject": {
    "type": "Identity",
    "subjectValues": ["id=bjensen,ou=user,o=alpha,ou=services,ou=am-config"]
  },
  "resourceTypeUuid": "76656a38-5f8e-401b-83aa-4ccb74ce88d2"
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies/?_action=create'
{
  "_id": "myExamplePolicy",
  "_rev": "1669650078159",
  "name": "myExamplePolicy",
  "active": true,
  "description": "",
  "resources": ["https://www.example.com:443/*", "https://www.example.com:443/*?*"],
  "applicationName": "myPolicySet",
  "actionValues": {
    "GET": true,
    "POST": false
  },
  "subject": {
    "type": "Identity",
    "subjectValues": ["id=bjensen,ou=user,o=alpha,ou=services,ou=am-config"]
  },
  "lastModifiedBy": "id=policy-administrator,ou=user,ou=alpha,ou=services,ou=am-config",
  "lastModifiedDate": "2022-11-28T15:41:18.159Z",
  "createdBy": "id=policy-administrator,ou=user,ou=alpha,ou=services,ou=am-config",
  "creationDate": "2022-11-28T15:39:04.82Z"
}

Update a policy

To update an individual policy in a realm, send an HTTP PUT request to the /json/realms/root/realms/Realm Name/policies/
policy-name  endpoint with a JSON representation of the updated policy as the PUT data.

info
Before testing OAuth 2.0 policies, configure the OAuth2 Provider  service for the realm to Use Policy Engine for
Scope decisions.
For details, refer to Dynamic OAuth 2.0 authorization.

Note
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$ curl \
--request PUT \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
--header "Content-Type: application/json" \
--data '{
  "_id": "myNewExamplePolicy",
  "_rev": "1669721075177",
  "name": "myNewExamplePolicy",
  "active": true,
  "description": "Example policy",
  "resources": ["https://www.example.com:443/*?*", "https://www.example.com:443/*"],
  "applicationName": "myPolicySet",
  "actionValues": {
    "POST": true,
    "GET": true
  },
  "subject": {
    "type": "Identity",
    "subjectValues": ["id=bjensen,ou=user,o=alpha,ou=services,ou=am-config"]
  }
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies/myNewExamplePolicy'
{
  "_id": "myNewExamplePolicy",
  "_rev": "1669721293147",
  "name": "myNewExamplePolicy",
  "active": true,
  "description": "Example policy",
  "resources": ["https://www.example.com:443/*?*", "https://www.example.com:443/*"],
  "applicationName": "myPolicySet",
  "actionValues": {
    "POST": true,
    "GET": true
  },
  "subject": {
    "type": "Identity",
    "subjectValues": ["id=bjensen,ou=user,o=alpha,ou=services,ou=am-config"]
  },
  "lastModifiedBy": "id=policy-administrator,ou=user,ou=alpha,ou=services,o=alpha,ou=services,ou=am-config",
  "lastModifiedDate": "2022-11-29T11:28:13.147Z",
  "createdBy": "id=policy-administrator,ou=user,ou=alpha,ou=services,o=alpha,ou=services,ou=am-config",
  "creationDate": "2022-11-29T11:24:35.177Z"
}

Delete a policy

To delete an individual policy in a realm, send an HTTP DELETE request to the /json/realms/root/realms/Realm Name/
policies/policy-name  endpoint.

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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$ curl \
--request DELETE \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies/myNewExamplePolicy'
{"_id":"myNewExamplePolicy","_rev":"0"}

Copy and move policies

To copy or move an individual policy, send an HTTP POST request to the /json/realms/root/realms/Realm Name/policies/
policyName  endpoint. Include the appropriate parameters and POST data.

The appropriate parameters for copying and moving policies take the following into account:

The realm in the URL is the realm of the policy or policies to copy or to move.

The policy name in the URL is the name of an individual policy to copy or to move.

Specify either _action=copy  or _action=move  as the query string parameter.

When moving policies from one realm to another, use the administrator’s AM session cookie to authenticate.

The policy administrator is a member of a realm, and does not have access to change another realm’s settings.

The following example copies myExamplePolicy  from the alpha  realm to Copied policy  in the bravo  realm.

$ curl \
--request POST \
--header "iPlanetDirectoryPro: <amAdmin-tokenId>" \
--header "Accept-API-Version: resource=2.1" \
--header "Content-Type: application/json" \
--data '{
  "to": {
    "name": "Copied policy",
    "realm": "/bravo",
    "resourceType": "76656a38-5f8e-401b-83aa-4ccb74ce88d2"
  }
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies/myExamplePolicy?_action=copy'
{
  "name": "Copied policy",
  "…": "…"
}

The POST data JSON object for copying and moving individual policies has these fields:

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note

• 

• 

• 

• 
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The following example moves myExamplePolicy  to Moved policy  in the same realm. The policy administrator can complete this
request because the target is in the same realm.

$ curl \
--request POST \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=2.1" \
--header "Content-Type: application/json" \
--data '{
  "to": {
    "name": "Moved policy",
    "realm": "/alpha",
    "resourceType": "76656a38-5f8e-401b-83aa-4ccb74ce88d2"
  }
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies/myExamplePolicy?_action=move'
{
  "name": "Moved policy",
  "…": "…"
}

To copy or move multiple policies, send an HTTP POST request to the /json/realms/root/realms/Realm Name/policies
endpoint with the appropriate parameters and POST data.

The following example copies all the policies in myPolicySet  to the bravo  realm:

The target policy set already exists in the bravo  realm. It allows the same policies as its counterpart in the alpha  realm.

The bravo  realm has resource types matching those in the alpha  realm.

Outer field Inner field Description

to name The target policy.
Required unless you are copying or moving a policy to a different realm, and you
want the target policy to have the same name as the original policy.

application The target policy set.
Required when copying or moving a policy to a different policy set.

realm The target realm.
Required when copying or moving a policy to a different realm.

resourceType The resource type UUID for the target policy.
The resource type must exist in the target realm.
Required when copying or moving a policy to a different realm.

• 

• 
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$ curl \
--request POST \
--header "iPlanetDirectoryPro: <amAdmin-tokenId>" \
--header "Accept-API-Version: resource=2.1" \
--header "Content-Type: application/json" \
--data '{
  "from": {
    "application": "myPolicySet"
  },
  "to": {
    "realm": "/bravo",
    "namePostfix": "-copy"
  },
  "resourceTypeMapping": {
    "d60b7a71-1dc6-44a5-8e48-e4b9d92dee8b": "d60b7a71-1dc6-44a5-8e48-e4b9d92dee8b",
    "76656a38-5f8e-401b-83aa-4ccb74ce88d2": "76656a38-5f8e-401b-83aa-4ccb74ce88d2"
  }
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?_action=copy'
[{
  "name": "Moved policy-copy",
  "…": "…"
}]

The POST data JSON object for copying and moving multiple policies has these fields:

Environment conditions

AM lets you read and query environment condition schema over REST.

Outer field Inner field Description

from application The policy set to copy or move policies from.
Required.

to application The target policy set.
Required when copying or moving policies to a different
policy set.

realm The target realm.
Required when copying or moving policies to a different
realm.

namePostfix A string appended to target policy names to prevent clashes.
Required.

resourceTypeMapping The UUID(s) of the original
resource type(s).

The UUID(s) of the target resource type(s).
Each pair of resource types must have the same resource
patterns.
Required when copying or moving policies to a different
realm.
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The schemas describe the environment condition JSON objects that you include in authorization policies. Each environment
condition schema has these fields:

title

The short name for the environment condition.

logical

Whether the type is a logical operator or takes a predicate.

config

The layout of the environment condition object.

Environment conditions have these characteristics:

Environment conditions are the same for each realm.

The only environment condition for OAuth 2.0 policies is Script . Use scripts to capture the ClientId  environment
attribute.

To list all environment condition schemas, send an HTTP GET request to the /json/realms/root/realms/Realm Name/
conditiontypes  endpoint with _queryFilter=true  as the query string parameter.

$ curl \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0, protocol=2.1" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/conditiontypes?_queryFilter=true'

• 

• 

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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{
  "result": [{
    "_id": "AMIdentityMembership",
    "title": "AMIdentityMembership",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "amIdentityName": {
          "type": "array",
          "items": {
            "type": "string"
          }
        }
      }
    }
  }, {
    "_id": "AND",
    "title": "AND",
    "logical": true,
    "config": {
      "type": "object",
      "properties": {
        "conditions": {
          "type": "array"
        }
      }
    }
  }, {
    "_id": "AuthLevel",
    "title": "AuthLevel",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "authLevel": {
          "type": "integer"
        }
      }
    }
  }, {
    "_id": "AuthScheme",
    "title": "AuthScheme",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "authScheme": {
          "type": "array",
          "items": {
            "type": "string"
          }
        },
        "applicationIdleTimeout": {
          "type": "integer"
        },
        "applicationName": {
          "type": "string"
        }
      }
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    }
  }, {
    "_id": "AuthenticateToRealm",
    "title": "AuthenticateToRealm",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "authenticateToRealm": {
          "type": "string"
        }
      }
    }
  }, {
    "_id": "AuthenticateToService",
    "title": "AuthenticateToService",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "authenticateToService": {
          "type": "string"
        }
      }
    }
  }, {
    "_id": "IPv4",
    "title": "IPv4",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "startIp": {
          "type": "string"
        },
        "endIp": {
          "type": "string"
        },
        "dnsName": {
          "type": "array",
          "items": {
            "type": "string"
          }
        }
      }
    }
  }, {
    "_id": "IPv6",
    "title": "IPv6",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "startIp": {
          "type": "string"
        },
        "endIp": {
          "type": "string"
        },
        "dnsName": {
          "type": "array",
          "items": {
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            "type": "string"
          }
        }
      }
    }
  }, {
    "_id": "LDAPFilter",
    "title": "LDAPFilter",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "ldapFilter": {
          "type": "string"
        }
      }
    }
  }, {
    "_id": "LEAuthLevel",
    "title": "LEAuthLevel",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "authLevel": {
          "type": "integer"
        }
      }
    }
  }, {
    "_id": "NOT",
    "title": "NOT",
    "logical": true,
    "config": {
      "type": "object",
      "properties": {
        "condition": {
          "type": "object",
          "properties": {}
        }
      }
    }
  }, {
    "_id": "OAuth2Scope",
    "title": "OAuth2Scope",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "requiredScopes": {
          "type": "array",
          "items": {
            "type": "string"
          }
        }
      }
    }
  }, {
    "_id": "OR",
    "title": "OR",
    "logical": true,
    "config": {
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      "type": "object",
      "properties": {
        "conditions": {
          "type": "array"
        }
      }
    }
  }, {
    "_id": "Policy",
    "title": "Policy",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "className": {
          "type": "string"
        },
        "properties": {
          "type": "object"
        }
      }
    }
  }, {
    "_id": "ResourceEnvIP",
    "title": "ResourceEnvIP",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "resourceEnvIPConditionValue": {
          "type": "array",
          "items": {
            "type": "string"
          }
        }
      }
    }
  }, {
    "_id": "Script",
    "title": "Script",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "scriptId": {
          "type": "string"
        }
      }
    }
  }, {
    "_id": "Session",
    "title": "Session",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "maxSessionTime": {
          "type": "number"
        },
        "terminateSession": {
          "type": "boolean",
          "required": true
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        }
      }
    }
  }, {
    "_id": "SessionProperty",
    "title": "SessionProperty",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "ignoreValueCase": {
          "type": "boolean",
          "required": true
        },
        "properties": {
          "type": "object"
        }
      }
    }
  }, {
    "_id": "SimpleTime",
    "title": "SimpleTime",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "startTime": {
          "type": "string"
        },
        "endTime": {
          "type": "string"
        },
        "startDay": {
          "type": "string"
        },
        "endDay": {
          "type": "string"
        },
        "startDate": {
          "type": "string"
        },
        "endDate": {
          "type": "string"
        },
        "enforcementTimeZone": {
          "type": "string"
        }
      }
    }
  }, {
    "_id": "Transaction",
    "title": "Transaction",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "authenticationStrategy": {
          "type": "string"
        },
        "strategySpecifier": {
          "type": "string"
        }
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      }
    }
  }],
  "resultCount": 20,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": 0
}

To read an environment condition schema, send an HTTP GET request to the /json/realms/root/realms/Realm Name/
conditiontypes/condition-type  endpoint.

$ curl \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/conditiontypes/IPv4'
{
  "_id": "IPv4",
  "_rev": "1669721841603",
  "title": "IPv4",
  "logical": false,
  "config": {
    "type": "object",
    "properties": {
      "startIp": {
        "type": "string"
      },
      "endIp": {
        "type": "string"
      },
      "dnsName": {
        "type": "array",
        "items": {
          "type": "string"
        }
      }
    }
  }
}

Subject conditions

AM lets you read and query subject condition schema over REST.

The schemas describe the subject condition JSON objects that you include in authorization policies. Each environment condition
schema has these fields:

title

The short name for the subject condition.

logical

Whether the type is a logical operator or takes a predicate.
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config

The layout of the subject condition object.

Subject conditions are the same for each realm.

To list all subject condition schemas, send an HTTP GET request to the /json/realms/root/realms/Realm Name/subjecttypes
endpoint with _queryFilter=true  as the query string parameter.

$ curl \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0, protocol=2.1" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/subjecttypes?_queryFilter=true'

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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{
  "result": [{
    "_id": "AND",
    "title": "AND",
    "logical": true,
    "config": {
      "type": "object",
      "properties": {
        "subjects": {
          "type": "array"
        }
      }
    }
  }, {
    "_id": "AuthenticatedUsers",
    "title": "AuthenticatedUsers",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {}
    }
  }, {
    "_id": "Identity",
    "title": "Identity",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "subjectValues": {
          "type": "array",
          "items": {
            "type": "string"
          }
        }
      }
    }
  }, {
    "_id": "JwtClaim",
    "title": "JwtClaim",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "claimName": {
          "type": "string"
        },
        "claimValue": {
          "type": "string"
        }
      }
    }
  }, {
    "_id": "NONE",
    "title": "NONE",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {}
    }
  }, {
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    "_id": "NOT",
    "title": "NOT",
    "logical": true,
    "config": {
      "type": "object",
      "properties": {
        "subject": {
          "type": "object",
          "properties": {}
        }
      }
    }
  }, {
    "_id": "OR",
    "title": "OR",
    "logical": true,
    "config": {
      "type": "object",
      "properties": {
        "subjects": {
          "type": "array"
        }
      }
    }
  }, {
    "_id": "Policy",
    "title": "Policy",
    "logical": false,
    "config": {
      "type": "object",
      "properties": {
        "name": {
          "type": "string"
        },
        "className": {
          "type": "string"
        },
        "values": {
          "type": "array",
          "items": {
            "type": "string"
          }
        }
      }
    }
  }],
  "resultCount": 8,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": 0
}

To read a subject condition schema, send an HTTP GET request to the /json/realms/root/realms/Realm Name/subjecttypes/
subject-type  endpoint.
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$ curl \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0, protocol=2.1" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/subjecttypes/Identity'
{
  "_id": "Identity",
  "_rev": "1669721896953",
  "title": "Identity",
  "logical": false,
  "config": {
    "type": "object",
    "properties": {
      "subjectValues": {
        "type": "array",
        "items": {
          "type": "string"
        }
      }
    }
  }
}

Query subject attributes

When you define a policy subject condition, the condition can depend on the values of subject attributes stored in a user’s profile.
The subject attributes that you can use depend on the LDAP User Attributes configured for the identity store where AM looks up
the user’s profile. For more information on these attributes, refer to Identity stores.

To list the available subject attributes, send an HTTP GET request to the /json/subjectattributes  endpoint, with a 
_queryFilter  parameter set to true .

The iPlanetDirectoryPro  header is required and should contain the SSO token of an administrative user, such as amAdmin ,
who has access to perform the operation.

For example:
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$ curl \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/subjectattributes/?_queryFilter=true'
{
  "result" : [
      "sunIdentityServerPPInformalName",
      "sunIdentityServerPPFacadeGreetSound",
      "uid",
      "manager",
      "sunIdentityServerPPCommonNameMN",
      "sunIdentityServerPPLegalIdentityGender",
      "preferredLocale",
      "…",
      "…",
      "…"
  ],
  "resultCount": 87,
  "pagedResultsCookie": null,
  "remainingPagedResults": 0
}

Decision combiners

Decision combiners describe how to resolve policy decisions when multiple policies apply.

Decision combiners are the same for each realm.

To list all decision combiners, send an HTTP GET request to the /json/realms/root/realms/Realm Name/decisioncombiners
endpoint with _queryFilter=true  as the query string parameter.

$ curl \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0, protocol=2.1" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/decisioncombiners?_queryFilter=true'
{
  "result": [{
    "_id": "DenyOverride",
    "title": "DenyOverride"
  }],
  "resultCount": 1,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": 0
}

info
No pagination cookie is set and the subject attribute names are all returned as part of the result array. 

Note

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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To read a decision combiner, send an HTTP GET request to the /json/realms/root/realms/Realm Name/decisioncombiners/
decision-combiner  endpoint.

$ curl \
--header "iPlanetDirectoryPro: <policy-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/decisioncombiners/DenyOverride'
{"_id":"DenyOverride","_rev":"1669722054745","title":"DenyOverride"}

Resource types

Resource types define a template for the resources that policies apply to, and the actions that can be performed on those
resources.

AM needs a policy to decide whether a user can access a resource. When you configure a policy, you also configure a resource (or
a pattern to match several resources) that the policy applies to, and the actions that the policy allows or denies.

Resource types are templates that you can define once and reuse in several policies. For example, you could create a template
that always allows PUT and POST operations from your internal network.

Default resource types

AM includes two resource types by default: URL  and OAuth2 Scope . These default resource types are sufficient for most
environments.

URL resource type

The URL  resource type acts as a template for protecting web pages or applications. It contains resource patterns, such as 
*://*:*/*?* , that can be more specific when used in the policy.

This resource type supports the following actions:

GET
POST
PUT
HEAD
PATCH
DELETE
OPTIONS

For example, an application for Example.com’s HR service might contain resource types that constrain all policies to apply
to URL resource types under http*://example.com/hr*  and http*://example.com/hr*?* , and only allow HTTP GET
and POST  actions.

OAuth2 Scope resource type

The OAuth2 Scope  resource type acts as a template for granting or denying OAuth 2.0 scopes. It contains a string-based
scope pattern, * , and two URL-based scope patterns, such as *://*:*/*?* .

The resource supports the GRANT  action, which can be allowed or denied.
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Resource types in the UI

You manage resource types through the AM admin UI. Go to Realms > Realm Name > Authorization > Resource Types.

Resource type names

Do not use any of the following characters in policy, policy set, or resource type names:

Double quotes ( " )
Plus sign ( + )
Comma ( , )
Less than ( < )
Equals ( = )
Greater than ( > )
Backslash ( \ )
Forward slash ( / )
Semicolon ( ; )
Null ( \u0000 )

Resource type patterns

Policies apply to resources that match their patterns.

A policy belongs to a policy set.

A policy set permits one or more resource types in their policies.

A policy can only define patterns that fit the patterns of its resource types.

Wildcards

Resource type patterns can include a mix of literal characters and wildcards, *  or -*-  by default. Wildcards can appear
anywhere in a resource type pattern to match resources, such as URLs or OAuth 2.0 scopes.

Do not mix *  and -*-  in the same pattern.

Wildcards cannot be escaped.

By default, comparisons are not case-sensitive.

To… Action

Create a resource type Click New Resource Type.
When creating a resource type, specify at least one action and one pattern.

Modify a resource type Click the resource type name or the pencil icon ().

Delete a resource type Click the delete icon () or click the resource type name then the x Delete button.
The AM admin UI prevents deletion if any policies or policy sets depend on the
resource type.

• 

• 

• 

• 

• 

• 
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To configure the delimiter, wildcards, and case-sensitivity, in the AM admin UI, go to Configure > Global Services > Policy
Configuration, and edit the Resource Comparator.

Wildcards in schemes, hosts, and port numbers

When using wildcards for the scheme and authority parts of a URL:

The pattern *://*:*/*  matches these URLs:

http://www.example.com:80/index.html

https://www.example.com:443/index.html

http://www.example.net:8080/index.html

Omitting the port number implies the default port number for the scheme:

http://www.example.com/*  is the same as http://www.example.com:80/* .

https://www.example.com/*  is the same as https://www.example.com:443/* .

Wildcards in paths

Wildcards have these properties in a URL path:

The wildcard *  matches multiple path segments.

For example, https://www.example.com/*  matches https://www.example.com/ , https://www.example.com/
index.html , and https://www.example.com/company/images/logo.png .

The wildcard -*-  matches a single path segment.

For example, https://www.example.com/-*-  matches https://www.example.com/index.html .

It does not match https://www.example.com/company/resource.html  or https://www.example.com/company/images/
logo.png .

Duplicate slashes ( // ) count as a single slash.

http://www.example.com//path/  and http://www.example.com/path//  are equivalent.

A trailing slash counts as a distinct part of the resource to match.

https://www.example.com/path  and https://www.example.com/path/  are not equivalent.

Wildcards in query strings

Wildcards do not match ? .

Add explicit patterns to match URLs with query strings:

When matching URLs protected by a web or Java agent, an asterisk ( * ) at the end of a pattern after ?  matches one or
more characters, not zero or more characters.

For example, https://www.example.com/*?*  matches https://www.example.com/users?_action=create , not 
https://www.example.com/users? .

To match all URLs under https://www.example.com/ , specify three patterns:

• 

• 

• 

• 

• 

• 

• 
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https://www.example.com/*

https://www.example.com/*?

https://www.example.com/*?*

When matching resources with a policies?_action=evaluate  REST call, an asterisk ( * ) at the end of a pattern after ?
matches zero or more characters.

For example, https://www.example.com/*?*  matches https://www.example.com/users?_action=create  and https://
www.example.com/users? .

To match all URLs under http://www.example.com/ , specify two patterns:

https://www.example.com/*

https://www.example.com/*?*

AM normalizes query strings before checking whether a policy matches a resource.

To normalize the query string, AM sorts the query string field-value pairs alphabetically by field name. These query strings
are equivalent:

?subject=SPBnfm+t5PlP+ISyQhVlplE22A8=&action=get

?action=get&subject=SPBnfm+t5PlP+ISyQhVlplE22A8=

Non-ASCII characters

Use percent-encoding for non-ASCII characters in resource patterns.

For example, to match resources under the Internationalized Resource Identifier (IRI) https://www.example.com/forstå/  use:

https://www.example.com:443/forst%C3%A5/*

https://www.example.com:443/forst%C3%A5/*?*

Resource type actions

AM policies use actions to grant or deny access to a resource. A policy can only determine actions defined by its resource types.

Choose a name that summarizes the action the principal aims to perform on the resource. The default state for each action is
either Allow or Deny.

Example

The following screen creates a resource type for policies to switch lights on and off:

• 

• 
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Figure 1. Configuring a resource type in the UI

Resource types over REST

You can manage resource types over REST at the resourcetypes  endpoint.

AM stores resource types as JSON objects. A resource type can include the following fields. The fields have JSON values—strings,
numbers, objects, sets, arrays, true , false , and null .

Resource type field Description

_id , uuid (1) A unique, system-generated UUID string.
Use this string to identify a specific resource type. Do not change the generated
UUID.

_rev (1) A system-generated revision string.
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(1) Do not change the value of this field.

Access the endpoints

The REST calls to manage resource types rely on an account with the appropriate privileges:

Create a resource type administrator.

In the AM admin UI, select Realm > Realm Name > Identities > + Add Identity and fill the required fields.

Record the username and password.

Create a group that grants the privileges to the resource type administrator.

Select Realms > Realm Name > Identities > Groups > + Add Group to create a group with the following settings:

Resource type field Description

name A human-readable name string for the resource type.
Do not use any of the following characters in policy, policy set, or resource type
names:

Double quotes ( " )
Plus sign ( + )
Comma ( , )
Less than ( < )
Equals ( = )
Greater than ( > )
Backslash ( \ )
Forward slash ( / )
Semicolon ( ; )
Null ( \u0000 )

description An optional text string to help identify the resource type.

patterns An array of resource pattern strings specifying URLs or resource names to protect.
For details, refer to Resource type patterns.

actions An object where each field is an action name.
The value for each action name field is a boolean indicating whether to allow the
action by default in policies that derive from this resource type.

createdBy (1) A string indicating who created the resource type.

creationDate (1) An integer containing the creation time in milliseconds since January 1, 1970.

lastModifiedBy (1) A string indicating who last changed the resource type.

lastModifiedDate (1) An integer containing the last modified time in milliseconds since January 1, 1970.

1. 

2. 
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Group ID

am-resource-type-admins

Members

The resource type administrator whose username you recorded

Privileges

Policy Admin
Resource Type Modify Access
Resource Type Read Access

Before making REST calls to manage resource types, authenticate as the resource type administrator:

$ curl \
--request POST \
--header 'Content-Type: application/json' \
--header 'X-OpenAM-Username: <resource-type-admin-username>' \
--header 'X-OpenAM-Password: <resource-type-admin-password>' \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{"tokenId":"<resource-type-admin-tokenId>","successUrl":"/enduser/?realm=/alpha","realm":"/alpha"}

For additional details, refer to Session token after authentication.

Use the <resource-type-admin-tokenId>  as the value of the AM session cookie (default name: iPlanetDirectoryPro )
to access the REST endpoints.

Query resource types

To list all the resource types defined for a realm, send an HTTP GET request to the /json/realms/root/realms/Realm Name/
resourcetypes  endpoint with _queryFilter=true  as the query string parameter.

3. 

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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$ curl \
--header "iPlanetDirectoryPro: <resource-type-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/resourcetypes?_queryFilter=true'
[{
  "result": [{
    "_id": "fcaee7dc-f99c-43b1-b10d-592e1c4bd394",
    "uuid": "fcaee7dc-f99c-43b1-b10d-592e1c4bd394",
    "name": "Light",
    "description": "",
    "patterns": ["light://*/*"],
    "actions": {
      "switch_off": false,
      "switch_on": false
    },
    "createdBy": "id=a980a458-2654-4d4f-a12a-d4bfa39534f7,ou=user,ou=am-config",
    "creationDate": 1669038769034,
    "lastModifiedBy": "id=a980a458-2654-4d4f-a12a-d4bfa39534f7,ou=user,ou=am-config",
    "lastModifiedDate": 1669038769034
  }, {
    "_id": "76656a38-5f8e-401b-83aa-4ccb74ce88d2",
    "uuid": "76656a38-5f8e-401b-83aa-4ccb74ce88d2",
    "name": "URL…"
  }, {
    "_id": "d60b7a71-1dc6-44a5-8e48-e4b9d92dee8b",
    "uuid": "d60b7a71-1dc6-44a5-8e48-e4b9d92dee8b",
    "name": "OAuth2 Scope…"
  }],
  "resultCount": 3,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": 0
}

Adapt the query string parameters to refine the results.

Read a resource type

To read a resource type in a realm, send an HTTP GET request to the /json/realms/root/realms/Realm Name/resourcetypes/
uuid  endpoint, where uuid is the value of the "uuid"  field for the resource.

Field Supported _queryFilter operators

uuid Equals ( eq )
Contains ( co )
Starts with ( sw )name

description

patterns

actions
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$ curl \
--header "iPlanetDirectoryPro: <resource-type-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/resourcetypes/fcaee7dc-f99c-43b1-
b10d-592e1c4bd394'
{
  "_id": "fcaee7dc-f99c-43b1-b10d-592e1c4bd394",
  "_rev": "1669045336245",
  "uuid": "fcaee7dc-f99c-43b1-b10d-592e1c4bd394",
  "name": "Light",
  "description": "",
  "patterns": ["light://*/*"],
  "actions": {
    "switch_off": false,
    "switch_on": false
  },
  "createdBy": "id=a980a458-2654-4d4f-a12a-d4bfa39534f7,ou=user,ou=am-config",
  "creationDate": 1669038769034,
  "lastModifiedBy": "id=a980a458-2654-4d4f-a12a-d4bfa39534f7,ou=user,ou=am-config",
  "lastModifiedDate": 1669038769034
}

Create a resource type

To create a resource type in a realm, send an HTTP POST request to
the /json/realms/root/realms/Realm Name/resourcetypes  endpoint with _action=create  as the query string parameter and
a JSON representation of the resource type as the POST data.

AM generates the UUID for the resource.

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: <resource-type-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
--data '{
  "name": "My Resource Type",
  "actions": {
    "LEFT": true,
    "RIGHT": true,
    "UP": true,
    "DOWN": true
  },
  "patterns": ["https://device/location/*"]
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/resourcetypes/?_action=create'
{
  "_id": "c7e09ca1-a0db-4434-9327-ca685ae99899",
  "uuid": "c7e09ca1-a0db-4434-9327-ca685ae99899",
  "name": "My Resource Type",
  "description": null,
  "patterns": ["https://device/location/*"],
  "actions": {
    "RIGHT": true,
    "DOWN": true,
    "UP": true,
    "LEFT": true
  },
  "createdBy": "id=1dff18dc-ac57-4388-8127-dff309f80002,ou=user,o=alpha,ou=services,ou=am-config",
  "creationDate": 1669045619375,
  "lastModifiedBy": "id=1dff18dc-ac57-4388-8127-dff309f80002,ou=user,o=alpha,ou=services,ou=am-config",
  "lastModifiedDate": 1669045619375
}

Update a resource type

To update a resource type in a realm, send an HTTP PUT request to
the /json/realms/root/realms/Realm Name/resourcetypes/uuid  endpoint, where uuid is the value of the "uuid"  field for the
resource. Include a JSON representation of the resource type as the PUT body, making sure the "uuid"  and "_id"  fields match
the original resource.

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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$ curl \
--request PUT \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: <resource-type-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
--data '{
  "name": "My Resource Type",
  "actions": {
    "LEFT": true,
    "RIGHT": true,
    "UP": false,
    "DOWN": false
  },
  "patterns": ["https://device/location/*"]
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/resourcetypes/c7e09ca1-a0db-4434-9327-
ca685ae99899'
{
  "_id": "c7e09ca1-a0db-4434-9327-ca685ae99899",
  "uuid": "c7e09ca1-a0db-4434-9327-ca685ae99899",
  "name": "My Resource Type",
  "description": null,
  "patterns": ["https://device/location/*"],
  "actions": {
    "RIGHT": true,
    "DOWN": false,
    "UP": false,
    "LEFT": true
  },
  "createdBy": "id=1dff18dc-ac57-4388-8127-dff309f80002,ou=user,o=alpha,ou=services,ou=am-config",
  "creationDate": 1669045619375,
  "lastModifiedBy": "id=1dff18dc-ac57-4388-8127-dff309f80002,ou=user,o=alpha,ou=services,ou=am-config",
  "lastModifiedDate": 1669045765822
}

Delete a resource type

To delete a resource type from a realm, send an HTTP DELETE request to the /json/realms/root/realms/Realm Name/
resourcetypes/uuid  endpoint, where uuid is the value of the "uuid"  field for the resource.

$ curl \
--request DELETE \
--header "iPlanetDirectoryPro: <resource-type-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/resourcetypes/c7e09ca1-a0db-4434-9327-
ca685ae99899'
{"_id":"c7e09ca1-a0db-4434-9327-ca685ae99899","_rev":"0"}

AM does not permit deletion of a resource type when a policy set or policy depends on it. If you attempt to delete a resource type
that is in use, AM returns an HTTP 409 Conflict status code and a message like the one in the following example:

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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$ curl \
--request DELETE \
--header "iPlanetDirectoryPro: <resource-type-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/resourcetypes/
76656a38-5f8e-401b-83aa-4ccb74ce88d2'
{
  "code": 409,
  "reason": "Conflict",
  "message": "Unable to remove resource type 76656a38-5f8e-401b-83aa-4ccb74ce88d2 because it is referenced in the 
policy model."
}

Remove the dependency on the resource type from all policy sets and policies before you delete it.

Policy sets

AM uses a policy to determine whether to grant a principal access to a resource.

Policies belong to policy sets. Policy sets define a template for policies that apply to one or more resource types. A policy set groups
policies with similar characteristics that protect websites, web applications, or other resources. It eliminates the need to configure
the same basic settings repeatedly for each policy.

AM includes the following default policy sets:

The Default Policy Set, iPlanetAMWebAgentService , for web and Java agents. You can create new policy sets for agents
and configure them in the agent profile.

The Default OAuth2 Scopes Policy Set, oauth2Scopes , for the OAuth 2.0 service.

Application types are templates for policy sets. The AM admin UI does not show application types. When you define a policy or
policy set over REST, the application type appears in the JSON resource. You only configure application types using the REST API.
The default application types suffice for most use cases.

When creating and editing policy sets, consider the following points:

You can specify the realm and policy set in an AM web or Java agent profile.

AM directs requests from the agent to the specified realm and policy set, providing compatibility with older web and Java
agents.

For details, refer to the agent documentation:

Java agents

Policy Evaluation Realm Map

Policy Set Map

Web agents

Policy Evaluation Realm

Policy Set

• 

• 

• 
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AM only honors OAuth2 Scope  resource type policies. Configure policies for your OAuth 2.0 service in a custom policy set
with OAuth2 Scope  resource type policies, or use the existing Default OAuth2 Scopes Policy Set.

AM creates a policy set with policies for UMA 2.0 resources and identities. A resource owner using UMA 2.0 relies on the
policies to share their registered resources.

These policies appear in the AM admin UI as read-only. Even the administrative users like amAdmin  cannot edit them.
Policy administrators can view and delete the policies.

Policy sets in the UI

You manage policy sets through the AM admin UI. Go to Realms > Realm Name > Authorization > Policy Sets.

Policy set names

Do not use any of the following characters in policy, policy set, or resource type names:

Double quotes ( " )
Plus sign ( + )
Comma ( , )
Less than ( < )
Equals ( = )
Greater than ( > )
Backslash ( \ )
Forward slash ( / )
Semicolon ( ; )
Null ( \u0000 )

Policy sets over REST

You can manage policy sets over REST at the applications  endpoint. ("Application" is the internal AM name for a policy set.)

Policy sets are realm-specific. The URI for the policy set API can therefore contain a realm component; for example, /json/
realms/root/realms/Realm Name/applications . If you omit the realm path from the URL, AM uses the Top Level Realm.

AM stores policy sets as JSON objects. A policy set can include the following fields. The fields have JSON values—strings, numbers,
objects, sets, arrays, true , false , and null .

• 

• 

To… Action

Create a policy set Click + New Policy Set.
When creating a policy set, specify an ID and select at least one resource type.
You cannot change the ID after you create the policy set.

Modify a policy set Click the policy set name or the pencil icon ().

Delete a policy set Click the delete icon () or click the policy set name then the x Delete button.
The AM admin UI prevents deletion if the set contains any policies.
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Policy set field Description

_id , name A unique string identifying the policy set.
Do not use any of the following characters in policy, policy set, or resource type
names:

Double quotes ( " )
Plus sign ( + )
Comma ( , )
Less than ( < )
Equals ( = )
Greater than ( > )
Backslash ( \ )
Forward slash ( / )
Semicolon ( ; )
Null ( \u0000 )

_rev (1) A system-generated revision string.

actions An object where each field is an action name.
The value for each action name field is a boolean indicating whether to allow the
action by default.

applicationType A string containing the application type name.
For more information, refer to Policy set application types over REST.

attributeNames An optional array of response attribute name strings restricting what policies in
this set can return.

conditions An array of environment condition identifier strings defining environment
conditions allowed for policies in this set.
For information, refer to Policies over REST and Manage environment condition
types.

description An optional text string to help identify the policy set.

editable A boolean indicating whether you can edit this policy set definition after creation.

entitlementCombiner An optional string identifying how AM evaluates multiple policies for a resource.
For more information, refer to Manage decision combiners.

realm A string identifying the realm for this policy set.
You must specify the realm in the policy set JSON, even though it can be derived
from the URL that is used when creating the policy set.

resources An array of resource pattern strings for resources governed by policies in this set.
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(1) Do not change the value of this field.

Access the endpoint

The REST calls to manage policy sets rely on an account with the appropriate privileges:

Create a policy set administrator.

In the AM admin UI, select Realm > Realm Name > Identities > + Add Identity and fill the required fields.

Record the username and password.

Create a group that grants the privileges to the policy set administrator.

In the AM admin UI, select Realms > Realm Name > Identities > Groups > + Add Group to create a group with the following
settings:

Group ID

am-policy-set-admins

Members

The policy set administrator whose username you recorded

Policy set field Description

resourceComparator An optional string identifying the fully qualified class name of the implementation
to match resources for policies.
The following implementations are available:
"com.sun.identity.entitlement.ExactMatchResourceName"

"com.sun.identity.entitlement.PrefixResourceName"

"com.sun.identity.entitlement.RegExResourceName"

"com.sun.identity.entitlement.URLResourceName"

saveIndex An optional string identifying the fully qualified class name of the implementation
to save indexes for policies.

searchIndex An optional string identifying the fully qualified class name of the implementation
to index policies.

subjects Array of subject type identifier strings defining subject types allowed for policies in
this set.
For more information, refer to Policies over REST and Subject conditions.

createdBy (1) A string indicating who created the policy set.

creationDate (1) An integer containing the creation time in milliseconds since January 1, 1970.

lastModifiedBy (1) A string indicating who last changed the policy set.

lastModifiedDate (1) An integer containing the last modified time in milliseconds since January 1, 1970.

1. 

2. 
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Privileges

Policy Admin
Application Modify Access
Application Read Access

Before making REST calls to manage policy sets, authenticate as the policy set administrator.

For example:

$ curl \
--request POST \
--header 'Content-Type: application/json' \
--header 'X-OpenAM-Username: <policy-set-admin-username>' \
--header 'X-OpenAM-Password: <policy-set-admin-password>' \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{"tokenId":"<policy-set-admin-tokenId>","successUrl":"/enduser/?realm=/alpha","realm":"/alpha"}

For additional details, refer to Session token after authentication.

Use the <policy-set-admin-tokenId>  as the value of the AM session cookie (default name: iPlanetDirectoryPro ) to
access the REST endpoints.

Query policy sets

To list all the policy sets defined for a realm, send an HTTP GET request to the /json/realms/root/realms/Realm Name/
applications  endpoint with _queryFilter=true  as the query string parameter.

3. 

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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$ curl \
--header "iPlanetDirectoryPro: <policy-set-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/applications?_queryFilter=true'
{
  "result": [{
    "_id": "oauth2Scopes",
    "name": "oauth2Scopes",
    "description": "A policy set for policies based on OAuth 2.0 scopes",
    "attributeNames": [],
    "createdBy": "id=dsameuser,ou=user,ou=am-config",
    "conditions": ["Script", "AMIdentityMembership", "IPv6", "SimpleTime", "IPv4", "LEAuthLevel", "LDAPFilter", 
"AuthScheme", "Session", "AND", "AuthenticateToRealm", "ResourceEnvIP", "SessionProperty", "OAuth2Scope", "OR", 
"Transaction", "NOT", "AuthLevel", "AuthenticateToService"],
    "lastModifiedBy": "id=dsameuser,ou=user,ou=am-config",
    "creationDate": 1578580064992,
    "lastModifiedDate": 1595479030629,
    "subjects": ["AuthenticatedUsers", "NOT", "Identity", "OR", "AND", "NONE", "JwtClaim"],
    "saveIndex": null,
    "searchIndex": null,
    "entitlementCombiner": "DenyOverride",
    "resourceComparator": null,
    "editable": true,
    "applicationType": "iPlanetAMWebAgentService",
    "actions": {
      "GRANT": true
    },
    "resources": ["*://*:*/*", "*://*:*/*?*", "*"],
    "realm": "/alpha"
  }],
  "resultCount": 1,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": 0
}

Adapt the query string parameters to refine the results.

Field Supported _queryFilter operators

name Equals ( eq )

description

createdBy

lastModifiedBy

creationDate Equals ( eq )(1)

Greater than or equal to ( ge )
Greater than ( gt )
Less than or equal to ( le )
Less than ( lt )

lastModifiedDate
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(1) Do not use regular expression patterns with eq .

Read a policy set

To read a specific policy set in a realm, send an HTTP GET request to
the /json/realms/root/realms/Realm Name/applications/policy-set-name  endpoint.

$ curl \
--header "iPlanetDirectoryPro: <policy-set-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/applications/oauth2Scopes'
{
  "_id": "oauth2Scopes",
  "_rev": "1595479030629",
  "name": "oauth2Scopes",
  "description": "A policy set for policies based on OAuth 2.0 scopes",
  "attributeNames": [],
  "createdBy": "id=dsameuser,ou=user,ou=am-config",
  "conditions": ["Script", "AMIdentityMembership", "IPv6", "SimpleTime", "IPv4", "LEAuthLevel", "LDAPFilter", 
"AuthScheme", "Session", "AND", "AuthenticateToRealm", "ResourceEnvIP", "SessionProperty", "OAuth2Scope", "OR", 
"Transaction", "NOT", "AuthLevel", "AuthenticateToService"],
  "lastModifiedBy": "id=dsameuser,ou=user,ou=am-config",
  "creationDate": 1578580064992,
  "lastModifiedDate": 1595479030629,
  "subjects": ["AuthenticatedUsers", "NOT", "Identity", "OR", "AND", "NONE", "JwtClaim"],
  "saveIndex": null,
  "searchIndex": null,
  "entitlementCombiner": "DenyOverride",
  "resourceComparator": null,
  "editable": true,
  "applicationType": "iPlanetAMWebAgentService",
  "actions": {
    "GRANT": true
  },
  "resources": ["*://*:*/*", "*://*:*/*?*", "*"],
  "realm": "/alpha"
}

Create a policy set

To create a policy set in a realm, send an HTTP POST request to the /json/realms/root/realms/Realm Name/applications
endpoint with _action=create  as the query string parameter and a JSON representation of the policy set as the POST data.

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: <policy-set-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
--data '{
  "name": "samplePolicySet",
  "description": "Sample policy set",
  "conditions": ["Script", "AMIdentityMembership", "IPv6", "IPv4", "SimpleTime", "LEAuthLevel", "LDAPFilter", 
"AuthScheme", "Session", "AND", "AuthenticateToRealm", "ResourceEnvIP", "Policy", "OAuth2Scope", "SessionProperty", 
"OR", "Transaction", "NOT", "AuthLevel", "AuthenticateToService"],
  "subjects": ["AuthenticatedUsers", "NOT", "Identity", "OR", "AND", "NONE", "Policy", "JwtClaim"],
  "entitlementCombiner": "DenyOverride",
  "attributeNames": [],
  "saveIndex": null,
  "searchIndex": null,
  "resourceComparator": null,
  "applicationType": "iPlanetAMWebAgentService",
  "actions": {
    "HEAD": true,
    "DELETE": true,
    "POST": true,
    "GET": true,
    "OPTIONS": true,
    "PUT": true,
    "PATCH": true
  },
  "resources": ["*://*:*/*", "*://*:*/*?*"],
  "realm": "/alpha"
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/applications/?_action=create'
{
  "_id": "samplePolicySet",
  "_rev": "1669134131264",
  "name": "samplePolicySet",
  "description": "Sample policy set",
  "attributeNames": [],
  "createdBy": "id=1dff18dc-ac57-4388-8127-dff309f80002,ou=user,o=alpha,ou=services,ou=am-config",
  "conditions": ["Script", "AMIdentityMembership", "IPv6", "IPv4", "SimpleTime", "LEAuthLevel", "LDAPFilter", 
"AuthScheme", "Session", "AND", "AuthenticateToRealm", "ResourceEnvIP", "Policy", "OAuth2Scope", "SessionProperty", 
"OR", "Transaction", "NOT", "AuthLevel", "AuthenticateToService"],
  "lastModifiedBy": "id=1dff18dc-ac57-4388-8127-dff309f80002,ou=user,o=alpha,ou=services,ou=am-config",
  "creationDate": 1669134131264,
  "lastModifiedDate": 1669134131264,
  "subjects": ["AuthenticatedUsers", "NOT", "Identity", "OR", "AND", "NONE", "Policy", "JwtClaim"],
  "saveIndex": null,
  "searchIndex": null,
  "entitlementCombiner": "DenyOverride",
  "resourceComparator": null,
  "editable": true,
  "applicationType": "iPlanetAMWebAgentService",
  "actions": {
    "HEAD": true,
    "DELETE": true,
    "POST": true,
    "GET": true,
    "OPTIONS": true,
    "PUT": true,
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    "PATCH": true
  },
  "resources": ["*://*:*/*", "*://*:*/*?*"],
  "realm": "/alpha"
}

Update a policy set

To update a specific policy set in a realm, send an HTTP PUT request to the /json/realms/root/realms/Realm Name/
applications/policy-set-name  endpoint with a JSON representation of the updated policy set as the PUT data.

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note
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$ curl \
--request PUT \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: <policy-set-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
--data '{
  "name": "samplePolicySet",
  "description": "Sample policy set",
  "conditions": ["Script", "AMIdentityMembership", "IPv6", "IPv4", "SimpleTime", "LEAuthLevel", "LDAPFilter", 
"AuthScheme", "Session", "AND", "AuthenticateToRealm", "ResourceEnvIP", "Policy", "OAuth2Scope", "SessionProperty", 
"OR", "Transaction", "NOT", "AuthLevel", "AuthenticateToService"],
  "subjects": ["AuthenticatedUsers", "NOT", "Identity", "OR", "AND", "NONE", "Policy", "JwtClaim"],
  "entitlementCombiner": "DenyOverride",
  "attributeNames": [],
  "saveIndex": null,
  "searchIndex": null,
  "resourceComparator": null,
  "applicationType": "iPlanetAMWebAgentService",
  "actions": {
    "HEAD": true,
    "DELETE": false,
    "POST": true,
    "GET": true,
    "OPTIONS": true,
    "PUT": false,
    "PATCH": false
  },
  "resources": ["*://*:*/*", "*://*:*/*?*"],
  "realm": "/alpha"
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/applications/samplePolicySet'
{
  "_id": "samplePolicySet",
  "_rev": "1669134221194",
  "name": "samplePolicySet",
  "description": "Sample policy set",
  "attributeNames": [],
  "createdBy": "id=1dff18dc-ac57-4388-8127-dff309f80002,ou=user,o=alpha,ou=services,ou=am-config",
  "conditions": ["Script", "AMIdentityMembership", "IPv6", "IPv4", "SimpleTime", "LEAuthLevel", "LDAPFilter", 
"AuthScheme", "Session", "AND", "AuthenticateToRealm", "ResourceEnvIP", "Policy", "OAuth2Scope", "SessionProperty", 
"OR", "Transaction", "NOT", "AuthLevel", "AuthenticateToService"],
  "lastModifiedBy": "id=1dff18dc-ac57-4388-8127-dff309f80002,ou=user,o=alpha,ou=services,ou=am-config",
  "creationDate": 1669134131264,
  "lastModifiedDate": 1669134221194,
  "subjects": ["AuthenticatedUsers", "NOT", "Identity", "OR", "AND", "NONE", "Policy", "JwtClaim"],
  "saveIndex": null,
  "searchIndex": null,
  "entitlementCombiner": "DenyOverride",
  "resourceComparator": null,
  "editable": true,
  "applicationType": "iPlanetAMWebAgentService",
  "actions": {
    "HEAD": true,
    "DELETE": false,
    "POST": true,
    "GET": true,
    "OPTIONS": true,
    "PATCH": false,
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    "PUT": false
  },
  "resources": ["*://*:*/*", "*://*:*/*?*"],
  "realm": "/alpha"
}

Delete a policy set

To delete a policy set in a realm, send an HTTP DELETE request to the /json/realms/root/realms/Realm Name/applications/
policy-set-name  endpoint.

$ curl \
--request DELETE \
--header "iPlanetDirectoryPro: <policy-set-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/applications/samplePolicySet'
{"_id":"samplePolicySet","_rev":"0"}

AM does not permit deletion of a policy set containing policies. If you attempt to delete the policy set, AM returns an HTTP 409
Conflict status code and a message like the one in the following example:

$ curl \
--request DELETE \
--header "iPlanetDirectoryPro: <policy-set-admin-tokenId>" \
--header "Accept-API-Version: resource=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/applications/oauth2Scopes'
{
  "code": 409,
  "reason": "Conflict",
  "message": "Application cannot be altered because policies exist within the Application. Remove all policies from 
the Application before attempting to delete the Application."
}

Remove the policies from the set before you delete it.

Policy set application types over REST

Application types define how to compare resources and index policies. The default application type, iPlanetAMWebAgentService ,
represents web resources. The policy set for web and Java agents (also called iPlanetAMWebAgentService ) is based on this
default application type.

The applicationtypes  REST endpoint lets you do the following:

Query application types

Read a specific application type

info
If you omit the realm path from the URL, AM uses the Top Level Realm. 

Note

• 

• 
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Application types are configured per server, not per realm. Therefore, the URI for the application types API does not include a
realm component, and is simply /json/applicationtypes .

Application types are represented in JSON format, for example:

{
    "name": "iPlanetAMWebAgentService",
    "actions": {
        "POST": true,
        "PATCH": true,
        "GET": true,
        "DELETE": true,
        "OPTIONS": true,
        "PUT": true,
        "HEAD": true
    },
    "resourceComparator": "com.sun.identity.entitlement.URLResourceName",
    "saveIndex": "org.forgerock.openam.entitlement.indextree.TreeSaveIndex",
    "searchIndex": "org.forgerock.openam.entitlement.indextree.TreeSearchIndex",
    "applicationClassName": "com.sun.identity.entitlement.Application"
}

An application type object includes the following information:

name

Name of the application type.

actions

Set of actions for that application type, each with a boolean value indicating whether the action is allowed.

resourceComparator

The class name of the resource comparator implementation used in the context of this application type.

The following implementations are available:

"com.sun.identity.entitlement.ExactMatchResourceName"

"com.sun.identity.entitlement.PrefixResourceName"

"com.sun.identity.entitlement.RegExResourceName"

"com.sun.identity.entitlement.URLResourceName"

saveIndex

Class name of the implementation for creating indexes for resource names, such as 
"com.sun.identity.entitlement.util.ResourceNameIndexGenerator" , for URL resource names.

searchIndex

Class name of the implementation for searching indexes for resource names, such as 
"com.sun.identity.entitlement.util.ResourceNameSplitter" , for URL resource names.
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applicationClassName

Class name of the application type implementation, such as "com.sun.identity.entitlement.Application" .

Query application types

To list all application types, send an HTTP GET request to the /json/applicationtypes  endpoint, with a _queryFilter
parameter set to true .

The iPlanetDirectoryPro  header is required and should contain the SSO token of an administrative user, such as amAdmin ,
who has access to perform the operation.
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$ curl \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/json/applicationtypes?_queryFilter=true"
{
  "result": [
    {
      "_id": "umaApplicationType",
      "applicationClassName": "com.sun.identity.entitlement.Application",
      "saveIndex": "org.forgerock.openam.uma.UmaPolicySaveIndex",
      "searchIndex": "org.forgerock.openam.uma.UmaPolicySearchIndex",
      "resourceComparator": "org.forgerock.openam.uma.UmaPolicyResourceMatcher",
      "name": "umaApplicationType",
      "actions": {}
    },
    {
      "_id": "sunAMDelegationService",
      "applicationClassName": "com.sun.identity.entitlement.Application",
      "saveIndex": "com.sun.identity.entitlement.opensso.DelegationResourceNameIndexGenerator",
      "searchIndex": "com.sun.identity.entitlement.opensso.DelegationResourceNameSplitter",
      "resourceComparator": "com.sun.identity.entitlement.RegExResourceName",
      "name": "sunAMDelegationService",
      "actions": {
        "READ": true,
        "MODIFY": true,
        "DELEGATE": true
      }
    },
    {
      "_id": "iPlanetAMWebAgentService",
      "applicationClassName": "com.sun.identity.entitlement.Application",
      "saveIndex": "org.forgerock.openam.entitlement.indextree.TreeSaveIndex",
      "searchIndex": "org.forgerock.openam.entitlement.indextree.TreeSearchIndex",
      "resourceComparator": "com.sun.identity.entitlement.URLResourceName",
      "name": "iPlanetAMWebAgentService",
      "actions": {
        "HEAD": true,
        "DELETE": true,
        "POST": true,
        "GET": true,
        "OPTIONS": true,
        "PUT": true,
        "PATCH": true
      }
    }
  ],
  "resultCount": 3,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": 0
}

Use additional query strings to narrow down the results. For details, refer to Query.
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Read a specific application type

To read an specific application type, send an HTTP GET request to the /json/applicationtypes  endpoint, specifying the
application type name in the URL.

The iPlanetDirectoryPro  header is required and should contain the SSO token of an administrative user, such as amAdmin ,
who has access to perform the operation.

$ curl \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/json/applicationtypes/iPlanetAMWebAgentService"
{
  "_id": "iPlanetAMWebAgentService",
  "_rev": "1664877005610",
  "applicationClassName": "com.sun.identity.entitlement.Application",
  "saveIndex": "org.forgerock.openam.entitlement.indextree.TreeSaveIndex",
  "searchIndex": "org.forgerock.openam.entitlement.indextree.TreeSearchIndex",
  "resourceComparator": "com.sun.identity.entitlement.URLResourceName",
  "name": "iPlanetAMWebAgentService",
  "actions": {
    "HEAD": true,
    "DELETE": true,
    "POST": true,
    "GET": true,
    "OPTIONS": true,
    "PUT": true,
    "PATCH": true
  }
}

Import and export policies

You can import and export policies to and from files.

You can use these files to back up policies, transfer policies between AM instances, or store policy configuration in a version
control system such as Git or Subversion.

AM supports exporting policies in JSON and eXtensible Access Control Markup Language (XACML) Version 3.0 format.

Comparison of policy import/export formats

Feature Supported for JSON? Supported for XACML?

Can be imported/exported from within
the AM admin UI?

No Yes

Can be imported/exported on the
command line, using the ssoadm
command?

Yes Yes

Exports policies? Yes Yes
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(1) Only the details of policy sets and resource types that are actually used within a policy are exported to the XACML format. The
full definition is not exported.

(2) Policy sets and resource types will be generated from the details in the XML, but may not match the definitions of the originals.
For example, the names are auto-generated.

Importing and exporting JSON:

Export policies in JSON format (ssoadm)

Import policies in JSON format (ssoadm)

Importing and exporting XACML:

Export to XACML

Import from XACML

Export policies in JSON format (ssoadm)

Use the ssoadm policy-export  command:

$ ssoadm \
  policy-export \
  --realm "/" \
  --servername "https://openam.example.com:8443/openam" \
  --jsonfile "myPolicies.json" \
  --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
  --password-file /tmp/pwd.txt
{
  "RESOURCE_TYPE" : 1,
  "POLICY" : 1,
  "APPLICATION" : 1
}

If exporting from a subrealm, include the top level realm ( / ) in the --realm  value. For example, --realm "/myRealm" .

Feature Supported for JSON? Supported for XACML?

Exports policy sets? Yes Partial(1)

Exports resource types? Yes Partial

Creates an exact copy of the original
policy sets, resource types, and policies
upon import?

Yes Partial(2)

info
AM can only import XACML 3.0 files that were either created by an AM instance, or that have had minor manual
modifications, due to the reuse of some XACML 3.0 parameters for non-standard information.

Note

• 

• 

• 

• 

1. 
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For more information on the syntax of this command, see ssoadm policy-export.

Import policies in JSON format (ssoadm)

Use the ssoadm policy-import  command:

$ ssoadm \
  policy-import \
  --realm "/myRealm" \
  --servername "https://openam.example.com:8443/openam" \
  --jsonfile "myPolicies.json" \
  --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
  --password-file /tmp/pwd.txt
{
  "POLICY" : {
    "CREATE_SUCCESS" : {
      "count" : 1
    }
  },
  "RESOURCE_TYPE" : {
    "CREATE_SUCCESS" : {
      "count" : 1
    }
  },
  "APPLICATION" : {
    "CREATE_SUCCESS" : {
      "count" : 1
    }
  }
}

If importing to a subrealm, include the top level realm ( / ) in the --realm  value. For example, --realm "/myRealm" .

For more information on the syntax of this command, see ssoadm policy-import.

Export to XACML

AM only exports a policy set that contains policy definitions. No other types can be included in the policy set, such as sub-policy
sets or rules.

When exporting AM policies to XACML 3.0 policy sets, AM maps its policies to XACML 3.0 policy elements.

1. 

AM XACML

Realm:<timestamp> (yyyy.MM.dd.HH.mm.ss.SSS) PolicySet ID

Current Time (yyyy.MM.dd.HH.mm.ss.SSS) Version

Deny Overrides Policy Combining Algorithm ID

No targets defined Target
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Export policies in XACML format (UI)

In the AM admin UI, go to Realms > Realm Name > Authorization > Policy Sets, and click Export Policy Sets.

All policy sets, and the policies within will be exported in XACML format.

Export policies in XACML format (REST)

The export service is accessible at the /xacml/policies  endpoint using an HTTP GET request at the following endpoint for the
root realm or a specific realm:

https://openam.example.com:8443/openam/xacml/policies https://openam.example.com:8443/openam/xacml/realm/

policies

Here, realm is the name of a specific realm.

AM Policy XACML Policy

Policy Name Policy ID

Description Description

Current Time (yyyy.MM.dd.HH.mm.ss.SSS) Version

xacml rule target entitlement excluded resource names

Rule Deny Overrides Rule Combining Algorithm ID

Any of:

Entitlement Subject
Resource Names
Policy Set Names
Action Values

Target

Any of:

Policy Set Name
Entitlement Name
Privilege Created By
Privilege Modified By
Privilege Creation Date
Privilege Last Modification Date

Variable Definitions

Single Level Permit/Deny Actions converted to Policy Rules Rules

• 
• 
• 
• 

• 
• 
• 
• 
• 
• 

info
XACML obligation is not supported. Also, only one XACML match is defined for each privilege action, and only one
XACML rule for each privilege action value.

Note

1. 
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Use the /xacml/policies  endpoint to export the AM entitlement policies into XACML 3.0 format.

The following curl command exports the policies and returns the XACML response (truncated for display purposes).

$ curl \
--request GET \
--header "iPlanetDirectoryPro: AQIC5…" \
"https://openam.example.com:8443/openam/xacml/policies"
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<PolicySet xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-17"
 PolicyCombiningAlgId="urn:oasis:names:tc:xacml:3.0:rule-combining-algorithm:deny-overrides"
 Version="2014.10.08.21.59.39.231" PolicySetId="/:2014.10.08.21.59.39.231">
 <Target/>
 <Policy RuleCombiningAlgId="urn:oasis:names:tc:xacml:3.0:rule-combining-algorithm:deny-overrides"
  Version="2014.10.08.18.01.03.626"
  PolicyId="Rockshop_Checkout_https://forgerock-rockshop.openrock.org:443/wp-login.php*?*">
  …

Export policies in XACML format with search filters (REST)

Note the following points about the search filters:

LDAP-based searches. The search filters follow the standard guidelines for LDAP searches as they are applied to the
entitlements index in the LDAP configuration backend, located at: 
ou=default,ou=OrganizationalConfig,ou=1.0,ou=sunEntitlementIndexes,

ou=services,dc=openam,dc=forgerock,dc=org .

Search filter format. You can specify a single search filter or multiple filters in the HTTP URL parameters. The format for
the search filter is as follows:

[attribute name][operator][attribute value]

If you specify multiple search filters, they are logically ANDed: the search results meet the criteria specified in all the
search filters.

lightbulb_2
You can filter your XACML exports using query search filters. See Export policies in XACML format with search filters
(REST).

Tip

1. 

• 

• 

Element Description

Attribute Name The name of the attribute to be searched for. The only
permissible values are: application  (keyword for policy
set), createdby , lastmodifiedby , creationdate , 
lastmodifieddate , name , description .

Operator The type of comparison operation to perform.
= Equals (text)
< Less Than or Equal To (numerical)
> Greater Than or Equal To (numerical)

◦ 

◦ 

◦ 
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Use the /xacml/policies  endpoint to export the policies into XACML 3.0 format with a search filter.

This command only exports policies that were created by "amadmin".

$ curl \
--request GET \
--header "iPlanetDirectoryPro: AQIC5…" \
"https://openam.example.com:8443/openam/xacml/policies?filter=createdby=amadmin"

You can also specify more than one search filter by logically ANDing the filters as follows:

$ curl \
--request GET \
--header "iPlanetDirectoryPro: AQIC5…" \
"https://openam.example.com:8443/openam/xacml/policies?
filter=createdby=amadmin&filter=creationdate=135563832"

Export policies in XACML format (ssoadm)

Use the ssoadm list-xacml  command:

$ ssoadm \
 list-xacml \
 --realm "/" \
 --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
 --password-file /tmp/pwd.txt
<?xml version="1.0" encoding="UTF-8"?>
<PolicySet
…
Policy definitions were returned under realm, /.

For more information on the syntax of this command, see ssoadm list-xacml.

Import from XACML

To test an import, AM provides a dry run feature that runs an import without saving the changes to the database. The dry run
feature provides a summary of the import so that you can troubleshoot any potential mismatches prior to the actual import.

Import policies in XACML format (UI)

In the AM admin UI, go to Realms > Realm Name > Authorization > Policy Sets, and click Import Policy Sets.

Browse to the XACML format file, select it, and click Open.

Element Description

Attribute Value The matching value. Asterisk wildcards are supported.

1. 

2. 

1. 

1. 

2. 
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Any policy sets, and the policies within will be imported from the selected XACML format file.

Import policies in XACML format (REST)

You can import a XACML policy using an HTTP POST request for the root realm or a specific realm at the following endpoints:

https://openam.example.com:8443/openam/xacml/policies https://openam.example.com:8443/openam/xacml/realm/

policies

Here, realm is the name of a specific realm.

You can do a dry run using the dryrun=true  query to test the import. The dry run option outputs in JSON format and
displays the status of each import policy, where "U" indicates "Updated"; "A" for "Added". The dry run does not actually
update to the database. When you are ready for an actual import, you need to re-run the command without the 
dryrun=true  query.

$ curl \
--request POST \
--header "Content-Type: application/xml" \
--header "iPlanetDirectoryPro: AQIC5…" \
--data @xacml-policy.xml \
"https://openam.example.com:8443/openam/xacml/policies?dryrun=true"
[
    {
        "status":"A",
        "name":"aNewPolicy"
    },
    {
        "status":"U",
        "name":"anExistingPolicy"
    },
    {
        "status":"U",
        "name":"anotherExistingPolicy"
    }
]

Use the /xacml/policies  endpoint to import a XACML policy:

$ curl \
--request POST \
--header "Content-Type: application/xml" \
--header "iPlanetDirectoryPro: AQIC5…" \
--data @xacml-policy.xml \
"https://openam.example.com:8443/openam/xacml/policies"

info
Policy sets and resource types will be generated from the details in the XACML format file, but may not match
the definitions of the originals, for example the names are auto-generated.

Note

1. 

2. 
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Import policies in XACML format (ssoadm)

Use the ssoadm create-xacml  command:

$ ssoadm \
 create-xacml \
 --realm "/" \
 --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
 --password-file /tmp/pwd.txt \
 --xmlfile policy.xml
Policies were created under realm, /.

For more information on the syntax of this command, see ssoadm create-xacml.

Request authorization from AM

When you have configured AM to determine whether to grant or deny access based on your configured policies, you must
configure policy enforcement points (PEPs) to use AM.

The Ping Identity Platform provides the following PEPs:

Web agents and Java agents

Add-on components installed on the web server or container that serves your applications. The web and Java agents are
tightly integrated with AM and serve exclusively as PEPs.

Learn more in the Web Agents User Guide or the Java Agents User Guide.

ForgeRock Identity Gateway

A high-performance reverse proxy server that can also function as a PEP.

Learn more in Policy enforcement in the Identity Gateway documentation.

The Ping Identity Platform PEPs intercept inbound client requests to access resources in your website or application. Based on
internal rules, the PEPs can defer requests to AM for policy evaluation. Because they are tightly integrated with AM, you do not
need additional code to request policy evaluation or to manage advices.

ForgeRock recommends you use the Ping Identity Platform PEPs; however, you can code your own and make REST calls to AM to
request policy evaluation.

lightbulb_2
You can import a XACML policy into a realm as follows:

$ curl \
--request POST \
--header "Content-Type: application/xml" \
--header "iPlanetDirectoryPro: AQIC5…" \
--data @xacml-policy.xml \"
"https://openam.example.com:8443/openam/xacml/realm/policies"

Tip
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Related information: Request policy decisions over REST

Request policy decisions over REST

You can request policy decisions from AM over REST. AM evaluates requests based on the context and the configured policies,
and returns decisions that indicate what actions are allowed or denied, as well as any attributes or advices for the specified
resources.

Request policy evaluation at the /json/realms/root/realms/Realm Name/policies  endpoint.

When making a REST API call, specify the realm in the path component of the endpoint. You must specify the entire hierarchy of
the realm, starting at the Top Level Realm. Prefix each realm in the hierarchy with the realms/  keyword. For example, /realms/
root/realms/customers/realms/europe .

Before making a REST API call to manage a policy, you must have:

Authenticated successfully to AM as a user with sufficient privileges to make the REST API call.

Obtained the session token returned after successful authentication.

When making the REST API call, pass the session token in the HTTP header. For more information about the AM session token
and its use in REST API calls, refer to Session token after authentication.

To request decisions for specific resources, refer to Request policy decisions for a specific resource.

To request decisions for a resource and all resources beneath it, refer to Request policy decisions for a tree of resources.

Request policy decisions for a specific resource

To request policy decisions for specific resources, send a POST request to the policies  endpoint, with the evaluate  action. For
example:

/json/realms/root/realms/Realm Name/policies?_action=evaluate .

When making a REST API call, specify the realm in the path component of the endpoint. You must specify the entire hierarchy of
the realm, starting at the Top Level Realm. Prefix each realm in the hierarchy with the realms/  keyword. For example, /realms/
root/realms/customers/realms/europe .

The payload for the HTTP POST is a JSON object that specifies at least the resources, and takes the following form.

info
This section does not apply to OAuth 2.0 policies.

Note

• 

• 
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{
    "resources": [
        "resource1",
        "resource2",
        ...,
        "resourceN"
    ],
    "application": "defaults to iPlanetAMWebAgentService if not specified",
    "subject": {
        "ssoToken": "SSO token ID string",
        "jwt": "JSON Web Token string",
        "claims": {
            "key": "value",
            ...
        }
    },
    "environment": {
        "optional key1": [
            "value",
            "another value",
            ...
        ],
        "optional key2": [
            "value",
            "another value",
            ...
        ],
        ...
    }
}

The input fields are as follows:

resources

(Required) Specifies the list of resources for which to return decisions.

For example, when using the default policy set, "iPlanetAMWebAgentService" , you can request decisions for resource
URLs.

{
    "resources": [
        "http://www.example.com/index.html",
        "http://www.example.com/do?action=run"
    ]
}

application

The name of the policy set. Defaults to "iPlanetAMWebAgentService" , if not specified.

For more on policy sets, refer to Policy sets over REST.
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subject

(Optional). Holds an object that represents the subject. If you do not specify the subject, AM uses the SSO token ID of the
subject making the request.

Specify one or more of the following keys. If you specify multiple keys, the subject can have multiple associated principals,
and you can use subject conditions corresponding to any type in the request:

ssoToken

The value is the SSO token ID string for the subject, returned for example on successful authentication as described
in Authenticate over REST.

You can use an OpenID Connect ID token if the client that the token has been issued for is authorized to use ID
tokens as session tokens. For details, refer to Using ID Tokens as Session Tokens.

jwt

The value is a JWT string.

claims

The value is an object (map) of JWT claims to their values. Any string is permitted, but you must include the sub
claim.

environment

(Optional). Holds a map of keys to lists of values.

If you do not specify the environment, the default is an empty map.

The following example requests policy decisions for two URL resources. The iPlanetDirectoryPro  header sets the SSO token for
a user who has access to perform the operation.

info
If you pass the subject details as a JWT, AM does not attempt to validate the JWT signature or the claims
in the JWT. It is assumed that you have already validated the JWT before calling the authorization
endpoint.
For AM-issued ID Tokens, you can, instead, pass the ID Token as the value of the ssoToken  field (after
adding your client to the Authorized SSO Clients  list). In this case, AM will validate the token. For
more information, refer to ID tokens as subjects in policy evaluation.

Note
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.1" \
--header "iPlanetDirectoryPro: AQIC5…" \
--data '{
    "resources":[
        "http://www.example.com/index.html",
        "http://www.example.com/do?action=run"
    ],
    "application":"iPlanetAMWebAgentService"
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?_action=evaluate"
[
    {
        "resource":"http://www.example.com/do?action=run",
        "actions":{

        },
        "attributes":{

        },
        "advices":{
            "AuthLevelConditionAdvice":[
                "3"
            ]
        }
    },
    {
        "resource":"http://www.example.com/index.html",
        "actions":{
            "POST":false,
            "GET":true
        },
        "attributes":{
            "cn":[
                "demo"
            ]
        },
        "advices":{

        }
    }
]

In the JSON list of decisions returned for each resource, AM includes these fields.

resource

The resource specified in the request.

The decisions returned are not guaranteed to be in the same order as the requested resources.

actions

A map of action name keys to Boolean values that indicate whether the action is allowed ( true ) or denied ( false ) for the
specified resource.
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In the example, for resource http://www.example.com:80/index.html  HTTP GET is allowed, whereas HTTP POST is
denied.

attributes

A map of attribute names to their values, if any response attributes are returned, according to applicable policies.

In the example, the policy that applies to http://www.example.com:80/index.html  causes the value of the subject’s "cn"
profile attribute to be returned.

advices

A map of advice names to their values, if any advice is returned according to applicable policies.

The advices  field can provide hints about what AM requires to make an authorization decision.

In the example, the policy that applies to http://www.example.com:80/do?action=run  requests that the subject be
authenticated at an authentication level of at least 3.

{
    "advices": {
        "AuthLevelConditionAdvice": [
            "3"
        ]
    }
}

Refer to Policy decision advice for details.

You can use the query string parameters _prettyPrint=true  to make the output easier to read, and _fields=field-
name[,field-name…]  to limit the fields returned in the output.

Request policy decisions for a tree of resources

To request policy decisions for a resource, and all other resources in the subtree, send a POST request to the policies
endpoint, with the evaluateTree  action. For example:

/json/realms/root/realms/Realm Name/policies?_action=evaluateTree

The payload for the HTTP POST is a JSON object that specifies at least the root resource, and takes the following form.
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{
    "resource": "resource string",
    "application": "defaults to iPlanetAMWebAgentService if not specified",
    "subject": {
        "ssoToken": "SSO token ID string",
        "jwt": "JSON Web Token string",
        "claims": {
            "key": "value",
            ...
        }
    },
    "environment": {
        "optional key1": [
            "value",
            "another value",
            ...
        ],
        "optional key2": [
            "value",
            "another value",
            ...
        ],
        ...
    }
}

The values for the fields shown above are explained below:

resource

(Required) Specifies the root resource for the decisions to return.

For example, when using the default policy set, "iPlanetAMWebAgentService" , you can request decisions for resource
URLs.

{
    "resource": "http://www.example.com/"
}

application

The name of the policy set. Defaults to "iPlanetAMWebAgentService"  if not specified.

For more on policy sets, refer to Policy sets over REST.

subject

(Optional) An object that represents the subject. You can specify one or more of the following keys. If you specify multiple
keys, the subject can have multiple associated principals, and you can use subject conditions that correspond to any type
in the request.
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ssoToken

The SSO token ID string for the subject, returned on successful authentication, as described in Authenticate over
REST.

jwt

The value is a JWT string.

claims

An object (map) of JWT claims to their values. If you do not specify the subject, AM uses the SSO token ID of the
subject making the request.

environment

(Optional) A map of keys to lists of values.

If you do not specify the environment, the default is an empty map.

The following example requests policy decisions for http://www.example.com/ . The iPlanetDirectoryPro  header sets the SSO
token for a user who has access to perform the operation. The subject takes the SSO token of the user who wants to access a
resource.

info
If you pass the subject details as a JWT, AM does not attempt to validate the JWT signature or the claims
in the JWT. It is assumed that you have already validated the JWT before calling the authorization
endpoint.
For AM-issued ID Tokens, you can, instead, pass the ID Token as the value of the ssoToken  field (after
adding your client to the Authorized SSO Clients list). In this case, AM will validate the token. For more
information, refer to Using ID Tokens as Subjects in Policy Decisions.

Note
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQIC5…NDU1*" \
--header "Accept-API-Version: resource=1.0" \
--data '{
    "resource": "http://www.example.com/",
    "subject": { "ssoToken": "AQIC5…zE4*" }
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?_action=evaluateTree"
[
    {
        "resource":"http://www.example.com/",
        "actions":{
            "GET":true,
            "OPTIONS":true,
            "HEAD":true
        },
        "attributes":{

        },
        "advices":{

        }
    },
    {
        "resource":"http://www.example.com/",
        "actions":{
            "POST":false,
            "PATCH":false,
            "GET":true,
            "DELETE":true,
            "OPTIONS":true,
            "HEAD":true,
            "PUT":true
        },
        "attributes":{
            "myStaticAttr":[
                "myStaticValue"
            ]
        },
        "advices":{

        }
    },
    {
        "resource":"http://www.example.com/?*",
        "actions":{
            "POST":false,
            "PATCH":false,
            "GET":false,
            "DELETE":false,
            "OPTIONS":true,
            "HEAD":false,
            "PUT":false
        },
        "attributes":{

        },
        "advices":{
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            "AuthLevelConditionAdvice":[
                "3"
            ]
        }
    }
]

In the JSON list of decisions returned for each resource, AM includes these fields:

resource

A resource name whose root is the resource specified in the request.

The decisions returned are not guaranteed to be in the same order as the resources were requested.

actions

A map of action name keys to Boolean values that indicate whether the action is allowed ( true ) or denied ( false ) for the
specified resource.

In the example, for matching resources with a query string only HTTP OPTIONS is allowed according to the policies
configured.

attributes

A map of attribute names to their values, if any response attributes are returned according to applicable policies.

In the example, the policy that applies to http://www.example.com:80/*  causes a static attribute to be returned.

advices

A map of advice names to their values, if any advice is returned according to applicable policies.

The advices  field can provide hints regarding what AM needs, to make the authorization decision.

In the example, the policy that applies to resources with a query string requests that the subject be authenticated at an
authentication level of at least 3.

Notice that with the advices  field present, no advices  appear in the JSON response.

{
    "advices": {
        "AuthLevelConditionAdvice": [ "3" ]
    }
}

You can use the query string parameters _prettyPrint=true  to make the output easier to read, and _fields=field-
name[,field-name…]  to limit the fields returned in the output.

info
AM returns decisions not only for the specified resource, but also for matching resource names in the tree whose root
is the specified resource.

Note
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Policy decision advice

When AM returns a policy decision, the JSON for the decision can include an advices  field. This field contains hints for the policy
enforcement point.

{
    "advices": {
        "type": [
            "advice"
        ]
    }
}

The advices returned depend on policy conditions.

This section shows examples of the different types of policy decision advice and the conditions that cause AM to return the
advice.

"AuthLevel"  and "LEAuthLevel"  condition failures can result in an advice showing the expected or maximum possible
authentication level. For example, failure against the following condition:

{
    "type": "AuthLevel",
    "authLevel": 2
}

Leads to this advice:

{
    "AuthLevelConditionAdvice": [
        "2"
    ]
}

An AuthScheme  condition failure can result in an advice showing one or more required authentication modules. For example,
failure against the following condition:

{
    "type": "AuthScheme",
    "authScheme": [
        "HOTP"
    ],
    "applicationName": "iPlanetAMWebAgentService",
    "applicationIdleTimeout": 10
}

Leads to this advice:
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{
    "AuthSchemeConditionAdvice": [
        "HOTP"
    ]
}

An AuthenticateToRealm  condition failure can result in an advice showing the name of the realm to which authentication is
required. For example, failure against the following condition:

{
    "type": "AuthenticateToRealm",
    "authenticateToRealm": "MyRealm"
}

Leads to this advice:

{
    "AuthenticateToRealmConditionAdvice": [
        "/myRealm"
    ]
}

An AuthenticateToService  condition failure can result in an advice showing the name of the required authentication chain or
tree. For example, failure against the following condition:

{
    "type": "AuthenticateToService",
    "authenticateToService": "MyAuthnChain"
}

Leads to this advice:

{
    "AuthenticateToServiceConditionAdvice": [
        "MyAuthnChain"
    ]
}

A ResourceEnvIP  condition failure can result in an advice that indicates corrective action to be taken. The advice varies,
depending on what the condition tests. For example, failure against the following condition:
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{
    "type": "ResourceEnvIP",
    "resourceEnvIPConditionValue": [
        "IF IP=[127.0.0.12] THEN authlevel=4"
    ]
}

Leads to this advice:

{
    "AuthLevelConditionAdvice": [
        "4"
    ]
}

Failure against a different type of ResourceEnvIP  condition such as the following:

{
    "type": "ResourceEnvIP",
    "resourceEnvIPConditionValue": [
        "IF IP=[127.0.0.11] THEN service=MyAuthnChain"
    ]
}

Leads to this advice:

{
    "AuthenticateToServiceConditionAdvice": [
        "MyAuthnChain"
    ]
}

A Session  condition failure can result in an advice showing that access was denied because the user’s session was active longer
than allowed by the condition.

If terminateSession  is true  and policy evaluation is requested, AM sends the session advice to the Java, Web, or IG agent when
the maxSessionTime  elapses.

For example, failure against the following condition:

{
    "type": "Session",
    "maxSessionTime": "10",
    "terminateSession": true
}

Leads to this advice:
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{
    "SessionConditionAdvice": [
        "deny"
    ]
}

When AM receives the terminate advice, the user is redirected to the login page to reauthenticate.

When policy evaluation denials occur against the following conditions, AM does not return any advice:

IPv4

IPv6

LDAPFilter

OAuth2Scope

SessionProperty

SimpleTime

When policy evaluation is requested for a nonexistent or inactive subject, AM returns an HTTP 200 code and a response that
contains no actions or advice. Access to the resource is denied.

Transactional authorization

Transactional authorization requires a user to authorize every access to a resource. It’s part of an AM policy that grants single-use
or one-shot access.

For example, a user might approve a financial transaction with a one-time password (OTP) sent to their device, or respond to a
push notification to confirm that they have indeed signed on from an unexpected location.

Performing the additional action successfully grants access to the protected resource but only once. Additional attempts to access
the resource require the user to perform the configured actions again.

Transactional authorization is implemented as an environment condition type in an authorization policy, and affects the 
authorization decision.

info
If terminateSession is false and policy evaluation is requested, AM does not send the session advice to the Java,
Web, or IG agent when the maxSessionTime elapses. Instead of being redirected to the login page, the user receives a
403 Forbidden response for the protected resource. 

Note

• 

• 

• 

• 

• 

• 
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Understand transactional authorization

The following diagram describes the sequence of events that occur when accessing a resource that is protected by a REST
application, and an AM policy containing a transactional environment condition:

Figure 1. Accessing resources with transactional authorization

The sequence of events for a transaction authorization is as follows:

An authenticated user attempts to access a resource that’s protected by an AM server.

The REST application, a resource server, contacts AM to evaluate the policies that apply.

Because the policy contains a transaction environment condition, AM creates a transaction token in the Core Token
Service (CTS) store.

The initial transaction token state is set to CREATED .

The transaction token contains information about the policy evaluation, including the:

Realm

Resource

Subject

Audit tracking ID

Authentication method

To protect against tampering, AM verifies that these details do not change and match those in the incoming requests for
the duration of the transaction.

The transaction token has a time-to-live (default 180 seconds) defined in the Transaction Authentication Service. If the
transaction is not completed within this time, the token is deleted, and the flow must be restarted. Alter the default time-
to-live if the transaction includes authentication actions that take more time to complete; for example, using HOTP
authentication for an OTP over email.

The time-to-live can be configured globally, or per-realm. Learn more in Transaction Authentication Service.

In the JSON response to the policy evaluation request, AM returns the transaction ID—the unique ID of the newly created
transaction token—in the TransactionConditionAdvice  array of the advices  object; for example:

emergency_home
Transactional authorization isn’t designed to work with account lockout and doesn’t increment lockout
counters. Therefore, don’t use transactional authorization with authentication mechanisms that are
susceptible to brute force attacks, such as simple username/password authentication, or OTP authentication.
Configure transactional authorization if you’re using a strong authentication mechanism, such as MFA: Push
authentication, that isn’t susceptible to brute force attacks. If you do use transactional authorization with a
weaker authentication mechanism like OTP authentication, you must manage rate-limiting in some other way.
Transactional authorization policies aren’t supported for the JwtClaim subject type.

Important

• 

• 

1. 

2. 

3. 

◦ 

◦ 

◦ 

◦ 

◦ 

4. 
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{
    "resource": "https://bank.example.com:443/withdraw?amount=100.00",
    "actions": {},
    "attributes": {},
    "advices": {
        "TransactionConditionAdvice": [
            "7b8bfd4c-60fe-4271-928d-d09b94496f84"
        ]
    },
    "ttl": 0
}

Because the response to the evaluation request does not grant any actions but contains advices, the REST application
extracts the transaction ID and returns it to the authentication service to start the authentication.

The transaction ID is included in the TransactionConditionAdvice  attribute value pair in the composite advice query
parameters sent as part of the request for actions.

AM extracts the transaction ID from the composite advice, verifies the corresponding transaction token, and changes the
state to IN_PROGRESS .

If the transaction ID is not in the expected state or does not exist AM returns a 401 Unauthorized  error; for example:

{
    "code": 401,
    "reason": "Unauthorized",
    "message": "Unable to read transaction.",
    "detail": {
        "errorCode": "128"
    }
}

AM responds with the callbacks necessary to satisfy any environment conditions.

The REST application renders the callbacks and presents them to the user.

The user completes the required actions.

For example, the user completes the tree specified in the policy by responding to a push notification on their registered
mobile device to confirm a transaction.

If the user does not complete the required actions, AM returns an HTTP 200 message and the user is redirected to the
protected resource. Policy evaluation fails because the transactional authorization process failed.

To return an HTTP 401 message and redirect the user to the failure URL, configure the 
org.forgerock.openam.auth.transactionauth.returnErrorOnAuthFailure  advanced server property.

5. 

6. 

7. 

info
The advices returned by transaction environment conditions have the lowest precedence when compared to
the other condition advices. End users must respond to non-transactional condition advices before they
respond to the transactional condition advices.

Note

8. 

9. 
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The REST application completes the callbacks and returns the result to AM.

AM verifies the transaction token and changes the state to COMPLETED .

With the transaction now complete, AM returns the original token.

The REST application requests the policy decision again, including the ID of the completed transaction as a value in the 
TxId  array of the environment  object:

{
    "resources" : ["https://bank.example.com:443/withdraw?amount=100.00"],
    "application" : "iPlanetAMWebAgentService",
    "subject" : {
        "ssoToken" : "AQIC5w....*AJTMQAA*"
    },
    "environment": {
        "TxId": ["7b8bfd4c-60fe-4271-928d-d09b94496f84"]
    }
}

AM verifies the transaction was authorized and that the transaction token is in the COMPLETED  state.

If the transaction was completed successfully, the authorization continues.

The transaction token is marked for deletion so that it cannot be used to grant more than a single access.

Because the authentication required to complete the transaction was successful, AM returns the result of the policy
reevaluation.

For example, the following response grants the POST  and GET  actions to the resource https://bank.example.com:443/
withdraw?amount=100.00 :

{
    "resource": "https://bank.example.com:443/withdraw?amount=100.00",
    "actions": {
        "POST": true,
        "GET": true
    },
    "attributes": {},
    "advices": {},
    "ttl": 0
}

10. 

11. 

12. 

info
Authentication performed as part of an authorization flow does not behave the same as a standard
authentication. The differences are as follows:

The user’s original session is not upgraded or altered in any way.
Failing the authentication during the authorization flow does not increment account lockout counters.

Note

◦ 

◦ 

13. 

14. 

15. 

16. 
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The user is able to access the protected resource once.

Additional attempts to access a resource protected by a policy containing a transactional environment condition require a
new transaction to be completed.

Configure transactional authorization

To use transactional authorization, you must coordinate the configuration of the following elements:

An appropriate authentication tree for the transaction.

The AM policy or policies that use the tree.

Support for transactional authorization in your applications.

The authentication tree

The tree communicates to the user what they are authorizing when they approve the transaction, and gives them the means to
approve (or reject) the operation.

For example, if the transaction involves a withdrawal from the user’s bank account, you could configure a multi-factor
authentication tree that displays "Confirm $100 withdrawal from Online Bank?" with Yes and No options for a push notification to
a registered device, or sends a one-time password to a registered device with a similar message.

Configure the tree in the same realm as the policy.

The policy

A transactional authorization policy specifies the conditions that trigger the required authorization. It also specifies a tree the end
user must complete to authorize the transaction. In other respects, it is a normal AM authorization policy.

You configure the policy in the AM admin UI. For example, this completed policy applies to the /withdraw  endpoint. Its
transactional authorization environment condition specifies that the user must complete the AuthorizeTransaction  tree to
authorize access to the endpoint:

emergency_home
Successful transactional authorization responses set the time-to-live ( ttl ) value to zero to ensure that the
policy decision is not cached and cannot be used more than once.
ForgeRock agents prior to version 5 do not support a time-to-live value of zero and cannot be used for
transactional authorization.

Important

17. 

• 

• 

• 
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To add the environment condition, set:

Type

Transaction

Authentication Strategy

Authenticate to Tree

Strategy Specifier

The name of the tree

Your application

A quick way to protect your application is to use ForgeRock software. ForgeRock Identity Gateway (IG), SDKs, and agents all
support transactional authorization.

When using IG to protect your application, configure it for use with AM. Learn more in the IG Installation Guide.

Also read the IG documentation for policy enforcement. IG as a PEP transparently manages redirection when AM policy
requires transactional authorization.

When using a ForgeRock SDK, configure transactional authorization. Learn more in the SDK documentation.

• 

• 
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When using an agent to protect your application, configure policy enforcement. Learn more in the Web Agents User Guide
 and the Java Agents User Guide.

Demonstrate transactional authorization

After configuring the tree, the policy, and your application, access the protected resource.

The example described here involves a bank withdrawal operation. The following steps put the end user interaction with AM in
context:

Barbara Jensen browses her online bank at https://bank.example.com  and signs on to access her account:

Barbara prepares to withdraw $100 from her account using the online bank application.

The application as PEP continues to contact AM for policy decisions as Barbara browses through the application.

Barbara confirms her intention to complete the withdrawal, triggering the application to access the /withdraw  endpoint.

When requesting a policy decision for this endpoint, the application gets advices indicating transactional authorization.

It redirects Barbara to the tree required for this transaction according to the policy. The important step of the tree is the
decision to authorize the withdrawal:

• 

1. 

2. 

3. 
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Barbara receives the money and a receipt page after the application finishes processing the transaction with AM.

The steps for transactional authorization are identical to those for session upgrade.

Transactional authorization over REST

Obtain a session token from AM for user demo  with password Ch4ng31t :

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

Request a policy evaluation with the tokenId  from the previous step as the subject, and a resource URL that is protected
by the policy you edited.

The authenticated user must have the privileges required to access the policy endpoints.

Learn more in Authenticate over REST.

4. 

1. 

2. 
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$ curl \
--cookie "iPlanetDirectoryPro=AQIC5wM2L…zEAAA.." \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.0" \
--data '{
    "resources" : ["https://bank.example.com:443/withdraw?amount=100.00"],
    "subject" : {
        "ssoToken" : "AQIC5w…NTcy"
    },
    "application": "iPlanetAMWebAgentService"
}' \
"https://openam.example.com:8443/openam/json/realms/root/policies/?_action=evaluate"
{
   "resource": "https://bank.example.com:443/withdraw?amount=100.00",
   "actions": {},
   "attributes": {},
   "advices": {
       "TransactionConditionAdvice": [
           "9dae2c80-fe7a-4a36-b57b-4fb1271b0687"
       ]
   },
   "ttl": 0
}

The application  is the name of your policy set, which defaults to iPlanetAMWebAgentService .

AM returns an empty actions  element, and a transaction ID in the TransactionConditionAdvice  property, because a
transactional authorization is required to access the resource.

Initiate authentication, including the transaction ID in the composite advice.

The policy enforcement point must return the transaction ID in a composite advice query parameter, wrapped in URL-
encoded XML. The XML format is as follows:

<Advices>
    <AttributeValuePair>
        <Attribute name="TransactionConditionAdvice"/>
        <Value>Transaction Id</Value>
    </AttributeValuePair>
</Advices>

Use the SSO token of the demo  user for this request.

The following command URL-encodes the XML values. The -G  parameter appends them as query string parameters to the
URL:

3. 
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$ curl -G \
--cookie "iPlanetDirectoryPro=AQIC5w…NTcy*" \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
--data-urlencode 'authIndexType=composite_advice' \
--data-urlencode 'authIndexValue=<Advices>
    <AttributeValuePair>
        <Attribute name="TransactionConditionAdvice"/>
        <Value>9dae2c80-fe7a-4a36-b57b-4fb1271b0687</Value>
    </AttributeValuePair>
</Advices>' \
'https://openam.example.com:8443/openam/json/realms/root/authenticate'
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{
  "authId": "eyJ0eXAiOi…WLxJ-1d6ovYKHQ",
  "template": "",
  "stage": "AuthenticatorPush3",
  "header": "Authenticator Push",
  "callbacks": [
    {
      "type": "PollingWaitCallback",
      "output": [
        {
          "name": "waitTime",
          "value": "10000"
        }
      ]
    },
    {
      "type": "ConfirmationCallback",
      "output": [
        {
          "name": "prompt",
          "value": ""
        },
        {
          "name": "messageType",
          "value": 0
        },
        {
          "name": "options",
          "value": [
            "Use Emergency Code"
          ]
        },
        {
          "name": "optionType",
          "value": -1
        },
        {
          "name": "defaultOption",
          "value": 0
        }
      ],
      "input": [
        {
          "name": "IDToken2",
          "value": 100
        }
      ]
    }
  ]
}

The mobile device registered to the demo  user receives a push notification message to authorize in the ForgeRock
Authenticator app.

Ensure that the time specified in the waitTime  property in the callbacks has passed, in this case at least 10 seconds, and
then complete and return the requested callbacks.

Also return the value of the authId  property and the URL-encoded transaction ID.

4. 
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Use the SSO token of the demo  user for this request.

info
In this example, the required XML parameters have been URL-encoded and added to the URL.
The curl  command is not able to use the --data-urlencode  option for query-string parameters when
sending a JSON payload.

Note
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$ curl \
--cookie "iPlanetDirectoryPro=AQIC5w…NTcy*" \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
--data '{
    "authId":"eyJ0eXAiOi…WLxJ-1d6ovYKHQ",
    "template":"",
    "stage":"AuthenticatorPush3",
    "header":"Authenticator Push",
    "callbacks":[
        {
            "type":"PollingWaitCallback",
            "output":[
                {
                    "name":"waitTime",
                    "value":"10000"
                }
            ]
        },
        {
            "type":"ConfirmationCallback",
            "output":[
                {
                    "name":"prompt",
                    "value":""
                },
                {
                    "name":"messageType",
                    "value":0
                },
                {
                    "name":"options",
                    "value":[
                        "Use Emergency Code"
                    ]
                },
                {
                    "name":"optionType",
                    "value":-1
                },
                {
                    "name":"defaultOption",
                    "value":0
                }
            ],
            "input":[
                {
                    "name":"IDToken2",
                    "value":100
                }
            ]
        }
    ]
}' \
"https://openam.example.com:8443/openam/json/realms/root/authenticate\
?authIndexType=composite_advice\
&authIndexValue=%3CAdvices%3E%0A\
%3CAttributeValuePair%3E%0A%3CAttribute%20name%3D\
%22TransactionConditionAdvice%22%2F%3E%0A\
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%3CValue%3E9dae2c80-fe7a-4a36-b57b-4fb1271b0687\
%3C%2FValue%3E%0A%3C%2FAttributeValuePair\
%3E%0A%3C%2FAdvices%3E"
{
    "tokenId":"AQIC5w…NTcy*",
    "successUrl":"https://bank.example.com:443/withdraw?amount=100.00",
    "realm":"/"
}

If the callbacks are correctly completed and the push was approved in the ForgeRock Authenticator application, AM
returns the original tokenId  value.

If the push notification has not yet been responded to in the ForgeRock Authenticator application, AM returns the required
callbacks again, as in the previous step. Wait until the amount of time specified in the waitTime  element has passed and
retry the request until the tokenId  returns.

Reevaluate the policy, including the transaction ID as the value of a TxId  property in the environment  element:

$ curl \
--cookie "iPlanetDirectoryPro=AQIC5wM2L…zEAAA.." \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0" \
--data '{
    "resources" : ["http://www.example.com:8000/index.html"],
    "subject" : {
        "ssoToken" : "AQIC5w…NTcy"
    },
    "environment": {
        "TxId": ["9dae2c80-fe7a-4a36-b57b-4fb1271b0687"]
    }
}' \
"https://openam.example.com:8443/openam/json/policies/?_action=evaluate"
{
    "resource":"https://bank.example.com:443/withdraw?amount=100.00",
    "actions":{
        "POST":true,
        "GET":true
    },
    "attributes":{

    },
    "advices":{

    },
    "ttl":0
}

Because the authentication required by the transaction succeeded, the second policy evaluation returns the POST  and 
GET  actions as defined in the policy.

Notice that the time-to-live ( ttl ) value of the policy evaluation result is set to 0 . This means the policy must not be
cached, as the policy grants access to the resource only once. The policy enforcement point must manage this.

Performing the policy evaluation with the same subject and resource starts a new transactional authorization flow,
requiring a repeat of all the steps to access the protected resource each time.

5. 
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Dynamic OAuth 2.0 authorization

AM can grant OAuth 2.0 scopes statically or dynamically:

Static scopes (default)

OAuth 2.0 client configurations specify the allowed and, optionally, default scopes.

When the client requests allowed scopes and the resource owner consents to grant the client access, AM issues the token
with the scopes requested.

When different users use the same client that requests scopes A  and B , the access token always includes scopes A  and 
B .

Dynamic scopes

OAuth 2.0 client configurations specify the allowed and, optionally, default scopes.

You configure AM policies for OAuth 2.0 scope decisions. You configure the client or the OAuth 2.0 provider service to use
the AM policy engine for scope decisions.

AM checks each scope against the applicable OAuth 2.0 scope policies. AM grants or denies access to scopes dynamically
at runtime.

When different users use the same client that requests scopes A  and B , the access token scopes can differ.

Example use case

A company supports custom OAuth 2.0 clients for internal applications. The use of the internal applications is bound by the terms
and conditions in the contracts of those who work for the company. The terms and conditions grant the internal applications
access to profile information the company maintains. It would be redundant to prompt employees and contractors for consent to
access their profile information.

The AM administrator creates policies to grant the profile  scope for all internal client tokens.
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How it works

Figure 1. Policies for dynamic scopes

AM processes consent based on the policy decision:

If a policy grants access to a scope ( GRANT=true ), consent is automatic.

AM does not prompt the user to grant access.

If a policy denies access to a scope ( GRANT=false ), AM omits the scope from any resulting token.

AM does not prompt the user to grant access.

If no policy grants or denies access, then the result depends on the flow.

When the flow is interactive as in authorization or device code flows, AM prompts the user to grant access or uses the
saved consent state if available.

If the flow is not interactive as in resource owner password or client credentials flows, AM omits the scope from any
resulting token.

For details about which flows are interactive, refer to the examples in OAuth 2.0 grant flows and OpenID Connect grant
flows.

Realms

Policy Sets

Policies

Request

$ curl \
--request POST \
--user "myClient:mySecret \
--data "grant_type=password&username=bjensen&
password=Passw0rd!&scope=profile+email" \
https://am.example.com:8443/am/oauth2/access_token

PingAMOAuth 2.0 Client

MyPolicy

Resources
profile

Actions
ALLOW

Subjects
All Authenticated Users

Conditions
Between 09:00 and 17:00

Response

{
"access_token":"bBHPAs6ycNWCbspk-IW6Cnu8uk0",
"scope":"profile",
"token_type":"Bearer",
"expires_in":3599

}

Resource Types

OAuth2 Scope

Patterns
*

Actions
GRANT

• 

• 

• 
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The default scopes behavior does not change for dynamic authorization. AM only evaluates default scopes from the OAuth 2.0
client profile when the client does not request a scope. AM follows the same rules to deduce consent for both default and
requested scopes.

When issuing refresh tokens, AM issues the same scopes as for the access token, unless a policy explicitly denies one of the
scopes.

Validate OAuth 2.0 scope policies

Writing policies for OAuth 2.0 may not be straightforward if your environment requires complex conditions. The easiest way to
validate OAuth 2.0 policies is to configure a client to use the policies and request some tokens.

Prepare a demonstration

Start by preparing the demonstration:

Create a sample policy.

Create an OAuth 2.0 client.

Create a resource owner account.

OAuth 2.0 scope policy

The sample scope policy denies access to the email  scope.

In the AM admin UI, go to Realms > alpha > Authorization > Policy Sets and select Default OAuth2 Scopes Policy Set to
edit the policy set.

This is the oauth2Scopes  policy.

Click + Add a Policy, use the following settings, and create the policy:

Name

Dynamic OAuth 2.0 Scopes

Resource Type

OAuth2 Scope

Resources

Select *  as the pattern and add email  as the scope.

Click the Actions tab, set GRANT  to Deny , and save your changes.

Click the Subjects tab, set the subject type to Authenticated Users , and save your changes.

The resulting policy reflects your work:

• 

• 

• 

1. 

2. 

3. 

4. 
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Figure 2. OAuth 2.0 scopes policy
OAuth 2.0 client

The OAuth 2.0 client profile in this example overrides the AM OAuth 2.0 provider settings. This lets you test the scope policy
without affecting other clients.

Create a confidential OAuth 2.0 client account.

In the AM admin UI, select Realm > Realm Name > Applications > OAuth 2.0 > Clients > + Add Client, and create a new
confidential client with the following settings:

Client ID

myClient

Client Secret

forgerock

Redirection URIs

https://www.example.com:443/callback

Scopes

openid

profile

email

1. 
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Add the following settings in the client profile and save your work:

Core tab > Name

Dynamic scopes client

Advanced tab > Grant Types

Authorization Code

Client Credentials

Implicit

Refresh Token

Resource Owner Password Credentials

Override OAuth 2.0 provider settings for this client.

Switch to the OAuth2 Provider Overrides tab, update the following settings and save your work:

Enable OAuth2 Provider Overrides

Enabled

Use Policy Engine for Scope decisions

Enabled

Scopes Policy Set

oauth2Scopes

Resource owner

Create the OAuth 2.0 resource owner account:

In the AM admin UI, select Identities > + Add Identity and fill the required fields.

Record the username and password.

Test the demonstration

Test the feature with non-interactive and interactive flows.

Non-interactive

This test uses the resource owner password credentials flow:

The OAuth 2.0 client credentials are myClient:forgerock .

The resource owner credentials are the username and password you recorded; here, test:Secret12! .

The requested scopes are openid  and email .

2. 

3. 

1. 

2. 

• 

• 

• 
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$ curl \
--request POST \
--user 'myClient:forgerock' \
--data 'scope=openid email' \
--data 'grant_type=password' \
--data 'username=test' \
--data 'password=Secret12!' \
'https://openam.example.com:8443/openam/access_token'
{
  "access_token": "…",
  "refresh_token": "…",
  "scope": "openid",
  "id_token": "…",
  "token_type": "Bearer",
  "expires_in": 3599
}

Notice the access token has "scope": "openid" . AM removed email  from the scopes.

Interactive

This test uses the implicit flow. It stops after demonstrating the user consent phase of the process.

Update the client configuration to require resource owner consent.

In the AM admin UI, go to Realm > Realm Name > Applications > OAuth 2.0 > Clients > myClient, switch to the Advanced
tab.

Clear Implied consent and save your change.

In a web browser, go to the /authorize  endpoint to initiate the implicit flow.

https://openam.example.com:8443/openam/authorize?
scope=openid+profile+email&response_type=id_token&client_id=myClient&nonce=123&state=456&redirect_uri=https://
www.example.com:443/callback

Sign in with the resource owner’s credentials.

Observe the prompt for consent that does not include the email  scope:

1. 

2. 

3. 

4. 
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Figure 3. Consent for the profile scope

OAuth 2.0 scopes policy script API

To customize OAuth 2.0 scope decisions, configure the oauth2Scopes  policy with an environment script condition that
references an OAuth 2.0 policy condition script.

The following JavaScript writes the ID of the OAuth 2.0 client to the debug log and then authorizes the request:

logger.message("Client ID: " + environment.get("clientId"));
authorized=true;

OAuth 2.0 policy condition scripts can access the bindings available to the policy condition script API, except for the environment
object. Instead of an IP property, this object returns the ID for the client making the authorization request.

For example, the following shows an environment  map with a single entry:
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"environment": {
    "clientId": [
        "MyOAuth2Client"
    ]
}

Customize policy evaluation with a plug-in

AM policies let you restrict access to resources based both on identity and group membership, and also on a range of conditions
including session age, authentication chain or module used, authentication level, realm, session properties, IP address and DNS
name, user profile content, resource environment, date, day, time of day, and time zone. Yet, some deployments require further
distinctions for policy evaluation. This section explains how to customize policy evaluation for deployments with particular
requirements not met by built-in AM functionality.

This page shows how to build and use a custom policy plugin that implements a custom subject condition, a custom environment
condition, and a custom resource attribute.

Sample plugin

The AM policy framework lets you build plugins that extend subject conditions, environment conditions, and resource attributes.

For information on downloading and building AM sample source code, see How do I access and build the sample code provided
for PingAM? in the Knowledge Base.

Get a local clone so that you can try the sample on your system. You will find the relevant files under the /path/to/openam-
samples-external/policy-evaluation-plugin  directory.

pom.xml

Apache Maven project file for the module

This file specifies how to build the sample policy evaluation plugin, and also specifies its dependencies on AM components.

src/main/java/org/forgerock/openam/examples/SampleAttributeType.java

Extends the com.sun.identity.entitlement.ResourceAttribute  interface, and shows an implementation of a resource
attribute provider to send an attribute with the response.

src/main/java/org/forgerock/openam/examples/SampleConditionType.java

Extends the com.sun.identity.entitlement.EntitlementCondition  interface, and shows an implementation of a
condition that is the length of the user name.

A condition influences whether the policy applies for a given access request. If the condition is fulfilled, then AM includes
the policy in the set of policies to evaluate in order to respond to a policy decision request.

src/main/java/org/forgerock/openam/examples/SampleSubjectType.java

Extends the com.sun.identity.entitlement.EntitlementSubject  interface, and shows an implementation that defines
a user to whom the policy applies.
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A subject, like a condition, influences whether the policy applies. If the subject matches in the context of a given access
request, then the policy applies.

src/main/java/org/forgerock/openam/examples/SampleEntitlementModule.java

These files serve to register the plugin with AM.

The Java class, SampleEntitlementModule , implements the org.forgerock.openam.entitlement.EntitlementModule
interface. In the sample, this class registers SampleAttribute , SampleCondition , and SampleSubject .

The services file, org.forgerock.openam.entitlement.EntitlementModule  , holds the fully qualified class name of the 
EntitlementModule  that registers the custom implementations. In this case, 
org.forgerock.openam.entitlement.EntitlementModule .

For an explanation of service loading, see the ServiceLoader API specification.

Build the sample plugin

If you haven’t already done so, download and build the samples.

For information on downloading and building AM sample source code, see How do I access and build the sample code
provided for PingAM? in the Knowledge Base.

When the build is complete, copy the policy-evaluation-plugin-8.0.jar  file to the WEB-INF/lib  directory where you
deployed AM:

$ cp target/*.jar /path/to/tomcat/webapps/openam/WEB-INF/lib/

Update the user UI to include the custom subject and environment conditions.

For details, refer to UI customization:

Locate the line that contains the following text:

"subjectTypes": {

Insert the following text after the line you located in the previous step:

"SampleSubject": {
    "title": "Sample Subject",
    "props": {
        "name": "Name"
    }
},

Locate the line that contains the following text:

"conditionTypes": {

1. 

2. 

3. 

◦ 

◦ 

◦ 
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Insert the following text after the line you located in the previous step:

"SampleCondition": {
    "title": "Sample Condition",
    "props": {
        "nameLength": "Minimum username length"
    }
},

If your UI supports multiple locales, change the translation.json  files for those locales, as needed.

Restart AM or the container in which it runs.

Add a custom policy to an existing policy set

To use your custom policy in an existing policy set, you must update the policy set.

Update the iPlanetAMWebAgentService  policy set in the top level realm of a fresh installation.

Authenticate to AM as the amAdmin  user:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: amadmin" \
--header "X-OpenAM-Password: password" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2…",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

Update the iPlanetAMWebAgentService  policy set by adding the SampleSubject  subject condition and the 
SampleCondition  environment condition:

◦ 

4. 

5. 

info
You can’t update a policy set that already has policies configured. If policies are configured for a policy set, you must
first delete the policies, then update the policy set. 

Note

1. 

2. 
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$ curl \
--request PUT \
--header "iPlanetDirectoryPro: AQIC5wM2…" \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0" \
--data '{
"name": "iPlanetAMWebAgentService",
"conditions": [
    "LEAuthLevel",
    "Script",
    "AuthenticateToService",
    "SimpleTime",
    "AMIdentityMembership",
    "OR",
    "IPv6",
    "IPv4",
    "SessionProperty",
    "AuthScheme",
    "AuthLevel",
    "NOT",
    "AuthenticateToRealm",
    "AND",
    "ResourceEnvIP",
    "LDAPFilter",
    "OAuth2Scope",
    "Session",
    "SampleCondition"
],
"subjects": [
    "NOT",
    "OR",
    "JwtClaim",
    "AuthenticatedUsers",
    "AND",
    "Identity",
    "NONE",
    "SampleSubject"
],
"applicationType": "iPlanetAMWebAgentService",
"entitlementCombiner": "DenyOverride"
}' "https://openam.example.com:8443/openam/json/realms/root/realms/alpha/applications/
iPlanetAMWebAgentService"

Try the sample subject and environment conditions

In the AM admin UI, add a policy to the iPlanetAMWebAgentService  policy set in the top level realm that allows HTTP GET access
for URLs based on the template http://www.example.com:80/* , and uses the custom subject and environment conditions.

Create the policy with the following properties:1. 

Sample Policy Properties

Property Value

Name Sample Policy
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With the policy in place, authenticate both as a user who can request policy decisions and also as a user trying to access a
resource.

Both of these calls return tokenId  values for use in the policy decision request.

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: amadmin" \
--header "X-OpenAM-Password: password" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2…",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}
$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

Use the administrator tokenId  as the header of the policy decision request, and the user tokenId  as the subject 
ssoToken  value.

Property Value

Resource Type URL

Resources Use the *://*:*/*  resource template to specify the
resource http://www.example.com:80/* .

Actions Allow GET

Subject Conditions Add a subject condition of type Sample Subject  and a
name of demo  so that the demo  user is the only user who
can access the resource.

Environment Conditions Add an environment condition of type 
Sample Condition  and a minimum username length of 
4  so that only users with a username length of 4
characters or greater can access the resource.

2. 

3. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.1" \
--header "iPlanetDirectoryPro: AQIC5wM2LY4Sfcw…" \
--data '{
    "subject":{
        "ssoToken":"AQIC5wM2LY4Sfcy…"
    },
    "resources":[
        "http://www.example.com:80/index.html"
    ],
    "application":"iPlanetAMWebAgentService"
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?_action=evaluate"
{
   "resource": "http://www.example.com:80/index.html",
   "actions": {
       "GET": true
   },
   "attributes": {},
   "advices": {}
}

Notice that the actions returned from the policy evaluation call are set in accordance with the policy.

Try the sample resource attributes

The sample custom policy plugin can have AM return an attribute with the policy decision. In order to make this work, list the
resource type for the URL  resource type to obtain its UUID, and then update your policy to return a test  attribute:

$ curl \
--request GET \
--header "iPlanetDirectoryPro: AQIC5wM2…" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/json/realms/root/resourcetypes?_queryFilter=name%20eq%20%22URL%22"
{
    "result":[
        {
            "uuid":"URL-resource-type-UUID",
            "name":"URL",
            "description":"The built-in URL Resource Type available policies.",
            "patterns":["://:*/","://:/?"],
            …
        }
    ],
    "resultCount":1,
    "pagedResultsCookie":null,
    "totalPagedResultsPolicy":"NONE",
    "totalPagedResults":-1,f
    "remainingPagedResults":0
}

When you now request the same policy decision as before, AM returns the test  attribute that you configured in the policy.
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=2.1" \
--header "iPlanetDirectoryPro: AQIC5wM2LY4Sfcw…" \
--data '{
    "subject":{
        "ssoToken":"AQIC5wM2LY4Sfcy…"
    },
    "resources":[
        "http://www.example.com:80/index.html"
    ],
    "application":"iPlanetAMWebAgentService"
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?_action=evaluate"
{
    "resource": "http://www.example.com/profile",
    "actions": {
        "GET": true
    },
    "attributes": {
    "test": [
        "sample"
     ]
},
"advices": {}
}

Extend the ssoadm classpath

After customizing your AM deployment to use policy evaluation plugins, inform ssoadm  users to add the jar file containing the
plugins to the classpath before running policy management subcommands.

To add a jar file to the ssoadm  classpath, set the CLASSPATH  environment variable before running the ssoadm  command:

$ export CLASSPATH=/path/to/jarfile:$CLASSPATH
$ ssoadm …

Scripted policy conditions

You can use scripts to tailor the actions Access Management takes as part of policy evaluation.

Access Management includes a sample policy condition script^ that lets users in their country of residence access resources
there.

You can view the script in the AM admin UI. Go to Realms > Realm Name > Scripts, and select Scripted Policy Condition.
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Prepare a demonstration

To demonstrate the sample policy condition script:

Create a policy administrator user.

Create an end user.

Create a policy that uses the script.

Policy administrator account

This account represents the policy enforcement point (PEP) account. It has the Entitlement Rest Access privilege required to
request Access Management policy decisions over HTTP using the REST API. In a production deployment, use a PEP like IG or an
Access Management agent in this role.

Create a policy administrator.

In the AM admin UI, select Realms > Realm Name > Identities > + Add Identity and fill the required fields.

Record the username and password.

Create a group that grants the Entitlement Rest Access privilege to the policy administrator.

Select Realms > alpha > Identities > Groups > + Add Group to create a group with the following settings:

Group ID

am-policy-evaluation

Members

The policy administrator whose username you recorded

Privileges

Entitlement Rest Access

End user account

This account represents the end user who tries to access online resources.

Create a user.

In the AM admin UI, select Realms > Realm Name > Identities > + Add Identity and fill the required fields.

Record the username and password.

In the Home Address field of the user profile, enter an address in the US such as the following and save the change:

201 Mission St, Suite 2900, San Francisco, CA 94105

• 

• 

• 

1. 

2. 

1. 

2. 
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Sample policy

The policy references the script through environmental conditions.

Create a policy set for policies regarding URLs.

In the AM admin UI, select Realms > Realm Name > Authorization > Policy Sets > + New Policy Set to create a policy set
with the following settings:

Id

am-policy-set

Resource Types

URL

Create a policy in the policy set.

Select Realms > Realm Name > Authorization > Policy Sets > am-policy-set > + Add a Policy to create a policy with the
following settings:

Name

Scripted policy example

Resource Types

URL

Resources

*://*:*/* , *://*:*/*?*

In the new policy, update the settings.

Allow HTTP GET access by all authenticated users when permitted by the script:

Actions

GET: Allow

Subjects

Type: Authenticated Users

Environments

Type: Script , Script Name: Scripted Policy Condition

When modifying settings in the policy editor, select the edit icon  to begin changing the setting, the check icon  to
confirm the change, then Save Changes to commit the change.

Verify the policy settings.

1. 

2. 

3. 

4. 
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Try the demonstration

The policies?_action=evaluate  endpoint lets a policy administrator make a REST call over HTTP to get a policy decision from
Access Management. Policy decisions for URL policies show at least the HTTP actions the user can perform. For details, refer to 
Request policy decisions over REST.

Here, when Access Management grants the user access to complete an HTTP GET request to the resource, the decision includes 
"actions":{"GET":true} . When Access Management denies access, the decision includes "actions":{} .

The REST call to the policies?_action=evaluate  endpoint requires:

An SSO token ID for the policy administrator making the request.

An SSO token ID for the end user attempting to access the resource.

A request body that specifies who is attempting to access what in what way under what conditions.

Obtain an SSO token for the policy administrator:

$ curl \
--request POST \
--header 'Content-Type: application/json' \
--header 'X-OpenAM-Username: <policy-admin-username>' \
--header 'X-OpenAM-Password: <policy-admin-password>' \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{"tokenId":"<policy-admin-tokenId>","successUrl":"/am/console","realm":"/alpha"}

Obtain an SSO token for the end user:

• 

• 

• 

1. 

2. 

PingAM Authorization

Copyright © 2025 Ping Identity Corporation 4613



$ curl \
--request POST \
--header 'Content-Type: application/json' \
--header 'X-OpenAM-Username: <end-user-username>' \
--header 'X-OpenAM-Password: <end-user-password>' \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{"tokenId":"<end-user-tokenId>","successUrl":"/am/console","realm":"/alpha"}

Request evaluation for a request by a US end user in the US to access a resource located in the United States.

The script lets users in their country of residence access resources there. The user’s home country and IP
address match the resource location; Access Management grants access.

$ curl \
--header 'iPlanetDirectoryPro: <policy-admin-tokenId>' \
--request POST \
--header 'Content-Type: application/json' \
--header "Accept-API-Version: resource=2.1" \
--data '{
  "resources": ["https://www.whitehouse.gov:443/about-the-white-house/"],
  "actions": {"GET": true},
  "application": "iPlanetAMWebAgentService",
  "subject": {
    "ssoToken": "<end-user-tokenId>"
  },
  "environment": {
    "IP": ["8.8.8.8"]
  }
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?_action=evaluate'
[{
  "resource": "https://www.whitehouse.gov:443/about-the-white-house/",
  "actions": {
    "GET": true
  },
  "attributes": {
    "countryOfOrigin": ["US"]
  },
  "advices": {},
  "ttl": <ttl>
}]

The script adds "attributes":{"countryOfOrigin":["US"]}  to the result when Access Management grants
access.

Request evaluation for a request by a US end user outside the US to access a resource located in the United
States.

The user’s IP address does not match the home country or the resource location; no actions are returned:

3. 

4. 
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$ curl \
--header 'iPlanetDirectoryPro: <policy-admin-tokenId>' \
--request POST \
--header 'Content-Type: application/json' \
--header "Accept-API-Version: resource=2.1" \
--data '{
  "resources": ["https://www.whitehouse.gov:443/about-the-white-house/"],
  "actions": {"GET": true},
  "application": "iPlanetAMWebAgentService",
  "subject": {
    "ssoToken": "<end-user-tokenId>"
  },
  "environment": {
    "IP": ["88.174.153.24"]
  }
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?_action=evaluate'
[{
  "resource": "https://www.whitehouse.gov:443/about-the-white-house/",
  "actions": {},
  "attributes": {},
  "advices": {},
  "ttl": <ttl>
}]

Notice "actions":{}  in the response.

Enable debug logging for scripted policy conditions

These steps show how to enable trace-level debug logging for scripted policy conditions, so that logger output from the default
policy condition script is recorded.

Log in as the Access Management administrator, amAdmin .

Go to the Logback.jsp  page; for example, https://openam.example.com:8443/openam/Logback.jsp .

In the Logger list, scroll to select the scripted policy decision logger; for example, scripts.POLICY_CONDITION.9de3eb62-
f131-4fac-a294-7bd170fd4acb .

From the Level list, choose the debug level required.

In this example, select Trace .

Click Apply.

emergency_home
The script containing the debug output to capture must execute at least once to create the logger.
The name of the scripted policy decision logger has the format: scripts.POLICY_CONDITION.script-UUID .

Important

1. 

2. 

3. 

4. 

5. 
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Trace-level debug logging is now enabled for scripted policy conditions, with script output appearing in the /path/to/
openam/var/debug/Policy  debug log file.

Changes to the Logback.jsp  page do not persist when Access Management restarts.

For additional details, refer to Debug logging.

Policy condition script API

A policy condition script has access to the following specific bindings, predefined objects that Access Management injects into the
script execution context.

Use these objects in a script to get information such as the authorization state of a request, session properties, and user profile
data.

Access Management can return the information in the response to an authorization request.

emergency_home
If you use static methods within policy scripts, you must allowlist those scripts. Otherwise, policy evaluation fails with
an exception—logged in the Entitlement  debug file—similar to the following:
java.lang.SecurityException: Access to Java class script-name is prohibited.

Important

Binding Description Further information

advice Return the condition advice from the script. Set authorization responses

authorized Return true  if the authorization is currently successful, or 
false  if authorization has failed.

Server-side scripts must set a
value for authorized  before
completing.

environment The environment values passed from the client making the
authorization request.

Access environment data

httpClient Make outbound HTTP calls. Access HTTP services

identity Access the data stored in the user’s profile. Access profile data

logger Write a message to the Access Management debug log. Log script messages

resourceAttributes Add an attribute to the response to the authorization
request.

Set authorization responses

Authorization PingAM
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Access environment data

The environment  binding holds data from the client making the authorization request as a Map of <String, Set<String> .

For example, the following shows a simple environment  map with a single entry:

"environment": {
    "IP": [
        "127.0.0.1"
    ]
}

"environment": {
    "clientId": [
        "MyOAuth2Client"
    ]
}

Access profile data

Server-side authorization scripts can access the profile data of the subject of the authorization request through the methods of
the identity  object.

Binding Description Further information

scriptName Return the name of the running script. Output script name.

session Access the properties for the current session. Access session data

ttl The time-to-live value for the response to a successful
authorization.

Set authorization responses

username String identifying the user ID of the subject requesting
authorization.

-

Policy condition script

OAuth 2.0 scopes policy script

lightbulb_2
For information about scripting OAuth 2.0 policy conditions, refer to OAuth 2.0 scopes policy script API. 

Tip
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Set identity.getAttribute(String attributeName)

Return the values of the named attribute for the subject of the authorization request.

For example:

var attribute = identity.getAttribute("attrName").iterator().next();

void identity.setAttribute(String attributeName, Array attributeValues)

Set the named attribute to the values specified by the attribute value for the subject of the authorization request.

For example:

identity.setAttribute("attrName", ["newValue"]);

// Explicitly persist data
identity.store();

void identity.addAttribute(String attributeName, String attributeValue)

Add an attribute value to the list of attribute values associated with the attribute name for the subject of the authorization
request.

For example:

identity.addAttribute("attrName", ["newValue"]);

// Explicitly persist data
identity.store();

Access session data

Server-side authorization scripts can access session data for the subject of the authorization request through the methods of the 
session  object.

info
To access a subject’s profile data, they must be logged in and their SSO token must be available.

Note

error
You must call identity.store()  to persist changes or they will be lost when the script completes.

Caution

info
To access the session data of the subject, they must be logged in and their SSO token must be available.

Note
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String session.getProperty(String propertyName)

Retrieve properties from the session associated with the subject of the authorization request. Refer to the following table
for example properties and their values.

Set authorization responses

Server-side authorization scripts can return information in the response to an authorization request with the following methods:

Key Sample value

AMCtxId e370cca2-02d6-41f9-a244-2b107206bd2a-122934

amlbcookie 01

authInstant 2018-04-04T09:19:05Z

AuthLevel 0

CharSet UTF-8

clientType genericHTML

FullLoginURL /openam/XUI/?realm=alpha#login/

Host 198.51.100.1

HostName openam.example.com

Locale en_US

Organization dc=openam,dc=forgerock,dc=org

Principal uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org

Principals amAdmin

Service ldapService

successURL /openam/console

sun.am.UniversalIdentifier uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org

UserId amAdmin

UserProfile Required

UserToken amAdmin

webhooks myWebHook

PingAM Authorization
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void responseAttributes.put(String attributeName, Array attributeValue)

Add an attribute to the response to the authorization request.

void advice.put(String adviceKey, Array adviceValues

Add advice key-value pairs to the response to a failing authorization request.

void ttl(Integer ttlValue)

Add a time-to-live value, which is a timestamp in milliseconds to the response to a successful authorization. After the time-
to-live value the decision is no longer valid.

If no value is set, ttlValue  defaults to Long.MAX_VALUE  (9223372036854775807), which means the decision has no
timeout, and can live for as long as the calling client holds on to it. In the case of policy enforcement points, they hold onto
the decision for their configured cache timeout.

Authorization PingAM
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Sessions



These topics cover concepts and implementation procedures to manage sessions in your AM environment.

This information is written for administrators configuring AM’s authentication and authorization components.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

Introduction to sessions

AM uses two types of tokens that represent an exchange of information, usually interactive, between AM and a user or identity:

Authentication sessions, which AM creates to track progress through an authentication tree or chain before the user has
authenticated successfully.

Sessions, which AM creates after a user has authenticated successfully to manage the user’s or entity’s access to resources.

AM session-related services are stateless unless otherwise indicated; they do not hold any session information local to the AM
instances.

Instead, they store session information either in the CTS token store (server-side sessions) or on the client (client-side sessions).



Introduction to sessions

Learn about the different types of sessions in
AM.



Session upgrade

Discover how AM performs step-up
authentication.



Compare sessions

Decide where sessions should be stored in each
realm.



The session cookie

Learn about the session cookie, and why you
must secure it.

• 

• 
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Session location

Sessions have different characteristics depending on where AM stores the sessions.

Both authentication sessions and sessions can be stored on the client or on the server.

Session location is configured at the realm level.

The following table illustrates where AM can store sessions:

(1) Authentication trees only.

(2) Available for authentication trees and authentication chains.

Choosing where to store sessions is an important decision you must make by realm. Review the information in the following
tables before configuring sessions.

Where to store authentication sessions

Consider the following factors when choosing storage location for authentication sessions.

Session storage location

In the CTS token store On the client In AM’s memory

Authentication sessions ✔(1) ✔(1) (Default in new
installations)

✔(2) (Default after upgrade)

Sessions ✔ (Default) ✔ ✖

lightbulb_2
You can configure different session locations within the same AM deployment to suit the requirements of each realm.
You can also configure authentication session location independently of session location. For example, you could
configure the same realm for client-side authentication sessions and server-side sessions if it suits your environment.

Tip

Impact of storage location for authentication sessions

Server-side authentication
sessions

Client-side authentication
sessions

In-memory authentication
sessions

Authentication
method

Authentication trees. Authentication trees. Authentication trees and
authentication chains.

Session
location

Authoritative source: CTS token
store. Sessions might also be
cached in AM’s memory for
improved performance.

On the client. No CTS storage or
replication overheads.

In AM server’s memory.

PingAM Sessions
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Where to store sessions

Consider the following factors when choosing storage location for sessions.

Server-side authentication
sessions

Client-side authentication
sessions

In-memory authentication
sessions

Load balancer
requirements

None. Session stickiness
recommended for performance.

None. Session stickiness
recommended for performance.

Session stickiness.

Core token
service usage

Authoritative source for user
sessions. Session allowlisting,
when enabled.

Session allowlisting, when
enabled.

None.

Uninterrupted
session
availability

No special configuration
required.

No special configuration
required.

Not available.

Session
security

Sessions reside in the CTS token
store, and are not accessible to
users.

Sessions reside on the client and
should be signed and encrypted.

Sessions reside in AM’s memory,
and are not accessible to users.

Impact of storage location for sessions

Server-side sessions Client-side sessions

Hardware Higher I/O and memory consumption. Higher CPU consumption.

Logical hosts Variable or large number of hosts. Variable or large number of hosts.

Session monitoring Available. Not available.

Session location Authoritative source: CTS token store. Sessions
might also be cached in AM’s memory for
improved performance.

In a cookie in the client.

Load balancer
requirements

None. Session stickiness recommended for
performance.

None. Session stickiness recommended for
performance.

Uninterrupted
session availability

No special configuration required. No special configuration required.

Core token service
usage

Authoritative source for user sessions. Provides session denylisting for logged out
sessions.

Core token service
demand

Heavier. Lighter.

Sessions PingAM
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(1) Web agents and Java agents support either signing or encrypting client-side sessions, but not both. For more information, refer
to Client-side session security and agents.

Server-side sessions

Server-side sessions reside in the CTS token store and can be cached in memory on one or more AM servers to improve system
performance.

If the session request is redirected to an AM server that does not have the session cached, that server must retrieve the session
from the CTS token store.

AM stores server-side sessions in the CTS token store and caches sessions in server memory. If a server with cached sessions
fails, or if the load balancer in front of AM servers directs a request to a server that does not have the user’s session cached, the
AM server retrieves the session from the CTS token store, incurring performance overhead.

AM sends a reference to the session to the client, but the reference does not contain any of the session state information. AM can
modify a session during its lifetime without changing the client’s reference to the session.

Advantages of server-side sessions

Full feature support

Server-side sessions support all AM features, such as CDSSO and quotas. Client-side sessions do not. For information
about restrictions on AM usage with client-side sessions, refer to Limitations of client-side sessions.

Session information is not resident in browser cookies

With both server-side authentication sessions and sessions, all the information about the session resides in CTS and might
be cached on one or more AM servers. With client-side sessions, session information is held in browser cookies. This
information could be very long-lived.

Server-side sessions Client-side sessions

Session security Sessions reside in the CTS token store, and are
not accessible to users.

Sessions should be signed and encrypted.(1)

Cross-domain single
sign-on support

All AM capabilities supported. Web agents and Java agents: Supported without
restricted tokens.

lightbulb_2
For information about configuring AM with sticky load balancing, refer to Load balancing.

Tip

info
This advantage does not apply to authentication sessions, since they do not provide features. 

Note
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Server-side authentication sessions

Server-side authentication sessions are supported for authentication trees only.

During authentication, the session reference is returned to the client after a call to the authenticate  endpoint and stored in the 
authId  object of the JSON response.

AM maintains the authenticating user’s session in the CTS token store. After the authentication flow has completed, if the realm
to which the user has authenticated is configured for client-side sessions, AM returns session state to the client and deletes the
server-side session.

Authentication session allowlisting is an optional feature that maintains a list of in-progress authentication sessions and their
progress in the authentication flow to protect against replay attacks. For more information, refer to Authentication session
allowlisting.

Server-side sessions

Once the user is authenticated, the session reference is known as an SSO token. For browser clients, AM sets a cookie in the
browser that contains the session reference. For REST clients, AM returns the session reference in response to calls to the 
authentication  endpoint.

For more information about session cookies, refer to Session cookies and session security.

Related information: Choose where to store sessions

Configure server-side sessions

By default, AM configures the CTS token store schema in the AM configuration store. Before configuring your AM deployment to
use server-side sessions or authentication sessions, we recommend you install and configure an external CTS token store. For
more information, refer to Core Token Service (CTS).

Server-side sessions and authentication sessions benefit from configuring sticky load balancing. For more information, refer to 
Load balancing.

Configure server-side authentication sessions

In the AM admin UI, go to Realms > Realm Name > Authentication > Settings > Trees.

From the Authentication session state management scheme drop-down list, select CTS .

In the Max duration (minutes) field, enter the maximum life of the authentication session in minutes.

Save your changes.

Go to Configure > Authentication > Core > Security.

emergency_home
Configuring storage location for authentication sessions is only supported for authentication trees. Authentication
chains always store authentication sessions in AM’s memory. For more information, refer to Introduction to sessions.

Important

1. 

2. 

3. 

4. 

5. 
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In the Organization Authentication Signing Secret field, enter a base64-encoded HMAC secret that AM uses to sign the
JWT that is passed back and forth between the client and AM during the authentication process. The secret must be at
least 128-bits in length.

Save your changes.

Configure server-side sessions

In the AM admin UI, go to Realms > Realm Name > Authentication > Settings > General.

Ensure the Use Client-Side Sessions check box is not selected.

Save your changes.

Verify that AM creates a server-side session when non-administrative users authenticate to the realm. Perform the
following steps:

Authenticate to AM as a non-administrative user in the realm you enabled for server-side sessions.

In a different browser, authenticate to AM as an administrative user. For example, amAdmin .

Go to Realms > Realm Name > Sessions.

Verify that a session is present for the non-administrative user.

Client-side sessions

For client-side sessions, AM returns the session state to the client after each request and requires the session state to be passed in
with the subsequent request.

For security reasons, you should configure AM to sign and/or encrypt client-side sessions and client-side authentication sessions.
Decrypting and verifying the session can be an expensive operation to perform on each request. AM therefore caches the decrypt
sequence in memory to improve performance.

Find information about configuring client-side security in Client-side session security.

Advantages of client-side sessions

Unlimited horizontal scalability for session infrastructure

Client-side sessions provide unlimited horizontal scalability by storing the session state on the client as a signed and
encrypted JWT.

Overall performance on hosts using client-side sessions can be easily improved by adding more hosts to the AM
deployment.

6. 

7. 

1. 

2. 

3. 

4. 

◦ 

◦ 

◦ 

◦ 

lightbulb_2
Find information about configuring AM with sticky load balancing in Load balancing.

Tip
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Replication-free deployments

Global deployments may struggle to keep their CTS token stores synchronized when distances are long and updates are
frequent.

Client-side sessions aren’t constrained by the replication speed of the CTS token store. Therefore, client-side sessions are
usually more suitable for deployments where a session can be serviced at any time by any server.

Limitations of client-side sessions

The following limitations in functionality apply to client-side authentication sessions and sessions:

Session quotas

Session idle timeout

Cross-domain single sign-on with restricted tokens (web agents and Java agents)

Session signing and encryption (web agents and Java agents)

Uncompressed sessions (web agents and Java agents)

SAML v2.0 single logout using the SOAP binding (1)

SNMP session monitoring (2)

Session management using the AM admin UI

Session notification (2)

Refresh token grace period

(1) Limitation only applies to authenticated sessions

(2) Reduced functionality

Client-side authentication sessions

Client-side authentication sessions are supported for authentication trees only, and are configured by default in new installations.

During authentication, the authentication session state is returned to the client after each call to the authenticate  endpoint and
stored in the authId  object of the JSON response.

If the realm the user authenticated to is configured for server-side sessions, AM creates the user’s session in the CTS token store
when the authentication flow completes.

Storing authentication sessions on the client allows any AM server to handle the authentication flow at any point in time without
load balancing requirements.

Authentication session allowlisting is an optional feature that maintains a list of in-progress authentication sessions and their
progress in the authentication flow to protect against replay attacks. Learn more in Authentication session allowlisting.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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Client-side sessions

For browser-based clients, AM sets a cookie in the browser that contains the session state. When the browser transmits the
cookie back to AM, AM decodes the session state from the cookie. For REST-based clients, AM sends the cookie in a header. Find
more information about session cookies in Session cookies and session security.

Session denylisting is an optional feature that maintains a list of logged out client-side sessions in the CTS token store. Find more
information about session termination and session denylisting in Session termination.

Learn more in Choose where to store sessions.

Configure client-side sessions

Client-side sessions require additional setup in your environment to keep the sessions safe, and to ensure both the browser and
the web server where AM runs can manage large cookies. Additionally, some AM features cannot be used with client-side
sessions. Review the following list before configuring client-side sessions:

Planning for client-side sessions

Ensure the trust store used by AM has the necessary certificates installed:

A certificate is required for encrypting JWTs containing client-side sessions.

If you are using RS256 signing, then a certificate is required to sign JWTs. (HMAC signing uses a shared secret.)

The same certificates must be stored on all servers participating in an AM site. For more information about managing
certificates for AM, refer to Secrets, certificates, and keys.

Ensure that your users' browsers can accommodate larger session cookie sizes required by client-side sessions. For more
information about session cookie sizes, refer to Session cookies and session security.

Ensure that the AM web container can accommodate an HTTP header that is 16K in size or greater. When using Apache
Tomcat as the AM web container, configure the server.xml  file’s maxHttpHeaderSize  property to 16384  or higher.

Ensure that your deployment does not require any of the capabilities specified in the list of limitations that apply to client-
side sessions.

Configure client-side authentication sessions

In the AM admin UI, go to Realms > Realm Name > Authentication > Settings > Trees.

emergency_home
A user is granted a client-side authentication session while they are completing the authentication tree. If session
denylisting is enabled, this authentication session is "logged out" when the tree is completed, to prevent replay
attacks. This "logging out" adds the authentication session to the session denylist for client-side sessions. In the CTS
store, this takes the form of a SESSION_BLACKLIST token that exists for the life of the authentication session. 

Important

• 

◦ 

◦ 

• 

• 

• 

emergency_home
Configuring storage location for authentication sessions is only supported for authentication trees. Authentication
chains always store authentication sessions in AM’s memory. For more information, refer to Introduction to sessions.

Important

1. 
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From the Authentication session state management scheme drop-down list, select JWT .

In the Max duration (minutes) field, enter the maximum life of the authentication session in minutes.

Save your changes.

Go to Configure > Authentication > Core > Security.

In the Organization Authentication Signing Secret field, enter a base64-encoded HMAC secret that AM uses to sign the
JWT that is passed back and forth between the client and AM during the authentication process. The secret must be at
least 128-bits in length.

Save your changes.

Protect your client-side authentication sessions.

Refer to Client-side session security.

Configure client-side sessions

In the AM admin UI, go to Realms > Realm Name > Authentication > Settings > General.

Select the Use Client-Side Sessions check box.

Save your changes.

Protect your client-side sessions. Refer to Client-side session security.

Verify that AM creates a client-side session when non-administrative users authenticate to the realm.

Perform the following steps:

Authenticate to the AM admin UI as the top-level administrator (by default, the amAdmin  user). Note that sessions
for the top-level administrator are always stored in the CTS token store.

Go to Realms > Realm Name > Sessions.

Verify that a session is present for the amAdmin  user.

In your browser, examine the AM cookie, named iPlanetDirectoryPro  by default. Copy and paste the cookie’s
value into a text file and note its size.

Start up a private browser session that will not have access to the iPlanetDirectoryPro  cookie for the amAdmin
user:

In Chrome, open an incognito window.

In Microsoft Edge, start InPrivate browsing.

In Firefox, open a new private window.

In Safari, open a new private window.

Authenticate to AM as a non-administrative user in the realm for which you enabled client-side sessions. Be sure 
not to authenticate as the amAdmin  user this time.

2. 

3. 

4. 

5. 

6. 

7. 

8. 

1. 

2. 
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In your browser, examine the iPlanetDirectoryPro  cookie. Copy and paste the cookie’s value into a second text
file and note its size. The size of the client-side session cookie’s value should be considerably larger than the size of
the cookie used by the server-side session for the amAdmin  user. If the cookie is not larger, you have not enabled
client-side sessions correctly.

Return to the original browser window in which the AM admin UI appears.

Refresh the window containing the Sessions page.

Verify that a session still appears for the amAdmin  user, but that no session appears for the non-administrative
user in the realm with client-side sessions enabled.

In-memory sessions

In-memory sessions reside in AM’s memory. AM sends clients a reference to the session, but the reference does not contain any
of the session state information.

Advantages of in-memory sessions

Faster performance with equivalent host

AM servers configured for in-memory authentication sessions can validate more sessions per second per host than those
configured for client-side or server-side authentication sessions.

Session information is not in browser cookies

Authentication session information resides in AM’s memory and it is not accessible to users. With client-side sessions,
authentication session information is held in browser cookies.

In-memory authentication sessions

In-memory authentication sessions are the only configuration supported for authentication chains. They are also configured by
default for authentication trees after an upgrade.

During authentication, the authentication session reference is returned to the client after a call to the authenticate  endpoint
and stored in the authId  object of the JSON response.

AM maintains the user’s authentication session in its memory. After the authentication flow has completed, AM performs the
following tasks:

If the realm to which the user has authenticated is configured for server-side sessions, AM stores the user’s session in the
CTS token store and deletes the authentication session from memory.

If the realm to which the user has authenticated is configured for client-side sessions, AM stores the user’s session in a
cookie on the user’s browser and deletes the authentication session from memory.

Authentication session allowlisting is an optional feature that maintains a list of in-progress authentication sessions and their
progress in the authentication flow to protect against replay attacks. For more information, refer to Authentication session
allowlisting.

◦ 

◦ 

◦ 

◦ 
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In-memory sessions

AM does not support in-memory sessions for authenticated users.

Configure in-memory authentication sessions

Authentication chains always store authentication sessions in AM’s memory. Perform the steps in the following procedure only
for realms that configure authentication trees:

Ensure you have configured AM for sticky load balancing.

For more information, refer to Load balancing.

In the AM admin UI, go to Realms > Realm Name > Authentication > Settings > Trees.

From the Authentication session state management scheme drop-down list, select In-Memory .

In the Max duration (minutes) field, enter the maximum life of the authentication session in minutes.

Save your changes.

Go to Configure > Authentication > Core > Security.

In the Organization Authentication Signing Secret field, enter a base64-encoded HMAC secret that AM uses to sign the
JWT that is passed back and forth between the client and AM during the authentication process. The secret must be, at
least, 128-bits in length.

Save your changes.

Session termination

AM manages active sessions, allowing single sign-on when authenticated users attempt to access system resources in AM’s
control.

AM ensures that user sessions are terminated when a configured timeout is reached, or when AM users perform actions that
cause session termination. Session termination effectively logs the user out of all systems protected by AM.

With server-side sessions, AM terminates sessions in four situations:

When a user explicitly logs out.

When an administrator monitoring sessions explicitly terminates a session.

emergency_home
Deployments where AM stores authentication sessions in memory require sticky load balancing to route all requests
pertaining to a particular authentication flow to the same AM server. If a request reaches a different AM server, the
authentication flow will start anew.
Authentication chains only support storing authentication sessions in memory. ForgeRock recommends switching to
authentication trees with server-side or client-side authentication sessions.
For information about configuring AM with sticky load balancing, refer to Load balancing.

Important
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When a session exceeds the maximum time-to-live.

When a user is idle for longer than the maximum session idle time.

Under these circumstances, AM responds by removing server-side sessions from the CTS token store and from AM server
memory caches. With the user’s session no longer present in CTS, AM forces the user to reauthenticate during subsequent
attempts to access resources protected by AM.

When a user explicitly logs out of AM, AM also attempts to invalidate the iPlanetDirectoryPro  cookie in users' browsers by
sending a Set-Cookie  header with an invalid session ID and a cookie expiration time that is in the past. In the case of
administrator session termination and session timeout, AM cannot invalidate the iPlanetDirectoryPro  cookie until the next
time the user accesses AM.

Session termination differs for client-side sessions. Since client-side sessions aren’t maintained in the CTS token store,
administrators can’t monitor or terminate them. Because AM does not modify the iPlanetDirectoryPro  cookie for client-side
sessions after authentication, the session idle time isn’t maintained in the cookie. Therefore, AM does not automatically terminate
client-side sessions that have exceeded the idle timeout.

For information about tracking idle time in IG, refer to AmSessionIdleTimeoutFilter.

As with server-side sessions, AM attempts to invalidate the iPlanetDirectoryPro  cookie from a user’s browser when the user
logs out. When the maximum session time is exceeded, AM also attempts to invalidate the iPlanetDirectoryPro  cookie in the
user’s browser the next time the user accesses AM.

It’s important to understand that AM cannot guarantee cookie invalidation. For example, the HTTP response containing the Set-
Cookie  header might be lost. This isn’t an issue for server-side sessions, because a logged-out session no longer exists in the CTS
token store, and a user who attempts to access AM after previously logging out will be forced to reauthenticate.

However, the lack of a guarantee of cookie invalidation is an issue for deployments with client-side sessions. It could be possible
for a logged-out user to have an iPlanetDirectoryPro  cookie. AM could not determine that the user previously logged out.
Therefore, AM supports a feature that takes additional action when users log out of client-side sessions. AM can maintain a list of
logged out client-side sessions in a session denylist in the CTS token store. Whenever users attempt to access AM with client-side
sessions, AM checks the session denylist to validate that the user has not, in fact, logged out.

Since AM does not modify client-side session cookies once they are stored in the end user’s browser, and client-side sessions
contain, among others, the session maximum time-to-live, it is imperative to protected them against tampering. Refer to Client-
side session security for more information.

Enable dynamic session attributes for the realm

To configure the session termination settings for a particular realm, enable the Session service:

In the AM admin UI, go to Realms > Realm Name > Services.

Check if the Session  service appears in the list of services configured for the realm.

If it doesn’t, click Add a Service and select Session  from the drop-down list.

The Session page appears, showing the Dynamic Attributes tab.

Click Save Changes.

• 

• 
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Set maximum session time-to-live

When configuring the maximum session time-to-live (TTL), you must balance security and user experience. Depending on your
application, it may be acceptable for your users to log in once a month. Financial applications, for example, tend to expire their
sessions in less than an hour.

The longer a session is valid, the larger the window during which a malicious user could impersonate a user if they were able to
hijack a session cookie.

In the AM admin UI, go to Realms > Realm Name > Services > Session > Dynamic Attributes.

Note that you can also change maximum session time settings globally for the AM site at Configure > Sessions > Dynamic
Attributes.

In the Maximum Session Time field, set a value suitable for your environment.

Save your changes.

If you update the maximum session TTL, consider reviewing the expiry time for OAuth 2.0 JWTs according to your business needs.
It may be convenient to set them to the same value, but there are times when these values need to be different.

To update the JWT lifetime for individual OIDC clients:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > OpenID
Connect.

Set OpenID Connect JWT Token Lifetime (seconds) to the same duration as the maximum session TTL (minutes).

This value overrides the JWT lifetime set for the OAuth 2.0 provider.

To update the JWT lifetime for the OAuth2 Provider service:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > OpenID Connect.

Set OpenID Connect JWT Token Lifetime (seconds) to the same duration as the maximum session TTL (minutes).

Set maximum session idle timeout

Consider a user with a valid session navigating through pages or making changes to the configuration. If for any reason they leave
their desk and their computer remains open, a malicious user could take the opportunity to impersonate them.

Session idle timeout can help mitigate those situations, by logging out users after a specified duration of inactivity.

Note that session idle timeout can only be used in realms configured for server-side sessions.

In the AM admin UI, go to Realms > Realm Name > Services > Session > Dynamic Attributes.

Note that you can also change idle timeout settings globally for the AM site at Configure > Sessions > Dynamic Attributes.

On the Maximum Time Idle property, configure a value suitable for your environment.

Save your changes.
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Configure client-side session denylisting

Session denylisting ensures that users who have logged out of client-side sessions cannot achieve single sign-on without
reauthenticating to AM. Session denylisting does not apply to authentication sessions.

Make sure that you deployed the Core Token Service (CTS) during AM installation.

The session denylist is stored in the CTS token store.

Go to Configure > Global Services, click Session, and locate the Client-Side Sessions tab.

Select the Enable Session Denylisting option to enable session denylisting for client-side sessions.

When you configure one or more AM realms for client-side sessions, you should enable session denylisting in order to
track session logouts across multiple AM servers.

Changing the value of this property takes effect immediately.

Configure the Session Denylist Cache Size property.

AM maintains a cache of logged-out client-side sessions. The cache size should be around the number of logouts expected
in the maximum session time. Change the default value of 10,000 when the expected number of logouts during the
maximum session time is an order of magnitude greater than 10,000. A session denylist cache configured to a value that’s
too low causes AM to read denylist entries from the Core Token Service store instead of obtaining them from cache, which
results in a small performance degradation.

Changing the value of this property takes effect immediately.

Configure the Denylist Poll Interval property.

AM polls the Core Token service for changes to logged-out sessions if session denylisting is enabled. By default, the polling
interval is 60 seconds. The longer the polling interval, the more time a malicious user has to connect to other AM servers
in a cluster and make use of a stolen session cookie. Shortening the polling interval improves the security for logged out
sessions, but might incur a minimal decrease in overall AM performance due to increased network activity.

Changing the value of this property doesn’t take effect until you restart AM.

Configure the Denylist Purge Delay property.

When session denylisting is enabled, AM tracks each logged-out session for the maximum session time plus the denylist
purge delay. For example, if a session has a maximum time of 120 minutes and the denylist purge delay is one minute,
then AM tracks the session for 121 minutes. Increase the denylist purge delay if you expect system clock skews in a cluster
of AM servers to be greater than one minute. There is no need to increase the denylist purge delay for servers running a
clock synchronization protocol, such as Network Time Protocol.

Changing the value of this property doesn’t take effect until you restart AM.

Click Save Changes.

For detailed information about session service attributes, refer to session configuration.
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emergency_home
Enabling or disabling the session denylist, or altering the cache size, takes effect immediately.
Changes to any other session denylist properties don’t take effect until you restart AM.

Important
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Session cookies and session security

Sessions require the user or client to be able to hold on to cookies. Cookies provided by AM’s Session Service may contain a JSON
Web Token (JWT) with the session or just a reference to where the session is stored.

AM issues a cookie to the user or entity regardless of the session location for client-side and server-side sessions. By default, the
cookie’s name is iPlanetDirectoryPro . For sessions stored in the CTS token store, the cookie contains a reference to the
session in the CTS token store and several other pieces of information. For sessions stored on the client, the 
iPlanetDirectoryPro  cookie contains all the information that would be held in the CTS token store.

Client-side session cookies are comprised of two parts. The first part of the cookie is identical to the cookie used by server-side
sessions, which ensures the compatibility of the cookies regardless of the session location. The second part is a JSON Web Token
(JWT), and it contains session information, as illustrated below:

iPlanetDirectoryPro  cookie for server-side sessions:

AQIC...sswo.*AAJ...MA..*

iPlanetDirectoryPro  cookie for client-side sessions:

AQIC...sswo.*AAJ...MA..*ey....................................fQ.

Note that the examples are not to scale. The size of the client-side session cookie increases when you customize AM to store
additional attributes in users' sessions. You are responsible for ensuring that the size of the cookie does not exceed the
maximum cookie size allowed by your end users' browsers.

Since the session cookie is either a pointer to the actual user session or the session itself, you must configure AM to secure the
session cookie against hijacking, session tampering, and other security concerns.

For example, terminating a session effectively logs the user or entity out of all realms, but the way AM terminates sessions has
security implications depending on where AM stores the sessions. You can also configure the session time-to-live, idle timeout,
the number of concurrent sessions for a user, and others.

Related information:

Secure sessions

Secure session cookies

What information is contained in the AM session cookie?

View and manage sessions

The AM admin UI lets the administrator view and manage active server-side user sessions by realm by going to Realms > Realm
Name > Sessions.

• 

• 

• 

• 

• 
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Figure 1. Sessions Page

To search for active sessions, enter a username in the search box. AM retrieves the sessions for the user and displays them within
a table. If no active server-side session is found, AM displays a session not found message.

You can end any sessions—except the current amAdmin  user’s session—by selecting it and clicking the Invalidate Selected
button. As a result, the user has to authenticate again.

Manage sessions using REST

To manage sessions using REST, send requests to the /json/sessions  endpoint, as shown in the following examples.

Get information about sessions

To get information about a session, send an HTTP POST request to the /json/sessions/  endpoint, using the getSessionInfo
action.

This action returns information about the session token provided in the iPlanetDirectoryPro  header by default. To get
information about a different session token, include it in the POST body as the value of the tokenId  parameter.

emergency_home
Deleting a user does not automatically remove any of the user’s server-side sessions. After deleting a user, check for
any sessions for the user and remove them on the Sessions page.

Important

lightbulb_2
Use the REST API for advanced functionality regarding sessions.

Tip
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The following example shows an administrative user passing their session token in the iPlanetDirectoryPro  header, and the
session token of the demo  user as the value of the tokenId :

$ curl \
--request POST \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=4.0" \
--header "Content-type: application/json" \
--data '{ "tokenId": "BXCCq…NX*1*" }' \
'https://openam.example.com:8443/openam/json/realms/root/sessions/?_action=getSessionInfo'
{
    "username": "demo",
    "universalId": "id=demo,ou=user,dc=openam,dc=forgerock,dc=org",
    "realm": "/",
    "latestAccessTime": "2020-02-21T14:31:18Z",
    "maxIdleExpirationTime": "2020-02-21T15:01:18Z",
    "maxSessionExpirationTime": "2020-02-21T16:29:56Z",
    "properties": {
        "AMCtxId": "aba7b4f3-16ff-4680-b06a-d7ba237d3730-91932"
    }
}

The getSessionInfo  action does not refresh the session idle timeout. To obtain session information about a server-side session 
and reset the idle timeout, use the getSessionInfoAndResetIdleTime  action, as follows:

$ curl \
--request POST \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=4.0, protocol=1.0" \
--header "Content-type: application/json" \
--data '{ "tokenId": "BXCCq…NX*1*" }' \
'https://openam.example.com:8443/openam/json/realms/root/sessions/?_action=getSessionInfoAndResetIdleTime'
{
    "username": "demo",
    "universalId": "id=demo,ou=user,dc=openam,dc=forgerock,dc=org",
    "realm": "/",
    "latestAccessTime": "2020-02-21T14:32:49Z",
    "maxIdleExpirationTime": "2020-02-21T15:02:49Z",
    "maxSessionExpirationTime": "2020-02-21T16:29:56Z",
    "properties": {
        "AMCtxId": "aba7b4f3-16ff-4680-b06a-d7ba237d3730-91932"
    }
}

info
For information on retrieving custom session properties:

For authentication trees, use the Scripted Decision node to retrieve user attributes and session properties,
or the Set Session Properties node for session properties only.
For authentication modules, refer to How do I retrieve user attributes from a session using the REST API? in
the ForgeRock Knowledge Base.

Note

• 

• 
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Validate sessions

To check if a session token is valid, send an HTTP POST request to the /json/sessions/  endpoint with the validate  action.
Provide the session token in the POST data as the value of the tokenId  parameter.

Provide the session token of an administrative user in the iPlanetDirectoryPro  header.

The following example shows an administrative user, such as amAdmin , validating a session token for the demo  user:

$ curl \
--request POST \
--header "Content-type: application/json" \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.0, protocol=1.0" \
--data '{ "tokenId": "BXCCq…NX*1*" }' \
'https://openam.example.com:8443/openam/json/realms/root/sessions?_action=validate'

If the session token is valid, the user ID and its realm is returned:

{
  "valid": true,
  "sessionUid": "c888fe06-dcb4-43e9-b74a-db838c163aa6-164702",
  "uid": "bjensen",
  "realm": "/alpha"
}

By default, validating a session resets the session’s idle time, which triggers a write operation to the Core Token Service token
store. To avoid this, include refresh=false , for example, validate&refresh=false .

Refresh server-side sessions

To reset the idle time of a server-side session, send an HTTP POST request to the /json/sessions/  endpoint, with the refresh
action. This action refreshes the session token provided in the iPlanetDirectoryPro  header by default. To refresh a different
session token, include it in the POST body as the value of the tokenId  query parameter.

The following example shows an administrative user passing their session token in the iPlanetDirectoryPro  header, and
bjensen’s session token as the tokenId  parameter:

emergency_home
You cannot reset the idle timeout of a client-side session.
The AMCtxId  property represents the audit ID for the session. To return the AMCtxId  property in the session
query response (as in this example) you must include AMCtxId  in the Session Properties to return for
session queries , under Realms > Realm Name > Services > Session Property Whitelist Service.

Important

• 
• 

info
If you don’t specify a tokenId, this request validates the session in the iPlanetDirectoryPro header. 

Note
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$ curl \
--request POST \
--header 'Content-Type: application/json' \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.1, protocol=1.0" \
--data '{ "tokenId": "BXCCq…NX*1*" }' \
'https://openam.example.com:8443/openam/json/realms/root/sessions/?_action=refresh'
{
  "uid": "bjensen",
  "realm": "/alpha",
  "idletime": 0,
  "maxidletime": 30,
  "maxsessiontime": 120,
  "maxtime": 6171
}

On success, AM resets the idle time for the server-side session, and returns timeout details of the session.

Invalidate sessions

To invalidate a session, send an HTTP POST request to the /json/sessions/  endpoint with the logout  action. This action
invalidates the session token provided in the iPlanetDirectoryPro  header by default:

$ curl \
--request POST \
--header "Content-type: application/json" \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.1, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/sessions/?_action=logout'
{
    "result": "Successfully logged out"
}

On success, AM invalidates the session and returns a success message.

If the token is not valid and cannot be invalidated an error message is returned:

info
Resetting a server-side session’s idle time triggers a write operation to the Core Token Service (CTS) token
store. To avoid the overhead of write operations to the token store, use the refresh  action only if you want to
reset a server-side session’s idle time.
The idle time of a session is reset subject to the latest access time update frequency. AM updates a session’s
latest access time at most this often. The default is 60 seconds.
AM does not monitor idle time for client-side sessions, so you cannot use the tokenId  of a client-side session
to refresh the session’s idle time.

Note

• 

• 

• 
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{
  "result": "Token has expired"
}

An administrative user can invalidate the session of another authenticated user by providing the session token as the value of the 
tokenId  query parameter.

This example shows an administrative user passing their session token in the iPlanetDirectoryPro  header and invalidating
bjensen’s session by passing her session token in the tokenId  parameter:

$ curl \
--request POST \
--header "Content-type: application/json" \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.1, protocol=1.0" \
--data '{ "tokenId": "BXCCq…NX*1*" }' \
'https://openam.example.com:8443/openam/json/realms/root/sessions/?_action=logout'
{
    "result": "Successfully logged out"
}

Invalidate specific sessions

To invalidate specific sessions for a user, first obtain a list of the user’s active sessions. Send an HTTP GET request to the /json/
sessions/  endpoint, using the SSO token of an administrative user, such as amAdmin  as the value of the iPlanetDirectoryPro
header.

Use a queryFilter  to specify the name of the user and the realm to search.

For example, to obtain the list of active sessions for bjensen  in the alpha  realm, the query filter value would be:

username eq "bjensen" and realm eq "/alpha"

In the following example, there are two active sessions. Note the value of the sessionHandle  properties.

info
The query filter value must be URL-encoded when sent over HTTP.
For more information about query filter parameters, refer to Query.

Note
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$ curl \
--request GET \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.1, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/sessions?
_queryFilter=username%20eq%20%22bjensen%22%20and%20realm%20eq%20%22%2Falpha%22'
{
  "result": [
    {
      "username": "bjensen",
      "universalId": "id=bjensen,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org",
      "realm": "/alpha",
      "sessionHandle": "shandle:ITnOR5S…AA.",
      "latestAccessTime": "2022-11-11T09:32:28.265Z",
      "maxIdleExpirationTime": "2022-11-11T10:02:28Z",
      "maxSessionExpirationTime": "2022-11-11T11:32:28Z"
    },
    {
      "username": "bjensen",
      "universalId": "id=bjensen,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org",
      "realm": "/alpha",
      "sessionHandle": "shandle:JfMui6O…AA.",
      "latestAccessTime": "2022-11-11T09:32:24.395Z",
      "maxIdleExpirationTime": "2022-11-11T10:02:24Z",
      "maxSessionExpirationTime": "2022-11-11T11:32:24Z"
    }
  ],
  "resultCount": 2,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": -1
}

To log out specific sessions, send an HTTP POST request to the /json/sessions/  endpoint, with the logoutByHandle  action.
Include an array of the session handles to invalidate as values of the sessionHandles  property in the POST body.

Use the SSO token of an administrative user, such as amAdmin , as the value of the iPlanetDirectoryPro  header.

This example invalidates the sessions returned by the previous query:
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.1, protocol=1.0" \
--data '{
    "sessionHandles": [
        "shandle:ITnOR5S…AA.",
        "shandle:JfMui6O…AA."
    ]
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/sessions/?_action=logoutByHandle'
{
  "result": {
    "shandle:ITnOR5S…AAA.": true,
    "shandle:JfMui6O…AA.": true
  }
}

Invalidate all sessions for a user

To invalidate (log out) all sessions for a user, send an HTTP POST request to the /json/sessions/  endpoint with the 
logoutByUser  action, specifying the username in the request payload.

Provide the session token of an administrative user in the iPlanetDirectoryPro  header. Users can invalidate their own sessions
by providing their session token in the iPlanetDirectoryPro  header and their username in the body of the request.

This example logs out all bjensen’s sessions:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=5.1, protocol=1.0" \
--data '{"username": "bjensen"}' \
'https://openam.example.com:8443/openam/json/realms/root/sessions/?_action=logoutByUser'
{
  "result": true
}

Session invalidation by user works slightly differently for server-side and client-side sessions.

Server-side sessions

Logout by user simply deletes all sessions for that user. This action creates an AM-SESSION-LOGGED-OUT  event in the
activity log and an AM-LOGOUT  event in the authentication log, as with any other session termination.

Client-side sessions

When the user logs out, a logout token is created. If there is only one AM instance in the site, the logout token is added to a
local cache of that AM instance. If there are multiple AM instances in the site, the other instances poll the CTS a specified
interval to update their logout token cache. For more information, refer to the Enable Invalidation of Sessions Based on
User Identifier property.
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An AM-LOGOUT-USER-TOKEN  event is created in the activity log when the user is logged out. The action is CREATE  or 
UPDATE  depending on whether a token for the user being logged out already exists. The userId  component of this audit
entry is that of the caller, not of the target. For example, if an administrative user logs out another user, the userId  is that
of the administrative user, not that of the user being logged out. The objectId  indicates the target of the operation.

A DELETE  event is audited when the logout token expires and is deleted from the CTS.

Get and set session properties

Use the REST API to read and update properties on users' sessions. Define the properties you want to set in the session property
allowlist service configuration. For information on allowlisting session properties, refer to Session Property Whitelist service.

You can use the REST API to:

Get the names of the properties that you can read or update. This is the same set of properties configured in the Session
Property Whitelist service.

Read and update property values.

Differentiate the user who performs the operation from the session affected by the operation as follows:

Specify the session token of the user performing the operation on session properties in the iPlanetDirectoryPro
header.

Specify the session token of the user whose session is to be read or modified as the tokenId  parameter in the body of
the REST API call.

Omit the tokenId  parameter from the body of the REST API call if the session of the user performing the operation is the
same session that you want to read or modify.

The following examples assume that you configured a property named LoginLocation  in the Session Property Whitelist service.

To retrieve the names and values of the properties you can get or set, send an HTTP POST request to the json/sessions
endpoint, with the getSessionProperties  action:

info
Logout by user is called on a specific realm. If the same user has existing sessions in multiple realms, you must
perform the action in each realm to invalidate all sessions for that user.
Logout by user is disabled for client-side sessions by default. To let administrators invalidate all client-side
sessions for a specific user, set Enable Invalidation of Sessions Based on User Identifier to true  in the client-
side session properties before you perform the action.

Note

• 

• 

• 

• 

info
The ability to set, change and delete session properties is affected by the session state:

For server-side sessions, you can manipulate session properties at any time during the session’s lifetime.
For client-side sessions, you can manipulate session properties only during the authentication process, before
the user receives the session token from AM. For example, you can set or delete properties on a client-side
session from within a post-authentication plugin.

Note

• 
• 

• 

• 

• 
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$ curl \
--request POST \
--header "Content-type: application/json" \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.1, protocol=1.0" \
--data '{ "tokenId": "BXCCq…NX*1*" }' \
'https://openam.example.com:8443/openam/json/realms/root/sessions/?_action=getSessionProperties'
{
    "LoginLocation": ""
}

To set the value of a session property, send an HTTP POST request to the /json/sessions/  endpoint, with the 
updateSessionProperties  action. If you do not specify a tokenId  parameter in the request body, the operation affects the
session specified in the iPlanetDirectoryPro  header:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.1, protocol=1.0" \
--data '{"LoginLocation":"40.748440, -73.984559"}' \

https://openam.example.com:8443/openam/json/realms/root/sessions/?_action=updateSessionProperties

{
    "LoginLocation": "40.748440, -73.984559"
}

To set multiple properties in a single REST API call, specify the list of properties and their values in the JSON payload; for example:

--data '{"property1":"value1", "property2":"value2"}'

To set the value of a session property on another user’s session, specify the session token of the user performing the action in the 
iPlanetDirectoryPro  header and the session token to be modified as the value of the tokenId :

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.1, protocol=1.0" \
--data '{"LoginLocation": "40.748440, -73.984559", "tokenId": "BXCCq…NX*1*"}' \
'https://openam.example.com:8443/openam/json/realms/root/sessions/?_action=updateSessionProperties'
{
    "LoginLocation": "40.748440, -73.984559"
}

If the user attempting to modify the session does not have sufficient access privileges, the preceding examples result in a 403
Forbidden error.

You cannot set properties internal to AM sessions. If you try to modify an internal property in a REST API call, AM also returns a
403 Forbidden error; for example:
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQICS…NzEz*" \
--header "Accept-API-Version: resource=3.1, protocol=1.0" \
--data '{"AuthLevel":"5", "tokenId": "BXCCq…NX*1*"}' \
'https://openam.example.com:8443/openam/json/realms/root/sessions/?_action=updateSessionProperties'
{
    "code": 403,
    "reason": "Forbidden",
    "message": "Forbidden"
}

For a list of the default session properties, refer to Session properties.

Session upgrade

Sessions can be upgraded to provide access to sensitive resources.

Consider a website for a University. Some resources, such as courses and degree catalogs, are free for anyone to see and
therefore, do not need to be protected. The University also provides the students with a portal they can use to see their grades.
This portal is protected with a policy that requires users to authenticate. To pay tuition, students are required to present
additional credentials to increase their authentication level and gain access to these functions.

Allowing authenticated users to provide additional credentials to access sensitive resources is called session upgrade. Session
upgrade is AM’s mechanism to perform step-up authentication.

An authenticated user being redirected to a URL that has the ForceAuth  parameter set to true . For example, https://
openam.example.com:8443/openam/XUI/?realm=/alpha&ForceAuth=true#login

In this case, the user is asked to reauthenticate to the default authentication service in the alpha  realm.

When a new session is created, the old session should no longer be valid. For client-side sessions, invalidating the old
session depends on the value of the Enable Session Denylisting configuration option. If this option is false  (default), then
both the old and new sessions are considered valid after the session upgrade. If this option is true , the old session is no
longer valid

An authenticated user trying to access a resource protected by a web or Java agent, or a custom policy enforcement point
(PEP). In this case, AM sends the agent or PEP an advice that the user must perform one of the following actions:

Authenticate at an authentication level greater than the current level

Authenticate to a specific service

Authenticate to a specific module

The flow of the session upgrade during policy evaluation is as follows:

An authenticated user tries to access a resource.

The PEP, for example a web or Java agent, sends the request to AM for an authorization decision.

• 

• 

◦ 

◦ 

◦ 

1. 

2. 
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AM returns an authorization decision that denies access to the resource, and returns an advice indicating that
the user must present additional credentials to access the resource.

The policy enforcement point sends the user back to AM for session upgrade.

The user provides additional credentials. For example, they may provide a one-time password, swipe their
phone screen, or use face recognition.

AM authenticates the user.

The user can now access the sensitive resource.

Successful. AM performs one of the following actions depending on the type of session configured for the realm:

If the realm is configured for server-side sessions, the resulting action depends on the mechanism used to perform
session upgrade:

When using the ForceAuth  parameter:

(Authentication trees only) AM issues new session tokens to users on reauthentication, even if the
current session already meets the security requirements.

(Authentication chains only) AM does not issue new session tokens on reauthentication, regardless of
the security level they are authenticating to. Instead, it updates the session token with the new
authentication information, if required.

When using advices, AM copies the session properties to a new session and hands the client a new session
token to replace the original one. The new session reflects the successful authentication to a higher level.

If the realm is configured for client-side sessions, AM hands the client a new session token to replace the original
one. The new session reflects the successful authentication to a higher level.

Unsuccessful. AM leaves the user session as it was before the attempt at stronger authentication. If session upgrade fails
because the login page times out, AM redirects the user’s browser to the success URL from the last successful
authentication.

Session upgrade prerequisites

Configure a policy enforcement point (PEP), for example, a web or Java agent, that enforces AM policies on a website or
application.

AM web and Java agents handle session upgrade without additional configuration because the agents are built to handle
AM’s advices. If you build your own PEPs, however, you must take advices and session upgrade into consideration.

Web Agents documentation.

Java Agents documentation.

Request policy decisions over REST (For RESTful PEPs).

3. 

4. 

5. 

6. 

7. 

• 

◦ 

▪ 

▪ 

▪ 

▪ 

◦ 

• 

lightbulb_2
Anonymous sessions can also be upgraded to non-anonymous sessions by using the Anonymous Session Upgrade
node.

Tip

• 

◦ 

◦ 

◦ 
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Configure an authorization policy to protect a resource protected by the Java or web agent, or a RESTful PEP.

The following policy allows GET and POST access to the *://*:*/sample/*  resource to any authenticated user:

Figure 1. Authorization Policy Example

Configure the environment for session upgrade

Configure an authentication tree or chain to validate users' credentials during session upgrade.

Authentication trees and chains do not require additional configuration to perform session upgrade. However, because
session upgrade is a mechanism that can be used to grant users access to sensitive information, you should consider
configuring a strong authentication method such as multi-factor authentication. Also, consider how long-lived sessions in
your environment are. For example, if users should only have access to the protected resource to perform an operation,
such as check the balance of an account, consider implementing transactional authorization instead.

For information about configuring authentication trees and chains, refer to Authentication and SSO.

Configure at least one of the following environment conditions in the authentication policy that you created as part of the 
prerequisites:

• 

lightbulb_2
To track the session through upgrade, enable the cross-upgrade session reference property, which retains its value
throughout the session lifecycle. Enabling this property ensures the session reference is recorded in the audit logs.

Tip

1. 

2. 
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Use this condition to present a list of authentication services (trees or chains) that provide a greater or equal
authentication level to the one specified in the condition. The user selects their service of choice if multiple services are
able to meet the criteria of the condition. For example, the following policy requires a module that provides authentication
level 3  or greater:

Figure 2. Session upgrade by authentication level

Use this condition to specify the chains or authentication trees to which the user needs to use to authenticate. For
example, the following policy requires the user to log in with the Example  tree:

lightbulb_2
For more information about configuring the authentication level by authentication module, refer to 
Authentication levels for chains.

Tip

PingAM Sessions

Copyright © 2025 Ping Identity Corporation 4649



Figure 3. Session upgrade by service

Note that the names of the authentication trees and chains are case-sensitive.

Use this condition to enforce that a user has gone through a specific authentication module. For example, the following
policy requires the user to log in with the DataStore  module:
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Figure 4. Session upgrade by module instance

Test session upgrade:

To test session upgrade with a browser, refer to Perform session upgrade with a browser.

To test session upgrade using REST, refer to Perform session upgrade over REST.

Perform session upgrade with a browser

To upgrade a session using a browser, perform the following steps:

Ensure you have performed the tasks in Session upgrade prerequisites and Configure the environment for session
upgrade.

In a browser, go to your protected resource.

For example, http://www.example.com:9090/sample .

The agent redirects the browser to the AM login screen.

info
The examples show simple policy conditions. For more information about configuring policies and
environment conditions, refer to Policies.

Note

3. 

◦ 

◦ 

1. 

2. 
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Authenticate to AM as the demo  user.

AM requires additional credentials to grant access to the resource. For example, if you set the policy environment
condition to Authentication by Service  and Example , you will be required to log in again as the demo  user.

Authenticate as the demo  user.

Note that providing credentials for a different user will fail.

You can now access the protected resource.

Perform session upgrade over REST

To upgrade a session using REST, perform the following steps:

Ensure you have performed the tasks in Session upgrade prerequisites and Configure the environment for session
upgrade.

Log in with an administrative user that has permission to evaluate policies, such as amAdmin .

For example:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: amadmin" \
--header "X-OpenAM-Password: password" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2…",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

Log in with the user that should access the resources.

For example, log in as bjensen :

3. 

4. 

1. 

2. 

lightbulb_2
You can also assign privileges to a user to evaluate policies.

Tip

3. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: bjensen" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

Request a policy decision from AM for a protected resource, in this case, http://openam.example.com:9090/sample .

The iPlanetDirectoryPro  header sets the SSO token for the administrative user, and the subject  element of the
payload sets the SSO token for bjensen :

$ curl --request POST \
 --header "Content-Type: application/json" \
 --header "iPlanetDirectoryPro: AQIC5wM2…" \
 --header "Accept-API-Version:protocol=1.0,resource=2.1" \
 --data '{
 "resources": [
     "http://www.example.com:9090/sample"
 ],
 "application": "iPlanetAMWebAgentService",
 "subject": { "ssoToken": "AQIC5wM…TU3OQ*"}
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?_action=evaluate"
[
   {
      "resource":"http://www.example.com:9090/sample",
      "actions":{

      },
      "attributes":{

      },
      "advices":{
         "AuthLevelConditionAdvice":[
            "3"
         ]
      },
      "ttl":9223372036854775807
   }
]

AM returns an advice, which means that the user must present additional credentials to access that resource.

For more information about requesting policy decisions, refer to Request policy decisions over REST.

Format the advice as XML, without spaces or line breaks.

The following example is spaced and tabulated for readability purposes only:

4. 

5. 
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<Advices>
    <AttributeValuePair>
       <Attribute name="AuthLevelConditionAdvice"/>
       <Value>3</Value>
    </AttributeValuePair>
</Advices>

URL-encode the XML advice.

For example: 
%3CAdvices%3E%3CAttributeValuePair%3E%3CAttribute%20name%3D%22AuthLevelConditionAdvice%22%2F%3E%3CValue%3

E3%3C%2FValue%3E%3C%2FAttributeValuePair%3E%3C%2FAdvices%3E .

Ensure there are no spaces between tags when URL-encoding the advice.

Call AM’s authenticate  endpoint to request information about the advice.

Use the following details:

Add the following URL parameters:

authIndexType=composite_advice

authIndexValue=URL-encoded-Advice

Set the iPlanetDirectoryPro  cookie as the SSO token for the demo  user.

For example:

info
The example shows the XML render of a single advice. Depending on the conditions configured in the policy,
the advice may contain several lines. For more information about advices, refer to Policy decision advice.

Note

6. 

7. 

◦ 

▪ 

▪ 

◦ 

Sessions PingAM

4654 Copyright © 2025 Ping Identity Corporation



$ curl --request POST \
--header "Content-Type: application/json" \
--cookie "iPlanetDirectoryPro=AQIC5wM…TU3OQ*" \
--header "Accept-API-Version: protocol=1.0,resource=2.1" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate?
authIndexType=composite_advice&authIndexValue=%3CAdvices%3E%3CAttributeValuePair%3E…'
{
   "authId":"eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJhdXRoSW5kZ…",
   "template":"",
   "stage":"DataStore1",
   "header":"Sign in",
   "callbacks":[
      {
         "type":"NameCallback",
         "output":[
            {
               "name":"prompt",
               "value":"User Name:"
            }
         ],
         "input":[
            {
               "name":"IDToken1",
               "value":""
            }
         ]
      },
      {
         "type":"PasswordCallback",
         "output":[
            {
               "name":"prompt",
               "value":"Password:"
            }
         ],
         "input":[
            {
               "name":"IDToken2",
               "value":""
            }
         ]
      }
   ]
}

AM returns information about how the user can authenticate in a callback; in this case, providing a username and
password. For a list of possible callbacks, and more information about the /json/authenticate  endpoint, refer to 
Authenticate over REST.

Call AM’s authenticate  endpoint to provide the required callback information.

Use the following details:

Add the following URL query parameters:

authIndexType=composite_advice

authIndexValue=URL-encoded-Advice

8. 

◦ 

▪ 

▪ 
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Set the iPlanetDirectoryPro  cookie as the SSO token for the demo  user.

Send as data the complete payload AM returned in the previous step, ensuring you provide the requested callback
information.

In this example, provide the username and password for the demo  user in the input  objects, as follows:

$ curl --request POST \
     --header 'Content-Type: application/json' \
     --header "Accept-API-Version: protocol=1.0,resource=2.1" \
     --cookie "iPlanetDirectoryPro=AQIC5wM…TU3OQ*" \
     --data '{
                "authId":"eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJhdXRoSW5kZ…",
                "template":"",
                "stage":"DataStore1",
                "header":"Sign in",
                "callbacks":[
                   {
                      "type":"NameCallback",
                      "output":[
                         {
                            "name":"prompt",
                            "value":"User Name:"
                         }
                      ],
                      "input":[
                         {
                            "name":"IDToken1",
                            "value":"demo"
                         }
                      ]
                   },
                   {
                      "type":"PasswordCallback",
                      "output":[
                         {
                            "name":"prompt",
                            "value":"Password:"
                         }
                      ],
                      "input":[
                         {
                            "name":"IDToken2",
                            "value":"Ch4ng31t"
                         }
                      ]
                   }
                ]
             }
           }' \
     'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate?
authIndexType=composite_advice&authIndexValue=%3CAdvices%3E%3CAttributeValuePair%3E…'
{
   "tokenId":"wpU01SaTq4X2x…NDVFMAAlMxAAA.*",
   "successUrl":"/openam/console",
   "realm":"/alpha"
}

◦ 

◦ 
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Note that AM returns a new SSO token for the demo  user.

Request a new policy decision from AM for the protected resource.

The iPlanetDirectoryPro  header sets the SSO token for the administrative user, and the subject element of the payload
sets the new SSO token for the demo user:

$ curl --request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQIC5wM2…" \
--header "Accept-API-Version:protocol=1.0,resource=2.1" \
--data '{
   "resources":[
      "http://www.example.com:9090/sample"
   ],
   "application":"iPlanetAMWebAgentService",
   "subject":{
      "ssoToken":"wpU01SaTq4X2x…NDVFMAAlMxAAA.*"
   }
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies/policies?_action=evaluate"
[
   {
      "resource":"http://www.example.com:9090/sample",
      "actions":{
         "POST":true,
         "GET":true
      },
      "attributes":{

      },
      "advices":{

      },
      "ttl":9223372036854775807
   }
]

AM returns that demo  can perform POST  and GET  operations on the resource.

9. 
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RADIUS Server



This guide shows you how to configure, maintain, and troubleshoot ForgeRock Access Management when acting as a Remote
Authentication Dial-In User Service (RADIUS) server.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

Introducing RADIUS

RADIUS is a lightweight, datagram-based protocol formally specified in RFC 2865 that is supported by many devices and servers
for external authentication. VPN concentrators, routers, switches, wireless access points, and many other devices have native
RADIUS support. Such devices are known as RADIUS clients. Using the RADIUS protocol, they converse with RADIUS servers to
authenticate entities, such as users attempting to access their resources.

The RADIUS protocol itself is quite simple. There are four packet types:

Access-Request  packets are sent from a client to a server to begin a new authentication conversation, or to respond to a
previous response in an existing conversation and provide requested information.

Access-Accept  packets are sent from a server to a client to indicate a successful authentication.

Access-Reject  packets are sent from a server to a client to indicate a failed authentication.



About RADIUS

Learn about the RADIUS protocol and how AM
supports it.



The RADIUS Server Service

Discover how AM acts as a RADIUS server.



Troubleshooting

Configure AM to troubleshoot the RADIUS Server
service.



The RADIUS Authentication Module

AM as a RADIUS client can delegating
authentication to an external RADIUS server.

• 

• 

• 
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Access-Challenge  packets are sent from a server to a client to solicit more information from the entity being
authenticated.

Each packet type defines:

A set of fields that must be included

Other fields that can be included to convey:

Additional requirements

Information about the context of the conversation

Attributes of the entity after successful authentication

An Access-Request  packet always contains username and password fields but can contain additional fields that provide
information about the client making the request. For example, the optional State  field indicates that a packet is part of an
authentication conversation already in progress; its absence indicates the start of a new conversation.

An authentication conversation always begins with an Access-Request  packet that does not have a State  field. If the RADIUS
server only requires the username and password for authentication, then conversations will complete after the server sends an 
Access-Accept  or Access-Reject  packet, depending on whether the authentication credentials were valid.

If more information is required by the server, such as an SMS-relayed one-time password sent to the user’s phone, the additional
requirement can be solicited using an Access-Challenge  response to the client, followed by an Access-Request  packet that has
a State  field that associates it with the existing conversation. The conversation completes with an Access-Accept  or Access-
Reject  packet depending on whether the one-time password supplied in the second request matches the password sent to the
user’s phone.

This conversational style in which the server accepts, rejects, or solicits more information makes RADIUS an excellent match for
AM’s authentication infrastructure. AM performs authentication using chains of authentication modules found in realms.

These modules identify authentication requirements that are conveyed to clients wishing to authenticate. The modules then
accept values submitted by the user for verification. The mechanism for modules to convey these requirements to AM is through
a finite set of constructs known as callbacks. By leveraging AM’s flexible and extensible authentication mechanism, organizations
can craft an authentication experience suitable for their needs, while using the same mechanisms for both HTTP and RADIUS
authentication.

Two AM features support the RADIUS protocol: RADIUS server service and RADIUS authentication module.

RADIUS server service

The RADIUS server service provides a RADIUS server within AM. The server authenticates RADIUS clients that are external to AM.
The server is backed by AM’s authentication chains and modules, thereby providing the possibility of multi-factor authentication
in addition to simple username and password authentication.

The following example shows the flow of a successful username and password authentication attempt from a RADIUS client:

• 

• 

• 

◦ 

◦ 

◦ 
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Figure 1. RADIUS server service: simple authentication flow

The following example shows the flow of a successful multi-factor authentication scenario in which the RADIUS Server service is
backed by an authentication chain that includes the LDAP and the ForgeRock Authenticator (OATH) authentication modules. First,
the LDAP authentication module requires the user to provide a user name and password. Then, the ForgeRock Authenticator
(OATH) module requires the user to enter a one-time password obtained from the authenticator app on a mobile phone:

Figure 2. RADIUS server service: multi-factor authentication flow

The AM RADIUS server is disabled by default. To enable it, perform the following steps:

Enable and configure the RADIUS server

In the AM admin UI, go to Configure > Global Services, and click RADIUS Server.

Under Secondary Configuration Instance, click New.

AM uses secondary configuration instances in the RADIUS Server service to encapsulate RADIUS clients. You must
configure one secondary configuration instance, also known as a subconfiguration, for each client that will connect to the
RADIUS Server.

Configure attributes for the subconfiguration.

User

User

RADIUS Client

RADIUS Client

AM

AM

1) Prompt for user name and password

2) Provide user name and password

3) Authentication request using Access-Request packet

4) Access-Accept packet

User

User

RADIUS Client

RADIUS Client

AM

AM

1) Prompt for user name and password

2) Provide user name and password

3) Authentication request using Access-Request packet

4) Access-Challenge packet with State field

5) Prompt for one-time password

6) Get one-time password from authenticator app on mobile phone

7) Provide one-time password

8) Response using Access-Request packet with State field

9) Access-Accept packet

1. 
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Refer to RADIUS server for information about configuring the subconfiguration attributes.

Click Add to add the configuration for the RADIUS client to the overall RADIUS server service configuration.

If you have multiple RADIUS clients that will connect to the AM RADIUS server, add a subconfiguration for each client.

You don’t need to configure all your RADIUS clients when you configure the RADIUS server service initially—you can add
and remove clients over time as you need them.

Configure global attributes of the RADIUS server service.

At a minimum, set the Enabled field to YES  to start the RADIUS server immediately after you save the RADIUS server
service configuration.

Refer to RADIUS server for information about configuring the RADIUS server service’s global attributes.

On the main configuration page for the RADIUS server service, click Save.

The RADIUS server starts immediately after you save the configuration if the Enabled field has the value YES . If you make
changes to the RADIUS server service configuration, the changes take effect as soon as you save them.

Troubleshooting

To troubleshoot the RADIUS server service, enable message-level debug logging.

With message-level debug logging enabled, AM writes messages to the Radius  debug log file when notable events occur,
including the following:

RADIUS server startup

Changes to the RADIUS server configuration

Successful and unsuccessful client connections

Various error events

You can configure the RADIUS server service to log the packets sent between RADIUS clients and AM. To enable packet logging,
use the Log Packet Contents for this Client property when configuring RADIUS clients in the RADIUS server service.

Solutions to common RADIUS server service issues

This section offers solutions to issues that you might encounter when configuring communication between RADIUS clients and
the RADIUS server service. The solutions assume that you have enabled message-level debugging for the RADIUS server service
and have access to the debug logs.

Client cannot connect

When a RADIUS client connects to AM’s RADIUS server and hangs without receiving a response, the problem could be one
of four possible issues:

The AM RADIUS server service is not enabled.

An entry similar to the following in the Radius  debug log indicates that AM’s RADIUS server was started:

4. 

5. 

6. 

7. 

• 

• 

• 

• 

• 
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amRadiusServer:10/12/2015 12:00:14:814 PM PDT: Thread[RADIUS-1812-Listener,5,main]:
TransactionId[27350419-8c21-429e-b580-35abf64604cf]
RADIUS Listener is Active.
Port              : 1812
Threads Core      : 2
Threads Max       : 10
Thread Keep-alive : 10 sec
Request Queue     : 10

If no such entry exists in the debug log, re-examine the configuration for the RADIUS server service and correct the
problem.

The client is not defined.

An entry similar to the following in the Radius  debug log indicates that the client cannot connect:

amRadiusServer:10/12/2015 04:05:53:681 PM PDT: Thread[RADIUS-1812-Listener,5,main]:
TransactionId[270084d5-b7d0-42e4-8709-eeaeaf435aff]
WARNING: No Defined RADIUS Client matches IP address /192.168.10.10. Dropping request.

To fix the problem, correct the client configuration in the RADIUS server service.

The handler class for the client is incorrect.

An entry similar to the following in the Radius  debug log indicates an incorrect handler class:

ERROR: Configuration setting handlerClass in RADIUS Client configuration named
'TestClient' is invalid. Requests from this client will be ignored.

To fix the problem, correct the client configuration in the RADIUS server service.

Traffic is not arriving at the AM server.

No specific debug log entries appear for this problem.

This is likely a network communication problem. Investigate the route for traffic between the RADIUS client and the
RADIUS server to see where communication is lost.

Authentication always fails

When authentication always fails, the probable cause is one of the following three issues:

The client secret configured for the client in the RADIUS Server service is incorrect.

• 

• 

• 

• 
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In an Access-Request  packet, the shared secret is used along with the random value sent in the request
authenticator field to encrypt the password field value that is passed across the wire. If the client and server’s
shared secrets are not identical, the password expected by the server will not match the password sent by the
client, resulting in authentication always failing. The user’s password is always incorrect in such a scenario and
there is no way for the server to differentiate between the client secret being incorrect and the password sent from
the client being incorrect. The log file indicates that AM has sent an Access-Reject  packet to the client, similar to
the action that would be taken if the shared secret matched on the client and server and the user entered an
invalid password:

amRadiusServer:10/12/2015 04:27:55:785 PM PDT: Thread[RADIUS-1812-Listener,5,main]:
TransactionId[270084d5-b7d0-42e4-8709-eeaeaf435aff]
finalPacketType sent in response to auth request: 'ACCESS_REJECT'

Since the shared secret is specific to each client, such messages might appear for one RADIUS client, while other
clients can authenticate successfully.

To fix this problem, correct the configuration for your client in the RADIUS Server service.

The realm configured for the client in the RADIUS Server service is incorrect.

An entry similar to the following in the Radius  debug log indicates an invalid realm in the RADIUS Server service
configuration:

ERROR: Unable to start login process. Denying Access.
com.sun.identity.authentication.spi.AuthLoginException: Domain is invalid\|
invalid_domain.jsp

If the realm is missing from the configuration, an error similar to the following appears:

ERROR: Unable to initialize declared handler class
'org.forgerock.openam.radius.server.spi.handlers.OpenAMAuthHandler' for RADIUS
client ''. Rejecting access.
java.lang.IllegalStateException: Configuration property 'realm' not found in
handler configuration. It must be added to the Configuration Properties for this
class in the Radius Client's configuration.

To fix this problem, correct the client configuration in the RADIUS Server service.

The authentication chain configured for the client in the RADIUS Server service is incorrect.

An entry similar to the following in the Radius  debug log indicates an invalid authentication chain in the RADIUS
Server service configuration:

amRadiusServer:10/12/2015 05:32:21:771 PM PDT: Thread[pool-5-thread-2,5,main]:
TransactionId[378a41cf-0581-4b62-a92f-be2b008ab4d3] ERROR: Unable to start login
process. Denying Access.

If the chain is missing from the configuration, an error similar to the following appears:

• 

• 
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ERROR: Unable to initialize declared handler class
'org.forgerock.openam.radius.server.spi.handlers.OpenAMAuthHandler' for RADIUS
client ''. Rejecting access.
java.lang.IllegalStateException: Configuration property 'chain' not found in
handler configuration. It must be added to the Configuration Properties for this
class in the Radius Client's configuration.

To fix this problem, correct the client configuration in the RADIUS Server service.

Configuration is correct but authentication fails

In this case, you might have a client-specific problem. AM provides a tool that you can use to eliminate AM and its
configuration as the cause of the problem. You can declare an alternate handler class implementation in the RADIUS
Server service configuration. Two test handlers are available for troubleshooting purposes:

The org.forgerock.openam.radius.server.spi.handlers.AcceptAllHandler  handler always returns an 
Access-Accept  packet, indicating successful authentication for all requests.

The org.forgerock.openam.radius.server.spi.handlers.RejectAllHandler  handler always returns an 
Access-Reject  packet, indicating failed authentication for all requests.

In a case where you believe that configuration is correct but authentication always fails, you could specify the 
org.forgerock.openam.radius.server.spi.handlers.AcceptAllHandler  handler class in the RADIUS Server service
configuration for your client. With packet logging enabled, all requests received from the client should log packet contents
traffic similar to the following even if the password is incorrect:

WARNING:
Packet from TestClient:
  ACCESS_REQUEST [1]
    - USER_NAME : demo
    - USER_PASSWORD : *******
    - NAS_IP_ADDRESS : /127.0.0.1
    - NAS_PORT : 0

This is followed by:

WARNING:
Packet to TestClient:
  ACCESS_ACCEPT [1]

If the client still indicates that authentication has failed, refer to the documentation for the client to determine why the 
Access-Accept  response is rejected. Most likely, the client expects specific fields in the Access-Accept  response that are
not provided by AM. There is currently no facility in AM to return fields in Access-Accept  responses.

Authentication always succeeds, even with a bad password

This would be a very unusual situation, probably due to the 
org.forgerock.openam.radius.server.spi.handlers.AcceptAllHandler  handler being left in place after
troubleshooting an error scenario in which authentication always suceeds.

• 

• 
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To resolve the problem, verify that the correct handler class is specified in the RADIUS Server service configuration for the
client. If it is not specified, review the authentication modules in the chain that authenticates users and determine whether
one of the modules might be accepting all authentication requests. This situation could also occur because of incorrectly-
specified module criteria in the chain’s definition.

Limitations

Deploying AM’s RADIUS server lets an organization consolidate RADIUS and HTTP authentication into a single solution, facilitating
reuse of existing authentication mechanisms between both types of clients. However, there are several limitations:

Because RADIUS authentication attempts always start with a username and password transmitted in an Access-Request
packet, the first module in an authentication chain used for RADIUS clients must accept a username and a password.

By default, AM caches up to 5,000 RADIUS clients concurrently.

If necessary, you can change the maximum number of RADIUS clients that can be cached concurrently on an AM server by
configuring the org.forgerock.openam.radius.server.context.cache.size  advanced server property.

Refer to Configuring Servers for information about how to configure advanced server properties.

Some AM callback types are not applicable to RADIUS clients. For example, a RedirectCallback  directs HTTP clients, such
as browsers, to HTTP resources to be used for some aspect of authentication. Redirects make no sense to RADIUS clients
and cannot be consumed in any meaningful way.

A ConfirmationCallback  also presents challenges for RADIUS clients.

As a result, some AM authentication modules cannot be used with RADIUS clients. Before attempting to use an
authentication module with RADIUS clients, review the module’s callbacks to determine whether the module will support
RADIUS clients. You can use the REST API to determine the callbacks for an authentication module as described in 
Authenticate over REST.

Some client mechanisms leveraged by authentication modules might not be applicable to RADIUS clients. For example,
suppose a customized SMS one-time password module sends a one-time password over an SMS service, and then
provides a ChoiceCallback  that lets the user set a cookie in their browser that expires after 30 days. Such a module
might first determine whether the cookie was available, still valid, and applicable to the current user before reissuing a
new one-time password and soliciting the value from the user.

RADIUS clients are unable to process HTTP cookies. Although RADIUS clients can support a ChoiceCallback , the
customized feature described in the previous paragraph would not function correctly for RADIUS clients, and therefore
should not be deployed with RADIUS clients. As a result, some callback sets within an authentication module will differ
depending on the type of client being authenticated.

The RADIUS Server service logs only to the ForgeRock common audit logger introduced in OpenAM 13. It does not log to
the classic audit logs that were available prior to OpenAM 13.

When building custom authentication modules, consider their suitability for handling the types of clients that might use them,
and make adjustments to callbacks as needed.

RADIUS authentication module

The RADIUS authentication module lets AM act as a RADIUS client, delegating authentication to an external RADIUS server:

• 

• 

• 

• 

• 
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Figure 1. RADIUS authentication module: successful authentication flow

Use the RADIUS authentication module when you want AM to pass usernames and passwords through to an external RADIUS
server, so that it can authenticate the users.

For information about configuring the RADIUS authentication module, refer to RADIUS authentication module properties.
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User self-service



These topics show you how to configure, maintain, and troubleshoot the user self-service feature provided by ForgeRock Access
Management, which automates account registration and account name retrieval, and forgotten password reset.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

User self-service

The user self-service feature lets your customers self-register on your website, securely reset forgotten passwords and retrieve
their usernames.

AM’s user self-service capabilities greatly reduce help desk costs and provide a rich online experience that strengthens customer
loyalty.

Features

User self-registration

Lets non-authenticated users register on your site. You can add security features like email verification, knowledge-based
authentication (KBA) security questions, Google reCAPTCHA, and custom plugins to augment the self-registration process.



User self-service

Enable self-registration, password reset, and
username retrieval.



Configure user registration

Register users, or delegate user registration to
IDM.



Configure password reset

Allow existing users to reset their password.



Configure username retrieval

Allow existing users to retrieve their username.
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Knowledge-based authentication security questions

Supports the capability to present security questions during the registration process. When enabled, the user is prompted
to enter answers to pre-configured or custom security questions. Then, during the forgotten password or forgotten
username process, the user is presented with the security questions, and must answer them correctly to continue the
process.

Forgotten password reset

Lets registered users already in your system reset their passwords. The default password policy is set in the underlying
directory server and requires a minimum password length of eight characters by default. If security questions are enabled,
users must also correctly answer their pre-configured security questions before resetting their passwords.

Forgotten username support

Lets users retrieve their forgotten usernames. If security questions are enabled, users must also correctly answer their
pre-configured security questions before retrieving their usernames.

Google reCAPTCHA plugin

Supports the ability to add a Google reCAPTCHA plugin to the registration page. This plugin protects against any software
bots that can be used against your site.

Configurable plugins

Supports the ability to add plugins to customize the user services process flow. You can develop your custom code and
drop the .jar  file into your container.

Customizable confirmation emails

Supports the ability to customize or localize confirmation emails in plain text or HTML.

Password policy configuration

Supports password policy configuration, which is enforced by the underlying DS server and manually aligned with
frontend UI templates. The default password policy requires a password with a minimum length of eight characters.

Self-registration user attribute allowlist

Supports attribute allowlisting, which lets you specify which attributes can be set by the user during account creation.

The user self-service feature supports a number of different user flows depending on how you configure your security options.
These options include email verification, security questions, Google reCAPTCHA, and any custom plugins that you create.

Forgotten username retrieval and forgotten password reset support various user flows, depending on how you configure your
security options. If you enabled security questions and the user entered responses to each question during self-registration, the
security questions are presented to the user in random order.

info
The OTP Email Sender node supports plain text notifications only. You cannot include HTML-rich
notifications that use information from shared or transient state. If you need to support HTML notifications,
you can use a Groovy script with a private HTTP client that makes the REST API calls and place the output in a
scripted decision node. 

Note
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Configure user self-service

You can configure the user self-service features to use email address verification, which sends an email containing a link for user
self-registration and forgotten password reset via AM’s email service. You can also send the forgotten username to the user by
email if configured.

The following table summarizes the high-level tasks required to configure the user self-service features:

Create a user self-service instance

In the AM admin UI, go to Realms > Realm Name > Services and select Add a Service.

lightbulb_2
To configure user self-registration and password recovery in the Ping Identity Platform, refer to the Ping Identity
Platform self-service documentation.

Tip

Task Resources

Create encryption and signing keys
The user self-service features require a key pair for
encryption and a signing secret key. Create one of each for
each instance of user self-service you plan to configure.

Create self-service key aliases

Configure a user self-service instance
Each realm requires its own instance. Create a user self-service instance

Configure user self-service security
Configure at least one security method for each feature:

Configure the email service to send an email to users
that are registering, or users that are resetting their
passwords.
Configure knowledge-based questions that users
must answer to reset their passwords.
Configure Google reCAPCHA to protect any of the user
self-service features from bots.

Configure the email service
Configure the Google reCAPTCHA plugin
Configure knowledge-based security questions

Configure user self-service features
Configure the features that your environment requires. Configure user registration

Configure forgotten password reset
Configure forgotten username retrieval

• 

• 

• 

• 

• 

• 
• 
• 

• 
• 
• 

lightbulb_2
You can also delegate user self-registration to IDM.

Tip

1. 
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Select User Self-Service from the list of possible services.

Populate the values of the Encryption Key Pair Alias and the Signing Secret Key Alias properties with the names of the
key pair aliases in your JCEKS keystore.

Note that the name of the demo keys shows with a gray color; that does not mean the fields are filled in.

For example, if you are using the demo keys in the default keystore.jceks  file, set the properties as follows:

Encryption Key Pair Alias to selfserviceenctest .

Signing Secret Key Alias to selfservicesigntest .

Enable the user self-service features.

Select Create.

Configure the email service

The user self-service feature lets you send confirmation emails to users who are registering on your site or resetting forgotten
passwords. Mails are sent using AM’s SMTP or OAuth 2.0 REST-based email service. You can configure the email service by realm
or globally.

If the user enters an invalid first or last name, username, or email address during the username or password reset flows, AM
presents them with a message similar to An email has been sent to the address you entered. Click the link in that
email to proceed , but does not actually send an email.

If the user enters an existing username while registering, AM presents them with a message similar to An email has been sent
to the address you entered. Click the link in that email to proceed , and then sends an email with a registration link to
the address that the user entered. Clicking on the link sends the user to the registration page again, and AM shows a message
similar to One or more user account values are invalid .

This is to protect the service against account enumeration attacks.

Perform the following steps to configure the email service:

In the AM admin UI, go to Realms > Realm Name > Services.

Select Add a Service and choose Email Service from the list of available services.

In the Email From Address field, enter the email address from which to send email notifications; for example, no-
reply@example.com .

For Microsoft Graph API transport configurations, this address must exist in the Microsoft Exchange administration center.

2. 

3. 

◦ 

◦ 

info
The demo key aliases are for test or evaluation purposes. Do not use them in production environments.
To create new key aliases, see Create self-service key aliases.

Note

4. 

5. 

emergency_home
Each user must have a unique email address to use the email features of user self-service.

Important

1. 

2. 

3. 
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The Transport Type drop-down menu is empty until a secondary configuration is created.

Click Create.

Configure the generic attributes that apply to both types of email service, such as the profile attribute for the user’s email
address, the subject, and content for notification messages.

For more information about the different configuration properties, refer to Email service.

Save your changes.

On the Secondary Configurations tab, click Add a Secondary Configuration.

To configure an OAuth 2.0 REST-based transport type, select Microsoft Graph API.

Refer to the details of your Microsoft account to complete these settings.

Provide a name for the Microsoft REST transport secondary configuration.

This name is used later to map the client secret in the secret store.

In the Email Rest Endpoint URL field, enter the URL for the endpoint URL for sending emails.

The format for this is https://graph.microsoft.com/v1.0/users/USER ID/sendMail , for example: https://
graph.microsoft.com/v1.0/users/bjensen@xftq8.onmicrosoft.com/sendMail .

In the OAuth2 Token Endpoint URL field, enter the OAuth 2.0 authentication endpoint.

The format for this is https://login.microsoftonline.com/TENANT ID/oauth2/v2.0/token , for example: 
https://login.microsoftonline.com/d258d3da-98a2-492b-875e-059a6abfbdf9/oauth2/v2.0/token .

In the OAuth2 Client Id field, enter the ID for the OAuth 2.0 client. This is the client ID or application ID provided by
the Microsoft Application Registration portal.

In the OAuth2 Scopes field, enter the scopes to be requested as part of the OAuth 2.0 authentication. The value
supported by Microsoft Graph API is https://graph.microsoft.com/.default .

To configure an SMTP Basic authentication transport type, select SMTP.

4. 

5. 

6. 

7. 

8. 

◦ 

info
The name must include alphanumeric characters only. 

Note

◦ 

◦ 

◦ 

◦ 

info
You must also save the client secret obtained from Microsoft in the secret store. This example uses the file
system secret store:

Create a file system secret volume if one does not exist already.
Map the secret ID to a file:

Create a file named am.services.email.microsoftrest.TRANSPORT CONFIGURATION
NAME.clientsecret ; for example, if you named the Microsoft REST transport secondary
configuration msrest , create a file named 
am.services.email.microsoftrest.msrest.clientsecret.txt .
The filename must use alphanumeric characters only.
Add the secret to the file and save.

Note

1. 
2. 

1. 

2. 

9. 
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Note that SMTP Basic authentication is deprecated and you should use the OAuth 2.0 REST-based Microsoft Graph API
transport configuration instead where possible.

Provide a name for the SMTP transport secondary configuration.

In the Mail Server Host Name field, enter the hostname of the mail server. If you are using the Google SMTP
server, you must also configure the Google Mail settings to enable access for less secure applications.

In the Mail Server Authentication Username field, enter the username to authenticate to the mail server. If you
are testing on a Google account, you can enter a known Gmail address.

In the Mail Server Authentication Password field, enter the password corresponding to the username used to
authenticate to the mail server.

Select Create.

Configure additional properties in the email service as needed.

Configure the Google reCAPTCHA plugin

The user self-service feature supports the Google reCAPTCHA plugin, which can be placed on the Register Your Account, Reset
Your Password, and Retrieve Your Username pages. The Google reCAPTCHA plugin protects your user self-service
implementation from software bots.

Google reCAPTCHA is the only supported plugin for user self-service. AM works with Google reCAPTCHA v2. Any other Captcha
service will require a custom plugin.

Register your website at a Captcha provider, such as Google reCAPTCHA, to get your site and secret key.

When you register your site for Google reCAPTCHA, you only need to obtain the site and secret key, which you enter in the 
User Self-Service configuration page in the AM admin UI. You do not have to do anything with client-side integration and
server-side integration. The Google reCAPTCHA plugin appears automatically on the Register Your Account, Reset Your
Password, and Retrieve Your Username pages after you configure it in the AM admin UI.

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

lightbulb_2
You can configure different realms to use different email transport configuration types. 

Tip

info
To configure JVM properties for proxy support, see Configure AM for outbound communication.

Note

1. 
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Figure 1. Google reCAPTCHA Page

In the AM admin UI, go to Realms > Realm Name > Services and select the User Self-Service service.

Select the General Configuration tab.

In the Google reCAPTCHA Site Key field, enter the site key that you obtained from the Google reCAPTCHA site.

In the Google reCAPTCHA Secret Key field, enter the secret key that you obtained from the Google reCAPTCHA site.

In the Google reCAPTCHA Verification URL field, leave the URL by default.

Save your changes.

Enable Google reCAPTCHA for the user self-service features.

For more information see:

Configure user registration

Configure forgotten password reset

Configure forgotten username retrieval

Configure knowledge-based security questions

Knowledge-based authentication (KBA) is an authentication mechanism in which the user must correctly answer a number of pre-
configured security questions that are set during the initial registration setup. If successful, the user is granted the privilege to
carry out an action, such as registering an account, resetting a password, or retrieving a username. The security questions are
presented in a random order to the user during the User Self-Registration, forgotten password reset, and forgotten username
processes.

AM provides a default set of security questions and easily allows AM administrators and users to add their own custom questions.

Security questions must be set in order for users to reset their password.

2. 

3. 

4. 

5. 

6. 

7. 

8. 

◦ 

◦ 

◦ 
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If the user enters an invalid username, email, or first name/surname pair as part of a recovery flow, AM presents them with a
random KBA question before failing the flow. This is to protect the service against account enumeration attacks. If both the
security questions and the confirmation emails are enabled for a given flow, AM presents the user with a message similar to An
email has been sent to the address you entered. Click the link in that email to proceed , but does not actually send
an email.

In the AM admin UI, go to Realms > Realm Name > Services and select the User Self-Service service.

Select the General Configuration tab.

In the Security Questions field, several questions are available by default.

Enter your own questions as required. The syntax is OrderNum|ISO-3166-2 Country Code|Security Question . For
example, 5|en|What is your dog’s name? . Make sure that order numbers are unique.

In the Minimum Answers to Define field, enter the number of security questions that will be presented to the user during
the registration process.

In the Minimum Answers to Verify field, enter the number of security questions that must be answered during the
Forgotten Password and Forgotten Username services.

Save your changes.

Ensure that the kbainfo  attribute is set in the profile attribute allowlist.

The profile attribute allowlist controls the information returned to non-administrative users when they access json/user
endpoints. For example, the allowlist controls the attributes shown in the user profile page.

Common profile attributes are allowlisted by default. You must add any custom attributes that you want non-administrative users
to see.

The allowlist can be set globally, or per realm, in the user self-service service. To modify the list:

Globally: Go to Configure > Global Services > User Self-Service > Profile Management, and edit the Self readable
attributes field.

By realm: Go to Realms > Realm Name > Services > User Self-Service > Profile Management, and edit the Self readable
attributes field.

Note that you need to add the user self-service service to the realm if you have not done so already, but you do not need
to configure anything other than the allowlist.

Configure user registration

User self-registration lets end users create their own accounts in AM. You can configure AM to perform user registration, or you
can delegate user registration to IDM.

1. 

2. 

3. 

warning
You should never remove any security questions as a user may have reference to a given question. 

Warning

4. 

5. 

6. 

7. 

• 

• 
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Configure AM for user self-registration

Although you can configure user self-registration without any additional security mechanisms, such as email verification or KBA
security questions, we recommend configuring the email verification service with user self-registration at a minimum.

In the AM admin UI, configure the email service.

Go to Realms > Realm Name > Services and select User Self-Service.

On the User Registration tab, enable User Registration.

Enable Captcha to turn on the Google reCAPTCHA plugin. Make sure you have configured the plugin, as described in 
Configure the Google reCAPTCHA plugin.

Enable Email Verification to turn on the email verification service. We recommend you leave Email Verification enabled, so
users who self-register must perform email address verification.

Enable Verify Email before User Detail to verify the user’s email address before requesting the user details.

By default, the user self-registration flow validates the email address after the user has provided their details. Enable this
setting for backwards-compatibility with self-registration flows configured in OpenAM 13 or 13.5.

Enable Security Questions to display security questions during the self-registration process.

If you enable security questions, the user is presented with the configured questions during the forgotten password and
forgotten username flows. The user must answer these questions in order to reset their passwords or retrieve their
usernames .

In the Token LifeTime field, set an appropriate number of seconds for the token lifetime. If the token lifetime expires
before the user self-registers, they will need to restart the registration process.

Default: 300  seconds.

To customize the user registration outgoing email, perform the following steps:

In the Outgoing Email Subject field, enter the subject line of the email.

The syntax is lang|subject-text , where lang  is the ISO-639 language code, such as en  for English, or fr  for
French. For example, the subject line values could be: en|Registration Email  and fr|E-mail d’inscription .

In the Outgoing Email Body field, enter the text of the email.

The syntax is lang|email-text , where lang  is the ISO-639 language code. The email body text must be all on one
line, and can contain any HTML tags within the body of the text.

For example:

en|Thank you for registering with example.com! Click <a href="%link%">here</a> to register.`

In the Valid Creation Attributes field, enter the attributes that the user can set during registration.

These attributes are based on the AM identity repository.

For Destination After Successful Registration, select one of the following options:

auto-login. User is automatically logged in and sent to the appropriate page within the system.
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default. User is sent to a success page without being logged in. In this case, AM displays a "You have successfully
registered" page. The user can then click the Login link to log in to AM. This is the default selection.

login. User is sent to the login page to authenticate.

Save your changes.

On the Advanced Configuration tab, configure the User Registration Confirmation Email URL for your deployment. The
default is: https://openam.example.com:8443/openam/XUI/?realm=${realm}#register/ .

Save your changes.

Delegate user self-registration to IDM

Like AM, IDM offers user self-registration functionality. However, IDM provides additional onboarding and provisioning features.

You can delegate user registration to IDM after a user has authenticated to AM, using a social identity authentication module, for
example.

For IDM to complete the registration process:

AM and IDM must be connected to the same user data store.

For more information, refer to the shared identity store sample in the platform documentation.

AM and IDM must share the signing and encryption keys used for self-service.

You can supply your own keys for both servers, or you can use the default IDM keys.

To use the default IDM keys, follow the instructions in Copy key aliases to copy the following key aliases from the IDM
keystore to the AM keystore:

openidm-selfservice-key —encrypts JWT self-service tokens using HS256 (HMAC with SHA-256) (SecretKeyEntry)

selfservice —Signs JWT session tokens using RSA (PrivateKeyEntry)

When you have copied the keys, restart AM to apply the changes.

Configure AM to let IDM handle registration

In the AM admin UI, go to Configure > Global Services > IdmIntegrationService and enable the service.

Enter the URL of the IDM instance in the idmDeploymentUrl field, for example https://idm.example.com .

Enter the signing and encryption key information:

If you used the default IDM keys, enter the following key information:

In the provisioningSigningKeyAlias field, enter selfservice .

In the provisioningEncryptionKeyAlias field, openidm-selfservice-key .

In the provisioningSigningAlgorithm field, enter HS256 .

In the provisioningEncryptionAlgorithm field, enter RSAES_PKCS1_V1_5 .

In the provisioningEncryptionMethod field, enter A128CBC_HS256 .

◦ 

◦ 

12. 

13. 

14. 

• 

• 

◦ 

◦ 

1. 

2. 

3. 

1. 

▪ 

▪ 

▪ 

▪ 

▪ 

User self-service PingAM

4678 Copyright © 2025 Ping Identity Corporation

https://docs.pingidentity.com/platform/7.4/sample-setup/deployment2.html
https://docs.pingidentity.com/platform/7.4/sample-setup/deployment2.html


If you created new signing or encryption keys, enter the details of these keys. The keys must be identical and
available in the default keystores of both AM and IDM.

For more information, see Security in the IDM documentation.

If you are using IDM 6 or earlier, enable the jwtSigningCompatibilityMode property.

For details of the configuration properties, see IDM provisioning.

Save your changes.

In the AM admin UI, go to Realms > Realm Name > Authentication > Modules, and create or select a social authentication
module in which to enable IDM user registration.

On the social authentication module page, perform the following actions on the Account Provisioning tab:

Select Use IDM as Registration Service.

Enable Create account if it does not exist.

Save your changes.

Successfully authenticating to a social authentication module that has IDM as the registration service redirects the user to
IDM to complete the user registration.

For basic information on integrating AM and IDM, refer to the sample platform setup documentation.

User management of passwords and security questions

Once the user has self-registered to your system, they can change their password and security questions at any time on the user
profile page. The user profile page provides tabs to carry out these functions.

Figure 1. User Profile Page Password Tab
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Figure 2. User Profile Page Security Questions Tab

Configure forgotten password reset

The forgotten password feature allows existing users to reset their passwords when they cannot remember them.

In the AM admin UI, go to Realms > Realm Name > Services and select the User Self-Service service.

Select the Forgotten Password tab.

Enable Forgotten Password.

Enable Captcha to turn on the Google reCAPTCHA plugin. Make sure you configured the plugin as described in Configure
the Google reCAPTCHA plugin.

Enable Email Verification to turn on the email verification service. ForgeRock recommends that you keep it enabled.

Note that the recovery link AM emails to the user contains a code that can only be used once.

Enable Security Questions to display security questions to the user during the forgotten password reset process. The user
must have security questions defined in their profile, and must correctly answer the presented questions to be able to
reset passwords.

You can also configure AM to lock an account if the user fails to answer their security questions a number of times. To
enable this feature, perform the following steps:

Enable Enforce password reset lockout.

In the Lock Out After number of attempts field, set the number of questions the user must fail to answer for AM
to lock their account.
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In the Token LifeTime (seconds) field, enter an appropriate number of seconds for the token lifetime. If the token lifetime
expires before the user resets their password, then the user will need to restart the forgotten password process over
again.

Default: 300  seconds.

To customize the forgotten password outgoing email, perform the following steps:

In the Outgoing Email Subject field, enter the subject line of the email.

The syntax is lang|subject-text , where lang  is the ISO-639 language code, such as en  for English, fr  for
French, and others. For example, the subject line value could be: en|Forgotten Password Email .

In the Outgoing Email Body field, enter the text of the email.

The syntax is lang|email-text , where lang  is the ISO-639 language code. Note that email body text must be all
on one line and can contain any HTML tags within the body of the text.

For example, the email body text could be:

en|Thank you for request! Click <a href="%link%">here<;/a> to reset your password.

Save your changes.

Under the Advanced Configuration tab, change the default Forgotten Password Confirmation Email URL for your
deployment. The default is: https://openam.example.com:8443/openam/XUI/?realm=${realm}#passwordReset/ .

Save your changes.

Configure forgotten username retrieval

The forgotten username feature allows existing users to retrieve their usernames when they cannot remember them.

In the AM admin UI, go to Realms > Realm Name > Services and select User Self-Service.

Select the Forgotten Username tab.

Enable Forgotten Username.

Enable Captcha to turn on the Google reCAPTCHA plugin. Make sure you configured the plugin as described in Configure
the Google reCAPTCHA plugin.

Enable Security Questions to display security questions to the user during the forgotten password reset process. The user
must have security questions defined in their profile, and must correctly answer the presented questions to be able to
reset passwords.

Enable Email Username for the user to receive the retrieved username by email.

Enable Show Username for the user to see their retrieved username on the browser.

In the Token LifeTime (seconds) field, enter an appropriate number of seconds for the token lifetime. If the token lifetime
expires before the user resets their password, then the user will need to restart the forgotten password process over
again.

Default: 300  seconds.
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To customize the forgotten username outgoing email, perform the following steps:

In the Outgoing Email Subject field, enter the subject line of the email.

The syntax is lang|subject-text , where lang  is the ISO 639 language code, such as en  for English, fr  for
French, and others. For example, the subject line value could be: en|Forgotten username email .

In the Outgoing Email Body field, enter the text of the email.

The syntax is lang|email-text , where lang  is the ISO 639 language code. Note that email body text must be all
on one line and can contain any HTML tags within the body of the text.

For example, the email body text could be: en|Thank you for your inquiry! Your username is %username%.

Save your changes.

Register a user

The AM UI includes pages for users to register to AM. You can, however, create a RESTful application to leverage the user self-
service features.

Figure 1. User self-registration basic flow (UI)
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When performing user self-service functions, you can enable one or more security methods, such as email validation, Google
reCAPTCHA, knowledge-based authentication, or custom plugins. Each configured security method requires requests to be sent
from AM to the client, and completed responses returned to AM to verify.

A unique token is provided in the second request to the client that must be used in any subsequent responses, so that AM can
maintain the state of the user self-service process.

By default, the user self-registration flow validates the email address after the user has provided their details. AM also provides a
backwards-compatible mode for user self-registration flows configured in OpenAM 13 and 13.5 that lets AM validate the email
address before the user has provided their details.

Register a user over REST

Before performing the steps in this procedure, ensure that Verify Email before User Detail (Realms > Realm Name > Services >
User Self-Service > User Registration) is disabled.

Create a GET request to the /selfservice/userRegistration  endpoint.

Notice that the request does not require any form of authentication:

1. 
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$ curl \
--header "Accept-API-Version: resource=1.0, protocol=1.0" \
https://openam.example.com:8443/openam/json/realms/root/selfservice/userRegistration
{
   "requirements": {
     "$schema": "http://json-schema.org/draft-04/schema#",
     "description": "New user details",
     "properties": {
        "user": {
            "description": "User details",
            "type": "object"
        }
     },
     "required": [
        "user"
     ],
     "type": "object"
   },
   "tag": "initial",
   "type": "userDetails"
}

AM sends a request to complete the user details. The required  array defines the data that must be returned to AM to
progress past this step of the registration. In the example, the required type is a user  object that contains the user
details.

Create a POST response back to the /selfservice/userRegistration  endpoint with a query string containing 
_action=submitRequirements . In the POST data, include an input  element in the JSON structure, which should contain
values for each element in the required  array of the request.

In this example, AM requests an object named user . Ths object should contain values for the username , givenName , sn ,
mail , userPassword , and inetUserStatus  properties:

2. 
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$ curl \
--header "Accept-API-Version: resource=1.0, protocol=1.0" \
--request POST \
--header "Content-Type: application/json" \
--data \
'{
    "input": {
       "user": {
         "username": "DEMO",
         "givenName": "Demo User",
         "sn": "User",
         "mail":"demo@example.com",
         "userPassword": "forgerock",
         "inetUserStatus": "Active"
       }
    }
}' \
https://openam.example.com:8443/openam/json/realms/root/selfservice/userRegistration?
_action=submitRequirements
{
    "requirements": {
      "$schema": "http://json-schema.org/draft-04/schema#",
      "description": "Verify emailed code",
      "properties": {
         "code": {
             "description": "Enter code emailed",
             "type": "string"
         }
      },
      "required": [
          "code"
      ],
      "type": "object"
    },
    "tag": "validateCode",
    "token": "eyJ0eXAiOiJKV.....QiLCJjmqrlqUfQ",
    "type": "emailValidation"
}

If the response is accepted, AM continues with the registration process and sends the next request for information.

The value of the token  element should be included in this and any subsequent responses to AM for this registration; AM
uses this information to track which stage of the registration process is being completed.

Note that the request for information is of the type emailValidation . Other possible types include:

captcha , if the Google reCAPTCHA plugin is enabled

kbaSecurityAnswerDefinitionStage , if knowledge-based security questions are required

For an example of Google reCAPTCHA validation, see Retrieve forgotten usernames.

Return the information required by the next step of the registration, along with the token  element.

In this example, the user information was accepted and a code was emailed to the email address. AM requires this code in
the response in an element named code  before continuing:
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0, protocol=1.0" \
--data \
'{
    "input": {
        "code": "cf53fcb6-3bf2-44eb-a437-885296899699"
    },
    "token": "eyJ0eXAiOiJKV.....QiLCJjmqrlqUfQ"
}' \
https://openam.example.com:8443/openam/json/realms/root/selfservice/userRegistration?
_action=submitRequirements
{
    "type": "selfRegistration",
    "tag": "end",
    "status": {
        "success": true
    },
    "additions": {}
}

When the process is complete, the response from AM has a tag  property with value of end . If the success  property in
the status  object has a value of true , then self-registration is complete and the user account was created.

In the example, AM only required email verification to register a new user. In flows containing Google reCAPTCHA
validation or knowledge-based security questions, you would continue returning POST data to AM containing the
requested information until the process is complete.

Register a user over REST (backwards-compatible mode)

Before performing the steps in this procedure, ensure that Verify Email before User Detail (Realms > Realm Name > Services >
User Self-Service > User Registration) is enabled.

Create a GET request to the /selfservice/userRegistration  endpoint.

Notice that the request does not require any form of authentication:
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$ curl \
--header "Accept-API-Version: resource=1.0, protocol=1.0" \
https://openam.example.com:8443/openam/json/realms/root/selfservice/userRegistration
{
   "type":"emailValidation",
   "tag":"initial",
   "requirements":{
      "$schema":"http://json-schema.org/draft-04/schema#",
      "description":"Verify your email address",
      "type":"object",
      "required":[
         "mail"
      ],
      "properties":{
         "mail":{
            "description":"Email address",
            "type":"string"
         }
      }
   }
}

AM sends the first request for security information. In this example, the first request is of type emailValidation , but
other types include captcha , if the Google reCAPTCHA plugin is enabled, and kbaSecurityAnswerDefinitionStage , if
knowledge-based authentication is required.

The required  array defines the data that must be returned to AM to progress past this step of the registration.

The properties  element contains additional information about the required response, such as a description of the
required field, or the site key required to generate a reCAPTCHA challenge.

Create a POST response back to the /selfservice/userRegistration  endpoint with a query string containing 
_action=submitRequirements . In the POST data, include an input  element in the JSON structure, which should contain
values for each element in the required  array of the request.

In this example, a mail  value was requested:
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0, protocol=1.0" \
--data \
'{
    "input": {
        "mail": "demo.user@example.com"
    }
}' \
https://openam.example.com:8443/openam/json/selfservice/userRegistration\
?_action=submitRequirements
{
   "type":"emailValidation",
   "tag":"validateCode",
   "requirements":{
      "$schema":"http://json-schema.org/draft-04/schema#",
      "description":"Verify emailed code",
      "type":"object",
      "required":[
         "code"
      ],
      "properties":{
         "code":{
            "description":"Enter code emailed",
            "type":"string"
         }
      }
   },
   "token":"eyAicHis...PIF-lN4s"
}

If the response was accepted, AM continues with the registration process and sends the next request for information. In
this example, the email address was accepted and a code was emailed to the address, which AM requires in the response
in an element named code  before continuing.

The value of the token  element should be included in this and any subsequent responses to AM for this registration.

Continue returning POST data to AM containing the requested information, in the format specified in the request. Also
return the token  value in the POST data, so that AM can track which stage of the registration process is being completed:
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0, protocol=1.0" \
--data \
'{
    "input": {
        "code": "cf53fcb6-3bf2-44eb-a437-885296899699"
    },
    "token": "eyAicHis...PIF-lN4s"
}' \
https://openam.example.com:8443/openam/json/selfservice/userRegistration\
?_action=submitRequirements
{
   "type":"userDetails",
   "tag":"initial",
   "requirements":{
      "$schema":"http://json-schema.org/draft-04/schema#",
      "description":"New user details",
      "type":"object",
      "required":[
         "user"
      ],
      "properties":{
         "user":{
            "description":"User details",
            "type":"object"
         }
      }
   },
   "token":"eyAicHis...PIF-lN4s"
}

When requested—when the type  value in the request is userDetails —supply the details of the new user as an object in
the POST data:
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0, protocol=1.0" \
--data \
'{
    "input": {
        "user": {
            "username": "demo",
            "givenName": "Demo User",
            "sn": "User",
            "userPassword": "d3m0",
            "inetUserStatus": "Active"
        }
    },
    "token": "eyAicHis...PIF-lN4s"
}' \
https://openam.example.com:8443/openam/json/selfservice/userRegistration\
?_action=submitRequirements
{
     "type": "selfRegistration",
     "tag": "end",
     "status": {
     "success": true
     },
     "additions": {}
}

When the process is complete, the tag  element has a value of end . If the success  element in the status  element has a
value of true , then self-registration is complete and the user account was created.

The user self-service feature provides options to set the user’s destination after a successful self-registration. These options
include redirecting the user to a 'successful registration' page, to the login page, or automaticatically logging the user into the
system. Use the Destination After Successful Self-Registration  property to set the option (on the console: Realm Name >
Services > User Self-Service > User Registration). When you select User sent to 'successful registration' page  or User
sent to login page , the JSON response after a successful registration is as follows:

{
   "type": "selfRegistration",
   "tag": "end",
   "status": {
       "success": true
   },
   "additions": {}
}

If you select User is automatically logged in , the JSON response is:
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{
    "type": "autoLoginStage",
    "tag": "end",
    "status": {
        "success": true
    },
    "additions": {
        "tokenId": "AQIC5…MQAA*",
        "successUrl": "/openam/console"
    }
}

Reset forgotten passwords

The AM UI includes pages for users to reset their forgotten passwords. You can, however, create a RESTful application to leverage
the user self-service features.

Forgotten password flow in the UI

When performing user self-service functions, you can enable one or more security methods such as email validation, Google
reCAPTCHA, knowledge-based authentication, or custom plugins.
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Each configured security method requires particular security data that AM requests from the client for verification.

A unique token is provided in the second response to the client that must be used in any subsequent requests, so that AM can
maintain the state of the user self-service process.

Send a GET request to the /selfservice/forgottenPassword  endpoint.

Notice that the request does not require any form of authentication:

$ curl \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/json/realms/root/selfservice/forgottenPassword"
{
  "type": "captcha",
  "tag": "initial",
  "requirements": {
    "$schema": "http://json-schema.org/draft-04/schema#",
    "description": "Captcha stage",
    "type": "object",
    "required": [
      "response"
    ],
    "properties": {
      "response": {
        "recaptchaSiteKey": "6Lfr1…cIqbd",
        "description": "Captcha response",
        "type": "string"
      }
    }
  }
}

In this example, the Google reCAPTCHA plugin is enabled, so the first required item of security data is of the captcha
type.

Send a POST request to the /selfservice/forgottenPassword  endpoint with a query string containing 
_action=submitRequirements . In the POST data, include an input  element in the JSON structure, which should contain
values for each element in the required  array of the response.

In this example, the response  value required is the user input provided after completing the Google reCAPTCHA
challenge:

1. 
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$ curl \
--header "Accept-API-Version: resource=1.0" \
--request POST \
--header "Content-Type: application/json" \
--data \
'{
    "input": {
        "response": "03AHJ…qiE1x4"
    }
}' \
"https://openam.example.com:8443/openam/json/realms/root/selfservice/forgottenPassword?
_action=submitRequirements"
{
    "type": "userQuery",
    "tag": "initial",
    "requirements": {
        "$schema": "http://json-schema.org/draft-04/schema#",
        "description": "Find your account",
        "type": "object",
        "required": [
            "queryFilter"
        ],
        "properties": {
            "queryFilter": {
                "description": "filter string to find account",
                "type": "string"
            }
        }
    },
    "token": "eyAicHis…PIF-lN4s"
}

If the input value was accepted, AM continues with the password reset process and specifies the information required
next. In this example, the Google reCAPTCHA was verified and AM is requesting details about the account for the
password reset, which must be provided in a queryFilter  element.

The value of the token  element should be included in this and all subsequent requests to AM for this reset process.

Send a POST request to AM with a queryFilter  value in the POST data containing the username of the subject with the
password to replace.

For more information on query filters, see Query.
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--data \
'{
    "input": {
        "queryFilter": "uid eq \"demo\""
    },
    "token": "eyAicHis…PIF-lN4s"
}' \
"https://openam.example.com:8443/openam/json/realms/root/selfservice/forgottenPassword?
_action=submitRequirements"
{
    "type": "kbaSecurityAnswerVerificationStage",
    "tag": "initial",
    "requirements": {
        "$schema": "http://json-schema.org/draft-04/schema#",
        "description": "Answer security questions",
        "type": "object",
        "required": [
            "answer1"
        ],
        "properties": {
            "answer1": {
                "systemQuestion": {
                    "en": "What was the model of your first car?"
                },
                "type": "string"
            }
        }
    },
    "token": "eyAicHis…PIF-lN4s"
}

If a single subject is located that matches the provided query filter, the password reset process continues.

If a subject is not found, an HTTP 400 Bad Request status is returned, along with an error message in the JSON data:

{
    "code": 400,
    "reason": "Bad Request",
    "message": "Unable to find account"
}

Continue sending POST data to AM containing the requested information, in the format specified in the response.

Also return the token  value in the POST data, so that AM can track the stages of the password reset process.
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--data \
'{
    "input": {
        "answer1": "Mustang"
    },
    "token": "eyAicHis…PIF-lN4s"
}' \
"https://openam.example.com:8443/openam/json/realms/root/selfservice/forgottenPassword?
_action=submitRequirements"
{
    "type": "resetStage",
    "tag": "initial",
    "requirements": {
        "$schema": "http://json-schema.org/draft-04/schema#",
        "description": "Reset password",
        "type": "object",
        "required": [
            "password"
        ],
        "properties": {
            "password": {
                "description": "Password",
                "type": "string"
            }
        }
        "code": "cf88bb63-b59c-4792-8fdf-2bcc00b0ab06"
    },
    "token": "eyAicHis…PIF-lN4s"
}

When AM has received all the requested information, it sets type  to resetStage  and returns a unique code  value in the
response. You can now specify a new password in the POST data, along with both the code  and token  values:

5. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--data \
'{
    "input": {
        "password": "5tr0ng~P4s5worD!"
    },
    "code": "cf88bb63-b59c-4792-8fdf-2bcc00b0ab06",
    "token": "eyAicHis…PIF-lN4s"
}' \
"https://openam.example.com:8443/openam/json/realms/root/selfservice/forgottenPassword?
_action=submitRequirements"
{
    "type": "activityAuditStage",
    "tag": "end",
    "status": {
        "success": true
    },
    "additions": {}
}

When the process is complete, the tag  element has a value of end . If the success  element in status  has a value of 
true , the password reset is complete and the new password is now active.

If the password is not accepted, an HTTP 400 Bad Request status is returned along with an error message:

{
    "code": 400,
    "reason": "Bad Request",
    "message": "Minimum password length is 8."
}

Retrieve forgotten usernames

The AM UI includes pages for users to recover their forgotten usernames. You can, however, create a RESTful application to
leverage the user self-service features.
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Figure 1. Forgotten Username Flow (UI)

When performing user self-service functions, you can enable one or more security methods, such as email validation, Google
reCAPTCHA, knowledge-based authentication, or custom plugins. Each configured security method requires requests to be sent
from AM to the client, and completed responses returned to AM to verify.

A unique token is provided in the second request to the client that must be used in any subsequent responses, so that AM can
maintain the state of the user self-service process.

Create a GET request to the /selfservice/forgottenUsername  endpoint.

Notice that the request does not require any form of authentication.

1. 
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$ curl \
--header "Accept-API-Version: resource=1.0" \

https://openam.example.com:8443/openam/json/realms/root/selfservice/forgottenUsername

{
  "type": "captcha",
  "tag": "initial",
  "requirements": {
     "$schema": "http://json-schema.org/draft-04/schema#",
     "description": "Captcha stage",
     "type": "object",
     "required": [
       "response"
     ],
     "properties": {
       "response": {
         "recaptchaSiteKey": "6Lfr1…cIqbd",
         "description": "Captcha response",
         "type": "string"
       }
      }
  }
}

In this example, the Google reCAPTCHA plugin is enabled, so the first request is of the captcha  type.

Create a POST response back to the /selfservice/forgottenUsername  endpoint with a query string containing 
_action=submitRequirements . In the POST data, include an input  element in the JSON structure, which should contain
values for each element in the required  array of the request.

In this example, a response  value was requested, which should be the user input as provided after completing the Google
reCAPTCHA challenge.

2. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.0" \
--data \
'{
    "input": {
        "response": "03AHJ…qiE1x4"
    }
}' \
https://openam.example.com:8443/openam/json/realms/root/selfservice/forgottenUsername?

_action=submitRequirements

{
    "type": "userQuery",
    "tag": "initial",
    "requirements": {
        "$schema": "http://json-schema.org/draft-04/schema#",
        "description": "Find your account",
        "type": "object",
        "required": [
            "queryFilter"
        ],
        "properties": {
            "queryFilter": {
                "description": "filter string to find account",
                "type": "string"
            }
        }
    },
    "token": "eyAicHis…PIF-lN4s"
}

If the response was accepted, AM continues with the username retrieval process and sends the next request for
information. In this example, the Google reCAPTCHA was verified and AM is requesting details about the account name to
retrieve, which must be provided in a queryFilter  element.

The value of the token  element should be included in this and all subsequent responses to AM for this retrieval process.

Create a POST response to AM with a queryFilter  value in the POST data containing the user’s email address associated
with their account:

3. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--data \
'{
    "input": {
        "queryFilter": "mail eq \"demo.user@example.com\""
    },
    "token": "eyAicHis…PIF-lN4s"
}' \
https://openam.example.com:8443/openam/json/realms/root/selfservice/forgottenUsername?

_action=submitRequirements

{
    "type": "kbaSecurityAnswerVerificationStage",
    "tag": "initial",
    "requirements": {
        "$schema": "http://json-schema.org/draft-04/schema#",
        "description": "Answer security questions",
        "type": "object",
        "required": [
            "answer1"
        ],
        "properties": {
            "answer1": {
                "systemQuestion": {
                    "en": "What was the model of your first car?"
                },
                "type": "string"
            }
        }
    },
    "token": "eyAicHis…PIF-lN4s"
}

If a single subject is located that matches the provided query filter, the retrieval process continues.

If KBA is enabled, AM requests answers to the configured number of KBA questions, as in this example.

For more information on query filters, see Query.

If a subject is not found, an HTTP 400 Bad Request status is returned, and an error message in the JSON data:

{
    "code": 400,
    "reason": "Bad Request",
    "message": "Unable to find account"
}

Return a POST response with the answers as values of the elements specified in the required  array, in this example 
answer1 . Ensure the same token  value is sent with each response.

4. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--data \
'{
    "input": {
        "answer1": "Mustang"
    },
    "token": "eyAicHis…PIF-lN4s"
}' \
https://openam.example.com:8443/openam/json/realms/root/selfservice/forgottenUsername?

_action=submitRequirements

{
    "type": "retrieveUsername",
    "tag": "end",
    "status": {
        "success": true
    },
    "additions": {
        "userName": "demo"
    }
}

When the process is complete, the tag  element has a value of end . If the success  element in the status  element has a
value of true , then username retrieval is complete and the username is emailed to the registered address.

If the Show Username option is enabled for username retrieval, the username retrieved is also returned in the JSON
response as the value of the userName  element, as in the example above.
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User-Managed Access (UMA) 2.0



ForgeRock Access Management supports the User-Managed Access (UMA) 2.0 Grant for OAuth 2.0 Authorization and 
Federated Authorization for User-Managed Access (UMA) 2.0 specifications. Both specifications define UMA 2.0.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.

First steps with UMA

UMA 2.0 is a lightweight access control protocol that defines a centralized workflow to let an entity (user or corporation) manage
access to their resources.

It extends the OAuth 2.0 protocol and gives resource owners granular management of their protected resources by creating
authorization policies on a centralized authorization server, such as AM.

UMA 2.0 uses the OAuth 2.0 actors in extended ways and introduces the requesting party as a new actor:



First steps with UMA

Learn about UMA 2.0, an OAuth 2.0 extension
for users to manage access to their resources.



UMA use case

Read about a real-life UMA example.



UMA grant flow

Extend OAuth 2.0 and OpenID Connect with the
UMA grant flow.



Extension points

Customize UMA services using the extension
points AM provides.
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Figure 1. Actors and actions in the UMA 2.0 workflow

Resource owner

The resource owner is a user or legal entity that can grant access to a protected resource.

Client

The client is an application that can make requests with the resource owner’s authorization, and on the requesting party’s
behalf.

Resource server

The resource server hosts resources on a resource owner’s behalf, and can accept and respond to requests for protected
resources.

You can configure ForgeRock Identity Gateway as an UMA resource server.

Authorization server

The authorization server protects resources hosted on a resource server, on behalf of resource owners.
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You can set up AM to function as an authorization server in an UMA 2.0 deployment. AM provides an UMA provider
service, an UMA grant type handler, and endpoints for resource registration, permission ticket generation, and UMA token
introspection. AM also uses its OAuth provider service to generate OIDC ID tokens, and to provide claim tokens and
policies for UMA resource management.

Requesting party

The requesting party is a user or legal entity that uses a client to access a protected resource. The requesting party may or
may not be the same as the resource owner. This actor is specific to the UMA protocol.

Manage

The resource owner manages their resources on the resource server.

Protect

The authorization server and the resource server are loosely coupled elements in an UMA deployment. Because of this,
the authorization server can onboard multiple resource servers in any domain. To onboard multiple resource servers, the
authorization server exposes a protection API that provides resource registration, permission tickets, and token inspection
endpoints to bind the resource server and authorization server.

The API endpoints are protected by a PAT—an OAuth 2.0 token with a specific scope of uma_protection —which
establishes a trust relationship between the two components.

For more information, see the /uma/resource_set endpoint.

Control

The resource owner controls who has access to their registered resources, by creating policies on the authorization server.
This lets the resource owner grant consent asynchronously, rather than when the resource is requested. As a result, the
requesting party can access data using an RPT.

For more information, see the /json/users/{user}/uma/policies endpoint.

Authorize

The client, acting on behalf of the requesting party, uses the authorization server’s UMA Grant Flow to acquire an RPT. The
RPT is a token that is unique to the requesting party, client, authorization server, resource server, and resource owner. The
requesting party and the resource owner can interact with their applications at any time. In some cases, the requesting
party and the resource owner can be the same entity.

This interaction allows for party-to-party data sharing and delegated access authorization. The resource owner grants
consent by policy, using the authorization server, rather than by issuing a token at runtime. Consent is thus granted 
asynchronously.

Access

The client presents the RPT to the resource server, which verifies its validity with the authorization server. If the token is
valid and contains sufficient permissions, the resource server returns the protected resource to the requesting party.

ForgeRock provides an example use case to help you configure and demonstrate the UMA flow.

When you are familiar with the actors and the flow, read the rest of these topics to configure UMA in production environments,
and to understand the UMA functionality that the AM REST APIs offer.

1. 

2. 

3. 

4. 

5. 
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For additional UMA use cases, see:

Case Studies

The Kantara Initiative

UMA use case

A resource owner, Alice, is a patient who plans to undergo a medical procedure at a surgery center. Dr. Bob is a specialist surgeon
who needs read access (for example, view  scope) to Alice’s electronic health records in order to operate, and write access (for
example, comment  scope) in order to add new entries related to the surgery. Alice’s records are a resource whose contents have
built up over time and to which Alice’s regular physician, Dr. Carol, already has access.

Alice, or some party representing Alice, registers her health records and sets up permissions using authorization policies, giving
Dr. Bob and Dr. Carol access to her health data. On an online healthcare application, Alice can easily grant access to her data by

clicking a Share  button, or decline access by clicking a Deny  button.

UMA can also solve managed consent for IoT deployments. For example, Alice needs to be monitored after her operation. Dr. Bob
prescribes a smart medical device for Alice, such as a clinical-grade blood pressure monitor, which must be registered by the
resource server to place it under the authorization server’s protection. The blood pressure monitor sends data to a server that
aggregates and transmits the data to external devices, allowing Dr. Bob and Dr. Carol access to Alice’s data on their tablets or
mobile apps.

AM supports a one-to-many policy that can be shared with many entities, rather than a single requesting party. Thus, Alice is able
to share her data with Dr. Bob, Dr. Carol, and the clinical and operational employees at the surgery center.

Figure 1. UMA use case health app

In this example, you will learn how to:

Create an example configuration in AM.

• 

• 

• 
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Register and protect a resource as the resource owner.

Request access to the resource as the requesting party, through the UMA grant flow.

You can run this example in two ways:

Use the UMA Postman collection.

Configure UMA manually by following the steps in a series of procedures, and then run the flow examples using your
preferred REST client.

UMA Postman collection

ForgeRock provides an UMA Postman collection to configure AM for the example, and to run each of these procedures. The
Postman collection also contains REST calls to the supporting UMA endpoints, that you can run as part of the example.

Download and install Postman.

Download the ForgeRock UMA Postman collection.

Import the collection in Postman:

Go to File > Import … > Upload Files.

Select the collection you downloaded, and click Open, then click Import.

Change the collection variables to suit your environment:

On the Collections tab, select the ForgeRock UMA Collection .

On the Variables tab, change the values of at least the following variables to match your AM deployment:

URL_base

admin_password

Save your changes.

You are ready to start running the collection.

The collection is divided into the following folders:

Prerequisites  contains REST calls equivalent to the configuration tasks in Configure AM for UMA.

If you run the calls in this folder, do not perform the equivalent manual steps, to avoid object conflicts.

UMA Resource Registration Flow  contains the REST calls in Register and protect an UMA resource.

UMA Grant Flow  contains the REST calls in Request access to a resource.

• 

• 

emergency_home
This example demonstrates UMA concepts and the grant flow. It does not give insight into the more technical aspects
of UMA.
Read the rest of these topics to learn how to configure UMA in production environments, and for in-depth
explanations about the REST APIs.

Important

• 

• 
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Managing UMA Resources  contains REST calls related to the /uma/resource_set endpoint.

Managing UMA User Labels  contains REST calls to manage UMA user and favorite labels.

Managing UMA Policies  contains REST calls related to the /json/users/{user}/uma/policies endpoint.

Manual steps

The high-level steps to run the example manually are as follows:

Configure AM and the UMA actors.

Register and protect an UMA resource as the resource owner.

Request access to an UMA resource as the requesting party.

Configure AM for UMA

Configure the example UMA deployment to test the procedures in this documentation:

These steps configure a basic OAuth 2.0 provider suitable for the example.

In the AM admin UI, go to Realms > Realm Name > Services.

Create an OAuth 2.0 provider, or configure it if one is already created.

If an OAuth 2.0 provider is already created, click on it.

If there is no OAuth 2.0 provider, add one:

Click Add a Service.

On the drop-down menu, select the OAuth2 Provider service, and click Create (leave the default field
values).

On the OAuth 2.0 provider page, select the Advanced tab, and check that the following fields are configured:

Grant Types: At least, UMA  and Resource Owner Password Credentials .

Response Type Plugins: At least, id_token|org.forgerock.openidconnect.IdTokenResponseTypeHandler  and 
token|org.forgerock.oauth2.core.TokenResponseTypeHandler  must be configured.

In the AM admin UI, go to Realms > Realm Name > Services, and add an UMA Provider service.

The default configuration is suitable for the example.

For production environments, see UMA actors.

Create a profile for the example UMA client in AM. Because this client will use the UMA grant flow, which requires an ID token,
you must also configure OpenID Connect properties on it:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients.

Click Add Client, and enter the following values:

Client ID: UmaClient

◦ 
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Client secret: password

Redirection URIs: (For this example, leave this field empty.)

Scope(s): view openid comment download

Type view , press Enter, then type openid , press Enter, and so on.

Default Scope(s): (For this example, leave this field empty.)

Click Create.

On the UmaClient page, select the Advanced tab, and enter the following values:

Grant Types: UMA , Resource Owner Password Credentials

You will need to enter UMA , press Enter , and then enter Resource Owner Password Credentials .

This example uses the Resource Owner Password Credentials grant, but you can use any grant type except the
Client Credentials grant. This is because this client acts on behalf of the requesting party, which needs to
authenticate with their identities as part of the flow.

Token Endpoint Authentication Method: client_secret_post

Confidential OpenID Connect clients can use several methods to authenticate, but this example uses 
client_secret_post  for clarity. For more information, see OIDC client authentication.

Save your changes.

Create a profile for the example resource server client. Because this client only needs to obtain PATs, it does not require any
OpenID Connect-related configuration.

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients.

Click Add Client, and enter the following values:

Client ID: Uma-Resource-Server

Client secret: password

Redirection URIs: (For this example, leave this field empty.)

Scope(s): uma_protection

Default Scope(s): (For this example, leave this field empty.)

Click Create.

On the Uma-Resource-Server page, select the Advanced tab, and enter the following values:

Grant Types: Resource Owner Password Credentials

This example uses the Resource Owner Password Credentials grant, but you can use any grant type except the
Client Credentials grant. This is because the resource owner must authenticate to the resource server.

Save your changes.

In the AM admin UI, go to Realms > Realm Name > Identities.
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Click New, and create a new resource owner.

This example uses the following values:

ID: alice

First Name: Alice

Last Name: Resource-Owner

Full Name: Alice Resource-Owner

Password: Ch4ng31t

Click Create.

In the AM admin UI, go to Realms > Realm Name > Identities.

Click New, and create a new requesting party.

This example uses the following values:

ID: bob

First Name: Bob

Last Name: Requesting-Party

Full Name: Bob Requesting-Party

Password: Ch4ng31t

Click Create.

Register and protect an UMA resource

Alice, the resource owner, has been given the latest results of her medical procedure. To share the results with her doctors, Alice
registers the results online in her surgery’s resource server, and lets Dr. Bob view them and comment on them:

A resource owner wants to make a resource sharable and sends a request to the resource server (labeled 1  in the
diagram).

2. 

◦ 

◦ 

◦ 

◦ 
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AM
Authorization Server (AS)

AM
Authorization Server (AS)

Resource Owner
(RO)

Resource Owner
(RO)

Resource Server
(RS)

Resource Server
(RS)

1) RO wants to make a resource sharable

2) Requests RO to create a protection API token (PAT)

3) Returns PAT, which allows RO to manage policies

4) Registers resource on Authz Server at Resource Registration endpoint

5) Configure policy conditions after registering resource

• 
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The resource server requires the resource owner to acquire a PAT on the authorization server ( 2 ).

The authorization server returns a PAT, which lets the resource owner register resources and manage policies ( 3 ).

The resource server registers the resource on the authorization server at the resource registration endpoint ( 4 ).

The resource owner creates a policy after registering the resource ( 5 ).

Perform the steps in the following procedure to register an example resource and protect it, as Alice:

Alice’s client application requests a PAT on her behalf.

The client application will use the PAT as an authorization token to register Alice’s medical records in AM. The records are
already stored in the surgery’s resource server.

The following example uses the Resource Owner Password Credentials  grant:

$ curl \
--request POST \
--data 'grant_type=password' \
--data 'scope=uma_protection' \
--data 'username=alice' \
--data 'password=Ch4ng31t' \
--data 'client_id=UMA-Resource-Server' \
--data 'client_secret=password' \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "oMsRVDXHYsWAC0KClr6dmX2_cIc",
  "scope": "uma_protection",
  "token_type": "Bearer",
  "expires_in": 3599
}

The value returned in the access_token  object is the PAT.

Alice registers her medical records in AM as an UMA resource. The client application uses the PAT, obtained previously, as
authorization:

• 

• 

• 

• 
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$ curl \
--request POST \
--header 'authorization: Bearer oMsRVDXHYsWAC0KClr6dmX2_cIc' \ (1)
--header 'cache-control: no-cache' \
--header 'content-type: application/json' \
--data '{
    "resource_scopes": [
        "view", "comment", "download" (2)
    ],
    "name": "my resource 106",
    "type": "type"
}' \
"https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/resource_set"
{
    "_id": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853", (3)
    "user_access_policy_uri": "https://openam.example.com:8443/openam/XUI/?realm=/#uma/share/
0d7790de-9066-4bb6-8e81-25b6f9d0b8853"
}

The resource is ready. Alice must now create a policy to share the resource with Dr. Bob, specifying the actions that Dr.
Bob can perform on the resource.

Alice logs in to AM, the UMA authorization sever:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: alice" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2LY4S…Q4MTE4NTA2*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The value returned in the tokenId  field is Alice’s session token.

Using the client application, Alice creates a policy to share the newly created resource with Dr. Bob:

1 Use the PAT previously acquired on behalf of Alice.

2
A set of actions or permissions that the resource supports. Because UMA is an OAuth 2.0/OpenID Connect extension,
the permissions are in the form of scopes.

3 The value returned in the _id field is the ID of the new UMA resource.

3. 

4. 
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$ curl \
--request PUT \
--header 'Accept-API-Version: resource=1.0' \
--header 'cache-control: no-cache' \
--header 'content-type: application/json' \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \ (1)
--header "If-None-Match: *" \
--data '{
    "policyId": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853", (2)
    "permissions":
    [
        {
            "subject": "bob",
            "scopes": [ (3)
                "view",
                "comment"
            ]
        }
    ]
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/policies/
0d7790de-9066-4bb6-8e81-25b6f9d0b8853" (4)

{
    "_id": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853",
    "_rev": "-1985914901"
}

The resource is now shared with Dr. Bob, who has permission to view  and comment  on Alice’s records.

Request access to a resource

When the requesting party, Dr. Bob, needs to access Alice’s records, he uses an application on his computer. The application
makes a call to AM to request permission to see Alice’s records. Once granted, the application shows the permission token to the
server that stores Alice’s records.

This, in a nutshell, is the UMA grant flow.

Follow these steps to request access to Alice’s records, as Dr. Bob’s client application:

Acquire a PAT on behalf of Alice.

You will use the PAT later, to authorize a permission ticket for Dr. Bob.

The following example uses the Resource Owner Password Credentials  grant:

1
Use Alice’s session token. Administrative users such as amAdmin cannot create UMA resource policies on behalf of a
resource owner.

2 Use the ID of the UMA resource.

3
A subset of the permissions or scopes available for this resource. The requesting party, "subject": "bob", can only
view or comment on the resource, but not download it.

4 Use the ID of the UMA resource, appended at the end of the URL.

1. 
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$ curl \
--request POST \
--data 'grant_type=password' \
--data 'scope=uma_protection' \
--data 'username=alice' \
--data 'password=Ch4ng31t' \
--data 'client_id=UMA-Resource-Server' \
--data 'client_secret=password' \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "oMsRVDXHYsWAC0KClr6dmX2_cIc",
  "scope": "uma_protection",
  "token_type": "Bearer",
  "expires_in": 3599
}

The value returned in the access_token  field is the PAT.

Gather information about the requesting party.

To request access to Alice’s records, Dr. Bob, and his client application, must prove their identity to the authorization
server (AM). AM will issue them an ID token with their identity’s details.

$ curl \
--request POST \
--data 'client_id=UmaClient' \
--data 'client_secret=password' \
--data 'grant_type=password' \
--data 'scope=openid' \
--data 'username=bob' \
--data 'password=Ch4ng31t' \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "f09f55e5-5e9c-48fe-aeaa-d377de88e8e6",
  "scope": "openid",
  "id_token": "eyJ0eXA…FBznEB5A",
  "token_type": "Bearer",
  "expires_in": 4999
}

The value of the id_token  field (an OpenID Connect ID token), is the UMA claim token that provides information about Dr.
Bob.

Obtain a permission ticket for Dr. Bob’s client application.

Permission tickets let requesting parties request access to a particular resource. In this case, Dr. Bob’s client application
needs a permission ticket to access Alice’s medical records.

2. 

3. 
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$ curl \
--request POST \
--header 'authorization: Bearer 057ad16f-7dba-4049-9f34-e609d230d43a' \ (1)
--header 'cache-control: no-cache' \
--header 'content-type: application/json' \
--data '[
    {
        "resource_id" : "ef4d750e-3831-483b-b395-c6f059b5e15d0", (2)
        "resource_scopes" : ["view"]
    }
]' \
"https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/permission_request"
{
    "ticket": "eyJ0eXAiOiJ…XPeJi3E" (3)
}

Obtain an RPT for Dr. Bob so that he has access to Alice’s records.

$ curl \
--request POST \
--data 'client_id=UmaClient' \
--data 'client_secret=password' \
--data 'grant_type=urn:ietf:params:oauth:grant-type:uma-ticket' \
--data 'ticket=eyJ0eXAiOiJ…XPeJi3E' \ (1)
--data 'claim_token=eyJ0eXA…FBznEB5A' \ (2)
--data 'claim_token_format=http://openid.net/specs/openid-connect-core-1_0.html#IDToken' \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
    "access_token": "Aw4a92ZoKsjadWKw2d4Rmcjv7DM",
    "token_type": "Bearer",
    "expires_in": 3599
}

The value of the access_token  object is the RPT.

Presenting the RPT, Dr. Bob’s client application can now access Alice’s records in the surgery’s resource server.

1 Use the PAT previously acquired on behalf of Alice.
2 The ID of the protected resource. This is the ID of the resource created in Register an UMA resource (REST).
3 The permission ticket, which links Alice’s identity to a resource, and to the action Dr. Bob is requesting.

4. 

1 Use the permission ticket obtained previously.
2 Use the claim token obtained previously.
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What’s next?

Use the knowledge you gained by running through the example to develop and configure your own UMA environment.

The following table shows the tasks you need to perform to do so, and the associated documentation:

AM as UMA authorization server

In the role of UMA authorization server, AM grants delegated consent to a requesting party on behalf of the resource owner, to
authorize who and what can access their data, and for how long.

lightbulb_2
Permission tickets have a lifetime of 180 seconds by default. AM will return a message similar to the following
if the ticket has expired:

{
  "error_description": "The provided access grant is invalid, expired, or revoked.",
  "error": "invalid_grant"
}

Obtain a new permission ticket and try requesting the RPT again.

Tip

Task Resources

Learn about AM as the authorization service, and configure
the UMA actors. AM as UMA authorization server

UMA stores
UMA actors

Learn more about resources, resource labels, and
authorization policies, and their specific REST endpoints. Register and protect resources

UMA labels
UMA endpoints

Discover how to extend the default UMA implementation to
suit your environment’s needs. Extend UMA

• 
• 
• 

• 
• 
• 

• 

lightbulb_2
Before you configure UMA in your environment, familiarize yourself with the OAuth 2.0 standards and AM’s
implementation of OAuth 2.0.

Tip
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Supported specifications

AM supports the following UMA grants and specifications:

User-Managed Access (UMA) 2.0 Grant for OAuth 2.0 Authorization

This specification defines an OAuth 2.0 extension grant, allowing a party-to-party authorization mechanism where entities
in a requesting party role can access protected resources authorized by the resource owner using authorization policies.
The specification also defines how a resource owner can configure an authorization server with authorization grant rules
to run asynchronously with the resource server using an RPT versus granting consent at runtime.

For more information, see UMA grant flow.

Federated Authorization for User-Managed Access (UMA) 2.0

This specification defines the loosely coupled federation of the authorization process by means of multiple resource
servers in different domains that communicate with the centralized authorization server and acts on behalf of a resource
owner. The authorization server can reside locally or in another domain from the resource server(s).

Deployment considerations

The UMA 2.0 process largely involves the UMA 2.0 Grant flow, in which a requesting party obtains an RPT to access the resource,
and resource registration which can occur at various stages through the UMA process by the resource owner. These stages could
occur at initial resource creation, when needed for policy creation, and at resource access attempt.

See the section, Considerations Regarding Resource Registration Timing and Mechanism, in the UMA Implementer’s Guide for
information.

AM stores UMA-related data, such as resources, audit information, and labels in the configuration store by default, but this
information may grow very large in environments with many users, or in environments where users own many resources.

In production environments, configure at least one external UMA store to hold UMA information.

For more information, see UMA stores.

UMA discovery

In order to let relying parties or clients discover the URL of the UMA provider and its configuration for an end user, AM exposes
the following REST endpoints:

/.well-known/webfinger

/uma/.well-known/uma2-configuration

Discovery relies on WebFinger, a protocol to discover information about people and other entities using standard HTTP
methods. WebFinger uses Well-Known URIs, which defines the path prefix /.well-known/  for the URLs defined by OpenID
Connect Discovery.

• 

• 

lightbulb_2
See the complete list of supported OpenID Connect and OAuth 2.0 standards.

Tip

• 

• 
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Just like they do for OpenID Connect flows, relying parties need to find the right host:port/deployment-uri combination to locate
the well-known endpoints. You must manage the redirection to AM using your proxies, load balancers, and others, such that a
request to http://www.example.com/.well-known/webfinger  reaches, for example, https://openam.example.com:8443/
openam/.well-known/webfinger .

UMA stores

AM stores information about registered resources, audit information generated when users manage access to their protected
resources, pending requests, and resource labels. AM stores these items in the configuration store by default.

For demo and test purposes, storing UMA information in the configuration store is sufficient and you do not need to take any
additional action. To configure UMA for test purposes, see UMA use case.

For production environments, configure at least one external store to hold UMA information. Configure more stores to separate
UMA objects in high-load deployments when data tuning requirements differ.

The tasks to configure UMA stores are:

Prepare external UMA data stores

This page explains how to prepare DS instances as external UMA data stores. You can create separate DS instances to store the
following UMA-related data:

Resources

Resource labels

UMA audit messages

Pending requests

The procedure for preparing external DS instances is similar for each of the UMA-related data types. The steps to perform are as
follows:

If you have not done so yet, install Directory Services.



Prepare DS

Prepare one or more DS instances to hold UMA
data.



Configure UMA Stores

Configure the newly-prepared DS instances in
AM.

• 

• 

• 

• 

1. 
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As an administrative user, for example, uid=admin :

Create a backend and base DN entry in the external store.

Create a user account with the minimum required privileges. This user lets AM bind to the directory server, and
access necessary data.

Apply the relevant schema to the directory.

Each type of data requires a specific set of schema LDIF files to be applied.

This page shows how to set up a DS instance to store UMA resources. Repeat these procedures with the relevant schema files to
set up a DS instance to store other types of UMA-related data.

The commands in this section use example values for user IDs and port numbers. Adjust the values to match your deployment.

Install and configure Directory Services for UMA data

Download and install Directory Services.

Generate a DS deployment ID, unless you already have one:

$ /path/to/opendj/dskeymgr create-deployment-id --deploymentIdPassword password
deployment-id

2. 

1. 

2. 

3. 

Data Store LDIF Files

Resources * /path/to/tomcat/webapps/openam/WEB-INF/

template/ldif/opendj/

opendj_uma_resource_sets.ldif

Resource labels * /path/to/tomcat/webapps/openam/WEB-INF/

template/ldif/opendj/

opendj_uma_labels_schema.ldif

* /path/to/tomcat/webapps/openam/WEB-INF/

template/ldif/opendj/

opendj_uma_resource_set_labels.ldif

UMA audit messages * /path/to/tomcat/webapps/openam/WEB-INF/

template/ldif/opendj/opendj_uma_audit.ldif

Pending requests * /path/to/tomcat/webapps/openam/WEB-INF/

template/ldif/opendj/

opendj_uma_pending_requests.ldif

lightbulb_2
You can use a single external DS instance with multiple backend configurations to store each of the UMA-related data
types. Change the steps in the sections below to apply the backends, schema, and administrative accounts to a single
DS instance.

Tip

1. 

◦ 
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Save the deployment ID and deployment ID password, and keep the password secret. Use the same deployment ID
and password for all servers in the same environment; for example, if you use replicated DS servers. Replication is
not covered in this example.

DS does not provide an UMA setup profile; create an example DS UMA server by providing the parameters in a
single setup  command. For example:

$ /path/to/opendj/setup \
--instancePath '/path/to/opendj' \
--serverId uma-resource-server\
--deploymentId deployment-id \
--deploymentIdPassword deployment-id-password \
--rootUserDN uid=admin \
--rootUserPassword str0ngAdm1nPa55word \
--hostname uma-rs.example.com \
--adminConnectorPort 4444 \
--ldapPort 1389 \
--enableStartTls \
--ldapsPort 1636 \
--httpsPort 8443 \
--acceptLicense

For additional options for the setup  command, see setup in the Directory Services 7.4 Tools Reference.

DS does not start automatically after installation; do not start the server until after you have created a backend and
added the required schemas at the end of this section.

When the install has completed, create a backend for UMA resource data, named umaRsStore , and prepare for a base DN
of dc=uma-resources,dc=example,dc=com :

$ /path/to/opendj/bin/dsconfig create-backend \
--hostname 'uma-rs.example.com' \
--port 4444 \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--backend-name umaRsStore \
--set base-dn:dc=uma-resources,dc=example,dc=com \
--set enabled:true \
--type je \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--offline
The JE Backend was created successfully

Share the UMA store certificate with the AM container to prepare for TLS/LDAPS. UMA stores should communicate over
secure connections for security reasons.

DS is configured to require secure connections by default. You must share the DS certificate with the AM container before
continuing.

On the DS host, export the DS CA certificate.

DS uses a deployment ID and password to generate a CA key pair. Learn more in Deployment IDs.

◦ 

2. 

3. 

◦ 
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Use the dskeymgr  command to export the CA certificate:

$ /path/to/opendj/bin/dskeymgr \
export-ca-cert \
--deploymentId $DEPLOYMENT_ID \
--deploymentIdPassword password \
--outputFile /path/to/ca-cert.pem

Copy the ca-cert.pem  file to an accessible location on the AM host.

Import the DS certificate into the AM truststore:

$ keytool \
-importcert \
-file /path/to/ca-cert.pem \
-keystore /path/to/openam/security/keystores/truststore

Learn more about configuring AM’s truststore in Prepare the truststore.

Create an UMA store base DN

Create an LDIF file to add the base DN to the UMA store, and save the file as add-uma-base-dn.ldif :

dn: dc=uma-resources,dc=example,dc=com
changetype:add
objectClass: top
objectClass: domain
dc: uma-resources

Apply the LDIF file to the DS instance by using the ldapmodify  command:

$ /path/to/opendj/bin/ldapmodify \
--hostname 'uma-rs.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--continueOnError \
--offline \
add-uma-base-dn.ldif
# ADD operation successful for DN dc=uma-resources,dc=example,dc=com

◦ 

◦ 

1. 

2. 

lightbulb_2
If you are having trouble with the LDIF file, remove any line feeds in the ACI attributes. 

Tip

PingAM User-Managed Access (UMA) 2.0

Copyright © 2025 Ping Identity Corporation 4721



Create an UMA store bind account

As a best practice, using the root uid=admin  is not recommended for accessing data on the directory server. Instead, you can
create a new service account, the UMA store bind account, with limited access and fewer privileges.

Create an LDIF file to add the bind account to the UMA store, and save the file as add-uma-bind-account.ldif .

When AM connects as the bind account to store the UMA-related data, it requires read, write, persistent search, and
server-side sorting access privileges. You add these privileges by setting access control instructions (ACIs) on the base
distinguished name (DN) entry you created in the previous step (for example, dc=uma-resources,dc=example,dc=com ).

The following is an example of a suitable add-uma-bind-account.ldif  LDIF file:

dn: ou=admins,dc=uma-resources,dc=example,dc=com
objectclass: top
objectclass: organizationalUnit
ou: admins

dn: uid=am-uma-bind-account,ou=admins,dc=uma-resources,dc=example,dc=com
objectclass: top
objectclass: person
objectclass: organizationalPerson
objectclass: inetOrgPerson
cn: am-uma-bind-account
sn: am-uma-bind-account
uid: am-uma-bind-account
userPassword: {ds_bind_password}
aci: (targetattr="*")(version 3.0; acl "Allow CRUDQ operations"; allow (search, read, write, add, delete)
(userdn = "ldap:///uid=am-uma-bind-account,ou=admins,dc=uma-resources,dc=example,dc=com");)
aci: (targetcontrol="2.16.840.1.113730.3.4.3")(version 3.0; acl "Allow persistent search"; allow (search, 
read)(userdn = "ldap:///uid=am-uma-bind-account,ou=admins,dc=uma-resources,dc=example,dc=com");)
aci: (targetcontrol="1.2.840.113556.1.4.473")(version 3.0; acl "Allow server-side sorting"; allow (read)
(userdn = "ldap:///uid=am-uma-bind-account,ou=admins,dc=uma-resources,dc=example,dc=com");)

Apply the LDIF file to the DS instance by using the ldapmodify  command:

$ /path/to/opendj/bin/ldapmodify \
--hostname 'uma-rs.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--continueOnError \
--offline \
add-uma-bind-account.ldif
# ADD operation successful for DN uid=am-uma-bind-account,ou=admins,dc=uma-resources,dc=example,dc=com

1. 

2. 

lightbulb_2
If you are having trouble with the LDIF file, remove any line feeds in the ACI attributes. 

Tip
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The am-uma-bind-account  account can now connect to the Directory Services instance. Note that you must use the full
distinguished name of the account when binding, for example uid=am-uma-bind-account,ou=admins,dc=uma-
resources,dc=example,dc=com , with the configured password, for example 5up35tr0ng .

Create a schema for UMA-related data

When the DS instance is installed and operational, import the schema files required for UMA-related data. You must do this as an
administrative user, such as uid=admin . For information on the required schema files, see LDIF files for UMA data stores.

Replace the @SM_CONFIG_ROOT_SUFFIX@  variable in the LDIF files with the base DN you configured in the directory server.

For example, dc=uma-resources,dc=example,dc=com .

Depending on the UMA-related data type you will store in this directory server, replace the variable in the following LDIF
files:

/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_uma_audit.ldif

/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_uma_resource_sets.ldif

/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_uma_resource_set_labels.ldif

/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_uma_pending_requests.ldif

Apply the required LDIF files to the store by using the ldapmodify  command.

The following applies the schema required for storing resources:

$ /path/to/opendj/bin/ldapmodify \
--hostname 'uma-rs.example.com' \
--port 1636 \
--useSsl \
--usePkcs12TrustStore /path/to/opendj/config/keystore \
--trustStorePasswordFile /path/to/opendj/config/keystore.pin \
--continueOnError \
--bindDN uid=admin \
--bindPassword str0ngAdm1nPa55word \
--offline \
/path/to/tomcat/webapps/openam/WEB-INF/template/ldif/opendj/opendj_uma_resource_sets.ldif
# ADD operation successful for DN ou=resource_sets,dc=uma-resources,dc=example,dc=com

For more information on the required LDIF files, see LDIF files for UMA data stores.

After applying all the required LDIF files, start the DS server.

info
These steps use LDIF files that are delivered with the AM server. 

Note

1. 

◦ 

◦ 

◦ 

◦ 

info
If you have previously edited the files to replace the variables, replace those root entry values with the new
UMA directory server root entries. For example, replace occurrences of dc=cts,dc=example,dc=com  with 
dc=uma-resources,dc=example,dc=com .

Note

2. 

3. 
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$ /path/to/opendj/bin/start-ds

The DS instance is now ready to store UMA resources. To set up additional DS instances for other UMA-related data repeat
the steps above, specifying the relevant schema LDIF files.

To configure AM to use the external DS instances to store UMA-related data, see Configure external UMA stores.

Configure external UMA stores

UMA stores can only be configured at the server level so that all realms in the environment can access them. The procedures in
this section show you how to configure the stores across all instances in your environment.

Configure an UMA resource store

UMA resource stores inherit most of their properties from the defaults. For details, refer to Configuring Servers.

In the AM admin UI, go to Configure > Server Defaults > UMA > UMA Resource Store.

In the Store Mode field, choose External Token Store.

In the Root Suffix field, enter the base DN of the store. For example, dc=uma-resources,dc=example,dc=com .

Save your work.

Go to Configure > Server Defaults > UMA > External UMA Resource Store Configuration.

Enter the properties for the store.

For information about the available settings, refer to UMA Properties.

Save your work.

Configure an UMA audit store

UMA audit stores inherit most of their configuration properties from the defaults. For details, refer to Configuring Servers.

In the AM admin UI, go to Configure > Server Defaults > UMA > UMA Audit Store.

From the Store Mode drop-down list, choose External Token Store.

In the Root Suffix field, enter the base DN of the store.

For example, dc=uma-audit,dc=example,dc=com .

Save your work.

Go to Configure > Server Defaults > UMA > External UMA Audit Store Configuration.

Enter the properties for the store.

For information about the available settings, refer to UMA Properties.

Save your work.

1. 

◦ 

◦ 

◦ 

2. 

◦ 

◦ 

1. 

◦ 

◦ 

◦ 

2. 

◦ 

◦ 
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Configure an UMA pending requests store

UMA pending requests stores inherit most of their configuration properties from the defaults. For details, refer to Configuring
Servers.

Go to Configure > Server Defaults > UMA > Pending Requests Store.

From the Store Mode drop-down list, choose External Token Store.

In the Root Suffix field, enter the base DN of the store.

For example, dc=uma-pending,dc=example,dc=com .

Save your work.

Go to Configure > Server Defaults > UMA > External Pending Requests Store Configuration.

Enter the properties for the store.

For information about the available settings, refer to UMA Properties.

Save your work.

Configure an UMA resource labels store

UMA resource labels stores inherit most of their configuration properties from the defaults. For details, refer to Configuring
Servers.

In the AM admin UI, go to Configure > Server Defaults > UMA > UMA Resource Labels Store.

From the Store Mode drop-down list, choose External Token Store.

In the Root Suffix field, enter the base DN of the store.

For example, dc=uma-labels,dc=example,dc=com .

Save your work.

Go to Configure > Server Defaults > UMA > External UMA Resource Labels Store Configuration.

Enter the properties for the store.

For information about the available settings, refer to UMA Properties.

Save your work.

Authenticate to an UMA store using mTLS

By default, AM authenticates to external UMA stores using simple (username/password) authentication. To enhance security, you
can configure mutual TLS (mTLS) authentication which lets AM authenticate using a trusted certificate.

For details, refer to Secure authentication to data stores.

1. 

◦ 

◦ 

◦ 

2. 

◦ 

◦ 

1. 

◦ 

◦ 

◦ 

2. 

◦ 

◦ 
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UMA actors

To allow UMA flows in your environment, you must first configure the UMA actors. You might already be familiar with some of
these actors, such as the OAuth 2.0 provider, and the OAuth 2.0 clients.

Although the UMA provider is one of the actors, this role in AM is divided between the OAuth2 provider service and the UMA
provider service, as you will see next.

The OAuth 2.0/OpenID Connect provider

As an extension of the OAuth 2.0 and OpenID Connect specifications, the AM authorization server is responsible for
providing protection API access tokens (PATs), and requesting party access tokens (RPTs) and ID tokens for UMA clients.

To configure the OAuth 2.0/OpenID Connect provider, see:

Authorization server configuration

OpenID provider configuration

UMA provider

Configure the UMA provider by realm to expose UMA-related endpoints, and to configure UMA-related properties that are
not exposed in the OAuth 2.0 provider.

The service’s defaults are suitable for most situations and strike a good balance between security and ease of use.

To configure the service, in the AM admin UI, go to Realms > Realm Name > Services, and add an UMA Provider service.

For information about the available attributes, see UMA Provider.

Resource server

You need a server to let the end user register their resources and share them. The resource server can be an AM instance,
a third-party service, or Identity Gateway.

Regardless of where the resource server is, it needs an UMA client that is registered in AM and configured as the UMA
provider.

UMA clients

Configure OAuth 2.0 clients to work as a resource server agent, a requesting party, and a resource owner.

Special scopes:

The uma_protection  Scope.

Clients requiring a protection API access token (PAT) must be configured with the uma_protection  scope. This
scope tells AM that the token is a PAT, and not a regular access token.

The openid  Scope.

lightbulb_2
To set up AM as an example UMA provider, resource server, and client, see the UMA use case instead.

Tip

• 

• 

• 

• 
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Clients performing the UMA grant require the link:openid scope, since AM will provide the claims that UMA requires
inside an ID token.

For more information about registering clients, see Client application registration.

Register and protect resources

Resource owners register their resources in the UMA provider, and protect them with authorization policies:

Resource registration can occur at three different stages:

When the resource is initially created

When the resource is required for policy creation

When someone attempts to access the resource

The process is the same regardless of when it is run.

Policy creation can occur:

After the resource is created

When someone attempts to access the resource

The process is the same regardless of when it is run. The requesting party must always run through the UMA grant
flow to gain access to the resources.

Continue reading to learn how to register and protect resources with the AM UI and the REST APIs.

UMA resources

UMA resource servers register resources with the resource owner’s chosen authorization server. Registered resources can then
be protected, and are available for user-created policies.

AM supports optional system labels when registering resources to help resource owners with organization. For information on
labeling resources, see UMA labels.

AM exposes the UMA resource_set  REST endpoint, as documented in the OAuth 2.0 Resource Registration specification. This
endpoint lets UMA resource servers register and manage resources.

The endpoint requires a protection API token (PAT), which is an OAuth 2.0 access token with a scope of uma_protection . A
resource server must acquire a PAT in order to use the resource set endpoint.

• 

◦ 

◦ 

◦ 

• 

◦ 

◦ 

emergency_home
Only the resource owner can create a policy to protect a resource. Administrative users, such as 
amAdmin , cannot create policies on behalf of a resource owner.

Important
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Acquire a PAT on behalf of a resource owner

This example assumes that a confidential client called UMA-Resource-Server is registered in AM with, at least, the following
configuration:

Client Secret: password

Scopes: uma_protection

Grant Types: Resource Owner Password Credentials

The example uses the Resource Owner Password Credentials grant, but you can use any grant type to obtain the PAT, except the
Client Credentials grant. The example also assumes that an identity for the resource owner, alice , exists in AM.

Send a POST request to the OAuth 2.0 access_token  endpoint.

This example uses the Resource Owner Password Credentials  grant:

$ curl \
--request POST \
--data 'grant_type=password' \
--data 'scope=uma_protection' \
--data 'username=alice' \
--data 'password=Ch4ng31t' \
--data 'client_id=UMA-Resource-Server' \
--data 'client_secret=password' \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "oMsRVDXHYsWAC0KClr6dmX2_cIc",
  "scope": "uma_protection",
  "token_type": "Bearer",
  "expires_in": 3599
}

The value returned in access_token  is the Protection API Token, or PAT Bearer token.

After acquiring a PAT, use the UMA resource_set  REST endpoint for the following operations:

Register an UMA resource (REST)

Create a POST request to the UMA resource_set  endpoint, including the PAT bearer token in an Authorization header.

The following example uses a resource owner’s PAT bearer token to register a photo album resource and a pair of system
labels in a realm named subrealm :

• 

• 

• 

1. 

2. 

info
To use the Resource Owner Password Credentials  grant type, as described in RFC 6749, the default
authentication chain in the relevant realm must allow authentication using only a username and password, for
example by using a DataStore  module. Attempting to use the Resource Owner Password Credentials  grant type
with a chain that requires any additional input returns an HTTP 500 Server Error  message.

Note

1. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Authorization: Bearer 515d6551-6512-5279-98b6-c0ef3f03a723" \
--header "Accept-API-Version: resource=1.0" \
--data '{
    "name" : "Photo Album",
    "icon_uri" : "http://photoz.example.com/icons/flower.png",
    "resource_scopes" : [
        "edit",
        "view",
        "http://photoz.example.com/dev/scopes/print"
    ],
    "labels" : [
        "3D",
        "VIP"
    ],
    "type" : "http://photoz.example.com/dev/rtypes/photoalbum"
}' \
"https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/resource_set"
{
    "_id": "126615ba-b7fd-4660-b281-bae81aa45f7c0",
    "user_access_policy_uri": "https://openam.example.com:8443/openam/XUI/?realm=/#uma/share/126615ba-
b7fd-4660-b281-bae81aa45f7c0"
}

List registered UMA resources (REST)

Create a GET request to the UMA resource_set  endpoint, including the PAT bearer token in an Authorization header.

The following example uses a PAT bearer token to list the registered resources in a realm named subrealm :

$ curl \
--header "Authorization: Bearer 515d6551-6512-5279-98b6-c0ef3f03a723" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/resource_set"
{
    "126615ba-b7fd-4660-b281-bae81aa45f7c0",
    "3a2fe6d5-67c8-4a5a-83fb-09734f1dd5b10",
    "8ed24623-fcb5-46b8-9a64-18ee1b9b7d5d0"
}

On success, an array of the registered resource IDs is returned. Use the ID to identify a resource in the following
procedures:

Read an UMA resource (REST)

Update an UMA resource (REST)

Delete an UMA resource (REST)

Read an UMA resource (REST)

Create a GET request to the UMA resource_set  endpoint, including the PAT bearer token in an Authorization header.

1. 

◦ 

◦ 

◦ 

1. 
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The following example uses a PAT bearer token and a resource ID to read a specific resource in a realm named subrealm :

$ curl \
--header "Authorization: Bearer 515d6551-6512-5279-98b6-c0ef3f03a723" \
"https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/resource_set/126615ba-b7fd-4660-b281-
bae81aa45f7c0"
{
    "resource_scopes": [
        "read",
        "view",
        "http://photoz.example.com/dev/scopes/print"
    ],
    "name": "Photo Album",
    "_id": "126615ba-b7fd-4660-b281-bae81aa45f7c0",
    "type": "https//www.example.com/rsets/photoalbum",
    "icon_uri": "http://www.example.com/icons/flower.png",
    "labels": [
        "VIP",
        "3D"
    ],
    "user_access_policy_uri":
        "https://openam.example.com:8443/openam/XUI/?realm=/#uma/share/126615ba-b7fd-4660-b281-bae81aa45f7c0"
}

On success, AM returns an HTTP 200 OK status code as well as a representation of the resource in the JSON body of the
response.

If the resource ID does not exist, AM returns an HTTP 404 Not Found status code, as follows:

{
  "error": "not_found",
  "error_description": "Resource set corresponding to id: 43225628-4c5b-4206-b7cc-5164da81decd0 not found"
}

Update an UMA resource (REST)

This example updates the UMA policy for user bob  with the delete  scope. The registered user for UMA in this example is alice
who has permission to update the policy using their own SSO token in the header.

Before you can read or update a resource, you have to acquire a PAT token on behalf of the resource owner.

Add the new policy action delete  to the appropriate resource type.

info
You must provide the ID of the resource to read, specified at the end of the request, as follows: https://
openam.example.com:8443/openam/uma/realms/root/resource_set/resource_set_ID .

Note

1. 

2. 
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$ curl \
--request PUT \
--header 'Accept-API-Version: protocol=1.0,resource=1.0' \
--header 'Content-Type: application/json' \
--header "Authorization: Bearer 515d6551-6512-5279-98b6-c0ef3f03a723" \
--data '{"uuid":"63d10a0d-4d86-4b7e-8548-3bf70dda7d220",
  "description":"Dynamically created resource type for the UMA resource set. Used to find all Policy Engine 
Policies that make up an UMA Policy",
  "actions": {
    "download":true,
    "view":true,
    "comment":true,
    "delete":true
  },
}' \
"https://openam.example.com:8443/openam/json/resourcetypes/630a0d-4d86-4b7e-848-3bf7dda7d220"

Create a PUT request to the UMA resource_set  endpoint. Include the following:

A PAT bearer token in a header named Authorization

Any new or changed parameters in the existing values.

The ID of the resource to update, specified at the end of the request. Example:

https://openam.example.com:8080/openam/uma/realms/root/resource_set/resource_set_ID .

The following example uses a PAT bearer token and a resource ID to add the delete  scope to a realm resource.

3. 

◦ 

◦ 

◦ 
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curl \
--request PUT \
--header "Content-Type: application/json" \
--header "Authorization: Bearer 515d6551-6512-5279-98b6-c0ef3f03a723" \
--header "Accept-API-Version: resource=1.0" \
--header "If-Match: *" \
--data '{
    "policyId": "5c322250-a39b-455e-8413-33c3f8a876e00",
    "permissions":
       [
         {
           "subject": "bob",
           "scopes": [
              "view",
              "comment",
              "download",
              "delete"
           ]
        }
       ]
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/policies/5c322250-
a39b-455e-8413-33c3f8a876e00"
{
  "_id": "63d10a0d-4d86-4b7e-8548-3bf70dda7d220",
  "_rev": "-92235058",
  "policyId": "63d10a0d-4d86-4b7e-8548-3bf70dda7d220",
  "permissions": [
    {
      "subject": "bob",
      "scopes": [
        "download",
        "delete",
        "view",
        "comment"
      ]
    }
  ]
}

Delete an UMA resource (REST)

Create a DELETE request to the UMA resource_set  endpoint, including the PAT bearer token in a header named 
Authorization .

Provide the ID of the resource to delete, specified at the end of the request as follows: https://openam.example.com:
8443/openam/uma/realms/root/resource_set/resource_set_ID

$ curl \
--request DELETE \
--header "Authorization: Bearer 515d6551-6512-5279-98b6-c0ef3f03a723" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/resource_set/126615ba-b7fd-4660-b281-
bae81aa45f7c0"
{}

1. 
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On success, AM returns an HTTP 204 No Content status code as well as an empty response body.

If the resource ID does not exist, AM returns an HTTP 404 Not Found status code, as follows:

{
    "error": "not_found",
    "error_description":
        "Resource set corresponding to id: 43225628-4c5b-4206-b7cc-5164da81decd0 not found"
}

UMA policies

UMA authorization servers must manage the resource owner’s authorization policies, so that registered resources can be
protected.

The /json/users/[var]#user#/uma/policies/  REST endpoint lets users create and manage authorization policies.

To manage an UMA policy over REST, the resource must be registered to the user specified in the URL. For information on
registering resource sets, see /uma/resource_set.

Create an UMA policy (REST)

To create a policy, the resource owner must be logged in to the authorization server, have an SSO token issued to them, and have
the resource ID of the resource that will be protected.

Log in as the resource owner to obtain an SSO token:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: alice" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2LY4S…Q4MTE4NTA2*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

emergency_home
UMA policies are designed to be user-managed, and not manipulated by AM administrators, using the standard 
policy  endpoints. If AM administrators manipulate UMA policies directly, they risk breaking the integrity of the UMA
security model.

Important

info
Only the resource owner can create a policy to protect a resource. Administrative users, such as amAdmin , cannot
create policies on behalf of a resource owner.

Note

1. 
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The value returned in the tokenId  element is the SSO token of the resource owner, Alice. Use this value as the contents of
the iPlanetDirectoryPro  cookie when you create the policy.

Send a PUT request to the UMA policies  endpoint.

Include the SSO token in a header based on the configured session cookie name (default: iPlanetDirectoryPro ). Include
the resource ID as the value of policyId  in the body, and also in the URI.

This example uses the policy owner’s SSO token ( iPlanetDirectoryPro  cookie). The command creates a policy to share a
resource belonging to user alice  with user bob :

$ curl \
--request PUT \
--header 'Accept-API-Version: resource=1.0' \
--header 'cache-control: no-cache' \
--header 'content-type: application/json' \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S...Q4MTE4NTA2*" \ (1)
--header "If-None-Match: *" \
--data '{
    "policyId": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853", (2)
    "permissions":
    [
        {
            "subject": "bob",
            "scopes": [
                "view",
                "comment"
            ]
        }
    ]
}' \
https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/policies/
0d7790de-9066-4bb6-8e81-25b6f9d0b8853
{
    "_id": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853", (3)
    "_rev": "-1985914901"
}

On success, AM returns an HTTP 201 Created status code with the ID of the created policy.

If the permissions are not correct, AM returns an HTTP 400 Bad Request error. For example:

{
    "code": 400,
    "reason": "Bad Request",
    "message": "Invalid UMA policy permission. Missing required attribute, 'subject'."
}

2. 

1
Specify the SSO token of the resource owner. Administrative users such as amAdmin cannot create UMA resource
policies on behalf of a resource owner.

2
Specify the ID of the registered resource that this policy will protect. The same resource ID must also be included in the
URI of the REST call. See Register an UMA Resource (REST).

3 Note that the returned _id value of the new policy set is identical to the ID of the registered resource.
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Read an UMA policy (REST)

To read a policy, the resource owner or an administrative user must be logged in to the authorization server and have an SSO
token issued to them. The policy ID to read must also be known.

Log in as the resource owner to obtain an SSO token:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: alice" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2LY4S…Q4MTE4NTA2*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The value returned in the tokenId  element is the SSO token of the resource owner, Alice. Use this value as the contents of
the iPlanetDirectoryPro  cookie in the next step.

Send a GET request to the UMA policies  endpoint, including the SSO token in a header based on the configured session
cookie name (default: iPlanetDirectoryPro ), and the resource ID as part of the URL.

The following example uses an SSO token to read a specific policy with ID 43225628-4c5b-4206-b7cc-5164da81decd0
belonging to user alice :

error
For simplicity, this example uses "subject": "bob"  to identify the user with whom the resource is shared. In a
production deployment, the attribute that is used to identify the subject  in an UMA policy should be something that
can be independently verified as belonging to a specific user; for example, an email address.
Any self-service registration process or profile modification process should be configured to assure ownership of that
identifier (by using an email address verification node, for example).
If your UMA deployment is not designed to verify the identity of the subject, you risk having UMA policies that can be
"hijacked" by other users.

Caution

lightbulb_2
The ID used for a policy is always identical to the ID of the resource it protects. 

Tip

1. 

2. 

info
The SSO token must have been issued to the user specified in the URL, or to an administrative user such as 
amAdmin . In this example, the user is alice .

Note
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$ curl \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S...Q4MTE4NTA2*" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/policies/
0d7790de-9066-4bb6-8e81-25b6f9d0b8853"
{
    "_id": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853",
    "_rev": "1444644662",
    "policyId": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853",
    "name": "Photo Album",
    "permissions": [
        {
            "subject": "bob",
            "scopes": [
                "view",
                "comment"
            ]
        }
    ]
}

On success, AM returns an HTTP 200 OK status code with a JSON body representing the policy.

If the policy ID does not exist, an HTTP 404 Not Found status code is returned, as follows:

{
    "code": 404,
    "reason": "Not Found",
    "message": "UMA Policy not found, 43225628-4c5b-4206-b7cc-5164da81decd0"
}

Update an UMA policy (REST)

To update a policy, the resource owner must be logged in to the authorization server and have an SSO token issued to them. The 
policy ID to read must also be known.

Log in as the resource owner to obtain an SSO token:

lightbulb_2
The ID used for a policy is always identical to the ID of the resource it protects. 

Tip

1. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: alice" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2LY4S…Q4MTE4NTA2*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The value returned in the tokenId  element is the SSO token of the resource owner, Alice. Use this value as the contents of
the iPlanetDirectoryPro  cookie in the next step.

Create a PUT request to the UMA policies  endpoint, including the SSO token in a header based on the configured
session cookie name (default: iPlanetDirectoryPro ), and the resource ID as both the value of policyId  in the body and
also as part of the URL.

The following example uses an SSO token to update a policy with ID 0d7790de-9066-4bb6-8e81-25b6f9d0b8853  belonging
to user alice  with an additional subject, chris :

2. 

info
The SSO token must have been issued to the user specified in the URL. In this example, the user is alice .

Note
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$ curl \
--request PUT \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S...Q4MTE4NTA2*" \
--header "Content-Type: application/json" \
--header "If-Match: *" \
--header "Accept-API-Version: resource=1.0" \
--data \
'{
    "policyId": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853",
    "permissions":
    [
        {
            "subject": "bob",
            "scopes": [
                "view",
                "comment"
            ]
        },
        {
            "subject": "chris",
            "scopes": [
                "comment"
            ]
        }
    ]
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/policies/
0d7790de-9066-4bb6-8e81-25b6f9d0b8853"
{
    "_id": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853",
    "_rev": "-1844449592",
    "policyId": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853",
    "permissions": [
        {
            "subject": "bob",
            "scopes": [
                "view",
                "comment"
            ]
        },
        {
            "subject": "chris",
            "scopes": [
                "view"
            ]
        }
    ]
}

On success, AM returns an HTTP 200 OK status code with a JSON representation of the policy in the body as the response.

If the policy ID does not exist, an HTTP 404 Not Found status code is returned, as follows:
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{
    "code": 404,
    "reason": "Not Found",
    "message": "UMA Policy not found, 43225628-4c5b-4206-b7cc-5164da81decd0"
}

If the permissions are not correct, AM returns an HTTP 400 Bad Request status code. For example:

{
    "code": 400,
    "reason": "Bad Request",
    "message": "Invalid UMA policy permission. Missing required attribute, 'subject'."
}

If the policy ID in the URL does not match the policy ID used in the JSON payload, AM returns an HTTP 400 Bad Request
status code. For example:

{
    "code": 400,
    "reason": "Bad Request",
    "message": "Policy ID does not match policy ID in the body."
}

Restrict an UMA policy (REST)

You can restrict UMA policies in the following ways:

Set an expiration date on the authorization.

Restrict the clients that can obtain an RPT.

Set an expiration date

To add an expiration date to an UMA authorization, send a PUT request to the json/users/userId/policies  endpoint.

• 

• 

emergency_home
These conditions apply to UMA policies only, and are not available to regular authorization policies.
A single UMA policy is generally represented by multiple authorization policies, with one authorization policy
per permission array item.
You apply restrictions to UMA policies at the precise authorization policy for that permission; in other words, at
the json/users/userId/policies  endpoint, and not at the userId/uma/policies  endpoint.
To obtain the UUID of the precise authorization policy, you can query the user’s authorization policies using 
baseUrl/json/realms/root/realms/sub_realm/users/resourceOwnerId/policies?_queryFilter=true

By default, restrictions on UMA policies do not apply to the resource owner. To change this behavior, set the 
Resource Owner Implicit Consent flag to false  in the UMA provider configuration.

Important

• 

• 
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Add a condition  object similar to the following to the policy definition:

"condition": {
    "type": "AND",
    "conditions": [
        {
            "type": "Expiration",
            "expirationDate": 1638263100
        }
    ]
}

The second type  field specifies the condition type; Expiration  in this case.

The expirationDate  field takes a long number, in Unix epoch time format.

This example adds an expiration date to the authorization created in the previous example:

info
This is not the uma/policies endpoint. 

Note

• 

• 
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$ curl \
--request PUT \
--header 'Accept-API-Version: resource=1.0' \
--header 'content-type: application/json' \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--header "If-Match: *" \
--data '{
  "_id": "Incredible Wooden Bacon - alice - 50f0d76d-b096-4998-ab55-3b7c900b01290-97717",
  "_rev": "1643374273953",
  "name": "Incredible Wooden Bacon - alice - 50f0d76d-b096-4998-ab55-3b7c900b01290-97717",
  "active": true,
  "description": "",
  "resources": [
    "uma://50f0d76d-b096-4998-ab55-3b7c900b01290"
  ],
  "applicationName": "uma-resource-server",
  "actionValues": {
    "view": true,
    "comment": true
  },
  "condition": {
    "type": "AND",
    "conditions": [
      {
        "type": "Expiration",
        "expirationDate": 1638263100
      }
    ]
  },
  "subject": {
    "type": "Uma",
    "claimValue": "bob"
  },
  "resourceTypeUuid": "",
  "lastModifiedBy": "id=alice,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org",
  "lastModifiedDate": "2022-01-28T12:51:13.953Z",
  "createdBy": "id=alice,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org",
  "creationDate": "2022-01-28T10:43:31.608Z"
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/policies/
Incredible%20Wooden%20Bacon%20-%20alice%20-%2050f0d76d-b096-4998-ab55-3b7c900b01290-97717"
{
  "_id": "Incredible Wooden Bacon - alice - 50f0d76d-b096-4998-ab55-3b7c900b01290-97717",
  "_rev": "1643728958220",
  "name": "Incredible Wooden Bacon - alice - 50f0d76d-b096-4998-ab55-3b7c900b01290-97717",
  "active": true,
  "description": "",
  "resources": [
    "uma://50f0d76d-b096-4998-ab55-3b7c900b01290"
  ],
  "applicationName": "uma-resource-server",
  "actionValues": {
    "view": true,
    "comment": true
  },
  "subject": {
    "type": "Uma",
    "claimValue": "bob"
  },
  "condition": {
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    "type": "AND",
    "conditions": [
      {
        "type": "Expiration",
        "expirationDate": 1638263100
      }
    ]
  },
  "resourceTypeUuid": "",
  "lastModifiedBy": "id=alice,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org",
  "lastModifiedDate": "2022-02-01T15:22:38.220Z",
  "createdBy": "id=alice,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org",
  "creationDate": "2022-01-28T10:43:31.608Z"
}

Specify a client ID

To restrict the list of clients that can obtain an RPT, send a PUT request to the json/users/userId/policies  endpoint.

Add a condition  object similar to the following to the policy definition:

"condition": {
    "type": "AND",
    "conditions": [
        {
            "type": "ClientId",
            "clientIds": [_array-of-ids_]
        }
    ]
}

The second type  field specifies the condition type; ClientId  in this case.

The clientIds  field takes an array of client IDs.

This example restricts the clients that can request an RPT to client1  and client2 :

info
The request is sent to the userId/policies endpoint and the UUID of the policy is not the UMA policy’s ID, but the ID
of the specific authorization policy. 

Note

info
This is not the uma/policies endpoint. 

Note

• 

• 
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$ curl \
--request PUT \
--header 'Accept-API-Version: resource=1.0' \
--header 'content-type: application/json' \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--header "If-Match: *" \
--data '{
  "_id": "Incredible Wooden Bacon - alice - 50f0d76d-b096-4998-ab55-3b7c900b01290-97717",
  "_rev": "1643374273953",
  "name": "Incredible Wooden Bacon - alice - 50f0d76d-b096-4998-ab55-3b7c900b01290-97717",
  "active": true,
  "description": "",
  "resources": [
    "uma://50f0d76d-b096-4998-ab55-3b7c900b01290"
  ],
  "applicationName": "uma-resource-server",
  "actionValues": {
    "view": true,
    "comment": true
  },
  "condition": {
    "type": "AND",
    "conditions": [
      {
        "type": "ClientId",
        "clientIds": [
          "client1",
          "client2"
        ]
      }
    ]
  },
  "subject": {
    "type": "Uma",
    "claimValue": "bob"
  },
  "resourceTypeUuid": "",
  "lastModifiedBy": "id=alice,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org",
  "lastModifiedDate": "2022-01-28T12:51:13.953Z",
  "createdBy": "id=alice,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org",
  "creationDate": "2022-01-28T10:43:31.608Z"
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/policies/
Incredible%20Wooden%20Bacon%20-%20alice%20-%2050f0d76d-b096-4998-ab55-3b7c900b01290-97717"
{
  "_id": "Incredible Wooden Bacon - alice - 50f0d76d-b096-4998-ab55-3b7c900b01290-97717",
  "_rev": "1643798048205",
  "name": "Incredible Wooden Bacon - alice - 50f0d76d-b096-4998-ab55-3b7c900b01290-97717",
  "active": true,
  "description": "",
  "resources": [
    "uma://50f0d76d-b096-4998-ab55-3b7c900b01290"
  ],
  "applicationName": "uma-resource-server",
  "actionValues": {
    "view": true,
    "comment": true
  },
  "subject": {
    "type": "Uma",
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    "claimValue": "bob"
  },
  "condition": {
    "type": "AND",
    "conditions": [
      {
        "type": "ClientId",
        "clientIds": [
          "client1",
          "client2"
        ]
      }
    ]
  },
  "resourceTypeUuid": "",
  "lastModifiedBy": "id=alice,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org",
  "lastModifiedDate": "2022-02-02T10:34:08.205Z",
  "createdBy": "id=alice,ou=user,o=alpha,ou=services,dc=openam,dc=forgerock,dc=org",
  "creationDate": "2022-01-28T10:43:31.608Z"
}

Delete an UMA policy (REST)

To delete a policy, the resource owner must be logged in to the authorization server and have an SSO token issued to them. The 
policy ID to read must also be known.

Log in as the resource owner to obtain an SSO token:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: alice" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2LY4S…Q4MTE4NTA2*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The value returned in the tokenId  element is the SSO token of the resource owner, Alice. Use this value as the contents of
the iPlanetDirectoryPro  cookie in the next step.

Send a DELETE request to the UMA policies  endpoint, including the SSO token in a header based on the configured
session cookie name (default: iPlanetDirectoryPro ), and the resource ID as part of the URL.

lightbulb_2
The ID used for a policy is always identical to the ID of the resource it protects. 

Tip

1. 

2. 

info
The SSO token must have been issued to the user specified in the URL. In this example, the user is alice .

Note
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This example uses an SSO token to delete a policy with ID 0d7790de-9066-4bb6-8e81-25b6f9d0b8853  belonging to user 
alice :

$ curl \
--request DELETE \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S...Q4MTE4NTA2*" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/json/policies/
0d7790de-9066-4bb6-8e81-25b6f9d0b8853"
{}

On success, AM returns an HTTP 200 OK status code with an empty JSON body as the response.

If the policy ID does not exist, an HTTP 404 Not Found status code is returned, as follows:

{
    "code": 404,
    "reason": "Not Found",
    "message": "UMA Policy not found, 43225628-4c5b-4206-b7cc-5164da81decd0"
}

When an UMA policy is deleted, all nested policies are deactivated. If that same policy is recreated, the deactivated policies are
reinstated.

For example, to follow on from the example use case, Alice grants view  and comment  access to her medical records to Dr. Bob.
Dr. Bob then creates an UMA policy, granting view  and comment  access to Alice’s medical records to the Surgery Center:

If Alice later deletes the policy between herself and Dr. Bob (that is, she withdraws consent for Dr. Bob to access her medical
records) the policy between Dr. Bob and the Surgery Center is deactivated. The policy still exists, but the Surgery Center will not
have access to Alice’s records.

If Alice later recreates the policy between herself and Dr. Bob, the policy between Dr. Bob and the Surgery Center is reactivated,
and the Surgery Center will once again have access to Alice’s records:
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Query UMA policies (REST)

To query policies, the resource owner or an administrative user must be logged in to the authorization server and have an SSO
token issued to them.

Log in as the resource owner to obtain an SSO token:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: alice" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2LY4S…Q4MTE4NTA2*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The value returned in the tokenId  element is the SSO token of the resource owner, Alice. Use this value as the contents of
the iPlanetDirectoryPro  cookie in the next step.

Create a GET request to the UMA policies  endpoint, including the SSO token in a header based on the configured
session cookie name (default: iPlanetDirectoryPro ).

Use the following query string parameters to affect the returned results:

_sortKeys=[-]field[,field…]+

Sort the results returned, where field represents a field in the JSON policy objects returned.

For UMA policies, only the policyId  and name  fields can be sorted.

error
Because the deletion of an UMA policy results in a traversal of all the nested UMA policies, deleting a policy when
there is a complex graph of nested policies will have a negative performance impact.

Caution

1. 

2. 

info
The SSO token must have been issued to the user specified in the URL, or to an administrative user such as 
amAdmin .
In this example, the user is demo .

Note
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Optionally, use the +  prefix to sort in ascending order (the default), or -  to sort in descending order.

_pageSize=integer

Limit the number of results returned.

_pagedResultsOffset=integer

Start the returned results from the specified index.

_queryFilter

The queryFilter parameter can take true  to match every policy, false  to match no policies, or a filter of the following
form to match field values: _field operator value  where field represents the field name, operator is the operator
code, value is the value to match, and the entire filter is URL-encoded. Only the equals ( eq ) operator is supported
by the /uma/policies  endpoint.

The field value can be either resourceServer , the resource server that created the resource, or permissions/
subject , the list of subjects that are assigned scopes in the policy.

Filters can be composed of multiple expressions by a using boolean operator AND , and by using parentheses, 
(expression) , to group expressions.

The following example uses an SSO token to query the policies belonging to user demo , which have a subject bob
in the permissions:

info
You must URL-encode the filter expression in _queryFilter=filter . So, for example, the following
filter:
resourceServer eq "UMA-Resource-Server" AND permissions/subject eq "bob"
When URL-encoded becomes:
resourceServer+eq+%22UMA-Resource-Server%22+AND+permissions%2Fsubject+eq+%22bob%22

Note
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$ curl \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--header "Accept-API-Version: resource=1.0" \
--request GET \
--data-urlencode '_sortKeys=policyId,name' \
--data-urlencode '_pageSize=1' \
--data-urlencode '_pagedResultsOffset=0' \
--data-urlencode '_queryFilter=permissions/subject eq "bob"' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/policies"
{
    "result": [
        {
            "_id": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853",
            "policyId": "0d7790de-9066-4bb6-8e81-25b6f9d0b8853",
            "name": "Photo Album",
            "permissions": [
                {
                    "subject": "bob",
                    "scopes": [
                        "view",
                        "comment"
                    ]
                },
                {
                    "subject": "chris",
                    "scopes": [
                        "view"
                    ]
                }
            ]
        }
    ],
    "resultCount": 1,
    "pagedResultsCookie": null,
    "remainingPagedResults": 0
}

On success, AM returns an HTTP 200 OK status code with a JSON body representing the policies that match the
query.

If the query is not formatted correctly, for example, an incorrect field is used in the _queryFilter , AM returns an
HTTP 500 Server Error as follows:

{
    "code": 500,
    "reason": "Internal Server Error",
    "message": "'/badField' not queryable"
}

Manage UMA policies (UI)

Log in to AM to access your profile page.

From the Shares menu, select Resources to display the list of resources you own.

1. 

2. 
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Figure 1. The Resources page when logged in

To share a resource, click the name of the resource to open the resource details page, then click Share.

On the Share the resource form:

Enter the username of the user with whom to share the resource.

From the Select Permission list, choose the permissions to assign to the user for the selected resource.

Click Share.

3. 

◦ 

◦ 

◦ 
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Figure 2. Sharing an UMA resource

Repeat these steps to share the resources with additional users.

Click Close.

UMA labels

Apply labels to resources to help organize and locate them more easily. You can apply multiple labels to a single resource, and a
label can apply to multiple resources.

Resources support three types of labels:

User labels

Managed by the resource owner after the resource has been registered to them.

Can be created and deleted. Deleting a label does not delete the resources to which it was applied.

Support nested hierarchies. Separate levels of the hierarchy with forward slashes ( / ) when creating a label. For
example, Top Level/Second Level/My Label .

Are only visible to the user who created them. You can manage user labels over REST, or by using the AM admin UI.
For more information, see Manage UMA user and favorite labels.

System labels

Created by the resource server when registering a resource.

◦ 

info
AM creates a policy set containing a policy representing the resources and identities specified by the
resource owner sharing their resources.
These policies appear in the AM admin UI as read-only, and cannot be edited by administrative users
such as amAdmin . They can, however, be viewed and deleted.

Note

4. 

• 

• 

• 

• 

• 
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Cannot be deleted.

Do not support a hierarchy of levels.

Are only visible to the owner of the resource.

For information on creating system labels, see Register an UMA resource (REST).

Favorite labels

Users can assign the built-in star label to a resource to mark it as a favorite.

You can manage favorite labels over REST, or by using the AM admin UI. For more information, see Manage UMA user and
favorite labels and Label resources as favorites (UI).

Manage UMA user and favorite labels

The /json/users/username/oauth2/resources/labels  REST endpoint lets users manage user and favorite labels. It also
provides built-in user pages in the UI.

When using the REST endpoint, specify the username  in the URL, and provide the SSO token of that user in the 
iPlanetDirectoryPro  header.

Create user labels (REST)

Log in as the resource owner to obtain an SSO token:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: alice" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2LY4S…Q4MTE4NTA2*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The value returned in the tokenId  element is the SSO token of the resource owner, Alice. Use this value as the contents of
the iPlanetDirectoryPro  cookie in the next step.

To create a new user label, send a POST request with the name of the new user label and the type, USER :

• 

• 

• 

info
Each resource is automatically assigned a system label containing the name of the resource server that
registered it, as well as a system label that lets users add the resource to a list of favorites.

Note

1. 

2. 

PingAM User-Managed Access (UMA) 2.0

Copyright © 2025 Ping Identity Corporation 4751



$ curl \
--request POST \
--header 'Accept-API-Version: resource=1.0' \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--data '{
    "name" : "New Resource Label",
    "type" : "USER"
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/oauth2/resources/labels"
{
  "_id": "f2069e8c-bd3e-430a-b2f6-7b9f9b523e5a0",
  "_rev": "27048065",
  "name": "New Resource Label",
  "type": "USER"
}

On success, AM returns an HTTP 201 Created status code, and the unique identifier of the new user label in the _id  field.
Note that the label is not yet associated with a resource. To apply the new label to a resource, see Update an UMA
resource (REST).

Query user labels (REST)

Log in as the resource owner to obtain an SSO token:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: alice" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2LY4S…Q4MTE4NTA2*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The value returned in the tokenId  element is the SSO token of the resource owner, Alice. Use this value as the contents of
the iPlanetDirectoryPro  cookie in the next step.

To query the labels belonging to a user, send a GET request with _queryFilter=true :

lightbulb_2
If you set the type object as STAR, you create a favorite label. 

Tip

1. 

2. 
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$ curl \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/json/realms/root/realms/alpha/users/alice/oauth2/resources/labels?
_queryFilter=true"
{
    "result": [
        {
            "_id": "46a3392f-1d2f-4643-953f-d51ecdf141d44",
            "name": "2022/June/Bristol",
            "type": "USER"
        },
        {
            "_id": "60b785c2-9510-40f5-85e3-9837ac272f1b1",
            "name": "Top Level/Second Level/My Label",
            "type": "USER"
        },
        {
            "_id": "ed5fad66-c873-4b80-93bb-92656eb06deb0",
            "name": "starred",
            "type": "STAR"
        },
        {
            "_id": "db2161c0-167e-4195-a832-92b2f578c96e3",
            "name": "New Resource Set Label",
            "type": "USER"
        }
    ],
    "resultCount": 4,
    "pagedResultsCookie": null,
    "totalPagedResultsPolicy": "NONE",
    "totalPagedResults": -1,
    "remainingPagedResults": -1
}

Delete user labels (REST)

Log in as the resource owner to obtain an SSO token:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: alice" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM2LY4S…Q4MTE4NTA2*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The value returned in the tokenId  element is the SSO token of the resource owner, Alice. Use this value as the contents of
the iPlanetDirectoryPro  cookie in the next step.

1. 

PingAM User-Managed Access (UMA) 2.0

Copyright © 2025 Ping Identity Corporation 4753



To delete a user label, send a DELETE request, including the ID of the label in the URL:

$ curl \
--request DELETE \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/oauth2/resources/labels/
46a3392f-1d2f-4643-953f-d51ecdf141d44"
{
    "_id": "46a3392f-1d2f-4643-953f-d51ecdf141d44",
    "name": "2022/June/Bristol",
    "type": "USER"
}

On success, AM returns an HTTP 200 OK status code, and a JSON representation of the user label that was removed.

Label resources (UI)

Log in to the UI as a user. The profile page is displayed.

Go to Shares > Resources > My Resources, and click the name of the resource to add labels to.

On the resource details page, click Edit Labels.

In the edit box that is displayed, you can:

Enter the label you want to add to the resource, and click Enter .

If you enter a label containing forward slash ( / ) characters, a hierarchy of each component of the label is created.
The resource only appears in the last component of the hierarchy.

For example, this image shows the result of the label: 2015/October/Bristol :

Click an existing label, and then press Delete  or Backspace  to delete the label from the resource.

2. 

1. 

2. 

3. 

1. 

2. 
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When you have finished editing labels you can:

Click the checkmark button to save any changes made.

Click the X button to cancel any changes made.

Label resources as favorites (UI)

Mark resources as favorites to have them appear on the Starred page.

Log in to AM as the resource owner user. The profile page is displayed.

Go to Shares > Resources > My Resources, and click the name of the resource to add to the list of favorites.

On the resource details page, click the star icon:

To view the list of favorite resources, click Starred.

UMA grant flow

Endpoints

/oauth2/authorize

/oauth2/access_token

/uma/permission_request

/uma/claims_gathering

The UMA grant flow issues an RPT to the requesting party to allow access to a resource.

4. 

1. 

2. 

1. 

2. 

3. 

• 

• 

• 

• 
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The implementation in AM covers the following scenarios:

The requesting party wants to perform an action over a resource (for example, downloading it), and the resource owner
has already granted them that permission.

During the UMA grant flow, AM issues the requesting party an RPT that they can present to the resource server to access
the resource.

The requesting party wants to perform an action over a resource (for example, downloading it), and the resource owner
has not granted them that permission.

During the UMA grant flow, AM denies access to the resource, and sends the resource owner a request for permission on
behalf of the requesting party.

If the resource owner grants their permission (which happens asynchronously), the requesting party requests a new
permission ticket and applies for another RPT.

This diagram shows the first scenario:

A requesting party, using a client application, requests access to an UMA-protected resource (labeled 1  and 2  in the
diagram above).

The resource server checks the existing token ( 3 ) and determines that the requesting party does not have the correct

privileges to access the resource. The resource server returns a permission ticket ( 4 ) to the client.

The client uses the permission ticket and a claim token to send an RPT from AM ( 5 ) and ( 6 ).

AM makes a policy decision using the requested scopes, the scopes permitted in the registered resource, and the user-

created policy, and if successful returns an RPT ( 7  and 8 ).

• 

• 

Requesting Party
(RqP)

Requesting Party
(RqP)

Client
(On Behalf of Requesting Party)

Client
(On Behalf of Requesting Party)

AM
Authorization Server (AS)

AM
Authorization Server (AS)

Resource Server
(RS)

Resource Server
(RS)

1)
RqP wants access to a resource,
uses client to...

2) Request access with existing token

3) Introspects token

4)
If not authorized for resource, creates a new permission ticket. Returns 401
Unauthorized Response with new permission ticket and authZ Server location.

5) Token request with ticket & claim token

6) Return with rotated ticket and redirect

7) Authorization request with ticket

8) Authorization response with requesting party token (RPT)

9) Resource access request with token (RPT)

10) Introspect RPT

11) Access protected resource

• 

• 

• 

• 
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The client presents the RPT to the resource server ( 9 ), which must verify the token is valid using the AM introspection

endpoint ( 10 ). If the RPT is confirmed to be valid and not expired ( 10 ), the resource server can return the protected

resource to the client for access by the requesting party ( 11 ).

Perform the steps in the following procedures to issue an RPT to a requesting party, and have it rejected as in the second
scenario. The resource owner will then grant permission to the resource, and the requesting party will attempt the flow again:

Acquire a PAT on behalf of a resource owner

This example assumes that a confidential client called UMA-Resource-Server is registered in AM with, at least, the following
configuration:

Client Secret: password

Scopes: uma_protection

Grant Types: Resource Owner Password Credentials

The example uses the Resource Owner Password Credentials grant, but you can use any grant type to obtain the PAT, except the
Client Credentials grant. The example also assumes that an identity for the resource owner, alice , exists in AM.

Send a POST request to the OAuth 2.0 access_token  endpoint.

This example uses the Resource Owner Password Credentials  grant:

$ curl \
--request POST \
--data 'grant_type=password' \
--data 'scope=uma_protection' \
--data 'username=alice' \
--data 'password=Ch4ng31t' \
--data 'client_id=UMA-Resource-Server' \
--data 'client_secret=password' \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "oMsRVDXHYsWAC0KClr6dmX2_cIc",
  "scope": "uma_protection",
  "token_type": "Bearer",
  "expires_in": 3599
}

The value returned in access_token  is the Protection API Token, or PAT Bearer token.

• 

• 

• 

• 

1. 

2. 

info
To use the Resource Owner Password Credentials  grant type, as described in RFC 6749, the default
authentication chain in the relevant realm must allow authentication using only a username and password, for
example by using a DataStore  module. Attempting to use the Resource Owner Password Credentials  grant type
with a chain that requires any additional input returns an HTTP 500 Server Error  message.

Note
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Create a permission ticket

When the resource server receives a request for access to a resource, it contacts the authorization server to acquire a permission
ticket. The permission ticket associates a request for a particular resource with the corresponding scopes. The resource owner’s
PAT bearer token is used to map the request to the correct identity.

The permission ticket and the claim token are used to obtain an RPT. A new permission ticket must be used for each attempt to
acquire an RPT.

This example assumes that a confidential client called UmaClient is registered in AM with, at least, the following configuration:

Client Secret: password

Scopes: openid , download

Grant Types: Resource Owner Password Credentials , UMA

This example uses the Resource Owner Password Credentials grant, but you can use any grant type, except the Client
Credentials one.

Token Endpoint Authentication Method: client secret post

Confidential OpenID Connect clients can use several methods to authenticate, but this example uses 
client secret post  for clarity. For more information, see OIDC client authentication.

The example also assumes that an identity for the resource owner, bob , exists in AM.

Send a POST request to the UMA permission_request  endpoint:

$ curl \
--request POST \
--header 'authorization: Bearer 057ad16f-7dba-4049-9f34-e609d230d43a' \ (1)
--header 'cache-control: no-cache' \
--header 'content-type: application/json' \
--data '[
    {
        "resource_id" : "ef4d750e-3831-483b-b395-c6f059b5e15d0", (2)
        "resource_scopes" : ["download"]
    }
]' \

https://openam.example.com:8443/openam/uma/realms/root/permission_request

{
    "ticket": "eyJ0eXAiOiJ…XPeJi3E" (3)
}

• 

• 

• 

• 

1. 

1 Use the PAT Bearer Token previously acquired on behalf of the resource owner.

2
Specify ID of the registered resource for which this permission ticket will maintain permission state information. See 
Register an UMA resource (REST).

3 The value returned in the ticket property is the permission ticket, which is used to obtain an RPT. See Obtain an RPT.
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Gather claims

The UMA specification lets a requesting party (Bob, in our example) identify themselves in multiple ways during an UMA grant flow.
This process of identification is also called claims gathering.

The authorization server must gather claims from the requesting party to create a claim token.

Send a POST request to the OAuth 2.0 access_token  endpoint.

The value returned in the id_token  property is the claim token required to obtain an RPT, along with the permission
ticket acquired earlier:

$ curl \
--request POST \
--data 'client_id=UmaClient' \
--data 'client_secret=password' \
--data 'grant_type=password' \
--data 'scope=openid' \
--data 'username=bob' \
--data 'password=Ch4ng31t' \
https://openam.example.com:8443/openam/oauth2/realms/root/access_token
{
  "access_token": "f09f55e5-5e9c-48fe-aeaa-d377de88e8e6",
  "refresh_token": "ee2d35f6-5819-4734-8b3e-9af77a545563",
  "scope": "openid",
  "id_token": "eyJ0eXA...FBznEB5A", (1)
  "token_type": "Bearer",
  "expires_in": 4999
}

info
The default lifetime for an UMA permission ticket is 120 seconds. Attempting to obtain a requesting party
token after the permission ticket has expired will fail with the following error message:

{
  "error_description": "The provided access grant is invalid, expired, or revoked.",
  "error": "invalid_grant"
}

To alter the default lifetime of a permission ticket, go to Realms > Realm Name > Services > UMA Provider, and
edit the Permission Ticket Lifetime (seconds) property.

Note

1. 

1 The value returned in the id_token property is the claim token, which is used to obtain an RPT. See Obtain an RPT.

info
To use the Resource Owner Password Credentials  grant type, as described in RFC 6749, the default
authentication chain in the relevant realm must allow authentication using only a username and password, for
example by using a DataStore  module. Attempting to use the Resource Owner Password Credentials  grant type
with a chain that requires any additional input returns an HTTP 500 Server Error  message.

Note
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Obtain an RPT

The requesting party makes a request using the permission ticket and the claim token, in exchange for an RPT.

Send a POST request to the OAuth 2.0 access_token  endpoint.

You must include the permission ticket, ticket , and the claim_token .

The following example results in an error description, indicating that "The client is not authorised to access the requested
resource set." The authorization server then sends a request to the resource owner to allow or deny access to the
requesting party.

$ curl \
--request POST \
--data 'client_id=UmaClient' \
--data 'client_secret=password' \
--data 'grant_type=urn:ietf:params:oauth:grant-type:uma-ticket' \
--data 'ticket=eyJ0eXAiOiJ...XPeJi3E' \ (1)
--data 'claim_token=eyJ0eXA...FBznEB5A' \ (2)
--data 'claim_token_format=http://openid.net/specs/openid-connect-core-1_0.html#IDToken' \
https://openam.example.com:8443/openam/oauth2/realms/root/access_token
{
  "ticket": "eyJ0eXAiOiJ...XPeJi3E",
  "error_description": "The client is not authorised to access the requested resource set. A request has been 
submitted to the resource owner requesting access to the resource",
  "error": "request_submitted"
}

The resource owner, Alice, logs into AM to view the access request.

Alice clicks Shares > Requests, and clicks Allow to grant download access to Bob, the requesting party.

1. 

1 Specify the permission ticket acquired earlier. See Create a permission ticket.
2 Specify the claim token acquired earlier. See Gather claims.

info
The default lifetime for an UMA permission ticket is 120 seconds. Attempting to obtain a requesting party
token after the permission ticket has expired will fail with an error message as follows:

{
  "error_description": "The provided access grant is invalid, expired, or revoked.",
  "error": "invalid_grant"
}

If the ticket has expired, obtain another by repeating the steps in Create a permission ticket.
To change the default lifetime of a permission ticket, go to Realms > Realm Name > Services > UMA Provider,
and edit Permission Ticket Lifetime (seconds).

Note

2. 
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Figure 1. Consent Screen Presented to the Resource Owner

Because each permission token can only be used once, request a new permission token by performing the steps in Create
a permission ticket.

Resubmit the previous POST request for the RPT, with the new permission ticket obtained in the previous step and the
original claim token:

$ curl \
--request POST \
--data 'client_id=UmaClient' \
--data 'client_secret=password' \
--data 'grant_type=urn:ietf:params:oauth:grant-type:uma-ticket' \
--data 'ticket=eyJ0efBiOiJ...XPeJc2A' \ (1)
--data 'claim_token=eyJ0eXA...FBznEB5A' \ (2)
--data 'claim_token_format=http://openid.net/specs/openid-connect-core-1_0.html#IDToken' \
https://openam.example.com:8443/openam/oauth2/realms/root/access_token
{
    "access_token": "Aw4a92ZoKsjadWKw2d4Rmcjv7DM",
    "token_type": "Bearer",
    "expires_in": 3599
}

The access_token  is the RPT, which lets the requesting party access the resource through a client.

You can use the /oauth2/introspect  endpoint to inspect the properties of the RPT.

Use the PAT issued to the resource owner for authenticating to the authorization server, and specify the RPT token in a
query parameter named token , as follows:

3. 

4. 

1
Specify a refreshed permission ticket acquired earlier, otherwise you will receive a response such as: The provided
access grant is invalid, expired, or revoked. See Create a permission ticket.

2 Specify the same claim token as the first request for an RPT.

5. 
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$ curl \
--header 'authorization: Bearer 057ad16f-7dba-4049-9f34-e609d230d43a' \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/introspect?
token=Aw4a92ZoKsjadWKw2d4Rmcjv7DM"
{
    "active": true,
    "permissions": [
        {
            "resource_id": "ef4d750e-3831-483b-b395-c6f059b5e15d0",
            "resource_scopes": [
                "download"
            ],
            "exp": 1522334692
        }
    ],
    "token_type": "access_token",
    "exp": 1522334692,
    "iss": "https://openam.example.com:8443/openam/oauth2"
}

Gather claims interactively

When claims are gathered with no user interaction, AM accepts an id_token  as the provided claim_token . The identity of the
requesting party is the subject of the id_token .

AM 7.2.0 also supports interactive claims gathering. In this case, AM redirects the client to a claims_gathering  endpoint, to
request additional claims. The claims gathering endpoint also offers the requesting party the option of a PCT, which persists
claims across authorization processes. If the client wants to request another RPT later, they can simply send the PCT, along with
the access token request. The authorization server can opt to re-use the claims from the PCT (provided they have not expired)
instead of forcing the user through yet another interactive claims gathering flow.

The claims gathering process can be initiated two ways:

The client sends an access token request without providing a claim_token . AM returns a need_info  error, and a 
redirect_user  hint. The client then constructs a claims gathering request, using the hint, and displays that page to the
end user.

The client locates the URL of the claims gathering endpoint in the UMA discovery metadata ( /uma/.well-known/uma2-
configuration ) and initiates the claims gathering flow without first going to the token endpoint.

This diagram shows an interactive claims gathering scenario:

• 

• 

emergency_home
The interactive claims gathering process can take longer than the lifetime of the permission ticket. You should adjust
the permission ticket lifetime so that end users are able to authenticate during that lifetime.

Important
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A requesting party, using a client application, requests access to an UMA-protected resource (labeled 1  and 2  in the
diagram above).

The resource server checks the existing token ( 3 ) and determines that the requesting party does not have the privileges to

access the resource. The resource server returns a 401 Unauthorized response, along with a permission ticket ( 4 ) to the
client.

The client uses the permission ticket and a claim token to send an RPT to AM ( 5 ).

AM determines that additional claims are required and returns a 403 response, with the rotated permission ticket and a

redirect to the claims gathering endpoint ( 6 ).

The client redirects the user to the claims gathering endpoint ( 7  and 8 ]).

AM determines that the user is not yet authenticated, and redirects the user to the claims gathering tree ( 9 ).

The user authenticates and is redirected back to the claims gathering endpoint ( 10 , 11 , 12 ).

The user provides the additional claims and is redirected to the claims redirect URI, with the updated permission ticket

( 13  and 14 ).

The client requests an RPT, using the updated permission ticket ( 15 ).

AM makes a policy decision using the requested scopes, the scopes permitted in the registered resource, and the user-

created policy. If successful, AM returns an RPT and, optionally, a PCT ( 16 ).

Requesting Party
(RqP)

Requesting Party
(RqP)

Client
(On Behalf of Requesting Party)

Client
(On Behalf of Requesting Party)

AM
Authorization Server (AS)

AM
Authorization Server (AS)

Resource Server
(RS)

Resource Server
(RS)

1)
RqP wants access to a resource,
uses client to...

2) Request access with existing token

3) Introspects token

4)
If not authorized for resource, creates a new permission ticket. Returns 401
Unauthorized Response with new permission ticket and authZ Server location.

5) Token request with ticket & claim token

6)
If authZ server requires additional claims, returns 403 response
with new permission ticket, need_info error and redirect_user hint

7) Redirect user with permission ticket to...

8) The claims_gathering endpoint

9) User not yet authenticated, AM redirects user to the claims gathering tree

10) User authenticates

11) User redirected back to...

12) The claims_gathering endpoint

13) Redirects user to

14) Claims redirect URI with updated permission ticket

15) Requests an RPT using updated permission ticket

16) Authorization response with requesting party token (RPT) and PCT

17) Resource access request with token (RPT)

18) Introspect RPT

19) Access protected resource

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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The client presents the RPT to the resource server ( 17 ), which must verify the token is valid using the AM introspection

endpoint ( 18 ). If the RPT is confirmed to be valid and non-expired, the resource server returns the protected resource to

the client for access by the requesting party ( 19 ).

Enable interactive claims gathering

Interactive claims gathering is disabled by default.

To enable interactive claims gathering across all realms, go to Configure > Global Services > UMA Provider > Claims Gathering
and set Interactive Claims Gathering Enabled.

To enable interactive claims gathering for a specific realm, go to Realms > Realm Name > Services > UMA Provider > Claims
Gathering and set Interactive Claims Gathering Enabled.

For details of the other configuration options on this tab, see Claims gathering.

When interactive claims gathering is enabled:

the claims_gathering  endpoint is accessible

the UMA grant type handler returns a redirect_user  error, redirecting the user to the claims_gathering  endpoint

the UMA provider validates PCTs

the UMA provider does not consult the claim_token  parameter to gather claims non-interactively

Protect permission tickets with PKCE

When claims are gathered interactively, the permission ticket can hold sensitive information about the requesting party. You
should therefore protect permission tickets obtained in an interactive claims gathering flow, in the same way you would protect
other sensitive resources.

You can protect permission tickets with PKCE, in a similar flow to the Authorization code grant with PKCE flow. In this case, the 
code_challenge  and code_challenge_method  are submitted with the permission ticket, in the request to the 
claims_gathering  endpoint.

For example:

$ curl --request GET \
--Cookie "iPlanetDirectoryPro=AQIC5wM…TU3OQ*" \
--data "claims_redirect_uri=https://www.example.com:443/callback" \
--data "ticket=eyJ0eXA…jpY" \
--data "client_id=UmaClient" \
--data "csrf=AQIC5wM…TU3OQ*" \
--data "state=abc123" \
--data "code_challenge=j3wKnK2Fa_mc2tgdqa6GtUfCYjdWSA5S23JKTTtPF8Y" \
--data "code_challenge_method=S256" \
"https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/claims_gathering"

To specify that clients must include PKCE challenges in their requests, go to Services > OAuth2 Provider > Advanced, and set the 
Code Verifier Parameter Required  property, either for the specific realm, or as a global service parameter. Note that the UMA
provider inherits this setting from the OAuth 2.0 provider. As such, it affects all OAuth 2.0 flows, and not just UMA flows.

• 

• 

• 

• 

• 
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Protect PCTs with certificate-bound proof-of-possession

Persisted claims tokens (PCTs) let clients obtain an RPT without having to go through the interactive claims gathering process
multiple times. They are similar to OAuth 2.0 refresh tokens and, as such, should be protected.

Proof-of-possession (PoP) lets you ensure that the client to whom the PCT was issued is the client that subsequently attempts to
use it.

You can protect PCTs with PoP in a similar flow to the OAuth 2.0 certificate-bound proof-of-possession flow.

The confirmation key ( cnf_key ) is sent alongside the request for the RPT, for example:

$ curl \
--request POST \
--header "content-type: application/json" \
--data "client_id=UmaClient" \
--data "client_secret=password" \
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" \
--data "ticket=eyJ0eXA…jpY" \
--data "cnf_key=eyJ4NXQ…==" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token" \
{
    "access_token": "HexwGYRSK4Dy1yI_aFXirdFT1-I",
    "pct": "eyJ0eXA…jpY",
    "token_type": "Bearer",
    "expires_in": 3599
}

Extend UMA

AM exposes extension points that enable you to extend UMA services when built-in functionality does not fit your deployment.

AM provides a number of extension points for extending the UMA workflow that are provided as filters and that are dynamically
loaded by using the Java ServiceLoader framework during the UMA workflow.

Resource registration extension point

Use the ResourceRegistrationFilter  extension point to extend UMA resource registration functionality.

info
In UMA flows, AM supports certificate-bound proof-of-possession only. JWK-based proof-of-possession is not
supported. 

Note
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Permission request extension point

Use the PermissionRequestFilter  extension point to extend UMA permission request functionality.

Authorization request extension point

Use the RequestAuthorizationFilter  extension point to extend UMA authorization functionality.

Resource registration extension methods

Method Parameters Description

beforeResourceRegistration resourceSet (type: 
ResourceSetDescription )

Invoked before a resource is registered
in the backend.
Changes made to the resourceSet object
at this stage will be persisted.

afterResourceRegistration resourceSet (type: 
ResourceSetDescription )

Invoked after a resource is registered in
the backend.
Changes made to the resourceSet object
at this stage will not be persisted.

Permission request extension methods

Method Parameters Description

onPermissionRequest resourceSet (type: 
ResourceSetDescription )
requestedScopes (type: Set<String> )
requestingClientId (type: String )

Invoked before a permission request is
created.

Authorization request extension methods

Method Parameters Description

beforeAuthorization permissionTicket (type: 
PermissionTicket )
requestingParty (type: Subject )
resourceOwner (type: Subject )
requestedScope (type: Set<String> )

Invoked before authorization of a
request is attempted.
Throws UmaException  if authorization
of the request should not be
attempted.

afterSuccessfulAuthorization permissionTicket (type: 
PermissionTicket )
requestingParty (type: Subject )
resourceOwner (type: Subject )
requestedScope (type: Set<String> )
grantedScope (type: Set<String> )

Invoked after a successful request
authorization attempt.
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Resource sharing extension point

Use the ResourceDelegationFilter  extension point to extend UMA resource sharing functionality.

Method Parameters Description

afterFailedAuthorization permissionTicket (type: 
PermissionTicket )
requestingParty (type: Subject )
resourceOwner (type: Subject )
requestedScope (type: Set<String> )

Invoked after a failed request
authorization attempt.

Resource sharing extension methods

Method Parameters Description

beforeResourceShared umaPolicy (type: UmaPolicy ) Invoked before creating a sharing policy
for a resource.
Changes to the umaPolicy object at this
stage will be persisted.
Throws ResourceException  if a
sharing policy for the resource should
not be created.

afterResourceShared umaPolicy (type: UmaPolicy ) Invoked after creating a sharing policy
for a resource.
Changes to the umaPolicy object at this
stage will not be persisted.

beforeResourceSharedModification currentUmaPolicy (type: UmaPolicy )
updatedUmaPolicy (type: UmaPolicy )

Invoked before altering the sharing
policy of a resource.
Changes to the updatedUmaPolicy
object at this stage will be persisted.
Throws ResourceException  if the
sharing policy of the resource should
not be modified.

onResourceSharedDeletion umaPolicy (type: UmaPolicy ) Invoked before deleting the sharing
policy of a resource.
Throws ResourceException  if the
sharing policy of the resource should
not be deleted.
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UMA endpoints

When acting as an UMA server, AM exposes the following endpoints. Click on them for more information about what they can do,
and how to use them:

/uma/resource_set

This endpoint is the UMA resource registration endpoint, as defined in the Federated Authorization for User-Managed Access
(UMA) 2.0 specification.

Method Parameters Description

beforeQueryResourceSets userId (type: String )
queryFilter (type: 
QueryFilter<JsonPointer> )

Invoked before querying the resources
owned or shared with a user.
The userId parameter provides the ID of
the user making the query request.
The queryFilter parameter provides the
incoming request query filter.
Returns a QueryFilter  that can be
used to return the user’s resources.

Endpoint Description

/uma/resource_set Lets users register and manage UMA resources ( Federated
Authorization for User-Managed Access (UMA) 2.0

endpoint).

/uma/permission_request Returns permission tickets during the UMA grant flow (
Federated Authorization for User-Managed Access (UMA) 2.0
 endpoint).

/json/users/{user}/uma/policies Creates and manages UMA-related authorization policies.

/json/users/{user}/oauth2/resources/labels Creates, queries, and deletes UMA user labels.

/json/users/{user}/uma/pendingrequests Manages UMA resource pending requests.

/uma/claims_gathering Handles interactive claims-gathering requests during UMA
flows.

/uma/.well-known/uma2-configuration Exposes provider configuration during UMA discovery.

lightbulb_2
For examples of most of the calls to the endpoints, see The Postman Collection.

Tip
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Use this endpoint to register, read, delete, edit, and list resources for a particular resource owner.

You must compose the path to the token endpoint addressing the specific realm where the token will be issued. For example, 
https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/resource_set .

The resource registration endpoint does not support any parameters. To authenticate to the endpoint, send an Authorization:
Bearer  header with the PAT of the resource owner.

To create and update resources, add their description to the body of the call as a JSON document that follows the UMA 2.0
specification. For example:

{
   "resource_scopes": [
       "view", "comment", "download"
   ],
   "name": "My Resource Name",
   "description": "An example resource stored in resourceserver.example.com",
   "type": "https://resourceserver.example.com/resources/",
   "icon_uri": "https://resourceserver.example.com/resources/resources.png"
}

The resource_scopes  object is the only required object, and indicates the scopes that can be requested for the resource. Scope
descriptions are not supported.

When reading, updating, and deleting a resource, you must include the resource ID in the URL. For example:

$ curl \
--header "Authorization: Bearer 515d6551-6512-5279-98b6-c0ef3f03a723" \
"https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/resource_set/126615ba-b7fd-4660-b281-
bae81aa45f7c0"

For examples of the different REST calls, see UMA resources.

/uma/permission_request

UMA permission endpoint, as defined in the Federated Authorization for User-Managed Access (UMA) 2.0 specification.

Action HTTP method

Register POST

Read GET

Update PUT

Delete DELETE

List GET
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Use this endpoint to request permission tickets to the authorization server during the UMA grant flow.

You must compose the path to the token endpoint addressing the specific realm where the token will be issued. For example, 
https://openam.example.com:8443/openam/uma/realms/root/realms/subrealm1/permission_request .

The permission request endpoint does not support any parameters. To authenticate to the endpoint, send an Authorization:
Bearer  header with the PAT of the resource owner.

To request a ticket, send an HTTP POST request to the endpoint specifying the resource and the scope that the permission ticket
applies to in the payload, as a JSON object that follows the UMA 2.0 specification. For example:

$ curl -X POST \
--header 'authorization: Bearer 057ad16f-7dba-4049-9f34-e609d230d43a' \
--header 'content-type: application/json' \
--data '[
    {
        "resource_id" : "ef4d750e-3831-483b-b395-c6f059b5e15d0",
        "resource_scopes" : ["download"]
    }
]' \
"https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/permission_request"
{
    "ticket": "eyJ0eXAiOiJ…XPeJi3E"
}

Both of the objects in the JSON body are required. To obtain the resource ID, query the /uma/resource_set endpoint.

For an example of requesting a permission ticket in the flow, see UMA grant flow.

/json/users/{user}/uma/policies

AM-specific endpoint used to create, delete, read, update, and query UMA policies.

Action HTTP method

Request POST

lightbulb_2
The default lifetime for a permission ticket is 120 seconds. To change it, go to Realms > Realm Name > Services > UMA
Provider, and edit the Permission Ticket Lifetime property.

Tip

Action HTTP method

Create PUT

Read GET

Update PUT
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You must compose the path to the token endpoint addressing the specific realm where the token will be issued. For example, 
https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/{user}/uma/policies .

The policies endpoint does not support any parameters. To authenticate to the endpoint, send the SSO token of the resource
owner as the value of the iplanetDirectoryPro  header.

To create or update a policy, send an HTTP PUT request to the endpoint, adding the description of the policy as a JSON object in
the body. For example:

{
    "policyId": "UMA_resource_ID_12345678",
    "permissions":
    [
        {
            "subject": "requesting_party_identity",
            "scopes": [
                "view",
                "comment",
                "download"
            ]
        }
    ],
  "type": "AND",
  "conditions": [
      {
          "type": "Expiration",
          "expirationDate": "1638263100"
      }
  ],

}

policyID  is an UMA resource ID. To obtain it, query the /uma/resource_set endpoint.

The entire permissions  object is mandatory.

subject  is the username or identity associated with the requesting party.

In other words, the person, device, or client that the policy grants permission to.

The scopes  object is an array of permissions or scopes that are granted to the subject .

Action HTTP method

Delete DELETE

Query GET

lightbulb_2
Use the AM API Explorer for detailed information about this endpoint, and to test it against your deployed AM
instance.
In the AM admin UI, click the Help icon, and go to API Explorer > users > {user} > uma > policies.

Tip

• 

• 

• 

• 
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These scopes must match the scopes supported by the resource that the policy protects.

The first type  field is optional, and lets you add multiple conditions, separated by AND  and OR  functions.

The second type  field specifies the condition type. Possible values are Expiration , to set an expiration date on an UMA
authorization, or clientId , to restrict the list of clients that can obtain an RPT.

For examples of using this endpoint, see UMA policies.

/json/users/{user}/oauth2/resources/labels

AM-specific endpoint used to create, delete, and query UMA user and star labels.

You must compose the path to the token endpoint addressing the specific realm where the token will be issued. For example, 
https://openam.example.com:8443/openam/json/realms/root/realms/subrealm1/users/{user}/oauth2/resources/labels .

The labels endpoint does not support any parameters. To authenticate to the endpoint, send the SSO token of the resource
owner as the value of the iplanetDirectoryPro  header.

To create a label, send an HTTP POST request to the endpoint, adding the description of the label as a JSON object in the body.
For example:

{
  "name" : "My Favorites",
  "type" : "STAR",
  "resourceSetIDs": [
      "UMA_resource_ID_1234567890",
      "UMA_resource_ID_0987654321"
  ]
}

The value of the type  object can be USER , for user labels, and STAR , for star labels. For more information about the label types,
see UMA labels.

• 

• 

Action HTTP method

Create POST

Query GET

Delete DELETE

lightbulb_2
Use the AM API Explorer for detailed information about this endpoint, and to test it against your deployed AM
instance.
In the AM admin UI, click the Help icon, and go to API Explorer > users > {user} > oauth2 > resources > labels.

Tip

User-Managed Access (UMA) 2.0 PingAM

4772 Copyright © 2025 Ping Identity Corporation



The resourceSetIDs  object is an array of UMA resource IDs that the label applies to. It is not mandatory; if you do not add it, the
label will be created without any resource associated. You will need to update the resource to add it to the label, because the
labels endpoint does not support updating labels.

For examples, see Manage UMA user and favorite labels.

/json/users/{user}/uma/pendingrequests

AM-specific endpoint used to list, approve, or deny pending authorization requests on a resource.

You must compose the path to the token endpoint addressing the specific realm where the token will be issued. For example, 
https://openam.example.com:8443/openam/json/realms/root/realms/subrealm1/users/{user}/oauth2/resources/labels .

To authenticate to the endpoint, send the SSO token of the resource owner as the value of the iplanetDirectoryPro  header.

The endpoint supports the following actions:

approve

Approves the permission request specified in the endpoint’s URL. It does not grant the permission requested. Instead, it
grants the scopes sent as a JSON document in the body of the approve  call. For example:

$ curl \
--request POST \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--header "Accept-API-Version: resource=1.0" \
--data '{
          "scopes": [ "comment" ]
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/pendingrequests/
0d7790de-9066-4bb6-8e81-25b6f9d0b8853?_action=approve"

approveAll

Approves every pending permission request for the user, but does not grant the permissions requested. Instead, it grants
the scopes sent as a JSON document in the body of the approveAll  call. For example:

Action HTTP method

Approve, Approve All POST

Deny, Deny All POST

Query GET

lightbulb_2
Use the AM API Explorer for detailed information about this endpoint, and to test it against your deployed AM
instance.
In the AM admin UI, click the Help icon, and then go to API Explorer > users > {user} > uma > pendingrequests.

Tip
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$ curl \
--request POST
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--header "Accept-API-Version: resource=1.0" \
--data '{
         "scopes": [
           "comment"
         ]
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/pendingrequests?
_action=approveAll"

deny

Denies the permission request specified in the endpoint’s URL. For example:

$ curl \
--request POST \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/pendingrequests/
0d7790de-9066-4bb6-8e81-25b6f9d0b8853?_action=deny"

denyAll

Denies every pending permission request for the user. For example:

$ curl \
--request POST \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/pendingrequests?
_action=denyAll"

AM returns an HTTP 200 message with an empty body if the request is successful, and an HTTP 500 message if not.

The endpoint also supports the _queryFilter  parameter to request a list of pending permission requests for the user. Specify 
true  to match every request, false  to mach no request. For example:
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$ curl \
--request GET \
--header "iPlanetDirectoryPro: AQIC5wM2LY4S…Q4MTE4NTA2*" \
--header "Accept-API-Version: resource=1.0" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/alice/uma/pendingrequests?
_queryFilter=true"
{
  "result": [
    {
      "_id": "0d3190ef-6901-654b-82pa-13a6h9d0b53452",
      "user": "bob",
      "resource": "My Resource Name",
      "when": 1607002810,
      "permissions": [
        "download"
      ]
    }
  ],
  "resultCount": 1,
  "pagedResultsCookie": "10d7790de",
  "totalPagedResultsPolicy": "EXACT",
  "totalPagedResults": 0,
  "remainingPagedResults": 0
}

AM also provides built-in user pages in the UI to view pending resource access requests:

View and manage pending access requests

In this UMA workflow, a user requests access to a resource that has not been explicitly shared with them. The resource owner
receives a notification of the request and can choose to allow or deny access.

Log in to AM as the resource owner, and then go to Shares > Requests.1. 
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Figure 1. UMA Requests screen presented to the resource owner

Review the pending request, and take one of the following actions:

Click Allow to approve the request.

The required UMA policy is created, and optionally, the requesting party is notified that they can now access the
resource.

The requesting party can view a list of resources to which they have access by going to Shares > Resources >
Shared with me.

Click Deny to prevent the requesting party from accessing the resource.

The pending request is removed, and the requesting party is not notified.

After allowing or denying access to a resource, an entry is created in the History page.

To view a list of actions that have occurred, go to Shares > History.

/uma/claims_gathering

AM-specific endpoint for handling interactive claims-gathering requests during UMA flows.

2. 

1. 

lightbulb_2
To remove permissions from the request, click the permission, then press either Delete  or 
Backspace . Select the permission from the drop-down list to return it to the permissions granted to

the resource owner.

Tip

2. 

3. 
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For GET requests, the endpoint does the following:

validates that the request has all the required parameters

checks that the provided claims_redirect_uri  is valid

checks whether a session was provided with the request

if there is a session, validates the session and checks whether it was obtained by authenticating with the claims gathering
tree

if the session is invalid, rotates the permission ticket, and redirects the user to the claims gathering tree for authentication

if the session is valid, displays a consent page, where the end user can request that a PCT be issued.

For POST requests, the endpoint does the following:

validates the CSRF token

saves the authorization decision and the gathered claims in the permission ticket, and rotates the ticket

returns the new ticket to the claims_redirect_uri  so that the client can continue with the authorization flow

To authenticate to the endpoint, send the SSO token of the resource owner as the value of the iplanetDirectoryPro  header.

/uma/.well-known/uma2-configuration

AM exposes an endpoint for discovering information about the UMA provider configuration.

A resource server or client can send an HTTP GET request to /uma/.well-known/uma2-configuration  to retrieve a JSON object
that shows the UMA configuration.

When making a REST API call, specify the realm in the path component of the endpoint. You must specify the entire hierarchy of
the realm, starting at the Top Level Realm. Prefix each realm in the hierarchy with the realms/  keyword. For example, /realms/
root/realms/customers/realms/europe .

The following is an example of a GET request to the UMA 2.0 configuration discovery endpoint for a subrealm named subrealm
in the Top Level Realm:

info
This endpoint is protected by the CSRF parameter, similar to the /oauth2/authorize  endpoint. However, the CSRF
parameter only takes the value of the SHA-256 hash of the requesting party’s session ID.

Note

Action HTTP method

Request GET

Request POST

• 

• 

• 

• 

• 

• 

• 

• 

• 
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$ curl \
--request GET \
"https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/.well-known/uma2-configuration"
{
    "issuer": "https://openam.example.com:8443/openam/oauth2/subrealm",
    "grant_types_supported": [
        "urn:ietf:params:oauth:grant-type:saml2-bearer",
        "urn:ietf:params:oauth:grant-type:uma-ticket",
        "client_credentials",
        "password",
        "authorization_code",
        "urn:ietf:params:oauth:grant-type:device_code",
        "http://oauth.net/grant_type/device/1.0"
    ],
    "token_endpoint_auth_methods_supported": [
        "client_secret_post",
        "private_key_jwt",
        "client_secret_basic"
    ],
    "revocation_endpoint_auth_methods_supported": [
        "client_secret_post",
        "private_key_jwt",
        "client_secret_basic"
    ],
    "response_types_supported": [
        "code token id_token",
        "code",
        "code id_token",
        "device_code",
        "id_token",
        "code token",
        "token",
        "token id_token"
    ],
    "jwks_uri": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/connect/jwk_uri",
    "dynamic_client_endpoint": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register",
    "token_endpoint": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token",
    "authorization_endpoint": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize",
    "revocation_endpoint": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/token/revoke",
    "introspection_endpoint": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/introspect",
    "resource_registration_endpoint": "https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/
resource_set",
    "permission_endpoint": "https://openam.example.com:8443/openam/uma/realms/root/realms/alpha/permission_request"
}

The JSON object returned includes the following configuration information:

issuer

The URI of the issuing authorization server.

grant_types_supported

The supported OAuth 2.0 grant types.

token_endpoint

The URI to request tokens.
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authorization_endpoint

The URI to request authorization for issuing a token.

introspection_endpoint

The URI to introspect an RPT.

For more information, see /oauth2/introspect.

resource_registration_endpoint

The URI for a resource server to register a resource.

For more information, see /uma/resource_set.

dynamic_client_endpoint

The URI for registering a dynamic client.

UMA configuration reference

This topic provides reference information for UMA global settings and UMA datastore settings. See the general Reference for
reference information on global services.

To configure UMA global settings, go to Configure > Global Settings > UMA Provider.

For more information, see UMA provider.

To configure UMA datastore settings:

Go to Configure > Server Defaults > UMA to configure the settings for all your servers.

Go to Deployment > Servers > Server Name > UMA to configure the settings for one server.

For more information, see UMA properties.

UMA properties

UMA server settings are inherited by default.

lightbulb_2
Resource servers and clients need to be able to discover the UMA provider for a resource owner. You should consider
redirecting requests to URIs at the server root, such as https://www.example.com/.well-known/uma2-
configuration , to the well-known URIs in AM’s space.
For example, if your UMA provider is in a subrealm named subrealm , you could map the following URI: https://
www.example.com:8080/openam/uma/realms/root/realms/subrealm/.well-known/uma2-configuration .
AM supports a provider service that lets a realm have a configured option for obtaining the base URL (including
protocol) for components that need to return a URL to the client. This service is used to provide the URL base that is
used in the .well-known  endpoints used in OpenID Connect 1.0 and UMA.
For more information, see Configuring the Base URL Source Service.

Tip

• 

• 

◦ 

◦ 
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UMA resource store

The following settings appear on the UMA Resource Store tab:

Store Mode

Specifies the data store where AM stores UMA tokens. Possible values are:

Default Token Store : AM stores UMA tokens in the configuration data store.

External Token Store : AM stores UMA tokens in an external data store.

Root Suffix

Specifies the base DN for storage information in LDAP format, such as dc=uma-resources,dc=example,dc=com .

Max Connections

Specifies the maximum number of connections to the data store.

External UMA resource store configuration

AM honors the following properties when External Token Store  is selected under the Resource Sets Store tab:

SSL/TLS Enabled

When enabled, AM uses SSL or TLS to connect to the external data store. Make sure AM trusts the data store’s certificate
when using this option.

Connection String(s)

Specifies an ordered list of connection strings for external data stores. The format is HOST:PORT[|SERVERID[|SITEID]] ,
where HOST:PORT  specify the FQDN and port of the data store, and SERVERID  and SITEID  are optional parameters that
let you prioritize the particular connection when used by the specified node(s).

Multiple connection strings must be comma-separated, for example, uma-ldap1.example.com:389|1|1, uma-
ldap2.example.com:389|2|1 .

See the entry for Connection String(s) in CTS properties for more syntax examples.

Login Id

Specifies the username AM uses to authenticate to the data store. For example, uid=am-uma-bind-
account,ou=admins,dc=uma,dc=example,dc=com . This user must be able to read and write to the root suffix of the data
store.

Password

Specifies the password associated with the login ID property.

Heartbeat

Specifies, in seconds, how often AM should send a heartbeat request to the data store to ensure that the connection does
not remain idle.

• 

• 
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Default: 10

UMA audit store

The following settings appear on the UMA Audit Store tab:

Store Mode

Specifies the data store where AM stores audit information generated when users access UMA resources. Possible values
are:

Default Token Store : AM stores UMA audit information in the configuration data store.

External Token Store : AM stores UMA audit information in an external data store.

Root Suffix

Specifies the base DN for storage information in LDAP format, such as dc=uma-audit,dc=example,dc=com .

Max Connections

Specifies the maximum number of connections to the data store.

External UMA audit store configuration

AM honors the following properties when External Token Store  is selected under the UMA Audit Store tab:

SSL/TLS Enabled

When enabled, AM uses SSL or TLS to connect to the external data store. Make sure AM trusts the data store’s certificate
when using this option.

Connection String(s)

Specifies an ordered list of connection strings for external data stores. The format is HOST:PORT[|SERVERID[|SITEID]] ,
where HOST:PORT  specify the FQDN and port of the data store, and SERVERID  and SITEID  are optional parameters that
let you prioritize the particular connection when used by the specified node(s).

Multiple connection strings must be comma-separated, for example, uma-ldap1.example.com:389|1|1, uma-
ldap2.example.com:389|2|1 .

See the entry for Connection String(s) in CTS properties for more syntax examples.

Login Id

Specifies the username AM uses to authenticate to the data store. For example, uid=am-uma-bind-
account,ou=admins,dc=uma,dc=example,dc=com . This user must be able to read and write to the root suffix of the data
store.

Password

Specifies the password associated with the login ID property.

• 

• 
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Heartbeat

Specifies, in seconds, how often AM should send a heartbeat request to the data store to ensure that the connection does
not remain idle.

Default: 10

Pending requests store

The following settings appear on the Pending Requests Store tab:

Store Mode

Specifies the data store where AM stores pending requests to UMA resources. Possible values are:

Default Token Store : AM stores UMA pending requests in the configuration data store.

External Token Store : AM stores UMA pending requests in an external data store.

Root Suffix

Specifies the base DN for storage information in LDAP format, such as dc=uma-pending,dc=forgerock,dc=com .

Max Connections

Specifies the maximum number of connections to the data store.

External pending requests store configuration

AM honors the following properties when External Token Store  is selected under the Pending Requests Store tab:

SSL/TLS Enabled

When enabled, AM uses SSL or TLS to connect to the external data store. Make sure AM trusts the data store’s certificate
when using this option.

Connection String(s)

Specifies an ordered list of connection strings for external data stores. The format is HOST:PORT[|SERVERID[|SITEID]] ,
where HOST:PORT  specify the FQDN and port of the data store, and SERVERID  and SITEID  are optional parameters that
let you prioritize the particular connection when used by the specified node(s).

Multiple connection strings must be comma-separated, for example, uma-ldap1.example.com:389|1|1, uma-
ldap2.example.com:389|2|1 .

See the entry for Connection String(s) in CTS properties for more syntax examples.

Login Id

Specifies the username AM uses to authenticate to the data store. For example, uid=am-uma-bind-
account,ou=admins,dc=uma,dc=example,dc=com . This user must be able to read and write to the root suffix of the data
store.

• 

• 
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Password

Specifies the password associated with the login ID property.

Heartbeat

Specifies, in seconds, how often AM should send a heartbeat request to the data store to ensure that the connection does
not remain idle.

Default: 10

UMA resource labels store

The following settings appear on the UMA Resource Labels Store tab:

Store Mode

Specifies the data store where AM stores user-created labels used for organizing UMA resources. Possible values are:

Default Token Store : AM stores user-created labels in the configuration data store.

External Token Store : AM stores user-created labels in an external data store.

Root Suffix

Specifies the base DN for storage information in LDAP format, such as dc=uma-resources-labels,dc=forgerock,dc=com .

Max Connections

Specifies the maximum number of connections to the data store.

External UMA resource labels store configuration

AM honors the following properties when External Token Store  is selected under the UMA Resource Labels Store tab.

SSL/TLS Enabled

When enabled, AM uses SSL or TLS to connect to the external data store. Make sure AM trusts the data store’s certificate
when using this option.

Connection String(s)

Specifies an ordered list of connection strings for external data stores. The format is HOST:PORT[|SERVERID[|SITEID]] ,
where HOST:PORT  specify the FQDN and port of the data store, and SERVERID  and SITEID  are optional parameters that
let you prioritize the particular connection when used by the specified node(s).

Multiple connection strings must be comma-separated, for example, uma-ldap1.example.com:389|1|1, uma-
ldap2.example.com:389|2|1 .

See the entry for Connection String(s) in CTS properties for more syntax examples.

• 

• 
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Login Id

Specifies the username AM uses to authenticate to the data store. For example, uid=am-uma-bind-
account,ou=admins,dc=uma,dc=example,dc=com . This user must be able to read and write to the root suffix of the data
store.

Password

Specifies the password associated with the login ID property.

Heartbeat

Specifies, in seconds, how often AM should send a heartbeat request to the data store to ensure that the connection does
not remain idle.

Default: 10
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OAuth 2.0



This guide covers concepts, configuration, and usage procedures for working with OAuth 2.0 and ForgeRock Access Management.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.



AM as the authorization server

How AM plays the role of the authorization
server.



Configure AM for OAuth 2.0

Configure AM as an OAuth 2.0 authorization
server.



OAuth 2.0 grant flows

Discover the OAuth 2.0 flows and how to
implement them in AM.



OAuth 2.0 endpoints

About endpoints AM exposes as an OAuth 2.0
authorization server.



OAuth 2.0 consent

Allow OAuth 2.0 clients to skip consent, and
users to save and revoke consent.



OAuth 2.0 scopes

Learn about scopes and how to configure them
in AM.
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AM as the authorization server

As an authorization server, AM authenticates resource owners and obtains their authorization to return access tokens to clients.

Before you configure OAuth 2.0 in your environment, familiarize yourself with the OAuth 2.0 authorization framework and the 
RFCs, Internet-Drafts, and standards that AM supports relating to OAuth 2.0.

OAuth 2.0 concepts

RFC 6749, the OAuth 2.0 authorization framework lets a third-party application obtain limited access to a resource (usually
user data) on behalf of the resource owner or the application itself.

The main actors in the OAuth 2.0 authorization framework are the following:

The following sequence diagram demonstrates the basic OAuth 2.0 flow:

OAuth 2.0 framework actors

Actor Description

Resource owner (RO) The owner of the resource. For example, a user who stores their photos in a photo-
sharing service.
The resource owner uses a user-agent, usually a web-browser, to communicate
with the client.

Client The third-party application that wants to access the resource. The client makes
requests on behalf of the resource owner and with their authorization. For
example, a printing service that needs to access the resource owner’s photos to
print them.
AM can act as a client.

Authorization server (AS) The authorization service that authenticates the resource owner and/or the client,
issues access tokens to the client, and tracks their validity. Access tokens prove
that the resource owner authorizes the client to act on their behalf over specific
resources for a limited period of time.
AM can act as the authorization server.

Resource server (RS) The service hosting the protected resources. For example, a photo-sharing service.
The resource server must be able to validate the tokens issued by the
authorization server.
A website protected by a web or a Java agent can act as the resource server.
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Figure 1. OAuth 2.0 protocol flow

To use AM as an authorization server, register an OAuth 2.0 client in the AM admin UI. Clients can also register themselves
dynamically. For details, refer to Client application registration.

Supported OAuth 2.0 features

As an authorization server, AM supports the following features:

Resource Owner

Resource Owner

Client

Client

Authorization Server

Authorization Server

Resource Server

Resource Server

1) Authorization request

2) Authorization grant

3) Authorization grant

4) Access token

5) Access token

6) Protected resource

OAuth 2.0 Features

Feature Details

Grant types
Authorization code
Implicit
Resource owner password credentials
Client credentials
Device flow
SAML v2.0 profile for authorization grant
JWT profile for OAuth 2.0 authorization grants

Client authentication standards
JWT profile for OAuth 2.0 client authentication
Mutual TLS

Token exchange standards. OAuth 2.0 token exchange

Other OAuth 2.0 standards
JWT proof-of-possession
Certificate-based proof-of-possession
User-managed access (UMA) 2.0
OpenID Connect

• 
• 
• 
• 
• 
• 
• 

• 
• 

• 
• 
• 
• 
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Security considerations

RFC 6749 includes a number of security considerations and requires Transport Layer Security (TLS) to protect sensitive
messages. Make sure you read these security considerations and implement them in your deployment.

When you are deploying a combination of other clients and resource servers, pay special attention to the OAuth 2.0 threat model
and security considerations before putting your service into production.

OAuth 2.0 sample mobile applications

To try the capabilities of AM as an authorization server, you can download the sample mobile application.

For access to the source code, refer to How do I access and build the sample code provided for PingAM? in the ForgeRock
Knowledge Base.

Feature Details

Remote consent services Delegates the consent-gathering part of an OAuth 2.0 flow to a separate
service.

Customizable scope grants You can customize how scopes are granted to the client, regardless of the
grant flow used.
AM can grant scopes statically or dynamically:

Statically (default)
Configure several OAuth 2.0 clients with different subsets of
scopes. Resource owners are redirected to a specific client,
depending on the scopes required. As long as the resource owner
can authenticate and the client can deliver the same or a subset of
the requested scopes, AM issues the token with the scopes
requested. Two different users requesting scopes A and B from the
same client will always receive scopes A and B.
Dynamically
Configure an OAuth 2.0 client with a comprehensive list of scopes.
Resource owners authenticate against that client. When AM
receives a request for scopes, the authorization service grants or
denies access scopes dynamically by evaluating authorization
policies. Two different users requesting scopes A and B from the
same client can receive different scopes, based on policy
conditions.
For details, refer to Authorization and policy decisions and 
Dynamic OAuth 2.0 authorization.

• 

• 

emergency_home
OAuth 2.0 messages involve credentials and access tokens that allow the bearer to retrieve protected resources. You
must protect the messages going across the network and prevent attackers from capturing requests or responses. 

Important
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Token storage location

AM OAuth 2.0-related services are stateless unless otherwise indicated; they do not hold any token information local to the AM
instances. Instead, they either cache the OAuth 2.0/OpenID Connect tokens in the Core Token Service (CTS) token store (server-
side), or present them to the client (client-side). This architecture lets you scale your AM infrastructure horizontally, because any
server in the deployment can satisfy any token request.

The OAuth 2.0 token storage location is a property of the OAuth 2.0 service, configured by realm.

By default, OAuth 2.0 tokens are configured for server-side storage. You can update the token storage location for the realm by
setting the Use Client-Side Access & Refresh Tokens property in the AM admin UI:

On the OAuth 2.0 provider:

Go to Realms > Realm Name > Services > OAuth2 Provider.

To override provider settings on the client:

Go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > OAuth2 Provider Overrides.

Note that Enable OAuth2 Provider Overrides must be enabled for the setting to apply.

For information about configuring client-side OAuth 2.0, refer to Configure AM for client-side OAuth 2.0 tokens.

Both server-side and client-side token configurations support all AM’s OAuth 2.0 features.

Server-side OAuth 2.0 tokens

The CTS token store is the authoritative source for the tokens. AM returns a reference to the token to the client, which
doesn’t contain any of the token information. In this example, the reference is stored in the access_token  property:

{
  "access_token": "sbQZuveFumUDV5R1vVBl6QAGNB8",
  "scope": "write",
  "token_type": "Bearer",
  "expires_in": 3599
}

Clients cannot access the tokens other than to introspect them, making tokens less vulnerable to tampering attacks.

AM does not cache server-side tokens in memory. Each time a client presents a token ID in a request, AM checks if the
token exists in the CTS token store (in case it has been revoked) and, if available, retrieves its information.

Reading from and writing to the CTS token store incurs overhead for the CTS DS instances.

If you need to add a layer of security for the stored tokens, consider one of the following options:

Configure AM to encrypt the tokens before storing them in the CTS token store.

Configure DS to encrypt the CTS token store data.

For more information, refer to Manage CTS tokens.

Tokens can only be introspected using a call to the authorization server.

• 

• 

• 

• 

• 

• 

◦ 

◦ 

• 
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Client-side OAuth 2.0 tokens

AM returns the token to the client after successfully completing one of the grant flows.

In this example, the token is stored in the access_token  property:

{
   "access_token":"eyJ0eXAiOiJKV1QiLOT05FIiwiYWxnQY1lIjoxNTM5MDEzMzYyLsbSI6Ii8iLCj….",
   "scope":"write",
   "token_type":"Bearer",
   "expires_in":3599
}

A decoded access token produces JSON structures similar to the following:

{
     typ: "JWT",
     zip: "NONE",
     alg: "HS256"
}
{
     sub: "(usr!myClient)",
     subname" "myClient",
     cts: "OAUTH2_STATELESS_GRANT",
     auditTrackingId: "f20f4099-5248-4399-a7f0-2d54d4020099-108676",
     iss: "https://openam.example.com:8443/openam/oauth2",
     tokenName: "access_token",
     token_type: "Bearer",
     authGrantId: "1LUgI8zcDWqcfEnnLdZDnNqA2wc",
     aud: "myClient",
     nbf: 1539075967,
     grant_type: "client_credentials",
     scope: [
      "write"
     ],
     auth_time: 1539075967,
     realm: "/alpha",
     exp: 1539079567,
     iat: 1539075967,
     expires_in: 3600,
     jti: "FTQT6eZkDhm6PHEaSthORoTLB80"
}
[signature]

Client-side tokens are larger than the reference returned for server-side tokens, so consider their size if they must be sent
in a header. You must ensure the size of the token does not exceed the maximum header size allowed by your end users'
browsers.

The size of client-side tokens also increases when you customize AM to store additional attributes in the tokens.

Tokens are presented to the client after successfully completing an OAuth 2.0 grant flow; therefore, tokens are vulnerable
to tampering attacks and you should configure AM to sign and encrypt them.

Clients can introspect tokens without calling the authorization server.

• 

• 

• 

• 

• 
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AM does not store the decrypt sequence of the token in memory, so decrypting and verifying tokens incurs overhead for
the AM instances.

Token denylisting is a feature that maintains a list of revoked tokens and authorization codes stored in the CTS token store.
This feature protects against replay attacks, and it is always enabled for client-side tokens.

Each time a client presents a client-side token in a request, AM checks the CTS token store to see whether the token has
been denylisted (revoked). If it hasn’t been denylisted, AM decrypts the token to retrieve its information.

AM as client and resource server

When AM functions as an OAuth 2.0 client, it provides a session after successfully authenticating the resource owner and
obtaining authorization. The client can then access resources protected by agents.

To configure AM as an OAuth 2.0 client, use a Social Provider Handler node or a social authentication module as part of the
authentication journey.

The following sequence diagram shows how the client gains access to protected resources in the scenario where AM functions as
both authorization server and client:

Figure 1. OAuth 2.0 client and authorization server

• 

• 

info
Client-side refresh tokens have corresponding entries in a CTS allowlist, rather than a denylist. When
presenting a client-side refresh token, AM checks that a matching entry is found in the CTS allowlist, and
prevents reissue if the record doesn’t exist.
Adding a client-side OAuth 2.0 token to the denylist removes the associated refresh token from the allowlist.

Note

Resource owner
User agent

Resource owner
User agent

Client
AM OAuth 2.0

Client
AM OAuth 2.0

Authorization server

Authorization server

Resource server
Protected with AM agent

Resource server
Protected with AM agent

1) Redirect...

2) ...to authorization server

3) Authenticate, and confirm authorization grant

4) Redirect...

5) ...with authorization code to redirect_uri

6)
Authenticate, request access token with
authorization code, redirect_uri

7) If authorization code is valid, return access token

8) Request user profile information with access token

9) If configured, map user to local identity

10) Redirect...

11) ...with SSO token to protected resource

12) If authorized by AM (not shown), return protected resource
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Because the OAuth 2.0 client functionality is implemented as an AM authentication module or node, you do not need to deploy
your own resource server implementation when using AM as an OAuth 2.0 client. Use web or Java agents or IG to protect
resources.

For more information about configuring AM as an OAuth 2.0 client, refer to Social authentication.

AM as client and authorization server

This section describes the steps required to set up AM both as an OAuth 2.0 authorization server and as an OAuth 2.0 client, to
protect resources on a resource server by using an AM web agent.

Figure 1. Authorization server, client, and resource server

The example uses three servers:

http://authz.example.com:8080/openam  as the OAuth 2.0 authorization server

http://client.example.com:8080/openam  as the OAuth 2.0 client, which also handles policy

http://www.example.com:8080/  as the OAuth 2.0 resource server protected with an AM web agent, where the resources
to protect are deployed in Apache Tomcat

The two AM servers communicate using OAuth 2.0. The web agent on the resource server communicates with AM as agents
normally do, using AM specific requests. The resource server in this example does not need to support OAuth 2.0.

info
To use your own client and resource server, make sure the resource server implements the logic for handling access
tokens and refresh tokens.
The resource server can use the /oauth2/introspect  endpoint to determine whether the access token is still valid,
and to retrieve the scopes associated with the access token.
To design your own scopes implementation, refer to Customize OAuth 2.0.

Note

• 

• 

• 
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The high-level configuration steps are as follows:

On the AM server that you will configure to act as an OAuth 2.0 client, configure an agent profile, and the policy used to
protect the resources.

On the web server or application container that will act as an OAuth 2.0 resource server, install and configure an AM web
agent.

Make sure that you can access the resources when you log in through an authentication module that you know is working,
such as the default DataStore authentication module.

In this example, you would try to access http://www.example.com:8080/examples/ . The web agent should redirect you
to the AM login page. After you log in successfully as a user with access rights to the resource, AM should redirect you back
to http://www.example.com:8080/examples/ , and the web agent should allow access.

Fix any problems you have in accessing the resources before you try to set up access through an OAuth 2.0 or OpenID
Connect authentication module.

Configure one AM server as an OAuth 2.0 authorization service, which is described in Authorization server configuration.

Configure the other AM server, the one with the agent profile and policy, as an OAuth 2.0 client, by setting up an OAuth 2.0
or OpenID Connect authentication module according to social authentication modules.

On the authorization server, register the OAuth 2.0 or OpenID Connect authentication module as an OAuth 2.0 client,
which is described in Client application registration.

Log out and access the protected resources to test the process in action.

Example: Protecting a website with OAuth 2.0

This example pulls everything together (except security considerations), using AM servers both as the OAuth 2.0 authorization
server, and also as the OAuth 2.0 client, with an AM web or Java agent on the resource server requesting policy decisions from AM
as OAuth 2.0 client. In this way, any server protected by an agent that is connected to an AM OAuth 2.0 client can act as an OAuth
2.0 resource server:

On the AM server that will be configured as an OAuth 2.0 client, set up an AM web or Java agent and policy in the Top Level
Realm, / , to protect resources.

You can find details on installing an agent in the Web Agents Installation Guide and the Java Agents Installation Guide
. This example relies on the Tomcat Java agent, configured to protect resources in Apache Tomcat (Tomcat) at http://
www.example.com:8080/ .

The policies for this example protect the Tomcat examples under http://www.example.com:8080/examples/ , allowing
GET and POST operations by all authenticated users. Learn more in Dynamic OAuth 2.0 authorization.

After setting up the web or Java agent and the policy, you can make sure everything is working by attempting to access a
protected resource, in this case, http://www.example.com:8080/examples/ . The agent should redirect you to AM to
authenticate with the default authentication module, where you can login as user demo  password Ch4ng31t . After
successful authentication, AM redirects your browser back to the protected resource and the Java agent lets you get the
protected resource, in this case, the Tomcat examples top page.

1. 

2. 

3. 

4. 

5. 

1. 
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Figure 2. Accessing the Apache Tomcat examples

On the AM server to be configured as an OAuth 2.0 authorization server, configure AM’s OAuth 2.0 authorization service as
described in Authorization server configuration.

The authorization endpoint to protect in this example is at http://authz.example.com:8080/openam/oauth2/realms/
root/authorize .

On the AM server to be configured as an OAuth 2.0 client, configure an AM OAuth 2.0 or OpenID Connect social
authentication module instance for the Top Level Realm:

Under Realms > Top Level Realm > Authentication > Modules, click Add Module. Name the module OAuth2 , and select
the Social Auth OAuth2 type, then click Create.

The key settings for this example are the following:

Client Id

This is the client identifier used to register your client with AM’s authorization server, and then used when your
client must authenticate to AM.

Set this to myClientID  for this example.

Client Secret

This is the client password used to register your client with AM’s authorization server, and then used when your
client must authenticate to AM.

Set this to password  for this example. Make sure you use strong passwords when you actually deploy OAuth 2.0.

Authentication Endpoint URL

In this example, http://authz.example.com:8080/openam/oauth2/realms/root/authorize .

This AM endpoint can take additional parameters. In particular, you must specify the realm if the AM OAuth 2.0
provider is configured for a subrealm rather than for the Top Level Realm.

When making a REST API call, specify the realm in the path component of the endpoint. You must specify the entire
hierarchy of the realm, starting at the Top Level Realm. Prefix each realm in the hierarchy with the realms/
keyword. For example, /realms/root/realms/customers/realms/europe .

For example, if the OAuth 2.0 provider is configured for the realm customers  within the Top Level Realm, then use
the following URL: http://authz.example.com:8080/openam/oauth2/realms/root/realms/customers/
authorize .

The /oauth2/authorize  endpoint can also take module  and service  parameters. Use either as described in 
Authenticate with a browser, where module  specifies the authentication module instance to use or service
specifies the authentication chain to use when authenticating the resource owner.

2. 

3. 
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Access Token Endpoint URL

In this example, http://authz.example.com:8080/openam/oauth2/realms/root/access_token .

This AM endpoint can take additional parameters. In particular, you must specify the realm if the AM OAuth 2.0
provider is configured for a subrealm rather than the Top Level Realm (/).

When making a REST API call, specify the realm in the path component of the endpoint. You must specify the entire
hierarchy of the realm, starting at the Top Level Realm. Prefix each realm in the hierarchy with the realms/
keyword. For example, /realms/root/realms/customers/realms/europe .

For example, if the OAuth 2.0 provider is configured for the realm /customers , use the following URL: http://
authz.example.com:8080/openam/oauth2/realms/root/realms/customers/access_token .

User Profile Service URL

In this example, http://authz.example.com:8080/openam/oauth2/realms/root/tokeninfo .

Scope

In this example, cn .

The demo user has common name demo  by default, so by setting this to cn|Read your user name , AM can get
the value of the attribute without the need to create additional identities, or to update existing identities. The
description, Read your user name , is shown to the resource owner in the consent page.

Subject Property

In this example, cn .

Proxy URL

The client redirect URL, which in this example is http://client.example.com:8080/openam/oauth2c/
OAuthProxy.jsp .

Account Mapper

In this example, org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper .

Account Mapper Configuration

In this example, cn=cn .

Attribute Mapper

In this example, org.forgerock.openam.authentication.modules.common.mapping.JsonAttributeMapper .

Attribute Mapper Configuration

In this example, cn=cn .

Create account if it does not exist

In this example, disable this functionality.

AM can create local accounts based on the account information returned by the authorization server.
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On the AM server configured to act as an OAuth 2.0 authorization server, register the Social Auth OAuth2 authentication
module as an OAuth 2.0 confidential client, which is described in Client application registration.

Under Realms > Top Level Realm > Applications > OAuth 2.0 > myClientID, adjust the following settings:

Client type

In this example, confidential . AM protects its credentials as an OAuth 2.0 client.

Redirection URIs

In this example, http://client.example.com:8080/openam/oauth2c/OAuthProxy.jsp .

If any Redirection URI scheme, host, or port differs from that of AM, add it to the global validation service to ensure
that it is pre-approved, as described in Success and failure redirection URLs. Otherwise, AM rejects the redirection
URI, even if it matches the client profile, and redirection fails.

Scopes

In this example, cn .

Before you try it out, on the AM server configured to act as an OAuth 2.0 client, you must make the following additional
change to the configuration.

Your AM OAuth 2.0 client authentication module is not part of the default chain, and therefore AM does not call it unless
you specifically request the OAuth 2.0 client authentication module.

To cause the Java agent to request your OAuth 2.0 client authentication module explicitly, go to your agent profile
configuration, in this case Realms > Top Level Realm > Applications > Agents > Java > Agent Name > AM Services > AM
Login URL, and add http://client.example.com:8080/openam/XUI/?realm=/&module=OAuth2 , moving it to the top of
the list.

Save your work.

This ensures that the Java agent directs the resource owner to AM with the instructions to authenticate using the OAuth2
authentication module.

Try it out.

First, make sure you are logged out of AM. For example, by browsing to the logout URL, in this case http://
client.example.com:8080/openam/XUI/?realm=/#logout .

Next attempt to access the protected resource, in this case http://www.example.com:8080/examples/ .

If everything is set up properly, the Java agent redirects your browser to the login page of AM with module=OAuth2  among
other query string parameters. After you authenticate (for example, as user demo , password Ch4ng31t ), AM displays an
authorization decision page.

4. 

5. 

6. 
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Figure 3. The authorization decision page displayed to the resource owner

When you click Allow, the authorization service creates an SSO session, and redirects the client back to the resource, thus
letting the client access the protected resource. If you configured an attribute to store the saved consent decision, and you
choose to save the consent decision for this authorization, AM can use that saved decision to avoid prompting you for
authorization next time the client accesses the resource, but only ensure that you have authenticated and have a valid
session.

Figure 4. Successfully accessing the Apache Tomcat examples

Authorization server configuration

Configure the OAuth2 Provider service in a realm to expose the OAuth 2.0 endpoints and OAuth 2.0 administration REST
endpoints.

In the AM admin UI, go to Realms > Realm Name > Services, and click Add a Service.

From the drop-down list, select the OAuth2 Provider service, leave the remaining fields empty, and click Create.

On the OAuth 2.0 provider page, select the Advanced tab.

Configure the Grant Types that clients will be able to use to request access, refresh, and ID tokens.

1. 

2. 

3. 

4. 
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Implicit
SAML2
Refresh Token
Resource Owner Password Credentials
Client Credentials
Device Code
Authorization Code
Back Channel Request
UMA
JWT Bearer
Token Exchange

Related information:

OAuth 2.0 grant flows

OpenID Connect grant flows

UMA grant flow

Token exchange

Configure the Response Type Plugins you need in your environment, based on the grant type flows that you will allow.

Response plugins let the provider issue access tokens, ID tokens, authorization codes, and others, when the client
requests a flow that interacts with the /oauth2/authorize  endpoint.

code|org.forgerock.oauth2.core.AuthorizationCodeResponseTypeHandler
id_token|org.forgerock.openidconnect.IdTokenResponseTypeHandler
device_code|org.forgerock.oauth2.core.TokenResponseTypeHandler
token|org.forgerock.oauth2.core.TokenResponseTypeHandler
none|org.forgerock.oauth2.core.NoneResponseTypeHandler

The id_token  and none  response types are used in OpenID Connect flows.

The code  response type is used in the OAuth 2.0 and OpenID Connect Authorization Code grant flows.

The device_code  response type was used for the Device grant flow, but it is not required in the current
implementation and will be removed in a future release of AM.

The token  response type is used in the OAuth 2.0 and OpenID Connect Implicit flows.

Configure Persistent Claims

Persistence lets you retain custom claims when you refresh an access token.

In the Persistent Claims field, enter the claims that must be persisted between tokens. When an access token is refreshed,
any claims that are listed here will be on the new token.

◦ 

◦ 

◦ 

◦ 

5. 

◦ 

◦ 

◦ 

◦ 
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For other configuration options, refer to Additional configuration.

Additional configuration

The OAuth 2.0 provider is highly configurable:

To configure the OAuth 2.0 provider in the AM admin UI, go to Realms > Realm Name > Services, and select OAuth2
Provider.

To adjust global OAuth 2.0 provider defaults, go to Configure > Global Services, and click OAuth2 Provider.

See the OAuth2 Provider reference section for details on each of the fields in the provider.

info
These claims are added before the access token modification script, allowing you to manipulate them in
the modification script. For example, if a token has a claim called hostname  that you want to be
persisted when the token is refreshed, you could add that claim to the Persistent Claims list. You could
then modify the script to persist that hostname  in the new token, if it exists, or to add a hostname to
the new token, if it does not exist.
Only custom, non-standard claims can be persisted. Standard claims such as scope  (defined in the
OAuth2 specification) and auditTrackingId  (defined by default in AM) cannot be persisted.

Note

◦ 

◦ 

7. 

• 

• 

OAuth 2.0 Provider Configuration Options

Task Resources

Configure the authorization server to issue refresh tokens
Learn why refresh tokens are useful in your environment,
how to configure AM to issue them, and how to request
them.

Refresh tokens

Adjust the lifetimes of tokens and codes
If necessary, adjust the lifetimes for authorization codes (a
lifetime of 10 minutes or less is recommended in RFC 6749
), access tokens, and refresh tokens.
Configure them on the Core tab of the provider.

N/A

Configure OAuth 2.0 server behavior
AM provides plugin points that let you extend default OAuth
2.0 server behavior. Use these extension points to customize:

The content of OAuth 2.0 access tokens
The validation of requested scopes
The resource owner information retrieved based on
an issued access token
Scope values that are returned for an access token
Data that is returned from an authorization request

Customize OAuth 2.0

• 
• 
• 

• 
• 
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Task Resources

Configure the OAuth 2.0 provider for token exchange
Following the OAuth 2.0 Token Exchange specification, the
provider can let your clients exchange tokens.

Token exchange

Configure the OAuth 2.0 service to provide scopes
dynamically
The OAuth 2.0 provider can leverage the AM Authorization
service to grant or deny scopes dynamically.

Dynamic OAuth 2.0 authorization

Configure a custom response plugin
To configure a custom response type plugin, add it to the AM
classpath, and add the custom response types and the plugin
class names to the list of Response Type Plugins field, on the 
Advanced tab.

N/A

Decide how scopes appear in the consent pages
To change how scopes appear, configure the Client
Registration Scope Allowlist field on the Advanced tab of the
OAuth 2.0 provider.
Define each scope as a string that represents the internal
scope name, optionally followed by a |locale  and a |
localized description .
For example: read|en|Permission to view email messages
in your account .

OAuth 2.0 scopes

Decide how to manage consent
You can:

Allow users to save consent so the OAuth 2.0 provider
remembers their consented scopes.
Allow clients to skip consent so no consent page is
displayed to the resource owners.
Allow clients to revoke consent.

Manage consent

Configure a remote consent server
This is useful, for example, when your environment must
hand off the consent-gathering part of the OAuth 2.0 flows to
a separate service.

Remote consent

Configure the attribute AM uses to retrieve the user profile
This is useful, for example, in cases where the resource
owner should log in with their email address instead of with a
username.

Change the attribute used to find the user profile

Configure client-side tokens
Configure client-side tokens so that resource servers can
directly introspect the tokens without making a call to AM.

Configure AM for client-side OAuth 2.0 tokens

• 

• 

• 
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Change the attribute used to find the user profile

If you use an external identity repository, and users log in with an attribute other than their user ID (such as an email address),
you must configure AM authentication to allow this.

For example, to let resource owners log in using an email address, stored in the LDAP mail  attribute, follow these steps:

On the OAuth2 provider Advanced tab, add the LDAP profile attribute to the User Profile Attribute(s) the Resource
Owner is Authenticated On list, and save your changes.

Go to Realms > Realm Name > Identity Stores > Identity Store Name > Authentication Configuration.

Set the value of the Authentication Naming Attribute field to the LDAP attribute required.

For example, mail .

Create an LDAP authentication module or an LDAP decision node to use with the identity repository.

Configure the following fields:

In the Attribute Used to Retrieve User Profile field, set the attribute to mail .

In the Attributes Used to Search for a User to be Authenticated list, add the mail  attribute.

Save your changes.

Ensure the resource owners use the authentication mechanism you configured.

Specify the tree or chain by using one or more of the methods below. AM checks for the configured value in the following
order, using the first value found:

For a specific access token REST request.

Set the auth_chain  parameter.

Individually for a realm, overriding the realm-level setting below.

Go to Realms > Realm Name > Services > OAuth2 Provider > Advanced, and set the Password Grant
Authentication Service  property.

Individually for a realm.

Go to Realms > Realm Name > Authentication > Settings > Core, and set the Organization Authentication
Configuration  property.

Task Resources

Configure OpenID-Connect specific options
UMA providers also use these options.

OpenID provider configuration

1. 

2. 

3. 

warning
If you change the value of Authentication Naming Attribute after you have deployed and configured AM, you
must update or recreate all existing identities to refresh user DNs.
Failure to do so could result in unsuccessful authentication or risk of impersonation attacks.

Warning

4. 

◦ 

◦ 

◦ 

5. 

1. 

2. 

3. 
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Globally, for all realms.

Go to Configure > Authentication > Core Attributes > Core, and set the Organization Authentication
Configuration  property.

For more information, see Configure sensible default authentication services.

For more information, refer to Configure AM for authentication.

Configure AM for client-side OAuth 2.0 tokens

When configured for client-side tokens, AM returns a token to the client after successfully completing one of the grant flows. This
is in contrast to the token reference AM returns when configured for server-side tokens.

Enable client-side OAuth 2.0 tokens

These steps configure AM to issue client-side access and refresh tokens:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider.

On the Core tab, enable Use Client-Side Access & Refresh Tokens.

Enable Issue Refresh Tokens and/or Issue Refresh Tokens on Refreshing Access Tokens.

Save your changes.

Configure client-side token denylisting.

For more information, refer to Client-side OAuth 2.0 token denylist.

Configure either client-side token signature or client-side token encryption.

Token signature is enabled by default when client-side tokens are enabled. By default, token signature is configured using
a demo key that you must change in production environments.

If you enable token encryption, token signature is disabled, because encryption is performed using direct symmetric
encryption.

For more information, refer to Client-side OAuth 2.0 token encryption and Client-side OAuth 2.0 token digital signatures.

Client-side OAuth 2.0 token denylist

Adding tokens to the denylist prevents client-side tokens from being reused if the authorization code has been replayed, or if
tokens have been revoked by either the client or the resource owner.

In the AM admin UI, go to Configure > Global Services > OAuth2 Provider.

Under Global Attributes, enter the number of denylisted tokens in the Token Denylist Cache Size field.

4. 

1. 

2. 

3. 

4. 

5. 

6. 

info
Client-side refresh tokens have corresponding entries in a CTS allowlist, rather than a denylist. When presenting a
client-side refresh token, AM checks that a matching entry is found in the CTS allowlist, and prevents reissue if the
record does not exist.
Adding a client-side OAuth 2.0 token to the denylist also removes associated refresh tokens from the allowlist.

Note

1. 

2. 
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This cache size determines the number of denylisted tokens to cache in memory, to speed up denylist checks. Enter a
number based on the estimated number of token revocations that a client will issue (for example, when the user gives up
access or when an administrator revokes a client’s access).

Default: 10000

In the Denylist Poll Interval field, enter the interval in seconds for AM to check for token denylist changes from the CTS
data store.

The longer the polling interval, the more time a malicious user has to connect to other AM servers in a cluster and make
use of a stolen OAuth v2.0 access token. Shortening the polling interval improves the security for revoked tokens but
might incur a minimal decrease in overall AM performance due to increased network activity.

Default: 60 seconds

In the Denylist Purge Delay field, enter the length of time, in minutes, that denylist tokens can exist before being purged
beyond their expiration time.

When client-side token denylisting is enabled, AM tracks OAuth v2.0 access tokens over the configured lifetime of those
tokens plus the denylist purge delay. For example, if the access token lifetime is set to 6000 seconds and the denylist
purge delay is one minute, then AM tracks the access token for 101 minutes. You can increase the denylist purge delay if
you expect system clock skews in an AM server cluster to be greater than one minute. There is no need to increase the
denylist purge delay for servers running a clock synchronization protocol, such as Network Time Protocol.

Default: 1 minute

Save your changes.

Client-side OAuth 2.0 token encryption

To protect OAuth 2.0 client-side access and refresh tokens, AM supports encrypting their JWTs using AES authenticated
encryption. Because this encryption also protects the integrity of the JWT, you only need to configure AM to sign OAuth 2.0 client-
side tokens if token encryption is disabled.

Go to Realms > Realm Name > Services > OAuth2 Provider.

On the Core tab, enable Use Client-Side Access & Refresh Tokens.

On the Advanced tab, enable Client-Side Token Encryption.

3. 

4. 

5. 

1. 

2. 

3. 
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Save your changes.

Client-side OAuth 2.0 access and refresh tokens will now be encrypted.

Client-side OAuth 2.0 token digital signatures

AM supports digital signature algorithms that secure the integrity of client-side tokens.

AM exposes the public key to validate client-side token signatures in its JWK URI. See /oauth2/connect/jwk_uri.

These steps configure the OAuth 2.0 provider to sign client-side tokens:

Go to Realms > Realm Name > Services, and click OAuth2 Provider.

On the Advanced tab, in the OAuth2 Token Signing Algorithm list, select the signing algorithm to use for signing client-
side tokens.

info
The alias mapped to the algorithm is defined in the secret stores, as shown in the table below:
This table shows the secret ID mapping used to encrypt client-side access tokens:

By default, secret IDs are mapped to demo keys contained in the default keystore provided with AM and
mapped to the default-keystore  keystore secret store. Use these keys for demo and test purposes only. For
production environments, replace the secrets as required and create mappings for them in a secret store
configured in AM.
For more information about managing secret stores and mapping secret IDs to aliases, see Secrets,
certificates, and keys.

Note

Secret ID Default alias Algorithms

am.services.oauth2.stateless.

token.encryption

directenctest A128CBC-HS256

4. 

emergency_home
Client-side tokens must be signed and/or encrypted for security reasons. If your environment does not support
encrypting OAuth 2.0 tokens, you must configure signing to protect them against tampering.

Important

1. 

2. 
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By default, secret IDs are mapped to demo keys contained in AM’s default keystore and mapped to the 
default-keystore  secret store. Use these keys for demo and test purposes only. In production environments, replace
the secrets as required and create mappings for them in a secret store configured in AM.

For more information about managing secret stores and mapping secret IDs to aliases, see Secrets, certificates, and keys.

Save your changes.

Client-side OAuth 2.0 access and refresh tokens will now be signed.

OAuth 2.0 scopes

OAuth 2.0 flows require scopes to limit the client’s access to the resource owner’s resources.

Scopes are a way to restrict client access to the resource owner’s resources, as defined in the OAuth 2.0 Authorization
Framework.

Scopes are not associated with data and, in practice, they are just concepts specified as strings that the resource server must
interpret in order to provide the required access or resources to the client. The OAuth 2.0 framework does not define any
particular value for scopes since they are dependent on the architecture of your environment.

For example, a client may request the write  scope, which the resource server may interpret as that the client wants to save
some new information in the user’s account, such as images or documents.

info
The alias mapped to the algorithm is defined in the secret stores, as shown in the table below:
This table shows the secret ID mappings used to sign client-side access tokens:

Note

Secret ID Default alias Algorithms

am.services.oauth2.stateless.

signing.ES256

es256test ES256

am.services.oauth2.stateless.

signing.ES384

es384test ES384

am.services.oauth2.stateless.

signing.ES512

es512test ES512

am.services.oauth2.stateless.

signing.HMAC

hmacsigningtest HS256
HS384
HS512

am.services.oauth2.stateless.

signing.RSA

rsajwtsigningkey PS256
PS384
PS512
RS256
RS384
RS512

3. 

OAuth 2.0 PingAM

4806 Copyright © 2025 Ping Identity Corporation

https://www.rfc-editor.org/info/rfc6749
https://www.rfc-editor.org/info/rfc6749
https://www.rfc-editor.org/info/rfc6749


A client can request one or more scopes, which AM may display in the consent screen. If the resource owner agrees to share
access to their resources, scopes are included in the access token.

For security reasons, AM only accepts the scopes set in the Scope(s) or Default Scope(s) fields in the client profile (Realms > 
Realm Name > Applications > OAuth 2.0 > Clients > Client ID > Core).

If the client requests scopes, AM checks them against the Scope(s) field in the client profile. If the client requests a scope that is
not configured, AM returns an Unknown/invalid scope(s)  error.

If the client does not request any scopes, AM uses the scopes in the Default Scope(s) field of the client profile. If no default
scopes are set in the client profile, AM uses the scopes set in the Default Scope(s) field of the OAuth 2.0 provider.

If no scopes are configured by default, AM returns a No scope requested  error. AM does not use the default scopes in any other
circumstance.

The Client Registration Scope Allowlist field of the OAuth 2.0 provider restricts the scopes with which a client can register. In this
sense, this field is used for OpenID Connect discovery and dynamic client registration only.

You can also use this field to configure how AM presents the scopes on the AM consent screen. Scopes are not displayed on the
consent screen by default. You can either configure clients to use implied consent, or configure the scopes that should be
displayed.

Because scope names are arbitrary, they might not be descriptive enough for the resource owner to understand their purpose. In
addition, you might not want resource owners to see a particular scope that is for internal use only.

Display scopes in the consent screen

You can configure the AM consent screen to show, for each scope, one of the following options:

Configure how scopes appear in the consent screen by client or by realm (in the OAuth 2.0 provider service).

For examples, refer to the Client Registration Scope Allowlist field in the provider’s Advanced reference section or the Scope(s)
field in Core Properties.

emergency_home
You can use an access token modification script to override the allowed scopes specified at the OAuth 2.0 client level. 

Important

The scope itself A localized description Neither the scope nor a description
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Special scopes

AM reserves the following special scopes that cannot be added during dynamic client registration:

am-introspect-all-tokens

Add this scope to the Scopes(s) field in a client profile to let the client introspect tokens issued to other clients, as long as
all clients are registered in the same realm.

For example:

Client A is registered in the /customers/NA  realm, and it is issued a token there.

Client B is registered in the /customers  realm. It cannot introspect Client A’s token because they are not in the
same realm. Client B can only introspect tokens from other clients registered in the /customers  realm.

am-introspect-all-tokens-any-realm

Add this scope to the Scopes(s) field in a client profile to let the client introspect tokens issued to other clients, as long as
they are registered in the realm of the introspecting client, or in a subrealm of it.

For example:

Client A is registered in the /customers/NA  realm, and it is issued a token there.

Client B is registered in the /customers  realm. It can introspect Client A’s token because the /customers/NA  realm
is a subrealm of the /customers  realm.

Client B can introspect tokens for any client registered in the /customer  realm, or any subrealm of it.

For security reasons, give these scopes only to the clients that need them.

Related information:

For examples of requesting scopes from the authorization server, refer to any of the grant flows in OAuth 2.0 grant flows.

To create your own implementation of the scope handler, refer to Customize OAuth 2.0.

To configure AM to grant scopes dynamically by evaluating authorization policies at runtime, refer to Authorization and
policy decisions and Dynamic OAuth 2.0 authorization.

Manage consent

Many OAuth 2.0 and OIDC flows require user consent to grant the client access to the user’s resources.

info
Client-level configuration overrides the configuration set at the provider level. 

Note

1. 

2. 

1. 

2. 

• 

• 

• 
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Implied consent

OAuth 2.0 and OIDC client applications can use implied consent. With implied consent, AM does not prompt for consent during
authorization flows. This simplifies the flows. The user has only to sign on to grant the client access to protected resources.

To enable implied consent, follow these steps:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > Advanced.

Select Implied Consent.

Save your changes.

Make sure AM lets users skip granting consent.

By default, this is enabled in the OAuth 2.0 provider configuration, Realms > Realm Name > Services > OAuth2 Provider >
Consent > Allow Clients to Skip Consent.

If that is disabled for your deployment, switch to the OAuth2 Provider Overrides tab in the client profile, make the
following changes to the settings, and save your work:

Enable OAuth2 Provider Overrides

Enabled

Allow Clients to Skip Consent

Enabled

To disable implied consent and force users to grant consent during authorization flows, disable the settings described in the
previous steps.

Gather consent

Configure how the client application appears to the user. The following alternatives are available:

Customize the built-in consent screen:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID.

Edit the following settings under the Advanced tab, then save your work:

Display name

Display this name to the user when prompting for consent.

Display description

Explain the decision to the user when prompting for consent.

Privacy Policy URI

Add for the client applications privacy policy.

Configure how scopes display.

1. 

2. 

3. 

4. 

• 

1. 

2. 
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Users grant consent based on scopes. Scopes restrict what is shared with the client and limit what the client can
do with the user’s data. In OAuth 2.0, the meanings of scopes depend on the implementation. In OpenID
Connect, scopes map to standard user data claims; for example, the profile  scope requests access to the
user’s default profile claims.

For details, refer to Display scopes in the consent screen.

Delegate consent gathering to another service.

For details, refer to Remote consent.

Store consent decisions

AM can store the consent decisions in the user profile. This minimizes redundant prompts and improves the user experience.

When an OAuth 2.0 client application requests scopes, AM checks the user profile for scopes the user has already consented to.
AM does not prompt the user to consent again to the same scopes, only scopes the user has not consented to.

To save consent:

Add a multivalued string syntax attribute, such as custom_consent , to user profiles for saving consent decisions.

The attribute must be of type array .

For instructions on adding the attribute, refer to Update the identity repository for a custom attribute.

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider and select the Consent tab.

In the Saved Consent Attribute field, add the name of the attribute you created, such as custom_consent .

Save your changes.

Revoke consent

You can revoke a client application’s access at any time through the user dashboard page:

Sign on as an end user.

Your dashboard page displays.

Expand Authorized Apps.

Click the delete icon  to revoke access:

• 

1. 

2. 

3. 

4. 

lightbulb_2
To force AM to prompt for consent for a specific client request, add the prompt=consent parameter. 

Tip

1. 

2. 

3. 
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Figure 1. Authorized Apps pane

Remote consent

AM supports OAuth 2.0 remote consent services, which allow the consent-gathering part of an OAuth 2.0 flow to be handed off to
a separate service.

A remote consent service renders a consent page, gathers the result, signs and encrypts the result, and returns it to the
authorization server.
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During an OAuth 2.0 flow that requires user consent, AM can create a consent request JWT that contains the necessary information
to render a consent gathering page. It does not send the actual values of the requested scopes.

{
  "clientId": "myClient",
  "iss": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha",
  "csrf": "gjeH2C43nFJwW+Ir1zL3hl8kux9oatSZRso7aCzI0vk=",
  "client_description": "",
  "aud": "rcs",
  "save_consent_enabled": true,
  "claims": {},
  "scopes": {
      "write": null
  },
  "exp": 1536229486,
  "iat": 1536229306,
  "client_name": "My Client",
  "consentApprovalRedirectUri": "https://openam.example.com:8443/openam/oauth2/authorize?
client_id=MyClient&response_type=code&redirect_uri=https://application.example.com:8443/
callback&scope=write&state=1234zy",
  "username": "demo"
}

iat

Specifies the creation time of the JWT.

iss

Specifies the name of the issuer - configured in the OAuth 2.0 provider service in AM.

aud

Specifies the name of the expected recipient of the JWT, in this case, the remote consent service.

exp

Specifies the expiration time of the JWT.

Use short expiration times, for example, 180 seconds, as the JWT is intended for use in machine-to-machine interactions.

csrf

Specifies a unique string that must be returned in the response to help prevent cross-site request forgery (CSRF) attacks.

AM generates this string from a hash of the user’s session ID.

client_id

Specifies the ID of the OAuth 2.0 client making the request.

client_name

Specifies the display name of the OAuth 2.0 client making the request.
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client_description

Specifies a description of the OAuth 2.0 client making the request.

username

Specifies the username of the logged-in user.

scopes

Specifies the requested scopes.

claims

Specifies the claims the request is making.

Use the claims field for additional information to display on the remote consent page that helps the user to determine if
consent should be granted. For example, Open Banking OAuth 2.0 flows may include identifiers for a money transaction.

save_consent_enabled

Specifies whether to provide the user the option to save their consent decision.

If set to false , the value of the save_consent  property in the consent response from the RCS must also be false .

consentApprovalRedirectUri

Specifies the URI to return the resource owner to after they have provided consent. The response JWT must be sent as a 
consent_response  form parameter in a POST operation to this URI.

Acting as the authorization server, AM signs and encrypts the JWT.

The remote consent service decrypts the JWT, verifies the signature and other details, such as the validity of the aud , iss  and 
exp  properties, and renders the consent page to the resource owner.

After the remote consent service gathers the user’s consent, it creates a consent response JWT, encrypts and signs the response,
and returns it to AM for processing.

lightbulb_2
Ensure you encrypt the JWT if the username could be considered personally identifiable information. 

Tip
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{
  "consent_response" : {
    "clientId": "myClient",
    "iss": "rcs",
    "csrf": "gjeH2C43nFJwW+Ir1zL3hl8kux9oatSZRso7aCzI0vk=",
    "client_description": "",
    "aud": "https://openam.example.com:8443/openam/oauth2",
    "save_consent": true,
    "claims": {},
    "scopes": "[write]",
    "exp": 1536229430,
    "iat": 1536229250,
    "client_name": "My Client",
    "consentApprovalRedirectUri": "https://openam.example.com:8443/openam/oauth2/authorize?
client_id=MyClient&response_type=code&redirect_uri=https://application.example.com:8443/
callback&scope=write&state=1234zy",
    "username": "demo",
    "decision": true
  },

}

iat

Specifies the creation time of the JWT.

iss

Specifies the name of the remote consent service.

Must match the value of the aud  property received from AM.

aud

Specifies the name of the expected recipient of the JWT, in this case, AM acting as the AS.

Must match the value of the iss  property received from AM.

exp

Specifies the expiration time of the JWT.

Use short expiration times, for example, 180 seconds, as the JWT is intended for use in machine-to-machine interactions.

decision

Specifies true  if consent was provided, or `false ` if consent was withheld.

client_id

Specifies the ID of the OAuth 2.0 client making the request, matching the value provided in the request.

client_name

Specifies the display name of the OAuth 2.0 client making the request.
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client_description

Specifies a description of the OAuth 2.0 client making the request.

scopes

Specifies an array of allowed scopes.

Must be equal to, or a subset of the array of scopes in the request.

save_consent

Specifies true  if the user chose to save their consent decision, or false  if they did not.

If save_consent_enabled  was set to false  in the request, save_consent  must also be false .

consentApprovalRedirectUri

Specifies the URI to return the resource owner to after they have provided consent.

AM decrypts and verifies the signature of the consent response and other details, such as the validity of the aud , iss  and exp
properties, and processes the response. For example, it may save the consent decision if configured to do so.

AM and the remote consent service make their required public keys available from two `jwk_uri`s, to enable signing and
encryption between the two servers.

Configuring a remote consent service requires completion of these high-level tasks:

info
If the remote consent service compresses the consent response JWT, AM rejects JWTs that expand to a size larger than
32 KiB (32768 bytes). For more information, refer to Control the size of compressed JWTs.

Note

Task Resources

Add the details of the remote consent service as an agent
profile in AM
You can configure a single remote consent service in a realm,
by adding the details to a remote consent agent profile.
The profile defines properties for signing and encrypting the
consent request and consent response, redirect URI, and the 
jwk_uri  URI details of the remote consent service.

Configure AM to use a remote consent service

Enable remote consent and specify the agent profile in
AM’s OAuth 2.0 provider service.

Configure the OAuth 2.0 provider to use a remote consent
agent profile

Configure the remote consent service with AM’s jwk_uri
URI details.
The remote consent service must be able to obtain the
required signature and decryption keys from AM.

N/A
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Configure AM to use a remote consent service

To add the details of the remote consent service as an agent profile:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Remote Consent, and click Add Remote
Consent Agent.

Enter an agent ID, for example, myRCSAgent , and click Create.

If you will be using an HMAC algorithm for signing the JWTs, enter the shared symmetric key in the Remote Consent
Service secret field.

This step is not required when using other algorithms.

Select the Remote Consent Agent, and configure the properties as required.

Group

Configure several remote consent agent profiles by assigning them to a group.

Default value: none

amster  attribute: agentgroup

Remote Consent Service secret

If the remote consent agent needs to authenticate to AM, enter the password it will use.

amster  attribute: userpassword

Redirect URL

Specify the URL to which the user should be redirected during the OAuth 2.0 flow to obtain their consent.

The AM example remote consent service provides an /oauth2/consent  path to obtain consent from the user.

Example: https://rcs.example.com:8443/openam/oauth2/consent

amster  attribute: remoteConsentRedirectUrl

Enable consent request Encryption

Specify whether to encrypt the consent request JWT sent to the remote consent service.

Default: true

amster  attribute: remoteConsentRequestEncryptionEnabled

Consent request Encryption Algorithm

Specify the encryption algorithm used to encrypt the consent request JWT sent to the remote consent service.

info
AM includes an example remote consent service. Do not use the example in production environments.
See Configure the AM example remote consent service.

Note

1. 

2. 

3. 

4. 
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AM supports the following encryption algorithms:

A128KW  - AES Key Wrapping with 128-bit key derived from the client secret.

A192KW  - AES Key Wrapping with 192-bit key derived from the client secret.

A256KW  - AES Key Wrapping with 256-bit key derived from the client secret.

RSA-OAEP  - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.

RSA-OAEP-256  - RSA with OAEP with SHA-256 and MGF-1.

RSA1_5  - RSA with PKCS#1 v1.5 padding.

dir  - Direct encryption with AES using the hashed client secret.

Default value: RSA-OAEP-256

amster  attribute: remoteConsentRequestEncryptionAlgorithm

Consent request Encryption Method

Specify the encryption method used to encrypt the consent request JWT sent to the remote consent service

AM supports the following encryption methods:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default value: A128GCM

amster  attribute: remoteConsentRequestEncryptionMethod

Consent response signing algorithm

Specify the algorithm used to verify a signed consent response JWT received from the remote consent service.

AM supports signing algorithms listed in JSON Web Algorithms (JWA): "alg" (Algorithm) Header Parameter Values
for JWS:

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.

ES384  - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.

ES512  - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.

HS256  - HMAC with SHA-256.

HS384  - HMAC with SHA-384.

HS512  - HMAC with SHA-512.

RS256  - RSASSA-PKCS-v1_5 using SHA-256.

Default value: RS256

amster  attribute: remoteConsentResponseSigningAlg

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 
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Consent response encryption algorithm

Specify the encryption algorithm used to decrypt the consent response JWT received from the remote consent
service.

AM supports the following encryption algorithms:

A128KW  - AES Key Wrapping with 128-bit key derived from the client secret.

A192KW  - AES Key Wrapping with 192-bit key derived from the client secret.

A256KW  - AES Key Wrapping with 256-bit key derived from the client secret.

RSA-OAEP-256  - RSA with OAEP with SHA-256 and MGF-1.

dir  - Direct encryption with AES using the hashed client secret.

The decryption key used depends on the algorithm chosen. The relevant secret IDs and the default decryption key
aliases are shown in the table below: The following table shows the secret ID mapping used to decrypt remote
consent responses:

(1) If you select an algorithm other than RSA-OAEP-256 for decrypting consent responses, the value of the remote
consent service secret property is used, instead of an entry from the secret stores.

By default, secret IDs are mapped to demo keys contained in the default keystore provided with AM and mapped
to the default-keystore  keystore secret store. Use these keys for demo and test purposes only. For production
environments, replace the secrets as required and create mappings for them in a secret store configured in AM.

For more information about managing secret stores and mapping secret IDs to aliases, see Secrets, certificates,
and keys.

Default value: RSA-OAEP-256

amster  attribute: remoteConsentResponseEncryptionAlgorithm

Consent request Signing Algorithm

Specify the algorithm used to sign the consent request JWT sent to the remote consent service.

The signing key used depends on the algorithm chosen. The relevant secret IDs and the default signing key aliases
are shown in the table below:

The following table shows the secret ID mappings used to sign remote consent requests:

◦ 

◦ 

◦ 

◦ 

◦ 

Secret ID Default Alias Algorithms(1)

am.services.oauth2.remote.cons

ent.response.decryption

test RSA-OAEP-256

Secret ID Default Alias Algorithms(1)

am.applications.agents.remote.

consent.request.signing.ES256

es256test ES256
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(1) If you select an HMAC algorithm for signing consent requests (HS256, HS384, or HS512), the value of the Remote
Consent Service secret  property is used, instead of an entry from the secret stores.

Since the HMAC secret is shared between AM and the remote consent client, a malicious user compromising the
client could potentially create tokens that AM would trust. Therefore, to protect against misuse, AM also signs the
token using a non-shared signing key configured in the am.services.oauth2.jwt.authenticity.signing  secret
ID.

By default, secret IDs are mapped to demo keys contained in the default keystore provided with AM and mapped
to the default-keystore  keystore secret store. Use these keys for demo and test purposes only. For production
environments, replace the secrets as required and create mappings for them in a secret store configured in AM.

For more information about managing secret stores and mapping secret IDs to aliases, see Secrets, certificates,
and keys.

Default value: RS256

amster  attribute: remoteConsentRequestSigningAlgorithm

Consent response encryption method

Specify the encryption method used to decrypt the consent response JWT received from the remote consent
service.

AM supports the following encryption methods:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default value: A128GCM

amster  attribute: remoteConsentResponseEncryptionMethod

Secret ID Default Alias Algorithms(1)

am.applications.agents.remote.

consent.request.signing.ES384

es384test ES384

am.applications.agents.remote.

consent.request.signing.ES512

es512test ES512

am.applications.agents.remote.

consent.request.signing.RSA

rsajwtsigningkey RS256
RS384
RS512
PS256
PS384
PS512

◦ 

◦ 
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Public key selector

Specify whether the remote consent service provides its public keys using a JWKs_URI , or manually in JWKs
format.

If you select JWKs , enter the keys in the Json Web Key property. Otherwise complete the JWKs URI-related
properties.

Default: JWKs_URI

amster  attribute: remoteConsentRedirectUrl

Json Web Key URI

Specify the URI from which AM can obtain the remote consent service’s public keys.

The example remote consent service uses the URI /oauth2/consent/jwk_uri  to provide its public keys.

Example: http://rcs.example.com:8080/openam/oauth2/consent/jwk_uri

amster  attribute: jwksUri

JWKs URI content cache timeout in ms

Specify the amount of time, in milliseconds, that the content of the JWKs' URI is cached for before being refreshed.
Caching the content avoids fetching it for every token encryption or validation.

Default: 3600000

amster  attribute: com.forgerock.openam.oauth2provider.jwksCacheTimeout

JWKs URI content cache miss cache time

Specify the amount of time, in milliseconds, that AM waits before fetching the URI’s content again when a key ID
( kid ) is not in the JWKs that are already cached.

For example, if a request comes in with a kid  that is not in the cached JWKs, AM checks the value of JWKs' URI
content cache miss cache time. If the amount of time specified in this property has already passed since the last
time AM fetched the JWKs, AM fetches them again. Otherwise, the request is rejected.

Use this property as a rate limit to prevent denial-of-service attacks against the URI.

Default: 60000

amster  attribute: com.forgerock.openam.oauth2provider.jwkStoreCacheMissCacheTime

Json Web Key

If the Public key selector: property is set to JWKs , specify the remote consent service’s public keys, in JSON Web Key
format.

Example:
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{
  "keys": [
    {
      "kty": "RSA",
      "kid": "RemA6Gw0...LzsJ5zG3E=",
      "use": "enc",
      "alg": "RSA-OAEP-256",
      "n": "AL4kjz74rDo3VQ3Wx...nhch4qJRGt2QnCF7M0",
      "e": "AQAB"
    },
    {
      "kty": "RSA",
      "kid": "wUy3ifIIaL...eM1rP1QM=",
      "use": "sig",
      "alg": "RS256",
      "n": "ANdIhkOZeSHagT9Ze...ciOACVuGUoNTzztlCUk",
      "e": "AQAB"
    }
  ]
}

amster  attribute: jwkSet

Consent Request Time Limit

Specify the amount of time, in seconds, for which the consent request JWT sent to the remote consent service
should be considered valid.

Default: 180

amster  attribute: requestTimeLimit

Save your changes.

The remote consent agent profile is now available for selection in the OAuth 2.0 provider. See Configure the OAuth 2.0
provider to use a remote consent agent profile.

Configure the OAuth 2.0 provider to use a remote consent agent profile

To add the details of the remote consent agent profile to an OAuth 2.0 provider service:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider.

On the Consent tab:

Click Enable Remote Consent.

In the Remote Consent Service ID drop-down list, select the agent ID of the remote consent agent. For example, 
myRCSAgent .

If required, modify the supported signing and encryption methods and algorithms used for the consent request and
consent response JSON web tokens.

For more information on the available properties, see Consent.

5. 

1. 

2. 

◦ 

◦ 

3. 
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Figure 1. Configure RCS in an OAuth 2.0 provider

Save your changes.

OAuth 2.0 flows by any client in the realm will now use the remote consent service. OAuth 2.0 clients in other realms are
unaffected.

Configure the AM example remote consent service

AM includes an example remote consent service that lets you demonstrate and test remote consent.

The following example uses two instances of AM:

One instance that acts as the authorization server. For example, https://openam.example.com:8443/openam .

One instance that acts as the example remote consent service. For example, https://rcs.exampe.com:8443/openam .

4. 

info
The example remote consent service is not intended for use in production environments, because the encryption and
signing algorithms are not configurable. It is just an example that shows how you can configure AM to use a custom
remote consent service.

Note

• 

• 
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Perform the following steps to configure your environment:

As an administrative user, for example, amAdmin  log in to the instance that acts as the example remote consent service.

Go to Realms > Realm Name > Services, and click Add a Service.

From the Choose a service type drop-down list, select Remote Consent Service.

Perform the following steps to configure the remote consent service:

In Client Name, enter the agent ID given to the remote consent agent profile in AM.

In this example, enter myRCSAgent .

In Authorization Server jwk_uri, enter the URI where the remote consent service will obtain the keys that the
authorization service uses to sign and encrypt the consent request. These keys include:

The public signing key, used to sign the consent request that is sent to the remote consent server, so that it
can be validated on the remote consent server.

The public encryption key for the consent response, so that the response can be encrypted (if encryption is
enabled).

The default JWKs URI for remote consent clients is /oauth2/consent_agents/jwk_uri .

For example, https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/consent_agents/jwk_uri .

Click Create.

Verify the configuration. For more information about the available properties, see Remote consent service.

Configure the secret IDs for encrypting the consent request and signing the consent response.

You can use an existing secret store at the global or realm level, or create a new secret store. This step assumes
you have a keystore secret store in the realm where the remote consent service is configured:

Go to Realms > Realm Name > Secret Stores, and click the name of the keystore secret store that contains the secrets you
will use to sign and encrypt the consent response.

On the Mappings tab, add the following mappings if not already present:

am.services.oauth2.remote.consent.response.signing.RSA : rsajwtsigningkey

am.services.oauth2.remote.consent.request.encryption : test

These keys must match the configuration of the remote consent service agent.

For more information about mapping secrets, refer to Map and rotate secrets.

In the AM admin UI of the instance acting as the OAuth 2.0 provider, configure a remote consent service agent
by performing the steps in Configure AM to use a remote consent service.

1. 

2. 

3. 

4. 

◦ 

◦ 

▪ 

▪ 

• 

• 

1. 

• 

• 

◦ 

◦ 

1. 

info
The example remote consent service provides an /oauth2/consent/jwk_uri  path to provide its
public keys to the authorization server. In this example, configure https://rcs.example.com:8443/
openam/oauth2/consent/jwk_uri  in the Json Web Key URI field.

Note
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Configure the authorization server to use the remote consent service agent by performing the steps in 
Configure the OAuth 2.0 provider to use a remote consent agent profile.

Test your configuration.

Performing an OAuth 2.0 flow on the AM instance that is acting as the authorization server will redirect the user
to the second instance when user consent is required:

Example remote consent service

Note that the fr-dark-theme has been applied to the AM instance acting as the remote consent service for the
purpose of this demonstration.

For more information on customizing the user interface, refer to UI customization.

Client application registration

OAuth 2.0 or OpenID Connect client applications must register with AM before they can connect.

Registration involves setting up a client application profile in one of the following ways:

Using the AM admin UI.

2. 

3. 

• 
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For details, refer to Create a client profile.

Programmatically.

For details, refer to Dynamic client registration.

Create a client profile

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients.

Click Add Client and provide values for Client ID, Client secret, Redirection URIs, Scope(s), and Default Scope(s).

Finally, click Create to create the profile.

Adjust the configuration as needed, using the inline help and the following documentation:

Group

Set this field if you have configured an OAuth 2.0 client group.

Status

Specify whether the client profile is active for use or inactive.

Client secret

Specify the client secret as described by RFC 6749 in the section, Client Password.

For OAuth 2.0/OpenID Connect 1.0 clients, AM uses the client password as the client shared secret key when
signing the contents of the request  parameter with HMAC-based algorithms, such as HS256.

Client type

Specify the client type.

Confidential clients can maintain the confidentiality of their credentials, such as a web application running on a
server where its credentials are protected. Public clients run the risk of exposing their passwords to a host or user
agent, such as a JavaScript client running in a browser.

Allow wildcard ports in redirection URIs

Specify whether AM allows the use of wildcards ( *  characters) in the redirection URI port to match one or more
ports.

The URL configured in the redirection URI must be either localhost , 127.0.01 , or ::1 . For example, http://
localhost:*/ , https://127.0.0.1:80*/ , or https://[::1]:*443/ .

Enable this setting, for example, for desktop apps that start a web server on a random free port during the OAuth
2.0 flow.

• 

1. 

2. 

3. 
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Redirection URIs

Specify client redirection endpoint URIs as described by RFC 6749 in the section, Redirection Endpoint. AM’s
OAuth 2.0 authorization service redirects the resource owner’s user-agent back to this endpoint during the
authorization code grant process. If your client has more than one redirection URI, then it must specify the
redirection URI to use in the authorization request.

Redirection URI values must NOT contain a fragment ( ) and must be an exact match. Wildcards are only
considered special characters for ports when you enable [.label]#Allow wildcard ports in redirection URIs.

OpenID Connect clients require redirection URIs.

Scope(s)

Specify scopes that are to be presented to the resource owner when the resource owner is asked to authorize
client access to protected resources.

The openid  scope is required for OpenID Connect clients. It indicates that the client is making an OpenID Connect
request to the authorization server.

Scopes can be entered as simple strings, such as openid , read , email , profile , or as a pipe-separated string in
the format: scope|locale|localized description . For example, 
read|en|Permission to view email messages .

Locale strings have the format: language_country_variant . For example, en , en_GB , or en_US_WIN . If you omit
the locale  and pipe, AM displays the localized description to users with undefined locales. If the localized
description is omitted, nothing is displayed to all users. For example, a scope of read|  would allow the client to use
the read  scope but would not display it to the user when requested.

AM reserves special scopes to let resource servers introspect tokens issued to other clients. For more information,
refer to Special Scopes.

For more information about scopes and default scopes, and how AM uses them, refer to OAuth 2.0 scopes.

Default Scope(s)

Scopes that AM uses when the client does not request any during a grant flow.

Specify scopes in scope  or scope|locale|localized description  format.

Scopes defined in this property take the same format as those defined in Scope(s).

For more information about scopes and default scopes, and how AM uses them, refer to OAuth 2.0 scopes.

Client Name

Specify a human-readable name for the client.

Authorization Code Lifetime (seconds)

Specify the time in seconds for an authorization code to be valid. If this field is set to zero, the authorization code
lifetime of the OAuth2 provider is used.

Default: 0
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Refresh Token Lifetime (seconds)

Specify the time in seconds for a refresh token to be valid. If this field is set to zero, the refresh token lifetime of the
OAuth2 provider is used. If the field is set to -1 , the token will never expire.

Default: 0

Access Token Lifetime (seconds)

Specify the time in seconds for an access token to be valid. If this field is set to zero, the access token lifetime of the
OAuth2 provider is used.

Default: 0

Token Exchange Auth Level

The authentication level that AM sets for tokens created through Token exchange if the subject token doesn’t have
an initial authentication level; for example, when exchanging an ID token for an access token.

Default: 0

Display name

Specify a client name to display to the resource owner when the resource owner is asked to authorize client access
to protected resources. Valid formats include name  or locale|localized name  .

The Display name can be entered as a single string or as a pipe-separated string for locale and localized name, for
example, en|My Example Company .

Locale strings have the format: language_country_variant . For example, en , en_GB , or en_US_WIN . If the 
locale  is omitted, the name is displayed to all users having undefined locales.

Display description

Specify a client description to display to the resource owner when the resource owner is asked to authorize client
access to protected resources. Valid formats include description  or locale|localized description .

The Display description can be entered as a single string or as a pipe-separated string for locale and localized
name, for example, en|The company intranet is requesting the following access permission .

Locale strings have the format: language_country_variant . For example, en , en_GB , or en_US_WIN . If the 
locale  is omitted, the name is displayed to all users having undefined locales.

JavaScript Origins

The origin URLs allowed by the client to make cross-origin resource sharing (CORS) requests to AM.

For example, you might add the URL of a resource server being protected by an app that uses the ForgeRock SDKs,
so that it can access the OAuth 2.0 endpoints from a different domain than AM.

info
This property does not support using a non-standard header. To use a custom header, you must create
a new CORS configuration.

Note
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Wildcards are not supported; each value should be an exact match for the origin of the CORS request.

The global CORS service collects the value of this property from each OAuth 2.0 client, and combines it with its own
configuration.

For more information, refer to Configure CORS support.

Request uris

Specify request_uri  values that a dynamic client would pre-register.

URIs must be pre-registered in this field before the client can request them in the request_uri  parameter.

Grant Types

Specify the set of OAuth 2.0 grant flows allowed for this client. The following flows are available:

Authorization Code

Back Channel Request

Implicit

Resource Owner Password Credentials

Client Credentials

Refresh Token

UMA

Device Code

SAML2

Token Exchange

Default: Authorization Code . When registering clients dynamically, if no grant types are specified in the
registration request, then the default Authorization Code  grant type is assumed, and configured in the client.
Any grant types selected in a client must also be enabled in the OAuth 2.0 provider service. Refer to OAuth2
Provider.

Response Types

Specify the response types that the client uses. The response type value specifies the flow that determine how the
ID token and access token are returned to the client. For more information, refer to OAuth 2.0 Multiple Response
Type Encoding Practices.

Configure this field only if the client uses OAuth 2.0 / OpenID Connect grant flows that interact with the /oauth2/
authorize  endpoint.

emergency_home
Ensure that customers allowlist all headers for CORS and OAuth 2.0 client integration with AM. 

Important

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 
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The following response types are available:

code . Specifies that the client requests an authorization code during the Authorization code grant flow for
OAuth 2.0 and OpenID Connect.

This response type also applies to the Authorization Code grant with PKCE flows.

token . Specifies that the client requests an access token during the Implicit grant flow.

id_token . Specifies that the client requests an ID token during the OpenID Connect Implicit grant flow.

code token . Specifies that the client requests an access token and an authorization code during the
OpenID Connect Hybrid grant flow.

code id_token . Specifies that the client requests an authorization code and an ID token during the OpenID
Connect Hybrid grant flow.

code token id_token . Specifies that the client application requests an authorization code, an access
token, and an ID token, during the OpenID Connect Hybrid grant flow.

token id_token . Specifies that the client requests an access token and an ID token during the OpenID
Connect Implicit grant flow.

Contacts

Specify the email addresses of users who administer the client.

Token Endpoint Authentication Method

Specify the authentication method with which a client authenticates to AM (as an authorization server) at the token
endpoint. The authentication method applies to OIDC requests with scope openid .

client_secret_basic . Clients authenticate with AM (as an authorization server) using the HTTP Basic
authentication scheme after receiving a client_secret  value.

client_secret_post . Clients authenticate with AM (as an authorization server) by including the client
credentials in the request body after receiving a client_secret  value.

private_key_jwt . Clients sign a JSON web token (JWT) with a registered public key.

tls_client_auth . Clients use a CA-signed certificate for mutual TLS authentication.

self_signed_tls_client_auth . Clients use a self-signed certificate for mutual TLS authentication.

For more information, refer to OAuth 2.0 client authentication, and Client Authentication in the OpenID Connect
Core 1.0 incorporating errata set 1 specification.

Sector Identifier URI

The value of this field must be a URL (including the https  scheme) that references a JSON file containing an array
of redirect_uri  values. AM uses the host component of this URL to compute pairwise subject identifiers.

If you configure a single Post Logout Redirect URI, the Sector Identifier URI takes this value by default. If you
configure several Post Logout Redirect URIs and specify a pairwise Subject Type, you must set a value for the 
Sector Identifier URI.

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 
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Subject Type

Specify the subject identifier type, a locally unique identifier that the client consumes. The subject type can be one
of the following:

public. Provides the same sub  (subject) value to all clients.

pairwise. Provides a different sub  (subject) value to each client to prevent correlation between clients.

Access Token

Specify the registration_access_token  value that you provide when registering the client, and then
subsequently when reading or updating the client profile.

Client URI

Specify the URI containing further information about this client. The URI is displayed as a link in user-facing pages,
such as consent pages.

The URI can be made locale-specific by specifying a pipe-separated string in the format: URI|locale. For example, 
https://www.example.es:8443/aplicacion/informacion.html|es .

Logo URI

Specify the URI of a logo for the client. The logo is displayed in user-facing pages, such as consent pages.

The logo can be made locale-specific by specifying a pipe-separated string in the format: URI|locale. For example, 
https://www.example.es:8443/aplicacion/imagen.png|es .

Privacy Policy URI

Specify the URI containing the client’s privacy policy documentation. The URI is displayed as a link in user-facing
pages, such as consent pages.

The URI can be made locale-specific by specifying a pipe-separated string in the format: URI|locale. For example, 
https://www.example.es:8443/aplicacion/legal.html|es .

Terms of Service URI

The URI that contains the client’s terms of service. The URI is displayed as a link in user-facing pages, such as
consent pages.

The URI can be made locale-specific by specifying a pipe-separated string in the format: URI|locale. For example, 
https://www.example.es:8443/aplicacion/terminos.html|es .

Refresh Token Grace Period (seconds)

The time, in seconds, that a refresh token can be reused, for this client. This grace period lets the client recover
seamlessly, if the response from an original refresh token request is not received, because of a network problem or
other transient issue. During the grace period, the refresh token can be reused multiple times, if the network
problem persists. When the grace period ends, the refresh token is revoked.

◦ 

◦ 

emergency_home
If you specify a pairwise subject type, refer to Sector Identifier URI. 

Important
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The refresh token grace period applies only to server-side tokens, in a one-to-one storage scheme.

This property can take the following values:

0  The client inherits the refresh token grace period set in the OAuth 2.0 provider configuration. This is the
default setting.

-1  There is no refresh token grace period for this client.

Any positive integer up to the maximum—this value overrides the grace period set in the OAuth 2.0 provider
configuration.

Implied Consent

Enable the implied consent feature. When enabled, the resource owner will not be asked for consent during
authorization flows. The OAuth2 Provider must also be configured to allow clients to skip consent.

OAuth 2.0 Mix-Up Mitigation enabled

Enable OAuth 2.0 mix-up mitigation on the authorization server side.

Enable this setting only if this OAuth 2.0 client supports the OAuth 2.0 Mix-Up Mitigation draft, otherwise AM will
fail to validate access token requests received from this client.

Require Pushed Authorization Requests

If enabled, the client must use the PAR endpoint to initiate authorization requests.

Note that, even if this value is set to false, the authorization server may be configured to enforce PAR for all clients.

Claim(s)

Specify one or more claim name translations that will override those specified for the authentication session.
Claims are values that are presented to the user to inform them what data is being made available to the client.

Claims can be in entered as simple strings, such as name , email , profile , or sub , or as a pipe-separated string
in the format: scope|locale|localized description . For example, name|en|Full name of user .

Locale strings have the format: language_country_variant. For example, en , en_GB , or en_US_WIN . If you omit the 
locale  and pipe, AM displays the localized description to users with undefined locales. If you omit the localized
description, AM displays nothing to all users. For example, a claim of name|  lets the client use the name  claim but
doesn’t display it to the user when requested.

If you don’t specify a value here, the value is computed from the OAuth 2.0 provider.

Post Logout Redirect URIs

Specify one or more allowable URIs to which AM can redirect the user-agent after the client logout process.

◦ 

◦ 

◦ 

error
Having a long grace period poses a security risk. You should therefore keep the grace period as small as
possible. By default, the grace period cannot exceed 120 seconds. You can override this default
maximum by setting the org.forgerock.openam.oauth2.client.graceperiod.disabled advanced server
property. Note, however, that exceeding the default maximum of 120 seconds is not recommended. 

Caution
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Client Session URI

Specify the relying party (client) URI to which the OpenID Connect Provider sends session changed notification
messages using the HTML 5 postMessage  API.

Default Max Age

Specify the maximum time in seconds that a user can be authenticated. If the user last authenticated earlier than
this value, the user must reauthenticate. The request parameter max_age  overrides this setting, if specified.

Minimum value: 0 . A value of 0  forces the user to reauthenticate rather than use an existing session that might
have been set in their browser by another client.

Default: 600

Default Max Age Enabled

Enable the default max age feature.

Default ACR values

Default Authentication Context Class Reference values.

Specify strings that will be requested as Voluntary Claims by default in all incoming requests.

Values specified in the acr_values  request parameter or an individual acr  claim request override these default
values.

OpenID Connect JWT Token Lifetime (seconds)

Specify the time in seconds for a JWT to be valid. If this field is set to zero, the JWT token lifetime of the OAuth2
provider is used.

Default: 0

Backchannel Logout URL

Specify the URL to where AM will send the logout token during backchannel logout.

This URL can use the http or the https scheme, and may contain a port, a path, or query parameters, depending on
the implementation of the relying party. For example, https://my-rp.example.com:443/logout .

For more information, refer to Backchannel logout.

Backchannel Logout Session Required

Specify whether to add the session ID ( sid ) to the logout token. The session ID identifies the relying party’s session
with the provider.

For more information, refer to Backchannel logout.

info
Don’t set a token lifetime greater than 86400 seconds (one day). 

Note

OAuth 2.0 PingAM

4832 Copyright © 2025 Ping Identity Corporation



AM returns an error if the administrator tries to save a client profile configuration containing an unsupported signing or
encryption algorithm on a client.

For example, upon saving the configuration, AM will return an error if there is a typo on an algorithm, or a symmetric
signing or encryption algorithm is configured on a public client: these algorithms are derived from the client’s secret, which
public clients do not have.

Clients registering dynamically must also send supported algorithms as part of their configuration, or AM will reject the
registration request.

Different features support different algorithms. Refer to the documentation or the UI for more information.

Json Web Key URI

Specify the URI that contains the client’s public keys in JSON web key format.

When the client authenticates to AM using the private_key_jwt  method, AM checks this field to find the public
key to validate the JWT.

JWKs URI content cache timeout in ms

Specify the amount of time, in milliseconds, that the content of the JWKs' URI is cached for before being refreshed.
Caching the content avoids fetching it for every token encryption or validation.

Default: 3600000

JWKs URI content cache miss cache time

Specify the amount of time, in milliseconds, that AM waits before fetching the URI’s content again when a key ID
( kid ) is not in the JWK set already cached.

For example, if a request comes in with a kid  that is not in the cached JWKs, AM checks the value of JWKs' URI
content cache miss cache time. If the amount of time specified in this property has already passed since the last
time AM fetched the JWKs, AM fetches them again. Otherwise, the request is rejected.

Use this property as a rate limit to prevent denial-of-service attacks against the URI.

Default: 60000

Token Endpoint Authentication Signing Algorithm

Specify the JWS algorithm that must be used for signing JWTs used to authenticate the client at the Token Endpoint.

JWTs that are not signed with the selected algorithm in token requests from the client using the private_key_jwt
or client_secret_jwt  authentication methods will be rejected.

Default: RS256

Json Web Key

Raw JSON web key value containing the client’s public keys.

ID Token Signing Algorithm

Specify the signing algorithm that the ID token must be signed with.
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Enable ID Token Encryption

Enable ID token encryption using the specified ID token encryption algorithm.

ID Token Encryption Algorithm

Specify the algorithm that the ID token must be encrypted with.

Default value: RSA1_5  (RSAES-PKCS1-V1_5).

ID Token Encryption Method

Specify the method that the ID token must be encrypted with.

Default value: A128CBC-HS256 .

Authorization Response JWT Signing Algorithm

Specify the algorithm to be used to sign an authorization response JWT.

If configured, it must match one of the values set in the Authorization Response Signing Algorithms
Supported  property of the OAuth2 provider service.

Default value: RS256 .

Authorization Response JWT Encryption Algorithm

Specify the algorithm to be used to encrypt an authorization response JWT.

To disable encryption of the authorization response JWT, ensure this property is not set.

To enable encryption, set the property to a valid value. This must match one of the values set in the Authorization
Response Encryption Algorithms Supported  property of the OAuth2 provider service.

Authorization Response JWT Encryption Method

Specify the encryption method to be used to secure an authorization response JWT.

If configured, it must match one of the values set in the Authorization Response Encryption Methods
Supported  property of the OAuth2 provider service.

Default value: A128CBC-HS256 , when Authorization Response JWT Encryption Algorithm  is set.

Client ID Token Public Encryption Key

Specify the Base64-encoded public key for encrypting ID tokens.

Client JWT Bearer Public Key Certificate

Specify the base64-encoded X509 certificate in PEM format. The certificate is never used during the signing process,
but is used to obtain the client’s JWT bearer public key. The client uses the private key to sign client authentication
and access token request JWTs, while AM uses the public key for verification.

The following is an example of the certificate:
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-----BEGIN CERTIFICATE-----
MIIDETCCAfmgAwIBAgIEU8SXLj.....
-----END CERTIFICATE-----

You can generate a new key pair alias by using the Java keytool  command. Follow the steps in To Create Key
Aliases in an Existing Keystore.

For example:

$ keytool \
-list \
-alias myAlias \
-rfc \
-storetype JCEKS \
-keystore myKeystore.jceks \
-keypass myKeypass \
-storepass myStorepass
Alias name: myAlias
Creation date: Oct 27, 2020
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[1]:
-----BEGIN CERTIFICATE-----
MIIDETCCAfmgAwIBAgIEU8SXLj…
-----END CERTIFICATE-----

For more information, refer to JWT profile.

mTLS Self-Signed Certificate

Specify the base64-encoded X.509 certificate in PEM format that clients can use to authenticate to the 
access_token  endpoint during mutual TLS authentication.

Only applies when clients use self-signed certificates to authenticate.

For more information, refer to Mutual TLS.

mTLS Subject DN

Specify the distinguished name that must exactly match the subject field in the client certificate used for mutual
TLS authentication. For example, CN=myOauth2Client .

Only applies when clients use CA-signed certificates to authenticate.

For more information, refer to Mutual TLS.

Use Certificate-Bound Access Tokens

Specify that access tokens issued to this client should be bound to the X.509 certificate that it uses to authenticate
to the access_token  endpoint.

If enabled, AM adds a confirmation key labelled x5t#S256  to all access tokens. The confirmation key contains the
SHA-256 hash of the client’s certificate.
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For more information, refer to Certificate-bound proof-of-possession.

Public key selector

Select the format of the public keys for JWT profile client authentication, ID token encryption, and mTLS self-signed
certificate authentication. Valid formats are:

JWKs_URI

Configure a URI that exposes the client public keys in the Json Web Key URI field, and ensure the following
related properties have sensible values for your environment:

JWKs URI content cache timeout in ms

JWKs URI content cache miss cache time

JWKs

Enter a JWK Set containing one or more keys in the Json Web Key field. For example:

{
    "keys": [
        {
            "kty": "RSA",
            "n": "..."
        }
    ]
}

X509

Enter a key object or a single certificate in one of the following fields, depending on the feature you are
configuring:

(ID token encryption) Client ID Token Public Encryption Key. Requires an RSA public key object in X.
509 PEM format. For example:

-----BEGIN PUBLIC KEY-----
......
-----END PUBLIC KEY-----

(JWT client authentication) Client JWT Bearer Public Key. Requires an X.509 certificate in PEM format.
For example:

-----BEGIN CERTIFICATE-----
.....
-----END CERTIFICATE-----

(mTLS client authentication) mTLS Self-Signed Certificate. Requires an X.509 certificate in PEM
format. For example:

◦ 

▪ 

▪ 

◦ 

◦ 

▪ 

▪ 

▪ 
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-----BEGIN CERTIFICATE-----
.....
-----END CERTIFICATE-----

Default: JWKs_URI

User info response format.

Specify the output format from the UserInfo endpoint.

Default: User info JSON response format.

The supported output formats are as follows:

User info JSON response format.

User info encrypted JWT response format.

User info signed JWT response format.

User info signed then encrypted response format.

For more information on the output format of the UserInfo Response, refer to Successful UserInfo Response in
the [ref]_OpenID Connect Core 1.0 incorporating errata set 1 _ specification.

User info signed response algorithm

Specify the JSON Web Signature (JWS) algorithm for signing UserInfo Responses. If specified, the response will be
JSON Web Token (JWT) serialized, and signed using JWS.

The default, if omitted, is for the UserInfo Response to return the claims as a UTF-8-encoded JSON object using the 
application/json  content type.

User info encrypted response algorithm

Specify the JSON Web Encryption (JWE) algorithm for encrypting UserInfo Responses.

If both signing and encryption are requested, the response will be signed then encrypted, with the result being a
nested JWT.

The default, if omitted, is that no encryption is performed.

User info encrypted response encryption algorithm

Specify the JWE encryption method for encrypting UserInfo Responses. If specified, you must also specify an
encryption algorithm in the User info encrypted response algorithm property.

AM supports the following encryption methods:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default: A128CBC-HS256

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 
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Request parameter signing algorithm

Specify the JWS algorithm for signing the request parameter.

Must match one of the values configured in the Request parameter Signing Algorithms supported property of the
OAuth2 Provider service.

Refer to Advanced OpenID Connect.

Request parameter encryption algorithm

Specify the algorithm for encrypting the request parameter.

Must match one of the values configured in the Request parameter Encryption Algorithms supported property of the
OAuth2 Provider service.

Refer to Advanced OpenID Connect.

Request parameter encryption method

Specify the method for encrypting the request parameter.

Must match one of the values configured in the Request parameter Encryption Methods supported property of the
OAuth2 Provider service.

Refer to Advanced OpenID Connect.

Default: A128CBC-HS256

Token introspection response format

Specifies the format of the token introspection response. The possible values for this property are:

JSON response format

Signed JWT response format

Signed then encrypted JWT response format

Even if the client has configured the response to be JSON-formatted, it can request a signed JWT by adding
the "Accept: application/jwt"  header to the request. However, when a client that is configured to use
either of the JWT-formatted responses requests a JSON response, AM returns an error. For an example,
refer to /oauth2/introspect.

The JWT response format follows the JWT Response for OAuth Token Introspection Internet Draft.

For related signing and encryption algorithms, refer to the following properties:

Token introspection response signing algorithm

Token introspection response encryption algorithm

Token introspection response encryption method

Default: JSON response format

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 
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Token introspection response signing algorithm

Specifies the algorithm used to sign the token introspection response when it is formatted as a signed JWT.

Must match a value configured in the Token Introspection Response Signing Algorithms Supported property of the
OAuth2 Provider service.

Refer to Advanced OpenID Connect.

AM supports the following signing algorithms:

HS256  - HMAC with SHA-256.

HS384  - HMAC with SHA-384.

HS512  - HMAC with SHA-512.

ES256  - ECDSA with SHA-256 and NIST standard P-256 elliptic curve.

ES384  - ECDSA with SHA-384 and NIST standard P-384 elliptic curve.

ES512  - ECDSA with SHA-512 and NIST standard P-521 elliptic curve.

RS256  - RSASSA-PKCS-v1_5 using SHA-256.

RS384  - RSASSA-PKCS-v1_5 using SHA-384.

RS512  - RSASSA-PKCS-v1_5 using SHA-512.

EdDSA  - EdDSA with SHA-512.

The signing key used depends on the algorithm chosen. The relevant secret IDs and the default signing key
aliases are shown in the table below:

The following table shows the secret ID mapping used to sign OpenID Connect ID tokens and backchannel
logout tokens:

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

Secret ID Default Alias Algorithms(1)

am.services.oauth2.oidc.sign

ing.ES256

es256test ES256

am.services.oauth2.oidc.sign

ing.ES384

es384test ES384

am.services.oauth2.oidc.sign

ing.ES512

es512test ES512

am.services.oauth2.oidc.sign

ing.RSA

rsajwtsigningkey PS256
PS384
PS512
RS256
RS384
RS512
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(1) The following applies to confidential clients only:

If you select an HMAC algorithm for signing ID tokens (HS256, HS384, or HS512), the Client Secret property
value in the OAuth 2.0 Client is used as the HMAC secret instead of an entry from the secret stores.

Since the HMAC secret is shared between AM and the client, a malicious user compromising the client could
potentially create tokens that AM would trust. Therefore, to protect against misuse, AM also signs the token
using a non-shared signing key configured in the am.services.oauth2.jwt.authenticity.signing  secret
ID.

Default: RS256

Token introspection response encryption algorithm

Specifies the algorithm used to encrypt the token introspection response when it is formatted as a signed then
encrypted JWT.

Must match a value configured in the Token Introspection Response Encryption Algorithms Supported property of the
OAuth2 Provider service.

Refer to Advanced OpenID Connect.

AM supports the following encryption algorithms:

A128KW  - AES Key Wrapping with 128-bit key derived from the client secret.

A192KW  - AES Key Wrapping with 192-bit key derived from the client secret.

A256KW  - AES Key Wrapping with 256-bit key derived from the client secret.

RSA-OAEP  - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.

RSA-OAEP-256  - RSA with OAEP with SHA-256 and MGF-1.

RSA1_5  - RSA with PKCS#1 v1.5 padding.

dir  - Direct encryption with AES using the hashed client secret.

ECDH-ES  - Elliptic Curve Diffie-Hellman

ECDH-ES+A128KW  - Elliptic Curve Diffie-Hellman + AES Key Wrapping with 128-bit key.

ECDH-ES+A192KW  - Elliptic Curve Diffie-Hellman + AES Key Wrapping with 192-bit key.

ECDH-ES+A256KW  - Elliptic Curve Diffie-Hellman + AES Key Wrapping with 256-bit key.

The algorithms that are not specified as being derived from the client secret use the client’s public keys. For more
information, refer to the Public key selector property.

+ Default: RSA-OAEP-256

Secret ID Default Alias Algorithms(1)

am.services.oauth2.oidc.sign

ing.EDDSA

EdDSA with SHA-512

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 
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Token introspection response encryption method

Specifies the encryption method used to encrypt the token introspection response when it is formatted as a signed
then encrypted JWT.

Must match a value configured in the Token Introspection Response Encryption Methods Supported property of the
OAuth2 Provider service.

Refer to Advanced OpenID Connect.

AM supports the following encryption methods:

A128GCM , A192GCM , and A256GCM  - AES in Galois Counter Mode (GCM) authenticated encryption mode.

A128CBC-HS256 , A192CBC-HS384 , and A256CBC-HS512  - AES encryption in CBC mode, with HMAC-SHA-2 for
integrity.

Default: A128CBC-HS256

Client Redirection URIs

Specify one or more allowable URIs to which the client can be redirected after the UMA claims collection process.
The URIs must not contain a fragment ( # ).

If multiple URIs are registered, the client MUST specify the redirection URI to be redirected to following approval.

Enable OAuth2 Provider Overrides

Enable the OAuth 2.0 provider configuration to be overridden by the settings in this section.

When enabled, these client-level attributes override the corresponding attributes set by the OAuth 2.0 provider
service or group.

The overriding attributes will only apply if this setting is enabled.

Issue Refresh Tokens

Whether to issue a refresh token when returning an access token.

Issue Refresh Tokens on Refreshing Access Tokens

Whether to issue a refresh token when refreshing an access token.

Use Policy Engine for Scope decisions

With this setting enabled, the policy engine is consulted for each scope value that is requested.

Scope decisions based on the policy engine are determined in the following way:

If a policy returns an action of GRANT=true, the scope is consented automatically, and the user is not
consulted in a user-interaction flow.

◦ 

◦ 

info
This property is for future use, and not currently active. 

Note

◦ 
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If a policy returns an action of GRANT=false, the scope is not added to any resulting token, and AM does not
display it to the user in a user-interaction flow.

If no policy returns a value for the GRANT action:

For user-facing grant types, such as the authorization or device code flows, the user is asked for
consent or saved consent is used.

For grant types that are not user-facing, such as those using password or client credentials, the
scope is not added to any resulting token.

Scopes Policy Set

The policy set that defines the context in which policy evaluations occur when Use Policy Engine for Scope
decisions  is enabled. Leave blank to use the default oauth2Scopes  policy set.

Access Token Modification Plugin Type

This setting determines the type of plugin that is invoked:

SCRIPTED  to run the script defined in Access Token Modification Script .

JAVA  to run the class defined in Access Token Modifier Plugin Implementation Class .

PROVIDER  to use the access token modification plugin settings configured on the OAuth2 provider.

Default value: PROVIDER

Access Token Modification Script

This script is run when issuing an access token. The script lets you modify the token, for example, by altering the
data fields, before it is persisted or returned to the client.

The script is run if Access Token Modification Plugin Type  is set to SCRIPTED .

See Access token modification.

Default value: --- Select a script ---

Access Token Modification Plugin Implementation Class

The Java class that provides the custom implementation for the access token modifier plugin interface, 
org.forgerock.oauth2.core.plugins.AccessTokenModifier . This class is invoked when Access Token
Modification Plugin Type  is set to JAVA .

Default value: [Empty]

OAuth2 Access Token May Act Script

The script that is executed when issuing an access token explicitly to modify the may_act  claim placed on the
token.

Refer to Token exchange.

Default value: --- Select a script ---

◦ 

◦ 

▪ 

▪ 

◦ 

◦ 

◦ 
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OIDC ID Token May Act Script

The script that is executed when issuing an OpenID Connect ID token explicitly to modify the may_act  claim placed
on the token.

Default value: --- Select a script ---

OIDC Claims Plugin Type

This setting can have the following possible values:

SCRIPTED  to run the script defined in OIDC Claims Script .

JAVA  to run the class defined in OIDC Claims Plugin Implementation Class .

PROVIDER  to use the OIDC claims plugin settings configured on the OAuth2 provider.

Default value: PROVIDER

OIDC Claims Script

This script is run when issuing an ID token or during a request to the /userinfo  OIDC endpoint. Use this script to
retrieve claim values based on an issued access token.

The script is run if OIDC Claims Plugin Type  is set to SCRIPTED .

Refer to Customize claims with the OpenID Connect 1.0 claims script.

Default value: --- Select a script ---

OIDC Claims Plugin Implementation Class

The Java class that provides the custom implementation for the OIDC claims plugin interface, 
org.forgerock.oauth2.core.plugins.UserInfoClaimsPlugin . This class is invoked when OIDC Claims Plugin
Type  is set to JAVA .

Default value: [Empty]

Custom Login URL Template

Supports Freemarker syntax, with the following variables:

◦ 

◦ 

◦ 

Variable Description

gotoUrl The URL to redirect to after login.

acrValues The Authentication Context Class Reference (acr)
values for the authorization request.

realm The AM realm the authorization request was made on.

module The name of the AM authentication module requested
to perform resource owner authentication.
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The following example template redirects users to a non-AM front end to handle login, which will then redirect back
to the /oauth2/authorize  endpoint with any required parameters:

http://mylogin.com/login?goto=${goto}<#if acrValues??>&acr_values=${acrValues}</#if><#if realm??

>&realm=${realm}</#if><#if module??>&module=${module}</#if><#if service??>&service=${service}</

#if><#if locale??>&locale=${locale}</#if>

Use Client-Side Access & Refresh Tokens

When enabled, AM issues client-side access and refresh tokens that can be inspected by resource servers.

Encrypt Client-Side Tokens

Whether client-side access and refresh tokens should be encrypted.

Enabling token encryption will disable token signing as encryption is performed using direct symmetric encryption.

Allow Clients to Skip Consent

If enabled, clients can be configured so that the resource owner will not be asked for consent during authorization
flows.

Enable Remote Consent

Enables consent to be gathered by a separate service.

Remote Consent Service ID

The ID of an existing remote consent service agent.

Scope Evaluation Plugin Type

This setting can have the following possible values:

SCRIPTED  to run the script defined in Scope Evaluation Script .

JAVA  to run the class defined in Scope Evaluation Plugin Implementation Class .

PROVIDER  to use the scope evaluation plugin settings configured on the OAuth2 provider.

Default value: PROVIDER

service The name of the AM authentication chain requested
to perform resource owner authentication.

locale A space-separated list of locales, ordered by
preference.

info
The default AM login page is constructed using the base URL source service. 

Note

◦ 

◦ 

◦ 
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Scope Evaluation Script

This script retrieves and evaluates the scope information for an OAuth2 access token.

The script lets you populate the scopes with profile attribute values. For example, if one of the scopes is mail , AM
sets mail  to the resource owner’s email address in the token information returned.

Default value: --- Select a script ---

Scope Evaluation Plugin Implementation Class

The Java class that provides the custom implementation for the evaluate scope plugin interface:
org.forgerock.oauth2.core.plugins.ScopeEvaluator.

Default value: org.forgerock.oauth2.core.plugins.registry.DefaultScopeEvaluator

Scope Validation Plugin Type

This setting can have the following possible values:

SCRIPTED  to run the script defined in Scope Validation Script .

JAVA  to run the class defined in Scope Validation Plugin Implementation Class .

PROVIDER  to use the scope validation plugin settings configured on the OAuth2 provider.

Default value: PROVIDER

Scope Validation Script

This script validates and customizes the set of requested scopes for authorize, access token, refresh token, and
back channel authorize requests.

Default value: --- Select a script ---

Scope Validation Plugin Implementation Class

The Java class that provides the custom implementation for the evaluate scope plugin interface:
org.forgerock.oauth2.core.plugins.ScopeValidator.

Default value: org.forgerock.oauth2.core.plugins.registry.DefaultScopeValidator

Authorize Endpoint Data Provider Plugin Type

This setting can have the following possible values:

SCRIPTED  to run the script defined in Authorize Endpoint Data Provider Script .

JAVA  to run the class defined in Authorize Endpoint Data Provider Plugin Implementation Class .

PROVIDER  to use the Authorize Endpoint Data Provider plugin settings configured on the OAuth2 provider.

Default value: PROVIDER

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 
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Authorize Endpoint Data Provider Script

Use this script to retrieve additional data from an authorization request, such as data from the user’s session or
from an external service.

Default value: --- Select a script ---

Authorize Endpoint Data Provider Plugin Implementation Class

The Java class that provides the custom implementation for the evaluate scope plugin interface:
org.forgerock.oauth2.core.plugins.AuthorizeEndpointDataProvider.

Default value: org.forgerock.oauth2.core.plugins.registry.DefaultEndpointDataProvider

Overrideable Id_Token Claims

List of claims in the ID token that can be overridden in the OIDC claims script. These should be the subset of the
core OpenID Connect claims; for example aud  or azp .

Some client configuration will depend on the configuration of the authorization server, and the type of client you are
registering.

Some basic points you must decide on are:

Is the client public or confidential?

What is its redirection URI?

Which scopes does it need?

What’s the name this client will show as in the UI pages?

Which grant types the client can use to request tokens?

Which tokens can this client request?

In the case of an OpenID Connect client:

If the client is confidential, which authentication method will it use?

Which claims does the client need?

When finished, save your work.

Shared application settings

To define shared settings for multiple client application profiles, you have these alternatives:

Configure default settings for all clients in the realm.

Client applications inherit their default settings from the OAuth 2.0 provider service. Find the settings in the AM admin UI
under Realms > Realm Name > Services > OAuth2 Provider.

Create an OAuth 2.0 client profile group.

Client applications that belong to the group can inherit its settings.

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

▪ 

▪ 

4. 

• 

• 
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Create group settings

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients.

On the Groups tab, click + Add Group, and click Create.

Adjust the configuration as needed, saving changes on each tab.

Assign clients to the group.

Inherit group settings

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID.

On the Core tab, select the Group in the drop-down.

Save your work.

Selecting a group refreshes the client configuration, discarding any other unsaved settings.

Inheritance icons  appear next to inherited group settings. Not all properties can inherit their value; for example, the 
Client secret property is specific to each client application.

Figure 1. Inheriting group settings

1. 

2. 

3. 

4. 

1. 

2. 

3. 
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Inherit settings by clicking their inheritance icons .

The icon changes to , indicating the setting is inherited.

Save your work.

Configuration changes have the following effects:

When you change inherited settings in the group, the client applications get them automatically.

When you change a client application’s Group, locked settings inherit from the new group.

When you remove or delete a group, AM writes inherited settings to the client profile, which you can edit independently.

OAuth 2.0 client authentication

OAuth 2.0 client applications send their authentication credentials using one of the following mechanisms:

The Authorization header (HTTP Basic) (default)

Form parameters (HTTP POST)

A JWT profile

Mutual TLS

Authentication depends on the Client type defined in the AM admin UI under Realms > Realm Name > Applications > OAuth 2.0
> Clients > Client ID > Core:

Confidential clients

These applications include websites and services that make secure connections to AM.

They can protect their client secret or JSON Web Token (JWT).

You configure the authentication method for a confidential client in the AM admin UI under Realms > Realm Name >
Applications > OAuth 2.0 > Clients > Client ID > Advanced as the Token Endpoint Authentication Method.

When a client authenticates with form parameters, the server can store POST data on the user-agent in an 
OAUTH_REQUEST_ATTRIBUTES  cookie. AM uses the cookie to continue the authentication process across redirects. It marks
the cookie for deletion on the next successful OAuth 2.0 authorization.

Public clients

These are single-page applications and applications running on devices.

They cannot protect secrets.

Public clients identify themselves by client ID, but do not fully authenticate.

Public OIDC clients must specify none  as their authentication method.

4. 

5. 

• 

• 

• 

• 

• 

• 

• 
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Authorization header (HTTP Basic)

This is the default authentication method for AM confidential clients.

The OAuth 2.0 client authenticates by sending the credentials in an HTTP Basic authentication ( Authorization ) header.

The value is client_id:client_secret , first URL encoded, then base64 encoded. For example, myClient:mySecret  encodes
to bXlDbGllbnQlM0FteVNlY3JldA :

$ curl \
--request POST \
--header "Authorization: Basic bXlDbGllbnQlM0FteVNlY3JldA" \
…

To confirm this authentication method for a confidential OAuth 2.0 client, check the client profile in the AM admin UI:

Go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > Advanced.

Verify the Token Endpoint Authentication Method is client_secret_basic  and save your work.

Make sure all connections to AM use HTTPS to protect the secret.

Form parameters (HTTP POST)

The OAuth 2.0 client authenticates by sending client_id  and client_secret  form parameters in an HTTP POST request:

$ curl \
--request POST \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
…

To use this authentication method for a confidential OAuth 2.0 client, edit the client profile in the AM admin UI:

Go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > Advanced.

Set the Token Endpoint Authentication Method to client_secret_post  and save your work.

1. 

2. 

info
URL encode the client_id  and client_secret before base64 encoding the client_id:client_secret  value.
For example, a client with ID example.com  and secret s=cr%t  has characters you must URL encode in the secret:

The URL-encoded ID remains example.com .
The URL-encoded secret is s%3Dcr%25t .
The credentials are example.com:s%3Dcr%25t  before base64 encoding.
The base64-encoded form is ZXhhbXBsZS5jb206cyUzRGNyJTI1dA== .
The final HTTP Basic header is Authorization: Basic ZXhhbXBsZS5jb206cyUzRGNyJTI1dA==

Note

• 
• 
• 
• 
• 

1. 

2. 
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Make sure all connections to AM use HTTPS to protect the secret.

JWT profile

The OAuth 2.0 client authenticates by sending a signed JSON Web Token (JWT) Bearer Token as described in RFC 7523, JWT Profile
for OAuth 2.0 Client Authentication and Authorization Grants:

$ curl \
--request POST \
--data "client_assertion_type=urn%3Aietf%3Aparams%3Aoauth%3Aclient-assertion-type%3Ajwt-bearer" \
--data "client_assertion=the-signed-JWT" \
…

Client configuration

The JWT issuer must digitally sign the JWT or apply a Message Authentication Code (MAC). When the client is the JWT issuer, it can
sign the JWT with a private key.

To use this authentication method for a confidential OAuth 2.0 client, edit the client profile in the AM admin UI:

Go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > Advanced.

Add Grant Types: JWT Bearer .

Set Token Endpoint Authentication Method to private_key_jwt .

Save your work before switching tabs.

Update additional settings depending on the mechanism for signing the JWT.

AM must validate the JWT to authenticate the client.

1. 

2. 

3. 

4. 

5. 

Mechanism Settings

Certificate-
based

The client protects the JWT with public-private key cryptography with the public key in a digital
certificate.
On the Signing and Encryption tab:

Set Client JWT Bearer Public Key to the PEM-format value of the JWT issuer’s public key, as in
the following example:

-----BEGIN CERTIFICATE-----
MIIDETCCAfmgAwIBAgIEU8SXLjANBgkqhkiG9w0BAQsFADA5MRswGQYDVQQKExJvcGVuYW0uZXhh
bXBsZS5jb20xGjAYBgNVBAMTEWp3dC1iZWFyZXItY2xpZW50MB4XDTE0MTAyNzExNTY1NloXDTI0
...
TeGSgcqEAd6XlGXY1+M/yIeouUTi0F1bk1rNlqJvd57Xb4CEq17tVbGBm0hkECM8
-----END CERTIFICATE-----

Set Public key selector to X509 .
A client can have only one public key.

1. 

2. 
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Save your work.

Make sure all connections to AM use HTTPS to protect any secrets, including the JWT.

The JWT profile flow

The following sequence diagram shows a JWT profile authentication flow:

Mechanism Settings

HMAC secret The client protects the JWT with a Hash-based Message Authentication Code (HMAC).
On the Core tab, reset the client secret to the HMAC secret.
The HMAC secret must contain at least 32 octets and sufficient entropy for a cryptographically
strong key, as described in the Symmetric Key Entropy section of the OpenID Connect 1.0
specification.
A client can have only one HMAC secret.

JWK set in the
client profile

The client protects the JWT with public-private key cryptography with the public key in a JSON Web
Key (JWK).
On the Signing and Encryption tab:

Set Public key selector to JWKs .
Paste the JWK set into the Json Web Key field.
The JWK set is similar to the following:

{
  "keys": [
    {
      "alg": "RSA-OAEP-256",
      "kty": "RSA",
      "use": "sig",
      "kid": "RemA6Gw0...LzsJ5zG3E=",
      "n": "AL4kjz74rDo3VQ3Wx...nhch4qJRGt2QnCF7M0",
      "e": "AQAB"
    }
  ]
}

Enter a JWK set with multiple JWKs for certificate rotation.

JWK set in a
URI

The client protects the JWT with public-private key cryptography with the public key in a JWK.
On the Signing and Encryption tab:

Set Public key selector to JWKs_URI .
Paste the URI to the JWK set into the Json Web Key URI field.

1. 
2. 

1. 
2. 

6. 
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Figure 1. JWT profile client authentication

The client requests a JWT from the issuer.

Clients can generate their own JWTs. They can also delegate the task to a separate service in the deployment.

AM cannot generate JWTs for this purpose.

The issuer returns a signed JWT to the client.

The client POSTs the JWT and a client assertion type as parameters of an OAuth 2.0 request:

client_assertion_type=urn%3Aietf%3Aparams%3Aoauth%3Aclient-assertion-type%3Ajwt-bearer

client_assertion=the-signed-JWT

AM validates the JWT using the public key from the client profile.

AM issues the response, such as an access token.

The JWT profile claims

The JWT Bearer Token must contain at least the following claims:

Client can be Issuer

Client

Client

Issuer

Issuer

AM
Authorization Server

AM
Authorization Server

1 Request JWT

2 Signed JWT

3 HTTP POST with client_assertion and client_assertion_type

4 Validate JWT

5 Response, such as an access token

1. 

2. 

3. 

◦ 

◦ 

4. 

5. 

Claim Description

aud The authorization server that is the intended audience of the JWT; must be the AM token
endpoint, such as https://openam.example.com/openam/oauth2/realms/root/realms/
alpha/access_token .

lightbulb_2
To specify additional audiences that will be permitted when verifying the JWT, set the 
Additional Audience Values property of the OAuth 2.0 provider. 

Tip
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AM ignores keys specified in JWT headers, such as jku  and jwe .

For additional details, refer to the section of RFC 7523 on JWT Format and Processing Requirements.

Sample JWT profile client

The AM code samples include a Java-based client to test the JWT token bearer flow.

For details, refer to How do I access and build the sample code provided for PingAM? in the Knowledge Base.

Mutual TLS

Clients can authenticate to AM by using mutual TLS (mTLS) and X.509 certificates. The certificates are either self-signed or use
public key infrastructure (PKI), per version 12 of the draft OAuth 2.0 Mutual TLS Client Authentication and Certificate Bound
Access Tokens specification.

Mutual TLS using PKI

To authenticate OAuth 2.0 clients with mTLS, the certificate presented by the client must have a subject-distinguished name that
matches exactly a value specified in the client profile in AM.

The Certificate Authority specified in the chain must also be trusted by AM. You can configure secret mappings with secret ID 
am.services.oauth2.tls.client.cert.authentication  to specify which certificate authorities AM trusts.

Configure AM for mutual TLS using PKI

Follow the steps in this procedure to configure AM to support mutual TLS using PKI.

If you haven’t already done so, create an OAuth 2.0 client profile in AM.

Claim Description

exp The expiration time.
This must be at most 30 minutes in the future. If not, AM returns a JWT expiration time is
unreasonable  error message.

iss The unique identifier of the issuer that digitally signs the JWT:

The client_id  if it generates its own JWT.
A third party if a separate service generates the JWT.

jti A random, unique identifier for the JWT.
Required if the client requests the openid  scope; otherwise optional.

sub The principal who is the subject of the JWT; must be the client_id .

• 
• 

lightbulb_2
AM also supports the Certificate Bound Access Tokens part of the specification. For more information, refer to 
Certificate-bound proof-of-possession.

Tip

1. 
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For more information, refer to Client application registration.

Set up a secret store in the same realm as the OAuth 2.0 client.

AM maintains the details of trusted certificate authorities in this secret store.

You can use an existing secret store or create a new store as follows:

In the AM admin UI, go to Realms > Realm Name > Secret Stores, and click Add Secret Store.

Enter an ID for the secret store (for example, TrustStore ), select the store type, complete the required fields, and
click Create.

Import the certificates belonging to the certificate authorities you want the instance of AM to trust.

Map the aliases of the imported certificates to the am.services.oauth2.tls.client.cert.authentication  secret ID:

In the AM admin UI, go to Realms > Realm Name > Secret Stores > Store Name > Mappings, and click Add Mapping.

In the Secret ID field, select am.services.oauth2.tls.client.cert.authentication .

In the Aliases field, enter the alias of the imported CA certificate to trust, and click Add.

Repeat the previous step to add the aliases of all the CA certificates to trust, and click Create.

Add the subject-distinguished name that must appear in the client certificate to be able to authenticate:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Agent Name > Signing and
Encryption.

In the mTLS Subject DN field, enter the distinguished name that must exactly match the subject field in the client
certificate. For example, CN=myOauth2Client .

Save your changes.

Configure the OAuth 2.0 provider to check whether the certificates presented by the authenticating clients have been
revoked:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Advanced.

Enable Check TLS Certificate Revocation Status.

In the OCSP Responder URI field, enter the URI of the online certificate status protocol responder service. AM will
use this service to check the certificates.

If not specified, AM determines the appropriate URI from the certificate.

2. 

◦ 

◦ 

info
You may need to configure the credentials for accessing the new store in one of the other configured
secret stores. For more information on configuring secret stores, refer to Secrets, certificates, and keys.

Note

3. 

4. 

◦ 

◦ 

◦ 

◦ 

5. 

◦ 

◦ 

info
If this field is left empty, the default value that must be found in a CA-signed client certificate is 
CN=Client ID . For example, CN=myMTLSClient .

Note

◦ 

6. 

◦ 

◦ 

◦ 
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In the OCSP Responder Certificate field, enter the PEM-encoded certificate that AM will use to verify all OCSP
responses.

If not specified, AM determines the appropriate certificate from the trusted CA certificates configured in the 
am.services.oauth2.tls.client.cert.authentication  secret ID.

AM is now configured to accept CA-signed client certificates for authentication. For information on how to present the certificates
when authenticating, refer to Providing client certificates to AM.

Mutual TLS using self-signed X.509 certificates

This method of authenticating OAuth 2.0 clients requires that the self-signed X.509 certificate presented by the client matches
exactly a certificate specified in the client profile in AM.

You can specify the expected self-signed X.509 certificate in the client profile using one of the following methods:

JSON Web Key Set (JWKS)

Specify the X.509 certificates in the X.509 Certificate Chain ( x5c ) attribute of the one or more JSON Web Keys specified in
the set.

JSON Web Key Set URI (JWKS_uri)

AM periodically retrieves the JWKS from the specified URI, and uses the certificates provided in the X.509 Certificate Chain
( x5c ) attribute to verify the client certificate.

X.509

Add the content of the X.509 certificate as-is into the client profile.

Unlike the other methods, only a single certificate can be specified using this method.

Configure AM for Mutual TLS using self-signed X.509 certificates

Follow the steps in this procedure to configure AM to support mutual TLS using self-signed certificates.

If you have not already done so, create an OAuth 2.0 client profile in AM.

For more information, refer to Client application registration.

To provide the X.509 certificates the client will use to authenticate, go to Applications > OAuth 2.0 > Agent Name > Signing
and Encryption, and then perform one of the following steps:

To use a JSON Web Key Set (JWKS) to specify the certificates:

Set the Public key selector property to JWKs.

Enter the contents of the JWKS in the Json Web Key property.

To use a JSON Web Key Set URI (JWKS_uri) to specify the certificates:

Set the Public key selector property to JWKs_uri.

Enter the JWKS URI in the Json Web Key URI property.

◦ 

1. 

2. 

3. 

1. 

2. 

1. 

▪ 

▪ 

2. 

▪ 

▪ 
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To use the contents of an X.509 certificate:

Set the Public key selector property to X509.

In the mTLS Self-Signed Certificate field, enter the content of the X.509 certificate, which must be in PEM
format.

Save your changes.

AM is now configured to accept self-signed client certificate for authentication. For information on how to present the certificates
when authenticating, refer to Providing client certificates to AM.

Providing client certificates to AM

The client can provide its certificate to AM using either standard TLS client certificate authentication or trusted headers.

Standard TLS client certificate authentication

The client provides its certificates in the standard servlet client certificate attribute.

This is the preferred method, as the web container will verify that the client authenticated the TLS session with the private
key associated with the certificate.

After configuring AM to accept client certificates, the client can authenticate to the OAuth 2.0 access_token  endpoint
using one of the X.509 certificates registered in the client.

Any of the OAuth 2.0 grant flows that makes a call to the access_token  endpoint can authenticate clients using X.509
certificates. The following example uses grant_type=client_credentials  and attaches the client certificates to the
request:

3. 

▪ 

▪ 

lightbulb_2
You can include or exclude the -----BEGIN CERTIFICATE-----  and -----END
CERTIFICATE-----  labels.
OIDC clients must also specify the authentication method they are using in their client profiles.
See OIDC client authentication.

Tip

3. 

emergency_home
You must configure the web container in which AM runs to use TLS connections, and to request and accept client
certificates.
Consult the documentation for your web container to determine the appropriate actions to take.

Important

1. 
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$ curl \
--request POST \
--data "client_id=myClient" \
--data "grant_type=client_credentials" \
--data "scope=write" \
--data "response_type=token" \
--cert "myClientCertificate.pem" \
--key "myClientCertificate.key.pem" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "sbQZuveFumUDV5R1vVBl6QAGNB8",
  "scope": "write",
  "token_type": "Bearer",
  "expires_in": 3599
}

Trusted headers

AM receives the certificates in a configured, trusted HTTP header.

This method is intended for cases where TLS is being terminated at a reverse proxy or load balancer, and therefore, the
container in which AM runs is not directly able to authenticate the client.

You must configure the proxy or load balancer to:

Forward the certificate to AM in the trusted header.

AM supports receiving certificates in the following formats:

Raw PEM-encoded.

PEM-encoded first, then URL-encoded, for compatibility with the NGINX $ssl_client_escaped_cert
variable.

PEM-encoded first, URL-encoded next, and then included as a field in a multi-field trusted header, for
compatibility with the Envoy x-forwarded-client-cert  headers.

To specify the format of the trusted header, go to Realms > Realm Name > Services > OAuth2 Provider > Advanced, and
choose the appropriate value in the TLS Client Certificate Header Format drop-down list:

Use URLENCODED_PEM  for raw PEM and NGINX-like URL-encoded formats.

Use X_FORWARDED_CLIENT_CERT  for the Envoy-like format.

Strip the trusted header from any incoming requests.

This is because AM has no way of authenticating the contents of this header, and so would trust
whatever is present.

To specify the name of the trusted header, in the AM admin UI, go to Realms > Realm Name > Services >
OAuth2 Provider > Advanced, and enter the header name in the Trusted TLS Client Certificate Header
property.

2. 

1. 

▪ 

▪ 

▪ 

◦ 

◦ 

1. 
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Proof-of-possession

Proof-of-possession is a means of ensuring that the client sending a request to the resource server is in possession of a particular
cryptographic key. In other words, it is a way of proving the identity of the client.

Configure proof-of-possession to control which clients access your resources, or to mitigate against token theft; a malicious user
with an access token must also present the cryptographic key to access the resources.

AM supports the following proof-of-possession methods:

JWK-based proof-of-possession

With proof-of-possession, the OAuth 2.0 client uses a known cryptographic key to prove its identity to the resource server.

How it works

Proof-of-possession has the OAuth 2.0 client include a JSON Web Key (JWK) with the client’s public key in a request for an access
token:

The client presents the access token to a resource server.

The resource server gets the client’s public key from the access token.

The resource server uses the public key from the JWK to issue and validate a challenge-response with the client.

The client uses the private key to respond to the challenge.

Successfully solving the challenge cryptographically confirms proof-of-possession of the access token.

For details, refer to RFC 7800, Proof-of-Possession Key Semantics for JSON Web Tokens (JWTs). AM does not support jwe  and 
jku  format keys; the public key must be represented in jwk  format.

This sequence diagram displays the flow:

lightbulb_2
Specify a strong, random name for the trusted header. A misconfigured proxy or load
balancer could let an attacker send malicious header values. A trusted header name that is
difficult to guess makes this type of attack more difficult.

Tip



JWK-based proof-of-possession



Certificate-based proof-of-possession

• 

• 

• 

• 
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Figure 1. OAuth 2.0 JWK-based proof-of-possession flow

The client requests an access token using an OAuth 2.0 grant flow with the JWK in the request.

Before using the flow, the client gets a public-private key pair and prepares the JWK to hold the public key.

The authorization server returns the access token to the client:

When AM uses server-side OAuth 2.0 token storage, it keeps the JWK with the access token in the CTS token store
and provides the client with the access token ID.

When AM uses client-side OAuth 2.0 token storage, the access token is a JWT with the JWK embedded.

The client requests access to the protected resources from the resource server.

The resource server recovers the JWK associated with the access token:

When AM uses server-side OAuth 2.0 token storage, the resource server introspects the access token to get the
JWK.

When AM uses client-side OAuth 2.0 token storage, the access token is a JWT with the JWK embedded.

The resource server creates a challenge using the public key from the JWK.

For example, the challenge could be a message or a nonce encrypted with the public key.

The resource server sends the challenge to the client.

Client

Client Resource Server

AM
Authorization Server

AM
Authorization Server

Obtain Access Token

1) Request access token and include a JWK

2) Return JWT with embedded JWK (client-side) or access token ID (server-side)

Access a Resource

3) Present JWT / access token ID Resource Server

If server-side...

4)
Introspect access
token ID to acquire JWK

Challenge-Response

5)
Create a challenge
using the JWK

6) Issue challenge

7) Solve the challenge using the private key

8) Issue response

Validate response and
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The client solves the challenge using its private key.

The client sends the response to the challenge to the resource server.

The resource server validates the response, confirming the client’s proof-of-possession, and grants access.

Demonstrate proof-of-possession

Demonstrate the process with an OAuth 2.0 client that uses the client credentials grant:

Create an OAuth 2.0 client

Get an access token

Use the access token

Create an OAuth 2.0 client

Create a confidential OAuth 2.0 client account.

In the AM admin UI, click Realm > Realm Name > Applications > OAuth 2.0 > Clients > + Add Client, and create a new
confidential client with the following settings:

Client ID

myClient

Client secret

forgerock

Scopes

access

Under the Advanced tab, add Grant Type: Client Credentials  and save your work.

Get an access token

Generate a public-private key pair for the OAuth 2.0 client.

AM supports both RSA and elliptic curve (EC) key types.

To demonstrate the process, use an online JWK generator, such as https://mkjwk.org/.

For production deployments, store the key pair with the private key in a secure location. The OAuth 2.0 client must never
reveal the private key. It uses the private key to solve the challenge from the resource server.

Represent the public key as a JWK.

Adapt the output to use the JWK format fields.

AM proof-of-possession requires a JWK where the key fields depend on the key type and the body is a single public key
object, not an array, as in the following example:
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{
  "jwk": {
    "kty": "EC",
    "use": "enc",
    "crv": "P-256",
    "kid": "myPublicJsonWebKey",
    "x": "D5kNqoGZbLZa77xdh4HSlSZIJcHxNw4UP0pgd5wbXvU",
    "y": "tX3SnRZgUOy48FV0XTCtaQNLG_DxXGbcVk94KvpyXrk"
  }
}

Base64-encode your JWK, as in the following example:

ewogICJqd2siOiB7CiAgICAia3R5IjogIkVDIiwKICAgICJ1c2UiOiAiZW5jIiwKICAgICJjc
nYiOiAiUC0yNTYiLAogICAgImtpZCI6ICJteVB1YmxpY0pzb25XZWJLZXkiLAogICAgIngiOi
AiRDVrTnFvR1piTFphNzd4ZGg0SFNsU1pJSmNIeE53NFVQMHBnZDV3Ylh2VSIsCiAgICAieSI
6ICJ0WDNTblJaZ1VPeTQ4RlYwWFRDdGFRTkxHX0R4WEdiY1ZrOTRLdnB5WHJrIgogIH0KfQ==

Include the base64-encoded JWK as the value of the cnf_key  parameter to request an access token:

$ curl \
--request POST \
--user 'myClient:forgerock' \
--data 'grant_type=client_credentials' \
--data 'scope=access' \
--data 
'cnf_key=eyJqd2siOnsia3R5IjoiRUMiLCJ1c2UiOiJlbmMiLCJjcnYiOiJQLTI1NiIsImtpZCI6Im15UHVibGljSnNvbldlYktleSIsIngiO
iJENWtOcW9HWmJMWmE3N3hkaDRIU2xTWklKY0h4Tnc0VVAwcGdkNXdiWHZVIiwieSI6InRYM1NuUlpnVU95NDhGVjBYVEN0YVFOTEdfRHhYR2J
jVms5NEt2cHlYcmsifX0=' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token'
{"access_token":"nhFC8RBEA6Zm672ir9GlWOMdJYc","scope":"access","token_type":"Bearer","expires_in":3599}

In this example, AM uses server-side OAuth 2.0 tokens. The response includes the access token ID.

If AM used client-side OAuth 2.0 tokens, the access_token  field would contain the embedded JWK.

Use the access token

The client uses the access token to request a protected resource on the resource server.

This step is not shown in the demonstration.

The resource server uses the access token to get the public key.

In this demonstration where AM uses server-side OAuth 2.0 tokens, use the OAuth 2.0 client credentials to introspect the
token on behalf of the resource server.

The cnf  field contains the JWK:
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$ curl \
--request POST \
--user 'myClient:forgerock' \
--data 'token=nhFC8RBEA6Zm672ir9GlWOMdJYc' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/introspect'
{
  "active": true,
  "scope": "access",
  "realm": "/alpha",
  "client_id": "myClient",
  "user_id": "myClient",
  "username": "myClient",
  "token_type": "Bearer",
  "exp": 1671126270,
  "sub": "myClient",
  "subname": "myClient",
  "iss": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha",
  "cnf": {
    "jwk": {
      "kty": "EC",
      "use": "enc",
      "crv": "P-256",
      "kid": "myPublicJsonWebKey",
      "x": "D5kNqoGZbLZa77xdh4HSlSZIJcHxNw4UP0pgd5wbXvU",
      "y": "tX3SnRZgUOy48FV0XTCtaQNLG_DxXGbcVk94KvpyXrk"
    }
  },
  "authGrantId": "CBmKDJ1Ei8V7HhyXcKAyHaNR42I",
  "auditTrackingId": "3c47dc23-a35f-4a34-9f73-daf709d42400-385803"
}

The resource server uses the public key to confirm proof-of-possession with a challenge-response interaction.

This step is not shown in the demonstration.

By successfully responding to the challenge, the client proves it has the private key for the public key it presented to get
the access token.

The resource server grants access to the resource.

Certificate-bound proof-of-possession

AM supports associating an X.509 certificate with an access token to support proof-of-possession interactions, as per version 12
of the OAuth 2.0 Mutual TLS Client Authentication and Certificate Bound Access Tokens internet-draft.

This ensures that only the client in possession of the private key corresponding to the certificate can use the bearer token to
access protected resources.

Since the resource server validates the hash contained in the access token as proof-of-possession against the client’s certificate,
clients must use the certificate used to request the bearer token when accessing the protected resources. Moreover, this implies
that access tokens are invalidated when clients update their certificates.
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Figure 1. OAuth 2.0 Certificate-Bound Proof-of-Possession Flow

The client, communicating over TLS, requests an access token using an OAuth 2.0 grant flow.

The authorization server returns the access token to the client with the client’s certificate hash embedded:

If the authorization server is configured for server-side OAuth 2.0, the authorization server stores the certificate
hash with the access token in the CTS token store and provides the client with the access token ID.

If the authorization server is configured for client-side OAuth 2.0, the access token is a JWT that contains the
certificate hash embedded in it.

The hash of the client’s certificate is stored in the cnf  confirmation key of the type x5t#S256 , which contains the
base64URL-encoded SHA-256 hash of the DER-encoding of the full X.509 certificate.

The client, communicating over mTLS, requests access to the protected resources from the resource server.

The resource server validates the client’s certificate with the certificate hash contained in the access token:

If the authorization server is configured for server-side OAuth 2.0, the resource server calls the OAuth 2.0 
introspect  endpoint with the access token to recover the cnf  claim that contains the certificate’s hash.
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or access token ID (server-side)

Access a Resource

4)
Present JWT / access token ID with
embedded certificate hash over TLS

Resource Server

If server-side...

5)
Introspect access
token ID to validate x5t#S256 hash
against client's TLS certificate

If client-side...

6)
Read x5t#S256 hash from the access token
to validate it against client's TLS certificate

7) Allow access to protected resource

1. 

info
The implicit grant flow does not support certificate-bound proof-of-possession. For more information, refer to
the OAuth 2.0 Mutual TLS Client Authentication and Certificate Bound Access Tokens internet-draft.
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If the authorization server is configured for client-side OAuth 2.0, the resource server recovers the cnf  claim that
contains the certificate’s hash from the access token JWT.

The resource server allows access to the protected resources.

To configure your environment for certificate-bound tokens, refer to the following sections:

Obtain certificate-bound tokens when mutual TLS authentication is configured

Obtain certificate-bound tokens without configuring mutual TLS authentication

Obtain certificate-bound tokens when mutual TLS authentication is configured

Clients can authenticate to the OAuth 2.0 endpoints by presenting X.509 self-signed or CA-signed certificates as per version 12 of
the OAuth 2.0 Mutual TLS Client Authentication and Certificate Bound Access Tokens internet-draft.

Depending on the type of client, AM performs the following actions:

Confidential clients. When clients present a certificate as the authentication method while making a call to the token
endpoint, AM authenticates the client and AM binds the certificate to the access token.

Public clients. When clients present a certificate while making a call to the token endpoint, AM ignores the certificate for
authentication purposes and binds the certificate to the access token.

Perform the steps in the following procedure to obtain a certificate-bound access token when a client authenticates using mutual
TLS:

Ensure your environment enforces TLS between the authorization server and the clients, and between the resource server
and the clients.

Self-signed and CA-signed certificates are supported.

You must configure the container where AM runs to request and accept client certificates.

Configure AM as an OAuth 2.0 authorization server using the following information:

You must enable the Support TLS Certificate-Bound Access Tokens switch (Realms > Realm Name > Services >
OAuth2 Provider > Advanced).

This property specifies whether AM should bind certificates to access tokens when clients authenticate using TLS
client certificates.

If TLS is being terminated at a reverse proxy or load balancer, you must configure the Trusted TLS Client Certificate
Header property (Realms > Realm Name > Services > OAuth2 Provider > Advanced) to hold the name of the HTTP
header that will provide AM with the client certificate.

For more information, refer to Providing Client Certificates to AM.

Register an OAuth 2.0 client in AM.

The following configuration will be used in the examples of this procedure:

Client ID: myClient

Scopes: write

Grant Types: Client Credentials
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You must enable the Use Certificate-Bound Access Tokens switch (Realms > Realm Name > Applications > OAuth 2.0
> Clients > Client ID > Signing and Encryption).

This switch specifies whether AM should bind certificates to access tokens for this client when the client
authenticates to the token endpoint using a TLS client certificate. When disabled, AM does not bind certificates to
access tokens issued to the client even if the client presents a TLS client certificate.

Configure the client for mutual TLS authentication.

For more information, refer to Mutual TLS.

The client makes a call to the token endpoint to request an access token, and includes its client certificate in the call:

$ curl \
--request POST \
--cacert AMServer.cer \
--data "client_id=myClient" \
--data "grant_type=client_credentials" \
--data "scope=write" \
--data "response_type=token" \
--cert myClientCertificate.pem \
--key myClientCertificate.key.pem \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"

The authorization server returns the access token:

If server-side OAuth 2.0 tokens are enabled, the response will include an access token ID in the access_token
property, which identifies the access token data stored on the server. For example:

{
    "access_token":"f08f1fcf-3ecb-4120-820d-fb71e3f51c04",
    "scope":"profile",
    "token_type":"Bearer",
    "expires_in":3599
}

If client-side OAuth 2.0 tokens are enabled, the response will be a JWT in the access_token , which has the JWK
embedded within. The following example has shortened the access token for display purposes:

{
    "access_token": "eyJ0eXAiOiJKV1QiLCHi51zbE3t…zc2NjI3NDgsInNjb3zUOCVKCX0Se0",
    "scope": "profile",
    "token_type": "Bearer",
    "expires_in": 3599
}

The client requests access to the protected resources.

The resource server validates the hash contained in the access token against the certificate the client presents as part of
the TLS handshake.
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The hash contained in the access token is stored in the cnf  confirmation key of the type x5t#S256 , which contains the
base64URL-encoded SHA-256 hash of the DER-encoding of the full X.509 certificate.

If server-side OAuth 2.0 tokens are enabled, the resource server can make a POST request to the introspect endpoint to
acquire the certificate’s hash:

$ curl \
--request POST \
--header "Authorization: Basic bXlDbGllbnQ6Zm9yZ2Vyb2Nr" \
--data "token=f08f1fcf-3ecb-4120-820d-fb71e3f51c04" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/introspect"
{
   "active":true,
   "scope":"write",
   "client_id":"myClient",
   "user_id":"myClient",
   "username":"myClient",
   "token_type":"Bearer",
   "exp":1547079953,
   "sub":"(age!myClient)",
   "subname":"myClient"
   "iss":"https://openam.example.com:8443/openam/oauth2",
   "cnf":{
      "x5t#S256":"m8UcWBSPNtaKN19TdR8zUHvWWOSCSX9nsa5vU6fscd0"
   }
}

If client-side OAuth 2.0 tokens are enabled, the resource server can decode the JWT to access the cnf  key in the JWT’s
payload. For example:

{
  "sub": "myClient",
  "cts": "OAUTH2_STATELESS_GRANT",
  ....
  "cnf": {
     "x5t#S256": "m8UcWBSPNtaKN19TdR8zUHvWWOSCSX9nsa5vU6fscd0"
  },
  "exp": 1547083590,
  "iat": 1547079990,
  "expires_in": 3600,
  "jti": "sLzkRiayAQKsrXN0Gu_vwFog3Rs"
}

Obtain certificate-bound tokens without configuring mutual TLS authentication

Clients can obtain a certificate-bound access token when making a call to the OAuth 2.0 endpoints as long as they provide an X.
509 client certificate in one of the following ways:

Presenting a self-signed or CA-signed certificate as part of the TLS handshake with AM.

AM authenticates the clients using the specified credentials (for example, client ID and secret) and binds the certificate to
the access token.

• 
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Your environment must enforce TLS between the authorization server and the clients, and between the resource server
and the clients.

You must also configure the container where AM runs to request and accept client certificates.

Providing a hash of the self-signed or CA-signed certificate in the cnf_key  parameter as part of the call to the OAuth 2.0
endpoint.

This method uses capabilities already implemented in AM that are not part of the OAuth 2.0 Mutual TLS Client
Authentication and Certificate Bound Access Tokens internet-draft.

Use this option only if the client cannot authenticate its TLS connection to AM.

Perform the steps in the following procedure to obtain a certificate-bound access token when clients are not authenticating with
mutual TLS:

Configure AM as an OAuth 2.0 authorization server using the following information:

You must enable the Support TLS Certificate-Bound Access Tokens  switch (Realms > Realm Name > Services >
OAuth2 Provider > Advanced).

This property specifies whether AM should bind certificates to access tokens when clients authenticate using TLS
client certificates.

If not using the cnf_key , and if TLS is being terminated at a reverse proxy or load balancer, you must configure the 
Trusted TLS Client Certificate Header  property (Realms > Realm Name > Services > OAuth2 Provider >
Advanced) to hold the name of the HTTP header that will provide AM with the client certificate.

For more information, refer to Provide client certificates to AM.

Register a client in AM.

The following configuration will be used in the examples of this procedure:

Client ID: myClient

Scopes: write

Grant Types: Client Credentials

or confidential clients, configure a secret. For example:

Client Secret: forgerock

You must enable the Use Certificate-Bound Access Tokens  switch (Realms > Realm Name > Applications >
OAuth 2.0 > Clients > Client ID > Signing and Encryption).

This switch specifies whether AM should bind certificates to access tokens for this client when the client
authenticates to the token endpoint using a TLS client certificate. When disabled, AM does not bind certificates to
access tokens issued to the client even if the client presents a TLS client certificate.

The client makes a call to the token endpoint to request an access token, and includes its client certificate in the call:
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$ curl \
--request POST \
--cacert AMServer.cer \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
--data "grant_type=client_credentials" \
--data "scope=write" \
--data "response_type=token" \
--cert myClientCertificate.pem \
--key myClientCertificate.key.pem \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"

The authorization server returns the access token:

If server-side OAuth 2.0 tokens are enabled, the response will include an access token ID in the access_token
property, which identifies the access token data stored on the server. For example:

lightbulb_2
To use the cnf_key  parameter, the client must perform the following additional steps:

Calculate the SHA-256 hash of the DER-encoding of the full X.509 client certificate and base64URL-
encode it. For example:

m8UcWBSPNtaKN19TdR8zUHvWWOSCSX9nsa5vU6fscd0

Store the certificate’s hash in JSON format, as follows:

{"x5t#S256":"m8UcWBSPNtaKN19TdR8zUHvWWOSCSX9nsa5vU6fscd0"}

Base64-encode the JSON. For example:

eyJ4NXQjUzI1NiI6Im04VWNXQlNQTnRhS04xOVRkUjh6VUh2V1dPU0NTWDluc2E1dlU2ZnNjZDAifQ==

Make a call to the token endpoint to request an access token, including the cnf_key  parameter with
the certificate hash. Note that the client certificate is not included in any other way:

$ curl \
--request POST \
--data "grant_type=client_credentials"\
--data "client_id=myClient" \
--data "client_secret=forgerock" \
--data "cnf_key=eyJ4NXQjUzI1NiI6Im04
                VWNXQlNQTnRhS04xOVRk
                Ujh6VUh2V1dPU0NTWDlu
                c2E1dlU2ZnNjZDAifQ==" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"

Tip
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{
    "access_token":"f08f1fcf-3ecb-4120-820d-fb71e3f51c04",
    "scope":"profile",
    "token_type":"Bearer",
    "expires_in":3599
}

If client-side OAuth 2.0 tokens are enabled, the response will be a JSON web token in the access_token , which has
the certificate hash embedded within. The following example has shortened the access token for display purposes:

{
    "access_token": "eyJ0eXAiOiJKV1QiLCHi51zbE3t…zc2NjI3NDgsInNjb3zUOCVKCX0Se0",
    "scope": "profile",
    "token_type": "Bearer",
    "expires_in": 3599
}

The client requests access to the protected resources from the resource server and the resource server validates the hash
contained in the access token against the certificate the client presents as part of the TLS handshake.

The hash contained in the access token is stored in the cnf  confirmation key of the type x5t#S256 , which contains the
base64URL-encoded SHA-256 hash of the DER-encoding of the full X.509 certificate.

If server-side OAuth 2.0 tokens are enabled, the resource server can make a POST request to the introspect endpoint to
acquire the certificate’s hash:

$ curl \
--request POST \
--header "Authorization: Basic bXlDbGllbnQ6Zm9yZ2Vyb2Nr" \
--data "token=f08f1fcf-3ecb-4120-820d-fb71e3f51c04" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/introspect"
{
   "active":true,
   "scope":"write",
   "client_id":"myClient",
   "user_id":"myClient",
   "username":"myClient",
   "token_type":"Bearer",
   "exp":1547079953,
   "sub":"(age!myClient)",
   "subname":"myClient"
   "iss":"https://openam.example.com:8443/openam/oauth2",
   "cnf":{
      "x5t#S256":"m8UcWBSPNtaKN19TdR8zUHvWWOSCSX9nsa5vU6fscd0"
   }
}

If client-side OAuth 2.0 tokens are enabled, the resource server can decode the JWT to access the cnf  key in the JWT’s
payload. For example:
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{
  "sub": "myClient",
  "cts": "OAUTH2_STATELESS_GRANT",
  ....
  "cnf": {
    "x5t#S256": "m8UcWBSPNtaKN19TdR8zUHvWWOSCSX9nsa5vU6fscd0"
  },
  "exp": 1547083590,
  "iat": 1547079990,
  "expires_in": 3600,
  "jti": "sLzkRiayAQKsrXN0Gu_vwFog3Rs"
}

Refresh tokens

Refresh tokens (RFC 6749) let an OAuth 2.0 client get a new access token with identical or narrower scopes than the original
and without involving the resource owner. AM can issue refresh tokens for all OAuth 2.0/OpenID Connect grant flows except the
implicit and client credentials flows.

About refresh tokens

Access tokens have short lifetimes because they grant any bearer access to a protected resource.

Refresh tokens give an OAuth 2.0 client something to exchange for a new access token. The exchange does not involve resource
owner interaction. Refresh tokens are useful when an OAuth 2.0 client needs:

Long term access to a protected resource.

Access when the resource owner is unavailable.

Multiple operations to access the same protected resources, and the resource owner should only have to grant consent
once.

Refresh tokens are safer than long-lived access tokens. To exchange a refresh token for an access token, the OAuth 2.0 client
must authenticate. A malicious user with a compromised access token has access to the protected resource. A user with a refresh
token must also have the client ID and client secret to obtain an access token.

Settings for refresh tokens

Refresh tokens configuration settings include:

Token issuance

By default, AM issues a refresh token whenever it issues an access token. When AM issues a new refresh token, it expires
the old refresh token.

You can disable refresh token issuance in the AM admin UI OAuth 2.0 provider configuration under Realms > Realm Name
> Services > OAuth2 Provider > Core with:

• 
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Issue Refresh Tokens

Whether to issue refresh tokens with access tokens.

Issue Refresh Tokens on Refreshing Access Tokens

Whether to issue new refresh tokens when exchanging a refresh token for an access token.

Token lifetime

Refresh tokens are long-lived by default.

You set the lifetime of refresh tokens in the OAuth 2.0 provider settings or for individual OAuth 2.0 clients. By default, AM
relies on the OAuth 2.0 provider configuration.

In the AM admin UI, you can change the setting per client under Realm > Realm Name > Applications > OAuth 2.0 >
Clients > Client ID > Refresh Token Lifetime.

For details, refer to the OAuth2 provider and the advanced client settings.

Grace period

The grace period specifies how long an OAuth 2.0 client can replay requests to exchange a refresh token for an access
token if there’s a network problem or other transient issue.

For details, refer to the OAuth2.0 provider or OAuth 2.0 client settings.

Clients can revoke refresh tokens using the /oauth2/token/revoke endpoint. The next time the client requires access to protected
resources, it must involve the resource owner.

Demonstrate refresh tokens

Demonstrate using refresh tokens with the following steps:

Create an OAuth 2.0 client.

Create a resource owner account.

Get an access token and the accompanying refresh token.

Refresh the access token.

OAuth 2.0 client

Create a confidential OAuth 2.0 client account.

In the AM admin UI, select Realm > Realm Name > Applications > OAuth 2.0 > Clients and click + Add Client.

Create a new confidential client with the following credentials:

Client ID

myClient

• 

• 

• 

• 

1. 

2. 

3. 

PingAM OAuth 2.0

Copyright © 2025 Ping Identity Corporation 4871



Client Secret

forgerock

Redirection URIs

https://www.example.com:443/callback

Resource owner

An OAuth 2.0 client requests the access token on behalf of a resource owner. Create the OAuth 2.0 resource owner account:

In the AM admin UI, select Identities > + Add Identity and fill the required fields.

Record the username and password.

Get an access token

Authenticate as the resource owner:

curl \
--request POST \
--header 'Content-Type: application/json' \
--header 'X-OpenAM-Username: <resource-owner-username>' \
--header 'X-OpenAM-Password: <resource-owner-password>' \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{"tokenId":"<resource-owner-tokenId>","successUrl":"/enduser/?realm=/alpha","realm":"/alpha"}

Request the authorization code as the client:

curl \
--dump-header - \
--request POST \
--Cookie 'iPlanetDirectoryPro=<resource-owner-tokenId>' \
--data 'scope=openid' \
--data 'response_type=code' \
--data 'client_id=myClient' \
--data 'csrf=<resource-owner-tokenId>' \
--data 'redirect_uri=https://www.example.com:443/callback' \
--data 'state=abc123' \
--data 'decision=allow' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize'
…
location: https://www.example.com:443/callback?code=<authorization-code>&iss=https%3A%2F%2F…
…

Exchange the authorization code for an access token as the client:

1. 

2. 

1. 

2. 

3. 
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curl \
--request POST \
--user 'myClient:forgerock' \
--data 'grant_type=authorization_code' \
--data 'code=<authorization-code>' \
--data 'redirect_uri=https://www.example.com:443/callback' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token'
{
  "access_token": "<access-token>",
  "refresh_token": "<refresh-token>",
  "scope": "openid",
  "id_token": "<id-token>",
  "token_type": "Bearer",
  "expires_in": 3599
}

Refresh an access token

Exchange the refresh token for a new access token:

$ curl \
--request POST \
--data "grant_type=refresh_token" \
--data "refresh_token=<refresh-token>" \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
--data "scope=openid" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "<new-access-token>",
  "refresh_token": "<new-refresh-token>",
  "scope": "openid",
  "id_token": "<id-token>",
  "token_type": "Bearer",
  "expires_in": 3599
}

Macaroons: sharable tokens

Macaroons are bearer tokens that you use in place of regular OAuth 2.0 access and refresh tokens. They let multiple clients and
resource servers share a single token without compromising security.

Coordinating multiple access tokens with different scopes across a set of clients can be complicated.

info
The scope  parameter is optional. By default, AM issues an access token with the same scopes as the original
token.
AM has issued a new refresh token; the original refresh token is now inactive.

Note

• 

• 
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The idea behind macaroons is to issue a single access token with a broad scope. The client creates as many sharable tokens as
needed from the initial token by restricting its scope.

This is useful in a microservice architecture; for example, where a single client delegates tasks to other services that have a
limited set of capabilities or are bound by certain restrictions.

Caveats

To restrict macaroon token scopes, use caveats.

Caveats are restrictions included in the token that must be satisfied when using the token. For example, an expiry time could be
set as a caveat. When the expiry time is past, the token is invalid.

Caveats that can be satisfied locally are referred to as first-party caveats. Caveats satisfied by a service external from AM are
referred to as third-party caveats.

Supported first-party caveats

There is no standard format for caveats in macaroons. AM uses a JSON-based syntax that mirrors the existing JSON Web Token
(JWT)-based token restrictions:

scope

Restricts the scope of the token.

The resulting scope is the intersection of the original scopes and any scope  caveats.

exp

Restricts the expiry time of the token.

The effective expiry time is the minimum of the original expiry time and any expiry caveats. If you append more than one 
exp  caveat, the most restrictive one applies.

cnf

Binds the access token to a client certificate.

You can only bind one client certificate to a macaroon. AM ignores attempts to bind a new certificate with subsequent
caveats.

aud

Restricts the audience of the token.

The effective audience is the intersection of any audience restriction and aud  caveats.

AM returns other caveats in a caveats  object in the JSON introspection response.
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Third-party caveats

Third-party caveats require the client to use a service other than AM to prove they satisfy the condition specified by the caveat.
They are useful where services external to AM run authorization checks relevant to the access token.

Consider the case where you have an identity provider service external to AM to query whether the user related to the access
token belongs to a particular user group.

Another use case for third-party caveats is transactional authorization, requiring a user to authorize every access to a resource.
Consider the case where a payment is tied to a unique transaction. You create a macaroon access token with a third-party caveat
requiring the client to obtain a one-time discharge macaroon from an external transactional service.

A third-party caveat has the following parts:

A hint describing where the client can find the third-party service, which is usually a URL.

A unique secret key to sign discharge macaroons, known as the discharge key.

An identifier indicating to the third-party service which condition to check and how to recover the discharge key.

There is no standard format for the identifier.

Discharge macaroons

A third-party service returns proof a condition is satisfied in a discharge macaroon. The client must present both the access token
macaroon and the discharge macaroon to access a protected resource.

A discharge macaroon can hold first-party caveats, such as expiry time. This allows for flows where the access token macaroon is
long-lived, and the discharge macaroon is not, forcing the client to acquire a new discharge macaroon for each access to a
protected resource.

Append caveats

A client appends caveats to a macaroon using a macaroon library. This depends on your client, not AM.

To manage first-party caveats and to inspect the caveats on a macaroon, you can use the /json/token/macaroon endpoint.

lightbulb_2
OpenID Connect clients must ensure the following information is present in the JSON:

The openid  scope; for example, "scopes": ["profile", "openid"] .
The id_token  response type; for example, "response_types": ["code", "id_token code"] .

Tip

• 
• 

• 

• 

• 

emergency_home
AM treats first-party caveats attached to discharge macaroons like caveats on the access token.
For example, if the discharge macaroon limits the expiry time to five minutes, the introspection response lists the
expiry time of the access token as five minutes, even if the access token is valid for longer.

Important
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AM endpoints and macaroons

AM OAuth 2.0 endpoints that support access tokens also support macaroons without further configuration. AM endpoints reject
macaroons whose caveats are not satisfied.

For macaroons with third-party caveats, use the X-Discharge-Macaroon  header to pass discharge macaroons.

Macaroons and token storage

AM layers macaroons on top of the existing server-side OAuth 2.0 tokens and client-side OAuth 2.0 tokens. When you enable
macaroons, AM issues one of the following:

Server-side macaroon tokens

AM stores the access token in the CTS and issues macaroons to clients. The macaroon identifier points to the access token
in the CTS.

Client-side macaroon tokens

AM issues signed or encrypted JWTs as access tokens wrapped in a macaroon.

Make sure the resulting token fits in the storage available to the client. If the storage available is limited to the size of a
browser cookie, for example, the token may be too large to store. Token size can also impact network performance.

Enable macaroons

Follow these steps to enable macaroons in the OAuth 2.0 provider service:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider.

On the Core tab, enable Use Macaroon Access and Refresh Tokens and save your changes.

On the Advanced tab, select the Macaroon Token Format.

Set the OAuth2 Token Signing Algorithm to HS256  or stronger.

Save your changes.

OAuth 2.0 grant flows

This section describes the OAuth 2.0 flows that AM supports, and also provides the information required to implement them. All
the examples assume the realm is configured for server-side tokens; however, the examples also apply to client-side tokens.

You should decide which flow is best for your environment based on the application that will be the OAuth 2.0 client. The
following table provides an overview of the flows AM supports and when they should be used:

1. 

2. 

3. 

lightbulb_2
If possible, use the default V2  format.
Macaroons using the older V1  token format are much less efficient. Only use V1  when you require
compatibility with older macaroon libraries.

Tip

4. 

5. 
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Deciding Which Flow to Use Depending on the OAuth 2.0 Client

Client Type Which Grant to use? Description

The client is a web application running
on a server. For example, a .war
application.

Authorization code grant (RFC 6749) The authorization server
uses the user-agent, for example, the
resource owner’s browser, to transport
a code that is later exchanged for an
access token.

The client is a native application or a
single-page application (SPA). For
example, a desktop, a mobile
application, or a JavaScript application.

Authorization code grant with PKCE (RFC 6749, RFC 7636) The
authorization server uses the user-
agent, for example, the resource
owner’s browser, to transport a code
that is later exchanged for an access
token.
Since the client does not communicate
securely with the authorization server,
the code may be intercepted by
malicious users. The implementation of
the Proof Key for Code Exchange (PKCE)
standard mitigates against those
attacks.

The client is a web application, a native
application, or a SPA, that needs to
make complex and highly secure
authorization requests.

Authorization code grant with PAR (RFC 9126) Clients can push the
payload of an authorization request
directly to the authorization server
without exposing sensitive request data
to the browser. The server provides
them with a request URI that is used to
secure a subsequent authorization
request.

The client is a SPA. For example, a
JavaScript application.

Implicit grant (RFC 6749) The authorization server
gives the access token to the user-agent
so it can forward the token to the client.
Therefore, the access token might be
exposed to the user and other
applications.
For security purposes, you should use
the authorization code grant with PKCE
when possible.

The client is trusted with the resource
owner credentials. For example, the
resource owner’s operating system.

Resource owner password credentials
grant

(RFC 6749) The resource owner
provides their credentials to the client,
which uses them to obtain an access
token from the authorization server.
This flow should only be used if other
flows are not available.
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ForgeRock provides a Postman collection to try out the flows. See ForgeRock grant flows collection.

Client Type Which Grant to use? Description

The client is the resource owner, or the
client does not act on behalf of the
resource owner.

Client credentials grant (RFC 6749) Similar to the Resource
Owner Password Credentials grant
type, but the resource owner is not part
of the flow and the client accesses
information relevant to itself.

The client is an input-constrained
device. For example, a TV set.

Device authorization grant (RFC 8628) The resource owner
authorizes the client to access
protected resources on their behalf by
using a different user-agent and
entering a code displayed on the client
device.

The client is an input-constrained
device that can generate a PKCE
challenge.

Device authorization grant with PKCE (AM-only, based on RFC 8628 and RFC
7636) The resource owner authorizes
the client to access protected resources
on their behalf by using a different
user-agent and entering a code
displayed on the client device.
Since the client does not communicate
securely with the authorization server,
the code may be intercepted by
malicious users. The implementation of
the Proof Key for Code Exchange (PKCE)
standard mitigates against those
attacks.

The client has a SAML v2.0 trust
relationship with the resource owner.
For example, an application in an
environment where a SAML v2.0
ecosystem coexists with an OAuth 2.0
one.

SAML v2.0 profile for authorization (RFC 7522) The client uses the
resource owner’s SAML v2.0 assertion
to obtain an access token from the
authorization server without interacting
with the resource owner again.

The client has a trust relationship with
the resource owner that is specified as
a JWT. For example, an application in an
environment where a non-SAML v2.0
identity ecosystem coexists with an
OAuth 2.0 one.

JWT profile for authorization (RFC 7523) The client uses a signed
JWT to obtain an access token from the
authorization server without interacting
with the resource owner.
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ForgeRock grant flows collection

ForgeRock provides an OAuth 2.0 and OpenID Connect Postman collection to try out the flows that AM support. The source for
the REST calls, including the prerequisites needed to run the collection, is provided as a downloadable JSON file collection.

Download and install Postman.

Download the ForgeRock OAuth 2.0 and OpenID Connect Collection.

Import the collection in Postman:

Go to File > Import … > Upload Files.

Select the collection you downloaded, and click Open. Then, click Import.

Configure the collection’s variables to suit your environment:

In Postman, on the Collections tab, select the ForgeRock OAuth 2.0 and OpenID Connect Collection. Click the …

button, and then on Edit.

Click on the Variables tab, and change at least the value of the following variables:

URL_base

admin_password

Click Update to save your changes.

You are ready to start running the collection.

The collection is divided into the following folders:

Prerequisites , containing REST calls to configure AM as an authorization server, and to create the clients and users
required to run the collection.

OAuth 2.0 Flows , containing the flows explained in OAuth 2.0 grant flows.

OpenID Connect Flows , containing the flows explained in OpenID Connect grant flows.

The Backchannel (CIBA) grant is not included, since it requires push notifications and an additional device to work.

Refresh Token Flow , containing calls explained in Refresh tokens and /oauth2/token/revoke.

Token Exchange Flows , containing the token exchange flows explained in Token exchange.

lightbulb_2
AM supports associating a confirmation key or a certificate with an access token to support proof-of-possession
interactions.
For more information, refer to Certificate-bound proof-of-possession and JWK-based proof-of-possession.

Tip

1. 

2. 

3. 

◦ 

◦ 

4. 

◦ 

◦ 

▪ 

▪ 

◦ 

• 

• 

• 

• 

• 
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Authorization code grant

Endpoints

/oauth2/authorize

/oauth2/access_token

/oauth2/userinfo (OpenID Connect [OIDC])

The authorization code grant flow for OAuth 2.0 and OIDC lets a confidential client, such as a web application running on a server,
exchange an authorization code for an access token to get authorized access to protected resources.

The authorization code grant is secure because:

It is a two-step process:

The resource owner authenticates to the authorization server and authorizes the client to access the protected
resource. The client receives a temporary authorization code from the server as confirmation.

The authorization server validates the authorization code and exchanges it for an access token.

The authorization server delivers the access token directly to the client, usually over HTTPS. Neither the access token nor
the client secret is exposed publicly, which protects confidential clients.

The authorization code grant flow

OAuth 2.0

The client, usually a web-based service, receives a request to access a protected resource. To access the resource, the
client requires authorization from the resource owner.

• 

• 

• 

• 

1. 

2. 

• 

Resource owner
user-agent

Resource owner
user-agent

Client

Client

AM
authorization server

AM
authorization server

Resource server

Resource server

1) Redirect...

2) ...for authentication

3) Authenticate resource owner and confirm resource access

4) If credentials are valid, redirect...

5)
...with authorization code to
redirect_uri

6)
Authenticate, request access token
with authorization code.

7)
If authorization code is valid,
return access token

8) Request resource with access token

9) Request token validation and information

10) If access token is valid, respond with information

11) If access token is valid, return protected resource

1. 
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The client redirects the resource owner’s user-agent to the authorization server.

The authorization server authenticates the resource owner, confirms resource access, and gathers consent if not
previously saved.

The authorization server redirects the resource owner’s user agent to the client.

During the redirection process, the authorization server appends an authorization code.

The client receives the authorization code and authenticates to the authorization server to exchange the code for an
access token.

Note that this example assumes a confidential client. Public clients are not required to authenticate.

If the authorization code is valid, the authorization server returns an access token (and a refresh token, if configured) to
the client.

The client requests access to the protected resource from the resource server.

The resource server contacts the authorization server to validate the access token.

The authorization server validates the token and responds to the resource server.

If the token is valid, the resource server allows the client to access the protected resource.

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 
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OIDC

The end user wants to use the services provided by the relying party (RP). The RP, usually a web-based service, requires an
account to provide those services.

The end user issues a request to share their information with the RP.

To access the end user’s information in the OpenID provider (OP), the RP requires end user consent.

The RP redirects the end user’s user-agent…

…to the OP.

The OP authenticates the end user, confirms resource access, and gathers consent if necessary.

The OP redirects the end user’s user-agent to the RP.

During the redirection process, the OP appends an authorization code.

The RP authenticates to the OP and exchanges the authorization code for an access token and an ID token.

Note that this example assumes a confidential client. Public clients are not required to authenticate.

If the authorization code is valid, the OP returns an access token and an ID token to the RP.

The RP validates the ID token and its claims.

AM
OpenID provider

End user
user-agent

End user
user-agent

Relying
party

Relying
party

Authorization
server

Authorization
server

UserInfo
endpoint

UserInfo
endpoint

Prepare authentication request

Redirect....

...for authentication

Authenticate end user and confirm resource access

If credentials are valid, redirect...

...with authorization code to
redirect_uri

Authenticate, request tokens with authorization code

If authorization code is valid,
return access and ID tokens

Validate ID token and get subject ID

Optional

Request additional claims with access token

Return additional claims

1. 
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4. 

5. 

6. 

7. 

8. 

9. 
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The RP can use the ID token subject ID claim as the end user’s identity.

If the RP requires additional claims, it sends a request to the /oauth2/userinfo endpoint with the access token for
authorization.

If the access token is valid, the /oauth2/userinfo  endpoint returns any additional claims.

The RP can use the subject ID and the additional claims to identify the end user.

Demonstrate the authorization code grant flow

Follow these steps to get an authorization code and exchange it for an access token:

Prepare the demonstration

Get an authorization code using a browser or Get an authorization code using REST

Exchange an authorization code for an access token

Prepare the demonstration

This demonstration assumes the following configuration:

AM is configured as an OAuth 2.0 authorization server. Ensure that:

The code  plugin is configured in the Response Type Plugins field.

The Authorization Code  grant type is configured in the Grant Types field.

For more information, refer to Authorization server configuration.

A confidential client called myClient  is registered in AM with the following configuration:

Client secret: forgerock

Scopes: write  (for OAuth 2.0)
openid  and profile  (for OIDC)

Response Types: code

Grant Types: Authorization Code

For more information, refer to Client application registration.

Get an authorization code using a browser

The client redirects the resource owner’s user-agent to the authorization server’s /oauth2/authorize endpoint specifying,
at least, the following form parameters:

client_id=your-client-id

response_type=code

redirect_uri=your-redirect-id

10. 

11. 

• 

• 

• 

• 

◦ 

◦ 

• 
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If the OAuth 2.0 provider is configured for a subrealm rather than the Top Level Realm, you must specify it in the endpoint.
For example, if the OAuth 2.0 provider is configured for the /alpha  realm, then use /oauth2/realms/root/realms/
alpha/authorize .

For example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize \
?client_id=myClient \
&response_type=code \
&scope=write \
&state=abc123 \
&redirect_uri=https://www.example.com:443/callback

For OIDC, set scope=openid profile  instead.

The resource owner authenticates to the authorization server, for example, using the credentials of the demo  user. In this
case, they log in using the default chain or tree configured for the realm.

On a successful login, the authorization server presents the AM consent screen unless AM is configured to use implied
consent.

info
The URL is split and spaces added for readability purposes.
The scope  parameter is optional if default values are configured in the authorization server or the client.
The state  parameter is included to protect against CSRF attacks but is also optional.

Note

2. 

3. 
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Figure 1. OAuth 2.0 consent screen

Click Allow to consent.

The authorization server redirects the resource owner to the URL specified in the redirect_uri  parameter.

Inspect the URL in the browser.

It contains a code  parameter with the authorization code the authorization server has issued.

For example:

http://www.example.com/callback?code=g5B3qZ8rWzKIU2xodV_kkSIk0F4&scope=write&iss…

The client performs the steps in Exchange an authorization code for an access token to exchange the authorization code
for an access token.

Get an authorization code using REST

The resource owner logs in to the authorization server, for example, using the credentials of the demo  user.

For example:

4. 

5. 

6. 

1. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"<tokenId>",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The client makes a POST call to the authorization server’s /oauth2/authorize endpoint, specifying the resource owner’s
SSO token in a cookie, and the following parameters:

client_id= myClient

response_type=code

redirect_uri= https://www.example.com:443/callback

decision=allow

csrf= <tokenId>

If the OAuth 2.0 provider is configured for a subrealm rather than the Top Level Realm, you must specify it in the endpoint.
For example, if the OAuth 2.0 provider is configured for the /alpha  realm, then use /oauth2/realms/root/realms/
alpha/authorize .

For example:

$ curl --dump-header - \
--request POST \
--Cookie "iPlanetDirectoryPro=<tokenId>" \
--data "scope=write" \
--data "response_type=code" \
--data "client_id=myClient" \
--data "csrf=<tokenId>" \
--data "redirect_uri=https://www.example.com:443/callback" \
--data "state=abc123" \
--data "decision=allow" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize"

For OIDC, set scope=openid profile  instead.

If the authorization server is able to authenticate the user and the client, it returns an HTTP 302 response with the
authorization code appended to the redirection URL:

2. 

◦ 

◦ 

◦ 

◦ 

◦ 

info
The scope  parameter is optional if default values are configured in the authorization server or the client.
The state  parameter is included to protect against CSRF attacks but is also optional.

Note
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HTTP/2 302
…
location: https://www.example.com:443/callback?code=<authorization-code>&iss…
…

Follow the steps in Exchange an authorization code for an access token.

Exchange an authorization code for an access token

As the client, call the /oauth2/access_token endpoint to exchange the authorization code for an access token. Provide the
following parameters:

grant_type=authorization_code

code=your-authorization-code

redirect_uri=your-redirect-uri

Confidential clients can authenticate to the OAuth 2.0 endpoints in several ways. This example uses the following form
parameters:

client_id=your-client-id

client_secret=your-client-secret

For more information, refer to OAuth 2.0 client authentication.

If the OAuth 2.0 provider is configured for a subrealm rather than the Top Level Realm, you must specify it in the endpoint. For
example, if the OAuth 2.0 provider is configured for the /alpha  realm, then use /oauth2/realms/root/realms/alpha/
access_token .

For example:

$ curl \
--request POST \
--data "grant_type=authorization_code" \
--data "code=<authorization-code>" \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
--data "redirect_uri=https://www.example.com:443/callback" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"

The client_id  and the redirect_uri  parameters specified in this call must match those used as part of the authorization code
request, or the authorization server will not validate the code.

For OAuth 2.0, the authorization server returns an access token; for example:

3. 

• 

• 

• 

• 

• 
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{
  "access_token": "<access-token>",
  "scope": "write",
  "token_type": "Bearer",
  "expires_in": 3599
}

For OIDC, the OP returns an access token and an ID token; for example:

{
  "access_token": "<access-token>",
  "scope": "openid profile",
  "id_token": "<id-token>",
  "token_type": "Bearer",
  "expires_in": 3599
}

If the RP does not require the access token, revoke it.

Additional OIDC claims

An RP can request additional claims about the end user with the access token at the /oauth2/userinfo endpoint:

$ curl \
--request GET \
--header "Authorization Bearer <access-token>" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/userinfo"
{
  "name": "<resource-owner-display-name>",
  "family_name": "<resource-owner-family-name>",
  "given_name": "<resource-owner-given-name>",
  "sub": "<resource-owner-sub>",
  "subname": "<resource-owner-id>"
}

Authorization code grant with PKCE

Endpoints

/oauth2/authorize

/oauth2/access_token

/oauth2/userinfo (OpenID Connect [OIDC])

lightbulb_2
The authorization server can also issue refresh tokens at the same time the access tokens are issued. For more
information, refer to Refresh tokens.

Tip

• 

• 
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The authorization code grant, when combined with the Proof Key for Code Exchange (PKCE) standard (RFC 7636), is used when
a public client, such as a native or SPA application, requires access to protected resources.

The flow is similar to the regular authorization code grant but the client must generate a code that is used in the communication
between the client and the authorization server. This code mitigates against interception attacks performed by malicious users.

Browser-based clients making OAuth 2.0 requests to different domains must implement Cross-Origin Resource Sharing (CORS)
calls to access OAuth 2.0 resources in different domains.

The PKCE flow adds three parameters to those used for the authorization code grant:

code_verifier

A random string that correlates the authorization request to the token request.

code_challenge

A string derived from the code verifier sent in the authorization request, which is validated against the code verifier during
the token request.

code_challenge_method

The method used to derive the code challenge.

The authorization code grant with PKCE flow

OAuth 2.0

The client receives a request to access a protected resource. To access the resource, the client requires authorization from
the resource owner. When using the PKCE standard, the client must generate a unique code and a way to verify it, and
append the code to the request for the authorization code.

Resource owner
user-agent

Resource owner
user-agent

Client

Client

AM
authorization server

AM
authorization server

Resource server

Resource server

1)
Create code challenge and code verifier.
Then, redirect...

2) ...for authentication.

3)
Authenticate resource owner and
confirm resource access

4)
If credentials are valid, store code_challenge
and code_challenge_method and redirect...

5) ...with authorization code to redirect_uri.

6)
Request access token with authorization code,
redirect_uri, code_verifier

7)
If code_challenge and authorization code are valid,
return access token

8) Request resource with access token

9) Request token validation and information

10)
If access token is valid,
respond with information

11)
If access token is valid,
return protected resource

1. 
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The client redirects the resource owner’s user-agent to the authorization server.

The authorization server authenticates the resource owner, confirms resource access, and gathers consent if not
previously saved.

If the resource owner’s credentials are valid, the authorization server stores the code challenge and redirects the resource
owner’s user agent to the redirection URI.

During the redirection process, the authorization server appends an authorization code to the request to the client.

The client receives the authorization code and calls the authorization server’s token endpoint to exchange the
authorization code for an access token appending the verification code to the request.

The authorization server verifies the code stored in memory using the validation code. It also verifies the authorization
code. If both codes are valid, the authorization server returns an access token (and a refresh token, if configured) to the
client.

The client requests access to the protected resource from the resource server.

The resource server contacts the authorization server to validate the access token.

The authorization server validates the token and responds to the resource server.

If the token is valid, the resource server allows the client to access the protected resource.

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 
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OIDC

The end user wants to use the services provided by the relying party (RP). The RP, usually a web-based service, requires an
account to provide those services.

The end user issues a request to share their information with the RP.

To access the end user’s information in the OpenID provider (OP), the RP requires end user consent. When using the PKCE
standard, the RP must generate a unique code and a way to verify it, and append the code to the request for the
authorization code.

The RP redirects the end user’s user-agent with code_challenge  and code_challenge_method …

…to the OP.

The OP authenticates the end user, confirms resource access, and gathers consent if necessary.

On success, the OP stores the code challenge and its method.

The OP redirects the end user’s user-agent to the redirection URI, usually at the RP.

During the redirection process, the OP appends an authorization code.

The RP authenticates to the OP and exchanges the authorization code for an access token and an ID token, appending the
verification code to the request.

AM
OpenID provider

End user
user-agent

End user
user-agent

Relying
party

Relying
party

Authorization
server

Authorization
server

UserInfo
endpoint

UserInfo
endpoint

Prepare authentication request

Create code_challenge and code_verifier

Redirect....

...for authentication

Authenticate end user and confirm resource access

If credentials are valid
store code_challenge
and code_challenge_method

Redirect...

...with authorization code to
redirect_uri

Request tokens with authorization code and code_verifier

Verify code_challenge
and authorization_code

Return access and ID tokens

Validate ID token and get user subject ID

Optional

Request additional claims with access token

Return additional claims

1. 

2. 
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4. 

5. 

6. 

7. 
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9. 
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The OP verifies the code challenge it stored using the validation code, and verifies the authorization code.

If the codes are valid, the OP issues an access token and an ID token to the RP.

The RP validates the ID token and its claims.

The RP can use the ID token subject ID claim as the end user’s identity.

If the RP requires additional claims, it sends a request to the /oauth2/userinfo endpoint with the access token for
authorization.

If the access token is valid, the /oauth2/userinfo  endpoint returns any additional claims.

The RP can use the subject ID and the additional claims to identify the end user.

Demonstrate the authorization code grant with PKCE flow

Follow these steps to get an authorization code and exchange it for an access token:

Prepare the demonstration

Generate a code verifier and a code challenge

Get an authorization code using a browser or Get an authorization code using REST

Exchange an authorization code for an access token

Prepare the demonstration

This demonstration assumes the following configuration:

AM is configured as an OAuth 2.0 authorization server. Ensure that:

The code  plugin is configured in the Response Type Plugins field.

The Authorization Code  grant type is configured in the Grant Types field.

For more information, refer to Authorization server configuration.

A public client called myClient  is registered in AM with the following configuration:

Scopes: write  (for OAuth 2.0)
openid  and profile  (for OIDC)

Response Types: code

Grant Types: Authorization Code

For more information, refer to Client application registration.

Generate a code verifier and a code challenge

The client application must generate a code verifier, a high-entropy URL-safe random string between 43 and 128 characters long,
and a code challenge, a base64url-encoded hash of the code verifier.

It is mandatory to create the challenge using a SHA-256 algorithm if the client supports it, as specified in the PKCE standard (RFC
7636).

10. 

11. 

12. 

13. 

14. 
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This example JavaScript code generates values such as 
082b7ab3042995bcb3163ec83cf5f348ff4393d5713630eb5f09dcf7d0c2cca39749313556c260558eb49355ff86d0e61449  for the
code verifier and K7Dz7AcV1urbgo4FYNgy2QAAz6v2LyIdmmGPzsFZbAc  for the code challenge:

const crypto = require('crypto');

const verifier = crypto.randomBytes(50).toString('hex').slice(0, 128);
const challenge = crypto.createHash('sha256')
    .update(Buffer.from(verifier))
    .digest('base64')
    .replace(/=/g, '')
    .replace(/\+/g, '-')
    .replace(/\//g, '_');

console.log("verifier: " + verifier);
console.log("challenge: " + challenge);

The client is now ready to request an authorization code.

Get an authorization code using a browser

The client redirects the resource owner’s user-agent to the authorization server’s /oauth2/authorize endpoint specifying,
at least, the following query parameters:

client_id=your-client-id

response_type=code

redirect_uri=your-redirect-uri

code_challenge=your-code-challenge

code_challenge_method=S256

If the OAuth 2.0 provider is configured for a subrealm rather than the Top Level Realm, you must specify it in the endpoint.
For example, if the OAuth 2.0 provider is configured for the /customers  realm, then use /oauth2/realms/root/realms/
customers/authorize .

For example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize \
?client_id=myClient \
&response_type=code \
&scope=write \
&redirect_uri=https://www.example.com:443/callback \
&code_challenge=K7Dz7AcV1urbgo4FYNgy2QAAz6v2LyIdmmGPzsFZbAc \
&code_challenge_method=S256 \
&state=abc123

For OIDC, set scope=openid profile  instead.

1. 

◦ 
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The resource owner authenticates to the authorization server, for example, using the credentials of the demo  user. In this
case, they log in using the default chain or tree configured for the realm.

On a successful login, the authorization server presents the AM consent screen unless AM is configured to use implied
consent.

Figure 1. OAuth 2.0 consent screen

Click Allow to consent.

The authorization server redirects the resource owner to the URL specified in the redirect_uri  parameter.

Inspect the URL in the browser.

It contains a code  parameter with the authorization code the authorization server has issued.

For example:

http://www.example.com/callback?code=ZNSDo8LrsI2w-6NOCYKQgvDPqtg&scope=write&iss…

info
The URL is split and spaces added for readability purposes.
The scope  parameter is optional if default values are configured in the authorization server or the client.
The state  parameter is included to protect against CSRF attacks but is also optional.

Note

2. 

3. 

4. 

5. 
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The client performs the steps in Exchange an authorization code for an access token to exchange the authorization code
for an access token.

Get an authorization code using REST

The resource owner logs in to the authorization server, for example, using the credentials of the demo  user.

For example:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The client makes a POST call to the authorization server’s /oauth2/authorize endpoint specifying the resource owner’s SSO
token in a cookie, and the following parameters:

client_id=your-client-id

response_type=code

redirect_uri=your-redirect-uri

decision=allow

csrf=demo-user-SSO-token

code_challenge=your-code-challenge

code_challenge_method=S256

If the OAuth 2.0 provider is configured for a subrealm rather than the Top Level Realm, you must specify it in the endpoint.
For example, if the OAuth 2.0 provider is configured for the /customers  realm, then use /oauth2/realms/root/realms/
customers/authorize .

For example:

6. 

1. 

2. 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

info
The Code Verifier Parameter Required  setting (Realms > Realm Name > Services > OAuth2 Provider >
Advanced) specifies whether AM requires clients to include a code verifier in their calls. However, if a client
makes a call to AM with the code_challenge  parameter, AM will honor the code exchange regardless of the 
Code Verifier Parameter Required  value. For more information, refer to Authorization server
configuration.

Note
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$ curl --dump-header - \
--request POST \
--Cookie "iPlanetDirectoryPro=AQIC5wM…TU3OQ*" \
--data "redirect_uri=https://www.example.com:443/callback" \
--data "scope=write" \
--data "response_type=code" \
--data "client_id=myClient" \
--data "csrf=AQIC5wM…TU3OQ*" \
--data "state=abc123" \
--data "decision=allow" \
--data "code_challenge=K7Dz7AcV1urbgo4FYNgy2QAAz6v2LyIdmmGPzsFZbAc" \
--data "code_challenge_method=S256" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize"

For OIDC, set scope=openid profile  instead.

If the authorization server is able to authenticate the user and the client, it returns an HTTP 302 response with the
authorization code appended to the redirection URL:

HTTP/2 302
…
location: https://www.example.com:443/callback?code=<authorization-code>&iss…
…

Follow the steps in Exchange an authorization code for an access token.

Exchange an authorization code for an access token

As the client, call the /oauth2/access_token endpoint to exchange the authorization code for an access token. Provide the
following parameters:

grant_type=authorization_code

code=your-authorization-code

client_id=your-client-id

redirect_uri=your-redirect-uri

code_verifier=your-code-verifier

For example:

info
The scope  parameter is optional if default values are configured in the authorization server or the client.
The state  parameter is included to protect against CSRF attacks but is also optional.

Note

3. 
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$ curl \
--request POST \
--data "grant_type=authorization_code" \
--data "code=g5B3qZ8rWzKIU2xodV_kkSIk0F4" \
--data "client_id=myClient" \
--data "redirect_uri=https://www.example.com:443/callback" \
--data "code_verifier=082b7ab3042995bcb3163ec8…" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"

The client_id  and the redirect_uri  parameters specified in this call must match those used as part of the authorization code
request, or the authorization server will not validate the code.

For OAuth 2.0, the authorization server returns an access token; for example:

{
  "access_token": "sbQZuveFumUDV5R1vVBl6QAGNB8",
  "scope": "write",
  "token_type": "Bearer",
  "expires_in": 3599
}

For OIDC, the OP returns an access token and an ID token; for example:

{
  "access_token": "<access-token>",
  "scope": "openid profile",
  "id_token": "<id-token>",
  "token_type": "Bearer",
  "expires_in": 3599
}

Additional OIDC claims

An RP can request additional claims about the end user with the access token at the /oauth2/userinfo endpoint:

lightbulb_2
The authorization server can also issue refresh tokens at the same time the access tokens are issued. For more
information, refer to Refresh tokens.

Tip

PingAM OAuth 2.0

Copyright © 2025 Ping Identity Corporation 4897



$ curl \
--request GET \
--header "Authorization Bearer <access-token>" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/userinfo"
{
  "name": "<resource-owner-display-name>",
  "family_name": "<resource-owner-family-name>",
  "given_name": "<resource-owner-given-name>",
  "sub": "<resource-owner-sub>",
  "subname": "<resource-owner-id>"
}

Authorization code grant with PAR

Endpoints

/oauth2/par

/oauth2/authorize

/oauth2/access_token

The pushed authorization request (PAR) endpoint provides enhanced security and cryptographic integrity when used with the
authorization code grant flow, and optionally, in conjunction with PKCE.

PAR lets the authorization server authenticate the client before making an authorization request to enable early detection of
invalid or illegal requests.

To further protect authorization details when passing through third-party applications, clients can use JWT-based request objects
as defined by RFC9101, to wrap confidential and potentially complex request parameters.

In response to this pre-authorization backchannel request, the client receives a request URI that is used to reference the payload
data in subsequent interactions with the server.

• 

• 

• 

info
PAR is optional by default, but you can enable the Require Pushed Authorization Requests setting in the AM admin
UI to enforce the use of the PAR endpoint to initiate authorization requests.
To force all clients to use PAR, configure the OAuth 2.0 provider advanced settings. To force an individual client,
configure the client settings.

Note
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The authorization code grant with PAR flow

Figure 1. OAuth 2.0 authorization code grant flow

The client pushes a request to the PAR endpoint, providing both client and request details.

AM validates both client and request, and if successful, returns a request URI as a reference to the request payload and an
expiry period for the request URI.

The client receives a request to access a protected resource. To access the resources, the client requires authorization
from the resource owner.

The client redirects the resource owner’s user-agent to the authorization server.

The authorization server authenticates the resource owner, confirms resource access, and gathers consent if not
previously saved.

The client requests an authorization code, typically through a web browser, by passing in the request_uri and client_id.

The client_id is validated against the request, and if successful, the authorization code is returned to the client.

The client authenticates to the authorization server using the received code in exchange for an access token.

Note that this example assumes a confidential client. Public clients are not required to authenticate.

If the authorization code is valid, the authorization server returns an access token (and a refresh token, if configured) to
the client.

The client requests access to the protected resources from the resource server.

AM authorization server

Resource owner
user-agent

Resource owner
user-agent

Client

Client

Authorization
Server

Authorization
Server

/par
endpoint

/par
endpoint

/authorize
endpoint

/authorize
endpoint

/access_token
endpoint

/access_token
endpoint

Resource server

Resource server

1) Get PAR request URI

2)
Validate client and request,
return request_uri and expires_in

3) Redirect...

4) ...for authentication

5) Authenticate resource owner and confirm resource access

6)
Request authorization code with
request_uri and client_id

7) Return authorization code

8)
Request access token
with authorization code

9) Return access_token

10) Request resource with access token

11)
Request token
validation and information

12)
If access token is valid,
respond with information

13) If access token is valid, return protected resource
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The resource server contacts the authorization server to validate the access token.

The authorization server validates the token and responds to the resource server.

If the token is valid, the resource server allows the client to access the protected resource.

Demonstrate the authorization code grant with PAR flow

Perform these steps to get a PAR request URI and an authorization code to exchange for an access token:

Prepare the demonstration

Get a PAR request URI

Get an authorization code using REST or Get an authorization code using a browser

Exchange an authorization code for an access token

Prepare the demonstration

This demonstration assumes the following configuration:

AM is configured as an OAuth 2.0 authorization server. Ensure that:

The code  plugin is configured in the Response Type Plugins field.

The Authorization Code  grant type is configured in the Grant Types field.

The PAR Request URI Lifetime  attribute is set to a value sufficient to cover the duration of the PAR request.

For more information, refer to Authorization server configuration.

A confidential client called myClient  is registered in AM with the following configuration:

Client secret: forgerock

Scopes: write

Response Types: code

Grant Types: Authorization Code

For more information, refer to Client application registration. Complete these steps to prepare the authorization code
grant with PAR flow demonstration:

Get a PAR request URI

As the client, call the authorization server’s /oauth2/par endpoint. Specify parameters directly in the request body. Alternatively,
for large or sensitive data, AM supports the JWT-Secured Authorization Request (JAR) standard for PAR, which lets you wrap
parameters in a signed and encrypted JWT.

Example parameters with a JWT:

client_id=your-client-id

client_secret=your-client-secret

11. 

12. 

13. 
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request=signed-encrypted-JWT-value

Example parameters without a JWT:

client_id=your-client-id

client_secret=your-client-secret

redirect_uri=your-redirect-id

scope=write

response_type=code,

code_challenge=QR1D-7w1-rOQvlFe1CeqZigqaIpmZXatDMVvZ50o

code_challenge_method=S256

Example PAR request with a JWT:

$ curl \
--request POST \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
--data "request=eyJhbGciOiJIUzI1NiJ…mnRTwgPGTqkp5UBTVWaA_CifxWx1ikcZofOas" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/par"

Example PAR request without a JWT:

$ curl \
--request POST \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
--data "response_type=code" \
--data "scope=write" \
--data "code_challenge=QR1D-7w1-rOQvlFe1CeqZigqaIpmZXatDMVvZ50o" \
--data "code_challenge_method=S256" \
--data "redirect_uri=https://www.example.com:443" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/par"

On success, AM returns the following JSON:

{
  "request_uri": "C2c3yhu2IApAELttmZtfPNPQaIJxvTCHk", (1)
  "expires_in": 90 (2)
}

• 

• 

• 

• 

• 

• 

• 

• 

1 request_uri: A reference to the PAR request payload.
2 expires_in: The validity period of the request URI in seconds.
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Get an authorization code using a browser

Ensure the client has retrieved a request URI by following the steps described in Get a PAR request URI.

The client redirects the resource owner’s user-agent to the authorization server’s /oauth2/authorize endpoint, including
the following parameters:

client_id=your-client-id

response_type=code

redirect_uri=your-redirect-id

request_uri=the-PAR-request-uri

For example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize \
?client_id=myClient \
&request_uri=C2c3yhu2IApAELttmZtfPNPQaIJxvTCHk
&response_type=code \
&scope=write \
&state=abc123 \
&redirect_uri=https://www.example.com:443/callback

The resource owner authenticates to the authorization server, for example, using the credentials of the demo  user. In this
case, they log in using the default chain or tree configured for the realm.

On a successful login, the authorization server presents the AM consent screen unless AM is configured to use implied
consent.

1. 

2. 

◦ 

◦ 

◦ 

◦ 

info
The URL is split and spaces added for readability purposes.
The scope  parameter is optional if default values are configured in the authorization server or the client.
The state  parameter is included to protect against CSRF attacks but is also optional.

Note
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Figure 2. OAuth 2.0 consent screen

Click Allow to consent.

The authorization server redirects the resource owner to the URL specified in the redirect_uri  parameter.

Inspect the URL in the browser.

It contains a code  parameter with the authorization code the authorization server has issued.

For example:

http://www.example.com/callback?code=g5B3qZ8rWzKIU2xodV_kkSIk0F4&scope=write&iss…

The client performs the steps in Exchange an authorization code for an access token to exchange the authorization code
for an access token.

Get an authorization code using REST

Ensure the client has retrieved a request URI by following the steps described in Get a PAR request URI.

The resource owner logs in to the authorization server, for example, using the credentials of the demo  user.

For example:

5. 

6. 

7. 

1. 

2. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The client makes a POST call to the authorization server’s /oauth2/authorize endpoint, specifying the SSO token of the 
demo  in a cookie and, at least, the following parameters:

client_id=your-client-id

request_uri=the-PAR-request-uri

response_type=code

redirect_uri=your-redirect-uri

decision=allow

csrf=demo-user-SSO-token

For example:

$ curl --dump-header - \
--request POST \
--Cookie "iPlanetDirectoryPro=AQIC5wM…TU3OQ*" \
--data "request_uri=C2c3yhu2IApAELttmZtfPNPQaIJxvTCHk" \
--data "client_id=myClient" \
--data "scope=write" \
--data "response_type=code" \
--data "csrf=AQIC5wM…TU3OQ*" \
--data "redirect_uri=https://www.example.com:443/callback" \
--data "state=abc123" \
--data "decision=allow" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize"

If the authorization server is able to authenticate the user and the client, it returns an HTTP 302 response with the
authorization code appended to the redirection URL:

3. 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

info
The scope  parameter is optional if default values are configured in the authorization server or the client.
The state  parameter is included to protect against CSRF attacks but is also optional.

Note
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HTTP/2 302
…
location: https://www.example.com:443/callback?code=<authorization-code>&iss…
…

Perform the steps in Exchange an authorization code for an access token to exchange the authorization code for an
access token.

Exchange an authorization code for an access token

As the client, call the /oauth2/access_token endpoint to exchange the authorization code for an access token. Provide the
following parameters:

grant_type=authorization_code

code=your-authorization-code

redirect_uri=your-redirect-uri

code_verifier=your-code-verifier

Confidential clients can authenticate to the OAuth 2.0 endpoints in several ways. This example uses the following form
parameters:

client_id=your-client-id

client_secret=your-client-secret

For more information, refer to OAuth 2.0 client authentication.

For example:

$ curl \
--request POST \
--data "grant_type=authorization_code" \
--data "code=g5B3qZ8rWzKIU2xodV_kkSIk0F4" \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
--data "redirect_uri=https://www.example.com:443/callback" \
--data "code_verifier=082b7ab3042995bcb3163ec8…" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"

The client_id  and redirect_uri  parameters specified in this call must match those used as part of the authorization code
request, or the authorization server will not validate the code.

The authorization server returns an access token in the access_token  property. For example:

4. 

• 

• 

• 

• 

• 

• 
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{
  "access_token": "sbQZuveFumUDV5R1vVBl6QAGNB8",
  "scope": "write",
  "token_type": "Bearer",
  "expires_in": 3599
}

Implicit grant

Endpoints

/oauth2/authorize

/oauth2/userinfo (OpenID Connect [OIDC])

The implicit grant is designed for public clients that run inside the resource owner’s user-agent, for example, JavaScript
applications. For OIDC, this flow lets the relying party (RP) interact directly with the OpenID provider (OP), and receive tokens
directly from the authorization endpoint.

Because applications running in the user-agent are considered less trusted than applications running in servers, the authorization
server or OP never issues refresh tokens in this flow. Also, you must consider the security impact of cross-site scripting (XSS)
attacks that could leak the access token to other systems, and implement Cross-Origin Resource Sharing (CORS) to make OAuth
2.0 requests to different domains.

Due to the security implications of this flow, ForgeRock recommends that you use the Authorization code grant with PKCE flow
whenever possible.

lightbulb_2
The authorization server can also issue refresh tokens at the same time the access tokens are issued. For more
information, refer to Refresh tokens.

Tip

• 

• 

OAuth 2.0 PingAM

4906 Copyright © 2025 Ping Identity Corporation



The implicit grant flow

OAuth 2.0

The client, usually a single-page application (SPA), receives a request to access a protected resource. To access the
resource, the client requires authorization from the resource owner.

The client redirects the resource owner’s user-agent or opens a new frame to the Access Management authorization
service.

The authorization server authenticates the resource owner, confirms resource access, and gathers consent if not
previously saved.

If the resource owner’s credentials are valid, the authorization server returns the access token to the user-agent as part of
the redirection URI.

Now, the client must extract the access token from the URI. In this example, the user-agent follows the redirection to the
web-hosted server that contains the protected resources without the access token.

The web-hosted server returns a web page with an embedded script to extract the access token from the URI.

In another possible scenario, the redirection URI is a dummy URI in the client, and the client already has the logic in itself
to extract the access token.

The user-agent executes the script and retrieves the access token.

The user-agent returns the access token to the client.

The client requests access to the protected resource presenting the access token to the resource server.

Resource Owner
User-Agent

Resource Owner
User-Agent

Client

Client

AM
Authorization Server

AM
Authorization Server

Web-Hosted Client Resource

Web-Hosted Client Resource

Resource Server

Resource Server

1) Redirect...

2) ...with client_id, scope, state, redirect_uri

3)
Authenticate resource owner and
confirm resource access

4) Redirect with redirect_uri, access token in URI fragment...

5) ...to request redirect_uri without the fragment

6) Return web page with embedded script to extract access token

7) Execute script to retrieve access token

8) Return access token

9) Request resource with access token

10) Request access token validation and information

11) If access token is valid, respond with information

12) If access token is valid, return protected resource

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 
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The resource server contacts the authorization server to validate the access token.

The authorization server validates the token and responds to the resource server.

If the token is valid, the resource server allows the client to access the protected resource.

OIDC

The RP, usually an SPA, receives a request to access user information at the OP. To access this information, the RP requires
authorization from the end user.

The RP redirects the end user’s user-agent or opens a new frame to the OP.

As part of the implicit flow, the request includes the openid  scope and the nonce  parameter.

The OP authenticates the end user, confirms resource access, and gathers consent if necessary.

On success, the OP returns access and ID tokens to the user-agent in the redirection URI.

The user-agent extracts the tokens from the URI.

In this example, the user-agent follows the redirection to the RP without the tokens.

The RP returns a web page with an embedded script to extract the tokens from the URI.

In another possible scenario, the redirection URI is a dummy URI in the RP application and the RP application already has
the logic to extract the tokens.

10. 

11. 

12. 

AM
OpenID provider

End user
user-agent

End user
user-agent

Relying
party

Relying
party

Authorization
server

Authorization
server

UserInfo
endpoint

UserInfo
endpoint

1) Redirect...

2) ...for authentication

3)
Authenticate end user and
confirm resource access

4) Redirect with redirect_uri, access and ID tokens in URI fragment...

5) ...to request_uri without the fragment

6)
Return web page with an embedded script to extract
access and ID tokens

7) Extract the access and ID tokens

8) Return access and ID tokens

9) Validate ID Token and get user subject ID

Optional

10) Request additional claims with access token

11) Return additional claims

1. 

2. 

3. 

4. 

5. 

6. 
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The user-agent executes the script and retrieves the tokens.

The user-agent returns the tokens to the RP.

The RP validates the ID token and its claims.

The RP can use the ID token subject ID claim as the end user’s identity.

If the RP requires additional claims, it sends a request to the /oauth2/userinfo endpoint with the access token for
authorization.

If the access token is valid, the /oauth2/userinfo  endpoint returns any additional claims.

The RP can use the subject ID and the additional claims to identify the end user.

Demonstrate the implicit grant flow

Perform these steps to get an access token:

Prepare the demonstration

Get an access token using a browser or Get an access token using REST

Prepare the demonstration

This demonstration assumes the following configuration:

AM is configured as an OAuth 2.0 authorization server. Ensure that:

The token  plugin is configured in the Response Type Plugins field.

The Implicit Grant  grant type is configured in the Grant Types field.

For more information, refer to Authorization server configuration.

A public client called myClient  is registered in AM with the following configuration:

Scopes: write  (for OAuth 2.0)
openid  and profile  (for OIDC)

Response Types: token  and token id_token

Grant Types: Implicit

For more information, refer to Client application registration.

Get an access token using a browser

Perform the steps in this procedure to obtain an access token using the implicit grant:

The client redirects the resource owner’s user-agent to the authorization server’s /oauth2/authorize endpoint, including
the following query parameters:

client_id: your-client-id

response_type: token  (OAuth 2.0); token id_token  (OIDC)

7. 

8. 

9. 

10. 

11. 

1. 

2. 

• 

◦ 

◦ 

• 

◦ 

◦ 

◦ 

1. 

◦ 

◦ 
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scope: write  (OAuth 2.0); openid  and profile  (OIDC)

redirect_uri=your-redirect-uri

If the OAuth 2.0 provider is configured for a subrealm rather than the Top Level Realm, you must specify it in the endpoint.
For example, if the OAuth 2.0 provider is configured for the /alpha  realm, then use /oauth2/realms/root/realms/
alpha/authorize .

For example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize \
?client_id=myClient \
&response_type=token \
&scope=write \
&redirect_uri=https://www.example.com:443/callback \
&state=abc123

For OIDC, use scope=openid profile  and response_type=token id_token  instead.

The resource owner logs in to the authorization server, for example, using the credentials of the demo  user.

In this case, they log in using the default chain or tree configured for the realm.

After logging in, the authorization server presents the AM user interface consent screen:

◦ 

◦ 

info
The URL is split and spaces added for readability purposes.
The scope  parameter is optional if default values are configured in the authorization server or the client.
The state  parameter is included to protect against CSRF attacks but is also optional.

Note

2. 
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Figure 1. OAuth 2.0 consent screen

The resource owner selects the Allow  button to grant consent for the write  scope.

The authorization server redirects the resource owner to the URL specified in the redirect_uri  parameter.

Inspect the URL in the browser.

For OAuth 2.0, it contains the access token the authorization server has issued, for example:

https://www.example.com:443/callback#access_token=[.var]##<access_token>##&iss...

For OIDC, it contains the access and ID tokens; for example:

https://www.example.com/callback#access_token=<access_token>&id_token=<id_token>…

Get an access token using REST

Authenticate as the resource owner.

For example:

3. 

4. 

1. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

As the client, call the /oauth2/authorize endpoint to request the authorization code. Provide the resource owner’s SSO
token in a cookie and the following parameters:

client_id: your-client-id

response_type: token  (OAuth 2.0); token id_token  (OIDC)

decision: allow

csrf: demo-user-SSO-token

redirect_uri: your-redirect-uri

scope: write  (OAuth 2.0); openid  and profile  (OIDC)

For information about the parameters supported by the /oauth2/authorize  endpoint, see /oauth2/authorize.

If the OAuth 2.0 provider is configured for a subrealm rather than the Top Level Realm, you must specify it in the endpoint.
For example, if the OAuth 2.0 provider is configured for the /alpha  realm, then use /oauth2/realms/root/realms/
alpha/authorize .

For example:

curl --dump-header - \
--request POST \
--Cookie "iPlanetDirectoryPro=AQIC5wM…TU3OQ*" \
--data "client_id=myClient" \
--data "response_type=token" \
--data "scope=write" \
--data "state=123abc" \
--data "decision=allow" \
--data "csrf=AQIC5wM…TU3OQ*" \
--data "redirect_uri=https://www.example.com:443/callback" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize"

For OIDC, use scope=openid profile  and response_type=token id_token  instead.

2. 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

info
The scope  parameter is optional if default values are configured in the authorization server or the client.
The state  parameter is included to protect against CSRF attacks but is also optional.

Note
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For OAuth 2.0, if the authorization server is able to authenticate the user, it returns an HTTP 302 response with the access
token appended to the redirection URI:

HTTP/2 302
…
location: https://www.example.com:443/callback#access_token=<access-token>&iss…

For OIDC, it returns the access and ID tokens in the redirection URI:

HTTP/2 302
…
location: https://www.example.com:443/callback#access_token=<access-token>&id_token=<id_token>…
…

Additional OIDC claims

An RP can request additional claims about the end user with the access token at the /oauth2/userinfo endpoint:

$ curl \
--request GET \
--header "Authorization Bearer <access-token>" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/userinfo"
{
  "name": "<resource-owner-display-name>",
  "family_name": "<resource-owner-family-name>",
  "given_name": "<resource-owner-given-name>",
  "sub": "<resource-owner-sub>",
  "subname": "<resource-owner-id>"
}

Resource owner password credentials grant

Endpoints

/oauth2/access_token

The resource owner password credentials (ROPC) grant flow lets the client use the resource owner’s username and password to
get an access token.

Because the resource owner shares their credentials with the client, this flow is deemed the most insecure of the OAuth 2.0 flows.
The resource owner’s credentials can potentially be leaked or abused by the client application, and the resource owner has no
control over the authorization process.

Only implement the ROPC grant flow if the resource owner has a trusted relationship with the client, such as when the client is
part of the device operating system or a highly privileged application.

• 
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The ROPC grant flow

Figure 1. OAuth 2.0 ROPC grant flow

The resource owner provides the client with their username and password.

The client sends the resource owner’s and its own credentials to the authorization server, which authenticates the
credentials and authorizes the resource owner’s request.

If the credentials are valid, the authorization server returns an access token to the client.

The client requests access to the protected resource presenting the access token to the resource server.

The resource server contacts the authorization server to validate the access token.

The authorization server validates the token and responds to the resource server.

If the token is valid, the resource server allows the client to access the protected resource.

Demonstrate the ROPC grant flow

Perform these steps to get an access token:

Prepare the demonstration

Define an ROPC authentication service

Get an access token using the ROPC grant flow

Prepare the demonstration

This demonstration assumes the following configuration:

AM is configured as an OAuth 2.0 authorization server.

Make sure the Resource Owner Password Credentials  grant type is configured in the Grant Types field.

For more information, refer to Authorization server configuration.

A confidential client called myClient  is registered in AM with the following configuration:

Client secret: forgerock

Resource Owner

Resource Owner

Client

Client

AM
Authorization Server

AM
Authorization Server

Resource Server

Resource Server

1) Provide user name, password

2) Authenticate

3) If credentials are valid, return access token

4) Request resource with access token

5) Request access token validation and information

6) If access token is valid, respond with information

7) If access token is valid, return protected resource

1. 
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3. 

4. 

5. 

6. 

7. 

1. 

2. 

3. 
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Scope(s): write

Grant Types: Resource Owner Password Credentials

For more information, refer to Client application registration.

Define an ROPC authentication service

Configure AM to use a tree or chain that can authenticate a resource owner without UI-based interaction, such as the 
ldapService  chain (default), or the Example  tree.

Specify the tree or chain by using one or more of the methods below. AM checks for the configured value in the following order,
using the first value found:

For a specific access token REST request.

Set the auth_chain  parameter.

Individually for a realm, overriding the realm-level setting below.

Go to Realms > Realm Name > Services > OAuth2 Provider > Advanced, and set the Password Grant Authentication
Service  property.

Individually for a realm.

Go to Realms > Realm Name > Authentication > Settings > Core, and set the Organization Authentication
Configuration  property.

Globally, for all realms.

Go to Configure > Authentication > Core Attributes > Core, and set the Organization Authentication Configuration
property.

For more information, see Configure sensible default authentication services.

Get an access token using the ROPC grant flow

The resource owner provides their credentials to the client. This is done outside the scope of this procedure.

As the client, call /oauth2/access_token specifying the resource owner’s and the client’s credentials, and 
grant_type=password .

Confidential clients can authenticate to the OAuth 2.0 endpoints in several ways. This example uses the following form
parameters:

client_id=your-client-id

client_secret=your-client-secret

For more information, refer to OAuth 2.0 client authentication.

If the OAuth 2.0 provider is configured for a subrealm rather than the Top Level Realm, you must specify it in the endpoint.
For example, if the OAuth 2.0 provider is configured for the /alpha  realm, then use /oauth2/realms/root/realms/
alpha/access_token .

For example:

◦ 

◦ 

1. 

2. 

3. 

4. 

1. 

2. 

◦ 

◦ 
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$ curl \
--request POST \
--data "grant_type=password" \
--data "username=<resource-owner-username>" \
--data "password=<resource-owner-password>" \
--data "scope=write" \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"

The authorization server returns an access token, for example:

{
  "access_token": "<access-token>",
  "scope": "write",
  "token_type": "Bearer",
  "expires_in": 3599
}

Client credentials grant

Endpoints

/oauth2/access_token

The client credentials grant is intended for clients who are also resource owners that need to access their own data rather than
acting on behalf of a user.

For example, an application that needs access to a protected resource to update its configuration might use the client credentials
grant to get an access token.

The client credentials grant flow supports confidential clients only.

info
The scope  parameter is optional if default values are configured in the authorization server or the client.

Note

lightbulb_2
The authorization server can also issue refresh tokens at the same time the access tokens are issued. For more
information, refer to Refresh tokens.

Tip

• 
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Figure 1. OAuth 2.0 client credentials grant flow

The client sends its credentials to the authorization server to authenticate and requests an access token.

If the client credentials are valid, the authorization server returns an access token to the client.

The client requests access to the protected resource from the resource server.

The resource server contacts the authorization server to validate the access token.

The authorization server validates the token and responds to the resource server.

If the token is valid, the resource server allows the client to access the protected resource.

Demonstrate the client credentials grant flow

Perform these steps to get an access token:

Prepare the demonstration

Get an access token using the client credentials grant

Prepare the demonstration

Complete these steps to prepare the client credentials grant flow demonstration:

AM is configured as an OAuth 2.0 authorization server. Ensure that:

The Client Credentials  grant type is configured in the Grant Types field.

For more information, refer to Authorization server configuration.

A confidential client called myClient  is registered in AM with the following configuration:

Client secret: forgerock

Scopes: write

Grant Types: Client Credentials

For more information, refer to Client application registration.

Client

Client

AM
Authorization Server

AM
Authorization Server

Resource Server

Resource Server

1) Authenticate, request access token from token endpoint

2) If credentials are valid, return access token

3) Request resource with access token

4) Request access token validation and information

5) If access token is valid, respond with information

6) If access token is valid, return protected resource
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Get an access token using the client credentials grant

As the client, call /oauth2/access_token specifying the client’s credentials and grant_type=client_credentials .

Confidential clients can authenticate to the OAuth 2.0 endpoints in several ways. This example uses the following form
parameters:

client_id=your-client-id

client_secret=your-client-secret

For more information, refer to OAuth 2.0 client authentication.

If the OAuth 2.0 provider is configured for a subrealm rather than the Top Level Realm, you must specify it in the endpoint. For
example, if the OAuth 2.0 provider is configured for the /alpha  realm, use /oauth2/realms/root/realms/alpha/access_token .

For example:

$ curl \
--request POST \
--data "grant_type=client_credentials" \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
--data "scope=write" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"

The authorization server returns an access token, for example:

{
  "access_token": "<access-token>",
  "scope": "write",
  "token_type": "Bearer",
  "expires_in": 3599
}

Device authorization grant

Endpoints

/oauth2/device/code

/oauth2/device/user

/oauth2/access_token

The device authorization grant, formerly known as the device flow, is designed for client devices that have limited user interfaces,
such as a set-top box, streaming radio, or a server process running on a headless operating system.

• 

• 

info
The scope  parameter is optional if default values are configured in the authorization server or the client.

Note

• 

• 

• 
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Instead of logging in with the client device, you can authorize the client to access protected resources on your behalf. You log in
with a different user agent, such as a phone or Internet browser, and authenticate using a code that the client device displays.

The device grant flow

Figure 1. OAuth 2.0 device grant flow

The client device requests a device code from AM.

AM returns a device code, a user code, a URL for entering the user code, and an interval, in seconds.

The client device provides instructions to the user to enter the user code. The client may choose an appropriate method to
convey the instructions, for example, text instructions on screen, or a QR code.

The client device continuously polls AM to check if authorization has been completed.

If the user hasn’t completed the authorization, AM returns an HTTP 403 status code, with an authorization_pending
message.

The user follows the instructions from the client device to enter the user code by using a separate device.

If the user code is valid, AM redirects the resource owner for authentication.

Upon authentication, the user is prompted to confirm the user code. The page is pre-populated with the one entered
before.

Client
Device

Client
Device

AM
Authorization Server

AM
Authorization Server

User

1) Request device code

2)
Return device code, user code, URL,
and interval

3) Provide user code to user

User

loop [Each Interval]

4) Poll for authorization with device code

5) Return [403] authorization_pending

6) Enter user code

7) Authenticate

8) Confirm user code

9) Approve client access

10) Return [200] access_token
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The user can authorize the client device. The AM consent page also displays the requested scopes, and their values.

Upon authorization, AM responds to the client device’s polling with an HTTP 200 status, and an access token, giving the
client device access to the requested resources.

Demonstrate the device grant flow

Follow these steps to demonstrate the OAuth 2.0 device flow:

Prepare the demonstration

Get a user code for the device

Grant consent using a browser or Grant consent using REST

Poll for authorization

Prepare the demonstration

This demonstration assumes the following configuration:

AM is configured as an OAuth 2.0 authorization server.

Ensure that the Device Code  grant type is configured in the Grant Types field.

For more information, refer to Authorization server configuration.

A public client called myClient  is registered in AM with the following configuration:

Scopes: write

Grant Types: Device Code

For more information, refer to Client application registration.

Get a user code for the device

Devices can display a user code and instructions for a user, which can be used on a separate client to provide consent, allowing
the device to access resources.

User codes consist of a random selection of characters. You can configure the character set.

By default, AM generates the user code from eight of the following characters:

234567ABCDEFGHIJKLMNOPQRSTVWXYZabcdefghijkmnopqrstvwxyz

9. 

info
If the user had a valid session when they entered the code and the client is configured to skip consent, AM
doesn’t display the confirmation or the consent pages.
This is also true if you perform the call using REST and pass the decision=allow  parameter.

Note

10. 

• 

• 

• 

• 

• 

• 

◦ 

◦ 
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Perform the following steps to request a user code in the OAuth 2.0 device flow:

As the client, call the /oauth2/device/code endpoint specifying the client ID, myClient , as a minimum.

For information about the parameters supported by the /oauth2/device/code  endpoint, refer to /oauth2/device/code.
For information about private client authentication methods, refer to OAuth 2.0 client authentication.

For example:

$ curl \
--request POST \
--data "client_id=myClient" \
--data "scope=write" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/code"
{
    "interval": 5,
    "device_code": "7a95a0a4-6f13-42e3-ac3e-d3d159c94c55…",
    "verification_uri": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user",
    "verification_url": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user",
    "verification_uri_complete": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/
device/user?user_code=VAL12e0v",
    "user_code": "VAL12e0v",
    "expires_in": 300
}

On success, AM returns a user code, a verification URI, and a verification_uri_complete  value comprising the user
code appended to the URI, which can be used to create QR codes.

The output includes the verification_url  to support earlier versions of the specification.

AM also returns an interval, in seconds, that the client device must wait between requests for an access token.

The client device should now give instructions to the user to enter the user code and grant access to the OAuth 2.0 device.

The client can choose an appropriate method to convey the instructions, for example, text instructions on screen, or a QR
code. Perform the steps in one of the following procedures:

To grant access to the client without using a browser, refer to Grant consent using REST.

To grant access to the client using a browser, refer to Grant consent using a browser.

lightbulb_2
You can configure the list of possible characters to improve usability. For example, remove similar characters such as
'4' and 'A' to reduce ambiguity on low-resolution device screens, or limit input to either alphabetical or numerical
characters to suit mobile keyboards.
The length of the user code is also configurable.
For more information, refer to the device flow configuration.

Tip

1. 

lightbulb_2
You can configure the returned values by navigating to Realms > Realm Name > Services > OAuth2 Provider >
Device Flow.

Tip

2. 

◦ 

◦ 

PingAM OAuth 2.0

Copyright © 2025 Ping Identity Corporation 4921



The client device should also begin polling the authorization server for the access token using the interval and device code
information obtained in the previous step.

For more information, refer to Poll for authorization.

Grant consent using REST

The OAuth 2.0 device authorization grant requires the user to grant consent to let a client device access a resource. The
authorization server provides the client with an access token.

To grant consent with a user code without using a browser, perform the following steps:

The resource owner logs in to the authorization server.

This example authenticates the demo  user:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The client sends a POST request to the authorization server’s device user endpoint, specifying the SSO token of the demo
user and, at least, the following parameters:

user_code=resource-owner-user-code

decision= allow

csrf=demo-user-SSO-token

The iPlanetDirectoryPro  cookie is required and must contain the SSO token of the user granting access to the client.

The scope  and the client_id  parameters aren’t included because the user code already contains that information.

$ curl \
--request POST \
--header "Cookie: iPlanetDirectoryPro=AQIC5wM…TU3OQ*" \
--data "user_code=VAL12e0v" \
--data "decision=allow" \
--data "csrf=AQIC5wM…TU3OQ*" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user"

For information about the parameters supported by the /oauth2/device/user  endpoint, refer to /oauth2/device/user.

AM returns HTML containing a JavaScript fragment named pageData , with details of the result. The following example
shows the default HTML response:

3. 

1. 

2. 

◦ 

◦ 

◦ 
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<!DOCTYPE html>
<!--
  Copyright 2015-2018 Ping Identity Corporation

  Use of this code requires a commercial software license with Ping Identity Corporation.
  or with one of its affiliates. All use shall be exclusively subject
  to such license between the licensee and Ping Identity Corporation.
-->
<html lang="en">
<head>
  <meta charset="utf-8">
  <meta http-equiv="X-UA-Compatible" content="IE=edge">
  <meta name="viewport" content="width=device-width, initial-scale=1">
  <meta name="description" content="OAuth2 Authorization">
  <title>OAuth2 Authorization Server</title>
</head>

<body style="display:none">
<div id="wrapper">Loading...</div>
<footer id="footer" class="footer"></footer>
<script type="text/javascript">
  pageData = {
      locale: "en_US",
      baseUrl : "https://openam.example.com:8443/openam/XUI/",
      realm : "\/alpha",
      done: true
  };
</script>
<script src="https://openam.example.com:8443/openam/XUI/main-device.js"></script>
</body>
</html>

The done: true  in the pageData  fragment means the flow can continue.

To return the output in JSON format instead of HTML, include the Accept: application/json  header in the request. The
following example returns the output in JSON:

$ curl \
--request POST \
--header "Cookie: iPlanetDirectoryPro=ne1QUOjPzY0r…" \
--header "Accept: application/json" \
--data "user_code=Gp4qkX4G" \
--data "decision=allow" \
--data "csrf=ne1QUOjPzY0r…" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user"
{
  "baseUrl": "http://am.example.com:8080/am/XUI",
  "errorCode": null,
  "realm": "/alpha",
  "csrf": "1hQSplblZgaErLQ0/1rvcEvw5lj/cJQx3lrC3dV/3ac=",
  "locale": "en_US",
  "userCode": "Gp4qkX4G"
}

In this case, the "errorCode": null  means the request is successful and the flow can continue.
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If the supplied user code is wrong or has been used, the output includes the following pageData  fragment:

pageData = {
    locale: "en_US",
    errorCode: "not_found",
    realm : "/alpha",
    baseUrl : "https://openam.example.com:8443/openam/XUI/"
    oauth2Data: {
          csrf: "ErFIk8pMraJ1rvKbloTgpp6b7GZ57kyk9HaIiKMVK3g=",
          userCode: "VAL12e0v"
    }
}

Grant consent using a browser

OAuth 2.0 device flow requires that the user grants consent to allow the client device to access the resources. The authorization
server would then provide the client with an access token.

To grant consent with a user code using a browser, perform the following steps:

The resource owner navigates to the verification URL acquired with the user code, for example, https://
openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user .

The resource owner logs in to the authorization server using, for example, the demo  user credentials.

The resource owner enters their user code:

emergency_home
In accordance with Section 4.1.1 of the OAuth 2.0 authorization framework, the authorization server must
legitimately obtain an authorization decision from the resource owner.
Clients using the endpoints to register consent are responsible for ensuring this requirement. AM can’t assert
that consent was given in these cases.

Important

1. 

2. 

3. 
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Figure 2. OAuth 2.0 User Code

The resource owner authorizes the device flow client by allowing the requested scopes:4. 
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Figure 3. OAuth 2.0 Consent Page

AM adds the OAuth 2.0 client to the user’s profile page in the Authorized Apps section and displays that the user is done
with the flow:

info
If the client uses implied consent, AM does not display this screen.

Note

5. 
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Figure 4. OAuth 2.0 Done Page

The device now can request an access token from AM.

Poll for authorization

The client device must poll the authorization server for an access token, since it cannot know whether the resource owner has
already given consent or not.

Perform the following steps to poll for an access token:

On the client device, create a POST request to poll the /oauth2/access_token  endpoint to request an access token
specifying, at least, the following parameters:

client_id=your-client-id

grant_type= urn:ietf:params:oauth:grant-type:device_code

device_code=your-device-code

For information about the parameters supported by the /oauth2/access_token  endpoint, refer to /oauth2/access_token.

The client device must wait for the number of seconds previously provided as the value of interval  between polling AM
for an access token. For example:

$ curl \
--request POST \
--data "client_id=myClient" \
--data "grant_type=urn:ietf:params:oauth:grant-type:device_code" \
--data "device_code=7a95a0a4-6f13-42e3-ac3e-d3d159c94c55…" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"

1. 

◦ 

◦ 

◦ 
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If the user has authorized the client device, AM returns an HTTP 200 status code with an access token that can be used to
request resources:

{
    "expires_in": 3599,
    "token_type": "Bearer",
    "access_token": "c1e9c8a4-6a6c-45b2-919c-335f2cec5a40"
}

If the user hasn’t authorized the client device, AM returns an HTTP 403 status code with the following error message:

{
    "error": "authorization_pending",
    "error_description": "The user has not yet completed authorization"
}

If the client device is polling faster than the specified interval, AM returns an HTTP 400 status code with the following error
message:

{
    "error": "slow_down",
    "error_description": "The polling interval has not elapsed since the last request"
}

Device authorization grant with PKCE

Endpoints

/oauth2/device/code

/oauth2/device/user

/oauth2/access_token

The device authorization grant is designed for client devices that have limited user interfaces, such as a set-top box. Because the
devices are usually public clients, it’s possible for malicious users to intercept the device code. If a device allows it, you can
mitigate against interception attacks by combining the device authorization grant with the Proof Key for Code Exchange (PKCE)
standard (RFC 7636).

AM implements this grant by adding the following parameters on top of those used for the device authorization grant:

lightbulb_2
The authorization server can also issue refresh tokens at the same time the access tokens are issued. For more
information, refer to Refresh tokens.

Tip

• 

• 

• 
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code_verifier (form parameter)

A random string that correlates the authorization request to the token request.

code_challenge (query parameter)

A string derived from the code verifier. This string is sent in the authorization request and must be verified later with the
code verifier.

code_challenge_method (query parameter)

The method used to derive the code challenge.

The device grant flow with PKCE

Figure 1. OAuth 2.0 device grant flow with PKCE

To use the PKCE standard, the device must be able to generate a code verifier and a code challenge.

For a JavaScript example that generates a code verifier and a code challenge, refer to here.

The client device requests a device code from AM, appending the code challenge previously generated to the request.

AM returns a device code, a user code, a URL for entering the user code, and an interval, in seconds.

Client
Device

Client
Device

AM
Authorization Server

AM
Authorization Server

User

1) Create code challenge and code verifier.

2) Request device code, send code challenge and method

3)
Return device code, user code, URL,
and interval

4) Provide user code to user

User

loop [Each Interval]

5) Poll for authorization with device code and code verifier

6) Return [403] authorization_pending

7) Enter user code

8) Authenticate

9) Confirm user code

10) Approve client access

11) Return [200] access_token

1. 

2. 

3. 
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The client device provides instructions to the user to enter the user code. The client may choose an appropriate method to
convey the instructions, for example, text instructions on screen, or a QR code.

The client device begins to continuously poll AM to see if authorization has been completed, appending the code verifier
previously generated.

If the user hasn’t completed the authorization, AM returns an HTTP 403 status code, with an authorization_pending
message.

The user follows the instructions from the client device to enter the user code by using a separate device.

The authorization server verifies the code challenge stored in memory using the validation code. It also verifies the user
code. If both codes are valid, AM redirects the resource owner for authentication.

Upon authentication, the user is prompted to confirm the user code. The page is pre-populated with the one entered
before.

The user can authorize the client device. The AM consent page also displays the requested scopes, and their values.

Upon authorization, AM responds to the client device’s polling with an HTTP 200 status, and an access token, giving the
client device access to the requested resources.

Demonstrate the device grant flow with PKCE

Follow these steps to demonstrate the OAuth 2.0 device flow:

Prepare the demonstration

Get a user code for the device

Grant consent using a browser or Grant consent using REST

Poll for authorization

Prepare the demonstration

This demonstration assumes the following configuration:

AM is configured as an OAuth 2.0 authorization server.

Ensure that the Device Code  grant type is configured in the Grant Types field.

4. 

5. 

6. 

7. 

8. 

9. 

10. 

info
If the user has a valid session when they enter the code and the client can skip consent, AM doesn’t display the
confirmation or the consent pages
This is also true if you perform the call using REST and pass the decision=allow  parameter.

Note

11. 

• 

• 

• 

• 

• 

info
The Code Verifier Parameter Required  setting (Realms > Realm Name > Services > OAuth2 Provider >
Advanced) specifies whether AM requires clients to include a code verifier in their calls. However, if a client
makes a call to AM with the code_challenge  parameter, AM will honor the code exchange regardless of the 
Code Verifier Parameter Required  value. For more information, refer to Authorization server
configuration.

Note
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A public client called myClient  is registered in AM with the following configuration:

Scopes: write

Grant Types: Device Code

For more information, refer to Client application registration.

Get a user code for the device

Devices can display a user code and instructions for a user, which can be used on a separate client to provide consent, allowing
the device to access resources.

User codes consist of a random selection of characters. You can configure the character set.

By default, AM generates the user code from eight of the following characters:

234567ABCDEFGHIJKLMNOPQRSTVWXYZabcdefghijkmnopqrstvwxyz

Perform the following steps to request a user code in the OAuth 2.0 device flow:

As the client, call the /oauth2/device/code endpoint specifying, at least, the following parameters:

client_id=your-client-id

code_challenge=your-code-challenge

code_challenge_method=S256

Creating the challenge using a SHA-256 algorithm is mandatory if the device supports it, as per the RFC 7636
standard.

For information about the parameters supported by the /oauth2/device/code  endpoint, see /oauth2/device/code. For
information about private client authentication methods, refer to OAuth 2.0 client authentication.

For example:

• 

◦ 

◦ 

lightbulb_2
You can configure the list of possible characters to improve usability. For example, remove similar characters such as
'4' and 'A' to reduce ambiguity on low-resolution device screens, or limit input to either alphabetical or numerical
characters to suit mobile keyboards.
The length of the user code is also configurable.
For more information, refer to the device flow configuration.

Tip

1. 

◦ 

◦ 

◦ 
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$ curl \
--request POST \
--data "client_id=myClient" \
--data "code_challenge=j3wKnK2Fa_mc2tgdqa6GtUfCYjdWSA5S23JKTTtPF8Y" \
--data "code_challenge_method=S256" \
--data "scope=write" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/code"
{
    "interval": 5,
    "device_code": "7a95a0a4-6f13-42e3-ac3e-d3d159c94c55…",
    "verification_uri": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user",
    "verification_url": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user",
    "verification_uri_complete": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/
device/user?user_code=VAL12e0v",
    "user_code": "VAL12e0v",
    "expires_in": 300
}

On success, AM returns a user code, a verification URI, and a verification_uri_complete  value comprising the user
code appended to the URI, which can be used to create QR codes.

The output includes the verification_url  to support earlier versions of the specification.

AM also returns an interval, in seconds, that the client device must wait between requests for an access token.

The client device should now provide instructions to the user to enter the user code and grant access to the OAuth 2.0
device.

The client may choose an appropriate method to convey the instructions, for example, text instructions on screen, or a QR
code.

Perform the steps in one of the following procedures:

Grant consent using a browser

Grant consent using REST

The client device should also begin polling the authorization server for the access token using the interval and device code
information obtained in the previous step and the PKCE code verifier. For more information, refer to Poll for
authorization.

Grant consent using REST

The OAuth 2.0 device authorization grant requires the user to grant consent to let a client device access a resource. The
authorization server provides the client with an access token.

To grant consent with a user code without using a browser, perform the following steps:

The resource owner logs in to the authorization server.

lightbulb_2
You can configure the returned values by navigating to Realms > Realm Name > Services > OAuth2 Provider >
Device Flow.

Tip

2. 

◦ 

◦ 

3. 

1. 
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This example authenticates the demo  user:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

The client sends a POST request to the authorization server’s device user endpoint, specifying the SSO token of the demo
user and, at least, the following parameters:

user_code=resource-owner-user-code

decision= allow

csrf=demo-user-SSO-token

The iPlanetDirectoryPro  cookie is required and must contain the SSO token of the user granting access to the client.

The scope  and the client_id  parameters aren’t included because the user code already contains that information.

$ curl \
--request POST \
--header "Cookie: iPlanetDirectoryPro=AQIC5wM…TU3OQ*" \
--data "user_code=VAL12e0v" \
--data "decision=allow" \
--data "csrf=AQIC5wM…TU3OQ*" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user"

For information about the parameters supported by the /oauth2/device/user  endpoint, refer to /oauth2/device/user.

AM returns HTML containing a JavaScript fragment named pageData , with details of the result. The following example
shows the default HTML response:

2. 

◦ 

◦ 

◦ 
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<!DOCTYPE html>
<!--
  Copyright 2015-2018 Ping Identity Corporation

  Use of this code requires a commercial software license with Ping Identity Corporation.
  or with one of its affiliates. All use shall be exclusively subject
  to such license between the licensee and Ping Identity Corporation.
-->
<html lang="en">
<head>
  <meta charset="utf-8">
  <meta http-equiv="X-UA-Compatible" content="IE=edge">
  <meta name="viewport" content="width=device-width, initial-scale=1">
  <meta name="description" content="OAuth2 Authorization">
  <title>OAuth2 Authorization Server</title>
</head>

<body style="display:none">
<div id="wrapper">Loading...</div>
<footer id="footer" class="footer"></footer>
<script type="text/javascript">
  pageData = {
      locale: "en_US",
      baseUrl : "https://openam.example.com:8443/openam/XUI/",
      realm : "\/alpha",
      done: true
  };
</script>
<script src="https://openam.example.com:8443/openam/XUI/main-device.js"></script>
</body>
</html>

The done: true  in the pageData  fragment means the flow can continue.

To return the output in JSON format instead of HTML, include the Accept: application/json  header in the request. The
following example returns the output in JSON:

$ curl \
--request POST \
--header "Cookie: iPlanetDirectoryPro=ne1QUOjPzY0r…" \
--header "Accept: application/json" \
--data "user_code=Gp4qkX4G" \
--data "decision=allow" \
--data "csrf=ne1QUOjPzY0r…" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user"
{
  "baseUrl": "http://am.example.com:8080/am/XUI",
  "errorCode": null,
  "realm": "/alpha",
  "csrf": "1hQSplblZgaErLQ0/1rvcEvw5lj/cJQx3lrC3dV/3ac=",
  "locale": "en_US",
  "userCode": "Gp4qkX4G"
}

In this case, the "errorCode": null  means the request is successful and the flow can continue.
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If the supplied user code is wrong or has been used, the output includes the following pageData  fragment:

pageData = {
    locale: "en_US",
    errorCode: "not_found",
    realm : "/alpha",
    baseUrl : "https://openam.example.com:8443/openam/XUI/"
    oauth2Data: {
          csrf: "ErFIk8pMraJ1rvKbloTgpp6b7GZ57kyk9HaIiKMVK3g=",
          userCode: "VAL12e0v"
    }
}

Grant consent using a browser

OAuth 2.0 device flow requires that the user grants consent to allow the client device to access the resources. The authorization
server would then provide the client with an access token.

To grant consent with a user code using a browser, perform the following steps:

The resource owner navigates to the verification URL acquired with the user code, for example, https://
openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user .

The resource owner logs in to the authorization server using, for example, the demo  user credentials.

The resource owner enters their user code:

emergency_home
In accordance with Section 4.1.1 of the OAuth 2.0 authorization framework, the authorization server must
legitimately obtain an authorization decision from the resource owner.
Clients using the endpoints to register consent are responsible for ensuring this requirement. AM can’t assert
that consent was given in these cases.

Important

1. 

2. 

3. 
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Figure 2. OAuth 2.0 User Code

The resource owner authorizes the device flow client by allowing the requested scopes:4. 
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Figure 3. OAuth 2.0 Consent Page

AM adds the OAuth 2.0 client to the user’s profile page in the Authorized Apps section and displays that the user is done
with the flow:

info
If the client uses implied consent, AM does not display this screen.

Note

5. 
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Figure 4. OAuth 2.0 Done Page

The device now can request an access token from AM.

Poll for authorization

The client device must poll the authorization server for an access token, as it can’t know whether the resource owner has given
consent.

Perform the following steps to poll for an access token:

On the client device, create a POST request to poll the /oauth2/access_token  endpoint to request an access token
specifying, at least, the following parameters:

client_id*=your-client-id

grant_type= urn:ietf:params:oauth:grant-type:device_code

device_code=your-device-code

code_verifier=your-code-verifier

For information about the parameters supported by the /oauth2/access_token  endpoint, see /oauth2/access_token.

The client device must wait for the number of seconds previously provided as the value of interval  between polling AM
for an access token. For example:

1. 

◦ 

◦ 

◦ 
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$ curl \
--request POST \
--data "client_id=myClient" \
--data "grant_type=urn:ietf:params:oauth:grant-type:device_code" \
--data "device_code=7a95a0a4-6f13-42e3-ac3e-d3d159c94c55…" \
--data "code_verifier=ZpJiIM_G0SE9WlxzS69Cq0mQh8uyFaeEbILlW8tHs62SmEE6n7Nke0XJGx_F4OduTI4"
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"

If the user has authorized the client device, AM returns an HTTP 200 status code with an access token that can be used to
request resources:

{
    "expires_in": 3599,
    "token_type": "Bearer",
    "access_token": "c1e9c8a4-6a6c-45b2-919c-335f2cec5a40"
}

If the user hasn’t authorized the client device, AM returns an HTTP 403 status code with the following error message:

{
    "error": "authorization_pending",
    "error_description": "The user has not yet completed authorization"
}

If the client device is polling faster than the specified interval, AM returns an HTTP 400 status code with the following error
message:

{
    "error": "slow_down",
    "error_description": "The polling interval has not elapsed since the last request"
}

SAML v2.0 profile for authorization

Endpoints

/oauth2/access_token

RFC 7522 Security Assertion Markup Language (SAML) 2.0 Profile for OAuth 2.0 Client Authentication and Authorization Grants
 defines the use of SAML v2.0 assertions for requesting access tokens and for client authentication. This page describes how to
exchange a JWT bearer token for an access token.

lightbulb_2
The authorization server can also issue refresh tokens at the same time the access tokens are issued. For more
information, refer to Refresh tokens.

Tip

• 
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In this profile, the SAML v2.0 identity provider (IDP) authenticates the resource owner, obtains authorization, and prepares a
signed assertion to use the Access Management REST APIs. Access Management does not interact with the resource owner in this
grant flow or present consent pages.

SAML assertion for authorization flow

The client directs the resource owner to the IDP for authentication.

The IDP authenticates the resource owner and returns a signed assertion.

On success, the IDP supplies a signed assertion.

The IDP redirects the resource owner to the client with the assertion.

The client exchanges the assertion for an access token.

Access Management validates the assertion and, on success, issues an access token to the client.

If Access Management cannot validate the assertion, it returns an error.

The client uses the token when requesting access to protected resources.

The resource server contacts the authorization server to validate the access token.

The authorization server validates the token and responds to the resource server.

The resource server allows the client to access the protected resources.

Configuration requirements

The OAuth 2.0 client application must:

Inform the resource owner they grant consent by authenticating with the IDP.

Consume the access token and handle errors as necessary.

Include Grant Types: SAML2  in its Access Management profile.

Resource owner
user-agent

Resource owner
user-agent

Client

Client

SAML v2.0
identity provider

SAML v2.0
identity provider

OAuth 2.0 authorization server
and SAML v2.0 service provider

OAuth 2.0 authorization server
and SAML v2.0 service provider

OAuth 2.0
resource server

OAuth 2.0
resource server

1) Redirect....

2) ...for authentication.

3) If credentials are valid, redirect...

4) ...with signed SAML v2.0 assertion to client

5) Authenticate, request access token with assertion

6) If assertion is valid, return access token

7) Request resource with access token

8) Request token validation and information

9) If access token is valid, respond with information

10) Return protected resource

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

• 

• 
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The IDP must:

Issue signed assertions.

Specify an issuer in the assertion matching the IDP’s name; for example, https://idp.example.com:8443/idp .

Specify an audience in the assertion matching the service provider’s (SP) name; for example, https://
openam.example.com:8443/openam/ .

Specify the resource owner with an identifier known to Access Management; otherwise, Access Management returns an
error such as the following:

{"error_description":"AM identity should not be null","error":"server_error"}

When using a transient flow, configure an identity in the SP’s Transient User setting to map all transient ID references to a
specific identity.

The Access Management configuration must include:

The OAuth 2.0 provider and SAML v2.0 SP in the same Access Management server.

A requirement in the SP configuration for signed assertions from the IDP.

A circle of trust with the IDP and the SP.

Grant Types: SAML2  in the OAuth 2.0 provider configuration. (This is the case by default.)

Example access token request

$ curl \
--request POST \
--user 'myClient:forgerock' \
--data 'grant_type=urn%3Aietf%3Aparams%3Aoauth%3Agrant-type%3Asaml2-bearer' \
--data 'assertion=<saml-assertion>' \
--data 'redirect_uri=https://www.example.com:443/callback' \
--data 'scope=openid' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token'

As shown in the example, the request includes these parameters:

grant_type=urn%3Aietf%3Aparams%3Aoauth%3Agrant-type%3Asaml2-bearer

Required for this grant.

assertion=<saml-asserion>

The base64-encoded, then URL-encoded SAML v2.0 assertion.

scope=openid

Example scope. The scope  parameter is required if no default scopes are set for the client.

• 

• 

• 

• 

• 

• 

• 
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JWT profile for authorization

Endpoints

/oauth2/access_token

RFC 7523 JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants defines the use of JWT
bearer tokens for requesting access tokens and for client authentication. This page describes how to exchange a JWT bearer
token for an access token. For client authentication, refer to JWT profile.

In this profile, the client or another issuer authenticates the resource owner, obtains authorization, and prepares a signed JWT
bearer token to use the Access Management REST APIs. Access Management does not interact with the resource owner in this
grant flow.

You configure Access Management to trust the issuer with a trusted JWT issuer profile to access the issuer’s public keys. Access
Management supports only asymmetric (public-private key) signing algorithms; HMAC-based signing is not supported. Access
Management validates the JWT signature and content using the trusted JWT issuer profile.

JWT for authorization flow

The client directs the resource owner to the issuer for authentication and to obtain authorization.

The issuer authenticates the resource owner and obtains consent.

On success, the issuer supplies a signed JWT.

The issuer redirects the resource owner to the client with the JWT.

The client makes a request to exchange the JWT for an access token.

Access Management validates the JWT according to RFC 7523, section 3 with the following additional checks:

Match the iss  claim with the trusted JWT issuer JWT Issuer setting.

• 

Client can be issuer
Resource owner

user-agent

Resource owner
user-agent

Client

Client

Issuer

Issuer

Authorization server

Authorization server

Resource server

Resource server

1) Redirect....

2) ...for authentication.

3) If credentials are valid, redirect...

4) ...with signed bearer JWT to client

5) Request access token with JWT

6) Validate JWT

7) Response with access token

8) Request resource with access token

9) Request token validation and information

10) If access token is valid, respond with information

11) If access token is valid, return protected resource

1. 

2. 

3. 

4. 

5. 

6. 

◦ 
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Validate the JWT signature with the trusted JWT issuer’s public key.

Access Management returns an error if it can’t validate the JWT.

As authorization server, Access Management issues an access token to the client.

The client uses the token when requesting access to the protected resource.

The resource server contacts the authorization server to validate the access token.

The authorization server validates the token and responds to the resource server.

If the token is valid, the resource server grants the client access to the protected resource.

Demonstrate JWT for authorization flow

Set up a trusted JWT issuer profile.

Set up an OAuth 2.0 client.

Set up a resource owner profile.

Issue a signed JWT.

Request an access token.

Set up a trusted JWT issuer profile

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Trusted JWT Issuer.

Click + Add Trusted JWT Issuer Agent, provide the following settings, and then click Create:

Agent ID

An identifier for the profile.

JWT Issuer

The URI to uniquely identify the issuer; this must match the iss  claim in the JWT.

Configure at least the issuer’s public keys by setting either of these fields:

JWKs URI

The URL to the issuer’s JSON Web Key (JWK) set; for example: https://www.example.com/issuer/jwk_uri . Use
this setting to simplify the process of key rotation.

If you configure this field, also check and update the JWKs URI content cache timeout in ms and JWKs URI content
cache miss cache time as necessary.

JWK Set

The issuer’s JWK set; for example:

◦ 

7. 

8. 

9. 

10. 

11. 

1. 

2. 

3. 

4. 

5. 

1. 
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{
  "keys": [{
    "kty": "RSA",
    "e": "AQAB",
    "kid": "example",
    "alg": "RS256",
    "n": "uzfshBc3malq8JYIyskEKV6e0X42oAboChGEMKCld92YRsVpiPWc4LpFw2lFhOGy6v5qxnkEsLJf-
aMQNSMFkux0356PBGWWWJO1_IlC6EjMJMMvKaCjzZLpEVXEtKj0VjXZl07kQQ8F8SGc_tzp6Sgd-R3nR-
tC1HpVAar_DFhISikwm1NyupEhI05sxhyiC_09f5xwY23wwpXx4qrGETsogP8k4FE9jgCiyhafhj9qMHI6skGoLyQgQkqFRn5Krfg6U
dPvnEwF5sK3GATWk7sUKR62-ia_986Em0ObSP5230WS8hJO__o3MN-b6qN3o-mdO-a1_E1PRLRY03GHHQ"
  }]
}

Configure additional settings as necessary:

Consented Scopes Claim

A JWT claim specifying an array or space-separated allowlist of scopes.

Resource Owner Identity Claim

The JWT claim holding the Access Management identifier for the resource owner.

When you configure an alternative identifier, the JWT must still include a sub  claim.

Allowed Subjects

Optionally restrict the subjects to the resource owners specified here.

Save your changes.

Set up an OAuth 2.0 client

Create a confidential OAuth 2.0 client account to get an original token for the subject.

In the AM admin UI, select Realm > Realm Name > Applications > OAuth 2.0 > Clients > + Add Client, and create a new
confidential client with the following settings:

Client ID

myClient

Client secret

forgerock

Redirection URIs

https://www.example.com:443/callback

Switch to the Advanced tab, add the following setting, and save your work:

Grant Types

Add JWT Bearer

4. 

5. 

1. 

2. 
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Save your changes.

Set up a resource owner profile

In the AM admin UI, select Realms > Realm Name > Identities > + Add Identity and fill the required fields.

Record the identifier of the profile to use as the sub  claim in the JWT.

Issue a signed JWT

As the issuer, prepare and sign the JWT for the client.

The JWT is signed using the issuer’s asymmetric key pair and includes at least the following claims:

Request an access token

As the client, exchange the JWT for an access token:

$ curl \
--request POST \
--user 'myClient:forgerock' \
--data 'grant_type=urn%3Aietf%3Aparams%3Aoauth%3Agrant-type%3Ajwt-bearer' \
--data 'assertion=<jwt-from-issuer>' \
--data 'redirect_uri=https://www.example.com:443/callback' \
--data 'scope=openid' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token'
{
  "access_token": "<access-token>",
  "refresh_token": "<refresh-token>",
  "scope": "openid",
  "id_token": "<id-token>",
  "token_type": "Bearer",
  "expires_in": 3599
}

3. 

1. 

2. 

Claim Description

aud A string or array of strings for the intended audience(s), the Access Management
access token endpoint(s).
Example: "aud": "https://openam.example.com:8443/openam/am/oauth2/
realms/root/realms/alpha/access_token"

Notice the port number in the URL.

exp Expiration time in seconds since Jan 1, 1970, UTC.
Example: "exp": 1680855108

iss The JWT issuer’s unique identifier.
Example: "iss": "https://www.example.com/issuer"

sub The Access Management identifier for the resource owner.
Example: "sub": "a0325ea4-9d9b-4056-931b-ab64704cc3da"
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As shown in the example, the request includes these parameters:

grant_type=urn%3Aietf%3Aparams%3Aoauth%3Agrant-type%3Ajwt-bearer

Required for this grant.

assertion=<jwt-from-issuer>

The signed JWT.

scope=openid

Required if the scopes are not in the JWT and no default scopes are set for the client.

Configure a scripted JWT issuer

Use a script to configure a trusted JWT issuer so that AM can dynamically retrieve the details of an issuer during the JWT profile
for authorization grant.

This lets a scripted JWT issuer represent an existing entity in an external system.

For example, if an administrative user creates a service account in IDM, a reference to that service account is provided in the JWT
so that the identity can be retrieved and verified by the scripted JWT issuer. The issuer then sends the signed JWT to AM to obtain
an access token using the JWT profile for authorization grant.

To configure a scripted JWT issuer, follow these steps:

Create a trusted JWT issuer script.

In the AM admin UI, go to Realms > Realm Name > Scripts and click New Script.

Enter a unique name for your script and select OAuth2 Trusted JWT Issuer  from the Script Type drop-down list.
Click Create.

Write a script that returns an org.forgerock.oauth2.core.TrustedJwtIssuerConfig  object.

The TrustedJwtIssuerConfig  object should contain the details of the issuer, the JWK set, and where to locate the
subject and scope in the original JWT.

Note that scripted JWT issuer scripts can currently only access secrets with IDs that have a prefix of 
scripted.jwtissuer .

info
The examples used in these steps assume an administrator has already created a managed object representing a
service account in IDM.

Note

1. 

1. 

2. 

3. 
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( function() {
    var fr = JavaImporter(
        org.forgerock.oauth2.core.TrustedJwtIssuerConfig,
        java.util.HashSet
    );
    var iss = idRepository.getIdentity(issuer);
    if (iss == null) {
        logger.message('No issuer found for: ' + issuer);
        return null;
    }
    logger.message('Found for: ' + iss);
    var jwksAttrs = iss.getAttributeValues('fr-attr-jwks');
    if (!jwksAttrs || jwksAttrs.length === 0) {
        logger.message('No jwk attributes in issuer');
        return null;
    }
    var jwkSet = jwksAttrs[0];
    if (!jwkSet) {
        logger.message('No jwk set in issuer');
        return null;
    }
    var config = new fr.TrustedJwtIssuerConfig(
        issuer,
        'sub',
        'scope',
        new fr.HashSet([issuer]),
        jwkSet,
        null, null, null
    );
    return config;
}());

Click Save Changes.

Configure AM to use the script.

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Secondary Configurations to
configure the OAuth 2.0 provider for the realm.

Click Add a Secondary Configuration.

Provide a name, select the name of the script you created from the drop-down list, and click Create.

The scripted JWT issuer is ready for use.

4. 
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Token exchange

AM supports RFC 8693, OAuth 2.0 Token Exchange for OAuth 2.0 and OpenID Connect tokens:

1 You cannot exchange a token directly for a refresh token. When AM issues refresh tokens (default), it also issues them on token
exchange.

Differences with normal token issuance:

AM copies claims and values that must not change, such as subject and issuer claims, from the subject token to the new
token.

AM ignores irrelevant claims, such as those missing from the resulting token type, and claims that cannot be inferred from
the subject token, such as those present in the resulting token, but not in the subject token.

AM does not copy scopes, but derives them from the scope implementation.

For details, refer to OAuth 2.0 scopes.

info
To reference the external entity to be retrieved by the scripted JWT issuer, the provided JWT must contain iss  and 
sub  claims set to the entity identifier.
For example, this JWT references a service account with the identifier e0c47854-b0cf-4512-9aec-1ae6ada6d521 :

{
    "iss": "e0c47854-b0cf-4512-9aec-1ae6ada6d521",
    "sub": "e0c47854-b0cf-4512-9aec-1ae6ada6d521",
    "aud": "https://:443/am/oauth2/access_token",
    "exp": 1555530663,
    "jti": "pwgb48EzRrnN4VaI55H+0g=="
}

Note

Supported OAuth 2.0 token exchange

From/to Access token ID token Refresh tokens1 SAML assertion

Access token    

ID token    

info
Clients can exchange tokens only at the OAuth 2.0 provider that issued them.
This restriction applies to AM domains and to realms. For example, a token issued by https://openam.example.com/
openam/oauth2  cannot be exchanged at https://am.example.com/am/oauth2 .

Note

• 

• 
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AM adds the act  and may_act  claims when relevant.

Token exchange involves no user interaction.

There is no way to request consent for expanded scopes or claims. The client application must ensure user consent
beforehand or must ensure an expanded scope or claim is unrelated to the user’s resources.

Use cases

OAuth2.0 clients exchange tokens for impersonation or delegation.

Impersonation

To impersonate means to pretend you are someone else when performing a job or duty.

Use impersonation for token exchange when it is not necessary to maintain separation between the user and the client.

The client obtains a subject token with the user’s authorization. It exchanges this token for a new token it can use directly to access
a protected resource. Due to the risk of identity theft, allow token impersonation across trusted systems only.

Example with an access token

A user chooses to transfer money using their bank application, an OAuth 2.0 client. The user authenticates to the application and
trusts the application to act on their behalf when accessing the internal banking system to perform transactions. When the user
authenticates, the application gets a subject token with change_data , create_accounts , read_accounts , and transfer
scopes. The scopes represent all banking services available through the application.

The user chooses to transfer money, which requires only the transfer  scope. To reduce the security risk, the application
exchanges the broad-scope access token for a restricted access token with only the transfer  scope, which it uses to access the
transfer service:

• 

• 

lightbulb_2
To try token exchange with impersonation, refer to Demonstrate impersonation. 

Tip

PingAM OAuth 2.0

Copyright © 2025 Ping Identity Corporation 4949



Example with an ID token

The client could request an ID token instead of an access token.

When the user authenticates, the application gets an ID token as the subject token. The ID token attests to the user’s identity and
authorization, but does not include scopes to access banking services. The user chooses to transfer money, and the application
exchanges the ID token for an expanded access token with the transfer  scope, which it uses to access the transfer service:

Bank Internal Servers

User

User

Bank Phone App

Bank Phone App

Authorization Service

Authorization Service

Transference Service

Transference Service

1) Opens app

2) Redirects login request

3) Logs in user

4)
Returns access token
with multiple scopes

5) Presents online banking page

6) Wants to make a money transfer

7)
Sends access token and requests impersonation token
with the "transfer" scope

8) Returns impersonation access token

9)
Sends access token
with request to transfer money

10) Processes petition

11) Returns result

12) Shows result page
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Delegation

To delegate means to give a job or duty to someone else who performs the job on your behalf.

Use delegation for token exchange when maintaining separation between the user and the client is important. This approach is
more secure when the token must traverse third-party systems.

In delegation, the client has two tokens:

A subject token obtained with the user’s authorization.

An actor token obtained for itself or a user it represents.

The client exchanges both tokens for a new token it can use to access the protected resource.

The new token has an act  (actor) claim. The act  claim, visible on introspection, signals to the resource server that the client
using the token is not the user. A resource server can adapt its behavior as necessary.

The following example shows the act  claim field of an access token:

"act": {
  "sub": "(age!delegateClient)"
}

The sub  field specifies the subject of the actor token.

Bank Internal Servers

User

User

Bank Phone App

Bank Phone App

Authorization Service

Authorization Service

Transference Service

Transference Service

1) Opens app

2) Redirects login request

3) Logs in user

4) Returns ID token

5) Presents online banking page

6) Wants to make a money transfer

7) Sends ID token, and requests impersonation access token with "transfer" scope

8) Returns impersonation access token

9)
Sends access token
with request to transfer money

10) Processes petition

11) Returns result

12) Shows result page

lightbulb_2
To try token exchange with delegation, refer to Demonstrate delegation. 

Tip

• 
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Example with an actor access token

A user phones a call center about a problem with their water supply. The operator who responds verifies the user’s identity and
creates an ID token as the subject token. The operator also creates an access token as the actor token for themselves.

The operator exchanges both tokens for an access token with the repair  scope restricted to booking a repair. The operator
would need a different token to end the user’s contract, for example. When they book a repair for the user, both the operator and
the user are reflected in the repair request:

Example with an actor ID token

The operator could request an actor ID token instead of an access token:

Water Company Internal Servers

User

User

Operator

Operator

Authorization Service

Authorization Service

Booking Service

Booking Service

At the beginning of the operator's shift...

1) Requests access token for themselves

2)
Returns access token with repair,
subscribe, and unsubscribe scopes

Some time later

3) Phones the call center

4) Takes call, verifies caller identity

5) Requests token on behalf of the caller

6) Returns ID token

7)
Asks for permission to book
a repair request on their behalf

8) Grants permission

9)
Sends ID token and access tokens to
request access token with repair scope

10) Returns delegated access token

11) Sends access token to book the repair request

12) Returns confirmation

13) Confirms booking was successful
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Terminology

Act claim

Token claim identifying a delegate acting on behalf of another identity.

AM automatically adds this claim as needed when issuing a token.

Actor token

The access or ID token representing a delegate acting on behalf of another identity.

Exchanged token

The new access or ID token resulting from token exchange.

Exchanged tokens do not expire at the same time as their subject tokens. They expire after the amount of time specified in
the Access Token Lifetime (seconds) or the OpenID Connect JWT Token Lifetime (seconds) settings of the OAuth 2.0
provider service or client configuration.

Expanded token

An access token with scopes or claims not present in the subject token.

Water Company Internal Servers

User

User

Operator

Operator

Authorization Service

Authorization Service

Booking Service

Booking Service

At the beginning of the operator's shift...

1) Requests ID token for themselves

2) Returns ID token

Some time later

3) Phones the call center

4) Takes call, verifies caller identity

5) Requests token on behalf of the caller

6) Returns ID token

7)
Asks for permission to book
a repair on their behalf

8) Grants permission

9)
Sends both ID tokens to request access token
with repair scope

10) Returns delegated access token

11) Sends access token to book the repair request

12) Returns confirmation

13) Confirms booking was successful
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An exchanged token can have different scopes and claims from the subject token. Expanded tokens work well when
exchanging ID tokens for access tokens, for example, where scopes and claims differ.

May act claim

Token claim specifying who is allowed to act for the identity on behalf of whom the request is made.

Only the identity specified in the may_act  claim can exchange tokens for another token.

You must write a script to add this claim as needed when issuing a token. For details, refer to Authorize exchange.

Restricted token

An access token with narrower scopes or claims than those of the subject token.

Instead of gathering consent for different sets of scopes and claims, clients gather consent for a broad range initially and
then restrict scope during token exchange.

Subject token

The access or ID token representing the identity on behalf of whom the request is made.

The client can obtain the subject token with any supported OAuth 2.0 or OpenID Connect flow.

Configuration

Token exchange configuration requires:

A script to authorize exchange.

Settings in the OAuth 2.0 provider or the OAuth 2.0 client application configuration.

Authorize exchange

A claim on the original token authorizes specified clients and actors to perform the exchange.

You write a script AM runs when issuing tokens to set the claim.

The may_act claim

The may_act  claim on a token identifies the authorized actor who can exchange the token. AM sets this claim when issuing the
original token.

For impersonation, the may_act  claim must specify the client ID of the authorized actor.

For delegation, the may_act  claim must specify the client ID and the sub  (subject) of the actor token.

AM rejects token exchange requests from clients or actors who are not authorized by the may_act  claim.

The following example claim allows:

An impersonationClient  to exchange the token and impersonate the user.

A delegateClient  to exchange the token to act on the user’s behalf using the original token and an actor token issued
directly to the client with the client credentials grant.

• 

• 

• 

• 

• 

• 
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"may_act": {
  // String or array of client IDs who can exchange the token:
  "client_id": ["impersonationClient", "delegateClient"],
  // String or array identifying the actor token subject(s) for delegation:
  "sub": "(age!delegateClient)"
}

The subject ( "sub" ) claim has the format (type!subject) , where:

subject  is the ID for the identity, such as a username or a client ID.

type  can be one of the following:

age . Specifies that the subject is an OAuth 2.0/OpenID Connect-related user-agent or client. For example, an OAuth
2.0 client, a Remote Consent Service agent, and a Web and Java Agent internal client.

usr . Specifies that the subject is a user/identity.

The subject claim (age!delegateClient)  specifies the delegateClient  OAuth 2.0 client application. An example user subject
claim is (usr!bjensen) .

May act scripts

AM has no default functionality to authorize token exchange for specific clients.

Instead, AM uses a script you write to set the may_act  claim. The script runs when issuing a token. It is an OAuth2 May Act  type
script.

The following example JavaScript produces the previous example claim without the comments:

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var mayAct = frJava.JsonValue.json(frJava.JsonValue.object())
    mayAct.put('client_id', ['impersonationClient', 'delegateClient'])
    mayAct.put('sub', '(age!delegateClient)')
    token.setMayAct(mayAct)
}());

For a commented example, refer to the sample may act script.

AM does not support wildcards in the client_id  and sub  fields. Your scripts must enumerate clients and actors.

The script does not specify the token type. The client requesting an exchange token optionally specifies the token type.

May act script variables

AM binds the following variables into OAuth2 May Act  scripts:

• 

• 

◦ 

◦ 
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clientProperties

A map of properties configured in the relevant client profile. Only present if AM correctly identified the client.

The keys in the map are as follows:

clientId

The URI of the client.

allowedGrantTypes

The list of the allowed grant types for the client. For details, refer to the Javadoc for GrantType.

allowedResponseTypes

The list of the allowed response types for the client.

allowedScopes

The list of the allowed scopes for the client.

customProperties

A map of any custom properties added to the client.

These properties can include lists or maps as sub-maps. For example, the script includes customMap[Key1]=Value1
as customMap  > Key1  > Value1  in the object.

To add custom properties to a client, use the AM admin UI. Go to OAuth 2.0 > Clients > Client ID > Advanced, and
update the Custom Properties field.

identity

Contains a representation of the identity of the resource owner.

logger

Write a message to the AM debug log.

AM logs token exchange operations under the AM-TOKEN-EXCHANGE  audit event. You can track new tokens using the value
of their auditTrackingId  claim.

requestProperties

A map of the properties present in the request. Always present.

The keys in the map are as follows:

requestUri

The URI of the request.

realm

The realm to which the request was made.
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requestParams

The request parameters and posted data. Each value in this map is a list of one or more properties.

requestHeaders

The value of the named request header. Returns a map of <String, List<String>>  as a native JavaScript object,
for example:

var ipAddress = requestProperties.requestHeaders["X-Forwarded-For"][0]

Header names are case-sensitive.

scopes

Contains a set of the requested scopes. For example:

[ "read", "transfer", "download" ]

scriptName

The display name of the script. Always present.

session

Contains a representation of the user’s session object if the request contained a session cookie.

token

Contains a representation of the token to be updated. The token is a mutable object; changes update the resulting token.

Use the token.setMayAct(JsonValue value)  method to add a may_act  claim to a token.

OAuth 2.0 provider settings

The OAuth 2.0 provider settings govern token exchange behavior for all clients in the realm. To access the settings in the AM
admin UI, go to Realms > Realm Name > Services > OAuth2 Provider.

The relevant settings are:

Core tab

OAuth2 Access Token May Act Script: Use the selected script to set the may_act  claim on all access tokens.

OIDC ID Token May Act Script: Use the selected script to set the may_act  claim on all ID tokens.

Choose --- Select a script ---  to prevent AM from setting the claim.

emergency_home
To mitigate the risk of reflection-type attacks, use OWASP best practices when handling these
properties.
Refer to Unsafe use of Reflection.

Important

• 

• 
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Advanced tab

Grant Types: Add the Token Exchange  type to permit token exchange requests.

Token Exchanger Plugins: Remove any token exchange combinations you do not want to allow.

Token Validator Plugins: If necessary, remove validations that tokens meet the criteria for exchange.

Client settings

Individual OAuth 2.0 client settings govern authentication levels granted to exchanged tokens and can override OAuth 2.0
provider settings. To access the settings in the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > 
Client ID.

The relevant settings are:

Advanced tab

Token Exchange Auth Level: The authentication level granted to exchanged tokens when the subject token had no 
auth_level  claim. This setting always applies to exchanged ID tokens.

Grant Types: Add the Token Exchange  type to permit token exchange requests.

OAuth2 Provider Overrides tab

Enable OAuth2 Provider Overrides: Use these settings instead of those on the OAuth2 Provider service.

OAuth2 Access Token May Act Script: Use the selected script to set the may_act  claim on access tokens.

OIDC ID Token May Act Script: Use the selected script to set the may_act  claim on ID tokens.

For the may act script settings, choose --- Select a script ---  to prevent AM from setting the claim.

Request parameters

Token exchange requests target the /oauth2/access_token endpoint. The requests use the following specific parameters:

• 

• 

• 

• 

• 

• 

• 

• 

Parameter Description

grant_type Required.
Use grant_type=urn:ietf:params:oauth:grant-type:token-exchange .

subject_token Required.
The original token to exchange.
Example: subject_token=RzOn3NbDyebd5hFVvzVrE2kox1A-lQ

subject_token_type Required.
The type of subject token, either access token or ID token. One of:

subject_token_type=urn:ietf:params:oauth:token-type:access_token

subject_token_type=urn:ietf:params:oauth:token-type:id_token

• 
• 
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Token exchange and the security token service

Both OAuth 2.0 and the AM security token service (STS) transform tokens.

The implementations and capabilities are different:

The STS service lets AM establish cross-domain trust federation relationships. To do this, AM provides a REST STS
framework loosely based on the SOAP WS-Trust specification.

You must build, deploy, and maintain the STS service yourself.

The REST STS service supports username/password, SSO tokens, X.509 certificates, and ID tokens as input tokens, and
SAML v2.0 assertions and ID tokens as output tokens.

Due to its transformation capabilities, the STS service is more suitable to helping federate legacy platforms.

The OAuth 2.0 token exchange specification uses the OAuth 2.0 provider service to transform OAuth 2.0-related tokens.

Use the OAuth 2.0 token exchange in OAuth 2.0/OpenID Connect platforms.

Demonstrate impersonation

This page demonstrates token exchange with impersonation.

Prepare the demonstration

Start by preparing the demonstration:

Create a may act script.

Create the OAuth 2.0 client the subject uses.

Create the OAuth 2.0 client for impersonation.

Parameter Description

actor_token Required for delegation.
The token representing the delegate.
Example: actor_token=wNv5kr5QaugeY2IqptR3Zg7AEvg

actor_token_type Required for delegation.
The type of actor token, either access token or ID token. One of:

actor_token_type=urn:ietf:params:oauth:token-type:access_token

actor_token_type=urn:ietf:params:oauth:token-type:id_token

requested_token_type Optional.
The type of requested exchanged token, either access token or ID token. One of:

requested_token_type=urn:ietf:params:oauth:token-type:access_token  (default)
requested_token_type=urn:ietf:params:oauth:token-type:id_token

• 
• 

• 
• 

• 

• 

• 

• 

• 
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Create a resource owner account.

May act script

The script adds a may_act  claim to the subject token.

In the AM admin UI, select Realm > Realm Name > Scripts + New Script.

In the New Script window, name the script May act  and set Script Type to OAuth2 May Act .

In the edit window, save the following JavaScript:

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var mayAct = frJava.JsonValue.json(frJava.JsonValue.object())
    mayAct.put('client_id', 'impersonationClient')
    token.setMayAct(mayAct)
}());

This script generates a may_act  claim to permit the impersonating actor client to exchange the subject token.

Subject client

The OAuth 2.0 client profile in this example overrides the AM OAuth 2.0 provider settings. This lets you test the script without
affecting access tokens issued to other clients.

Create a confidential OAuth 2.0 client account to get an original token for the subject.

In the AM admin UI, select Realm > Realm Name > Applications > OAuth 2.0 > Clients > + Add Client, and create a new
confidential client with the following settings:

Client ID

myClient

Client secret

forgerock

Redirection URIs

https://www.example.com:443/callback

Scopes

change_data

create_accounts

read_accounts

transfer

Switch to the Advanced tab, enable Implied consent, and save your work:

• 

1. 

2. 

3. 

1. 

2. 
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Override OAuth 2.0 provider settings for this client.

Switch to the OAuth2 Provider Overrides tab, update the following settings and save your work:

Enable OAuth2 Provider Overrides

Enabled

OAuth2 Access Token May Act Script

May act

OIDC ID Token May Act Script

May act

Actor client

Create a confidential OAuth 2.0 client account for the service that acts on behalf of the user.

In the AM admin UI, select Realm > Realm Name > Applications > OAuth 2.0 > Clients > + Add Client.

Create a new confidential client with the following settings:

Client ID

impersonationClient

Client Secret

forgerock

Grant Types

Client Credentials

Refresh Token

Token Exchange

Scopes

transfer

Resource owner

An OAuth 2.0 client requests the access token on behalf of a resource owner.

In the AM admin UI, select Realms > Realm Name > Identities > + Add Identity and fill the required fields.

Record the username and password.

Test the demonstration

After preparing the demonstration, test your work using HTTP calls to REST endpoints.

3. 

1. 

2. 

1. 
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The demonstration uses the Authorization code grant flow followed by token exchange:

The resource owner authenticates to obtain an SSO token.

The subject client relies on Implied Consent being enabled. It assumes the resource owner grants the client access.

The subject client requests the authorization code and exchanges it for an access token. Your script sets the may_act
claim in the access token.

The actor client exchanges the subject token for an access token.

Follow these steps:

Authenticate as the resource owner:

curl \
--request POST \
--header 'Content-Type: application/json' \
--header 'X-OpenAM-Username: <resource-owner-username>' \
--header 'X-OpenAM-Password: <resource-owner-password>' \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{"tokenId":"<resource-owner-tokenId>","successUrl":"/openam/console","realm":"/alpha"}

Request the authorization code as the subject client:

curl \
--dump-header - \
--request POST \
--Cookie 'iPlanetDirectoryPro=<resource-owner-tokenId>' \
--data 'scope=change_data create_accounts read_accounts transfer' \
--data 'response_type=code' \
--data 'client_id=myClient' \
--data 'csrf=<resource-owner-tokenId>' \
--data 'redirect_uri=https://www.example.com:443/callback' \
--data 'state=abc123' \
--data 'decision=allow' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize'
…
location: https://www.example.com:443/callback?code=<authorization-code>&iss=https%3A%2F%2F…
…

Exchange the authorization code for an access token as the subject client:

• 

• 

• 

• 

1. 

2. 
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curl \
--request POST \
--user 'myClient:forgerock' \
--data 'grant_type=authorization_code' \
--data 'code=<authorization-code>' \
--data 'redirect_uri=https://www.example.com:443/callback' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token'
{
  "access_token": "<access-token>",
  "refresh_token": "<refresh-token>",
  "scope": "change_data transfer create_accounts read_accounts",
  "token_type": "Bearer",
  "expires_in": 3599
}

Your script has set the may_act  claim, which is not directly visible. To see the may_act  claim, you must introspect the
access token.

Request an exchanged token as the actor client:

curl \
--request POST \
--user 'impersonationClient:forgerock' \
--data 'grant_type=urn:ietf:params:oauth:grant-type:token-exchange' \
--data 'scope=transfer' \
--data 'subject_token=<access-token>' \
--data 'subject_token_type=urn:ietf:params:oauth:token-type:access_token' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token'
{
  "access_token": "<exchanged-token>",
  "refresh_token": "<new-refresh-token>",
  "issued_token_type": "urn:ietf:params:oauth:token-type:access_token",
  "scope": "transfer",
  "token_type": "Bearer",
  "expires_in": 3599
}

The issued_token_type  shows this is an exchanged token.

Demonstrate delegation

This page demonstrates token exchange with delegation.

Prepare the demonstration

Start by preparing the demonstration:

Create a may act script.

Create the OAuth 2.0 client the subject uses.

Create the OAuth 2.0 client for impersonation.

4. 

• 

• 

• 
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Create a resource owner account.

May act script

The script adds a may_act  claim to the subject token.

In the AM admin UI, select Realm > Realm Name > Scripts + New Script.

In the New Script window, name the script May act  and set Script Type to OAuth2 May Act .

In the edit window, save the following JavaScript:

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var mayAct = frJava.JsonValue.json(frJava.JsonValue.object())
    // the client ID that can exchange the token
    mayAct.put('client_id', 'delegateClient')
    // the subject claim for the agent / OAuth 2.0 client application
    mayAct.put('sub', '(age!delegateClient)')
    token.setMayAct(mayAct)
}());

This script generates a may_act  claim to let the delegate actor client exchange the subject token, provided it also supplies
an actor token where it is the subject.

Subject client

The OAuth 2.0 client profile in this example overrides the AM OAuth 2.0 provider settings. This lets you test the script without
affecting access tokens issued to other clients.

Create a confidential OAuth 2.0 client account to get an original token for the subject.

In the AM admin UI, select Realm > Realm Name > Applications > OAuth 2.0 > Clients > + Add Client, and create a new
confidential client with the following settings:

Client ID

myClient

Client secret

forgerock

Redirection URIs

https://www.example.com:443/callback

Scopes

change_contract

repair

• 

1. 
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Switch to the Advanced tab, enable Implied consent, and save your work:

Override OAuth 2.0 provider settings for this client.

Switch to the OAuth2 Provider Overrides tab, update the following settings, and save your work:

Enable OAuth2 Provider Overrides

Enabled

OAuth2 Access Token May Act Script

May act

OIDC ID Token May Act Script

May act

Actor client

Create a confidential OAuth 2.0 client account for the service that acts on behalf of the user.

In the AM admin UI, select Realm > Realm Name > Applications > OAuth 2.0 > Clients > + Add Client.

Create a new confidential client with the following settings:

Client ID

delegateClient

Client Secret

forgerock

Grant Types

Client Credentials

Refresh Token

Token Exchange

Scopes

repair

Resource owner

An OAuth 2.0 client requests the access token on behalf of a resource owner.

In the AM admin UI, select Realms > Realm Name > Identities > + Add Identity and fill the required fields.

Record the username and password.

Test the demonstration

After preparing the demonstration, test your work using HTTP calls to REST endpoints.

2. 
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The demonstration uses the Authorization code grant and and Client credentials grant flows followed by token exchange:

The resource owner authenticates to obtain an SSO token.

The subject client relies on Implied Consent being enabled. It assumes the resource owner grants the client access.

The subject client requests the authorization code and exchanges it for an access token. Your script sets the may_act
claim in the access token.

The actor client requests an actor token with its client credentials.

The actor client exchanges the subject token and actor token for an ID token.

Follow these steps:

Authenticate as the resource owner:

curl \
--request POST \
--header 'Content-Type: application/json' \
--header 'X-OpenAM-Username: <resource-owner-username>' \
--header 'X-OpenAM-Password: <resource-owner-password>' \
--header 'Accept-API-Version: resource=2.0, protocol=1.0' \
'https://openam.example.com/openam/json/realms/root/realms/alpha/authenticate'
{"tokenId":"<resource-owner-tokenId>","successUrl":"/openam/console","realm":"/alpha"}

Request the authorization code as the subject client:

curl \
--dump-header - \
--request POST \
--Cookie 'iPlanetDirectoryPro=<resource-owner-tokenId>' \
--data 'scope=change_contract repair' \
--data 'response_type=code' \
--data 'client_id=myClient' \
--data 'csrf=<resource-owner-tokenId>' \
--data 'redirect_uri=https://www.example.com:443/callback' \
--data 'state=abc123' \
--data 'decision=allow' \
'https://openam.example.com/openam/oauth2/realms/root/realms/alpha/authorize'
…
location: https://www.example.com:443/callback?code=<authorization-code>&iss=https%3A%2F%2F…
…

Exchange the authorization code for an access token as the subject client:

• 

• 

• 

• 

• 
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curl \
--request POST \
--user 'myClient:forgerock' \
--data 'grant_type=authorization_code' \
--data 'code=<authorization-code>' \
--data 'redirect_uri=https://www.example.com:443/callback' \
'https://openam.example.com/openam/oauth2/realms/root/realms/alpha/access_token'
{
  "access_token": "<subject-access-token>",
  "refresh_token": "<refresh-token>",
  "scope": "change_contract repair",
  "token_type": "Bearer",
  "expires_in": 3599
}

Your script has set the may_act  claim, which is not directly visible. To see the may_act  claim, you must introspect the
access token.

Request an access token as the actor client:

curl \
--request POST \
--user 'delegateClient:forgerock' \
--data 'grant_type=client_credentials' \
--data 'scope=repair' \
'https://openam.example.com/openam/oauth2/realms/root/realms/alpha/access_token'
{"access_token":"<actor-access-token>","scope":"repair","token_type":"Bearer","expires_in":3599}

Request an exchanged token as the actor client:

curl \
--request POST \
--user 'delegateClient:forgerock' \
--data 'grant_type=urn:ietf:params:oauth:grant-type:token-exchange' \
--data 'scope=repair' \
--data 'subject_token=<subject-access-token>' \
--data 'subject_token_type=urn:ietf:params:oauth:token-type:access_token' \
--data 'actor_token=<actor-access-token>' \
--data 'actor_token_type=urn:ietf:params:oauth:token-type:access_token' \
--data 'requested_token_type=urn:ietf:params:oauth:token-type:id_token' \
'https://openam.example.com/openam/oauth2/realms/root/realms/alpha/access_token'
{
  "access_token": "<exchanged-id-token>",
  "refresh_token": "<new-refresh-token>,"
  "issued_token_type": "urn:ietf:params:oauth:token-type:id_token",
  "scope": "repair",
  "token_type": "Bearer",
  "expires_in": 3599
}

The issued_token_type  shows this is an exchanged token.

4. 
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OAuth 2.0 endpoints

Client applications can use the following OAuth 2.0 authorization server endpoints:

For reference documentation on related endpoints, refer to:

OAuth 2.0 administration REST endpoints

OpenID Connect 1.0 endpoints

UMA endpoints

OAuth 2.0 endpoint parameters

Requests to OAuth 2.0 endpoints use the following parameters.

Refer to the individual OAuth 2.0 endpoint pages to determine the required and optional parameters for each endpoint.

acr_values

The OpenID Connect authentication context class reference values. OpenID Connect (OIDC) flows only.

Authentication context class reference values communicate acceptable Levels of Assurance (LoAs) users must satisfy when
authenticating to the OpenID provider. For details, refer to Authentication requirements.

actor_token

The token representing a delegate acting on behalf of another identity in Token exchange.

Endpoint Description

/oauth2/par Register a pushed authorization request and get a request URI (RFC 9126 PAR
endpoint)

/oauth2/authorize Obtain consent and an authorization grant (RFC 6749 authorization endpoint)

/oauth2/bc-authorize Initiate backchannel authorization (Backchannel flow endpoint)

/oauth2/access_token Obtain an access token (RFC 6749 token endpoint)

/oauth2/device/code Obtain a device code (Device flow endpoint)

/oauth2/device/user Obtain consent and authorization grant (Device flow endpoint)

/oauth2/token/revoke Revoke access tokens and refresh tokens (RFC 7009 endpoint)

/oauth2/introspect Retrieve metadata about a token, such as approved scopes and the context in
which the token was issued (RFC 7662 endpoint)

/json/token/macaroon Retrieve metadata about a macaroon, and add caveats.

• 

• 

• 
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actor_token_type

The type of the actor token:

urn:ietf:params:oauth:token-type:access_token

urn:ietf:params:oauth:token-type:id_token

auth_chain

A string naming the journey or chain to authenticate the resource owner for Resource owner password credentials grant. The
journey or chain must permit username-password authentication without UI interaction. Otherwise, the request results in an
HTTP 500 Internal Server Error.

Default: The default authentication journey or chain for the realm.

claims

A JSON object containing the user attributes to return in the ID token. OIDC flows only.

client_assertion

A signed JSON Web Token (JWT) to use as client credentials for JWT profile authentication.

client_assertion_type

The type of assertion for JWT profile authentication.

Set client_assertion_type=urn%3Aietf%3Aparams%3Aoauth%3Aclient-assertion-type%3Ajwt-bearer .

client_id

A unique string identifier for the application making the request.

For a pushed authorization request or a JWT-secured authorization request (RFC 9101), this value must match the client_id
claim in the request  object.

client_secret

A string password credential for the confidential client application making the request.

Use this parameter for client authentication with Form parameters (HTTP POST).

Do not use with the cnf_key  parameter.

cnf_key

A base64-encoded JSON Web Key (JWK) for JWK-based proof-of-possession or a base64-encoded SHA-256 hash of the DER-
encoded X.509 certificate for Certificate-bound proof-of-possession.

Do not use with the client_secret  parameter.

code_challenge

A generated code verifier string for RFC 7636 Proof Key for Code Exchange (PKCE).

• 
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For details, refer to Generate a code verifier and a code challenge.

code_challenge_method

A string specifying the method to derive the PKCE code challenge:

plain  (default; plaintext code challenge )

S256  (recommended; hashed code challenge)

code_verifier

A random string correlating a PKCE authorization request with the token request.

csrf

The SSO token string linking the request to user session to protect against Cross-Site Request Forgery (CSRF) attacks.

This parameter duplicates the value of the session cookie, the resource owner’s SSO token.

Built-in consent pages include this parameter once the resource owner has authenticated, and send it with the resource owner’s
consent. Custom consent pages and flows that do not use a browser must set this parameter explicitly unless you use a Remote
consent. For an example, refer to the Authorization code grant.

decision

A string indicating whether the resource owner consents to the requested access:

allow  to grant consent

Any other value denies consent

grant_type

A string specifying the type of grant to acquire an access token:

authorization_code

For authorization code grants.

client_credentials

For the Client credentials grant.

password

For the Resource owner password credentials grant.

refresh_token

To refresh an access token.

urn:ietf:params:oauth:grant-type:device_code

For the Device authorization grant. Access Management also supports the earlier 
http://oauth.net/grant_type/device/1.0  specification.

• 

• 

• 

• 
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urn:ietf:params:oauth:grant-type:saml2-bearer

For the SAML v2.0 profile for authorization.

urn:ietf:params:oauth:grant-type:jwt-bearer

For the JWT profile for authorization.

urn:ietf:params:oauth:grant-type:token-exchange

For the Token exchange.

urn:ietf:params:oauth:grant-type:uma-ticket

For the UMA grant flow.

urn:openid:params:grant-type:ciba

For the Backchannel request grant.

id_token_hint

A previously issued ID token passed as a hint about the end user’s session with the client. OIDC flows only.

Set the response_type  and prompt  parameters to none  when using this parameter. For details, refer to Session Management
Draft 10.

login_hint

A string specifying the ID used to log in. OIDC flows only.

The ID depends on the authentication journey.

When provided as part of the OpenID Connect authentication request, an HttpOnly  cookie (only sent over HTTPS) named 
oidcLoginHint  gets the value of login_hint . For details, refer to GSMA Mobile Connect.

nonce

A string linking the client session with the ID token to mitigate against replay attacks. OIDC flows only.

prompt

A space-separated, case-sensitive list of ASCII strings that indicates whether to prompt the end user for authentication and
consent. OIDC flows only.

consent

Prompt the end user for consent even if a consent response was previously saved.

login

Prompts the end user to authenticate using the journey or chain specified with the service  parameter. When the user re-
authenticates with a:

Journey: Access Management destroys the original session and creates a new one for the new journey.• 
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Chain: Access Management updates the original session to reflect the new authentication state.

Default: The default journey or chain for the realm.

none

Do not display authentication or consent pages. Use this only when you set id_token_hint  and response_type=none .

redirect_uri

The URI to return the resource owner to after authorization is complete.

Default: A value from the client profile Redirection URIs setting in the AM admin UI.

response_mode

A string specifying the mechanism for returning response parameters:

form_post

Return a self-submitting form that contains the code instead of redirecting to the redirect URL with the code as a string
parameter. For details, refer to OAuth 2.0 Form Post Response Mode.

fragment

Return parameters encoded in the URL fragment; default when response_type=token .

fragment.jwt

Return a JWT in a fragment.

jwt

Return parameters in a JWT; in a query string for the code  response type, or appended to the fragment for the token
response type.

A JWT-secured authorization response (JARM) returns authorization response parameters in a signed, optionally
encrypted, JWT.

Configure the algorithms to secure the JWT in the AM admin UI under Realms > Realm Name > Applications > OAuth 2.0 >
Clients > Client ID > Signing and Encryption.

In addition to claims specific to the response type, such as code  or access_token , the JWT contains these mandatory
claims:

iss : the URL of the issuer—the authorization server that generated the response

aud : the audience—the client ID intended as the response recipient

exp : the expiration of the JWT—10 minutes is the recommended maximum

On error, the JWT contains:

An error  string

A state  string if specified by the client

• 

• 

• 

• 

• 
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An error description

For details, refer to JWT-Secured Authorization Response Mode for OAuth 2.0 (JARM).

query

Return parameters encoded in the query string; default when response_type=code .

query.jwt

Return a JWT in a query parameter. Do not use this with id_token  or token  response types unless the response JWT is
encrypted.

For details, refer to Response Modes. Access Management publishes supported response modes as 
response_modes_supported  through the /oauth2/.well-known/openid-configuration endpoint.

response_type

A string specifying the response expected from the authorization server:

code

An authorization code for an authorization code grant

code id_token

An authorization code and an ID token for a hybrid grant

code token

An authorization code and an access token for a hybrid grant

code token id_token

An authorization code, an access token, and an ID token for a hybrid grant

id_token

An ID token for an implicit grant

none

Do not issue any token or code in the response; for use with id_token_hint  only

token

An access token for an implicit grant

token id_token

An access token and an ID token for an implicit grant

• 
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request

A base64url-encoded JWT whose claims are required for an OIDC flow, a JWT-secured authorization (JAR) request (RFC 9101),
or a pushed authorization request (PAR) (RFC 9126).

This JWT is called the request object.

Request object validation rules depend on the type of request and the OAuth 2.0 provider configuration. The validation rules
apply whether you pass the request object by value with the request  parameter or as a reference with the request_uri
parameter:

General validation rules

These rules apply for all request objects:

If the request object is signed or encrypted, you must include the iss  and aud  parameters, as shown in the 
Example request object.

For the public keys to encrypt a request object JWT, make a request to the realm’s /oauth2/connect/jwk_uri
endpoint.

The exp  (expiration time) and nbf  (not before) claims set the timeframe when the request object is valid.

If the OAuth 2.0 provider settings declare them mandatory, you must include the exp  and nbf  claims.

If specified, validation uses these claims even when the OAuth 2.0 provider settings do not require them.

To ensure the values meet the requirements for the Financial-grade API (FAPI) security profile, refer to the OAuth
2.0 provider configuration reference.

Compressed JWTs must not be larger than 32 KiB (32768 bytes) when uncompressed.

JAR validation rules

These rules apply when the request object does not contain OIDC-specific parameters or when the OAuth 2.0 provider
setting Request Object Processing Specification specifies JAR  processing:

The request object must be signed. It may be encrypted.

The request object must include a client_id  matching the client_id  parameter of the request.

The authorization request uses only the request object claims, even when the request specifies the same claims in
query string parameters.

OIDC validation rules

These rules apply for OIDC requests when the OAuth 2.0 provider setting Request Object Processing Specification
specifies OIDC  (default):

The request object does not require signing or encryption.

You may send query string parameters and a request object in the same request.

You can keep sensitive information protected in the request object, and keep parameters that change frequently,
such as nonce  and state , visible and mutable across calls.

• 

• 

• 

• 

• 
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The claims in the request object supersede the query string parameters.

You must include the response_type  and client_id  as query string parameters, even if you include them in the
request object.

Their values in the request object must match those passed as query string parameters.

You must include the openid  scope as a query string parameter, even if you include it in the request object.

The scope  claim may differ from the scope  query string parameter. Use this to protect application-related scopes
in the request object, but process the request as part of an OpenID Connect flow.

PAR validation rules

These rules apply for pushed authorization request objects:

The request object must be signed. It may be encrypted.

You must include the client_id  even though it is also a required query string parameter.

The response_type  claim in the request object passed by value takes the place of the response_type  query string
parameter.

You must include claims for all other parameters required for the successful completion of the grant flow.

For example, include the code_challenge  for an Authorization code grant with PKCE flow.

When you include the request object, omit all other parameters except to authenticate the client.

The request object must include claims for all other request details. Otherwise, the response is an Invalid
parameter scope  error.

Example request object

The following example JWT request object includes OIDC claims and iss , aud , nbf , and exp  claims. AM ignores keys specified
in JWT headers, such as jku  and jwe :

{
  "client_id": "myClient",
  "iss": "myClient",
  "aud": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha",
  "nbf": 1675351332,
  "exp": 1675351692,
  "redirect_uri": "https://www.example.com:8443",
  "scope": "openid profile",
  "claims": {
    "id_token": {
      "acr": {
        "essential": true,
        "values": ["example_journey1", "example_journey2"]
      }
    }
  }
}

To pass the request object by value, specify the encoded JWT as shown in this example OIDC call:

• 

• 

• 

• 

• 

• 
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https://openam.example.com:8443/openam/oauth2/realms/root/authorize? \
&request=eyJhbGciOiJSUzI1NiIsImtpZCI6ImsyYmRjIn0.ew0KICJpc3MiOiAiczZCaGRSa3.... \
&client_id=myClient \
&scope=openid profile \
&response_type=code%20id_token \
&nonce=abc123 \
&state=123abc

request_uri

A reference to JWT request object(s).

For PAR flows, this references the data at the time of the PAR request.

The authorization request fails if the request URI has expired.

For OIDC flows and JAR requests, this references an array of URIs to retrieve request objects whose claims constitute the
request parameters.

You must pre-register the URIs in the client profile. In the AM admin UI, go to Realms > Realm Name > Applications >
OAuth 2.0 > Clients > Client ID > Advanced > Request uris. Each request URI must not exceed 512 ASCII characters and
must use either HTTP or HTTPS; for example, https://www.example.com:8443/JWTs/myJWT .

Access Management caches the request objects to avoid requesting them too often. To force Access Management to flush
the cache, add a unique fragment to the request_uri  parameter; for example, ?request_uri=https://
www.example.com:8443/JWTs/myJWT#foo .

requested_token_type

The type of token requested for Token exchange:

urn:ietf:params:oauth:token-type:access_token  (default)

urn:ietf:params:oauth:token-type:id_token

save_consent

save_consent=on  means save the scopes the resource owner’s consented to.

Saving consent requires prior configuration. For details, refer to Store consent decisions.

scope

A string specifying the permissions the client application requests from the resource owner. Separate scopes with spaces.

Some grants, such as the authorization code grant, do not call the token endpoint with the scope. The scope is defined in the
authorization code. For details, refer to the documentation for the flow under OAuth 2.0 grant flows.

Default: The default scopes specified in the client profile or the OAuth 2.0 provider configuration.

service

A string naming the journey or chain to authenticate the resource owner.

Default: The default authentication journey or chain for the realm.

• 

• 

• 
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For details, refer to Authentication parameters.

state

A string value to maintain state between the request and the callback.

During authentication, the client sends this parameter to the authorization server. The authorization server sends it back
unchanged in the response.

Use the value to ensure the response belongs to the user who initiated the requests. This mitigates against CSRF attacks.

Use a base64-encoded string of data that is unique to a user and to this request.

subject_token

The original token to exchange in Token exchange.

subject_token_type

The type of the subject token:

urn:ietf:params:oauth:token-type:access_token

urn:ietf:params:oauth:token-type:id_token

ui_locales

A string indicating the end user’s preferred languages for the user interface. OIDC flows only.

The ui_locales  parameter is a space-separated list ordered by preference; for example, en fr-CA fr .

/oauth2/par

The /oauth2/par  endpoint is the OAuth 2.0 pushed authorization request (PAR) endpoint defined in RFC 9126.

Use this endpoint to push an authorization request payload directly to the authorization server for the following flows:

Authorization code grant (OAuth 2.0 and OIDC)

Authorization code grant with PKCE (OAuth 2.0 and OIDC)

Implicit grant (OAuth 2.0 and OIDC)

Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/par

The PAR endpoint supports the following parameters:

• 

• 

• 

• 

• 
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Parameter Description Required

acr_values The OpenID Connect authentication context
class reference values.

Yes, if required by the OpenID Connect
provider

claims The user attributes to be returned in the ID
token.

No

client_assertion A signed JSON Web Token (JWT) to use as
client credentials.

Yes, for JWT profile authentication

client_assertion_type The type of assertion, 
client_assertion_type=urn%3Aietf%3Apara

ms%3Aoauth%3Aclient-assertion-

type%3Ajwt-bearer .

Yes, for JWT profile authentication

client_id Uniquely identifies the application making
the request.

Yes, even when it is also included in a 
request  object

client_secret The password for a confidential client. Yes, when authenticating with Form
parameters (HTTP POST)

code_challenge The code verifier generated for the PKCE
flow.

Yes, for confidential clients and for all clients
using the Authorization code grant with
PKCE flow

code_challenge_method The method to derive the code challenge. Yes, when the code_challenge  is hashed
(recommended)

csrf The SSO token string linking the request to
the user session to protect against Cross-Site
Request Forgery attacks.

Yes, when gathering consent without a
remote consent service

decision Specifies whether the resource owner
consents to the requested access.

Yes, when gathering consent unless consent
is already saved for the scope

id_token_hint Previously issued ID token previously passed
as a hint about the end user’s session with
the client.

No

login_hint String value that can be set to the ID the user
uses to log in.

No

nonce String value that associates the client session
with the ID token.

No

prompt Specifies whether to prompt the end user for
authentication and consent.

No
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(1) When you use a request  object, define all the request parameters as claims in the JWT. Use only the following client
authentication parameters alongside the request :

client_assertion

client_assertion_type

client_id

client_secret

Otherwise, the response is an Invalid parameter scope  error.

The following is an example of a PAR request  object:

Parameter Description Required

redirect_uri The URI to return the resource owner to after
authorization is complete.

No

request A base64url-encoded JWT with the claims
required for PAR validation.(1)

Yes

response_mode Specifies the mechanism for returning
response parameters.

No

response_type The type of response expected from the
authorization server.

Yes

save_consent Specifies whether to store a resource owner’s
consented scopes.

No

scope The scopes linked to the permissions
requested by the client from the resource
owner.

No

service The authentication journey to use when
authenticating the resource owner.

No

state The value to maintain state between the
request and the callback.

No, but strongly recommended

ui_locales The end user’s preferred languages for the
user interface.

No
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{
  "client_id": "myClient",
  "nbf": 1594140030,
  "redirect_uri": "https://www.example.com:8443",
  "scope" : "write",
  "exp": 1594140390,
  "response_type" : "code",
  "code_challenge" :  "QR1D-7w1-rOQvlFe1CeqZigqaIpmZXatDMVvZ50o",
  "code_challenge_method" : "S256"
}

/oauth2/authorize

The /oauth2/authorize  endpoint is the OAuth 2.0 authorization endpoint defined in RFC 6749.

Use this endpoint to gather consent and authorization from the resource owner for the following flows:

Authorization code grant (OAuth 2.0 and OIDC)

Authorization code grant with PKCE (OAuth 2.0 and OIDC)

Authorization code grant with PAR (OAuth 2.0)

Implicit grant (OAuth 2.0 and OIDC)

Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize

The authorization endpoint supports the following parameters:

• 

• 

• 

• 

Parameter Description Required

acr_values The OpenID Connect authentication context
class reference values.

Yes, if required by the OpenID Connect
provider

claims The user attributes to be returned in the ID
token.

No

client_id Uniquely identifies the application making
the request.

Yes

code_challenge The code verifier generated for the PKCE
flow.

Yes, for the Authorization code grant with
PKCE flow

code_challenge_method The method to derive the code challenge. Yes, when the code_challenge  is hashed
(recommended)
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Parameter Description Required

csrf The SSO token string linking the request to
the user session to protect against Cross-Site
Request Forgery attacks.

Yes, when gathering consent without a
remote consent service

decision Specifies whether the resource owner
consents to the requested access.

Yes, when gathering consent unless consent
is already saved for the scope

id_token_hint Previously issued ID token passed as a hint
about the end user’s session with the client.

No

login_hint String value that can be set to the ID the user
uses to log in.

No

nonce String value that associates the client session
with the ID token.

No

prompt Specifies whether to prompt the end user for
authentication and consent.

No

redirect_uri The URI to return the resource owner to after
authorization is complete.

No

response_mode Specifies the mechanism for returning
response parameters.

No

response_type The type of response expected from the
authorization server.

Yes

request The JWT request object. Yes, for JAR request and OIDC flows requiring
a request object and providing no 
request_uri

request_uri For PAR or OIDC flows, a reference to JWT
request object(s).

Yes, for JAR request and OIDC flows requiring
a request object and providing no request

save_consent Specifies whether to store a resource owner’s
consented scopes.

No

scope The scopes linked to the permissions
requested by the client from the resource
owner.

No

service The authentication journey to use when
authenticating the resource owner.

No

state The value to maintain state between the
request and the callback.

No, but strongly recommended
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/oauth2/bc-authorize

The /oauth2/bc-authorize  endpoint is the backchannel authorization endpoint for OpenID Connect Client Initiated
Backchannel Authentication Flow.

Use this endpoint to initiate backchannel authorization with the resource owner with the following flow:

Backchannel request grant (OpenID Connect)

Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/bc-authorize

The endpoint supports the following parameters:

(1) The endpoint requires a signed JWT with these claims:

Parameter Description Required

ui_locales The end user’s preferred languages for the
user interface.

No

• 

Parameter Description Required

client_assertion (1) A signed JSON Web Token (JWT) to use as
client credentials.

Yes, for JWT profile authentication

client_assertion_type The type of assertion, 
client_assertion_type=urn%3Aietf%3Apara

ms%3Aoauth%3Aclient-assertion-

type%3Ajwt-bearer .

Yes, for JWT profile authentication

client_id Uniquely identifies the application making
the request.

Yes

client_secret The password for a confidential client. Yes, when authenticating with Form
parameters (HTTP POST)

Claim Description Example

acr_values A string identifying the mechanism for the
end user to provide authorization.

"acr_values": "push"

aud A string or array of strings indicating the
intended audience of the JWT. Must include
the authorization server OAuth 2.0 endpoint.

"aud": "https://openam.example.com:

8443/openam/oauth2"
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/oauth2/access_token

The /oauth2/access_token  endpoint is the OAuth 2.0 token endpoint (RFC 6749).

Use this endpoint to acquire an access or refresh token with the following flows:

Authorization code grant (OAuth 2.0 and OIDC)

Authorization code grant with PKCE (OAuth 2.0 and OIDC)

Authorization code grant with PAR (OAuth 2.0)

Client credentials grant (OAuth 2.0)

Resource owner password credentials grant (OAuth 2.0)

Device flow (OAuth 2.0)

Claim Description Example

binding_message A short (100 character max.) string message
to display to the user when obtaining
authorization.
For push notification, messages must:

Begin with a letter, number, or
punctuation mark.
Not include line breaks or control
characters.

"binding_message": "Allow ExampleBank

to transfer £50 from 'Main' to

'Savings'? (EB-0246326)"

exp The expiration time in seconds since January
1, 1970 UTC. An expiration time more than
30 minutes in the future causes a JWT
expiration time is unreasonable  error
message.

"exp": 1675681183

id_token_hint An ID token identifying the principal and
subject of the JWT (the end user).
Required when not using login_hint .

"id_token_hint": "<id-token>"

iss The unique identifier of the JWT issuer; must
match the client ID in the application profile.

"iss": "myCIBAClient"

login_hint A string identifying the principal and subject
of the JWT (the end user).
Required when not using id_token_hint .

"login_hint": "a0325ea4-9d9b-4056-931b-

ab64704cc3da"

scope A string holding a space-separated list of the
requested scopes; must include openid .

"scope": "openid profile"

• 
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• 
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SAML v2.0 profile for authorization grant (OAuth 2.0)

Token exchange (OAuth 2.0 | OpenID Connect)

Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token

The access_token  endpoint supports the following parameters:

• 

• 

Parameter Description Required

actor_token The token representing a delegate acting on
behalf of another identity.

Yes, for Token exchange

actor_token_type The type of actor token. Yes, for Token exchange

auth_chain A string naming the journey to authenticate
the resource owner.

No, only for Resource owner password
credentials grant

assertion A string holding a base64-encoded then URL-
encoded SAML v2.0 assertion

Yes, when 
grant_type=urn:ietf:params:oauth:grant-

type:saml2-bearer

client_assertion A signed JSON Web Token (JWT) to use as
client credentials.

Yes, for JWT profile authentication

client_assertion_type The type of assertion, 
client_assertion_type=urn%3Aietf%3Apara

ms%3Aoauth%3Aclient-assertion-

type%3Ajwt-bearer .

Yes, for JWT profile authentication

client_id Uniquely identifies the application making
the request.

Yes

client_secret The password for a confidential client; do not
use with cnf_key .

Yes, when authenticating with Form
parameters (HTTP POST)

cnf_key A base64-encoded JSON Web Key (JWK) or
hash of the X.509 certificate; do not use with 
client_secret .

Yes, for Proof-of-possession.

code A string holding the authorization code for an
authorization code grant.

Yes, when grant_type=authorization_code

code_verifier A random string correlating a PKCE
authorization request with the token request.

Yes, for flows with PKCE
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/oauth2/device/code

The Device authorization grant endpoint defined in RFC 8628 OAuth 2.0 Device Authorization Grant.

Client devices use this endpoint in the following flows to get the codes and information required to obtain the resource owner’s
consent for device access:

Device flow (OAuth 2.0)

Device flow with PKCE (OAuth 2.0)

Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/code

The device code endpoint supports the following parameters:

Parameter Description Required

device_code A string holding the device code requested
from the user for a device flow.

Yes, when 
grant_type=urn:ietf:params:oauth:grant-

type:device_code

grant_type A string specifying the type of grant to
acquire an access token.

Yes

password A string holding the resource owner
password for the Resource owner password
credentials grant.

Yes, when grant_type=password

redirect_uri The URI to return the resource owner to after
authorization is complete.

Yes, when grant_type=authorization_code
and it was included earlier in the flow

refresh_token The refresh to get a new access token. Yes, for Refresh tokens

requested_token_type The type of token requested in exchange. No, but recommended for Token exchange

scope The scopes linked to the permissions
requested by the client from the resource
owner.

No

subject_token The original token to exchange. Yes, for Token exchange

subject_token_type The type of subject token. Yes, for Token exchange

username A string holding the resource owner
username for the Resource owner password
credentials grant.

Yes, when grant_type=password

• 

• 
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/oauth2/device/user

This is the Device authorization grant endpoint for user interaction. Client devices use this endpoint to confirm the resource
owner’s consent in the following flows:

Device flow (OAuth 2.0)

Device flow with PKCE (OAuth 2.0)

Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/device/user

Parameter Description Required

acr_values The OpenID Connect authentication context
class reference values.

Yes, if required by the OpenID Connect
provider

claims The user attributes to be returned in the ID
token.

No

client_id Uniquely identifies the application making
the request.

Yes

code_challenge The code verifier generated for the PKCE
flow.

Yes, for the Authorization code grant with
PKCE flow

code_challenge_method The method to derive the code challenge. Yes, when the code_challenge  is hashed
(recommended)

login_hint String value that can be set to the ID the user
uses to log in.

No

nonce String value that associates the client session
with the ID token.

No

prompt Specifies whether to prompt the end user for
authentication and consent.

No

scope The scopes linked to the permissions
requested by the client from the resource
owner.

No

state The value to maintain state between the
request and the callback.

No, but strongly recommended

ui_locales The end user’s preferred languages for the
user interface.

No

• 

• 
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The device user endpoint supports the following parameters:

/oauth2/token/revoke

Endpoint defined in RFC 7009 Token Revocation to revoke access tokens and refresh tokens.

When you revoke a refresh token, you revoke all tokens issued with the same authorization grant. If you obtained multiple access
tokens for a single user with different authorization grants, you must revoke the tokens separately to invalidate each one.

Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/token/revoke

The revoke token endpoint supports the following parameters:

Parameter Description Required

csrf The SSO token string linking the request to
the user session to protect against Cross-Site
Request Forgery attacks.

Yes, when gathering consent without a
remote consent service

decision Specifies whether the resource owner
consents to the requested access.

Yes, when gathering consent unless consent
is already saved for the scope

save_consent Specifies whether to store a resource owner’s
consented scopes.

No

scope The scopes linked to the permissions
requested by the client from the resource
owner.

No

user_code The user code confirmed by the resource
owner.

Yes

Parameter Description Required

client_assertion A signed JSON Web Token (JWT) to use as
client credentials.

Yes, for JWT profile authentication

client_assertion_type The type of assertion, 
client_assertion_type=urn%3Aietf%3Apara

ms%3Aoauth%3Aclient-assertion-

type%3Ajwt-bearer .

Yes, for JWT profile authentication

client_id Uniquely identifies the application making
the request.

Yes
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The following example revokes a refresh token:

$ curl \
--request POST \
--user "myClient:forgerock" \
--data "client_id=myClient" \
--data "token=<refresh-token>" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/token/revoke"
{}

/oauth2/introspect

The /oauth2/introspect  endpoint is defined in RFC 7662 OAuth 2.0 Token Introspection.

A resource server uses this endpoint to retrieve details about a token, such as:

The approved scopes

The user who authorized the client to obtain the token

The expiry time

The proof-of-possession JSON Web Key (JWK)

The resource server must authenticate to access this endpoint.

Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/introspect

The default settings for this endpoint do not allow:

HTTP GET requests

Use of token  as a query parameter

To change this behavior for compatibility, use the org.forgerock.openam.introspect.token.query.param.allowed advanced server
property.

The token introspection endpoint supports the following parameters:

Parameter Description Required

client_secret The password for a confidential client. Yes, when authenticating with Form
parameters (HTTP POST)

token The access token or refresh token to revoke. Yes

• 

• 

• 

• 

• 

• 
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Example

The following example demonstrates token introspection:

$ curl \
--request POST \
--user "myClient:forgerock" \
--data "token=<access-token>" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/introspect"
{
  "active": true,
  "scope": "profile",
  "realm": "/alpha",
  "client_id": "myClient",
  "user_id": "a0325ea4-9d9b-4056-931b-ab64704cc3da",
  "username": "a0325ea4-9d9b-4056-931b-ab64704cc3da",
  "token_type": "Bearer",
  "exp": 1675703376,
  "sub": "a0325ea4-9d9b-4056-931b-ab64704cc3da",
  "subname": "a0325ea4-9d9b-4056-931b-ab64704cc3da",
  "iss": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha",
  "auth_level": 0,
  "authGrantId": "sReMmkL05mN4xtDMQdVrpjXB_go",
  "auditTrackingId": "1d7a3317-03a9-4461-9d12-745f886019c2-5860187",
  "expires_in": 3575
}

Introspect special tokens

To introspect macaroon access tokens containing third-party caveats, use the X-Discharge-Macaroon  header to pass the
discharge macaroon.

To introspect UMA RPT tokens, use the PAT of the resource owner in an authorization: Bearer  header to authenticate
to the endpoint.

Parameter Description Required

client_assertion A signed JSON Web Token (JWT) to use as
client credentials.

Yes, for JWT profile authentication

client_assertion_type The type of assertion, 
client_assertion_type=urn%3Aietf%3Apara

ms%3Aoauth%3Aclient-assertion-

type%3Ajwt-bearer .

Yes, for JWT profile authentication

client_id Uniquely identifies the application making
the request.

Yes

client_secret The password for a confidential client. Yes, when authenticating with Form
parameters (HTTP POST)

token The token to introspect. Yes

• 

• 
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Response signing and encryption

The default introspection response is a plain JSON object.

Access Management also supports the JWT Response for OAuth Token Introspection Internet-Draft, which adds signed JWT or
signed and encrypted JWT responses.

A client application can request a signed JWT by adding an Accept: application/jwt  header to the request.

To enable signing and encryption for all requests, follow these steps:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Client ID > Advanced and select the
response type in the Token introspection response format drop-down list.

If necessary to configure signing and encryption, configure the following properties:

Token introspection response signing algorithm

Default: RS256

Token introspection response encryption algorithm

Default: RSA-OAEP-256

Token introspection encrypted response encryption algorithm

Default: A128CBC-HS256

Save your work.

Requests for plain JSON now return errors.

Response content

The following table describes fields you may find in the introspection response:

1. 

2. 

3. 

Field Description

active Whether the token is active ( true ) or not ( false ).

auth_level The AM authentication level for the resource owner who granted access to the token.

client_id The client the token was issued to.

cnf The confirmation key claim.
The jwk  type contains the decoded JWK for the access token in the JWK-based proof-of-
possession flow.

exp Expiration time in seconds since January 1, 1970 UTC.
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/json/token/macaroon

The /json/token/macaroon  endpoint lets you inspect and manipulate macaroon tokens.

Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/token/macaroon

Field Description

expires_in Expiration time in seconds from now; the value decreases with every request to Access
Management.
Unlike the calculated value, the expiration time stored in the token does not change.
For client-side tokens, Access Management only returns this to a client in the same realm as
the resource owner.

iss The token issuer.

macaroon The macaroon the token validates, including any caveats.

permissions (UMA only) An array containing the following:

RPT token expiration time ( exp )
Resource scopes of the token
Resource ID

scope The space-separated list of the scopes associated with the token.

sub The subject of the access token.
The subject claim is in the format (type!subject) , where:

subject  is the identifier of the user/identity, or the name of the OAuth 2.0/OpenID
Connect client that is the subject of the token.
type  can be one of the following:

age . Specifies that the subject is an OAuth 2.0/OpenID Connect-related user-
agent or client. For example, an OAuth 2.0 client, a Remote Consent Service
agent, and a Web and Java Agent internal client.
usr . Specifies that the subject is a user/identity.

For example, (usr!demo) , or (age!myOAuth2Client) .

token_type The type of token.

user_id Deprecated form of username .

username The user who authorized the client to obtain the token.

• 
• 
• 

• 

• 
◦ 

◦ 

PingAM OAuth 2.0

Copyright © 2025 Ping Identity Corporation 4991



This endpoint supports these parameters:

You can manipulate macaroons locally using a macaroon library. Anyone in possession of a macaroon token can inspect and
restrict the macaroon securely.

The following example restricts the scope of a macaroon token and inspects the result. The original scope of the unrestricted
token is openid profile :

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "cache-control: no-cache" \
--data '{
  "macaroon": "<macaroon-token>",
  "caveat": {"type": "first-party", "identifier": {"scope": "profile"}}
}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/token/macaroon?_action=restrict'
{
  "macaroon": "<restricted-macaroon-token>"
}

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "cache-control: no-cache" \
--data '{"macaroon": "<restricted-macaroon-token>"}' \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/token/macaroon?_action=inspect'
{
  "identifier": "<identifier>",
  "location": "",
  "caveats": [{
    "type": "first-party",
    "identifier": {
      "scope": "profile"
    }
  }],
  "signature": "<signature>"
}

Field Description

action=inspect Return details about the macaroon.

action=restrict Add a caveat to the macaroon, returning a new macaroon.

lightbulb_2
OIDC clients must ensure the following information is present in the JSON:

The openid  scope; for example, "scopes": ["profile", "openid"] .
The id_token  response type; for example, "response_types": ["code", "id_token code"] .

Tip

• 
• 

OAuth 2.0 PingAM

4992 Copyright © 2025 Ping Identity Corporation



Legacy OAuth 2.0 endpoints

AM exposes the following legacy endpoints:

/frrest/oauth2/token (Legacy)

This AM-specific OAuth 2.0 token administration endpoint lets you read, list, and delete (revoke) OAuth 2.0 tokens. OAuth 2.0
clients can also manage their own tokens.

To list the contents of a specific token, send an HTTP GET request to /frrest/oauth2/token/token-id , including the SSO token
of an admin user in the header. The following example gets an access token for the end user and then lists its contents:

OAuth 2.0 administration endpoints

Endpoint Description

/frrest/oauth2/token (Legacy) Retrieve metadata about a token, revoke access and refresh
tokens (AM-specific endpoint, legacy)

/oauth2/tokeninfo (Legacy) Validate tokens and retrieve token metadata, such as scopes,
to determine how to respond to requests for protected
resources (AM-specific endpoint, legacy)

emergency_home
The /frrest/oauth2/token  endpoint is labelled as legacy and doesn’t support client-side OAuth 2.0 tokens.
Use the following endpoints instead:

/oauth2/introspect

Use this endpoint to retrieve metadata from OAuth 2.0 tokens.
/oauth2/token/revoke

Use this endpoint to delete (revoke) specific OAuth 2.0 tokens.
/users/user/oauth2/applications

Use this endpoint to list clients that hold tokens granted by specific resource owners, and to delete tokens for
resource owners and clients.

Important

• 

• 

• 

PingAM OAuth 2.0

Copyright © 2025 Ping Identity Corporation 4993

https://docs.pingidentity.com/pingam/release-notes/stability.html#interface-stability
https://docs.pingidentity.com/pingam/release-notes/stability.html#interface-stability
https://docs.pingidentity.com/pingam/release-notes/stability.html#interface-stability
https://docs.pingidentity.com/pingam/release-notes/stability.html#interface-stability


$ curl \
--request POST \
--data "grant_type=password" \
--data "username=bjensen" \
--data "password=Ch4ng31t" \
--data "scope=cn" \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
    "scope": "cn",
    "expires_in": 60,
    "token_type": "Bearer",
    "access_token": "f5fb4833-ba3d-41c8-bba4-833b49c3fe2c"
}
$ curl \
--request GET \
--header "iplanetDirectoryPro: AQIC5wM2LY4Sfcxs…EwNDU2NjE0*" \
"https://openam.example.com:8443/openam/frrest/oauth2/token/f5fb4833-ba3d-41c8-bba4-833b49c3fe2c"
{
    "expireTime": [
        "1418818601396"
    ],
    "tokenName": [
        "access_token"
    ],
    "scope": [
        "cn"
    ],
    "grant_type": [
        "password"
    ],
    "clientID": [
        "myClientID"
    ],
    "parent": [],
    "id": [
        "f5fb4833-ba3d-41c8-bba4-833b49c3fe2c"
    ],
    "tokenType": [
        "Bearer"
    ],
    "redirectURI": [],
    "nonce": [],
    "realm": [
        "/alpha"
    ],
    "userName": [
        "bjensen"
    ]
}

To list the tokens for the current user, send an HTTP GET request to /frrest/oauth2/token/?_queryId=access_token , including
the SSO token of the current user in a header. The following example shows a search for bjensen 's access tokens:
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$ curl \
 --request GET \
 --header "iplanetDirectoryPro: AQIC5wM2LY4Sfcw…" \
 "https://openam.example.com:8443/openam/frrest/oauth2/token/?_queryId=access_token"
{
    "result": [
    {
      "_rev": "1753454107",
      "tokenName": [
        "access_token"
      ],
      "expireTime": "Indefinitely",
      "scope": [
        "openid"
      ],
      "grant_type": [
        "password"
      ],
      "clientID": [
        "myClientID"
      ],
      "tokenType": [
        "Bearer"
      ],
      "redirectURI": [],
      "nonce": [],
      "realm": [
        "/alpha"
      ],
      "userName": [
        "bjensen"
      ],
      "display_name": "",
      "scopes": "openid"
    },
    {
      "_rev": "1753454107",
      "tokenName": [
        "access_token"
      ],
      "expireTime": "Indefinitely",
      "scope": [
        "openid"
      ],
      "grant_type": [
        "password"
      ],
      "clientID": [
        "myClientID"
      ],
      "tokenType": [
        "Bearer"
      ],
      "redirectURI": [],
      "nonce": [],
      "realm": [
        "/alpha"
      ],
      "userName": [
        "bjensen"
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      ],
      "display_name": "",
      "scopes": "openid"
    }
  ],
  "resultCount": 2,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": -1
}

To list the tokens for a specific user, send an HTTP GET request to /frrest/oauth2/token/?
_queryId=userName=username,realm=/realm , where username is the user, such as bjensen , and realm is the subrealm in which
the user is located. You don’t have to include the realm  parameter if the user is in the top-level realm.

Include the SSO token of an admin user in the header. For example:
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$ curl \
  --request GET \
  --header "iplanetDirectoryPro: AQIC5wM2LY4Sfcxs…EwNDU2NjE0*" \
  "https://openam.example.com:8443/openam/frrest/oauth2/token/?_queryId=userName=bjensen,realm=/alpha"
{
    "result": [
    {
      "_id": "2aaddde8-586b-4cb7-b431-eb86af57aabc",
      "_rev": "-549186065",
      "tokenName": [
        "access_token"
      ],
      "expireTime": "Indefinitely",
      "scope": [
        "openid"
      ],
      "grant_type": [
        "password"
      ],
      "authGrantId": [
        "50e9f80b-d193-4aeb-93e9-e383ea2cabd3"
      ],
      "clientID": [
        "myClientID"
      ],
      "parent": [],
      "refreshToken": [
        "5e1423a2-d2cd-40d5-8f54-5b695836cd44"
      ],
      "id": [
        "2aaddde8-586b-4cb7-b431-eb86af57aabc"
      ],
      "tokenType": [
        "Bearer"
      ],
      "auditTrackingId": [
        "6ac90d13-9cac-444b-bfbc-c7aca16713de-777"
      ],
      "redirectURI": [],
      "nonce": [],
      "realm": [
        "/alpha"
      ],
      "userName": [
        "bjensen"
      ],
      "display_name": "",
      "scopes": "openid"
    },
    {
      "_id": "5e1423a2-d2cd-40d5-8f54-5b695836cd44",
      "_rev": "1171292923",
      "tokenName": [
        "refresh_token"
      ],
      "expireTime": "Oct 18, 2016 10:51 AM",
      "scope": [
        "openid"
      ],
      "grant_type": [
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        "password"
      ],
      "authGrantId": [
        "50e9f80b-d193-4aeb-93e9-e383ea2cabd3"
      ],
      "clientID": [
        "myClientID"
      ],
      "authModules": [],
      "id": [
        "5e1423a2-d2cd-40d5-8f54-5b695836cd44"
      ],
      "tokenType": [
        "Bearer"
      ],
      "auditTrackingId": [
        "6ac90d13-9cac-444b-bfbc-c7aca16713de-776"
      ],
      "redirectURI": [],
      "realm": [
        "/alpha"
      ],
      "userName": [
        "bjensen"
      ],
      "acr": [],
      "display_name": "",
      "scopes": "openid"
    },
  ],
  "resultCount": 2,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "NONE",
  "totalPagedResults": -1,
  "remainingPagedResults": -1
}

To delete (revoke) a token, perform an HTTP DELETE on /frrest/oauth2/token/token-id , including the SSO token of an admin
user in the header. The following example gets an access token for the end user and then deletes it:

OAuth 2.0 PingAM

4998 Copyright © 2025 Ping Identity Corporation



$ curl \
--request POST \
--data "grant_type=password" \
--data "username=bjensen" \
--data "password=Ch4ng31t" \
--data "scope=cn" \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
    "scope": "cn",
    "expires_in": 60,
    "token_type": "Bearer",
    "access_token": "f5fb4833-ba3d-41c8-bba4-833b49c3fe2c"
}
$ curl \
 --request DELETE \
 --header "iplanetDirectoryPro: AQIC5wM2LY4Sfcxs…EwNDU2NjE0*" \
 "https://openam.example.com:8443/openam/frrest/oauth2/token/f5fb4833-ba3d-41c8-bba4-833b49c3fe2c"
{
    "success": "true"
}

/oauth2/tokeninfo (Legacy)

AM-specific endpoint used to validate tokens and to retrieve information out of them, such as scopes, the grant type used when
issuing the token, or the token expiration time.

Resource servers—or any party having the token ID—can obtain token information through this endpoint without authenticating.

The token information endpoint supports the following query parameter:

access_token

Specifies the token ID.

Required: Yes.

The following example gets an access token for the end user and then returns information about that token:

lightbulb_2
The /oauth2/tokeninfo  endpoint is labelled as legacy.
Find information about validating tokens and retrieving information with a spec-based endpoint in /oauth2/
introspect.

Tip
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$ curl \
--request POST \
--data "grant_type=password" \
--data "username=bjensen" \
--data "password=Ch4ng31t" \
--data "scope=write" \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "sbQZuveFumUDV5R1vVBl6QAGNB8",
  "scope": "write",
  "token_type": "Bearer",
  "expires_in": 3599
}
$ curl \
--request GET \
--header "Authorization: Bearer sbQZuveFumUDV5R1vVBl6QAGNB8" \
"https://openam.example.com:8443/openam/oauth2/tokeninfo"
{
   "access_token":"sbQZuveFumUDV5R1vVBl6QAGNB8",
   "grant_type":"password",
   "auth_level":0,
   "scope":[
      "write"
   ],
   "realm":"/alpha",
   "token_type":"Bearer",
   "expires_in":2491,
   "write":"",
   "client_id":"myClient"
}

AM returns a JSON object with the following properties:

access_token

The token ID.

grant_type

The OAuth 2.0 grant flow used to issue the token.

auth_level

The authentication level of the resource owner that authenticated to authorize the token.

scope

A JSON structure containing the scopes associated with the token.

realm

The realm from which the token was obtained.
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token_type

The type of token.

expires_in

The time, in seconds, that the token is valid for. This value is set at token creation time, and it depends on the
configuration of the OAuth2 Provider Service.

During the introspection call, AM calculates the amount of seconds the token is still valid for and returns it in the 
expires_in  object. Therefore, repeated calls to the endpoints return different values for the object.

However, the actual value of the expires_in  object in the token doesn’t change. Inspecting the token without using AM
will show the value set at token creation time.

AM doesn’t return this object for client-side tokens issued to a client configured in a different realm that the resource
owner’s.

client_id

The client that requested the token.

OAuth 2.0 administration REST endpoints

AM exposes the following administration and supporting REST endpoints:

/realm-config/agents/OAuth2Client

AM-specific endpoint that lets AM and agent administrators create, list, and delete OAuth 2.0 clients.

OAuth 2.0 administration and supporting endpoints

Endpoint Description

/realm-config/agents/OAuth2Client Register, list, and delete OAuth 2.0 clients (AM specific-
endpoint)

/users/user/oauth2/resources/sets Retrieve data for UMA resources registered to a particular
user (AM-specific endpoint)

/users/user/oauth2/applications List OAuth 2.0 clients holding active tokens granted by
specific resource owners, and delete tokens for a
combination of resource owner and client (AM-specific
endpoint)
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Create an OAuth 2.0 client

This example registers a basic OAuth 2.0 client named myClient  in the alpha  realm. Provide the SSO token of an administrative
user as a header, and append the name of the client to the URL.

lightbulb_2
Use the AM API explorer for detailed information about the parameters supported by this endpoint, and to test it
against your deployed AM instance.
In the AM admin UI, click the Help icon, and go to API Explorer > /realm-config > /agents > /OAuth2Client.

Tip
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$ curl \
--request PUT \
--header "Accept-API-Version: resource=1.0" \
--header "Content-Type: application/json" \
--header "Accept: application/json" \
--header "iplanetDirectoryPro: AQIC5wM…3MTYxOA..*" \
--data '{
   "coreOAuth2ClientConfig":{
      "agentgroup":"",
      "status":{
         "inherited":true,
         "value":"string"
      },
      "userpassword":"forgerock",
      "clientType":{
         "inherited":false,
         "value":"Confidential"
      },
      "redirectionUris":{
         "inherited":false,
         "value":[
            "https://www.example.com:443/callback"
         ]
      },
      "scopes":{
         "inherited":false,
         "value":[
            "write",
            "read"
         ]
      },
      "defaultScopes":{
         "inherited":true,
         "value":[
            "write"
         ]
      },
      "clientName":{
         "inherited":true,
         "value":[
            "My Test Client"
         ]
      }
   },
   "advancedOAuth2ClientConfig":{
      "name":{
         "inherited":false,
         "value":[
            null
         ]
      },
      "grantTypes":{
         "inherited":true,
         "value":[
            "authorization_code",
            "client_credentials"
         ]
      },
      "tokenEndpointAuthMethod":{
         "inherited":true,
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         "value":"client_secret_basic"
      }
   }
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/realm-config/agents/OAuth2Client/myClient"
{
   "_id":"myClient",
   "_rev":"-60716879",
   "advancedOAuth2ClientConfig":{
      "descriptions":{
         "inherited":false,
         "value":[

         ]
      },

…

      "clientType":{
         "inherited":false,
         "value":"Confidential"
      },
…
      "_type":{
      "_id":"OAuth2Client",
      "name":"OAuth2 Clients",
      "collection":true
   }
}

Update an OAuth 2.0 client

To update an existing OAuth 2.0 client, use a similar PUT request to the create request. Make sure you include all the attributes to
be retained in the client configuration. If you omit an attribute in the JSON payload, the request effectively deletes that attribute
from the client. This doesn’t apply to the client secret attribute.

Query OAuth 2.0 clients

This example lists the OAuth 2.0 clients in the alpha  realm. Provide the SSO token of an administrative user as a header.
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$ curl \
--request GET \
--header "Accept-API-Version: resource=1.0" \
--header "iplanetDirectoryPro: AQIC5wM…3MTYxOA..*" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/realm-config/agents/OAuth2Client?
_queryFilter=true"
{
  "result": [
    {
      "_id": "myClient",
      "_rev": "-1788958356",
      "overrideOAuth2ClientConfig": {
        "issueRefreshToken": true,
        "validateScopePluginType": "PROVIDER",
        "tokenEncryptionEnabled": false,
        "evaluateScopePluginType": "PROVIDER",
        "oidcMayActScript": "[Empty]",
        "oidcClaimsScript": "[Empty]",
        "accessTokenModificationPluginType": "PROVIDER",
        "authorizeEndpointDataProviderClass": 
"org.forgerock.oauth2.core.plugins.registry.DefaultEndpointDataProvider",
        "oidcClaimsPluginType": "PROVIDER",
        "providerOverridesEnabled": false,
        "authorizeEndpointDataProviderScript": "[Empty]",
        "statelessTokensEnabled": false,
        "authorizeEndpointDataProviderPluginType": "PROVIDER",
        "remoteConsentServiceId": null,
        "enableRemoteConsent": false,
        "validateScopeClass": "org.forgerock.oauth2.core.plugins.registry.DefaultScopeValidator",
        "usePolicyEngineForScope": false,
        "evaluateScopeClass": "org.forgerock.oauth2.core.plugins.registry.DefaultScopeEvaluator",
        "overrideableOIDCClaims": [],
        "accessTokenMayActScript": "[Empty]",
        "evaluateScopeScript": "[Empty]",
        "clientsCanSkipConsent": false,
        "accessTokenModificationScript": "[Empty]",
        "issueRefreshTokenOnRefreshedToken": true,
        "validateScopeScript": "[Empty]"
      },
      "advancedOAuth2ClientConfig": {
        "logoUri": [],
        "subjectType": "public",
        "clientUri": [],
        "tokenExchangeAuthLevel": 0,
        "responseTypes": [
          "code",
          "token",
          "id_token",
          "code token",
          "token id_token",
          "code id_token",
          "code token id_token",
          "device_code",
          "device_code id_token"
        ],
        "mixUpMitigation": false,
        "customProperties": [],
        "javascriptOrigins": [],
        "policyUri": [],
        "softwareVersion": null,
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        "sectorIdentifierUri": null,
        "tosURI": [],
        "tokenEndpointAuthMethod": "client_secret_basic",
        "isConsentImplied": false,
        "refreshTokenGracePeriod": 0,
        "softwareIdentity": null,
        "grantTypes": [
          "authorization_code"
        ],
        "require_pushed_authorization_requests": false,
        "descriptions": [],
        "requestUris": [],
        "name": [],
        "contacts": [],
        "updateAccessToken": null
      },
      "signEncOAuth2ClientConfig": {
        "tokenEndpointAuthSigningAlgorithm": "RS256",
        "idTokenEncryptionEnabled": false,
        "tokenIntrospectionEncryptedResponseEncryptionAlgorithm": "A128CBC-HS256",
        "requestParameterSignedAlg": null,
        "authorizationResponseSigningAlgorithm": "RS256",
        "clientJwtPublicKey": null,
        "idTokenPublicEncryptionKey": null,
        "mTLSSubjectDN": null,
        "jwkStoreCacheMissCacheTime": 60000,
        "jwkSet": null,
        "idTokenEncryptionMethod": "A128CBC-HS256",
        "jwksUri": null,
        "tokenIntrospectionEncryptedResponseAlg": "RSA-OAEP-256",
        "authorizationResponseEncryptionMethod": null,
        "userinfoResponseFormat": "JSON",
        "mTLSCertificateBoundAccessTokens": false,
        "publicKeyLocation": "jwks_uri",
        "tokenIntrospectionResponseFormat": "JSON",
        "requestParameterEncryptedEncryptionAlgorithm": "A128CBC-HS256",
        "userinfoSignedResponseAlg": null,
        "idTokenEncryptionAlgorithm": "RSA-OAEP-256",
        "requestParameterEncryptedAlg": null,
        "authorizationResponseEncryptionAlgorithm": null,
        "mTLSTrustedCert": null,
        "jwksCacheTimeout": 3600000,
        "userinfoEncryptedResponseAlg": null,
        "idTokenSignedResponseAlg": "RS256",
        "userinfoEncryptedResponseEncryptionAlgorithm": "A128CBC-HS256",
        "tokenIntrospectionSignedResponseAlg": "RS256"
      },
      "coreOpenIDClientConfig": {
        "claims": [],
        "backchannel_logout_uri": null,
        "defaultAcrValues": [],
        "jwtTokenLifetime": 0,
        "defaultMaxAgeEnabled": false,
        "clientSessionUri": null,
        "defaultMaxAge": 600,
        "postLogoutRedirectUri": [],
        "backchannel_logout_session_required": false
      },
      "coreOAuth2ClientConfig": {
        "status": "Active",
        "clientName": [],
        "clientType": "Confidential",
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        "loopbackInterfaceRedirection": false,
        "defaultScopes": [],
        "agentgroup": null,
        "refreshTokenLifetime": 0,
        "scopes": [],
        "accessTokenLifetime": 0,
        "redirectionUris": [],
        "authorizationCodeLifetime": 0
      },
      "coreUmaClientConfig": {
        "claimsRedirectionUris": []
      },
      "_type": {
        "_id": "OAuth2Client",
        "name": "OAuth2 Clients",
        "collection": true
      }
    }
  ],
  "resultCount": 1,
  "pagedResultsCookie": null,
  "totalPagedResultsPolicy": "EXACT",
  "totalPagedResults": 1,
  "remainingPagedResults": -1
}

Delete an OAuth 2.0 client

This example deletes an OAuth 2.0 client named myClient  in the alpha  realm. Provide the SSO token of and administrative user
as a header, and append the name of the client to the URL.

$ curl \
--request DELETE \
--header "Accept-API-Version: resource=1.0" \
--header "iplanetDirectoryPro: AQIC5wM…3MTYxOA..*" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/realm-config/agents/OAuth2Client/myClient"
{
    "_id": "myClient",
    "_rev": "-614477476",
    ...
}

/users/user/oauth2/resources/sets

AM-specific endpoint for viewing and updating a resource registered to a particular user.

To call the endpoint, you must compose the path to the realm where the resource is registered.

This example reads an OAuth 2.0 resource and related policy in the alpha  realm.

lightbulb_2
Use the AM API explorer for detailed information about the parameters supported by this endpoint, and to test it
against your deployed AM instance.
In the AM admin UI, click the Help icon, and go to API Explorer > /users > /{user} > /oauth2 > /resources > /sets.

Tip
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Note that you must provide the SSO token of an administrative user or of the resource owner as a header, and that the name of
the resource owner ( demo , in this example) is part of the URL:

$ curl \
--request GET \
--header "iPlanetDirectoryPro: AQIC5wM2LY4Sfcxs…EwNDU2NjE0*" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/demo\
/oauth2/resources/sets/43225628-4c5b-4206-b7cc-5164da81decd0"
{
    "scopes": [
         "http://photoz.example.com/dev/scopes/view",
         "http://photoz.example.com/dev/scopes/comment"
    ],
    "_id": "43225628-4c5b-4206-b7cc-5164da81decd0",
    "resourceServer": "UMA-Resource-Server",
    "name": "My Videos",
    "icon_uri": "http://www.example.com/icons/cinema.png",
    "policy": {
        "permissions": [
            {
                "subject": "user.1",
                "scopes": [
                    "http://photoz.example.com/dev/scopes/view"
                ]
            },
            {
                "subject": "user.2",
                "scopes": [
                    "http://photoz.example.com/dev/scopes/comment",
                    "http://photoz.example.com/dev/scopes/view"
                ]
            }
        ]
    },
    "type": "http://www.example.com/rsets/videos"
}

On success, an HTTP 200 OK status code is returned, with a JSON body representing the resource. If a policy relating to the
resource exists, a representation of the policy is also returned in the JSON.

If the specified resource does not exist, an HTTP 404 Not Found status code is returned, as follows:

{
    "code": 404,
    "reason": "Not Found",
    "message": "No resource set with id, bad-id-3e28-4c19-8a2b-36fc24c899df0, found."
}

lightbulb_2
You can specify the fields that are returned with the _fields  query string filter. For example, ?_fields=scopes,
resourceServer, name .

Tip
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If the SSO token used is not that of the resource owner or an administrator, an HTTP 403 Forbidden status code is returned, as
follows:

{
    "code": 403,
    "reason": "Forbidden",
    "message": "User, user.1, not authorized."
}

/users/user/oauth2/applications

AM-specific endpoint for listing clients holding tokens granted by specific resource owners, and for deleting tokens for a
combination of a resource owner and client.

To call the endpoint, you must compose the path to the realm where the client is registered.

This example lists all the clients holding tokens granted in the alpha  realm by the demo  user. Note that you must provide the
SSO token of an administrative user or of the resource owner as a header, and that the name of the resource owner ( demo ) is
part of the URL:

$ curl \
--request GET \
--header "Accept-API-Version: resource=1.1" \
--header "iplanetDirectoryPro: Ua6fsH2vjgHqVY…" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/demo/oauth2/applications?
_queryFilter=true"

On success, AM returns an HTTP 200 code and a JSON structure containing information about the tokens, such as the client ID
they belong to, the granted scopes, and their expiration time:

lightbulb_2
Use the AM API explorer for detailed information about the parameters supported by this endpoint, and to test it
against your deployed AM instance.
In the AM admin UI, click the Help icon, and go to API Explorer > /users > /{user} > /oauth2 > /applications.

Tip
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{
   "result":[
      {
         "_id":"myClient",
         "_rev":"22274676",
         "name":null,
         "description":"This field describes myClient",
         "scopes":{
            "write":"write"
         },
         "expiryDateTime":"2018-11-14T10:48:55.395Z",
         "logoUri":null
      }
   ],
   "resultCount":1,
   "pagedResultsCookie":null,
   "totalPagedResultsPolicy":"NONE",
   "totalPagedResults":-1,
   "remainingPagedResults":-1

The following example shows how to delete all tokens held by the client myClient  granted in the alpha  realm by the demo  user.
Note that you must provide the SSO token of an administrative user or of the resource owner as a header, and that the name of
the resource owner ( demo ) and the name of the client ( myClient ) are part of the URL:

$ curl \
--request DELETE \
--header "Accept-API-Version: resource=1.1" \
--header "iplanetDirectoryPro: Ua6fsH2vjgHqVY…" \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/users/demo/oauth2/applications/myClient"

On success, AM returns an HTTP 200 code and a JSON structure containing information about the deleted tokens, such as the
client ID they belonged to, the scopes they granted, and their expiration time:

{
  "_id": "myClient",
  "_rev": "22274676",
  "name": null,
  "description":"This field describes myClient",
  "scopes": {
    "write": "write"
  },
  "expiryDateTime": "2018-11-14T10:48:55.395Z",
  "logoUri": null
}

Customize OAuth 2.0

AM includes several plugin points that let you extend OAuth 2.0 authorization server functionality, such as modifying access
tokens or customizing how AM processes scopes.
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Supported plugin points

The following table describes the OAuth 2.0 plugin points supported in AM.

How to build and use a custom OAuth 2.0 plugin

AM supports two types of custom plugin: scripted and Java. The following sections describe how to deploy a custom plugin
according to your implementation type.

Customize with a script

AM provides a scripting engine and template scripts for you to extend OAuth 2.0 behavior by running scripts stored as
configuration, rather than by updating code. Creating and modifying plugin scripts enables rapid development without the need
to change or recompile core AM.

To view the contents of the default scripts in the AM admin UI, including the available script properties, go to Realms > 
Realm Name > Scripts and select the script you want to examine.

To view all the sample JavaScript and Groovy scripts, refer to Sample scripts.

To use a plugin script, follow these steps:

Create or modify an OAuth 2.0 plugin script

Configure AM to use an OAuth 2.0 plugin script

Try your changes.

To step through an example of a scripted implementation, refer to Access token modification.

Create or modify an OAuth 2.0 plugin script

To create or edit a script that is saved for the current realm, or modify a default script that is available to all realms, you can
either:

Use the AM admin UI or

Perform a REST call using the /scripts endpoint.

Plugin Description

Access token modification Modify the OAuth2 access token before the token is persisted or returned
to the client.

Authorize endpoint data provider Return additional data from an authorization request.

Scope evaluation Evaluate and return an OAuth2 access token’s scope information.

Scope validation Customize the set of requested scopes for authorize, access token, refresh
token and back channel authorize requests.

OIDC user info claims Fetch the resource owner’s information based on an issued access token.

• 

• 

• 

1. 

2. 

3. 

• 

• 

• 
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For more information, refer to Scripting.

Configure AM to use an OAuth 2.0 plugin script

After creating your plugin script, you must configure AM to use the plugin.

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Plugins to configure a specific OAuth 2.0
provider.

To set your plugin as the default for all new OAuth2 providers, go to Configure > Global Services > OAuth2 Provider >
Plugins.

Alternatively, to configure plugins at the client level, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > 
Client ID > OAuth2 Provider Overrides.

Set the Plugin Type  attribute to SCRIPTED .

Set the Script  attribute to the name of the script you want to use.

For example, for the scope validation plugin, select the name of your script from the Scope Validation Script  drop-
down list. This list contains all the scripts that are saved for the current realm for the particular plugin type, including the
default scripts that AM provides. In the case of the scope validation plugin, the list displays all scripts of type OAuth2
Validate Scope .

Save your changes.

Customize with Java

Write a Java class that implements one of the org.forgerock.oauth2.core.plugins  interfaces. AM provides sample code and
some default implementation classes for each of the plugin interfaces.

To view the supported plugin interfaces, refer to the Javadoc for the org.forgerock.oauth2.core.plugins  package.

To view the sample and custom classes, refer to the details for the individual plugin points.

To use a Java plugin, follow these steps:

Create and deploy a Java OAuth 2.0 plugin

Configure AM to use a Java OAuth 2.0 plugin

Try your changes.

To step through an example of a Java implementation, refer to the Scope evaluation.

Create and deploy a Java OAuth 2.0 plugin

Create a custom Java class that implements the appropriate plugin interface, and package in a JAR file.

1. 

2. 

3. 

info
For further details about setting plugin configuration, refer to the OAuth2 provider configuration and Client
overrides.

Note

4. 

• 

• 

• 

1. 

2. 

3. 

• 

1. 
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To use an existing example, download the sample code and build a JAR file by following the steps described in How do I
access and build the sample code provided for PingAM? in the Knowledge Base.

Copy the built JAR file to the /WEB-INF/lib  folder where you deployed AM.

Restart AM or the container in which it runs.

Configure AM to use a Java OAuth 2.0 plugin

After creating your plugin, you must configure AM to use the plugin.

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Plugins to configure a specific OAuth 2.0
provider.

To set your plugin as the default for all new OAuth2 providers, go to Configure > Global Services > OAuth2 Provider >
Plugins.

Alternatively, to configure plugins at the client level, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > 
Client ID > OAuth2 Provider Overrides.

Set the Plugin Type  attribute to JAVA .

Set the Plugin Implementation Class  attribute.

For example, for the scope evaluation plugin, type the fully qualified name of your plugin class in the Scope Evaluation
Plugin Implementation Class  field.

Save your changes.

OAuth 2.0 scripting API

For information about the API available for implementing scripts, refer to:

Access HTTP services

Log script messages

The AccessToken interface provides methods that let you view or modify the data associated with an access token.

The AMIdentity interface represents an identity that is managed by AM.

The SSOToken interface contains SSO token and authentication information, as well as session-related properties.

The following properties are common to all OAuth 2.0 scripts and always present for all script types. Refer to individual plugins for
additional properties specific to the script type.

2. 

3. 

1. 

2. 

3. 

info
For further details about setting plugin configuration, refer to the OAuth2 provider configuration and Client
overrides.

Note

4. 

• 

• 

• 

• 

• 

Binding Information

httpClient An HTTP client for making external HTTP requests.
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Access token modification

Use this extension point to modify the key-value pairs in an OAuth 2.0 access token. For example, you could make a REST call to
an external service, and add or change a key-value pair in the access token based on the response, before issuing the token to
the resource owner.

Default script

To view the default script, including the available script properties, refer to oauth2-access-token-modification.groovy.

To view or modify the default script in the AM admin UI, go to Realms > Realm Name > Scripts and select OAuth2 Access
Token Modification Script.

Java interface

org.forgerock.oauth2.core.plugins.AccessTokenModifier

Binding Information

logger The logger instance specific to the script type. Use the logger to write a message to the AM
debug log.
For more information, refer to Log script messages.

scriptName The display name of the script.
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Java sample

/*
 * Copyright 2021-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

package org.forgerock.openam.examples;

import org.forgerock.oauth2.core.AccessToken;
import org.forgerock.oauth2.core.OAuth2Request;
import org.forgerock.oauth2.core.plugins.AccessTokenModifier;

/**
 * Custom implementation of the Access Token Modifier
 * plugin interface {@link org.forgerock.oauth2.core.plugins.AccessTokenModifier}
 *
 * <li>
 * In this example the {@code modifyAccessToken} method adds an additional field to the token.
 * </li>
 *
 */
public class CustomAccessTokenModifier implements AccessTokenModifier {

    @Override
    public void modifyAccessToken(AccessToken accessToken, OAuth2Request request) {
        //Field to always include in token
        accessToken.setField("additional", "field");
    }
}

About modifying access tokens

You can modify both client-side and server-side access tokens. Modifications are stored permanently in either the issued JWT for
client-side tokens, or in the CTS for server-side access tokens. You can also modify macaroons used in place of regular tokens. In
this case, you implement the plugin to modify the key pairs in the token, and optionally, to add caveats. For more information,
refer to the MacaroonToken interface.

When issuing modified access tokens, consider the following important points:

Removing or changing native properties may render the access token unusable.

AM requires that certain native properties are present in the access token in order to consider it valid. Removing or
modifying these properties may cause the OAuth 2.0 flows to break.

Modifying access tokens affects the size of the client-side token or server-side entry.

• 

lightbulb_2
Native properties are marked in the AM Public API Javadoc with a warning about loss of functionality if they are
edited or removed.

Tip

• 
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Changes made to OAuth 2.0 access tokens directly impacts the size of the server-side tokens, or the size of the JSON web
tokens (JWT) if client-side tokens are enabled.

You must ensure that the token size remains within your client or user-agent size limits.

For more information, refer to Token storage location.

Example access token modification plugin

Complete the following steps to implement a custom access token modification script that sets additional properties in the access
token:

Prepare AM to modify access tokens

Configure AM to use the custom access token modification script

Create an OAuth2 client for authorization

Try the custom access token modification script

Prepare AM to modify access tokens

The script requires that the authenticated user of the access token has an email address and telephone number in their profile.
The script adds the values of these fields to the access token.

Log in as an AM administrator, for example, amAdmin .

Add an email address and telephone number value to the demo  user’s profile.

The access token modification script injects the values provided into the OAuth 2.0 access token before it is issued to the
resource owner.

Select Realms > Realm Name > Identities.

On the Identities tab, select the demo  user.

In Email Address, enter a valid address. For example, demo.user@example.com .

In Telephone Number, enter a value. For example, 44 117 496 0228 .

Save your changes.

Modify the default access token modification script to set additional fields.

Go to Realms > Realm Name > Scripts, and click OAuth2 Access Token Modification Script.

In the Script field:

Uncomment the following line, by surrounding with a pair of */  and /*  strings:

1. 

2. 

3. 

4. 

info
To configure AM to use a Java access token modification plugin, refer to Configure AM to use a Java OAuth 2.0 plugin.

Note

1. 

2. 

1. 

2. 

3. 

4. 

5. 

3. 

1. 

2. 

▪ 
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/* ... */
accessToken.setField("hello", "world")
/* ... */

Similarly, uncomment these lines:

/* ... */
def attributes = identity.getAttributes(["mail", "telephoneNumber"].toSet())
accessToken.setField("mail", attributes["mail"])
accessToken.setField("phone", attributes["telephoneNumber"])
/* ... */

Save your changes.

Configure AM to use the custom access token modification script

Perform this task to set up an OAuth 2.0 provider that uses the modified default access token modification script.

Configure the provider and ensure the following properties are set:

Access Token Modification Plugin Type to SCRIPTED .

Access Token Modification Plugin Script to OAuth2 Access Token Modification Script .

By default, a new OAuth 2.0 provider uses the default access token modification script.

Save your changes.

Create an OAuth2 client for authorization

Create an OAuth 2.0 client to use in the authorization request.

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients, and click Add Client.

▪ 

lightbulb_2
To include additional data in the /oauth2/access_token response, edit your script to call the 
addExtraData  method. For example:

accessToken.addExtraData("hello", "world")

This returns the data as part of the response body in the following way:

{
  "access_token":"sbQZuveFumUDV5R1vVBl6QAGNB8",
  "hello":"world",
  "scope":"write",
  "token_type":"Bearer",
  "expires_in":3599
}

Tip

3. 

1. 

◦ 

◦ 

2. 

1. 
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Enter the following values:

Client ID: myClient

Client secret: forgerock

Redirection URIs: https://www.example.com:443/callback

Scope(s): access|Access to your data

Click Create.

AM is now configured to issue access tokens using the default access token modification script. As the demo  user, you can now
obtain an access token to test the script functionality.

Try the custom access token modification script

This section demonstrates obtaining an OAuth 2.0 access token that was modified by a script.

First, use the Authorization code grant flow to authenticate with AM as the resource owner, allow the client to access profile data,
and receive the authorization code.

Next, exchange the authorization code for an access token.

The access token was altered by the default access token modification script to include:

The resource owner’s telephone number and email address, taken from their profile in AM, which is acting as the
authorization server.

A hello:world  key-value pair.

Finally, use the introspect endpoint to verify that the access token includes the modified values.

Obtain an authorization code

In a web browser, go to the /oauth2/authorize endpoint, including the parameters and values configured for the OAuth
2.0 client in the previous section.

Make sure you specify the correct realm in the endpoint. For example, if the OAuth 2.0 provider is configured for the /
alpha  realm, then use /oauth2/realms/root/realms/alpha/authorize .

For example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize \
?client_id=myClient \
&response_type=code \
&scope=access \
&state=abc123 \
&redirect_uri=https://www.example.com:443/callback

Note that the URL is split for readability purposes.

2. 

◦ 

◦ 

◦ 

◦ 

3. 

• 

• 

1. 
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The AM login page is displayed.

Log in as the demo  user, with password Ch4ng31t .

The AM OAuth 2.0 consent page is displayed.

Review the requested scopes, and click Allow.

AM redirects the browser to the location specified in the redirect_uri  parameter, https://www.example.com:443/
callback  in this example, and appends a number of query parameters.

For example:

Record the value of the code  query parameter.

This is the authorization code and is exchanged for an access token in the next procedure.

Exchange an authorization code for an access token

Send a POST request to the /oauth2/access_token endpoint, including the authorization code obtained in the previous
procedure, and the parameters and values configured for the OAuth 2.0 client earlier.

For example:

$ curl \
  --request POST \
  --data "grant_type=authorization_code" \
  --data "code=tH_s2obVRt2_yB6x4OxH1J3eMkU" \
  --data "client_id=myClient" \
  --data "client_secret=forgerock" \
  --data "redirect_uri=https://www.example.com:443/callback" \
  "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "sbQZuveFumUDV5R1vVBl6QAGNB8",
  "scope": "access",
  "token_type": "Bearer",
  "expires_in": 3599
}

Record the value of the access_token  property.

This is the access token; the access token modification script modified the properties. Follow the steps in the next
procedure to introspect the token to verify the properties were modified.

2. 

3. 

4. 

1. 

2. 
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Introspect an access token to verify access token modification

Send a POST request to the /oauth2/introspect endpoint, including the access token obtained in the previous procedure,
and the credentials of the OAuth 2.0 client.

For example:

$ curl \
  --request POST \
  --data "client_id=myClient" \
  --data "client_secret=forgerock" \
  --data "token=sbQZuveFumUDV5R1vVBl6QAGNB8" \
  "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/introspect"
{
  "active": true,
  "scope": "access",
  "client_id": "myClient",
  "user_id": "demo",
  "username":"demo",
  "token_type": "Bearer",
  "exp": 1556289970,
  "sub": "(usr!demo)",
  "subname": "demo",
  "iss": "https://openam.example.com:8443/openam/oauth2",
  "auth_level": 0,
  "auditTrackingId": "c6e22be7-6166-402b-9d72-a03134f08c22-8605",
  "hello": "world",
  "mail": [
    "demo.user@example.com"
  ],
  "phone": [
    "+44 117 496 0228"
  ]
}

Notice that the output includes a hello:world  key-value pair, as well as mail  and phone  properties, containing values
taken from the user’s profile data.

Access token modification scripting API

The following properties are available to access token modification scripts:

1. 

Binding Description

accessToken The OAuth 2.0 access token. For details, refer to AccessToken.
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Binding Description

clientProperties A map of properties configured in the client profile. Only present if the client was correctly
identified.
The map has the following keys:

allowedGrantTypes
List of the grant types allowed for the client. For details, refer to GrantType.

allowedResponseTypes
The permitted response types as an array of strings

allowedScopes
The permitted scope types as an array of strings

clientId
The client’s URI for the request locale.

customProperties
A map of any custom properties added to the client.
Lists or maps are included as sub-maps. For example, a custom property of 
customMap[Key1]=Value1  is returned as customMap > Key1 > Value1 .
To add custom properties to a client, use the AM admin UI. Go to 
OAuth 2.0 > Clients > Client ID > Advanced, and update the Custom Properties field.
Add custom properties as shown in these examples:

customproperty=custom-value1
customList[0]=customList-value-0
customMap[key1]=customMap-value-1

Scripts can then access the custom properties in the following way:

var customProperties = clientProperties.get("customProperties");
var property = customProperties.get("myProperty");

The map is null  if AM did not successfully identify the client.

httpClient An HTTP client for making external HTTP requests.

identity Represents an identity that AM can access. For details, refer to AMIdentity.

logger The logger instance for the script.
Logger names use the format 
scripts.OAUTH2_ACCESS_TOKEN_MODIFICATION.<script UUID>.(<script name>) .
Refer to Debug logging.
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Authorize endpoint data provider

Use this plugin to configure the OAuth2 provider to return additional data from an authorization request, such as data from the
user’s session or from an external service.

Default script

To view the default script, including the available script properties, refer to oauth2-authorize-endpoint-data-provider.js.

To view or modify the default script in the AM admin UI, go to Realms > Realm Name > Scripts and select OAuth2
Authorize Endpoint Data Provider Script.

Java interface

org.forgerock.oauth2.core.plugins.AuthorizeEndpointDataProvider

Binding Description

requestProperties A map of the properties present in the request.
The map has the following keys:

requestUri
The URI as a string

realm
The realm as a string

requestParams
A map of request parameters and posted data, where each value is an array of
parameters.

requestHeaders
The value of the named request header. Returns a map of <String, List<String>>
as a native JavaScript object, for example:
var ipAddress = requestProperties.requestHeaders["X-Forwarded-For"][0]

Header names are case-sensitive.

scriptName The display name of the script.

scopes An array of the requested scopes; for example:
["read", "transfer", "download"] .

session The user’s session object if the request contains a session cookie.
For details, refer to SSOToken.

emergency_home
To mitigate the risk of reflection-type attacks, use OWASP best practices when
handling these parameters. Refer to Unsafe use of Reflection. 

Important
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Java sample

/*
 * Copyright 2021-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

package org.forgerock.openam.examples;

import java.util.HashMap;
import java.util.Map;

import org.forgerock.oauth2.core.OAuth2Request;
import org.forgerock.oauth2.core.Token;
import org.forgerock.oauth2.core.plugins.AuthorizeEndpointDataProvider;

/**
 * Custom implementation of the Authorize Endpoint Data Provider
 * plugin interface {@link org.forgerock.oauth2.core.plugins.AuthorizeEndpointDataProvider}
 *
 * <li>
 * The {@code provide} method returns hard coded additional value.
 * </li>
 *
 */
public class CustomAuthorizeEndpointDataProvider implements AuthorizeEndpointDataProvider {

    @Override
    public Map<String, String> provide(Map<String, Token> tokens, OAuth2Request request) {
        Map<String, String> customMapping = new HashMap<String, String>();
        customMapping.put("additional", "field");
        return customMapping;
    }
}

Example authorization endpoint data provider plugin

Complete the following steps to implement an authorization endpoint data provider script that returns custom user session data:

Configure the authorization endpoint data provider script

Configure AM to use the authorization endpoint data provider script

Create an OAuth2 client for authorization

Try the sample authorization endpoint data provider plugin

1. 

2. 

3. 

4. 

info
To configure AM to use a Java authorization endpoint data provider plugin, refer to Configure AM to use a Java OAuth
2.0 plugin.

Note
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Configure the authorization endpoint data provider script

This task describes how to modify the default script to retrieve additional fields. To create a new script instead, refer to Manage
scripts (UI), and reference the new script name when you configure the provider.

In the AM admin UI, go to Realms > Realm Name > Scripts, and click OAuth2 Authorize Endpoint Data Provider Script.

In the Script field:

Enable the script by removing, or commenting out as in this example, the following block comments surrounding
the function, on lines 40 and 90:

// /* EXAMPLE
...
// */

For the purposes of this simple test, comment out the call to add data from a third party service:

//addAdditionalDataFromExternalService();

Save your changes.

The default authorization endpoint data provider script is now amended to return a static key/value pair, "hello": "world" , and
to get the user’s IP address from the session data.

Configure AM to use the authorization endpoint data provider script

Perform this task to set up an OAuth2 provider to use the authorization endpoint data provider script.

Configure the provider and ensure the following properties are set:

Authorize Endpoint Data Provider Plugin Type to SCRIPTED .

Authorize Endpoint Data Provider Script to OAuth2 Authorize Endpoint Data Provider Script .

If you created a new script rather than editing the default, you need to reference the new script name here.

Save your changes.

Create an OAuth2 client for authorization

Create an OAuth 2.0 client to use in the authorization request.

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients, and click Add Client.

Enter the following values:

Client ID: myClient

Client secret: forgerock

Redirection URIs: https://www.example.com:443/callback

1. 

2. 

◦ 

◦ 

3. 

1. 

◦ 

◦ 

2. 

1. 

2. 

◦ 

◦ 

◦ 
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Scope(s): access|Access to your data

Click Create.

AM is now prepared for you to perform an OAuth2 authorization request to try the sample plugin.

Try the sample authorization endpoint data provider plugin

Log in to AM as the demo  user, for example:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

Note the SSO token value returned as tokenId  in the output.

Invoke the authorization server’s /oauth2/authorize endpoint specifying the SSO token value in a cookie, and the following
parameters:

client_id= myClient

response_type= code

redirect_uri= https://www.example.com:443/callback

decision= allow

csrf=SSO-token

For example:

$ curl --dump-header - \
--request POST \
--Cookie "iPlanetDirectoryPro=AQIC5wM…TU3OQ*" \
--data "scope=access" \
--data "response_type=code" \
--data "client_id=myClient" \
--data "csrf=AQIC5wM…TU3OQ*" \
--data "redirect_uri=https://www.example.com:443/callback" \
--data "state=abc123" \
--data "decision=allow" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize"

If the authorization server is able to authenticate the user and the client, it returns a successful HTTP 302 response, for
example:

◦ 

3. 

1. 

2. 

◦ 

◦ 

◦ 

◦ 

◦ 
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HTTP/1.1 302 Found
Server: Apache-Coyote/1.1
X-Frame-Options: SAMEORIGIN
Pragma: no-cache
Cache-Control: no-store
Date: Mon, 30 Jul 2018 11:42:37 GMT
Accept-Ranges: bytes
Location: https://www.example.com:443/callback?
code=g5B3qZ8rWzKIU2xodV&ipAddress=127.0.0.1&scope=access&iss=https%3A%2F%2Fopenam.example.com%3A8443%2Fopenam%
2Foauth2&hello=world&state=abc123&client_id=myClient
Vary: Accept-Charset, Accept-Encoding, Accept-Language, Accept
Content-Length: 0

As the example output indicates, the parameters injected by the authorization endpoint data provider script, 
ipAddress=127.0.0.1  and hello=world , are both appended to the redirect URL.

Authorization endpoint data provider scripting API

The following properties are available to authorization endpoint data provider scripts.

Scope evaluation

This extension point retrieves and evaluates the scope information for an OAuth2 access token.

The default scopes implementation in AM treats scopes as profile attributes for the resource owner. When a resource server or
other entity uses the access token to get token information from AM, AM populates the scopes with profile attribute values. For
example, if one of the scopes is mail , AM sets mail  to the resource owner’s email address in the token information returned.

The plugin lets you extend or modify this behavior by writing your own scope evaluator plugin to populate the scopes with
custom values.

Default script

To view the default script, including the available script properties, refer to oauth2-evaluate-scope.js

Binding Description

httpClient An HTTP client for making external HTTP requests.

logger The logger instance for the script.
Logger names use the format 
scripts.OAUTH2_AUTHORIZE_ENDPOINT_DATA_PROVIDER.<script UUID>.(<script name>) .
Refer to Debug logging.

scriptName The display name of the script.

session The user’s session object if the request contains a session cookie.
For details, refer to SSOToken.
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To view or modify the default script in the AM admin UI, go to Realms > Realm Name > Scripts and select OAuth2 Evaluate
Scope Script.

Java interface

org.forgerock.oauth2.core.plugins.ScopeEvaluator
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Java sample

/*
 * Copyright 2021-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

package org.forgerock.openam.examples;

import java.util.HashMap;
import java.util.Map;
import java.util.Set;

import org.forgerock.oauth2.core.AccessToken;
import org.forgerock.oauth2.core.plugins.ScopeEvaluator;

/**
 * Custom implementation of the Scope Evaluator
 * plugin interface {@link org.forgerock.oauth2.core.plugins.ScopeEvaluator}
 *
 * <li>
 * The {@code evaluateScope} method populates scope values to return.
 * </li>
 *
 */
public class CustomScopeEvaluator implements ScopeEvaluator {

    @Override
    public Map<String, Object> evaluateScope(AccessToken token) {
        return mapScopes(token);
    }

    /**
     * Set read and write permissions according to scope.
     *
     * @param token The access token presented for validation.
     * @return The map of read and write permissions,
     *         with permissions set to {@code true} or {@code false},
     *         as appropriate.
     */
    private Map<String, Object> mapScopes(AccessToken token) {
        Set<String> scopes = token.getScope();
        Map<String, Object> map = new HashMap<String, Object>();
        final String[] permissions = {"read", "write"};

        for (String scope : permissions) {
            if (scopes.contains(scope)) {
                map.put(scope, true);
            } else {
                map.put(scope, false);
            }
        }
        return map;
    }
}
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Example scope evaluator plugin

This example uses the Java sample provided by AM. Complete the following steps to implement a custom scope evaluator Java
plugin that sets read  and write  values in the access token according to the scope information.

Create and deploy the sample scope evaluator Java plugin

Configure AM to use the custom scope evaluator plugin

Create an OAuth2 client

Try the custom scope evaluator Java plugin

Create and deploy the sample scope evaluator Java plugin

Clone the sample code and build a JAR file by following the steps described in How do I access and build the sample code
provided for PingAM? in the Knowledge Base.

pom.xml

Apache Maven project file for the module.

This file specifies how to build the sample, and specifies its dependencies on AM components.

src/main/java/org/forgerock/openam/examples/CustomScopeEvaluator.java

Sample class for the Scope Evaluator OAuth 2.0 plugin.

After you successfully build the project, you find the openam-scope-sample-7.4.jar  in the openam-samples/openam-
scope-sample/target  directory of the project.

Copy the built JAR file to the /WEB-INF/lib  folder where you deployed AM.

Restart AM or the container in which it runs.

Configure AM to use the custom scope evaluator plugin

Perform this task to set up an OAuth 2.0 provider that uses the sample scope evaluator Java implementation.

Log in to the AM admin UI as an administrator.

For example, amAdmin .

Configure the provider to ensure the following properties are set:

Scope Evaluation Plugin Type to JAVA .

Scope Evaluation Plugin Implementation Class to org.forgerock.openam.examples.CustomScopeEvaluator .

By default, a new OAuth 2.0 provider uses the default Java implementation.

1. 

2. 

3. 

4. 

info
To configure AM to use a scripted scope evaluator plugin, refer to the steps in Configure AM to use a scripted OAuth
2.0 plugin.

Note

1. 

2. 

3. 

1. 

2. 

◦ 

◦ 
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Save your changes.

Create an OAuth2 client

Create an OAuth 2.0 client to use in the client credentials grant flow.

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients, and click Add Client.

Enter the following values:

Client ID: myClient

Client secret: forgerock

Redirection URIs: https://www.example.com:443/callback

Scope(s): read write

Click Create.

In Advanced > Grant Types, add Client Credentials .

Save your changes.

AM is now configured for you to try the sample scope evaluator script.

Try the custom scope evaluator Java plugin

To try the custom scope evaluator plugin, use the Client credentials grant flow.

Send a POST request to the /oauth2/access_token endpoint, specifying the grant type as client_credentials , scope as 
read , and your client details.

For example:

$ curl \
--request POST \
--data "grant_type=client_credentials" \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
--data "scope=read" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "M3M2Jb2SMjvgWhzNas2SVy2LALg",
  "scope": "read",
  "token_type": "Bearer",
  "expires_in": 3599
}

Call the oauth2/tokeninfo endpoint to inspect the custom scope values. Include the access token obtained in the previous
request.

For example:

3. 

1. 

2. 

◦ 

◦ 

◦ 

◦ 

3. 

4. 

5. 

1. 

2. 
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$ curl \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/tokeninfo\
?access_token=M3M2Jb2SMjvgWhzNas2SVy2LALg"
{
  "access_token": "M3M2Jb2SMjvgWhzNas2SVy2LALg",
  "read": true,
  "grant_type": "client_credentials",
  "auditTrackingId": "f9a8395d-1bac-4cba-8b09-8cc336dc49e2-6810",
  "scope": ["read"],
  "realm": "/alpha",
  "token_type": "Bearer",
  "expires_in": 3583,
  "authGrantId": "l3355H89FDSWsfdKJmvWssGk_oE",
  "write": false,
  "client_id": "myClient"
}

As this example indicates, the requested scope read  is authorized, but the write  scope has not been authorized.

Scope evaluator plugin scripting API

The following properties are available to scope evaluator scripts.

Scope validation

Use this plugin to configure the OAuth2 provider to validate the set of requested scopes against the allowed scopes and,
optionally, to modify the list of valid scopes.

The plugin comprises four functions or methods that let you customize the validation of scopes at the following endpoints:

Binding Description

accessToken The OAuth 2.0 access token. For details, refer to AccessToken.

httpClient An HTTP client for making external HTTP requests.

identity Represents an identity that AM can access. For details, refer to AMIdentity.

logger The logger instance for the script.
Logger names use the format scripts.OAUTH2_EVALUATE_SCOPE.<script UUID>.(<script
name>) .
Refer to Debug logging.

scriptName The display name of the script.

Function / Method Endpoint

validateAuthorizationScope /authorize

PingAM OAuth 2.0

Copyright © 2025 Ping Identity Corporation 5031

https://docs.pingidentity.com/pingam/8/_attachments/apidocs/org/forgerock/oauth2/core/AccessToken.html
https://docs.pingidentity.com/pingam/8/_attachments/apidocs/org/forgerock/oauth2/core/AccessToken.html
https://docs.pingidentity.com/pingam/8/_attachments/apidocs/com/sun/identity/idm/AMIdentity.html
https://docs.pingidentity.com/pingam/8/_attachments/apidocs/com/sun/identity/idm/AMIdentity.html


Default script

To view the default script, including the available script properties, refer to oauth2-validate-scope.js.

To view or modify the default script in the AM admin UI, go to Realms > Realm Name > Scripts and select OAuth2 Validate
Scope Script.

Java interface

org.forgerock.oauth2.core.plugins.ScopeValidator

Function / Method Endpoint

validateAccessTokenScope /authorize  and /access_token

validateRefreshTokenScope /access_token  with grant_type=refresh_token

validateBackChannelAuthorizationScope /bc_authorize
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Java sample
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/*
 * Copyright 2021-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

package org.forgerock.openam.examples;

import java.util.HashSet;
import java.util.Set;

import org.forgerock.oauth2.core.ClientRegistration;
import org.forgerock.oauth2.core.OAuth2Request;
import org.forgerock.oauth2.core.exceptions.ServerException;
import org.forgerock.oauth2.core.plugins.ScopeValidator;

/**
 * Custom implementation of the Scope Validator
 * plugin interface {@link org.forgerock.oauth2.core.plugins.ScopeValidator}
 *
 * <li>
 * The {@code validateAuthorizationScope} method
 * adds default scopes, or any allowed scopes provided.
 * </li>
 *
 * <li>
 * The {@code validateAccessTokenScope} method
 * adds default scopes, or any allowed scopes provided.
 * </li>
 *
 * <li>
 * The {@code validateRefreshTokenScope} method
 * adds the scopes from the access token,
 * or any requested scopes provided that are also in the access token scopes.
 * </li>
 *
 *  * <li>
 *  * The {@code validateBackChannelAuthorizationScope} method
 *  * adds default scopes, or any allowed scopes provided.
 *  * </li>
 *
 */
public class CustomScopeValidator implements ScopeValidator {

    @Override
    public Set<String> validateAuthorizationScope(ClientRegistration clientRegistration, Set<String> scope,
            OAuth2Request oAuth2Request) throws ServerException {

        if (scope == null || scope.isEmpty()) {
            return clientRegistration.getDefaultScopes();
        }

        Set<String> scopes = new HashSet<String>(clientRegistration.getAllowedScopes());
        scopes.retainAll(scope);
        return scopes;
    }

    @Override
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    public Set<String> validateAccessTokenScope(ClientRegistration clientRegistration,
            Set<String> scope, OAuth2Request request) throws ServerException {

        if (scope == null || scope.isEmpty()) {
            return clientRegistration.getDefaultScopes();
        }

        Set<String> scopes = new HashSet<String>(clientRegistration.getAllowedScopes());
        scopes.retainAll(scope);
        return scopes;
    }

    @Override
    public Set<String> validateRefreshTokenScope(ClientRegistration clientRegistration,
            Set<String> requestedScope, Set<String> tokenScope, OAuth2Request request) {

        if (requestedScope == null || requestedScope.isEmpty()) {
            return tokenScope;
        }

        Set<String> scopes = new HashSet<String>(tokenScope);
        scopes.retainAll(requestedScope);
        return scopes;
    }

    @Override
    public Set<String> validateBackChannelAuthorizationScope(ClientRegistration clientRegistration,
            Set<String> requestedScopes, OAuth2Request request) throws ServerException {

        if (requestedScopes == null || requestedScopes.isEmpty()) {
            return clientRegistration.getDefaultScopes();
        }

        Set<String> scopes = new HashSet<>(clientRegistration.getAllowedScopes());
        scopes.retainAll(requestedScopes);
        return scopes;
    }
}

Example scope validator plugin

Complete the following steps to implement a scope validator script that modifies the list of valid scopes.

Configure the scope validator script

Configure AM to use the custom scope validator script

Create an OAuth2 client

Try the custom scope validator plugin script

1. 

2. 

3. 

4. 

info
To configure AM to use a Java scope validator plugin, refer to Configure AM to use a Java OAuth 2.0 plugin.

Note
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Configure the scope validator script

This task describes how to modify the default script to add an extra scope value. To create a new script instead, refer to Manage
scripts (UI), and reference the new script name when you configure the provider.

In the AM admin UI, go to Realms > Realm Name > Scripts, and click OAuth2 Scope Validator Script.

In the Script field:

Update the script by inserting the following line of code preceding return scopes;  on line 69:

 scopes.add("customscope");

Save your changes.

The default scope validator script is now amended to add customscope  to the requested scopes.

Configure AM to use the custom scope validator script

Perform this task to set up the OAuth2 provider to use the scope validator script.

Configure the provider and ensure the following properties are set:

Scope Validator Plugin Type to SCRIPTED .

Scope Validator Script to OAuth2 Scope Validator Script .

If you created a new script rather than editing the default, you must reference the new script name here.

Save your changes.

Create an OAuth2 client

Create an OAuth 2.0 client to use in the client credentials grant flow.

In the AM console, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients, and click Add Client.

Enter the following values:

Client ID: myClient

Client secret: forgerock

Redirection URIs: https://www.example.com:443/callback

Scope(s): access

In Advanced > Grant Types, add Client Credentials .

Click Create.

Save your changes.

AM is now configured for you to try the sample scope validator script.

1. 

2. 

◦ 

3. 

1. 

◦ 

◦ 

2. 

1. 

2. 

◦ 

◦ 

◦ 

◦ 

3. 

4. 

5. 
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Try the custom scope validator plugin script

To try your custom script, use the Client credentials grant flow.

Send a POST request to the /oauth2/access_token endpoint, specifying the grant type as client_credentials , scope as 
access , and your client details.

For example:

$ curl \
--request POST \
--data "grant_type=client_credentials" \
--data "client_id=myClient" \
--data "client_secret=forgerock" \
--data "scope=access" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token"
{
  "access_token": "M3M2Jb2SMjvgWhzNas2SVy2LALg",
  "scope": "access",
  "token_type": "Bearer",
  "expires_in": 3599
}

Call the oauth2/tokeninfo endpoint to inspect the custom scope values. Include the access token value obtained in the
previous request.

For example:

$ curl \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/tokeninfo\
?access_token=M3M2Jb2SMjvgWhzNas2SVy2LALg"
{
  "access_token": "M3M2Jb2SMjvgWhzNas2SVy2LALg",
  "access": "",
  "grant_type": "client_credentials",
  "auditTrackingId": "f9a8395d-1bac-4cba-8b09-8cc336dc49e2-6810",
  "scope": ["access", "customscope"],
  "realm": "/alpha",
  "token_type": "Bearer",
  "expires_in": 3583,
  "authGrantId": "l3355H89FDSWsfdKJmvWssGk_oE",
  "customscope": "",
  "client_id": "myClient"
}

Verify that the response contains both the requested scope and the additional scope, customscope .

Scope validator scripting API

The following properties are available to scope validator scripts.

1. 

2. 
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OIDC user info claims

This plugin extension point is invoked when issuing an ID token or during a request to the /userinfo  OIDC endpoint. Use this
script to retrieve claim values based on an issued access token.

Default script

To view the default script, including the available script properties, refer to oidc-claims-extension.groovy.

To view or modify the default script in the AM admin UI, go to Realms > Realm Name > Scripts and select OIDC Claims
Script.

Java interface

org.forgerock.oauth2.core.plugins.UserInfoClaimsPlugin

Binding Description

allowedScopes The set of scope strings AM allows this client to request.

defaultScopes The set of scope strings configured as defaults for this client.

httpClient An HTTP client for making external HTTP requests.

logger The logger instance for the script.
Logger names use the format scripts.OAUTH2_VALIDATE_SCOPE.<script UUID>.(<script
name>) .
Refer to Debug logging.

requestedScopes The set of scope strings in the client request.

scriptName The display name of the script.
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/*
 * Copyright 2021-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

package org.forgerock.openam.examples;

import java.util.HashMap;
import java.util.Map;
import java.util.Set;

import org.forgerock.oauth2.core.AccessToken;
import org.forgerock.oauth2.core.ClientRegistration;
import org.forgerock.oauth2.core.OAuth2Request;
import org.forgerock.oauth2.core.UserInfoClaims;
import org.forgerock.oauth2.core.plugins.UserInfoClaimsPlugin;

/**
 * Custom implementation of the User Info Claims
 * plugin interface {@link org.forgerock.oauth2.core.plugins.UserInfoClaimsPlugin}
 *
 * <li>
 * The {@code getUserInfo} method
 * populates scope values and sets the resource owner ID to return.
 * </li>
 *
 */
public class CustomUserInfoClaimsPlugin implements UserInfoClaimsPlugin {

    @Override
    public UserInfoClaims getUserInfo(ClientRegistration clientRegistration, AccessToken token, OAuth2Request 
request) {
        Map<String, Object> response = mapScopes(token);
        response.put("sub", token.getResourceOwnerId());
        UserInfoClaims userInfoClaims = new UserInfoClaims(response, null);
        return userInfoClaims;
    }

    /**
     * Set read and write permissions according to scope.
     *
     * @param token The access token presented for validation.
     * @return The map of read and write permissions,
     *         with permissions set to {@code true} or {@code false},
     *         as appropriate.
     */
    private Map<String, Object> mapScopes(AccessToken token) {
        Set<String> scopes = token.getScope();
        Map<String, Object> map = new HashMap<String, Object>();
        final String[] permissions = {"read", "write"};

        for (String scope : permissions) {
            if (scopes.contains(scope)) {
                map.put(scope, true);
            } else {
                map.put(scope, false);
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            }
        }
        return map;
    }
}

Example user info claims plugin

Complete the following steps to implement an example user info claims script that adds a custom claim to the profile scope:

Configure the user info claims script

Configure AM to use the user info claims script

Create an OAuth2 client for authorization

Try the custom user info claims plugin script

Configure the user info claims script

This task describes how to modify the default script to map a custom claim. To create a new script instead, refer to the steps
described in Manage scripts (UI), and reference the new script name when you configure the provider.

In the AM admin UI, go to Realms > Realm Name > Scripts, and click OIDC Claims Script.

In the Script field:

Add a new claim to the script. As a simple example, insert myTestName  after the name  claim in the 
claimAttributes  section, as follows:

claimAttributes = [
    "email": userProfileClaimResolver.curry("mail"),
    ...
    "name": userProfileClaimResolver.curry("cn"),
    "myTestName": userProfileClaimResolver.curry("cn")
]

Add the new claim to the profile  scope in the claims map:

scopeClaimsMap = [
    "email": [ "email" ],
    ...
    "profile": [ "given_name", "zoneinfo", "family_name", "locale", "name", "myTestName" ]

1. 

2. 

3. 

4. 

1. 

2. 

◦ 

◦ 
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Save your changes.

The default user info claims script is now amended to retrieve a custom claim for the profile  scope.

Configure AM to use the user info claims script

Perform this task to set up an OAuth2 provider to use your custom script.

Configure the provider and ensure the following properties are set:

OIDC Claims Plugin Type to SCRIPTED .

OIDC Script to OIDC Claims Script .

If you created a new script rather than editing the default, you must reference the new script name here.

Save your changes.

lightbulb_2
For a more complex example of customizing the user info claims script, refer to How do I add a session
property claim to the OIDC Claims Script? in the Knowledge Base.
You can also use the script to override the claims included in an ID token. For example, you can add a 
post_logout_url  claim that redirects a user’s browser to the URL specified in the claim, when that
user signs out of an End User UI.
The following example adds a final item to claimAttributes  to return https://forgerock.com  as
the post_logout_url  claim. Adapt the method used to return the appropriate URL for your
application:
+

claimAttributes = [
        //...,
        "post_logout_url": { claim, identity -> return [(claim.getName()): "https://
forgerock.com"] }
]

Add the claim for the fr:idm:*  scope as a final item in the scopeClaimsMap :
+

scopeClaimsMap = [
        //...,
        "fr:idm:*": [ "post_logout_url" ]
]

For more information, refer to How do I override claims in the OIDC ID token in PingAM? in the 
Knowledge Base.

Tip

3. 

info
This script accesses the /userinfo endpoint and retrieves claims from the profile scope only. To retrieve all scopes
and claims, use the /introspect endpoint. 

Note

1. 

◦ 

◦ 

2. 
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Create an OAuth2 client for authorization

Create a public OAuth 2.0 client to use in the authorization request.

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients, and click Add Client.

Enter the following values:

Client ID: myClient

Client secret: forgerock

Redirection URIs: https://www.example.com:443/callback

Scope(s): openid profile

Click Create.

In the Core tab, set Client type to Public .

In the Advanced tab, set the following values:

Grant Types: Implicit

Token Endpoint Authentication Method: none

Grant Types: token id_token

AM is now prepared for you to try the sample user info claims script.

Try the custom user info claims plugin script

To try your custom script, use the Implicit grant flow as demonstrated in the following steps.

Log in to AM as the demo  user, for example:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console",
    "realm":"/alpha"
}

Note the SSO token value returned as tokenId  in the output.

Invoke the authorization server’s /oauth2/authorize endpoint specifying the SSO token value in a cookie, and the following
parameters as a minimum:

client_id= myClient

1. 

2. 

◦ 

◦ 

◦ 

◦ 

3. 

4. 

5. 

◦ 

◦ 

◦ 

1. 

2. 

◦ 
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response_type= token id_token

scope= openid profile

nonce=your nonce value

redirect_uri= https://www.example.com:443/callback

decision= allow

csrf=SSO-token

For example:

$ curl --dump-header - \
--Cookie "iPlanetDirectoryPro=AQIC5wM…TU3OQ*" \
--request POST \
--data "client_id=myClient" \
--data "response_type=token id_token" \
--data "scope=openid profile" \
--data "state=123abc" \
--data "nonce=abc123" \
--data "decision=allow" \
--data "csrf=AQIC5wM…TU3OQ*" \
--data "redirect_uri=https://www.example.com:443/callback" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize"

If the authorization server successfully authenticates the user, note the value of the access token appended to the
redirection URI in the response.

Call the /oauth2/userinfo endpoint to inspect the custom claim values, including the access token obtained from the
previous request.

For example:

$ curl --request GET --header "Authorization: Bearer az91IvnIQ-uP3Eqw5QqaXXY_DCo" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/userinfo"
{
  "given_name":"Demo First Name",
  "family_name":"Demo Last Name",
  "name":"demo",
  "myTestName":"demo",
  "sub":"(usr!demo)",
  "subname":"demo"
}

Verify that the response contains the custom claim added by the script ( myTestName  in this example).

OIDC user info claims scripting API

The following properties are available to user info claims scripts.

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

3. 
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Binding Information

claims A map of the claims the server provides by default. For example:

{
  "sub": "248289761001",
  "updated_at": "1450368765"
}

claimLocales An array of string values from the claims_locales  parameter.
For details, refer to Claims Languages and Scripts in the OpenID Connect Core 1.0
specification.

claimObjects The default OpenID Connect 1.0 claims provided by AM.

clientProperties A read-only map of the following client properties. Only present if AM identified the client
specified in the request.

allowedGrantTypes
List of the grant types allowed for the client. For details, refer to GrantType.

allowedResponseTypes
The list of the allowed response types for the client.

allowedScopes
The list of the allowed scopes for the client.

clientId
The client’s URI for the request locale.

customProperties
A map of any custom properties added to the client.
Lists or maps are included as sub-maps. For example, a custom property of 
customMap[Key1]=Value1  is returned as customMap > Key1 > Value1 .
To add custom properties to a client, use the AM admin UI. Go to 
OAuth 2.0 > Clients > Client ID > Advanced, and update the Custom Properties field.
Add custom properties as shown in these examples:

customproperty=custom-value1
customList[0]=customList-value-0
customMap[key1]=customMap-value-1

Scripts can then access the custom properties in the following way:

var customProperties = clientProperties.get("customProperties");
var property = customProperties.get("myProperty");

The map is null  if AM did not successfully identify the client.

httpClient An HTTP client for making external HTTP requests.

identity Represents an identity that AM can access. For details, refer to AMIdentity.
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Binding Information

logger The logger instance for the script.
Logger names use the format scripts.OIDC_CLAIMS.<script UUID>.(<script name>) .
Refer to Debug logging.

requestedClaims A map of requested claims. This is empty unless the request includes the claims  query string
parameter and AM is configured to support its use.
To configure AM in the AM admin UI, go to Realms > Realm Name > Services > OAuth2
Provider > Advanced OpenID Connect. Enable Enable "claims_parameter_supported" and
save your change.
For details about the claims  query string parameter, refer to Requesting Claims using the
"claims" Request Parameter in the OpenID Connect Core 1.0 specification.
Example:

{
  "given_name": {
    "essential": true,
    "values": [
      "Demo User",
      "D User"
    ]
  },
  "nickname": null,
  "email": {
    "essential": true
  }
}

requestedTypedClaims A list of the requested claims objects. This is empty unless the request includes the claims
query string parameter and Enable "claims_parameter_supported" is enabled in the AM
admin UI.
A claim with a single value means the script should return only that value.
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Binding Information

requestProperties A read-only map of the following request properties.

requestUri
The URI as a string.

realm
The realm as a string.

requestParams
A map of request parameters and posted data, where each value is an array of
parameters.

requestHeaders
The value of the named request header. Returns a map of <String, List<String>>
as a native JavaScript object, for example:
var ipAddress = requestProperties.requestHeaders["X-Forwarded-For"][0]

Header names are case-sensitive.

scopes The set of scope strings in the client request.

scriptName The display name of the script.

session The user’s session object. For details, refer to SSOToken.

emergency_home
To mitigate the risk of reflection-type attacks, use OWASP best practices when
handling these parameters. Refer to Unsafe use of Reflection. 

Important
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OpenID Connect 1.0



These pages cover concepts, configuration, and usage procedures for working with OpenID Connect 1.0 (OIDC) and ForgeRock
Access Management.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.



Configuration

Configure the OAuth 2.0 authorization server to
act as an OpenID provider.



Dynamic client registration

Discover how clients can register and manage
their information dynamically.



OpenID Connect flows

Discover the OIDC flows and how to implement
them.



Authentication requirements

Set requirements for authentication during OIDC
flows.



Scopes and claims

Learn about OIDC claims and how to request
them.



OpenID Connect endpoints

Endpoints exposed when AM acts as an OpenID
Provider.
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AM as OpenID provider

An OAuth 2.0 authentication server that implements OpenID Connect (OIDC) is referred to as an OpenID provider (OP). An OAuth
2.0 client that uses OIDC is also referred to as a relying party (RP).

In its role as an OP, AM returns ID tokens to relying parties. Because OIDC extends OAuth 2.0, when AM is configured as an OP it
can also return access and refresh tokens to relying parties.

OIDC concepts

OIDC is an identity layer built on top of OAuth 2.0. It lets clients verify the identity of a user based on the authentication
performed by OAuth 2.0 authorization servers. It also lets clients obtain profile information about the user over REST.

The following sequence diagram demonstrates the basic OIDC flow:

Figure 1. OIDC protocol flow

OIDC clients can register with the OP and manage their client data dynamically.

To let clients discover an end user’s OP, its endpoints and how to interact with it, AM supports the OpenID Connect Discovery 1.0
 specification.

OAuth 2.0 or OIDC?

The OAuth 2.0 and OIDC standards were both created for users who need to interact with a third party service; however, they aim
to solve different problems. This topic compares OAuth 2.0 and OIDC functionality and the actors in the implementation of both
standards.

lightbulb_2
Before configuring OIDC in your environment, ensure you are familiar with the OAuth 2.0 standards and the AM
implementation of OAuth 2.0.

Tip

End user

End user

Relying party

Relying party

OpenID provider
(AM)

OpenID provider
(AM)

1) Authentication request. Redirect...

2) ... for authentication

3) Authentication and authorization request

4) Authenticates, authorizes operation

5) Responds with ID token and usually, access token

Optional

6) Request with access token to the oauth2/userinfo endpoint to access user data

7) Responds with claims about the end user
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Comparison between OAuth 2.0 and OIDC functionality

OAuth 2.0 OIDC

Purpose Gives users a way to authorize a service to
access and use a subset of their data on their
behalf in a secure way.
Users must agree to provide access under the
service’s terms and conditions; for example, how
long the service has access to their data and
what the data is used for.

Gives users a way to authenticate to a service
by providing it with a subset of their data in a
secure way.
Because OIDC extends OAuth 2.0, users can
authorize a relying party to collect a subset of
their data (usually information stored in the
user’s profile) from a third party. The service
then uses this data to authenticate the user and
provide its services.
The user can therefore use the relying party’s
services even if they have never created an
account with the relying party.

Use cases Use cases are generic and can be tailored to
many needs. A common example is a user
allowing a photo print service access to a third-
party server hosting their pictures, so the photo
print service can print them.

The most common scenario is using social
media credentials to log in to a third-party
service provider.

Tokens Access and refresh tokens ID tokens

Role of scopes Scopes limit the information that can be shared
with the service or what the service can do with
the data. For example, the print  scope might
allow a photo print service to access photos but
not to edit them.
OAuth 2.0 scopes are not data and are not
related to user data in any way.

Scopes can be mapped to specific user data. For
example, AM maps the profile  scope to a
series of user profile attributes. Because
different identity managers can present
information in different attributes, profile
attributes are mapped to OIDC claims.
Claims are returned as part of the ID token. In
some cases, additional claims can be requested
in a call to the oauth2/userinfo  endpoint.
For more information about how AM maps user
profile attributes to claims, see Claims.

Comparison between OAuth 2.0 and OIDC actors

OIDC actor OAuth 2.0 actor Description

End user Resource owner (RO) The owner of the information the application needs to
access.
The end user who wants to use an application through an
existing identity provider account, without signing up to and
creating credentials for yet another web service.
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AM and OIDC

This section describes AM’s implementation of OIDC, including the supported grant types and standards.

Grant types

Authorization code

Authorization code with PKCE

Backchannel request

Implicit

Hybrid

Hybrid with PKCE

For details, refer to OpenID Connect grant flows.

Standards

This section lists the OIDC standards that AM supports. For more information, refer to the complete list of supported OIDC and 
OAuth 2.0 standards.

Session management and logout

Relying parties can:

Track whether end users are logged in at the provider using an invisible iframe and the HTML 5 postMessage API.

OIDC actor OAuth 2.0 actor Description

Relying party (RP) Client The third-party that needs to know the identity of the end
user to provide their services. For example, a delivery
company or a shopping site.

OpenID provider (OP) Authorization server (AS)
Resource server (RS)

A service that has the end user’s consent to provide the RP
with access to some of its user information. OIDC defines
unique identification for an account (subject identifier +
issuer identifier). The RP can use this identification as a key to
the user profile.
In the case of an online mail application, the key could be
used to access the user’s mailboxes and related account
information. In the case of an online shopping site, the key
could be used to access personalized offerings, account,
shopping cart, and so on. The key makes it possible to serve
users as if they had local accounts.
AM can act as the OP to authenticate end users and provide
RPs with information about the users in the form of an OIDC
token.

• 

• 

• 

• 

• 

• 

• 
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Initiate end user logout at the provider using an endpoint.

AM can also send logout tokens to relying parties when end user sessions linked to ID tokens become invalid. For more
information, see OIDC user sessions.

Discovery and dynamic client registration

OIDC defines how a relying party can discover the OP and the corresponding OIDC configuration for an end user. The discovery
mechanism relies on WebFinger to get the information, based on the end user’s identifier. The server returns the information
in JSON Resource Descriptor (JRD) format.

For details, refer to OIDC discovery and Dynamic client registration.

Mobile Connect

Mobile Connect extends OIDC to let mobile phones be used as authentication devices. This allows mobile network operators to
act as identity providers.

For details, refer to GSMA Mobile Connect.

OIDC discovery

To let relying parties (or clients) discover the OP for an end user, AM supports the OpenID Connect Discovery 1.0 specification.
In addition to discovering the OP for an end user, the relying party can request the OP configuration.

AM exposes the following REST endpoints for discovering the URL of the OP and its configuration:

/oauth2/.well-known/openid-configuration

/.well-known/webfinger

Discovery relies on the WebFinger protocol to discover information about people and other entities, using standard HTTP
methods. WebFinger uses Well-Known URIs, which defines the path prefix /.well-known/  for the URLs defined by OIDC
discovery.

Relying parties need to find the right host:port/deployment-uri combination to locate the well-known endpoints. You must manage
the redirection to AM using your proxies, load balancers, and others, such that a request to http://www.example.com/.well-
known/webfinger  reaches, for example, https://openam.example.com:8443/openam/.well-known/webfinger .

When the relying party has discovered the URL of the OP, it can register with the OP dynamically. For test purposes, or if it suits
your environment better, you can also register clients manually.

The /.well-known/webfinger  endpoint is disabled by default. To enable it, follow these steps:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > OpenID Connect.

Enable OIDC Provider Discovery.

Save your changes.

The discovery endpoint now allows searches for users within this realm only. Repeat these steps in other realms, as
required.

• 

• 

• 

1. 

2. 

3. 
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Security considerations

AM provides the following security mechanisms to ensure that OIDC ID tokens are properly protected against malicious attackers:

TLS

Digital signatures

Token encryption

When you are designing a security mechanism, take into account the points developed in the section on Security considerations
 in the OpenID Connect Core 1.0 incorporating errata set 1 specification.

OIDC requires that network messages are protected with Transport Layer Security (TLS).

For information about protecting traffic to and from the web container in which AM runs, refer to Secrets, certificates, and keys.

For additional information, refer to the OAuth 2.0 Security considerations.

Token storage location

OIDC and OAuth 2.0-related services are stateless in AM, unless otherwise indicated; they do not hold any token information
locally.

Access and refresh tokens can be stored in the CTS token store or presented to clients as JWTs; however, OIDC tokens and
session information are managed in the following way:

ID tokens are always presented as JWTs.

OIDC sessions are always stored in the CTS token store.

For more information about how to configure access and refresh token storage, refer to Token storage location.

OpenID provider configuration

You can configure the AM OAuth 2.0 provider service to act as an OpenID provider (OP).

To do so, configure the OAuth 2.0 provider service then refer to OIDC-specific configuration.

OIDC-specific configuration

To set the OAuth 2.0 provider configuration in the AM admin UI, go to Realms > Realm Name > Services > OAuth2
Provider.

To adjust global defaults, in the AM admin UI, go to Configure > Global Services > OAuth2 Provider.

See the OAuth2 provider reference section for details on each configuration property.

• 

• 

• 

• 

• 

• 

• 
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OIDC configuration options

Task Resources

Configure the public keys for the provider
OPs sign ID tokens so that clients can ensure their
authenticity. AM exposes the URI where clients can check the
signing public keys to verify the ID token signatures.
By default, AM exposes an endpoint with keys, but you can
configure the URI of your secrets API instead.

/oauth2/connect/jwk_uri

Enable the OpenID Connect Discovery endpoint
The discovery endpoint is disabled by default when you
configure the OAuth 2.0 provider service. Enable the
endpoint if your clients need to discover the URL of the
provider for a given user.

OIDC discovery

Configure pairwise subject types for dynamic registration
To provide different values to the sub  claim in the ID token
for different clients (see Subject Identifier Types), make
sure that the Subject Types supported property on the 
Advanced tab of the OAuth 2.0 provider configuration
includes pairwise . This is the default.
Also, change the default value of the Subject Identifier Hash
Salt field on the same tab.

N/A

Specify whether AM should return scope-derived claims in
the ID token
Scope-derived claims, such as those returned when
requesting the profile  scope, aren’t returned in the ID
token by default.

Claims

Configure how AM maps scopes to claims and user profile
attributes
Use scripts to map different user profile attributes to claims
and scopes.

OIDC user info claims

Configure the OP for dynamic client registration and
management
AM supports several methods of dynamic client registration.
You can also register the clients manually.

OpenID Connect Discovery

emergency_home
If you specify a pairwise subject type, also refer to 
Sector Identifier URI in the client configuration. 

Important
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Encrypt ID tokens and backchannel logout tokens

AM supports encrypting ID tokens and backchannel logout tokens to protect them against tampering attacks, which is outlined in
the JSON Web Encryption specification (RFC 7516).

ID tokens and backchannel logout tokens share the same encryption configuration. You either encrypt both or none.

Go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID.

On the Signing and Encryption tab, select Enable ID Token Encryption.

In the Id Token Encryption Algorithm field, enter the algorithm AM will use to encrypt ID tokens and backchannel logout
tokens:

A128KW  - AES Key Wrapping with 128-bit key derived from the client secret.

A192KW  - AES Key Wrapping with 192-bit key derived from the client secret.

A256KW  - AES Key Wrapping with 256-bit key derived from the client secret.

Task Resources

Add authentication requirements to ID tokens
Require end users to satisfy specific authentication rules or
conditions when authenticating to the OP, such as using a
specific authentication tree.

Authentication requirements

Configure AM for GSMA Mobile Connect

Configure the OAuth 2.0 authorization server to act as a
Mobile Connect provider.

Configure AM for Mobile Connect

Configure the secret AM uses to sign ID tokens and logout
tokens
ID tokens and backchannel logout tokens are always signed.
By default, AM uses a test secret to sign them; change it in
production environments.

Secret ID mappings for signing OpenID Connect tokens

Configure the OP to encrypt ID tokens and logout tokens
By default, ID tokens and backchannel logout tokens are 
signed. If these tokens carry sensitive information about your
end users, consider encrypting them.

Encrypt ID tokens and backchannel logout tokens

Configure the methods and algorithms available for signed
or encrypted JWTs in the request  parameter
If your clients send request parameters to the authorization
endpoint as a JWT instead of as HTTP parameters, configure
the Request Parameter* fields on the Advanced OpenID
Connect tab.
Note that the alias mapped to the encryption algorithms are
defined in the secret stores.

Secret ID mappings for decrypting OpenID Connect request
parameters

1. 

2. 

3. 

◦ 

◦ 

◦ 
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RSA-OAEP  - RSA with Optimal Asymmetric Encryption Padding (OAEP) with SHA-1 and MGF-1.

RSA-OAEP-256  - RSA with OAEP with SHA-256 and MGF-1.

RSA1_5  - RSA with PKCS#1 v1.5 padding (not recommended).

dir  - Direct encryption with AES using the hashed client secret.

ECDH-ES  - Elliptic Curve Diffie-Hellman

ECDH-ES+A128KW  - Elliptic Curve Diffie-Hellman + AES Key Wrapping with 128-bit key.

ECDH-ES+A192KW  - Elliptic Curve Diffie-Hellman + AES Key Wrapping with 192-bit key.

ECDH-ES+A256KW  - Elliptic Curve Diffie-Hellman + AES Key Wrapping with 256-bit key.

X25519  - Elliptic Curve Diffie-Hellman with Curve25519.

X448  - Elliptic Curve Diffie-Hellman with Curve448.

Only the P-256 , P-384 , and P-521  curves are supported.

In the ID Token Encryption Method field, enter the method AM will use to encrypt ID tokens and backchannel logout
tokens:

A128CBC-HS256  - AES 128-bit in CBC mode using HMAC-SHA-256-128 hash (HS256 truncated to 128 bits)

A192CBC-HS384  - AES 192-bit in CBC mode using HMAC-SHA-384-192 hash (HS384 truncated to 192 bits)

A256CBC-HS512  - AES 256-bit in CBC mode using HMAC-SHA-512-256 hash (HS512 truncated to 256 bits)

A128GCM  - AES 128-bit in GCM mode

A192GCM  - AES 192-bit in GCM mode

A256GCM  - AES 256-bit in GCM mode

If you selected an RSA encryption algorithm, perform one of the following actions:

Enter the public key in the Client ID Token Public Encryption Key field.

Enter a JWK set in the Json Web Key field.

Enter a URI containing the public key in the Json Web Key URI field.

If you selected an ECDH-ES encryption algorithm, perform one of the following actions:

Enter a JWK set in the Json Web Key field.

Enter a URI containing the public key in the Json Web Key URI field.

If you selected an algorithm different from RSA or ECDH-ES, go to the Core tab and store the private key/secret in the 
Client Secret field.

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

4. 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 
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◦ 

◦ 

◦ 

6. 

◦ 

◦ 
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Claims

OpenID Connect relies on claims to provide information about the end user to the relying parties.

A claim is a piece of information about the end user that the relying party or client can use to provide them a service.

Consider a page that lets the end user register using their Google account information instead of providing the information
themselves. The page requests Google a set of claims about the end user, and uses the information on the claims to set up the
account without user interaction.

If the end user agrees to share access to their claims, OpenID providers can return them in two ways: either as key pairs in the ID
token, or by making them available at the userinfo  endpoint. Part of implementing OpenID Connect in your environment is
deciding which claims are safe to travel in the ID token, and which ones require the client to access the endpoint.

ID tokens contain additional claims that are not related to user information directly, but that are relevant to the flow, the relying
party, or the authorization server. These are similar to those contained in access tokens; for example, iss , aud , exp , and
others.

Read more:

Section 2 of the OpenID Connect specification

Section 5 of the OpenID Connect specification

When AM is configured as an authorization server, a scope is a concept. For example, Facebook has an OAuth 2.0 scope named 
read_stream . AM returns allowed scopes in the access token, but it does not associate any data with them.

When AM is configured as an OpenID provider, scopes can relate to data in a user profile by making use of one or more claims.

As each claim represents a piece of information from the user profile, AM displays the actual data the relying party will receive if
the end user consents to sharing it:

error
Several features of OAuth 2.0 use the string stored in the Client Secret field to sign/encrypt tokens or
parameters when you configure specific algorithms. For example, signing ID tokens with HMAC algorithms,
encrypting ID tokens with AES or direct algorithms, or encrypting OpenID Connect parameters with AES or
direct algorithms.
In this case, these features must share the key/secret stored in the Client Secret field, and you must ensure
that they are configured with the same algorithm.

Caution

• 

• 

info
AM supports Normal Claims, as specified in section 5.6 of the specification. The optional Aggregated Claims and 
Distributed Claims representations are not supported by AM.

Note
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Figure 1. OpenID Connect Consent Page

AM maps scopes and profile data to claims using a script configured in the OAuth2 provider service. By default, the script maps
several user profile attributes to the profile  scope:

After a successful flow, the OpenID provider returns an ID token with the relevant claims. However, for security reasons, AM does
not return scope-derived claims in the ID token by default.

OpenID Connect Scope Default Claim Mappings

Claim User profile attribute

given_name givenname

zoneinfo preferredtimezone

family_name sn

locale preferredlocale

name cn
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Sometimes you may need the provider to return scope-derived claims in the ID token. For example, when claims are related to
authentication conditions or rules the end user needs to satisfy before being redirected to particular resources.

You can configure AM to either return all scope-derived claims in the ID token, or just the ones specified in the request:

To configure the provider to always return scope-derived claims in the ID token, enable Always Return Claims in ID
Tokens (Realms > Realm Name > Services > OAuth2 Provider > Advanced OpenID Connect).

This option is disabled by default because of the security concerns of returning claims that may contain sensitive user
information.

To request that the provider only include certain scope-derived claims in the ID token, enable the property Enable
"claims_parameter_supported" (Realms > Realm Name > Services > OAuth2 Provider > Advanced OpenID Connect) and
request said claims in the claims  parameter.

Claims specified using the claims  parameter can be voluntary or essential:

Essential. The relying party specifies a number of claims that are necessary to ensure a good experience to the end user.

For example, to provide personalized services, the relying party may require the end user’s phone number to send them
an SMS.

Voluntary. The relying party specifies a number of claims that are useful but not required to provide services to the end
user.

For an example on requesting voluntary and essential claims, refer to Demonstrate authentication requirements.

Clients can still retrieve additional claims from the /oauth2/userinfo  endpoint.

Customize claims with the OpenID Connect 1.0 claims script

The OIDC Claims  script is part of the user info claims plugin, one of the OAuth 2.0 plugin extension points provided by AM. Use
this extension point when issuing an ID token or during a request to the /userinfo  OpenID Connect endpoint.

To configure a different script of the type OIDC Claims , go to Realms > Realm Name > Services > OAuth 2.0 Provider > Plugins,
and select it in the OIDC Claims Script drop-down menu.

• 

• 

• 

• 

lightbulb_2
The OAuth 2.0 provider’s Supported Claims field restricts the claims that can be granted in ID tokens, but not the
claims a client can register with during dynamic client registration.
You can also use this field to configure how AM presents the claims in the AM consent screen. By default, scope-
derived claims are not configured to display in the consent screen. You can either configure clients to use implied
consent, or manually configure the claims to display.
Configure how claims appear in the consent screen by client or by realm (in the OAuth 2.0 provider service). For
examples, see the Supported Claims field in the provider’s Advanced reference, or the Claim(s) field in Core
properties.
Claims may be entered as simple strings or pipe-separated strings representing the internal claim name, locale, and
localized description. For example: name|en|Your full name .
If the description is omitted, the claim is not displayed in the consent page. This may be useful when the client
requires claims that are not meaningful for the end user.
Client-level configuration overrides that at provider level.

Tip
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Alternatively, to configure a different script as the default for all new OAuth2 providers, update the setting in Configure > Global
Services > OAuth2 Provider > Plugins.

To examine the contents of the default OIDC claims script and to view the available script properties, go to Realms > Realm Name
> Scripts, and select the OIDC Claims Script.

Dynamic client registration

AM supports dynamic registration. RFC 7591 OAuth 2.0 Dynamic Client Registration Protocol and OpenID Connect (OIDC)
Dynamic Client Registration 1.0 describe the dynamic registration options for OAuth 2.0 and OIDC client applications.

AM returns an error when a dynamic client registration request payload includes incorrect information or specifies unsupported
signing and encryption algorithms. For example, if a public client requests symmetric signing or encryption, the request results in
an error because public clients cannot have a client secret to use for symmetric encryption.

Dynamic registration options

Open registration

The application registers its profile without an access token.

AM generates client_id  and client_secret  values. AM ignores any values provided in the profile for these properties.

You can use this method to develop and test client registration. This method does not limit the number of client
registrations. If you use it in production, also require a software statement.

Registration with mutual TLS authentication

The application provides a self-signed or a CA-signed X.509 certificate for authentication, as defined in the Internet-Draft 
OAuth 2.0 Mutual TLS Client Authentication and Certificate Bound Access Tokens.

Registration with an access token

The application registers its profile with an access token for authorization.

The specification does not describe how the client obtains the access token. In AM, you register an initial OAuth 2.0 client
application manually, and use this application to obtain the access token on behalf of the client requesting registration.

To register the logo_uri , client_uri , and policy_uri  the access token must include a special scope; default: 
dynamic_client_registration .

Registration with a software statement

The application registers its profile with a software statement.

A software statement is a JSON Web Token (JWT) that holds registration claims about the client, such as its issuer and
redirection URIs.

info
For information about how to configure OAuth 2.0 plugins, see Customize OAuth 2.0.
For details about the user info claims plugin, see OIDC user info claims.

Note
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A software statement is issued by a software publisher. The software publisher encrypts and signs the claims in the
software statement.

You store software publisher details in a software publisher profile. The software publisher profile identifies the issuer
included in software statements. It provides access to the secret or the keys to decrypt software statement JWTs and to
verify their signatures. When the client registers dynamically with a software statement, AM uses the software publisher
profile to determine whether it can trust the software statement.

The protocol specification does not describe how the client obtains the software statement JWT. AM expects the software
publisher to construct the JWT according to the settings in its profile.

Enable dynamic client registration

OAuth 2.0 provider settings

To enable open registration and registration with a software statement, update the OAuth 2.0 provider configuration for the
realm:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider and switch to the Client Dynamic
Registration tab.

To allow open registration without an access token, enable Allow Open Dynamic Client Registration.

To require a software statement to register, enable Require Software Statement for Dynamic Client Registration, and
edit the Required Software Statement Attested Attributes list to include all the required claims.

Save your work.

To change the scopes a client can register, switch to the Advanced tab and update the Client Registration Scope Allowlist
field.

Save your work.

For additional details, refer to the Client dynamic registration reference.

Client profile for access tokens

To enable dynamic registration with an access token, manually register a service application to provide the access tokens:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients and click + Add Client.

Option Create or update…

Open registration OAuth 2.0 provider settings

Registration with a certificate OAuth 2.0 provider settings
Refer to Registration with mutual TLS authentication.

Registration with an access token Client profile for access tokens

Registration requires a software statement JWT OAuth 2.0 provider settings
Software publisher profile

1. 

2. 

3. 

4. 

5. 

6. 

1. 

OpenID Connect 1.0 PingAM

5062 Copyright © 2025 Ping Identity Corporation



Provide the client application details; for example:

Client ID

registration-service

Client Secret

forgerock

Scopes

dynamic_client_registration

If the string for the special scope is not the default, use the scope specified in the OAuth 2.0 provider configuration Client
Dynamic Registration > Scope to give access to dynamic client registration field.

Save your work.

Software publisher profile

To enable dynamic registration with a software statement JWT, register a software publisher:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Software Publisher and click + Add
Software Publisher Agent.

Add the basic settings as necessary before you click Create:

Agent ID

Required identifier for the profile.

Software publisher secret

Secret required when the publisher uses HMAC symmetric encryption for the JWTs.

Software publisher issuer

Required issuer identifier to match the iss  claim in JWTs.

Configure the appropriate security settings:

If you provide the JSON Web Key (JWK) by URI rather than by value, where the Public key selector is JWKs_URI , AM
must access the JWKs when processing registration requests.

If the publisher uses symmetric encryption, where the Software statement signing Algorithm is HS256 , HS384 , or 
HS512 , the Software publisher secret must match the k  value in the JWK.

Save your work.

The software publisher provides client applications using dynamic registration with a valid software statement JWT. Valid software
statement JWTs must have:

All the required claims listed in the OAuth 2.0 provider’s Required Software Statement Attested Attributes.

An issuer ( iss ) claim matching a publisher profile’s Software publisher issuer.

2. 

3. 

1. 

2. 

3. 

◦ 

◦ 

4. 
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These constraints apply to software statement JWTs:

Compressed JWTs must not be larger than 32 KiB (32768 bytes) when uncompressed.

AM ignores keys specified in JWT headers, such as jku  and jwe .

Registration examples

Review the following dynamic client registration examples.

The client must read and store the dynamic registration response. The response includes important information about the client,
such as:

The generated client ID and the generated client secret for confidential clients.

You cannot choose the client ID or client secret when registering an application dynamically.

The URL and access token required to update the client profile.

Open registration

The following example depends on an update to OAuth 2.0 provider settings. When you have enabled Allow Open Dynamic
Client Registration, register a client dynamically.

Include a client_name  in the payload as the human-readable name to display to resource owners:

$ curl \
--request POST \
--header 'Content-Type: application/json' \
--data '{
  "redirect_uris": ["https://client.example.com/callback"],
  "client_name#en": "My Client",
  "client_name#ja-Jpan-JP": "\u30AF\u30E9\u30A4\u30A2\u30F3\u30C8\u540D",
  "client_uri": "https://client.example.com/"
}' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register'

• 

• 

• 

• 
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{
  "authorization_signed_response_alg": "RS256",
  "request_object_encryption_alg": "",
  "introspection_encrypted_response_alg": "RSA-OAEP-256",
  "client_uri": "https://client.example.com/",
  "default_max_age": 1,
  "application_type": "web",
  "introspection_encrypted_response_enc": "A128CBC-HS256",
  "introspection_signed_response_alg": "RS256",
  "client_name#en": "My Client",
  "userinfo_encrypted_response_enc": "",
  "registration_client_uri": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register?
client_id=<generated-client-id>",
  "client_type": "Confidential",
  "userinfo_encrypted_response_alg": "",
  "registration_access_token": "<generated-registration-access-token>",
  "client_id": "<generated-client-id>",
  "token_endpoint_auth_method": "client_secret_basic",
  "userinfo_signed_response_alg": "",
  "public_key_selector": "x509",
  "scope": "address phone openid profile email",
  "require_pushed_authorization_requests": false,
  "authorization_code_lifetime": 0,
  "client_secret": "<generated-client-secret>",
  "user_info_response_format_selector": "JSON",
  "tls_client_certificate_bound_access_tokens": false,
  "backchannel_logout_session_required": false,
  "id_token_signed_response_alg": "RS256",
  "default_max_age_enabled": false,
  "token_intro_response_format_selector": "JSON",
  "subject_type": "public",
  "grant_types": ["authorization_code"],
  "jwt_token_lifetime": 0,
  "id_token_encryption_enabled": false,
  "redirect_uris": ["https://client.example.com/callback"],
  "jwks_cache_miss_cache_time": 60000,
  "jwks_cache_timeout": 3600000,
  "client_name#ja-jpan-jp": " ",
  "id_token_encrypted_response_alg": "RSA-OAEP-256",
  "id_token_encrypted_response_enc": "A128CBC-HS256",
  "client_secret_expires_at": 0,
  "access_token_lifetime": 0,
  "refresh_token_lifetime": 0,
  "scopes": ["address", "phone", "openid", "profile", "email"],
  "request_object_signing_alg": "",
  "response_types": ["code"]
}

OIDC clients must include these claims in the JSON registration data:

The openid  scope; for example, "scopes": ["profile", "openid"] .

The id_token  response type; for example, "response_types": ["code", "id_token code"] .

Registration with mutual TLS authentication

The following example shows the use of mutual TLS (mTLS) for authentication. The configuration depends on the type of
certificate:

• 

• 
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CA-signed X.509 certificates (PKI)

If applications use CA-signed certificates, configure AM to trust the certificate authorities. For details, refer to Mutual TLS
using public key infrastructure.

On registration, the client includes the following properties in its profile data:

"token_endpoint_auth_method": "tls_client_auth" .

"tls_client_auth_subject_dn": "<certificate-subject-DN>" ; for example, "tls_client_auth_subject_dn":
"CN=myOAuth2Client" .

Self-signed X.509 certificates

If applications use self-signed certificates, they can provide their certificates as:

A JSON Web Key Set (JWKS).

On registration, the client includes the following properties in its profile data:

"token_endpoint_auth_method": "self_signed_tls_client_auth" .

The JWKS containing the certificate and prepared according to RFC 7517.

A JWKS URI, which AM reads to retrieve the certificate.

On registration, the client includes the following properties in its profile data:

"token_endpoint_auth_method": "self_signed_tls_client_auth" .

"jwks_uri": "<uri>" ; for example, "jwks_uri": "https://www.example.com/mysecureapps/certs" .

A single X.509 certificate in PEM format.

On registration, the client includes the following properties in its profile data:

"token_endpoint_auth_method": "self_signed_tls_client_auth" .

"tls_client_auth_x509_cert": "<pem-format-cert>" .

The <pem-format-cert>  can omit the -----BEGIN CERTIFICATE-----  and -----END CERTIFICATE-----
labels.

The following example shows dynamic registration with a self-signed ECDSA P-256 certificate in a JWKS:

• 

• 

• 

◦ 

◦ 

• 

◦ 

◦ 

• 

◦ 

◦ 
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$ curl \
 --request POST \
 --header "Content-Type: application/json" \
 --data '{
    "jwks": {
        "keys": [{
            "kty": "EC",
            "crv": "P-256",
            "x": "9BmRru-6AYQ8U_9tUFhMGVG-BvC4vRthzLJTntfSdBA",
            "y": "MqPzVSeVNzzgcR-zZeLGog3GJ4d-doRE9eiGkCKrB48",
            "kid": "a4:68:90:1c:f6:c1:43:c0",
            "x5c": [
                "MIIBZTCCAQugAwIB…..xgASSpAQC83FVBawjmbv6k4CN95G8zHsA=="
            ]
        }]
    },
    "client_type": "Confidential",
    "grant_types": ["authorization_code", "client_credentials"],
    "response_types": ["code", "token"],
    "redirect_uris": ["https://client.example.com:8443/callback"],
    "token_endpoint_auth_method": "self_signed_tls_client_auth",
    "tls_client_auth_subject_dn": "CN=myOauth2Client",
    "tls_client_certificate_bound_access_tokens": true
}' \
 "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register"
{
  "request_object_encryption_alg": "",
  "default_max_age": 1,
  "jwks": {
    "keys": [
      {
        "kty": "EC",
        "crv": "P-256",
        "x": "9BmRru-6AYQ8U_9tUFhMGVG-BvC4vRthzLJTntfSdBA",
        "y": "MqPzVSeVNzzgcR-zZeLGog3GJ4d-doRE9eiGkCKrB48",
        "kid": "a4:68:90:1c:f6:c1:43:c0",
        "x5c": [
          "MIIBZTCCAQugAwIB…..xgASSpAQC83FVBawjmbv6k4CN95G8zHsA=="
        ]
      }
    ]
  },
  "application_type": "web",
  "tls_client_auth_subject_dn": "CN=myOauth2Client",
  "registration_client_uri": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register?
client_id=83635999-2794-4fcd-b6b3-67e2d86c1952",
  "client_type": "Confidential",
  "userinfo_encrypted_response_alg": "",
  "registration_access_token": "tu4KR0jO3iGn0ubOOY0YCSfyPmk",
  "client_id": "83635999-2794-4fcd-b6b3-67e2d86c1952",
  "token_endpoint_auth_method": "self_signed_tls_client_auth",
  "userinfo_signed_response_alg": "",
  "public_key_selector": "jwks",
…
}

The example sets "tls_client_certificate_bound_access_tokens": true . This lets the client obtain certificate-bound access
tokens. For details, refer to Certificate-bound proof-of-possession.
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Registration with an access token

The following example depends on a Client profile for access tokens.

Use the registration service client to get an access token:

$ curl \
--request POST \
--user 'registration-service:forgerock' \
--data 'grant_type=client_credentials' \
--data 'scope=dynamic_client_registration' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token'
{
  "access_token": "<access-token>",
  "scope": "dynamic_client_registration",
  "token_type": "Bearer",
  "expires_in": 3596
}

Register a client dynamically with the access token as authorization.

Include a client_name  in the payload as the human-readable name to display to resource owners.

$ curl \
--request POST \
--header 'Content-Type: application/json' \
--header 'Authorization: Bearer <access-token>' \
--data '{
  "redirect_uris": ["https://client.example.com/callback"],
  "client_name#en": "My Client",
  "client_name#ja-Jpan-JP": "\u30AF\u30E9\u30A4\u30A2\u30F3\u30C8\u540D",
  "client_uri": "https://client.example.com/"
}' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register'

1. 

2. 
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{
     "request_object_encryption_alg": "",
     "default_max_age": 1,
     "application_type": "web",
     "client_name#en": "My Client",
     "registration_client_uri": "https://openam.example.com:8443/openam/oauth2/register?client_id=<generated-
client-id>",
     "client_type": "Confidential",
     "userinfo_encrypted_response_alg": "",
     "registration_access_token": "<generated-registration-access-token>",
     "client_id": "<generated-client-id>",
     "token_endpoint_auth_method": "client_secret_basic",
     "userinfo_signed_response_alg": "",
     "public_key_selector": "x509",
     "authorization_code_lifetime": 0,
     "client_secret": "<generated-client-secret>",
     "user_info_response_format_selector": "JSON",
     "id_token_signed_response_alg": "HS256",
     "default_max_age_enabled": false,
     "subject_type": "public",
     "jwt_token_lifetime": 0,
     "id_token_encryption_enabled": false,
     "redirect_uris": ["https://client.example.com/callback"],
     "client_name#ja-jpan-jp": " ",
     "id_token_encrypted_response_alg": "RSA1_5",
     "id_token_encrypted_response_enc": "A128CBC_HS256",
     "client_secret_expires_at": 0,
     "access_token_lifetime": 0,
     "refresh_token_lifetime": 0,
     "request_object_signing_alg": "",
     "response_types": ["code"]
 }

OIDC clients must include these claims in the JSON registration data:

The openid  scope; for example, "scopes": ["profile", "openid"] .

The id_token  response type; for example, "response_types": ["code", "id_token code"] .

Registration with a software statement

The following example depends on an update to OAuth 2.0 provider settings, a Software publisher profile, and an encrypted
software statement JWT:

Configure the OAuth 2.0 provider:

This example uses open registration with a software statement. The OAuth 2.0 provider has these settings enabled:

Allow Open Dynamic Client Registration

Require Software Statement for Dynamic Client Registration

If you leave Allow Open Dynamic Client Registration disabled, use an access token as authorization for the registration
request, as demonstrated in Registration with an access token.

Configure the software publisher account.

◦ 

◦ 

1. 

◦ 

◦ 

2. 
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The software publisher for this example has the following profile settings:

Agent ID

My Software Publisher

Software publisher secret

secret

Software publisher issuer

https://publisher.example.com

Software statement signing Algorithm

HS256

Public key selector

JWKs

Json Web Key

{"keys":[{"kty":"oct","k":"secret","alg":"HS256"}]}

Notice that the value is a key set rather than a single key.

Prepare the software statement.

The plaintext payload of the software statement JWT in this example is the following:

{
  "sub": "registrar@example.com",
  "name": "My Client",
  "iat": 1675246194,
  "exp": 1675249794,
  "iss": "https://publisher.example.com",
  "redirect_uris": ["https://client.example.com/callback"]
}

When you try the example, use current values for the iat  (issued at) and exp  (expiration time) claims.

The JWT header is {"alg":"HS256","typ":"JWT"} , and the secret is secret .

The resulting encrypted JWT is as follows with lines folded for readability:

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9
.eyJzdWIiOiJyZWdpc3RyYXJAZXhhbXBsZS5jb20iLCJuYW1lIjoiSm9obiBE
b2UiLCJpYXQiOjE2NzUyNDYxOTQsImV4cCI6MTY3NTI0OTc5NCwiaXNzIjoia
HR0cHM6Ly9wdWJsaXNoZXIuZXhhbXBsZS5jb20iLCJyZWRpcmVjdF91cmlzIj
pbImh0dHBzOi8vY2xpZW50LmV4YW1wbGUuY29tL2NhbGxiYWNrIl19
.7_3nu39GtTTz_RPKZMjj1JuwWWTgeE4Iqx7p3-cfiPg

3. 
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Register a client dynamically with the software statement JWT:

$ curl \
--request POST \
--header 'Content-Type: application/json' \
--data '{
  "redirect_uris": ["https://client.example.com/callback"],
  "client_name#en": "My Client",
  "client_name#ja-Jpan-JP": "\u30AF\u30E9\u30A4\u30A2\u30F3\u30C8\u540D",
  "client_uri": "https://client.example.com/",
  "software_statement": 
"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJzdWIiOiJyZWdpc3RyYXJAZXhhbXBsZS5jb20iLCJuYW1lIjoiSm9obiBEb2UiLCJpYXQi
OjE2NzUyNDYxOTQsImV4cCI6MTY3NTI0OTc5NCwiaXNzIjoiaHR0cHM6Ly9wdWJsaXNoZXIuZXhhbXBsZS5jb20iLCJyZWRpcmVjdF91cmlzIj
pbImh0dHBzOi8vY2xpZW50LmV4YW1wbGUuY29tL2NhbGxiYWNrIl19.7_3nu39GtTTz_RPKZMjj1JuwWWTgeE4Iqx7p3-cfiPg"
}' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register'

4. 
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{
  "authorization_signed_response_alg": "RS256",
  "request_object_encryption_alg": "",
  "introspection_encrypted_response_alg": "RSA-OAEP-256",
  "client_uri": "https://client.example.com/",
  "default_max_age": 1,
  "application_type": "web",
  "introspection_encrypted_response_enc": "A128CBC-HS256",
  "introspection_signed_response_alg": "RS256",
  "client_name#en": "My Client",
  "userinfo_encrypted_response_enc": "",
  "registration_client_uri": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register?
client_id=<generated-client-id>",
  "client_type": "Confidential",
  "userinfo_encrypted_response_alg": "",
  "registration_access_token": "<generated-registration-access-token>",
  "client_id": "<generated-client-id>",
  "token_endpoint_auth_method": "client_secret_basic",
  "userinfo_signed_response_alg": "",
  "software_statement": 
"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJzdWIiOiJyZWdpc3RyYXJAZXhhbXBsZS5jb20iLCJuYW1lIjoiSm9obiBEb2UiLCJpYXQi
OjE2NzUyNDYxOTQsImV4cCI6MTY3NTI0OTc5NCwiaXNzIjoiaHR0cHM6Ly9wdWJsaXNoZXIuZXhhbXBsZS5jb20iLCJyZWRpcmVjdF91cmlzIj
pbImh0dHBzOi8vY2xpZW50LmV4YW1wbGUuY29tL2NhbGxiYWNrIl19.7_3nu39GtTTz_RPKZMjj1JuwWWTgeE4Iqx7p3-cfiPg",
  "public_key_selector": "x509",
  "scope": "address phone openid profile email",
  "require_pushed_authorization_requests": false,
  "authorization_code_lifetime": 0,
  "client_secret": "<generated-client-secret>",
  "user_info_response_format_selector": "JSON",
  "tls_client_certificate_bound_access_tokens": false,
  "backchannel_logout_session_required": false,
  "id_token_signed_response_alg": "RS256",
  "default_max_age_enabled": false,
  "token_intro_response_format_selector": "JSON",
  "subject_type": "public",
  "grant_types": ["authorization_code"],
  "jwt_token_lifetime": 0,
  "id_token_encryption_enabled": false,
  "redirect_uris": ["https://client.example.com/callback"],
  "jwks_cache_miss_cache_time": 60000,
  "jwks_cache_timeout": 3600000,
  "client_name#ja-jpan-jp": " ",
  "id_token_encrypted_response_alg": "RSA-OAEP-256",
  "id_token_encrypted_response_enc": "A128CBC-HS256",
  "client_secret_expires_at": 0,
  "access_token_lifetime": 0,
  "refresh_token_lifetime": 0,
  "scopes": ["address", "phone", "openid", "profile", "email"],
  "request_object_signing_alg": "",
  "response_types": ["code"]
}

OIDC clients must include these claims in the JSON registration data:

The openid  scope; for example, "scopes": ["profile", "openid"] .

The id_token  response type; for example, "response_types": ["code", "id_token code"] .

◦ 

◦ 
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Manage client profiles

The JSON response to a successful dynamic registration request contains the following fields:

registration_client_uri

The endpoint for reading and updating the client profile, including the generated client ID as a query parameter.

registration_access_token

The generated access token to authorize reading and updating the client profile.

Make sure your client application stores the dynamic registration response, including these values. Your application needs them
to read and update its client profile.

Read a client profile

To read a client profile, send an HTTP GET request to the registration_client_uri  with the registration_access_token  for
authorization:

$ curl \
--request GET \
--header 'Authorization: Bearer <generated-registration-access-token>' \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register?client_id=<generated-client-id>"
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{
  "authorization_signed_response_alg": "RS256",
  "request_object_encryption_alg": "",
  "introspection_encrypted_response_alg": "RSA-OAEP-256",
  "client_uri": "https://client.example.com/",
  "default_max_age": 1,
  "application_type": "web",
  "introspection_encrypted_response_enc": "A128CBC-HS256",
  "introspection_signed_response_alg": "RS256",
  "client_name#en": "My Client",
  "userinfo_encrypted_response_enc": "",
  "client_type": "Confidential",
  "userinfo_encrypted_response_alg": "",
  "token_endpoint_auth_method": "client_secret_basic",
  "userinfo_signed_response_alg": "",
  "client_id": "<generated-client-id>",
  "public_key_selector": "x509",
  "scope": "openid address phone email profile",
  "require_pushed_authorization_requests": false,
  "authorization_code_lifetime": 0,
  "client_secret": "<generated-client-secret>",
  "user_info_response_format_selector": "JSON",
  "tls_client_certificate_bound_access_tokens": false,
  "backchannel_logout_session_required": false,
  "id_token_signed_response_alg": "RS256",
  "default_max_age_enabled": false,
  "token_intro_response_format_selector": "JSON",
  "subject_type": "public",
  "grant_types": ["authorization_code"],
  "jwt_token_lifetime": 0,
  "id_token_encryption_enabled": false,
  "redirect_uris": ["https://client.example.com/callback"],
  "jwks_cache_miss_cache_time": 60000,
  "jwks_cache_timeout": 3600000,
  "client_name#ja-jpan-jp": " ",
  "id_token_encrypted_response_alg": "RSA-OAEP-256",
  "id_token_encrypted_response_enc": "A128CBC-HS256",
  "client_secret_expires_at": 0,
  "access_token_lifetime": 0,
  "refresh_token_lifetime": 0,
  "scopes": ["openid", "address", "phone", "email", "profile"],
  "request_object_signing_alg": "",
  "response_types": ["code"]
}

The response does not contain the registration_client_uri  or the registration_access_token .

Update a client profile

When an application updates its client profile rather than registering again dynamically, it retains the current client ID and client
secret.

The update request body replaces the current client profile settings subject to these conditions:

Updates cannot change any of the following settings:

client_id_issued_at

• 

◦ 
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client_secret

client_secret_expires_at

registration_access_token

registration_client_uri

Missing settings are set to their default values.

Settings with unrecognized names are silently ignored.

If the client profile includes a software statement JWT, it must be valid and current.

A successful update returns a new registration access token to use going forward.

To update a client profile, send an HTTP PUT request to the registration_client_uri  with the registration_access_token
for authorization and the request body specifying the new settings.

The following example updates the scope  and grant_types  settings:

$ curl \
--request PUT \
--header 'Authorization: Bearer <generated-registration-access-token>' \
--data '{
  "client_name#en": "My Client",
  "client_name#ja-jpan-jp": " ",
  "client_id": "<generated-client-id>",
  "client_secret": "<generated-client-secret>",
  "client_uri": "https://client.example.com/",
  "scope": "openid profile",
  "grant_types": ["authorization_code", "implicit"],
  "redirect_uris": ["https://client.example.com/callback"]
}' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register?client_id=<generated-client-id>'

◦ 

◦ 

◦ 

◦ 
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{
  "authorization_signed_response_alg": "RS256",
  "request_object_encryption_alg": "",
  "introspection_encrypted_response_alg": "RSA-OAEP-256",
  "client_uri": "https://client.example.com/",
  "default_max_age": 1,
  "application_type": "web",
  "introspection_encrypted_response_enc": "A128CBC-HS256",
  "introspection_signed_response_alg": "RS256",
  "client_name#en": "My Client",
  "userinfo_encrypted_response_enc": "",
  "client_type": "Confidential",
  "userinfo_encrypted_response_alg": "",
  "registration_access_token": "<generated-registration-access-token>",
  "client_id": "<generated-client-id>",
  "token_endpoint_auth_method": "client_secret_basic",
  "userinfo_signed_response_alg": "",
  "public_key_selector": "x509",
  "scope": "openid profile",
  "require_pushed_authorization_requests": false,
  "authorization_code_lifetime": 0,
  "client_secret": "<generated-client-secret>",
  "user_info_response_format_selector": "JSON",
  "tls_client_certificate_bound_access_tokens": false,
  "backchannel_logout_session_required": false,
  "id_token_signed_response_alg": "RS256",
  "default_max_age_enabled": false,
  "token_intro_response_format_selector": "JSON",
  "subject_type": "public",
  "grant_types": ["authorization_code", "implicit"],
  "jwt_token_lifetime": 0,
  "id_token_encryption_enabled": false,
  "redirect_uris": ["https://client.example.com/callback"],
  "jwks_cache_miss_cache_time": 60000,
  "jwks_cache_timeout": 3600000,
  "client_name#ja-jpan-jp": " ",
  "id_token_encrypted_response_alg": "RSA-OAEP-256",
  "id_token_encrypted_response_enc": "A128CBC-HS256",
  "access_token_lifetime": 0,
  "refresh_token_lifetime": 0,
  "scopes": ["openid", "profile"],
  "request_object_signing_alg": "",
  "response_types": ["code"]
}

The registration_access_token  in the response reflects the new value to use going forward.

Delete a client profile

To remove a client profile, send an HTTP DELETE request to the registration_client_uri  with the 
registration_access_token  for authorization:
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$ curl \
--request DELETE \
--header 'Authorization: Bearer <generated-registration-access-token>' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register?client_id=<generated-client-id>'

A successful request returns an HTTP 204 No Content response.

Authorization grants and active tokens associated with the client remain valid until they expire.

OIDC client authentication

OIDC clients use the authentication methods described in OAuth 2.0 client authentication.

OIDC clients must set the authentication method in their profile. In the AM admin UI, go to Realms > Realm Name > Applications
> OAuth 2.0 > Advanced and select the method in the Token Endpoint Authentication Method drop-down list:

OpenID Connect grant flows

These pages describe supported OpenID Connect (OIDC) flows and how to implement them.

Decide which flow is best based on the relying party (RP):

Method Description

client_secret_basic  (default) The client sends its credentials in an HTTP Basic Authorization  header.

client_secret_post The client sends its credentials as client_id  and client_secret  form
parameters.
When a client authenticates with form parameters, the server can store POST data
on the user-agent in an OAUTH_REQUEST_ATTRIBUTES  cookie. AM uses the cookie to
continue the authentication process across redirects. It marks the cookie for
deletion on the next successful OAuth 2.0 authorization.

none The client is public and does not authenticate.
Public clients do not authenticate even if the authentication method is different
from none .

private_key_jwt The client sends its credentials as a JSON Web Token (JWT).

self_signed_tls_client_auth The client uses a self-signed certificate for mutual TLS authentication.

tls_client_auth The client uses a CA-signed certificate for mutual TLS authentication.
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Backchannel request grant

Endpoints

/oauth2/bc-authorize

/oauth2/access_token

/oauth2/userinfo

Use the backchannel request grant for client-initiated backchannel authentication (CIBA).

RP Grant Description

The RP is a web application running on
a server.

Authorization code grant The OpenID provider (OP) uses the
user-agent to transport the
authorization code the RP exchanges
for tokens.
Use the same grant with Proof Key for
Code Exchange (PKCE) when possible.

The RP is a native application or a
single-page application (SPA); for
example, a desktop or mobile
application, or a JavaScript application.

Authorization code grant with PKCE The RP cannot communicate securely
with the OP, so the authorization code
can be intercepted by malicious users.
The PKCE standard mitigates against
interception attacks.

The RP knows the end user’s identifier
and gains consent through a separate
authentication device, such as a mobile
phone with an authenticator
application.

Backchannel request grant The RP does not interact directly with
the end user; instead it initiates a
backchannel request to the end user’s
authentication device to gather consent
for the operation.
For example, a smart speaker gets
consent from its registered end user
after receiving a voice request to
transfer money to a third party.

The RP is an SPA. Implicit grant The OpenID provider (OP) uses the
user-agent to transport tokens,
exposing them to the end user and
other parties.
When possible, use the authorization
code grant with PKCE instead.

The RP gets an ID token immediately
and later gets an access token.

Hybrid grant The OpenID provider (OP) uses the
user-agent to transport the
authorization code and initial tokens.
Use PKCE with this flow when possible.

• 

• 
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CIBA lets a relying party (RP), the consumption device, get an end user’s consent without redirection through the end user’s
browser. Instead, the end user authenticates and grants consent through an authentication device such as an authenticator
application or a mobile banking application on the user’s mobile phone.

Access Management applies the guidelines suggested by the OpenID Financial-grade API (FAPI) Working Group to implement
CIBA.

The backchannel flow

The RP has a user identifier and requires the end user’s consent. It prepares a signed Json Web Token (JWT).

The RP sends an HTTP POST request with the signed JWT to Access Management, the OpenID provider (OP).

The OP validates the signature using the RP’s public key and verifies the JWT. If the JWT is valid, the OP returns an 
auth_req_id  and a polling interval.

The RP polls the OP with the auth_req_id , waiting for the end user’s authorization. If the RP does not respect the polling
interval, the OP returns an error.

The OP sends a push notification with the binding_message  to request the end user’s authorization.

The end user authorizes the request with the authorization gesture on their authentication device; for example, the user
clicks a button in their authenticator application or provides their fingerprint.

The OP returns an access token and an ID token to the RP.

AM
OpenID provider

End user
authentication device

End user
authentication device

Relying party
consumption device

Relying party
consumption device

Authorization
server

Authorization
server

UserInfo
endpoint

UserInfo
endpoint

Prepare signed JWT

Send authentication request ID with signed JWT

If JWT is valid, return auth_req_id

loop [Respect specified interval...]

Poll for authorization result with auth_req_id

In the background...

Request authorization with binding_message

Authorization approved

Return access token and ID token

Optional

Request additional claims with access token

Return additional claims
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The RP can use the ID token subject ID claim as the end user’s identity.

If the RP requires additional claims, it sends a request to the /oauth2/userinfo endpoint with the access token for
authorization.

If the access token is valid, the /oauth2/userinfo  endpoint returns any additional claims.

The RP can use the subject ID and the additional claims to identify the end user.

Prepare for CIBA

Configure the service

Create a journey such as the following:

The journey uses these nodes:

Username Collector node

Push Sender node

Push Result Verifier node

Polling Wait node

For details, refer to Push authentication journeys.

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Advanced and make sure the Grant
Types field includes Back Channel Request .

Save any changes you make.

Associate the journey with incoming acr_values :

Switch to the Advanced OpenID Connect tab of the OAuth 2.0 provider configuration.

8. 
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In the OpenID Connect acr_values to Auth Chain Mapping box:

Set the Key to the value that will be passed in through the acr_values  claim of the incoming CIBA request.

Set the Value to the name of your journey.

Click Add.

Save your changes.

For more information, refer to The acr  claim.

Register an RP

Register the RP as a confidential client application with the following settings:

Name

<human-readable-name>

Client ID

<rp-client-id>  (must match the iss  in the RP’s signed JWTs)

Client Secret

<rp-client-secret>

Scopes

openid

profile

Configure access to the RP’s public keys so Access Management can verify JWT signatures:

On the Signing and Encryption tab, choose the Public key selector.

Depending on the Public key selector value you chose, set one of the other fields appropriately.

Save your changes.

For example:

Set Public key selector JWKs_URI  and Json Web Key URI to the URL where the RP publishes its keys.

This method simplifies key rotation as Access Management rereads the keys periodically.

Set Public key selector to JWKs  and set Json Web Key to a JWK set similar to the following:
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{
  "keys": [
    {
      "kty": "EC",
      "use": "sig",
      "crv": "P-256",
      "kid": "myCIBAKey",
      "x": "m0CkpWpZyGu-FLRLjCGBVGC7Fwm5vGt8Lm3HhYU4ylg",
      "y": "U8NMtO-C2c3yhu2I_ApAELttmaittfPNPQaIJxvTCHk",
      "alg": "ES256"
    }
  ]
}

You can store more than one key in the JWK set.

Get an auth request ID

Follow these steps as RP to get a CIBA authentication request ID:

Prepare a signed JWT with the required claims in the payload:1. 

Claim Description Example

acr_values A string identifying the mechanism for the
end user to provide authorization.

"acr_values": "push"

aud A string or array of strings indicating the
intended audience of the JWT. Must
include the authorization server OAuth 2.0
endpoint.

"aud": "https://openam.example.com:

8443/openam/oauth2"

binding_message A short (100 character max.) string
message to display to the user when
obtaining authorization.
For push notification, messages must:

Begin with a letter, number, or
punctuation mark.
Not include line breaks or control
characters.

"binding_message": "Allow

ExampleBank to transfer £50 from

'Main' to 'Savings'? (EB-0246326)"

exp The expiration time in seconds since
January 1, 1970 UTC. An expiration time
more than 30 minutes in the future causes
a JWT expiration time is
unreasonable  error message.

"exp": 1675681183

id_token_hint An ID token identifying the principal and
subject of the JWT (the end user).
Required when not using login_hint .

"id_token_hint": "<id-token>"

◦ 

◦ 
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For example:

{
  "aud": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha",
  "binding_message": "Allow ExampleBank to transfer £50 from 'Main' to 'Savings'? (EB-0246326)",
  "acr_values": "push",
  "exp": 1675681183,
  "iss": "<rp-client-id>",
  "login_hint": "<end-user-id>",
  "scope": "openid profile"
}

AM ignores keys specified in JWT headers, such as jku  and jwe  and uses the keys specified in the RP profile to verify the
JWT signature.

Send an HTTP POST to the /oauth2/bc-authorize endpoint with the signed JWT in the payload:

$ curl \
--request POST \
--user '<rp-client-id>:<rp-client-secret>' \
--data 'request=<signed-jwt>' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/bc-authorize'

Access Management returns a JSON object with the auth_req_id  value:

{
  "auth_req_id": "<auth-req-id>",
  "expires_in": 600,
  "interval": 2
}

Access Management sends a push notification with the binding_message  to the end user.

Claim Description Example

iss The unique identifier of the JWT issuer;
must match the client ID in the application
profile.

"iss": "myCIBAClient"

login_hint A string identifying the principal and
subject of the JWT (the end user).
Required when not using id_token_hint .

"login_hint":

"a0325ea4-9d9b-4056-931b-

ab64704cc3da"

scope A string holding a space-separated list of
the requested scopes; must include 
openid .

"scope": "openid profile"

2. 
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Exchange an auth request ID for tokens

To get an access token and ID token as the RP, poll the /oauth2/access_token endpoint with HTTP POST requests having the
following parameters:

grant_type=urn:openid:params:grant-type:ciba

auth_req_id=<auth-req-id>

For example:

$ curl \
--request POST \
--user '<rp-client-id>:<rp-client-secret>' \
--data 'grant_type=urn:openid:params:grant-type:ciba' \
--data 'auth_req_id=<auth-req-id>' \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/access_token'

The response depends on the end user and the polling interval:

After the end user has authorized the operation, Access Management returns an ID token and an access token:

{
  "access_token": "<access-token>",
  "refresh_token": "<refresh-token>",
  "scope": "openid profile",
  "id_token": "<id-token>",
  "token_type": "Bearer",
  "expires_in": 3599
}

Before the end user authorizes the operation, Access Management returns an HTTP 400 Bad Request status:

{
  "error_description": "End user has not yet been authenticated",
  "error": "authorization_pending"
}

The auth ID response includes a polling interval . The RP must wait interval  seconds before retrying the request
(default: two seconds). If the RP does not wait long enough between retries, Access Management returns an HTTP 400 Bad
Request status:

{
  "error_description": "The polling interval has not elapsed since the last request",
  "error": "slow_down"
}

• 

• 

• 

• 

• 
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Additional OIDC claims

An RP can request additional claims about the end user with the access token at the /oauth2/userinfo endpoint:

$ curl \
--request GET \
--header "Authorization Bearer <access-token>" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/userinfo"
{
  "name": "<end-user-display-name>",
  "family_name": "<end-user-family-name>",
  "given_name": "<end-user-given-name>",
  "sub": "<end-user-id>",
  "subname": "<end-user-id>"
}

Hybrid grant

Endpoints

/oauth2/authorize

/oauth2/userinfo

OpenID Connect (OIDC) authentication using the hybrid flow lets a relying party (RP) choose when to request access and ID
tokens.

The hybrid grant flow is a two-step process:

The RP first requests a code and tokens by setting the response type:

Access Management returns the code and the requested tokens in the fragment of the redirection URL.

After the first request but before the authorization code expires (default: 120 seconds), the RP makes a second request to
exchange the authorization code for additional tokens.

• 

• 

1. 

Response type OpenID provider (OP) returns

code id_token An authorization code and an ID token

code token An authorization code and an access token

code token id_token An authorization code, and access token, and an ID token
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Figure 1. Hybrid flow

The end user wants to access services the RP provides. The RP requires an account to provide access to the services.

The end user makes a request to the RP to access their information stored at the OP.

To access the end user’s information at the OP, the RP needs authorization from the end user. The RP redirects the end
user’s browser…

…to the OP.

The OP authenticates the end user, confirms resource access, and gathers consent if necessary.

On success, the OP redirects the end user to the RP.

The OP appends an authorization code and tokens to the URL fragment.

The RP stores the authorization code for future use and validates the ID token to get the subject ID.

emergency_home
Follow these security recommendations when implementing the hybrid flow:

Avoid requesting access tokens with the first request.
Protect against cross-site scripting (XSS) attacks, which could leak tokens in the redirection URL fragment to
other systems.
Implement Cross-Origin Resource Sharing (CORS) to make OIDC requests across domains.
For public client RPs, use PKCE to mitigate against interception attacks.

Important

• 
• 

• 
• 
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user-agent
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user-agent

Relying
party

Relying
party

Authorization
server

Authorization
server

UserInfo
endpoint

UserInfo
endpoint

Prepare authentication request

Redirect...

...for authentication

Authenticate end user and confirm resource access

If credentials are valid, redirect...

...with authorization code and ID token to redirect_uri

Store authorization code; Validate ID token and get subject ID

Provide services

Optional (before authorization code expires)

Authenticate, request access token with authorization code

If authorization code is valid, return access token

Request additional claims with access token

Return additional claims

Provide additional services

1. 

2. 

3. 

4. 

5. 

6. 

7. 

OpenID Connect 1.0 PingAM

5086 Copyright © 2025 Ping Identity Corporation



With the ID token, the RP provides services to the end user.

Before the authorization code expires, the RP exchanges it for an access token, which the RP can use to get more
information about the end user.

Access Management returns an access token.

The RP sends a request to the /oauth2/userinfo endpoint with the access token for authorization.

If the access token is valid, the /oauth2/userinfo  endpoint returns any additional claims.

The RP can use the subject ID and the additional claims to identify the end user.

Demonstrate the flow

Prepare the demonstration.

Get a code and an ID token using a browser or Get a code and an ID token using REST.

Exchange the code for an access token.

Prepare the demonstration

Complete these steps to prepare the hybrid flow demonstration:

Register the RP as a confidential client application with the following settings:

Client ID

myClient

Client Secret

forgerock

Redirection URIs

https://www.example.com:443/callback

Scopes

openid

profile

On the Core tab of the client profile, update this setting as appropriate for your use case and save your changes:

Authorization code lifetime (seconds)

Default: 120

Switch to the Advanced tab of the client profile and add these settings:

Grant Types

Authorization Code

Implicit
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Response Types

code id_token

code token

code token id_token

Save your changes to the client profile.

Create an end user profile and record the username and password.

Get a code and an ID token using a browser

As RP, browse to the /oauth2/authorize endpoint with at least the following parameters:

client_id: myClient

response_type: code id_token

scope: openid profile

redirect_uri: https://www.example.com:443/callback

For example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize \
?client_id=myClient \
&response_type=code%20id_token \
&scope=openid%20profile \
&state=abc123 \
&nonce=123abc \
&redirect_uri=https://www.example.com:443/callback

Sign in as the end user and grant consent if necessary.

Access Management redirects to the redirect_uri .

Inspect the URL in the browser:

https://www.example.com:443/callback#code=<authorization-code>&id_token=<id-token>…

Get a code and an ID token using REST

Authenticate as the end user:

4. 

5. 
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◦ 

◦ 

info
The URL is split and spaces added for readability purposes.
The scope  parameter is optional if default values are configured in the authorization server or the client.
The state  and nonce  parameters are optional and included to protect against CSRF attacks.

Note
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$ curl \
-i \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: <end-user-id>" \
--header "X-OpenAM-Password: <end-user-password>" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
{"tokenId":"<tokenId>","successUrl":"/enduser/?realm=/alpha","realm":"/alpha"}

As RP, make an HTTP POST request to the /oauth2/authorize endpoint with the following parameters:

scope: openid profile

response_type: code id_token

client_id: myClient

csrf: <tokenId>

redirect_uri: https://www.example.com:443/callback

decision: allow

For example:

$ curl \
--dump-header - \
--request POST \
--Cookie "iPlanetDirectoryPro=<tokenId>" \
--data "scope=openid profile" \
--data "response_type=code id_token" \
--data "client_id=myClient" \
--data "csrf=<tokenId>" \
--data "redirect_uri=https://www.example.com:443/callback" \
--data "state=abc123" \
--data "nonce=123abc" \
--data "decision=allow" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize"

Access Management returns an HTTP 302 response with the code and ID token in the redirection URL fragment:

HTTP/1.1 302 Found
…
Location: https://www.example.com:443/callback#code=<authorization-code>&id_token=<id-token>…
…

2. 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

info
The URL is split and spaces added for readability purposes.
The scope  parameter is optional if default values are configured in the authorization server or the client.
The state  and nonce  parameters are optional and included to protect against CSRF attacks.

Note
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Exchange the code for an access token

Choose one of the following options:

Use the authorization code grant to exchange an authorization code for an access token.

Use the authorization code grant with PKCE to exchange an authorization code for an access token.

Additional OIDC claims

An RP can request additional claims about the end user with the access token at the /oauth2/userinfo endpoint:

$ curl \
--request GET \
--header "Authorization Bearer <access-token>" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/userinfo"
{
  "name": "<end-user-display-name>",
  "family_name": "<end-user-family-name>",
  "given_name": "<end-user-given-name>",
  "sub": "<end-user-id>",
  "subname": "<end-user-id>"
}

OIDC user sessions

Logging in to the OpenID provider and obtaining tokens are established processes in the OpenID specification; however, keeping
the relying party informed of the session’s validity is not as straightforward. The end user’s session in AM is unavailable to the
relying party. The only information the relying party has is the expiration time of the ID token, which might be undesirable.

To solve this problem, AM supports the following OIDC specifications:

• 

• 



OIDC session management

Relying parties can request session information
from AM and act on it.



OIDC backchannel logout

AM notifies relying parties when a user session
becomes invalid.
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Session management

The OpenID Connect (OIDC) session management 1.0 draft series defines a mechanism for a relying party (RP) to:

Get an OpenID provider (OP) to confirm whether an OIDC session is valid based on an ID token.

Terminate an end user session with the OP; for example, when the user signs out.

The process is transparent to the end user. An RP uses a hidden <iframe>  to get the session state from the OP and take action
when the state changes.

Access Management supports these drafts of the specification:

Draft 10

Draft 05

Each version uses different endpoints to achieve the same result.

Session management draft 10

Draft 10 does not specify any session-related endpoints. Access Management’s implementation of Draft 10 depends on these
endpoints:

/oauth2/authorize

Retrieve session state.

/json/sessions

Terminate an end user session.

Draft 10 flow

To check session state, create an <iframe>  in your RP whose src  attribute targets the /oauth2/authorize  endpoint with the
required parameters. The user-agent sends the tenant session cookie with the request.

• 

• 

• 

• 
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For example, a public client RP called myClient  uses the following <iframe src>  URL to request session state:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize \
?client_id=myClient \
&response_type=none \
&id_token_hint=<id-token> \
&redirect_uri=https://www.example.com:443/callback \
&prompt=none

The query string parameters include these settings:

prompt=none

Do not display user interaction pages to the end user.

id_token_hint=<id-token>

The ID token to validate against the end user’s session.

response_type=none

Do not issue a token in the response.

AM

End user
user-agent

End user
user-agent

OpenID
provider

OpenID
provider

Authentication
service

Authentication
service

Relying
party

Relying
party

Access protected resource

Redirect...

...to sign in

Sign in

Redirect with ID token

Return resource

Some time later

Access protected resource with appended ID token

Request session state at /oauth2/authorize

Send ID token, SSO token cookie, and prompt=none

Session is OK

Redirect with no content,
or return HTTP 204 No Content

Return resource

Session is not OK

Redirect with no content and error description,
or return HTTP 400 Bad Request

Redirect...

...to sign in

Sign in

Redirect with ID token

Return resource

Some time later

Clicks the [Sign out] button

Request log out at /json/sessions

Terminate end user's session

Return confirmation

Redirect to home page
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The following table lists the responses:

The RP’s <iframe>  and the redirect_uri  page must process any errors; for example, by redirecting the end user to sign in.

Enable draft 10 support

To enable draft 10 support for a realm, configure the OAuth 2.0 provider:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider.

Switch to the Advanced tab and add none|org.forgerock.oauth2.core.NoneResponseTypeHandler  to the Response
Type Plugins settings.

Save your changes.

To enable draft 10 support in the RP client profile:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > Advanced.

In Response Types, add none .

Save your changes.

Session management draft 05

Draft 05 defines two endpoints for session management. These endpoints are no longer present in draft 10:

/oauth2/connect/checkSession

Retrieve session state.

/oauth2/connect/endSession

Terminate an end user session and redirect to a post-logout page.

Enable draft 05 support

The /oauth2/connect/checkSession endpoint serves as the check_session_iframe  URL.

Access Management responses Request with redirect_uri Request without redirect_uri

Valid session
Redirect to redirect_uri  with no
content.

Return HTTP 204 No Content.

Invalid session
Redirect to redirect_uri  with no
content and an error_description
parameter appended to the URL; for
example, https://www.example.com:
443/callback?

error_description=The%20request%20

requires%20login.&error=login_requ

ired .

Return HTTP 400 Bad Request and
redirect to a page that displays a
message such as Login required. The
request requires login.
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To enable draft 05 support in the RP client profile:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > OpenID Connect.

In Client Session URI, add the URL the RP uses as the <iframe src>  URL.

Save your changes.

Disable session management

By default, the Access Management OP supports draft 05 without additional configuration.

To disable session management support for a realm, configure the OAuth 2.0 provider:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Advanced OpenID Connect.

Clear Enable Session Management.

Save your changes.

This also disables backchannel logout.

Backchannel logout

OpenID Connect Back-Channel Logout 1.0 Draft 06 defines how a provider can send a logout token to the relevant relying
parties when an end user session linked to an ID token becomes invalid.

When backchannel logout is enabled, AM sends a logout token to a URL configured in the relying party’s client profile. This URL
must be a page or application in the relying party that is capable of dealing with the token.

AM stores a list of logged in clients in the end user’s session so that, when it becomes invalid, AM has a list of URLs to which it
needs to send the logout token to.

This is particularly important in scenarios where different relying parties use the same user session to obtain ID tokens. By storing
the URLs in the session itself, AM ensures that all the related relying parties receive a logout token.

Next, the relying party validates the logout token, and clears any state associated with the combination of session ID, user, and
issuer. Finally, it sends a response to AM with the outcome of the logout, as explained in 2.8 Back-Channel Logout Response of the
draft.

Depending on which status code AM receives, it logs an audit event of the type AM-BACK-CHANNEL-LOGOUT  in the activity log file,
which resembles the following:

{
  "_id":"cb52bc45-549d-4a9c-86cc-20d7500e333b-96127",
  "eventName":"AM-BACK-CHANNEL-LOGOUT",
  "transactionId":"cb52bc45-549d-4a9c-86cc-20d7500e333b-94750",
  ...
  ...
  "operation":"Sent logout request to https://rp.example.com:8443/logout, which responded with HTTP code 200.",
  ...
}

AM will log the HTTP code that the relying party returns, or an error if there is no response before the request times out.
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The following simplified diagram illustrates a possible backchannel logout flow:

Figure 1. Backchannel Logout Flow
Backchannel logout limitations

The current implementation of backchannel logout in AM has the following limitations:

It is only supported for server-side sessions.

AM currently only supports backchannel logout when acting as the provider.

The logout token

The logout token is defined in section 2.4 Logout Token of the draft. The following is an example logout token issued by AM, and
the description of its claims:

AM

End User
User-Agent

End User
User-Agent

OAuth 2.0/OIDC
Provider

OAuth 2.0/OIDC
Provider

Authentication
Service

Authentication
Service

Relying Party

Relying Party

1) Wants to access resources/services

2) Redirects...

3) ... to log in

Login flow happens

4) Redirects with access/ID tokens

5) Returns resources/services

Some time later

6) Logs out user

Reasons:
- Session reaching the maximum time-to-live
- Session reaching idle timeout
- User logging out
- Admin user terminating the session
- Other

If OIDC Session Management is enabled
and the client has a backchannel URL configured...

7) Sends logout token

8) Validates logout token

9)
Cleans up related
session information

10)
Responds with the status
of the logout request

- HTTP 200 OK
- HTTP 400 Bad Request
- HTTP 501 Not implemented
- HTTP 504 Gateway Timeout

11)
Logs result of backchannel
logout operation

• 

• 
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{
  "aud": "backchannelConfidentialClient", (1)
  "sub": "(usr!ForgerockDemo)", (2)
  "auditTrackingId": "cb52bc45-549d-4a9c-86cc-20d7500e333b-91288", (3)
  "iss": "https://openam.example.com:8443/openam/oauth2/backchannelSubRealm", (4)
  "cause": "CLIENT_LOGOUT", (5)
  "exp": 1731318726, (6)
  "iat": 1614005410, (7)
  "jti": "1cd8805d-6fc0-4699-a33f-a75d45b24e9e", (8)
  "events": { (9)
    "http://schemas.openid.net/event/backchannel-logout": {}
  },
  "sid": "mTNo042FCiPkgAJKjdjgCvBWvVYTB1d+zreDBnZAqvM=" (10)
}

Enable backchannel logout

To enable backchannel logout, first configure the OAuth 2.0 provider for the realm, and next configure the clients that will use the
feature:

Configure the OAuth 2.0 provider:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Advanced OpenID Connect.

Enable OIDC Session Management , if it is not already enabled.

1
The audience of the logout token. In this case, the client that requested the ID token(s) related to the user that has been
logged out.

2
The subject of the logout token. In this case, the user that has been logged out. The subject of the logout token matches the
subject of the ID token(s).

3 (AM-specific) Determines the unique audit identifier for this token.
4 The authorization server that issued the logout token.

5

(AM-specific) Documents the reason why the user was logged out, if known. Possible values are: 

CLIENT_LOGOUT. AM has received a call to the sessions endpoint to end the session.
SESSION_TERMINATION. An administrative user has terminated the session.
SESSION_MAX_TIMEOUT. AM terminated the session because it reached its maximum time-to-live.
SESSION_IDLE_TIMEOUT. AM terminated the session because it reached its maximum idle time. If the reason is not
known, the claim does not show in the token.

6 The expiration time of the logout token.
7 The creation time (issued at time) of the logout token.
8 The unique identifier for the logout token.

9
A JSON object that contains the http://schemas.openid.net/event/backchannel-logout URL, which marks the JWT as a

logout token. The value of the object is always an empty JSON object ( {} ).

10

A session ID that identifies the relying party’s session with the provider. The sid in the logout token matches the sid in the
related ID token, and therefore, the relying party can match both when doing session clean up operations. If a relying party
requests several ID tokens using the same end user session, they will all share the same sid. However, if several relying
parties use the same user session to obtain ID tokens, the sid in them will be different. When the end user’s session
becomes invalid, AM will send logout tokens to all the relying parties involved. Note that the claim is only populated in the
logout token if Backchannel Logout Session Required is enabled in the client profile. See Enable backchannel logout.

• 
• 
• 
• 

1. 

◦ 

◦ 
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Save your changes.

Review the logout token signing secret.

AM signs logout tokens with the same secret it uses to sign ID tokens. Learn more in Secret label mappings for
signing OpenID Connect tokens.

Configure AM to encrypt the logout tokens.

Encryption is disabled by default. To enable it, you must configure ID token encryption as well. For more
information, see Encrypt ID tokens and backchannel logout tokens.

Configure the clients:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > OpenID
Connect.

In the Back Channel Logout URI field, set the URL in the relying party to where AM will send the logout token
during backchannel logout.

This URL can use the http or the https schemes, and may contain a port, a path, or query parameters, depending
on the implementation of the relying party. For example, https://my-rp.example.com:8443/logout .

If the logout token must contain the session ID ( sid ), enable Backchannel Logout Session Required.

Save your changes, and configure as many clients as required.

The backchannel logout Postman collection

ForgeRock provides a backchannel logout Postman collection to try out the functionality. The source for the REST calls,
including the prerequisites needed to run the collection, is provided as a downloadable JSON file collection.

Backchannel logout relies on a relying party that can acknowledge the logout token and send a response back to AM. To emulate
this, you can send a mock server in Postman.

Perform the following steps to download, configure, and run the backchannel logout Postman collection:

Download and install Postman.

Download the ForgeRock OpenID Connect backchannel logout collection.

Import the collection in Postman:

Go to File > Import … > Upload Files.

Select the collection you downloaded, and click Open. Then, click Import.

info
OIDC Session Management is enabled by default, and it is also required for Session Management.
When enabled, AM always adds a sid  to the ID tokens, regardless of whether clients have logout URLs
configured in them or not.

Note

◦ 

◦ 

◦ 

2. 

◦ 

◦ 

◦ 

◦ 

lightbulb_2
Clients registering dynamically can provide their backchannel logout configuration, too. 

Tip

1. 

2. 

3. 

◦ 

◦ 
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Create a Postman mock server.

Follow the instructions in the Setting Up Mock Servers in the Postman Documentation.

The mock server will work as the relying party. Inspect the requests sent to the mock server to see the logout tokens sent
by AM.

When you create a mock server, Postman presents you with some information and the URL you can use to call it. For
example, https://f4a08510-2f95-4990-8cb0-5a4f281a8bac.mock.pstmn.io .

Save this URL; you need to configure it in the following step of this procedure.

Configure the collection’s variables to suit your environment:

In Postman, on the Collections tab, select the ForgeRock OpenID Connect Backchannel Logout Collection. From
the more options menu ( … ), select Edit.

Click on the Variables tab, and change at least the value of the following variables:

URL_base

Configure the URL of your AM environment. For example, https://openam.example.com:8443/openam .

admin_password

Configure the password of the administrative user, such as amAdmin , that the collection will use to create
AM configuration objects.

back_channel_logout_uri

Configure the backchannel logout URL of your relying party, or the URL of the Postman mock server.

Click Update to save your changes.

You are ready to start running the collection.

The collection is divided into the following folders:

Prerequisites , containing REST calls to configure a new realm containing an authorization server, and to create
the clients and users required to run the collection.

OpenID Connect Backchannel Logout Flow , containing REST calls for the authorization code grant flow, and to
log out the demo user.

Mock Response , containing a REST call to send AM a response when using the mock server.

Run the collection.

(Mock server only) On the mockup server window, check the request body of the Mock Up Response  to see the logout
token.

4. 

5. 

◦ 

◦ 

▪ 

▪ 

▪ 

◦ 

◦ 

◦ 

◦ 

6. 

7. 

OpenID Connect 1.0 PingAM

5098 Copyright © 2025 Ping Identity Corporation

https://learning.postman.com/docs/designing-and-developing-your-api/mocking-data/setting-up-mock
https://learning.postman.com/docs/designing-and-developing-your-api/mocking-data/setting-up-mock


Inspect the contents of the logout token.

Tokens created by the collection are not encrypted.

Open the AM activity audit log.

Check for an entry with event name AM-BACK-CHANNEL-LOGOUT  with the logout request, and the relying party’s response.
For example:

{
 "_id":"cb52bc45-549d-4a9c-86cc-20d7500e333b-96127",
 "eventName":"AM-BACK-CHANNEL-LOGOUT",
 "transactionId":"cb52bc45-549d-4a9c-86cc-20d7500e333b-94750",
 ...
 ...
 "operation":"Sent logout request to https://f4a08510-2f95-4990-8cb0-5a4f281a8bac.mock.pstmn.io, which 
responded with HTTP code 200."
 ...
 }

Authentication requirements

A relying party (RP) can have different authentication requirements for different protected resources. For example, a financial
services provider accepts username and password authentication to create an account, but requires multi-factor authentication
to download bank account statements.

Access Management lets you associate requirements with authentication journeys. RPs specify the authentication requirements
in their requests, and Access Management uses the associations to authenticate the end user with the requested journey and
honor the requirements.

8. 

9. 
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Access Management communicates the honored requirements by optionally returning claims in ID tokens. It uses the following
standard claims:

An authentication context class reference ( acr ) claim holds a case-sensitive string identifying the class of authentication
methods or procedures the authentication process satisfied; for example, an identifier for the authentication journey the
end user completed successfully.

An authentication method references ( amr ) claim holds a JSON array of strings identifying the authentication methods
satisfied; for example, an indication the end user has authenticated with a username-password combination and a one-
time password.

The acr claim

The acr  claim holds a case-sensitive string you configure in the OAuth 2.0 provider service. Access Management maps acr  keys
to authentication journeys to avoid directly exposing the journey names.

Access Management does not add the acr  claim to ID tokens by default. The RP must request authentication contexts and
Access Management must authenticate the end user.

The acr  claims can be voluntary or essential.

Voluntary claims

RPs request voluntary acr  claims for optional authentication mechanisms to improve the user experience. They do this in one of
the following ways:

Specify the authentication mechanism in the acr_values  parameter for a request to the /oauth2/authorize  endpoint.

Specify the authentication mechanisms in the JSON format claims  parameter for a request to the /oauth2/authorize
endpoint.

Rather than specifying the mechanisms in the request, rely on Default ACR values in the RP client profile.

Find the field in the AM admin UI under Realms > Realm Name > Applications > OAuth 2.0 > Client ID > OpenID Connect.

The default acr  values are the keys of the mapping set when you Configure acr  claims. The JSON response from the /
oauth2/.well-known/openid-configuration endpoint lists the keys as acr_values_supported  strings; for example:

"acr_values_supported": ["username-password"]

Any mechanisms the RP specifies in the request override the default acr  values.

Essential claims

RPs request essential acr  claims for required authentication mechanisms.

RPs request essential acr  claims by specifying the authentication mechanisms in the JSON format claims  parameter for a
request to the /oauth2/authorize  endpoint.

Essential claims resemble, but are unrelated to, step-up authentication.

Configure acr claims

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Advanced OpenID Connect.

• 

• 

• 

• 

• 

1. 
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Enable Enable "claims_parameter_supported" to let RPs request acr  claims using the claims  parameter.

In the OpenID Connect acr_values to Auth Chain Mapping box, map keys to authentication journey identifiers.

The following example maps username-password  to the Login journey:

The key for the journey Access Management use to authenticate the end user becomes the value of the acr  claim in the
resulting ID token.

Save your changes.

Request processing

When an RP requests authentication contexts, Access Management initially determines the requested journey. It uses the first
context for which it has a valid mapping. For example, if the RP requests push otp username-password  and Access Management
has mappings only for otp  and username-password , Access Management chooses otp  to authenticate the end user.

The following table describes how Access Management processes the request:

After authenticating the end user, Access Management returns an ID token whose acr  claim has one of the following values:

0 (zero)

The RP requested an unmapped voluntary claim.

acr-key

The end user authenticated with the journey mapped to acr-key.

2. 

3. 

4. 

Scenario Voluntary claims result Essential claims result

The end user is not authenticated. Authenticate with the requested
journey.

Authenticate with the requested
journey.

The end user is authenticated with the
requested journey.

Do not re-authenticate. Re-authenticate with the requested
journey.
On success, delete the original session
and create a new session.The end user is authenticated with a

different journey.
Re-authenticate with the requested
journey.
On success, delete the original session
and create a new session.

The request specifies an unmapped 
acr_values  or claims  string.

Continue the grant flow without
returning an error.

Return an error and redirect to the 
redirect_uri , if available.
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If authentication involves more than one journey, the acr-key reflects the last mapped journey.

The amr claim

The amr  claim holds an array of strings identifying families of authentication methods.

Because authentication nodes are not used on their own but as part of an authentication journey, you cannot map amr  values to
specific authentication nodes. However, you can map an AuthType  session property to amr  values using the Set Session
Properties node.

When the end user authenticates with a journey using the node, AM includes the amr  claim in the ID token it issues.

Configure amr claims

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Advanced OpenID Connect.

In the OpenID Connect id_token amr Values to Auth Module Mappings box, map an identifier (the key in the map) to any
authentication module.

The authentication module you use is not important; AM only uses its name to map the amr, and it won’t show in the ID
token.

In this example, we map the identifier to the LDAP authentication module:

Save your changes.

Go to Realms > Realm Name > Services and add a Session Property Whitelist service.

Add AuthType  to the Allowlisted Session Property Names field. This ensures the property can be read, edited, or
deleted, from a session.

Save your changes.

Create or update an authentication journey to include a Set Session Properties node.

On the Set Session Properties node, configure a key called AuthType .

As its value, set the name of the authentication module you configured with the amr mapping. For example, LDAP .

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 
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Save your changes.

Demonstrate authentication requirements

Demonstrate the process with an RP that uses the Implicit grant:

Create an end user profile and record the username and password.

Create an RP profile.

Duplicate the default Example journey to create a Login journey.

Optionally Configure amr  claims.

Configure acr  claims to map your duplicate journey to the username-password  claim.

Request voluntary claims.

Request essential claims.

Create an RP profile

Register an OIDC application with the following settings:

lightbulb_2
To reference multiple authentication modules, separate amr values with | . For example, if both the LDAP and
the DataStore modules are mapped to amr values, set the AuthType  key to the value LDAP|DataStore .

Tip

9. 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

Setting Value

Name myClient

Redirection URIs Add https://www.example.com:443/callback
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Request voluntary claims

Open a new tab in your browser.

Paste a URL with the acr_values  parameter to request voluntary claims into the new browser tab:

The following URL requests an ID token with the implicit grant:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize?acr_values=username-

password&client_id=myClient&response_type=id_token&scope=openid%20profile&redirect_uri=https://

www.example.com:443/callback&nonce=abc123&state=123abc

Authenticate as the end user.

Access Management redirects to the application sign-in URL ( redirect_uri ) with the id_token  in the fragment.

Extract the ID token from the sign-in URL.

Decode the ID token to display the acr  claim:

{
  "...": "...",
  "acr": "username-password"
}

The amr  claim is also displayed in the decoded token if you configured amr  claims, for example:

  "amr": [
    "PWD"
  ],

Request essential claims

Define and URL-encode the essential claims parameter value.

Essential claims requesting username-password :

  {"id_token":{"acr":{"essential":true,"values":["username-password"]}}}

URL-encoded value:

%7B%22id_token%22%3A%7B%22acr%22%3A%7B%22essential%22%3Atrue%2C%22values%22%3A%5B%22username-
password%22%5D%7D%7D%7D

Scopes openid

profile

Advanced > Grant Types Add Implicit

1. 

2. 

3. 

4. 

5. 

1. 
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Paste a URL with the encoded claims  parameter to request essential claims into the new browser tab:

The following URL requests an ID token with the implicit grant:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/authorize?

claims=%7B%22id_token%22%3A%7B%22acr%22%3A%7B%22essential%22%3Atrue%2C%22values%22%3A%5B%22username-

password%22%5D%7D%7D%7D&client_id=myClient&response_type=id_token&scope=openid%20profile&redirect_uri=htt

ps://www.example.com:443/callback&nonce=abc123&state=123abc&prompt=login

The prompt  setting forces the end user to authenticate explicitly regardless of any implied consent.

When you request essential claims, Access Management authenticates the end user again. For details, refer to Request
processing.

Access Management redirects to the application sign-in URL ( redirect_uri ) with the id_token  in the fragment.

Extract the ID token from the sign-in URL.

Decode the ID token to display the acr  claim:

{
  "...": "...",
  "acr": "username-password"
}

GSMA Mobile Connect

GSMA Mobile Connect is an application of OpenID Connect (OIDC). It enables mobile phones to serve as authentication devices
independently of the service and the device.

Mobile Connect offers a standard way for Mobile Network Operators (MNOs) to act as general-purpose identity providers. It
offers a range of Levels of Assurance (LoAs) and profile data to Mobile Connect-compliant service providers.

Mobile Connect roles

In a Mobile Connect deployment, Access Management can play the following roles:

The OpenID provider

The provider implements the Mobile Connect Profile as part of the Service Provider (Identity Gateway interface).

The OpenID provider responds to a successful authorization request with all the required fields and the optional 
expires_in  field. Access Management supports the mandatory ID Token properties. The relying party must use the 
expires_in  value instead of specifying max_age  as a request parameter.

Access Management returns the standard userinfo  claims and the updated_at  property. The updated_at  property
holds the time last updated as seconds since January 1, 1970 UTC.

The authenticator

The authenticator implements the Mobile Connect Profile as part of the Identity Gateway (Authenticators interface).

2. 

3. 

4. 
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The authenticator makes users authenticate at the appropriate LoA. A service provider can request LoAs without regard to
the implementation. The Identity Gateway includes a claim in the ID Token to indicate the LoA achieved.

LoA support

Access Management maps LoAs to an authentication mechanism:

A service provider acting as a relying party requests an LoA with the acr_values  parameter.

Access Management returns the corresponding acr  claim in the ID token.

LoA support:

1  (low—little or no confidence)

2  (medium—some confidence, as in single-factor authentication)

3  (high—high confidence, as in multi-factor authentication)

LoA support does not include support for 4 , which involves digital signatures. The dtbs  authorization parameter is not
supported.

Configure Mobile Connect

Configure the OAuth 2.0 provider OIDC authentication context settings to return acr  and amr  claims in the ID tokens.

For details, refer to Authentication requirements.

Update the identity store user configuration.

The userinfo  endpoint returns updated_at  values in the ID token. If the user profile has never been updated 
updated_at  reflects creation time.

When using DS as an identity store, AM takes updated_at  from the modifyTimestamp  attribute if it exists, and the 
createTimestamp  attribute if not.

In the AM admin UI, go to Realms > Realm Name > Identity Stores > Identity Store Name > User Configuration and add
the relevant attributes to the LDAP User Attributes list.

Save your work.

Authorization parameters

You must use the authorization code grant to request ID tokens.

• 

• 

• 

• 

• 

1. 

2. 

3. 

Request parameter Supported? Description

acr_values Yes The OpenID Connect authentication context class reference
values.
For details, refer to The acr  claim.
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ID token uses

ID tokens can also serve as session cookies and as policy subjects.

Request parameter Supported? Description

client_id Yes A unique string identifier for the application making the
request.

display Yes A string value specifying the user interface display.

dtbs No Data to be signed.
LoA 4 is not supported.

login_hint Yes A string specifying the ID used to log in.
Set the login_hint  to the value of the oidcLoginHint
cookie. This is an HttpOnly cookie (only sent over HTTPS).

nonce Yes A string linking the client session with the ID token to mitigate
against replay attacks.
Required for Mobile Connect.

redirect_uri Yes The URI to return the end user to after authorization is
complete; must match the redirect_uri  in the client
application profile.

response_type Yes A string specifying the response expected from the
authorization server; use response_type=code .

scope Yes A string specifying the permissions the client application
requests from the end user. Separate scopes with spaces.
Required:
openid

Optional:
address

email

offline_access

phone

profile

state Yes A string value to maintain state between the request and the
callback.
Required for Mobile Connect.
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As session cookies

You can enable trusted client applications to use ID tokens as session cookies for calls to REST endpoints.

Clients must get the ID token with the authorization code grant flow.

Clients can use refresh tokens to get a new ID token, but the session lifetime still applies.

When the session expires, even a valid ID token is no longer a valid session cookie. The end user must authenticate again
to get a new session.

To enable trusted clients to use ID tokens as session cookies:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Advanced OpenID Connect.

In the Authorized OIDC SSO Clients field, add the client IDs for all trusted clients.

These trusted clients act with the full authority of the end user.

Ensure that Enable Session Management is enabled.

Save your changes.

As policy subjects

An ID token can serve as a subject condition for policies validating the token’s claims. For example, a policy can validate that the
token audience belongs to a specific group of applications by checking the aud  claim to ensure it includes samplePolicySet .

Policy evaluation only validates the claims, not the ID token. Validate the ID token before making the policy evaluation request.

To configure a policy that validates claims, define a subject condition with the OpenID Connect/Jwt Claim type.

Example

The following example shows a policy evaluation request with an ID token as a session cookie and as a subject.

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "Accept-API-Version: protocol=1.0,resource=2.0" \
--header "iPlanetDirectoryPro: <id-token>" \
--data '{
  "resources": ["https://www.example.com:8443/index.html"],
  "subject": {
    "ssoToken": "<id-token>"
  },
  "application": "samplePolicySet"
}' \
"https://openam.example.com:8443/openam/json/realms/root/realms/alpha/policies?_action=evaluate"

• 

• 

1. 

2. 

3. 

4. 

info
The end user must have the Entitlement REST Access privilege to access the policies  endpoint.

Note
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OpenID Connect 1.0 endpoints

Your applications can use the following OpenID Connect (OIDC) endpoints:

Many OAuth 2.0 endpoints also support OIDC. For reference documentation, refer to:

OAuth 2.0 endpoints

OAuth 2.0 administration REST endpoints

/oauth2/userinfo

The /oauth2/userinfo  endpoint is the OpenID Connect (OIDC) UserInfo endpoint.

Use this endpoint to request claims about the authenticated end user.

Specify the realm in the request URL; for example:

Endpoint Description Access
Management is
the…

/oauth2/userinfo Retrieve information about an authenticated end user
(UserInfo endpoint); requires a valid token with at least the 
openid  scope.

Provider

/oauth2/idtokeninfo Validate an unencrypted ID token (Access Management-
specific endpoint).

Provider

/oauth2/connect/checkSession Retrieve OpenID Connect session information (session
management endpoint).

Provider

/oauth2/connect/endSession Terminate an OpenID Connect session (session management
endpoint).

Provider

/oauth2/register Register, read, or delete a client profile (dynamic client
registration endpoint)

Provider

/.well-known/webfinger Let a client application discover the OpenID provider URL of
an end user (WebFinger discovery endpoint).

Provider

/oauth2/.well-known/openid-

configuration

Let a relying party discover the OpenID provider
configuration.

Provider

/oauth2/connect/jwk_uri Retrieve the OpenID provider’s public keys to verify client-
side token signatures or to encrypt OIDC JWTs in requests.

Provider

/oauth2/connect/rp/jwk_uri Retrieve Access Management client public keys for providers
to encrypt ID tokens and verify signatures.

Relying party

• 

• 
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https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/userinfo

To access the endpoint, use an access token from an OIDC grant flow as the bearer token. The endpoint returns claims based on
the scopes granted for the access token as in the following example:

$ curl \
--request GET \
--header "Authorization: Bearer <access-token>" \
"https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/userinfo"
{
  "name": "Babs Jensen",
  "family_name": "Jensen",
  "given_name": "Babs",
  "sub": "a0325ea4-9d9b-4056-931b-ab64704cc3da",
  "subname": "a0325ea4-9d9b-4056-931b-ab64704cc3da"
}

Subject claims

The subject claim is in the format (type!subject) , where:

subject  is the identifier of the user/identity, or the name of the OAuth 2.0/OpenID Connect client that is the subject of
the token.

type  can be one of the following:

age . Specifies that the subject is an OAuth 2.0/OpenID Connect-related user-agent or client. For example, an OAuth
2.0 client, a Remote Consent Service agent, and a Web and Java Agent internal client.

usr . Specifies that the subject is a user/identity.

For example, (usr!demo) , or (age!myOAuth2Client) .

The value of the subname  claim matches the value of the subject portion of the sub  claim.

Response signing and encryption

The default response is a plain JSON object.

Access Management also supports responding with a signed JSON Web Token (JWT) or signed and encrypted JWT. JWT responses
include the aud  and iss  claims.

To enable signing and encryption, follow these steps:

In the AM admin UI, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID > Signing and Encryption
and select the response type in the User info response format drop-down list.

If necessary, configure the signing and encryption properties:

User info signed response algorithm
User info encrypted response algorithm
User info encrypted response encryption algorithm

Save your work.

• 

• 

◦ 

◦ 

1. 

2. 

3. 
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To restrict the possible settings for the clients in the realm, edit the settings under Realms > Realm Name > Services >
OAuth2 Provider > Advanced OpenID Connect.

Save your work.

For details, refer to the OAuth 2.0 provider reference documentation for advanced OIDC settings and to Secret ID default
mappings.

/oauth2/idtokeninfo

The /oauth2/idtokeninfo  endpoint is an Access Management-specific endpoint.

Use this endpoint to validate unencrypted ID tokens and to retrieve claims in the token.

Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/idtokeninfo

Supported parameters

The ID token information endpoint supports the following parameters:

By default, the client must authenticate to use the endpoint. Optionally disable this in the OAuth 2.0 provider configuration. In the
AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Advanced OpenID Connect and disable Idtokeninfo
Endpoint Requires Client Authentication.

4. 

5. 

Parameter Description Required

claims Comma-separated list of claims to return
from the ID token.

Yes

client_assertion A signed JSON Web Token (JWT) to use as
client credentials.

Yes, for JWT profile authentication

client_assertion_type The type of assertion, 
client_assertion_type=urn%3Aietf%3Apara

ms%3Aoauth%3Aclient-assertion-

type%3Ajwt-bearer .

Yes, for JWT profile authentication

client_id Uniquely identifies the application making
the request.

Yes, when authentication is required (default)

client_secret The password for a confidential client. Yes, when authenticating with Form
parameters (HTTP POST)

id_token The ID token to validate. Yes
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Token validation

Access Management validates the tokens based on rules in the OpenID Connect Core specification. Token validation includes
the following steps:

Extract the first aud  (audience) claim from the ID token.

This step depends on the client_id  parameter to identify the client and validate the aud  claim.

Extract the realm  claim, if present, and use it to look up the client profile.

Validation returns an error if no client profile exists.

Verify the signature of the ID token.

This validation step depends on these client profile settings:

ID Token Signing Algorithm (default: RS256 )
Public key selector (default: JWKs_URI )

Verify the following claims:

aud  (audience)
exp  (expiration)
iat  (issued at)
iss  (issuer)
nbf  (not before, if set)

This endpoint does not check whether the ID token was revoked with the /oauth2/connect/endSession endpoint.

Examples

The following example returns all ID token claims:

1. 

2. 

3. 

4. 
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$ curl \
--request POST \
--user myClient:forgerock \
--data 'id_token=id-token' \
"https://openam.example.com:8443/openam/oauth2/idtokeninfo"
{
  "at_hash": "PZg5xZsIlFtRSfg8MAWhWg",
  "sub": "a0325ea4-9d9b-4056-931b-ab64704cc3da",
  "auditTrackingId": "2e5c7611-4a61-4001-8739-f714d43e9da2-881454",
  "subname": "a0325ea4-9d9b-4056-931b-ab64704cc3da",
  "iss": "{exampleUrl/oauth2/realms/root/realms/alpha",
  "tokenName": "id_token",
  "given_name": "Babs",
  "sid": "+buKyDp+Fbc0/Rkd0OqsfdKy7ZY0nWvcsEetikX+eTc=",
  "aud": "myClient",
  "c_hash": "FP5Nj162jgycmtEeRjVQ-A",
  "acr": "0",
  "org.forgerock.openidconnect.ops": "gkQOcZ1F3ZFdYPd6TiGIgr6scH0",
  "s_hash": "bKE9UspwyIPg8LsQHkJaiQ",
  "azp": "myClient",
  "auth_time": 1676360741,
  "name": "Babs Jensen",
  "realm": "/alpha",
  "exp": 1676364398,
  "tokenType": "JWTToken",
  "iat": 1676360798,
  "family_name": "Jensen"
}

Use the optional claims  parameter to return specific claims as in the following example:

$ curl \
--request POST \
--user myClient:forgerock \
--data 'id_token=id-token' \
--data 'claims=sub,exp,realm' \
"https://openam.example.com:8443/openam/oauth2/idtokeninfo"
{
  "sub": "a0325ea4-9d9b-4056-931b-ab64704cc3da",
  "exp": 1676364398,
  "realm": "/alpha"
}

If you request a claim that does not exist, no error occurs; Access Management omits the claim from the response.

Subject claims

The subject claim is in the format (type!subject) , where:

subject  is the identifier of the user/identity, or the name of the OAuth 2.0/OpenID Connect client that is the subject of
the token.

• 
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type  can be one of the following:

age . Specifies that the subject is an OAuth 2.0/OpenID Connect-related user-agent or client. For example, an OAuth
2.0 client, a Remote Consent Service agent, and a Web and Java Agent internal client.

usr . Specifies that the subject is a user/identity.

For example, (usr!demo) , or (age!myOAuth2Client) .

The value of the subname  claim, when provided, matches the value of the subject portion of the sub  claim.

/oauth2/connect/checkSession

The /oauth2/connect/checkSession  endpoint is defined in OpenID Connect Session Management 1.0 - draft 5.

A relying party client creates an invisible iframe with the URL to the endpoint as the src  attribute of the iframe  tag. Use the
endpoint to accept HTML5 postMessage  requests from the iframe , and to generate postMessage  requests to the iframe  with
the end user’s login status. For details on checking session state, refer to Session management.

Do not specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/connect/checkSession

/oauth2/connect/endSession

The /oauth2/connect/endSession  endpoint is defined in OpenID Connect Session Management 1.0 - draft 5.

Use this endpoint to terminate authenticated end-user sessions. For details on ending session state, refer to Session
management.

To find the URL for this endpoint, read the end_session_endpoint  field of the well-known configuration endpoint for the realm:

$ curl https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/.well-known/openid-configuration
{
  "…": "…",
  "end_session_endpoint": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/connect/
endSession",
  "…": "…"
}

Supported parameters

The end session endpoint supports the following query parameters:

• 

◦ 

◦ 
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The post_logout_redirect_uri  parameter determines the result on successful logout:

If included, Access Management redirects to the specified location.

If omitted, Access Management returns HTTP 204 No Content to indicate the end user logged out.

Example

Access Management deletes the end user’s session on successful logout and redirects to the post logout URL:

$ curl \
--dump-header - \
--request GET \
'https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/connect/endSession?id_token_hint=id-token&pos
t_logout_redirect_uri=https://www.example.com/signout'
HTTP/2 302
…
location: https://www.example.com/signout
content-length: 0
…

/oauth2/register

The /oauth2/register  endpoint is defined in:

OpenID Connect Dynamic Client Registration 1.0 incorporating errata set 1

RFC 7591: OAuth 2.0 Dynamic Client Registration Protocol

RFC 7592: OAuth 2.0 Dynamic Client Registration Management Protocol

Use this endpoint to create, read, update, and delete client application profiles.

Parameter Description Required

client_id Uniquely identifies the application making
the request.
This parameter is not compliant with the
specification.

Yes, when the ID token is encrypted

id_token_hint Previously issued ID token identifying the
end user’s session.

Yes

post_logout_redirect_uri Redirect to this URI after logout.
This must match one of the values in the 
Post Logout Redirect URIs setting of the
client profile.
By default, this profile setting is empty. To
update the setting in the AM admin UI, go to 
Realms > Realm Name > Applications >
OAuth 2.0 > Client ID > OpenID Connect.

No

• 

• 

• 

• 

• 
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Specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/register

The endpoint supports the following HTTP methods:

POST

Create a client profile.

GET

Read a client profile.

PUT

Update a client profile.

DELETE

Delete a client profile.

Access Management requires configuration to allow dynamic registration. For details, refer to Dynamic client registration.

/.well-known/webfinger

The /.well-known/webfinger  endpoint is described in OpenID Connect Discovery 1.0 incorporating errata set 1.

Use it to discover the OpenID provider for an end user.

Do not specify the realm in the request URL; for example:

https://openam.example.com:8443/openam/.well-known/webfinger

This endpoint is disabled by default. For details, refer to OIDC discovery.

Supported parameters

The discovery endpoint supports the following parameters:

Parameter Description Required

realm The Access Management realm to query for
the user profile.

No

rel The URI identifying the type of service. Yes; use http://openid.net/specs/
connect/1.0/issuer
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Example

$ curl \
'https://openam.example.com:8443/openam/.well-known/webfinger?
resource=acct%3Abjensen%40example.com&rel=http%3A%2F%2Fopenid.net%2Fspecs%2Fconnect%2F1.0%2Fissuer'
{
  "subject": "acct:bjensen@example.com",
  "links": [{
    "rel": "http://openid.net/specs/connect/1.0/issuer",
    "href": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha"
  }]
}

/oauth2/.well-known/openid-configuration

The OpenID provider configuration endpoint is defined in OpenID Connect Discovery 1.0.

Use this to discover the provider settings. For details, refer to OIDC discovery.

Specify the realm in the request URL; for example:

$ curl https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/.well-known/openid-configuration

Parameter Description Required

resource The URL-encoded subject of the request.;
one of:
acct:user-email

acct:user-email@host

http(s)://host/username

http(s)://host:port

The host  relates to the discovery URL. For
example, if the endpoint is http://
server.example.com/am/.well-known/

webfinger , the host is 
server.example.com .
The resource  parameter does not support
wildcard characters ( * ).

Yes
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{
  "request_parameter_supported": true,
  "pushed_authorization_request_endpoint": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/
par",
  "introspection_encryption_alg_values_supported": ["ECDH-ES+A256KW", "ECDH-ES+A192KW", "RSA-OAEP", "ECDH-ES+A128KW", 
"RSA-OAEP-256", "A128KW", "A256KW", "ECDH-ES", "dir", "A192KW"],
  "claims_parameter_supported": false,
  "introspection_endpoint": "https://openam.example.com:8443/openam//oauth2/realms/root/realms/alpha/introspect",
  "issuer": "https://openam.example.com:8443/openam//oauth2/realms/root/realms/alpha",
  "id_token_encryption_enc_values_supported": ["A256GCM", "A192GCM", "A128GCM", "A128CBC-HS256", "A192CBC-HS384", 
"A256CBC-HS512"],
  "userinfo_encryption_enc_values_supported": ["A256GCM", "A192GCM", "A128GCM", "A128CBC-HS256", "A192CBC-HS384", 
"A256CBC-HS512"],
  "authorization_endpoint": "https://openam.example.com:8443/openam//oauth2/realms/root/realms/alpha/authorize",
  "authorization_encryption_alg_values_supported": ["ECDH-ES+A256KW", "ECDH-ES+A192KW", "RSA-OAEP", "ECDH-ES+A128KW", 
"RSA-OAEP-256", "A128KW", "A256KW", "ECDH-ES", "dir", "A192KW"],
  "introspection_encryption_enc_values_supported": ["A256GCM", "A192GCM", "A128GCM", "A128CBC-HS256", "A192CBC-
HS384", "A256CBC-HS512"],
  "claims_supported": [],
  "rcs_request_signing_alg_values_supported": ["PS384", "ES384", "RS384", "HS256", "HS512", "ES256", "RS256", 
"HS384", "ES512", "PS256", "PS512", "RS512"],
  "token_endpoint_auth_methods_supported": ["client_secret_post", "private_key_jwt", "self_signed_tls_client_auth", 
"tls_client_auth", "none", "client_secret_basic"],
  "tls_client_certificate_bound_access_tokens": true,
  "response_modes_supported": ["fragment", "jwt", "form_post.jwt", "form_post", "fragment.jwt", "query", 
"query.jwt"],
  "backchannel_logout_session_supported": true,
  "token_endpoint": "https://openam.example.com:8443/openam//oauth2/realms/root/realms/alpha/access_token",
  "response_types_supported": ["code token id_token", "code", "code id_token", "device_code", "id_token", "code 
token", "token", "token id_token"],
  "authorization_encryption_enc_values_supported": ["A256GCM", "A192GCM", "A128GCM", "A128CBC-HS256", "A192CBC-
HS384", "A256CBC-HS512"],
  "revocation_endpoint_auth_methods_supported": ["client_secret_post", "private_key_jwt", 
"self_signed_tls_client_auth", "tls_client_auth", "none", "client_secret_basic"],
  "request_uri_parameter_supported": true,
  "grant_types_supported": ["implicit", "urn:ietf:params:oauth:grant-type:saml2-bearer", "refresh_token", "password", 
"client_credentials", "urn:ietf:params:oauth:grant-type:device_code", "authorization_code", "urn:openid:params:grant-
type:ciba", "urn:ietf:params:oauth:grant-type:uma-ticket", "urn:ietf:params:oauth:grant-type:jwt-bearer"],
  "version": "3.0",
  "userinfo_endpoint": "https://openam.example.com:8443/openam//oauth2/realms/root/realms/alpha/userinfo",
  "require_request_uri_registration": true,
  "code_challenge_methods_supported": ["plain", "S256"],
  "id_token_encryption_alg_values_supported": ["ECDH-ES+A256KW", "ECDH-ES+A192KW", "RSA-OAEP", "ECDH-ES+A128KW", 
"RSA-OAEP-256", "A128KW", "A256KW", "ECDH-ES", "dir", "A192KW"],
  "authorization_signing_alg_values_supported": ["PS384", "RS384", "EdDSA", "ES384", "HS256", "HS512", "ES256", 
"RS256", "HS384", "ES512", "PS256", "PS512", "RS512"],
  "request_object_signing_alg_values_supported": ["PS384", "ES384", "RS384", "HS256", "HS512", "ES256", "RS256", 
"HS384", "ES512", "PS256", "PS512", "RS512"],
  "request_object_encryption_alg_values_supported": ["ECDH-ES+A256KW", "ECDH-ES+A192KW", "ECDH-ES+A128KW", "RSA-
OAEP", "RSA-OAEP-256", "A128KW", "A256KW", "ECDH-ES", "dir", "A192KW"],
  "rcs_response_signing_alg_values_supported": ["PS384", "ES384", "RS384", "HS256", "HS512", "ES256", "RS256", 
"HS384", "ES512", "PS256", "PS512", "RS512"],
  "introspection_signing_alg_values_supported": ["PS384", "RS384", "EdDSA", "ES384", "HS256", "HS512", "ES256", 
"RS256", "HS384", "ES512", "PS256", "PS512", "RS512"],
  "check_session_iframe": "https://openam.example.com:8443/openam//oauth2/realms/root/realms/alpha/connect/
checkSession",
  "scopes_supported": ["address", "phone", "openid", "profile", "fr:idm:*", "am-introspect-all-tokens", "email"],
  "backchannel_logout_supported": true,
  "acr_values_supported": [],
  "request_object_encryption_enc_values_supported": ["A256GCM", "A192GCM", "A128GCM", "A128CBC-HS256", "A192CBC-

OpenID Connect 1.0 PingAM

5118 Copyright © 2025 Ping Identity Corporation



HS384", "A256CBC-HS512"],
  "rcs_request_encryption_alg_values_supported": ["ECDH-ES+A256KW", "ECDH-ES+A192KW", "RSA-OAEP", "ECDH-ES+A128KW", 
"RSA-OAEP-256", "A128KW", "A256KW", "ECDH-ES", "dir", "A192KW"],
  "userinfo_signing_alg_values_supported": ["ES384", "HS256", "HS512", "ES256", "RS256", "HS384", "ES512"],
  "require_pushed_authorization_requests": false,
  "rcs_response_encryption_enc_values_supported": ["A256GCM", "A192GCM", "A128GCM", "A128CBC-HS256", "A192CBC-HS384", 
"A256CBC-HS512"],
  "userinfo_encryption_alg_values_supported": ["ECDH-ES+A256KW", "ECDH-ES+A192KW", "RSA-OAEP", "ECDH-ES+A128KW", 
"RSA-OAEP-256", "A128KW", "A256KW", "ECDH-ES", "dir", "A192KW"],
  "end_session_endpoint": "https://openam.example.com:8443/openam//oauth2/realms/root/realms/alpha/connect/
endSession",
  "rcs_request_encryption_enc_values_supported": ["A256GCM", "A192GCM", "A128GCM", "A128CBC-HS256", "A192CBC-HS384", 
"A256CBC-HS512"],
  "revocation_endpoint": "https://openam.example.com:8443/openam//oauth2/realms/root/realms/alpha/token/revoke",
  "rcs_response_encryption_alg_values_supported": ["ECDH-ES+A256KW", "ECDH-ES+A192KW", "ECDH-ES+A128KW", "RSA-OAEP", 
"RSA-OAEP-256", "A128KW", "A256KW", "ECDH-ES", "dir", "A192KW"],
  "token_endpoint_auth_signing_alg_values_supported": ["PS384", "ES384", "RS384", "HS256", "HS512", "ES256", "RS256", 
"HS384", "ES512", "PS256", "PS512", "RS512"],
  "jwks_uri": "https://openam.example.com:8443/openam//oauth2/realms/root/realms/alpha/connect/jwk_uri",
  "subject_types_supported": ["public", "pairwise"],
  "id_token_signing_alg_values_supported": ["PS384", "ES384", "RS384", "HS256", "HS512", "ES256", "RS256", "HS384", 
"ES512", "PS256", "PS512", "RS512"],
  "registration_endpoint": "https://openam.example.com:8443/openam//oauth2/realms/root/realms/alpha/register"
}

/oauth2/connect/jwk_uri

Each realm configured for OAuth 2.0 exposes a JSON web key (JWK) URI endpoint that contains public keys that clients can use to:

Verify the signature of client-side access tokens and OpenID Connect ID tokens.

Encrypt OpenID Connect ID requests to AM sent as a JWT.

By default, the endpoint exposes an internal URI relative to the AM deployment. For example, openam/oauth2/realms/root/
connect/jwk_uri .

The keys appearing in that URI are those configured in the AM secret stores, regardless of the algorithms configured in the OAuth
2.0 provider. This is to support the process of deprecating keys/algorithms.

Secrets are configured by default; delete the ones you aren’t planning to use so that they aren’t exposed on the endpoint.

In environments where secrets are centralized, you may want AM to share the URI of your secrets API instead of the local AM
endpoint. To configure it, go to Realms > Realm Name > Services > OAuth2 Provider, and add the new URI to the Remote JSON
Web Key URL field.

Public keys are for asymmetric encryption. Symmetric key algorithms, such as direct encryption and AES key wrapping encryption
use the client secret, and HMAC-based algorithms use the secret mapped to the am.services.oauth2.stateless.signing.HMAC
label. Clients don’t need to check the JWK URI endpoint for these algorithms.

Web and Java agents use an internal OAuth 2.0 provider to connect to AM. This provider exposes the endpoint so that agents can
access the key configured for the am.global.services.oauth2.oidc.agent.idtoken.signing  secret ID.

• 

• 

lightbulb_2
Configure the base URL source service to change the URL used in the .well-known  endpoints used in OpenID
Connect 1.0 and UMA.

Tip
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The following table summarizes the high-level tasks you need to complete to manage the JWK URI endpoint in your environment:

Access the keys exposed by the JWK URI endpoint

Perform the following steps to access the public keys:

To find the JWK URI that AM exposes, perform an HTTP GET at /oauth2/realms/root/.well-known/openid-
configuration .

For example:

Task Resources

Learn where to find and how to query the JWK URI
endpoint.
Clients need to find the endpoint to, for example, validate
tokens signed by AM.

Access the keys exposed by the JWK URI endpoint

Control which keys are displayed.
The JWK URI endpoint returns keys based on the secret
mappings configured for the relevant OAuth 2.0/OpenID
connect functionality. Therefore, to control which keys are
displayed, ensure that you only map the secrets required in
your environment.

Configure ID token signatures

Learn how to deprecate algorithms and how to rotate
public keys.
You may need to perform these tasks to replace algorithms
with more secure ones.

Deprecate algorithms and rotate public keys

Customize the key ID ( kid ) of the exposed keys.
By default, AM generates a kid  for each public key exposed
in the jwk_uri  endpoint when AM is configured as an OAuth
2.0 authorization server.
You need to customize AM if any exposed keys in your
environment need a specific kid .

Customize public key IDs

Decide if the JWK URI endpoint should display duplicated
key IDs
By default, each kid  exposed by the jwk_uri  endpoint
matches a unique secret, as required by the RFC7517

specification.
If you have several algorithms and key types associated with
one kid , configure AM to display them individually.

Display every algorithm and key type associated with a key
ID

1. 
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$ curl https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/.well-known/openid-configuration


{
  "request_parameter_supported": true,
  "claims_parameter_supported": false,
  "introspection_endpoint": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/
introspect",
  "check_session_iframe": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/connect/
checkSession",
  "scopes_supported": [],
  "issuer": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha",
  "id_token_encryption_enc_values_supported": [
    "A256GCM",
    "A192GCM",
    "A128GCM",
    "A128CBC-HS256",
    "A192CBC-HS384",
    "A256CBC-HS512"
  ],
…
  "jwks_uri": "https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/connect/jwk_uri",
  "subject_types_supported": [
    "public"
  ],
…
}

By default, AM exposes the JWK URI as an endpoint relative to the deployment URI. For example, https://
openam.example.com:8443/openam/oauth2/realms/root/connect/jwk_uri .

In environments where secrets are centralized, you may want AM to share the URI of your secrets API instead of the local
AM endpoint.

To configure it, go to Realms > Realm Name > Services > OAuth2 Provider, and add the new URI to the Remote JSON Web
Key URL field.

Perform an HTTP GET at the JWK URI to get the relevant public keys.

For example:

2. 
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$ curl https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/connect/jwk_uri

{
"keys":[
      {
         "kty":"EC",
         "kid":"I4x/IijvdDsUZMghwNq2gC/7pYQ=",
         "use":"sig",
         "x5t":"GxQ9K-sxpsH487eSkJ7lE_SQodk",
         "x5c":[
            "MIIB/zCCAYYCCQDS7UWmBdQtETAJ0mN0TZL7/MaY…"
               ],
         "x":"k5wSvW_6JhOuCj-9PdDWdEA4oH90RSmC2GTliiUHAhXj6rmTdE2S-_zGmMFxufuV",
         "y":"XfbR-tRoVcZMCoUrkKtuZUIyfCgAy8b0FWnPZqevwpdoTzGQBOXSNi6uItN_o4tH",
         "crv":"P-384"
      },
      …
   ]
}

Configure ID token signatures

ID tokens are signed by default with a test key configured during installation. Change this key on production-like and production
environments.

Perform the steps in this procedure to configure the signing algorithm AM should use to sign OpenID Connect tokens:

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider.

In the OpenID Connect tab, ensure that the ID Token Signing Algorithms supported list has the signing algorithms your
environment requires.

AM supports the signing algorithms listed in JSON Web Algorithms (JWA): "alg" (Algorithm) Header Parameter Values for JWS
.

Note that the alias mapped to the algorithms are defined in the secret stores, as shown in the table below:

The following table shows the secret ID mapping used to sign OpenID Connect ID tokens and backchannel logout tokens:

1. 

2. 

Secret ID Default alias Algorithms(1)

am.services.oauth2.oidc.signing.

ES256

es256test ES256

am.services.oauth2.oidc.signing.

ES384

es384test ES384

am.services.oauth2.oidc.signing.

ES512

es512test ES512
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(1) The following applies to confidential clients only:

If you select an HMAC algorithm for signing ID tokens (HS256, HS384, or HS512), the Client Secret property value in the
OAuth 2.0 Client is used as the HMAC secret instead of an entry from the secret stores.

Since the HMAC secret is shared between AM and the client, a malicious user compromising the client could potentially
create tokens that AM would trust. Therefore, to protect against misuse, AM also signs the token using a non-shared
signing key configured in the am.services.oauth2.jwt.authenticity.signing  secret ID.

By default, secret IDs are mapped to demo keys contained in the default keystore provided with AM and mapped to the 
default-keystore  keystore secret store. Use these keys for demo and test purposes only. For production environments,
replace the secrets as required and create mappings for them in a secret store configured in AM.

For more information about managing secret stores and mapping secret IDs to aliases, see Secrets, certificates, and keys.

If the client is configured in AM, go to Realms > Realm Name > Applications > OAuth 2.0 > Clients > Client ID.

Clients registering dynamically can see the algorithms that the provider supports by making a call to the /oauth2/.well-
known/openid-configuration  endpoint.

In the ID Token Signing Algorithm field, enter the signing algorithm that AM will use to sign the ID token for this client.

Note that the OAuth 2.0 provider must support signing with the chosen algorithm.

Save your changes.

AM is ready to sign ID tokens with the algorithm you configured.

Deprecate algorithms and rotate public keys

With signing and encryption methods changing so rapidly, during the lifecycle of your OAuth 2.0 environment you will need to
deprecate older, less secure signing and/or encrypting algorithms in favor of new ones.

In the same way, you will rotate the keys AM uses for signing and encryption if you suspect they may have been leaked or just due
to security policies, such as deprecating algorithms or because they have reached the end of their lifetime.

Secret ID Default alias Algorithms(1)

am.services.oauth2.oidc.signing.

RSA

rsajwtsigningkey PS256
PS384
PS512
RS256
RS384
RS512

am.services.oauth2.oidc.signing.

EDDSA

EdDSA with SHA-512

3. 

4. 

5. 

lightbulb_2
If you chose a non-HMAC-based algorithm, the client will need to make a request to AM’s JWK URI endpoint for
the realm to recover the signing public key they can use to validate the ID tokens.

Tip
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The keys you expose in the JWK URI endpoint should reflect the algorithms currently supported by AM as well as the deprecated
ones. Otherwise, clients still using tokens signed with deprecated keys would not be able to validate them.

This is why deprecating supported algorithms in the OAuth 2.0/OpenID Connect provider is a two-step process:

Remove the old algorithm from the OAuth 2.0 provider supported algorithm list.

This stops new clients from registering with that algorithm.

After a grace period, remove the secret mapping associated to that algorithm.

This removes the associated public keys from the JWK URI endpoint.

Deprecate supported algorithms and their keys

Perform the steps in this procedure to deprecate an algorithm and its related keys. If you only want to deprecate keys or rotate
them as part of your environment’s security policies, refer to Map and rotate secrets instead.

Configure the new algorithm, if required.

Go to Realms > Realm Name > Services > OAuth2 Provider > OpenID Connect.

In the ID Token Signing Algorithm supported field, add the new signing algorithm, if not already present.

In the ID Token Encryption Algorithms supported field, add the new encryption algorithm, if not already present.

Save your changes.

Configure secret ID mappings for the keys using the new algorithm, if required.

Learn more in Secret stores.

Remove the algorithm to be deprecated from the relevant OAuth 2.0 provider algorithm list:

Go to Realms > Realm Name > Services > OAuth2 Provider > OpenID Connect.

In the ID Token Signing Algorithm supported field, remove the deprecated signing algorithm.

In the ID Token Encryption Algorithms supported field, remove the deprecated encryption algorithm.

Save your changes.

Decide on a grace period.

For example, a month. During this period both the deprecated and the new algorithms/keys are supported.

New clients cannot register with the deprecated algorithms and are forced to use a supported algorithm. However, since
the deprecated keys are still mapped to secret IDs, existing clients still can use them to validate active tokens and encrypt
requests.

Existing clients must change their configuration during the grace period to use one of the supported algorithms.

After the grace period, remove the secret ID mappings relevant to the deprecated algorithm.

Learn more about secret mappings in Map and rotate secrets.

1. 

2. 

1. 

◦ 

◦ 

◦ 

◦ 

2. 

3. 

◦ 

◦ 

◦ 

◦ 

4. 

5. 
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Customize public key IDs

By default, AM generates a key ID ( kid ) for each public key exposed in the jwk_uri  URI when AM is configured as an OAuth 2.0
authorization server.

For keys stored in a keystore or HSM secret store, you can customize how key ID values are determined by writing an
implementation of the KeyStoreKeyIdProvider  interface and configuring it in AM:

Write your own implementation of the KeyStoreKeyIdProvider  interface that provides a specific key ID for a provided
public key. For more information, see the KeyStoreKeyIdProvider interface in the Access Management Java API Specification.

In the AM admin UI, configure the OAuth 2.0/OpenID Connect Provider service, if you haven’t already done so.

For more information, see Authorization server configuration.

Go to Configure > Server Defaults > Advanced.

Add an advanced server property called org.forgerock.openam.secrets.keystore.keyid.provider , whose value is the
fully qualified name of the class you wrote in previous steps.

For example:

org.forgerock.openam.secrets.keystore.keyid.provider = com.mycompany.am.secrets.CustomKeyStoreKeyIdProvider

Restart the AM instance or the container in which it runs.

Verify that the customized key IDs are displayed by navigating to the OAuth 2.0 authorization server’s jwk_uri  URI.

For example, https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/connect/jwk_uri .

Display every algorithm and key type associated with a key ID

By default, each key ID ( kid ) exposed by the jwk_uri  endpoint matches a unique secret, as recommended by the RFC7517

specification. This means that each kid  is of a particular key type, and uses a particular algorithm.

If you have several algorithms and key types associated with one kid , configure the JWK URI endpoint to display them as
different keys in the JWK. Note that when including all combinations associated with a kid , that kid  does not uniquely identify a
particular secret.

In the AM admin UI, go to Realms > Realm Name > Services > OAuth2 Provider > Advanced OpenID Connect.

Enable Include all kty and alg combinations in jwk_uri.

Save your changes.

Verify that you can now see duplicate kid  entries for different combinations of algorithms and key types.

For more information, see Access the keys exposed by the JWK URI endpoint.

/oauth2/connect/rp/jwk_uri

As well as acting as the provider, AM can also act as the relying party. To share its client public secrets, AM exposes a JSON web
key (JWK) URI endpoint for each realm.

1. 

2. 

3. 

4. 

5. 

6. 

1. 

2. 

3. 

4. 
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Use this endpoint during Ping Identity Platform social identity registration, where providers can use the exposed secrets to:

Encrypt ID tokens returned to AM.

Verify the signature of JWTs coming from AM, such as that of request objects or client authentication JWTs.

Decrypt client authentication JWTs coming from AM.

Specify the AM realm path in the URI, as follows:

/oauth2/realms/root/realms/alpha/connect/rp/jwk_uri

Example:

$ curl https://openam.example.com:8443/openam/oauth2/realms/root/realms/alpha/connect/rp/jwk_uri

{
  "keys": [
    {
      "kty": "RSA",
      "kid": "DkKMPE7hFVEn77WWhVuzaoFp4O8=",
      "use": "enc",
      "x5t": "JRxY4hJRL3sI_dAUWUEosCEQJ3A",
      "x5c": [
        "MIIDYTCCAkm…eP4wLr3cM="
      ],
      "n": "i7t6m4d_02dZ8dOe-DFc…zflF8jR9pewTbQ",
      "e": "AQAB"
    },
    {
      "kty": "RSA",
      "kid": "wU3ifIIaLOUAReRB/FG6eM1P1QM=",
      "use": "sig",
      "x5t": "5eOfy1Nn2MMIKVRRkq0OgFAw348",
      "x5c": [
        "MIIDdzCCAl+gAwIBAgIES3eb+zANBgk…s009kbW6inN8zA6"
      ],
      "n": "10iGQ5l5IdqB…AJW4ZSg1PPO2UJSQ",
      "e": "AQAB"
    }
  ]
}

Supply the JWK URI to the provider when registering AM as a relying party. Consult the documentation provided by your OpenID
provider for more information.

The JWK URI endpoint publishes keys based on secret mappings made either globally, or in the specific realm.

The secret IDs to map are as follows:

am.services.oauth2.oidc.rp.jwt.authenticity.signing

The OpenID Connect provider obtains the public key from the alias mapped to this secret, and uses it to verify the
signature applied to request objects it receives.

All aliases configured for the secret ID are published at the endpoint so that, when you rotate secrets, the provider is still
able to validate JWTs with all the secrets.

• 

• 

• 
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The active secret is the only one that AM uses for signing, however.

am.services.oauth2.oidc.rp.idtoken.encryption

The OpenID Connect provider obtains the public key from the alias mapped to this secret, and uses it to encrypt ID tokens
and userinfo  endpoint data in JWT format before returning it to AM.

Unlike the signing secret ID above, only the alias that is marked as active in the mappings is published at the endpoint. Any
additional mappings are ignored.

am.services.oauth2.mtls.client.authentication

The OpenID Connect provider obtains the public JWK from the alias mapped to this secret, and uses it to verify the mutual
TLS self-signed certificate that the client uses to authenticate.

Secrets configured globally will show in the JWK URI for all realms.

In a new installation of AM, these signing and encryption secret IDs are mapped by default, as explained in the table below:

The following table shows the secret ID mapping to support decryption of ID tokens and userinfo  endpoint data in JWT format
when AM is configured as a relying party of the Social Identity Provider Service:

The public key is exposed in the /oauth2/connect/rp/jwk_uri.

For more information about the algorithms supported, and how to configure this secret ID mapping, refer to Social
authentication.

The following table shows the secret ID mapping that AM uses to sign JWTs and objects when configured as a relying party of the
Social Identity Provider Service:

The public key is exposed in the /oauth2/connect/rp/jwk_uri.

For more information about the algorithms supported, and how to configure this secret ID mapping, refer to Social
authentication.

Secret ID Default alias Algorithms

am.services.oauth2.oidc.rp.idtoken

.encryption

test Consult the .well-known  endpoint of
the identity provider.

Secret ID Default alias Algorithms

am.services.oauth2.oidc.rp.jwt.aut

henticity.signing

rsajwtsigningkey Consult the .well-known  endpoint of
the identity provider.

info
In upgraded AM instances, the secret IDs will not have default aliases mapped, and the JWK URI endpoint returns an
empty JWK set.

Note
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By default, secret IDs are mapped to demo keys contained in the default keystore provided with AM and mapped to the default-
keystore  keystore secret store. Use these keys for demo and test purposes only. For production environments, replace the
secrets as required and create mappings for them in a secret store configured in AM.

For more information about managing secret stores and mapping secret IDs to aliases, see Secrets, certificates, and keys.
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SAML v2.0



These topics cover concepts, configuration, and usage procedures for working with the Security Assertion Markup Language
(SAML) v2.0 features provided by ForgeRock Access Management.

They are intended for anyone using Access Management for SAML v2.0 identity and service providers, or using the Fedlet as a
SAML v2.0 service provider.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For more
information, visit https://www.pingidentity.com.



About SAML v2.0

Learn how AM servers support SAML v2.0.



Configure SAML v2.0

Configure AM’s SAML v2.0 support by using the
AM admin UI.



Configure single sign-on

Enable SAML v2.0 single sign-on (SSO) and single
logout (SLO).



Federate identities

Learn how to link identities, either permanently
or temporarily.



SAML v2.0 in Java apps

Learn how to use the AM Fedlet.



SAML v2.0 Secure Attribute Exchange

Deploy AM as a SAML v2.0 gateway to a legacy
identity provider.

SAML v2.0 PingAM

5130 Copyright © 2025 Ping Identity Corporation

https://www.pingidentity.com
https://www.pingidentity.com


Introduction to SAML v2.0

SAML 2.0 helps organizations share, or federate identities and services, without having to manage the identities or credentials
themselves. The credentials are managed by a single entity, known as the identity provider (IdP). The services are provided by 
service providers (SPs). Both providers are configured to trust one another.

Figure 1. Overview of SAML v2.0 in AM

AM uses the concept of the circle of trust to manage the relationship between IdPs and SPs.

Terminology

SAML v2.0
ServiceProvider

(SP)

SAML v2.0
IdentityProvider

(IDP)
Circle of Trust

EndUser
(Subject)

Access Authenticate

Authentication Request

Assertion

Term Description

End user The person who is attempting to access the resource or application. In SAML v2.0, the end
user is often referred to as the subject.
The end user uses a user-agent, usually a web browser, when performing a SAML v2.0 flow.

Single sign-on (SSO) The ability for an end user to authenticate once but gain access to multiple applications,
without having to authenticate separately to each one.

Single log out (SLO) The ability for an end user to log out once but terminate sessions in multiple applications,
without having to log out separately from each one.
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Concepts

Security Assertion Markup Language (SAML) 2.0 is a standard that lets users access multiple services with a single set of
credentials. The services may be provided by different organizations, using multiple domains. In summary, SAML v2.0 provides
cross-domain single sign-on (CDSSO).

For more information, refer to Security Assertion Markup Language (SAML) v2.0.

SAML v2.0 depends on standards for describing how the providers interact and exchange information. The SAML v2.0 standards
describe the messages sent between providers, how they are relayed, how they are exchanged, and common use cases.

In federation deployments where not all providers support SAML v2.0, AM can act as a multi-protocol hub; translating for
providers that rely on other and older standards, such as WS-Federation. You can find an integration example in How do I
configure PingAM as an Identity Provider for Microsoft Office 365 and Azure using WS-Federation? in the Knowledge Base.

When your organization acts as the IDP and you want to enable SPs to federate their services with yours, you can generate
configuration files for a fedlet.

Term Description

Assertions An assertion is a set of statements about an authenticated user that let services make
authorization decisions, that is, whether to allow that user to access the service, and what
functionality they can use.
SAML assertions are XML-formatted tokens. Assertions issued by AM can contain the
following information about an end user:
. Their attributes, such as pieces of information from the user’s profile.
. The level of authentication they have performed.

Identity provider (IDP) The IDP is responsible for authenticating end users, managing their account, and issuing
SAML assertions about them.

Service provider (SP) The provider of the service or application that the end user is trying to access.
The SP has a trust relationship with the IDP, which enables the SP to rely on the assertions it
receives from the IDP.

Circle of trust (CoT) A circle of trust is an AM concept that groups at least one IDP and at least one SP who agrees
to share authentication information.

Hosted and remote
providers

A hosted provider is one served by the current AM instance; a remote provider is one hosted
elsewhere.

Metadata Providers in SAML v2.0 share metadata, which represents the configuration of the provider, as
well as the mechanisms it can use to communicate with other providers.
For example, the metadata may contain necessary certificates for signing verification, as well
as which of the SAML v2.0 bindings are supported.
Sharing metadata greatly simplifies the creation of SAML v2.0 providers in a circle of trust. AM
can import the XML-formatted metadata provided by remote providers. You can also export
the metadata from hosted providers.
For more information about metadata, refer to Metadata for the OASIS Security Assertion
Markup Language (SAML) V2.0 in the SAML V2.0 Standard.
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An AM fedlet is a small Java web application that can act as a SP for a specific IDP without requiring that you install all of AM. For
more information on fedlets, refer to Implement SAML v2.0 service providers by using Fedlets.

Example flow

When configuring AM to provide single sign-on using SAML v2.0, you can:

Map accounts at the IDP to accounts at the SP, including mapping to an anonymous user.

As the IDP, make assertions to the SP, for example, to attest that the end user has authenticated with the IDP.

The SP then consumes assertions from the IDP to make authorization decisions, for example, to let an authenticated user
complete a purchase that gets charged to the user’s account at the IDP.

Figure 2. SAML v2.0 Flow

An unauthenticated user attempts to access a SAML v2.0 SP.

The SP determines the IDP associated with the end user, and redirects the user’s browser to the IDP, using an HTTP 302
Redirect message. A SAML v2.0 authentication request is included in the query string.

This is an example of HTTP-Redirect binding and is the default when requesting SAML authentication by AM. AM also
supports the HTTP-POST binding for processing SAML v2.0 authentication requests.

• 

• 

AM
Circle of Trust

End User

End User

SP(s)

SP(s)

IDP

IDP

1) Attempt access

2) Redirect user...

...to relevant IDP, including a SAML v2.0 authentication request

3) Authenticate user

4) Redirect user...

...to SP, including an artifact ID

Using the SOAP protocol:

5) Exchange artifact ID...

...for response, including assertions

6) Validate assertions

Optional
Create a "federated identity" at the SP by linking
agreed-upon identifiers with the IDP

7) Authorize user and provide resource

1. 

2. 
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AM provides two deployment models to support single sign-on (SSO) when contacting the SP initially. For details, refer to 
Implement SSO and SLO.

The IDP validates the request, determines the authentication method that should be used, and authenticates the user.

The SP can include certain requirements for the authentication it requires the user to perform in the authentication
request, for example, a requirement to use multiple factors.

The IDP creates a SAML Artifact, which contains a unique artifact ID for the SAML v2.0 response.

The IDP redirects the end user’s browser to the SP, and includes the SAML Artifact in the query parameters. The browser
only has access to the artifact ID rather than the SAML response itself, reducing risk of malicious interference.

The SP communicates directly with the IDP using the SOAP protocol to retrieve the SAML response relating to the artifact
ID.

The IDP returns the SAML response, including the assertion using the SOAP protocol, directly to the SP.

The information in the SAML response is not shared with the user agent. This is an example of HTTP-Artifact binding, and is
the default when AM is returning SAML assertions. AM also supports the HTTP-POST binding for transmitting SAML v2.0
assertions.

The SP validates the SAML response and that the signature matches the public key it holds for the IDP.

Optionally, the SP can choose to create a new account locally for the user or associate an identifier in the assertion with a
user account it already has locally. Linked accounts are often referred to as a federated identity. Refer to Federate
identities.

The SP can now use the information provided in the assertion, and any details in the local federated identity, to authorize
the user, and decide whether to provide its services to the end user.

Use case: Let staff access Google Workspace

A common use case for SAML v2.0 is to allow your internal staff to access and use the applications provided by Google
Workspace, such as Google Docs and Google Sheets. This section highlights how AM provides the solution.

In this scenario, Google acts as the SP, and AM acts as the IDP for a hypothetical organization, Example.com.

In AM, an administrative user configures an AM instance as the IDP.

The administrative user then configures Google Workspace as a remote SP and provides the values that Google requires
to use AM as its IDP. For example, the login and logout URLs, profile management URLs, and validation certificate.

The Google Workspace administrator enters the provided URLs and certificate into the Google Workspace Admin console
for the domain being configured.

After configuration is complete, users attempting to access a Google Workspace service will be asked for their corporate
email address:

3. 

4. 

5. 

6. 

info
In order to link to an existing account, the SP can require the end user to also authenticate to the SP to
determine the matching local account. Once linked, the user only needs to authenticate at the IDP when
attempting access.

Note

7. 

1. 

2. 

3. 

4. 
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Based on the domain of the email address, Google redirects the user to sign in to AM, acting as the IDP:5. 
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After successfully authenticating with AM, the user is redirected back to the Google Workspace application, for example,
Google Docs.

Google, acting as the SP, creates a federated identity in its systems to manage local account options, such as privacy
settings. The user can now access any of the Google Workspace apps, by authenticating to the IDP using their corporate
Example.com account:

6. 
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Deployment considerations

Before you set up SAML v2.0 in AM, you should:

Know which providers will participate in circles of trust.

Know how AM installations act as IdPs or SPs.

Define how to map shared user attributes in identity information exchanged with other participants in a circle of trust.
Local user profile attribute names should map to user profile attribute names at other providers.

For example, if you exchange user identifiers with your partners, and you call it uid , whereas another partner calls it 
userid , then you map your uid  to your partner’s userid .

Import the keys used to sign assertions into the keystore in your AM configuration directory. You can use the Java 
keytool  command.

For more information about AM keystores, including location and different types of keystores available and how to change
the default keys, refer to Secrets, certificates, and keys.

Agree with other providers on a synchronized time service.

Determine whether your session state configuration limits your usage of certain SAML v2.0 profiles. For more information,
refer to Session state considerations.

Consider increasing DS search size limits if you intend to create a large number of SAML v2.0 entities. To ensure searches
of defined entities work as expected, configure the DS search properties ds-rlim-size-limit  and ds-rlimit-time-
limit  (DS 7.2 and later) or ds-rlim-lookthrough-limit  (pre DS 7.2).

Learn more in Important Considerations in the following Knowledge Base Article: Issues with upgrades, Amster imports or
exports, or registering clients (OAuth 2.0, OIDC and RADIUS) or Agents with reference to sunserviceID  in PingAM.

• 

• 

• 

• 

• 

• 

• 
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Session state considerations

SAML v2.0 uses a combination of the CTS and browser-based data to store the progress of SAML v2.0 single sign-on SSO
operations.

This combination lets AM instances continue single sign-on flows that started at a different instance, without needing sticky load
balancing in most scenarios.

Single sign-on progress is stored in a JSON web token (JWT) in the browser’s session storage. The browser must support the
sessionStorage API to handle SSO without the need for sticky load balancing of AM instances. You must configure sticky load
balancing to support SAML v2.0 SSO with clients that do not support session storage, and on IdP proxy implementations.

Session storage is similar to local storage but is more limited:

Session storage exists only within the current browser tab.

Another tab that displays the same page will have a different session storage.

Session storage is shared between frames in the same tab (assuming they come from the same origin).

Session storage data survives a page refresh, but not closing and opening the tab.

The JWT created in the browser’s session storage is encrypted using the 
am.global.services.saml2.client.storage.jwt.encryption  secret ID, which by default is mapped to the directenctest
certificate alias. For more information, refer to Secrets, certificates, and keys.

Performing single log out (SLO) operations with more than one AM instance has the following caveats:

AM instances cache information about SLO progress in memory. After the initial request, you must send each subsequent
request in an SLO flow to the same instance; for example, by enabling sticky load balancing.

Use the HTTP-POST or HTTP-Redirect bindings for SAML v2.0 single logout (SLO). The SOAP binding is not supported.

In addition, browsers allow cookie sizes between 4,000 and 5,200 bytes, depending on the browser. If you are using client-side
sessions, some SAML v2.0 features may cause the cookie to surpass the browser’s supported cookie size; such as:

In standalone mode, when performing single sign-on the IdP adds the full login URL ( FullLoginURL  property) to the
session cookie, which includes the authentication request data, adding to cookie size.

In integrated mode, AM adds to the session those SAML v2.0 attributes mapped to AM attributes.

If a client-side session cookie exceeds the supported size in any of these cases, you can configure a custom post-authentication
plugin that removes unwanted properties or attributes, at the realm level. Note that removing properties or attributes in a
custom SAML v2.0 SP adapter is not supported.

For more information about post-authentication plugins, refer to Create post-authentication plugins for chains.

• 

• 

• 

• 

lightbulb_2
You can enable session storage support in WebView components on Android by using the following property:

settings.setDomStorageEnabled(true)

You cannot use session storage when using multiple WebView components simultaneously. For more information,
refer to WebSettings - setDomStorageEnabled in the Android Developers documentation.

Tip

• 

• 

• 

• 
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The following table summarizes the high-level tasks required to configure SAML v2.0:

Configure IdPs, SPs, and CoTs

To implement SAML v2.0 in AM, you share metadata for your hosted providers with other remote providers in a circle of trust
(CoT).

You must also configure remote providers by importing their metadata.

Task Resources

Configure an SP, an IdP, and a CoT.
The first step is deciding if AM is the SP, the IdP, or both, and/
or what metadata you need to import from other providers.
For example, if AM is the IdP for another service in your
environment, you will have to import the metadata of the
remote SP.
Ensure the SPs and IdPs that work together share the same
CoT.

Configure IdPs, SPs, and CoTs

Make sure your providers are secure
Configure signing and encryption secrets for your
environment.

Sign and encrypt messages

Deploy the IDP discovery service
If you have more than one IDP in your CoT, the IDP discovery
service acts like a proxy between the SPs and the IPDs.

Deploy the IdP Discovery service

Configure your environment for SSO and SLO
AM provides two options for implementing SSO and SLO:
integrated mode, and standalone mode.
There are several considerations to make before deciding
which mode is more appropriate for your environment.

Implement SSO and SLO

Decide how to federate identities
AM supports different ways to federate identities depending
of the configuration, and whether they exist or not in the SP.

Federate identities

Configure AM as a SAML v2.0 Gateway for Legacy
Applications
Use AM Secure Attribute Exchange and IG to integrate legacy
applications into your SAML deployment.

Implement a SAML v2.0 gateway by using Secure Attribute
Exchange

Use fedlets instead of SPs
AM provides Fedlets, which are a small Java applications that
can act as the SP without installing AM. They can redirect to
AM for SSO, and to retrieve SAML assertions.

Implement SAML v2.0 service providers by using Fedlets
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In AM, a hosted provider is one served by the current AM instance; a remote provider is one hosted elsewhere.

Create a hosted IdP or SP

A hosted IdP or SP is a provider hosted by AM. For example, if AM is the authoritative source for users to a downstream
application, then you would configure AM to be a hosted IdP.

To create other roles, AM provides the /realm-config/federation/entityproviders/saml2  REST endpoint.

Use the AM admin UI to create a hosted IdP or SP.

Go to Realms > Realm Name > Dashboard, and click SAML Applications.

Click Add Entity Provider, and select Hosted.

Enter an Entity ID, and verify the Entity Provider Base URL value is correct.

AM uses the Entity Provider Base URL value for all SAML v2.0 related endpoints, so ensure other entities in your SAML
deployment are able to access the specified URL.

In the Meta Aliases section, provide a URL-friendly value in either the Identity Provider Meta Alias, the Service Provider
Meta Alias property, or both.

Ensure the aliases for providers are unique in a circle of trust, as well as in the realm.

Click Create.

AM only displays the configuration of a single role. Click on the labels to select the role view:

On the Assertion Processing tab, in the Attribute Mapper section, map SAML attribute names (Name in Assertion) to local
attribute names.

1. 

2. 

3. 

info
AM truncates sequences of whitespace with a single whitespace character in values such as entity IDs. For
example, if MyEntityID value  (with one space) exists already, and you add a new entity, My Entity ID
value  (same name but multiple spaces), then AM will throw an error because the string values are treated as
identical.

Note

4. 

5. 

6. 
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Figure 1. Example: Map SAML attributes to local attributes

The default mapping implementation has additional features beyond simply retrieving string attributes from the user
profile.

Add an attribute that takes a static value by enclosing the profile attribute name in double quotes ( " ).

For example, you can add a static SAML attribute called partnerID  with a value of staticPartnerIDValue  by
adding partnerID  as the SAML Attribute with "staticPartnerIDValue"  as the Local Attribute Name.

Select the binary option when dealing with binary attribute values; for example, values that are Base64-encoded.

Use the optional Name Format Uri  property as required by the remote provider. For example, you may need to
specify urn:oasis:names:tc:SAML:2.0:attrname-format:uri .

Configure other properties to customize your SAML 2.0 application as required, for example:

Sign and encrypt messages

Extend SAML 2.0 functionality with scripts

◦ 

◦ 

◦ 

7. 

◦ 

◦ 
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Save your changes.

You can now export the metadata from your hosted provider.

Export metadata

Export the XML-based metadata from your hosted provider to share with other providers in your circle of trust:

$ curl \
--output metadata.xml \
"https://openam.example.com:8443/openam/saml2/jsp/exportmetadata.jsp\
?entityid=myHostedProvider\
&realm=/mySubRealm"

If you have configured your provider in the Top Level Realm, omit the realm  query parameter.

You may also be able to provide the URL in the above example to remote providers, if they can load the metadata by using a URL
rather than a file.

Import a remote IdP or SP

The following procedure provides steps for importing and configuring one or more remote entity providers:

Get the entity provider metadata as an XML-formatted file.

If the remote entity provider can’t export the metadata as an XML file, use one of the following metadata files to create
your remote entity provider. Make sure you update the entityID , add the X.509 certificates, and update the services
before importing.

lightbulb_2
Learn about configuring a hosted provider in:

Hosted IdP configuration
Hosted SP configuration

Tip

◦ 

◦ 

8. 

9. 

1. 
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<EntityDescriptor entityID="myProvider"

xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:query="urn:oasis:names:tc:SAML:metadata:ext:query"
xmlns:mdattr="urn:oasis:names:tc:SAML:metadata:attribute"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
xmlns:xenc11="http://www.w3.org/2009/xmlenc11#"
xmlns:alg="urn:oasis:names:tc:SAML:metadata:algsupport"
xmlns:x509qry="urn:oasis:names:tc:SAML:metadata:X509:query"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
<IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<KeyDescriptor use="signing">
<ds:KeyInfo>

<ds:X509Data>
<ds:X509Certificate> paste X.509 certificate here </

ds:X509Certificate>
</ds:X509Data>

</ds:KeyInfo>
</KeyDescriptor>
<KeyDescriptor use="encryption">

<ds:KeyInfo>
<ds:X509Data>

<ds:X509Certificate> paste X.509 certificate here </
ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>

</KeyDescriptor>
<!--

Delete any lines below that correspond to unwanted services or NameID formats.
For services you want to keep, update the location to the correct endpoint.

-->
<ArtifactResolutionService index="0" Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" 

Location="endpoint"/>
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" 

Location="endpoint"/>
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" 

Location="endpoint"/>
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" Location="endpoint"/>
<ManageNameIDService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" 

Location="endpoint"/>
<ManageNameIDService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" 

Location="endpoint"/>
<ManageNameIDService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" Location="endpoint"/>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName</

NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</NameIDFormat>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" 

Location="endpoint"/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" 

Location="endpoint"/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" Location="endpoint"/>

</IDPSSODescriptor>
</EntityDescriptor>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<EntityDescriptor entityID="myProvider"

xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:query="urn:oasis:names:tc:SAML:metadata:ext:query"
xmlns:mdattr="urn:oasis:names:tc:SAML:metadata:attribute"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
xmlns:xenc11="http://www.w3.org/2009/xmlenc11#"
xmlns:alg="urn:oasis:names:tc:SAML:metadata:algsupport"
xmlns:x509qry="urn:oasis:names:tc:SAML:metadata:X509:query"
xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
<SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<KeyDescriptor use="signing">
<ds:KeyInfo>

<ds:X509Data>
<ds:X509Certificate> paste X.509 certificate here </

ds:X509Certificate>
</ds:X509Data>

</ds:KeyInfo>
</KeyDescriptor>
<KeyDescriptor use="encryption">

<ds:KeyInfo>
<ds:X509Data>

<ds:X509Certificate> paste X.509 certificate here </
ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>

</KeyDescriptor>
<!--

Delete any lines below that correspond to unwanted services or NameID formats.
For services you want to keep, update the location to the correct endpoint.

-->
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" 

Location="endpoint"/>
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" 

Location="endpoint"/>
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" Location="endpoint"/>
<ManageNameIDService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" 

Location="endpoint"/>
<ManageNameIDService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" 

Location="endpoint"/>
<ManageNameIDService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP" Location="endpoint"/>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName</

NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</NameIDFormat>
<NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName</NameIDFormat>
<AssertionConsumerService index="0" isDefault="true" Binding="urn:oasis:names:tc:SAML:

2.0:bindings:HTTP-Artifact" Location="endpoint"/>
<AssertionConsumerService index="1" isDefault="false" Binding="urn:oasis:names:tc:SAML:

2.0:bindings:HTTP-POST" Location="endpoint"/>
<AssertionConsumerService index="2" isDefault="false" Binding="urn:oasis:names:tc:SAML:

2.0:bindings:PAOS" Location="endpoint"/>
</SPSSODescriptor>

</EntityDescriptor>
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Go to Realms > Realm Name > Dashboard, and click SAML Applications.

From the Add Entity Provider drop-down menu, select Remote.

On the New Remote Entity Provider page, perform one of the following steps to import the XML file:

Drag and drop the XML file into the dotted box.

Click within the dotted box to open a file browser to select the XML file.

If you have already created a circle of trust, you can add the remote providers into one or more of them by using the 
Circles of Trust property.

Click Create.

To edit the configuration of an entity provider, go to Realms > Realm Name > Applications > Federation > Entity
Providers, and select the entity provider to edit.

AM only displays the configuration of a single role. Click on the labels to select the role view:

Customize your SAML 2.0 application as required, for example, to Sign and encrypt messages.

Create a circle of trust (CoT)

A CoT is an AM concept that groups at least one IdP and at least one SP who agree to share authentication information.

Go to Realms > Realm Name > Applications > Federation > Circles of Trust, and click Add Circle of Trust.

Provide a name, and click Create.

On the Circle of Trust page, in the Entity Providers property, select at least one IdP and one SP.

You can add entity providers later if you haven’t created them yet.

2. 

3. 

4. 

1. 

2. 

info
You can import multiple remote entities in a single operation, as long as the entity ID is unique within each.
Note that AM truncates sequences of whitespace with a single whitespace character in values such as entity
IDs. For example, if MyEntityID value  (with one space) exists already, and you add a new entity, My Entity
ID value  (same name but multiple spaces), then AM will throw an error because the string values are treated
as identical.

Note

5. 

6. 

7. 

lightbulb_2
Learn about configuring a remote provider in:

Remote IdP configuration
Remote SP configuration

Tip

◦ 

◦ 

1. 

2. 

3. 
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Customize any other properties as required and save your changes.

Learn about configuring a CoT in CoT configuration.

Sign and encrypt messages

By default, IdPs and SPs do not sign or encrypt SAML v2.0 messages. While this is useful for test and demo environments, you
should secure your production and production-like environments.

How signing works

When AM needs to sign a SAML request or response for the consumption of a remote entity provider, it determines the signing
algorithm, and optionally, the digest method, based on the following logic, as recommended by the SAML v2.0 Metadata Profile
for AlgorithmSupport Version 1.0 specification:

AM retrieves the remote entity provider’s metadata, and examines the role-specific extensions for a configured digest
method, or signing algorithm.

If there is no role-specific algorithm configured, AM checks for algorithms configured in the entity provider-level
extensions.

If signing algorithms are specified at either role-specific level or entity provider-level, but AM is unable to find a suitable
key, it does not sign the element, and displays an error.

Possible reasons that AM may not be able to locate a suitable signing key include:

Algorithm mismatch - the signing algorithm cannot be used with the private key configured in the relevant secret
ID.

Keysize mismatch - the required key size and actual key size are not equal.

If the entity provider does not specify supported signing and digest methods in the standard metadata, AM falls back to
the global default algorithm settings.

To change the global default algorithms AM uses for signing and encrypting different SAML v2.0 components, go to 
Configure > Global Services > Common Federation Configuration.

If the global default algorithms are not configured, AM examines the configured signing key type, and uses RSA-SHA256 for
RSA keys, DSA-SHA256 for DSA keys, and ECDSA-SHA512 for EC keys.

After determining the required algorithm, the sender uses their own private key to write the signature on the request. Then, the
provider receiving the message uses the public key exposed in the sender’s metadata to validate the signature.

4. 

1. 

2. 

3. 

◦ 

◦ 

4. 

5. 

info
AM has different default signing algorithm settings for XML signatures, and for query signatures.
AM determines the correct default query signing algorithm based on the signing key’s algorithm, be it RSA,
DSA, or EC. It only falls back to the same defaults for both XML and query signing algorithms when the settings
are not correctly defined.

Note
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How encryption works

When encrypting SAML v2.0 messages, the sender uses the receiver’s public key (exposed in the receiver’s metadata) to encrypt
the request. The receiver decrypts it with its private key.

As with signing, providers also expose in their metadata the algorithms that they can use to encrypt assertion content.

Since SAML v2.0 messages are in XML format, encrypting them requires an additional key that is transported with the message,
as explained in the XML Encryption Syntax and Processing Version 1.1 specification. AM refers to those keys as transport keys.

Consider the following example of an encryption/decryption flow:

The IdP generates a random symmetric transport key using the transport key algorithm exposed in the SP’s metadata.

The IdP encrypts the assertion with the transport key.

The IdP encrypts the transport key with the public key of the SP (which is also exposed in its metadata).

The SP decrypts the transport key using its private key. Then, it uses the transport key to decrypt the assertion.

This ensures only this SP can decrypt the message.

Configure the advertised signing and encryption algorithms

Configure the required signing algorithms and digests:

Hosted IdPs and SPs can advertise the algorithms they can use to sign assertion content. This information appears as part
of the provider’s metadata extension.

<Extensions>
 <alg:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>
 <alg:SigningMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256"/>
</Extensions>

In the AM admin UI, go to Applications > Federation > Entity Providers > Hosted Entity Provider.

On the Assertion Content tab, in the Signing Algorithm drop-down list, select the signing algorithms this provider
can use.

There is no default for this property.

On the Assertion Content tab, in the Digest Algorithm drop-down list, select the digest algorithms this provider
can use.

There is no default for this property.

Configure the required encryption algorithms:

Hosted SPs and IdPs advertise their encryption algorithms so that the remote providers know which ones they should use
when sending encrypted data.

1. 

2. 

3. 

4. 

1. 

◦ 

◦ 

◦ 

2. 
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<!-- Enable RSA-OAEP key transport with AES-GCM data encryption: -->
<KeyDescriptor use="encryption">
 <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#rsa-oaep"/>
 <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc11#aes128-gcm"/>
</KeyDescriptor>

In the AM admin UI, go to Applications > Federation > Entity Providers > Hosted Entity Provider.

On the Assertion Content tab, in the Encryption Algorithm drop-down list, select the algorithms this provider can
use.

Select one or more AES algorithms from the list to encrypt assertion content, and one or more asymmetric
algorithms to encrypt the transport key.

For assertion encryption algorithms, ForgeRock recommends AES-GCM over the older AES-CBC modes. GCM offers
authenticated encryption, which better protects against an attacker tampering with an encrypted assertion. Also
sign assertions to make such attacks harder to exploit.

(1) When this algorithm is configured, AM uses the Mask Generation Function Algorithm property (Configure >
Global Services > Common Federation Configuration) to create the transport key. For a list of supported mask
generation function algorithms, refer to Algorithms.

(2) For security reasons, ForgeRock strongly recommends that you do not use this option.

◦ 

◦ 

Assertion Encryption Algorithms

Algorithm identifier Recommended

http://www.w3.org/2009/xmlenc11#aes128-gcm ✔

http://www.w3.org/2009/xmlenc11#aes192-gcm ✔

http://www.w3.org/2009/xmlenc11#aes256-gcm ✔

http://www.w3.org/2001/04/xmlenc#aes128-cbc  (default)

http://www.w3.org/2001/04/xmlenc#aes192-cbc

http://www.w3.org/2001/04/xmlenc#aes256-cbc

Key Transport Algorithms

Algorithm identifier Recommended

http://www.w3.org/2009/xmlenc11#rsa-oaep (1) ✔

http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p  (default)

http://www.w3.org/2001/04/xmlenc#rsa-1_5 (2) ✖
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Configure AM to sign SAML v2.0 metadata

You can configure the am.services.saml2.metadata.signing.RSA  secret ID with an alias that AM uses to sign exported
metadata.

Perform the following steps to map the alias:

In the AM admin UI, go to Configure > Secret Stores.

Select the Keystore or HSM store where you want to map the secret.

On the Mappings tab, select the am.services.saml2.metadata.signing.RSA  secret ID.

In the Edit Mapping pane:

To edit a mapping, click the pen icon.

To add a mapping, enter the alias, and click Add.

To delete a mapping, click the cross icon.

Save your changes.

Export the XML-based metadata from your hosted provider to share with other providers in your circle of trust, specifying
the sign=true  query parameter:

$ curl \
--output metadata.xml \
"https://openam.example.com:8443/openam/saml2/jsp/exportmetadata.jsp\
?entityid=myHostedProvider\
&sign=true\
&realm=/mySubRealm"

If you configure your provider in the Top Level Realm, you can omit the realm  query parameter.

The XML output contains a <ds:Signature>  element that the remote entity uses to verify the authenticity of the
metadata.

Configure AM to sign and encrypt SAML v2.0 assertion content

Note the following important points when configuring signing and encryption of assertion content:

Assertions

HTTP-POST bindings require signed assertions. If the response is not signed, AM defaults to signing the assertion and uses
the SP configuration to determine encryption settings.

You must configure signing secret IDs on the IDP, as described in Secret ID mappings for SAML v2.0 signing and
encryption.

Failure to configure signing when using HTTP-POST bindings might result in errors such as:

1. 

2. 

3. 

4. 

◦ 

◦ 

◦ 

5. 

6. 

• 
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ERROR: UtilProxySAMLAuthenticatorLookup.retrieveAuthenticationFromCache: Unable to do sso or federation.
com.sun.identity.saml2.common.SAML2Exception: Provider's signing certificate alias is missing.

or:

ERROR: SAML2Utils.verifyResponse:Assertion is not signed or signature is not valid.

SAML authentication requests

Signing is recommended to verify the request’s authenticity and when using the ForceAuthn  flag.

SAML assertion responses

Signing AND encrypting is recommended because responses can contain user data.

SAML logout requests

Signing is recommended to verify the request’s authenticity.

AM provides global default secrets for signing and encrypting SAML v2.0 assertion content, in the following secret IDs:

am.default.applications.federation.entity.providers.saml2.idp.encryption

am.default.applications.federation.entity.providers.saml2.idp.signing

am.default.applications.federation.entity.providers.saml2.sp.encryption

am.default.applications.federation.entity.providers.saml2.sp.signing

If you configure these secret IDs by realm, every provider of the same role uses the same secrets to sign and encrypt assertion
content. To allow for more granularity, AM lets you override these settings and use custom secrets for each hosted provider in
the realm:

In the AM admin UI, go to Applications > Federation > Entity Providers > Hosted Entity Provider.

On the Assertion Content tab, in the [.label]# Secret ID Identifier# property, enter a string value to identify the secret IDs
this provider will use.

For example, mySamlSecrets .

AM uses the secret identifier to know which secret IDs are relevant for a provider. You can reuse the identifier that
another provider is already using if you want them to share the same secrets.

When a provider is removed from the AM configuration, AM automatically removes the secret IDs related to their
identifier, unless they are being used by another provider.

If you do not specify a value for the secret ID identifier, AM uses the global default secrets relative to the entity provider’s
role, in the realm. If they are not mapped, AM searches for the global default secrets in the global secret stores.

• 

• 

• 

lightbulb_2
Configure key rollover by mapping more than one secret to the same secret ID. Refer to Map and rotate secrets.

Tip

• 

• 

• 

• 

1. 

2. 
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Save your changes.

AM creates two new secret IDs, at the realm level, based on the value you specified.

am.applications.federation.entity.providers.saml2.mySamlSecrets.signing

am.applications.federation.entity.providers.saml2.mySamlSecrets.encryption

If you have not configured a secret store in the same realm as the entity provider, create one by following the steps in 
Secret stores.

Go to Realms > Realm Name > Secret Stores, and select the secret store in which to map the new secret IDs.

On the Mappings tab, add mappings for the two custom secret IDs.

For information on creating mappings, refer to Map and rotate secrets.

For information on the types of key pairs and secrets required, refer to Secret ID mappings for SAML v2.0 signing and
encryption.

In the AM admin UI, go to Applications > Federation > Entity Providers > Hosted Entity Provider.

On the Assertion Content tab, in the Signing and Encryption section, select the SAML v2.0 elements that AM should sign,
and the elements to encrypt.

Save your changes.

AM now uses the key pairs you configured in the realm’s secret store to sign or encrypt the elements you selected.

3. 

◦ 

◦ 

4. 

5. 

6. 

7. 

8. 

9. 

lightbulb_2
For troubleshooting issues involving encryption, you can enable the openam.saml.decryption.debug.mode
advanced property.
Refer to SAML v2.0 advanced properties.

Tip
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Certificates and secrets

SAML 2.0 secrets for hosted SP or IDP entities are managed by the secrets API, which lets you rotate certificates using secret
mappings. This only applies to hosted entities; certificates for remote entities are derived from SAML 2.0 metadata provided by
the third party.

The following certificates are used in SAML 2.0 flows with the corresponding secret mappings.

(1) If defined, this secret is used; otherwise the default (in brackets) is used.

Deploy the IdP Discovery service

When your circle of trust includes multiple identity providers, then service providers must discover which identity provider
corresponds to a request. You can deploy the IDP Discovery service for this purpose as a separate web application.

Browsers only send cookies for the originating domain. Therefore, when a browser accesses the service provider in the 
sp.example.com  domain, the service provider has no way of knowing whether the user has possibly authenticated at this-
idp.example.com , or at that-idp.example.com . The providers therefore host an IDP Discovery service in a common domain,
such as discovery.example.com , and use that service to discover where the user logged in. The IDP Discovery service essentially
writes and reads cookies from the common domain. The providers configure their circle of trust to use the IDP Discovery service
as part of SAML v2.0 federation.

Certificate AM
role

Third-
party
role

AM use
case

Third-
party use
case

Secret

Hosted
IdP
signing
certificate

Hosted
IdP

Remote
SP

Sign
outbound
SAML
assertions

Validate
inbound
signed
SAML
assertion

am.applications.federation.entity.providers.saml2.<secret identifier>.sign

ing (1)

( am.default.applications.federation.entity.providers.saml2.idp.signing )

Hosted
IdP
encryption
certificate

Hosted
IdP

Remote
SP

Decrypt
inbound
encrypted
SAML
requests

Encrypt
outbound
SAML
requests

am.applications.federation.entity.providers.saml2.<secret identifier>.encr

yption (1)

( am.default.applications.federation.entity.providers.saml2.idp.encryption )

Hosted SP
signing
certificate

Hosted
SP

Remote
IdP

Sign
outbound
SAML
requests

Validate
inbound
signed
SAML
requests

am.applications.federation.entity.providers.saml2.<secret identifier>.sign

ing (1)

( am.default.applications.federation.entity.providers.saml2.sp.signing )

Hosted SP
encryption
certificate

Hosted
SP

Remote
IdP

Decrypt
inbound
SAML
assertions

Encrypt
outbound
SAML
assertions

am.applications.federation.entity.providers.saml2.<secret identifier>.encr

yption (1)

( am.default.applications.federation.entity.providers.saml2.sp.encryption )
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Before you continue, ensure that you have a CoT with more than one IdP configured, and at least one SP. See Deployment
considerations. You will configure the IDP Discovery service in the CoT later.

Deploying the IDP Discovery service involves the following stages:

Deploy the WAR file into your web application container.

Configure the Discovery service.

Add the Discovery service endpoints for writing cookies to and reading cookies from the common domain to the CoT.

Deploy the Discovery service on Tomcat

How you deploy the Discovery service .war  file depends on your web application container. The procedure in this section shows
how to deploy on Apache Tomcat.

Copy the IDPDiscovery-7.4.2.war  file to the webapps/  directory.

$ cp ~/Downloads/openam/IDPDiscovery-7.4.2.war /path/to/tomcat/webapps/disco.war

Access the configuration screen through your browser.

In this example, Apache Tomcat listens for HTTP requests on discovery.example.com:8443 , and Tomcat has unpacked
the application under /disco , so the URL is https://discovery.example.com:8443/disco , which redirects to 
Configurator.jsp .

Figure 1. Completed Discovery Service Configuration Screen

The configuration screen shows the following fields:

1. 

2. 

3. 

1. 

2. 
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Debug Directory

The Discovery service logs to flat files in this directory.

Debug Level

Default is error . Other options include error , warning , message , and off .

Set this to message  in order to see the service working when you run your initial tests.

Cookie Type

Set to PERSISTENT if you have configured AM to use persistent cookies, meaning single sign-on cookies that can
continue to be valid after the browser is closed.

Cookie Domain

The cookie domain is the common cookie domain used in your circle of trust for identity provider discovery; in this
case, example.com .

Secure Cookie

Set this to true if clients should only return cookies when a secure connection is used.

Encode Cookie

Leave this true unless your AM installation requires that you do not encode cookies. Normally, cookies are encoded
such that cookies remain valid in HTTP.

HTTP-Only Cookie

Set to true to use HTTPOnly cookies if needed to help prevent third-party programs and scripts from accessing the
cookies.

Valid Redirects

A list of valid URLs the user can be redirected to once the IDP Discovery process is complete. For example, the SPs
in your CoT.

Incoming requests with URLs specified in the RelayState  parameter that are not configured in this field are
rejected.

Add each URL in a new line, for example, by pressing the enter key after each one.

Use wildcards ( * ) to match one or more resources in the URL.

Restrict permissions to the Discovery service configuration file in $HOME/libIdPDiscoveryConfig.properties , where 
$HOME  corresponds to the user who runs the web container where you deployed the service.

emergency_home
You must configure the same URLs in the Validation service of each of the IdPs in the Top Level Realm.
For more information, see Configure the Validation service.

Important

3. 
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Add the Discovery service to your circles of trust

Each provider has a circle of trust including itself. You configure each of these circles of trust to use the IDP Discovery service as
described in the following steps:

On the SP console, log in as AM Administrator.

On the SP console, under Realms > Realm Name > Applications > Federation > Circle of Trust > Circle of Trust Name, add
SAML2 Writer and Reader Service URLs for the IDP Discovery service endpoints, and save your work.

In this example, the writer URL is https://discovery.example.com:8443/disco/saml2writer , and the reader URL is 
https://discovery.example.com:8443/disco/saml2reader .

On each IdP console, log in as AM Administrator.

On the IdP console, under Realms > Realm Name > Applications > Federation > Entity Providers > Circle of Trust > Circle
of Trust Name, also add SAML2 Writer and Reader service URLs for the IDP Discovery service endpoints, and save your
work.

Implement SSO and SLO

AM provides two options for implementing SSO and SLO with SAML v2.0:

Integrated mode

Integrated mode single sign-on and single logout uses a SAML2 authentication node or module on a service provider (SP),
thereby integrating SAML v2.0 authentication into the AM authentication process. The authentication node or module
handles the SAML v2.0 protocol details for you.

Note that integrated mode supports SP-initiated single sign-on only, because the authentication service that includes the
SAML v2.0 node or module resides on the SP. You cannot trigger IDP-initiated single sign-on in an integrated mode
implementation.

Integrated mode with chains supports both IDP-initiated and SP-initiated SLO.

Integrated mode with trees does not support SLO.

Standalone mode

Standalone mode requires that you invoke JSPs pages to initiate single sign-on and SLO. When implementing standalone
mode, you do not require an AM authentication chain.

The following table provides information to help you decide whether to implement integrated mode or standalone mode for your
AM SAML v2.0 deployment:

1. 

2. 

3. 

4. 

lightbulb_2
You can also configure web and Java agents to work alongside AM when performing SSO and SLO. See Web or Java
agents SSO and SLO.

Tip
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(1) Due to the way integrated mode tracks authentication status by using a cookie, it cannot be used when both the IDP and SP
share a domain name.

SSO and SLO in integrated mode

Authentication nodes and trees support SSO in integrated mode only. The SAML2 Authentication node handles the SAML v2.0
authentication flow, but relies on other nodes.

Integrated or Standalone Mode?

Deployment task or requirement Implementation mode

You want to deploy SAML v2.0 single sign-on and single
logout using the easiest technique.

Use integrated mode.

You want to integrate SAML v2.0 authentication into an
authentication chain, letting you configure an added layer of
login security by using additional authentication modules.

Use integrated mode.

You want to trigger SAML v2.0 IDP-initiated SSO. Use standalone mode.

You want to use the SAML v2.0 Enhanced Client or Proxy
(ECP) single sign-on profile.

Use standalone mode.

Your IDP and SP instances are using the same domain name;
for example, mydomain.net .(1)

Use standalone mode.
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Figure 1. SAML v2.0 Integrated Mode Flow

An unauthenticated user initiates authentication to an AM SAML v2.0 service provider. The login URL references an
authentication tree that includes a SAML2 authentication node. For example, 
https://openam.example.com:8443/openam/XUI/?service=mySAM2LTree.

If there are any authentication nodes that precede the SAML2 Authentication node, AM executes them.

The SAML2 authentication node processing begins.

The authentication node requests an assertion from the IDP. The configuration of the SAML2 Authentication node
determines the details of the request.

If the user is not authenticated in the IDP, the IDP will request them to authenticate.

The IDP responds to the SP with a SAML assertion.

If the SAML assertion contains a non-transient name ID, AM searches the identity store, attempting to locate a user with
the same name ID.

If the name ID for the account exists, the tree ends in the success node.

If the name ID does not exist…

... and a Create Object node (or a Provision Dynamic Account node for standalone AM environments) is configured in the
tree, it creates a new account in the SP using auto-federation, including the name ID in the user profile.
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Service Provider
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Service Provider
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Identity Provider
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Identity Provider

1) Initiate authentication

2)
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5) Request credentials
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8) Return assertion

9)
Attempt to access user by
searching for persistent
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SAML2 authentication node is complete

If the name ID for the user is not found on the SP
[If a Provision Dynamic Account node is configured]

10)
The Dynamic Provisioning node creates the user on the SP,
including the persistent name
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[If the name ID format is persistent,
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... and method of authenticating the user is available in the tree, a Write Federation Information node writes the persistent
name ID in the user profile.

For more information about linking when autofederation is not configured, see Link identities for authentication.

Authentication chains support SSO and SLO in integrated mode, whereby the SAML2 authentication node handles all of the SAML
v2.0 authentication flow.

Figure 2. SAML v2.0 Integrated Mode Flow

An unauthenticated user initiates authentication to an AM SAML v2.0 service provider. The login URL references an
authentication chain that includes a SAML2 authentication module. For example, https://openam.example.com:8443/
openam/XUI/?service=mySAMLChain#login/ .

If there are any authentication modules that precede the SAML2 module in the authentication chain, AM executes them.

SAML2 authentication module processing begins.

The authentication module requests an assertion from the identity provider. The SAML2 module’s configuration
determines the details of the request.

If the user is currently unauthenticated on the identity provider, the following three steps occur:

The identity provider requests credentials from the user.

The user provides their credentials.

8. 

User

User

AM SAML v2.0
Service Provider

AM SAML v2.0
Service Provider

SAML v2.0
Identity Provider

SAML v2.0
Identity Provider

1) Initiate authentication

2)
Execute any modules in the
authentication chain that
precede the SAML2 module

3)
Execute the SAML2
authentication module

SAML2 authentication module starts

4) Request assertion

If the user needs to authenticate to the IDP

5) Request credentials

6) Provide credentials

7)
Authentication
successful

8) Return assertion

9)
Attempt to access user by
searching for persistent
name ID (in SP data store)

If the name ID for the user is not found on the SP
[If dynamic profile creation and auto-federation are enabled]

10)
Create the user on the SP,
including the persistent name
ID in the user profile

[If dynamic profile creation and auto-federation are not enabled,
and if a linking chain exists, and if the name ID format is persistent]

11)
Invoke the linking chain to
authenticate the user on the SP

12)
Write the persistent name ID in
the user profile

SAML2 authentication module is complete

13)
Execute remaining authentication
modules in the authentication chain

14) Authentication complete

1. 

2. 

3. 

4. 

1. 

2. 

SAML v2.0 PingAM

5158 Copyright © 2025 Ping Identity Corporation



Authentication succeeds (assuming the user provided valid credentials).

Processing continues as follows:

The identity provider responds to the service provider with a SAML assertion.

If the SAML assertion contains a non-transient name ID, AM searches the user datastore, attempting to locate a user with
the same name ID.

The flow varies here.

The following event occurs if the following are true:

The name ID for the user is not found in the datastore

Dynamic profile creation is configured in the Core Authentication Service

Auto-federation is enabled on the service provider

AM adds an entry for the user to the user datastore. Even if a linking authentication chain has been configured,
it is not invoked. The user is not prompted to authenticate to the service provider.

The following two events occur if the following are true:

The name ID for the user is not found in the datastore

A linking authentication chain has been configured in the SAML2 authentication module

Dynamic profile creation is not configured in the Core Authentication service

Auto-federation is not enabled on the service provider

The SAML2 authentication module invokes the linking authentication chain, requiring the user to authenticate
to the service provider.

After successfully completing the linking authentication chain, AM writes the persistent name ID obtained in the
SAML assertion sent by the identity provider into the user’s profile.

At this point, SAML2 authentication module processing ends. The remaining events comprise completion of the primary
authentication chain:

If there are any authentication modules remaining in the chain, AM executes them.

Authentication is complete.

Implement SAML v2.0 single sign-on in integrated mode

The following list is an overview of the activities you perform when implementing SAML v2.0 single sign-on in integrated mode:

Preparing entity providers and a circle of trust, and changing several endpoints in the service provider configuration.

See Configure AM for integrated mode.

Configuring a tree that contains, at least, the SAML2 authentication node.

See Create accounts dynamically during federation (standalone AM) and Create accounts dynamically during federation.

3. 
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Configure AM for integrated mode

If you have not already done so, configure SAML v2.0 by performing the tasks listed in Deployment considerations.

In the AM admin UI, create a hosted service provider by following the steps in Create a Hosted Entity Provider.

Ensure that you have configured the attribute map (Assertion Processing > Attribute Mapper). It determines how AM will
map assertion attributes coming from the IDP to the user’s profile on the SP.

During the authentication process, the mapping is used to find existing users on the SP, and to create or update user
accounts on the SP.

Configure a remote identity provider by following the steps in Import and Configure a Remote Entity Provider.

When you specify the circle of trust for the IDP, use the Add to Existing option and specify the circle of trust that you
created when you created the hosted service provider.

Change the Assertion Consumer Service locations in the hosted service provider configuration.

The default locations support standalone mode. Therefore, you must change the locations when implementing integrated
mode.

Change the locations as follows:

In the AM admin UI, go to Realms > Realm Name > Applications > Federation > Entity Providers > SP Name >
Services > Assertion Consumer Service.

Change the location of the HTTP-Artifact consumer service to use AuthConsumer , rather than Consumer . For
example, if the location is https://www.sp.com:8443/openam/Consumer/metaAlias/sp , change it to https://
www.sp.com:8443/openam/AuthConsumer/metaAlias/sp .

Similarly, change the location for the HTTP-POST consumer service to use AuthConsumer  rather than Consumer .

Note that you do not need to change the location for the PAOS service because integrated mode does not support
the PAOS binding.

The results will resemble the following:

1. 

2. 

3. 

4. 
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Save your changes. Now you are ready to configure authentication trees.

Create accounts dynamically during federation (standalone AM)

In integrated mode, the SP can use authentication trees to tailor the authentication experience to users. You can create very
complicated trees, or even multiple trees to satisfy the requirements of your organization.

The example shown in this procedure uses the SAML v2.0 node to request an assertion from the IDP, and then creates an
account for the user in the SP, if one does not exist.

If you are not using auto-federation, you can also use authentication trees to create persistent links between user accounts.

Perform the following steps to configure a tree similar to the following:

Figure 3. Example tree with SAML2 Authentication node

Add a SAML2 Authentication node.

Integrated mode is SP SSO-initiated only, and SLO is not supported.

The node processes the assertion, makes its contents available to the authentication tree’s state in the userInfo  object,
and tries to map the assertion’s nameID using the uid  mapping in the SP’s assertion map.

1. 
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If the node finds a match, the tree continues through the Account Exists  output. Otherwise, the tree continues through
the No Account Exists  output.

Add a Provision Dynamic Account node to the No account exists  outcome.

(Optional) If you have not configured auto-federation, you can add the Write Federation Information node to create a
persistent link between the accounts.

For examples, see Link identities by using authentication trees.

Create accounts dynamically during federation

In integrated mode, the SP can use authentication trees to tailor the authentication experience to users. You can create very
complicated trees, or even multiple trees to satisfy the requirements of your organization.

The example shown in this procedure uses the SAML v2.0 node to request an assertion from the IDP, and then creates an
account for the user in the SP if one does not exist.

If you are not using auto-federation, you can also use authentication trees to create persistent links between the user accounts.

Perform the steps in this procedure to configure a tree similar to the following:

Figure 4. Example tree to create accounts dynamically

Add a SAML2 Authentication node.

Integrated mode is SP SSO-initiated only, and SLO is not supported.

The node processes the assertion, makes its contents available to the authentication tree’s state in the userInfo  object,
and tries to map the assertion’s nameID using the uid  mapping in the SP’s assertion map.

If the node finds a match, the tree continues through the Account Exists  output. Otherwise, the tree continues through
the No Account Exists  output.

Note that the attribute the node uses to map the nameID isn’t configurable, and this example adds nodes to process the 
userInfo  object and match its contents to the managed user’s schema.

Add a Scripted Decision node to copy the information from the assertion to the authentication tree’s shared state.

2. 
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if (nodeState.get("userInfo")) {
  if (nodeState.get("objectAttributes")) {
    nodeState.remove("objectAttributes");
  }
  var userName=null,sn=null,mail=null;

  try {
    var attribs = nodeState.get("userInfo")["attributes"];

    userName=attribs["uid"][0];
    sn=attribs["sn"][0];
    mail=attribs["mail"][0];

  } catch (e) {
    logger.error("Error getting userInfo: " + e);
  }
  nodeState.putShared("objectAttributes", {"userName":userName,"sn":sn,"mail":mail});
}
action.goTo("true");

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

if (nodeState.get("userInfo")) {
  if (nodeState.get("objectAttributes")) {
    nodeState.remove("objectAttributes");
  }
  var userName=null,sn=null,mail=null;

  try {
    var attribs = nodeState.get("userInfo").get("attributes");

    userName=attribs.get("uid").get(0).asString();
    sn=attribs.get("sn").get(0).asString();
    mail=attribs.get("mail").get(0).asString();

  } catch (e) {
    logger.error("Error getting userInfo: " + e);
  }
  nodeState.putShared("objectAttributes", {"userName":userName,"sn":sn,"mail":mail});
}
action = fr.Action.goTo("true").build();

For more information, see Scripted decision node API.

Add an Identify Existing User node to search the user with the appropriate attribute.

For example, userName .

Next-generation

Legacy

3. 
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Complete the tree adding the required nodes to create the new account if it does not exist on the SP.

The scripted decision node that you created before gathering the attributes that are now available to create the account.
However, these may not be enough to satisfy your managed user rules. To ensure that the required attributes are
available, use the Required Attributes Present node to check them, and the Attribute Collector node to collect the
ones missing.

Finally, to create the account, use the Create Object node.

Ensure that you configure the appropriate identity resource in this node. For example, managed/alpha_user .

(Optional) If you have not configured auto-federation, you can add the Write Federation Information node to create a
persistent link between the accounts.

For examples, see Link identities by using authentication trees.

Implement SSO in integrated mode (chains)

The following list is an overview of the activities you perform when implementing SAML v2.0 single sign-on in integrated mode:

Preparing entity providers and a circle of trust.

Changing several endpoints in the service provider configuration.

Configuring a SAML2 authentication module and including it in an authentication chain.

Deciding if and how you want to federate identities during authentication. In integrated mode, you can either create user
entries dynamically, or you can configure a linking authentication chain that authenticates users at the service provider
after successful authentication at the identity provider, and then federates the identity.

The following procedure provides step-by-step instructions for performing these activities.

Implement SAML v2.0 single sign-on in integrated mode

If you have not already done so, configure SAML v2.0 by performing the tasks listed inDeployment considerations.

In the AM admin UI of the SP, create a hosted service provider by following the steps in Create a hosted entity provider.

Configure a remote identity provider by following the steps in Import and configure a remote entity provider.

When you specify the circle of trust for the IDP, use the Add to Existing option and specify the circle of trust that you
created when you created the hosted service provider.

Change the Assertion Consumer Service locations in the hosted service provider configuration.

The default locations support standalone mode. Therefore, you must change the locations when implementing integrated
mode.

Change the locations as follows:

In the AM admin UI, go to Realms > Realm Name > Applications > Federation > Entity Providers > SP Name >
Services > Assertion Consumer Service.

Change the location of the HTTP-Artifact consumer service to use AuthConsumer , rather than Consumer . For
example, if the location is https://www.sp.com:8443/openam/Consumer/metaAlias/sp , change it to https://
www.sp.com:8443/openam/AuthConsumer/metaAlias/sp .

4. 

5. 

• 

• 

• 

• 

1. 

2. 

3. 

4. 

◦ 

◦ 
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Similarly, change the location for the HTTP-POST consumer service to use AuthConsumer  rather than Consumer .

Note that you do not need to change the location for the PAOS service because integrated mode does not support
the PAOS binding.

The results will resemble the following:

Save your changes.

Create a SAML2 authentication module:

In the AM admin UI, go to Realms > Realm Name > Authentication > Modules, and select Add Module.

Specify a name for the module, specify the module type as SAML2 , and select Create.

Configure the SAML2 authentication module options. See SAML2 Authentication Module for detailed information
about the configuration options.

You must set a value for the Linking Authentication Chain property, specifying the authentication chain that will
be invoked.

Save your changes.

Create an authentication chain that includes the SAML2 authentication module that you created in the previous step.

Test your configuration.

First, clear your browser’s cache and cookies. Then, attempt to log in to AM using a login URL that references the
authentication chain that includes the SAML2 module. For example, https://www.sp.com:8443/openam/XUI/#login/
&service=mySAMLChain .

◦ 

◦ 

5. 

◦ 

◦ 

◦ 

◦ 

6. 

7. 
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AM will redirect you to the identity provider for authentication.

If required, you can now configure AM to link identities in the IDP with those in the SP, generate new accounts on the SP,
or link to a shared account; for example anonymous . For more information and instructions, see Federate identities.

Configure SLO in integrated mode (chains)

Use the following two options to control single logout in integrated mode:

The post-authentication processing class for the authentication chain that includes the SAML2 authentication module. You
configure post-authentication processing classes by navigating to Realms > Realm Name > Authentication > Chains > 
Chain Name > Settings.

The Single Logout Enabled option in the SAML2 authentication module configuration.

Configure these options as follows:

SSO and SLO in standalone mode

SSO lets users sign in once and remain authenticated as they access services in the circle of trust.

• 

• 

Configure Single Logout Options

Requirement Configuration

Single logout occurs when a user initiates logout at the
identity provider or at the service provider.

Set the post-authentication processing class for the
authentication chain that contains the SAML2 authentication
module to 
org.forgerock.openam.authentication.modules.saml2.SAM

L2PostAuthenticationPlugin .
Set the Single Logout Enabled option to true  in the SAML2
authentication module configuration.

Single logout occurs only when the user initiates logout at the
identity provider.

Set the post-authentication processing class for the
authentication chain that contains the SAML2 authentication
module to 
org.forgerock.openam.authentication.modules.saml2.SAM

L2PostAuthenticationPlugin .
Set the Single Logout Enabled option to false  in the SAML2
authentication module configuration.

Single logout occurs only when the user initiates logout at the
service provider.

Not available.

Single logout never occurs. Do not set the post-authentication processing class for the
authentication chain that contains the SAML2 authentication
module to 
org.forgerock.openam.authentication.modules.saml2.SAM

L2PostAuthenticationPlugin .
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SLO attempts to log out all session participants:

For hosted IdPs, single logout attempts to log out of all SPs with which the session established SAML federation.

For hosted SPs, single logout attempts to log out of the IdP that was source of the assertion for the user’s session.

Verify that the federation authentication module is present

Standalone mode requires that a Federation authentication module instance is present in the realm in which you define your
circle of trust, identity providers, and service providers.

The module must be of type Federation , and also have the name as Federation .

AM creates a Federation authentication module when you create a new realm, so the required module is already available unless
you explicitly deleted it. If you deleted the Federation authentication module and need to restore it to a realm, create a new
authentication module named Federation  of module type Federation. No additional configuration is needed.

Do not add the Federation authentication module to an authentication chain. The module is used for internal purposes.

JSP pages for SSO and SLO

With standalone mode, AM SAML v2.0 Federation provides JSP files that direct users to do SSO and SLO across providers in a
circle of trust. AM has two JSPs for single sign-on and two JSPs for SLO, allowing you to initiate both processes either from the
identity provider side, or from the service provider side.

The JSP pages are found under the context root where you deployed AM, in saml2/jsp/ .

When you perform HTTP GET requests to these JSPs, there are several query parameters to specify. Which query parameters you
can use depends on the JSP. When setting parameters in the JSPs, make sure the parameter values are correctly URL-encoded.

IDP-initiated SSO JSP

idpSSOInit.jsp

Used to initiate single sign-on from the identity provider side, so call this on the identity provider not the service provider.

Also mapped to the endpoint idpssoinit  under the context root.

URLs:

https://www.idp.com:8443/openam/saml2/jsp/idpSSOInit.jsp

https://www.idp.com:8443/openam/idpssoinit

Example:

The following URL initiates single sign-on from the identity provider side, leaving the user at https://forgerock.com :

• 

• 

info
The JSP pages only support query parameters sent by using HTTP GET requests. Do not attempt to use HTTP POST or
PUT requests to the pages.

Note

• 

• 

• 
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https://www.idp.com:8443/openam/saml2/jsp/idpSSOInit.jsp
?metaAlias=/idp
&spEntityID=https%3A%2F%2Fwww.sp.com%3A8443%2Fopenam
&RelayState=https%3A%2F%2Fforgerock.com

metaAlias

(Required) Use this parameter to specify the local alias for the provider, such as, metaAlias=/alpha/idp .

This parameter takes the format /realm-name/provider-name , as described in MetaAlias.

Do not repeat the slash for the Top Level Realm; for example, metaAlias=/idp .

spEntityID

(Required) Use this parameter to indicate the remote service provider.

Make sure you URL-encode the value. For example, specify spEntityID=https://www.sp.com:8443/openam  as 
spEntityID=https%3A%2F%2Fwww.sp.com%3A8443%2Fopenam .

affiliationID

(Optional) Use this parameter to specify a SAML affiliation identifier.

binding

(Optional) Use this parameter to indicate which binding to use for the operation.

For example, specify binding=HTTP-POST  to use HTTP POST binding with a self-submitting form. You can also specify 
binding=HTTP-Artifact .

NameIDFormat

(Optional) Use this parameter to specify a SAML Name Identifier format identifier.

For example, urn:oasis:names:tc:SAML:2.0:nameid-format:persistent , or urn:oasis:names:tc:SAML:2.0:nameid-
format:transient .

RelayState

(Optional) Use this parameter to specify where to redirect the user when the process is complete. Make sure you URL-
encode the value.

For example, RelayState=https%3A%2F%2Fforgerock.com  takes the user to https://forgerock.com .

RelayStateAlias

(Optional) Use this parameter to specify the parameter to use as RelayState .

For example, if the query string target=http%3A%2F%2Fforgerock.com&RelayStateAlias=target , is equivalent to 
RelayState=http%3A%2F%2Fforgerock.com .
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IDP-initiated SLO JSP

idpSingleLogoutInit.jsp

Used to initiate single logout from the IDP.

Also mapped to the endpoint IDPSloInit  under the context root.

URLs:

https://www.idp.com:8443/openam/saml2/jsp/idpSingleLogoutInit.jsp

https://www.idp.com:8443/openam/IDPSloInit

Example:

The following URL performs single logout from the identity provider side, using a self-submitting form rather than a
redirect, and leaving the user at https://forgerock.com :

https://www.idp.com:8443/openam/saml2/jsp/idpSingleLogoutInit.jsp
?binding=urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST
&RelayState=https%3A%2F%2Fforgerock.com

binding

(Required) Use this parameter to indicate which binding to use for the operation. The full, long name format is required for
this parameter to work.

The value must be one of the following:

urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect

urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST

urn:oasis:names:tc:SAML:2.0:bindings:SOAP

Consent

(Optional) Use this parameter to specify a URI that is a SAML Consent Identifier.

Destination

(Optional) Use this parameter to specify a URI Reference indicating the address to which the request is sent.

Extension

(Optional) Use this parameter to specify a list of Extensions as string objects.

goto

(Optional) Use this parameter to specify where to redirect the user when the process is complete. RelayState
takes precedence over this parameter.

• 

• 

• 

• 

• 

• 
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logoutAll

(Optional) Use this parameter to specify that the identity provider should send single logout requests to service
providers without indicating a session index.

RelayState

(Optional) Use this parameter to specify where to redirect the user when the process is complete. Make sure you
URL-encode the value.

For example, RelayState=https%3A%2F%2Fforgerock.com  takes the user to https://forgerock.com .

To ensure the redirect is permitted, add the URL to the RelayState URL List . For details of this setting, see the 
Reference section.

SP-initiated SSO JSP

spSSOInit.jsp

Use this page to initiate single sign-on from the service provider side.

Also mapped to the endpoint spssoinit  under the context root.

URLs:

https://www.sp.com:8443/openam/saml2/jsp/spSSOInit.jsp

https://www.sp.com:8443/openam/spssoinit

Example:

The following URL takes the user from the service provider side to authenticate at the identity provider, and then comes
back to the end user profile page at the service provider after successful SSO. Lines are folded to show you the query
string parameters:

https://www.sp.com:8443/openam/saml2/jsp/spSSOInit.jsp
?metaAlias=/sp
&idpEntityID=https%3A%2F%2Fwww.idp.com%3A8443%2Fopenam
&RelayState=https%3A%2F%2Fwww.sp.com%3A8443%2Fopenam%2FXUI%2F%23profile%2Fdetails

idpEntityID

(Required) Use this parameter to indicate the remote identity provider. Make sure you URL-encode the value.

For example, encode idpEntityID=https://www.idp.com:8443/openam  as: 
idpEntityID=https%3A%2F%2Fwww.idp.com%3A8443%2Fopenam .

metaAlias

(Required) Use this parameter to specify the local alias for the provider, such as metaAlias=/alpha/sp .

This parameter takes the format /realm-name/provider-name  as described in MetaAlias. Do not repeat the slash for the
Top Level Realm, for example metaAlias=/sp .

• 

• 

• 
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affiliationID

(Optional) Use this parameter to specify a SAML affiliation identifier.

AllowCreate

(Optional) When set to true , the identity provider can create a new identifier for the principal if none exists.

AssertionConsumerServiceIndex

(Optional) Use this parameter to specify an integer that indicates the location to which the Response message should be
returned to the requester.

AuthComparison

(Optional) Use this parameter to specify a comparison method to evaluate the requested context classes or statements.

AM accepts the following values:

better. Specifies that the authentication context statement in the assertion must be better (stronger) than one of
the provided authentication contexts.

exact. Specifies that the authentication context statement in the assertion must exactly match at least one of the
provided authentication contexts.

maximum. Specifies that the authentication context statement in the assertion must not be stronger than any of
the other provided authentication contexts.

minimum. Specifies that the authentication context statement in the assertion must be at least as strong as one of
the provided authentication contexts.

AuthnContextClassRef

(Optional) Use this parameter to specify authentication context class references. Separate multiple values with pipe ( | )
characters.

When hosted IDP and SP entities are saved in the AM admin UI, any custom authentication contexts are also saved, as long
as they are included in the extended metadata. You can load custom authentication contexts in the extended metadata
using the ssoadm  command.

AuthnContextDeclRef

(Optional) Use this parameter to specify authentication context declaration references. Separate multiple values with pipe

( | ) characters.

AuthLevel

(Optional) Use this parameter to specify the authentication level of the authentication context that AM should use to
authenticate the user.

binding

(Optional) Use this parameter to indicate which binding to use for the operation.

• 

• 

• 

• 
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For example, specify binding=HTTP-POST  to use HTTP POST binding with a self-submitting form. You can also specify 
binding=HTTP-Artifact .

Destination

(Optional) Use this parameter to specify a URI Reference indicating the address to which the request is sent.

ForceAuthn

(Optional) When set to true  the identity provider should force authentication.

When false, the IDP can reuse existing security contexts.

isPassive

(Optional) When set to true  the identity provider authenticates passively.

NameIDFormat

(Optional) Use this parameter to specify a SAML Name Identifier format identifier.

For example, urn:oasis:names:tc:SAML:2.0:nameid-format:persistent , or urn:oasis:names:tc:SAML:2.0:nameid-
format:transient .

RelayState

(Optional) Use this parameter to specify where to redirect the user when the process is complete. Make sure you URL-
encode the value.

For example, RelayState=https%3A%2F%2Fforgerock.com  takes the user to https://forgerock.com .

To ensure the redirect is permitted, add the URL to the RelayState URL List . For details of this setting, see the 
Reference section.

RelayStateAlias

(Optional) Use this parameter to specify the parameter to use as the RelayState .

For example, the query string target=http%3A%2F%2Fforgerock.com&RelayStateAlias=target , is the same as 
RelayState=http%3A%2F%2Fforgerock.com .

reqBinding

(Optional) Use this parameter to indicate the binding to use for the authentication request.

Valid values in include urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect  (default) and 
urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST .

lightbulb_2
Configure the org.forgerock.openam.saml2.authenticatorlookup.skewAllowance  advanced property to
specify the maximum permissible time since authentication by the IDP. See SAML v2.0 advanced properties.

Tip
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sunamcompositeadvice

(Optional) Use this parameter to specify a URL-encoded XML blob that specifies the authentication level advice.

For example, the following XML indicates a requested authentication level of 1. Notice the required :  before the 1 :

<Advice>
  <AttributeValuePair>
    <Attribute name="AuthLevelConditionAdvice"/>
    <Value>/:1</Value>
  </AttributeValuePair>
</Advice>

SP-initiated SLO JSP

spSingleLogoutInit.jsp

Used to initiate single logout from the SP.

Also mapped to the endpoint SPSloInit  under the context root.

URLs:

https://www.sp.com:8443/openam/saml2/jsp/spSingleLogoutInit.jsp

https://www.sp.com:8443/openam/SPSloInit

Example:

The following URL initiates single logout from the service provider side, using the HTTP redirect method, leaving the user
at http://forgerock.com :

https://www.sp.com:8443/openam/saml2/jsp/spSingleLogoutInit.jsp
?binding=urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect
&RelayState=http%3A%2F%2Fforgerock.com

binding

(Required) Use this parameter to indicate which binding to use for the operation. The full, long name format is required for
this parameter to work.

For example, specify binding=urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST  to use HTTP POST binding with a
self-submitting form, rather than the default HTTP redirect binding. You can also specify 
binding=urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact .

idpEntityID

(Required for Fedlets) Use this parameter to indicate the remote identity provider. If the binding  property is not set, then
AM uses this parameter to find the default binding. Make sure you URL-encode the value.

For example, specify idpEntityID=https://www.idp.com:8443/openam  as 
idpEntityID=https%3A%2F%2Fwww.idp.com%3A8443%2Fopenam .

• 

• 

• 
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NameIDValue

(Required for Fedlets) Use this parameter to indicate the SAML Name Identifier for the user.

SessionIndex

(Required for Fedlets) Use this parameter to indicate the sessionIndex  of the user session to terminate.

Consent

(Optional) Use this parameter to specify a URI that is a SAML Consent Identifier.

Destination

(Optional) Use this parameter to specify a URI Reference indicating the address to which the request is sent.

Extension

(Optional) Use this parameter to specify a list of extensions as string objects.

goto

(Optional) Use this parameter to specify where to redirect the user when the process is complete.

The RelayState  parameter takes precedence over this parameter.

RelayState

(Optional) Use this parameter to specify where to redirect the user when the process is complete. Make sure you URL-
encode the value.

For example, RelayState=https%3A%2F%2Fforgerock.com  takes the user to https://forgerock.com .

To ensure the redirect is permitted, add the URL to the RelayState URL List . For details of this setting, see the 
Reference section.

spEntityID

(Optional, for Fedlets) Use this parameter to indicate the Fedlet entity ID.

When missing, AM uses the first entity ID in the metadata.

Modify the SSO JSP page to indicate progress

During single sign-on login in standalone mode, AM presents users with a self-submitting form when access has been validated.
This page is otherwise blank.

Perform the steps in the following procedure if you want to present users with something to indicate that the operation is in
progress:

To modify the templates to add feedback that single sign-on is in progress, such as an image, edit the source of the AM
Java Server Page, saml2/jsp/autosubmitaccessrights.jsp , under the file system directory where the AM WAR file has
been unpacked.

When you add an image or other presentation element, make sure that you retain the form and Java code as-is.

1. 
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Unpack the AM-7.4.2.war file.

Overwrite the modified saml2/jsp/autosubmitaccessrights.jsp  file, where you unpacked the .war  file.

Also, include any images referenced in your files.

Pack up your custom version of AM, and then deploy it in your web container.

ECP profile configuration

The SAML v2.0 Enhanced Client or Proxy (ECP) profile is intended for use when accessing services over devices like simple phones,
medical devices, and set-top boxes that lack the capabilities needed to use the more widely used SAML v2.0 Web Browser single
sign-on profile.

The ECP knows which identity provider to contact for the user, and is able to use the reverse SOAP (PAOS) SAML v2.0 binding for
the authentication request and response. The PAOS binding uses HTTP and SOAP headers to pass information about processing
SOAP requests and responses, starting with a PAOS HTTP header that the ECP sends in its initial request to the server. The PAOS
messages continue with a SOAP authentication request in the server’s HTTP response to the ECP’s request for a resource,
followed by a SOAP response in an HTTP request from the ECP.

An enhanced client, such as a browser with a plugin or an extension, can handle these communications on its own. An enhanced
proxy is an HTTP server, such as a WAP gateway, that can support the ECP profile on behalf of client applications.

AM supports the SAML v2.0 ECP profile on the server side for identity providers and service providers. You must build the ECP.

By default, an AM identity provider uses the com.sun.identity.saml2.plugins.DefaultIDPECPSessionMapper  class to find a
user session for requests to the IdP from the ECP. The default session mapper uses AM cookies as it would for any other client
application. If you must change the mapping after writing and installing your own session mapper, you can change the class under
Realms > Realm Name > Applications > Federation > Entity Providers > IdP Name > IDP > Advanced > ECP Configuration.

By default, an AM service provider uses the com.sun.identity.saml2.plugins.ECPIDPFinder  class to return identity providers
from the list under Realms > Realm Name > Applications > Federation > Entity Providers > SP Name > SP > Advanced > ECP
Configuration > Request IDP List. You must populate the list with identity provider entity IDs.

The endpoint for the ECP to contact on the AM service provider is /SPECP  as in https://www.sp.com:8443/openam/SPECP .

The ECP provides two query string parameters to identify the service provider and to specify the URL of the resource to access.

metaAlias

This specifies the service provider, by default, metaAlias=/realm-name/sp , as described in MetaAlias.

RelayState

This specifies the resource the client aims to access, such as RelayState=https%3A%2F%2Fforgerock.org%2Findex.html .
Make sure this parameter is URL-encoded.

For example, to access the service provider followed by the resource at https://forgerock.org/index.html , use 
https://www.sp.com:8443/openam/SPECP?metaAlias=/sp&RelayState=https%3A%2F%2Fforgerock.org%2Findex.html .

2. 

3. 

4. 

info
To ensure the redirect is permitted, add the URL to the RelayState URL List . For details of this setting, see
the Reference section.

Note
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Web or Java agents SSO and SLO

You can use web agents and Java agents in a SAML v2.0 Federation deployment.

Configuring agents to work alongside AM when performing SAML v2.0 single sign-on and single logout involves altering the URLs
the agents use for logging in unauthenticated users, and logging users out.

Use web or Java agents with a SAML v2.0 service provider

This procedure applies when AM is configured as an IDP in one domain, and a web or Java agent protects resources on behalf of a
second AM server, configured as an SP, on a second domain.

Install the web or Java agent, as described in the Web Agents documentation or the Java Agents documentation.

The following steps will guide you to configure the agent through the AM admin UI. If your agent is not using the
centralized configuration mode, make the changes to the noted properties in the configuration file of the agent instead: 
agent.conf  for the web agent or AgentConfiguration.properties  for the Java agent.

When using web agents:

In the AM admin UI of the SP, go to Realms > Realm Name > Applications > Agents > Web > Agent Name > AM
Services.

When using integrated mode SSO:

Set the AM Login URL List property ( com.sun.identity.agents.config.login.url ) to the authentication
chain that contains the SAML2 Authentication Module, or the authentication tree that contains the SAML2
Authentication node. For example:

https://www.sp.com:8443/openam/XUI/#login/&service=mySAMLTree

When using standalone mode SSO:

Set the AM Login URL List property ( com.sun.identity.agents.config.login.url ) to the URL of the SP-
initiated SSO JSP file, including the parameters necessary for initiating SSO. For example:

https://www.sp.com:8443/openam/saml2/jsp/spSSOInit.jsp
?metaAlias=/sp
&idpEntityID=https%3A%2F%2Fwww.idp.com%3A8443%2Fopenam

Add the URL of the SP-initiated SLO JSP file to the AM Logout URL property
( com.sun.identity.agents.config.logout.url ). For example:

https://www.sp.com:8443/openam/saml2/jsp/spSingleLogoutInit.jsp
?binding=urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect
&RelayState=http%3A%2F%2Fwww.sp.com

Save your changes.

Set the Enable Custom Login Mode ( org.forgerock.openam.agents.config.allow.custom.login ) property to 1 .

1. 

2. 

◦ 

◦ 

▪ 

◦ 

▪ 

▪ 

◦ 

3. 
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Disable the Invalidate Logout Session property ( org.forgerock.agents.config.logout.session.invalidate  set to 
false ).

When using Java agents:

In the AM admin UI of the SP, go to Realms > Realm Name > Applications > Agents > Java > Agent Name > AM
Services.

When using integrated mode SSO:

Set the AM Login URL List property ( com.sun.identity.agents.config.login.url ) to the authentication
chain that contains the SAML2 Authentication Module, or the authentication tree that contains the SAML2
Authentication node. For example:

https://www.sp.com:8443/openam/XUI/#login/&service=mySAMLTree

When using standalone mode SSO:

Set the AM Login URL List property ( com.sun.identity.agents.config.login.url ) to the URL of the SP-
initiated SSO JSP file, including the parameters necessary for initiating SSO. For example:

https://www.sp.com:8443/openam/saml2/jsp/spSSOInit.jsp
?metaAlias=/sp
&idpEntityID=https%3A%2F%2Fwww.idp.com%3A8443%2Fopenam

Add the URL of the SP-initiated SLO JSP file to the AM Logout URL property
( com.sun.identity.agents.config.logout.url ). For example:

https://www.sp.com:8443/openam/saml2/jsp/spSingleLogoutInit.jsp
?binding=urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect
&RelayState=http%3A%2F%2Fwww.sp.com

Enable the Enable Custom Login Mode property (set the 
org.forgerock.openam.agents.config.allow.custom.login  to true ).

Enable the Convert SSO Tokens Into OIDC JWTs property (set the 
org.forgerock.agents.accept.ipdp.cookie.enabled  to true ).

Save your changes.

Federate identities

AM supports linking, or federating, identities between the IdP and the SP.

See the following table for a list of tasks to configure how AM federates identities:

4. 

5. 

◦ 

◦ 

▪ 

◦ 

▪ 

▪ 

◦ 

◦ 

◦ 
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Persistent or transient federation

You can choose to permanently link identities, known as persistent federation. AM lets you configure the service provider to
persistently link identities, based on an attribute value from the identity provider. When you know the user accounts on both the
identity provider and the service provider share a common attribute value, such as an email address or another unique user
identifier, you can use this method to link accounts without user interaction. See Link identities automatically based on an
attribute value.

In some cases, the identity provider can choose to communicate a minimum of information about an authenticated user, with no
user account maintained on the service provider side. This is known as transient federation.

Transient federation can be useful when the service provider either needs no user-specific account to provide a service, or when
you do not want to retain a user profile on the service provider, but instead, you make authorization decisions based on attribute
values from the identity provider.

In a SAML v2.0 federation where accounts have been persistently linked, authentication is required only on the identity provider
side.

Authentication is required on the service provider side, however, when the service provider is unable to map the identity in the
assertion from the identity provider to a local user account.

This can happen the first time accounts are linked, for example. After which, the persistent identifier establishes the mapping.

Authenticating to the SP may also be required when transient federation is used when linking identities. The service provider
must authenticate the user for every SAML assertion received. This is because the identifier used to link the identities is transient;
it does not provide a repeatable, durable means to link the identities.

Task Resources

Decide whether to permanently link identities
AM lets you choose whether to maintain the link between
federated entities after logout (persistent federation) or to
create a new link each time the user logs in (transient
federation).
Also, learn how to manage persistent federation.

Persistent or transient federation

Link identities automatically
Configure AM to link identities automatically when they exist
in both the IdP and the SP, or to create an account on the SP
when the NameID  that the IdP provides unequivocally
identifies the identity.

Link identities automatically with auto-federation
Create identities automatically with auto-federation

Link identities using the authentication service
Configure AM to link identities when the NameID  that the IdP
provides is not enough to unequivocally identify the identity.

Link identities for authentication

Link identities in the IdP to a single, shared account on the
SP
Configure AM to temporarily link an identity in the IdP to, for
example, the anonymous  user in the SP.

Link identities to a single, shared account

• 

• 
• 

• 

• 
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Enable persistent federation

Both integrated and standalone SAML v2.0 implementations allow you to persistently link accounts.

Before attempting to configure persistent federation, ensure that you have configured AM for SAML v2.0 single sign-on, created
the identity and service providers, and configured a circle of trust. For information on performing those tasks, see Deployment
considerations and Implement SSO and SLO.

If you are using integrated mode SSO with chains:

Go to Realms > Realm Name > Authentication > Modules, and select the module name of your SAML2
authentication module.

In the NameID Format field, specify the value urn:oasis:names:tc:SAML:2.0:nameid-format:persistent .

Save your work.

Initiate single sign-on by accessing a URL that calls an authentication chain that includes the SAML2 module.

For example, https://www.sp.com:8443/openam/XUI/#login/&service=mySAMLChain .

If you are using integrated mode with trees:

Create an authentication tree that contains the SAML2 Authentication node.

If you have not created one yet, see SSO and SLO in Integrated Mode for an example.

In the NameID Format field, specify the value urn:oasis:names:tc:SAML:2.0:nameid-format:persistent .

Save your work.

Initiate single sign-on by accessing a URL that calls an authentication tree that includes the SAML2 node.

For example, https://www.sp.com:8443/openam/XUI/#login/&realm=alpha&service=mySAML2Tree .

info
You can prevent the ability to persistently link accounts on the SP side by setting the spDoNotWriteFederationInfo
property to true , and on the IdP side by setting the idpDisableNameIDPersistence  to true .

Note

1. 

◦ 

◦ 

info
You can also link accounts together using different nameid formats. For example, you could use the 
urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified  value, and receive the IDP user’s e-mail
address in the NameID value. The SP would display the login page to identify the local user account and
persistently link them.

Note

◦ 

◦ 

2. 

◦ 

◦ 

info
You can also link accounts together using different nameid formats. For example, you could use the 
urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified  value, and receive the IDP user’s e-mail
address in the NameID value. The SP would display the login page to identify the local user account and
persistently link them.

Note

◦ 

◦ 
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If you are using standalone mode single sign-on:

Initiate single sign-on with either the spSSOInit.jsp  or idpSSOInit.jsp  JSP page, including 
NameIDFormat=urn:oasis:names:tc:SAML:2.0:nameid-format:persistent  as a query parameter.

For example, to initiate single sign-on from the service provider, access a URL similar to the following:

https://www.sp.com:8443/openam/saml2/jsp/spSSOInit.jsp
?idpEntityID=https%3A%2F%2Fwww.idp.com%3A8443%2Fopenam
&metaAlias=/sp
&NameIDFormat=urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

To initiate single sign-on from AM acting as the identity provider, access a URL similar to the following:

https://www.idp.com:8443/openam/saml2/jsp/idpSSOInit.jsp
?spEntityID=https%3A%2F%2Fwww.sp.com%3A8443%2Fopenam
&metaAlias=/idp
&NameIDFormat=urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

To test your work:

Authenticate to the IDP as the user you want to persistently link.

On success, you will be redirected to the SP.

Authenticate to the SP as the local user to link with.

The accounts are persistently linked, with persistent identifiers stored in the user’s profile on both the IDP and the
SP.

Subsequent attempts to access the SP will only require that the user authenticates to the IDP, as the identities are
now permanently linked.

Enable transient federation

Both integrated and standalone SAML v2.0 implementations allow you to temporarily link accounts.

3. 

◦ 

4. 

◦ 

lightbulb_2
If there was no login page displayed at the SP, you might have enabled auto-federation, or AM was able
to find a link between the two identities without requiring authentication at the SP.
To ensure there are no existing links, create a new identity in the IDP, and initiate single sign-on again,
authenticating to the IDP as the new user.

Tip

◦ 

info
You can prevent the ability to persistently link accounts on the SP side by setting the 
spDoNotWriteFederationInfo  property to true , and on the IDP side by setting the 
idpDisableNameIDPersistence  to true .

Note
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Before attempting to configure transient federation, ensure that you have configured AM for SAML v2.0, created the identity and
service providers, and configured a circle of trust. You must also have configured AM to support single sign-on. For information
on performing those tasks, see Deployment considerations and Implement SSO and SLO.

If you are using integrated mode SSO with chains:

Go to Realms > Realm Name > Authentication > Modules, and then select the module name of your SAML2
authentication module.

In the NameID Format field, specify the value urn:oasis:names:tc:SAML:2.0:nameid-format:transient .

Save your work.

Initiate single sign-on by accessing a URL that calls an authentication chain that includes the SAML2 module.

For example, https://www.sp.com:8443/openam/XUI/#login/&service=mySAMLChain .

If you are using integrated mode SSO with chains:

Go to Realms > Realm Name > Authentication > Modules, and then select the module name of your SAML2
authentication module.

In the NameID Format field, specify the value urn:oasis:names:tc:SAML:2.0:nameid-format:transient .

Save your work.

Initiate single sign-on by accessing a URL that calls an authentication chain that includes the SAML2 module.

For example, https://www.sp.com:8443/openam/XUI/#login/&service=mySAMLChain .

If you are using integrated mode SSO with trees:

Create an authentication tree that contains the SAML2 Authentication node.

If you have not created one yet, see SSO and SLO in integrated mode for an example.

In the NameID Format field, specify the value urn:oasis:names:tc:SAML:2.0:nameid-format:transient .

Save your work.

Initiate single sign-on by accessing a URL that calls an authentication tree that includes the SAML v2.0 node:

For example, https://www.sp.com:8443/openam/XUI/#login/&realm=alpha&service=mySAMLTree .

If you are using standalone mode SSO:

Initiate single sign-on with either the spSSOInit.jsp  or idpSSOInit.jsp  JSP page, including 
NameIDFormat=urn:oasis:names:tc:SAML:2.0:nameid-format:transient  as a query parameter.

For example, to initiate single sign-on from the service provider, access a URL similar to the following:

https://www.sp.com:8443/openam/saml2/jsp/spSSOInit.jsp
?idpEntityID=https%3A%2F%2Fwww.idp.com%3A8443%2Fopenam
&metaAlias=/sp
&NameIDFormat=urn:oasis:names:tc:SAML:2.0:nameid-format:transient

1. 

◦ 

◦ 

◦ 

◦ 

2. 

◦ 

◦ 

◦ 

◦ 

3. 

◦ 

◦ 

◦ 

◦ 

4. 

◦ 
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To initiate single sign-on from the identity provider, access a URL similar to the following:

https://www.idp.com:8443/openam/saml2/jsp/idpSSOInit.jsp
?spEntityID=https%3A%2F%2Fwww.sp.com%3A8443%2Fopenam
&metaAlias=/idp
&NameIDFormat=urn:oasis:names:tc:SAML:2.0:nameid-format:transient

To test your work:

Authenticate to the IDP as the user you want to temporarily link.

On success, you will be redirected to the SP.

Authenticate to the SP as the local user.

The accounts are only linked temporarily, for the duration of the session. Once the user logs out, the accounts are
no longer linked.

Nothing is written in the user’s profile on either the identity provider and the service provider.

Subsequent attempts to access the SP will require that the user authenticates to the IDP AND the SP (assuming no
existing session exists), as the identities are not linked.

Federation for persistently linked accounts

The SAML v2.0 Name Identifier management profile lets you change a persistent identifier that has been set to federate accounts,
and terminate federation for an account.

When user accounts are stored in an LDAP directory server, name identifier information is stored on the sun-fm-saml2-nameid-
info  and sun-fm-saml2-nameid-infokey  attributes of a user’s entry. (To configure these attribute types, in the AM admin UI, go
to Configure > Global Services > SAMLv2 Service Configuration.)

AM provides a pair of JSP files for managing persistently linked accounts; idpMNIRequestInit.jsp  for initiating changes from the
IDP side, and spMNIRequestInit.jsp  for initiating changes from the SP side.

The JSP parameters are listed below. When setting parameters in the JSPs, make sure the parameter values are correctly URL-
encoded.

spEntityID

(Required) Use this parameter to indicate the remote service provider. Make sure you URL-encode the value. For example,
specify spEntityID=https://www.sp.com:8443/openam  as spEntityID=https%3A%2F%2Fwww.sp.com%3A8443%2Fopenam .

metaAlias

(Required) Use this parameter to specify the local alias for the provider; such as, metaAlias=/myRealm/idp . This
parameter takes the format /realm-name/provider-name  as described in MetaAlias.

You do not repeat the slash for the Top Level Realm; for example, metaAlias=/idp .

requestType

(Required) Type of manage name ID request, either NewID  to change the ID, or Terminate  to remove the information
that links the accounts on the identity provider and service provider.

5. 

◦ 

◦ 
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SPProvidedID

(Required if requestType=NewID ) Name identifier in use as described above.

affiliationID

(Optional) Use this parameter to specify a SAML affiliation identifier.

binding

(Optional) Use this parameter to indicate which binding to use for the operation. The full, long name format is required for
this parameter to work.

The value must be one of the following:

urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST

urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect

urn:oasis:names:tc:SAML:2.0:bindings:SOAP

relayState

(Optional) Use this parameter to specify where to redirect the user when the process is complete. Make sure you
URL-encode the value. For example, relayState=http%3A%2F%2Fforgerock.com  takes the user to http://
forgerock.com .

idpEntityID

(Required) Use this parameter to indicate the remote identity provider. Make sure you URL-encode the value. For example,
specify idpEntityID=https://www.idp.com:8443/openam  as 
idpEntityID=https%3A%2F%2Fwww.idp.com%3A8443%2Fopenam .

metaAlias

(Required) Use this parameter to specify the local alias for the provider; such as, metaAlias=/myRealm/sp . This parameter
takes the format /realm-name/provider-name  as described in MetaAlias. You do not repeat the slash for the Top Level
Realm, metaAlias=/sp .

requestType

(Required) Type of manage name ID request, either NewID  to change the ID, or Terminate  to remove the information
that links the accounts on the identity provider and service provider.

IDPProvidedID

(Required if requestType=NewID ) Name identifier in use as described above.

affiliationID

(Optional) Use this parameter to specify a SAML affiliation identifier.

• 

• 

• 
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binding

(Optional) Use this parameter to indicate which binding to use for the operation. The full, long name format is required for
this parameter to work.

The value must be one of the following:

urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST

urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect

urn:oasis:names:tc:SAML:2.0:bindings:SOAP

relayState

(Optional) Use this parameter to specify where to redirect the user when the process is complete. Make sure you
URL-encode the value. For example, relayState=http%3A%2F%2Fforgerock.com  takes the user to http://
forgerock.com .

Change federation of persistently linked accounts

Retrieve the name identifier value, used to manage the federation in the second step.

You can retrieve the name identifier value on the IDP side by checking the value of the sun-fm-saml2-nameid-
infokey  property.

For example, if the user’s entry in the directory shows:

sun-fm-saml2-nameid-infokey:
  https://www.idp.com:8443/openam|
  https://www.sp.com:8443/openam|
  XyfFEsr6Vixbnt0BSqIglLFMGjR2

Then, the name identifier on the IDP side is XyfFEsr6Vixbnt0BSqIglLFMGjR2 .

You can retrieve the name identifier value on the SP side by checking the value of sun-fm-saml2-nameid-info . For
example, if the user’s entry in the directory shows the following:

sun-fm-saml2-nameid-info: https://www.sp.com:8443/openam|
  https://www.idp.com:8443/openam|
  ATo9TSA9Y2Ln7DDrAdO3HFfH5jKD|
  https://www.idp.com:8443/openam|
  urn:oasis:names:tc:SAML:2.0:nameid-format:persistent|
  9B1OPy3m0ejv3fZYhlqxXmiGD24c|
  https://www.sp.com:8443/openam|
  SPRole|
  false

Then, the name identifier on the SP side is 9B1OPy3m0ejv3fZYhlqxXmiGD24c .

Use the identifier to initiate a change request, as in the following examples:

To initiate a change request from the service provider, use a URL similar to the following example:

• 

• 

• 

1. 

1. 

2. 

1. 

1. 
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https://www.sp.com:8443/openam/saml2/jsp/spMNIRequestInit.jsp
?idpEntityID=https%3A%2F%2Fwww.idp.com%3A8443%2Fopenam
&metaAlias=/sp
&requestType=NewID
&IDPProvidedID=XyfFEsr6Vixbnt0BSqIglLFMGjR2

You can substitute openam/SPMniInit  for openam/saml2/jsp/spMNIRequestInit.jsp .

To initiate a change request from the identity provider, use a URL similar to the following example:

https://www.idp.com:8443/openam/saml2/jsp/idpMNIRequestInit.jsp
?spEntityID=https%3A%2F%2Fwww.sp.com%3A8443%2Fopenam
&metaAlias=/idp
&requestType=NewID
&SPProvidedID=9B1OPy3m0ejv3fZYhlqxXmiGD24c

You can substitute openam/IDPMniInit  for openam/saml2/jsp/idpMNIRequestInit.jsp

Terminate federation of persistently linked accounts

AM lets you terminate account federation, where the accounts have been linked with a persistent identifier, as described in To
Enable Persistent Federation.

The examples below work in an environment where the identity provider is www.idp.example  and the service provider is 
www.sp.example . Both providers have deployed AM on port 8443 under deployment URI /openam .

To initiate the process of terminating account federation from the service provider, access the following URL with at least
the query parameters shown:

https://www.sp.com:8443/openam/saml2/jsp/spMNIRequestInit.jsp
?idpEntityID=https%3A%2F%2Fwww.idp.com%3A8443%2Fopenam
&metaAlias=/sp
&requestType=Terminate

To initiate the process of terminating account federation from the identity provider, access the following URL with at least
the query parameters shown:

https://www.idp.com:8443/openam/saml2/jsp/idpMNIRequestInit.jsp
?spEntityID=https%3A%2F%2Fwww.sp.com%3A8443%2Fopenam
&metaAlias=/idp
&requestType=Terminate

Link identities automatically with auto-federation

AM lets you configure the service provider to automatically link identities based on an attribute value in the assertion returned
from the identity provider, known as auto-federation.

2. 

1. 

2. 
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When you know the user accounts on both the identity provider and the service provider share a common attribute value, such
as an email address or other unique user identifier, you can configure AM to map the attributes to each other, and link identities,
without the user having to authenticate to the SP.

Link identities automatically based on an attribute value

This procedure demonstrates how to automatically link identities based on an attribute value that is the same in both accounts.

Before attempting to configure auto-federation, ensure that you have configured AM for SAML v2.0, created the identity and
service providers, and configured a circle of trust. You must also have configured AM to support single sign-on. For information
on performing those tasks, see Deployment considerations and Implement SSO and SLO.

Perform the following steps on the hosted IdP(s), and again on the hosted SP(s):

Go to Realms > Realm Name > Applications > Federation > Entity Providers, and click on the name of the hosted
provider.

AM only displays the configuration of a single role. Click on the labels to select the role view:

On the hosted IDP:

Go to the Assertion Processing tab.

Review the Attribute Map configuration. If the attributes you want to use to link the accounts on the IDP and the
SP are not in the map already, add them.

The IDP will send these attributes in the assertion, and the SP will then map them using its own attribute map.

The user profile attributes used here must both be allowed in user profiles, and also be specified for the identity
repository.

See Adding User Profile Attributes, for instructions on allowing additional attributes in user profiles.

To see the profile attributes available for an LDAP identity repository, log in to the AM admin UI, and go to Realms > 
Realm Name > Identity Stores > User Configuration. Check the LDAP User Attributes list.

The default IDP mapping implementation allows you to add static values in addition to values taken from the user

profile. You add a static value by enclosing the profile attribute name in double quotes ( " ), as in the following
example:

1. 

1. 

◦ 

◦ 
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Save your work.

On the hosted SP:

Go to the Assertion Processing tab.

Review the Attribute Map configuration, and ensure that the attribute mappings you created on the IDP are
represented in the map.

The value of Key is a SAML attribute sent in an assertion, and the value of Value is a property in the user’s session,
or an attribute of the user’s profile.

By default, the SP maps the SAML attributes it receives to equivalent-named session properties. However, when the
SP is configured to create identities during autofederation and the identity does not exist yet, the SP maps the
SAML attributes to their equivalents in the newly-created user profile.

The special mapping Key: *, Value: *  means that the SP maps each attribute it receives in the assertion to
equivalent-named properties or attributes. For example, if the SP receives mail  and firstname  in the assertion, it
maps them to mail  and firstname  respectively.

Remove the special mapping and add key pairs to the map if:

(During autofederation) The attributes in the IdP’s and the SP’s identity stores do not match.

You need control over the names of the session properties.

You need control over which attributes the SP should map, because the IdP adds too many to the assertion.

For example, if the the SAML attribute is firstname  and you want the SP to map it to a session property/user
profile attribute called cn , create a mapping similar to Key: firstname, Value: cn .

Enable Auto Federation. In the Attribute property, enter the SAML attribute name that the SP will use to link
accounts, as configured in the Attribute Map.

Save your work.

To test your work, initiate single sign-on; for example, as described in IDP-Initiated SSO JSP.

Authenticate to the IDP as the demo  user. Attempt to access the SP, and you will notice that the user has a session, and
can access their profile page on the SP without having to authenticate again.

◦ 

2. 

◦ 

◦ 

▪ 

▪ 

▪ 

◦ 

◦ 

3. 
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Create identities automatically with auto-federation

On occasion, there may not yet be an identity to link with on the SP. For example, if it is the first time a user is attempting to
access the service, and they do not have an account in the SP identity store.

You can configure AM to dynamically create an account for the user in the SP identity store, using the values in the assertion as
profile properties, as defined in the attribute mappings.

Create and link identities based on attribute values

Before attempting to configure auto-federation to create identities based on attribute values, ensure that you have configured
AM for SAML v2.0, created the identity and service providers, and configured a circle of trust. You must also have configured AM
to support single sign-on. For information on performing those tasks, see Deployment considerations and Implement SSO and
SLO.

The following steps demonstrate how to dynamically create missing accounts on the SP:

Go to Realms > Realm Name > Applications > Federation > Entity Providers, and click on the name of the hosted
provider.

AM only displays the configuration of a single role. Click on the labels to select the role view:

On the hosted IdP:

Go to the Assertion Processing tab.

Review the Attribute Map configuration. If the attributes you want to populate when creating the new user are not
in the map already, add them.

The IdP will send these attributes in the assertion, and the SP will then map them using its own attribute map.

The user profile attributes used here must both be allowed in user profiles, and also be specified for the identity
repository.

See Adding User Profile Attributes, for instructions on allowing additional attributes in user profiles.

To see the profile attributes available for an LDAP identity repository, log in to the AM admin UI, and go to Realms > 
Realm Name > Identity Stores > User Configuration. Check the LDAP User Attributes list.

The default IDP mapping implementation allows you to add static values in addition to values taken from the user

profile. You add a static value by enclosing the profile attribute name in double quotes ( " ), as in the following
example:

1. 

2. 

◦ 

◦ 
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Save your work.

On the hosted SP:

Go to the Assertion Processing tab.

Review the Attribute Map configuration, and ensure that the attribute mappings on the IDP are represented in the
map.

The value of Key is a SAML attribute sent in an assertion, and the value of Value is a property in the user’s session,
or an attribute of the user’s profile.

By default, the SP maps the SAML attributes it receives to equivalent-named session properties. However, when the
SP is configured to create identities during autofederation and the identity does not exist yet, the SP maps the
SAML attributes to their equivalents in the newly-created user profile.

The special mapping Key: *, Value: *  means that the SP maps each attribute it receives in the assertion to
equivalent-named properties or attributes. For example, if the SP receives mail  and firstname  in the assertion, it
maps them to mail  and firstname  respectively.

Remove the special mapping and add key pairs to the map if:

(During autofederation) The attributes in the IdP’s and the SP’s identity stores do not match.

You need control over the names of the session properties.

You need control over which attributes the SP should map, because the IdP adds too many to the assertion.

For example, if the the SAML attribute is firstname  and you want the SP to map it to a session property/user
profile attribute called cn , create a mapping similar to Key: firstname, Value: cn .

Enable auto-federation.

In the attribute property, enter the SAML attribute name that the SP will use to link accounts, as configured in the 
Attribute Map.

Save your work.

◦ 

3. 

◦ 

◦ 

▪ 

▪ 

▪ 

◦ 

lightbulb_2
The value of the named attribute is used as the username of the created user when auto-federation is
enabled.

Tip
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Go to Realms > Realm Name > Authentication > Settings.

On the User Profile tab, in the User Profile field, select Dynamic or Dynamic with User Alias.

For more information the user profile property, see User Profile.

Save your work.

To test your work:

Create a new user on the identity provider, including values for any attributes you mapped in the providers.

Log out of the AM admin UI, and initiate SSO; for example, as described in IDP-Initiated SSO JSP.

Authenticate as the new user you created in the IDP.

On success, check https://www.sp.com:8443/openam/XUI/#profile/details  to see the new user account
created on the SP, and the attributes that were copied from the assertion.

Link identities for authentication

Identity providers and service providers must be able to communicate about users. Yet, in some cases, the identity provider
chooses to communicate a minimum of information about an authenticated user; for example, a generated, opaque NameID  that
cannot directly be used to locate to an identity in the SP identity store.

AM can use these pseudonym identifiers for establishing links between otherwise unrelated accounts, by requiring that the user
authenticates to the SP using a linking authentication mechanism.

The following list describes the sequence of events that occurs the first time a user attempts to authenticate to the AM service
provider:

Accessing the service provider.

A user attempts to access a service and is redirected to the AM server acting as the service provider, specifying the SAML
v2.0 service in the login URL. For example:

An authentication chain containing the SAML2 Authentication Module.

For example, https://www.sp.com:8443/openam/XUI/#login/&service=spSAMLChain .

An authentication tree containing the SAML2 Authentication node.

For example, https://www.sp.com:8443/openam/XUI/#login/&service=spSAMLTree .

Authentication at the identity provider.

AM redirects the user to the identity provider. The user authenticates successfully at the identity provider. The identity
provider returns a SAML assertion to the SP.

Service provider attempts to access a federated identity.

AM attempts to locate the identity in its own user store. No link between the IdP identity and a local one is found.

Invocation of the linking chain, or equivalent authentication node(s).

◦ 

◦ 

◦ 
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As no link is found, AM does one of the following:

(Authentication chains) Invokes a linking authentication chain to determine which local user account to use.

(Authentication trees) Goes through a path in the authentication tree that lets the user authenticate on the SP.

Identity federation.

After successful authentication at the SP, AM then writes the name ID from the assertion into the local user’s profile,
creating a permanent link between the two identities.

For more information on creating permanent links between identities, see Persistent or transient federation

For an example of an authentication tree that links identities, see SSO and SLO in Integrated Mode.

The following list describes the sequence of events that occurs during subsequent authentication attempts, after the user’s
identities on the identity and service providers have been federated:

Accessing the service provider.

A returning user attempts to access their service and is redirected to the AM server acting as the service provider. Their
login URL specifies the SAML v2.0 login service. For example:

An authentication chain containing the SAML2 Authentication Module.

For example, https://www.sp.com:8443/openam/XUI/#login/&service=spSAMLChain .

An authentication tree containing the SAML2 Authentication node and the Write Federation Information node
.

For example, https://www.sp.com:8443/openam/XUI/#login/&service=spSAMLTree .

Authentication at the identity provider.

AM redirects the user to the identity provider, and the user authenticates successfully at the identity provider. The identity
provider returns a SAML assertion to the SP.

Service provider attempts to access a federated identity.

AM attempts to locate the name ID in its user store. The search for the name ID succeeds.

As there is a match, the user does not need to log in to the SP, and is given access to the service.

Configure authentication mechanisms to link accounts

To configure AM to link accounts, see the following options:

Link identities by using a linking authentication chain

This procedure demonstrates how to link identities by using a linking authentication chain on the SP to identify the local user.

Before attempting to configure a linking authentication chain, ensure that you have configured AM for SAML v2.0, created the
identity and service providers, and configured a circle of trust. You must also have configured AM to support single sign-on. For
information on performing those tasks, see Deployment considerations and Implement SSO and SLO.

On the hosted service provider, log in to the AM admin UI.

◦ 

◦ 
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Create an authentication chain; for example, named myLinkingChain .

This chain is used to identify the user account in the SP to link to the account in the IdP. The chain can use any of the
available methods for authentication as required; for example, multi-factor authentication.

For more information on creating authentication chains, see Configure AM for authentication.

If you are using integrated mode SSO:

Go to Realms > Realm Name > Authentication > Modules, and then select the module name of your SAML2
authentication module.

In the Linking Authentication Chain field, enter the name of the authentication chain you created earlier; for
example, myLinkingChain .

Save your work.

If you are using standalone mode SSO:

Go to Realms > Realm Name > Authentication > Settings > Core.

In the Organization Authentication Configuration property, select the authentication chain you created earlier; for
example, myLinkingChain .

Save your work.

For more information on setting the default chain for a realm, see Configure sensible default authentication
services.

To test your work, initiate single sign-on; for example, as described in SP-initiated SSO JSP.

Authenticate to the IdP as the demo  user. You will then be redirected to the SP and asked to authenticate using the linking
authentication chain specified. If persistent linking is enabled (the default), then initiating single sign-on a second time will
require authentication only to the IdP.

Link accounts using authentication trees (standalone AM)

If you are not using auto-federation, perform the steps in this procedure to configure a tree similar to the following to link
accounts persistently:

Add a SAML2 Authentication node.

2. 

3. 
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Integrated mode is SP SSO-initiated only, and SLO is not supported.

Ensure that the NameID Format specified is persistent .

The node processes the assertion, makes its contents available to the authentication tree’s state in the userInfo  object,
and tries to map the assertion’s nameID using the uid  mapping in the SP’s assertion map.

If the node finds a match, the tree continues through the Account Exists  output. Otherwise, the tree continues through
the No Account Exists  output.

On the No Account Exists  outcome, configure nodes to authenticate the user to the SP.

Add a Write Federation Information node.

Link accounts persistently

If you are not using auto-federation, perform the steps in this procedure to configure a tree similar to the following to link
accounts persistently:

Add a SAML2 Authentication node.

Integrated mode is SP SSO-initiated only, and SLO is not supported.

Ensure that the NameID Format specified is persistent .

The node processes the assertion, makes its contents available to the authentication tree’s state in the userInfo  object,
and tries to map the assertion’s nameID using the uid  mapping in the SP’s assertion map.

If the node finds a match, the tree continues through the Account Exists  output. Otherwise, the tree continues through
the No Account Exists  output.

Note that the attribute the node uses to map the nameID is not configurable, and this example adds nodes to process the 
userInfo  object and match its contents to the managed user’s schema instead.

Add a Scripted Decision node to copy the information from the assertion to the authentication tree’s shared state.

2. 

3. 

1. 
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if (nodeState.get("userInfo")) {
  if (nodeState.get("objectAttributes")) {
    nodeState.remove("objectAttributes");
  }
  var userName=null,sn=null,mail=null;

  try {
    var attribs = nodeState.get("userInfo")["attributes"];

    userName=attribs["uid"][0];
    sn=attribs["sn"][0];
    mail=attribs["mail"][0];

  } catch (e) {
    logger.error("Error getting userInfo: " + e);
  }
  nodeState.putShared("objectAttributes", {"userName":userName,"sn":sn,"mail":mail});
}
action.goTo("true");

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

if (nodeState.get("userInfo")) {
  if (nodeState.get("objectAttributes")) {
    nodeState.remove("objectAttributes");
  }
  var userName=null,sn=null,mail=null;

  try {
    var attribs = nodeState.get("userInfo").get("attributes");

    userName=attribs.get("uid").get(0).asString();
    sn=attribs.get("sn").get(0).asString();
    mail=attribs.get("mail").get(0).asString();

  } catch (e) {
    logger.error("Error getting userInfo: " + e);
  }
  nodeState.putShared("objectAttributes", {"userName":userName,"sn":sn,"mail":mail});
}
action = fr.Action.goTo("true").build();

For more information, see Scripted decision node API.

Add an Identify Existing User node to search the user with the appropriate attribute.

For example, userName .

Next-generation

Legacy

3. 
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Authenticate the user to the SP.

Add the Write Federation Information node to the successful outcome of the authentication process to create the link
between the accounts.

If a transient link exists, it will be converted into a persistent one.

Link identities to a single, shared account

You temporarily map identities on the identity provider to a single account on the service provider; for example, the anonymous
account, in order to exchange attributes about the user without a user-specific account on the service provider.

This approach can be useful when the service provider either needs no user-specific account to provide a service, or when you
don’t want to create or retain identity data on the service provider, but instead you make authorization decisions based on
attribute values from the identity provider.

Link identities to a service provider account

The following steps demonstrate how to auto-federate using a single user account on the service provider.

Before attempting these steps, ensure that you have configured AM for SAML v2.0, created the identity and service providers, and
configured a circle of trust. You must also have configured AM to support single sign-on. For information on performing those
tasks, see Deployment considerations and Implement SSO and SLO.

On the hosted identity provider:

In the AM admin UI, go to Realms > Realm Name > Applications > Federation > Entity Providers > Hosted Identity
Provider Name.

On the Assertion Processing tab, if the attributes you want to access from the SP are not yet included in the 
Attribute Map property, add the attribute mappings.

Enter attribute map values using the following format: SAML Attribute Name=Profile Attribute Name .

Save your work.

On the hosted service provider:

In the AM admin UI, go to Realms > Realm Name > Applications > Federation > Entity Providers > Hosted Service
Provider Name.

On the Assertion Processing tab, if the attributes you want to access from the IdP are not yet included in the
Attribute Map property, add the attribute mappings.

Enter attribute map values using the following format: SAML Attribute Name=Profile Attribute Name .

Ensure that the Auto Federation property is not selected.

4. 

5. 

1. 

◦ 

◦ 

◦ 

2. 

◦ 

◦ 

lightbulb_2
You can use a special wildcard mapping of *=* , which maps each attribute in the assertion to an
identically named attribute on the SP, using the relevant value.

Tip
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In the Transient User field, add the account name AM will use to link all identities from the IdP, for example; 
anonymous .

Save your work.

To test your work:

Create a new user on the identity provider, including values for any attributes you mapped in the providers.

Log out of the AM admin UI, and initiate SSO using transient federation; for example, as described in To Enable
Transient Federation.

Authenticate to the IdP as the new user you created.

After successfully authenticating to the IdP, check that the identity is linked to a transient account by performing
the following steps:

In a separate browser or private window, log in to the AM admin UI of the SP.

Go to Realms > Realm Name > Sessions.

Enter the transient user name you configured earlier; for example, anonymous .

You will see one or more sessions of users who have initiated single sign-on and been temporarily linked to
the transient user account.

Link identities in bulk

If you manage both the identity provider and service provider, you can link accounts in bulk by using the ssoadm  bulk federation
commands.

Before you can run the bulk federation commands, first establish the relationship between accounts, set up the providers as
described in Configure IdPs, SPs, and CoTs, and install the ssoadm  tool. See Set up administration tools.

To understand the relationships between accounts, consider an example where the identity provider is at www.idp.com  and the
service provider is at www.sp.com . A demo user account has the Universal ID id=demo,ou=user,dc=idp,dc=com  on the identity
provider. That maps to the Universal ID id=demo,ou=user,dc=sp,dc=com  on the service provider.

The ssoadm  command requires a file that maps local user IDs to remote user IDs, one per line, separated by the vertical bar ( | )
character. Each line of the file appears as follows:

local-user-ID|remote-user-ID

In the example, starting on the service provider side, the line for the demo user reads as follows:

id=demo,ou=user,dc=sp,dc=com|id=demo,ou=user,dc=idp,dc=com

All the user accounts mapped in your file must exist at the identity provider and the service provider when you run the
commands to link them.

Link the accounts using the ssoadm  bulk federation commands:

Prepare the data with the ssoadm do-bulk-federation  command.

The following example starts on the service provider side:

◦ 
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$ cat /tmp/user-map.txt
id=demo,ou=user,dc=sp,dc=com\|id=demo,ou=user,dc=idp,dc=com
$ ssoadm do-bulk-federation \
  --metaalias /sp \
  --remoteentityid https://www.idp.com:8443/openam \
  --useridmapping /tmp/user-map.txt \
  --nameidmapping /tmp/name-map.txt \
  --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
  --password-file /tmp/pwd.txt \
  --spec saml2
Bulk Federation for this host was completed.
To complete the federation, name Id mapping file should be loaded to remote provider.

Copy the name ID mapping output file to the other provider:

$ scp /tmp/name-map.txt openam@www.idp.com:/tmp/name-map.txt
openam@www.idp.com’s password: **
name-map.txt 100% 177 0.2KB/s 00:00

Import the name ID mapping file with the ssoadm import-bulk-fed-data  command.

The following example is performed on the identity provider side:

$ ssoadm import-bulk-fed-data \
  --adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
  --password-file /tmp/pwd.txt \
  --metaalias /idp \
  --bulk-data-file /tmp/name-map.txt
Bulk Federation for this host was completed.

At this point the accounts are linked.

Implement a SAML v2.0 gateway by using Secure Attribute Exchange

Most deployments can rely on AM to handle authentication and provide identity assertions. AM supports a wide variety of
authentication scenarios out of the box, but AM also makes it possible to add custom authentication modules. Furthermore,
IG lets you integrate legacy systems into your access management deployment.

In a deployment where you need AM to act as a SAML v2.0 gateway to a legacy application that serves as an identity provider,
you can use AM Secure Attribute Exchange (SAE). On the identity provider side, SAE lets AM retrieve the information needed
to create assertions from an external authentication service, bypassing AM authentication and trusting the external service
as the authoritative source of authentication. On the service provider side, SAE lets AM securely provide attributes to an
application that makes its own policy decision based on the attributes rather than rely on AM for the policy decision.

2. 
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When you use SAE on the identity provider side, an external application acts as the authoritative source of authentication.
After a user authenticates successfully, the application tells AM to create a session by sending a secure HTTP GET or POST to
AM that asserts the identity of the user. AM processes the assertion to create a session for the user. If the user is already
authenticated and comes back to access the application, the application sends a secure HTTP POST to AM to assert both the
user’s identity and also any necessary attributes related to the user. AM processes the assertion to create the session for the
user and populate the attributes in the user’s session. When the user logs out, the external authentication application can
initiate single logout from the identity provider AM server by sending the sun.cmd=logout  attribute to AM using SAE.

On the service provider side, AM communicates using SAML v2.0 with AM on the identity provider side. AM can use SAE to
transmit attributes to an application through a secure HTTP POST.

SAE relies either on shared keys and symmetric encryption, or on public and private keys and asymmetric encryption to
protect attributes communicated between AM and external applications.

AM ships with sample JSPs that demonstrate secure attribute exchange. To try the sample, you must set up an AM circle of
trust to include an identity provider and a service provider, install the SDK sample web application on each provider, and
then configure the providers appropriately as described in this page to secure communications with the sample SAE
applications on both the identity provider and service provider sides.

Install the SAE samples

Set up an AM server as an identity provider, and another as a service provider, connecting the two in a circle of trust called 
samplesaml2cot . Configure both the hosted providers and also the remote providers as described in Configure IdPs, SPs, and
CoTs. This chapter assumes you set up the hosted identity provider at https://www.idp.com:8443/openam  and the hosted
service provider at https://www.sp.com:8443/openam . Make sure federation is working before you add secure attribute
exchange applications that rely on functioning SAML v2.0 communications between the providers.
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The SAE samples are not delivered with Access Management. Instead, you find them with the client SDK samples in openam-
examples/openam-example-clientsdk-war  folder of the openam-public  repo. The SAE samples are under /saml2/sae  where
you install the samples. saeIDPApp.jsp  is the identity provider side external application. saeSPApp.jsp  is the service
provider side external application.

Prepare to secure SAE communications

In order for SAE to be secure, you must both set up a trust relationship between the application on the identity provider side
and the AM server acting as identity provider, and sets up a trust relationship between the application on the service
provider side and the AM server acting as the service provider. These trust relationships can be based on a shared secret and
symmetric encryption, or on public and private key pairs and asymmetric encryption. The trust relationships on either side
are independent. For example, you can use a shared secret on the identity provider side and certificates on the service
provider side if you chose.

When using symmetric encryption, you must define a shared secret string used both for the application and the provider.
The sample uses secret12  as the shared secret. To simplify configuration, the sample uses the same shared secret, and thus
symmetric encryption, for both trust relationships.

When using symmetric encryption, you must also use the encoded version of your shared secret. To get the encoded version
of a shared secret string, use the encode.jsp  page on the provider, as in https://www.idp.com:8443/openam/encode.jsp
and https://www.sp.com:8443/openam/encode.jsp . An encoded version of secret12  looks something like 
AQICEcFhDWmb6sVmMuCJuVh43306HVacDte9 .

When using asymmetric encryption, you must obtain a public-private key pair for the application, and store the keys in a
keystore on the application side. Also store the public key from AM which is acting as the provider in the application’s
keystore. Make note of the certificate aliases for your application’s private key, and for AM’s public key. Also note the path to
the keystore for your application, the keystore password, and the private key password.

Secure the identity provider side

This configuration uses the default sample settings with a shared secret of secret12 , without encryption of the attributes:

Log in as amAdmin  to the AM server console where you set up the hosted identity provider (IdP).

The sample includes a branch  attribute not found in user profiles by default. Therefore, under Realms > Realm Name
> Authentication > Settings > User Profile, set User Profile to Ignored , and save your work.

Under Realms > Realm Name > Applications > Federation > Entity Providers, select the name of the hosted IdP to
access the IDP configuration:

Under Assertion Processing > Attribute Mapper, add both mail=mail  and branch=branch  to the attribute map,
and save your work.

Under Advanced > SAE Configuration, make sure the IDP URL reflects an endpoint on the IDP such as https://
www.idp.com:8443/openam/idpsaehandler/metaAlias/idp , and save your work.

Also under Advanced > SAE Configuration > Application Security Configuration, add the URL value for the kind
of encryption you are using, and save your work.

When using the defaults, the value is something like url=https://www.idp.com:8443/samples/saml2/sae/
saeIDPApp.jsp|type=symmetric|secret=encoded-secret , where the AM SDK sample web application is
deployed on the IDP side with context root /samples  and the encoded-secret is something like 
AQICEcFhDWmb6sVmMuCJuVh43306HVacDte9 .
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If you use a different mechanism to secure the communications between the SAE application and the provider,
read the online help in the console to see how to construct your URL value.

Under Realms > Realm Name > Applications > Federation > Entity Providers, select the name of the remote SP to access
the SP configuration on the IDP side:

Under Assertion Processing > Attribute Mapper, add both mail=mail  and branch=branch  to the attribute map,
and save your work.

Under Advanced > SAE Configuration, make sure the SP URL reflects an endpoint on the SP, such as https://
www.sp.com:8443/openam/spsaehandler/metaAlias/sp , and save your work.

Also under Advanced > SAE Configuration, add the URL to the sample SAE application as the SP Logout URL,
such as https://www.sp.com:8443/samples/saml2/sae/saeSPApp.jsp , and save your work.

Secure the service provider side

This configuration uses the default sample setting of symmetric encryption, with a shared secret of secret12 .

Login as amAdmin  to the AM server console where you set up the hosted service provider (SP):

The sample includes a branch  attribute not found in user profiles by default. Therefore, under Realms > Realm Name
> Authentication > Settings > User Profile, set User Profile to Ignored , and save your work.

Under Realms > Realm Name > Applications > Federation > Entity Providers, select the name of the hosted SP to access
the SP configuration:

Under Assertion Processing > Attribute Mapper, add both mail=mail  and branch=branch  to the attribute map,
and save your work.

Also under Assertion Processing > Attribute Mapper > Auto Federation, select Enabled, set the Attribute to 
mail , and save your work.

Under Advanced > SAE Configuration, make sure the SP URL reflects an endpoint on the SP such as https://
www.sp.com:8443/openam/spsaehandler/metaAlias/sp , and save your work.

Furthermore, under Advanced > SAE Configuration, add the URL to the sample SAE application as the SP Logout
URL such as https://www.sp.com:8443/samples/saml2/sae/saeSPApp.jsp , and save your work.

Also under Advanced > SAE Configuration > Application Security Configuration, add the URL value for the kind
of encryption you are using, and save your work.

When using the defaults, the value is something like url=https://www.sp.com:8443/samples/saml2/sae/
saeSPApp.jsp|type=symmetric|secret=encoded-secret , where the AM SDK sample web application is deployed
on the IDP side with context root /samples  and the encoded-secret is something like 
AQICkX24RbZboAVgr2FG1kWoqRv1zM2a6KEH .

If you use a different mechanism to secure the communications between the SAE application and the provider,
read the online help in the console to see how to construct your URL value.

Try it out

After completing the setup described above, go to the IDP-side SAE application; for example, at https://www.idp.com:8443/
samples/saml2/sae/saeIDPApp.jsp .

4. 

◦ 

◦ 

◦ 

1. 

2. 

◦ 

◦ 

◦ 

◦ 

◦ 
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Make sure you set the SP App URL  and SAE URL on IDP end  to fit your configuration. For example, if you used the settings
above, use the following values:

SP App URL

https://www.sp.com:8443/samples/saml2/sae/saeSPApp.jsp

SAE URL on IDP end

https://www.idp.com:8443/openam/idpsaehandler/metaAlias/idp

Check the settings, and select Generate URL to open the Secure Attributes Exchange IDP APP SAMPLE page.

Select the ssourl  link to start the exchange.

The resulting web page shows the attributes exchanged, including the mail and branch values used. The text of that page is
something like the following:

SAE SP APP SAMPLE

Secure Attrs :
mail            testuser@foo.com
sun.idpentityid https://www.idp.com:8443/openam
sun.spentityid  https://www.sp.com:8443/openam
branch          mainbranch
sun.authlevel   0

Implement SAML v2.0 service providers by using Fedlets

An AM Fedlet is a small Java web application that can act as a service provider for a specific identity provider without
requiring that you install all of AM.

When your organization acts as the identity provider and you want to enable service providers to federate their services with
yours, you can generate configuration files for a Fedlet.

Fedlets are easy to integrate into Java web applications; they do not require an entire AM installation alongside your
application, but instead can redirect to AM for single sign-on, and to retrieve SAML assertions.

Fedlet support for SAML v2.0 features

SAML v2.0 Feature Java Fedlet

IdP and SP-initiated single sign-on (HTTP Artifact) Supported

IdP and SP-initiated single sign-on (HTTP POST) Supported

IdP and SP-initiated single logout (HTTP POST) Supported

IdP and SP-initiated single logout (HTTP Redirect) Supported

Sign requests and responses Supported
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After receiving the configuration files for the Fedlet, the service provider administrator installs them, and then obtains the
Fedlet web application from the AM distribution and installs it in the application web container.

The following table summarizes the high-level tasks required to configure Fedlets:

Create and configure the Fedlet

An AM Fedlet is a small web application that makes it easy to add SAML v2.0 service provider (SP) capabilities to your Java
web application.

The full AM distribution file, AM-7.4.2.zip , includes the Java Fedlet package, Fedlet-7.4.2.zip , that you can use as the
basis of your Fedlet. This section covers how to configure a Java Fedlet using that distribution, by editing the circle of trust,
Java properties, and IdP and SP XML configuration templates.

The high-level steps are:

Determine the roles that the IdP(s) and Fedlet play in SAML v2.0 Circles of Trust.

Unpack the Fedlet from the full AM distribution ZIP file to access the Fedlet WAR file and template configuration files.

Prepare the Fedlet configuration, including setting up a configuration directory and keystore if needed.

SAML v2.0 Feature Java Fedlet

Encrypt assertion, attribute, and NameID elements Supported

Export SP Metadata Supported

Multiple IdPs Supported

External IdP discovery service Supported

Bundled IdP reader service for discovery Supported

Task Resources

Create and configure the Fedlet
Configure the Fedlet files and its keystore for your
environment, add the metadata from the IdPs to it, and
share the Fedlet’s metadata with the IdPs.

Create and configure the Fedlet

Ensure the Fedlet is secure
By default, signing and encryption are not configured. You
should configure them to sign and encrypt data, such as
assertions.

Enable signing and encryption in a Fedlet

Test the Fedlet
You can test the Fedlet as a standalone application, or by
integrating it inside one of your applications.

Deploy and test the Fedlet on the SP
Integrate with the Fedlet WAR File

• 

• 

• 
• 

• 

• 

• 
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Obtain SAML v2.0 metadata configuration files from the IdP(s), and add them to the Fedlet configuration.

Finish preparing the Fedlet configuration by editing the remaining Fedlet template configuration files.

Share the Fedlet SAML v2.0 configuration files with the IdP(s).

An IdP relies on the standard SAML v2.0 metadata to communicate with the Fedlet.

Deploy and test the Fedlet.

Contents of the Java Fedlet distribution ZIP file

Unpack the Java Fedlet distribution ZIP file into a working directory:

$ mkdir fedlet && cd fedlet
$ unzip ../Fedlet-7.4.2.zip

The Fedlet-7.4.2.zip  file contains the following files:

fedlet.war

This file contains a Java Fedlet web application that serves as an example, and that you can embed in your
applications.

README

This file describes Fedlet features.

conf/

This folder contains the Fedlet configuration templates that you edit as appropriate for your deployment.

When editing the templates, place copies of the files in the Fedlet home directory on the system where you deploy the
Fedlet. By default the Fedlet home directory is user.home/uri , where user.home is the value of the Java system
property user.home  for the user running the web container where you deploy the Fedlet, and uri is the path of the
URI where you deploy the Fedlet, such as /fedlet .

For example, if user.home is the /home/user  folder, that user could have a /home/user/fedlet  folder for Fedlet
configuration files:

$ mkdir ~/fedlet

• 

• 

• 

• 

lightbulb_2
To change the location, set the system property com.sun.identity.fedlet.home  when starting the container
where the Fedlet runs:

$ java -Dcom.sun.identity.fedlet.home=/path/to/fedlet/conf …

Tip
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conf/FederationConfig.properties

This file defines settings for the Fedlet as a web application. It does not address the SAML v2.0 configuration.

For more about this file, see Configuring Java Fedlet Properties.

conf/fedlet.cot-template

This template defines settings for a SAML v2.0 circle of trust to which the Fedlet belongs, and should be named 
fedlet.cot  after configuration.

For more about this file, see Configure circles of trust.

conf/idp.xml (not provided)

The idp.xml  file is standard SAML v2.0 metadata that describes the IdP configuration.

Templates for other SAML v2.0 configuration files are provided, but no idp.xml  template file is provided.

Instead you must obtain the SAML v2.0 metadata from the IdP, and add it as an idp.xml  file here, alongside the other
SAML v2.0 configuration files. How you obtain this file from the IdP depends on the IDP implementation.

To obtain this information from an AM instance, see To Create a Hosted Entity Provider.

conf/idp-extended.xml-template

This template holds extended SAML v2.0 IDP settings that AM uses, and should be named idp-extended.xml  after
configuration.

For more about this file, see Configure the identity providers.

conf/sp.xml-template

This template describes standard SAML v2.0 SP settings, and should be named sp.xml  after configuration.

For more about this file, see Configure the service providers.

conf/sp-extended.xml-template

This template describes extended SAML v2.0 SP settings that the Fedlet uses, and should be named sp-extended.xml
after configuration.

For more about this file, see Configure the service providers.

To configure a Fedlet, make copies of the template files listed above, configure the necessary properties and values, and
provide the resulting files to the person administering the SP, ready to deploy. See Deploy and test the Fedlet on the SP.

Configuring Java Fedlet Properties

File: FederationConfig.properties

The Java Fedlet to configure by hand includes a FederationConfig.properties  file that defines settings for the Fedlet as a
web application. The configuration for a single Java Fedlet includes only one FederationConfig.properties  file, regardless of
how many IDP and SP configurations are involved. This file does not address the SAML v2.0 configuration.
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When configured this file contains sensitive properties such as the value of am.encryption.pwd . Make sure it is readable
only by the user running the Fedlet application.

Deployment URL settings

The following settings define the Fedlet deployment URL.

com.iplanet.am.server.protocol

Set this to the protocol portion of the URL, such as HTTP or HTTPS.

com.iplanet.am.server.host

Set this to the host portion of the URL, such as www.sp.com .

com.iplanet.am.server.port

Set this to the port portion of the URL, such as 80, 443, 8080, or 8443.

com.iplanet.am.services.deploymentDescriptor

Set this to path portion of the URL, starting with a / , such as /fedlet .

Log and Statistics Settings

The following settings define the Fedlet configuration for logging and monitoring statistics.

com.iplanet.am.logstatus

This sets whether the Fedlet actively writes debug log files.

Default: ACTIVE

com.iplanet.services.debug.level

This sets the debug log level.

The following settings are available, in order of increasing verbosity:

off

error

warning

message

Default: message

com.iplanet.services.debug.directory

This sets the location of the debug log folder.

Trailing spaces in the file names are significant. Even on Windows systems, use slashes to separate directories.

Examples: /home/user/fedlet/debug , C:/fedlet/debug

1. 

2. 

3. 

4. 
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com.iplanet.am.stats.interval

This sets the interval at which statistics are written, in seconds.

The shortest interval supported is 5 seconds. Settings less than 5 (seconds) are taken as 5 seconds.

Default: 60

com.iplanet.services.stats.state

This sets how the Fedlet writes monitoring statistics.

The following settings are available:
off

console  (write to the container logs)
file  (write to Fedlet stats logs)

Default: file

com.iplanet.services.stats.directory

This sets the location of the stats file folder.

Trailing spaces in the file names are significant. Even on Windows systems, use slashes to separate directories.

Examples: /home/user/fedlet/stats , C:/fedlet/stats

Public and private key settings

The following settings define settings for access to certificates and private keys used in signing and encryption.

Other sections in this guide explain how to configure a Fedlet for signing and encryption including how to work with the
keystores that these settings reference, and how to specify public key certificates in standard SAML v2.0 metadata. When
working with a Java Fedlet, see Enable signing and encryption in a Fedlet.

com.sun.identity.saml.xmlsig.keystore

This sets the path to the keystore file that holds public key certificates of IDPs and key pairs for the Fedlet.

For hints on generating a keystore file with a key pair, see Change default key aliases.

Example: @FEDLET_HOME@/keystore.jceks

com.sun.identity.saml.xmlsig.storepass

This sets the path to the file that contains the keystore password encoded by using the symmetric key set as the value
of am.encryption.pwd .

When creating the file, encode the cleartext password by using your own test copy (not a production version) of AM.

In the AM admin UI, go to Deployment > Servers > Server Name > Security > Encryption, and set the Password
Encryption Key to your symmetric key.

Do not do this in a production system where the existing symmetric key is already in use!

• 
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Switch to the encode.jsp  page, such as https://openam.example.com:8443/openam/encode.jsp , enter the
cleartext password to encode with your symmetric key, and select Encode.

Copy the encoded password to your file.

Example: @FEDLET_HOME@/.storepass

com.sun.identity.saml.xmlsig.keypass

This sets the path to the file that contains the private key password encoded by using the symmetric key set as the
value of am.encryption.pwd .

To encode the cleartext password, follow the same steps for the password used when setting 
com.sun.identity.saml.xmlsig.storepass .

Example: @FEDLET_HOME@/.keypass

com.sun.identity.saml.xmlsig.certalias

This sets the alias of the Fedlet’s public key certificate.

Example: fedlet-cert

com.sun.identity.saml.xmlsig.storetype

The sets the type of keystore.

Default: JKS  ( JCEKS  is recommended.)

am.encryption.pwd

This sets the symmetric key that used to encrypt and decrypt passwords.

Example: uu4dHvBkJJpIjPQWM74pxH3brZJ5gJje

Alternative implementation settings

The Java Fedlet properties file includes settings that let you plug in alternative implementations of Fedlet capabilities. You
can safely use the default settings, as specified in the following list. The list uses the same order for the keys you find in the
file.

com.sun.identity.plugin.configuration.class

Default: com.sun.identity.plugin.configuration.impl.FedletConfigurationImpl

com.sun.identity.plugin.datastore.class.default

Default: com.sun.identity.plugin.datastore.impl.FedletDataStoreProvider

com.sun.identity.plugin.log.class

Default: com.sun.identity.plugin.log.impl.FedletLogger

com.sun.identity.plugin.session.class

Default: com.sun.identity.plugin.session.impl.FedletSessionProvider

• 

• 
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com.sun.identity.plugin.monitoring.agent.class

Default: com.sun.identity.plugin.monitoring.impl.FedletAgentProvider

com.sun.identity.plugin.monitoring.saml2.class

Default: com.sun.identity.plugin.monitoring.impl.FedletMonSAML2SvcProvider

com.sun.identity.plugin.monitoring.idff.class

Default: com.sun.identity.plugin.monitoring.impl.FedletMonIDFFSvcProvider

com.sun.identity.saml.xmlsig.keyprovider.class

Default: com.sun.identity.saml.xmlsig.JKSKeyProvider

Despite the name, this provider supports JCEKS keystores.

com.sun.identity.saml.xmlsig.signatureprovider.class

Default: com.sun.identity.saml.xmlsig.AMSignatureProvider

com.sun.identity.common.serverMode

Default: false

com.sun.identity.webcontainer

Default: WEB_CONTAINER

com.sun.identity.saml.xmlsig.passwordDecoder

Default: com.sun.identity.fedlet.FedletEncodeDecode

com.iplanet.services.comm.server.pllrequest.maxContentLength

Default: 16384

com.iplanet.security.SecureRandomFactoryImpl

Default: com.iplanet.am.util.SecureRandomFactoryImpl

com.iplanet.security.SSLSocketFactoryImpl

Default: com.sun.identity.shared.ldap.factory.JSSESocketFactory

com.iplanet.security.encryptor

Default: com.iplanet.services.util.JCEEncryption

com.sun.identity.jss.donotInstallAtHighestPriority

Default: true
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com.iplanet.services.configpath

Default: @BASE_DIR@

Configure circles of trust

File: fedlet.cot

This file defines settings for a SAML v2.0 circle of trust. The Fedlet belongs to at least one circle of trust.

Configure a circle of trust with a single IDP

When the Fedlet is involved in only a single circle of trust with one IDP and the Fedlet as an SP, the only settings to change
are cot-name  and sun-fm-trusted-providers .

Save a copy of the template as a fedlet.cot  file in the configuration folder, as in the following example:

$ cp ~/Downloads/fedlet/conf/fedlet.cot-template ~/fedlet/fedlet.cot

Set cot-name  to the name of the circle of trust.

Set sun-fm-trusted-providers  to a comma-separated list of the entity names for the IDP and SP.

For example, if the IDP is AM with entity ID https://openam.example.com:8443/openam  and the SP is the Fedlet with
entity ID https://sp.example.net:8443/fedlet , then set the property as follows:

sun-fm-trusted-providers=https://openam.example.com:8443/openam,https://sp.example.net:8443/fedlet

Configure a circle of trust with multiple IDPs

When the circle of trust involves multiple IDPs, use the Fedlet in combination with the AM IDP Discovery service.

Set up the AM IDP Discovery service.

For details see Deploy the IdP Discovery service.

Configure the circle of trust as described in Configure a circle of trust with a single IDP, but specifying multiple IDPs,
including the IDP that provides the IDP Discovery service.

Set the sun-fm-saml2-readerservice-url  and the sun-fm-saml2-writerservice-url  properties as defined for the
IDP Discovery service.

1. 

2. 

3. 

info
For this to work, the IDPs must be configured to use IDP discovery, and users must have preferred IDPs.

Note

1. 

2. 

3. 
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Configure multiple circles of trust

This procedure concerns deployments where the Fedlet participates as SP in multiple Circles of Trust, each involving their
own IDP.

For each circle of trust, save a copy of the template in the configuration folder.

The following example involves two circles of trust:

$ cp ~/Downloads/fedlet/conf/fedlet.cot-template ~/fedlet/fedlet.cot
$ cp ~/Downloads/fedlet/conf/fedlet.cot-template ~/fedlet/fedlet2.cot

Set up IDP XML files for each IDP as described in Configure the identity providers.

For each circle of trust, set up the cot file as described in Configure a circle of trust with a single IDP.

In the extended SP XML file described in Configure the identity providers, set the Attribute element with name 
cotlist  to include values for all circles of trust. The values are taken from the cot-name  settings in the cot files.

The following example works with two circles of trust, cot  and cot2 .

<Attribute name="cotlist">
    <Value>cot</Value>
    <Value>cot2</Value>
</Attribute>

The same Attribute element is also available in extended IDP XML files for cases where an IDP belongs to multiple
circles of trust.

Configure the identity providers

Files: idp.xml , idp-extended.xml

As described in Contents of the Java Fedlet distribution ZIP file, the IDP provides its standard SAML v2.0 metadata as XML,
which you save in the configuration folder as a idp.xml  file. If the IDP uses AM, the IDP can also provide extended SAML v2.0
metadata as XML, which you save in the configuration folder as a idp-extended.xml  file, rather than using the template for
extended information.

If you have multiple identity providers, then number the configuration files, as in idp.xml , idp2.xml , idp3.xml , and also 
idp-extended.xml , idp2-extended.xml , idp3-extended.xml , and so on.

Identity Provider Standard XML

This section covers the configuration in the idp.xml  file. The idp.xml  file contains standard SAML v2.0 metadata for an IDP
in a circle of trust that includes the Fedlet as SP. The IDP provides you the content of this file.

If the IDP uses AM then the administrator can export the metadata by using either the ssoadm create-metadata-templ
command or the /saml2/jsp/exportmetadata.jsp  endpoint under the AM deployment URL.

1. 

2. 

3. 

4. 
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If the IDP uses an implementation different from AM, see the documentation for details on obtaining the standard metadata.
The standard, product-independent metadata are covered in Metadata for the OASIS Security Assertion Markup Language
(SAML) V2.0. The standard XML namespace describing the XML document has identifier urn:oasis:names:tc:SAML:
2.0:metadata . An XML schema description for this namespace is found online at http://docs.oasis-open.org/security/saml/
v2.0/saml-schema-metadata-2.0.xsd.

Identity Provider Extended XML

This section covers the configuration in the idp-extended.xml  file. Most extended metadata are specific to the AM
implementation of SAML v2.0. If the IDP runs AM, have the IDP provide the extended metadata exported by using the ssoadm
create-metadata-templ  command. This section covers only the basic settings relative to all IDPs.

The extended metadata file describes an EntityConfig  element, defined by the namespace with the identifier 
urn:sun:fm:SAML:2.0:entityconfig . The XML schema definition is described in the entity-config-schema.xsd  file,
available as part of the AM source code, though not included in the AM WAR file.

The unconfigured Fedlet includes a template file, conf/idp-extended.xml-template . This extended metadata template for
the IDP requires that you edit at least the IDP_ENTITY_ID  and fedletcot  values to reflect the IDP entity ID used in the
standard metadata and the circle of trust name defined in the fedlet.cot  file, respectively. The hosted  attribute on the 
EntityConfig  element must remain set to hosted="0" , meaning that the IDP is remote. The IDP is likely to play at least the
role of single sign-on identity provider, though the namespace defines elements for the attribute authority and policy
decision point roles shown in the template, as well as the others defined in the standard governing SAML v2.0 metadata.

The extended metadata file is essentially a series of XML maps of key-value pairs specifying IDP configuration for each role.
All role-level elements can take a metaAlias  attribute that the Fedlet uses when communicating with the IDP. Each child
element of a role element defines an Attribute  whose name  is the key. Each Attribute  element can contain multiple 
Value  elements. The Value  elements' contents comprise the values for the key. All values are strings, sometimes with a
format that is meaningful to AM. The basic example in the IDP template shows the minimal configuration for the single sign-
on IDP role.

In the following example, the description  is empty and the name of the circle of trust is fedletcot .

<IDPSSOConfig>
   <Attribute name="description">
     <Value/>
   </Attribute>
   <Attribute name="cotlist">
     <Value>fedletcot</Value>
   </Attribute>
</IDPSSOConfig>
<AttributeAuthorityConfig>
   <Attribute name="cotlist">
     <Value>fedletcot</Value>
   </Attribute>
</AttributeAuthorityConfig>
<XACMLPDPConfig>
   <Attribute name="wantXACMLAuthzDecisionQuerySigned">
     <Value></Value>
   </Attribute>
   <Attribute name="cotlist">
     <Value>fedletcot</Value>
   </Attribute>
</XACMLPDPConfig>
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When functioning as IDP, AM can take many other Attribute  values. These are implementation dependent. You can obtain
the extended metadata from AM by using the ssoadm create-metadata-templ  subcommand.

Identity provider extended XML: IDPSSOConfig settings

This section covers elements for the IDP single sign-on role, arranged in the order they appear in the template.

description

Description of the file.

cotlist

Specifies the circle of trust(s) to which the provider belongs.

Default: fedletcot

Configure the service providers

Files: sp.xml , sp-extended.xml

As mentioned in Contents of the Java Fedlet distribution ZIP file, the Fedlet SAML v2.0 configuration is defined in two XML
files, the standard metadata in a sp.xml  file and the extended metadata in a sp-extended.xml  file.

If the Fedlet has multiple service provider personalities, then number the configuration files, as in sp.xml , sp2.xml , 
sp3.xml , and also sp-extended.xml , sp2-extended.xml , sp3-extended.xml , and so on.

Service provider standard XML

This section covers the configuration in the sp.xml  file. The sp.xml  file contains standard SAML v2.0 metadata for the
Fedlet as SP. If you edit the standard metadata, make sure that you provide the new version to your IDP, as the IDP software
relies on the metadata to get the Fedlet’s configuration.

The standard metadata are covered in Metadata for the OASIS Security Assertion Markup Language (SAML) V2.0. The
standard XML namespace describing the XML document has identifier urn:oasis:names:tc:SAML:2.0:metadata . An XML
schema description for this namespace is found online at http://docs.oasis-open.org/security/saml/v2.0/saml-schema-
metadata-2.0.xsd.

info
Custom authentication contexts can be loaded and saved when they are loaded via ssoadm as part of the hosted IDP/
SP extended metadata and the saves are made in the AM admin UI. Any custom contexts loaded via ssoadm are also
visible in the AM admin UI.
For example, you can specify custom entries in the idpAuthncontextClassrefMapping  element of the extended
metadata for a hosted IDP as follows:

<Attribute name="idpAuthncontextClassrefMapping">
  <Value>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport\|1\|\|default</Value>
  <Value>http://idmanagement.gov/ns/assurance/loa/4\|4\|\|</Value>
  <Value>http://idmanagement.gov/ns/assurance/loa/3\|3\|\|</Value>
  <Value>http://idmanagement.gov/ns/assurance/loa/2\|2\|\|</Value>
  <Value>http://idmanagement.gov/ns/assurance/loa/1\|1\|\|</Value>
</Attribute>

Note
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A standard metadata file describes the SAML v2.0 roles that the Fedlet plays. The default base element of the file is an 
EntityDescriptor , which is a container for role descriptor elements. The EntityDescriptor  element can therefore contain
multiple role descriptor elements. The namespace for the standard metadata document is urn:oasis:names:tc:SAML:
2.0:metadata . You can get the corresponding XML schema description online at http://docs.oasis-open.org/security/saml/
v2.0/saml-schema-metadata-2.0.xsd. In general, you can find standard SAML v2.0-related XML schema definitions at http://
docs.oasis-open.org/security/saml/v2.0/.

Fedlets do not support all arbitrary SP configurations. As lightweight service provider components, Fedlets are built to play
the SP role in web single sign-on and single logout, to perform attribute queries and XACML policy decision requests, and to
work with multiple IDPs including circles of trust with an IDP discovery service. For a list of what Fedlets support, see the
table Fedlet Support for SAML v2.0 Features.

When preparing a standard SP metadata file, follow these suggestions.

Start either with an existing example or with the template file, conf/sp.xml-template .

When using the template, replace the following placeholders.

FEDLET_ENTITY_ID

The Fedlet entity ID used when communicating with the IDP.

AM often uses the deployment URL as the entity ID, though that is a convention rather than a requirement.

FEDLET_PROTOCOL

The Fedlet deployment protocol ( http , https )

FEDLET_HOST

The Fedlet deployment host name

FEDLET_PORT

The Fedlet deployment port number

FEDLET_DEPLOY_URI

The Fedlet application deployment path

Add and edit role elements as children depending on the roles the Fedlet plays as described in the following sections.

Single Sign-On and Logout: SPSSODescriptor Element

Add an SPSSODescriptor  element to play the SP role in web single sign-on and logout. An SPSSODescriptor  element has
attributes specifying whether requests and assertion responses should be digitally signed.

The AuthnRequestsSigned  attribute indicates whether the Fedlet signs authentication requests.

If you set the AuthnRequestsSigned  attribute to true, then you must also configure the SPSSODescriptor  element to
allow the Fedlet to sign requests. For details see the section on Enable signing and encryption in a Fedlet.

• 

• 

• 

• 
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The WantAssertionsSigned  attribute indicates whether the Fedlet requests signed assertion responses from the IDP.

An SPSSODescriptor  element’s children indicate what name ID formats the Fedlet supports, and where the IDP can call the
following services on the Fedlet.

The AssertionConsumerService  elements specify endpoints that support the SAML Authentication Request protocols.

You must specify at least one of these. The template specifies two, with the endpoint supporting the HTTP POST
binding as the default.

The optional SingleLogoutService  elements specify endpoints that support the SAML Single Logout protocols.

Service Provider Extended XML

This section covers the configuration in the sp-extended.xml  file. The extended metadata are specific to the AM
implementation of SAML v2.0.

The extended metadata file describes an EntityConfig  element, defined by the namespace with the identifier 
urn:sun:fm:SAML:2.0:entityconfig . The XML schema definition is described in the entity-config-schema.xsd  file,
available as part of the AM source code, though not included with the unconfigured Fedlet.

The unconfigured Fedlet does include a template file, conf/sp-extended.xml-template . This extended metadata template
for the IDP requires that you edit at least the FEDLET_ENTITY_ID  placeholder value, the appLogoutUrl  attribute value in the 
SPSSOConfig  element, and the fedletcot  values. The FEDLET_ENTITY_ID  value must reflect the SP entity ID used in the
standard metadata. For the single logout profile, the appLogoutUrl  attribute value must match the Fedlet URL based on the
values used in the FederationConfig.properties  file. The fedletcot  values must correspond to the circle of trust name
defined in the fedlet.cot  file.

The hosted  attribute on the EntityConfig  element must remain set to hosted="1" , meaning that the SP is hosted (local to
the Fedlet). If you provide a copy of the file to your IDP running AM, however, then set hosted="0"  for the IDP, as the Fedlet
is remote to the IDP.

The extended metadata file is essentially a series of XML maps of key-value pairs specifying IDP configuration for each role.
All role-level elements can take a metaAlias  attribute that the Fedlet uses when communicating with the IDP. Each child
element of a role element defines an Attribute  whose name  is the key. Each Attribute  element can contain multiple 
Value  elements. The Value  elements' contents comprise the values for the key. All values are strings, sometimes with a
format that is meaningful to the Fedlet. The basic example in the SP template shows the configuration options, documented
in the following lists.

Service Provider Extended XML: SPSSOConfig Settings

This section covers elements for the SP single sign-on role, arranged in the order they appear in the template.

description

Human-readable description of the Fedlet in the SP single sign-on role

signingCertAlias

Alias of the public key certificate for the key pair used when signing messages to the IDP

• 

• 

• 
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The key pair is found in the Fedlet’s keystore, and the certificate is included in the standard metadata. See Public and
private key settings for details on how to specify access to the keystore, and Service provider standard XML for details
on how to set up standard metadata.

encryptionCertAlias

Alias of the public key certificate for the key pair used when encrypting messages to the IDP

The key pair is found in the Fedlet’s keystore, and the certificate is included in the standard metadata. See Public and
private key settings for details on how to specify access to the keystore, and Service provider standard XML for details
on how to set up standard metadata.

basicAuthOn

Set this to true to use HTTP Basic authorization with the IDP.

Default: false

basicAuthUser

When using HTTP Basic authorization with the IDP, this value is the user name.

basicAuthPassword

When using HTTP Basic authorization with the IDP, this value is the password.

Encrypt the password using the encode.jsp  page of your test copy of AM that you might also have used to encode
keystore passwords as described in Public and private key settings.

autofedEnabled

Set this to true to enable automatic federation with AM based on the value of a profile attribute that is common to
user profiles both in AM and in the Fedlet’s context.

Default: false

autofedAttribute

When automatic federation is enabled, set this to the name of the user profile attribute used for automatic
federation.

transientUser

Use this effective identity for users with transient identifiers.

Default: anonymous

spAdapter

Class name for a plugin service provider adapter

This class must extend com.sun.identity.saml2.plugins.SAML2ServiceProviderAdapter .
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spAdapterEnv

When using a plugin service provider adapter, this attribute’s values optionally take a map of settings key=value  used
to initialize the plugin.

fedletAdapter

Class name for an alternate fedlet adapter. Default is an empty value.

fedletAdapterEnv

When using an alternate fedlet adapter, this attribute’s values optionally take a map of settings key=value  used to
initialize the plugin.

spAccountMapper

Class name for an implementation mapping SAML protocol objects to local user profiles

Default: com.sun.identity.saml2.plugins.DefaultLibrarySPAccountMapper

spAttributeMapper

Class name for an implementation mapping SAML assertion attributes to local user profile attributes

Default: com.sun.identity.saml2.plugins.DefaultSPAttributeMapper

spAuthncontextMapper

Class name for an implementation determining the authentication context to set in an authentication request, and
mapping the authentication context to an authentication level

Default: com.sun.identity.saml2.plugins.DefaultSPAuthnContextMapper

spAuthncontextClassrefMapping

String defining how the SAML authentication context classes map to authentication levels and indicate the default
context class

Format: authnContextClass|authLevel[|default]

Default: urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport|0|default

spAuthncontextComparisonType

How to evaluate authentication context class identifiers.

exact

Assertion context must exactly match a context in the list

minimum

Assertion context must be at least as strong as a context in the list
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maximum

Assertion context must be no stronger than a context in the list

better

Assertion context must be stronger than all contexts in the list

Default: exact

attributeMap

Map of SAML assertion attributes to local user profile attributes

Default: *=*

saml2AuthModuleName

Name of an alternative SAML v2.0 authentication module

localAuthURL

URL to a login page on the Fedlet side

Use this to override the Assertion Consumer Service URL from the standard metadata when consuming assertions.

intermediateUrl

URL to an intermediate page returned before the user accesses the final protected resource

defaultRelayState

If no RelayState is specified in a SAML request, redirect to this URL after successful single sign-on.

URL-encode the defaultRelayState  value.

appLogoutUrl

One or more Fedlet URLs that initiate single logout

Replace the placeholders in the default with the values for your Fedlet.

Default: FEDLET_PROTOCOL://FEDLET_HOST:FEDLET_PORT/FEDLET_DEPLOY_URI/logout

assertionTimeSkew

Tolerate clock skew between the Fedlet and the IDP of at most this number of seconds

Default: 300

wantAttributeEncrypted

Set to true to request that the IDP encrypt attributes in the response

wantAssertionEncrypted

Set to true to request that the IDP encrypt the SAML assertion in the response
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wantNameIDEncrypted

Set to true to request that the IDP encrypt the name ID in the response

wantPOSTResponseSigned

Set to true to request that the IDP sign the response when using HTTP POST

wantArtifactResponseSigned

Set to true to request that the IDP sign the response when using HTTP Artifact

wantLogoutRequestSigned

Set to true to request that the IDP sign single logout requests

wantLogoutResponseSigned

Set to true to request that the IDP sign single logout responses

wantMNIRequestSigned

Set to true to request that the IDP manage name ID requests

wantMNIResponseSigned

Set to true to request that the IDP manage name ID responses

cotlist

Set this to the circle of trust name used in Configure circles of trust.

Default: fedletcot

saeAppSecretList

When using Secure Attribute Exchange with AM this represents the Application Security Configuration settings.

Values take the format url=FedletURL|type=symmetric|secret=EncodedSharedSecret[|encryptionalgorithm=EncAlg|
encryptionkeystrength=EncStrength]  or url=FedletURL|type=asymmetric|
privatekeyalias=FedletSigningCertAlias[|encryptionalgorithm=EncAlg|encryptionkeystrength=EncStrength|

pubkeyalias=FedletPublicKeyAlias]

You can omit the privatekeyalias  setting if the signing certifcate is specified in the standard metadata.

saeSPUrl

When using Secure Attribute Exchange (SAE) with AM this is the Fedlet URL that handles SAE requests. If this is
omitted, then SAE is not enabled.

saeSPLogoutUrl

When using Secure Attribute Exchange with AM this is the Fedlet URL that handles SAE global logout requests.
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ECPRequestIDPListFinderImpl

When using the Enhanced Client and Proxy profile this is the class name for the implementation that returns a list of
preferred IDPs trusted by the ECP.

Default: com.sun.identity.saml2.plugins.ECPIDPFinder

ECPRequestIDPList

When using the Enhanced Client and Proxy profile this is the list of IDPs for the ECP to contact.

When not specified the list finder implementation is used.

enableIDPProxy

Set this to true to enable IDP proxy functionality.

Default: false

idpProxyList

A list of preferred IDPs that the Fedlet can proxy to

idpProxyCount

Number of IDP proxies that the Fedlet can have

Default: 0

useIntroductionForIDPProxy

Set this to true to pick a preferred IDP based on a SAML v2.0 introduction cookie.

Default: false

Service Provider Extended XML: AttributeQueryConfig Settings

This section covers elements for the Attribute Requester role, arranged in the order they appear in the template.

signingCertAlias

Alias of the public key certificate for the key pair used when signing messages to the IDP

The key pair is found in the Fedlet’s keystore, and the certificate is included in the standard metadata. See Public and
private key settings for details on how to specify access to the keystore, and Service provider standard XML for details
on how to set up standard metadata.

encryptionCertAlias

Alias of the public key certificate for the key pair used when encrypting messages to the IDP
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The key pair is found in the Fedlet’s keystore, and the certificate is included in the standard metadata. See Public and
private key settings for details on how to specify access to the keystore, and Service provider standard XML for details
on how to set up standard metadata.

wantNameIDEncrypted

Set to true to request that the IDP encrypt the name ID

cotlist

Set this to the circle of trust name used in Configure circles of trust.

Default: fedletcot

Service Provider Extended XML: XACMLAuthzDecisionQueryConfig Settings

This section covers elements for the XACML decision requester role, enabling the Fedlet to act as a Policy Enforcement Point,
arranged in the order they appear in the template.

signingCertAlias

Alias of the public key certificate for the key pair used when signing messages to the IDP

The key pair is found in the Fedlet’s keystore, and the certificate is included in the standard metadata. See Public and
private key settings for details on how to specify access to the keystore, and Service provider standard XML for details
on how to set up standard metadata.

encryptionCertAlias

Alias of the public key certificate for the key pair used when encrypting messages to the IDP

The key pair is found in the Fedlet’s keystore, and the certificate is included in the standard metadata. See Public and
private key settings for details on how to specify access to the keystore, and Service provider standard XML for details
on how to set up standard metadata.

basicAuthOn

Set to true to use HTTP Basic authorization when contacting the Policy Decision Provider

Default: false

basicAuthUser

When using Basic authorization to contact the Policy Decision Provider, use this value as the username

basicAuthPassword

When using Basic authorization to contact the Policy Decision Provider, use this value as the password

Encrypt the password using the encode.jsp  page of your test copy of AM that you might also have used to encode
keystore passwords as described in Public and private key settings.
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wantXACMLAuthzDecisionResponseSigned

Set this to true to request that the Policy Decision Provider sign the XACML response

wantAssertionEncrypted

Set this to true to request that the Policy Decision Provider encrypt the SAML assertion response

cotlist

Set this to the circle of trust name used in Configure circles of trust.

Default: fedletcot

Enable signing and encryption in a Fedlet

By default, when you create the Java Fedlet, signing and encryption are not configured. You can, however, set up AM and the
Fedlet to sign and to verify XML signatures, and to encrypt and to decrypt data such as SAML assertions.

Enabling signing and encryption for the Java Fedlet involves the following high-level stages:

Before you create the Fedlet, configure the IdP to sign and encrypt data. See Realms > Realm Name > Applications >
Federation > Entity Providers > IdP Name > Signing and Encryption in the AM admin UI.

For evaluation, you can use the test  certificate delivered with AM.

Initially deploy and configure the Fedlet, but do not use the Fedlet until you finish.

On the Fedlet side, set up a JCEKS keystore used for signing and encryption. For evaluation, you can use copy the 
keystore.jceks  file delivered with AM. You can find the file in the $HOME/openam/security/keystores/  directory for
a server instance with the base URI openam . The built-in keystore includes the test  certificate.

You must also set up the .storepass  and .keypass  files using the fedletEncode.jsp  page, such as https://
openam.example.com:8443/fedlet/fedletEncode.jsp , to encode passwords on the Fedlet side.

The passwords for the test keystore and private key are recorded in the AM .storepass  and .keypass  files. These
files are located in the /path/to/openam/security/secrets/defaults/  directory.

Configure the Fedlet to perform signing and encryption by ensuring the Fedlet has access to the keystore, and by
updating the SP metadata for the Fedlet.

Import the updated SP metadata into the IdP to replace the default Fedlet configuration.

Restart the Fedlet or container in which the Fedlet runs for the changes you made on the Fedlet side to take effect.

Configure the Fedlet for signing and encryption

The FederationConfig.properties  file specifies the paths to the keystore holding the signing or encryption keys for the
Fedlet, the keystore password file, and the private key password file.

After setting up your keystore and password files as described above, edit the properties file in the configuration
directory, such as $HOME/fedlet/FederationConfig.properties , to point to the keystore and password files.

Export the certificate to use for signing and encryption purposes.

• 

• 

• 

• 

• 

• 

1. 

2. 
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$ keytool -export -rfc -keystore keystore.jceks -alias test
Enter keystore password:
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

Edit the standard metadata file for the Fedlet, such as $HOME/fedlet/sp.xml , to include the certificate in
KeyDescriptor elements, that are children of the SPSSODescriptor element.

3. 
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<EntityDescriptor
    xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
    entityID="http://www.example.com:8080/fedlet">
 <SPSSODescriptor
     AuthnRequestsSigned="true"
     WantAssertionsSigned="true"
     protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
  <KeyDescriptor use="signing">
   <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
    <ds:X509Data>
     <ds:X509Certificate>
      MIIDaDCCAlCgAwIBAgIDcB/YMA0GCSqGSIb3DQEBCwUAMGUxCzAJBgNVBAYTAlVL
      MRAwDgYDVQQIEwdCcmlzdG9sMRAwDgYDVQQHEwdCcmlzdG9sMRIwEAYDVQQKEwlG
      b3JnZVJvY2sxDzANBgNVBAsTBk9wZW5BTTENMAsGA1UEAxMEdGVzdDAeFw0xNjAz
      MTgxMTU2MjhaFw0yNjAzMTYxMTU2MjhaMGUxCzAJBgNVBAYTAlVLMRAwDgYDVQQI
      EwdCcmlzdG9sMRAwDgYDVQQHEwdCcmlzdG9sMRIwEAYDVQQKEwlGb3JnZVJvY2sx
      DzANBgNVBAsTBk9wZW5BTTENMAsGA1UEAxMEdGVzdDCCASIwDQYJKoZIhvcNAQEB
      BQADggEPADCCAQoCggEBAKNbl89eP6B8kZATNSPe3+OZ3esLx31hjX+dakHtPwXC
      AaCKqJFwjwKdxyRuPdsVG+8Dbk3PGhk26aJrSE93EpxeqmQqxNPMeD+N0/8pjkuV
      YWwPIQ/ts2iTiWOVn7wzlE4ASfvupqOR5pjuYMWNo/pd4L7QNjUCKoAt9H11HMyi
      P+6roo/EYgX4AH7OAhfUMncYsopWhkW/ze9z8wTXc8BAEgDmt8zFCez1CtqJB/Ml
      SBUGDgk8oHYDsHKmx05baBaOBQ8LRGP5SULSbRtu34eLFootBIn0FvUZSnwTiSpb
      aHHRgWrMOVm07oSLWBuO3h/bj38zBuuqqVsAK8YuyoECAwEAAaMhMB8wHQYDVR0O
      BBYEFHxfAbr6PQ5Xgc+jVx+AGTPnnpWZMA0GCSqGSIb3DQEBCwUAA4IBAQAZBMJ2
      9/2idv1ztC6ArHtB4kw/nHHwthXFwtWAN7sRPB8tLW7fD8aJ43RQr5107Bg1Lgkm
      t+FZxpafqUC/mukjIzGzbW0COMSOTcWUGss+HxK6M6Fl9aOzKJMct1uOSpPFgjIt
      cGqydGZXR2FH93vXWoAotUwtZ119IixIdxpOJwYJg0HFn+GEfpU1PmiLfq2/uwqJ
      0hGCNfNcm9puagzhQrcDFOnolxjnYPSfSkU5wxlGo99yE5eJwoHXXU7csaZVttmx
      7sPj1lUENogXUM6JMqzSyEIm1XCOCL8rZJkZ781W5CwZhuJTNzV31sBREs8FaaCe
      ksu7Y48BmkUqw6E9
     </ds:X509Certificate>
    </ds:X509Data>
   </ds:KeyInfo>
  </KeyDescriptor>
  <KeyDescriptor use="encryption">
   <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
    <ds:X509Data>
     <ds:X509Certificate>
      MIIDaDCCAlCgAwIBAgIDcB/YMA0GCSqGSIb3DQEBCwUAMGUxCzAJBgNVBAYTAlVL
      MRAwDgYDVQQIEwdCcmlzdG9sMRAwDgYDVQQHEwdCcmlzdG9sMRIwEAYDVQQKEwlG
      b3JnZVJvY2sxDzANBgNVBAsTBk9wZW5BTTENMAsGA1UEAxMEdGVzdDAeFw0xNjAz
      MTgxMTU2MjhaFw0yNjAzMTYxMTU2MjhaMGUxCzAJBgNVBAYTAlVLMRAwDgYDVQQI
      EwdCcmlzdG9sMRAwDgYDVQQHEwdCcmlzdG9sMRIwEAYDVQQKEwlGb3JnZVJvY2sx
      DzANBgNVBAsTBk9wZW5BTTENMAsGA1UEAxMEdGVzdDCCASIwDQYJKoZIhvcNAQEB
      BQADggEPADCCAQoCggEBAKNbl89eP6B8kZATNSPe3+OZ3esLx31hjX+dakHtPwXC
      AaCKqJFwjwKdxyRuPdsVG+8Dbk3PGhk26aJrSE93EpxeqmQqxNPMeD+N0/8pjkuV
      YWwPIQ/ts2iTiWOVn7wzlE4ASfvupqOR5pjuYMWNo/pd4L7QNjUCKoAt9H11HMyi
      P+6roo/EYgX4AH7OAhfUMncYsopWhkW/ze9z8wTXc8BAEgDmt8zFCez1CtqJB/Ml
      SBUGDgk8oHYDsHKmx05baBaOBQ8LRGP5SULSbRtu34eLFootBIn0FvUZSnwTiSpb
      aHHRgWrMOVm07oSLWBuO3h/bj38zBuuqqVsAK8YuyoECAwEAAaMhMB8wHQYDVR0O
      BBYEFHxfAbr6PQ5Xgc+jVx+AGTPnnpWZMA0GCSqGSIb3DQEBCwUAA4IBAQAZBMJ2
      9/2idv1ztC6ArHtB4kw/nHHwthXFwtWAN7sRPB8tLW7fD8aJ43RQr5107Bg1Lgkm
      t+FZxpafqUC/mukjIzGzbW0COMSOTcWUGss+HxK6M6Fl9aOzKJMct1uOSpPFgjIt
      cGqydGZXR2FH93vXWoAotUwtZ119IixIdxpOJwYJg0HFn+GEfpU1PmiLfq2/uwqJ
      0hGCNfNcm9puagzhQrcDFOnolxjnYPSfSkU5wxlGo99yE5eJwoHXXU7csaZVttmx
      7sPj1lUENogXUM6JMqzSyEIm1XCOCL8rZJkZ781W5CwZhuJTNzV31sBREs8FaaCe
      ksu7Y48BmkUqw6E9
     </ds:X509Certificate>
    </ds:X509Data>
   </ds:KeyInfo>
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   <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc">
    <xenc:KeySize xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">
     128
    </xenc:KeySize>
   </EncryptionMethod>
  </KeyDescriptor>
  <SingleLogoutService
      Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
      Location="http://www.example.com:8080/fedlet/fedletSloRedirect"
      ResponseLocation="http://www.example.com:8080/fedlet/fedletSloRedirect" />
  <SingleLogoutService
      Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
      Location="http://www.example.com:8080/fedlet/fedletSloPOST"
      ResponseLocation="http://www.example.com:8080/fedlet/fedletSloPOST" />
  <SingleLogoutService
      Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"
      Location="http://www.example.com:8080/fedlet/fedletSloSoap" />
  <NameIDFormat>
   urn:oasis:names:tc:SAML:2.0:nameid-format:transient
  </NameIDFormat>
  <AssertionConsumerService
      index="0"
      isDefault="true"
      Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
      Location="http://www.example.com:8080/fedlet/fedletapplication" />
  <AssertionConsumerService
      index="1"
      Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact"
      Location="http://www.example.com:8080/fedlet/fedletapplication" />
 </SPSSODescriptor>
 <RoleDescriptor
     xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
     xmlns:query="urn:oasis:names:tc:SAML:metadata:ext:query"
     xsi:type="query:AttributeQueryDescriptorType"
     protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
 </RoleDescriptor>
 <XACMLAuthzDecisionQueryDescriptor
     WantAssertionsSigned="false"
     protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol" />
</EntityDescriptor>

Edit the extended metadata file for the Fedlet, such as $HOME/fedlet/sp-extended.xml .

Set the certificate alias names to the alias for the Fedlet certificate, and the want*Signed  and want*Encrypted  values
to true .

If you reformat the file, take care not to add white space around string values in elements.

4. 
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<?xml version="1.0"?>
<EntityConfig xmlns="urn:sun:fm:SAML:2.0:entityconfig"
 xmlns:fm="urn:sun:fm:SAML:2.0:entityconfig"
 hosted="1"
 entityID="http://www.example.com:8080/fedlet">
  <SPSSOConfig metaAlias="/sp">
    <Attribute name="description">
      <Value/>
    </Attribute>
    <Attribute name="signingCertAlias">
      <Value>test</Value>
    </Attribute>
    <Attribute name="encryptionCertAlias">
      <Value>test</Value>
    </Attribute>
    <Attribute name="basicAuthOn">
      <Value>false</Value>
    </Attribute>
    <Attribute name="basicAuthUser">
      <Value/>
    </Attribute>
    <Attribute name="basicAuthPassword">
      <Value/>
    </Attribute>
    <Attribute name="autofedEnabled">
      <Value>false</Value>
    </Attribute>
    <Attribute name="autofedAttribute">
      <Value/>
    </Attribute>
    <Attribute name="transientUser">
      <Value>anonymous</Value>
    </Attribute>
    <Attribute name="spAdapter">
      <Value/>
    </Attribute>
    <Attribute name="spAdapterEnv">
      <Value/>
    </Attribute>
    <Attribute name="fedletAdapter">
      <Value>com.sun.identity.saml2.plugins.DefaultFedletAdapter</Value>
    </Attribute>
    <Attribute name="fedletAdapterEnv">
      <Value/>
    </Attribute>
    <Attribute name="spAccountMapper">
      <Value>com.sun.identity.saml2.plugins.DefaultLibrarySPAccountMapper</Value>
    </Attribute>
    <Attribute name="useNameIDAsSPUserID">
      <Value>false</Value>
    </Attribute>
    <Attribute name="spAttributeMapper">
      <Value>com.sun.identity.saml2.plugins.DefaultSPAttributeMapper</Value>
    </Attribute>
    <Attribute name="spAuthncontextMapper">
      <Value>com.sun.identity.saml2.plugins.DefaultSPAuthnContextMapper</Value>
    </Attribute>
    <Attribute name="spAuthncontextClassrefMapping">
      <Value>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport\|0\|default</Value>
    </Attribute>
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    <Attribute name="spAuthncontextComparisonType">
      <Value>exact</Value>
    </Attribute>
    <Attribute name="attributeMap">
      <Value>*=*</Value>
    </Attribute>
    <Attribute name="saml2AuthModuleName">
      <Value/>
    </Attribute>
    <Attribute name="localAuthURL">
      <Value/>
    </Attribute>
    <Attribute name="intermediateUrl">
      <Value/>
    </Attribute>
    <Attribute name="defaultRelayState">
      <Value/>
    </Attribute>
    <Attribute name="appLogoutUrl">
      <Value>http://www.example.com:8080/fedlet/logout</Value>
    </Attribute>
    <Attribute name="assertionTimeSkew">
      <Value>300</Value>
    </Attribute>
    <Attribute name="wantAttributeEncrypted">
      <Value>true</Value>
    </Attribute>
    <Attribute name="wantAssertionEncrypted">
      <Value>true</Value>
    </Attribute>
    <Attribute name="wantNameIDEncrypted">
      <Value>true</Value>
    </Attribute>
    <Attribute name="wantPOSTResponseSigned">
      <Value/>
    </Attribute>
    <Attribute name="wantArtifactResponseSigned">
      <Value/>
    </Attribute>
    <Attribute name="wantLogoutRequestSigned">
      <Value/>
    </Attribute>
    <Attribute name="wantLogoutResponseSigned">
      <Value/>
    </Attribute>
    <Attribute name="wantMNIRequestSigned">
      <Value/>
    </Attribute>
    <Attribute name="wantMNIResponseSigned">
      <Value/>
    </Attribute>
    <Attribute name="responseArtifactMessageEncoding">
      <Value>URI</Value>
    </Attribute>
    <Attribute name="cotlist">
      <Value>fedlet-cot</Value>
    </Attribute>
    <Attribute name="saeAppSecretList">
     </Attribute>
    <Attribute name="saeSPUrl">
      <Value/>
    </Attribute>
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    <Attribute name="saeSPLogoutUrl">
     </Attribute>
    <Attribute name="ECPRequestIDPListFinderImpl">
      <Value>com.sun.identity.saml2.plugins.ECPIDPFinder</Value>
    </Attribute>
    <Attribute name="ECPRequestIDPList">
      <Value/>
    </Attribute>
    <Attribute name="ECPRequestIDPListGetComplete">
      <Value/>
    </Attribute>
    <Attribute name="enableIDPProxy">
      <Value>false</Value>
    </Attribute>
    <Attribute name="idpProxyList">
      <Value/>
    </Attribute>
    <Attribute name="idpProxyCount">
      <Value>0</Value>
    </Attribute>
    <Attribute name="useIntroductionForIDPProxy">
      <Value>false</Value>
    </Attribute>
    <Attribute name="spSessionSyncEnabled">
      <Value>false</Value>
    </Attribute>
    <Attribute name="relayStateUrlList">
     </Attribute>
  </SPSSOConfig>
  <AttributeQueryConfig metaAlias="/attrQuery">
    <Attribute name="signingCertAlias">
      <Value>test</Value>
    </Attribute>
    <Attribute name="encryptionCertAlias">
      <Value>test</Value>
    </Attribute>
    <Attribute name="wantNameIDEncrypted">
      <Value>true</Value>
    </Attribute>
    <Attribute name="cotlist">
      <Value>fedlet-cot</Value>
    </Attribute>
  </AttributeQueryConfig>
  <XACMLAuthzDecisionQueryConfig metaAlias="/pep">
    <Attribute name="signingCertAlias">
      <Value>test</Value>
    </Attribute>
    <Attribute name="encryptionCertAlias">
      <Value>test</Value>
    </Attribute>
    <Attribute name="basicAuthOn">
      <Value>false</Value>
    </Attribute>
    <Attribute name="basicAuthUser">
      <Value/>
    </Attribute>
    <Attribute name="basicAuthPassword">
      <Value/>
    </Attribute>
    <Attribute name="wantXACMLAuthzDecisionResponseSigned">
      <Value>false</Value>
    </Attribute>
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    <Attribute name="wantAssertionEncrypted">
      <Value>true</Value>
    </Attribute>
    <Attribute name="cotlist">
      <Value>fedlet-cot</Value>
    </Attribute>
  </XACMLAuthzDecisionQueryConfig>
</EntityConfig>

Make a copy of the sp-extended.xml  file, called sp-extended-copy.xml , and set hosted="0"  in the root element of
the copy.

Use the copied file, sp-extended-copy.xml , when importing the Fedlet configuration into AM. AM must register the
Fedlet as a remote service provider.

In the AM admin UI, delete the original SP entity configuration for the Fedlet, and then import the updated metadata
for the new configuration into AM on the IDP side.

Restart the Fedlet or the container in which it runs in order for the Fedlet to pick up the changes to the configuration
properties and the metadata.

Deploy and test the Fedlet on the SP

This page covers the two options for deploying the Fedlet.

Install and configure the Fedlet as a demo application

To deploy the Fedlet on the SP, you require the following:

The configuration files, as created in Create and configure the Fedlet.

The Fedlet WAR file, provided in the Fedlet-7.4.2.zip , within the AM distribution file; AM-7.4.2.zip .

Create a fedlet  directory, in the home directory of the user that runs the AM web container:

$ cd $HOME
$ mkdir fedlet

Copy the fedlet configuration files to the $HOME/fedlet  directory.

The result may resemble the following:

$ cd /Users/tomcat-user/fedlet
$ ls -A1
FederationConfig.properties
  fedlet.cot
  idp-extended.xml
  idp.xml
  sp-extended.xml
  sp.xml

5. 
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Deploy the Fedlet WAR file into your web container:

$ cp fedlet.war /path/to/tomcat/webapps

Upon completion, you can proceed to Test Fedlet single sign-on and single logout.

Embed the Java Fedlet in a web application

The Fedlet WAR file, fedlet.war , serves as an example and to provide the code needed to embed the Fedlet in your web
application.

The basic steps for using the Fedlet in your application are as follows:

Unpack the Fedlet ZIP file to a working directory, remove any files you do not want to keep, such as index.jsp  or 
fedletEncode.jsp , and merge the Fedlet files with those of your web application.

To integrate single sign-on into your application, modify the functionality in the fedletSampleApp.jsp  page or add it
to your application’s logic.

If you add it to your application’s logic, then you must also edit your application’s deployment descriptor file, 
web.xml , to set the assertion consumer URI, which by default is /fedletapplication  in the basic SP XML for the
Fedlet. Add servlet  and servlet-mapping  elements as shown in the following example.

<servlet>
    <servlet-name>yourapplication</servlet-name>
    <jsp-file>/your-application.jsp</jsp-file>
</servlet>
<servlet-mapping>
    <servlet-name>yourapplication</servlet-name>
    <url-pattern>/fedletapplication</url-pattern>
</servlet-mapping>

Build a WAR file from your web application with embedded Fedlet files.

This is the version of the application to deploy. When you deploy your WAR file, also provide the Fedlet configuration
files. For information on where to put the configuration files and how to deploy the WAR file with embedded Fedlet,
see Install and configure the Fedlet as a demo application.

Test Fedlet single sign-on and single logout

To test single sign-on and single logout from the Fedlet, go to the Fedlet URL. For example, https://sp.example.com:8443/
fedlet .

Try one or more examples from the Fedlet home page:

3. 

1. 

2. 

3. 

PingAM SAML v2.0

Copyright © 2025 Ping Identity Corporation 5229



You can log in to the identity provider with username demo  and password Ch4ng31t .

Integrate with the Fedlet WAR File

You can integrate your applications with the Java Fedlet to perform many of the SAML v2.0 service provider operations. The
Java Fedlet offers the SAML v2.0 capabilities identified in Fedlet Support for SAML v2.0 Features.

Integrate your application

The Fedlet includes the following files that you can use when building your own service provider application:

conf/

Configuration files copied to the $HOME/fedlet  directory when you first deploy and configure the Fedlet. When
deploying your application, you can move these to an alternate location passed to the Java virtual machine for the
web application container at startup. For example, if you store the configuration under the /export/fedlet/
directory, then you could pass the following property to the JVM.

-Dcom.sun.identity.fedlet.home=/export/fedlet/conf

You do not need to include these files in your application.

fedletAttrQuery.jsp

Sample SAML attribute query and response handlers.
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fedletEncode.jsp

Utility JSP to encode a password, such as the password used to protect a Java keystore.

fedletSampleApp.jsp

Demo application. You can remove these before deployment to replace them with your application.

fedletXACMLQuery.jsp

Sample SAML XACML query and response handlers.

logout.jsp

Utility page to perform single log out.

saml2/jsp/

JSPs to initiate single sign-on and single logout, and to handle errors, and also a JSP for obtaining Fedlet metadata, 
saml2/jsp/exportmetadata.jsp .

WEB-INF/classes/

Localized Java properties files for strings used in the Fedlet user interface.

WEB-INF/lib/

Fedlet libraries required by your application.

WEB-INF/web.xml

Fedlet web application configuration, showing how JSPs map to URLs used in the Fedlet. Add mappings for your
application before deployment.

In the web.xml  mappings, your application must be mapped to /fedletapplication , as this is the assertion
consumer URL set in the Fedlet metadata.

<servlet>
  <servlet-name>yourApp</servlet-name>
  <jsp-file>/fedletSampleApp.jsp</jsp-file>
</servlet>
<servlet-mapping>
  <servlet-name>yourApp</servlet-name>
  <url-pattern>/fedletapplication</url-pattern>
</servlet-mapping>

Follow these steps for a demonstration of how to customize demo pages within the Fedlet:

Backup the fedletSampleApp.jsp  file.

$ cd /path/to/tomcat/webapps/fedlet/
$ cp fedletSampleApp.jsp fedletSampleApp.jsp.orig

1. 
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Edit the fedletSampleApp.jsp  file to reduce it to a single redirection to the myapp.jsp  page. An implementation of
the <html>  element of the file follows below.

<html>
    <head>
        <title>Fedlet Sample Application</title>
        <meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1" />
    </head>
    <body>
        <%
         // BEGIN : following code is a must for Fedlet (SP) side application
         Map map;
         try {
             // invoke the Fedlet processing logic. this will do all the
             // necessary processing conforming to SAML v2.0 specifications,
             // such as XML signature validation, Audience and Recipient
             // validation etc.
             map = SPACSUtils.processResponseForFedlet(request, response,
             new PrintWriter(out, true));
             response.sendRedirect("myapp.jsp");
         } catch (SAML2Exception sme) {
             SAMLUtils.sendError(request, response,
             response.SC_INTERNAL_SERVER_ERROR, "failedToProcessSSOResponse",
             sme.getMessage());
             return;
         } catch (IOException ioe) {
             SAMLUtils.sendError(request, response,
             response.SC_INTERNAL_SERVER_ERROR, "failedToProcessSSOResponse",
             ioe.getMessage());
             return;
         } catch (SessionException se) {
             SAMLUtils.sendError(request, response,
             response.SC_INTERNAL_SERVER_ERROR, "failedToProcessSSOResponse",
             se.getMessage());
             return;
         } catch (ServletException se) {
             SAMLUtils.sendError(request, response,
             response.SC_BAD_REQUEST, "failedToProcessSSOResponse",
             se.getMessage());
             return;
         }
         // END : code is a must for Fedlet (SP) side application
        %>
    </body>
</html>

Add a myapp.jsp  page to the Fedlet, such as the following:

2. 
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<html>
    <head>
        <title>My Application</title>
        <meta http-equiv="Content-Type" content="text/html" />
    </head>
    <body>
        <h1>My Application</h1>
        <p>After you change the <code>fedletSampleApp.jsp</code>, all it does
           is redirect to this home page after successful login.</p>
    </body>
</html>

Go to the Fedlet URL, such as https://openam.example.com:8443/fedlet/ , and try one of the login methods.

After login, you are redirected to the myapp.jsp  page.

Perform single sign-on

The Java Fedlet includes a JSP file, saml2/jsp/fedletSSOInit.jsp , that you can call to initiate single sign-on from the Fedlet
(SP) side. The Fedlet home page, index.jsp , calls this page when the user does Fedlet-initiated single sign-on.

When calling this JSP, the parameters to use are those also used by the saml2/jsp/spSSOInit.jsp  page in AM. The
parameters are described in Implement SSO and SLO.

For IDP-initiated single sign-on, call the appropriate page on the identity provider. AM’s page is described in Implement SSO
and SLO.

After single sign-on, the user-agent is directed by default to the assertion consumer URI set in the Fedlet metadata, which by
default is /fedletapplication . Also by default, that URI points to the JSP, fedletSampleApp.jsp .

Perform single logout

The Java Fedlet includes a JSP file, saml2/jsp/spSingleLogoutInit.jsp , that you can call to initiate single logout from the
Fedlet (SP) side. The Fedlet assertion consumer page, fedletSampleApp.jsp , calls this when the user does Fedlet-initiated
single logout.

When calling this JSP, the parameters to use are those also used by the saml2/jsp/spSingleLogoutInit.jsp  page in AM.
Those parameters are described in Implement SSO and SLO.

For IDP-initiated single logout, call the appropriate page on the identity provider. AM’s page is described in Implement SSO
and SLO.

Set the RelayState  parameter when initiating logout to redirect the user-agent appropriately when the process is complete.

Customize SAML v2.0

AM includes several plugin points that let you extend SAML v2.0 functionality. AM provides some default implementation for
the plugins, but you can also configure your own custom implementation per entity provider.

You can implement a custom SAML v2.0 plugin in Java, or for the plugin points described in this section, using a script.

4. 
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Configure AM to use your custom implementation in the entity provider settings. For information about configuration
settings, refer to the Reference section.

The following table provides an overview of the SAML v2.0 plugin points that can be implemented using either Java or script.

Java implementation

The plugin interfaces and default Java implementation can be found in the openam-federation-library .

To view the supported plugin interfaces, refer to these packages:

org.forgerock.openam.saml2.plugins

com.sun.identity.saml2.plugins

Scripted implementation

AM provides a scripting engine and template scripts for you to extend SAML v2.0 behavior by running scripts stored as
configuration, rather than by updating code. Creating and modifying plugin scripts enables rapid development without the
need to change or recompile core AM.

To explore the default scripts in the AM admin UI, including the available script properties, go to Realms > Realm Name
> Scripts and select the script you want to examine.

For all available sample scripts, refer to Sample scripts.

SAML v2.0 scripting API

The following properties are common to all SAML v2.0 plugin scripts. Refer to individual plugins for additional properties
specific to the script type.

info
If configured, a scripted implementation takes precedence over any Java class that is specified. To make sure the Java
class is used, clear any Script  settings in the entity provider configuration.

Note

Plugin Description

IDP attribute mapper Customize the default IdP attribute mapper to specify which user
attributes are included in an assertion.

IDP adapter Customize SAML responses and browser redirects.

SP adapter Customize configuration in the hosted SP adapter environment.

• 

• 

• 

• 

Binding Description

hostedEntityId The entity ID for the hosted IDP.
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IDP attribute mapper

Use this plugin to map user-configured attributes to SAML attribute objects to insert into the generated SAML assertion.

The default implementation is to retrieve the mapped attribute values from the user profile first. If the attribute values are
not present in the user’s profile, then the plugin attempts to retrieve them from the user’s session.

Java implementation

Java interface

IDPAttributeMapper

Default Java class

com.sun.identity.saml2.plugins.DefaultIDPAttributeMapper

To create a custom IDP attribute mapper in Java, follow these high-level steps:

Include the openam-federation-library  as a dependency in your Maven project.

Write a Java class that implements the com.sun.identity.saml2.plugins.IDPAttributeMapper  interface, or extends
the com.sun.identity.saml2.plugins.DefaultIDPAttributeMapper  class.

Override the getAttributes()  method to customize the list of the attributes returned.

Package your custom class in a JAR file and copy to the /WEB-INF/lib  folder where you deployed AM.

Configure AM to use the new Java plugin.

In the AM admin UI, go to Realms > Realm Name > Applications > Federation > Entity Providers > Hosted IDP
Name > Assertion Processing.

In the Attribute Mapper field, type the fully qualified name of your custom class.

Save your changes.

Restart AM or the container in which it runs.

Binding Description

logger The logger instance particular to the script type. For more information, refer to Debug
Logging. The output log files will be prefixed by a static string denoting the script type.
Always present.

realm The name of the realm that the user is authenticating to.

1. 

2. 
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Learn more in How do I create a custom SAML2 IDP attribute mapper in PingAM? in the Knowledge Base. 

Note
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Scripted implementation

To explore the default script, including the available script properties, refer to saml2-idp-attribute-mapper.js.

To view or modify the default script in the AM admin UI, go to Realms > Realm Name > Scripts and select SAML2 IDP Attribute
Mapper Script.

Customize the IDP attribute mapper script

Complete the following steps to implement an example IDP attribute mapper script that modifies the SAML attributes that
are inserted in the assertion returned by the IDP.

If you prefer to create a new script, reference the new script name when you configure the hosted entity provider.

For more information, refer to Manage scripts (UI).

This task assumes your environment is already correctly configured for single sign-on using SAML v2.0, where AM is the
hosted IDP.

In the AM admin UI, go to Realms > Realm Name > Scripts, and click SAML2 IDP Attribute Mapper Script to modify the
default script. Alternatively, create a new script of type Saml2 IDP Attribute Mapper .

In the Script field, insert the following lines of example code to return a custom static attribute, around line 150,
preceding return attributes; :

var customSet = new java.util.HashSet();
customSet.add("test");
attributes.add(idpAttributeMapperScriptHelper.createSAMLAttribute("customSAMLAttribute", null, customSet));

For information about the bindings that are available to the script, refer to IDP attribute mapper scripting API.

Validate and save your changes.

Configure AM to use the updated IDP attribute mapper script.

Still in the AM admin UI, go to Applications > Federation > Entity Providers > Hosted IDP Name > Assertion
Processing.

In the Attribute Mapper Script field, select SAML2 IDP Attribute Mapper Script.

If you created a new script rather than modifying the default, select your script name.

Save your changes.

Test your changes and verify that the AttributeStatement  element in the SAML assertion contains the custom
attribute.

For example:
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<saml:AttributeStatement>
  <saml:Attribute Name="customSAMLAttribute">
    <saml:AttributeValue
        xmlns:xs="http://www.w3.org/2001/XMLSchema"
        xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
        xsi:type="xs:string">test
    </saml:AttributeValue>
  </saml:Attribute>
</saml:AttributeStatement>

IDP attribute mapper scripting API

The following properties are available to IDP attribute mapper scripts, in addition to the common SAML v2.0 properties.

IDP adapter

Use this plugin to alter the processing of the authentication request at a particular point in the SAML journey, such as to
redirect the user before single sign-on takes place, or before a failure response is sent.

The plugin provides hooks at the following points in assertion processing:

Binding Description

idpAttributeMapperScriptH

elper

An IdpAttributeMapperScriptHelper instance containing methods used for IDP attribute
mapping.

remoteEntityId The remote entity ID.

session Contains a representation of the user’s single sign-on session object.
Refer to the SSOToken interface for information about SSO token and authentication
information, as well as session-related properties.

Plugin point Description

preSingleSignOn Invoked when the authentication request is first received. Only applicable to SP-
initiated flows.

preAuthentication Invoked before the request is redirected for authentication. Only applicable to SP-
initiated flows.

preSendResponse Invoked after the user has successfully authenticated or for an existing valid session,
before the response is sent.

preSignResponse Invoked after the response has been constructed, but before the response is signed,
to let you customize the content of the SAML response.
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Java implementation

To create a custom IDP adapter in Java, follow these high-level steps:

Include the openam-federation-library  as a dependency in your Maven project.

Write a Java class that implements the org.forgerock.openam.saml2.plugins.IDPAdapter interface, or extends the 
com.sun.identity.saml2.plugins.DefaultIDPAdapter  class.

Override one of the methods described in the plugin points table to customize the authentication journey.

Package your custom class in a JAR file and copy to the /WEB-INF/lib  folder where you deployed AM.

Configure AM to use the new Java plugin.

In the AM admin UI, go to Realms > Realm Name > Applications > Federation > Entity Providers > Hosted IDP
Name > Advanced.

In the IDP Adapter Class field, type the fully qualified name of your custom class.

Save your changes.

Restart AM or the container in which it runs.

Test your changes using an appropriate mode of single-sign on.

For example, note that some plugin points are only invoked during SP-initiated flows.

Scripted implementation

To explore the default script, including the available script properties, refer to saml2-idp-adapter.js.

To view or modify the default script in the AM admin UI, go to Realms > Realm Name > Scripts and select SAML2 IDP Adapter
Script.

Customize the IDP adapter script

Complete the following steps to implement an example IDP adapter script that determines whether the authentication
journey should be redirected, based on the evaluation of a policy.

If you prefer to create a new script, reference the new script name when you configure the hosted entity provider.

For more information, refer to Manage scripts (UI).

Plugin point Description

preSendFailureResponse Invoked before a SAML error response is returned. Only applicable to SP-initiated
flows.
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This task assumes your environment is already correctly configured for single sign-on using SAML v2.0, where AM is the
hosted IDP.

For this example, configure a policy that belongs to a policy set named saml :

In the AM admin UI, go to Realms > Realm Name > Authorization > Resource Types to create a new resource
type with the following values:

Name: SAML SP Access

Pattern: *

Action: Assert (Default State: Deny)

Go to Policy Sets to create a new policy set:

Id: saml

Name: saml

Resource Types: SAML SP Access

Add a new policy:

Name: SAML Access Policy

Resource Types: SAML SP Access

Resources: *

Actions: ASSERT:Denied

Response Attributes: redirect_uri: https://example.com

Subjects: "type": "AuthenticatedUsers"

To modify the default script, go to Scripts, and click SAML2 IDP Adapter Script. Alternatively, create a new script of
type Saml2 IDP Adapter .

In the Script field, add code to the preSendResponse  function to redirect or send an error response if the policy
for the SP evaluates to false. For example:

1. 
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function preSendResponse () {

  var frJava = JavaImporter(
    com.sun.identity.saml2.common.SAML2Exception);

  try {
    // set realm DN if you want to use an LDAP filter condition in the SAML access policy
    var env = new java.util.HashMap();
    var realmDn = new java.util.HashSet();
    realmDn.add("dc=am,dc=example,dc=com");
    env.put("am.policy.realmDN", realmDn);

    var subject = idpAdapterScriptHelper.getSubjectForToken(session);
    var resources = idpAdapterScriptHelper.getResourcesForToken(authnRequest);

    var ents = idpAdapterScriptHelper.getEntitlements(
      "saml", realm, subject, resources, env).iterator();

    while(ents.hasNext()){
      var entitlement = ents.next();
      var isAllowed = entitlement.getActionValue("Assert");

      if(isAllowed != null && isAllowed == true){
        return false;
      } else{
        var redirectUris = entitlement.getAttributes().get("redirect_uri");

        if (redirectUris == null || redirectUris.isEmpty()){
          logger.error("No redirect_uri");
          response.sendError(403);
        } else{
          var redirectUri = redirectUris.iterator().next();
          response.sendRedirect(redirectUri);
        } return true;
      }
    }
  } catch(error) {
    logger.error("Error in preSend reponse. " + error);
    throw new frJava.SAML2Exception(error);
  }
}

Validate and save your changes.

Configure AM to use the updated IDP adapter script.

Still in the AM admin UI, go to Applications > Federation > Entity Providers > Hosted IDP Name > Advanced.

In the IDP Adapter Script field, select SAML2 IDP Adapter Script. If you created a new script rather than
modifying the default, select your script name.

Save your changes.

Test your changes using an SP-initiated flow and verify that the user is redirected to the redirect_uri  (in this
example, https://example.com ).
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IDP adapter scripting API

The following properties are available to IDP adapter scripts, in addition to the common SAML v2.0 properties.

SP adapter

Use this plugin to make changes during the processing of the authentication request, such as updating the SPNameQualifier
attribute, or during assertion processing after a response has been received.

The plugin provides hooks at the following points:

Binding Description

authnRequest The original authentication request sent from the SP. Not available to the 
preSendFailureResponse  function. Refer to AuthnRequest.

faultCode The fault code returned in the SAML response.
Only available to the preSendFailureResponse  function.

faultDetail Contains the details of the fault returned in the SAML response.
Only available to the preSendFailureResponse  function.

idpAdapterScriptHelper The idpAdapterScriptHelper instance contains supporting methods that provide context
information when customizing the IDP adapter plugin points.
Always present.

relayState A String representing the relayState used in the redirect.
Not available to the preSingleSignOn  or preSendFailureResponse  functions.

reqId The id to use for continuation of processing if the adapter redirects.
Not available to the preSignResponse  or preSendFailureResponse  functions.

request The HttpServletRequest  object. Always present.

res The SAML response. For information, refer to Response.
Only available to the preSignResponse  function.

response The HttpServletResponse  object.
Not available to the preSignResponse  function.

session Contains a representation of the user’s single sign-on session object. Refer to the 
SSOToken interface for information about SSO token and authentication information, as
well as session-related properties.
Not available to the preSingleSignOn  or preSendFailureResponse  functions.

Plugin point Description

preSingleSignOnRequest Invoked before AM sends the single sign-on request to the IDP.
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Java implementation

To create a custom SP adapter in Java, follow these high-level steps:

Include the openam-federation-library  as a dependency in your Maven project.

Write a Java class that implements the org.forgerock.openam.saml2.plugins.SPAdapter interface.

Add code to one or more of the methods described in the plugin points table to customize the authentication journey.

Package your custom class in a JAR file and copy to the /WEB-INF/lib  folder where you deployed AM.

Configure AM to use the new Java plugin.

In the AM admin UI, go to Realms > Realm Name > Applications > Federation > Entity Providers > Hosted SP >
Assertion Processing.

In the Adapter field, type the fully qualified name of your custom class.

Save your changes.

Restart AM or the container in which it runs.

Test your changes.

Scripted implementation

To explore the default script, including the available script properties, refer to saml2-sp-adapter.js.

To view or modify the default script in the AM admin UI, go to Realms > Realm Name > Scripts and select SAML2 SP Adapter
Script.

Plugin point Description

preSingleSignOnProcess Invoked before single sign-on processing begins on the SP side, when AM receives the
response from the IDP.

postSingleSignOnSuccess Invoked when single sign-on processing succeeds.

postSingleSignOnFailure Invoked when single sign-on processing fails.

postNewNameIDSuccess Invoked when the processing of a new name identifier succeeds.

postTerminateNameIDSuccess Invoked when the association of a name identifier between an SP and IDP is
successfully terminated.

preSingleLogoutProcess Invoked before the single logout process starts on the SP side, while the user session
is still valid.

postSingleLogoutProcess Invoked after the single logout process succeeds, when the user session has been
invalidated.

1. 

2. 

3. 

4. 

5. 

1. 

2. 

3. 

6. 

7. 
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Customize the SP adapter script

Complete the following steps to implement an example SP adapter script that updates the SPNameQualifier  attribute in the
authentication request.

If you prefer to create a new script, reference the new script name when you configure the hosted entity provider. For more
information, refer to Manage scripts (UI).

This task assumes your environment is already correctly configured for single sign-on using SAML v2.0, where AM is the
hosted SP.

In the AM admin UI, go to Realms > Realm Name > Scripts, and click SAML2 SP Adapter Script.

In the Script field, add code to the preSingleSignOnRequest  function to change the value of SPNameQualifier  in the
authentication request. Optionally, add code to redirect a successful login in the postSingleSignOnSuccess  function.

For example:

function preSingleSignOnRequest() {
  logger.error("In preSingleSignOnRequest");
  authnRequest.getNameIDPolicy().setSPNameQualifier("mySP-Updated");
}

function postSingleSignOnSuccess() {
    logger.error("In postSingleSignOnSuccess");
    response.sendRedirect("https://example.com");
    return true;
}

Validate and save your changes.

Configure AM to use the updated SP adapter script.

In the AM admin UI, go to Realms > Realm Name > Applications > Federation > Entity Providers > Hosted SP
Name > Assertion Processing.

In the Adapter Script field, select SAML2 SP Adapter Script. Alternatively, if you created a script rather than
modifying the default, select the new script name.

Save your changes.

Test your changes using an SP-initiated flow.

Verify that the SAML2.0 request contains the updated value ( SPNameQualifier="mySP-Updated" ) and that the user is
redirected to https://example.com  on successful login.

SP adapter scripting API

The following properties are available to SP adapter scripts, in addition to the common SAML v2.0 properties.

1. 

2. 

3. 

4. 

1. 

2. 

3. 

5. 
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Binding Description

authnRequest The original authentication request sent from the SP.
Only available to single sign-on functions.
Refer to AuthnRequest.

binding The binding used for the name identifier request: urn:oasis:names:tc:SAML:
2.0:bindings:HTTP-Redirect  or urn:oasis:names:tc:SAML:2.0:bindings:SOAP
Not available to single sign-on functions.

failureCode The failure code associated with the error that has occurred. For possible values, refer to 
SPAdapter.
Only available to preSendFailureResponse .

idpEntityID The entity ID for the IDP that sends the sign-on request.

idRequest The ManageNameIDRequest object for the name identifier request.
Only available to postNewNameIDSuccess  and postTerminateNameIDSuccess .

idResponse The ManageNameIDResponse object for the name identifier request.
Only available to postNewNameIDSuccess  and postTerminateNameIDSuccess .

isFederation A boolean indicating whether federation is True if using federation, otherwise false.
Only available to the postSingleSignOnSuccess  function.

logoutRequest The single logout LogoutRequest.
Only available to preSingleLogoutProcess  and postSingleLogoutProcess .

logoutResponse The single logout LogoutResponse.
Only available to preSingleLogoutProcess  and postSingleLogoutProcess .

out The PrintWriter for writing to.
Only available to postSingleSignOnSuccess .

profile The protocol profile used: urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST , 
urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Artifact  or urn:oasis:names:tc:SAML:
2.0:bindings:PAOS .
Available to preSingleSignOnProcess , postSingleSignOnSuccess , and 
postSingleSignOnFailure .

request The HttpServletRequest object.
Always present.

response The HttpServletResponse object.
Always present.

session Contains a representation of the user’s single sign-on session object. Refer to the 
SSOToken interface for information about SSO token and authentication information, as
well as session-related properties.
Only available to postSingleSignOnSuccess .
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Reference

This reference section covers service provider (SP), identity provider (IdP), and circle of trust (CoT) configuration properties.
For the global services reference, see Reference.

Hosted IdP configuration

After you’ve set up a hosted IdP, you can configure it through the AM admin UI under Realms > Realm Name > Applications >
Federation > Entity Providers > Provider Name.

Assertion content

The following groups appear under the Assertion Content tab:

Signing and Encryption

Request/Response Signing

Specifies which parts of messages the IdP requires the SP to sign digitally.

Encryption

When selected, the SP must encrypt NameID elements.

Secret ID and Algorithms
Secret ID Identifier

Specifies an identifier for the secret ID AM uses for this entity provider, when resolving secrets.

For example, when this value is set to demo , the entity provider will use the following secret IDs:

am.applications.federation.entity.providers.saml2.demo.signing

am.applications.federation.entity.providers.saml2.demo.encryption

If not specified, AM uses the entity provider role-specific, default global secret IDs. For more information, see Secret ID
mappings for SAML v2.0 signing and encryption.

Binding Description

spAdapterScriptHelper The SpAdapterScriptHelper instance contains supporting methods that provide context
information when customizing the SP adapter plugin points.
Always present.

ssoResponse The SSO Response received from the Identity Provider.
Available to preSingleSignOnProcess , postSingleSignOnSuccess , and 
postSingleSignOnFailure .

userId The unique universal ID of the user associated with the request.
Not available to single sign-on functions.

• 

• 
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Signing Algorithm

The algorithms the provider can use to sign the request/response attributes selected in the Request/Response
Signing group.

These algorithms are exposed in the provider’s metadata extension.

This property has no default.

Digest Algorithm

The digest algorithms the provider can use when signing the requests and responses selected in the Request/
Response Signing group.

These algorithms are exposed in the provider’s metadata extension.

This property has no default.

Encryption Algorithm

This field specifies two types of encryption algorithms for the provider:

Symmetric algorithms, which the provider can use to encrypt the objects selected in the Encryption
group. Select one or more AES algorithms from the drop-down list.

Default: http://www.w3.org/2001/04/xmlenc#aes128-cbc

Asymmetric algorithms, advertised as the provider’s transport key algorithm. When SAML v2.0 token
encryption is enabled, hosted providers should use the algorithm the remote provider is advertising
when encrypting symmetric encryption keys.

Select one or more algorithms from the drop-down list:

http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p (default).

http://www.w3.org/2009/xmlenc11#rsa-oaep.

When this algorithm is configured, AM will use the Mask Generation Function Algorithm property
(Configure > Global Services > Common Federation Configuration) to create the transport key.

For a list of supported mask generation function algorithms, see Algorithms.

http://www.w3.org/2001/04/xmlenc#rsa-1_5.

For security reasons, we strongly recommend that you do not use this option.

NameID Format

NameID Format List

Specifies the supported name identifiers for users that are shared between providers for single sign-on.

The following diagram shows how the hosted IdP decides which of the supported NameID formats is used:

• 

• 

◦ 

◦ 

◦ 
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NameID Value Map

Maps name identifier formats to user profile attributes. The persistent  and transient  name identifiers need not be
mapped.

NameID mapping supports Base64-encoded binary values. With this flag set, AM Base64-encodes the profile attribute
when adding it to the assertion.

Authentication Context

Mapper

A class that implements the IDPAuthnContextMapper  interface and sets up the authentication context.

Default value: com.sun.identity.saml2.plugins.DefaultIDPAuthnContextMapper

Authentication Context

Maps the authentication context classes supported by the IdP and the authentication mechanisms used by AM when
an SP specifies an authentication context class in a SAML v2.0 request.

Context Reference

Select from the following options to define a context reference:

Predefined Reference to choose from a list of supported context references.

Custom Reference to type your own reference to an authentication context.

Key

Select an authentication mechanism from the list for AM to use when the SP specifies an authentication
context class in a SAML v2.0 request.

Service

Specify an authentication tree for AM to use to authenticate the end user.

For example, in the Value field, enter HmacOneTimePassword  to use the built-in one-time passcode (OTP)
example authentication tree.

The syntax using the < character is now obsolete.
Please use the <<input>> stereotype instead.
For more details, visit https://plantuml.com/activity-diagram-beta

Hosted IDP SAML v2.0 NameID-Format Flow

SAML request asked for
specific NameID-Format?

False True

Hosted IDP's NameID
Format is empty?

True False

SP's NameID
Format is empty?

True False

nameid-format:persistent Use the first element of the
SP's NameID format list

SP's NameID
Format list is empty?

True False

Use the first element of the
IDP's NameID format list

Loop the SP's NameID Format
list and use the first element
that the IDP also supports

Error!

SP's or IDP's NameID Format list did not
contain the requested format

Error!

No match is found?

• 
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Module

AM will use the specified authentication module to authenticate the user.

Authentication Level

AM will authenticate the user with a method that has an associated authentication level equal to or
higher than the specified value.

If there is more than one suitable method, AM presents the available options by using a 
ChoiceCallback .

For more information on using and returning callbacks during authentication, see Authenticate over
REST.

Value

The name of the authentication mechanism you selected from the Key list. For example, if you chose Service
as the authentication mechanism, enter the name of an authentication tree.

Level

The order of precedence of the supported context reference classes as a numeric value.

Classes with higher numbers are considered stronger than lower numbered classes. The values determine which
authentication classes can be used when the SP makes an authentication request that uses a comparison attribute; for
example, minimum  or better .

The value of this field should match the auth level of the service. For example, if you configured an authentication
mechanism as a tree that sets an auth level of 10, set the same value as you specified in the Level field. Because AM
compares the current auth level against the level specified in Authentication Context table, if the two values don’t match, AM
could require a logged-in user to re-authenticate.

emergency_home
The Role and User options are deprecated. Don’t use these options. 

Important
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+ For more information on authentication context classes, see Authentication Context for the OASIS Security Assertion
Markup Language (SAML) V2.0 in the SAML V2.0 Standard.

+ Default value: urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport

Assertion Time

Not-Before Time Skew

Grace period in seconds for the NotBefore  time in assertions.

Effective Time

Validity in seconds of an assertion.

Basic Authentication

Enabled, User Name, Password

When enabled, authenticate with the specified user name and password at SOAP endpoints.
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Assertion Cache

Enabled

When enabled, cache assertions.

Assertion processing

The following properties appear under the Assertion Processing tab:

Attribute Mapper

Attribute Mapper Plugin

This extension point is used to map the IdP attributes that are inserted into the SAML assertion.

The plugin can be implemented either in JavaScript or as a Java class. If defined, the scripted implementation takes
precedence, otherwise AM invokes the Attribute Mapper  class.

For more information, see IDP attribute mapper.

The following plugin properties determine which implementation is used:

Attribute Mapper

Specifies the Java class for the Attribute Mapper plugin. This class is not invoked if a script is selected for 
Attribute Mapper Script .

Default: com.sun.identity.saml2.plugins.DefaultIDPAttributeMapper

Attribute Mapper Script

Specifies the scripted implementation of the Attribute Mapper plugin.

Select from a list of all the Saml2 IDP Attribute Mapper  type scripts saved to this realm, including the default
template script, SAML2 IDP Attribute Mapper Script .

For details, see saml2-idp-attribute-mapper.js.

Attribute Map

Maps SAML attributes to user profile attributes.

The user profile attributes used here must both be allowed in user profiles, and also be specified for the identity
repository.

See Adding User Profile Attributes, for instructions on allowing additional attributes in user profiles.

To see the profile attributes available for an LDAP identity repository, log in to the AM admin UI, and go to Realms > 
Realm Name > Identity Stores > User Configuration. Check the LDAP User Attributes list.

The default IDP mapping implementation allows you to add static values in addition to values taken from the user

profile. You add a static value by enclosing the profile attribute name in double quotes ( " ), as in the following
example:
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Account Mapper

Account Mapper

Specifies a class that implements AccountMapper  to map remote users to local user profiles.

Disable NameID Persistence

Disables the storage of the NameID values in the user data store for all NameIDs issued by the IdP instance as long as
the NameID format is anything but the persistent NameID format: urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent . That is, you can disable the storage of NameID values with persistent NameID-Format if and only
if there is a NameID value mapping set up for the NameID-Format.

Default value: false

Local Configuration

Auth URL

If present, overrides the default UI login URL used to authenticate users during federation.

Use this property to specify an alternative URL for authenticating users, for example, if you have created a custom
user interface other than the UI.

The specified authentication URL is responsible for authenticating the federated user and must establish a session in
AM, and return the SSO token value in the configured cookie name, usually iPlanetDirectoryPro .

The domain of the authentication URL must be configured in AM so that the cookie is accepted, and if host cookies are
configured in AM, then the fully qualified domain name of the authentication URL must be identical to that of the AM
instance.

For more information on configuring the domains AM accepts in the SSO cookies, see Change the cookie domain.

info
By preventing the storage of the NameID values, the ManageNameID  and the NameIDMapping  SAML profiles will
no longer work when using any persistent NameID formats. Existing account links that have been established
and stored are not removed when disabling NameID persistence.

Note
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Reverse Proxy URL

When a reverse proxy is used for SAML endpoints, it is specified here.

External Application Logout URL

URL to which to send an HTTP POST including all cookies when receiving a logout request. To add a user session
property as a POST parameter, include it in the URL query string as a appsessionproperty  parameter.

Services

The following properties appear under the Services tab:

MetaAlias

Used to locate the provider’s entity identifier, specified as [/realm-name]*/provider-name , where provider-name

cannot contain slash characters ( / ). For example: /myRealm/mySubrealm/idp .

Ensure the MetaAlias is unique for each provider configured in a CoT and in the realm.

IDP Service Attributes

Artifact Resolution Service

Specifies the endpoint to manage artifact resolution. The Index is a unique number identifier for the endpoint.

Single Logout Service

Specifies the endpoints to manage single logout, depending on the SAML binding selected.

Manage NameID Service

Specifies the endpoints to manage name identifiers, depending on the SAML binding selected.

Single SignOn Service

The endpoints to manage single sign-on.

These endpoints are used only for SP-initiated flows but are included as a requirement of the SAML V 2.0 Metadata
specification.

Assertion ID Request Service

Specifies the endpoints to request for an specific assertion by referring to its assertion ID.

emergency_home
AM redirects users to the URL specified, and appends a goto  parameter. The parameter contains the URL the
user must be redirected to after authentication. The specified authentication URL must not override the goto
parameter, as that would redirect the user elsewhere and federation will fail.
For more information, see Success and failure redirection URLs.

Important
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NameID Mapping

URL

Specifies the endpoint to manage name identifier mapping.

Advanced settings

The following properties appear under the Advanced tab:

SAE Configuration

IDP URL

Specifies the endpoint to manage Secure Attribute Exchange requests.

Application Security Configuration

Specifies how to handle encryption for Secure Attribute Exchange operations.

ECP Configuration

IDP Session Mapper

Specifies the class that finds a valid session from an HTTP servlet request to an IdP with a SAML Enhanced Client or
Proxy profile.

Session Synchronization

Enabled

When enabled, the IdP sends a SOAP logout request over the back channel to all SPs when a session times out. A
session can time out when the maximum idle time or maximum session time is reached, for example.

IDP Finder Implementation

IDP Finder Implementation Class

Specifies a class that finds the preferred IdP to handle a proxied authentication request.

IDP Finder JSP

Specifies a JSP that presents the list of IdPs to the user.

Enable Proxy IDP Finder For All SPs

When enabled, apply the finder for all remote SPs.
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Relay State URL List

Relay State URL List

List of URLs permitted for the RelayState  parameter. For single logout (SLO) operations, AM validates the redirection
URL in the RelayState  parameter against this list. If the RelayState  parameter’s value is in the list, AM allows
redirection to the RelayState  URL. If it is not in the list, a browser error occurs.

Use the pattern matching rules described in Success and failure redirection URLs to specify URLs in the list.

If you DO NOT specify any URLs in this property, AM only allows redirection to RelayState  URLs that match the
domain of the instance. Any other URL will cause a browser error.

IDP Adapter

IDP Adapter Plugin

This plugin is invoked immediately before sending a SAML v2.0 response.

The plugin can be implemented either in JavaScript or as a Java class. If defined, the scripted implementation takes
precedence, otherwise AM invokes the IDP Adapter  Java class.

For more information, see IDP adapter.

IDP Adapter Class

Specifies the Java class for the IDP Adapter plugin.

This class is not invoked if a script is selected for IDP Adapter Script .

IDP Adapter Script

Specifies the script for the IDP Adapter plugin.

Select from a list of all the Saml2 IDP Adapter  type scripts saved to this realm, including the default template
script, SAML2 IDP Adapter Script .

For details, see saml2-idp-adapter.js.

Remote IdP configuration

After you’ve set up a remote IdP, configure it through the AM admin UI under Realms > Realm Name > Applications >
Federation > Entity Providers > Provider Name.

Assertion content

The following properties appear under the Assertion Content tab:

Signing and Encryption

info
This property doesn’t apply to IdP-initiated SSO, where the validation of the RelayState  parameter should be
performed on the SP.

Note
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Request/Response Signing

Specifies which parts of messages the identity provider requires the service provider to sign digitally.

Encryption

When selected, the service provider must encrypt NameID elements.

NameID Format

NameID Format List

Specifies the supported name identifiers for users that are shared between providers for single sign-on.

Basic Authentication

Enabled, User Name, Password

When enabled, authenticate with the specified user name and password at SOAP endpoints.

Services

The following properties appear under the Services tab:

IDP Service Attributes

Artifact Resolution Service

Specifies the endpoint to manage artifact resolution. The Index is a unique identifier for the endpoint.

Single Logout Service

Specifies the endpoints to manage single logout, depending on the SAML binding selected.

Manage NameID Service

Specifies the endpoints to manage name identifiers, depending on the SAML binding selected.

Single SignOn Service

The endpoints to manage single sign-on.

These endpoints are used only for SP-initiated flows but are included as a requirement of the SAML V 2.0 Metadata
specification.

NameID Mapping

URL

Specifies the endpoint to manage name identifier mapping.

Hosted SP configuration

After you’ve set up a hosted SP, you can configure it through the AM admin UI under Realms > Realm Name > Applications >
Federation > Entity Providers > Provider Name.
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Assertion content

The following properties appear under the Assertion Content tab:

Signing and Encryption

Request/Response Signing

The parts of messages the SP requires the IdP to sign digitally.

Encryption

The IdP must encrypt selected elements.

Secret ID and Algorithms
Secret ID Identifier

Specifies an identifier for the secret ID AM uses for this entity provider, when resolving secrets.

For example, if you set this value to demo , the entity provider uses the following secret labels:

am.applications.federation.entity.providers.saml2.demo.signing

am.applications.federation.entity.providers.saml2.demo.encryption

If not specified, AM uses the entity provider role-specific, default global secret labels. Learn more in Secret label
mappings for SAML v2.0 signing and encryption.

Signing Algorithm

The algorithms the provider can use to sign the request/response attributes selected in the Request/Response
Signing group.

These algorithms are exposed in the provider’s metadata extension.

This property has no default.

Digest Algorithm

The digest algorithms the provider can use when signing the requests and responses selected in the Request/
Response Signing group.

These algorithms are exposed in the provider’s metadata extension.

This property has no default.

Encryption Algorithm

This field specifies two types of encryption algorithms for the provider:

Symmetric algorithms, which the provider can use to encrypt the objects selected in the Encryption
group. Select one or more AES algorithms from the drop-down list.

Default: http://www.w3.org/2001/04/xmlenc#aes128-cbc

• 

• 

• 
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Asymmetric algorithms, advertised as the provider’s transport key algorithm. When SAML v2.0 token
encryption is enabled, hosted providers should use the algorithm the remote provider is advertising
when encrypting symmetric encryption keys.

Select one or more algorithms from the drop-down list:

http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p (default).

http://www.w3.org/2009/xmlenc11#rsa-oaep.

When this algorithm is configured, AM will use the Mask Generation Function Algorithm property
(Configure > Global Services > Common Federation Configuration) to create the transport key.

For a list of supported mask generation function algorithms, see Algorithms.

http://www.w3.org/2001/04/xmlenc#rsa-1_5.

For security reasons, we strongly recommend that you do not use this option.

NameID Format

NameID Format List

Specifies the supported name identifiers for users that are shared between providers for single sign-on.

The following diagram shows how the hosted SP decides which of the supported NameID formats is used:

Disable NameID Persistence

Disables the storage of NameIDs in the user data store, even if the NameID  format is urn:oasis:names:tc:SAML:
2.0:nameid-format:persistent  in the received assertion and the account mapper has identified the local user.

You may want to disable storage of NameID values if you are using a read-only data store, or an external identity
store that does not have the AM identity schemas applied.

Default value: false

• 

◦ 

◦ 

◦ 

The syntax using the < character is now obsolete.
Please use the <<input>> stereotype instead.
For more details, visit https://plantuml.com/activity-diagram-beta

Hosted SP SAML v2.0 NameID-Format Flow

SP-initiated single sign-on triggered that
asked for specific NameID-Format?

False True

Remote IDP's NameID
Format is empty?

True False

SP's NameID
Format is empty?

True False

nameid-format:persistent Use the first element of the
SP's NameID format list

SP's NameID
Format list is empty?

True False

Use the first element of the
IDP's NameID format list

Loop the SP's NameID Format
list and use the first element
that the IDP also supports

Error!

SP's or IDP's NameID Format list did not
contain the requested format

Error!

No match is found?

info
When local authentication is utilized for account linking purposes, disabling federation persistence requires
end users to authenticate locally for each SAML-based login.

Note
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Authentication Context

Mapper

A class that implements the SPAuthnContextMapper  interface and maps the incoming request parameters to an
authentication context.

Default: com.sun.identity.saml2.plugins.DefaultSPAuthnContextMapper

Authentication Context

The authentication context maps the URI references to IdP’s supported authentication context classes to
authentication levels set on the SP side.

Context Reference

Select from the following options to define a context reference:

Predefined Reference to choose from a list of supported context references.

Custom Reference to type your own reference to an authentication context.

Level

The order of precedence of the supported context reference classes as a numeric value.

Classes with higher numbers are considered stronger than lower numbered classes. The values determine
which authentication classes can be used when the SP makes an authentication request that uses a
comparison attribute; for example, minimum  or better .

• 

• 
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For more information on authentication context classes, see Authentication Context for the OASIS Security
Assertion Markup Language (SAML) V2.0 in the SAML V2.0 Standard.

Default value: urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport

Comparison Type

Used in conjunction with the default authentication context to specify the possible range of authentication
mechanisms the IdP can choose from.

For example, if the Comparison Type field is set to better , and the PasswordProtectedTransport  authentication
context class is selected in the Default Authentication Context field, the IdP must select an authentication mechanism
with a higher level assigned.

Default: exact

Include Request Authentication Context

Specifies whether to include an authentication context class as the Requested Authentication Context in the SAML
v2.0 Authentication Request.

Default: Enabled
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Assertion Time Skew

Grace period in seconds for the NotBefore  time in assertions.

Basic Authentication

Enabled, User Name, Password

When enabled, authenticate with the specified user name and password at SOAP endpoints.

Assertion processing

The following properties appear under the Assertion Processing tab:

Attribute Mapper

Attribute Mapper

Specifies a class that implements the attribute mapping.

Attribute Map

Maps SAML attributes to session properties, or user profile attributes.

The value of Key is a SAML attribute sent in an assertion, and the value of Value is a property in the user’s session, or
an attribute of the user’s profile.

By default, the SP maps the SAML attributes it receives to equivalent-named session properties. However, when the
SP is configured to create identities during autofederation and the identity does not exist yet, the SP maps the SAML
attributes to their equivalents in the newly-created user profile.

The special mapping Key: *, Value: *  means that the SP maps each attribute it receives in the assertion to
equivalent-named properties or attributes. For example, if the SP receives mail  and firstname  in the assertion, it
maps them to mail  and firstname  respectively.

Remove the special mapping and add key pairs to the map if:

(During autofederation) The attributes in the IdP’s and the SP’s identity stores do not match.

You need control over the names of the session properties.

You need control over which attributes the SP should map, because the IdP adds too many to the assertion.

For example, if the the SAML attribute is firstname  and you want the SP to map it to a session property/user profile
attribute called cn , create a mapping similar to Key: firstname, Value: cn .

Auto Federation

Enabled

When enabled, automatically federate user’s accounts at different providers based on the specified SAML attribute.

Attribute

Specifies the SAML attribute to match accounts at different providers.

• 

• 

• 
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Account Mapper

Account Mapper

Specifies a class that implements AccountMapper  to map remote users to local user profiles.

Use Name ID as User ID

When selected, fall back to using the name identifier from the assertion to find the user.

Transient User

The user profile to map all IdP users when sending transient name identifiers.

Artifact Message Encoding

Artifact Message Encoding

Specifies the message encoding format for artifacts.

URL

Local Authentication URL

Use this property to specify an alternative URL to redirect the user to after validating the SAML2 assertion from the
IDP. For example, if you have created a custom user interface other than the AM UI.

When in integrated mode, the query parameters are appended to the configured URL. Typically, these parameters
contain all the information necessary for AM to continue the authentication journey.

When in standalone mode, AM redirects users to the specified URL, and appends a goto  parameter. This parameter
contains the URL the user must be redirected to next.

Intermediate URL

Specifies a URL to which the user is redirected after authentication but before the original URL requested.

External Application Logout URL

Specifies the URL to which to send an HTTP POST including all cookies when receiving a logout request. To add a user
session property as a POST parameter, include it in the URL query string as a appsessionproperty  parameter.

Default Relay State URL

Default Relay State URL

Specifies the URL to which to redirect users after the request has been handled. Used if not specified in the response.

Adapter

Adapter

Specifies a class that implements the FederationSPAdapter  interface and performs application specific processing
during the federation process.
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Adapter Environment

Specifies environment variables passed to the adapter class.

Services

The following properties appear under the Services tab:

MetaAlias

MetaAlias

Used to locate the hosted provider’s entity identifier, specified as [/realm-name]*/provider-name , where provider-

name can not contain slash characters ( / ). For example: /myRealm/mySubrealm/sp .

Ensure the MetaAlias is unique for each provider configured in a CoT and in the realm.

SP Service Attributes

Single Logout Service

Specifies the endpoints to manage single logout, depending on the SAML binding selected.

Manage NameID Service

Specifies the endpoints to manage name identifiers, depending on the SAML binding selected.

Assertion Consumer Service

Specifies the endpoints to consume assertions, with Index corresponding to the index of the URL in the standard
metadata.

The scheme, FQDN, and port configured must exactly match those of the SP as they appear in its metadata.

To determine the SP’s endpoint URL, AM uses the Base URL service, if configured.

If the URL does not match, the SAML v2.0 flow will fail and AM will log Invalid Assertion Consumer Location
specified  in the audit log file.

Advanced settings

The following properties appear under the Advanced tab:

SAE Configuration

SP URL

Specifies the endpoint to manage Secure Attribute Exchange requests.

SP Logout URL

The endpoint of the SP that can handle global logout requests.

Application Security Configuration

Specifies how to handle encryption for Secure Attribute Exchange operations.
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ECP Configuration

Request IDP List Finder Implementation

A class that returns a list of preferred IdPs trusted by the SAML Enhanced Client or Proxy profile.

Request IDP List Get Complete

A URI reference used to retrieve the complete IdP list if the IDPList  element is not complete.

Request IDP List

A list of IdPs for the SAML Enhanced Client or Proxy to contact, used by the default implementation of the IDP Finder.

IDP Proxy

IDP Proxy

When enabled, AM includes a Scoping  element in the authentication request to enable the request to be proxied.

Introduction

When enabled, use introductions to find the proxy IdP.

Proxy Count

The maximum number of proxy IdPs.

IDP Proxy List

A list of URIs identifying preferred proxy IdPs.

Session Synchronization

Enabled

When enabled, the SP sends a SOAP logout request over the back channel to all IdPs when a session times out. A
session may time out when the maximum idle time or maximum session time is reached, for example.

Relay State URL List

Relay State URL List

List of URLs permitted for the RelayState  parameter. AM validates the redirection URL in the RelayState  parameter
against this list. If the RelayState  parameter’s value is in the list, AM allows redirection to the RelayState  URL. If it is
not in the list, a browser error occurs.

Use the pattern matching rules described in Success and failure redirection URLs to specify URLs in the list.

If you DO NOT specify any URLs in this property, AM only allows redirection to RelayState  URLs that match the
domain of the instance. Any other URL will cause a browser error.
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Remote SP configuration

After you’ve set up a remote SP, configure it through the AM admin UI under Realms > Realm Name > Applications >
Federation > Entity Providers > Provider Name.

Assertion content

The following properties appear under the Assertion Content tab:

Signing and Encryption

Request/Response Signing

Specifies what parts of messages the service provider requires the identity provider to sign digitally.

Encryption

The identity provider must encrypt selected elements.

NameID Format

NameID Format List

Specifies the supported name identifiers for users that are shared between providers for single sign-on.

Disable NameID Persistence

Disables the storage of NameID values at the IdP when generating an assertion for this remote SP.

Default value: false

Basic Authentication

Enabled, User Name, Password

When enabled, require authentication with the specified user name and password at SOAP endpoints.

Assertion processing

The following properties appear under the Assertion Processing tab:

Attribute Mapper

Attribute Map

Override any mappings of attributes to user profile attributes at the IdP.

Artifact Message Encoding

Encoding

Specifies the message encoding format for artifacts.
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Services

The following properties appear under the Services tab:

SP Service Attributes

Single Logout Service

Specifies the endpoints to manage single logout, depending on the SAML binding selected.

Manage NameID Service

Specifies the endpoints to manage name identifiers, depending on the SAML binding selected.

Assertion Consumer Service

Specifies the endpoints to consume assertions, with Index corresponding to the index of the URL in the standard
metadata.

Advanced settings

The following properties appear under the Advanced tab:

Request Processing

Skip Endpoint Validation For Signed Requests

When enabled, AM does not verify Assertion Consumer Service URL values provided in SAML authentication requests.
This allows the Assertion Consumer Service URL to contain dynamic query parameters, for example.

As assertion consumer service URL verification is part of the SAML v2.0 spec, you can only skip validation if the
authentication request is digitally signed by the SP. To digitally sign authentication requests, in the remote SP
configuration go to Assertion Content > Signing and Encryption > Request/Response Signing, and select Authentication
Requests Signed.

SAE Configuration

SP URL

Specifies the endpoint to manage Secure Attribute Exchange requests.

SP Logout URL

The endpoint of the SP that can handle global logout requests.

IDP Proxy

IDP Proxy enabled

When enabled, the authentication requests from this SP can be proxied.

emergency_home
You must configure the remote SP to sign the authentication request.
AM returns an error if it receives an unsigned authentication request and this option is enabled.

Important
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Proxy all requests

When enabled, AM proxies every authentication request from the SP, whether it contains a Scoping  element or not.

The IDP Proxy option must be enabled for this option to take effect.

Introduction enabled

When enabled, use introduction cookies to find the proxy IdP.

Use IDP Finder

When enabled, use the IdP finder service to determine the IDP to which to proxy authentication requests.

Proxy Count

Specifies the maximum number of proxy IdPs. AM sets the specified value in the Scoping  element of the
authentication request it proxies for this SP.

You must enable Proxy all requests for this option to take effect.

IDP Proxy List

A list of URIs identifying preferred proxy IdPs.

CoT configuration

Once you have set up a CoT, you can configure it through the AM admin UI under Realms > Realm Name > Applications >
Federation > Circle of Trust > Circle of Trust Name.

Name

String that refers to the circle of trust.

Once you have set up a circle of trust, the name cannot be configured.

Description

Short description of the circle of trust.

Status

Whether this circle of trust is operational.

Entity Providers

Known hosted and remote identity and service providers participating in this circle of trust.

info
This property only works with a non-default SAML2IDPProxyFRImpl implementation, and will be deprecated in a
future release.

Note
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SAML2 Writer Service URL

SAML v2.0 service that writes identity provider entity identifiers to Common Domain cookies after successful
authentication, used in identity provider discovery. Example: https://discovery.example.com:8443/openam/
saml2writer .

SAML2 Reader Service URL

SAML v2.0 service that reads identity provider entity identifiers from Common Domain cookies, used in identity
provider discovery. Example: https://discovery.example.com:8443/openam/saml2reader .

SAML v2.0 advanced properties

To configure SAML v2.0 advanced properties, in the AM admin UI, go to Configure > Server Defaults > Advanced.

openam.saml.decryption.debug.mode

When enabled, AM decrypts SAML v2.0 messages that are sent and received, and writes the content to the debug logs.

As these messages may contain user information, you should not enable this property in production environments.

Default: False

org.forgerock.openam.saml2.authenticatorlookup.skewAllowance

Specifies the allowable time difference, in seconds, between any existing session the user may have, and the current
time when an authentication request specifies ForceAuthn .

If the authenticated user’s session was created outside of the allowable time range, AM rejects the assertion, and re-
authentication is required.

Default: 60
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Security Token Service (STS)



These topics cover concepts, configuration, and usage procedures for working with the Security Token Service provided by
ForgeRock Access Management.

This information is intended for anyone using the Security Token Service in Access Management to manage token exchange.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For
more information, visit https://www.pingidentity.com.

STS overview

The Security Token Service (STS) lets AM bridge identities across existing federated environments to establish cross-domain
trust relationships using token transformations. For example, you can federate two different environments by transforming
OpenID Connect ID tokens into SAML v2.0 assertions.

The WS-Trust specification introduces the concept of a centralized runtime component called the Security Token Service
(STS), which issues, cancels, and validates security tokens. A WS-Trust model involves communication between the
components, a requestor, web service, and STS:

The requestor is a web client or programmatic agent that wants to use a service offered by the web service.

The web service allows authenticated and authorized clients to access resources or applications.



Secure Token Service overview

Learn how the STS can transform, validate,
issue, and cancel tokens.



Configure the Secure Token Service

Add one or more STS instances to your AM
deployment.



Query, validate, and cancel tokens

Manage tokens stored in the CTS token store.

• 

• 
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The identity provider stores claims about subjects and works with the STS to issue security tokens.

The STS acts as a trusted third-party web service that asserts the identity of a requestor across different security
domains through the exchange of security tokens and brokers a trust relationship between the requestor and the
web service provider. The STS issues tokens based on its configurations, which model the identity of a given identity
provider, and issues tokens to a specific relying party.

A security token is an STS data structure representing a set of claims that assert the identity of a subject. A single claim
is identity information, such as a subject’s name, age, gender, and email address.

A security policy, defined in WS-SecurityPolicy, specifies the required elements, tokens, security bindings, supporting
tokens, and protocol assertions, which are requirements for a web service to grant a subject access to its service.

The security policy is defined in a WSDL document, which is an XML file that states what needs to be protected, what
tokens are allowed for access, and transmission requirements for SOAP STS.

Web services and requestors (that is, consumers or clients) are typically deployed across different security domains and
topologies. Each domain may require a specific security token type to assert authenticated identities. STS provides a means
to exchange tokens across these different domains without re-authenticating or re-establishing trust relationships while
allowing the requestor access to a web service’s protected resources.

Based on this standard, AM provides two Security Token Services:

REST STS, a REST-based Security Token Service that provides a simpler deployment alternative than SOAP STS for
token transformations. The REST STS does not conform to the WS-Trust specification.

SOAP STS, a WS-Trust 1.4-compliant Security Token Service.

The AM SOAP STS is built upon the Apache CXF STS, an open-source implementation of JAX-WS and JAX-RS, as well as
Apache WSS4j, an open-source Java implementation of the WS-Security specification.

Differences between REST STS and SOAP STS

Because the SOAP STS implementation is based on the WS-Trust specification and the REST STS implementation is not, there
are differences between the features they support. They are summarized in the table below:

• 

• 

• 

• 

• 

• 

error
The SOAP STS service is deprecated, and will be removed in a future release. Installing instances of this service
is not supported.

Caution

Differences between the STS implementations

Feature Description REST STS SOAP STS

REST endpoints REST endpoints exposed upon instance creation. ✔ ✖

SOAP endpoints AM .war  and the SOAP STS .war  files must be
deployed in separate web containers to expose
the SOAP endpoints.

✖ ✔
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Feature Description REST STS SOAP STS

Token transformations AM STS issues OpenID Connect V1.0 (OIDC) and
SAML V2.0 tokens (bearer, holder-of-key, sender
vouches).
Username token → OIDC
OIDC → OIDC
X.509 token → OIDC
AM Session token → OIDC
Username token → SAML v2.0
X.509 token → SAML v2.0
(REST STS only) OIDC token → SAML v2.0
AM Session token → SAML v2.0

✔ ✔

Publish service You can configure REST or SOAP STS instances
using the AM admin UI or programmatically. AM
provides a REST STS publish service that allows
you to publish these instances using a POST to the
endpoints. Note that a published instance can
have only a single encryption key. Therefore, you
need one published instance per service provider
that the web service invoking the STS intends to
call.

✔ ✔

Custom SAML assertion plugins AM supports customizable SAML assertion
statements. You can create custom plug-ins for 
Conditions , Subject , 
AuthenticationStatements , 
AttributeStatements , and 
AuthorizationDecisionStatements  statements.

✔ ✔

Custom token validators and
providers

The AM REST STS provides the ability to customize
tokens that are not supported by default by the
STS. For example, you can configure STS to
transform a token of type CUSTOM to a SAML V2.0
token.

✔ ✖

Client SDK AM provides a SOAP STS client SDK module to
allow developers to use Apache CXF-STS classes.

✖ ✔

ActAs  and OnBehalfOf
elements

AM SOAP STS supports delegated and proxied
token relationships, as defined by the ActAs  and 
OnBehalfOf  elements in WS-Trust, which is
available for Username and AM session tokens.

✖ ✔

Security binding assertions AM SOAP STS supports the WS-SecurityPolicy

binding assertions that protect communication to
and from the STS: transport, asymmetric,
symmetric.

✖ ✔
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For more information about both implementations, see:

REST STS

SOAP STS

REST STS

AM’s REST STS service issues OIDC v1.0 or SAML v2.0 tokens for a single service provider. A REST STS instance has the
following mandatory configuration:

Issuer. The issuer corresponds to the IDP EntityID .

SP EntityID. The SP EntityID  is used in the AudienceRestriction  element of the Conditions  statement of the issued
assertion.

SP assertion consumer service URL. The SP assertion consumer service URL is used as the Recipient  attribute of the 
subjectConfirmation  element in the Subject  statement, which is required for bearer assertions according to the 
Web SSO profile.

To support signing and encryption, each REST STS instance has a configuration state that specifies the location of the signing
and encryption keys:

If you use assertion signature, you must specify the keystore path and password and the alias and password of the 
PrivateKey  used to sign the assertion.

If you use assertion encryption, you must specify the keystore path and password. You must also must specify the alias
of the SP’s X509 certificate that includes the PublicKey  used to encrypt the symmetric key that encrypts the generated
assertion.

The keystore location can be absolute path on the local filesystem or a path relative to the AM classpath. You can
choose to encrypt only the NameID  and AttributeStatement  attributes or the entire assertion.

Any statement that constitutes a SAML v2.0 assertion can be customized.

For each REST STS instance, you can provide custom plug-ins for Conditions , Subject , AuthenticationStatements , 
AttributeStatements , and AuthorizationDecisionStatements . If you specify custom plug-ins in the configuration state of
the published REST STS instance, the custom classes are consulted to provide the specific statements. For details, refer to the
interfaces in the org.forgerock.openam.sts.tokengeneration.saml2.statements  package.

Feature Description REST STS SOAP STS

Custom WSDL The AM SOAP STS comes with a pre-configured
WSDL file. You can customize the policy bindings
governing the input or output messages to or
from the STS.

✖ ✔

Logging service The AM STS allows SOAP-STS log entries to be
configured via java.util.logging , which allows
logging to be configured via the 
logging.properties  file in the Tomcat conf
directory.

✖ ✔

• 

• 

• 

• 

• 

• 

• 

Security Token Service (STS) PingAM

5272 Copyright © 2025 Ping Identity Corporation

https://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-os.pdf
https://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-os.pdf


Each REST STS instance must specify the authentication context ( AuthnContext ) that will be included in the 
AuthenticationStatements  of the generated assertion. The AuthnContext  lets the generated SAML v2.0 assertion specify
how the assertion’s subject was authenticated. For a token transformation, the AuthnContext  is a function of the input
token type.

By default, the following AuthnContext  strings are included in the SAML v2.0 assertion generated as part of the
transformation of the following input token types:

Read the following specifications before you implement the REST STS:

SAML V2.0

SAML V2.0 Errata Composite

Profiles for the OASIS Security Assertion Markup Language (SAML) V2.0

OpenID Connect Core 1.0 incorporating errata set 1

The Basic REST STS model illustrates a simple REST STS topology between a requestor, a web service, and an STS instance. The
STS instance is set up with the identity provider, which has a trust relationship with the web service.

Unlike the SOAP STS, the REST STS does not strictly follow the WS-Trust specification for input token and output token
formats; however, the REST STS makes it much easier to deploy an STS instance.

Input token type AuthnContext string

AM urn:oasis:names:tc:SAML:

2.0:ac:classes:PreviousSession

Username Token and OpenID Connect Token urn:oasis:names:tc:SAML:

2.0:ac:classes:PasswordProtectedTransport

X.509 Token urn:oasis:names:tc:SAML:2.0:ac:classes:X509

lightbulb_2
To override these default mappings, implement the 
org.forgerock.openam.sts.token.provider.AuthnContextMapper interface and specify the name of the
implementation in the configuration of the published REST STS instance. 

Tip

• 

• 

• 

• 
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Figure 1. Basic REST STS model
REST STS process flow

A requestor makes an access request to a web resource.

The web service redirects the requestor to the STS.

The requestor sends an HTTP(S) POST request to the STS endpoint. The request includes credentials, token input type,
and desired token output type.

The following example generates a bearer token:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--data '{
    "input_token_state": {
        "token_type": "USERNAME",
        "username": "demo",
        "password": "Ch4ng31t"
    },
    "output_token_state": {
        "token_type": "SAML2",
        "subject_confirmation": "BEARER"
    }
}' \

https://openam.example.com:8443/openam/rest-sts/username-transformer?_action=translate

The following example generates an OIDC token:

1. 

2. 

3. 
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--data '{
    "input_token_state": {
        "token_type": "USERNAME",
        "username": "demo",
        "password": "Ch4ng31t"
    },
    "output_token_state": {
        "token_type": "OPENIDCONNECT",
        "nonce":"12345678",
        "allow_access":true
    }
}' \

https://openam.example.com:8443/openam/rest-sts/username-transformer?_action=translate

The STS does the following:

Validates the signature.

Decodes the payload and verifies that the requestor issued the transaction.

Validates the requestor’s credentials.

Creates an interim AM session and, optionally, creates a CTS token for the session.

Issues a token to the requestor.

Invalidates the interim AM session, if configured.

The requestor is redirected to the web service and presents its token to the web service.

The web service does the following:

Validates the signature and decodes the payload.

Verifies that the requestor issued the request.

Extracts and validates the token and processes the request.

If a CTS token was created for the session, the web service can call the REST STS to invalidate the token and the
corresponding AM session.

Validate input tokens

STS token transformations validate input tokens before generating output tokens. The STS uses AM authentication modules
and chains to perform token validation. When deploying STS, you must configure AM authentication so that it can validate
input tokens.

This section describes authentication configuration requirements for username, X.509, and OpenID Connect tokens. No
special authentication configuration is required when using AM session tokens as the input tokens in token transformations.

Because REST STS instances are not part of a secure framework like WS-Trust 1.4, this section also discusses security
considerations when sending tokens across a network to a REST STS instance.
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In addition to configuring AM authentication to support input token validation, you must identify the authentication tree or
module that will validate each input token type. To do so, configure the Authentication Target Mappings property in the STS
instance configuration. For details, refer to Reference.

Validate username tokens

Username tokens passed to a REST STS instance contain the username/password combination in cleartext. Tokens can be
validated using any module type that supports username/password authentication, including Data Store, LDAP, and so on.

With usernames and passwords in cleartext, be sure to configure your deployment with an appropriate level of security.
Deploy REST STS instances that support input username token transformations on TLS.

Validate X.509 certificate tokens

REST STS instances can obtain X.509 certificates used as input tokens in two ways:

From the header key defined in the REST STS instance’s Client Certificate Header Key property. In this case, STS also
confirms the request came from a host specified in the Trusted Remote Hosts property.

From the javax.servlet.request.X509Certificate  attribute in the ServletRequest. The REST STS instance obtains
the X.509 certificate from the ServletRequest if no header key is set in the Client Certificate Header Key property.

The AM Certificate module authenticates the X.509 certificate input token. The module optionally performs Certificate
Revocation List (CRL) or Online Certificate Status Protocol (OCSP) checking, and can check that the specified certificate is in
an LDAP datastore.

If certificates are passed to the REST STS using HTTP headers, you must configure the Trusted Remote Hosts and Http Header
Name for Client Certificate properties in the Certificate module to match the configuration of your REST STS instance.

Validate OpenID Connect tokens

To validate OpenID Connect input tokens, a REST STS instance must reference an OpenID Connect id_token bearer
authentication module in the Authentication Target Mappings property.

Configure the authentication module as follows:

Name of header referencing the ID Token

Specify a header. The REST STS instance’s Target Authentication Mapping property must reference the same header.

Name of OpenID Connect ID Token Issuer

Specify the issuer name. Set the token issuer’s discovery URL, JWK URL, or client secret in the OpenID Connect
validation configuration value property.

List of accepted authorized parties

If incoming OpenID Connect tokens contain azp  claims, specify valid claims in this property.

Audience

If incoming OpenID Connect tokens contains aud  claims, specify the valid claims in this property.

• 

• 
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Attribute mappings

Map JWK claims to attributes in the AM user store.

For more information about OpenID Connect id_token bearer authentication module properties, refer to OpenID Connect
id_token bearer module.

SOAP STS

AM lets AM administrators publish WS-Trust 1.4-compliant STS instances, each with a distinct security policy configuration,
and each issuing OpenID Connect (OIDC) v1.0 Tokens or SAML v2.0 (bearer, holder of key, and sender vouches) assertions.

The SOAP STS is deployed remotely from AM in a Tomcat or Jetty container. Deploying both the AM .war  and the SOAP
STS .war  in the same container is not supported. The remotely-deployed SOAP STS .war  file authenticates to AM with SOAP
STS agent credentials, and pulls the configuration state for all SOAP instances published in its realm, exposing WS-Trust-
compliant SOAP web services based on this configuration state.

AM is the authentication authority for the STS instances and its configured data stores, which store the attributes that are
included in OIDC tokens and generated SAML v2.0 assertions.

You can publish any number of SOAP STS instances programmatically, or by using the AM admin UI. Each instance is
published with a specific WS-SecurityPolicy binding, which specifies:

Type of supporting token that asserts the caller’s identity.

Manner in which the supporting token is protected (symmetric, asymmetric, or transport binding).

Each published SOAP STS instance is protected by a security policy binding, which specifies what type of token must be
presented to assert the caller’s identity (also known as the supporting token), and how this supporting token is protected.
There are three protection schemes: transport, symmetric, and asymmetric:

Transport binding assertion. Transport binding is used when the message is protected at the transport level, such as
HTTPS, and thus requires no explicit enforcement at the security policy binding enforcement level. The SOAP keystore
configuration allows a SOAP STS instance to be published referencing the keystore state necessary to enforce the
symmetric and asymmetric bindings.

Symmetric binding assertion. Symmetric binding is used when only one party needs to generate security tokens. In a
symmetric binding, the client generates symmetric key state used to sign and encrypt messages, and encrypts this
symmetric key state with the STS’s public key, and includes the encrypted symmetric key in the request. Thus, the
SOAP keystore configuration of a published STS instance, which is protected by the symmetric binding, must
reference a keystore with the STS’s PrivateKeyEntry , so that it may decrypt the symmetric key generated by the
client.

info
SOAP STS instances do not accept OpenID Connect tokens as input tokens in token transformations. 

Note

• 

• 

• 
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Asymmetric binding assertion. Asymmetric binding is used when both the client and the service both have security
tokens. In an asymmetric binding, client requests are signed with the client’s secret key, and encrypted with the STS’s
public key. STS responses are signed with the STS’s private key and encrypted with the client’s public key. The client’s
X.509 certificate is included in the request, so that the STS can validate the client’s signature and encrypt responses to
the client without requiring the presence of the client’s X.509 certificate in the STS’s keystore. However, the SOAP
keystore configuration of a published STS instance protected by an asymmetric binding must reference a keystore
with the STS’s PrivateKeyEntry , which allows the STS to both: 1) sign messages from STS to client, and 2) decrypt
messages from the client.

The following bindings are available:

UsernameToken  over the transport, symmetric, and asymmetric binding
AM session token over the transport and unprotected binding
X.509 certificates examples seen in WS-SecurityPolicy Examples Version 1.0

A SAML v2.0 assertion, defined in SAML V2.0, contains a Subject  element that identifies the principal, which is the subject
of the statements in the assertion. The Subject  element contains an identifier and zero or more SubjectConfirmation
elements, which allows a relying party to verify the subject of the assertion with the entity with whom the relying party is
communicating.

The SubjectConfirmation  element contains a required Method  attribute that specifies the URI identifying the protocol used
to confirm the subject. The AM STS supports the following subject confirmation methods:

Holder of key. The holder of key subject confirmation method involves proving a relationship between the subject and
claims. This is achieved by signing part of the SOAP message with a proof key sent in the SAML assertion. The
additional proof key guards against any attempted man-in-the-middle attack by ensuring that the SAML assertion
comes from the subject claiming to be the requestor.

URI: urn:oasis:names:tc:SAML:2.0:cm:holder-of-key

Sender vouches. The sender vouches subject confirmation method is used in cases where you have a proxy gateway
that propagates the client identity via the SOAP messages on behalf of the client. The proxy gateway must protect the
SOAP message containing the SAML assertion, so that the web service can verify that it has not been tampered with.

URI: urn:oasis:names:tc:SAML:2.0:cm:sender-vouches

Bearer. The bearer subject confirmation method assumes that a trust relationship exists between the subject and the
claims, and thus no keys are required when using a bearer token. No additional steps are required to prove or
establish a relationship.

Since browser-based clients use bearer tokens and no keys are required, you must protect the SOAP message using a
transport-level mechanism, such as SSL, as this is the only means to protect against man-in-the-middle attacks.

URI: urn:oasis:names:tc:SAML:2.0:cm:bearer

If you are interested in the SOAP STS, you should be familiar with the SOAP STS specifications:

SAML V2.0

SAML V2.0 Errata Composite

• 

info
The Decryption Key Alias  in a SOAP STS instance’s configuration corresponds to the PrivateKeyEntry .

Note

• 

• 

• 

• 

• 
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Profiles for the OASIS Security Assertion Markup Language (SAML) V2.0

OpenID Connect Core 1.0 incorporating errata set 1

WS-Federation

WS-Trust

WS-SecurityPolicy

WS-SecurityPolicy Examples Version 1.0

WS-Metadata Exchange

UserNameToken

X509Token

SAMLTokenProfile

The Basic SOAP STS model illustrates a basic SOAP STS topology between a requestor, web service, and STS. The STS instance
is set up with the identity provider, which has an existing trust relationship with the web service.

Figure 1. Basic SOAP STS model

A basic SOAP STS process flow is as follows:

A requestor first accesses a protected resource for a web service. The requestor gets the web service’s WSDL file,
which specifies the policy requirements to access its services.

The requestor creates and configures an STSClient  object whose main task is to contact the STS.

The STSClient  contacts the STS to obtain its WSDL file. Each published STS instance exposes an API that is defined in
its WSDL file. The WSDL file specifies the security policy bindings, which specify the type of token they must present to
the API, and how this token is protected during transit.

The STSClient  generates and sends a Request for Security Token (RST) to the STS. The RST specifies the what type of
token is desired. The requestor’s usernameToken  is embedded in the SOAP envelope that contains the RST and is used
for authentication.
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The SOAP STS client SDK provides the classes, templates, and documentation to allow developers to set the state
necessary to allow the Apache CXF runtime to generate the SOAP envelopt containing the RST, which satisfies the
security policy bindings of the targeted STS.

The STS validates the requestor’s usernameToken , creates an interim AM session, and optionally, creates a CTS token
for the session. Upon successful authentication, the STS constructs a Request for Security Token Response (RSTR),
signs the SAML v2.0 token, and embeds the token within the RSTR. If STS is configured to invalidate the interim token,
it does so. The STS sends a Request for Security Token Response (RSTR) to the STSClient .

The STSClient  extracts the security token and sends it in the request’s message header. The STSClient  sends the
message to the web service.

The web service extracts the SAML token and validates the signature to ensure that it came from the STS. The web
service allows the user whose ID is specified in the SAML token to access its protected resource.

If a CTS token was created for the session, the web service can call the SOAP STS to invalidate the token and the
corresponding AM session upon request.

Delegated relationships in SOAP STS

SOAP STS supports the ability to issue SAML assertions with the sender vouches subject confirmation method. Sender
vouches are used in proxy deployments, such as a proxying gateway, where the gateway requests a SAML assertion with a
sender vouches confirmation from the STS.

In this case, the requestor’s credentials are set in the OnBehalfOf  and ActAs  elements in the request security token (RST)
request included in the Issue  invocation. The gateway calls the STS, and the gateway’s credentials satisfy the security policy
bindings protecting the STS. The presence of either the OnBehalfOf  and ActAs  elements together with a token type of SAML
v2.0 and a key type of PublicKey  triggers the issuance of a sender vouches SAML v2.0 assertion.

Figure 2. STS sender vouches

The STS runs token validators that validate the authenticity of the ActAs  or OnBehalfOf  token.

The SOAP STS configuration indicates whether token delegation relationships are supported in the STS in the ActAs  and 
OnBehalfOf  elements. If token delegation is supported, the configuration also indicates the token types that token
validators use to validate the ActAs  and OnBehalfOf  token elements.
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In the Request for Security Token (RST) invocation, Username  and AM tokens are supported for the OnBehalfOf  element. In
addition, you can specify that the SOAP STS instance be deployed with a user-specified implementation of the token
delegation handler interface, org.apache.cxf.sts.token.delegation.TokenDelegationHandler .

A default token delegation handler is used if no custom token delegation handler is configured. The default token delegation
handler rejects the delegation relationship if the token principal set to null in the token delegation parameters (that is,
TokenDelegationParameters), as this is the case when no token validators have validated the ActAs  and OnBehalfOf  token.
Thus, if you want the STS instance to support the ActAs  and OnBehalfOf  elements, you must specify one of the two
following configuration properties:

The Delegation Relationships Supported property.

One or more Delegated Token types. For example, AM or Username  for which token validators are deployed to
validate the ActAs  or OnBehalfOf  tokens and/or a custom token delegation handler.

Example proxy gateway STS deployment

Suppose you want to deploy the SOAP STS to receive requests from a proxy gateway and issue SAML v2.0 assertions with
sender vouches subject confirmation method. The gateway sends the SAML v2.0 assertion that asserts the identity of the
gateway client and vouches for its identity.

Suppose the SOAP STS deployment has a security policy binding requiring the presentation of an X.509 certificate. This
security policy binding can be satisfied by presenting the gateway’s X.509 certificate. However, the SOAP STS-issued SAML
v2.0 assertion should assert the identity of the gateway client that presents its identity to the gateway as either a username,
password combination or as an AM session.

In this case, the published SOAP STS would specify an X.509-based security policy, the delegation relationships to be
supported, and whether both AM and Username  token types should be supported. No custom token delegation handler need
be specified.

Furthermore, the SOAP STS instance must be published with Authentication Target Mappings that specify how the Username
token should be presented to AM’s RESTful authentication context. The gateway code would then create a request for
security token (RST) invocation using the classes in the openam-sts/openam-soap-sts/openam-soap-sts-client  module, and
include the gateway client’s username, password or AM session state as the OnBehalfOf  element. This setting allows the
gateway to consume the SOAP STS to issue SAML v2.0 assertions with the sender vouches subject confirmation method,
which asserts the identity of the gateway client corresponding to the presented username, password or AM session state.

If, at a later date, you want to exclude or denylist some users from attaining SAML v2.0 assertions, regardless of their
possession of valid username, password or AM session state, you can update the SOAP STS with the class name of a token
delegation handler implementation, which would implement this denylist functionality. The SOAP STS .war  file would have
to be recreated with this file in the classpath. The token delegation handler could reject the invocation for users or principals
on the denylist.

• 

• 

info
If you configure the Username  token type as a delegated token type, AM uses the configuration in the 
Authentication Target Mappings property to authenticate Username  tokens. AM SSO tokens require no
special configuration in the Authentication Target Mappings property.

Note
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Configure STS instances

You configure STS instances to perform one or more token transformations. Each instance provides configuration details
about how SAML v2.0 and/or OpenID Connect output tokens are encrypted or signed. Deployments that support multiple
SAML v2.0 and/or OpenID Connect service providers require multiple STS instances.

When you publish an STS instance, you create an STS instance with a given configuration. You can publish instances using the
AM admin UI or the REST API.

When you publish a REST STS instance, AM exposes a REST endpoint for accessing the instance, and the instance is
immediately available for use to callers.

Configure the REST STS

To configure a REST STS instance using the AM admin UI, go to Realms > Realm Name > STS > REST STS Instances, and click 
Add.

See REST STS configuration properties for detailed information about STS configuration properties.

Consume REST STS instances

You consume a REST STS instance by sending REST API calls to the instance’s endpoint.

REST STS instance endpoint

A REST STS instance endpoint is composed of the following:

The AM context

The string rest-sts

The realm in which the REST STS instance is configured

The deployment URL element (a configuration property of the STS instance)

For example, a REST STS instance configured in the realm myRealm  with the deployment URL element username-transformer
exposes the endpoint /rest-sts/myRealm/username-transformer .

error
The SOAP STS service is deprecated, and will be removed in a future release. Installing instances of this service is not
supported.

Caution

lightbulb_2
You can also publish REST STS instances programmatically. AM provides a Publish service, which is a collection of
endpoints you can use to publish instances instead of accessing the AM admin UI.
For more information, see Publish REST STS instances.

Tip

• 

• 

• 

• 
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JSON representation of token transformations

Token transformations are represented in JSON as follows:

{
  "input_token_state": {
    "token_type": "INPUT_TOKEN_TYPE"
    …INPUT_TOKEN_TYPE_PROPERTIES…
  },
  "output_token_state": {
    "token_type": "OUTPUT_TOKEN_TYPE"
    …OUTPUT_TOKEN_TYPE_PROPERTIES…
  }
}

REST STS supports the following token types and properties:

Input token types

USERNAME

Requires the username  and password  properties.

OPENAM

Requires the session_id  property, with an SSO token as its value.

X509

No properties are required because input X.509 tokens are presented in HTTP headers or through TLS. For
more information about X.509 tokens, refer to the Authentication Target Mappings and Client Certificate
Header Key properties in REST STS configuration properties.

OPENIDCONNECT

Requires the oidc_id_token  property, with the OpenID Connect token as its value.

Output token types

SAML2

Requires the subject_confirmation  property, the value of which determines the <saml:ConfirmationMethod>
element for the generated SAML v2.0 assertion. Valid values are BEARER , SENDER_VOUCHES , and 
HOLDER_OF_KEY .

When generating an assertion with a holder-of-key subject confirmation method, the proof_token_state
property is required. The value for this property is an object that contains the base64EncodedCertificate
property.

OPENIDCONNECT

Requires the nonce  and allow_access  properties.

• 

• 

• 

• 

• 

• 

PingAM Security Token Service (STS)

Copyright © 2025 Ping Identity Corporation 5283



The following are examples of JSON payloads that define REST STS token transformations:

Transform a username token to a SAML v2.0 token with the bearer subject confirmation method:

{
  "input_token_state": {
    "token_type": "USERNAME",
    "username": "demo",
    "password": "Ch4ng31t"
  },
  "output_token_state": {
    "token_type": "SAML2",
    "subject_confirmation": "BEARER"
  }
}

Transform an X.509 token to a SAML v2.0 token with the sender vouches subject confirmation method:

{
  "input_token_state": {
    "token_type": "X509"
  },
  "output_token_state": {
    "token_type": "SAML2",
    "subject_confirmation": "SENDER_VOUCHES"
  }
}

Transform an OpenID Connect token to a SAML v2.0 token with the holder-of-key subject confirmation method:

{
  "input_token_state": {
    "token_type": "OPENIDCONNECT",
    "oidc_id_token": "eyAiYWxQ.euTNnNDExNTkyMjEyIH0.kuNlKwyvZJqaC8EYpDyPJMiEcII"
  },
  "output_token_state": {
    "token_type": "SAML2",
    "subject_confirmation": "HOLDER_OF_KEY",
    "proof_token_state": {
      "base64EncodedCertificate": "MIMbFAAOBjQAwgYkCgYEArSQ…c/U75GB2AtKhbGS5pimrW0Y0Q=="
     }
  }
}

Transform an AM SSO token to an OpenID Connect token:

1. 

2. 
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{
  "input_token_state": {
    "token_type": "OPENAM",
    "session_id": "AQIC5wM2…TMQAA*"
  },
  "output_token_state": {
    "token_type": "OPENIDCONNECT",
    "nonce": "471564333",
    "allow_access": true
  }
}

For more examples of JSON payloads that you can send to REST STS instances, refer to the comments in the sample code in 
Java example.

Command-line example

You can use the curl  command to check that a published REST STS instance is working as expected.

For example, if you publish a REST instance with a deployment URL element username-transformer  that supports username
to SAML v2.0 bearer assertion token transformation, you can send an HTTP POST request to the /rest-sts/username-
transformer  endpoint, setting the _action  parameter to translate  as follows:
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--data '{
    "input_token_state": {
        "token_type": "USERNAME",
        "username": "demo",
        "password": "Ch4ng31t"
    },
    "output_token_state": {
        "token_type": "SAML2",
        "subject_confirmation": "BEARER"
    }
}' \

https://openam.example.com:8443/openam/rest-sts/username-transformer?_action=translate

{
  "issued_token":
     "<saml:Assertion
       xmlns:saml=\"urn:oasis:names:tc:SAML:2.0:assertion\"
       Version=\"2.0\"
       ID=\"s2c51ebd0ad10aae44fb76e4b400164497c63b4ce6\"
       IssueInstant=\"2016-03-02T00:14:47Z\">\n
       <saml:Issuer>saml2-issuer</saml:Issuer>
       <saml:Subject>\n
        <saml:NameID
         Format=\"urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress\">demo
        </saml:NameID>
        <saml:SubjectConfirmation
         Method=\"urn:oasis:names:tc:SAML:2.0:cm:bearer\">\n
         <saml:SubjectConfirmationData
          NotOnOrAfter=\"2016-03-02T00:24:47Z\" >
         </saml:SubjectConfirmationData>
        </saml:SubjectConfirmation>\n
       </saml:Subject>
       <saml:Conditions
        NotBefore=\"2016-03-02T00:14:47Z\"
        NotOnOrAfter=\"2016-03-02T00:24:47Z\">\n
        <saml:AudienceRestriction>\n
         <saml:Audience>saml2-issuer-entity</saml:Audience>\n
        </saml:AudienceRestriction>\n</saml:Conditions>\n
        <saml:AuthnStatement
         AuthnInstant=\"2016-03-02T00:14:47Z\">
         <saml:AuthnContext>
          <saml:AuthnContextClassRef>
           urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
          </saml:AuthnContextClassRef>
         </saml:AuthnContext>
        </saml:AuthnStatement>
       </saml:Assertion>\n"
}

The iPlanetDirectoryPro  header is required and should contain the SSO token of an administrative user, such as amAdmin ,
who has access to perform the operation.
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Java example

The RestSTSConsumer.java  sample code provides an example of how to consume a published REST STS instance
programmatically. Tailor this example as required to provide programmatic consumption of your own REST STS instances.

Consume SOAP STS instances

You consume a SOAP STS instance by sending it SOAP messages to the instance’s endpoint, or by calling it using the AM SOAP
STS client SDK.

SOAP STS instance URL

SOAP STS instances' URLs are comprised of the following parts:

The SOAP STS deployment context

The string sts

The realm in which the REST STS instance is configured

The deployment URL element, which is one of the configuration properties of an STS instance

The SOAP STS deployment context comprises the base URL of the web container to which the SOAP STS .war  file is deployed,
and the deployment web application name.

For example, a SOAP STS instance configured in the realm myRealm  with the deployment URL element soap-username-
transformer  and the a deployment web application name openam-soap-sts  would expose a URL similar to https://soap-
sts-host.com:8443/openam-soap-sts/sts/myRealm/soap-username-transformer .

The WSDL for the service would be available at https://soap-sts-host.com:8443/openam-soap-sts/sts/myRealm/soap-
username-transformer?wsdl .

Consume SOAP STS instances using SOAP messages

Because an AM SOAP STS instance is a WS-Trust 1.4-compliant security token service, users can consume the instance by
sending it standard WS-Trust 1.4 SOAP STS framework messages, such as RequestSecurityToken  messages, passed as the
payload to WSDL ports that are implemented by the security token services.

lightbulb_2
For information on downloading and building AM sample source code, see How do I access and build the sample
code provided for PingAM? in the Knowledge Base.
You can find the STS code examples under /path/to/openam-samples-external/sts-example-code .

Tip

emergency_home
You cannot compile the sample code referenced in this section because it uses classes that are not available publicly.
The code provides patterns to developers familiar with the problem domain and is intended only to assist developers
who want to programmatically consume REST STS instances.

Important

• 

• 

• 

• 
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For more information about WS-Trust 1.4 security token services, see the WS-Trust 1.4 specification.

Consume SOAP STS instances using the SOAP STS client SDK

You can consume an AM SOAP STS instance by calling it using the AM SOAP STS client SDK.

The SOAP STS client SDK is based on classes in Apache CXF, an open source service framework. Apache CXF provides the 
org.apache.cxf.ws.security.trust.STSClient class, which encapsulates consumption of a SOAP STS service. However, using
this class requires considerable expertise.

The SOAP STS client SDK makes it easier to consume AM SOAP STS instances than using Apache CXF for the following
reasons:

The org.forgerock.openam.sts.soap.SoapSTSConsumer  class in the AM SOAP STS client SDK wraps the Apache CXF
class org.apache.cxf.ws.security.trust.STSClient , providing a higher level of abstraction that makes consumption
of SOAP STS instances easier to achieve.

The SoapSTSConsumer  class' issueToken , validateToken , and cancelToken  methods provide the three fundamental
operations exposed by SOAP STS instances. Supporting classes facilitate the creation of state necessary to invoke
these methods.

Classes in the SDK provide logic to allow AM session tokens to be presented in order to satisfy the security policy
bindings that mandate AM sessions as supporting tokens. The STS client obtains secret password state—keystore
entry passwords and aliases, username token credential information, and so forth—from a callback handler. The 
SoapSTSConsumerCallbackHandler  class provides the means to create a callback handler initialized with state that will
be encountered when consuming SOAP STS instances. The SoapSTSConsumerCallbackHandler  instance can be passed
to an STS client. The TokenSpecification  class provides a way to create the varying token state necessary to obtain
specific tokens and create any necessary supporting state.

You can use the classes in the SOAP STS client SDK as is, or you can tailor them to your needs. For more information about
the SOAP STS client SDK classes, see the source code and the Javadoc.

The SOAP STS client SDK is not part of the AM client SDK. (The SOAP STS client SDK has a dependency on Apache CXF classes,
which are not present in the AM API.) To use the SOAP STS client SDK, you must compile the source code for the SOAP STS
client SDK and create a .jar  file.

Build the SOAP STS client SDK

Download the AM source code.

Change to the openam-sts/openam-soap-sts  directory.

Run the mvn install  command.

Locate the openam-soap-sts-client-8.0.jar  file in the openam-sts/openam-soap-sts/openam-soap-sts-client/
target  directory.

• 

• 

• 

1. 

2. 

3. 

4. 
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Query, validate, and cancel tokens

Both REST and SOAP STS instances support token persistence, which is the ability to store tokens issued for the STS instance in
the Core Token Service (CTS). You enable token persistence for both REST and SOAP STS instances' configuration under 
Realms > Realm Name > STS > STS Instance Name > General Configuration > Persist Issued Tokens in Core Token Store. Tokens
are saved in the CTS for the duration of the token lifetime, which is a configuration property for STS-issued SAML v2.0 and
OpenID Connect tokens. Tokens with expired durations are periodically removed from the CTS.

With token persistence enabled for an STS instance, AM provides the ability to query, validate, and cancel tokens issued for
the instance:

Querying tokens means listing tokens issued for an STS instance or for a user.

Validating a token means verifying that the token is still present in the CTS.

Cancelling a token means removing the token from the CTS.

Invoke the sts-tokengen endpoint

The sts-tokengen  endpoint provides administrators with the ability to query and cancel tokens issued for both REST and
SOAP STS instances using REST API calls.

When using the sts-tokengen  endpoint, be sure to provide the token ID for an AM administrator, such as amAdmin , as the
value of a header whose name is the name of the SSO token cookie, by default iPlanetDirectoryPro .

Query tokens

List tokens issued for an STS instance by using the queryFilter  action in an HTTP GET call to the sts-tokengen  endpoint
with the /sts-id  argument.

The following example lists all the tokens issued for the username-transformer  STS instance. The results show that AM has
issued two OpenID Connect tokens for the demo  user for the username-transformer  STS instance:

• 

• 

• 
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$ curl \
--request GET \
--header "iPlanetDirectoryPro: AQIC5..." \
https://openam.example.com:8443/openam/sts-tokengen?_queryFilter=\/sts_id+eq+\'username-transformer\'
{
    "result":[
        {
            "_id":"B663D248CE4C3B63A7422000B03B8F5E0F8E443B",
            "_rev":"",
            "token_id":"B663D248CE4C3B63A7422000B03B8F5E0F8E443B",
            "sts_id":"username-transformer",
            "principal_name":"demo",
            "token_type":"OPENIDCONNECT",
            "expiration_time":1459376096
        },
        {
            "_id":"7CB70009970D1AAFF177AC2A08D58405EDC35DF5",
            "_rev":"",
            "token_id":"7CB70009970D1AAFF177AC2A08D58405EDC35DF5",
            "sts_id":"username-transformer",
            "principal_name":"demo",
            "token_type":"OPENIDCONNECT",
            "expiration_time":1459376098
        }
    ],
    "resultCount":2,
    "pagedResultsCookie":null,
    "totalPagedResultsPolicy":"NONE",
    "totalPagedResults":-1,
    "remainingPagedResults":-1
}

List tokens issued for a particular user with the queryFilter  action in an HTTP GET call to the sts-tokengen  endpoint with
the /token-principal  argument.

The following example lists all the tokens issued for the demo  user. The results show that AM has issued two OpenID Connect
tokens:
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$ curl \
--request GET \
--header "iPlanetDirectoryPro: AQIC5..." \
https://openam.example.com:8443/openam/sts-tokengen?_queryFilter=\/token_principal+eq+\'demo\'
{
    "result":[
        {
            "_id":"B663D248CE4C3B63A7422000B03B8F5E0F8E443B",
            "_rev":"",
            "token_id":"B663D248CE4C3B63A7422000B03B8F5E0F8E443B",
            "sts_id":"username-transformer",
            "principal_name":"demo",
            "token_type":"OPENIDCONNECT",
            "expiration_time":1459376096
        },
        {
            "_id":"7CB70009970D1AAFF177AC2A08D58405EDC35DF5",
            "_rev":"",
            "token_id":"7CB70009970D1AAFF177AC2A08D58405EDC35DF5",
            "sts_id":"username-transformer",
            "principal_name":"demo",
            "token_type":"OPENIDCONNECT",
            "expiration_time":1459376098
        }
    ],
    "resultCount":2,
    "pagedResultsCookie":null,
    "totalPagedResultsPolicy":"NONE",
    "totalPagedResults":-1,
    "remainingPagedResults":-1
}

Cancel tokens

Cancel tokens by making an HTTP DELETE call to the sts-tokengen /token-id endpoint:

$ curl \
--request DELETE \
--header "iPlanetDirectoryPro: AQIC5..." \
https://openam.example.com:8443/openam/sts-tokengen/B663D248CE4C3B63A7422000B03B8F5E0F8E443B
{
    "_id":"B663D248CE4C3B63A7422000B03B8F5E0F8E443B",
    "_rev":"B663D248CE4C3B63A7422000B03B8F5E0F8E443B",
    "result":"token with id B663D248CE4C3B63A7422000B03B8F5E0F8E443B successfully removed."
}

Validate and cancel tokens by invoking a REST STS instance

REST STS users can validate and cancel tokens by making an HTTP POST call to a REST STS instance’s endpoint.

To validate a token, use the validate  action. The following example validates an OpenID Connect token previously issued by
the username-transformer  REST STS instance:

PingAM Security Token Service (STS)

Copyright © 2025 Ping Identity Corporation 5291



$ curl \
--request POST \
--header "iPlanetDirectoryPro: AQIC5..." \
--header "Content-Type: application/json" \
--data '{
    "validated_token_state": {
        "token_type": "OPENIDCONNECT",
        "oidc_id_token": "eyAidHlwIjogIkpXVCIsIC..."
    }
}' \
https://openam.example.com:8443/openam/rest-sts/username-transformer?_action=validate
{
    "token_valid":true
}

To cancel a token, use the cancel  action. The following example cancels an OpenID Connect token previously issued by the 
username-transformer  REST STS instance:

$ curl \
--request POST \
--header "iPlanetDirectoryPro: AQIC5..." \
--header "Content-Type: application/json" \
--data '{
    "cancelled_token_state": {
        "token_type": "OPENIDCONNECT",
        "oidc_id_token": "eyAidHlwIjogIkpXVCIsIC..."
    }
}' \
 https://openam.example.com:8443/openam/rest-sts/username-transformer?_action=cancel
{
    "result":"OPENIDCONNECT token cancelled successfully."
}

Validate and cancel tokens by invoking a SOAP STS instance

The source code for the validateToken  and cancelToken  methods in the 
org.forgerock.openam.sts.soap.SoapSTSConsumer  class provides information needed to construct WS-Trust 1.4-compliant
calls for validating and cancelling tokens.

Locate the org.forgerock.openam.sts.soap.SoapSTSConsumer  class under openam-sts/openam-soap-sts/openam-soap-sts-
client  in the AM source code.

Custom token types

AM supports token transformations to and from a variety of token types, including username, SAML v2.0, OpenID Connect,
and X.509. In addition to these supported token types, REST STS instances can use custom token types as the input or output
token, or both, in a token transformation. When you configure a REST STS instance to support a token transformation that
takes a custom token type, you can also configure a custom validator and provider class for the custom token type. AM uses
custom validator classes to validate custom tokens and custom provider classes to produce custom tokens.
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Specify custom token validator and provider classes in the AM admin UI by configuring the Custom Token Validators and
Custom Token Providers properties under Realms > Realm Name > STS > REST STS Instance Name.

A custom validator class can be used in transformations that produce standard STS output tokens, such as SAML v2.0 tokens
or OpenID Connect tokens, and in transformations that produce custom output token types.

A custom provider class can be used in token transformations that take standard STS input tokens, such as username tokens
or AM SSO tokens, and in transformations that take custom input token types.

Before a REST STS instance can use a custom token type validator or provider class, you must bundle the class into the
AM .war  file and restart AM.

AM invokes a single instance of a validator or provider class to run all concurrently dispatched token transformations that
use the custom token type. Because there is only a single instance of the class, you must code custom validator and provider
classes to be thread-safe.

Develop custom token type validator classes

To create a custom token type validator class, implement the 
org.forgerock.openam.sts.rest.token.validator.RestTokenTransformValidator  class.

Custom token type validator classes implement the validateToken  method. This method takes a 
RestTokenValidatorParameters  object as input. Note that the generic type of RestTokenValidatorParameters  is 
org.forgerock.json.fluent.JsonValue . As a result of using this type, custom validator classes can access the JSON
representation of the input token passed to the REST STS instance in the input_token_state  JSON key.

The validateToken  method returns an 
org.forgerock.openam.sts.rest.token.validator.RestTokenTransformValidatorResult  object. At a minimum, this object
contains the AM SSO token corresponding to the validated principal. It can also contain additional information specified as a
JSON value, allowing a custom validator to pass extra state to a custom provider in a token transformation.

Develop custom token type provider classes

To create a custom token type provider class, implement the 
org.forgerock.openam.sts.rest.token.provider.RestTokenProvider  class.

Custom token type provider classes implement the createToken  method. This method takes an 
org.forgerock.openam.sts.rest.token.provider.CustomRestTokenProviderParameters  object as input. This object gives the
custom provider access to the following information:

The principal returned by the RestTokenTransformValidator

The AM SSO token corresponding to the validated principal

Any additional state returned in the RestTokenValidatorResult  object

The type of input token validated by the RestTokenTransformValidator  in the token transformation

lightbulb_2
For information on downloading and building AM sample source code, see How do I access and build the sample
code provided for PingAM? in the Knowledge Base.
You can find the STS code examples under /path/to/openam-samples-external/sts-example-code .

Tip

• 

• 

• 

• 
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The JsonValue  corresponding to this validated token, as specified by the input_token_state  object in the
transformation request

The JsonValue  corresponding to the token_output_state  object specified in the token transformation request
(which can provide additional information pertinent to the creation of the output token)

The createToken  method returns a string representation of the custom token in a format that can be transmitted across
HTTP in JSON. It should be base64-encoded if binary.

Use custom token type validators and providers

This section provides an example of how to use custom token type validators and providers.

The example assumes that you already configured a token transformation by completing the following tasks:

Implementing the RestTokenTransformValidator  interface to create a custom token type validator

Implementing the RestTokenProvider  interface to create a custom token type provider

Bundling the two classes into the AM .war  file

Restarting AM

Publishing a REST STS instance with a custom token type named CUSTOM , specifying the custom validator and provider
classes in the instance’s configuration

To transform a CUSTOM  token to an OpenID Connect token, you might specify a JSON payload similar to the following:

{
    "input_token_state":
        {
            "token_type": "CUSTOM",
            "extra_stuff": "very_useful_state"
        },
    "output_token_state":
        {
            "token_type": "OPENIDCONNECT",
            "nonce": "1234",
            "allow_access": true
        }
}

With the preceding JSON payload, AM passes a JsonValue  instance to the validateToken  method of the custom token type
validator class:

{
    "token_type": "CUSTOM",
    "extra_stuff": "very_useful_state"
}

To transform a username token to a CUSTOM  token, you might specify a JSON payload similar to the following:

• 

• 

• 

• 

• 

• 

• 
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{
    "input_token_state":
        {
            "token_type": "USERNAME",
            "username": "unt_user17458687",
            "password": "password"
        },
    "output_token_state":
        {
            "token_type": "CUSTOM",
            "extra_stuff_for_custom": "some_useful_information"
        }
}

With the preceding JSON payload, AM passes the following information to the createToken  method of the custom token
type provider:

The principal returned by the USERNAME  token validator: unt_user17458687 .

The AM SSO token corresponding to this authenticated principal.

Additional state returned by the token validator, if any. Because the USERNAME  token validator does not return any
additional state, the additional state for this example would be null.

The input token type: CUSTOM

A JsonValue  representation of the following:

{
    "token_type": "USERNAME",
    "username": "unt_user17458687",
    "password": "password"
}

A JsonValue  representation of the following:

{
    "token_type": "CUSTOM",
    "extra_stuff_for_custom": "some_useful_information"
}

To transform a CUSTOM  token to a CUSTOM  token, you might specify a JSON payload similar to the following:

• 

• 

• 

• 

• 

• 
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{
    "input_token_state":
        {
            "token_type": "CUSTOM",
            "extra_stuff": "very_useful_state"
        },
    "output_token_state":
        {
            "token_type": "CUSTOM",
            "extra_stuff_for_custom": "some_useful_information"
        }
}

The input to the custom validator and provider would be similar to the preceding examples, with the possible addition of any
additional state that the custom validator returned from the validateToken  method.

Reference

The reference pages cover configuration settings for the Security Token Service.

The Publish service

To publish an STS instance, perform an HTTP POST on the /sts-publish/rest  endpoint, specifying the _action=create
parameter in the URL.

For example, you could publish a REST STS instance named username-transformer  in the Top Level Realm as follows:
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$ curl \
--request POST \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Content-Type: application/json" \
--data '{
    "invocation_context": "invocation_context_client_sdk",
    "instance_state":
    {
        "saml2-config":
        {
            "issuer-name":"saml2-issuer",
            …
        },
        "deployment-config":
        {
            "deployment-url-element":"username-transformer",
            "deployment-realm":"/",
            …
        },
        "persist-issued-tokens-in-cts":"false",
        "supported-token-transforms":[{
            "inputTokenType":"USERNAME",
            "outputTokenType":"OPENIDCONNECT",
            "invalidateInterimOpenAMSession":false
        }],
        "oidc-id-token-config":{
            "oidc-issuer":"test",
            …
        }
    }
}' \

https://openam.example.com:8443/openam/sts-publish/rest?_action=create

{
  "_id":"username-transformer",
  "_rev":"21939129",
  "result":"success",
  "url_element":"username-transformer"}
}

The instance_state  object in the JSON payload represents the STS instance’s configuration.

For a complete example of an instance_state  object, see the sample code for the RestSTSInstancePublisher  class in 
Publish REST STS instances.

Accessing the sts-publish  endpoint requires administrative privileges. Authenticate as an AM administrative user, such as 
amAdmin , before attempting to publish an STS instance.

In addition to publishing instances, the sts-publish  endpoint can also return the configuration of an STS instance when you
perform an HTTP GET on endpoint for the instance, such as /sts-publish/rest/realm/deployment-URL-element .

In the endpoint, deployment-URL-element is the value of the STS instance’s deployment URL element—one of the instance’s
configuration properties. realm is the realm in which the instance has been configured.

For example, you could obtain the configuration of a REST STS instance configured in the Top Level Realm with the
deployment URL element username-transformer  as follows:
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$ curl \
--request GET \
--header "iPlanetDirectoryPro: AQIC5…" \

https://openam.example.com:8443/openam/sts-publish/rest/username-transformer

{
   "_id":"username-transformer",
   "_rev":"-659999943",
   "username-transformer":{
      "saml2-config":{
         "issuer-name":"saml2-issuer",
         …
      },
      "deployment-config":{
         "deployment-url-element":"username-transformer",
         …
      },
      "persist-issued-tokens-in-cts":"false",
      "supported-token-transforms":[
         {
            "inputTokenType":"USERNAME",
            "outputTokenType":"OPENIDCONNECT",
            "invalidateInterimOpenAMSession":false
         }
      ],
      "oidc-id-token-config":{
         "oidc-issuer":"test",
         …
      }
   }
}

You can delete STS instances by performing an HTTP DELETE on the sts-publish  endpoint:

For REST STS instances, perform an HTTP DELETE on /sts-publish/rest/realm/deployment-URL-element.

For SOAP STS instances, perform an HTTP DELETE on /sts-publish/soap/realm/deployment-URL-element.

Publish REST STS instances

The sample code referenced in this section provides an example of how to programmatically publish REST STS instance. The
code is not intended to be a working example. Rather, it is a starting point—code that you can modify to satisfy your
organization’s specific requirements.

For information on downloading and building AM sample source code, see How do I access and build the sample code
provided for PingAM? in the Knowledge Base.

You can find the STS code examples under /path/to/openam-samples-external/sts-example-code .

After publishing a REST STS instance programmatically, you can view the instance’s configuration in the AM admin UI. The
instance is ready for consumption.

• 

• 

error
SOAP STS instances are deprecated and cannot be deployed in ths version of AM. If you delete your instances,
you will not be able to redeploy them.

Caution
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Sample code is available for the following classes:

RestSTSInstancePublisher

The RestSTSInstancePublisher  class exposes an API to publish, delete, and update REST STS instances by calling
methods that perform an HTTP POST operation on the soap-sts/publish  endpoint.

RestSTSInstanceConfigFactory

The RestSTSInstancePublisher  class calls the RestSTSInstanceConfigFactory  class to create a 
RestSTSInstanceConfig  instance. RestSTSInstanceConfig  objects encapsulate all the configuration information of a
REST STS instance, and emit JSON values that you can post to the sts-publish/rest  endpoint to publish a REST STS
instance.

STSPublishContext

The sample STSPublishContext  class specifies the configuration necessary to publish REST and SOAP STS instances.
The class provides a programmatic method for setting configuration properties—the same configuration properties
available through the AM admin UI under Realms > Realm Name > STS.

CustomTokenOperationContext

The sample CustomTokenOperationContext  class specifies custom validators, token types, and transformations that a
REST STS instance can support.

REST STS configuration properties

Deployment Url Element

A string that identifies this REST STS instance.

The Deployment Url Element is a component of the REST STS instance’s endpoint. For example, if you set 
myRESTSTSInstance  as the Deployment Url Element, the REST STS endpoint would be rest-sts/myRealm/
myRESTSTSInstance .

General configuration properties

The following are general configuration properties for REST STS instances:

emergency_home
The sample code referenced in this section is not compilable, because it uses classes that are not available publicly.
The code provides patterns to developers familiar with the problem domain and is intended only to assist developers
who want to programmatically publish REST STS instances.
The sample code imports a number of classes, introducing dependencies. Classes imported from the AM API can
remain in your code, but other imported classes must be removed and replaced with code that provides similar
functionality in your environment. For example, the RestSTSInstanceConfigFactory  class uses a constant named 
CommonConstants.DEFAULT_CERT_MODULE_NAME  from the imported 
com.forgerock.openam.functionaltest.sts.frmwk.common.CommonConstants  utility class. This utility class is not
publicly available. Therefore, you need to replace this constant with another construct.
The critical part of the sample code is the idioms that programmatically set all the state necessary to publish a REST
STS instance.

Important
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Persist Issued Tokens in Core Token Store

Specifies whether to enable token persistence in the Core Token Service (CTS).

AM saves all STS-issued tokens to CTS when token persistence is enabled. A token’s lifetime in CTS has the same
length as the Token Lifetime property specified for issued tokens.

STS token validation and cancellation capabilities require tokens to be present in CTS. Therefore, if your deployment
requires token validation and cancellation, you must enable token persistence.

Supported Token Transforms

Specifies one or more token transformations supported by this REST STS instance. Token transformations are listed in
the AM admin UI using the notation input-token-type → output-token-type .

For each supported token transformation, AM provides an option to invalidate the interim AM session. When
transforming a token, the STS creates an AM session. If desired, you can invalidate the AM session after token
transformation is complete.

Custom Token Validators

Specifies a validator class for a custom token type.

Use the format CUSTOM-TOKEN-TYPE|custom-validator-class  to specify each validator class. For example, CUSTOM|
org.mycompany.tokens.myCustomTokenValidator .

For details, refer to Custom token types.

Custom Token Providers

Specifies a provider class for a custom token type.

Use the format CUSTOM-TOKEN-TYPE|custom-provider-class  to specify each provider class. For example, CUSTOM|
org.mycompany.tokens.myCustomTokenProvider .

For details, refer to Custom token types.

Custom Token Transforms

Specifies one or more token transformations that take a custom token type as the input or output token. If you
specify a custom token validator or provider, you must also specify a custom token transform.

Specify the custom transform using three values separated by the vertical bar character |  as follows:

The input token type

The output token type

Whether to invalidate the AM session created during token transformation. Specify TRUE  to invalidate the
session or FALSE  to let the session remain valid.

For example, a value of CUSTOM|SAML2|TRUE  configures a token transformation that transforms a CUSTOM  token to a
SAML v2.0 assertion and then invalidates the created AM session.
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STS Instance is running as remote instance

Specifies whether the STS instance is running on the AM host or as a separate, remote Java process.

This property determines how calls are made to the STS instance during session token validation.

Default: true

If true , the REST STS does an outbound HTTP call to itself during session validation. If you set this property to false
(for example, for an AM instance running in a clustered Docker pod), the STS validates sessions and generates tokens
locally, with no HTTP call to the sessions  or sts-gen  endpoints.

Deployment configuration properties

The following are deployment configuration properties for REST STS instances:

Authentication Target Mappings

Specifies one or more mappings that define how the REST STS instance authenticates input tokens.

Each mapping is a set of arguments separated by the vertical bar character |  as follows:

(Required) The input token type: USERNAME , OPENAM , X509 , OPENIDCONNECT , or a custom token type.

(Required) The value service  or module . If the third argument is an authentication chain, specify service . If
the third argument is an authentication module, specify module .

(Required) The name of an AM authentication chain or module to which the input token is authenticated.

(Optional) The name of the header in which you place the token when authenticating to AM. Specify this
parameter for input X509  and OPENIDCONNECT  tokens as follows:

For X509  input tokens, the format is x509_token_auth_target_header_key=Header Name .

For OPENIDCONNECT  input tokens, the format is oidc_id_token_auth_target_header_key=Header Name .

Be sure to specify the header names configured in the Certificate or OpenID Connect id_token bearer
authentication module properties as the Header Name argument.

This argument can also be used with custom token types to specify the name of a header or cookie from which
to obtain a token. When using this argument with a custom token type, its format is determined by the custom
validator class that validates the custom token type.

The following are example mappings:

USERNAME|service|myLDAPChain  configures STS to authenticate input USERNAME  tokens to the myLDAPChain
authentication chain.

X509|module|CertModule|x509_token_auth_target_header_key=ClientCert  configures STS to obtain an X.509
certificate from the ClientCert  header, use it as the input token, and authenticate it using the CertModule
authentication module.

Client Certificate Header Key

Specifies the name of a header that a TLS offloader should use to use to transmit client certificates.
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Token transformations that take an X.509 certificate as the input token require the certificate to be presented using
two-way TLS, so that the TLS handshake can validate client certificate ownership. A common way of obtaining the
client certificate with two-way TLS is to use the javax.servlet.request.X509Certificate  attribute in the servlet
request.

However, in deployments with TLS offloading, the offloader must use an HTTP header to transmit the certificate to its
destination. This configuration property is the name of the HTTP header whose value contains the certificate.

Trusted Remote Hosts

Specifies one or more IP addresses of hosts trusted to transmit client X.509 certificates in deployments with TLS
offloading.

To allow any host to transmit a certificate, specify any  as the value of this property.

As with the Client Certificate Header Key property, configure this property for deployments with TLS offloading.

SOAP STS configuration properties

Deployment Url Element

Specifies a string that identifies this SOAP STS instance.

The Deployment Url Element is a component of the SOAP STS instance’s endpoint. For example, if you specified 
mySOAPSTSInstance  as the Deployment Url Element, the SOAP STS endpoint would be /SOAP STS .war File Name/
myRealm/mySOAPSTSInstance .

General configuration properties

The following are general configuration properties for SOAP STS instances:

Persist Issued Tokens in Core Token Store

Specifies whether to enable token persistence in the Core Token Service (CTS).

AM saves all STS-issued tokens to CTS when token persistence is enabled. A token’s lifetime in CTS has the same
length as the Token Lifetime property specified for issued tokens.

STS token validation and cancellation capabilities require tokens to be present in CTS. Therefore, if your deployment
requires token validation and cancellation, you must enable token persistence.

Issued Tokens

Specifies the types of tokens that this SOAP STS instance issues as output tokens for token transformations.

Security Policy Validated Token

Specifies the SupportingToken  type in the WS-SecurityPolicy bindings in the SOAP STS deployment’s WSDL, and
whether the AM session created during token transformation should be invalidated after the token is issued.

Deployment configuration properties

The following are deployment configuration properties for REST STS instances:
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Authentication Target Mappings

Specifies one or more mappings that define how the REST STS instance authenticates input tokens.

Each mapping is a set of arguments separated by the vertical bar character |  as follows:

(Required) The input token type: USERNAME , OPENAM , X509 , OPENIDCONNECT , or a custom token type.

(Required) The value service  or module . If the third argument is an authentication chain, specify service . If
the third argument is an authentication module, specify module .

(Required) The name of an AM authentication chain or module to which the input token is authenticated.

(Optional) The name of the header to place the token in when authenticating to AM. Specify this parameter for
input X509  and OPENIDCONNECT  tokens as follows:

For X509  input tokens, the format is x509_token_auth_target_header_key=Header Name .

For OPENIDCONNECT  input tokens, the format is oidc_id_token_auth_target_header_key=Header Name .

Be sure to specify the header names configured in the Certificate or OpenID Connect id_token bearer
authentication module properties as the Header Name argument.

This argument can also be used with custom token types to specify the name of a header or cookie from which
to obtain a token. When using this argument with a custom token type, its format is determined by the custom
validator class that validates the custom token type.

The following are example mappings:

USERNAME|service|myLDAPChain  configures STS to authenticate input USERNAME  tokens to the myLDAPChain
authentication chain.

X509|module|CertModule|x509_token_auth_target_header_key=ClientCert  configures STS to obtain an X.509
certificate from the ClientCert  header, use it as the input token, and authenticate it using the CertModule
authentication module.

Client Certificate Header Key

Specifies the name of a header that a TLS offloader should use to use to transmit client certificates.

Token transformations that take an X.509 certificate as the input token require the certificate to be presented using
two-way TLS, so that the TLS handshake can validate client certificate ownership. A common way of obtaining the
client certificate with two-way TLS is to use the javax.servlet.request.X509Certificate  attribute in the servlet
request.

However, in deployments with TLS offloading, the offloader must use an HTTP header to transmit the certificate to its
destination. This configuration property is the name of the HTTP header whose value contains the certificate.

Trusted Remote Hosts

Specifies one or more IP addresses of hosts trusted to transmit client X.509 certificates in deployments with TLS
offloading.

To allow any host to transmit a certificate, specify any  as the value of this property.

As with the Client Certificate Header Key property, configure this property for deployments with TLS offloading.
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SOAP keystore configuration properties

The following are SOAP keystore configuration properties for SOAP STS instances:

Soap Keystore Location

Specifies the path to a JKS keystore containing keys for signing and encryption when using the symmetric and
asymmetric bindings with SOAP messaging. Specify an absolute path or a location in the AM classpath.

Note that the WSDL File Referencing Security Policy Binding Selection property determines the binding for a SOAP STS
instance.

AM provides a JKS keystore with demo keys, /path/to/openam/security/keystores/keystore.jks . For more
information about keystores in AM, see Secrets, certificates, and keys.

Keystore Password

Specifies the password used to decrypt the keystore.

Signature Key Alias

Specifies the key alias in the keystore used to sign messages from this SOAP STS instance. You must configure this
property when using asymmetric binding.

Signature Key Password

Specifies the password for the signature key.

Decryption Key Alias

Specifies the key alias in the keystore used by this SOAP STS instance to decrypt client messages for the asymmetric
binding, and to decrypt the client-generated symmetric key for the symmetric binding.

Decryption Key Password

Specifies the password for the decryption key.

Shared STS configuration properties

These properties are available in both the REST and STS configuration pages.

Issued SAML v2.0 token configuration properties

This section lists configuration properties associated with STS-issued SAML v2.0 assertions. The properties fall into two
categories:

Properties that determine content in STS-issued SAML v2.0 assertion. For information about SAML v2.0 assertions, see 
Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0.

Properties that determine how the issued SAML v2.0 assertion is signed or encrypted.

The SAML2 Issuer Id

Specifies the IDP entity ID. Populates the Issuer  element of the SAML v2.0 assertion.

1. 
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Service Provider Entity Id

Specifies an audience attribute value. Populates the AudienceRestriction  sub-element of the Conditions  element
of the SAML v2.0 assertion.

This value is required when issuing Bearer assertions.

Service Provider Assertion Consumer Service Url

Specifies a recipient attribute value. Populates the Recipient  sub-element of the SubjectConfirmation  element of
the SAML v2.0 assertion.

The scheme, FQDN, and port configured must exactly match those of the service provider as they appear in its
metadata.

This value is required when issuing Bearer assertions.

NameIdFormat

Specifies the name identifier format for the SAML v2.0 assertion.

Token Lifetime(Seconds)

Specifies the lifetime, in seconds, for the assertion. The default is 600 seconds.

Custom Conditions Provider Class Name

Specifies the name of a custom class that generates a Conditions  element in the SAML v2.0 assertion. This property
is optional: use a custom class when the Conditions  element created by the default provider does not meet your
needs.

The class must implement the org.forgerock.openam.sts.tokengeneration.saml2.statements.ConditionsProvider
interface, and must be bundled in the AM .war  file.

Customs Subject Provider Class Name

Specifies the name of a custom class that generates a Subject  element in the SAML v2.0 assertion. This property is
optional: use a custom class when the Subject  element created by the default provider does not meet your needs.

The class must implement the org.forgerock.openam.sts.tokengeneration.saml2.statements.SubjectProvider
interface and must be bundled in the AM .war  file.

Custom AuthenticationStatements Class Name

Specifies the name of a custom class that generates an AuthnStatement  element in the SAML v2.0 assertion. This
property is optional: use a custom class when the AuthnStatement  element created by the default provider does not
meet your needs.

The class must implement the 
org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthenticationStatementsProvider  interface and
must be bundled in the AM .war  file.
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Custom AttributeStatements Class Name

Specifies the name of a custom class that generates an AttributeStatement  element in the SAML v2.0 assertion. This
property is optional: use a custom class when the AttributeStatement  element created by the default provider does
not meet your needs.

The class must implement the 
org.forgerock.openam.sts.tokengeneration.saml2.statements.AttributeStatementsProvider  interface and must
be bundled in the AM .war  file.

Custom Authorization Decision Statements Class Name

Specifies the name of a custom class that generates an AuthzDecisionStatement  element in the SAML v2.0 assertion.
This property is optional: use a custom class when the AuthzDecisionStatement  element created by the default
provider does not meet your needs.

The class must implement the 
org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthzDecisionStatementsProvider  interface and
must be bundled in the AM .war  file.

Custom Attribute Mapper Class Name

Specifies the name of a custom attribute mapper class. An attribute mapper generates attribute  elements to be
included in the SAML v2.0 assertion.

The class must implement the org.forgerock.openam.sts.tokengeneration.saml2.statements.AttributeMapper
interface and must be bundled in the AM .war  file.

Custom Authentication Context Class Name

Specifies the name of a custom class that generates an AuthnContext  element in the SAML v2.0 assertion. This
property is optional: use a custom class when the AuthnContext  element created by the default provider does not
meet your needs.

The class must implement the org.forgerock.openam.sts.tokengeneration.saml2.statements.AuthnContextMapper
interface and must be bundled in the AM .war  file.

By default, AM generates the AuthnContext  element based on the input token type as follows:

For input AM tokens: urn:oasis:names:tc:SAML:2.0:ac:classes:PreviousSession

For input username tokens and OpenID Connect ID tokens: urn:oasis:names:tc:SAML:
2.0:ac:classes:PasswordProtectedTransport

For input X.509 tokens: urn:oasis:names:tc:SAML:2.0:ac:classes:X509

Attribute Mappings

Configures mappings between SAML v2.0 attribute names—[term]map keys—and AM user profile attributes or session
properties in order to generate Attribute  elements in the SAML v2.0 assertion.

AM’s default attribute mapper generates Attribute  elements as follows:

The map key populates the Attribute  element’s Name  property.
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The user profile or session property value populates the Attribute  element’s AttributeValue  property.

When specifying map keys in the Attribute Mappings  property, use the following format: [NameFormatURI]|
SAML_ATTRIBUTE_NAME .

Map values enclosed in quotes are included in the attribute without mapping. Specify ';binary'  at the end of a map
value for attributes that have binary values.

The following are examples of attribute mappings:

EmailAddress=mail

Address=postaladdress

urn:oasis:names:tc:SAML:2.0:attrname-format:uri|urn:mace:dir:attribute-def:cn=cn

partnerID="staticPartnerIDValue"

urn:oasis:names:tc:SAML:2.0:attrname-format:uri|nameID="staticNameIDValue"

photo=photo;binary

urn:oasis:names:tc:SAML:2.0:attrname-format:uri|photo=photo;binary

Sign Assertion

Specifies whether or not to sign the SAML v2.0 assertion.

When enabling assertion signing, you must also specify the KeystorePath, Keystore Password, Signature Key Alias, and
Signature Key Password properties.

Encrypt Assertion

Specifies whether to encrypt the entire SAML v2.0 assertion. When enabling assertion encryption:

You must also specify the KeystorePath, Keystore Password, and Encryption Key Alias properties.

You must not specify the Encrypt Attributes or Encrypt NameID options.

The Encryption Key Alias corresponds to the public key of the service provider that is the intended audience of the
assertion. SAML v2.0 assertion encryption works as follows:

AM generates a symmetric key.

AM encrypts the symmetric key with the recipient’s public key.

AM includes the encrypted key in the part of the assertion that is not symmetric key-encrypted.

The service provider—owner of the corresponding private key—uses the private key to decrypt the symmetric
key included in the assertion.

The service provider can then use the decrypted symmetric key to decrypt the assertion.

Encrypt Attributes

Specifies whether to encrypt the assertion’s attributes only. When specifying this option, do not specify the Encrypt
Assertion option.
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When encrypting attributes, you must also specify the KeystorePath, Keystore Password, and Encryption Key Alias
properties.

Encrypt NameID

Specifies whether to encrypt the assertion’s NameID only. When specifying this option, do not specify the Encrypt
Assertion option.

When encrypting the NameID, you must also specify the KeystorePath, Keystore Password, and Encryption Key Alias
properties.

Encryption Algorithm

Specifies the encryption algorithm to use when encrypting the entire assertion, the assertion’s attributes, or the
NameID.

Key Transport Algorithm

Specifies the algorithm used to encrypt the symmetric encryption key when SAML v2.0 token encryption is enabled.
Possible values are:

http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p .

http://www.w3.org/2009/xmlenc11#rsa-oaep .

When this algorithm is configured, AM will use the Mask Generation Function Algorithm property (Configure >
Global Services > Common Federation Configuration) to encrypt the transport key.

For a list of supported mask generation function algorithms, see Algorithms.

http://www.w3.org/2001/04/xmlenc#rsa-1_5 .

KeystorePath

Specifies the path to the JKS keystore containing the key aliases for encrypting and signing SAML assertions. Specify
an absolute path or a location in the AM classpath.

AM provides a JKS keystore with demo keys, /path/to/openam/security/keystores/keystore.jks . For more
information about keystores in AM, see Secrets, certificates, and keys.

Keystore Password

Specifies the password used to decrypt the keystore.

Encryption Key Alias

Specifies the key alias in the keystore that holds the service provider’s X.509 certificate for this STS instance. This key
alias is used to encrypt assertions.

Signature Key Alias

Specifies the private key alias in the keystore used to sign assertions.

Signature Key Password

Specifies the password of the private key used to sign the assertion.
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Issued OpenID Connect token configuration properties

This section lists configuration properties associated with STS-issued OpenID Connect tokens. The properties fall into two
categories:

Properties that determine content in the issued OpenID Connect ID token. For information about OpenID Connect ID
tokens, see the OpenID Connect Core 1.0 specification.

Properties that determine how the issued token is signed.

An STS instance configured to issue OpenID Connect tokens models the relationship between an OpenID Connect token
provider and relying party. In other words, an STS instance issues tokens for a particular OAuth 2.0 client. The tokens contain 
aud  and azp  claims for the OAuth 2.0 client, and signing key state corresponding to a token provider.

In this model, when users call an STS instance to generate an OpenID Connect ID token, the process is analogous to the
exchange between an OAuth 2.0 authorization server and resource owner following the initial redirection from an OAuth 2.0
client initiating the implicit flow. The STS instance returns the OpenID Connect ID token that corresponds to the
authorization server’s authentication of the resource owner.

AM authenticates one of the following:

For REST STS, the token specified as the input_token_state  for the token transformation

For SOAP STS, the supporting token necessary to traverse the SecurityPolicy bindings protecting the WS-Trust
operation

Implicit in this model is the notion that an OpenID Connect ID token has value outside of an OAuth 2.0 flow, and that an
OAuth 2.0 client, as a relying party, could be generalized as a SAML v2.0 service provider. The ID token is not simply an an
entity-provided verifiable authorized access to a specific resource, but rather a generic service provider that consumes an
OpenID Connect ID token to authenticate and authorize the subject asserted by the token.

Therefore, the configuration of an STS instance that issues OpenID Connect ID tokens contains information that defines the
token provider and relying party.

Note that the nonce  claim in the ID token is not a configuration property of an STS instance. STS consumers requesting an
output OpenID Connect token provide a nonce  value when making token transformation requests.

OpenID Connect Token Provider ID

Specifies the OpenID Connect token provider issuer ID. Populates the iss  claim of the ID token.

Token Lifetime(Seconds)

Specifies, in seconds, the ID token’s expiration. Populates the exp  claim of the ID token.

Token Signature Algorithm

Specifies an HMAC or RSA algorithm used to sign ID tokens.

Public Key Reference Type

Specifies how public keys should be referenced in issued ID tokens signed with RSA. OpenID Connect ID tokens are
issued as JSON web tokens (JWTs). Tokens can reference RSA public keys as JSON web keys (JWKs), or not at all.

Used with RSA signing.
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KeyStore Location

Specifies the path to the JKS keystore containing the key alias for signing the ID token. Specify an absolute path or a
location in the AM classpath.

Used with RSA signing.

AM provides a JKS keystore with demo keys, /path/to/openam/security/keystores/keystore.jks . For more information
about keystores in AM, see Secrets, certificates, and keys.

KeyStore Password

Specifies the password used to decrypt the keystore.

Used with RSA signing.

KeyStore Signing Key Alias

Specifies the private key alias in the keystore used to sign the ID token.

Used with RSA signing.

Signature Key Password

Specifies the password of the private key alias used to sign the ID token.

Used with RSA signing.

Client secret

Specifies the secret shared between the client and the ID token generator used to sign the ID token.

Used with HMAC signing.

Issued Tokens Audience

Specifies the intended audience for the ID token. Populates the aud  claim of the ID token.

Authorized Party

Specifies the party to which the ID token is being issued. Populates the azp  claim of the ID token.

Claim Map

Specifies additional claim entries to be inserted into the ID token.

Specifies entries using the format claim-name=user-profile-attribute . When issuing the ID token, AM populates the
claim value with the value of the attribute in the authenticated user’s profile.

For example, suppose the Claim map  property had an entry with the value email=mail . A generated OpenID Connect
ID token for user Sam Carter would contain the claim "email":"scarter@example.com"  if the mail  attribute in Sam
Carter’s user profile had the value scarter@example.com .
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Custom Claim Mapper Class

Specifies the name of a custom claim mapper class. A claim mapper generates additional claims to be included in the
OpenID Connect ID token.

The class must implement the org.forgerock.openam.sts.tokengeneration.oidc.OpenIdConntectTokenClaimMapper
interface and must be bundled in the AM .war  file.

Custom Authn Context Mapper Class

Specifies the name of a custom class that generates an acr  claim in the OpenID Connect ID token. An acr  claim
indicates which authentication context class was satisfied by the authentication of the principal asserted in the
OpenID Connect ID token. The acr  claim is optional and is not included in the generated ID token by default.

For REST STS instances, the class must implement the 
org.forgerock.openam.sts.rest.token.provider.oidc.OpenIdConnectTokenAuthnContextMapper  interface and must
be bundled in the AM .war  file.

For SOAP STS instances, the class must implement the 
org.forgerock.openam.sts.soap.token.provider.oidc.SoapOpenIdConnectTokenAuthnContextMapper  interface and
must be bundled into the SOAP STS deployment .war  file.

Custom Authn Methods References Mapper Class

Specifies the name of a custom class that generates an amr  claim in the OpenID Connect ID token. An amr  claim
indicates which authentication methods were used to authenticate the principal asserted in the OpenID Connect ID
token. The amr  claim is optional and is not included in the generated ID token by default.

For REST STS instances, the class must implement the 
org.forgerock.openam.sts.rest.token.provider.oidc.OpenIdConnectTokenAuthMethodReferencesMapper  interface
and must be bundled in the AM .war  file.

For SOAP STS instances, the class must implement the 
org.forgerock.openam.sts.soap.token.provider.oidc.SoapOpenIdConnectTokenAuthnMethodReferencesMapper

interface and must be bundled into the SOAP STS deployment .war  file.
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REST API



This guide provides general information about AM’s REST APIs.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For
more information, visit https://www.pingidentity.com.

REST in AM

Representational State Transfer (REST) is an architectural style that sets certain constraints for designing and building
large-scale distributed hypermedia systems.

As an architectural style, REST has very broad applications. The designs of both HTTP 1.1 and URIs follow RESTful principles.
The World Wide Web is no doubt the largest and best known REST application. Many other web services also follow the REST
architectural style. Examples include OAuth 2.0, OpenID Connect 1.0, and User-Managed Access (UMA).

The ForgeRock Common REST API applies RESTful principles to define common verbs for HTTP-based APIs. Most native AM
REST APIs use the common REST verbs. In contrast, OAuth 2.0, OpenID Connect 1.0 and UMA APIs follow their respective
standards.

See Configure identities and realms over REST for examples of how to use the REST API in AM.



Get started

Learn about ForgeRock® Common REST and
how AM supports it.



API Explorer

Access the online AM REST API reference
through the AM admin UI.



REST endpoints

Discover the REST endpoints AM exposes.
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About Common REST

Common REST is a common REST API framework. It provides Ping Identity Platform software common ways to access web
resources and collections of resources. Adapt the examples in this section to your resources and deployment.

Common REST resources

Servers generally return JSON-format resources, though resource formats can depend on the implementation.

Resources in collections can be found by their unique identifiers (IDs). IDs are exposed in the resource URIs. For example, if a
server has a user collection under /users , then you can access a user at /users/user-id . The ID is also the value of the _id
field of the resource.

Resources are versioned using revision numbers. A revision is specified in the resource’s _rev  field. Revisions make it
possible to figure out whether to apply changes without resource locking and without distributed transactions.

Common REST verbs

The Common REST APIs use the following verbs, sometimes referred to collectively as CRUDPAQ . For details and HTTP-based
examples of each, follow the links to the sections for each verb.

Create

Add a new resource.

This verb maps to HTTP PUT or HTTP POST.

For details, see Create.

Read

Retrieve a single resource.

This verb maps to HTTP GET.

For details, see Read.

Update

Replace an existing resource.

This verb maps to HTTP PUT.

For details, see Update.

info
The ForgeRock Common REST interface stability is classified as evolving.

Note

info
This page describes the full Common REST framework. Some platform component products do not implement all
Common REST behaviors exactly as described. For details, refer to the product-specific examples and reference
information.

Note
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Delete

Remove an existing resource.

This verb maps to HTTP DELETE.

For details, see Delete.

Patch

Modify part of an existing resource.

This verb maps to HTTP PATCH.

For details, see Patch.

Action

Perform a predefined action.

This verb maps to HTTP POST.

For details, see Action.

Query

Search a collection of resources.

This verb maps to HTTP GET.

For details, see Query.

Common REST parameters

Common REST reserved query string parameter names start with an underscore, _ . Reserved query string parameters
include, but are not limited to, the following names:

_action

_api

_crestapi

_fields

_mimeType

_pageSize

_pagedResultsCookie

_pagedResultsOffset

_prettyPrint

_queryExpression

_queryFilter

• 
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_queryId

_sortKeys

_totalPagedResultsPolicy

Continue reading for details about how to use each parameter.

Common REST extension points

The action verb is the main vehicle for extensions. For example, to create a new user with HTTP POST rather than HTTP PUT,
you might use /users?_action=create . A server can define additional actions. For example, /tasks/1?_action=cancel .

A server can define stored queries to call by ID. For example, /groups?_queryId=hasDeletedMembers . Stored queries can call
for additional parameters. The parameters are also passed in the query string. Which parameters are valid depends on the
stored query.

Common REST headers

Accept-API-Version

Common REST APIs use the Accept-API-Version  header to specify protocol and resource versions:

Accept-API-Version: protocol=version,resource=version

protocol

The version reflects changes in the Common REST protocol, such as common method parameters and headers
specified by the protocol itself, or the input or response conventions it prescribes.

For example, protocol version 2.2 introduced the _countOnly  parameter.

resource

The version reflects changes in the resource implementation, including JSON representation of resources, input
parameters required, and incompatible behavior changes.

For example, the version changes when errorMessage  changes to message  in a JSON response.

Whether this header is required depends on the product and API you make the request to.

X-ForgeRock-TransactionId

Common REST APIs use the X-ForgeRock-TransactionId  header to track related requests through Ping Identity Platform.

X-ForgeRock-TransactionId: transactionID

The transactionID consists of a unique identifier for the transaction optionally followed by a sequence number for the
individual request.

• 

• 

• 

info
Some parameter values are not safe for URLs, so URL-encode parameter values as necessary.

Note
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This header is optional. In self-managed deployments, you configure products to trust transaction IDs and let them
propagate for audit purposes.

Common REST API documentation

Common REST APIs often depend at least in part on runtime configuration. Many Common REST endpoints therefore serve 
API descriptors at runtime. An API descriptor documents the actual API as it is configured.

Use the following query string parameters to retrieve API descriptors:

_api

Serves an API descriptor that complies with the OpenAPI specification.

This API descriptor represents the API accessible over HTTP. It is suitable for use with popular tools such as Swagger UI
.

_crestapi

Serves a native Common REST API descriptor.

This API descriptor provides a compact representation that is not dependent on the transport protocol. It requires a
client that understands Common REST, as it omits many Common REST defaults.

To publish OpenAPI documentation

In production systems, developers expect stable, well-documented APIs. Rather than retrieving API descriptors at runtime
through Common REST, prepare final versions, and publish them alongside the software in production.

Use the OpenAPI-compliant descriptors to provide API reference documentation for your developers:

Configure the software to produce production-ready APIs.

In other words, configure the software as for production so that the APIs match exactly.

Retrieve the OpenAPI-compliant descriptor.

The following command saves the descriptor to a file. :

$ curl -o <filename>.json <endpoint>?_api

If necessary, edit the descriptor.

info
Consider limiting access to API descriptors in production environments in order to avoid unnecessary traffic.
To provide documentation in production environments, see To publish OpenAPI documentation instead.

Note

1. 

2. 

info
The endpoint must be a valid endpoint. For example:

$ curl -o myapi.json https://am.example.com:8443/am/json/realms/root/authenticate?_api

Note

3. 

PingAM REST API

Copyright © 2025 Ping Identity Corporation 5317

https://github.com/OAI/OpenAPI-Specification
https://github.com/OAI/OpenAPI-Specification
http://swagger.io/swagger-ui/
http://swagger.io/swagger-ui/
http://swagger.io/swagger-ui/


For example, add security definitions to describe the API protection.

Publish the descriptor using a tool such as Swagger UI.

Create

There are two ways to create a resource, HTTP POST or HTTP PUT.

To create a resource using POST, perform an HTTP POST with the query string parameter _action=create , and the JSON
resource as a payload. Accept a JSON response. The server creates the identifier if not specified:

POST /users?_action=create HTTP/1.1
Host: example.com
Accept: application/json
Content-Length: ...
Content-Type: application/json
{ JSON resource }

To create a resource using PUT, perform an HTTP PUT including the case-sensitive identifier for the resource in the URL path,
and the JSON resource as a payload. Use the If-None-Match: *  header. Accept a JSON response:

PUT /users/some-id HTTP/1.1
Host: example.com
Accept: application/json
Content-Length: ...
Content-Type: application/json
If-None-Match: *
{ JSON resource }

The _id  and content of the resource depend on the server implementation. The server is not required to use the _id  that
the client provides. The server response to the request indicates the resource location as the value of the Location  header.

If you include the If-None-Match  header, you must use If-None-Match: * . In this case, the request creates the object if it
does not exist, and fails if the object does exist. If you include any value other If-None-Match: * , the server returns an HTTP
400 Bad Request error. For example, creating an object with If-None-Match: revision  returns a bad request error.

If you do not include If-None-Match: * , the request creates the object if it does not exist, and updates the object if it does
exist.

Parameters

_fields=field[,field…]

Return only the specified fields in the body of the response.

The field  values are JSON pointers. For example if the resource is {"parent":{"child":"value"}} , parent/child
refers to the "child":"value" .

If the field  is left blank, the server returns all default values.

_prettyPrint=true

Format the body of the response.

4. 
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Read

To retrieve a single resource, perform an HTTP GET on the resource by its case-sensitive identifier ( _id ), and accept a JSON
response:

GET /users/some-id HTTP/1.1
Host: example.com
Accept: application/json

Parameters

_fields=field[,field…]

Return only the specified fields in the body of the response.

The field  values are JSON pointers. For example if the resource is {"parent":{"child":"value"}} , parent/child
refers to the "child":"value" .

If the field  is left blank, the server returns all default values.

_mimeType=mime-type

Some resources have fields whose values are multi-media resources, such as a profile photo.

If the feature is enabled for the endpoint, you can read a single field that is a multi-media resource by specifying the 
field and mime-type.

In this case, the content type of the field value returned matches the mime-type that you specify, and the body of the
response is the multi-media resource.

Do not use the Accept  header in this case. For example, Accept: image/png  does not work. Use the _mimeType
query string parameter instead.

_prettyPrint=true

Format the body of the response.

Update

To update a resource, perform an HTTP PUT including the case-sensitive identifier ( _id ) as the final element of the path to
the resource, and the JSON resource as the payload. Use the If-Match: _rev  header to check that you are actually updating
the version you modified. Use If-Match: *  if the version does not matter. Accept a JSON response:

PUT /users/some-id HTTP/1.1
Host: example.com
Accept: application/json
Content-Length: ...
Content-Type: application/json
If-Match: _rev
{ JSON resource }
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When updating a resource, include all the attributes to retain. Omitting an attribute in the resource amounts to deleting the
attribute unless it is not under the control of your application. Attributes not under the control of your application include
private and read-only attributes. In addition, virtual attributes and relationship references might not be under the control of
your application.

Parameters

_fields=field[,field…]

Return only the specified fields in the body of the response.

The field  values are JSON pointers. For example if the resource is {"parent":{"child":"value"}} , parent/child
refers to the "child":"value" .

If the field  is left blank, the server returns all default values.

_prettyPrint=true

Format the body of the response.

Delete

To delete a single resource, perform an HTTP DELETE by its case-sensitive identifier ( \_id ) and accept a JSON response:

DELETE /users/some-id HTTP/1.1
Host: example.com
Accept: application/json

Parameters

_fields=field[,field…]

Return only the specified fields in the body of the response.

The field  values are JSON pointers. For example if the resource is {"parent":{"child":"value"}} , parent/child
refers to the "child":"value" .

If the field  is left blank, the server returns all default values.

_prettyPrint=true

Format the body of the response.

info
Product-specific implementations may differ. Not all products use the payload to replace the state of the resource in
its entirety. For example, attributes that are omitted from the request payload to AM will not be deleted. Instead, you
need to specify the attribute and set the value to an empty array to delete the attribute from the resource.
For more information, see the product-specific examples and reference information.

Note
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Patch

To patch a resource, send an HTTP PATCH request with the following parameters:

operation

field

value

from  (optional with copy and move operations)

You can include these parameters in the payload for a PATCH request, or in a JSON PATCH file. If successful, you’ll see a JSON
response similar to the following:

PATCH /users/some-id HTTP/1.1
Host: example.com
Accept: application/json
Content-Length: ...
Content-Type: application/json
If-Match: _rev
{ JSON array of patch operations }

PATCH operations apply to three types of targets:

single-valued, such as an object, string, boolean, or number.

list semantics array, where the elements are ordered, and duplicates are allowed.

set semantics array, where the elements are not ordered, and duplicates are not allowed.

Common REST PATCH supports multiple operations :

Patch operation: add

The add  operation ensures that the target field contains the value provided, creating parent fields as necessary.

If the target field is single-valued, then the value you include in the PATCH replaces the value of the target. A single-valued
field is an object , string , boolean , or number .

An add  operation has different results on two standard types of arrays:

List semantic arrays: you can run any of these add  operations on that type of array:

If you add  an array of values, the PATCH operation appends it to the existing list of values.

If you add  a single value, specify an ordinal element in the target array, or use the {-}  special index to add
that value to the end of the list.

Set semantic arrays: The value included in the patch is merged with the existing set of values. Any duplicates within
the array are removed.

As an example, start with the following list semantic array resource:

• 

• 

• 

• 

• 

• 

• 

• 

◦ 

◦ 

• 
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{
    "fruits" : [ "orange", "apple" ]
}

The following add operation includes the pineapple to the end of the list of fruits, as indicated by the -  at the end of the 
fruits  array.

{
    "operation" : "add",
    "field" : "/fruits/-",
    "value" : "pineapple"
}

The following is the resulting resource:

{
    "fruits" : [ "orange", "apple", "pineapple" ]
}

You can add only one array element one at a time, as per the corresponding JSON Patch specification. If you add an array of
elements, for example:

{
    "operation" : "add",
    "field" : "/fruits/-",
    "value" : ["pineapple", "mango"]
}

The resulting resource would have the following invalid JSON structure:

{
    "fruits" : [ "orange", "apple", ["pineapple", "mango"]]
}

Patch operation: copy

The copy operation takes one or more existing values from the source field. It then adds those same values on the target
field. Once the values are known, it is equivalent to performing an add  operation on the target field.

The following copy  operation takes the value from a field named mail , and then runs a replace  operation on the target
field, another_mail .
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[
  {
     "operation":"copy",
     "from":"mail",
     "field":"another_mail"
  }
]

If the source and target field values are arrays, the result depends on whether the array has list semantics or set semantics,
as described in Patch operation: add.

Patch operation: increment

The increment  operation changes the value or values of the target field by the amount you specify. The value that you
include must be one number, and may be positive or negative. The value of the target field must accept numbers. The
following increment  operation adds 1000  to the target value of /user/payment .

[
  {
    "operation" : "increment",
    "field" : "/user/payment",
    "value" : "1000"
  }
]

Since the value  of the increment  is a single number, arrays do not apply.

Patch operation: move

The move operation removes existing values on the source field. It then adds those same values on the target field. This is
equivalent to a remove  operation on the source, followed by an add  operation with the same values, on the target.

The following move  operation is equivalent to a remove  operation on the source field, surname , followed by a replace
operation on the target field value, lastName . If the target field does not exist, it is created:

[
  {
     "operation":"move",
     "from":"surname",
     "field":"lastName"
  }
]

To apply a move  operation on an array, you need a compatible single-value, list semantic array, or set semantic array on
both the source and the target. For details, see the criteria described in Patch operation: add.
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Patch operation: remove

The remove  operation ensures that the target field no longer contains the value provided. If the remove operation does not
include a value, the operation removes the field. The following remove  deletes the value of the phoneNumber , along with the
field.

[
  {
    "operation" : "remove",
    "field" : "phoneNumber"
  }
]

If the object has more than one phoneNumber , those values are stored as an array.

A remove  operation has different results on two standard types of arrays:

List semantic arrays: A remove  operation deletes the specified element in the array. For example, the following
operation removes the first phone number, based on its array index (zero-based):

[
   {
      "operation" : "remove",
      "field" : "/phoneNumber/0"
   }
]

Set semantic arrays: The list of values included in a patch are removed from the existing array.

Patch operation: replace

The replace  operation removes any existing value(s) of the targeted field, and replaces them with the provided value(s). It is
essentially equivalent to a remove  followed by a add  operation. If the arrays are used, the criteria is based on Patch
operation: add. However, indexed updates are not allowed, even when the target is an array.

The following replace  operation removes the existing telephoneNumber  value for the user, and then adds the new value of 
+1 408 555 9999 .

[
  {
    "operation" : "replace",
    "field" : "/telephoneNumber",
    "value" : "+1 408 555 9999"
  }
]

A PATCH replace operation on a list semantic array works as a PATCH remove operation. The following example
demonstrates how the effect of both operations. Start with the following resource:

• 

• 
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{
    "fruits" : [ "apple", "orange", "kiwi", "lime" ],
}

Apply the following operations on that resource:

[
  {
    "operation" : "remove",
    "field" : "/fruits/0",
    "value" : ""
  },
  {
    "operation" : "replace",
    "field" : "/fruits/1",
    "value" : "pineapple"
  }
]

The PATCH operations are applied sequentially. The remove  operation removes the first member of that resource, based on
its array index, ( fruits/0 ), with the following result:

[
  {
    "fruits" : [ "orange", "kiwi", "lime" ],
  }
]

The second PATCH operation, a replace , is applied on the second member ( fruits/1 ) of the intermediate resource, with
the following result:

[
  {
    "fruits" : [ "orange", "pineapple", "lime" ],
  }
]

Patch operation: transform

The transform  operation changes the value of a field based on a script, or some other data transformation command. The
following transform  operation takes the value from the field named /objects , and applies the something.js  script as
shown:
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[
  {
    "operation" : "transform",
    "field" : "/objects",
    "value" : {
      "script" : {
        "type" : "text/javascript",
        "file" : "something.js"
      }
    }
  }
]

Patch operation limitations

Some HTTP client libraries do not support the HTTP PATCH operation. Make sure that the library you use supports HTTP
PATCH before using this REST operation.

For example, the Java Development Kit HTTP client does not support PATCH as a valid HTTP method. Instead, the method 
HttpURLConnection.setRequestMethod("PATCH")  throws ProtocolException .

Parameters

_fields=field[,field…]

Return only the specified fields in the body of the response.

The field  values are JSON pointers. For example if the resource is {"parent":{"child":"value"}} , parent/child
refers to the "child":"value" .

If the field  is left blank, the server returns all default values.

_prettyPrint=true

Format the body of the response.

Action

Actions are a means of extending Common REST APIs and are defined by the resource provider, so the actions you can use
depend on the implementation.

The standard action indicated by _action=create  is described in Create.

Parameters

In addition to these parameters, specific action implementations have their own parameters:

_fields=field[,field…]

Return only the specified fields in the body of the response.

The field  values are JSON pointers. For example if the resource is {"parent":{"child":"value"}} , parent/child
refers to the "child":"value" .

If the field  is left blank, the server returns all default values.
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_prettyPrint=true

Format the body of the response.

Query

To query a resource collection (or resource container), perform an HTTP GET, and accept a JSON response, including either a 
_queryExpression , _queryFilter , or _queryId  parameter. The parameters cannot be used together:

GET /users?_queryFilter=true HTTP/1.1
Host: example.com
Accept: application/json

The server returns the result as a JSON object including a "results"  array, and other fields that depend on the parameters.

Parameters

_countOnly=true

Return a count of query results without returning the resources.

This parameter requires protocol version 2.2 or later.

_fields=field[,field…]

Return only the specified fields in the body of the response.

The field  values are JSON pointers. For example if the resource is {"parent":{"child":"value"}} , parent/child
refers to the "child":"value" .

If the field  is left blank, the server returns all default values.

_queryFilter=filter-expression

Query filters request that the server return entries that match the filter expression. You must URL-escape the filter
expression.

The string representation is summarized as follows. Continue reading for additional explanation:
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Expr           = OrExpr
OrExpr         = AndExpr ( 'or' AndExpr ) *
AndExpr        = NotExpr ( 'and' NotExpr ) *
NotExpr        = '!' PrimaryExpr | PrimaryExpr
PrimaryExpr    = '(' Expr ')' | ComparisonExpr | PresenceExpr | LiteralExpr
ComparisonExpr = Pointer OpName JsonValue
PresenceExpr   = Pointer 'pr'
LiteralExpr    = 'true' | 'false'
Pointer        = JSON pointer
OpName         = 'eq' |  # equal to
                 'co' |  # contains
                 'sw' |  # starts with
                 'lt' |  # less than
                 'le' |  # less than or equal to
                 'gt' |  # greater than
                 'ge' |  # greater than or equal to
                 STRING  # extended operator
JsonValue      = NUMBER | BOOLEAN | '"' UTF8STRING '"'
STRING         = ASCII string not containing white-space
UTF8STRING     = UTF-8 string possibly containing white-space

JsonValue components of filter expressions follow RFC 7159: The JavaScript Object Notation (JSON) Data Interchange
Format. In particular, as described in section 7 of the RFC, the escape character in strings is the backslash character.
For example, to match the identifier test\ , use _id eq 'test\\' . In the JSON resource, the \  is escaped the same
way: "_id":"test\\" .

When using a query filter in a URL, the filter expression is part of a query string parameter. A query string parameter
must be URL encoded, as described in RFC 3986: Uniform Resource Identifier (URI): Generic Syntax. For example,
white space, double quotes ( " ), parentheses, and exclamation characters must be URL encoded in HTTP query
strings. The following rules apply to URL query components:

query       = *( pchar / "/" / "?" )
pchar       = unreserved / pct-encoded / sub-delims / ":" / "@"
unreserved  = ALPHA / DIGIT / "-" / "." / "_" / "~"
pct-encoded = "%" HEXDIG HEXDIG
sub-delims  = "!" / "$" / "&amp;" / "'" / "(" / ")"
                  / "*" / "+" / "," / ";" / "="

ALPHA , DIGIT , and HEXDIG  are core rules of RFC 5234: Augmented BNF for Syntax Specifications:

ALPHA       =  %x41-5A / %x61-7A   ; A-Z / a-z
DIGIT       =  %x30-39             ; 0-9
HEXDIG      =  DIGIT / "A" / "B" / "C" / "D" / "E" / "F"

As a result, a backslash escape character in a JsonValue component is percent-encoded in the URL query string
parameter as %5C . To encode the query filter expression _id eq 'test\\' , use _id+eq+'test%5C%5C' , for example.

A simple filter expression can represent a comparison, presence, or a literal value.

For comparison expressions, use json-pointer comparator json-value , where the comparator is one of the
following:
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eq (equals)
co (contains)
sw (starts with)
lt (less than)
le (less than or equal to)
gt (greater than)
ge (greater than or equal to)

For presence, use json-pointer pr  to match resources where the JSON pointer is present, and the value it points to
is not null .

Literal values include true  (match anything) and false  (match nothing).

Complex expressions employ and , or , and !  (not), with parentheses, (expression) , to group expressions.

_queryId=identifier

Specify a query by its identifier.

Specific queries can take their own query string parameter arguments, which depend on the implementation.

_pagedResultsCookie=string

The string is an opaque cookie used by the server to keep track of the position in the search results. The server
returns the cookie in the JSON response as the value of pagedResultsCookie .

In the request _pageSize  must also be set and non-zero. You receive the cookie value from the provider on the first
request, and then supply the cookie value in subsequent requests until the server returns a null  cookie, meaning the
final page of results has been returned.

The _pagedResultsCookie  parameter is supported when used with the _queryFilter  parameter. The 
_pagedResultsCookie  parameter is not guaranteed to work with the _queryExpression  or _queryId  parameters.

The _pagedResultsCookie  and _pagedResultsOffset  parameters are mutually exclusive, and not to be used
together.

_pagedResultsOffset=integer

When _pageSize  is non-zero, use this as an index in the result set indicating the first page to return.

The _pagedResultsCookie  and _pagedResultsOffset  parameters are mutually exclusive, and not to be used
together.

_pageSize=integer

Return query results in pages of this size. After the initial request, use _pagedResultsCookie  or _pageResultsOffset
to page through the results.

_prettyPrint=true

Format the body of the response.
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_totalPagedResultsPolicy=string

When a _pageSize  is specified, and non-zero, the server calculates the "totalPagedResults" , in accordance with the 
totalPagedResultsPolicy , and provides the value as part of the response.

The "totalPagedResults"  is either an estimate of the total number of paged results
( _totalPagedResultsPolicy=ESTIMATE ), or the exact total result count ( _totalPagedResultsPolicy=EXACT ). If no
count policy is specified in the query, or if _totalPagedResultsPolicy=NONE , result counting is disabled, and the
server returns value of -1 for "totalPagedResults" .

_sortKeys=(|-)__field__[,(|-)field…]

Sort the resources returned based on the specified field(s), either in +  (ascending, default) order, or in -  (descending)
order.

Because ascending order is the default, including the `` character in the query is unnecessary. If you do
include the ``  character, it must be URL-encoded as %2B , for example:

http://localhost:8080/api/users?_queryFilter=true&_sortKeys=%2Bname/givenName

The _sortKeys  parameter is not supported for predefined queries ( _queryId ).

HTTP status codes

When working with a Common REST API over HTTP, client applications should expect at least these HTTP status codes. Not all
servers necessarily return all status codes identified here:

200 OK

The request was successful and a resource returned, depending on the request.

201 Created

The request succeeded and the resource was created.

204 No Content

The action request succeeded, and there was no content to return.

304 Not Modified

The read request included an If-None-Match  header, and the value of the header matched the revision value of the
resource.

400 Bad Request

The request was malformed.

401 Unauthorized

The request requires user authentication.
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403 Forbidden

Access was forbidden during an operation on a resource.

404 Not Found

The specified resource could not be found, perhaps because it does not exist.

405 Method Not Allowed

The HTTP method is not allowed for the requested resource.

406 Not Acceptable

The request contains parameters that are not acceptable, such as a resource or protocol version that is not available.

409 Conflict

The request would have resulted in a conflict with the current state of the resource.

410 Gone

The requested resource is no longer available, and will not become available again. This can happen when resources
expire for example.

412 Precondition Failed

The resource’s current version does not match the version provided.

415 Unsupported Media Type

The request is in a format not supported by the requested resource for the requested method.

428 Precondition Required

The resource requires a version, but no version was supplied in the request.

500 Internal Server Error

The server encountered an unexpected condition that prevented it from fulfilling the request.

501 Not Implemented

The resource does not support the functionality required to fulfill the request.

503 Service Unavailable

The requested resource was temporarily unavailable. The service may have been disabled, for example.

Online REST API reference

AM provides an online AM REST API reference that can be accessed through the AM admin UI. The API Explorer displays the
REST API endpoints that allow client applications to access AM’s services.
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The key features of the API Explorer are the following:

API versioning. The API Explorer displays the different API versions available depending on your deployment.

Figure 1. API Explorer

Detailed information. The API Explorer provides an Expand Operations button for each available CRUDPAQ method. 
Expand Operations displays implementation notes, successful response class, headers, parameters, and response
messages with examples. For example, you can populate the requestPayload field with an example value. If you select
Model, you can view the schema for each parameter, as follows:

error
The API Explorer is enabled by default. For security reasons, it is strongly recommended that you disable it in
production environments.
To disable the API Explorer, go to Configure > Global Services > REST APIs, and select Disabled in the API Descriptors
drop-down list.

Caution

• 

• 
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Figure 2. API Explorer Request Payload

Try It Out. The API Explorer also provides a Try It Out feature that lets you send a sample request to the endpoint, and
view the possible responses.

• 
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Figure 3. API Explorer Detailed Information

Note the following when using the Try It Out feature:

The example payload values are auto-generated, and while they may be the correct data type, their value may
not be correct for the API to function correctly. See the Model tab for a description of the required value, and
replace the example values before sending the REST request to AM.

Endpoints in the API Explorer are hard-coded to point to the top-level realm. You must adjust either the
domain, or the path in the request, to target a different realm.

For more information, see Specify realms in REST API calls.

Access the API Explorer

From the AM admin UI, you can access the API Explorer in one of two ways:

Point your browser to the following URL:

https://openam.example.com:8443/openam/ui-admin/#api/explorer/applications

You can also click the help icon in the top-right corner, and click API Explorer.

◦ 

◦ 

1. 
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Figure 4. API Explorer

REST API versions

REST API features are assigned version numbers.

Providing version numbers in the REST API helps ensure compatibility between releases. The version number of a feature
increases when AM introduces a non-backwards-compatible change that affects clients making use of the feature.

AM provides versions for the following aspects of the REST API:

resource

Any changes to the structure or syntax of a returned response will incur a resource version change. For example,
changing errorMessage  to message  in a JSON response.

protocol

Any changes to the methods used to make REST API calls will incur a protocol version change. For example, changing 
_action  to $action  in the required parameters of an API feature.

emergency_home
To ensure your clients are always compatible with a newer version of AM, you should always include resource
versions in your REST calls.
Moreover, AM includes a CSRF filter for all the endpoints under /json  that requires that all requests other than GET,
HEAD, or OPTIONS include, at least, one of the following headers

X-Requested-With

Accept-API-Version

Learn more in Protect against CSRF attacks.

Important

• 
• 
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Specify REST API versions

You can specify which version of the REST API to use by adding an Accept-API-Version  header to the request. The following
example requests resource version 2.0 and protocol version 1.0:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'

You can configure the default behavior AM will take when a REST call doesn’t specify explicit version information. Learn more
in Configure versioning behavior.

Supported REST API versions

Find information about the supported protocol and resource versions in the Online REST API reference available in the AM
admin UI.

The Release notes describe any breaking changes between API versions.

Configure versioning behavior

Configure how AM handles REST calls that don’t present an API version:

Log in as AM administrator, amAdmin .

Click Configure > Global Services, and click REST APIs.

In Default Version, select the required response to a REST API request that doesn’t specify an explicit version:

The available options for default API version behavior are as follows:

Latest

The latest available supported version of the API is used.

This is the preset default for new installations of AM.

Oldest

The oldest available supported version of the API is used.

This is the preset default for upgraded AM instances.

1. 

2. 

3. 

info
The oldest supported version might not be the first that was released, as API versions become
deprecated or unsupported.
Learn more in Deprecated in the Release notes.

Note
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None

No version will be used. When a client application calls a REST API without specifying the version, AM returns
an error, and the request fails.

Optionally, enable Warning Header  to include warning messages in the headers of responses to requests.

Save your work.

Version messages

AM provides REST API version messages in the JSON response to a REST API call. You can also configure AM to return version
messages in the response headers.

Messages include:

Details of the REST API versions used to service a REST API call.

Warning messages if REST API version information is unspecified or is incorrect in a REST API call.

The resource  and protocol  version used to service a REST API call are returned in the Content-API-Version  header, as
shown below:

$ curl \
-i \
--request POST \
--header "Content-Type: application/json" \
--header "X-OpenAM-Username: demo" \
--header "X-OpenAM-Password: Ch4ng31t" \
--header "Accept-API-Version: resource=2.0, protocol=1.0" \
'https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate'
HTTP/1.1 200 OK
Content-API-Version: protocol=1.0,resource=2.0
Server: Restlet-Framework/2.1.7
Content-Type: application/json;charset=UTF-8

{
    "tokenId":"AQIC5wM…TU3OQ*",
    "successUrl":"/openam/console"
}

If the default REST API version behavior is set to None , and a REST API call doesn’t include the Accept-API-Version  header,
or doesn’t specify a resource  version, then a 404 Not Found  status code is returned. For example:

$ curl \
--header "Content-Type: application/json" \
--header "Accept-API-Version: protocol=1.0" \
https://openam.example.com:8443/openam/json/realms/root/serverinfo/*
{
  "code": 404,
  "reason": "Not Found",
  "message": "Resource '*' not found"
}

4. 

5. 

• 

• 
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If a REST API call does include the Accept-API-Version  header, but the specified resource  or protocol  version doesn’t
exist in AM, then a 404 Not Found  status code is returned. For example:

$ curl \
--header "Content-Type: application/json" \
--header "Accept-API-Version: protocol=1.0, resource=999.0" \
https://openam.example.com:8443/openam/json/realms/root/serverinfo/*
{
  "code": 404,
  "reason": "Not Found",
  "message": "Resource '*' not found"
}

Specify realms in REST API calls

Realms can be specified in the following ways when making a REST API call to AM:

DNS alias

When making a REST API call, the DNS alias of a realm can be specified in the subdomain and domain name
components of the REST endpoint.

To list all users in the Top Level Realm use the DNS alias of the AM instance, for example:

https://openam.example.com:8443/openam/json/users?_queryId=*

To list all users in a realm with DNS alias suppliers.example.com  the REST endpoint would be:

https://suppliers.example.com:8443/openam/json/users?_queryId=*

Path

When making a REST API call, specify the realm in the path component of the endpoint. You must specify the entire
hierarchy of the realm, starting at the Top Level Realm. Prefix each realm in the hierarchy with the realms/  keyword.
For example, /realms/root/realms/customers/realms/europe .

To authenticate a user in the Top Level Realm, use the root  keyword. For example:

https://openam.example.com:8443/openam/json/realms/root/authenticate

To authenticate a user in a subrealm named alpha , the REST endpoint would be:

https://openam.example.com:8443/openam/json/realms/root/realms/alpha/authenticate

If realms are specified using both the DNS alias and path methods, the path is used to determine the realm.

For example, the following REST endpoint returns users in a realm named bravo , not the realm with DNS alias 
suppliers.example.com :

https://suppliers.example.com:8443/openam/json/realms/root/realms/bravo/users?_queryId=*

lightbulb_2
Find information on setting the default REST API version behavior in Specify REST API versions.

Tip
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REST API endpoints

REST API endpoints are discussed in detail in the following sections:

Authenticate over REST

How to use the AM REST APIs to authenticate to AM.

Policies over REST, Policy sets over REST, Resource types over REST, and Policy set application types over REST

How to use the AM REST APIs for policy management.

Request policy decisions over REST

How to use the AM REST APIs for requesting authorization decisions from AM.

OAuth 2.0 endpoints

How to use OAuth 2.0-specific endpoints to request access and refresh tokens, as well as introspecting and revoking
them.

OAuth 2.0 administration REST endpoints

How to use AM REST APIs to perform OAuth 2.0 administrative tasks such as registering, reading, and deleting clients.

OpenID Connect 1.0 endpoints

How to use OpenID Connect-specific endpoints to retrieve information about an authenticated user, as well as
validate ID tokens and check sessions.

Retrieve forgotten usernames, Reset forgotten passwords, and Register a user

How to use the AM REST APIs for user self-registration and forgotten password reset.

Configure realms over REST

How to use the AM REST APIs for managing AM identities and realms.

Manage scripts (REST)

How to use the AM REST APIs to manage AM scripts.

Capture troubleshooting information

How to use the AM REST APIs to record information that can help you troubleshoot AM.

Manage sessions using REST

How to use the AM REST APIs to manage AM sessions.

Consume REST STS instances and Query, validate, and cancel tokens

How to use the AM REST APIs to manage AM’s Security Token Service, which lets you bridge identities across web and
enterprise identity access management (IAM) systems through its token transformation process.
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REST API auditing

AM supports two audit logging services: the Common REST-based Audit Logging service, and the legacy Logging service,
which is based on a Java SDK.

Both audit facilities log AM REST API calls.

Common Audit Logging of REST API calls

AM logs information about all REST API calls to the access  topic. For more information about AM audit topics, see Audit log
topics.

Locate specific REST endpoints in the http.path  log file property.

Legacy Logging of REST API calls

AM logs information about REST API calls to two files:

amRest.access

Records accesses to a Common REST endpoint, regardless of whether the request successfully reached the endpoint through
policy authorization.

An amRest.access  example is as follows:

$ cat openam/var/audit/amRest.access
#Version: 1.0
#Fields: time  Data  LoginID  ContextID  IPAddr  LogLevel  Domain  LoggedBy  MessageID  ModuleName
NameID  HostName
"2011-09-14 16:38:17"   /home/user/openam/var/audit/ "cn=dsameuser,ou=DSAME Users,o=openam"
aa307b2dcb721d4201 "Not Available" INFO  o=openam   "cn=dsameuser,ou=DSAME Users,o=openam"
LOG-1  amRest.access  "Not Available"  192.168.56.2
"2011-09-14 16:38:17"  "Hello World"  id=bjensen,ou=user,o=openam 8a4025a2b3af291d01  "Not Available"
INFO  o=openam id=amadmin,ou=user,o=openam "Not Available" amRest.access "Not Available"
192.168.56.2

amRest.authz

Records all Common REST authorization results regardless of success. If a request has an entry in the amRest.access  log, but
no corresponding entry in amRest.authz , then that endpoint was not protected by an authorization filter and therefore the
request was granted access to the resource.

The amRest.authz  file contains the Data  field, which specifies the authorization decision, resource, and type of action
performed on that resource. The Data  field has the following syntax:

("GRANT"||"DENY") > "RESOURCE | ACTION"

GRANT >  is prepended to the entry if the request was allowed.

info
This functionality is labelled as legacy.

Note

• 
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DENY >  is prepended to the entry if the request was not allowed.

RESOURCE  is ResourceLocation | ResourceParameter, where:

ResourceLocation is the endpoint location (for example, subrealm/applicationtypes ).

ResourceParameter is the ID of the resource being touched (for example, myApplicationType ) if applicable.

Otherwise, this field is empty if touching the resource itself, such as in a query.

ACTION  is ActionType | ActionParameter, where:

ActionType is CREATE||READ||UPDATE||DELETE||PATCH||ACTION||QUERY .

ActionParameter is one of the following depending on the ActionType:

For CREATE : the new resource ID

For READ : empty

For UPDATE : the revision of the resource to update

For DELETE : the revision of the resource to delete

For PATCH : the revision of the resource to patch

For ACTION : the actual action performed (for example, "forgotPassword")

For QUERY : the query ID if any

$ cat openam/var/audit/amRest.authz
#Version: 1.0
#Fields: time   Data  ContextID  LoginID  IPAddr  LogLevel  Domain  MessageID  LoggedBy  NameID
ModuleName    HostName
"2014-09-16 14:17:28"   /var/root/openam/var/audit/   7d3af9e799b6393301
"cn=dsameuser,ou=DSAME Users,dc=openam,dc=forgerock,dc=org" "Not Available" INFO
dc=openam,dc=forgerock,dc=org  LOG-1  "cn=dsameuser,ou=DSAME Users,dc=openam,dc=forgerock,dc=org"
"Not Available" amRest.authz    10.0.1.5
"2014-09-16 15:56:12"  GRANT › sessions|ACTION|logout|AdminOnlyFilter  d3977a55a2ee18c201
id=amadmin,ou=user,dc=openam,dc=forgerock,dc=org "Not Available" INFO  dc=openam,dc=forgerock,dc=org
OAuth2Provider-2  "cn=dsameuser,ou=DSAME Users,dc=openam,dc=forgerock,dc=org"  "Not Available"
amRest.authz    127.0.0.1
"2014-09-16 15:56:40"   GRANT › sessions|ACTION|logout|AdminOnlyFilter  eedbc205bf51780001
id=amadmin,ou=user,dc=openam,dc=forgerock,dc=org  "Not Available" INFO dc=openam,dc=forgerock,dc=org
OAuth2Provider-2  "cn=dsameuser,ou=DSAME Users,dc=openam,dc=forgerock,dc=org"  "Not Available"
amRest.authz    127.0.0.1

AM also provides additional information in its debug notifications for accesses to any endpoint, depending on the message
type (error, warning or message) including realm, user, and result of the operation.

• 

• 

◦ 

◦ 

• 

◦ 

◦ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 

▪ 
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Scripting



AM provides a scripting engine for you to develop scripts for authentication, as well as for policy conditions, handling OpenID
Connect claims, and others.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For
more information, visit https://www.pingidentity.com.

Scripting environment

AM supports server-side scripts written in either JavaScript or Groovy. Next-generation scripts and client-side authentication
scripts must be written in JavaScript.

Scripting engine

Access Management implements a configurable scripting engine for each of the context types that are executed on the
server.



Get Started

Learn about how to use scripts in AM to modify
the default behavior.



Scripting API

Discover which behaviors of AM you can modify
with scripts.



Sample Scripts

Learn by example.
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Access Management uses the following libraries:

Mozilla Rhino version 1.7.14 to run JavaScript.

Rhino has limited support for ES6 / ES2015 (JavaScript version 1.7). Learn more in Rhino ES2015 Support.

Groovy version 3.0.10 to support scripting in Groovy.

Access Java classes

To access Java classes in a script, import classes in the following way:

var fr = JavaImporter(
    org.forgerock.openam.auth.node.api.Action,
    javax.security.auth.callback.NameCallback
);
// Now use fr.Action, fr.NameCallback, and so on.

• 

• 

JavaScript
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import org.forgerock.openam.auth.node.api.Action;
import javax.security.auth.callback.NameCallback;

Scripts can only import Java classes on the allowlist. Access Management defines an allowlist per script type.

Allowlists and denylists contain class names that are allowed or denied execution respectively.

Classes called by the script are checked against the allowlist first and must match at least one pattern in the list. The denylist
is applied after the allowlist and classes matching any pattern are disallowed.

Legacy scripts

The legacy scripting engine lets you add classes to allowlists and denylists by specifying the class name or by using
regular expressions.

You can also configure the scripting engine to make an additional call to the JVM security manager for each class that
is accessed. The security manager throws an exception if a class isn’t allowed to execute.

Learn more about allowlisting and configuring script engine security in the following topics:

The scripting service

Access to Java class is prohibited error with scripts running in Advanced Identity Cloud and PingAM

Next-generation scripts

To enhance security, the next-generation scripting engine for decision node scripts doesn’t support a configurable
allowlist for Java classes.

Instead, check if next-generation bindings provide the functionality you need or implement the functionality as a
reusable library script.

For information about next-generation bindings and library scripts, refer to:

Migrate to next-generation scripts

Reuse scripts

In cases where reimplementation isn’t possible, you can request the functionality be included as a secure script
binding in a future release.

Groovy

• 

• 

lightbulb_2
To reduce the need to allowlist Java classes, consider migrating your scripts to use the next-generation
scripting engine, which includes enhanced built-in script bindings for accessing many common script
operations and the ability to include third-party software with library scripts.

Tip

• 

• 
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Security considerations

Consider the following points when configuring the security settings within each script engine:

Use script bindings where possible

The predefined script bindings provide a stable API without the need to allowlist Java classes. Different bindings are
available to different script types, or contexts.

Learn more in Script bindings.

The scripting engine only validates directly accessible classes

The security settings only apply to classes that the script directly accesses. If the script calls Foo.a()  and that method
calls Bar.b() , the scripting engine will be unable to prevent it. You must consider the whole chain of accessible
classes.

Potentially dangerous Java classes are denylisted by default

All Java reflection classes ( java.lang.Class , java.lang.reflect.* ) are denylisted by default to avoid bypassing the
security settings.

The java.security.AccessController  class is also denylisted by default to prevent access to the doPrivileged()
methods.

The allowlists and denylists match class or package names only

The allowlist and denylist patterns apply only to the exact class or package names involved. The script engine doesn’t
know anything about inheritance, so it’s best to allowlist known, specific classes.

Thread pools

Each script is executed in an individual thread. Each scripting engine starts with an initial number of threads available for
executing scripts. If no threads are available for execution, AM creates a new thread to execute the script, until the
configured maximum number of threads is reached.

If the maximum number of threads is reached, pending script executions are queued in a number of buffer threads, until a
thread becomes available for execution. If a created thread has completed script execution and has been idle for a
configured time period, AM terminates the thread, shrinking the pool.

info
Access includes actions such as:

Importing or loading a class.
Accessing any instance of that class. For example, passed as a parameter to the script.
Calling a static method on that class.
Calling a method on an instance of that class.
Accessing a method or field that returns an instance of that class.

Note

• 
• 
• 
• 
• 

error
Don’t remove potentially dangerous Java classes from the denylist. 

Caution
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Learn more about configuring script engine thread pools in Scripting service.

Scripting API

AM provides the following functionality and artifacts for scripting:

Scripted decision node API

(Authentication trees only)

Access data in request headers, shared state, and user session data.

Policy Condition Script API

Access the authorization state data, the information pertaining a session, and the user’s profile data in authorization
policies.

Customize OAuth 2.0

Extend authorization server behavior with the OAuth 2.0 plugins:

Access token modification Modify the key-value pairs contained within an OAuth 2.0 access token.

Authorize endpoint data provider Return additional data from an authorization request.

Scope evaluation Evaluate and return an OAuth2 access token’s scope information.

Scope validation Customize the set of requested scopes for authorize, access token, refresh token and back
channel authorize requests.

OIDC user info claims Map scopes to claims and data for OpenID Connect ID tokens.

Token exchange

Add may_act  claims to OAuth 2.0/OpenID Connect exchanged tokens.

Scripted module API

(Deprecated: Authentication chains only)

Access authentication state data, user profile data, request data, and information gathered by client-side scripts.

Script bindings

Each script type exposes a number of bindings, objects that Access Management injects into the script execution context. The
bindings provide a stable way of accessing Access Management functionality, without the need to allowlist Java classes.
Scripts are provided with all the bindings for their context at the point of execution.

Find information about context-specific bindings in the documentation for each script type.

• 

• 

• 

• 

• 
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Common bindings

The following bindings are common to many authentication and authorization scripts. Use these bindings to access data and
perform script operations such as logging.

Access HTTP services

Call HTTP services with the httpClient.send  method. HTTP client requests are asynchronous, unless you invoke the get()
method on the returned object.

info
Access Management has introduced a next-generation scripting engine that offers several benefits, including
enhanced script bindings.
For decision node scripts, the availability and usage of bindings depend on the script engine version of the script:
legacy or next-generation. Both versions are described in this section.
The next-generation script engine is only available to the Scripted decision node API.
For information about migrating to the enhanced scripting engine, refer to Migrating to next-generation scripts.

Note

Binding Description Further information

httpClient Make outbound HTTP calls. Access HTTP services

logger Write a message to the Access Management debug log. Log script messages

scriptName Access the name of the running script. Output script name

systemEnv Reference environment secrets and variables (ESVs) in
scripts.

Reference substituted
properties in scripts
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The httpClient  binding uses native JavaScript objects, and behaves like the Fetch API.

To invoke an HTTP request:

ResponseScriptWrapper httpClient.send(String uri, Map requestOptions).get()

Sends a synchronous request to the specified URI with request options. The Map parameter is a native
JavaScript object that supports method , headers , token , and body  as request options.

ResponseScriptWrapper httpClient.send(String uri).get()

Sends a synchronous GET request with no additional request options.

To access response data:

Map response.formData()

Map response.json()

String response.text()

The following fields provide response status information:

The response is similar to Response object behavior.

Next-generation

• 

• 

• 

• 

• 

Field Type

headers Map

ok boolean

status integer

statusText String

PingAM Scripting

Copyright © 2025 Ping Identity Corporation 5349

https://developer.mozilla.org/en-US/docs/Web/API/Fetch_API
https://developer.mozilla.org/en-US/docs/Web/API/Fetch_API
https://developer.mozilla.org/en-US/docs/Web/API/Response
https://developer.mozilla.org/en-US/docs/Web/API/Response


To invoke a synchronous HTTP request:

HTTPClientResponse httpClient.send(Request request).get()

To access response data:

JSON.parse(response.getEntity().getString())

HttpClientResponse  methods:

Map<String, String> getCookies()

String getEntity

Map<String, String> getHeaders()

String getReasonPhrase()

Integer getStatusCode()

Boolean hasCookies

Boolean hasHeaders

This example uses the httpClient  binding to send a synchronous authentication request and check for success.

Legacy

• 

• 

• 

• 

• 

• 

• 

• 

• 
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// import a library script that handles authentication
var authLib = require("authLib");
// use the library function to get authentication token
var bearerToken = authLib.generateBearer(nodeState);

var requestOptions = {
  method: "POST",
  headers: {
    "Content-Type": "application/json"
  },
  token: bearerToken, // Equivalent to Authorization header
  body: {
    username: "demo"
  }
}

var requestURL = "https://my.auth.server/authenticate";
var response = httpClient.send(requestURL, requestOptions).get();

if (response.status === 200) {
    action.goTo("true");
} else {
    action.goTo("false");
}

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

var requestURL = "https://my.auth.server/authenticate";
var request = new org.forgerock.http.protocol.Request();
request.setUri(requestURL);
request.setMethod("POST");
request.getHeaders().add("Content-Type", "application/json;");
request.getHeaders().add("Authorization", "Bearer abcd-1234");
request.setEntity(JSON.stringify({"username": "demo"}));

var response = httpClient.send(request).get();

var responseCode = response.getStatus().getCode();
if (responseCode === 200) {
    action = fr.Action.goTo("true").build();
} else {
    action = fr.Action.goTo("false").build();
}

The httpclient  binding also supports asynchronous requests so that you can perform non-blocking operations, such as
recording logging output after the script has completed.

Next-generation

Legacy
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To make an asynchronous request, use the same method signatures to send the request but without calling get()  on the
returned object. The send()  method then initiates a separate thread to handle the response. Callers are unable to control
when the asynchronous call is processed, so won’t be able to use the response as part of authentication processing.

public Promise<ResponseScriptWrapper, HttpClientScriptException> send(String uri)
public Promise<ResponseScriptWrapper, HttpClientScriptException> send(String uri, Map<String, Object> 
requestOptions)

public Promise<Response, NeverThrowsException> send(Request request)

For example:

var requestURL = "https://my.auth.server/audit";
// creates separate thread to handle response
var response = httpClient.send(requestURL).then((response) => {
  if (!response) {
    logger.error("Bad response from " + requestURL);
    return;
  }
  if (response.status != 200) {
    logger.error("Unexpected response: " + response.statusText);
    return;
  }
  logger.debug("Returned from async request");
});
// continues processing whilst awaiting response
action.goTo("true");

Next-generation

Legacy

Next-generation
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var fr = JavaImporter(
    org.forgerock.http.protocol.Request,
    org.forgerock.http.protocol.Response,
    org.forgerock.openam.auth.node.api.Action);

var request = new fr.Request();
request.setUri("https://my.auth.server/audit");
request.setMethod("GET");

var response = httpClient.send(request).then((response) => {
  if (!response) {
    logger.error("Bad response from " + requestURL);
    return;
  }
  var status = response.getStatus().getCode();

  if (status != 200) {
    logger.error("Unexpected response: " + response.getEntity().getString());
    return;
  }
  logger.message("Returned from async request");
});

action = fr.Action.goTo("true").build();

Log script messages

Write messages to Access Management debug logs by using the logger  object.

Scripts that create debug messages have their own logger which is created after the script has executed at least once.

Logger names use the format: scripts.<context>.<script UUID>.(<script name>); for example, `scripts.OIDC_CLAIMS.
36863ffb-40ec-48b9-94b1-9a99f71cc3b5.(OIDC Claims Script) .

For information about debug logs, refer to Debug logging.

Legacy

lightbulb_2
The httpClient  script binding automatically adds the current transaction ID as an HTTP header, X-ForgeRock-
TransactionId . This lets you correlate caller and receiver logs when you use httpClient  from your journey decision
node script to make requests to other ForgeRock products and services.

Tip
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The ScriptedLoggerWrapper  is based on the SLF4J logging framework. You can log messages at the following levels:

Trace

Debug

Info

Warn

Error

var traceEnabled = logger.isTraceEnabled();
logger.trace("Trace with arg {}", arg);
var debugEnabled = logger.isDebugEnabled();
logger.debug("Debug with arg {}", arg);
var infoEnabled = logger.isInfoEnabled();
logger.info("Info with arg {}", arg);
var warnEnabled = logger.isWarnEnabled();
logger.warn("Warn with arg {}", arg);
var errorEnabled = logger.isErrorEnabled();
logger.error("Error with arg {}", arg);

The Debug  logger lets you log messages at the following levels:

Message

Warning

Error

var messageEnabled = logger.messageEnabled();
logger.message("Message with arg {}", arg);
var warnEnabled = logger.warningEnabled();
logger.warning("Warn with arg {}", arg);
var errorEnabled = logger.errorEnabled();
logger.error("Error with arg {}", arg);

Output script name

Use the scriptName  binding to get the name of the running script as a string.

Next-generation

• 

• 

• 

• 

• 

Legacy

• 

• 

• 
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// log current script name
logger.debug("Running script: " + scriptName);

// or use a library script to log script name
var mylib = require('loggingLibrary');
mylib.debug(logger, scriptName);

// log current script name
logger.message("Running script: " + scriptName);

Reference substituted properties in scripts

The systemEnv  binding, available to all script types, includes an instance of the ScriptPropertyResolver class. This interface
exposes the following methods:

String getProperty(String propertyName);
String getProperty(String propertyName, String defaultValue);
<T> T getProperty(String propertyName, String defaultValue, Class<T> returnType);

where:

propertyName  refers to a configuration expression (without the ampersand or braces)

To reference a substituted property in a script, the property name must include a specific prefix; for example, 
script.my.variable . This prefix decreases the risk that random property values are resolved in scripts.

The default prefix for all script types, is script . To change the prefix, go to Configure > Global Services > Scripting >
Secondary Configurations > [.var]#Script Type > Secondary Configurations > Engine Configuration > Property Name
Prefix#.

Make sure propertyName  is specific enough to distinguish it from other configuration expressions.

defaultValue  is the default value set for that property in the configuration expression

The defaultValue  must not be null .

returnType  is one of the following fully-qualified Java class names:

java.lang.Boolean

java.lang.Double

Next-generation

Legacy

• 

• 

• 

◦ 

◦ 
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java.lang.Integer

java.lang.String

java.util.List

java.util.Map

The getProperty(String propertyName)  method returns null  when the propertyName  is not valid.

For example:

The following example assumes that the property name prefix is set to script  in the script engine configuration for the
script type.

The script is used in a Scripted Decision node to get the values such as the user’s email , hostname , and port . The script
also shows type transformation where the type isn’t a string.

◦ 

◦ 

◦ 

◦ 
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var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

// Properties should get resolved (set in AM)
var email = systemEnv.getProperty('script.tree.decision.node.email');
var name = systemEnv.getProperty('script.tree.decision.node.hostname', 'defaultHostname');
var port = systemEnv.getProperty('script.tree.decision.node.port', '587', java.lang.Integer);
var double = systemEnv.getProperty('script.tree.decision.node.double, '2.0', java.lang.Double);
var hasPort = systemEnv.getProperty('script.tree.decision.node.hasPort', 'false', java.lang.Boolean);
var map = systemEnv.getProperty('script.tree.decision.node.map', '{"defaultKey":"defaultValue"}', 
java.util.Map);
var list = systemEnv.getProperty('script.tree.decision.node.list', 'defaultValue', java.util.List);

// Properties should get resolved to their defaults (not set in AM)
var defaultName = systemEnv.getProperty('script.tree.decision.node.hostname.unresolved', 'defaultHostname');
var defaultPort = systemEnv.getProperty('script.tree.decision.node.port.unresolved', '587', 
java.lang.Integer);
var defaultDouble = systemEnv.getProperty('script.tree.decision.node.double.unresolved', '2.0', 
java.lang.Double);
var defaultHasPort = systemEnv.getProperty('script.tree.decision.node.hasPort.unresolved', 'false', 
java.lang.Boolean);
var defaultMap = systemEnv.getProperty('script.tree.decision.node.map.unresolved', 
'{"defaultKey":"defaultValue"}', java.util.Map);
var defaultList = systemEnv.getProperty('script.tree.decision.node.list.unresolved', 
'defaultFirstValue,defaultSecondValue', java.util.List);

// Assert all property values - set the appropriate outcome
if (email === 'test@example.com' && name === 'testHostname' && port === 25 && double === 1.0 && hasPort === 
true
    && map.get('testKey') == 'testValue' && list == '[testFirstValue, testSecondValue]'
    && defaultName === 'defaultHostname' && defaultPort === 587 && defaultDouble === 2.0 && defaultHasPort 
=== false
    && defaultMap.get('defaultKey') == 'defaultValue' && defaultList == '[defaultFirstValue, 
defaultSecondValue]') {
  action = fr.Action.goTo("true").build();
} else {
  action = fr.Action.goTo("false").build();
}

JavaScript
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// Properties should get resolved (set in AM)
String email = systemEnv.getProperty('script.tree.decision.node.email');
String name = systemEnv.getProperty('script.tree.decision.node.hostname', 'defaultHostname');
Integer port = systemEnv.getProperty('script.tree.decision.node.port', '587', java.lang.Integer);
Double testDouble = systemEnv.getProperty('script.tree.decision.node.double', '2.0', java.lang.Double);
Boolean hasPort = systemEnv.getProperty('script.tree.decision.node.hasPort', 'false', java.lang.Boolean);
Map map = systemEnv.getProperty('script.tree.decision.node.map', '{\"defaultKey\":\"defaultValue\"}', 
java.util.Map);
List list = systemEnv.getProperty('script.tree.decision.node.list', 'defaultValue', java.util.List);

// Properties should get resolved to their defaults (not set in AM)
String defaultName = systemEnv.getProperty('script.tree.decision.node.hostname.unresolved', 
'defaultHostname');
Integer defaultPort = systemEnv.getProperty('script.tree.decision.node.port.unresolved', '587', 
java.lang.Integer);
Double defaultDouble = systemEnv.getProperty('script.tree.decision.node.double.unresolved', '2.0', 
java.lang.Double);
Boolean defaultHasPort = systemEnv.getProperty('script.tree.decision.node.hasPort.unresolved', 'false', 
java.lang.Boolean);
Map defaultMap = systemEnv.getProperty('script.tree.decision.node.map.unresolved', '{\"defaultKey\":
\"defaultValue\"}', java.util.Map);
List defaultList = systemEnv.getProperty('script.tree.decision.node.list.unresolved', 
'defaultFirstValue,defaultSecondValue', java.util.List);

// Assert all property values - set the appropriate outcome
if (email.equals('test@example.com') && name.equals('testHostname') && port == 25 && testDouble == 1.0d && 
hasPort == true
    && defaultName.equals('defaultHostname') && defaultPort == 587 && defaultDouble == 2.0d && defaultHasPort 
== false
    && map.get('testKey').equals('testValue')
    && list.get(0).equals('testFirstValue') && list.get(1).equals('testSecondValue')
    && defaultMap.get('defaultKey').equals('defaultValue')
    && defaultList.get(0).equals('defaultFirstValue') && defaultList.get(1).equals('defaultSecondValue')) {

    outcome = 'true';
} else {
    outcome = 'false';
}

Scripted decision node API

A Scripted Decision node calls server-side Groovy or JavaScript to set the outcome for the node programmatically and
determine the path the authentication journey takes. The script can perform actions before setting the outcome.

To create and manage decision scripts, refer to Manage scripts (UI). Use the script type Decision node script for
authentication trees.

When configuring the Scripted Decision node, add the two outcomes true  and false  in Outcomes. Each outcome appears
as a node endpoint that you connect to other nodes in the tree.

The outcome strings aren’t limited to true  and false . Specify a value for each possible outcome and as many outcomes as
required by the tree.

Groovy
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Use the action  object to set the outcome.

Script bindings

In addition to the common bindings, a decision node script has access to the following specific bindings, predefined objects
that Access Management injects into the script execution context.

info
Access Management has introduced a next-generation scripting engine that offers several benefits, including
enhanced script bindings.
For decision node scripts, the availability and usage of bindings depend on the script engine version of the script:
legacy or next-generation. Both versions are described in this section.
The next-generation script engine is only available to the Scripted decision node API.
For information about migrating to the enhanced scripting engine, refer to Migrating to next-generation scripts.

Note

Binding Description Further information

action (1) Set the script outcome and perform script-related actions. Set script outcome and
script attributes
Set session properties

auditEntryDetail Add information to the Access Management audit logs. Audit information

callbacksBuilder (1)

callbacks

Request additional data from the user using a callback. Use callbacks

existingSession If the user has previously authenticated and has a session,
use this binding to access the properties of that session.

Existing session properties

httpClient Make outbound HTTP calls. Access HTTP services

idRepository Access the data stored in the user’s profile. Access profile data

jwtAssertion (1) Generate JWT assertions in scripts. Generate and validate JWTs

jwtValidator (1) Validate JWT assertions in scripts. Generate and validate JWTs

logger Write a message to the Access Management debug log. Log script messages

realm Return the name of the realm to which the user is
authenticating as a string.

For example, authenticating
to the alpha  realm returns
a string value of /alpha .

requestHeaders Access the HTTP headers provided in the login request. Access request header

requestParameters Access the HTTP request parameters provided in the login
request.

Access request parameters
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(1) Not available in Legacy scripts.

Set script outcome and script attributes

Use the action  object to define the outcome and access functions to set script attributes, such as error or lockout
messages, verified identities, or session properties.

Binding Description Further information

resumedFromSuspend Boolean to indicate whether evaluation has resumed after
suspension.

For example, the value
returns True  after sending
an email and receiving the
response.

secrets Access the secrets configured for Access Management in
the environment.

ScriptedSecrets

nodeState Access data set by previous nodes in the tree, or store data
to be used by subsequent nodes.

Access shared state data

openidm (1) Access scripted functions in IDM to manage resources. Access IDM scripting
functions

scriptName Return the name of the running script. Output script name.

systemEnv Lets you get the value of an environment secret or variable
(ESV).

Reference ESVs in scripts.

info
Use action  instead of the outcome  variable to define the exit path from the node. The action  object takes
precedence and overrides the value set for the outcome  variable. You can also use it to perform other script
operations.

Note
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Call the goTo  method directly on the action  binding. Optionally, chain with ActionWrapper  functions.

// Evaluation continues along the "false" outcome
action.goTo("false").withErrorMessage(error);

 // No effect
outcome = "true";

Next-generation

Method Information

public ActionWrapper putSessionProperty(String

key, String value)

Add a session property.
Refer to Set session properties.

public ActionWrapper removeSessionProperty(String

key)

Remove an existing session property.

public ActionWrapper withDescription(String

description)

Set a description for the action.

public ActionWrapper withErrorMessage(String

message)

Set an error message to display to the end user when
the journey reaches the Failure node.

public ActionWrapper withIdentifiedAgent(String

agentName)

public ActionWrapper withIdentifiedUser(String

username)

Set the identity, authenticated or not, of the user or
agent verified to exist in an identity store.
Use these methods to record the type of identified
user. If the advanced server property, 
org.forgerock.am.auth.trees.authenticate.identifi

ed.identity  is set to true, AM uses the stored
identified identities to decide which user to log in.
This lets the authentication tree engine correctly
resolve identities that have the same username.
For more information, refer to advanced server
properties.

public ActionWrapper withLockoutMessage(String

message)

Set an error message to display to the end user when
the account is locked or inactive.
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Import the Action  class to access the goTo  method. Optionally, chain with ActionBuilder  functions.

public static ActionBuilder goTo(String outcome)

For more information, refer to ActionBuilder.

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

// Evaluation continues along the "false" outcome
action = Action.goTo("false").withErrorMessage(error).build();

 // No effect
outcome = "true";

Legacy

Method Information

public ActionBuilder putSessionProperty(String

key, String value)

Add a session property.
Refer to Set session properties.

public ActionBuilder removeSessionProperty(String

key)

Remove an existing session property.

public ActionBuilder withDescription(String

description)

Set a description for the action.

public ActionBuilder withErrorMessage(String

message)

Set an error message to display to the end user when
the journey reaches the Failure node.

public ActionBuilder

withIdentifiedIdentity(AMIdentity id)

public ActionBuilder

withIdentifiedIdentity(String username, IdType

id)

Set the identity, authenticated or not, of the user or
agent verified to exist in an identity store.
Use these methods to record the type of identified
user. If the advanced server property, 
org.forgerock.am.auth.trees.authenticate.identifi

ed.identity  is set to true, AM uses the stored
identified identities to decide who to log in.
This lets the authentication tree engine correctly
resolve identities that have the same username.
For more information, refer to advanced server
properties.

public ActionBuilder withLockoutMessage(String

message)

Set an error message to display to the end user when
the account is locked or inactive.

public ActionBuilder withStage(String stage) Set a stage name to return to the client to aid the
rendering of the UI. The property is only sent if the
script also sends callbacks.

Scripting PingAM

5362 Copyright © 2025 Ping Identity Corporation

https://docs.pingidentity.com/auth-node-ref/7.4/auth-node-failure.html
https://docs.pingidentity.com/auth-node-ref/7.4/auth-node-failure.html
https://docs.pingidentity.com/pingam/8/_attachments/apidocs/org/forgerock/openam/auth/node/api/Action.ActionBuilder.html
https://docs.pingidentity.com/pingam/8/_attachments/apidocs/org/forgerock/openam/auth/node/api/Action.ActionBuilder.html


A script can also use the action  object to set session properties.

Access request header

A script can access the headers in the login request with the methods of the requestHeaders  object.

The script has access to a copy of the headers. Changing their values does not affect the request.

String[] requestHeaders.get(String headerName)

Returns an array of the values in the named request header, or null , if the property is not set.

Header names are case-sensitive.

if (requestHeaders.get("user-agent").get(0).indexOf("Chrome") !== -1) {
    action.goTo("true");
} else {
    action.goTo("false");
}

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

if (requestHeaders.get("user-agent").get(0).indexOf("Chrome") !== -1) {
    action = fr.Action.goTo("true").build();
} else {
    action = fr.Action.goTo("false").build();
}

Access request parameters

A script can access the query parameters in the login request with the methods of the requestParameters  object.

The script has access to a copy of the parameters. Changing their values doesn’t affect the request.

String[] requestParameters.get(String parameterName)

Return an array of the values in the named request parameter, or null , if the parameter isn’t available.

Next-generation

Legacy
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var service;
var authIndexType = requestParameters.get("authIndexType");

if (authIndexType && String(authIndexType.get(0)) === "service") {
    service = requestParameters.get("authIndexValue").get(0);
}

if (service) {
    nodeState.putShared("service", service);
}
action.goTo("true");

var fr = JavaImporter(
    org.forgerock.openam.auth.node.api.Action);

var service;
var authIndexType = requestParameters.get("authIndexType");

if (authIndexType && String(authIndexType.get(0)) === "service") {
    service = requestParameters.get("authIndexValue").get(0);
}

if (service) {
    nodeState.putShared("service", service);
}
action = fr.Action.goTo("true").build();

Access shared state data

A script can access the shared state of the tree with the methods of the nodeState  object.

Next-generation

Legacy

info
In JavaScript, the data type ( typeof ) of requestParameters  values is object.
Convert the values to strings before using strict equality comparisons.

Note
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There are three types of state:

Shared

Non-sensitive state.

Transient

Sensitive state.

Transient state data is never sent back to the user’s browser in a callback so doesn’t need to be encrypted. The
transient state is for sensitive data and for data not required after the next callback.

Secure

Encrypted sensitive state.

Secure state data is sent back to the user’s browser encrypted as part of the shared state object.

Transient state data is promoted to secure state data when:

A callback to the user is about to occur.

A downstream node is detected in the journey, requesting data in the transient state as script input.

<returnvalue> nodeState.get(String propertyName)

Returns the value of the named property.

The value may come from the transient, secure, or shared states, in that order. If the same property is available in
several states, the method returns the value of the property in the transient state first.

If the property isn’t set, the method returns null .

info
The sharedState  and transientState  bindings are deprecated, and are removed in the next-generation scripting
engine.
You can still access the different states with the nodeState  object, which replaces the sharedState  and 
transientState  bindings.
For example, use nodeState.putShared()  instead of sharedState.put() , and nodeState.putTransient()  instead
of transientState.put() . Use nodeState.get()  to retrieve shared and transient state properties.

Note

• 

• 

emergency_home
Unless the downstream node explicitly requests the secure state data by name, the authentication journey removes it
from the node state after processing the next callback.
For example, a node in a registration journey stores a user’s password in transient state. The node sends a callback to
the user before an inner tree node, downstream in the journey, consumes that password. As part of the callback, the
journey assesses what to add to the secure state. It does this by checking the state inputs that downstream nodes in
the journey require. Nodes that only request *  are ignored, as this would result in putting everything that’s in
transient state into secure state, and retaining sensitive information longer than necessary.
If a downstream node requires the password, it must therefore explicitly request it as state input, even if it lists the *
wildcard as input.

Important
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Returns the value as an Object . The JavaScript return type is coerced, so you no longer need to call functions
such as asString()  or asMap() .

var currentAuthLevel = nodeState.get("authLevel");
var thePassword = nodeState.get("password");

action.goTo("true");

Returns the value as a JsonValue . Use functions such as asString()  or asMap()  to convert to the expected
type.

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

var currentAuthLevel = nodeState.get("authLevel");
var thePassword = nodeState.get("password").asString();

action = fr.Action.goTo("true").build();

<returnvalue> nodeState.getObject(String propertyName)

Returns the value of the named property.

If the value is a map, this method combines and returns the values stored in transient, secure, and shared state.

If the property isn’t set, the method returns null .

Next-generation

Legacy

info
The getObject  method returns an immutable object. If you want to update the object, use 
nodeState.get(String propertyName)  instead. The get  method doesn’t combine values but returns the
first value found in transient, secure, or shared state (in that order). You can then modify the returned object.
For example:

var attributes = nodeState.get("objectAttributes");
if (attributes) {
  attributes.put("mail", "test@example.com");
  nodeState.putShared("objectAttributes", attributes);
}

action.goTo("true");

Note
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Returns the value as an Object . The JavaScript return type is coerced.

var attributes = nodeState.getObject("objectAttributes");

action.goTo("true");

Returns the value as a JsonValue . Use functions such as asString()  or asMap()  to convert to the expected
type.

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

var attributes = nodeState.getObject("objectAttributes").asMap();

action = fr.Action.goTo("true").build();

<returnvalue> nodeState.putShared(String propertyName, String propertyValue)

Sets the value of the named shared state property.

Returns a modified instance of NodeStateScriptWrapper .

try {
  var thePassword = nodeState.get("password");
} catch (e) {
  nodeState.putShared("errorMessage", e.toString());
}

action.goTo("true");

Next-generation

Legacy

Next-generation
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Returns a modified instance of NodeState .

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);
try {
  var thePassword = nodeState.get("password").asString();
} catch (e) {
  nodeState.putShared("errorMessage", e.toString());
}

action = fr.Action.goTo("true").build();

<returnvalue> nodeState.putTransient(String propertyName, String propertyValue)

Sets the value of the named transient state property.

Returns a modified instance of NodeStateScriptWrapper .

nodeState.putTransient("sensitiveKey", "sensitiveValue");

action.goTo("true");

Returns a modified instance of NodeState .

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

nodeState.putTransient("sensitiveKey", "sensitiveValue");

action = fr.Action.goTo("true").build();

Access profile data

A script can access profile data through the methods of the idRepository  object.

Legacy

Next-generation

Legacy
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Get attribute values

Returns the values of the named attribute for the named user.

var username = nodeState.get("username");
var attribute = "mail";

// Get identity object separately
var identity = idRepository.getIdentity(username);

// Returns all values as an array, for example: ["test@example.com", "user@example.com"]
identity.getAttributeValues(attribute);

// Returns the first value, for example:  test@example.com
identity.getAttributeValues(attribute)[0];

// If no attribute by this name is found, the result is an empty array: []
identity.getAttributeValues("non-existent-attribute");

action.goTo("true");

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

var username = nodeState.get("username").asString();
var attribute = "mail";

// Returns all values, for example: [test@example.com, user@example.com]
idRepository.getAttribute(username, attribute).toString();

// Returns the first value, for example:  test@example.com
idRepository.getAttribute(username, attribute).iterator().next();

// Returns a value at the specified index, for example: user@example.com
idRepository.getAttribute(username, attribute).toArray()[1];

// If no attribute by this name is found, the result is an empty array: []
idRepository.getAttribute(username, "non-existent-attribute").toString();

action = fr.Action.goTo("true").build();

Set attribute values

Sets the named attribute as specified by the attribute value for the named user, and persists the result in the user’s
profile.

Next-generation

Legacy
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var username = nodeState.get("username");

// Get identity separately
var identity = idRepository.getIdentity(username);

// Set the attribute directly on the identity object
identity.setAttribute("mail", ["test@example.com"]);

try {
  // Explicitly persist data
  // throws an exception if setAttribute failed
  identity.store();
  action.goTo("true");
} catch(e) {
  logger.error("Unable to persist attribute. " + e);
  action.goTo("false");
}

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

var username = nodeState.get("username").asString();

// Set attribute using the idRepository object
idRepository.setAttribute(username, "mail", ["test@example.com"]);

try {
  // check setAttribute was successful
  var mail = idRepository.getAttribute(username, "mail").iterator().next();
  action = fr.Action.goTo("true").build();
} catch(e) {
  logger.error("Unable to persist attribute. " + e);
  action = fr.Action.goTo("false").build();
}

Add attribute values

Add an attribute value to the list of attribute values associated with the attribute name for a particular user.

Next-generation

emergency_home
You must explicitly call store()  to persist changes to attribute values.

Important

Legacy
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var username = nodeState.get("username");

// Get identity separately
var identity = idRepository.getIdentity(username);

// Add a value as a string.
identity.addAttribute("mail", "user@example.com");

try {
  // Explicitly persist data
  // throws an exception if addAttribute failed
  identity.store();
  action.goTo("true");
} catch(e) {
  logger.error("Unable to persist attribute. " + e);
  action.goTo("false");
}

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

var username = nodeState.get("username").asString();
var attr = "mail";

// get number of existing attribute values
var mail = idRepository.getAttribute(username, attr).toArray();

// Add attribute using the idRepository object
idRepository.addAttribute(username, attr, ["test@example.com"]);

// check addAttribute was successful
var updatedmail = idRepository.getAttribute(username, attr).toArray();
if (updatedmail.length > mail.length) {
  action = fr.Action.goTo("true").build();
} else {
  logger.error("Unable to add attribute.");
  action = fr.Action.goTo("false").build();
}

Set session properties

A script can set session properties with the fields and methods of the Action interface.

Next-generation

emergency_home
You must explicitly call store()  to persist changes to attribute values.

Important

Legacy
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The following example sets the outcome to true , and adds a custom session property:

action.goTo("true").putSessionProperty("mySessionProperty", "myPropertyValue");

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);
action = fr.Action.goTo("true").putSessionProperty("mySessionProperty", "myPropertyValue").build();

Add the script to a Scripted Decision node in your authentication journey. When a user authenticates successfully, Access
Management adds the property to their session, as shown in the following output for session introspection:

{
  "username": "014c54bd-6078-4639-8316-8ce0e7746fa4",
  "universalId": "id=014c54bd-6078-4639-8316-8ce0e7746fa4,ou=user,o=alpha,ou=services,ou=am-config",
  "realm": "/alpha",
  "latestAccessTime": "2022-10-31T11:03:25Z",
  "maxIdleExpirationTime": "2022-10-31T11:33:25Z",
  "maxSessionExpirationTime": "2022-10-31T13:03:24Z",
  "properties": {
    "AMCtxId": "de5abe95-db97-4354-9d32-aab660ea23a3-4252446",
    "mySessionProperty": "myPropertyValue"
  }
}

Next-generation

Legacy

emergency_home
When adding a session property, make sure it’s in the Access Management allowlist. Access Management does not
allow the script to add it to sessions unless it’s in the allowlist.

In AM admin UI, under Realms > Realm Name > Services, make sure the Session Property Whitelist Service is
configured.
If not, configure the service with the default settings.
Add the property name to the Allowlisted Session Property Names list unless it’s already present.

For information on allowlisting session properties, refer to Session Property Whitelist service

Important

1. 

2. 

Scripting PingAM

5372 Copyright © 2025 Ping Identity Corporation

https://docs.pingidentity.com/auth-node-ref/7.4/auth-node-scripted-decision.html
https://docs.pingidentity.com/auth-node-ref/7.4/auth-node-scripted-decision.html


Existing session properties

The existingSession  binding is only present when performing a session upgrade. Any properties added by nodes earlier in
the journey only appear on the user’s new session when the journey completes; such properties are not available in the 
existingSession  binding.

A script can access existing session properties during a session upgrade request with the existingSession.get  method.

String existingSession.get(String propertyName)

Returns the string value of the named existing session property, or null , if the property is not set.

If the current request is not a session upgrade and does not provide an existing session, the existingSession
variable is not declared. Check for a declaration before attempting to access the variable.

var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

if (typeof existingSession !== 'undefined') {
    var existingAuthLevel = existingSession.get("AuthLevel")
} else {
    nodeState.putShared("errorMessage", "Variable existingSession not declared - not a session upgrade.")
}

action = fr.Action.goTo("true").build();

Generate and validate JWTs

Use the jwtAssertion  and jwtValidator  bindings to include JWT operations in your script.

The jwtAssertion  binding lets you generate a signed and/or encrypted JWT, for example, for securely transporting JWT
claims that can be verified later in the journey via an emailed magic link. JWTs are signed using the HS256 or RS256
algorithms.

The jwtValidator  binding lets you decrypt and validate JWTs; for example, to verify JWT claims from another system such as
Identity Gateway.

String jwtAssertion.generateJwt(Map<String, Object> jwtData)

Provide the following data for generating a JWT assertion:

Data field Description

jwtType (Required) The type of JWT to generate: SIGNED , SIGNED_THEN_ENCRYPTED , or 
ENCRYPTED_THEN_SIGNED .
Encrypted options are only supported for HS256 JWTs.

jwsAlgorithm (Required) HS256  or RS256  ( jwtType  must be SIGNED ).

issuer The JWT issuer ( iss ) claim. You must provide a value for either issuer  or 
stableId  at a minimum.
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Data field Description

audience The JWT audience ( aud ) claim.

subject The JWT subject ( sub ) claim.

type The JWT type ( typ ) claim, typically JWT .

jwtId Specify a value for the JWT ID ( jti ).

claims Custom claims in the format "key":"value" .

stableId Stable ID. You must provide a value for either issuer  or stableId  at a
minimum.

accountId Deprecated. To support backwards compatibility, the account ID (if
specified) is set as the issuer , stableId  and subject  when these values
aren’t provided.

validityMinutes The duration of the validity of the JWT in minutes.

privateKey The RSA private key in JSON Web Key (JWK) format. For example, generate
your own private key with https://www.openssl.org.
Required for RS256 -signed JWTs.

signingKey The base64-encoded JSON Web Key used to sign/verify the JWT.
Required for HS256 -signed JWTS.

encryptionKey The JSON Web Encryption (JWE) public key used to encrypt/decrypt the
JWT.
JWTs are encrypted using the A128CBC-HS256 algorithm.
Generation of RS256-encrypted signed JWT assertions isn’t currently supported.
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JWT generation example 1: HS256 encrypted then signed:

var hmacJwtData = {
  jwtType: "ENCRYPTED_THEN_SIGNED",
  jwsAlgorithm: "HS256",
  issuer: "issuer",
  subject: "subject",
  audience: "https://am.localtest.me:8080/am/oauth2/access_token",
  type: "JWT",
  validityMinutes: 10,
  claims: {
    "key1": "value1",
    "key2": "value2"
  },
  signingKey: "cGFzc3dvcmQ=",
  encryptionKey: "Syz1K5XQCZtq7FkE+GNvgZPeFyvUXJdemIW7CQjM18U="
};
// returns a string representation of the JWT
var assertionJwt = jwtAssertion.generateJwt(hmacJwtData);

if (assertionJwt !== null && assertionJwt.length > 0) {
  logger.debug("AssertionJwt: " + assertionJwt);
  // store JWT in nodeState for validation later in journey
  nodeState.putShared("assertionJwt" , assertionJwt);
  action.goTo("true");
} else {
  action.goTo("false");
}

Next-generation
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JWT generation example 2: RS256 signed:

var rsaJwtData = {
  jwtType: "SIGNED",
  jwsAlgorithm: "RS256",
  accountId: "accountId",
  audience: "https://am.localtest.me:8080/am/oauth2/access_token",
  validityMinutes: 10,
  privateKey: {
    "p": 
"0BRJ6TrTpeT3XM1aXj9ZiTDfVTD0Aqufhm0a2Cm7Zr3ObqkBbZrm2KH9BY23nfY_TFbd6kx31YHqjpoV4KeThn2uvZ7gPw_ILljk5
WQwgFq_gdDvAq3Iw4MlwGoR51nSaGGqKU6Dt2PvVOB4I3azVJr1f9Vsm47L6Llp8YjKtBE",
    "kty": "RSA",
    "q": "ugtiWmODuy3XuWGf3u5hvF4RglZZK5IPYRkJjSz8j90DxYVPD_CBNJx8j_FGUJ6BBNRTs2yylgMJdcFs-
WxcFR7iQD2OzgzSdeRgrh34RmLjAXEq-X0OF9P3lqnBXIx-uVL3-rG8jQWSzc016o3PWjclOKqLx7oBmYs7w6WbJLE",
    "d": "c2DR3SOQkzu6f5eRLFLURphQCbrN4JCAlOo2S_D07UJmMiYtIFpOezbLazQYXdebiV-pPv-
zZcOWHhOr3HMgYLu8JBN29mrJS8kDIWMjCx8vMJgrNLfBZO4az--t_Kyow4p0n3HdaYRu0K4lqskXe68Syl0XAlHfnd7q-bB-
UUGB89j3E-
FfXIIjKktn_koBc8hX2DhUnJgduFi9CcAQVO9wSjjfyB6ksn01_YaMt5MHsHKhqDvZeCdEHfwyFer8vvDRCTru_msl_fu_MqQi15ig
TJu6f7eBsVQQLnb7L1fQ0BURck7oVMjTvyYz_nRbnMkKSrWpa-j1d1Z4TTucAQ",
    "e": "AQAB",
    "use": "sig",
    "kid": "iUE-em7bU5j1yJN6hEMKx6ZmtWBYGZycCuO94X1sssE",
    "qi": "rUqLFjJ2L3FNrj65tdUCusQ-
_7g1rKsTOGnQUrVcgYSsHb3aYR90zV651MiL0X4gp6mzgc8QcSdzc1KbEmR5VHm5IH4N6f9yBNb2yO_8sftmS8PiRjZjVLUORnwmou
J4cPsob0RPx9mwGLIURLxQDstE4UQ0j6iMWF74iezwxO8",
    "dp": "f60DURXkijV9RrdGjPAIK3MOhoJ8JytRvjUyNJMex0MN6L7Q_oT-
wsxaqc60bTuMyXW_wyVanmqSFyAa7ndEwVBbKUTUSj2P0kh_YvXgANIuEiS2k4k42CafwnoTNEbcIWpT8_aWQbATSZxWe0Q5c1-
F5gN6GdU77zfd9vO9lVE",
    "alg": "RS256",
    "dq": "A8RdPnVLYovgFVnbsdjj07uX4Sq8bXxsoUuvfNNPXd5cyDAV1L3K7_THNObuxI0hEab29ugZiZ4QH_lFqps-
FhNlA2X7sUJjNI3mQ0BKGarA6_ONqjWVBnh9R-iyCJyzqC785G-a4MQfH9mq4M_0ReBd-ZLCd83VYHWIRULiLFE",
    "n": "lzf-g94TfT9JeQ7kRZCkSOKwP0rtpe2IzX6C42NN1EE4hejwCjIAj4oUHrcNyrcVZ6hIu3a5r09fnzp5w9RS6ooMkp-
AQ_9C5T8hFbf61J4lT3kmIp-jv50MF7oJCGOidLPCiJ-3EsnBKFjomRcCQa_r-
sHF9hfORvhypBcj_U1OMMRM28yX7JVggG7f_YPlmx03c7meKPE-4xXnfdFDxbjbntlWSul6qm0YOTRVfuZHubwu-
HOZEDB4dKkA3-0qAev6FULW7tNOqoMj5KLlejeiuCOQeAMTqPnBqOdH8iC4u6WHArsRqkmOdLgVs0uLlVPz9796qIKlosP5EMPjwQ"
  }
};

var assertionJwt = jwtAssertion.generateJwt(rsaJwtData);

if (assertionJwt !== null && assertionJwt.length > 0) {
  logger.debug("AssertionJwt: " + assertionJwt);
  // store JWT in nodeState for validation later in journey
  nodeState.putShared("assertionJwt" , assertionJwt);
  action.goTo("true");
} else {
  action.goTo("false");
}

Not available in Legacy bindings

Legacy
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Map<String, Object> jwtValidator.validateJwtClaims(Map<String, Object> jwtData)

Provide values for the following supported fields to validate the specified JWT assertion:

Data field Description

jwtType (Required) The type of JWT to validate: SIGNED , SIGNED_THEN_ENCRYPTED , or 
ENCRYPTED_THEN_SIGNED .

jwt (Required) The JWT object to validate.

issuer The JWT issuer ( iss ) claim. You must provide a value for either issuer  or 
stableId  at a minimum.

audience The JWT audience ( aud ) claim value.

subject The JWT subject ( sub ) claim.

type The JWT type ( typ ) claim.

claims Custom claims in the format "key":"value" .

stableId Stable ID. You must provide a value for either issuer  or stableId  at a
minimum.

accountId Deprecated. To support backwards compatibility, the account ID (if
specified) is used to validate the issuer , stableId  and subject  when
these values aren’t provided.

signingKey The base64-encoded JSON Web Key used to sign/verify the JWT.
JWTS are signed using the HS256 or RS256 algorithm.

encryptionKey The JSON Web Encryption (JWE) public key used to encrypt/decrypt the
JWT.
JWTs are encrypted using the A128CBC-HS256 algorithm.
Validation of RS256-encrypted signed JWT assertions isn’t currently supported.
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JWT validation example 1: HS256 encrypted then signed:

var jwtData = {
  jwtType: "ENCRYPTED_THEN_SIGNED",
  issuer: "issuer",
  subject: "subject",
  audience: "https://am.localtest.me:8080/am/oauth2/access_token",
  type: "JWT",
  signingKey: "cGFzc3dvcmQ=",
  encryptionKey: "Syz1K5XQCZtq7FkE+GNvgZPeFyvUXJdemIW7CQjM18U="
};
// get JWT from nodeState (JWT generation example 1)
var assertionJwt = nodeState.get("assertionJwt");

if (assertionJwt !== null && assertionJwt.length > 0) {
  jwtData["jwt"] = assertionJwt;

  try {
    // returns a map of JWT claims or null if required claims are missing
    // throws NoSuchSecretException if verification key is missing
    var jwtClaims = jwtValidator.validateJwtClaims(jwtData);
    if (jwtClaims !== null) {
      // retrieve and log some JWT claim values
      logger.debug("Audience: " + jwtClaims.get("audience"));
      logger.debug("Subject: " + jwtClaims.get("subject"));
      logger.debug("Expiration Time: " + jwtClaims.get("expirationTime"));
      logger.debug("Issued At: " + jwtClaims.get("issuedAt"));
      logger.debug("JWT ID: " + jwtClaims.get("jwtId"));
      logger.debug("key1: " + jwtClaims.get("key1")); // custom claim

      action.goTo("true");
    } else {
      logger.error("Invalid JWT claims");
      action.goTo("false");
    }
  } catch(e) {
    logger.error("Invalid JWT signing key");
    action.goTo("false");
  }
} else {
  logger.error("Error getting assertionJwt");
  action.goTo("false");
}

Next-generation
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JWT validation example 2: RS256 signed:

var jwtData = {
  jwtType: "SIGNED",
  accountId: "accountId",
  audience: "https://am.localtest.me:8080/am/oauth2/access_token",
  signingKey: "cGFzc3dvcmQ="
};
// get JWT from nodeState (JWT generation example 2)
var assertionJwt = nodeState.get("assertionJwt");

if (assertionJwt !== null && assertionJwt.length > 0) {
  jwtData["jwt"] = assertionJwt;

  try {
    // returns a map of JWT claims or null if required claims are missing
    // throws NoSuchSecretException if verification key is missing
    var jwtClaims = jwtValidator.validateJwtClaims(jwtData);
    if (jwtClaims !== null) {
      // retrieve and log JWT claim values
      logger.debug("Audience: " + jwtClaims.get("audience"));
      action.goTo("true");
    } else {
      logger.error("Invalid JWT claims");
      action.goTo("false");
    }
  } catch(e) {
    logger.error("Invalid JWT signing key");
    action.goTo("false");
  }
} else {
  logger.error("Error getting assertionJwt");
  action.goTo("false");
}

Not available in Legacy bindings

Use callbacks

A script can use callbacks to provide or prompt for additional information during the authentication process.

The following script checks for a password and stores the username to shared state for use by subsequent nodes in the
authentication journey.

Legacy
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Next-generation callback functionality is split between two bindings:

callbacksBuilder : Request callbacks. Callbacks are sent automatically when the script completes.

public void textOutputCallback(int messageType, String message)

public void suspendedTextOutputCallback(int messageType, String message)

public void hiddenValueCallback(String id, String value)

public void choiceCallback(String prompt, String[] choices, int defaultChoice, boolean

multipleSelectionsAllowed)

public void nameCallback(String prompt)

public void nameCallback(String prompt, String defaultName)

public void passwordCallback(String prompt, boolean echoOn)

public void textInputCallback(String prompt)

public void textInputCallback(String prompt, String defaultText)

public void scriptTextOutputCallback(String message)

public void redirectCallback(String redirectUrl, Map redirectData, String method)

public void redirectCallback(String redirectUrl, Map redirectData, String method, String

statusParameter, String redirectBackUrlCookie)

public void metadataCallback(Object outputValue)

public void stringAttributeInputCallback(String name, String prompt, String value, Boolean

required)

public void stringAttributeInputCallback(String name, String prompt, String value, Boolean

required, List<String> failedPolicies)

public void stringAttributeInputCallback(String name, String prompt, String value, Boolean

required, Object policies, Boolean validateOnly)

public void stringAttributeInputCallback(String name, String prompt, String value, Boolean

required, Object policies, Boolean validateOnly, List<String> failedPolicies)

public void numberAttributeInputCallback(String name, String prompt, Double value, Boolean

required)

public void numberAttributeInputCallback(String name, String prompt, Double value, Boolean

required, List<String> failedPolicies)

public void numberAttributeInputCallback(String name, String prompt, Double value, Boolean

required, Object policies, Boolean validateOnly)

public void numberAttributeInputCallback(String name, String prompt, Double value, Boolean

required, Object policies, Boolean validateOnly, List<String> failedPolicies)

Next-generation

• 
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public void booleanAttributeInputCallback(String name, String prompt, Boolean value, Boolean

required)

public void booleanAttributeInputCallback(String name, String prompt, Boolean value, Boolean

required, List<String> failedPolicies)

public void booleanAttributeInputCallback(String name, String prompt, Boolean value, Boolean

required, Object policies, Boolean validateOnly)

public void booleanAttributeInputCallback(String name, String prompt, Boolean value, Boolean

required, Object policies, Boolean validateOnly, List<String> failedPolicies)

public void confirmationCallback(int messageType, int optionType, int defaultOption)

public void confirmationCallback(int messageType, String[] options, int defaultOption)

public void confirmationCallback(String prompt, int messageType, int optionType, int

defaultOption)

public void confirmationCallback(String prompt, int messageType, String[] options, int

defaultOption)

public void languageCallback(String language, String country)

public void idPCallback(String provider, String clientId, String redirectUri, List<String>

scope, String nonce, String request, String requestUri, List<String> acrValues, boolean

requestNativeAppForUserInfo)

public void idPCallback(String provider, String clientId, String redirectUri, List<String>

scope, String nonce, String request, String requestUri, List<String> acrValues, boolean

requestNativeAppForUserInfo, String token, String tokenType)

public void pollingWaitCallback(String waitTime, String message)

public void validatedPasswordCallback(String prompt, boolean echoOn, Object policies,

Boolean validateOnly)

public void validatedPasswordCallback(String prompt, boolean echoOn, Object policies,

Boolean validateOnly, List<String> failedPolicies)

public void validatedUsernameCallback(String prompt, Object policies, Boolean validateOnly)

public void validatedUsernameCallback(String prompt, Object policies, Boolean validateOnly,

List<String> failedPolicies)

public void httpCallback(String authorizationHeader, String negotiationHeader, String

errorCode)

public void httpCallback(String authRHeader, String negoName, String negoValue, int

errorCode)

public void x509CertificateCallback(String prompt)

public void x509CertificateCallback(String prompt, X509Certificate certificate)
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public void x509CertificateCallback(String prompt, X509Certificate certificate, boolean

requestSignature)

public void consentMappingCallback(Object config, String message, Boolean isRequired)

public void consentMappingCallback(String name, String displayName, String icon, String

accessLevel, List<String> titles, String message, Boolean isRequired)

public void deviceProfileCallback(Boolean metadata, Boolean location, String message)

public void kbaCreateCallback(String prompt, List<String> predefinedQuestions, boolean

allowUserDefinedQuestions)

public void selectIdPCallback(Object providers)

public void termsAndConditionsCallback(String version, String terms, String createDate)

callbacks : Use isEmpty()  to check if callbacks have returned to Access Management. Use public get
methods to retrieve input from interactive and backchannel callbacks.

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

• 

Method Return type Description

getBooleanAttributeInputCallba

cks()

List<Boolean> The collected Boolean value

getChoiceCallbacks() List<int[]> The selected choices as indexes

getConfirmationCallbacks() List<Integer> The selected confirmation option

getConsentMappingCallbacks() List<Boolean> The collected Boolean value

getDeviceProfileCallbacks() List<String> The device information in escaped JSON format

getHiddenValueCallbacks() Map<String,

String>

The map of hiddenValueCallbacks

getHttpCallbacks() List<String> The authorization token

getIdpCallbacks() List<Map<Stri

ng, Object>>

A map of IDP callback data. Values are:
nodeName  (String)
provider  (String)
clientId  (String)
redirectUri  (String)
scope  (List<String>)
nonce  (String)
request  (String)
requestUri  (String)
acrValues  (List<String>)
token  (String)
tokenType  (String)
userInfo  (String)
requestNativeAppForUserInfo  (boolean)
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Method Return type Description

getKbaCreateCallbacks() List<Map<Stri

ng, String>>

A map of knowledge-based authentication (KBA)
responses. Values are selectedQuestion  and 
selectedAnswer .

getLanguageCallbacks() List<String> The selected locale

getNameCallbacks() List<String> The collected name value

getNumberAttributeInputCallbac

ks()

List<Double> The collected numeric value

getPasswordCallbacks() List<String> The collected password value

getSelectIdPCallbacks() List<Map<Stri

ng, Object>>

A map of selected IDP providers in JSON format

getStringAttributeInputCallbac

ks()

List<String> The collected String value

getTermsAndConditionsCallbacks

()

List<Boolean> The Boolean acceptance value

getTextInputCallbacks() List<String> The collected text as a String value (can be null)

getValidatedPasswordCallbacks(

)

List<Map<Stri

ng, Object>>

A map with the password returned as value
(String) and validateOnly (whether to only validate
input, or validate and continue journey)

getValidatedUsernameCallbacks(

)

List<Map<Stri

ng, Object>>

A map with the username returned as value
(String) and validateOnly (whether to only validate
input, or validate and continue journey)

getX509CertificateCallbacks() List<Map<Stri

ng, Object>>

A map of X.509 certificate callback data. Values are:
certificate  (X509Certificate)
signature  (String)
reqSignature  (Boolean)

◦ 

◦ 
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The following examples show how to use the callbacksBuilder  and callbacks  objects to request and receive input
from callbacks:

if (callbacks.isEmpty()) {
  // Request callbacks
  callbacksBuilder.nameCallback("User Name", "User Name");
  callbacksBuilder.passwordCallback("Password", false);
} else {
  // Callbacks returned from browser, save username and password
  var username = callbacks.getNameCallbacks().get(0);
  var password = callbacks.getPasswordCallbacks().get(0);

  nodeState.putShared("username", username);

  if (password === null || !password) {
    action.goTo("false");
  } else {
    nodeState.putTransient("password", password);
    action.goTo("true");
  }
}

var data = {
      mfaType: "email"
    };

var username = nodeState.get('username');
var identity = idRepository.getIdentity(username);

var firstName = identity.getAttributeValues('givenName')[0];

if (callbacks.isEmpty()) {
  // Adds the key-value pair to the JSON response
  callbacksBuilder.metadataCallback(data);

  // Displays a message to the end user
  // Message type: INFORMATION (0), WARNING(1), or ERROR (2)
  callbacksBuilder.textOutputCallback(1, "Hi " + firstName + ", please update your postal code");
}
action.goTo("true");
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var titles = ["Mr", "Mrs", "Ms", "Mx", "Other"];

if (callbacks.isEmpty()) {
  // Request choice from the user
    callbacksBuilder.choiceCallback("Select a title", titles, 0, false);

} else {
  // Callbacks returned from browser, save selected choice
  var index = callbacks.getChoiceCallbacks().get(0)[0];
  var title = titles[index];

  if (title === null || !title) {
    action.goTo("false");
  } else {
    nodeState.putShared("title", title);
    action.goTo("true");
  }
}

var script = "document.getElementById('clientScriptOutputData').value = navigator.language \n" +
    "document.getElementById('loginButton_0').click()";
try {
    if (callbacks.isEmpty()) {
        callbacksBuilder.hiddenValueCallback("clientScriptOutputData", "false");
        callbacksBuilder.scriptTextOutputCallback(script);

    } else {
        //Browser language can be used to localize custom callback messages
        var lang = callbacks.getHiddenValueCallbacks().get("clientScriptOutputData");
        nodeState.putShared("preferredLanguage", lang);
        action.goTo("true");
    }
    action.goTo("true");

} catch (error) {
    action.goTo("false");
    logger.error("Error getting browser language: " + error.toString());
}
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var fr = JavaImporter(
  org.forgerock.openam.auth.node.api.Action,
  javax.security.auth.callback.NameCallback,
  javax.security.auth.callback.PasswordCallback,
  java.lang.String
);

if (callbacks.isEmpty()) {
  // Request callbacks
  action = fr.Action.send(
    new fr.NameCallback("User Name"),
    new fr.PasswordCallback("Password", false)).build();
} else {
  // Callbacks returned with credentials
  var username = fr.String(callbacks.get(0).getName());
  var password = fr.String(callbacks.get(1).getPassword());

  sharedState.put("username", username);
  if (password === null || !password) {
    action = fr.Action.goTo("false").build();
  } else {
    transientState.put("password", password);
    action = fr.Action.goTo("true").build();
  }
}

For a list of supported callbacks, refer to Supported callbacks.

Access IDM scripting functions

The openidm  binding lets you manage an IDM resource by calling scripting functions directly from a decision node script.

The following CRUDPAQ functions are supported:

create

read

update

delete

patch

action

query

For more information, refer to Scripting functions.

Legacy

info
The openidm  binding is only available when Access Management is integrated with IDM.

Note

• 

• 

• 

• 

• 

• 

• 
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The following example illustrates how to create a user, update their details, send an email, and finally delete the user:

// create
var newUser = openidm.create("managed/user", null, {
  "userName": "testUser",
  "mail": "foo@bar.com",
  "givenName": "Foo",
  "sn": "Bar"});

var userID = newUser._id;

// read - returns entire json object
var user = openidm.read("managed/user/" + userID);

// update - replace object
user.description = 'New description';
var updatedUser = openidm.update("managed/user/" + userID, null, user);

// patch - selectively modify object
var patchedUser = openidm.patch("managed/user/" + userID, null, [{
        "operation":"replace",
        "field":"/mail",
        "value":"new@example.com"
}]);

// send email
var actionResponse = openidm.action("external/email", "send", {
    "from": "admin@example.com",
    "to": patchedUser.mail,
    "subject": "Example email",
    "body": "This is an example"
});

// delete
openidm.delete('managed/user/'+ userID, null);

action.goTo("true";

Not available in Legacy bindings

error
The openidm  provides administrative access to IDM functions. Use it with caution to prevent the exposure of sensitive
data.

Caution

Next-generation

Legacy
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Accessing credentials and secrets

Scripts used in a scripted decision node can access the secrets configured in AM secret stores on the file system.

For example, a script can access credentials or secrets defined in a file system secret volume in order to make outbound calls
to a third-party REST service, without hard-coding those credentials in the script.

Methods

String secrets.getGenericSecret(String secretId)

Returns the value of the specified secret ID.

If the secret ID is defined at the realm level, its value is returned; otherwise, the script returns the value defined at the
global level.

Only secret IDs that begin with the string scripted.node.  are accessible to scripts.

For more information on creating secret IDs in a secret store, refer to Secret stores.

Use the following functions to format the returned secret value:

getAsBytes()

Retrieve the secret value in byte[]  format.

getAsUtf8()

Retrieve the secret value in UTF-8 format.

The following example scripts show how to get the value ( passwd ) from a secret ID named scripted.node.secret.id .
They use the value in a basic authentication header to access the http://httpbin.org/basic-auth/{user}/{passwd}

service:
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var fr = JavaImporter(org.forgerock.openam.auth.node.api.Action);

var username = "demoUser"
var password = secrets.getGenericSecret("scripted.node.secret.id").getAsUtf8()

var auth = java.util.Base64.getEncoder().encodeToString(java.lang.String(username + ":" + 
password).getBytes())

var request = new org.forgerock.http.protocol.Request()
request.setMethod("GET")
request.setUri("http://httpbin.org/basic-auth/demoUser/passwd")
request.getHeaders().add("content-type","application/json; charset=utf-8")
request.getHeaders().add("Authorization", "Basic " + auth)

var response = httpClient.send(request).get()
var jsonResult = JSON.parse(response.getEntity().getString())
logger.error("Script result: " + JSON.stringify(jsonResult))
if (jsonResult.hasOwnProperty("authenticated")) {
  action = fr.Action.goTo("success").build();
} else {
  action = fr.Action.goTo("failure").build();
}

def username = "demoUser"
def password = secrets.getGenericSecret("scripted.node.secret.id").getAsUtf8()

def auth = java.util.Base64.getEncoder().encodeToString((username + ":" + password).getBytes())

def request = new org.forgerock.http.protocol.Request()
request.setMethod("GET")
request.setUri("http://httpbin.org/basic-auth/demoUser/passwd")
request.getHeaders().add("content-type","application/json; charset=utf-8")
request.getHeaders().add("Authorization", "Basic " + auth)

def response = httpClient.send(request).get()
if (response.status.successful) {
    logger.error("outcome = success")
    outcome = "success"
}  else {
    logger.error("outcome = failure")
    outcome = "failure"
}

JavaScript

Groovy
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Audit information

A script can add information to audit log entries with the auditEntryDetail  variable. The auditEntryDetail  variable can
hold either a string or a JSON object.

Access Management appends the value of the variable to the authentication audit logs, which corresponds to the am-
authentication  log source.

The following example shows how to add a string to the authentication audit log entry:

auditEntryDetail = "Additional audit information"

Access Management records it in the payload > entries > info > nodeExtraLogging > auditInfo  field of the audit log
entry:

info
To use these sample scripts, add the following classes to the class allowlist property in the 
AUTHENTICATION_TREE_DECISION_NODE  scripting engine configuration:

org.mozilla.javascript.ConsString

java.util.Base64

java.util.Base64$Encoder

For details, refer to Scripting environment.

Note

• 
• 
• 
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{
  "payload": {
    "_id": "de5abe95-db97-4354-9d32-aab660ea23a3-4392064",
    "component": "Authentication",
    "entries": [{
      "info": {
        "authLevel": "0",
        "displayName": "Scripted Decision",
        "nodeExtraLogging": {
          "auditInfo": "Additional audit information"
        },
        "nodeId": "d3a9a765-f5d7-41dd-b936-f862c8b672a2",
        "nodeOutcome": "true",
        "nodeType": "ScriptedDecisionNode",
        "treeName": "Test"
      }
    }],
    "eventName": "AM-NODE-LOGIN-COMPLETED",
    "level": "INFO",
    "principal": [
      "014c54bd-6078-4639-8316-8ce0e7746fa4"
    ],
    "realm": "/alpha",
    "source": "audit",
    "timestamp": "2022-10-31T13:06:38.195Z",
    "topic": "authentication",
    "trackingIds": [
      "de5abe95-db97-4354-9d32-aab660ea23a3-4391910"
    ],
    "transactionId": "bd52ff36-8b34-4819-8e50-68ca1961275b-request-4/0"
  },
  "timestamp": "2022-10-31T13:06:38.195401296Z",
  "type": "application/json",
  "source": "am-authentication"
}

Next-generation scripts

The next-generation scripting engine offers the following benefits:

Stability

A stable set of enhanced bindings, available to JavaScript decision node scripts, that reduces the need to
allowlist Java classes to access common functionality.

Ease of use

Simplify your scripts with fewer imports and more intuitive return types that require less code.

Debug more easily with clear log messages and a simple logging interface based on SLF4J.

Make requests to other APIs from within scripts more easily with a more intuitive HTTP client.

• 

• 

• 

• 
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Reduced complexity

Simplify and modularize your scripts with library scripts by reusing commonly used code snippets as CommonJS
modules.

Reference library scripts from a decision node script.

Access identity management information seamlessly through the openidm  binding.

Migrate to next-generation scripts

Different bindings are available to the decision node script depending on the scripting engine version; legacy or next-
generation.

You can’t change the script engine version after you have created a script.

To migrate existing scripts, create a new script and convert your legacy code:

Create a decision node script (type: Decision node script for authentication trees ) and select Next Generation on
the Choose Script Engine page.

Copy and paste the legacy version of your script into the JavaScript field.

Review any Java classes that you needed to allowlist to use in your legacy script.

You can’t add Java classes to the next-generation allowlist.

Instead, check if any next-generation bindings provide similar functionality, or reimplement the class as a library
script. Library scripts let you add third-party code as reusable JavaScript modules that can be referenced from other
scripts.

If this isn’t possible, you can request the functionality to be included as a supported script binding in a future
release.

Review the changes in the following table and update the bindings according to the examples in the links provided.

• 

• 

warning
The next-generation engine can’t use legacy scripts or scripts written in Groovy.
If your Scripted Decision node uses legacy scripts, you must convert them to use updated bindings to take
advantage of the benefits of the next-generation scripting engine.
Where possible, you should migrate legacy scripts to take advantage of next-generation stability.

Warning

1. 

2. 

3. 

4. 

Binding Next-generation change Example

action New.
Use static method goTo()  to set the script outcome.
To send callbacks, instead of calling Action.send() ,
use the new callbacksBuilder  functionality.

action  and 
callbacksBuilder
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Binding Next-generation change Example

callbacksBuilder New.
Instead of creating a Callback  object and invoking 
Action.send() , add callbacks using static methods on
the callbacksBuilder  object; for example 
nameCallback  and passwordCallback . These callbacks
are automatically sent when the script completes.

callbacksBuilder

httpClient Uses native JavaScript objects, similar to the Fetch API
.

httpClient

idRepository Class changed from ScriptIdentityRepository  to 
ScriptedIdentityRepository .
Use getIdentity()  method in addition to methods to
get or set attributes.

idRepository

jwtAssertion New.
Generate JWT assertions in scripts.

Generate and validate
JWTs

jwtValidator New.
Validate JWT assertions in scripts.

Generate and validate
JWTs

logger Logger is now based on org.slf4j.Logger , instead of 
com.sun.identity.shared.debug.Debug .

logger

nodeState The sharedState  and transientState  bindings are no
longer supported.

nodeState

openidm New.
Use this binding to access the openidm scripting
functions supported in IDM.

openidm

emergency_home
You must now explicitly call store()  to persist
changes to attribute values.

Important
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action

1 No need to import the Action  class to access the goTo  method. Instead, call the goTo  method directly on the action
binding.

callbacksBuilder

Use the callbacksBuilder  object instead of importing Callback  classes.

Learn more about using callbacks in Callbacks.

Legacy Next-generation

var fr = JavaImporter(
    org.forgerock.openam.auth.node.api.Action;

 // Journey continues along the "false" path
action = fr.Action.goTo("false").build();      1

 // Journey continues along the "false" path
action.goTo("false");                       1
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1 Use callbacksBuilder  to request callbacks, and the callbacks  object to retrieve returned values.
2 No need to explicitly call send() . The script sends every callback added to the callbacksBuilder  when it completes.
3 Use nodeState.putShared()  instead of sharedState.put()  and nodeState.putTransient()  instead of 
transientState.put() .
4 No need to set the outcome, because action.goTo()  was invoked.

httpClient

Call HTTP services with the httpClient.send  method. HTTP client requests are asynchronous, unless the get()  method is
invoked on the returned object.

For more information, refer to Access HTTP services.

Legacy Next-generation

var fr = JavaImporter(                       1
  org.forgerock.openam.auth.node.api.Action,
  javax.security.auth.callback.NameCallback,
  javax.security.auth.callback.PasswordCallback,
  java.lang.String
);

if (callbacks.isEmpty()) {
  // Request callbacks
  action = fr.Action.send(                   2
    new fr.NameCallback("User Name"),
    new fr.PasswordCallback("Password", 
false)).build();
} else {
  // Callbacks returned with credentials
  var username =
    fr.String(callbacks.get(0).getName());
  var password =
    fr.String(callbacks.get(1).getPassword());

  sharedState.put("username", username);
  if (password === null || !password) {
    action = fr.Action.goTo("false").build();
  } else {                                   3
    transientState.put("password", password);
    action = fr.Action.goTo("true").build(); 4
  }
}

if (callbacks.isEmpty()) {                   1
  // Request callbacks
  callbacksBuilder.nameCallback(
    "User Name", "User Name");
  callbacksBuilder.passwordCallback(
    "Password", false);
} else {
  // Callbacks returned with credentials
  var username =
    callbacks.getNameCallbacks().get(0);
  var password =
    callbacks.getPasswordCallbacks().get(0);

  nodeState.putShared("username", username);

  if (password === null || !password) {
    action.goTo("false");                    2
  } else {
    nodeState.putTransient("password",       3
        password);
    action.goTo("true");                     4
  }
}
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1 Set the request options as a native JavaScript object, instead of setting parameters on a Request object.
2 Use Library scripts to reuse common pieces of code; for example, to get an authentication token.
3 Call httpClient.send  with the request URL and options as separate arguments, instead of a Request object.
4 Access response data directly using the methods and properties of the returned response  object.

Legacy Next-generation

var fr = JavaImporter(
    org.forgerock.openam.auth.node.api.Action);

var requestURL =
    "https://example.com/authenticate";
var request = new
    org.forgerock.http.protocol.Request();

request.setUri(requestURL);                 1
request.setMethod("POST");
request.getHeaders().add("Content-Type",
    "application/json;");
request.getHeaders().add("Authorization",
    "Bearer abcd-1234");                    2
request.setEntity(JSON.stringify(
    {"username": "demo"}));

var response =
    httpClient.send(request).get();         3

var responseCode =
    response.getStatus().getCode();         4

if (responseCode === 200) {
    action = fr.Action.goTo("true").build();
} else {
    action = fr.Action.goTo("false").build();
}

 // import an external library to get token
var authLib = require('authLib');
var bearerToken =
    authLib.generateBearer(nodeState);

var options = {                             1
  method: "POST",
  headers: {
    "Content-Type": "application/json"
  },
  token: bearerToken,                       2
  body: {
    username: "demo"
  }
}

var requestURL =
    "https://example.com/authenticate";
var response = httpClient.send(
    requestURL, options).get();             3

if (response.status === 200) {              4
    action.goTo("true");
} else {
    action.goTo("false");
}

Scripting PingAM

5396 Copyright © 2025 Ping Identity Corporation



idRepository

1 The idRepository  object is no longer used to get attribute values. Instead, use the getIdentity()  method of the new 
org.forgerock.openam.scripting.api.identity.ScriptIdentityRepository  interface to get the identity object.
2 Use the identity  object, instead of idRepository , to get or set attribute values.
3 Setting or adding attributes on the identity  object does not persist data.
4 You must explicitly persist changes by calling the store  method.

logger

The com.sun.identity.shared.debug.Debug  logger class is deprecated and replaced by 
org.forgerock.openam.scripting.logging.ScriptedLoggerWrapper .

ScriptedLoggerWrapper  provides a subset of the methods offered by SLF4J.

For more information, refer to Log script messages.

Legacy Next-generation

var username = "bjensen";

var mail = idRepository.getAttribute(
    username, "mail");                    1 2

idRepository.setAttribute(username, "mail",
    ["new@example.com"]);                    3

var username = "bjensen";

var identity =
    idRepository.getIdentity(username);      1

var mail =
    identity.getAttributeValues("mail");     2

 // Does NOT automatically persist data
identity.setAttribute("mail",
    ["new@example.com"]);                    3

try {
  identity.store();                            4
} catch(e) {
    logger.error("Unable to persist attribute. " + 
e);
}
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nodeState

1 Deprecated sharedState  and transientState  bindings are no longer available. Use nodeState.get()  instead. To store
state values, use nodeState.putShared()  or nodeState.putTransient()  instead of sharedState.put()  and 
transientState.put() .
2 No need to call methods such as asString()  or asMap() .
3 New getObject()  method to retrieve a map with values stored across different states. The map is immutable.

For more information about the nodeState  binding, refer to Access shared state data.

openidm

The new openidm  binding lets you manage an IDM resource by calling scripting functions directly from a decision node
script.

Legacy Next-generation

var messageEnabled = logger.messageEnabled();
logger.message("Message with arg {}", arg);

var warnEnabled = logger.warningEnabled();
logger.warning("Warn with arg {}", arg);

var errorEnabled = logger.errorEnabled();
logger.error("Error with arg {}", arg);

var traceEnabled = logger.isTraceEnabled();
logger.trace("Trace with arg {}", arg);

var debugEnabled = logger.isDebugEnabled();
logger.debug("Debug with arg {}", arg);

var infoEnabled = logger.isInfoEnabled();
logger.info("Info with arg {}", arg);

var warnEnabled = logger.isWarnEnabled();
logger.warn("Warn with arg {}", arg);

var errorEnabled = logger.isErrorEnabled();
logger.error("Error with arg {}", arg);

Legacy Next-generation

 // var username = sharedState.get("username");
1

var username =
    nodeState.get("username").asString();    2
var attributes =                             3
    nodeState.get('objectAttributes').asMap();

var username = nodeState.get("username");    2
var attributes =
    nodeState.getObject("objectAttributes"); 3
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The following CRUDPAQ functions are supported:

create

read

update

delete

patch

action

query

The following example shows the extensive code required in a legacy script to query the existence of a user by their email
address in IDM, compared to the ease of using the openidm  binding.

For further examples of how to use the openidm  binding in your next-generation scripts, refer to Access IDM scripting
functions.

For details of other supported functions, refer to Scripting functions.

• 

• 

• 

• 

• 

• 

• 

info
The openidm  binding provides administrative access to IDM functions. Use it with caution to prevent the exposure of
sensitive data.

Note
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1 Replace code that gets an idmAccessToken  and uses the HTTP client object to invoke a request on an /openidm/*
endpoint, with the direct use of the openidm  binding.

Legacy Next-generation

function lookupUser (email) {
  try {
    var idmUserEndpoint =
         + '/openidm/managed/user?
        _queryFilter=userName+eq+%22'
        + email + '%22';
    var request = new
        org.forgerock.http.protocol.Request();
    var accessToken =
        transientState.get("idmAccessToken");     1

    request.setMethod('GET');
    request.setUri(idmUserEndpoint);              1
    request.getHeaders().add('Authorization',
        'Bearer ' + accessToken);
    request.getHeaders().add('Content-Type',
        'application/json');
    request.getHeaders().add('Accept-API-Version',
        'resource=1.0');

    var httpResponse =
        httpClient.send(request).get();           1
    var responseCode =
        httpResponse.getStatus().getCode();
    if (responseCode === 200) {
      var response = JSON.parse(
          httpResponse.getEntity().getString());
      if (response && response.result &&
            response.result.length > 0) {
        // User found
        return {
          success: true,
          user: response.result[0]};
      } else {
        // User NOT found
        return { success: true, user: null };
      }
    } else {
      return {
        success: false,
        error: 'Error looking up user: ' + responseCode
      };
    }
  } catch (e) {
    return {
      success: false,
      error: 'Error querying user: ' + e.toString()
    };
  }
}

openidm.query("managed/user", {        1
    "_queryFilter":`/userName eq '${email}'`
  },
  ["userName", "_id"]
);
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Exception handling when using next-generation script bindings

You must handle exceptions differently depending on whether the exception occurs within a JavaScript Promise  or not.

Both types of exception handling can require that the Java exception class is allowlisted or marked as supported for you to
access particular details about the exception, or another exception can be thrown.

General exception handling

When you call a method on a script binding that throws an exception, the scripting engine wraps the exception object in a
JavaScript error. You can use this to access the error message in the following way:

try {
  myBinding.myMethod();
} catch (e) {
    // works without requiring support or allowlisting of the exception class
    logger.error(e.message);
}

You can access the underlying Java exception providing the exception class is allowlisted or the class and method are
annotated as @Supported . For example:

try {
  myBinding.myMethod();
} catch (e) {
    // throws an exception if getMyObject() isn't supported or the exception class isn't allowlisted
    myObject = e.javaException.getMyObject();
}

Exception handling within a Promise

When you handle an exception in a thenCatch  block of a Promise , the exception object isn’t wrapped, so it still references
the Java exception instead of a JavaScript error.

You can only access the exception object if the exception class is allowlisted or if the fields and methods you want to use are
annotated with the @Supported  annotation.

For example:

info
Next-generation doesn’t support a configurable allowlist. Learn more in Access Java classes. 

Note
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var val = myBinding.methodReturningPromise()
  .then(() => {
    // function to handle the result of the promise
  })
  .thenCatch((e) => {
    // throws a new exception unless the "message" field is supported
    message = e.message;
    // throws an exception unless "getMyObject()" is supported or the exception class is allowlisted
    myObject = e.getMyObject();
    return false;
  }).get();

Reuse scripts

To use an existing script in a Scripted Decision node, create a library script containing the functionality you want to reuse
and reference it from a decision node script.

A library script can take the format of any JavaScript code. You can also import functionality from another library script.

For example:

Create a library script using a minified third-party JavaScript utility library, such as lodash.js .

Write your own reusable snippet that enhances Access Management debugging functionality.

Create a library script

In the AM admin UI, create a script of type Library .

The Evaluator Version is automatically set to Next Generation.

In the Script field, paste the contents of a third-party JavaScript or write your own JavaScript code.

Expose the reusable functions of your library script by defining properties on the exports  object.

For similar functionality, refer to the CommonJS modules.

For this example, myExampleLibrary  defines and exports three functions:

• 

warning
Only import scripts from trusted third parties that you know take security seriously. It is your responsibility to
ensure that third-party code is secure and to maintain it.

Warning

• 

info
Modules that use file systems, such as node:fs or XMLHTTPRequest, are not supported. Only modules that are self-
contained and don’t use a file system explicitly or indirectly are supported. 

Note

1. 

2. 
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var i = 0;

function add(j) {i += j};
function logTotal(log) { log.info("Total: " + i) };

// export constant
exports.MSG = 'Final sum';

// export functions
exports.add = add;
exports.logTotal = logTotal;

//direct export using an inline declaration
exports.logTotalWithMessage = (log, message) => log.info(message + ": " + i);

A library script doesn’t have access to bindings, but you can pass in parameters. In the example, the log  object is
passed in from the scripted decision node that calls the logTotal  and logTotalWithMessage  functions.

Save your changes.

Import a library script

In the AM admin UI, create or edit a script of type Decision node script for authentication trees  or Library .

In the Script field, load the library using the require(LIBRARY_SCRIPT)  notation; for example:

var mylib = require('myExampleLibrary');

Access the exported functions using the library variable; in this case, mylib :

mylib.add(1);
mylib.logTotal(logger);
mylib.add(3);
mylib.logTotalWithMessage(logger, mylib.MSG);

Manage scripts (UI)

The following procedures describe how to create, modify, and delete scripts using the AM admin UI.

Create a script

In the AM admin UI, go to Realms > Realm Name > Scripts, and click + New Script.

Specify a name for the script.

Select the type of script from the Script Type drop-down list.

info
You can’t create or export classes in library scripts, only functions and constants.

Note

3. 

1. 

2. 

3. 

1. 

2. 

3. 
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For Decision node script for authentication trees  scripts, select Legacy or Next Generation as the Evaluator
Version.

You can’t change the evaluator version for other script types. Library scripts are set to Next Generation by default,
whereas all other script types are set to Legacy.

For information about the evaluator version used by the scripting engine and migrating to next-generation scripts,
refer to Next-generation scripts.

Click Create.

Enter values on the Script Name page as follows:

Enter a description of the script.

Choose the script language, either JavaScript or Groovy. Note that not every script type supports both
languages.

Enter the source code in the Script field.

On supported browsers, you can click Upload, go to the script file, and click Open to upload the contents to the 
Script field.

Click Validate to check for compilation errors in the script.

Correct any compilation errors, and revalidate the script until all errors have been fixed.

4. 

5. 

6. 

◦ 

◦ 

◦ 

◦ 
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Save your changes.

Modify a script

In the AM admin UI, go to Realms > Realm Name > Scripts.

Select the script you want to modify from the list of scripts.

Modify values on the Script Name page as needed.

Note that if you change the Script Type, existing code in the script is replaced.

If you modified the code in the script, click Validate to check for compilation errors.

Correct any compilation errors, and revalidate the script until all errors have been fixed.

Save your changes.

Delete a script

In the AM admin UI, go to Realms > Realm Name > Scripts.

Choose one or more scripts to delete by activating the checkboxes in the relevant rows.

Click Delete.

Manage scripts (REST)

AM provides the scripts  endpoint to manage scripts using REST calls.

The following actions are available:

User-created scripts are realm-specific, hence the URI for the scripts' API can contain a realm component, such as /json{/
realm}/scripts . If the realm is not specified in the URI, the top level realm is used.

Scripts are represented in JSON and take the following form. Scripts are built from standard JSON objects and values (strings,
numbers, objects, sets, arrays, true , false , and null ). Each script has a system-generated universally unique identifier
(UUID), which must be used when modifying existing scripts. Renaming a script will not affect the UUID:

◦ 

1. 

2. 

3. 

4. 

5. 

1. 

2. 

info
You can only delete user-created scripts—you can’t delete the global sample scripts provided with AM.
You can’t delete a library script used by another library script. If you try to delete a nested script, the AM admin
UI displays an error.

Note

3. 

lightbulb_2
AM includes some global example scripts that can be used in any realm.

Tip
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{
  "_id": "7e3d7067-d50f-4674-8c76-a3e13a810c33",
  "name": "Scripted Module - Server Side",
  "description": "Default global script for server side Scripted Authentication Module",
  "script": "dmFyIFNUQVJUX1RJ...",
  "language": "JAVASCRIPT",
  "context": "AUTHENTICATION_SERVER_SIDE",
  "createdBy": "id=dsameuser,ou=user,dc=openam,dc=forgerock,dc=org",
  "creationDate": 1433147666269,
  "lastModifiedBy": "id=dsameuser,ou=user,dc=openam,dc=forgerock,dc=org",
  "lastModifiedDate": 1433147666269,
  "evaluatorVersion": "1.0"
}

The values for the fields shown in the example are explained below:

_id

The UUID that AM generates for the script.

name

The name provided for the script.

description

An optional text string to help identify the script.

script

The source code of the script. The source code is in UTF-8 format and encoded into Base64.

For example, a script such as the following:

var a = 123;
var b = 456;

When encoded into Base64 becomes:

dmFyIGEgPSAxMjM7IA0KdmFyIGIgPSA0NTY7

language

The language the script is written in: JAVASCRIPT  or GROOVY . The script context determines the supported
language(s).

context

The context type of the script.

Supported values are:
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createdBy

A string containing the universal identifier DN of the subject that created the script.

creationDate

An integer containing the creation date and time, in ISO 8601 format.

Supported context values

Value Description

AUTHENTICATION_CLIENT_SIDE Client-side authentication script

AUTHENTICATION_SERVER_SIDE Server-side authentication script

AUTHENTICATION_TREE_DECISION_NODE Authentication scripts used by Scripted Decision nodes

CONFIG_PROVIDER_NODE Configuration Provider node script

OAUTH2_ACCESS_TOKEN_MODIFICATION Access token modification script

OAUTH2_AUTHORIZE_ENDPOINT_DATA_PROVIDER Script to enhance the data returned from the OAuth 2.0
provider in the authorization request

OAUTH2_EVALUATE_SCOPE Script to customize the scopes in an OAuth 2.0 access
token

OAUTH2_MAY_ACT Script to add may_act  claims to tokens for token exchange

OAUTH2_SCRIPTED_JWT_ISSUE Script to configure a trusted JWT issuer

OAUTH2_VALIDATE_SCOPE Script to validate the requested scopes

OIDC_CLAIMS Modify OIDC claims when issuing an ID token or calling
the /userinfo  endpoint

LIBRARY Reuse code with a library script

POLICY_CONDITION Scripted conditions for authorization policies

SAML2_IDP_ADAPTER Scripts for customizing the authentication request in a
SAML 2.0 journey

SAML2_IDP_ATTRIBUTE_MAPPER Scripts for customizing SAML 2.0 attribute mapping

SAML2_SP_ADAPTER Scripts for customizing the authentication request on the
SP side in a SAML 2.0 journey

SOCIAL_IDP_PROFILE_TRANSFORMATION Map fields from the social IDP to fields expected by Access
Management

PingAM Scripting

Copyright © 2025 Ping Identity Corporation 5407



lastModifiedBy

A string containing the universal identifier DN of the subject that most recently updated the resource type.

If the script has not been modified since it was created, this property will have the same value as createdBy .

lastModifiedDate

A string containing the last modified date and time, in ISO 8601 format.

If the script has not been modified since it was created, this property will have the same value as creationDate .

evaluatorVersion

A number representing the script engine version: 1.0  for legacy or 2.0  for next-generation. Refer to Next-generation
scripts for details.

When invalid or unspecified, the value defaults to 1.0  for all script types except library scripts, which are always 2.0
(next-generation).

Query scripts

To list all the scripts in a realm, as well as any global scripts, perform an HTTP GET to the /json{/realm}/scripts  endpoint
with a _queryFilter  parameter set to true .

The iPlanetDirectoryPro  header is required and should contain the SSO token of an administrative user, such as amAdmin ,
who has access to perform the operation.

info
If the realm is not specified in the URL, AM returns scripts in the top level realm, as well as any global scripts.

Note
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$ curl \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.1" \

https://openam.example.com:8443/openam/json/realms/root/realms/myrealm/scripts?_queryFilter=true

{
  "result": [
    {
      "_id": "9de3eb62-f131-4fac-a294-7bd170fd4acb",
      "name": "Scripted Policy Condition",
      "description": "Default global script for Scripted Policy Conditions",
      "script": "LyoqCiAqIFRoaXMg…",
      "language": "JAVASCRIPT",
      "context": "POLICY_CONDITION",
      "createdBy": "id=dsameuser,ou=user,dc=openam,dc=forgerock,dc=org",
      "creationDate": 1433147666269,
      "lastModifiedBy": "id=dsameuser,ou=user,dc=openam,dc=forgerock,dc=org",
      "lastModifiedDate": 1433147666269,
      "evaluatorVersion": "1.0"
    },
    {
      "_id": "7e3d7067-d50f-4674-8c76-a3e13a810c33",
      "name": "Scripted Module - Server Side",
      "description": "Default global script for server side Scripted Authentication Module",
      "script": "dmFyIFNUQVJUX1RJ…",
      "language": "JAVASCRIPT",
      "context": "AUTHENTICATION_SERVER_SIDE",
      "createdBy": "id=dsameuser,ou=user,dc=openam,dc=forgerock,dc=org",
      "creationDate": 1433147666269,
      "lastModifiedBy": "id=dsameuser,ou=user,dc=openam,dc=forgerock,dc=org",
      "lastModifiedDate": 1433147666269,
      "evaluatorVersion": "1.0"
    }
  ],
  "resultCount": 2,
  "pagedResultsCookie": null,
  "remainingPagedResults": -1
}

Supported _queryFilter Fields andOperators

Field Supported Operators

_id Equals ( eq ), Contains ( co ), Starts with ( sw )

name Equals ( eq ), Contains ( co ), Starts with ( sw )

description Equals ( eq ), Contains ( co ), Starts with ( sw )

script Equals ( eq ), Contains ( co ), Starts with ( sw )

language Equals ( eq ), Contains ( co ), Starts with ( sw )

context Equals ( eq ), Contains ( co ), Starts with ( sw )
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Read a script

To read an individual script in a realm, perform an HTTP GET using the /json{/realm}/scripts  endpoint, specifying the
UUID in the URL.

The iPlanetDirectoryPro  header is required and should contain the SSO token of an administrative user, such as amAdmin ,
who has access to perform the operation.

$ curl \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.1" \

https://openam.example.com:8443/openam/json/realms/root/realms/myrealm/scripts/9de3eb62-f131-4fac-a294-7bd170fd4acb

{
  "_id": "9de3eb62-f131-4fac-a294-7bd170fd4acb",
  "name": "Scripted Policy Condition",
  "description": "Default global script for Scripted Policy Conditions",
  "script": "LyoqCiAqIFRoaXMg…",
  "language": "JAVASCRIPT",
  "context": "POLICY_CONDITION",
  "createdBy": "id=dsameuser,ou=user,dc=openam,dc=forgerock,dc=org",
  "creationDate": 1433147666269,
  "lastModifiedBy": "id=dsameuser,ou=user,dc=openam,dc=forgerock,dc=org",
  "lastModifiedDate": 1433147666269,
  "evaluatorVersion": "1.0"
}

Validate a script

To validate a script, perform an HTTP POST using the /json{/realm}/scripts  endpoint, with an _action  parameter set to 
validate . Include a JSON representation of the script and the script language, JAVASCRIPT  or GROOVY , in the POST data.

The value for script  must be in UTF-8 format and then encoded into Base64.

The iPlanetDirectoryPro  header is required and should contain the SSO token of an administrative user, such as amAdmin ,
who has access to perform the operation.

lightbulb_2
To read a script in the Top Level Realm, or to read a built-in global script, do not specify a realm in the URL.

Tip
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.1" \
--data '{
  "script": "dmFyIGEgPSAxMjM7dmFyIGIgPSA0NTY7Cg==",
  "language": "JAVASCRIPT"
}' \

https://openam.example.com:8443/openam/json/realms/root/realms/myrealm/scripts/?_action=validate

{
  "success": true
}

If the script is valid the JSON response contains a success  key with a value of true .

If the script is invalid the JSON response contains a success  key with a value of false , and an indication of the problem and
where it occurs, as shown below:

$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.1" \
--data '{
  "script": "dmFyIGEgPSAxMjM7dmFyIGIgPSA0NTY7ID1WQUxJREFUSU9OIFNIT1VMRCBGQUlMPQo=",
  "language": "JAVASCRIPT"
}' \

https://openam.example.com:8443/openam/json/realms/root/realms/myrealm/scripts/?_action=validate

{
  "success": false,
  "errors": [
    {
      "line": 1,
      "column": 27,
      "message": "syntax error"
    }
  ]
}

Create a script

To create a script in a realm, perform an HTTP POST using the /json{/realm}/scripts  endpoint, with an _action
parameter set to create . Include a JSON representation of the script in the POST data.

The value for script  must be in UTF-8 format and then encoded into Base64.

The iPlanetDirectoryPro  header is required and should contain the SSO token of an administrative user, such as amAdmin ,
who has access to perform the operation.

info
If the realm is not specified in the URL, AM creates the script in the top level realm.

Note
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$ curl \
--request POST \
--header "Content-Type: application/json" \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.1" \
--data '{
  "name": "MyJavaScript",
  "script": "dmFyIGEgPSAxMjM7CnZhciBiID0gNDU2Ow==",
  "language": "JAVASCRIPT",
  "context": "POLICY_CONDITION",
  "description": "An example script"
}' \

https://openam.example.com:8443/openam/json/realms/root/realms/myrealm/scripts/?_action=create

{
  "_id": "0168d494-015a-420f-ae5a-6a2a5c1126af",
  "name": "MyJavaScript",
  "description": "An example script",
  "script": "dmFyIGEgPSAxMjM7CnZhciBiID0gNDU2Ow==",
  "language": "JAVASCRIPT",
  "context": "POLICY_CONDITION",
  "createdBy": "id=amadmin,ou=user,dc=openam,dc=forgerock,dc=org",
  "creationDate": 1436807766258,
  "lastModifiedBy": "id=amadmin,ou=user,dc=openam,dc=forgerock,dc=org",
  "lastModifiedDate": 1436807766258,
  "evaluatorVersion": "1.0"
}

Update a script

To update an individual script in a realm, perform an HTTP PUT using the /json{/realm}/scripts  endpoint, specifying the
UUID in both the URL and the PUT body. Include a JSON representation of the updated script in the PUT data, alongside the
UUID.

The iPlanetDirectoryPro  header is required and should contain the SSO token of an administrative user, such as amAdmin ,
who has access to perform the operation.

info
If the realm isn’t specified in the URL, AM uses the top level realm.

Note
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$ curl \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Content-Type: application/json" \
--header "Accept-API-Version: resource=1.1" \
--request PUT \
--data '{
  "name": "MyUpdatedJavaScript",
  "script": "dmFyIGEgPSAxMjM7CnZhciBiID0gNDU2Ow==",
  "language": "JAVASCRIPT",
  "context": "POLICY_CONDITION",
  "description": "An updated example script configuration"
}' \

https://openam.example.com:8443/openam/json/realms/root/realms/myrealm/scripts/0168d494-015a-420f-ae5a-6a2a5c1126af

{
  "_id": "0168d494-015a-420f-ae5a-6a2a5c1126af",
  "name": "MyUpdatedJavaScript",
  "description": "An updated example script configuration",
  "script": "dmFyIGEgPSAxMjM7CnZhciBiID0gNDU2Ow==",
  "language": "JAVASCRIPT",
  "context": "POLICY_CONDITION",
  "createdBy": "id=amadmin,ou=user,dc=openam,dc=forgerock,dc=org",
  "creationDate": 1436807766258,
  "lastModifiedBy": "id=amadmin,ou=user,dc=openam,dc=forgerock,dc=org",
  "lastModifiedDate": 1436808364681,
  "evaluatorVersion": "1.0"
}

Delete a script

To delete an individual script in a realm, perform an HTTP DELETE using the /json{/realm}/scripts  endpoint, specifying the
UUID in the URL.

The iPlanetDirectoryPro  header is required and should contain the SSO token of an administrative user, such as amAdmin ,
who has access to perform the operation.

$ curl \
--request DELETE \
--header "iPlanetDirectoryPro: AQIC5…" \
--header "Accept-API-Version: resource=1.1" \

https://openam.example.com:8443/openam/json/realms/root/realms/myrealm/scripts/0168d494-015a-420f-ae5a-6a2a5c1126af

{}

Manage scripts (ssoadm)

Use the ssoadm  command’s create-sub-cfg , get-sub-cfg , and delete-sub-cfg  subcommands to manage AM scripts.

info
If the realm is not specified in the URL, AM uses the top level realm.

Note
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Create an AM script as follows:

Create a script configuration file, for example, /path/to/myScriptConfigurationFile.txt , containing the following:

script-file=/path/to/myScriptFile.js
language=JAVASCRIPT (1)
name=My New Script
context=AUTHENTICATION_SERVER_SIDE (2)

Run the ssoadm create-sub-cfg  command.

The --datafile  argument references the script configuration file you created in the previous step:

$ ssoadm \
create-sub-cfg \
--realm /myRealm \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \
--servicename ScriptingService \
--subconfigname scriptConfigurations/scriptConfiguration \
--subconfigid myScriptID \
--datafile /path/to/myScriptConfigurationFile.txt
Sub Configuration scriptConfigurations/scriptConfiguration was added to realm /myRealm

To list the properties of a script, run the ssoadm get-sub-cfg  command:

1. 

1
Possible values for the language property are: 

JAVASCRIPT

GROOVY

2

Possible values for the context property are: 
AUTHENTICATION_CLIENT_SIDE

AUTHENTICATION_SERVER_SIDE

AUTHENTICATION_TREE_DECISION_NODE

CONFIG_PROVIDER_NODE

LIBRARY

OAUTH2_ACCESS_TOKEN_MODIFICATION

OAUTH2_AUTHORIZE_ENDPOINT_DATA_PROVIDER

OAUTH2_EVALUATE_SCOPE

OAUTH2_MAY_ACT

OAUTH2_SCRIPTED_JWT_ISSUER

OAUTH2_VALIDATE_SCOPE

OIDC_CLAIMS

POLICY_CONDITION

SAML2_IDP_ADAPTER

SAML2_IDP_ATTRIBUTE_MAPPER

SAML2_SP_ADAPTER

SOCIAL_IDP_PROFILE_TRANSFORMATION

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

2. 
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$ ssoadm \
get-sub-cfg \
--realm /myRealm \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \
--servicename ScriptingService \
--subconfigname scriptConfigurations/myScriptID
createdBy=
lastModifiedDate=
lastModifiedBy=
name=My New Script
context=AUTHENTICATION_SERVER_SIDE
description=
language=JAVASCRIPT
creationDate=
script=…Script output follows…

To delete a script, run the ssoadm delete-sub-cfg  command:

$ ssoadm \
delete-sub-cfg \
--realm /myRealm \
--adminid uid=amAdmin,ou=People,dc=openam,dc=forgerock,dc=org \
--password-file /tmp/pwd.txt \
--servicename ScriptingService \
--subconfigname scriptConfigurations/myScriptID
Sub Configuration scriptConfigurations/myScriptID was deleted from realm /myRealm

Sample scripts

The following sample scripts demonstrate how to extend AM.

Groovy Samples

amazon-profile-normalization.groovy

apple-profile-normalization.groovy

facebook-profile-normalization.groovy

github-profile-normalization.groovy

google-profile-normalization.groovy

instagram-profile-normalization.groovy

itsme-profile-normalization.groovy

linkedIn-profile-normalization.groovy

microsoft-profile-normalization.groovy

• 

• 

• 

• 

• 

• 

• 

• 

• 
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normalized-profile-to-identity.groovy

normalized-profile-to-managed-user.groovy

oauth2-access-token-modification.groovy

oauth2-may-act.groovy

oidc-claims-extension.groovy

salesforce-profile-normalization.groovy

social-idp-profile-transformation.groovy

twitter-profile-normalization.groovy

vkontakte-profile-normalization.groovy

wechat-profile-normalization.groovy

wordpress-profile-normalization.groovy

yahoo-profile-normalization.groovy

amazon-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.user_id),
        field("displayName", rawProfile.name),
        field("email", rawProfile.email),
        field("username", rawProfile.email)))

Open amazon-profile-normalization.groovy in your browser.

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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apple-profile-normalization.groovy

/*
 * Copyright 2021-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 *
 * In some common default configurations, the following keys are required to be not empty:
 * username, givenName, familyName, email.
 *
 * From RFC4517: A value of the Directory String syntax is a string of one or more
 * arbitrary characters from the Universal Character Set (UCS).
 * A zero-length character string is not permitted.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

String email = "change@me.com"
String subjectId = rawProfile.sub
String firstName = " "
String lastName = " "
String username = subjectId
String name

if (rawProfile.isDefined("email") && rawProfile.email.isNotNull()){ // User can elect to not share their email
    email = rawProfile.email.asString()
    username = email
}
if (rawProfile.isDefined("name") && rawProfile.name.isNotNull()) {
    if (rawProfile.name.isDefined("firstName") && rawProfile.name.firstName.isNotNull()) {
        firstName = rawProfile.name.firstName.asString()
    }
    if (rawProfile.name.isDefined("lastName") && rawProfile.name.lastName.isNotNull()) {
        lastName = rawProfile.name.lastName.asString()
    }
}

name = (firstName?.trim() ? firstName : "") + (lastName?.trim() ? ((firstName?.trim() ? " " : "") + lastName) : "")
name =  (!name?.trim()) ? " " : name

return json(object(
        field("id", subjectId),
        field("displayName", name),
        field("email", email),
        field("givenName", firstName),
        field("familyName", lastName),
        field("username", username)))

Open apple-profile-normalization.groovy in your browser.
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facebook-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.id),
        field("displayName", rawProfile.name),
        field("givenName", rawProfile.first_name),
        field("familyName", rawProfile.last_name),
        field("photoUrl", rawProfile.picture.data.url),
        field("email", rawProfile.email),
        field("username", rawProfile.email)))

Open facebook-profile-normalization.groovy in your browser.

github-profile-normalization.groovy

/*
 * Copyright 2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.id),
        field("displayName", rawProfile.name),
        field("username", rawProfile.login)))

Open github-profile-normalization.groovy in your browser.

Scripting PingAM

5418 Copyright © 2025 Ping Identity Corporation

file:///home/jenkins/target/_attachments/scripts/facebook-profile-normalization.groovy
file:///home/jenkins/target/_attachments/scripts/github-profile-normalization.groovy


google-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.sub),
        field("displayName", rawProfile.name),
        field("givenName", rawProfile.given_name),
        field("familyName", rawProfile.family_name),
        field("photoUrl", rawProfile.picture),
        field("email", rawProfile.email),
        field("username", rawProfile.email),
        field("locale", rawProfile.locale)))

Open google-profile-normalization.groovy in your browser.

instagram-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.id),
        field("username", rawProfile.username)))

Open instagram-profile-normalization.groovy in your browser.
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itsme-profile-normalization.groovy

/*
 * Copyright 2020-2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

import org.forgerock.json.JsonValue

JsonValue managedUser = json(object(
        field("id", rawProfile.sub),
        field("displayName", rawProfile.name),
        field("givenName", rawProfile.given_name),
        field("familyName", rawProfile.family_name),
        field("username", rawProfile.email),
        field("email", rawProfile.email)))
return managedUser

Open itsme-profile-normalization.groovy in your browser.

linkedIn-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.id),
        field("givenName", rawProfile.firstName.localized.get(0)),
        field("familyName", rawProfile.lastName.localized.get(0)),
        field("photoUrl", rawProfile.profilePicture.displayImage),
        field("email", rawProfile.elements.get(0).get("handle~").emailAddress),
        field("username", rawProfile.elements.get(0).get("handle~").emailAddress)))

Open linkedIn-profile-normalization.groovy in your browser.
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microsoft-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.id),
        field("displayName", rawProfile.displayName),
        field("givenName", rawProfile.givenName),
        field("familyName", rawProfile.surname),
        field("email", rawProfile.userPrincipalName),
        field("username", rawProfile.userPrincipalName)))

Open microsoft-profile-normalization.groovy in your browser.

normalized-profile-to-identity.groovy

/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

import org.forgerock.json.JsonValue

JsonValue identity = json(object(
        field("givenName", normalizedProfile.givenName),
        field("sn", normalizedProfile.familyName),
        field("mail", normalizedProfile.email),
        field("cn", normalizedProfile.displayName),
        field("userName", normalizedProfile.username),
        field("iplanet-am-user-alias-list", selectedIdp + '-' + normalizedProfile.id.asString())))

return identity

Open normalized-profile-to-identity.groovy in your browser.
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normalized-profile-to-managed-user.groovy

/*
 * Copyright 2020-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

import org.forgerock.json.JsonValue

JsonValue managedUser = json(object(
        field("givenName", normalizedProfile.givenName),
        field("sn", normalizedProfile.familyName),
        field("mail", normalizedProfile.email),
        field("userName", normalizedProfile.username)))

if (normalizedProfile.postalAddress.isNotNull()) managedUser.put("postalAddress", normalizedProfile.postalAddress)
if (normalizedProfile.addressLocality.isNotNull()) managedUser.put("city", normalizedProfile.addressLocality)
if (normalizedProfile.addressRegion.isNotNull()) managedUser.put("stateProvince", normalizedProfile.addressRegion)
if (normalizedProfile.postalCode.isNotNull()) managedUser.put("postalCode", normalizedProfile.postalCode)
if (normalizedProfile.country.isNotNull()) managedUser.put("country", normalizedProfile.country)
if (normalizedProfile.phone.isNotNull()) managedUser.put("telephoneNumber", normalizedProfile.phone)

// if the givenName and familyName is null or empty
// then add a boolean flag to the shared state to indicate names are not present
// this could be used elsewhere
// for eg. this could be used in a scripted decision node to by-pass patching
// the user object with blank values when givenName  and familyName is not present
boolean noGivenName = normalizedProfile.givenName.isNull() || (!normalizedProfile.givenName.asString()?.trim())
boolean noFamilyName = normalizedProfile.familyName.isNull() || (!normalizedProfile.familyName.asString()?.trim())
sharedState.put("nameEmptyOrNull", noGivenName && noFamilyName)

return managedUser

Open normalized-profile-to-managed-user.groovy in your browser.
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oauth2-access-token-modification.groovy
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/*
 * Copyright 2019-2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import org.forgerock.http.protocol.Request
import org.forgerock.http.protocol.Response

import com.iplanet.sso.SSOException

import groovy.json.JsonSlurper

/**
 * Defined variables:
 * accessToken - The access token to be updated. Mutable object, all changes to the access token will be reflected.
 * httpClient - always present, the HTTP client that can be used to make external HTTP requests
 * identity - always present, the identity of the resource owner
 * logger - always present, corresponding log files will be prefixed with: scripts.OAUTH2_ACCESS_TOKEN_MODIFICATION.
 * scopes - always present, the requested scopes
 * session - present if the request contains the session cookie, the user's session object
 * scriptName - always present, the display name of the script
 * requestProperties - always present, contains a map of request properties:
 *                     requestUri - the request URI
 *                     realm - the realm that the request relates to
 *                     requestParams - a map of the request params and/or posted data. Each value is a list of one or
 *                     more properties. Please note that these should be handled in accordance with OWASP best
 *                     practices.
 * clientProperties - present if the client specified in the request was identified, contains a map of client
 *                    properties:
 *                    clientId - the client's Uri for the request locale
 *                    allowedGrantTypes - list of the allowed grant types (org.forgerock.oauth2.core.GrantType)
 *                                        for the client
 *                    allowedResponseTypes - list of the allowed response types for the client
 *                    allowedScopes - list of the allowed scopes for the client
 *                    customProperties - A map of the custom properties of the client.
 *                                       Lists or maps will be included as sub-maps, e.g:
 *                                       testMap[Key1]=Value1 will be returned as testmap -> Key1 -> Value1
 *
 * No return value - changes shall be made to the accessToken parameter directly.
 *
 * The changes made to OAuth2 access tokens will directly impact the size of the CTS tokens, and similarly the size 
of
 * the JWTs if client based OAuth2 tokens are utilised.
 * When adding/updating fields make sure that the token size remains within client/user-agent limits.
 */

/*
//Field to always include in token
accessToken.setField("hello", "world")

//Obtain additional values by performing a REST call to an external service
try {
    Response response = httpClient.send(new Request()
            .setUri("https://third.party.app/hello.jsp")
            .setMethod("POST")
            .modifyHeaders({ headers -> headers.put("Content-Type", "application/json;charset=UTF-8") })
//          .setEntity('foo=bar&hello=world'))
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            .setEntity([foo: 'bar']))
            .getOrThrow()
    if (response.status.successful) {
        def result = new JsonSlurper().parseText(response.entity.string)
        accessToken.setFields(result.get("updatedFields"))
    } else {
        logger.error("Unable to obtain access token modifications: {}, {}", response.status, 
response.entity.toString())
    }
} catch (InterruptedException ex) {
    logger.error("The request processing was interrupted", ex)
    Thread.currentThread().interrupt()
    //The access token request will fail with HTTP 500 error in this case.
    throw new RuntimeException("Unable to obtain response from ")
}

//Add new fields containing identity attribute values
def attributes = identity.getAttributes(["mail", "telephoneNumber"].toSet())
accessToken.setField("mail", attributes["mail"])
accessToken.setField("phone", attributes["telephoneNumber"])

//Add new fields containing session property values
if (session != null) { // session is not available for resource owner password credentials grant
    try {
        accessToken.setField("ipAddress", session.getProperty("Host"))
    } catch (SSOException ex) {
        logger.error("Unable to retrieve session property value", ex)
    }
}

// Remove a native field from the token entry, that was set by AM. For complete list of remove* methods see the 
JavaDoc
// for org.forgerock.oauth2.core.AccessToken class.
accessToken.removeTokenName()
*/

Open oauth2-access-token-modification.groovy in your browser.
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oauth2-may-act.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/**
 * Defined variables:
 * token - The access token to be updated. Mutable object, all changes to the access token will be reflected.
 * logger - always present, corresponding log files will be prefixed with: scripts.OAUTH2_ACCESS_TOKEN_MODIFICATION.
 * scriptName - always present, the display name of the script
 * session - present if the request contains the session cookie, the user's session object
 * requestProperties - always present, contains a map of request properties:
 *                     requestUri - the request URI
 *                     realm - the realm that the request relates to
 *                     requestParams - a map of the request params and/or posted data. Each value is a list of one or
 *                     more properties. Please note that these should be handled in accordance with OWASP best
 *                     practices.
 * clientProperties - present if the client specified in the request was identified, contains a map of client
 *                    properties:
 *                    clientId - the client's Uri for the request locale
 *                    allowedGrantTypes - list of the allowed grant types (org.forgerock.oauth2.core.GrantType)
 *                                        for the client
 *                    allowedResponseTypes - list of the allowed response types for the client
 *                    allowedScopes - list of the allowed scopes for the client
 *                    customProperties - A map of the custom properties of the client.
 *                                       Lists or maps will be included as sub-maps, e.g:
 *                                       testMap[Key1]=Value1 will be returned as testmap -> Key1 -> Value1
 *
 * identity - always present, the identity of the resource owner
 * scopes - always present, the requested scopes
 */
/*
import org.forgerock.json.JsonValue

token.setMayAct(
    JsonValue.json(JsonValue.object(
        JsonValue.field("client_id", "myClient"), 
        JsonValue.field("sub", "(usr!myActor)"))))
*/

Open oauth2-may-act.groovy in your browser.
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oidc-claims-extension.groovy
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/*
 * Copyright 2014-2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */
import com.iplanet.sso.SSOException
import com.sun.identity.idm.IdRepoException
import org.forgerock.oauth2.core.exceptions.InvalidRequestException
import org.forgerock.oauth2.core.UserInfoClaims
import org.forgerock.openidconnect.Claim

/*
* Defined variables:
* logger - always presents, the "OAuth2Provider" debug logger instance
* claims - always present, default server provided claims - Map<String, Object>
* claimObjects - always present, default server provided claims - List<Claim>
* session - present if the request contains the session cookie, the user's session object
* identity - always present, the identity of the resource owner
* scopes - always present, the requested scopes
* scriptName - always present, the display name of the script
* requestProperties - always present, contains a map of request properties:
*                     requestUri - the request URI
*                     realm - the realm that the request relates to
*                     requestParams - a map of the request params and/or posted data. Each value is a list of one or
*                     more properties. Please note that these should be handled in accordance with OWASP best 
practices.
* clientProperties - present if the client specified in the request was identified, contains a map of client
*                    properties:
*                    clientId - the client's Uri for the request locale
*                    allowedGrantTypes - list of the allowed grant types (org.forgerock.oauth2.core.GrantType)
*                                        for the client
*                    allowedResponseTypes - list of the allowed response types for the client
*                    allowedScopes - list of the allowed scopes for the client
*                    customProperties - A map of the custom properties of the client.
*                                       Lists or maps will be included as sub-maps, e.g:
*                                       testMap[Key1]=Value1 will be returned as testmap -> Key1 -> Value1
* requestedClaims - Map<String, Set<String>>
*                  always present, not empty if the request contains a claims parameter and server has enabled
*                  claims_parameter_supported, map of requested claims to possible values, otherwise empty,
*                  requested claims with no requested values will have a key but no value in the map. A key with
*                  a single value in its Set indicates this is the only value that should be returned.
* requestedTypedClaims - List<Claim>
*                       always present, not empty if the request contains a claims parameter and server has enabled
*                       claims_parameter_supported, list of requested claims with claim name, requested possible 
values
*                       and if claim is essential, otherwise empty,
*                       requested claims with no requested values will have a claim with no values. A claims with
*                       a single value indicates this is the only value that should be returned.
* claimsLocales - the values from the 'claims_locales' parameter - List<String>
* Required to return a Map of claims to be added to the id_token claims
*
* Expected return value structure:
* UserInfoClaims {
*    Map<String, Object> values; // The values of the claims for the user information
*    Map<String, List<String>> compositeScopes; // Mapping of scope name to a list of claim names.
* }
*/
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// user session not guaranteed to be present
boolean sessionPresent = session != null

/*
 * Pulls first value from users profile attribute
 *
 * @param claim The claim object.
 * @param attr The profile attribute name.
 */
def fromSet = { claim, attr ->
    if (attr != null && attr.size() == 1){
        attr.iterator().next()
    } else if (attr != null && attr.size() > 1){
        attr
    } else if (logger.warningEnabled()) {
        logger.warning("OpenAMScopeValidator.getUserInfo(): Got an empty result for claim=$claim");
    }
}

// ---vvvvvvvvvv--- EXAMPLE CLAIM ATTRIBUTE RESOLVER FUNCTIONS ---vvvvvvvvvv---
/*
 * Claim resolver which resolves the value of the claim from its requested values.
 *
 * This resolver will return a value if the claim has one requested values, otherwise an exception is thrown.
 */
defaultClaimResolver = { claim ->
    if (claim.getValues().size() == 1) {
        [(claim.getName()): claim.getValues().iterator().next()]
    } else {
        [:]
    }
}

/*
 * Claim resolver which resolves the value of the claim by looking up the user's profile.
 *
 * This resolver will return a value for the claim if:
 * # the user's profile attribute is not null
 * # AND the claim contains no requested values
 * # OR the claim contains requested values and the value from the user's profile is in the list of values
 *
 * If no match is found an exception is thrown.
 */
userProfileClaimResolver = { attribute, claim, identity ->
    if (identity != null) {
        userProfileValue = fromSet(claim.getName(), identity.getAttribute(attribute))
        if (userProfileValue != null && (claim.getValues() == null || claim.getValues().isEmpty() || 
claim.getValues().contains(userProfileValue))) {
            return [(claim.getName()): userProfileValue]
        }
    }
    [:]
}

/*
 * Claim resolver which resolves the value of the claim of the user's address.
 *
 * This resolver will return a value for the claim if:
 * # the value of the address is not null
 *
 */
userAddressClaimResolver = { claim, identity ->
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    if (identity != null) {
        addressFormattedValue = fromSet(claim.getName(), identity.getAttribute("postaladdress"))
        if (addressFormattedValue != null) {
            return [
                    "formatted" : addressFormattedValue
            ]
        }
    }
    [:]
}

/*
 * Claim resolver which resolves the value of the claim by looking up the user's profile.
 *
 * This resolver will return a value for the claim if:
 * # the user's profile attribute is not null
 * # AND the claim contains no requested values
 * # OR the claim contains requested values and the value from the user's profile is in the list of values
 *
 * If the claim is essential and no value is found an InvalidRequestException will be thrown and returned to the 
user.
 * If no match is found an exception is thrown.
 */
essentialClaimResolver = { attribute, claim, identity ->
    if (identity != null) {
        userProfileValue = fromSet(claim.getName(), identity.getAttribute(attribute))
        if (claim.isEssential() && (userProfileValue == null || userProfileValue.isEmpty())) {
            throw new InvalidRequestException("Could not provide value for essential claim $claim")
        }
        if (userProfileValue != null && (claim.getValues() == null || claim.getValues().isEmpty() || 
claim.getValues().contains(userProfileValue))) {
            return [(claim.getName()): userProfileValue]
        }
    }
    return [:]
}

/*
 * Claim resolver which expects the user's profile attribute value to be in the following format:
 * "language_tag|value_for_language,...".
 *
 * This resolver will take the list of requested languages from the 'claims_locales' authorize request
 * parameter and attempt to match it to a value from the users' profile attribute.
 * If no match is found an exception is thrown.
 */
claimLocalesClaimResolver = { attribute, claim, identity ->
    if (identity != null) {
        userProfileValue = fromSet(claim.getName(), identity.getAttribute(attribute))
        if (userProfileValue != null) {
            localeValues = parseLocaleAwareString(userProfileValue)
            locale = claimsLocales.find { locale -> localeValues.containsKey(locale) }
            if (locale != null) {
                return [(claim.getName()): localeValues.get(locale)]
            }
        }
    }
    return [:]
}

/*
 * Claim resolver which expects the user's profile attribute value to be in the following format:
 * "language_tag|value_for_language,...".
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 *
 * This resolver will take the language tag specified in the claim object and attempt to match it to a value
 * from the users' profile attribute. If no match is found an exception is thrown.
 */
languageTagClaimResolver = { attribute, claim, identity ->
    if (identity != null) {
        userProfileValue = fromSet(claim.getName(), identity.getAttribute(attribute))
        if (userProfileValue != null) {
            localeValues = parseLocaleAwareString(userProfileValue)
            if (claim.getLocale() != null) {
                if (localeValues.containsKey(claim.getLocale())) {
                    return [(claim.getName()): localeValues.get(claim.getLocale())]
                } else {
                    entry = localeValues.entrySet().iterator().next()
                    return [(claim.getName() + "#" + entry.getKey()): entry.getValue()]
                }
            } else {
                entry = localeValues.entrySet().iterator().next()
                return [(claim.getName()): entry.getValue()]
            }
        }
    }
    return [:]
}

/*
 * Given a string "en|English,jp|Japenese,fr_CA|French Canadian" will return map of locale -> value.
 */
parseLocaleAwareString = { s ->
    return result = s.split(",").collectEntries { entry ->
        split = entry.split("\\|")
        [(split[0]): value = split[1]]
    }
}
// ---^^^^^^^^^^--- EXAMPLE CLAIM ATTRIBUTE RESOLVER FUNCTIONS ---^^^^^^^^^^---

// -------------- UPDATE THIS TO CHANGE CLAIM TO ATTRIBUTE MAPPING FUNCTIONS ---------------
/*
 * List of claim resolver mappings.
 */
// [ {claim}: {attribute retriever}, ... ]
claimAttributes = [
        "email": userProfileClaimResolver.curry("mail"),
        "address": { claim, identity -> [ "address" : userAddressClaimResolver(claim, identity) ] },
        "phone_number": userProfileClaimResolver.curry("telephonenumber"),
        "given_name": userProfileClaimResolver.curry("givenname"),
        "zoneinfo": userProfileClaimResolver.curry("preferredtimezone"),
        "family_name": userProfileClaimResolver.curry("sn"),
        "locale": userProfileClaimResolver.curry("preferredlocale"),
        "name": userProfileClaimResolver.curry("cn")
]

// -------------- UPDATE THIS TO CHANGE SCOPE TO CLAIM MAPPINGS --------------
/*
 * Map of scopes to claim objects.
 */
// {scope}: [ {claim}, ... ]
scopeClaimsMap = [
        "email": [ "email" ],
        "address": [ "address" ],
        "phone": [ "phone_number" ],
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        "profile": [ "given_name", "zoneinfo", "family_name", "locale", "name" ]
]

// ---------------- UPDATE BELOW FOR ADVANCED USAGES -------------------
if (logger.messageEnabled()) {
    scopes.findAll { s -> !("openid".equals(s) || scopeClaimsMap.containsKey(s)) }.each { s ->
        logger.message("OpenAMScopeValidator.getUserInfo()::Message: scope not bound to claims: $s")
    }
}

/*
 * Computes the claims return key and value. The key may be a different value if the claim value is not in
 * the requested language.
 */
def computeClaim = { claim ->
    try {
        claimResolver = claimAttributes.get(claim.getName(), { claimObj, identity -> defaultClaimResolver(claim)})
        claimResolver(claim, identity)
    } catch (IdRepoException e) {
        if (logger.warningEnabled()) {
            logger.warning("OpenAMScopeValidator.getUserInfo(): Unable to retrieve attribute=$attribute", e);
        }
    } catch (SSOException e) {
        if (logger.warningEnabled()) {
            logger.warning("OpenAMScopeValidator.getUserInfo(): Unable to retrieve attribute=$attribute", e);
        }
    }
}

/*
 * Converts requested scopes into claim objects based on the scope mappings in scopeClaimsMap.
 */
def convertScopeToClaims = {
    scopes.findAll { scope -> "openid" != scope && scopeClaimsMap.containsKey(scope) }.collectMany { scope ->
        scopeClaimsMap.get(scope).collect { claim ->
            new Claim(claim)
        }
    }
}

// Creates a full list of claims to resolve from requested scopes, claims provided by AS and requested claims
def claimsToResolve = convertScopeToClaims() + claimObjects + requestedTypedClaims

// Computes the claim return key and values for all requested claims
computedClaims = claimsToResolve.collectEntries() { claim ->
    result = computeClaim(claim)
}

// Computes composite scopes
def compositeScopes = scopeClaimsMap.findAll { scope ->
    scopes.contains(scope.key)
}

return new UserInfoClaims((Map)computedClaims, (Map)compositeScopes)

Open oidc-claims-extension.groovy in your browser.
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salesforce-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.user_id),
        field("displayName", rawProfile.name),
        field("givenName", rawProfile.given_name),
        field("familyName", rawProfile.family_name),
        field("photoUrl", rawProfile.picture),
        field("email", rawProfile.email),
        field("username", rawProfile.email),
        field("locale", rawProfile.zoneInfo)))

Open salesforce-profile-normalization.groovy in your browser.

social-idp-profile-transformation.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/* Default Social Identity Provider Profile Transformation script to use as a template for new scripts */

Open social-idp-profile-transformation.groovy in your browser.
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twitter-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.id_str),
        field("displayName", rawProfile.name),
        field("photoUrl", rawProfile.profile_image_url),
        field("email", rawProfile.email),
        field("username", rawProfile.screen_name)))

Open twitter-profile-normalization.groovy in your browser.

vkontakte-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.id),
        field("displayName", rawProfile.first_name),
        field("givenName", rawProfile.first_name),
        field("familyName", rawProfile.last_name),
        field("photoUrl", rawProfile.photo_50),
        field("email", rawProfile.email),
        field("username", rawProfile.email)))

Open vkontakte-profile-normalization.groovy in your browser.
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wechat-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.openid),
        field("displayName", rawProfile.nickname),
        field("photoUrl", rawProfile.headimgurl),
        field("username", rawProfile.nickname)))

Open wechat-profile-normalization.groovy in your browser.

wordpress-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.username),
        field("displayName", rawProfile.display_name),
        field("photoUrl", rawProfile.avatar_URL),
        field("email", rawProfile.email),
        field("username", rawProfile.username)))

Open wordpress-profile-normalization.groovy in your browser.
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yahoo-profile-normalization.groovy

/*
 * Copyright 2020 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

import static org.forgerock.json.JsonValue.field
import static org.forgerock.json.JsonValue.json
import static org.forgerock.json.JsonValue.object

return json(object(
        field("id", rawProfile.sub),
        field("displayName", rawProfile.name),
        field("givenName", rawProfile.given_name),
        field("familyName", rawProfile.family_name),
        field("photoUrl", rawProfile.picture),
        field("email", rawProfile.email),
        field("username", rawProfile.email),
        field("locale", rawProfile.locale)))

Open yahoo-profile-normalization.groovy in your browser.

JavaScript Samples

The comments describe the variables available in the execution context of the script, so use them for reference even if your
script’s function differs from the sample:

amazon-profile-normalization.js

apple-profile-normalization.js

authentication-client-side.js

authentication-server-side.js

authentication-tree-decision-node.js

config-provider-node.js

deviceIdMatch-client-side.js

deviceIdMatch-server-side.js

deviceProfileMatch-decision-node.js

facebook-profile-normalization.js

fontdetector.js

github-profile-normalization.js

google-profile-normalization.js

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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instagram-profile-normalization.js

itsme-profile-normalization.js

linkedIn-profile-normalization.js

microsoft-profile-normalization.js

normalized-profile-to-identity.js

normalized-profile-to-managed-user.js

oauth2-access-token-modification.js

oauth2-authorize-endpoint-data-provider.js

oauth2-evaluate-scope.js

oauth2-may-act.js

oauth2-scripted-jwt-issuer.js

oauth2-validate-scope.js

oidc-claims-extension.js

policy-condition.js

salesforce-profile-normalization.js

saml2-idp-adapter.js

saml2-idp-attribute-mapper.js

saml2-sp-adapter.js

social-idp-profile-transformation.js

twitter-profile-normalization.js

vkontakte-profile-normalization.js

wechat-profile-normalization.js

wordpress-profile-normalization.js

yahoo-profile-normalization.js

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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amazon-profile-normalization.js
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('user_id'));
    normalizedProfileData.put('displayName', rawProfile.get('name'));
    normalizedProfileData.put('email', rawProfile.get('email'));
    normalizedProfileData.put('username', rawProfile.get('email'));

    return normalizedProfileData;
}());

Open amazon-profile-normalization.js in your browser.
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apple-profile-normalization.js
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/*
 * Copyright 2021-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required to be not empty:
 *          username, givenName, familyName, email.
 *
 *          From RFC4517: A value of the Directory String syntax is a string of one or more
 *          arbitrary characters from the Universal Character Set (UCS).
 *          A zero-length character string is not permitted.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    var email = 'change@me.com';
    var subjectId = rawProfile.get('sub');
    var firstName = ' ';
    var lastName = ' ';
    var name = '';
    var username = subjectId;

    if(rawProfile.isDefined('email') && rawProfile.get('email').isNotNull()) { // User can elect to not share their 
email
        email = rawProfile.get('email').asString();
        username = email;
    }
    if (rawProfile.isDefined('name') && rawProfile.get('name').isNotNull()) {
        if (rawProfile.name.isDefined('firstName') && rawProfile.get('firstName').isNotNull()) {
            firstName = rawProfile.get('name').get('firstName').asString()
        }
        if (rawProfile.name.isDefined('lastName') && rawProfile.get('lastName')..isNotNull()) {
            lastName = rawProfile.get('name').get('lastName').asString()
        }
    }

    var hasFirstName = firstName && firstName.trim().length > 0
    var hasLastName = lastName && lastName.trim().length > 0
    name = (hasFirstName ? firstName : '') + (hasLastName ? (hasFirstName ? ' ' : '') + lastName : '')
    name =  name ? name : ' '

    normalizedProfileData.put('id', subjectId);
    normalizedProfileData.put('displayName', name);
    normalizedProfileData.put('email', email);
    normalizedProfileData.put('givenName', firstName);
    normalizedProfileData.put('familyName', lastName);
    normalizedProfileData.put('username', username);

    return normalizedProfileData;
}());

Open apple-profile-normalization.js in your browser.
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authentication-client-side.js

/*
 * Copyright 2016-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */
/* Default Authentication client side script to use as a template for new scripts */

Open authentication-client-side.js in your browser.
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authentication-server-side.js
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/*
 * Copyright 2015-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

var START_TIME = 9;  // 9am
var END_TIME   = 17; // 5pm
var longitude, latitude;
var localTime;

logger.message("Starting scripted authentication");
logger.message("User: " + username);

var userPostalAddress = getUserPostalAddress();
logger.message("User address: " + userPostalAddress);

getLongitudeLatitudeFromUserPostalAddress();
getLocalTime();

logger.message("Current time at the users location: " + localTime.getHours());
if (localTime.getHours() < START_TIME || localTime.getHours() > END_TIME) {
    logger.error("Login forbidden outside work hours!");
    authState = FAILED;
} else {
    logger.message("Authentication allowed!");
    authState = SUCCESS;
}

function getLongitudeLatitudeFromUserPostalAddress() {

    var request = new org.forgerock.http.protocol.Request();
    request.setUri("http://maps.googleapis.com/maps/api/geocode/json?address=" + 
encodeURIComponent(userPostalAddress));
  request.setMethod("GET");
  //the above URI has to be extended with an API_KEY if used in a frequent manner
  //see documentation: https://developers.google.com/maps/documentation/geocoding/intro

    var response = httpClient.send(request).get();
    logResponse(response);

    var geocode = JSON.parse(response.getEntity());
    var i;
    for (i = 0; i < geocode.results.length; i++) {
        var result = geocode.results[i];
        latitude = result.geometry.location.lat;
        longitude = result.geometry.location.lng;

       logger.message("latitude:" + latitude + " longitude:" + longitude);
    }
}

function getLocalTime() {

    var now = new Date().getTime() / 1000;
    var location = "location=" + latitude + "," + longitude;
    var timestamp = "timestamp=" + now;
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    var request = new org.forgerock.http.protocol.Request();
    request.setUri("https://maps.googleapis.com/maps/api/timezone/json?" + location + "&" + timestamp);
  request.setMethod("GET");
  //the above URI has to be extended with an API_KEY if used in a frequent manner
  //see documentation: https://developers.google.com/maps/documentation/timezone/intro

    var response = httpClient.send(request).get();
    logResponse(response);

    var timezone = JSON.parse(response.getEntity());
    var localTimestamp = parseInt(now) + parseInt(timezone.dstOffset) + parseInt(timezone.rawOffset);
    localTime = new Date(localTimestamp*1000);
}

function getUserPostalAddress() {
    var userAddressSet = idRepository.getAttribute(username, "postalAddress");
    if (userAddressSet == null || userAddressSet.isEmpty()) {
        logger.warning("No address specified for user: " + username);
        return false;
    }
    return userAddressSet.iterator().next()
}

function logResponse(response) {
    logger.message("User REST Call. Status: " + response.getStatus() + ", Body: " + response.getEntity());
}

Open authentication-server-side.js in your browser.

authentication-tree-decision-node.js

/*
  - Data made available by nodes that have already executed are available in the sharedState variable.
  - The script should set outcome to either "true" or "false".
 */

outcome = "true";

Open authentication-tree-decision-node.js in your browser.
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config-provider-node.js
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/*
 * Copyright 2021-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/**
 * The following script is a simplified template for understanding how to build
 * up a config Map object with custom values. The Config Provider Node will then
 * provide this config Map to the desired node type. It is important that the Map
 * you build here is named 'config'.
 *
 * Defined variables:
 *
 * nodeState - Node State (1)
 *           Always present, this represents the current values stored in the node state.
 *
 * idRepository - Profile Data (2)
 *           Always present, a repository to retrieve user information.
 *
 * secrets - Credentials and Secrets (3)
 *           Always present, an interface to access the Secrets API from a scripting context.
 *
 * requestHeaders (4) - Map (5)
 *           Always present, an object that provides methods for accessing headers in the login request.
 *
 * logger - Debug Logging (6)
 *          Always present, the debug logger instance.
 *
 * httpClient - HTTP Client (7)
 *          Always present, the HTTP client that can be used to make external HTTP requests.
 *
 * realm - String (primitive).
 *          Always present, the name of the realm the user is authenticating to.
 *
 * existingSession - Map<String, String> (5)
 *          Present if the request contains the session cookie, the user's session object. The returned map from
 *          SSOToken.getProperties() (8)
 *
 * requestParameters - Map (5)
 *          Always present, the object that contains the authentication request parameters.
 *
 *
 * Outputs:
 *
 * config - Map (5)
 *           Define and fill a Map object named 'config' with custom values, this will define the configuration for 
the
 *           associated node selected in the ConfigProviderNode.
 *
 * Reference:
 * (1) Node State - https://backstage.forgerock.com/docs/idcloud-am/latest/authentication-guide/scripting-api-
node.html#scripting-api-node-nodeState
 * (2) Profile Data - https://backstage.forgerock.com/docs/am/7.1/authentication-guide/scripting-api-
node.html#scripting-api-node-id-repo
 * (3) Credentials and Secrets - https://backstage.forgerock.com/docs/am/7.1/authentication-guide/scripting-api-
node.html#scripting-api-authn-secrets
 * (4) Request Headers - https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-
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node.html#scripting-api-node-requestHeaders.
 * (5) Map - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/Map.html
 * (6) Debug Logging - https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-
logger.html#scripting-api-global-logger.
 * (7) HTTP Client - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/http/Client.html.
 * (8) SSOToken - https://backstage.forgerock.com/docs/am/7/apidocs/com/iplanet/sso/SSOToken.html.
 */

config = {
    "key0": {"subKey": "value0"},
    "key1": "value1"
};

Open config-provider-node.js in your browser.
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deviceIdMatch-client-side.js
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/*
 * DO NOT ALTER OR REMOVE COPYRIGHT NOTICES OR THIS HEADER.
 *
 * Copyright (c) 2009 Sun Microsystems Inc. All Rights Reserved
 *
 * The contents of this file are subject to the terms
 * of the Common Development and Distribution License
 * (the License). You may not use this file except in
 * compliance with the License.
 *
 * You can obtain a copy of the License at
 * https://opensso.dev.java.net/public/CDDLv1.0.html or
 * opensso/legal/CDDLv1.0.txt
 * See the License for the specific language governing
 * permission and limitations under the License.
 *
 * When distributing Covered Code, include this CDDL
 * Header Notice in each file and include the License file
 * at opensso/legal/CDDLv1.0.txt.
 * If applicable, add the following below the CDDL Header,
 * with the fields enclosed by brackets [] replaced by
 * your own identifying information:
 * "Portions Copyrighted [year] [name of copyright owner]"
 *
 */
/*
 * Portions Copyrighted 2013 Syntegrity.
 * Portions Copyrighted 2013-2014 ForgeRock AS.
 */

var collectScreenInfo = function () {
        var screenInfo = {};
        if (screen) {
            if (screen.width) {
                screenInfo.screenWidth = screen.width;
            }

            if (screen.height) {
                screenInfo.screenHeight = screen.height;
            }

            if (screen.pixelDepth) {
                screenInfo.screenColourDepth = screen.pixelDepth;
            }
        } else {
            console.warn("Cannot collect screen information. screen is not defined.");
        }
        return screenInfo;
    },
    collectTimezoneInfo = function () {
        var timezoneInfo =  {}, offset = new Date().getTimezoneOffset();

        if (offset) {
            timezoneInfo.timezone = offset;
        } else {
            console.warn("Cannot collect timezone information. timezone is not defined.");
        }

        return timezoneInfo;
    },
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    collectBrowserPluginsInfo = function () {

        if (navigator && navigator.plugins) {
            var pluginsInfo = {}, i, plugins = navigator.plugins;
            pluginsInfo.installedPlugins = "";

            for (i = 0; i < plugins.length; i++) {
                pluginsInfo.installedPlugins = pluginsInfo.installedPlugins + plugins[i].filename + ";";
            }

            return pluginsInfo;
        } else {
            console.warn("Cannot collect browser plugin information. navigator.plugins is not defined.");
            return {};
        }

    },
// Getting geolocation takes some time and is done asynchronously, hence need a callback which is called once 
geolocation is retrieved.
    collectGeolocationInfo = function (callback) {
        var geolocationInfo = {},
            successCallback = function(position) {
                geolocationInfo.longitude = position.coords.longitude;
                geolocationInfo.latitude = position.coords.latitude;
                callback(geolocationInfo);
            }, errorCallback = function(error) {
                console.warn("Cannot collect geolocation information. " + error.code + ": " + error.message);
                callback(geolocationInfo);
            };
        if (navigator && navigator.geolocation) {
            // NB: If user chooses 'Not now' on Firefox neither callback gets called
            //     https://bugzilla.mozilla.org/show_bug.cgi?id=675533
            navigator.geolocation.getCurrentPosition(successCallback, errorCallback);
        } else {
            console.warn("Cannot collect geolocation information. navigator.geolocation is not defined.");
            callback(geolocationInfo);
        }
    },
    collectBrowserFontsInfo = function () {
        var fontsInfo = {}, i, fontsList = ["cursive","monospace","serif","sans-
serif","fantasy","default","Arial","Arial Black",
            "Arial Narrow","Arial Rounded MT Bold","Bookman Old Style","Bradley Hand ITC","Century","Century Gothic",
            "Comic Sans MS","Courier","Courier New","Georgia","Gentium","Impact","King","Lucida Console","Lalit",
            "Modena","Monotype Corsiva","Papyrus","Tahoma","TeX","Times","Times New Roman","Trebuchet MS","Verdana",
            "Verona"];
        fontsInfo.installedFonts = "";

        for (i = 0; i < fontsList.length; i++) {
            if (fontDetector.detect(fontsList[i])) {
                fontsInfo.installedFonts = fontsInfo.installedFonts + fontsList[i] + ";";
            }
        }
        return fontsInfo;
    },
    devicePrint = {};

devicePrint.screen = collectScreenInfo();
devicePrint.timezone = collectTimezoneInfo();
devicePrint.plugins = collectBrowserPluginsInfo();
devicePrint.fonts = collectBrowserFontsInfo();

if (navigator.userAgent) {
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    devicePrint.userAgent = navigator.userAgent;
}
if (navigator.appName) {
    devicePrint.appName = navigator.appName;
}
if (navigator.appCodeName) {
    devicePrint.appCodeName = navigator.appCodeName;
}
if (navigator.appVersion) {
    devicePrint.appVersion = navigator.appVersion;
}
if (navigator.appMinorVersion) {
    devicePrint.appMinorVersion = navigator.appMinorVersion;
}
if (navigator.buildID) {
    devicePrint.buildID = navigator.buildID;
}
if (navigator.platform) {
    devicePrint.platform = navigator.platform;
}
if (navigator.cpuClass) {
    devicePrint.cpuClass = navigator.cpuClass;
}
if (navigator.oscpu) {
    devicePrint.oscpu = navigator.oscpu;
}
if (navigator.product) {
    devicePrint.product = navigator.product;
}
if (navigator.productSub) {
    devicePrint.productSub = navigator.productSub;
}
if (navigator.vendor) {
    devicePrint.vendor = navigator.vendor;
}
if (navigator.vendorSub) {
    devicePrint.vendorSub = navigator.vendorSub;
}
if (navigator.language) {
    devicePrint.language = navigator.language;
}
if (navigator.userLanguage) {
    devicePrint.userLanguage = navigator.userLanguage;
}
if (navigator.browserLanguage) {
    devicePrint.browserLanguage = navigator.browserLanguage;
}
if (navigator.systemLanguage) {
    devicePrint.systemLanguage = navigator.systemLanguage;
}

// Attempt to collect geo-location information and return this with the data collected so far.
// Otherwise, if geo-location fails or takes longer than 30 seconds, auto-submit the data collected so far.
autoSubmitDelay = 30000;
output.value = JSON.stringify(devicePrint);
collectGeolocationInfo(function(geolocationInfo) {
    devicePrint.geolocation = geolocationInfo;
    output.value = JSON.stringify(devicePrint);
    submit();
});
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Open deviceIdMatch-client-side.js in your browser.
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deviceIdMatch-server-side.js
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/*
 * DO NOT ALTER OR REMOVE COPYRIGHT NOTICES OR THIS HEADER.
 *
 * Copyright (c) 2009 Sun Microsystems Inc. All Rights Reserved
 *
 * The contents of this file are subject to the terms
 * of the Common Development and Distribution License
 * (the License). You may not use this file except in
 * compliance with the License.
 *
 * You can obtain a copy of the License at
 * https://opensso.dev.java.net/public/CDDLv1.0.html or
 * opensso/legal/CDDLv1.0.txt
 * See the License for the specific language governing
 * permission and limitations under the License.
 *
 * When distributing Covered Code, include this CDDL
 * Header Notice in each file and include the License file
 * at opensso/legal/CDDLv1.0.txt.
 * If applicable, add the following below the CDDL Header,
 * with the fields enclosed by brackets [] replaced by
 * your own identifying information:
 * "Portions Copyrighted [year] [name of copyright owner]"
 *
 */
/*
 * Portions Copyrighted 2013 Syntegrity.
 * Portions Copyrighted 2013-2018 ForgeRock AS.
 */

var ScalarComparator = {}, ScreenComparator = {}, MultiValueComparator = {}, UserAgentComparator = {}, 
GeolocationComparator = {};

var config = {
    profileExpiration: 30,              //in days
    maxProfilesAllowed: 5,
    maxPenaltyPoints: 0,
    attributes: {
        screen: {
            required: true,
            comparator: ScreenComparator,
            args: {
                penaltyPoints: 50
            }
        },
        plugins: {
            installedPlugins: {
                required: false,
                comparator: MultiValueComparator,
                args: {
                    maxPercentageDifference: 10,
                    maxDifferences: 5,
                    penaltyPoints: 100
                }
            }
        },
        fonts: {
            installedFonts: {
                required: false,
                comparator: MultiValueComparator,
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                args: {
                    maxPercentageDifference: 10,
                    maxDifferences: 5,
                    penaltyPoints: 100
                }
            }
        },
        timezone: {
            timezone: {
                required: false,
                comparator: ScalarComparator,
                args: {
                    penaltyPoints: 100
                }
            }
        },
        userAgent: {
            required: true,
            comparator: UserAgentComparator,
            args: {
                ignoreVersion: true,
                penaltyPoints: 100
            }
        },
        geolocation: {
            required: false,
            comparator: GeolocationComparator,
            args: {
                allowedRange: 100, //in miles
                penaltyPoints: 100
            }
        }
    }
};

//---------------------------------------------------------------------------//
//                           Comparator functions                            //
//---------------------------------------------------------------------------//

var all, any, calculateDistance, calculateIntersection, calculatePercentage, nullOrUndefined, splitAndTrim,
    undefinedLocation;

// ComparisonResult

/**
 * Constructs an instance of a ComparisonResult with the given penalty points.
 *
 * @param penaltyPoints (Number) The penalty points for the comparison (defaults to 0).
 * @param additionalInfoInCurrentValue (boolean) Whether the current value contains more information
 *                                               than the stored value (defaults to false).
 */
function ComparisonResult() {

    var penaltyPoints = 0,
        additionalInfoInCurrentValue = false;

    if (arguments[0] !== undefined && arguments[1] !== undefined) {
        penaltyPoints = arguments[0];
        additionalInfoInCurrentValue = arguments[1];
    }

    if (arguments[0] !== undefined && arguments[1] === undefined) {
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        if (typeof(arguments[0]) === "boolean") {
            additionalInfoInCurrentValue = arguments[0];
        } else {
            penaltyPoints = arguments[0];
        }
    }

    this.penaltyPoints = penaltyPoints;
    this.additionalInfoInCurrentValue = additionalInfoInCurrentValue;

}

ComparisonResult.ZERO_PENALTY_POINTS = new ComparisonResult(0);

/**
 * Static method for functional programming.
 *
 * @return boolean true if comparisonResult.isSuccessful().
 */
ComparisonResult.isSuccessful =  function(comparisonResult) {
    return comparisonResult.isSuccessful();
};

/**
 * Static method for functional programming.
 *
 * @return boolean true if comparisonResult.additionalInfoInCurrentValue.
 */
ComparisonResult.additionalInfoInCurrentValue =  function(comparisonResult) {
    return comparisonResult.additionalInfoInCurrentValue;
};

/**
 * Comparison function that can be provided as an argument to array.sort
 */
ComparisonResult.compare = function(first, second) {
    if (nullOrUndefined(first) && nullOrUndefined(second)) {
        return 0;
    } else if (nullOrUndefined(first)) {
        return -1;
    } else if (nullOrUndefined(second)) {
        return 1;
    } else {
        if (first.penaltyPoints !== second.penaltyPoints) {
            return first.penaltyPoints - second.penaltyPoints;
        } else {
            return (first.additionalInfoInCurrentValue ? 1 : 0) - (second.additionalInfoInCurrentValue ? 1 : 0);
        }
    }
};

/**
 * Amalgamates the given ComparisonResult into this ComparisonResult.
 *
 * @param comparisonResult The ComparisonResult to include.
 */
ComparisonResult.prototype.addComparisonResult = function(comparisonResult) {
    this.penaltyPoints += comparisonResult.penaltyPoints;
    if (comparisonResult.additionalInfoInCurrentValue) {
        this.additionalInfoInCurrentValue = comparisonResult.additionalInfoInCurrentValue;
    }
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};

/**
 * Returns true if no penalty points have been assigned for the comparison.
 *
 * @return boolean true if the comparison was successful.
 */
ComparisonResult.prototype.isSuccessful = function() {
    return nullOrUndefined(this.penaltyPoints) || this.penaltyPoints === 0;
};

/**
 * Compares two simple objects (String|Number) and if they are equal then returns a ComparisonResult with zero
 * penalty points assigned, otherwise returns a ComparisonResult with the given number of penalty points assigned.
 *
 * @param currentValue (String|Number) The current value.
 * @param storedValue (String|Number) The stored value.
 * @param config: {
 *            "penaltyPoints": (Number) The number of penalty points.
 *        }
 * @return ComparisonResult.
 */
ScalarComparator.compare = function (currentValue, storedValue, config) {
    if (logger.messageEnabled()) {
        logger.message("StringComparator.compare:currentValue: " + JSON.stringify(currentValue));
        logger.message("StringComparator.compare:storedValue: " + JSON.stringify(storedValue));
        logger.message("StringComparator.compare:config: " + JSON.stringify(config));
    }
    if (config.penaltyPoints === 0) {
        return ComparisonResult.ZERO_PENALTY_POINTS;
    }

    if (!nullOrUndefined(storedValue)) {
        if (nullOrUndefined(currentValue) || currentValue !== storedValue) {
            return new ComparisonResult(config.penaltyPoints);
        }
    } else if (!nullOrUndefined(currentValue)) {
        return new ComparisonResult(true);
    }

    return ComparisonResult.ZERO_PENALTY_POINTS;
};

/**
 * Compares two screens and if they are equal then returns a ComparisonResult with zero penalty points assigned,
 * otherwise returns a ComparisonResult with the given number of penalty points assigned.
 *
 * @param currentValue: {
 *            "screenWidth": (Number) The current client screen width.
 *            "screenHeight": (Number) The current client screen height.
 *            "screenColourDepth": (Number) The current client screen colour depth.
 *        }
 * @param storedValue: {
 *            "screenWidth": (Number) The stored client screen width.
 *            "screenHeight": (Number) The stored client screen height.
 *            "screenColourDepth": (Number) The stored client screen colour depth.
 *        }
 * @param config: {
 *            "penaltyPoints": (Number) The number of penalty points.
 *        }
 * @return ComparisonResult
 */
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ScreenComparator.compare = function (currentValue, storedValue, config) {
    if (logger.messageEnabled()) {
        logger.message("ScreenComparator.compare:currentValue: " + JSON.stringify(currentValue));
        logger.message("ScreenComparator.compare:storedValue: " + JSON.stringify(storedValue));
        logger.message("ScreenComparator.compare:config: " + JSON.stringify(config));
    }

    if (nullOrUndefined(currentValue)) {
        currentValue = {screenWidth: null, screenHeight: null, screenColourDepth: null};
    }
    if (nullOrUndefined(storedValue)) {
        storedValue = {screenWidth: null, screenHeight: null, screenColourDepth: null};
    }

    var comparisonResults = [
        ScalarComparator.compare(currentValue.screenWidth, storedValue.screenWidth, config),
        ScalarComparator.compare(currentValue.screenHeight, storedValue.screenHeight, config),
        ScalarComparator.compare(currentValue.screenColourDepth, storedValue.screenColourDepth, config)];

    if (all(comparisonResults, ComparisonResult.isSuccessful)) {
        return new ComparisonResult(any(comparisonResults, ComparisonResult.additionalInfoInCurrentValue));
    } else {
        return new ComparisonResult(config.penaltyPoints);
    }
};

/**
 * Splits both values using delimiter, trims every value and compares collections of values.
 * Returns zero-result for same multi-value attributes.
 *
 * If collections are not same checks if number of differences is less or equal maxDifferences or
 * percentage of difference is less or equal maxPercentageDifference.
 *
 * If yes then returns zero-result with additional info, else returns penaltyPoints-result.
 *
 * @param currentValue: (String) The current value.
 * @param storedValue: (String) The stored value.
 * @param config: {
 *            "maxPercentageDifference": (Number) The max difference percentage in the values,
 *                                                before the penalty is assigned.
 *            "maxDifferences": (Number) The max number of differences in the values,
 *                                       before the penalty points are assigned.
 *            "penaltyPoints": (Number) The number of penalty points.
  *        }
 * @return ComparisonResult
 */
MultiValueComparator.compare = function (currentValue, storedValue, config) {
    if (logger.messageEnabled()) {
        logger.message("MultiValueComparator.compare:currentValue: " + JSON.stringify(currentValue));
        logger.message("MultiValueComparator.compare:storedValue: " + JSON.stringify(storedValue));
        logger.message("MultiValueComparator.compare:config: " + JSON.stringify(config));
    }

    var delimiter = ";",
        currentValues = splitAndTrim(currentValue, delimiter),
        storedValues = splitAndTrim(storedValue, delimiter),
        maxNumberOfElements = Math.max(currentValues.length, storedValues.length),
        numberOfTheSameElements = calculateIntersection(currentValues, storedValues).length,
        numberOfDifferences = maxNumberOfElements - numberOfTheSameElements,
        percentageOfDifferences = calculatePercentage(numberOfDifferences, maxNumberOfElements);

    if (nullOrUndefined(storedValue) && !nullOrUndefined(currentValue)) {
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        return new ComparisonResult(true);
    }

    if (logger.messageEnabled()) {
        logger.message(numberOfTheSameElements + " of " + maxNumberOfElements + " are same");
    }

    if (maxNumberOfElements === 0) {
        logger.message("Ignored because no attributes found in both profiles");
        return ComparisonResult.ZERO_PENALTY_POINTS;
    }

    if (numberOfTheSameElements === maxNumberOfElements) {
        logger.message("Ignored because all attributes are same");
        return ComparisonResult.ZERO_PENALTY_POINTS;
    }

    if (numberOfDifferences > config.maxDifferences) {
        if (logger.messageEnabled()) {
            logger.message("Would be ignored if not more than " + config.maxDifferences + " differences");
        }
        return new ComparisonResult(config.penaltyPoints);
    }

    if (percentageOfDifferences > config.maxPercentageDifference) {
        if (logger.messageEnabled()) {
            logger.message(percentageOfDifferences + " percents are different");
            logger.message("Would be ignored if not more than " + config.maxPercentageDifference + " percent");
        }
        return new ComparisonResult(config.penaltyPoints);
    }

    if (logger.messageEnabled()) {
        logger.message("Ignored because number of differences(" + numberOfDifferences + ") not more than "
            + config.maxDifferences);
        logger.message(percentageOfDifferences + " percents are different");
        logger.message("Ignored because not more than " + config.maxPercentageDifference + " percent");
    }
    return new ComparisonResult(true);
};

/**
 * Compares two User Agent Strings and if they are equal then returns a ComparisonResult with zero penalty
 * points assigned, otherwise returns a ComparisonResult with the given number of penalty points assigned.
 *
 * @param currentValue (String) The current value.
 * @param storedValue (String) The stored value.
 * @param config: {
 *            "ignoreVersion": (boolean) If the version numbers in the User Agent Strings should be ignore
 *                                       in the comparison.
 *            "penaltyPoints": (Number) The number of penalty points.
 *        }
 * @return A ComparisonResult.
 */
UserAgentComparator.compare = function (currentValue, storedValue, config) {
    if (logger.messageEnabled()) {
        logger.message("UserAgentComparator.compare:currentValue: " + JSON.stringify(currentValue));
        logger.message("UserAgentComparator.compare:storedValue: " + JSON.stringify(storedValue));
        logger.message("UserAgentComparator.compare:config: " + JSON.stringify(config));
    }

    if (config.ignoreVersion) {
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        // remove version number
        currentValue = nullOrUndefined(currentValue) ? null : currentValue.replace(/[\d\.]+/g, "").trim();
        storedValue = nullOrUndefined(storedValue) ? null : storedValue.replace(/[\d\.]+/g, "").trim();
    }

    return ScalarComparator.compare(currentValue, storedValue, config);
};

/**
 * Compares two locations, taking into account a degree of difference.
 *
 * @param currentValue: {
 *            "latitude": (Number) The current latitude.
 *            "longitude": (Number) The current longitude.
 *        }
 * @param storedValue: {
 *            "latitude": (Number) The stored latitude.
 *            "longitude": (Number) The stored longitude.
 *        }
 * @param config: {
 *            "allowedRange": (Number) The max difference allowed in the two locations, before the penalty is 
assigned.
 *            "penaltyPoints": (Number) The number of penalty points.
*         }
 * @return ComparisonResult
 */
GeolocationComparator.compare = function (currentValue, storedValue, config) {
    if (logger.messageEnabled()) {
        logger.message("GeolocationComparator.compare:currentValue: " + JSON.stringify(currentValue));
        logger.message("GeolocationComparator.compare:storedValue: " + JSON.stringify(storedValue));
        logger.message("GeolocationComparator.compare:config: " + JSON.stringify(config));
    }

    // Check for undefined stored or current locations

    if (undefinedLocation(currentValue) && undefinedLocation(storedValue)) {
        return ComparisonResult.ZERO_PENALTY_POINTS;
    }
    if (undefinedLocation(currentValue) && !undefinedLocation(storedValue)) {
        return new ComparisonResult(config.penaltyPoints);
    }
    if (!undefinedLocation(currentValue) && undefinedLocation(storedValue)) {
        return new ComparisonResult(true);
    }

    // Both locations defined, therefore perform comparison

    var distance = calculateDistance(currentValue, storedValue);

    if (logger.messageEnabled()) {
        logger.message("Distance between (" + currentValue.latitude + "," + currentValue.longitude + ") and (" +
            storedValue.latitude + "," + storedValue.longitude + ") is " + distance + " miles");
    }

    if (parseFloat(distance.toPrecision(5)) === 0) {
        logger.message("Location is the same");
        return ComparisonResult.ZERO_PENALTY_POINTS;
    }

    if (distance <= config.allowedRange) {
        if (logger.messageEnabled()) {
            logger.message("Tolerated because distance not more then " + config.allowedRange);
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        }
        return new ComparisonResult(true);
    } else {
        if (logger.messageEnabled()) {
            logger.message("Would be ignored if distance not more then " + config.allowedRange);
        }
        return new ComparisonResult(config.penaltyPoints);
    }
};

//---------------------------------------------------------------------------//
//                    Device Print Logic - DO NOT MODIFY                     //
//---------------------------------------------------------------------------//

// Utility functions

/**
 * Returns true if evaluating function f on each element of the Array a returns true.
 *
 * @param a: (Array) The array of elements to evaluate
 * @param f: (Function) A single argument function for mapping elements of the array to boolean.
 * @return boolean.
 */
all = function(a, f) {
    var i;
    for (i = 0; i < a.length; i++) {
        if (f(a[i]) === false) {
            return false;
        }
    }
    return true;
};

/**
 * Returns true if evaluating function f on any element of the Array a returns true.
 *
 * @param a: (Array) The array of elements to evaluate
 * @param f: (Function) A single argument function for mapping elements of the array to boolean.
 * @return boolean.
 */
any = function(a, f) {
    var i;
    for (i = 0; i < a.length; i++) {
        if (f(a[i]) === true) {
            return true;
        }
    }
    return false;
};

/**
 * Returns true if the provided location is null or has undefined longitude or latitude values.
 *
 * @param location: {
 *            "latitude": (Number) The latitude.
 *            "longitude": (Number) The longitude.
 *        }
 * @return boolean
 */
undefinedLocation = function(location) {
    return nullOrUndefined(location) || nullOrUndefined(location.latitude) || nullOrUndefined(location.longitude);
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};

/**
 * Returns true if the provided value is null or undefined.
 *
 * @param value: a value of any type
 * @return boolean
 */
nullOrUndefined = function(value) {
    return value === null || value === undefined;
};

/**
 * Calculates the distances between the two locations.
 *
 * @param first: {
 *            "latitude": (Number) The first latitude.
 *            "longitude": (Number) The first longitude.
 *        }
 * @param second: {
 *            "latitude": (Number) The second latitude.
 *            "longitude": (Number) The second longitude.
 *        }
 * @return Number The distance between the two locations.
 */
calculateDistance = function(first, second) {
    var factor = (Math.PI / 180),
        theta,
        dist;
    function degreesToRadians(degrees) {
        return degrees * factor;
    }
    function radiansToDegrees(radians) {
        return radians / factor;
    }
    theta = first.longitude - second.longitude;
    dist = Math.sin(degreesToRadians(first.latitude)) * Math.sin(degreesToRadians(second.latitude))
        + Math.cos(degreesToRadians(first.latitude)) * Math.cos(degreesToRadians(second.latitude))
        * Math.cos(degreesToRadians(theta));
    dist = Math.acos(dist);
    dist = radiansToDegrees(dist);
    dist = dist * 60 * 1.1515;
    return dist;
};

/**
 * Converts a String holding a delimited sequence of values into an array.
 *
 * @param text (String) The String representation of a delimited sequence of values.
 * @param delimiter (String) The character delimiting values within the text String.
 * @return (Array) The comma separated values.
 */
splitAndTrim = function(text, delimiter) {

    var results = [],
        i,
        values,
        value;
    if (text === null) {
        return results;
    }
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    values = text.split(delimiter);
    for (i = 0; i < values.length; i++) {
        value = values[i].trim();
        if (value !== "") {
            results.push(value);
        }
    }

    return results;
};

/**
 * Converts value to a percentage of range.
 *
 * @param value (Number) The actual number to be converted to a percentage.
 * @param range (Number) The total number of values (i.e. represents 100%).
 * @return (Number) The percentage.
 */
calculatePercentage = function(value, range) {
    if (range === 0) {
        return 0;
    }
    return parseFloat((value / range).toPrecision(2)) * 100;
};

/**
 * Creates a new array containing only those elements found in both arrays received as arguments.
 *
 * @param first (Array) The first array.
 * @param second (Array) The second array.
 * @return (Array) The elements that found in first and second.
 */
calculateIntersection = function(first, second) {
    return first.filter(function(element) {
        return second.indexOf(element) !== -1;
    });
};

function getValue(obj, attributePath) {
    var value = obj,
        i;
    for (i = 0; i < attributePath.length; i++) {
        if (value === undefined) {
            return null;
        }
        value = value[attributePath[i]];
    }
    return value;
}

function isLeafNode(attributeConfig) {
    return attributeConfig.comparator !== undefined;
}

function getAttributePaths(attributeConfig, attributePath) {

    var attributePaths = [],
        attributeName,
        attrPaths,
        attrPath,
        i;
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    for (attributeName in attributeConfig) {
        if (attributeConfig.hasOwnProperty(attributeName)) {

            if (isLeafNode(attributeConfig[attributeName])) {
                attrPath = attributePath.slice();
                attrPath.push(attributeName);
                attributePaths.push(attrPath);
            } else {
                attrPath = attributePath.slice();
                attrPath.push(attributeName);
                attrPaths = getAttributePaths(attributeConfig[attributeName], attrPath);
                for (i = 0; i < attrPaths.length; i++) {
                    attributePaths.push(attrPaths[i]);
                }
            }
        }
    }

    return attributePaths;
}

function getDevicePrintAttributePaths(attributeConfig) {
    return getAttributePaths(attributeConfig, []);
}

function hasRequiredAttributes(devicePrint, attributeConfig) {

    var attributePaths = getDevicePrintAttributePaths(attributeConfig),
        i,
        attrValue,
        attrConfig;

    for (i = 0; i < attributePaths.length; i++) {

        attrValue = getValue(devicePrint, attributePaths[i]);
        attrConfig = getValue(attributeConfig, attributePaths[i]);

        if (attrConfig.required && attrValue === undefined) {
            logger.warning("Device Print profile missing required attribute, " + attributePaths[i]);
            return false;
        }
    }

    logger.message("device print has required attributes");
    return true;
}

function compareDevicePrintProfiles(attributeConfig, devicePrint, devicePrintProfiles, maxPenaltyPoints) {

    var attributePaths = getDevicePrintAttributePaths(attributeConfig),
        dao = sharedState.get('_DeviceIdDao'),
        results,
        j,
        aggregatedComparisonResult,
        i,
        currentValue,
        storedValue,
        attrConfig,
        comparisonResult,
        selectedComparisonResult,
        selectedProfile,
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        curDevicePrintProfile,
        vals;

    results = [];
    for (j = 0; j < devicePrintProfiles.length; j++) {
        curDevicePrintProfile = JSON.parse(org.forgerock.json.JsonValue.json(devicePrintProfiles[j]));
        aggregatedComparisonResult = new ComparisonResult();
        for (i = 0; i < attributePaths.length; i++) {

            currentValue = getValue(devicePrint, attributePaths[i]);
            storedValue = getValue(curDevicePrintProfile.devicePrint, attributePaths[i]);
            attrConfig = getValue(attributeConfig, attributePaths[i]);

            if (storedValue === null) {
                comparisonResult = new ComparisonResult(attrConfig.penaltyPoints);
            } else {
                comparisonResult = attrConfig.comparator.compare(currentValue, storedValue, attrConfig.args);
            }

            if (logger.messageEnabled()) {
                logger.message("Comparing attribute path: " + attributePaths[i]
                    + ", Comparison result: successful=" + comparisonResult.isSuccessful() + ", penaltyPoints="
                    + comparisonResult.penaltyPoints + ", additionalInfoInCurrentValue="
                    + comparisonResult.additionalInfoInCurrentValue);
            }
            aggregatedComparisonResult.addComparisonResult(comparisonResult);
        }
        if (logger.messageEnabled()) {
            logger.message("Aggregated comparison result: successful="
                + aggregatedComparisonResult.isSuccessful() + ", penaltyPoints="
                + aggregatedComparisonResult.penaltyPoints + ", additionalInfoInCurrentValue="
                + aggregatedComparisonResult.additionalInfoInCurrentValue);
        }

        results.push({
            key: aggregatedComparisonResult,
            value: devicePrintProfiles[j]
        });
    }

    if (results.length === 0) {
        return null;
    }

    results.sort(function(a, b) {
        return ComparisonResult.compare(a.key, b.key);
    });
    selectedComparisonResult = results[0].key;
    if (logger.messageEnabled()) {
        logger.message("Selected comparison result: successful=" + selectedComparisonResult.isSuccessful()
            + ", penaltyPoints=" + selectedComparisonResult.penaltyPoints + ", additionalInfoInCurrentValue="
            + selectedComparisonResult.additionalInfoInCurrentValue);
    }

    selectedProfile = null;
    if (selectedComparisonResult.penaltyPoints <= maxPenaltyPoints) {
        selectedProfile = results[0].value;
        if (logger.messageEnabled()) {
            logger.message("Selected profile: " + selectedProfile +
                " with " + selectedComparisonResult.penaltyPoints + " penalty points");
        }
    }
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    if (selectedProfile === null) {
        return false;
    }

    /* update profile */
    selectedProfile.put("selectionCounter",
        java.lang.Integer.valueOf(parseInt(selectedProfile.get("selectionCounter"), 10) + 1));
    selectedProfile.put("lastSelectedDate", java.lang.Long.valueOf(new Date().getTime()));
    selectedProfile.put("devicePrint", devicePrint);

    vals = [];
    for (i = 0; i < devicePrintProfiles.length; i++) {
        vals.push(org.forgerock.json.JsonValue.json(devicePrintProfiles[i]));
    }

    dao.saveDeviceProfiles(username, realm, vals);

    return true;
}

function matchDevicePrint() {

    if (!username) {
        logger.error("Username not set. Cannot compare user's device print profiles.");
        authState = FAILED;
    } else {

        if (logger.messageEnabled()) {
            logger.message("client devicePrint: " + clientScriptOutputData);
        }

        var getProfiles = function () {

                function isExpiredProfile(devicePrintProfile) {
                    var expirationDate = new Date(),
                        lastSelectedDate;
                    expirationDate.setDate(expirationDate.getDate() - config.profileExpiration);

                    lastSelectedDate = new Date(devicePrintProfile.lastSelectedDate);

                    return lastSelectedDate < expirationDate;
                }

                function getNotExpiredProfiles() {
                    var profile,
                        dao = sharedState.get('_DeviceIdDao'),
                        results = [],
                        profiles,
                        iter;

                    profiles = dao.getDeviceProfiles(username, realm);

                    if (profiles) {
                        iter = profiles.iterator();

                        while (iter.hasNext()) {
                            profile = iter.next().getObject();
                            if (!isExpiredProfile(profile)) {
                                results.push(profile);
                            }
                        }
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                    }
                    if (logger.messageEnabled()) {
                        logger.message("stored non-expired profiles: " + results);
                    }
                    return results;
                }

                return getNotExpiredProfiles();
            },
            devicePrint = JSON.parse(clientScriptOutputData),
            devicePrintProfiles = getProfiles();

        if (!hasRequiredAttributes(devicePrint, config.attributes)) {
            logger.message("devicePrint.hasRequiredAttributes: false");
            // Will fail this module but fall-through to next module. Which should be OTP.
            authState = FAILED;
        } else if (compareDevicePrintProfiles(config.attributes, devicePrint, devicePrintProfiles, 
config.maxPenaltyPoints)) {
            logger.message("devicePrint.hasValidProfile: true");
            authState = SUCCESS;
        } else {
            logger.message("devicePrint.hasValidProfile: false");
            sharedState.put('devicePrintProfile', JSON.stringify(devicePrint));
            // Will fail this module but fall-through to next module. Which should be OTP.
            authState = FAILED;
        }
    }
}

matchDevicePrint();

Open deviceIdMatch-server-side.js in your browser.
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/*
 * Copyright 2020-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/** ******************************************************************
 *
 * The following script is a simplified template for understanding
 * the basics of device matching. _This is not functionally complete._
 * For a functionally complete script as well as a development toolkit,
 * visit https://github.com/ForgeRock/forgerock-device-match-script.
 *
 * Global node variables accessible within this scope:
 * 1. `sharedState` provides access to incoming request
 * 2. `deviceProfilesDao` provides access to stored profiles
 * 3. `outcome` variable maps to auth tree node outcomes; values are
 *    'true', 'false', or 'unknownDevice' (notice _all_ are strings).
 * ******************************************************************/

/**
 * Get the incoming request's device profile.
 * Returns serialized JSON (type string); parsing this will result a
 * native JS object.
 */
var incomingJson = sharedState.get('forgeRock.device.profile').toString();
var incoming = JSON.parse(incomingJson);

/**
 * Get the incoming user's username and realm.
 * Notice the use of `.asString()`.
 */
var username = sharedState.get("username").asString();
var realm = sharedState.get("realm").asString();

/**
 * Get the user's stored profiles for appropriate realm.
 * Returns a _special_ object with methods for profile data
 */
var storedProfiles = deviceProfilesDao.getDeviceProfiles(username, realm);

// Default to `outcome` of 'unknownDevice'
outcome = 'unknownDevice';

if (storedProfiles) {
    var i = 0;
    // NOTE: `.size()` method returns the number of stored profiles
    var len = storedProfiles.size();

    for (i; i < len; i++) {
        /**
         * Get the stored profile.
         * Returns serialized JSON (type string); parsing this will result
         * a native JS object.
         */
        var storedJson = storedProfiles.get(i);
        var stored = JSON.parse(storedJson);
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        /**
         * Find a stored profile with the same identifier.
         */
        if (incoming.identifier === stored.identifier) {

            /**
             * Now that you've found the appropriate profile, you will perform
             * the logic here to match the values of the `incoming` profile
             * with that of the `stored` profile.
             *
             * The result of the matching logic is assigned to `outcome`. Since
             * we have profiles of the same identifier, the value (type string)
             * should now be either 'true' or 'false' (properties matched or not).
             *
             * For more information about this topic, visit this Github repo:
             * https://github.com/ForgeRock/forgerock-device-match-script
             */
            outcome = 'false';
        }
    }
}

Open deviceProfileMatch-decision-node.js in your browser.

PingAM Scripting

Copyright © 2025 Ping Identity Corporation 5473

file:///home/jenkins/target/_attachments/scripts/deviceProfileMatch-decision-node.js


facebook-profile-normalization.js

Scripting PingAM

5474 Copyright © 2025 Ping Identity Corporation



/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.

PingAM Scripting

Copyright © 2025 Ping Identity Corporation 5475



 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('id'));
    normalizedProfileData.put('displayName', rawProfile.get('name'));
    normalizedProfileData.put('givenName', rawProfile.get('first_name'));
    normalizedProfileData.put('familyName', rawProfile.get('last_name'));
    normalizedProfileData.put('photoUrl', rawProfile.get('picture').get('data').get('url'));
    normalizedProfileData.put('email', rawProfile.get('email'));
    normalizedProfileData.put('username', rawProfile.get('email'));

    return normalizedProfileData;
}());

Open facebook-profile-normalization.js in your browser.
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var fontDetector = (function () {
    /**
     * JavaScript code to detect available availability of a
     * particular font in a browser using JavaScript and CSS.
     *
     * Author : Lalit Patel
     * Website: http://www.lalit.org/lab/javascript-css-font-detect/
     * License: Apache Software License 2.0
     *          http://www.apache.org/licenses/LICENSE-2.0
     * Version: 0.15 (21 Sep 2009)
     *          Changed comparision font to default from sans-default-default,
     *          as in FF3.0 font of child element didn't fallback
     *          to parent element if the font is missing.
     * Version: 0.2 (04 Mar 2012)
     *          Comparing font against all the 3 generic font families ie,
     *          'monospace', 'sans-serif' and 'sans'. If it doesn't match all 3
     *          then that font is 100% not available in the system
     * Version: 0.3 (24 Mar 2012)
     *          Replaced sans with serif in the list of baseFonts
     */
    /*
     * Portions Copyrighted 2013 ForgeRock AS.
     */
    var detector = {}, baseFonts, testString, testSize, h, s, defaultWidth = {}, defaultHeight = {}, index;

    // a font will be compared against all the three default fonts.
    // and if it doesn't match all 3 then that font is not available.
    baseFonts = ['monospace', 'sans-serif', 'serif'];

    //we use m or w because these two characters take up the maximum width.
    // And we use a LLi so that the same matching fonts can get separated
    testString = "mmmmmmmmmmlli";

    //we test using 72px font size, we may use any size. I guess larger the better.
    testSize = '72px';

    h = document.getElementsByTagName("body")[0];

    // create a SPAN in the document to get the width of the text we use to test
    s = document.createElement("span");
    s.style.fontSize = testSize;
    s.innerHTML = testString;
    for (index in baseFonts) {
        //get the default width for the three base fonts
        s.style.fontFamily = baseFonts[index];
        h.appendChild(s);
        defaultWidth[baseFonts[index]] = s.offsetWidth; //width for the default font
        defaultHeight[baseFonts[index]] = s.offsetHeight; //height for the defualt font
        h.removeChild(s);
    }

    detector.detect = function(font) {
        var detected = false, index, matched;
        for (index in baseFonts) {
            s.style.fontFamily = font + ',' + baseFonts[index]; // name of the font along with the base font for 
fallback.
            h.appendChild(s);
            matched = (s.offsetWidth !== defaultWidth[baseFonts[index]] || s.offsetHeight !== 
defaultHeight[baseFonts[index]]);
            h.removeChild(s);
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            detected = detected || matched;
        }
        return detected;
    };

    return detector;
}());

Open fontdetector.js in your browser.
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github-profile-normalization.js
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/*
 * Copyright 2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7.2/scripting-guide/scripting-api-global-logger.html#scripting-
api-global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('id'));
    normalizedProfileData.put('displayName', rawProfile.get('name'));
    normalizedProfileData.put('username', rawProfile.get('login'));

    return normalizedProfileData;
}());

Open github-profile-normalization.js in your browser.
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google-profile-normalization.js
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - JsonValue (1).
 *              The social identity provider profile information for the authenticating user.
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.

Scripting PingAM

5484 Copyright © 2025 Ping Identity Corporation



 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('sub'));
    normalizedProfileData.put('displayName', rawProfile.get('name'));
    normalizedProfileData.put('givenName', rawProfile.get('given_name'));
    normalizedProfileData.put('familyName', rawProfile.get('family_name'));
    normalizedProfileData.put('photoUrl', rawProfile.get('picture'));
    normalizedProfileData.put('email', rawProfile.get('email'));
    normalizedProfileData.put('username', rawProfile.get('email'));
    normalizedProfileData.put('locale', rawProfile.get('locale'));

    return normalizedProfileData;
}());

Open google-profile-normalization.js in your browser.
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('id'));
    normalizedProfileData.put('username', rawProfile.get('username'));

    return normalizedProfileData;
}());

Open instagram-profile-normalization.js in your browser.
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('sub'));
    normalizedProfileData.put('displayName', rawProfile.get('name'));
    normalizedProfileData.put('givenName', rawProfile.get('given_name'));
    normalizedProfileData.put('familyName', rawProfile.get('family_name'));
    normalizedProfileData.put('username', rawProfile.get('email'));
    normalizedProfileData.put('email', rawProfile.get('email'));

    return normalizedProfileData;
}());

Open itsme-profile-normalization.js in your browser.
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('id'));
    normalizedProfileData.put('givenName', rawProfile.get('firstName').get('localized').get(0));
    normalizedProfileData.put('familyName', rawProfile.get('lastName').get('localized').get(0));
    normalizedProfileData.put('photoUrl', rawProfile.get('profilePicture').get('displayImage'));
    normalizedProfileData.put('email', rawProfile.get('elements').get(0).get('handle~').get('emailAddress'));
    normalizedProfileData.put('username', rawProfile.get('elements').get(0).get('handle~').get('emailAddress'));

    return normalizedProfileData;
}());

Open linkedIn-profile-normalization.js in your browser.
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('id'));
    normalizedProfileData.put('displayName', rawProfile.get('displayName'));
    normalizedProfileData.put('givenName', rawProfile.get('givenName'));
    normalizedProfileData.put('familyName', rawProfile.get('surname'));
    normalizedProfileData.put('email', rawProfile.get('userPrincipalName'));
    normalizedProfileData.put('username', rawProfile.get('userPrincipalName'));

    return normalizedProfileData;
}());

Open microsoft-profile-normalization.js in your browser.
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script translates the normalized social identity profile information for the authenticating user
 * into the identity object key/value pairs.
 *
 * Defined variables:
 * normalizedProfile - The social identity provider profile information for the authenticating user
 *                     in a standard format expected by this node.
 *                     JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var identityData = frJava.JsonValue.json(frJava.JsonValue.object());

    identityData.put('givenName', normalizedProfile.get('givenName'));
    identityData.put('sn', normalizedProfile.get('familyName'));
    identityData.put('mail', normalizedProfile.get('email'));
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    identityData.put('cn', normalizedProfile.get('displayName'));
    identityData.put('userName', normalizedProfile.get('username'));
    identityData.put('iplanet-am-user-alias-list', selectedIdp + '-' + normalizedProfile.get('id').asString());

    return identityData;
}());

Open normalized-profile-to-identity.js in your browser.
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/*
 * Copyright 2021-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script translates the normalized social identity profile information for the authenticating user
 * into the managed user object key/value pairs.
 *
 * Defined variables:
 * normalizedProfile - The social identity provider profile information for the authenticating user
 *                     in a standard format expected by this node.
 *                     JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var managedUserData = frJava.JsonValue.json(frJava.JsonValue.object());

    managedUserData.put('givenName', normalizedProfile.get('givenName'));
    managedUserData.put('sn', normalizedProfile.get('familyName'));
    managedUserData.put('mail', normalizedProfile.get('email'));
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    managedUserData.put('userName', normalizedProfile.get('username'));

    if (normalizedProfile.get('postalAddress').isNotNull()) {
        managedUserData.put('postalAddress', normalizedProfile.get('postalAddress'));
    }
    if (normalizedProfile.get('addressLocality').isNotNull()) {
        managedUserData.put('city', normalizedProfile.get('addressLocality'));
    }
    if (normalizedProfile.get('addressRegion').isNotNull()) {
        managedUserData.put('stateProvince', normalizedProfile.get('addressRegion'));
    }
    if (normalizedProfile.get('postalCode').isNotNull()) {
        managedUserData.put('postalCode', normalizedProfile.get('postalCode'));
    }
    if (normalizedProfile.get('country').isNotNull()) {
        managedUserData.put('country', normalizedProfile.get('country'));
    }
    if (normalizedProfile.get('phone').isNotNull()) {
        managedUserData.put('telephoneNumber', normalizedProfile.get('phone'));
    }

    // if the givenName and familyName is null or empty
    // then add a boolean flag to the shared state to indicate names are not present
    // this could be used elsewhere
    // for eg. this could be used in a scripted decision node to by-pass patching
    // the user object with blank values when givenName  and familyName is not present
     var noGivenName = normalizedProfile.get('givenName').isNull()
                                      || normalizedProfile.get('givenName').asString().trim().length === 0
     var noFamilyName = normalizedProfile.get('familyName').isNull()
                                       || normalizedProfile.get('familyName').asString().trim().length === 0
     sharedState.put('nameEmptyOrNull', noGivenName && noFamilyName)

    return managedUserData;
}());

Open normalized-profile-to-managed-user.js in your browser.
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oauth2-access-token-modification.js
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/*
 * Copyright 2019-2021 ForgeRock AS. All Rights Reserved.
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script lets you modify information associated with an OAuth2 access token
 * with methods provided by the AccessToken (1) interface.
 * The changes made to OAuth2 access tokens will directly impact the size of the CTS tokens,
 * and, similarly, the size of the JWTs if client-based OAuth2 tokens are utilized.
 * When adding/updating fields make sure that the token size remains within client/user-agent limits.
 *
 * Defined variables:
 * accessToken - AccessToken (1).
 *               The access token to be updated.
 *               Mutable object, all changes to the access token will be reflected.
 * scopes - Set<String> (6).
 *          Always present, the requested scopes.
 * requestProperties - Unmodifiable Map (5).
 *                     Always present, contains a map of request properties:
 *                     requestUri - The request URI.
 *                     realm - The realm that the request relates to.
 *                     requestParams - A map of the request params and/or posted data.
 *                                     Each value is a list of one or more properties.
 *                                     Please note that these should be handled in accordance with OWASP best 
practices:
 *                                     https://owasp.org/www-community/vulnerabilities/Unsafe_use_of_Reflection.
 * clientProperties - Unmodifiable Map (5).
 *                    Present if the client specified in the request was identified, contains a map of client 
properties:
 *                    clientId - The client's URI for the request locale.
 *                    allowedGrantTypes - List of the allowed grant types (org.forgerock.oauth2.core.GrantType) for 
the client.
 *                    allowedResponseTypes - List of the allowed response types for the client.
 *                    allowedScopes - List of the allowed scopes for the client.
 *                    customProperties - A map of the custom properties of the client.
 *                                       Lists or maps will be included as sub-maps; for example:
 *                                       customMap[Key1]=Value1 will be returned as customMap -> Key1 -> Value1.
 *                                       To add custom properties to a client, update the Custom Properties field
 *                                       in AM Console > Realm Name > Applications > OAuth 2.0 > Clients > Client ID 
> Advanced.
 * identity - AMIdentity (3).
 *            Always present, the identity of the resource owner.
 * session - SSOToken (4).
 *           Present if the request contains the session cookie, the user's session object.
 * scriptName - String (primitive).
 *              Always present, the display name of the script.
 * logger - Always present, the "OAuth2Provider" debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 *          Corresponding log files will be prefixed with: scripts.OAUTH2_ACCESS_TOKEN_MODIFICATION.
 * httpClient - HTTP Client (8).
 *              Always present, the HTTP Client instance:
 *              https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-http-
client.html#scripting-api-global-http-client.
 *
 * Return - no value is expected, changes shall be made to the accessToken parameter directly.
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 *
 * Class reference:
 * (1) AccessToken - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/oauth2/core/AccessToken.html.
 * (3) AMIdentity - https://backstage.forgerock.com/docs/am/7/apidocs/com/sun/identity/idm/AMIdentity.html.
 * (4) SSOToken - https://backstage.forgerock.com/docs/am/7/apidocs/com/iplanet/sso/SSOToken.html.
 * (5) Map - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/HashMap.html,
 *           or https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 * (6) Set - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/HashSet.html.
 * (8) Client - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/http/Client.html.
 */

/* EXAMPLE
(function () {
    var frJava = JavaImporter(
        org.forgerock.http.protocol.Request,
        org.forgerock.http.protocol.Response
    );

    // Always includes this field in the token.
    accessToken.setField('key1', 'value1');

    // Receives and adds to the access token additional values by performing a REST call to an external service.
    // WARNING: Below, you will find a reference to a third-party site, which is provided only as an example.
    var uri = 'https://jsonplaceholder.typicode.com/posts';

    try {
        var request = new frJava.Request();

        // You can chain methods that return the request object.
        request.setUri(uri)
            .setMethod('POST')
            .setEntity(JSON.stringify({
                updatedFields: {
                    key2: 'value2',
                    key3: 'value3'
                }
            }));

        // You can call a method when chaining is not possible.
        request.getHeaders().add('Content-Type', 'application/json; charset=UTF-8');

        // Sends the request and receives the response.
        var response = httpClient.send(request).getOrThrow();

        // Checks if the response status is as expected.
        if (response.getStatus() === org.forgerock.http.protocol.Status.CREATED) {
            var result = JSON.parse(response.getEntity().getString());

            // Set multiple token fields at once.
            accessToken.setFields(result.updatedFields);
        } else {
            logger.error('Unable to obtain access token modifications. Status: ' + response.getStatus() + '. Content: 
' + response.getEntity().getString());
        }
    } catch (e) {
        logger.error('The request processing was interrupted. ' + e);

        // The access token request fails with the HTTP 500 error in this case.
        throw ('Unable to obtain response from: ' + uri);
    }

    // Adds new fields containing identity attribute values to the access token.
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    accessToken.setField('mail', identity.getAttribute('mail'));
    accessToken.setField('phone', identity.getAttribute('telephoneNumber').toArray()[0]);

    // Adds new fields containing the session property values.
    // NOTE: session may not be available for non-interactive authorization grants.
    if (session) {
        try {
            accessToken.setField('ipAddress', session.getProperty('Host'));
        } catch (e) {
            logger.error('Unable to retrieve session property value. ' + e);
        }
    }

    // Removes a native field from the token entry, that was set by AM.
    // WARNING: removing native fields from the token may result in loss of functionality.
    // accessToken.removeTokenName()

    // No return value is expected. Let it be undefined.
}());
*/

Open oauth2-access-token-modification.js in your browser.
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oauth2-authorize-endpoint-data-provider.js
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script lets you return additional data when authorize request is called.
 *
 * Defined variables:
 *
 * session - SSOToken (1)
 *           Present if the request contains the session cookie, the user's session object.
 *
 * httpClient - HTTP Client (2).
 *              Always present, the HTTP client that can be used to make external HTTP requests
 *
 * logger - Debug (3)
 *          Always present, the "ScriptedAuthorizeEndpointDataProvider" debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 *          Corresponding log files will be prefixed with: scripts.OAUTH2_AUTHORIZE_ENDPOINT_DATA_PROVIDER.
 *
 * scriptName - String (primitive).
 *              Always present, the display name of the script
 *
 * Return - a Map<String, String> of additional data (4).
 *
 * Class reference:
 * (1) SSOToken - https://backstage.forgerock.com/docs/am/7/apidocs/com/iplanet/sso/SSOToken.html.
 * (2) Client - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/http/Client.html.
 * (3) Debug - https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-
api-global-logger.
 * (4) Map - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/HashMap.html.
 */

/**
 * Default authorize endpoint data provider script to use as a template for new scripts.
 */

/* EXAMPLE
var map = new java.util.HashMap();

function addAdditionalData() {

    //If constant data needs to be returned
    map.put("hello", "world");

    //If some data needs to be returned from third party service
    addAdditionalDataFromExternalService();

    //If there is a need to return some user session data
    addAdditionalDataFromSessionProperties()

    return map;
};

function addAdditionalDataFromExternalService() {
  var frJava = JavaImporter(
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        org.forgerock.oauth2.core.exceptions.ServerException
    );
  try {
        //Obtain additional data by performing a REST call to an external service
        var request = new org.forgerock.http.protocol.Request();
        request.setUri("https://third.party.app/hello.jsp");
        request.setMethod("POST");
        //request.setEntity("foo=bar&hello=world");
        request.setEntity(json(object(
                    field("foo", "bar"))));
        var response = httpClient.send(request).getOrThrow();
        logResponse(response);
        var result = JSON.parse(response.getEntity());
        map.put("someKey",result.get("someKey"));
  } catch (err) {
     throw new frJava.ServerException(err);
  }
};

function addAdditionalDataFromSessionProperties() {
  //Add additional data from session property values
   if (session != null) { // session is not available for resource owner password credentials grant
     map.put("ipAddress", session.getProperty("Host"))
   }
};

function logResponse(response) {
    logger.message("User REST Call. Status: " + response.getStatus() + ", Body: " + response.getEntity());
};

addAdditionalData();
*/

Open oauth2-authorize-endpoint-data-provider.js in your browser.

Scripting PingAM

5510 Copyright © 2025 Ping Identity Corporation

file:///home/jenkins/target/_attachments/scripts/oauth2-authorize-endpoint-data-provider.js


oauth2-evaluate-scope.js

/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script lets you populate the scopes with profile attribute values when the tokeninfo endpoint is called.
 * For example, if one of the scopes is mail, AM sets mail to the resource owner's email address in the token 
information returned.
 *
 * Defined variables:
 * accessToken - AccessToken (1).
 *               The access token to be updated.
 *               Mutable object, all changes to the access token will be reflected.
 * identity - AMIdentity (2).
 *            The client's identity if present or the resource owner's identity. Can be null.
 * scriptName - String (primitive).
 *              Always present, the display name of the script.
 * logger - Always present, the debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 *          Corresponding log files will be prefixed with: scripts.OAUTH2_EVALUATE_SCOPE
 * httpClient - HTTP Client (3).
 *              Always present, the HTTP Client instance:
 *              https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-http-
client.html#scripting-api-global-http-client.
 *
 * Return - a Map<String, Object> of the access token's information (4).
 *
 * Class reference:
 * (1) AccessToken - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/oauth2/core/AccessToken.html.
 * (2) AMIdentity - https://backstage.forgerock.com/docs/am/7/apidocs/com/sun/identity/idm/AMIdentity.html.
 * (3) Client - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/http/Client.html.
 * (4) Map - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/HashMap.html.
 */

/**
 * Default evaluate scope script to use as a template for new scripts.
 */

(function () {
    var map = new java.util.HashMap();
    if (identity !== null) {
        var scopes = accessToken.getScope().toArray();
        scopes.forEach(function (scope) {
            var attributes = identity.getAttribute(scope).toArray();
            map.put(scope, attributes.join(","));
        });
    } else {
        logger.error('identity is null');
    }
    return map;
}());
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Open oauth2-evaluate-scope.js in your browser.
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oauth2-may-act.js

PingAM Scripting

Copyright © 2025 Ping Identity Corporation 5513



/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script lets you add may_act field
 * to an OAuth2 access token
 * or OIDC ID Token
 * object with the setMayAct method.
 *
 * Defined variables:
 * token - AccessToken (1) or org.forgerock.openidconnect.OpenIdConnectToken.
 *               The token to be updated.
 *               Mutable object, all changes to the token will be reflected.
 * scopes - Set<String> (6).
 *          Always present, the requested scopes.
 * requestProperties - Unmodifiable Map (5).
 *                     Always present, contains a map of request properties:
 *                     requestUri - The request URI.
 *                     realm - The realm that the request relates to.
 *                     requestParams - A map of the request params and/or posted data.
 *                                     Each value is a list of one or more properties.
 *                                     Please note that these should be handled in accordance with OWASP best 
practices:
 *                                     https://owasp.org/www-community/vulnerabilities/Unsafe_use_of_Reflection.
 * clientProperties - Unmodifiable Map (5).
 *                    Present if the client specified in the request was identified, contains a map of client 
properties:
 *                    clientId - The client's URI for the request locale.
 *                    allowedGrantTypes - List of the allowed grant types (org.forgerock.oauth2.core.GrantType) for 
the client.
 *                    allowedResponseTypes - List of the allowed response types for the client.
 *                    allowedScopes - List of the allowed scopes for the client.
 *                    customProperties - A map of the custom properties of the client.
 *                                       Lists or maps will be included as sub-maps; for example:
 *                                       customMap[Key1]=Value1 will be returned as customMap -> Key1 -> Value1.
 *                                       To add custom properties to a client, update the Custom Properties field
 *                                       in AM Console > Realm Name > Applications > OAuth 2.0 > Clients > Client ID 
> Advanced.
 * identity - AMIdentity (3).
 *            Always present, the identity of the resource owner.
 * session - SSOToken (4).
 *           Present if the request contains the session cookie, the user's session object.
 * scriptName - String (primitive).
 *              Always present, the display name of the script.
 * logger - Always present, the "OAuth2Provider" debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 *          Corresponding log files will be prefixed with: scripts.OAUTH2_MAY_ACT.
 *
 * Return - no value is expected, changes shall be made to the token parameter directly.
 *
 * Class reference:
 * (1) AccessToken - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/oauth2/core/AccessToken.html.
 * (3) AMIdentity - https://backstage.forgerock.com/docs/am/7/apidocs/com/sun/identity/idm/AMIdentity.html.
 * (4) SSOToken - https://backstage.forgerock.com/docs/am/7/apidocs/com/iplanet/sso/SSOToken.html.
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 * (5) Map - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/HashMap.html,
 *           or https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 * (6) Set - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/HashSet.html.
 */

/* EXAMPLE
(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var mayAct = frJava.JsonValue.json(frJava.JsonValue.object());
    mayAct.put('client_id', 'myClient');
    mayAct.put('sub', '(usr!myActor)');

    token.setMayAct(mayAct);

    // No return value is expected. Let it be undefined.
}());
*/

Open oauth2-may-act.js in your browser.
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oauth2-scripted-jwt-issuer.js
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/*
 * Copyright 2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script lets you to derive the configuration for a dynamic JWT issuer from the issuer string.
 * A JWT issuer is made up of the following:
 *   - issuer - the identifier of the entity that issues JWTs
 *   - resource owner subject claim - the name of the claim in the JWT that identifies the resource owner
 *   - consented scope claim - the name of the claim in the JWT that represents scope that the resource owner
 *                             has already consented to externally
 *   - authorized subjects - the set of principal identifiers that are authorized to be used as resource owners
 *                           by the issuer
 *   - JWKs - either a set of JWKs or connection details for obtaining that set, that are the public keys that
 *            can verify the signature on the issued JWTs.
 *
 * Defined variables:
 * issuer - String
 *          The issuer from the bearer JWT.
 * realm - String
 *         The path of the realm that is handling the request.
 * scriptName - String.
 *              Always present, the display name of the script.
 * logger - Always present, the script debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 *          Corresponding log files will be prefixed with: scripts.OAUTH2_SCRIPTED_JWT_ISSUER.
 * httpClient - HTTP Client (1).
 *              Always present, the HTTP Client instance:
 *              https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-http-
client.html#scripting-api-global-http-client.
 * idRepository - Identity Repository (2). Always present.
 * secrets - Secrets accessor (3). Always present.
 *
 * Return - org.forgerock.oauth2.core.TrustedJwtIssuerConfig (4) - the configuration of the trusted JWT issuer.
 *
 * Class reference:
 * (1) Client - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/http/Client.html.
 * (2) ScriptedIdentityRepository - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openam/scripting/
api/identity/ScriptedIdentityRepository.html.
 * (3) ScriptedSecrets - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openam/scripting/api/
secrets/ScriptedSecrets.html.
 * (4) TrustedJwtIssuerConfig - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/oauth2/core/
TrustedJwtIssuerConfig.html.
 */

/* EXAMPLE
(function () {
    var frJava = JavaImporter(
        org.forgerock.oauth2.core.TrustedJwtIssuerConfig,
        java.util.Collections
    );

    var iss = idRepository.getIdentity(issuer);
    if (iss == null) {
        logger.message('No issuer found for: '+issuer);
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        return null;
    }
    logger.message('Found issuer: '+iss);
    // in this example either a JWK set or a URI to a JWK set are in the postalAddress attribute
    var jwksAttrs = iss.getAttributeValues('postalAddress');
    var jwkSet = jwksAttrs.length === 0 ? null : jwksAttrs[0];
    var config = new frJava.TrustedJwtIssuerConfig(
        issuer,
        'sub',
        'scope',
        // in this example, valid subjects are stored in the mail attribute
        iss.getAttributeValues('mail'),
        jwkSet.startsWith('{') ? jwkSet : null,
        jwkSet.startsWith('http') ? jwkSet : null,
        '5 minutes',
        '1 minute'
    );
    return config;
}());
*/

Open oauth2-scripted-jwt-issuer.js in your browser.
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oauth2-validate-scope.js
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script validates the requested scopes against the allowed scopes.
 * If no scopes are requested, default scopes are assumed.
 * The script has four top level functions that could be executed during the different OAuth2 flows:
 *      - validateAuthorizationScope
 *      - validateAccessTokenScope
 *      - validateRefreshTokenScope
 *      - validateBackChannelAuthorizationScope
 *
 * Defined variables:
 * requestedScopes - Set<String> (1).
 *          The set of requested scopes.
 * defaultScopes - Set<String> (1).
 *                 The set of default scopes.
 * allowedScopes - Set<String> (1).
 *                 The set of allowed scopes.
 * scriptName - String (primitive).
 *              Always present, the display name of the script.
 * logger - Always present, the debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 *          Corresponding log files will be prefixed with: scripts.OAUTH2_VALIDATE_SCOPE
 * httpClient - HTTP Client (2).
 *              Always present, the HTTP Client instance:
 *              https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-http-
client.html#scripting-api-global-http-client.
 *
 * Throws InvalidScopeException:
 *      - if there are no scopes requested and default scopes are empty
 *      - if a requested scope is not allowed
 *
 * Return - a Set<String> of validated scopes (1).
 *
 * Class reference:
 * (1) Set - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/HashSet.html.
 * (2) Client - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/http/Client.html.
 */

/**
 * Default validate scope script.
 */
function validateScopes () {
    var frJava = JavaImporter(
        org.forgerock.oauth2.core.exceptions.InvalidScopeException
    );

    var scopes;
    if (requestedScopes == null || requestedScopes.isEmpty()) {
        scopes = defaultScopes;
    } else {
        scopes = new java.util.HashSet(allowedScopes);
        scopes.retainAll(requestedScopes);
        if (requestedScopes.size() > scopes.size()) {
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            var invalidScopes = new java.util.HashSet(requestedScopes);
            invalidScopes.removeAll(allowedScopes);
            throw new frJava.InvalidScopeException('Unknown/invalid scope(s)');
        }
    }

    if (scopes == null || scopes.isEmpty()) {
        throw new frJava.InvalidScopeException('No scope requested and no default scope configured');
    }
    return scopes;
}

function validateAuthorizationScope () {
    return validateScopes();
}

function validateAccessTokenScope () {
    return validateScopes();
}

function validateRefreshTokenScope () {
    return validateScopes();
}

function validateBackChannelAuthorizationScope () {
    return validateScopes();
}

Open oauth2-validate-scope.js in your browser.
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oidc-claims-extension.js
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/*
 * Copyright 2014-2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script computes claim values returned in ID tokens and/or at the UserInfo Endpoint.
 * The claim values are computed for:
 * the claims derived from the requested scopes,
 * the claims provided by the authorization server,
 * and the claims requested by the client via the claims parameter.
 *
 * In the CONFIGURATION AND CUSTOMIZATION section, you can
 * define the scope-to-claims mapping, and
 * assign to each claim a resolver function that will compute the claim value.
 *
 * Defined variables (class references are provided below):
 * scopes - Set<String> (6).
 *          Always present, the requested scopes.
 * claims - Map<String, Object> (5).
 *          Always present, default server provided claims.
 * claimObjects - List<Claim> (7, 2).
 *                Always present, the default server provided claims.
 * requestedClaims - Map<String, Set<String>> (5).
 *                   Always present, not empty if the request contains the claims parameter and the server has 
enabled
 *                   claims_parameter_supported. A map of the requested claims to possible values, otherwise empty;
 *                   requested claims with no requested values will have a key but no value in the map. A key with
 *                   a single value in its Set (6) indicates that this is the only value that should be returned.
 * requestedTypedClaims - List<Claim> (7, 2).
 *                        Always present, the requested claims.
 *                        Requested claims with no requested values will have a claim with no values.
 *                        A claim with a single value indicates this is the only value that should be returned.
 * claimsLocales - List<String> (7).
 *                 The values from the 'claims_locales' parameter.
 *                 See https://openid.net/specs/openid-connect-core-1_0.html#ClaimsLanguagesAndScripts for the OIDC 
specification details.
 * requestProperties - Unmodifiable Map (5).
 *                     Always present, contains a map of request properties:
 *                     requestUri - The request URI.
 *                     realm - The realm that the request relates to.
 *                     requestParams - A map of the request params and/or posted data.
 *                                     Each value is a list of one or more properties.
 *                                     Please note that these should be handled in accordance with OWASP best 
practices:
 *                                     https://owasp.org/www-community/vulnerabilities/Unsafe_use_of_Reflection.
 * clientProperties - Unmodifiable Map (5).
 *                    Present if the client specified in the request was identified, contains a map of client 
properties:
 *                    clientId - The client's URI for the request locale.
 *                    allowedGrantTypes - List of the allowed grant types (org.forgerock.oauth2.core.GrantType) for 
the client.
 *                    allowedResponseTypes - List of the allowed response types for the client.
 *                    allowedScopes - List of the allowed scopes for the client.
 *                    customProperties - A map of the custom properties of the client.
 *                                       Lists or maps will be included as sub-maps; for example:
 *                                       customMap[Key1]=Value1 will be returned as customMap -> Key1 -> Value1.
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 *                                       To add custom properties to a client, update the Custom Properties field
 *                                       in AM Console > Realm Name > Applications > OAuth 2.0 > Clients > Client ID 
> Advanced.
 * identity - AMIdentity (3).
 *            Always present, the identity of the resource owner.
 * session - SSOToken (4).
 *           Present if the request contains the session cookie, the user's session object.
 * scriptName - String (primitive).
 *              Always present, the display name of the script.
 * logger - Always present, the "OAuth2Provider" debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 *          Corresponding files will be prefixed with: scripts.OIDC_CLAIMS.
 * httpClient - HTTP Client (8).
 *              Always present, the HTTP Client instance:
 *              https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-http-
client.html#scripting-api-global-http-client.
 *              In order to use the client, you may need to add
 *              org.forgerock.http.Client,
 *              org.forgerock.http.protocol.*,
 *              and org.forgerock.util.promise.PromiseImpl
 *              to the allowed Java classes in the scripting engine configuration, as described in:
 *              https://backstage.forgerock.com/docs/am/7/scripting-guide/script-engine-security.html
 *
 * Return - a new UserInfoClaims(Map<String, Object> values, Map<String, List<String>> compositeScopes) (1) object.
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *          See RESULTS section for additional details.
 *
 * Class reference:
 * (1) UserInfoClaims - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/oauth2/core/
UserInfoClaims.html.
 * (2) Claim - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openidconnect/Claim.html).
 *         An instance of org.forgerock.openidconnect.Claim has methods to access
 *         the claim name, requested values, locale, and whether the claim is essential.
 * (3) AMIdentity - https://backstage.forgerock.com/docs/am/7/apidocs/com/sun/identity/idm/AMIdentity.html.
 * (4) SSOToken - https://backstage.forgerock.com/docs/am/7/apidocs/com/iplanet/sso/SSOToken.html.
 * (5) Map - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/HashMap.html,
 *           or https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 * (6) Set - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/HashSet.html.
 * (7) List - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/ArrayList.html.
 * (8) Client - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/http/Client.html.
*/

(function () {
    // SETUP

    /**
     * Claim processing utilities.
     * An object that contains reusable functions for processing claims.
     * @see CLAIM PROCESSING UTILITIES section for details.
     */
    var utils = getUtils();

    // CONFIGURATION AND CUSTOMIZATION

    /**
     * OAuth 2.0 scope values (scopes) can be used by the Client to request OIDC claims.
     *
     * Call this configuration method, and pass in as the first argument
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     * an object that maps a scope value to an array of claim names
     * to specify which claims need to be processed and returned for the requested scopes.
     * @see {@link https://openid.net/specs/openid-connect-core-1_0.html#ScopeClaims}
     * for the scope values that could be used to request claims as defined in the OIDC specification.
     *
     * Below, find a default configuration that is expected to work in the current environment.
     *
     * CUSTOMIZATION
     * You can choose the claim names returned for a scope.
     */
    utils.setScopeClaimsMap({
        profile: [
            'name',
            'family_name',
            'given_name',
            'zoneinfo',
            'locale'
        ],
        email: ['email'],
        address: ['address'],
        phone: ['phone_number']
    });

    /**
     * In this script, each claim
     * derived from the requested scopes,
     * provided by the authorization server, and
     * requested by the client via the claims parameter
     * will be processed by a function associated with the claim name.
     *
     * Call this configuration method, and pass in as the first argument
     * an object that maps a claim name to a resolver function,
     * which will be automatically executed for each claim processed by the script.
     *
     * The claim resolver function will receive the requested claim information
     * in an instance of org.forgerock.openidconnect.Claim as the first argument.
     * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openidconnect/Claim.html}
     * for details on the Claim class.
     *
     * If the claim resolver function returns a value,
     * other than undefined or null,
     * the claim will be included in the script's results.
     *
     * The Claim instance provides methods to check
     * what the name of the claim is,
     * which values the claim request contains,
     * whether the claim is essential, and
     * which locale the claim is associated with.
     * The resolver function can consider this information when computing and returning the claim value.
     *
     * Below, find a default configuration that is expected to work in the current environment.
     * A reusable function, utils.getUserProfileClaimResolver(String attribute-name),
     * is called to return a claim resolver function based on a user profile attribute.
     * @see CLAIM RESOLVERS section for the implementation details and examples.
     * For the address claim, an example of a claim resolver that uses another claim resolver is provided.
     *
     * CUSTOMIZATION
     * You can reuse the predefined utils methods with your custom arguments.
     * You can also specify a custom resolver function for a claim name,
     * that will compute and return the claim value—as shown in the commented out example below.
     */
    utils.setClaimResolvers({
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        /*
        // An example of a simple claim resolver function that is defined for a claim
        // directly in the configuration object:
        custom-claim-name: function (requestedClaim) {
            // In this case, initially, the claim value comes straight from a user profile attribute value:
            var claimValue = identity.getAttribute('custom-attribute-name').toArray()[0]

            // Optionally, provide additional logic for processing (filtering, formatting, etc.) the claim value.
            // You can use:
            // requestedClaim.getName()
            // requestedClaim.getValues()
            // requestedClaim.getLocale()
            // requestedClaim.isEssential()

            return claimValue
        },
        */
        /**
         * The use of utils.getUserProfileClaimResolver shows how
         * an argument passed to a function that returns a claim resolver
         * becomes available to the resolver function (via its lexical context).
         */
        name: utils.getUserProfileClaimResolver('cn'),
        family_name: utils.getUserProfileClaimResolver('sn'),
        given_name: utils.getUserProfileClaimResolver('givenname'),
        zoneinfo: utils.getUserProfileClaimResolver('preferredtimezone'),
        locale: utils.getUserProfileClaimResolver('preferredlocale'),
        email: utils.getUserProfileClaimResolver('mail'),
        address: utils.getAddressClaimResolver(
            /**
             * The passed in user profile claim resolver function
             * can be used by the address claim resolver function
             * to obtain the claim value to be formatted as per the OIDC specification:
             * @see https://openid.net/specs/openid-connect-core-1_0.html#AddressClaim.
             */
            utils.getUserProfileClaimResolver('postaladdress')
        ),
        phone_number: utils.getUserProfileClaimResolver('telephonenumber')
    });

    // CLAIM PROCESSING UTILITIES

    /**
     * @returns {object} An object that contains reusable claim processing utilities.
     * @see PUBLIC METHODS section and the return statement for the list of exported functions.
     */
    function getUtils () {
        // IMPORT JAVA

        /**
         * Provides Java scripting functionality.
         * @see {@link https://developer.mozilla.org/en-US/docs/Mozilla/Projects/Rhino/
Scripting_Java#javaimporter_constructor}.
         */
        var frJava = JavaImporter(
            org.forgerock.oauth2.core.exceptions.InvalidRequestException,
            org.forgerock.oauth2.core.UserInfoClaims,
            org.forgerock.openidconnect.Claim,

            java.util.LinkedHashMap,
            java.util.ArrayList
        );
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        // SET UP CONFIGURATION

        /**
         * Placeholder for a configuration option that contains
         * an object that maps the supported scope values (scopes)
         * and the corresponding claim names for each scope value.
         */
        var scopeClaimsMap;

        /**
         * Placeholder for a configuration option that contains
         * an object that maps the supported claim names
         * and the resolver functions returning the claim value.
         */
        var claimResolvers;

        /**
         * A (public) method that accepts an object that maps the supported scopes and the corresponding claim names,
         * and assigns it to a (private) variable that serves as a configuration option.
         * @param {object} params - An object that maps each supported scope value to an array of claim names,
         * in order to specify which claims need to be processed for the requested scopes.
         * @see {@link https://openid.net/specs/openid-connect-core-1_0.html#ScopeClaims} for details.
         * @param {string[]} [params.profile] - An array of claim names to be returned if the profile scope is 
requested.
         * @param {string[]} [params.email] - An array of claim names to be returned if the email scope is requested.
         * @param {string[]} [params.address] - An array of claim names to be returned if the address scope is 
requested.
         * @param {string[]} [params.phone] - An array of claim names to be returned if the phone scope is requested.
         * @returns {undefined}
         */
        function setScopeClaimsMap(params) {
            scopeClaimsMap = params;
        }

        /**
         * A (public) method that accepts an object that maps the supported claim names
         * and the resolver functions returning the claim value,
         * and assigns it to a (private) variable that serves as a configuration option.
         * @param {object} params - An object that maps
         * each supported claim name to a function that computes and returns the claim value.
         */
        function setClaimResolvers(params) {
            claimResolvers = params;
        }

        // CLAIM RESOLVERS

        /**
         * Claim resolvers are functions that return a claim value.
         * @param {*}
         * @returns {*}
         */

        /**
         * Defines a claim resolver based on a user profile attribute.
         * @param {string} attributeName - Name of the user profile attribute.
         * @returns {function} A function that will determine the claim value
         * based on the user profile attribute and the (requested) claim properties.
         */
        function getUserProfileClaimResolver (attributeName) {
            /**
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             * Resolves a claim with a user profile attribute value.
             * Returns undefined if the identity attribute is not populated,
             * OR if the claim has requested values that do not contain the identity attribute value.
             * ATTENTION: the aforementioned comparison is case-sensitive.
             * @param {org.forgerock.openidconnect.Claim} claim
             * An object that provides methods to obtain information/requirements associated with a claim.
             * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openidconnect/Claim.html} 
for details.
             * @returns {string|HashSet|undefined}
             */
            function resolveClaim(claim) {
                var userProfileValue;

                if (identity) {
                    userProfileValue = getClaimValueFromSet(claim, identity.getAttribute(attributeName));

                    if (userProfileValue && !userProfileValue.isEmpty()) {
                        if (!claim.getValues() || claim.getValues().isEmpty() || 
claim.getValues().contains(userProfileValue)) {
                            return userProfileValue;
                        }
                    }
                }
            }

            return resolveClaim;
        }

        /**
         * Returns an address claim resolver based on a claim value obtained with another claim resolver.
         * @param {function} resolveClaim - A function that returns a claim value.
         * @returns {function} A function that will accept a claim as an argument,
         * run the claim resolver function for the claim and obtain the claim value,
         * and apply additional formatting to the value before returning it.
         */
        function getAddressClaimResolver (resolveClaim) {
            /**
             * Creates an address claim object from a value returned by a claim resolver,
             * and returns the address claim object as the claim value.
             * @see {@link https://openid.net/specs/openid-connect-core-1_0.html#AddressClaim}.
             * The claim value is obtained with a claim resolving function available from the closure.
             * @param {org.forgerock.openidconnect.Claim} claim
             * An object that provides methods to obtain information/requirements associated with a claim.
             * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openidconnect/Claim.html} 
for details.
             * @returns {java.util.LinkedHashMap|undefined} The address claim object created from a claim value.
             */
            function resolveAddressClaim(claim) {
                var claimValue = resolveClaim(claim);
                var addressObject;

                if (isClaimValueValid(claimValue)) {
                    addressObject = new frJava.LinkedHashMap();

                    addressObject.put('formatted', claimValue);

                    return addressObject;
                }
            }

            return resolveAddressClaim;
        }
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        /**
         * Returns an essential claim resolver based on a claim value obtained with another claim resolver.
         * @param {function} resolveClaim - A function that returns a claim value.
         * @returns {function} A function that will accept a claim as an argument,
         * run the claim resolver function for the claim and obtain the claim value,
         * and apply additional logic for essential claims.
         */
        function getEssentialClaimResolver (resolveClaim) {
            /**
             * Returns a claim value or throws an error.
             * The claim value is obtained with a claim resolving function available from the closure.
             * Throws an exception if the claim is essential and no value is returned for the claim.
             *
             * Use of this resolver is optional.
             * @see {@link https://openid.net/specs/openid-connect-core-1_0.html#IndividualClaimsRequests} stating:
             * "Note that even if the Claims are not available because the End-User did not authorize their release 
or they are not present,
             * the Authorization Server MUST NOT generate an error when Claims are not returned, whether they are 
Essential or Voluntary,
             * unless otherwise specified in the description of the specific claim."
             *
             * @param {org.forgerock.openidconnect.Claim} claim
             * An object that provides methods to obtain information/requirements associated with a claim.
             * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openidconnect/Claim.html} 
for details.
             * @returns {*}
             * @throws {org.forgerock.oauth2.core.exceptions.InvalidRequestException}
             */
            function resolveEssentialClaim(claim) {
                var claimValue = resolveClaim(claim);

                if (claim.isEssential() && !isClaimValueValid(claimValue)) {
                    throw new frJava.InvalidRequestException('Could not provide value for essential claim: ' + 
claim.getName());
                }

                return claimValue;
            }

            return resolveEssentialClaim;
        }

        /**
         * Provides default resolution for a claim.
         * Use it if a claim-specific resolver is not defined in the configuration.
         * @param {org.forgerock.openidconnect.Claim} claim
         * An object that provides methods to obtain information/requirements associated with a claim.
         * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openidconnect/Claim.html} for 
details.
         * @returns {*} A single value associated with this claim.
         */
        function resolveAnyClaim (claim) {
            if (claim.getValues().size() === 1) {
                return claim.getValues().toArray()[0];
            }
        }

        // UTILITIES

        /**
         * Returns claim value from a set.
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         * If the set contains a single value, returns the value.
         * If the set contains multiple values, returns the set.
         * Otherwise, returns undefined.
         *
         * @param {org.forgerock.openidconnect.Claim} claim
         * An object that provides methods to obtain information/requirements associated with a claim.
         * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openidconnect/Claim.html} for 
details.
         * @param {java.util.HashSet} set The set—for example, a user profile attribute value.
         * @returns {string|java.util.HashSet|undefined}
         */
        function getClaimValueFromSet (claim, set) {
            if (set && set.size()) {
                if (set.size() === 1) {
                    return set.toArray()[0];
                } else {
                    return set;
                }
            } else if (logger.warningEnabled()) {
                logger.warning('OIDC Claims script. Got an empty set for claim: ' + claim.getName());
            }
        }

        function isClaimValueValid (claimValue) {
            if (typeof claimValue === 'undefined' || claimValue === null) {
                return false;
            }

            return true;
        }

        // CLAIM PROCESSING

        /**
         * Constructs and returns an object populated with the computed claim values
         * and the requested scopes mapped to the claim names.
         * @returns {org.forgerock.oauth2.core.UserInfoClaims} The object to be returned to the authorization server.
         * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/oauth2/core/
UserInfoClaims.html}.
         * @see RESULTS section for the use of this function.
         */
        function getUserInfoClaims () {
            return new frJava.UserInfoClaims(getComputedClaims(), getCompositeScopes());
        }

        /**
         * Creates a map of (requested) claim names populated with the computed claim values.
         * @returns {java.util.LinkedHashMap}
         * A map of the requested claim names and the corresponding claim values.
         */
        function getComputedClaims () {
            /**
             * Creates a complete list of claim objects from:
             * the claims derived from the scopes,
             * the claims provided by the authorization server,
             * and the claims requested by the client.
             * @returns {java.util.ArrayList}
             * Returns a complete list of org.forgerock.openidconnect.Claim objects available to the script.
             * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openidconnect/Claim.html} 
for the claim object details.
             */
            function getClaims() {
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                /**
                 * Returns a list of claim objects for the requested scopes.
                 * Uses the scopeClaimsMap configuration option to derive the claim names;
                 * no other properties of a claim derived from a scope are populated.
                 * @returns {java.util.ArrayList}
                 * A list of org.forgerock.openidconnect.Claim objects derived from the requested scopes.
                 * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openidconnect/
Claim.html} for the claim object details.
                 */
                function convertScopeToClaims() {
                    var claims = new frJava.ArrayList();

                    scopes.toArray().forEach(function (scope) {
                        if (String(scope) !== 'openid' && scopeClaimsMap[scope]) {
                            scopeClaimsMap[scope].forEach(function (claimName) {
                                claims.add(new frJava.Claim(claimName));
                            });
                        }
                    });

                    return claims;
                }

                var claims = new frJava.ArrayList();

                claims.addAll(convertScopeToClaims());
                claims.addAll(claimObjects);
                claims.addAll(requestedTypedClaims);

                return claims;
            }

            /**
             * Computes and returns a claim value.
             * To obtain the claim value, uses the resolver function specified for the claim in the claimResolvers 
configuration object.
             * @see claimResolvers
             * If no resolver function is found, uses the default claim resolver function.
             *
             * @param {org.forgerock.openidconnect.Claim} claim
             * An object that provides methods to obtain information/requirements associated with a claim.
             * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/openidconnect/Claim.html} 
for details.
             * @returns {*} Claim value.
             * @throws {org.forgerock.oauth2.core.exceptions.InvalidRequestException}
             * Rethrows this exception if a claim resolver throws it.
             * You can throw org.forgerock.oauth2.core.exceptions.InvalidRequestException from your custom claim 
resolver
             * if you want to terminate the claim processing.
             */
            function computeClaim(claim) {
                var resolveClaim;
                var message;

                try {
                    resolveClaim = claimResolvers[claim.getName()] || resolveAnyClaim;

                    return resolveClaim(claim);
                } catch (e) {
                    message = 'OIDC Claims script exception. Unable to resolve OIDC Claim. ' + e;

                    if (String(e).indexOf('org.forgerock.oauth2.core.exceptions.InvalidRequestException') !== -1) {
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                        throw e;
                    }

                    if (logger.warningEnabled()) {
                        logger.warning(message);
                    }
                }
            }

            var computedClaims = new frJava.LinkedHashMap();

            getClaims().toArray().forEach(function (claim) {
                var claimValue = computeClaim(claim);

                if (isClaimValueValid(claimValue)) {
                    computedClaims.put(claim.getName(), claimValue);
                } else {
                    /**
                     * If a claim has been processed, but appears in the list again,
                     * and its value cannot be computed under the new conditions,
                     * the claim is removed from the final result.
                     *
                     * For example, a claim could be mapped to a scope and found in the user profile,
                     * but also requested by the client with required values that don't match the computed one.
                     * @see {link https://openid.net/specs/openid-connect-core-1_0.html#IndividualClaimsRequests}.
                     * for the relevant OIDC specification details.
                     */
                    computedClaims.remove(claim.getName());
                }
            });

            return computedClaims;
        }

        /**
         * Creates a map of requested scopes and the corresponding claim names.
         * @returns {java.util.LinkedHashMap}
         */
        function getCompositeScopes () {
            var compositeScopes = new frJava.LinkedHashMap();

            scopes.toArray().forEach(function (scope) {
                var scopeClaims = new frJava.ArrayList();

                if (scopeClaimsMap[scope]) {
                    scopeClaimsMap[scope].forEach(function (claimName) {
                        scopeClaims.add(claimName);
                    });
                }

                if (scopeClaims.size()) {
                    compositeScopes.put(scope, scopeClaims);
                }
            });

            return compositeScopes;
        }

        // PUBLIC METHODS

        return {
            setScopeClaimsMap: setScopeClaimsMap,
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            setClaimResolvers: setClaimResolvers,
            getUserProfileClaimResolver: getUserProfileClaimResolver,
            getAddressClaimResolver: getAddressClaimResolver,
            getEssentialClaimResolver: getEssentialClaimResolver,
            getUserInfoClaims: getUserInfoClaims
        };
    }

    // RESULTS

    /**
     * This script returns an instance of the org.forgerock.oauth2.core.UserInfoClaims class
     * populated with the computed claim values and
     * the requested scopes mapped to the claim names.
     * @see {@link https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/oauth2/core/UserInfoClaims.html}.
     *
     * Assigning it to a variable gives you an opportunity
     * to log the content of the returned value during development.
     */
    var userInfoClaims = utils.getUserInfoClaims();

    /*
    logger.error(scriptName + ' results:')
    logger.error('Values: ' + userInfoClaims.getValues())
    logger.error('Scopes: ' + userInfoClaims.getCompositeScopes())
    */

    return userInfoClaims;
}());

Open oidc-claims-extension.js in your browser.
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/*
 * Copyright 2015-2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */
/**
 * This is a Policy Condition example script. It demonstrates how to access a user's information,
 * use that information in external HTTP calls and make a policy decision based on the outcome.
 */

var userAddress, userIP, resourceHost;

if (validateAndInitializeParameters()) {

    var countryFromUserAddress = getCountryFromUserAddress();
    logger.message("Country retrieved from user's address: " + countryFromUserAddress);
    var countryFromUserIP = getCountryFromUserIP();
    logger.message("Country retrieved from user's IP: " + countryFromUserIP);
    var countryFromResourceURI = getCountryFromResourceURI();
    logger.message("Country retrieved from resource URI: " + countryFromResourceURI);

    if (countryFromUserAddress === countryFromUserIP && countryFromUserAddress === countryFromResourceURI) {
        logger.message("Authorization Succeeded");
        responseAttributes.put("countryOfOrigin", [countryFromUserAddress]);
        authorized = true;
    } else {
        logger.message("Authorization Failed");
        authorized = false;
    }

} else {
    logger.message("Required parameters not found. Authorization Failed.");
    authorized = false;
}

/**
 * Use the user's address to lookup their country of residence.
 *
 * @returns {*} The user's country of residence.
 */
function getCountryFromUserAddress() {

    var request = new org.forgerock.http.protocol.Request();
    request.setUri("http://maps.googleapis.com/maps/api/geocode/json?address=" + encodeURIComponent(userAddress));
  request.setMethod("GET");

    var response = httpClient.send(request).get();
    logResponse(response);

    var geocode = JSON.parse(response.getEntity());
    var i;
    for (i = 0; i < geocode.results.length; i++) {
        var result = geocode.results[i];
        var j;
        for (j = 0; j < result.address_components.length; i++) {
            if (result.address_components[i].types[0] == "country") {
                return result.address_components[i].long_name;
            }
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        }
    }
}

/**
 * Use the user's IP to lookup the country from which the request originated.
 *
 * @returns {*} The country from which the request originated.
 */
function getCountryFromUserIP() {
    var request = new org.forgerock.http.protocol.Request();
    request.setUri("http://ip-api.com/json/" + userIP);
  request.setMethod("GET");

    var response = httpClient.send(request).get();
    logResponse(response);

    var result = JSON.parse(response.getEntity());
    if (result) {
        return result.country;
    }
}

/**
 * Use the requested resource's host name to lookup the country where the resource is hosted.
 *
 * @returns {*} The country in which the resource is hosted.
 */
function getCountryFromResourceURI() {
    var request = new org.forgerock.http.protocol.Request();
    request.setUri("http://ip-api.com/json/" + encodeURIComponent(resourceHost));
  request.setMethod("GET");

    var response = httpClient.send(request).get();
    logResponse(response);

    var result = JSON.parse(response.getEntity());
    if (result) {
        return result.country;
    }
}

/**
 * Retrieve and validate the variables required to make the external HTTP calls.
 *
 * @returns {boolean} Will be true if validation was successful.
 */
function validateAndInitializeParameters() {
    var userAddressSet = identity.getAttribute("postalAddress");
    if (userAddressSet == null || userAddressSet.isEmpty()) {
        logger.warning("No address specified for user: " + username);
        return false;
    }
    userAddress = userAddressSet.iterator().next();
    logger.message("User address: " + userAddress);

    if (!environment) {
        logger.warning("No environment parameters specified in the evaluation request.");
        return false;
    }

    var ipSet = environment.get("IP");
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    if (ipSet == null || ipSet.isEmpty()) {
        logger.warning("No IP specified in the evaluation request environment parameters.");
        return false;
    }
    userIP = ipSet.iterator().next();
    logger.message("User IP: " + userIP);

    if (!resourceURI) {
        logger.warning("No resource URI specified.");
        return false;
    }
    resourceHost = resourceURI.match(/^(.*:\/\/)(www\.)?([A-Za-z0-9\-\.]+)(:[0-9]+)?(.*)$/)[3];
    logger.message("Resource host: " + resourceHost);

    return true;
}

function logResponse(response) {
    logger.message("User REST Call. Status: " + response.getStatus() + ", Body: " + response.getEntity());
}

Open policy-condition.js in your browser.
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('user_id'));
    normalizedProfileData.put('displayName', rawProfile.get('name'));
    normalizedProfileData.put('givenName', rawProfile.get('given_name'));
    normalizedProfileData.put('familyName', rawProfile.get('family_name'));
    normalizedProfileData.put('photoUrl', rawProfile.get('picture'));
    normalizedProfileData.put('email', rawProfile.get('email'));
    normalizedProfileData.put('username', rawProfile.get('email'));
    normalizedProfileData.put('locale', rawProfile.get('zoneInfo'));

    return normalizedProfileData;
}());

Open salesforce-profile-normalization.js in your browser.
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saml2-idp-adapter.js
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/*
 * Copyright 2021-2023 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * The script has these top level functions that could be executed during a SAML2 flow.
 *      - preSingleSignOn
 *      - preAuthentication
 *      - preSendResponse
 *      - preSignResponse
 *      - preSendFailureResponse
 *
 * Please see the javadoc for the interface definition and more information about these methods.
 * https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/plugins/
SAML2IdentityProviderAdapter.html
 * Note that the initialize method is not supported in the scripts.
 *
 * Defined variables. Check the documentation on the respective functions for the variables available to it.
 *
 * hostedEntityId - String
 *     Entity ID for the hosted IDP
 * realm - String
 *     Realm of the hosted IDP
 * idpAdapterScriptHelper - IdpAdapterScriptHelper (1)
 *     An instance of IdpAdapterScriptHelper containing helper methods. See Javadoc for more details.
 * request - HttpServletRequest (2)
 *     Servlet request object
 * response - HttpServletResponse (3)
 *     Servlet response object
 * authnRequest - AuthnRequest (4)
 *     The original authentication request sent from SP
 * reqId - String
 *     The id to use for continuation of processing if the adapter redirects
 * res - Response (5)
 *     The SAML Response
 * session - SSOToken (6)
 *     The single sign-on session. The reference type of this is Object and would need to be casted to SSOToken.
 * relayState - String
 *     The relayState that will be used in the redirect
 * faultCode - String
 *     the fault code that will be returned in the SAML response
 * faultDetail - String
 *     the fault detail that will be returned in the SAML response
 * logger - Logger instance
 *     https://backstage.forgerock.com/docs/am/7.3/scripting-guide/scripting-api-global-logger.html.
 *     Corresponding log files will be prefixed with: scripts.<script name>
 *
 * Throws SAML2Exception (7):
 *     for any exceptions occurring in the adapter. The federation process will continue
 *
 * Class reference:
 * (1) idpAdapterScriptHelper - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/
saml2/plugins/scripted/IdpAdapterScriptHelper.html.
 * (2) HttpServletRequest - https://tomcat.apache.org/tomcat-7.0-doc/servletapi/javax/servlet/http/
HttpServletRequest.html.
 * (3) HttpServletResponse - https://tomcat.apache.org/tomcat-7.0-doc/servletapi/javax/servlet/http/
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HttpServletResponse.html.
 * (4) AuthnRequest - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/
protocol/AuthnRequest.html.
 * (5) Response - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/protocol/
Response.html.
 * (6) SSOToken - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/iplanet/sso/SSOToken.html.
 * (7) SAML2Exception - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/
common/SAML2Exception.html.
 */

/*
 * Template/default script for SAML2 IDP Adapter scripted plugin.
 */

/*
 * Available variables for preSingleSignOn:
 *     hostedEntityId
 *     realm
 *     idpAdapterScriptHelper
 *     request
 *     authnRequest
 *     response
 *     reqId
 *     logger
 *
 * Return - true if browser redirection is happening after processing, false otherwise. Default to false.
 */
function preSingleSignOn () {
    return false;
}

/*
 * Available variables for preAuthentication:
 *     hostedEntityId
 *     realm
 *     idpAdapterScriptHelper
 *     request
 *     authnRequest
 *     response
 *     reqId
 *     session
 *     relayState
 *     logger
 *
 * Return - true if browser redirection is happening after processing, false otherwise. Default to false.
 */
function preAuthentication () {
    return false;
}

/*
 * Available variables for preSendResponse:
 *     hostedEntityId
 *     realm
 *     idpAdapterScriptHelper
 *     request
 *     authnRequest
 *     response
 *     reqId
 *     session
 *     relayState
 *     logger
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 *
 * Return - true if browser redirection happened after processing, false otherwise. Default to false.
 */
function preSendResponse () {
    return false;
}

/*
 * Available variables for preSignResponse:
 *     hostedEntityId
 *     realm
 *     idpAdapterScriptHelper
 *     request
 *     authnRequest
 *     session
 *     relayState
 *     res
 *     logger
 */
function preSignResponse () {
}

/*
 * Available variables for preSendFailureResponse:
 *     hostedEntityId
 *     realm
 *     idpAdapterScriptHelper
 *     request
 *     response
 *     faultCode
 *     faultDetail
 *     logger
 */
function preSendFailureResponse () {
}

Open saml2-idp-adapter.js in your browser.
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/*
 * Copyright 2021-2022 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns a list of SAML Attribute objects for the IDP framework to insert into the generated Assertion.
 *
 * Defined variables:
 * session - SSOToken (1)
 *           The single sign-on session.
 * hostedEntityId - String (primitive).
 *                  The hosted entity ID.
 * remoteEntityId - String (primitive).
 *                  The remote entity ID.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * logger - Always present, the debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 *          Corresponding log files will be prefixed with: scripts.SAML2_IDP_ATTRIBUTE_MAPPER
 * idpAttributeMapperScriptHelper - IdpAttributeMapperScriptHelper (2)
 *                                - An IdpAttributeMapperScriptHelper instance containing methods used for IDP 
attribute mapping.
 *
 * Throws SAML2Exception:
 *      - on failing to map the IDP attributes.
 *
 * Return - a list of SAML Attribute (3) objects.
 *
 * Class reference:
 * (1) SSOToken - https://backstage.forgerock.com/docs/am/7/apidocs/com/iplanet/sso/SSOToken.html.
 * (2) IdpAttributeMapperScriptHelper - https://backstage.forgerock.com/docs/am/7.2/apidocs/com/sun/identity/saml2/
plugins/scripted/IdpAttributeMapperScriptHelper.html.
 * (3) Attribute - https://backstage.forgerock.com/docs/am/7/apidocs/com/sun/identity/saml2/assertion/Attribute.html.
 */

/**
 * Default SAML2 IDP Attribute Mapper.
 */
function getAttributes() {
    var frJava = JavaImporter(
        com.sun.identity.saml2.common.SAML2Exception
    );

    const debugMethod = "ScriptedIDPAttributeMapper.getAttributes:: ";

    try {

        if (!idpAttributeMapperScriptHelper.isSessionValid(session)) {
            logger.error(debugMethod + "Invalid session.");
            return null;
        }

        var configMap = idpAttributeMapperScriptHelper.getRemoteSPConfigAttributeMap(realm, remoteEntityId);
        logger.message(debugMethod + "Remote SP attribute map = {}", configMap);
        if (configMap == null || configMap.isEmpty()) {
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            configMap = idpAttributeMapperScriptHelper.getHostedIDPConfigAttributeMap(realm, hostedEntityId);
            if (configMap == null || configMap.isEmpty()) {
                logger.message(debugMethod + "Configuration map is not defined.");
                return null;
            }
            logger.message(debugMethod + "Hosted IDP attribute map = {}", configMap);
        }

        var attributes = new java.util.ArrayList();
        var stringValueMap = new java.util.HashSet();
        var binaryValueMap;
        var localAttribute;

        // Don't try to read the attributes from the datastore if the ignored profile is enabled in this realm.
        if (!idpAttributeMapperScriptHelper.isIgnoredProfile(session, realm)) {
            try {
                // Resolve attributes to be read from the datastore.
                var stringAttributes = new java.util.HashSet();
                var binaryAttributes = new java.util.HashSet();
                var keyIter = configMap.keySet().iterator();
                while (keyIter.hasNext()) {
                    var key = keyIter.next();
                    localAttribute = configMap.get(key);
                    if (!idpAttributeMapperScriptHelper.isStaticAttribute(localAttribute)) {
                        if (idpAttributeMapperScriptHelper.isBinaryAttribute(localAttribute)) {
                            // add it to the list of attributes to treat as being binary

binaryAttributes.add(idpAttributeMapperScriptHelper.removeBinaryAttributeFlag(localAttribute));
                        } else {
                            stringAttributes.add(localAttribute);
                        }
                    }
                }

                if (!stringAttributes.isEmpty()) {
                    stringValueMap = idpAttributeMapperScriptHelper.getAttributes(session, stringAttributes);
                }
                if (!binaryAttributes.isEmpty()) {
                    binaryValueMap = idpAttributeMapperScriptHelper.getBinaryAttributes(session, binaryAttributes);
                }
            } catch (error) {
                logger.error(debugMethod + "Error accessing the datastore. " + error);
                //continue to check in ssotoken.
            }
        }

        var keyIter = configMap.keySet().iterator();
        while (keyIter.hasNext()) {
            var key = keyIter.next()
            var nameFormat = null;
            var samlAttribute = key;
            localAttribute = configMap.get(key);
            // check if samlAttribute has format nameFormat|samlAttribute
            var samlAttributes = String(new java.lang.String(samlAttribute));
            var tokens = samlAttributes.split('|');

            if (tokens.length > 1) {
                nameFormat = tokens[0];
                samlAttribute = tokens[1];
            }

            var attributeValues = new java.util.HashSet();
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            if (idpAttributeMapperScriptHelper.isStaticAttribute(localAttribute)) {
                // Remove the static flag before using it as the static value
                localAttribute = idpAttributeMapperScriptHelper.removeStaticAttributeFlag(localAttribute);
                attributeValues = new java.util.HashSet([localAttribute]);
                logger.message(debugMethod + "Adding static value {} for attribute named {}", localAttribute, 
samlAttribute);
            } else {
                if (idpAttributeMapperScriptHelper.isBinaryAttribute(localAttribute)) {
                    // Remove the flag as not used for lookup
                    localAttribute = idpAttributeMapperScriptHelper.removeBinaryAttributeFlag(localAttribute);
                    attributeValues = idpAttributeMapperScriptHelper.getBinaryAttributeValues(samlAttribute, 
localAttribute,
                        binaryValueMap);
                } else {
                    if (stringValueMap != null && !stringValueMap.isEmpty()) {
                        attributeValues = stringValueMap.get(localAttribute);
                    } else {
                        logger.message(debugMethod + "{} string value map was empty or null.", localAttribute);
                    }
                }

                // If all else fails, try to get the value from the users ssoToken
                if (attributeValues == null || attributeValues.isEmpty()) {
                    logger.message(debugMethod + "User profile does not have value for {}, checking SSOToken.", 
localAttribute);
                    attributeValues = new java.util.HashSet(idpAttributeMapperScriptHelper.getPropertySet(session, 
localAttribute));
                }
            }

            if (attributeValues == null || attributeValues.isEmpty()) {
                logger.message(debugMethod + "{} not found in user profile or SSOToken.", localAttribute);
            } else {
                attributes.add(idpAttributeMapperScriptHelper.createSAMLAttribute(samlAttribute, nameFormat, 
attributeValues));
            }
        }

        return attributes;

    } catch (error) {
        logger.error(debugMethod + "Error mapping IDP attributes. " + error);
        throw new frJava.SAML2Exception(error);
    }
}

getAttributes();

Open saml2-idp-attribute-mapper.js in your browser.
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/*
 * Copyright 2023 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS.
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * The script has these top level functions that could be executed during a SAML2 flow.
 *      - preSingleSignOnRequest
 *      - preSingleSignOnProcess
 *      - postSingleSignOnSuccess
 *      - postSingleSignOnFailure
 *      - postNewNameIDSuccess
 *      - postTerminateNameIDSuccess
 *      - preSingleLogoutProcess
 *      - postSingleLogoutSuccess
 *
 * Please see the JavaDoc for the interface for more information about these methods.
 * https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/org/forgerock/openam/saml2/plugins/SPAdapter.html
 * Note that the initialize method is not supported in the scripts.
 *
 * Defined variables. Check the documentation on the respective functions for the variables available to it.
 *
 * hostedEntityId - String
 *     Entity ID for the hosted IDP
 * realm - String
 *     Realm of the hosted IDP
 * idpEntityId - String
 *     The entity ID for the Identity Provider for which the sign-on request will be sent.
 * request - HttpServletRequest (1)
 *     Servlet request object
 * response - HttpServletResponse (2)
 *     Servlet response object
 * authnRequest - AuthnRequest (3)
 *     The authentication request sent that is sent from the Service Provider.
 * session - SSOToken (4)
 *     The single sign-on session. The reference type of this is Object and would need to be casted to SSOToken.
 * res - Response (5)
 *     The SSO Response received from the Identity Provider.
 * profile - String
 *     The protocol profile that is used, this will be one of the following values from SAML2Constants (6):
 *          - SAML2Constants.HTTP_POST
 *          - SAML2Constants.HTTP_ARTIFACT
 *          - SAML2Constants.PAOS
 * out - PrintWriter (7)
 *     The PrintWriter that can be used to write to.
 * isFederation - boolean
 *     Set to true if using federation, otherwise false.
 * failureCode - int
 *     An integer holding the failure code when an error has occurred. For potential values see SPAdapter.
 * userId - String
 *     The unique universal ID of the user with whom the new name identifier request was performed.
 * idRequest - ManageNameIDRequest (8)
 *     The new name identifier request, this will be null if the request object is not available
 * idResponse - ManageNameIDResponse (9)
 *     The new name identifier response, this will be null if the response object is not available
 * binding - String
 *     The binding used for the new name identifier request. This will be one of the following values:
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 *          - SAML2Constants.SOAP
 *          - SAML2Constants.HTTP_REDIRECT
 * logoutRequest - LogoutRequest (10)
 *     The single logout request.
 * logoutResponse - LogoutResponse (11)
 *     The single logout response.
 * spAdapterScriptHelper - SpAdapterScriptHelper (12)
 *     An instance of SpAdapterScriptHelper containing helper methods. See Javadoc for more details.
 * logger - Logger instance
 *     https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 *     Corresponding log files will be prefixed with: scripts.<script name>
 *
 * Throws SAML2Exception (13):
 *     for any exceptions occurring in the adapter. The federation process will continue
 *
 * Class reference:
 * (1) HttpServletRequest - https://tomcat.apache.org/tomcat-7.0-doc/servletapi/javax/servlet/http/
HttpServletRequest.html.
 * (2) HttpServletResponse - https://tomcat.apache.org/tomcat-7.0-doc/servletapi/javax/servlet/http/
HttpServletResponse.html.
 * (3) AuthnRequest - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/
protocol/AuthnRequest.html.
 * (4) SSOToken - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/iplanet/sso/SSOToken.html.
 * (5) Response - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/protocol/
Response.html
 * (6) SAML2Constants - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/
common/SAML2Constants.html
 * (7) PrintWriter - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/io/PrintWriter.html
 * (8) ManageNameIDRequest - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/
protocol/ManageNameIDRequest.html
 * (9) ManageNameIDResponse - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/
saml2/protocol/ManageNameIDResponse.html
 * (10) LogoutRequest - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/
protocol/LogoutRequest.html
 * (11) LogoutResponse - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/
protocol/LogoutResponse.html
 * (12) SpAdapterScriptHelper - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/
saml2/plugins/scripted/SpAdapterScriptHelper.html.
 * (13) SAML2Exception - https://backstage.forgerock.com/docs/am/7.3/_attachments/apidocs/com/sun/identity/saml2/
common/SAML2Exception.html.
 */

/*
 * Template/default script for SAML2 SP Adapter scripted plugin.
 */

/*
 * Available variables for preSingleSignOnRequest:
 *     hostedEntityId
 *     idpEntityId
 *     realm
 *     request
 *     response
 *     authnRequest
 *     spAdapterScriptHelper
 *     logger
 */
function preSingleSignOnRequest() {
}

/*
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 * Available variables for preSingleSignOnProcess:
 *     hostedEntityId
 *     realm
 *     request
 *     response
 *     authnRequest
 *     res
 *     profile
 *     spAdapterScriptHelper
 *     logger
 */
function preSingleSignOnProcess() {
}

/*
 * Available variables for postSingleSignOnSuccess:
 *     hostedEntityId
 *     realm
 *     request
 *     response
 *     out
 *     session
 *     authnRequest
 *     res
 *     profile
 *     isFederation
 *     spAdapterScriptHelper
 *     logger
 *
 * Return - true if response is being redirected, false if not. Default to false.
 */
function postSingleSignOnSuccess() {
    return false;
}

/*
 * Available variables for postSingleSignOnFailure:
 *     hostedEntityId
 *     realm
 *     request
 *     response
 *     authnRequest
 *     res
 *     profile
 *     failureCode
 *     spAdapterScriptHelper
 *     logger
 *
 * Return - true if response is being redirected, false if not. Default to false.
 */
function postSingleSignOnFailure() {
    return false;
}

/*
 * Available variables for postNewNameIDSuccess:
 *     hostedEntityId
 *     realm
 *     request
 *     response
 *     userId
 *     idRequest
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 *     idResponse
 *     binding
 *     spAdapterScriptHelper
 *     logger
 */
function postNewNameIDSuccess() {
}

/*
 * Available variables for postTerminateNameIDSuccess:
 *     hostedEntityId
 *     realm
 *     request
 *     response
 *     userId
 *     idRequest
 *     idResponse
 *     binding
 *     spAdapterScriptHelper
 *     logger
 */
function postTerminateNameIDSuccess() {
}

/*
 * Available variables for preSingleLogoutProcess:
 *     hostedEntityId
 *     realm
 *     request
 *     response
 *     userId
 *     logoutRequest
 *     logoutResponse
 *     binding
 *     spAdapterScriptHelper
 *     logger
 */
function preSingleLogoutProcess() {
}

/*
 * Available variables for postSingleLogoutSuccess:
 *     hostedEntityId
 *     realm
 *     request
 *     response
 *     userId
 *     logoutRequest
 *     logoutResponse
 *     binding
 *     spAdapterScriptHelper
 *     logger
 */
function postSingleLogoutSuccess() {
}

Open saml2-sp-adapter.js in your browser.

PingAM Scripting

Copyright © 2025 Ping Identity Corporation 5553

file:///home/jenkins/target/_attachments/scripts/saml2-sp-adapter.js


social-idp-profile-transformation.js
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - JsonValue (1).
 *              The social identity provider profile information for the authenticating user.
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

/**
 * Default Social Identity Provider Profile Transformation script to use as a template for new scripts.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    /**
     * Add profile data.
     * @example
     * normalizedProfileData.put('id', rawProfile.get('sub'));
     */

    return normalizedProfileData;
}());

Open social-idp-profile-transformation.js in your browser.
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twitter-profile-normalization.js
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.

Scripting PingAM

5558 Copyright © 2025 Ping Identity Corporation



 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('id_str'));
    normalizedProfileData.put('displayName', rawProfile.get('name'));
    normalizedProfileData.put('photoUrl', rawProfile.get('profile_image_url'));
    normalizedProfileData.put('email', rawProfile.get('email'));
    normalizedProfileData.put('username', rawProfile.get('screen_name'));

    return normalizedProfileData;
}());

Open twitter-profile-normalization.js in your browser.
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.

PingAM Scripting

Copyright © 2025 Ping Identity Corporation 5561



 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('id'));
    normalizedProfileData.put('displayName', rawProfile.get('first_name'));
    normalizedProfileData.put('givenName', rawProfile.get('first_name'));
    normalizedProfileData.put('familyName', rawProfile.get('last_name'));
    normalizedProfileData.put('photoUrl', rawProfile.get('photo_50'));
    normalizedProfileData.put('email', rawProfile.get('email'));
    normalizedProfileData.put('username', rawProfile.get('email'));

    return normalizedProfileData;
}());

Open vkontakte-profile-normalization.js in your browser.
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('openid'));
    normalizedProfileData.put('displayName', rawProfile.get('nickname'));
    normalizedProfileData.put('photoUrl', rawProfile.get('headimgurl'));
    normalizedProfileData.put('username', rawProfile.get('nickname'));

    return normalizedProfileData;
}());

Open wechat-profile-normalization.js in your browser.

PingAM Scripting

Copyright © 2025 Ping Identity Corporation 5565

file:///home/jenkins/target/_attachments/scripts/wechat-profile-normalization.js


wordpress-profile-normalization.js

Scripting PingAM

5566 Copyright © 2025 Ping Identity Corporation



/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.

PingAM Scripting

Copyright © 2025 Ping Identity Corporation 5567



 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('username'));
    normalizedProfileData.put('displayName', rawProfile.get('display_name'));
    normalizedProfileData.put('photoUrl', rawProfile.get('avatar_URL'));
    normalizedProfileData.put('email', rawProfile.get('email'));
    normalizedProfileData.put('username', rawProfile.get('username'));

    return normalizedProfileData;
}());

Open wordpress-profile-normalization.js in your browser.
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/*
 * Copyright 2021 ForgeRock AS. All Rights Reserved
 *
 * Use of this code requires a commercial software license with ForgeRock AS
 * or with one of its affiliates. All use shall be exclusively subject
 * to such license between the licensee and ForgeRock AS.
 */

/*
 * This script returns the social identity profile information for the authenticating user
 * in a standard form expected by the Social Provider Handler Node.
 *
 * Defined variables:
 * rawProfile - The social identity provider profile information for the authenticating user.
 *              JsonValue (1).
 * logger - The debug logger instance:
 *          https://backstage.forgerock.com/docs/am/7/scripting-guide/scripting-api-global-logger.html#scripting-api-
global-logger.
 * realm - String (primitive).
 *         The name of the realm the user is authenticating to.
 * requestHeaders - TreeMap (2).
 *                  The object that provides methods for accessing headers in the login request:
 *                  https://backstage.forgerock.com/docs/am/7/authentication-guide/scripting-api-node.html#scripting-
api-node-requestHeaders.
 * requestParameters - TreeMap (2).
 *                     The object that contains the authentication request parameters.
 * selectedIdp - String (primitive).
 *               The social identity provider name. For example: google.
 * sharedState - LinkedHashMap (3).
 *               The object that holds the state of the authentication tree and allows data exchange between the 
stateless nodes:
 *               https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 * transientState - LinkedHashMap (3).
 *                  The object for storing sensitive information that must not leave the server unencrypted,
 *                  and that may not need to persist between authentication requests during the authentication 
session:
 *                  https://backstage.forgerock.com/docs/am/7/auth-nodes/core-action.html#accessing-tree-state.
 *
 * Return - a JsonValue (1).
 *          The result of the last statement in the script is returned to the server.
 *          Currently, the Immediately Invoked Function Expression (also known as Self-Executing Anonymous Function)
 *          is the last (and only) statement in this script, and its return value will become the script result.
 *          Do not use "return variable" statement outside of a function definition.
 *
 *          This script's last statement should result in a JsonValue (1) with the following keys:
 *          {
 *              {"displayName": "corresponding-social-identity-provider-value"},
 *              {"email": "corresponding-social-identity-provider-value"},
 *              {"familyName": "corresponding-social-identity-provider-value"},
 *              {"givenName": "corresponding-social-identity-provider-value"},
 *              {"id": "corresponding-social-identity-provider-value"},
 *              {"locale": "corresponding-social-identity-provider-value"},
 *              {"photoUrl": "corresponding-social-identity-provider-value"},
 *              {"username": "corresponding-social-identity-provider-value"}
 *          }
 *
 *          The consumer of this data defines which keys are required and which are optional.
 *          For example, the script associated with the Social Provider Handler Node and,
 *          ultimately, the managed object created/updated with this data
 *          will expect certain keys to be populated.
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 *          In some common default configurations, the following keys are required:
 *          username, givenName, familyName, email.
 *
 * (1) JsonValue - https://backstage.forgerock.com/docs/am/7/apidocs/org/forgerock/json/JsonValue.html.
 * (2) TreeMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/TreeMap.html.
 * (3) LinkedHashMap - https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/util/LinkedHashMap.html.
 */

(function () {
    var frJava = JavaImporter(
        org.forgerock.json.JsonValue
    );

    var normalizedProfileData = frJava.JsonValue.json(frJava.JsonValue.object());

    normalizedProfileData.put('id', rawProfile.get('sub'));
    normalizedProfileData.put('displayName', rawProfile.get('name'));
    normalizedProfileData.put('givenName', rawProfile.get('given_name'));
    normalizedProfileData.put('familyName', rawProfile.get('family_name'));
    normalizedProfileData.put('photoUrl', rawProfile.get('picture'));
    normalizedProfileData.put('email', rawProfile.get('email'));
    normalizedProfileData.put('username', rawProfile.get('email'));
    normalizedProfileData.put('locale', rawProfile.get('locale'));

    return normalizedProfileData;
}());

Open yahoo-profile-normalization.js in your browser.
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Node development



These topics provide guidance and best practices for developing and maintaining authentication nodes in AM.

For information on configuring and using authentication trees, see Authentication nodes and trees.

Ping Identity Platform serves as the basis for our simple and comprehensive Identity and Access Management solution. For
more information, visit https://www.pingidentity.com.

Authentication nodes

Authentication trees (also referred to as intelligent authentication) provide fine-grained authentication by allowing multiple
paths and decision points throughout the authentication flow.

Authentication trees are made up of authentication nodes, which define actions taken during authentication, similar to
authentication modules in chains.

You can create complex yet customer-friendly authentication experiences by linking nodes together, creating loops, and
nesting nodes within a tree, as follows:



About authentication nodes

Learn how authentication nodes define actions
taken during authentication.



Prepare your environment

Discover the prerequisites for building and
customizing authentication nodes.



Translate nodes

Internationalize the text in your nodes.



Build and install nodes

Find out how to build and install authentication
nodes for use in authentication trees.
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Figure 1. Example authentication tree

Node types

Nodes are designed to have a single responsibility. Where appropriate, they should be loosely coupled with other nodes,
enabling reuse in multiple situations.

For example, if a newly written node requires a username value, it should not collect it itself, but rely on another node,
namely the Username Collector node.

There are two broad node types: collector nodes and decision nodes.

Collector nodes

Collector nodes capture data from a user during the authentication process. This data is often captured by a callback that is
rendered in the UI as a text field, drop-down list, or other form component.

Examples of collector nodes include the Username Collector node and Password Collector node.
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Collector nodes can perform basic processing of the collected data, before making it available to subsequent nodes in the
authentication tree.

The Choice Collector node provides a drop-down list, populated with options defined when the tree is created, or edited.
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Not all collector nodes use callbacks. For example, the Zero Page Login Collector node retrieves a username and password
value from the request headers, if present.

Decision nodes

Decision nodes do the following:

Retrieve the state produced by one or more nodes.

Perform some processing on that state.

Optionally, store some derived information in the shared state.

Provide one or more outcomes, depending on the result.

The simplest decision node returns a boolean outcome - true , or false .

Complex nodes may have additional outcomes. For example, the LDAP Decision node provides the additional outcomes 
Locked, Expired, and Cancelled. The tree administrator decides what to do with each outcome; for example, the True
outcome is often routed to a Success node, or to additional nodes for further authentication.

In the following example tree, two collector nodes are connected before a Data Store Decision node. The node then uses
the credentials to authenticate the user against the identity stores configured for the realm. In this instance, an unsuccessful
login attempt leads directly to failure; the user must restart the process from scratch.

• 

• 

• 

• 
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A more user-friendly approach might route unsuccessful attempts to a Retry Limit Decision node. In the following example,
unsuccessful authentication attempts at the Data Store Decision node stage are routed into a Retry Limit Decision node.
Depending on how many retries have been configured, the node either retries or rejects the new login attempt. Rejected
attempts lead to a locked account.

Compare nodes and modules

Authentication modules contain multiple states, with the associated inputs and outputs of each state resulting in either
callbacks returned to the user, or state changes inside either AM or at a third party service.

States within a module either collect input from the user or process it. For example, a module can collect the username and
the password from the user, then authenticate the user against the data store. When finished, the module decides whether
to return a boolean success or failure flag.

info
Nodes can have prerequisite stages
Some Decision nodes are only applicable when used in conjunction with other nodes. For example, the Persistent
Cookie Decision node looks for a persistent cookie that has been set in the request, typically by the Set Persistent
Cookie node. The OTP Collector Decision node, which is both a collector and a decision node, only works when
used in conjunction with a one-time password generated by a HOTP Generator node.

Note
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The outcome of an authentication module can only be success or failure. Any branching or looping must be handled within
the module. An authentication mechanism is implemented in full within a single module, rather than across multiple
modules. Therefore, authentication modules can become large - handling multiple steps within the flow of an authentication
journey.

Authentication nodes, however, can have an arbitrary number of outcomes that do not need to represent success or failure.
Branching and looping are handled by connecting nodes within the tree and are fully controlled by the tree administrator,
rather than the node developer. Nodes are often considerably smaller in terms of code size, and are responsible for handling
a single step within the authentication flow. For example, an individual node could capture user input, another could make a
decision based on available state, and another could invoke an external API.

Nodes expose this approach to the tree administrator. Unlike modules, where the journey through the module’s states is
defined by the module’s developer, a journey through a collection of nodes may be different for each user.

Node developers should be aware of the expectations for a node to deliver a limited amount of specific functionality, which
tree administrators can connect together in a variety of ways.

Key differentiators:

Nodes are responsible for a single step of the authentication flow. Modules are responsible for an entire
authentication mechanism.

Tree administrators control the branching, looping, and sequencing of steps by linking nodes together. Module
developers set these state transitions within the module itself.

Nodes are stateless; instances of node objects are not retained between HTTP requests, and all state captured must
be saved to the authentication session’s shared state. Modules store state within the module object.

Node configuration is handled with annotations. Modules use XML.

Nodes are easier to test due to their smaller code size and their specific functionality.

Convert modules to nodes

The ease of transitioning from a module to a node depends on the amount of functionality provided in the module. As nodes
are more fine-grained than modules, split the functionality of the module into individual nodes which can then work
together to provide functionality similar to the module, but in a more flexible manner.

An example of this approach was applied to the one-time password nodes, which were developed from the HOTP
authentication module. The module performs the following duties:

Generates one-time passwords.

Sends one-time passwords by using SMS messaging.

Sends one-time passwords by using SMTP.

Collects and verifies the one-time password.

The four distinct functions are encapsulated into separate nodes, allowing greater control over the one-time password
process.

For example, a tree administrator who is only interested in sending one-time passwords by using SMS messages can omit the
SMTP node. Separating out the decision functionality means that it can be combined with another decision node, or simply
routed to an alternative authentication process.

• 

• 

• 

• 

• 

1. 

2. 

3. 

4. 
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Some authentication modules delegate their functionality to utility classes in AM, which simplifies the process of creating a
similarly functioning node.

For example, the LDAP authentication module and LDAP Decision node share the LDAPAuthUtils  class for LDAP
authentication. In cases where such utility classes do not exist, consider extracting the common functionality used by the
module into such a class, so that it can be more easily used by nodes. For information on sharing configuration, see Share
configuration between nodes.

Restrict a node’s functionality

To determine the functionality of a node, reduce the node’s responsibility to its core purpose, while ensuring it performs
sufficient tasks to be useful as a step in an authentication journey.

Before you create a set of nodes, assess the level of granularity the nodes should produce. For example, a customer’s
environment may require a series of utility nodes which, on their own, do not perform authentication actions, but have
multiple use cases in many authentication journeys. In this case, you can create nodes that take values from the shared state
and save it to the user’s profile.

Individual nodes can respond to a variety of inputs and outputs, and return different sets of callbacks to the user without
leaving the node. (This is similar to the state mechanism used by modules.)

The following guidelines help a node developer determine the best point at which to split a node into multiple instances:

If a node’s process method takes input from the user, and immediately processes it.

Consider splitting the functionality over two nodes. A collector node returns callbacks to the user, and stores the
response in the shared state. A decision node uses the inputs collected so far in the tree to determine the next course
of action.

A node that takes input from the user and makes a decision should only be designed as a single node if there is no
possible additional use for the data gathered, other than making that specific decision.

If a processing stage in a node is duplicated in other nodes.

In this case, take the repeating stage out and place it in its own node. Connect this node appropriately to each of the
other nodes.

If multiple nodes contain the same step in processing, such as returning a set of callbacks to ask the user for a set of
data before processing it in different ways, the common functionality should be pulled out into its own node.

If a single function within the node has obvious use cases in other authentication journeys.

In this case, the functionality should be written into a single, reusable node. For example, in multi-factor
authentication, a mechanism for reporting a lost device is applicable to many node types, such as mobile push, OATH,
and others.

Prepare for development

This page explains the prerequisites for building custom authentication nodes, and shows how to use either a Maven
archetype, or the samples provided with AM, to set up a project for building nodes.

• 

• 

• 
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Prepare an environment for building custom authentication nodes

Make sure your Backstage account is part of a subscription:

In a browser, go to the Backstage website and sign on or register for an account.

Confirm or request your account is added to a subscription. Learn more in Getting access to product support

in the Knowledge Base.

Install Apache Maven 3.2.5 or later, and Oracle JDK or OpenJDK version 11 or later.

Configure Maven to be able to access the proprietary repositories by adding your Backstage credentials to the Maven 
settings.xml  file. Learn more in How do I access the proprietary protected Maven repositories?.

If you want to use the archetype to create a project for custom authentication nodes, you also need access to the 
forgerock-private-releases  repository. Ensure your settings.xml  file contains a profile similar to the following:

lightbulb_2
For information about customizing post-authentication hooks for a tree, see Create post-authentication hooks for
trees.

Tip

1. 

◦ 

◦ 

2. 

lightbulb_2
To verify the installed versions, run the mvn --version  command:

$ mvn --version
Maven home: /usr/local/Cellar/maven/3.6.0/libexec
Java version: 11.0.4, vendor: AdoptOpenJDK, runtime: /Library/Java/JavaVirtualMachines/
adoptopenjdk-11.jdk/Contents/Home
Default locale: en_US, platform encoding: UTF-8
OS name: "mac os x", version: "10.16", arch: "x86_64", family: "mac"

Tip

3. 
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<profiles>
  <profile>
  <id>forgerock</id>
  <repositories>
      <repository>
          <id>forgerock-private-releases</id>
          <url>https://maven.forgerock.org:443/artifactory/private-releases</url>
          <releases>
              <enabled>true</enabled>
              <checksumPolicy>fail</checksumPolicy>
          </releases>
          <snapshots>
              <enabled>false</enabled>
              <checksumPolicy>warn</checksumPolicy>
          </snapshots>
      </repository>
  </repositories>
  </profile>
</profiles>
<activeProfiles>
  <activeProfile>forgerock</activeProfile>
</activeProfiles>

Set up a Maven project to build custom authentication nodes

ForgeRock provides a Maven archetype that creates a starter project, suitable for building an authentication node. You can
also download the projects used to build the authentication nodes included with AM and modify those to match your
requirements.

Complete either of the following steps to set up or download a Maven project to build custom authentication nodes:

To use the ForgeRock auth-tree-node-archetype  archetype to generate a starter Maven project:

In a terminal window, go to a folder where you’ll create the new Maven project. For example:

$ cd ~/Repositories

Run the mvn archetype:generate  command, providing the following information:

groupId

A domain name that you control, used for identifying the project.

artifactId

The name of the JAR created by the project, without version information. Also the name of the folder
created to store the project.

info
Complete the steps in Prepare an environment for building custom authentication nodes before proceeding.

Note

1. 

◦ 

◦ 
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version

The version assigned to the project.

package

The package name in which your custom authentication node classes are generated.

authNodeName

The name of the custom authentication node, also used in the generated README.md  file and for class
file names.

For example:

$ mvn archetype:generate \
  -DgroupId=com.example \
  -DartifactId=customAuthNode \
  -Dversion=1.0.0-SNAPSHOT \
  -Dpackage=com.example.customAuthNode \
  -DauthNodeName=myCustomAuthNode \
  -DarchetypeGroupId=org.forgerock.am \
  -DarchetypeArtifactId=auth-tree-node-archetype \
  -DarchetypeVersion=7.4.2 \
  -DinteractiveMode=false
[INFO] Project created from Archetype in dir: /Users/ForgeRock/Repositories/customAuthNode
[INFO] ------------------------------------------------------------------------
[INFO] BUILD SUCCESS
[INFO] ------------------------------------------------------------------------
[INFO] Total time: 1.397 s
[INFO] Finished at: 2018-01-18T15:45:06+00:00
[INFO] Final Memory: 16M/491M
[INFO] ------------------------------------------------------------------------

A new custom authentication node project is created; for example, in the /Users/ForgeRock/
Repositories/customAuthNode  folder.

emergency_home
AM stores installed nodes with a reference generated from the node’s class name. An installed
node registered through a plugin is stored with the name returned as a result of calling 
Class.getSimpleName() .
AM doesn’t protect installed node names. The most recently installed node with a specific name
will overwrite any previous installation of that node (including the nodes that are provided with
AM by default). You must therefore choose a unique name for your custom node, and make
sure the name isn’t already used for an existing node.

Important

Node development PingAM

5582 Copyright © 2025 Ping Identity Corporation



Figure 1. Node project created by using the archetype

To download the project containing the default AM authentication nodes from the am-external  repository:

Clone the am-external  repository:

$ git clone https://github.com/ForgeRock/am-external.git

Check out the release/7.4.2  branch:

$ cd am-external
$ git checkout releases/7.4.2

The AM authentication nodes project is located in the am-external/openam-auth-trees/auth-nodes/  folder.

2. 

◦ 

◦ 
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Figure 2. Node Project Cloned from ForgeRock

Tips for custom authentication node projects

When you configure a project for creating custom nodes, consider the following points:

Your node may be deployed into a different AM version to that which you compiled against.

ForgeRock endeavours to make nodes from previous product versions binary compatible with subsequent product
versions, so a node built against AM 6 APIs may be deployed in an AM 7.4 instance.

Other custom nodes may depend on your node, which may be being built against a different version of the AM APIs.

Other custom nodes, or AM itself, may be using the same libraries as your node; for example, Guava or Apache
Commons, and so on. This may cause version conflicts.

To help protect against some of these issues, consider the following recommendations:

Mark all ForgeRock product dependencies as provided  in your build system configuration.

Repackage all non-internal, non-ForgeRock dependencies inside your own .jar  file. Repackaged dependencies will
not clash with a different version of the same library from another source.

• 

• 

• 

• 

• 

lightbulb_2
If you are using Maven, use the maven-shade-plugin to repackage dependencies.

Tip
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pom.xml

Apache Maven project file for the custom authentication node.

This file specifies how to build the custom authentication node, and also specifies its dependencies on AM
components.

The following is an example pom.xml  file from a node project:
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<project>
  <modelVersion>4.0.0</modelVersion>

  <groupId>com.example</groupId>
  <artifactId>example-node-plugin</artifactId>
  <version>1.0.0</version>

  <dependencyManagement>
    <dependencies>
      <dependency>
        <groupId>org.forgerock.am</groupId>
        <artifactId>openam-bom</artifactId>
        <version>7.2.0-SNAPSHOT</version>
        <scope>import</scope>
      </dependency>
    </dependencies>
  </dependencyManagement>

  <dependencies>
    <dependency>
      <groupId>org.forgerock.am</groupId>
      <artifactId>auth-node-api</artifactId>
      <scope>provided</scope>
    </dependency>
    <dependency>
      <groupId>org.forgerock.am</groupId>
      <artifactId>openam-annotations</artifactId>
      <scope>provided</scope>
    </dependency>
    <dependency>
      <groupId>com.google.guava</groupId>
      <artifactId>guava</artifactId>
      <version>26.0-jre</version>
    </dependency>
  </dependencies>

  <build>
    <plugins>
      <plugin>
        <groupId>org.apache.maven.plugins</groupId>
        <artifactId>maven-shade-plugin</artifactId>
        <configuration>
          <shadedArtifactAttached>false</shadedArtifactAttached>
          <createDependencyReducedPom>true</createDependencyReducedPom>
          <relocations>
            <relocation>
              <pattern>com.google</pattern>
              <shadedPattern>com.example.node.guava</shadedPattern>
            </relocation>
          </relocations>
          <filters>
            <filter>
              <artifact>com.google.guava:guava</artifact>
              <excludes>
                <exclude>META-INF/**</exclude>
              </excludes>
            </filter>
          </filters>
          <transformers>
            <transformer implementation="org.apache.maven.plugins.shade.resource.ManifestResourceTransformer">
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              <manifestEntries>
                <Import-Package>javax.annotation;resolution:=optional,sun.misc;resolution:=optional</Import-
Package>
              </manifestEntries>
            </transformer>
          </transformers>
        </configuration>
      </plugin>
    </plugins>
  </build>
</project>

authNodeName.java

Core class for the custom authentication node. See Node class.

authNodeNamePlugin.java

Plugin class for the custom authentication node. See Plugin class.

authNodeName.properties

Properties file containing the localized strings displayed by the custom authentication node. See Internationalization.

You must include a nodeDescription  property in your node to ensure that it appears in the authentication tree
designer. AM uses the nodeDescription  property value as the name of your node.

The authNodeName reflects the name of your authentication node. For example, the ForgeRock auth-tree-node-archetype
for Maven uses myCustomAuthNode  as the authNodeName.

Node class

The Node  class can access and modify the persisted state shared between the nodes within a tree, and can request input by
using callbacks. The class also defines the possible exit paths from the node.

In Java terms, an authentication node is a class that implements the Node  interface, 
org.forgerock.openam.auth.node.api.Node .

The SetSessionProperties  class shows the steps to implement the Node interface:
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package org.forgerock.openam.auth.nodes;

import java.util.Map;

import javax.inject.Inject;

import org.forgerock.openam.annotations.sm.Attribute;
import org.forgerock.openam.auth.node.api.Action;
import org.forgerock.openam.auth.node.api.Node;
import org.forgerock.openam.auth.node.api.SingleOutcomeNode;
import org.forgerock.openam.auth.node.api.TreeContext;
import org.forgerock.openam.auth.nodes.validators.SessionPropertyValidator;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import com.google.inject.assistedinject.Assisted;

/*
 * A node that defines a configurable set of properties to add to
 * the user’s session if/when it is created.
 */
@Node.Metadata(outcomeProvider = SingleOutcomeNode.OutcomeProvider.class,
        configClass = SetSessionPropertiesNode.Config.class,
        tags = {"utilities"})                                           1
public class SetSessionPropertiesNode extends SingleOutcomeNode {       2

  /
   * Configuration for the node.

/
  public interface Config {                                             3
    /
     * A map of property name to value.
     * @return a map of properties.

/
    @Attribute(order = 100, validators = SessionPropertyValidator.class)
    Map<String, String> properties();
  }

  private final Config config;                                          4
  private final Logger logger = LoggerFactory.getLogger("SetSessionPropertiesNode.class");

  /
   * Constructs a new SetSessionPropertiesNode instance.
   * @param config Node configuration.
   */
  @Inject                                                               5
  public SetSessionPropertiesNode(@Assisted Config config) {
    this.config = config;
  }

  @Override
  public Action process(TreeContext context) {                          6
    logger.debug("SetSessionPropertiesNode started");
    Action.ActionBuilder actionBuilder = goToNext();
    config.properties().entrySet().forEach(property → {
      actionBuilder.putSessionProperty(property.getKey(), property.getValue());
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      logger.debug("set session property {}", property);
    });
    return actionBuilder.build();
  }
}

Step Description Further information

1 Apply the 
@Node.Metadata

annotation

The annotation specifies the outcome provider,
configuration class, and optionally, the configuration
validation class and tags.
Use an existing outcome provider such as 
SingleOutcomeNode.OutcomeProvider  or 
AbstractDecisionNode.OutcomeProvider , or create a
custom provider and reference the class from the
annotation.

Metadata annotation

2 Implement the Node
interface

Extend one of the following abstract classes to implement
the Node  interface:

SingleOutcomeNode
For nodes with a single exit path; for example 
Modify Auth Level node.

AbstractDecisionNode
For nodes with a boolean-type exit path (true/false,
allow/deny); for example, Data Store Decision node
.

Alternatively, write your own implementation of the Node
interface to define custom exit paths.

Javadoc:

Node interface
AbstractDecisionNode
class
SingleOutcomeNode
class

3 Implement the Config
interface

The Config  interface defines the configuration data for a
node.

Config interface

4 Define private constants
and methods

Optional

5 Inject dependencies Inject objects using Guice as this makes it easier to unit
test your node.
This example specifies config  as a parameter. You can
also include supported AM classes, instances of third-party
dependencies, or your own types.

Inject objects into a node
instance.

• 
• 

• 
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Metadata annotation

The annotation specifies two required attributes: the outcomeProvider  and the configClass . Typically, the configClass
attribute is an inner interface in the node implementation class.

Optionally, you can also specify a class as a configValidator , and tags  to categorize the node type for display in the UI.

outcomeProvider

The class that defines the possible outcomes.

The abstract implementations of the node interface, org.forgerock.openam.auth.node.api.SingleOutcomeNode  and 
org.forgerock.openam.auth.node.api.AbstractDecisionNode , define outcome providers you can use for simple use
cases. Provide your own implementation for more complex use cases.

For example, the following is the custom outcome provider from the LDAP Decision node, which has True , False , 
Locked , Cancelled , and Expired  exit paths:

/**
* Defines the possible outcomes from this Ldap node.
*/
public static class LdapOutcomeProvider implements OutcomeProvider {
  @Override
  public List<Outcome> getOutcomes(PreferredLocales locales, JsonValue nodeAttributes) {
    ResourceBundle bundle = locales.getBundleInPreferredLocale(LdapDecisionNode.BUNDLE,
    LdapOutcomeProvider.class.getClassLoader());
    return ImmutableList.of(
      new Outcome(LdapOutcome.TRUE.name(), bundle.getString("trueOutcome")),
      new Outcome(LdapOutcome.FALSE.name(), bundle.getString("falseOutcome")),
      new Outcome(LdapOutcome.LOCKED.name(), bundle.getString("lockedOutcome")),
      new Outcome(LdapOutcome.CANCELLED.name(), bundle.getString("cancelledOutcome")),
      new Outcome(LdapOutcome.EXPIRED.name(), bundle.getString("expiredOutcome")));
  }
}

Step Description Further information

6 Override the process
method

The process  method is where you store and retrieve state
if required.
It takes a TreeContext  parameter that you can use to
access the request, callbacks, shared state and other
input.
The method returns an Action  object. This can be a
response of callback to the user, an update of state, or a
choice of outcome. The Action  object encapsulates
changes to state and flow control.
The choice of outcome in a simple decision node would be 
true  or false , resulting in the authentication tree flow
moving from the current node to a node at the relevant
connection.

Action class.
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configClass

The class name that contains the configuration of any attributes requested by the node when using it as part of a tree.

For more information, See Config interface.

configValidator

An optional class name used to validate the provided configuration.

tags

An optional list of tags to categorize the node within the tree designer view.

Tags are made up of one or more text strings that let users find the node more easily when designing trees. For
example, you could include common pseudonyms for the functionality the node provides, such as mfa  for a node that
provides multi-factor authentication functionality.

The tree designer view organizes nodes into a number of categories, based on the presence of certain tag values, as
described in the table below:

Authentication node tag categories

Category Tag Example nodes

Basic Authentication "basic authentication" Data Store Decision node

Username Collector node

MFA "mfa" Push Sender node

WebAuthn Authentication node

Risk "risk" Account Lockout node

reCAPTCHA Enterprise node

Behavioral "behavioral" Increment Login Count node

Login Count Decision node

Contextual "contextual" Cookie Presence Decision node

Set Persistent Cookie node

Federation "federation" OAuth 2.0 node

OpenID Connect node

Identity Management "identity management" Anonymous User Mapping node

Terms and Conditions Decision node

Utilities "utilities" Choice Collector node

Scripted Decision node
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For example, the @Node.Metadata  annotation for Timer Start node places it in the Utilities section:

@Node.Metadata(outcomeProvider = SingleOutcomeNode.OutcomeProvider.class,
        configClass = TimerStartNode.Config.class,
        tags = {"metrics", "utilities"})

For more information on the @Node.Metadata  annotation, see the Node.Metadata annotation type in the AM Public API
Javadoc.

Config interface

The Config  interface defines the configuration data for a node. A node can’t have state, but it can have configuration data.
Configuration is per node; different nodes of the same type in the same tree have their own configuration.

You don’t need to write a class that implements the interface you define. AM automatically creates this as required.

Define node properties

Configure the node properties using methods. To provide a default value to the tree administrator, mark the method as 
default  and define both a method and a value. To omit a default value, define the method’s signature but not the
implementation.

For example:

public interface Config {

  //This will have no default value for the UI
  @Attribute(order = 10)
  String noDefaultAttribute();

  //This will default to the value LOCK.
  @Attribute(order = 20)
  default LockStatus lockAction() {
    return LockStatus.LOCK;
  }
}

For this Config  example, a custom enum named LockStatus  is returned.

The defined properties appear as configurable options in the tree designer view when adding a node of the relevant type.
The options display to the user automatically.

Attribute names are used when localizing the node’s text. For further information, refer to Internationalization.

info
Nodes that aren’t tagged with one of these tags appear in an  Uncategorized section.

Note
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For more information, refer to the Config annotation type in the AM Public API Javadoc.

The @Attribute annotation

The @Attribute  annotation is required. You must specify an integer value for order , which determines the position of the
attribute in the UI.

Optionally, specify one or more validators  to validate the attribute values provided.

To include a validator:

Use an existing validator class from the org.forgerock.openam.auth.nodes.validators  package, such as 
DecimalValidator  or HMACKeyLengthValidator .

Create your own validator by implementing the ServiceAttributeValidator interface.

For example:

• 

• 
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public interface Config {
  @Attribute(order = 1)
  String domain();                                                    1

  @Attribute(order = 2, validators = {RequiredValueValidator.class,   2
                                      GreaterThanZeroValidator.class})
  int exampleNumber();

  @Attribute(order = 3, requiredValue = true)
  boolean isVerificationRequired();                                   3

  @Attribute(order = 4)
  @Password                                                           4
  char[] clientSecret();

  @Attribute(order = 5)
  default YourCustomEnum action() {
    return YourCustomEnum.LockScreen;                                 5
  };
}

1 The domain  attribute defines a String-typed node property for display in the UI. Access the attribute in the process
method by using a reference to the config  interface; for example, config.domain() .

2 Specify one or more validator classes as the validators  parameter.

3 The boolean attribute is defined as a required value. Specifying requiredValue=true  is equivalent to including the
parameter validators = RequiredValueValidator.class .

4 Use the Password annotation to mask the input characters and encrypt the value of the attribute.

5 A custom enum attribute. This provides type safety and negates the misuse of Strings as generic type-unsafe value holders.
The UI will correctly handle the enum and only let the tree administrator choose from the defined enum values.

For more information, refer to the Attribute annotation type in the AM Public API Javadoc.

Share configuration between nodes

You can share configuration between nodes that have common properties. For example, a number of nodes may call out to
an external service that requires a username, password, IP address, and port setting.

Instead of repeating the same configuration in each of these nodes, create a shared, auxiliary service to hold the common
properties in one node. You can then reference that service from other nodes.

The following sections explain how to create and reference this auxiliary service. The sections also describe how to run more
than one instance of an auxiliary service if required, and how to obtain the configuration from services built-in to AM.

Create a shared auxiliary service

You can create a shared auxiliary service in the configuration interface defined as part of a node. Annotate the service with
the org.forgerock.openam.annotations.sm.Config  annotation to describe how the service functions.

Specify the scope of the service, either GLOBAL  or REALM , as shown below:

Node development PingAM

5594 Copyright © 2025 Ping Identity Corporation



@Config(scope = Config.Scope.REALM)
public interface MyAuxService {
  @Attribute(order = 1)
  String serviceUrl();
}

You can also specify other features of the service, such as whether the service is a singleton in its scope, or if it can have
multiple instances. For information about supporting multiple instances, refer to Allow multiple instances of an auxiliary
service.

Reference a shared auxiliary service instance

To access the shared auxiliary service, add org.forgerock.openam.sm.AnnotatedServiceRegistry  to the @Inject -annotated
constructor of the node.

Obtain the instance using the get instance methods on that class, for example:

serviceRegistry.getRealmSingleton(MyAuxService.class, realm)

Reinstall a shared auxiliary service instance

When developing a custom authentication node that references a shared auxiliary service, it can be useful for the node to be
able to remove and reinstall the auxiliary service during upgrade, so that any existing configuration is cleared.

In the upgrade  function of your plugin class, use the following example code to remove and reinstall a service:

public void upgrade(String fromVersion) throws PluginException {
  SSOToken adminToken = AccessController.doPrivileged(AdminTokenAction.getInstance());

  if (fromVersion.equals(PluginTools.DEVELOPMENT_VERSION)) {
    ServiceManager sm = new ServiceManager(adminToken);

    if (sm.getServiceNames().contains("MyAuxService")) {
      sm.removeService("MyAuxService", "1.0");
    }
    pluginTools.install(MyAuxService.class);
  }
}

For more information on upgrading custom authentication nodes, refer to Upgrade nodes and change node configuration.

Allow multiple instances of an auxiliary service

To enable configuration of multiple instances of the auxiliary service in either the same realm or at a global level, set the 
collection  attribute to true  in the Config  annotation.

You can present the names of the instances of the service as a drop-down menu to the tree administrator.

To be able to present the names, make sure the service instance exposes its id , as follows:
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@Config(scope = Config.Scope.REALM, collection = true)
public interface MyAuxService {
  @Id
  String id();
  @Attribute(order = 1)
  String serviceUrl();
}

Change the nodes that will be using a service instance to store the id  it uses, and implement choiceValuesClass  as shown
below:

public class MyCustomNode implements Node {
  public interface Config {
    @Attribute(order = 1, choiceValuesClass = ExternalServiceValues.class)
    String serviceId();
  }

  public static class ExternalServiceValues extends ChoiceValues {

    @Override
    public Map<String, String> getChoiceValues() {
      return getChoiceValues(null);
    }

    @Override
    public Map<String, String> getChoiceValues(Map envParams) {
      String realmName = "/";
      if (envParams != null) {
        realmName = (String) envParams.getOrDefault(Constants.ORGANIZATION_NAME, "/");
      }
      try {
        return InjectorHolder.getInstance(AnnotatedServiceRegistry.class)
            .getRealmInstances(MyAuxService.class, Realms.of(realmName))
            .stream()
            .collect(Collectors.toMap(MyAuxService::id, MyAuxService::id));
      } catch (SSOException | SMSException | RealmLookupException e) {
        LoggerFactory.getLogger("amAuth").error("Couldn't load realm {}", realmName, e);
        throw new IllegalStateException("Couldn't load realm that was passed", e);
      }
    }
  }
  // ...
}

Get configuration of built-in services

You can obtain configuration from services built-in to AM. For example, access the Email Service configuration to obtain the
SMTP settings for the realm.

AM services are defined by two methods:

An annotated interface (most services)

An XML file (legacy services)

1. 

2. 
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The following sections describe how to obtain the configuration from services defined using these two methods.

Get configuration from an annotated service

To obtain the configuration from a service that uses an annotated interface, add 
org.forgerock.openam.sm.AnnotatedServiceRegistry  to your Guice constructor. If the configuration is realm-based, include
the realm in the constructor, as follows:

public class MyCustomNode extends SingleOutcomeNode {
  private final AnnotatedServiceRegistry serviceRegistry;
  private final Realm realm;

  @Inject
  public MyCustomNode(@Assisted Realm realm, AnnotatedServiceRegistry serviceRegistry) {
    this.realm = realm;
    this.serviceRegistry = serviceRegistry;
  }
  // ...
}

Obtain an instance of the service using one of the get methods of AnnotatedServiceRegistry  in the constructor.

If the calls you make depend on input from elsewhere in the tree you can add AnnotatedServiceRegistry  to the process
method. Note that the following example assumes that a previous node has stored the ID of the AM service to use in shared
state:

public Action process(TreeContext context) throws NodeProcessException {
  String serviceId = context.getState.get("myAuxServiceId");
  MyAuxService instance = serviceRegistry.getRealmInstance(MyAuxService.class, realm, serviceId);
  // ...
}

Get configuration from a legacy service

To obtain an instance of the configuration from a legacy service, use the APIs in the com.sun.identity.sm  package.

For example, to obtain the configuration values from a realm instance of a service, use ServiceConfigManager  as follows:

ServiceConfigManager scm = new ServiceConfigManager("legacyServiceName", token);
ServiceConfig sc = scm.getOrganizationConfig(realm.asPath(), null);
final Map<String, Set<String>> configMap = sc.getAttributes();

However, to obtain the configuration values from a global instance of a service, use ServiceSchemaManager  as follows:
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ServiceSchemaManager ssm = new ServiceSchemaManager("legacyServiceName", getAdminToken());
Map<String, Set<String>> configMap = ssm.getGlobalSchema().getAttributeDefaults();

Inject objects into a node instance

A node instance is constructed every time that node is reached in a tree and is discarded as soon as it has been used to
process the state once.

This model is different to authentication modules which are instantiated once for each end-user authentication process. All
authentication interactions for the life of the authentication process address the same instance in the same JVM.

Modules can store state in the module instance; however, state stored in a node is lost when the node’s process method
completes. To make state available for other nodes in the tree, nodes must return the state to the user or store it in the 
shared state.

AM uses Google’s Guice dependency injection framework for authentication nodes and uses Guice to manage most of its
object lifecycles. Use just-in-time bindings from the constructor to inject an object from Guice.

The following node-specific instances are available from Guice:

@Assisted Realm

The realm that the node is in.

@Assisted UUID

The unique ID of the node instance.

@Assisted TreeMetadata

The metadata for the tree that the node belongs to.

<T> @Assisted T

The configuration object that is an instance of the interface specified in the configClass  metadata parameter.

The following example is the configuration injection used by the Debug node:

lightbulb_2
Any other objects in AM that are managed by Guice can also be obtained from within the constructor.

Tip

info
The node interface supports sending one-time password (OTP) scripts in plain text notification only. You can’t include
HTML-rich notifications that use information from shared or transient state. If you need to support HTML
notifications, you can use a Groovy script with a private HTTP client that makes the REST API calls and places the
output in a scripted decision node.

Note
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@Inject
public DebugNode(@Assisted DebugNode.Config config) {
  this.config = config;
  ...
}

For more information, refer to the Inject and Assisted annotation types in the Google Guice Javadoc.

Use a cache

You can use Guice injection to cache information in a node by annotating the object that contains the cache with the 
@Singleton  annotation, for example:

@Node.Metadata(
  outcomeProvider = SingleOutcomeNode.OutcomeProvider.class,
  configClass = MyCustomNode.Config.class)
  public class MyCustomNode extends SingleOutcomeNode {

    public interface Config {
      String url();
    }

    private final Config config;
    private final MyCustomNodeCache cache;

    @Inject
    public MyCustomNode(@Assisted Config config, MyCustomNodeCache cache) {
      this.config = config;
      this.cache = cache;
    }

    @Override
    public Action process(TreeContext context) {
      CachedThing thing = cache.getThing(config.url());
      // implement node logic here
    }
}

@Singleton
class MyCustomNodeCache {
   private final LoadingCache<String, CachedThing> cache =
      CacheBuilder.newBuilder()
         .build(CacheLoader.from(url -> read(url)));

   public CachedThing get(String url) {
      return cache.get(url);
   }

   private CachedThing read(String url) {
      // Access resource and construct
   }
}
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Custom Guice bindings

If just-in-time bindings are not sufficient for your use case, you can add your own Guice module into the injector
configuration by implementing your own com.google.inject.Module  and registering it using the service loader mechanism.
For example:

// com/example/MyCustomModule.java
public class MyCustomModule extends AbstractModule {
   @Override
   protected void configure() {
      bind(Thing.class).to(MyThing.class);
      // and so on
   }
}

// META-INF/services/com.google.inject.Module
// Refer to https://docs.oracle.com/javase/tutorial/ext/basics/spi.html
com.example.MyCustomModule

The MyCustomModule  object will then be automatically configured as part of the injector creation.

Action class

The Node  class returns an Action  instance from its process()  method.

The Action  class encapsulates changes to authentication tree state and flow control.

For example, the following implementation demonstrates an authentication level decision:

@Override
public Action process(TreeContext context) throws NodeProcessException {
  NodeState state = context.getStateFor(this);
  if (!state.isDefined(AUTH_LEVEL)) {
    throw new NodeProcessException("Auth level is required");
  }
  JsonValue authLevel = state.get(AUTH_LEVEL);
  boolean authLevelSufficient =
    !authLevel.isNull()
    && authLevel.asInteger() >= config.authLevelRequirement();
  return goTo(authLevelSufficient).build();
}

For more information, refer to the Action class in the AM Public API Javadoc.

Action fields and methods

The Action  class uses the following fields:
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The Action  class provides the following methods:

Fields Description

callbacks A list of the callbacks requested by the node. This list may be null .

errorMessage A custom error message string included in the response JSON if the authentication tree
reaches the Failure node authentication node.
Each node in a tree can replace or update the error message string as the user traverses
through the authentication tree.
If required, your custom node or custom UI must localize the error string.

lockoutMessage A custom lockout message string included in the response JSON when the user is locked
out.
If required, your custom node or custom UI must localize the error string.

outcome The result of the node.

returnProperties A map of properties returned to the client.
Use withReturnProperty(String key, Object value)  to add a property to the map.

sessionHooks The list of classes implementing the TreeHook interface that run after a successful login.

sessionProperties A map of properties added to the final session if the authentication tree completes
successfully.
Use putSessionProperty(String key, String value)  and 
removeSessionProperty(String key)  to add or remove entries from the map.

sharedState  and 
transientState

State that AM shares between nodes through the tree context—the properties set so far
by nodes in the tree.
Refer to Store values in shared tree state.

webhooks The list of webhooks that run after logout.

Methods Description

goTo Specify the exit path to take, and move on to the next node in the tree.
For example:

return goTo(false).build();

send Send the specified callbacks to the user for them to interact with.
For example, the Username Collector node uses the following code to send the
NameCallback  callback to the user to request the USERNAME  value:

return send(new 
NameCallback(bundle.getString("callback.username"))).build();
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The inner class ActionBuilder  provides the following methods for constructing the Action  object and setting action-related
properties:

Methods Description

sendingCallbacks Returns true if the action is a request for input from the user.

suspend Suspends the authentication tree, and lets the user resume it from the point it
was suspended.
For example, the following call is taken from the Email Suspend node:

return suspend(resumeURI -> createSuspendOutcome(context, resumeURI, 
recipient, templateObject)).build();

Use the SuspensionHandler interface for handling the suspension request.

Methods Description

addNodeType Add a node type to the session properties and shared state. Replace any
existing shared state with the specified TreeContext’s shared state.

addSessionHook addSessionHooks Add one or more session hook classes for AM to run after a successful login.

addWebhook addWebhooks Add one or more webhook names to the list of webhooks.

build Creates and returns an Action instance providing the mandatory fields are set.

putSessionProperty Add a new session property.

removeSessionProperty Remove the specified session property.

replaceSharedState Replace the current shared state with the specified shared state.

replaceTransientState Replace the current transient state with the specified transient state.

withErrorMessage Set a custom message for when the authentication tree reaches the failure
node.

withIdentifiedIdentity Add an identity, authenticated or not, that is confirmed to exist in an identity
store. Specify the username and identity type or an AMIdentity  object.
Use this method to record the type of identified user. If the advanced server
property, org.forgerock.am.auth.trees.authenticate.identified.identity  is
set to true, AM uses the stored identified identities to decide which user to log
in.
This lets the authentication tree engine correctly resolve identities that have the
same username.
For more information, refer to advanced server properties.

withLockoutMessage Set a custom message for when the user is locked out.
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Store values in shared tree state

Tree state exists for the lifetime of the authentication session. Once tree execution is complete, the authentication session is
terminated and a user session is created. The purpose of tree state is to hold state between the nodes.

A good example is the Username Collector node, which gets the user name from the user and stores it the shared tree
state. Later, the Data Store Decision node can pull this value from shared tree state and use it to authenticate the user.

Authentication sessions when using chains and modules are stateful - the AM server that starts the authentication flow must
not change. A load balancer cookie is set on the responses to the user to ensure the same AM server is used.

In contrast, authentication trees can be made stateless, so that any AM instance in a deployment can continue the
authentication session.

For more information on configuring sessions, see Sessions.

Store values in a tree’s node states

Always store the authentication state in the NodeState  object that AM lets you access from the TreeContext  object passed
to the node’s action()  method. AM ensures that the node state is made available to downstream nodes:

Store non-sensitive information with the NodeState.putShared()  method.

Store sensitive information, such as passwords, with the NodeState.putTransient()  method.

AM encrypts the transient state with the key that has the am.authn.trees.transientstate.encryption  secret ID.
Downstream consumers, such as IDM user self-service nodes, must have the same key to decrypt and read it.

To ensure that the authentication flow is not bloated with calls to encrypt/decrypt data, and to ensure the
authentication session size stays small, limit what you store with putTransient() . This is especially true when the
realm is configured for client-side authentication sessions.

Get and set values stored in tree state

Internally, AM distinguishes the following node state data:

Shared state, where nodes store non-sensitive information that needs to be available during the authentication flow.

You store this with the NodeState.putShared()  method.

Methods Description

withHeader Set a header for this action.

withDescription Set a description for this action.

withReturnProperty Add a property to the list that is returned to the client.

withStage Set a stage name to return to the client to aid the rendering of the UI. The
property is only sent if the node also sends callbacks.

withUniversalId Deprecated.
Use withIdentifiedIdentity  instead.

• 

• 

• 
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Transient state, where nodes store sensitive information that AM encrypts on round trips to the client.

You store this with the NodeState.putTransient()  method.

Secure state, where nodes store decrypted transient state.

For details, see NodeState.

Set values in the tree state

To set node state values, get the NodeState  using the TreeContext.getStateFor(Node node)  method. Then, use the 
NodeState.putShared()  and NodeState.putTransient()  methods as described above.

For example:

// Setting values in NodeState
public Action process(TreeContext context) {
  String username;
  String password;
  // ...
  NodeState state = context.getStateFor(this);
  state.putShared(USERNAME, username);      // Non-sensitive information
  state.putTransient(PASSWORD, password);   // Sensitive information
  if (!state.isDefined(OPTIONAL_NUMERIC)) { // Check before updating
    state.putShared(OPTIONAL_NUMERIC, 42);
  }
  goToNext().build();
}

Get values in the tree state

To read node state values, use the NodeState.ifDefined(String key)  and NodeState.get(String key)  methods.

For example:

• 

• 
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// Getting values from NodeState
public Action process(TreeContext context) {
  NodeState state = context.getStateFor(this);
  String username;
  if (state.isDefined(USERNAME)) {
      username = state.get(USERNAME);
  } else {
    throw new NodeProcessException("Username is required");
  }
  // ...
  goToNext().build();
}

The get(String key)  method retrieves the state for the key from NodeState  states in the following order:

transient

secure

shared

For example, if the same property is stored in the transient and shared states, the method returns the value of the property
in the transient state first.

Access an identity’s profile

AM allows a node to read and write data to and from an identity’s profile. This is useful if a node needs to store information
more permanently than when using either the authentication trees' NodeState , or the identity’s session.

Read an identity’s profile

Use the IdUtils  static class:

AMIdentity id = IdUtils.getIdentity(username, realm);

If AM is configured to search for the identity’s profile using a different search attribute to the default, provide the attributes
as a third argument to the method.

To obtain the attributes you could request them in the configuration of the node, or obtain them from the realm’s
authentication service configuration.

1. 

2. 

3. 

warning
Any node which reads or writes to an identity’s profile must only occur in a tree after the identity has been verified.
For example, as the final step in a tree, or directly after a Data Store Decision node.
To store a verified identity in the authentication session, call ActionBuilder.withIdentifiedIdentity() . This
ensures identities with the same username are correctly resolved.

Warning

lightbulb_2
Wrap the method call in an instantiable class to ease testing.

Tip
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The following example demonstrates how to obtain the user alias:

public AMIdentity getIdentityFromSearchAlias(String username, String realm) {
    ServiceConfigManager mgr = new ServiceConfigManager(
            ISAuthConstants.AUTH_SERVICE_NAME,
            AccessController.doPrivileged(AdminTokenAction.getInstance());

    ServiceConfig serviceConfig = mgr.getOrganizationConfig(realm, null);

    Set<String> realmAliasAttrs = serviceConfig.getAttributes()
        .get(ISAuthConstants.AUTH_ALIAS_ATTR);

   return IdUtils.getIdentity(username, realm, realmAliasAttrs);
}

By combining these approaches, you can search for an identity by using the ID and whichever configured attribute field(s) as
necessary.

Read attributes of an identity’s profile

After obtaining the profile, use the AMIdentity#getAttribute(String name)  method.

Write a value into an identity’s profile

Create a Map<String, Set<String>>  structure of the attributes you wish to write, as follows:

Map<String, Set<String>> attrs = new HashMap<>();
attrs.put("attribute", Collections.singleton("value"));
user.setAttributes(attrs);
user.store();

Include callbacks

Nodes use callbacks to enable interaction with the authenticating user.

Access Management doesn’t support creating your own custom callbacks, but there are many existing implementations
available to you. Learn more in Supported callbacks.

Calling the getCallbacks(Class<t> callbackType)  method on a TreeContext  - the sole argument to the process()  method
of a node - returns all callbacks of a particular type for the most recent request from the current node. For example, calling 
context.getCallbacks(PasswordCallback.class)  returns a list of the PasswordCallback  callbacks displayed in the UI most
recently.

Below is an example of multiple callbacks created by a node and passed to the UI:
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To process the responses to callbacks, you must know the order of the callbacks in the list. You can find the position of the
callbacks created by the current node by using the constant properties for each callback position in the processing node.

If the callbacks were created in previous nodes, their positions must be stored in the shared state before subsequent nodes
can use them.

The following is the code that created the UI displayed in the previous image:

ImmutableList.of(
  new TextOutputCallback(messageType, message.toUpperCase()),
  new PasswordCallback(bundle.getString("oldPasswordCallback"), false),
  new PasswordCallback(bundle.getString("newPasswordCallback"), false),
  new PasswordCallback(bundle.getString("confirmPasswordCallback"), false),
  confirmationCallback
);

Note that the order of callbacks defined in code is preserved in the UI.

Send and execute JavaScript in a callback

A node can provide JavaScript for execution on the client side browser.

For example, the following is a simple JavaScript script named hello-world.js :
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alert("Hello, World!");

Execute the script on the client by using the following code:

String helloScript = getScriptAsString("hello-world.js");
ScriptTextOutputCallback scriptCallback = new ScriptTextOutputCallback(helloScript);
ImmutableList<Callback> callbacks = ImmutableList.of(scriptCallback);
return send(callbacks).build();

Variables can be injected using your favorite Java String utilities, such as String.format(script, myValue) .

To retrieve the data back from the script, add HiddenValueCallback  to the list of callbacks sent to the user, as follows:

HiddenValueCallback hiddenValueCallback = new HiddenValueCallback("myHiddenOutcome", "false");

The JavaScript needs to add the required data to the HiddenValueCallback  and submit the form, for example:

document.getElementById('myHiddenOutcome').value = "client side data";
document.getElementById("loginButton_0").click();

In the process method of the node, retrieve the hidden callback as follows:

Optional<String> result = context.getCallback(HiddenValueCallback.class)
  .map(HiddenValueCallback::getValue)
  .filter(scriptOutput -> !Strings.isNullOrEmpty(scriptOutput));

if (result.isPresent()) {
  String myClientSideData = result.get();
}

Handle multiple visits to the same node

Authentication flow can return to the same decision node by using two different methods.

The first method is to route the failure outcome through a Retry Limit Decision node. This node can limit how many times a
user can enter incorrect authentication details. In these instances, the user is returned to re-enter their information; for
example, back to an earlier Username Collector node.

The second method involves routing directly back to the currently processing node. To achieve this, use the Action.send()
method, rather than Action.goTo() . The Action.goTo  method passes control onto the next node in the tree. The 
Action.send()  method takes a list of callbacks which you can construct in the current node. The return value is an 
ActionBuilder , which can be used to create an Action , as follows:

ActionBuilder action = Action.send(ImmutableList.of(new ChoiceCallback(), new ConfirmationCallback()));
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A typical example of returning to the same node is a password change screen where the user must enter their current
password, new password, and new password confirmation. The node that processes these callbacks needs to remain on the
screen and display an error message if any of the data entered by the user is incorrect. For example, if the new password and
password confirmation do not match.

When a ConfirmationCallback  is invoked on a screen that was produced by Action.send() , it will always route back to the
node that created it. Once the details are valid, return an Action  created using Action.goTo()  and tree processing can
continue as normal.

Handle errors

This page covers error handling in authentication nodes, including how to report errors to end users and tree administrators,
as well as handling unrecoverable errors.

Authentication trees provide a number of ways to output error messages to the user.

Authentication errors

The most common error to display is a message in the event of an unsuccessful authentication. In an authentication tree,
this occurs when the authentication process terminates at the failure node:

Unrecoverable errors

By default, when a catastrophic error occurs during node processing, a NodeProcessException  exception should be thrown,
which halts the authentication journey immediately, and displays a generic error message. This may not be desirable, as it
could create a negative user experience.
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Instead, errors that occur during node processing should be caught within the processing block of the node’s code, and the
user should be routed to an erroneous state outcome. It may be appropriate to have a single error outcome, multiple error
outcomes, or no error outcome at all, depending on the node.

It is valuable to store information about the cause of the error in the shared state, in case a node further along the tree
processes it. This information should include error text to display to the user. If the shared state is used for this purpose, it is
important to document not only the meaning of the various outcomes, but also the keys used to store information in the
shared state.

Configuration errors

You can display error messages to the tree administrator; for example, when a configuration property of a node is required,
but not provided.

To automatically display an appropriate error message when required values are missing, annotate your config property
with @RequiredValueValidator , as follows:

@Attribute(order = 300, validators = {RequiredValueValidator.class})
Set<String> accountSearchBaseDn();

To control the messages displayed on error, ensure there is a .properties  file under src/main/resources/
org.forgerock.openam.auth.nodes  with the same name as your node class. For more information, see Internationalization.

Plugin class

The plugin class is responsible for informing AM about the details of the customized authentication node. There is little
variation between the plugin class for each authentication node, other than the version number and class names within.

Authentication nodes are installed into the product using the AM plugin framework. All AM plugins are created by
implementing org.forgerock.openam.plugins.AmPlugin  interface and registering it using the Java service architecture -
placing a file in META-INF/services.

For plugins that provide authentication nodes there is an abstract implementation of the AmPlugin  interface named 
org.forgerock.openam.auth.node.api.AbstractNodeAmPlugin .

The following is an example of the plugin class for an authentication node:
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public class MyCustomNodePlugin extends AbstractNodeAmPlugin { (1)

  private static String currentVersion = "1.0.0"; (2)

  @Override
  protected Map<String, Iterable<? extends Class<? extends Node>>>
  getNodesByVersion() {
    return Collections.singletonMap("1.0.0", Collections.singletonList(MyCustomNode.class)); (3)
  }

  @Override
  public String getPluginVersion() {
    return MyCustomNodePlugin.currentVersion;
  }
}

AM plugins are notified of the following events:

onInstall

The plugin has been found during AM startup, and is being installed for the first time. It should create all the services
and objects it needs.

onStartup(StartupType startupType)

The plugin is installed and is being started. Any dependency plugins can be relied on as having been started.

The type of startup is provided:

FIRST_TIME_INSTALL . The AM instance has been installed for the first time.

FIRST_TIME_DEMO_INSTALL . The AM deployment has been installed for the first time, using an embedded data
store as the config and user stores.

NORMAL_STARTUP . The AM instance is starting from a previously installed state, or is joining an already installed
cluster.

onShutdown

The AM instance is in the process of shutting down cleanly. Any resources the plugin is using should be released and
cleaned up.

upgrade(String fromVersion)

An existing version of the plugin is installed, and a new version has been found during startup. The plugin should
make any changes it needs to the services and objects used in the previous version, and create all the services and
objects required by the new version.

The version of the plugin being upgraded is provided.

1 Name the plugin class after the core class, and append Plugin. For example, MyCustomNodePlugin.
2 Provide a version number for the authentication node.

3
Ensure a call to the getNodesByVersion() function returns the core classes of the authentication nodes to register. In this
example the version is 1.0.0, and there is just one node being registered as that version.

• 

• 

• 
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onAmUpgrade(String fromVersion, String toVersion)

An AM system upgrade is in progress. Any updates needed to accommodate the AM upgrade should be made.

Plugin-specific upgrade should not be made here, as upgrade  will be called subsequently if the plugin version has also
changed.

The AM version being upgraded from, and to, are provided.

The plugin is responsible for maintaining a version number for its content, which is used for triggering appropriate events for
installation and upgrade.

For more information, see amPlugin in the AM Public API Javadoc.

Upgrade nodes and change node configuration

Over time, it may become necessary to change the schema of the configuration for your node.

When this happens, the changes must be propagated to the AM configuration system. To ensure an update of the AM
configuration, use either of the following methods, depending on the stage of development:

In the development stage, give your nodes the special version number 0.0.0 . Any AM configuration created by nodes
that have this special version number is wiped on each restart of AM.

After moving to production and switching to semantic versioning, you must write upgrade functions into the node to
locate existing configuration and convert it to the new schema.

For information on upgrading schema in production mode, refer to Upgrade simple node configuration schema
changes and Upgrade complex node configuration schema changes.

Upgrade simple node configuration schema changes

This section explains how to upgrade nodes with simple schema changes. For example, changing an attribute to a compatible
type.

When configuration schema changes are simple, call the PluginTools#upgradeAuthNode(Class)  method in the upgrade
method of your plugin, as follows:

@Override
public void upgrade(String fromVersion) throws PluginException {
  pluginTools.upgradeAuthNode(MyCustomNode.class);
}

• 

emergency_home
If you are using custom nodes with version 0.0.0 in trees, you must remove them from the trees before
restarting AM and reinsert them after the restart. If you do not do this, the entire tree cannot be viewed in the
UI after the restart. 

Important

• 
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Examples of simple schema changes include:

Changing an attribute type to one that is backwards-compatible with any existing values.

For example changing an integer to a string type, or T  to Set<T> .

Adding a new attribute that has a default value defined.

For example:

public class MyCustomNode implements Node {
  public interface Config {
    @Attribute(order = 1)
    String existingAttribute();
    @Attribute(order = 2)
    default Integer newAttribute() {
      return 5;
    }
  }
  // ...
}

Upgrade complex node configuration schema changes

This section explains how to upgrade nodes that are changing the configuration schema such that existing values would
clash with the new schema. For example, changing an attribute to an incompatible type.

When configuration schema changes are complex, use the API provided in the com.sun.identity.sm  package. In this
example, version 1.0.0  of a node has the following configuration schema:

public interface Config {
    @Attribute(order = 1)
    String name();
}

Version 2.0.0  of the node requires the user’s given name and family name separately, rather than simply a name string. The
config for version 2.0.0  is as follows:

public interface Config {
  @Attribute(order = 1)
  String givenName();

  @Attribute(order = 2)
  String familyName();
}

To upgrade this example node configuration, find all existing instances of configuration created by the version 1.0.0  node,
find the current values for the name  attribute, and split it on the first space character to use in the two new attributes.

The following code shows how to upgrade the schema of this example node:

• 

• 
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@Override
public void upgrade(String fromVersion) throws PluginException {
  try {
    SSOToken token = AccessController.doPrivileged(AdminTokenAction.getInstance());
    String serviceName = MyCustomNode.class.getSimpleName();
    ServiceConfigManager configManager = new ServiceConfigManager(serviceName, token);

    // Read all the values from all node in all the realms that will need replacing
    OrganizationConfigManager realmManager = new OrganizationConfigManager(token, "/");
    Set<String> realms = ImmutableSet.<String>builder()
      .add("/")
      .addAll(realmManager.getSubOrganizationNames("*", true))
      .build();
    Map<Pair<Realm, String>, String> oldValues = new HashMap<>();
    for (String realm : realms) {
      ServiceConfig container = configManager.getOrganizationConfig(realm, null);
      for (String nodeId : container.getSubConfigNames()) {
        ServiceConfig nodeConfig = container.getSubConfig(nodeId);
        String name = nodeConfig.getAttributes().get("name").iterator().next();
        oldValues.put(Pair.of(Realms.of(realm), nodeId), name);
      }
    }

    // Do the upgrade of the schema
    pluginTools.upgradeAuthNode(MyCustomNode.class);

    // Remove the old value and set the new values
    for (Map.Entry<Pair<Realm, String>, String> nameForUpdate : oldValues.entrySet()) {
      String realm = nameForUpdate.getKey().getFirst().asPath();
      String nodeId = nameForUpdate.getKey().getSecond();
      String name = nameForUpdate.getValue();
      int spaceIndex = name.indexOf(" ");

      ServiceConfig container = configManager.getOrganizationConfig(realm, null);
      ServiceConfig nodeConfig = container.getSubConfig(nodeId);
      nodeConfig.removeAttribute("name");
      nodeConfig.setAttributes(ImmutableMap.of(
        "givenName", singleton(name.substring(0, spaceIndex)),
        "familyName", singleton(name.substring(spaceIndex + 1))));
    }
  } catch (SSOException | SMSException | RealmLookupException e) {
      throw new PluginException("Could not upgrade", e);
  }
  super.upgrade(fromVersion);
}

Internationalization

Internationalization (i18n) of content targets both the end user and the node administrator. Messages sent to users and
other UIs can be internationalized.

You can also internationalize error messages and administrator-facing UI using the same mechanism for better user and
admin experience.

Internationalized nodes use the locale of the request to find the correct resource bundle, with a default fallback if none is
found.
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Localize node UI text

Create a Java resource bundle under the resources  folder in the Maven project for your node.

The path and filename must match that of the core class that will use the translated text.

For example, the resource bundle for the Username Collector node is located in the following path: src/main/
resources/org/forgerock/openam/auth/nodes/UsernameCollectorNode .

Figure 1. Example resource bundle

Add the properties and strings that the node will display to the user.

For example:

callback.username=User Name

Create a .properties  file in the resource bundle for each language your node will display.

The filename must include the language identifier, as per rfc5646 - Tags for Identifying Languages.

For example, for French translations your .properties  file could be called UsernameCollectorNode_fr.properties .

Replicate the properties and translate the values in each .properties  files.

For example:

1. 

2. 

3. 

4. 
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callback.username=Nom d'utilisateur

In the core class for your node, specify the path to the resource bundle from which the node will retrieve the
translated strings:

private static final String BUNDLE = "org/forgerock/openam/auth/nodes/UsernameCollectorNode";

Define a reference to the bundle using the getBundleInPreferredLocale  function to enable retrieval of translated
strings:

ResourceBundle bundle = context.request.locales.getBundleInPreferredLocale(
        BUNDLE, getClass().getClassLoader());

Use the getString  function whenever you need to retrieve a translation from the resource bundle:

return send(new NameCallback(bundle.getString("callback.username"))).build();

Build and install nodes

This section explains how to build and install authentication nodes for use in authentication trees.

Build and install a custom authentication node

Change to the root directory of the Maven project of the custom nodes.

For example:

$ cd /Users/Forgerock/Repositories/am-external/openam-auth-trees/auth-nodes

Run the mvn clean package  command.

The project will generate a .jar  file containing your custom nodes. For example, auth-nodes-version.jar .

Include the custom .jar  file in the AM .war  file, as described in Customize the AM WAR file.

5. 

6. 

7. 

1. 

2. 

3. 

info
Delete or overwrite older versions of the nodes .jar  file from the WEB-INF/lib/  folder, to avoid clashes.

Note
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Restart AM for the new nodes to become available.

The custom authentication node is now available in the tree designer to add to authentication trees:

Figure 1. Custom node in a tree

For more information on using the tree designer to manage authentication trees, refer to Configure authentication
trees.

For information on upgrading custom nodes, refer to Upgrade nodes and change node configuration.

Maintain authentication nodes

This page covers post-installation tasks relating to authentication nodes, such as testing, debugging, auditing, and
performance monitoring.

Test nodes

You can test authentication nodes in numerous ways. For example, you can use unit tests, functional tests, and perform
exploratory or manual testing.

emergency_home
If you are using custom nodes with version 0.0.0 in trees, you must remove them from the trees before
restarting AM and reinsert them after the restart. If you do not do this, the entire tree cannot be viewed in the
UI after the restart. 

Important

4. 

PingAM Node development

Copyright © 2025 Ping Identity Corporation 5617



Authentication nodes are well suited to tests that have a high percentage of code coverage. The low number of static
dependencies means that unit testing of the node class itself can occur, rather than simply the business logic classes, as was
the case for modules. Furthermore, as nodes should be significantly smaller than modules, testing iterations should be much
shorter.

Unit tests

Your unit tests should aim for an appropriately high-level percentage of coverage of the code. Unit testing becomes easier
with nodes, as most of the business logic is defined by the tree layout, rather than in the nodes themselves.

At minimum, the process(TreeContext context)  method should be tested to ensure that all appropriate code paths are
triggered based on the existence, or lack of, appropriate values in the shared state and callbacks.

The TreeContext  class and contents have been designed to make sure they are simple to use in unit tests, without the need
to resort to mocking.

Functional tests

Functional tests involve deploying the node into an AM instance and testing it using the authentication REST API. They should
be written to cover all normal flows through the node.

All the appropriate code paths discovered through unit testing should be functionally tested to ensure that helper, utility,
and related mechanisms function as expected.

Additionally, functional tests will ensure that the business logic is correctly called and processed as expected.

Manual testing

Manual testing should occur both during and after node development.

During development, it is expected a node developer will frequently load and reload nodes to ensure they operate as
expected, including configuration and execution, as well as any expected error conditions.

After development, manual testing should continue in an exploratory fashion. Simply using a node numerous times can
often highlight areas left unpolished, or particular usability issues that may be missed by automated testing.

Debug nodes

Add debug logging to your custom node to help administrators and support staff investigate any issues which may arise in
production.

To add debug logging to a node, obtain a reference to the amAuth  SLF4J Logger instance.

For example, you can assign the logger to a private field as follows:

lightbulb_2
Mocking expected services may be useful when functionally testing nodes that call out to third-party services.

Tip

Node development PingAM

5618 Copyright © 2025 Ping Identity Corporation



import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

// ...

private final Logger logger = LoggerFactory.getLogger("amAuth");

You can also use the SLF4J varargs  methods to defer string concatenation to SLF4J. This means string concatenation can be
skipped if the configured logging level means that your message will not be written.

The following example uses the debug  level:

logger.debug("authLevelSufficient {}", authLevelSufficient);

Audit logging

Audit logging helps administrators to investigate user and system behavior.

AM records all incoming calls as access events. Additionally, in order to capture further details regarding authentication
flows, AM records an authentication audit event for each node, and the tree outcome.

A node can provide extra data to be included in the standard audit event which is logged when an authentication node
completes.

AM logs an AM-NODE-LOGIN-COMPLETED  audit event each time an authentication node completes. To add extra information to
this audit event, override the node interface method getAuditEntryDetail .

For example, the Retry Limit Decision node overrides this method to record how many retries remain:

@Override
public JsonValue getAuditEntryDetail() {
  return json(object(field("remainingRetries", String.valueOf(retryLimitCount))));
}

When this node is processed, it results in an audit event similar to the following:

info
Consider the logging level you use; excessive use of the error  or warning  level can cause debug logs to fill, and can
have a negative performance impact, if your node is used frequently.

Note
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{
  "realm": "/",
  "transactionId": "45453155-cf94-4e23-8ee9-ecdfc9f97e12-1785617",
  "component": "Authentication",
  "eventName": "AM-NODE-LOGIN-COMPLETED",
  "entries": [
    {
      "info": {
        "nodeOutcome": "Retry",
        "treeName": "Example",
        "displayName": "Retry Limit Decision",
        "nodeType": "RetryLimitDecisionNode",
        "nodeId": "bf010b6b-61f8-457e-80f3-c3678e5606d2",
        "authLevel": "0",
        "nodeExtraLogging": {
          "remainingRetries": "2"
        }
      }
    }
  ],
  "timestamp": "2018-08-24T09:43:55.959Z",
  "trackingIds": [
    "45453155-cf94-4e23-8ee9-ecdfc9f97e12-1785618"
  ],
  "_id": "45453155-cf94-4e23-8ee9-ecdfc9f97e12-1785622"
}

The result of the getAuditEntryDetail  method is stored in the nodeExtraLogging  field.

Monitor nodes

You can track authentication flows which complete with success, failure, or timeout as an outcome by using the metrics
functionality built-in to AM.

For more information, see Monitor AM instances.

You can also use the following nodes in a tree to create custom metrics:

Meter node

Timer Start node

Timer Stop node

Troubleshoot node development

This page offers solutions to issues that may occur when developing authentication nodes.

I installed my node in AM. Why doesn’t it appear in the authentication tree designer?

The authNodeName.properties  file for your node must include a nodeDescription  property to ensure that that your
node appears in the authentication tree designer.

AM uses the nodeDescription  property value as the name of your node.

• 

• 

• 

1. 
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How do I get new attributes to appear in the node after the service has been loaded once?

See Upgrade nodes and change node configuration.

What type of exception should I throw so that the framework handles it gracefully?

To display a custom message to the user, exceptions must be handled inside the node and an appropriate information
callback returned.

For more information, see Handle errors.

Do I need multiple projects/jars for multiple nodes?

No - you can bundle multiple nodes into one plugin, which should be deployed in one single .jar  file.

See Build and install nodes.

What ForgeRock utilities exist for me to use to assist in the node building experience?

A number of utilities are available for use in your integrations and custom nodes.

See the AM Public API Javadoc.

Transient State vs Shared State - When should I use one or the other?

Transient state is used for secret values that should not persist.

See Store values in shared tree state.

If my service collects a username in a different way from the Username Collector node, where do I put the username from
the framework to get the principal?

See Access an identity’s profile.

Where do I go for examples of authentication nodes?

There are many public examples of ForgeRock community nodes at https://github.com/ForgeRock.

Examples of community nodes written by third parties can be found on the Marketplace website.

For source access to the authentication nodes builtin to AM, see How do I access and build the sample code provided
for PingAM? in the ForgeRock Knowledge Base.

2. 

3. 

4. 

5. 

6. 

7. 

8. 
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